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P ARP K30, FEUER H ) L IE R k.
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AAA (Authentication Authorization Accounting) & —FiHEftAUE. FEBRCRITE R I HEAR .

® i (Authentication) : JGiER A& 75 0] LASRAG U5 ) B, Aff e WIS L6 FH P m] LA 1) )
%,

® FZHL (Authorization) : #ZAUH ;1] LI HIMRLE AR 55 o

® ' (Accounting) : ci3r A8 FH X 48 B2 U5 IRV 1R 400 o
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B 3T AR1200-S R &3 AKibit 3.

AR1200-S SZEF F AR5

AL

SCRRANAUE T Vo B AEAAAE 22 AT, A SCRFE L P AGIE 7 v ASIE

SRR TV
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S HE EAP B AL NIE .
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SCRFE L A B D1 AR o
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SCREATAUT

R MBI
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PR LE, 75 AR ML

SEFEANRBUTEA G . TR AN E LR, S A NN RBO

B

SREE R P AT AL
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® I fF RADIUS DM,

2k

® FEAIHTR.

® 7 FF Radius il
® 7 fF Hwtacacs 119%,
®  CHRRIN K.
®  SCRFSEIN IR

BEANATT BLZE AR1200-S b HC B v 2% S WU s -

W Tk TR G, WMRA T Bgk, AR1200-S Hf i v 2 IR 4548 KR T IR TF i
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® 7k DA IR 2%t e S B T Bl SRR P T G, W ARG fo i T R
o LR RN T kO P BRI 55, AT LA EE AT 2k
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O R BEATINIE . BRI 9 =Fh 2 2 D fE

6.2 S FRAEFIIN

AEFPEINZ 2 BERRGE S F

3t ik &iE

RFC 2093 Generic AAA Architecture -

RFC 2094 AAA Authorization Framework -

RFC 2095 AAA Authorization Application -
Examples

RFC 2096 AAA Authorization Requirements -

RFC 2058 Remote Authentication Dial In User -
Service (RADIUS)

RFC 2059 RADIUS Accounting -

RFC 2138 Remote Authentication Dial In User -
Service (RADIUS)

RFC 2139 RADIUS Accounting -

RFC 2865 Remote Authentication Dial In User -
Service (RADIUS)

RFC 2866 RADIUS Accounting -

RFC 2869 RADIUS Extensions -
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6.3 A IR1S M
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License
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=& IR A
AR1200-S V200R001CO01
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(RART"
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R IR A % BRI R ) RLFLE I
AR 2% bo ARMOAERIE B, ] DUOIEE PR A; Sl E a0 B E
B2V AT A B
® mymiAilF: AR CREEAMA P A SRS R E )l B A A EAR
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&, HWTACACS (HuaWei Terminal Access Controller Access Control System) 1/}
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TRAE— AR 7 Z P R Z AR, B G A7 BEA TR
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B, B IE R, AR AN A HAE .
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=
AAA STRELL R AU A
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O RHBFRAL: MR X L5 AR S5 i A K T A 5 B P BEA T AL
® HWTACACS #40: tH TACACS R4 2855 Fl P HEAT 44
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M kit
® RADIUS WNUEMIN G AL: RADIUS BMSPIAE R AUE SR e A2 — 211, ANHE M
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6.4.2 RADIUS {#¥

AAA W] UUHZ R HSCRSEEL, e )& RADIUS 103 . RADIUS f 4] FH ok & B A
BRI R 2 KB SO s Aok 2 N T A AR SS %5 NAS (Network
Access Server) R5t.

A AHELE R A M2 TR R4 ) 5 NAS 7344 T HCAJ7 i) HLAth o) 25 A
I BHAGAL FH HE L8 0 25 B AR IS, NAS &2 T YGIEH - 3o N IEREH o

NAS 70 7 AR 2845 EAL 3 45 RADIUS 4525 . RADIUS Whil3iE T NAS
5 RADIUS JI} 45 %% 2 [ ] 356 4 BRI 245 B L AGATERIT T 9 45 5, RADIUS Jiik
25 2R N DTS P IE R SR, SEAE,  FFEIAIE S5 SR T I R R B2y
NAS.

NAS 1 RADIUS 2 [A] {56 TEAF B R A% 3 0 Sl 1 55 B O 25 B ok s iy, UIRE S J T ) 1)
R AEAN 22 AR ) 0 5B i I B

1L SEI
RADIUS {#{ UDP (User Datagram Protocol) 1E MALHitML, HA RLFHSZNE; RN
WS FFFALH LI & F AR5 28 WL, AT HA e ar v Sk
WA 232 N IR 45 24 ) RADIUS WML %8 ) v, SEELLL R IhfiE:
® fnifi RADIUS X ¥ 7@, B45 RFC2865. RFC2866.,
o EHY RIS B,
® X} RADIUS &2 IRAEM LR thae: W E] AAA FIAES T B G, iy
RS 28 (KRS ) DOWN, i B IR 45 2SR AL B, B v B4 )-S5 ) 2410 ik
Fees Rk, ZIRSCAE R IRSS S BRI SC, WU E] RADIUS R4S 28 HRIN,  JUSA
MRS A TR AT
® AU RADIUS R4 43 2hfe: WER MR R IE RS 2SR AT KIE, ik
TE VBT 250 R 25 A8 I B O AR O, )5 BRI AR IR 45 28 A b e 8 2 A i
2% o RILR L
INIEFN 3
RADIUS R %5 8l ok 2 3r —ANE— B P BRI, Aefg P 4. Skt i P k7%
k.
RADIUS % J7 i 5 R 25 7 1) 1 S A2 an B 6-2 B
O /B SRE HAR B NG AR S N A e A5 N, S P A4 RN A R 4 i M 4 N
4528
® LMK RADIUS % /7 i (MZRHE ARG 28 U 44 Fnas i, i)
RADIUS 4% AL A UIETE K 5
® RADIUS JIR45 s BIAER KRG, S8 OAE, FEIEHTE I - #2RUE Bk [RlZy
s ARG SR, RADIUS A4S 28R [BIRAUE M5 BEA %5 ) St o
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® 6-2 RADIUS % Fim 5 k55 =5 B HIE 212

User name
, 2) Request
- (1) password (&= (2) Req > =

o a R

Response (3)
User Access device RADIUS server

2% T B R AR EAZA I B R AR,
6.4.3 HWTACACS iYL

HWTACACS /& 7E TACACS (RFC1492) Jhfi FRbAT T ThREMASR I —Fh e il %P
WA RADIUS PSRl EEUEM T “& P ui— kg4 #5 HWTACACS %54

WG RSZIZ M 1) AAA ThEg, W T PPP. VPDN (Virtual Private Dial Network)

NP EAE . ZBCRT5k .

HWTACACS i JE
® A ATHIAL

- M P IELE Telnet 5 SSH & 2k th#% L5, Wi T EXHZH P A 21T
HEHATINUE, AT LCRAZ 0 P e AT 66 8 HWTACACS, % 7 i
N4 A #2301 HWTACACS R4 25870 . W R4 AGH i, a4 anl
IBEIAT . 750, HWTACACS R4 2eftifs B, A0 iZdr & AU,
A ANBEIAT

- A AT BT LI A B2 B 7954 23k ik, KRR, W R4S 2
M (IR45%8 Down. AA[IAELRINBN) SEATSATHBCRMON, w] LK i
AT N A HAZ R AT

- AR T PG B RIS S TR P, B RS R R HWTACACS ARG 2% 152 AL
GERL, PRGN, %A AR AT .

- HWTACACS ¥y AT I HAT R (B 6-3 TR,

& 6-3 HWTACACS 1z s S TR ITIRIE
Command Author-cmmd REQ

o 2

Author-cmmd ACK
PC Router TACACS server

o X HOERTTHEATIAIE
- JI/ilnd Telnet 2 SSH & sk BBk thas o, A LA AR R A H] super
AR TH B CIIZ . IXINE, B ERE P R R A T IR
- HWTACACS w] LI P G0 3R THEAT AL, HSAAT AR W 6-4 Pros. % i
A H P 85 0% 3 HWTACACS ks BT INIE, aniAubdst, Hi~

SCRHfiA 02 (2012-01-06) B AR s 39
BB © H I HARA 26 )



Huawei AR1200-S F 51 {0k ih &%
FePEAR- 4 4 6 AAA I 2R
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& 6-4 HWTACACS B9 PR AR FABIHITIRIE

Tel/ssh Super authen REQ
Super authen ACK
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- WA BCE N I T A, SO R HWTACACS kg5as I 2%
ARTHERAES A, WVGIEEE, P AR TR .

P T AT LA FH AR IV 43 7 i, A FH B4 L super Z5RREGIE .
BORE, LR M RS SR 0 R Cr, FR454% Down. ST IAIRI N RIS S5k
IR ISR TF I, T LUK AR TH o A A A B,
HWTACACS i F1 RADIUS i &Y bt

5 RADIUS #itt, HWTACACS HA3 5 N el SER LA N & 4e vk, & & T2 i
#]. HWTACACS i 5 RADIUS Wrs ) X B 6-1 s

% 6-1 HWTACACS %5 RADIUS /i3 B9 EL &L

HWTACACS RADIUS
i TCP, W48 4 o A 1§} UDP

B T ARUER HWTACACS 30k, SHRSCH AR | FURSHAUEHRSC b (1% i <7 BT
A ER AT N I

WIE S HR & WWUE S # A — ik b

T BT 22 A & T REAT U2

SCHREXT I ph 3 E I iy A R T AL AL
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7EH AT AAA [ISEEL, A P ERE Tk, F - & TN 2 it FH P 44 rh i 10
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RADIUS Server

6.5.2 £ HWTACACS M3ENFA P37
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A

A

Port authorized

Handshake timer

Handshake request
[EAP-Request/Identity ]

Handshake reponse
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-
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® DF fi#' &7, 1 MF {7 R i) 4 % {7 8¢ Fragment Offset £/ 0.

® DF {724 0, Iff Fragment Offset + Length > 65535,

b, TR RSO DA N H (e A S b M AL ) A, N R SR H bk B
A7 AR

Teardrop i

EM AL IR, 3 1P RSO K B2 1 MTU (e KBRS o0 , e
AT e A8 TP Rk — Mg 7B (OFFSET) Al Frbrid&is (ME) , Wi MF
PR W BN 1, NRWEA IP R — N K IP Wiy A, Hh w7 BHe i T A
WrEREAS TP AL R 7 o B2 ety T DU S Sk R I 2645 A SR 1% TP A

etn, —MECKHIIRSCAE MTU BUNR R EARRIIIR, B T PIAS TP #R3C, XM
A TP RSCRAE H A AT A, IR 50N S A6 ) TP 4R 3T Wi 8-13 s

8-13 E B AR TREE

IP Header | ISR, | IP Data A

IP Header IP Data B

IP Header | ICE | IPDataA|  IP Data B

W —N B TP EF GO, O 7 B B A IERRI(E,  BU o] g s I8 EE A5 B
Wi IR 5 o8 TCP/IP PSR AE I BN AL P A T SR A 1) Dk 3 20 B I 25 J3 ¥t
Xk 2 FTIE I Teardrop Biiti. Gnl&l 8-14 s,

8-14 Teardrop W~ EE

TCP
IP Header| Header IP Data A
RS -
Bl
IP Header IP Data B
TCP
IP Header Header 7?7

Fraggle i

Fraggle BGiti (¥ R B 5 Smurf Boki (1) JUBRRAL, Aid, Fraggle B K%k /& UDP ) 31
A ICMP 130, KA RI% )& UDP 473, Fraggle T v LAk — 28 1| ICMP $§ 30k
NI e P
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Fraggle Bl AR FE/E: UDP 3 7 (ECHO) Al 19 (Chargen) 7E4] UDP
X, e, W

® UDP /) 7 T W BIIR C 5, £:% ICMP Echo Reply —FF [F] N i B 1) 4 %5

® UDP (1 19 S ARG, 27 A — B4

IX PN UDP i #8257 AR KBRS, HF by P4 o«

Bkl LA H bR EHUITAE I 48 S 65t bl g e Boek ML, i H ik 2ERT A 1
(1)) R bk B P ) 4% Lk (1Y) UDP 4k 3C,  H Wi 1524 7 (ECHO) 8 19 (Chargen)
TW TR T BRI R o 17 52 F FHURIE R RAR ST, T = A K B i
T F I 45 11 B 2 2 T LD

WA H bR ENUTAEM S EENBA R ShIX S Thfe, X2 G 42— ICMP ATTiA
R, USRI FET S . R H 5O N 19 (Chargen) , H B3 H 24 7

(ECHO) , XFES A EH= L NRor, HfaFiEE .

Tracert & A F TTL (Time To Live) & 0 IR [BIfF) ICMP R SC, Ak 2] H 1) IR
[]f¥) ICMP ity VAN AT IE R SCR B IR SC 205 H 1t 263 (1) 642

Hili T AR Tracert AR W25 A A o 0T W4 48328 bk E R AE S o

B TCP X ¥ &

W32 TCP i 3OSl i O A R W & TCP k11 6 Nhidhr, & dEW s TCP sk i
AEPREEE, kRN B H .

8.4.7 MES i+ K& tEf=

B K AU IR SR AT I, S Py A1 2 O B AL PR,
HEAFAREROZET T FL A0 HT o B3O ZE 57 TP LA T 5P oty s
RIAFIR AT, 55T, Bk RGAE W LLSER M HEIRE, SR
S

B, JEIE 53 A 1S 199 2% 1) Py 38 9 2% A 2 1) TCP/UDP 3 B850 A58 o v e BfE, v LA
B 5 2 15 i B PR AR BT B, mla PR T pAY 8 19 5 25— TP btk A B i 45
B 8-15 J Bl KR (1 — AN BN TS, 2R 5l 1 AR I 2% 21 A F I 2% (K3 - TP ik ()
Gt T DRERS, WERANEEFI SRS Web IR 5545 129.1.9.1 K1) TCP ERLEI T #E
(RIBAEL, RE BRI A5 190 45 16 12l 55 s SORSHTIERE, BRI R A 2 1E W JE

& 8-15 TCP EEHBRT~EE

Bouter
~
=~ £
g WWWHk 25 <5
TCPRER 129.1.9.1
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RERHRESITFINEE

RARIMEL AR, S RETIA G H T B K5 DR 2 3 a 1 B i A2
B AR1200-S Bt 240 it g 228 0] ) ICMP. TCP. UDP Z8i%8:%. YiEso it
BC & B, AR1200-S FRARCR IR B i, B2 ERESMF R T .

ARG G T B fe a] DU S AS [A) iR 2R A i LB . 940 24 TCP i85 L
PR B VB R 15000, N B BIE 3 E A 12000 I, DY BTG 224 R (0] g 57 (% TCP 344 2
o 15000 I, AR1200-S HUHCE R4 Fr A 22 23 (0] (8 10 TCP iEF:E K, JFar-4E
TR, R AN R, WERE SR RBIE 12000 LR, SR ERE H
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BT 22 R RGEHkE

ST IR E LT R, KA 22 4 DX SR HAth 2 4 X dak 2 [R) PR B v AR 3, B
AR1200-S LB GEvh AR 2 A X 3R HA I A 2 A48 R i V7 ) TCP. UDP S81%E 4 B4k
A g A XN H A T A 2 Al D) S N P 0 4 R B AN T T PR e e BB e e
B, AR1200-S FHCR R HEREGE i, HEERBERBEL TN,

B4 =24 N5 ] TCP B0 (E A 15000 A, G SREAS X 4 i) HoAth X 385 A 2 1) TCP 342 5
HoH L 15000, AR1200-S FUBSCKE H5 200 AN [X ek i) HoA X 38k & 62 B 1) TCP JE #2175 3K o
T IP it R E St Fo s

BT IP Hobik g s, T T A e 2 A DX I o BpAS TP Mk B ST A) TCP/
UDP #%#%. AR1200-S HAGE 20 HiE 1P Huhik &k sl H i Hshik 3205 ¥) TCP 5 UDP 3% 4%
MBOE TR B, nT DA A 75 5 PR % 7 1 IR e 0 ke, DAB I &
455 B = 1 M s DR R G A T A AR IR 25 A D

24 TCP/UDP Y& 4 S I LA N5, U5 1P Huhiksg H i skl o] DLEE BT & B 352 TCP
&, UDP 3%E#.

8.4.8 BFNIEHE
B % AT LLSIZ IR C S B KBS S VERDIRAS (A0 St 1 SERh B KRS it . RS 381 5 oA
S , JPEE R kB HE .

Xt H AR 7 HTRTARS, RENS AL P 1R AT KB ) 2 Al Aol I ARG 1S %
AR LB AR, SEIN Y H ARG s mT LT RAG I EAEREAT AR

T B KBS IS E AR S BEATIE 3¢, DR 2 B K85 1 22 Al < AR ) 4% Ik f
INGE I A e AR Rl
AR1200-S ¥B5 A 3% B E B

ARI1200-S 32 H: LA P ks H &

o MuyHE
AR1200-S 7ERIAHHEFIRS . S DR S B i i, 7E B2 P RE G L R &
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AL R TR EBRAL R RZUN )5, SRR B H
&=

® ILhiHE
BER RIS MBLR IS, AR HAE, e BRI 24
® JiEiEHE
MARGEAJR . BN TR RO I e B 1 JE R e BRI, Bt A iR
AR H &, WU T PrBe B RS (RN, BB B E H
o il
AR1200-S [t H & RAES W RZMREIL Y, B HEF L, KL H SRS
ar, BT HEGEEER, WH SR bR, ks ik H SRS 4 .

MamHE, WHEHE. WEREHERH A HEESRN RZERE P, F
S ET DARC B o H ) SYSLOG g5 8% . AcHh CF F4%.

8.4.9 FEHRE A3

VPN 45

w24

8.5 i F

AN ALY G AT I, X LB 2% oS RN Alb e ESRHT A T g

L S R G RGeS Vi R EN T N
® U LLAH B LA L an®.

AR1200-S SZFr M H EXRI5rh 2 & MBI KB, 2350008 24N N R I 48 e I a7 (1)
AR

G REPLBE K REHR & VPN (Virtual Private Network) 524 (VPN-Instance) ‘224524
I EAR. B RENS g KEFLET KB P SR 1 fR 4% Pl 224 RS«

VPN Sy RE DRSS K 55 1 P SR BEAH LR 2 (1 VPN Bt 1, 5 AU KB —— X[, IX 4t
VPN i R 2 25 K2 FUL 97 K S AP SO (At i o S8

LA BT K R AN EL R B 1 2 iR 55, 5 BB K —— X, X7
YIRS FAAT RN 2 agin) . ACL MTNAT MU, JF6E 4 K 4UBs K i
M SRR i g, RS A . BohBiie. ASPF A NAT S8 FAH 12 42
% o

8.5.1 B K3 [ F FE R 51N 2 [8]

P 8-16 s, Bl Kb AL NN ERIA LR AL, B AN 2806 N I R AR o X T
A IRAAT Bl (R PO 45, T LLIE IS NAT. ALG BRI KA L &, SEI R dE—
PRI E AR
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HEHER TR
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ACL Access Control List P EEESIRIES
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FTP File Transfer Protocol SCAFAL L
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