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T g Ld, ARiE.
H 2 {fi[f] MiniUSB £ 4565 PC (1) USB LIRS H 2% MiniUSB %%,
1.3.3 R HE R IZF
7E PC sty e 35 th 2 KA FE e, Af PC i il LUR B3] AR1200.
E=ER

IR AN TR AN 52 1 Windows XP/VISTA/7 #:4E R4k
BRIETE
$E1 7 PC ui Wk I SH AR P I 228 S0 IF 5 “Next” , W& 1-4 Fior.

1-4 PC imiZ 1T SN2 F

i'-_% TO5E3410 S5ingle Driver ¥rapper — InstallShield ¥Wizard r}_(|

Welcome to the InstallShield Wizard for
TUSB3410 5Single Driver Wrapper

The InstallShield(R) Wizard will install TUSE3410 Single Driver
“Wrapper on your computer. To continue, click Mext,

WARMING: This program is protected by copyright law and
international kreaties,

< Back [ Next = i [ Cancel

PSP 2 EFE “I accept the terms in the license agreement” Ff:p5iifi “Next” , Wi 1-5.

SCRYRRAS 04 (2012-01-06) oy A R = A, c
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Huawei AR1200 414V i d1 2
B fEr - S & 1 HIRBFERE

1-5 FHZ R

i% TUSB3410 Single Driver ¥rapper — InstallShield ¥Wizard  [X|

License Agreement

Flease read the following license agreement carefully, =

TUSB3410 VCP Driver Software License Agreement ~
Mersion 1 as of 27 March 20063

Important - Please read the fellowing license agreement carefully.
This is a legally binding agreement. After you read this license
agreement, you will be asked whether you accept and agree to the
terms of this license agreement. Do not click “l have read and agree™
unless: (1} you are authorized to accept and agree to the terms of this
license agreement on hehalf of (i} in the case of an individual, yourself
and {ii} in the case of an entity, yourself and your company; and 2} you

intand tn antar inta and ta ha haund hu tha tarme af thie lasallu hindina

{331 accept the kerms in the license agreement:

{1 do not accept the terms in the license agresment

< Back. ” Mexk = ] [ Cancel

S 3 i “Change” 1] LUE IKANR L #8415 M “Next” , 1B 1-6 fror.

SCRSRRAS 04 (2012-01-06) Ty AT A 1 B,
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Huawei AR1200 414V i d1 2
Jic & 45 g - S A A 1 HIRBFERE

1-6 LR IR A AREERIE

i'-_% TO553410 Single Driver ¥rapper — InstallShield ¥Wizard b_(|

Destination Folder

«Q
Click. Mext ko install to this Folder, ar click Change ko install to a different Folder, y ‘ |

G Install TUSE3410 Single Driver ‘Wrapper ko

C:\Program Filest Texas Instruments Inc\TUSE3410 Single Driver

Installerh,

<= Back ]| Mext = [ Carcel

FE4 AGE “Install” EREATHEIR, SERUG AT “Finish” ZiA0@ S, W8 1-7 Pros.
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Huawei AR1200 414V i d1 2
Jic & 45 g - S A A 1 HIRBFERE

1-7 ST ARIR B B AR IE

i'-_% TO553410 Single Driver ¥rapper — InstallShield ¥Wizard b_(|

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed TUSB3410
Single Driver Wrapper, Click Finish bo exit the wizard,

< Back Firish Cancel

PBS WA frE i kA2 T3] “DISK1” S0k, #EAHKE] “setup.exe” ElFRIF M.

B il “ N7, W CEERVPIE R AR BOFAE 27 SEARE R
%o

BT il “SER” SRR

P8 Rbnfid it “HMAM” , Hd CHFH7 -> WK - > “Uil (COM
LPT) 7, A[LLAEF|—A “TUSB3410 Device (COM3)” 1B BI Ay % i % .
(1 38

Jo R ek & T R P R A AT “TUSB3410 Device (COM3)” #9344, W EH L E IR RA £k
MiniUSB .45 & #7144,

-y
1.3.4 BRIEHE

W MiniUSB H A PC Eog i,  SEIUN 58— K b R IR B0 8 R AT I B A0 3
BRIES T
$E1 4 PC I Lmfi EfER (W1 Windows XP [ ZXum) , il 1-8 Hrid— A4 idER:.
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Huawei AR1200 414V i d1 2
Jic & 45 g - S A A

1 HIRERARS

[ 1-8 #iZ
i Fe ik

SR )

?X

i MBI NEERIEEETT.

MinilUSE

MG =

$IE 2 PEEEEN T, MiniUSB HEER “coM3” , WA 1-9.

1-9 SR IR &

% MiniUSE

A G EERITERE R

Elz (2 )

gsw:  [E

HESHE): | |

AR e R |
[ w= |[ ®E |

BRI WEN G, Al CEEOVEME” RS SRS E 2L A

1-10.
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Huawei AR1200 414V % d1 2
Jic & 45 g - S A A 1 HIRBFERE

B 1-10 ixs B IE S & E

mORE |

EEUIEE ) | 9800 v|
SR ©: [s v
FiErd ©: % v

Ik ©): |1 v|
HEFISH @) [ vl

R AERIAE R)
[ wm= | [ BmE |

B4 4 Enter 8, FHBIHBUN W @ AT, Wi<Huawei>, I IEAN T

P A s
UEI P i AN 2, 0B TGS, T S Bh el ABEI BN <27
(1 sem

A Fifit MiniUSB R &RAT - (SAH BohBeE SMF) 49 ARI200 BF, A%A4RFT:  “Warning:
Auto-Config is working. Do you want to stop Auto-Config? [y/n]:” ,

® R E ZiAT Auto-Config, #&#n, FE%;
® R NE Zi4T Auto-Config, #iFy, F=F;

==
A II:E\

Jo R RE ZHAT Auto-Config, 12k4F492 n, 2FHELME L dhep. %@, dns A= vty A F

fEEX.
R
SCRARRAS 04 (2012-01-06) 1l B A TR B 11
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Huawei AR1200 R 414V % iy 4%

P 5 e - i e

Sy
I
>
=\

XTARE

FP 5 iy AT XS B B A Tl i & SR SE BN B (M B R4 54t

2.1 AT A

FH P8 56 2 8 2y Iy AT 3RS, Bl N7 44742 10 CLI (Command Line
Interface) #4746 2 1 5 a3k 728 B A H FH L H.

2.2 Rk B

M P AER N AT BT RO E Y A, T DA A2 T B DUSRECAE C B T 2 A s
I B o

2.3 i AATHRIE

AT HEAE LU RR I, AT USRS B o RS 7 A iy AT

2.4 HRpEHE
FPar DO kA0 R g sl sl [ e SO PLBEsE,  se soet N dr & N, AL qE .
2.5 Bo B 244

A, AT RL T i B i AT AL .
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Huawei AR1200 Z 414V % iy 4%
B fEr - S & 2 AT

2.1 TR

H PG sk 2 o B I AT RN G, BIEEAN M 2474#: 1 CLI (Command Line
Interface) My ATH: M 5 B a3 T8 B H T R,

AT R A R

® fuVFilt Console HIHEAT A HIL '

®  AVFE Telnet. SSH AT A ol izt FE L

® fi telnet 772 H G EHIL E B A%

® RfLFTP k5, T BAL. TESCI

® {2t User-interface FLII, & P& & F P 1) 2 Bl &
® A RARY, ARG HBEATAH N G0 ) d 4 o
[ ]

FEHEAINIE. password. AAA =FPIGIET720, L password 5 AAA 56 UE 77 U
TRARBAH P TGRS s, TRUE RGN %4,
® JH/ LB BEN “27 MRS .
® T AT AR AN TE A VLN LR SCOGHRAE 2 M e i S WA 5, A
Ao
o LIRS, Wl tracert. ping 5%, IHEIZ WL LT IEH
o IRLRETFE. WATERIIAGE, HUNS W28 .
® {R{ILIMl DosKey MIDRE, nIABAT RS 4.
(AR
® ZLTEHPITHFARERKA S2AFH, QA RTEEXGHIL, FIEEAXZ
BRAMAGHIHZERK, RERAGSGENRE AN TH, 22RIRA LT EH
KA ARG R B R A" —— %4 4. F4e display current-configuration 44>, T VAL

AATHFH d cu. dicu K dis cu FET APAT A S, ERfEHAde R discF, BAHld
c. dis ¢ Tkt —,

0 LR fFA R ESXMTRE, b TEARAINRE P ER R TERX, THRFK
B P AEKERESDAFHYTS., ZREBN, ZEPABLEKRE. B, £
1B R XL HETREN, LE2IELNEKRE.,

2.1.2 (v SR 5

N T WA A, REKGHAIAT A, BRI LA R S
A GRS L (0 2030 AT SEEBIS 25A4S FE P (807 TR A BRE R B 71 o

FAETEOLY, oL 0 ~ 3 WHATEN, M 90 0 ~ 15 HatArEmt, 1 4
R GRS R R IR 2-1 P

SCRAFEA 04 (2012-01-06) LA I 1 3
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Huawei AR1200 F 514k % i e

P 5 e - i e

% 2-1 SR 5|

AR | &% |4513a | %P
XA | EA | R
0 0 WG | MBS T HAr4 (ping. tracert)  MABEA K&V i) 4
R4 (Telnet % ') « i#R4) display 7255 .
1 0. 1 | g | HT R4, W display Fan .
2 0. BoES | W STEmS, OREH. &M R4, [~
1. 2 PR B 4% 45
3~ |0, ERG | HTRGHEERBATI S, XSRS, RS
15 1. ER4:. FTP. TFTP F#k. FL'E UV 2. &pdail
2.3 frds P ERGS . g0l EmS. RANTSH
WEMA; H TS HEEZEIY debugging iy 255
(1 sem
® LMREIF, REFEGLNERAEL, ATHRELLLGSNHE BANEEHT ARG S
AL 2 SUPTAE RL 64 B R .
® i P T AT A9 A A P e SRR R,
& KFAFRNH 16K, 5EHFABANE. FRABANGAF ARG, RtERFTRKTHT
BR a4~ T AL user privilege level level 474X F F P 45|,
RENERGS

N T JFAEAES, P R] DO I iy SO BEAT AT & 402, B[R] iy ) X N ) BT
A 2ATE R RARERIED BT

1. 3I7Fr4 2% CHM (.
2. gl “HR”, JFEAMZRIO, HEAWE 2-1 Pror.

SRR A 04 (2012-01-06)
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Huawei AR1200 414V i d1 2

P R - AL A B

3.

B 21 #EAEERE
(=13
o] h e
i FTED  ETH (@)
BRO | #3lw | RO s -
500 EE A ) Bl = E
| | | ~]- BEHR
EETT T 3 0 AR 4T VEP
wE (B @8 PN B R
%, BEBEHS
g, WE. &
HEH. HE. 5
. {HHTEE. H
i HEm .,
A EREsH
FlE-nHEls, &
BiEEEER Fa
SR,
ey FUHEEEHT
[ _‘? 25 [:Hj L o .
v TUERHRLED S o AT LFzim :
 REEEE @) . _—

FE “H N AR R R AT AR e g0, JF s “AIH TR 1%
BN X I AT, RN 2-2 .

HL, BRI A A g

SRR A 04 (2012-01-06)
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Huawei AR1200 414V i d1 2
B fEr - S &

]

SATE 3 AT

B 2-2 =R AT Am

CITRER

o o« 5 [
FETH; RIE FIED  JETH (@)
-
ARO | FBlo ®RO | _
AEB A BiE U connection
3
=™ RO

ST ()

FEH]. 500 connect ionii
import-route i... #y... 1 Knmpellaﬁﬂii
port vlanmapp. .. 6H... 2 .
import-route 1. .. EE... 3
1zs-lewvel o4
bert ( TIHEOM. .. #n... S undo .
bert (CT3EEO. .. #r. .. 6 connection
ipvl import-ro. .. g 7 ce-offsetii%
port cngy | @3 sk IECE LAY
%nnp;free—alte. .. g .. ilil Eompellan2iE

sp—tragment=—. .. L
qing mapping p... W, 1E .
eportcronte (. B 14 REHAT, 3
ipvf default-r... .. 15 - Yo R
;pvﬁ import-ro. .. HE... 12 Kampella}‘?itii
- BELAERQ B
v FLACTELIF8E] ()
T EREED @) LUt S bt
AN A

| TN

H
THOLT, A HE A fir & TR A BEAT 1% 2
N LEAN T PR L R GELL A aaa PLIE B
# L s I, WURIE A s B, WEEA T LA .

<{Huawei>

# BN system-view Ji5 W14, HEANRGAIE

<{Huawei> system—view

WL, P a2 AENHERA (BRI SRR

[Huawei]
#UERGALE NN aaa, WATHEAN AAA FLI .

[Huawei] aaa
[Huawei-aaa]

(1 sem
O HAATIR T “Huawei” ZH {09 EMN G,
® EIRTFHAT A BT GNE, Hlde:  “<HUAWED" 254 PAE, “HUAWEIL-
ui-console0]” & 7= Console A & F @A .
TR 04 (2012-01-06) e 6

WU © HE B A AT A 7



Huawei AR1200 R 414V % iy 4%
B fEr - S &

[\S}

‘\gk
g>
A\
—l

ALAE RS NI A&, AEERE N el LUSEEL, ESCHLNZhRES dr &t
LB

2.2 TELLF BN

Y H P ER N AT AT B TR B A5, AT DU P AE £ 3 Bh AR ECAE C & T 2 A s
N EN

221 £ BE)

PG, WERANER LA & OB T BB HL, AT DU A AT IR SE A B ak
A OCHE 7 SN .

RMETER
o A AATHITEA T UG LL F A R
- TEAE AR, A 27 SR A WL R BT 4 B A

{Huawei> ?

User view commands:

arp—ping ARP-ping

autosave <Group> autosave command group
backup Backup information

cd Change current directory

clock Specify the system clock

cls Clear screen

- BN, RV BRI 27, WAL E N ORHE Y, WA A Oc B
TR A . IR

[Huawei] interface ?
Bridge—if Bridge—if interface
Cellular Cellular interface

Hrr “Bridge-if” « “Cellular” & K8# ¥, “Bridge-if interface” 1 “Cellular
interface” X S 7 1) 4 Bl IR o

- BN, RIS BRI <27, MR E NS, WA S HOUE R
VLIRS AR IR . 25610 T

[Huawei] ftp timeout ?
INTEGER<1-35791> The value of FTP timeout (in minutes)
[Huawei] ftp timeout 35 ?
{cr> Please press ENTER to execute command
[Huawei] ftp timeout 35

Horp, “INTEGER<1-35791>" &S EUVEIVEH], “The value of FTP timeout
(in minutes)” XS EAEH R AL, <c>RRZAE LS, EEEER T
N ATIZ AT AW IR, HEE B AR R AT .

B
2.2.2 RSN

S A AT, AR IHCR A & B T IRk AN BULAS R, AT DM Ay AT
K378 73 35 BRI LAAZ 745 3 T K BT A R B 7 (K4 s

SCRAJA 04 (2012-01-06) B AR s 7
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Huawei AR1200 F 514k i#% e
P B4R - AL A B 2 BT

BRIESR
© AT HY T LB AT = SRR
- BATREE, HURRHE “2, SIS IR AT

{Huawei> d?

debugging <{Group> debugging command group
delete Delete a file
dialer Dialer
dir List files on a filesystem
display Display information
- BN, JEE TR <07, S LUZ TR B IR I T R
—r
?‘o
<{Huawei> display b?
bfd Specify BFD(Bidirectional Forwarding Detection
) configuration information
bgp BGP information
bootp Bootstrap Protocol
bridge <{Group> bridge command group

- AT IS R IR LA T RE 4% R <tab>B, AT RLGR H e R S0 B
T AR LA PR DAME—BRoR A2 OCHE T, I, MESHE N <tab>BE, W]
A F I OCBE T, H a] U AR £ Pty 2L O 7

R
223 EITHRIRER

PFra P AN S, mASE AR A, WIEFHRAT, WA 2 10 s d ik
R

HOLH RS B2 I 2-2,

R22HLITEREIREER

EXHIRER aixR

Error: Unrecognized command found | A5 Ar$k #| iy 4

at "M position. - o
WA BB

Error: Wrong parameter found at " SRR

position. - i
SR

Error:Incomplete command found at "' | i A\ fiy & A 5¢4K

position.

Error: Too many parameters found at | I ASEKZ
"M position.

Error: Ambiguous command found at "' | %y A iy 2> A~ BH A
position.

& ,—
2.3 e S1THIE
T ATIRAL DU N R, mT LA B A R (S B A A 247

SCRAFEA 04 (2012-01-06) T I 1 3
WERUTTAT © HE A AT IR 7



Huawei AR1200 F 514k i#% 1%
P R - AL A B 2 BT

2.3.1 fmiE45

A AT AR D REAT B T R 2 L i ) R AT i & (R R IR A A B

ARI1200 [)r 2478 DAL AR K S gt Thie, X279, SAmESmAKE N
512 NFHF o

— R T G TR A 23 TR

3+ 2-3 HWIETHAE

ek Thie

100 e AR X R, WGBS JOCR A E, T AR )
Jebr, A, mEgR

IE#4E BackSpace MR AR & T — N4, Kok, FHOLIAMmL

. m e,
JEthstE—Bi<Ctrl B> | Jehri B8 DN PR, oLk aen, Wk

Pa o
s,

Ak~ Bi<Ctrl F> | Jebria A B sh— DN AR, HoarliiaeR, Wik

ﬂ:ﬁz

Tab BN TERE R OB J5 N Tab 8, RGEA ZRATH -
B

® IR L PRSI IBE T E—, TR G e e BE ) S i 7
PSS AT HAT S, ehRBE i A H s

® T ARUCHE B VT L Y e - AR ME— (s oL, 5t Bon
HIZR, Akel4% Tab BEIGIARNIA, LR YebriinE BA T
M, FEASKEHER N — N L]

® NN AR IRICH T, 4% Tab #)5, #HATER, HIAK
R TAZ

2.3.2 B4
A A AT A L [ 0 wos e tE, JF BT DU F P ik, RaE R i om 7 2
W b AT R A R R
® i RnE R, AR DI, AR oI R AT DA AL,

W 2-4 iR,
%+ 2-4 RIRINEER
TheESE TheE
A\ <Ctrl_C> (IR TN A R /AR
BN A BEERN T —hHER.
SCHSRRAS 04 (2012-01-06) 6y B A AR S 19
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Huawei AR1200 F 514k i#% 1%

P 5 e - i e

IIResE hie
AN EI R PR N 4715 B
2.3.3 IEMFTIER

IENIRIE IR T — R P A7 B DL OB, Il 77 (747 a 2] z) Rk 4%
(ERR “OUPAE” ) e IENIZRIE AN — AR, R RS PR P R 0 74
A REATVRAC . P AT DM IR SRR R D8 Won (5 R, 5 S DR 25 4k 21 P 75 4
B

RS LY Ry
© BT &R T T LA T
©  HRIRILREALIIA 57 AT K

IE W RiX 3R 1E T A

TFE U IE 2 3730 45 FHARE IR - R A o

L ST i
WM AR ICEC S SRR ARG . BRIE IR SRAVNG R B bR s
AR SRR TR . Biltn: a UURC abe HF a, 202 VUAL 202.113.25.155, @ULHL
xxx@xxx.com @

o T

RERR AT IC 5 AT VL C R 2 R IR K AT R AL o 3R 2-5 SRR 74T S LR
B AL .

R 2-5 FiRF A REERE ik

YSTRFR | ThEE 245
\ L e R L €27 S N
FRFECE AT sl A E
I
A VEHCAT B A E A0 ULREE 10.10.10.1, ASPUL
20.10.10.1
$ VCICAT R4 & 1$ULHE 10.10.10.1, APLRED

10.10.10.2

DCSC Ry T 145 1E U ik U ksl
Z Ko

10*u] BAUTFE 1. 10, 100
1000.
(10)*A] LAPLEE A% 104
101010.

1010+

SRR A 04 (2012-01-06)

LR AE R
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Huawei AR1200 Z 514l i 1 4%
Pic 415 g - S At e 2

HSHRFF | Theg Z450
+ VG BC T 9 7 1E W) 2Rk A —kE | 10+ LAUEEL 105 100, 1000+
2w, e
(10)+7] LLVCAL 104 1010+
101010, =++==
? DL A T )7 IR A U kel | 1020 BAVLAC 1 53 10
— U (10)77 LAVE A2 458 10
DERCAT B A T4 o 0.0 AJ LAVTHC 0x0+ 020, ====
.00. 7] LLVGT book. look. tool.
0 RS NI IENEREAAE R | 100(200)+7] ELVLHC 100200
—AFIENFRIAS, ULEF3RE | 100200200, «----
A IFFRPUX— VL. [ H5 5 A
LIS
x|y VLHE x B yo 100[200 VEAE 100 B35 200
1(23)4 VLT 124 5% 134, 1A
VLHC 1234, 14, 1224, 1334
[xyz] VURC IE A a5 AT — | [123]ULAL 255 H1 2
A==
["xyz] DERE WA AP AR S 4T | [M23]ULRCKR 123 ZAMNIAT 45
[a-z] DLHCIE N5k U e Ya N AT | [0-9]ULEC 0 31 9 2 [ f¥ A7 $+
B
["a-z] VCHCIE MR IA g e e I AMOAT | [20-91CHL BT SR8 7 74
BT
_ VERC—ANES () ZAfedhS | 2008 ATLAVCHEL 2008, “54% 2008
(O« Afedss ) AREE | K. 2k 2008, 2008 S
Ty AR 2008,. {2008}. (2008).
VSRR R TF e . | 12008) (2008
UM 2 = SIS ST A
LR —N 2k
[RART"

Mabdd A58, LR ¥ AR 6 F AR 6 R T AT 69 F4F .

® RPIRKTATIIRAL

FEBBRP IR AT WUARAEAE QT P IE W FRAGE AR IR BN, 25 1EIR A, O I 5

Fo

- REREART AR ATV

- R 27 L C7
VLHC+45, abe(*def)VLAL abe*defs

e WRARS, AN LR T AEA L o
“O7, MEFIENERIE MR AN TR E . Bl +45

CRYRAS 04 (2012-01-06) Sl B RS B
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Huawei AR1200 Z 414V % iy 4%

P 5 e - i e

L
2 ﬁ/ﬂ‘lm\éﬁ/\‘(\’TT

- RS “n” ) AEIENRIERPE —NFEALE . Bl abe VLR abe’s
- FERTERF 87, AEIENFRE WS G — N E . Bl 12$2 VUAE 1282,

- AT )7 BEE Y AR AR S C(7 8“7 . Bl abe)lLRC abe), 0-9]
UCHE 0-9].

(RARTY:
MRS A BLIA, A EENEAX QRS < ()7 AaAHTENRKX.
® AT SRR AT I A S AL ]
SEERR A, AR SN EE R b MR AR A A, T 2
TRAFR TS, VLB RS R I I A R

EwSHhiEETEAR
Huawei AR1200 % 7] R E N R A X FIE EAF a9 8 o068, FHAEPTA display 44~
FHEESF. R TEEA SIS, b display 94 L HFEM; SR TEEASR
v BF, b display 4R LT E A
FAPEFMHTE NN, D TAZNE—TEEFT, AOSEFAEHELZ ISR
¥, M ARLiE AT $AE A,
ARG SR | count, oAl IR eSS fan A R AT H. T BL Y uk y AUl A A
.
FESCHFIENZEIE U dr & rh, A = 907 A n] ik .
® | begin regular-expression: iyt LAULFCHE & 1E WA X AT THLR I T AT 4T
® | exclude regular-expression: iy ANVCECTE & WA A 1T
® | include regular-expression: St VLACHE &€ IE WA I 4T .
(RARUY:
regular-expression 7{7 —’1"4-/7:]: $ ‘}f/} i&, ‘KE&?@ E’] iEl'Z; 1 ~ 255, H regular-expression CF ;l': ﬁlé/%\;ﬁ “_”
234 HEHE
T AT 482 DR Doskey T, AEWS A SI{RATH SNG4 o 24 75 Bk
AT A PATRE R 2, ATEAR I i AT DORAF R DD st i %, JFEE AT, 78
TH PR,
B TOLT, ABREASE A RAE 10 57 4. W LAl I history-command max-
size size-value i {EAH N AT ST LR 08 BOE DRA7 D S A 5 8. e KIKE A
256,
[ARRVL
FHAR P AR i K, BATHRALRRKI A4 AR IEEN A L4, RahT
A,
X I3 S iy 4 R A A 2-6 T o
SCHRRAS 04 (2012-01-06) MRy LA LR B A I 22
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Huawei AR1200 F 514k % i e

P 5 e - i e

R2-6 B EWL

BRIE & ThRERE gR

BRI A display history-command BRI PR LA

vill B4 iland | BehrEEsE <Ctrl P> WA L A,
MECH E—4& s, &
RSt

Vil F—4%& i | FIehbrioiE <Cul N> WA B A A

WY A %, &

RS2 A, MR E S .

[RRETE

%t F Windows 9X #9#BHL4SE, 1 ALK, X2 & -F Windows 9x 4948 BLksp X ANEAE T R
B, 3BT IT VAR 4 AE<Ctrl P> t RARSE IR B RIAE B 49,

FEAE I D S i DO REIS s 7 B

2.4 RiEGE

AR1200 TRAFIA) I3 S i &5 P A A (R i A% AR ), R T i & (A58
B, DA S dr B R A eI

IR 2 IKPAT IR — A%, AR1200 F P s fir 2 v S UOR B e L) — e fH R
PATIH AT A, R AR i & 56 A

Bltn: Z AT display ip routing-table iy %, [y HARAE— 4. WHERPAT
display current-configuration F! display ip routing-table, X {17 M4k 4.

P AT DIGE I AE ] R G B el 1 SCIRIPRGERE S8 o I i & (KN, fr AL dedle.

2.4.1 RIFHER 53

FEAEAIPRFEREIN , SRR B PIRILSERE, B UM REER A R et bR . T T 202K
Jeis PRI DA EE PR R A A ) A5 P DA

ARG I IREE ) PR :

PEAELA H P el LA d e PR 35 4 4, 55 CTRL_G. CTRL_L. CTRL O
A CTRL_U. H ol DR B QTR ERGIX 4 AN PRaEsE 5T 2 A 347 G, 4l
PRI, RS AZPITE N R 2. SO IREERE ) )7 E S N, 2.4.2
7B P,

o ZELGPEEE: ERARLTEEM. XMIEEEARH e X, AR 2 IIEE. R9H
FER E R LI ER 2-7 BT
(1 ssem
W F R 6 4 S st T AL s A g SRR TR, Bk eksh b S0 R ) 4G Bt a5 R P75 3R 6 dikt
AT R £ 7.
SCRAIRA 04 (2012-01-06) A R 23
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Huawei AR1200 Z 514l i 1 4%
Pic 415 - S At e 22

xR 2-7 RFIRGER

b3

Dhgg

CTRL_A

Rt sl 21 4147 1Tk

CTRL B

Reebria A 5 — A4

CTRL C

{5 1 AT IEAE AT I DI RE

CTRL_D

TIER 2R AR P AEAL B K 715

CTRL E

Rt sl 21 4 i A7 AR -

CTRL F

Reebsi A5 — A5 4F

CTRL H

IR EAR 2 RS F 4

CTRL_N

R A e X R KA AR A L

CTRL P

AT iU MRS S O /S S

CTRL_W

MIER AR M — N FRF R (7D .

CTRL X

IR bR 22 M P A ) 54+

CTRL Y

TRIER S bn BT AL B A I BTAT 1545

CTRL Z

A EEIV PR VAL

CTRL ]

2R LN PR B E 1R I L

ESC B

Bobria e s —A5 (word) o

ESC D

MR AR A M —A>5 (word) o

ESC F

Bolhri s —A5 (word) o

2.4.2 EN RiEHE

AR e A A S A e L

AT, A DURFIX S i &g SOSEREERE, 7

JURAE, RTMCR . A EEGN A E SCRAERERRLR .

ARG AT FAIBCE

#BRME

o

5 A

hotkey { CTRL_G | CTRL_L | CTRL_O | CTRL_U } command-text

CTRL G. CTRL L. CTRL O =/MREEHEMERINE LT
® CTRL G: X{JWfir4 display current-configuration

® CTRL L: X174 undo idle-timeout

® CTRL_O: X[Wfi74 undo debugging all

SCRYRRAS 04 (2012-01-06)
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Huawei AR1200 F 514k % e
P B4R - AL A B 2 BT

CTRL_U PREEFEERINE N 2

TE SCPRFEERIN, 0T 2 A2 4L 2, Bl 2 g o, f 2 HXG 54x
o X T AL ML, M h&aa, AREiHxEy.

(1) +mm

“Ti@ it undo hotkey 4-4~1k 5 7 4o b bl B 44,

2.4.3 RIEFEAER

FEATATT SOVFS N A 2 1 5 #r] DU N BB, RGEPATHS, 2% PR s ok Y 1 iy 2

BoRFERSRE L, WREAN T 52—

o WS OGN T ANy, AR BN A LRIA, BRI P
B LT AN I PR s =S, TSR N ) & Bon e fi s b, S
P BR T BN, AR5 TR RN e i & —FE.

o RFEHMIPIT WA, WK AR IC SR AE A 2P X R H & DL ) e
7 ANEEH

[RRETE
AR AR LT 6% ) P P R 948 Bh, Bl P sk g B 2 A bttt 53k B A% 4Y
PR HER AR, it 4o R R P AR R AR LSE AR B B IE T AR ATE Pt R 8 4 A

AT,
A DAEAE SR AT AR A
#HRIE we
A PR B ) A 1 D display hotkey

2.5 BL %445l

A, T RL T i B i AT AT

2.5.1 Tab §&{F R HI

Tab SEAT IR E] . FEABIT, Z AT R 545 T Tab 8, ATLRA3 P
AR Y, B R AR 7 7 1IEH

de B 2 gy

B=RIao

P RN B NS o B, SRS AT M AR LR,

F Tab Bk o] DO OGN A D7 (EH P A4k DA A I 75 i 2
BRIESE

® T Tab BEMMEH, AW 3FMEL, 4mzsEIan

- IR A SRR - UL ) OB M —
1. HIAATERE SR
[Huawei] info—

SRR 04 (2012-01-06) FEHE AR 2
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Huawei AR1200 Z 414V % iy 4%
B fEr - S & 2 AT

2. %K Tab .
W) 22 498 FH 1 50 22 1) OB P AR B AN AT 0, oAb B 8 — .

[Huawei] info—center
- TR AN DT B DU PR DG B AN —
# BT info-center J5 [ ] LAUERAN R 3 METESUE “log” MIORBET .

[Huawei] info—center log?

logbuffer Setting of log buffer configuration
logfile <{Group> logfile command group
loghost Setting of logging host configuration

1. IANANTERE SR
[Huawei] info-center log

2. $%F Tab %,
MRS 8 5 BRI A TLRC IR S BE A AT SR, AP RrgtE “log”

[Huawei] info—center logbuffer

AkSEA% Tab OGBSI OUFRERIT AT .

[Huawei] info-center logfile
[Huawei] info-center loghost

T SRR 3 e T L OCHE  logfile f5, W45 1E 4% Tab
3. HEkKHE, AR KT path,

[Huawei] info-center logfile path

- ENARRIOCEE SN Tab B R A& B 72 W IERD
1. EIAATEEE) ST loglog.
[Huawei] info-center loglog
2. %N Tab .
[Huawei] info-center loglog

RGHAT W, AT loglog AAE, T HOGAR IR AT, 1
PSS =

-7
2.5.2 EX RIEHE TG

FE SCREESE R AEAGI R, R I B2 SONPREERE, S\ dir & I L (]
RN RGESE, J7 (A, $RTIRCR.

ERER
WG S Bt bow T RERE, IS AT B PRI LS, AN H P g0
BRIETCE
1w UHPSERE CTRL U, 54 display local-user 3H172CH, JFHAT.
<{Huawei> system—view
[Huawei] hotkey ctrl u "display local-user”
(1) +smm
SR AR R, ﬁ%m§4W7%m&%W7, Poded B A B, F BRI RG] S ARR, AT
Eﬁ/\“[’?;j‘éﬁ\’[’?> “P—(‘:P/x;ﬁ’ #%, jrﬁ%’fﬁ[ﬂ)‘g\g]'ﬁ_
SCREARAR 04 (2012-01-06) B FREE B 26
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Huawei AR1200 414V % d1 2

PiC 45 R - SR AT SR iy AT
2 IR [Huawei] FEEARSER “CultU” B GRS,
[Huawei] display local-user
User—name State AuthMask AdminLevel
admin A H -
root A A -
Total 2 user(s)
-
SCRARRA 04 (2012-01-06) ey A R 35 27

LT © N BARA R 7



Huawei AR1200 F 514 % 1%
P R - AL A B 3 T HATCE

BITEARACE

XTARE

PGS 1 5 LIRSS BT AL ARLE, ARG R S AL SR ER 551

3.1 it B RGNS
FPARME B Tk, BE LN RERAIR G,

3.2 R RGIEALE H
M PR R T ARG FIAEANCE G BN, nT AT AR display 4> o

SCRAFEA 04 (2012-01-06) LA I 1 28
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Huawei AR1200 F 514k i#% e
P B4R - AL A B 3 T HATCE

3.1 BB RFEAFINIE

RIS B R, BCE LN RGEEAIA L.

311 IR EESE

FEREAT RGN BEAIA BT HC B AT TRV I D HIPASE « C R R R i A 55 A0 a4
o AR AR S T B A S .

I FAEREE
R EN SR, H P BT RGN REAIRGACE, DUMERF &SR 2k, &
FEIBTIR] . WG R FREE
MBI
TFRCE REIREEZ 0T, T B el bl FAE45%:
® ks AL EAKIE
iR
FHE RGNS 5, T Bl LU N8 .
F5 | #uE
1 EX A
2 EHLL TR
3 Bl A
4 i 2 2
3.1.2 LB E AN
MWL P 2 AR T B PR, PR DU RSN R S WCE R E SRR, DUMET P8
> Ja VR INAS [F) PR 12 4% o
HEEE
W84 44 B T i A B AE R
IRMESE

S HATHr 2 system-view, N RGIE.
$IE2 AT 4 sysname host-name, B E TR

BB TEOCR, A ENLA A Huaweis

SCRAFEA 04 (2012-01-06) T I 1 29
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Huawei AR1200 F 514k i#% 1%

P 5 e - i e

3 T HATCE

B AR B A B AE i, A n] AR o 2 5 OB % 4 PR

R

3.1.3 & & R G

RESR

RGP RE R

N T PRAIE A 255 T R BE A A [R]— I BN B AR, T 5 e s s R G

ARG Pl R G BN B 7S (I ) o T3l AR R, T Al AR AR [ AR [X
FIRE, B HBERG

KRN PP=UTC (Universal Time Coordinated) i F1/piH I [a]+i X A A2+ A I 5%
T ARE S HoAh 5 # E i P A, P 75 R R G B HEA .
EIEA P R AT LT R AE .

T4 clock datetime HH:-MM:SS YYYY-MM-DD, V&8 47 R F1 H 3.
[ARETE
HAaFR A 0 0F, @iTARGARE R EAOAA £ UTC B, UL E BATet e, 463207
AR, KB EAG UTC B R, PAPRIEARHLAT R E A,
AT 4 clock timezone time-zone-name { add | minus } offset, B&'E FTAERI X,
® add H¥AE UTC Al o] () 3EAt 38 hn+s e i X fmfs & . BI, #F RGERIAR UTC I
X IREEAL b, b offser, AT A4S 3 time-zone-name PThRIR IR DX IS [H] o

® minus K75 UTC bRAE [a] 126 Eyk 452 I K mts & B, 72 RGBT UTC
X EEAL b, I offser, LR LAF 3 time-zone-name JT bR IEIIS X IR TA] o

AT A4 clock daylight-saving-time time-zone-name one-year start-time start-date end-
time end-date offset &Y, clock daylight-saving-time time-zone-name repeating start-time

{ { first | second | third | fourth | last } weekday month | start-date } end-time { { first |
second | third | fourth | last } weekday month | end-date } offset [ start-year [ end-year1], W

BHHEAW
BT, RERAREELLSN,
e B R A, A I IR I A2 SRR S H i+ H I, R+, H+A
M. R IDUAECE . BLE 71512 clock daylight-saving-time 174 o
(RARTY:

BB FT AT a4 A2 B AR, $hAT4 4 clock timezone time-zone-name { add | minus } offser % B B X

ZRITTVARI . AR AT 4 display clock BR80T R & 4 B A 4, 4 BANLRZE,
HALTZAR BN S,

s

AL clock datetime. clock timezone. clock daylight-saving-time — 457y 2 B 5
JE o

SCRAJA 04 (2012-01-06) B AR s 30
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Huawei AR1200 Z 514l i 145
Pic 415 i - S At e 2

3 T HATCE

® INRLL LKA AR E, WIATHr2 display clock K W7 ¥ iR ZE i £
o AL E=Ain AMERAGUATHCE, BUES RGN R WL 3-1 Pios.

TP 280 JE RGeS TR & 2010 46 1 A 1 H 08:00:00,

® 1: KISIUAT clock datetime iy, FL'E 14T N R A HIYE date-time.

® 2: FIRHUT clock timezone 7%, HLE T X SEL, BAWES & /2 zone-offset.
® 3: FIRHUT clock daylight-saving-time 174, ML T EZ A4, AW &2

offset.

® [1]: #Ur clock datetime 74 J& iJ MEMC & .

% 3-1 AR HEETRGIR

#HRIE

i B /5 B R e (8]

24

1

date-time

Fo&: clock datetime 8:0:0 2011-11-12
e & 5 1 R G ] «

2011-11-12 08:00:03
Saturday
Time Zone (DefaultZoneName) : UTC

JR A G 8] £ zone-
offset

fii & : clock timezone BJ add 8
(R E IR

2010-01-01 16:00:20+08:00
Friday
Time Zone(BJ) : UTC+08:00

1. 2

date-time X zone-offset

Ml & : clock datetime 8:0:0 2011-11-12 F1 clock
timezone BJ add 8

B A I RGeS TR -

2011-11-12 16:00:13+08:00
Saturday
Time Zone (BJ) : UTC+08:00

[1]s 2. 1

date-time

fi & : lock timezone NJ add 8 FlI clock datetime
9:0:0 2011-11-12

WL

2011-11-12 09:00:02+08:00

Saturday
Time Zone (NJ) : UTC+08:00

J5 AR G [A) ANAE A I
B, I Js 2R e 1)

Fit&: clock daylight-saving-time BJ one-year 6:0
2011-8-1 6:02011-10-01 1

P i R ARSI )

2010-01-01 08:00:51
Friday
Time Zone (DefaultZoneName) : UTC
Daylight saving time :
Name : BJ
Repeat mode : one-year
Start year : 2011
End year . 2011
Start time : 08-01 06:00:00
End time : 10-01 06:00:00
Saving time : 01:00:00

SRR A 04 (2012-01-06)
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P 5 e - i e

3 T HATCE

#BRME

e & S5 B R GERT (8]

=307

JE ZR G I (A7 2 A I B
WL A R R G )
+offset

B E: clock daylight-saving-time BJ one-year 6:0
2011-1-1 6:0 2011-9-1 2

M ETVESSNIRIEIE
2010-01-01 10:00:34 DST
Friday
Time Zone (BJ) : UTC
Daylight saving time :
Name . BJ
Repeat mode : one—year
Start year : 2011
End year . 2011
Start time : 01-01 06:00:00
End time : 09-01 06:00:00
Saving time : 02:00:00

date-time NEE A B
W, WA date-time

it & clock datetime 9:0:0 2011-11-12 F clock
daylight-saving-time BJ one-year 6:0 2012-8-1 6:0
2012-10-01 1

H B A IR SEI [ -

2011-11-12 09:00:26
Saturday
Time Zone (DefaultZoneName) : UTC
Daylight saving time :
Name : BJ
Repeat mode : one—year
Start year : 2012
End year . 2012
Start time : 08-01 06:00:00
End time : 10-01 06:00:00
Saving time : 01:00:00

date-time 1835 A Bk
W, N4 date-time
+offset

fic & clock datetime 9:0:0 2011-11-12 FI clock
daylight-saving-time BJ one-year 9:0 2011-11-12
6:02011-12-01 2

LWeWETVERZN NI EE

2011-11-12 11:02:21 DST

Saturday

Time Zone(BJ) : UTC

Daylight saving time :
Name : BJ
Repeat mode : one-year
Start year : 2011

End year ;2011
Start time : 11-12 09:00:00
End time : 12-01 06:00:00
Saving time : 02:00:00
SCRAA 04 (2012-01-06) LA I 1 3

AT © AR IR A+



Huawei AR1200 F 514k % e

P 5 e - i e

3 T HATRCE

#BRME

e & S5 B R GERT (8]

=307

[1]s 3.1

date-time NTEXE A I B
W, WA date-time

Jid & clock daylight-saving-time BJ one-year 6:0
2012-8-1 6:0 2012-10-01 1 1 clock datetime 9:0

2011-11-12
Pic B e (K AR GE ) -

2011-11-12 09:00:02
Saturday
Time Zone (DefaultZoneName) : UTC
Daylight saving time :
Name : BJ
Repeat mode : one-year
Start year : 2012
End year ;2012
Start time
End time

Saving time : 01:00:00

: 08-01 06:00:00
: 10-01 06:00:00

date-time 1t 5 I B
W, WA date-time

Jid & clock daylight-saving-time BJ one-year 1:0
2011-1-1 1:0 2011-9-1 2 F clock datetime 3:0

2011-1-1
Pic B (K RGeS )

2011-01-01 03:00:19 DST

Saturday

Time Zone (BJ) : UTC

Daylight saving time :
Name . BJ
Repeat mode : one—year
Start year : 2011
End year : 2011
Start time
End time

Saving time : 02:00:00

: 01-01 01:00:00
: 09-01 01:00:00

W R RGN ) £ zone-
offset FEALER A I
B, T Jst 2R G 1)
*zone-offset

FiLE: clock timezone BJ add 8 I clock daylight-
saving-time BJ one-year 6:0 2011-1-1 6:0

2011-9-12
WWEEIER N EE

2010-01-01 16:01:29+08:00
Friday
Time Zone (BJ) : UTC+08:00
Daylight saving time :
Name . BJ
Repeat mode : one—year
Start year : 2011
End year . 2011
Start time
End time

Saving time : 02:00:00

: 01-01 06:00:00
: 09-01 06:00:00

SCRYRRAS 04 (2012-01-06)
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P 5 e - i e

3 BT AN E
B1E BB SR RS ) 2451
W R RGN W] - zone- | BiLE: clock daylight-saving-time BJ one-year 1:0
offset WHAEE AITEBE | 2010-1-11:02010-9-1 2 il clock timezone BJ add
W, WY R RGeS |8
* zone-offset T offset Wi 528 15 4 A S T ]
2010-01-01 18:05:31+08:00 DST
Friday
Time Zone (BJ) : UTC+08:00
Daylight saving time :
Name : BJ
Repeat mode : one—year
Start year : 2010
End year : 2010
Start time : 01-01 01:00:00
End time : 09-01 01:00:00
Saving time : 02:00:00
1. 2. 3 8% | 1R date-timetzone- | BUE: clock datetime 8:0:0 2011-11-12. clock
1. 3. 2| offset KUEATEE AW | timezone BJ add 8 Al clock daylight-saving-time

BN, WY date-time
* zone-offset

BJ one-year 6:0 2012-1-1 6:0 2012-9-1 2
e e B AR SIS )«

2011-11-12 16:01:40+08:00

Saturday
Time Zone (BJ)

Name

Start year
End year
Start time
End time

Saving time :

. UTC+08:00
Daylight saving time :

. BJ
Repeat mode :
. 2012

0 2012

: 01-01 06:00:00
: 09-01 06:00:00

one~-year

02:00:00

R date-time + zone-
offset AT AN Bt
W, WA date-time
* zone-offsettoffset

FL&: clock datetime 8:0:0 2011-1-1. clock

daylight-saving-time BJ one-year 6:0 2011-1-1 6:0
2011-9-1 2 F1 clock timezone BJ add 8

L 1) R G 1
2011-01-01 18:00:43+08:00 DST
Saturday
Time Zone (BJ) : UTC+08:00
Daylight saving time :
Name : BJ
Repeat mode : one—year
Start year : 2011
End year . 2011
Start time : 01-01 06:00:00
End time : 09-01 06:00:00

Saving time :

02:00:00

SCRYRRAS 04 (2012-01-06)

LRI AR R
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P 5 e - i e

3 T HATRCE

#BRME

e & S5 B R GERT (8]

=307

1]+ 2.
3. 18
[1]. 3.
2. 1

date-time NTEXE A I B
W, WA date-time

B E: clock daylight-saving-time BJ one-year 6:0
2012-1-1 6:0 2012-9-1 2, clock timezone BJ add
8 Al clock datetime 8:0:0 2011-11-12

LWEWETVESZN NI EE

2011-11-12 08:00:03+08:00

Saturday

Time Zone (B])

Daylight saving time :
Name
Repeat mode :
Start year
End year
Start time
End time
Saving time :

. UTC+08:00

: BJ

one-year

1 2012
1 2012
: 01-01 06:00:00
: 09-01 06:00:00

02:00:00

date-time 1t X5 2 B
W, WA date-time

BiL: clock timezone BJ add 8. clock daylight-
saving-time BJ one-year 1:0 2011-1-1 1:0
2011-9-1 2 1 clock datetime 3:0:0 2011-1-1

P i K AR S )

2011-01-01 03:00:03+08:00 DST

Saturday

Time Zone (BJ)

Daylight saving time :
Name
Repeat mode :
Start year
End year
Start time
End time
Saving time :

. UTC+08:00

. BJ

one-year

: 2011
: 2011
: 01-01 01:00:00
: 09-01 01:00:00

02:00:00

3.1.4 WEIRB XA

YR R ) 5 O SR i e s 1O T P SR R e AR L, AT DA R N s S T i
(RIbR L SCA

PRBUCASE T RIS B thds . HEAT SR ISR DL SO IR AC T L B N R 48 o i) — Bl

e
NME R

ity ZE M SR A W I 4R 5 B, TR e

S

KNI

h
PATT4 h

Tt % system-view, ARG

eader login { information rext | file file-name }, ¥ &5 I FRESCA

eader shell { information text | file file-name }, V& & & 3R JG FIFRECA
Tt BT L RS (F P W AR T A UE I bR A S, AT 24K login
=

SCRYRRAS 04 (2012-01-06)
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P R - AL A B 3 T HATCE

(1] ssem
® ATH %&ii\ﬂ"/l‘%if?ﬁ#’ﬁai&éﬁ, HVUAIR 6 FHAE A R, MANA—ANELFH
BE A AMAREITAR, MAFEQELEBMAMAGELTH, 24 0FRE AT,

o B Ak file B, FBAAERATMATIL 89 I A AL BN ARG B T o RAE St
HERT, A A&%E, FNHAERERS.

° %%E%P%&ms&nxmiﬁi%mﬁ,Mmﬁéiﬁxiiéﬁk@mﬁﬁ%ﬁﬁﬁ
, AT VAR R ALK shell % E 6913 &

° %%E%F%&HS$U0M$Ki%@w,Wuﬁ%“iﬁ%“iﬁ%F%# 212 EART VA

BT,

—HETR

3.1.5 B STH 7
FIARAIE ¥ 8 1 22 4 P Bl A A Zon) P B = 20 e 2 1 75 228, i DLWCE ir 2 2
Mo BRATENT, a4 0~ 3 TN, R P 75 E SR RS S #E, mbL
P g2 0 ~ 15 4.

CI9= 3=

B=RIao
ANV RS A 1 A g . A5 )2 s e A A o) iy A R AR
BRIEDE
i PATAT 2 system-view, HEANRFGHLAE.

1
S 2 HIT1r4 command-privilege level level view view-name command-key, 1&'E$& EE A

LRIV

command-privilege level @i % 7] LL— (K45 7E £ 5% (command-key) W23 SRR
&,

P a2 #8 A BOA IR B AL e 4, — AT EH P T B E .

R

3.1.6 £1F undo S E| E—RMENIT

¥|ﬁﬁ)ﬁft%/\ﬁ@??ﬂﬁﬂiizliﬁ@éﬂﬂﬁﬁ undo I, BRI AP R E— ”&ﬁ@
2% undo 4. WHRIMM RS, MW undo 4%, 4 EHME R 1% undo iy 4
B, RGESmE E—ROEHTHR, —HERIARZFEUWE, AHFR R,

HRIETR
SE1 HATHT 2 system-view, ARG
S 2 AT 4 matched upper-view, VT undo i 4 F| L — AR K AT
BRETES T, undo fr %A HBE| E— AL BT,
([ARRTY

® matched upper-view 44~ R 3T AT H A48 L AT PR A
® %, TiFHALE undo A FhIE A L —AALE %

R
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P R - AL A B 3 T HATCE

32 B RAZFEAER
M P T EEE Y RGN FEARN E G BN, LU AN display 74 .

BRiER

FIH display 74 1] MR RGOIRSE B, i DhRen] LAkl 4 b LU JLE:
® IR RSGALEE BN display fr 4

® LR ARGIZATIRAN display fir S

® DR RZIZWIE LN display fr 4

HRE Dﬁun/%ﬂj?ﬁlj H display iy 215 S WAHSCE T . R A LH R ARG
display %> o

FAETA AL N EEAT R IR 31

321 B REGHREER

M HE A RGRCES RN, UL e B IR . RGN 4
PCEA R HHri s B R

BRIESR

AT 4 display version, ‘IR RGRA .

AT T4 display clock, 78 RGH Eh.

AT 4 display saved-configuration, W ~EAHECE S B .
T4 display current-configuration, 7R FiHLE (S B .
(ARET:

o fpiditsd 7%‘}%&\1\4 85T VAR 4n & 41 AT AR ) é’ﬁM—*rﬁ&i\ ML EA | T IARBIE T K
#9408 %13 &, 1%/ display current-configuration 44>, #47hLE FMny, WwREEZ L
ﬁié\e‘ufmﬁx SuBt S p gtk B P, KB AR R 4t ﬂﬁaﬁéiﬁo

® it EAZ & RXE L st AT IR S TAR M) B B X Fe913 8, BATAL B3 B
BB AT P E A MR EAS S, ARELE R AL (Huawei ARI200 £ Ak
& REWHH-REARE) ¥ “RERARBH I4.

B

3.22 RRAFZEITIRES
PR RGN, T DU DT 4 75 75 4 AR (32 T B 6

RIESER
® T4 display this, ‘7R 4HT L EIFIE TG E .
(AT
1% ) dlsplay thls GAAT RN, WRIZERSIET TR, LI ML P, Lkt
F AR R 44 AT E 1)
R
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Huawei AR1200 F 514 % 1%

P 5 e - i e

3 T HATCE

3.23 WERZIZHIER

JPR] DA AR G2 Wi I i & AR 2 BT R G AR 5 S

ﬁ El{FI s
PEZR G IR Bl L e sy, b TAE T IR UE AL, T BRI 2 M5 5., (HAH RN
display MR %2, 1RME—UA0E BIEES:, X ATLLEH] display diagnostic-information
AT R GE AT A MR KB AT Bk
BRIESR
® T4 display diagnostic-information, o8 R ZWi{E E.
display diagnostic-information fiy&—CHECER T 41T Air & AT 5 1 283 2o )4
K., fFE: display clock. display version %% .
e
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Huawei AR1200 R 414V % iy 4%

P 5 e - i e

4 FeEH - S

4 EcEMFS|

XTARE

MM L Console H TTY /7. Telnet 5 SSH J7 UG Sk i th 280, RS HCAH MY
I P S, FRE AT H P S a2 B &b .

4.1 H P St fai A
ARG P S IAT Console F 7 St TTY M AT VTY FH /= S .

4.2 Wil & Console )™ Tl
M P IE L Console 178 5% 15 £ SEIA L AE P, v AR Hs A Y i sk slond 15 £ 22 4 10 2%
g, BeEAHMI Console [ 77 FL1 & 1

43 Wi VTY H P 5L
APl Telnet 5% SSH 7 28 S i f 2 S A Hh al e FE g fr i, ] UAR 4 - i
TR LSO W A% e, i VTY H P A4 .

4.4 FE TTY H P St
TTY (True Type Terminal, SEARIEA ) H P FALE & RGP —Frdr 24740
K, HIORIC B AN BT TAEAE e A8 17 N R 1

4.5 fic B 254
lic & Console F P #Hifi. VTY H P S RG] . BCE REIHEFSHM TR BIEEERES
THURIC A L 25
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Huawei AR1200 R 414V % iy 4%

P 5 e - i e

4 FeEH - S

: sk
41 AHRSFEE T
U FFIOL AL Console FILP LT, TTY JAL™ S AT VY FLP L7

BEAS R FEAT S R S AL . B B (User-interface) RLETE REUHEALH—
Pl AT AL, RERBCEAVE BLPTA TARAE S b AZ 1 50N (B DA A,
135 B 58— B M ™ S ) H o

BRI ARG FHAASE

AP AENES

Console (CON)

#2111 (Console Port) & —Flif5 d 4T 11,  FHIEA& I S RBEAE

— PRt Console I, i 285814 EIA/TIA-232 DCE.  FH /- & i [f) HR AT
5ty AT LA 5 ¥ % Console H HHIEH:, SN 3 % A Hb U5 7]

VTY

REFUSR A2 (Virtual Type Terminal) A& —Ff R PR # ity 1

FH P #8355 %% 0T Telnet B¢ SSH &5, DAL T4 VTY, HIH - HILL
I VTY J5 AOG sk e s AT AR sk e FE V5 ) . fe 2 328 15 N PRI VTY
J7 U7 W] B o

TTY

SRR A S (True Type Terminal) , FRE A EE T TTY 708 H .
TTY J7=0ER 50 8 i gsk )y .

P g BN, RGESMRIEIET  1E I 3 B A S LG S fe )
(KRN SRR g X AN o HP S g S5 AT PR 5 3K AR 4 5 5 ALt
G5 )7 3\

GRS E RSN

XG5 7 e AGE . P AR 44 5.

PR 2 5 5 O RERE— 8 & SERFR AL I - S P i — A a4, T ASRERS S
o AR5 U5 G IR T

- FEHIH %5 : CON 0.

- A TEAFRBE D (TTY) M5 A TTYO0, B AN TTY 1, Kk
.

- BB IIg S AN VTY 0, AR VTY 1, K.
Y35t 5 75 5

2%t i 5 ] AME— [R5 52— N S s — 41 St

7%t G 5 AL LA 5 J2 0, JFHEM CONL TTY. VTY HIFH RS L .

A FEFR L CON L HEA A, H VTY KA PS4 20 4~ (Lo~ 14 H
JUPRAELE I IE Telnet/SSH I 2101, 16 ~ 20 2 TSN 8z
A LLTE RS T {48 ] user-interface maximum-vty iy 415 & 5 K H P SN 44
HEREEH 5,

BATTEDL T, CONv TTY. VTY =P 3 FE RGP LA 45, WK 4-1 7
7No
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Huawei AR1200 F 514k i#% e
P B4R - AL A B 4 BeE M) St

% 4-1 B P RERY 283 5 S R

IS RARSE

0 CONO

1 TTYO 55—~ TTY 8% At
2 TTY1 55 A TTY 8 7 JL i
3 TTY2 %5 =4 TTY 2887 /7 A
4 TTY3 P44 TTY 288 /2 AL
5 TTY4 55 1A TTY K8 1 A
129 VTYO 25— VTY 88 ] 7 7t
130 VTY1 % A VTY KRR 5 FL
131 VTY2 5= VTY 58 - St it
132 VTY3 DU VTY KA - 5
133 VTY4 A VTY 2B - S

(1 sm

FR6YIRE XA, TTY A2 VTY KA 64 F P @ 694655 %5 =T 46 Pr ).
16 b, G5 valE 1~ 32 PR TTY KA H -~ S .
] LL#EH] display user-interface 172 & & 2 HI R 40 FI 4406 9w 5

AP R ER A PIEE
BoE H P S P Bk 5, PSSR, RGO PS4 3 T IR IE
X P EAEAR 3 F 5l AKAE. password B AEFT AAA KAE. X 3 FPsir /7 X451

EP Y/ INE
® AL ATEMIAMOL, WHEERG. ALEENL, NGRS
.

® Password HiF: RFEEOS, NHEH 4.
O AAA BiF: FEH P RMH LRI04, S Telnet F ' — R AAA B,

RPRREMAPRER
RS TS P AT S U F

S A g —Hre, P RIS 16 MR, BRI 0 ~ 15, bRl )
Mo gtim .

FHP B e V7 18] iy 2 1 2603 L (R 000 R

SCRAFEA 04 (2012-01-06) T I 1 )
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Huawei AR1200 F 514k i#% 1%
P R - AL A B 4 BoE M) St

®  WURNHH PR I RKAE BY password B E, 6 5% BB 10 FH 7 BT RE VT ) 1) i 4 4% )
FH 8 S R P T R e 5

® UNHNXTH FRH AAA BAE, GBI 7 BTREVT W) I a2 200 H AAA it &
{5 P A P A 56 2 ) e o o

4.2 Bt & Console FHR R M|
] Pk Console 17857 82 % SCIAS LA 3, 7 LIKRAE 0 ) 7 R ol 48 4% 22 4 1) %
&, BCEAHMN Console FH 7 5L &1 o

421 BB BES

FEHEAT Console FIJ™ S (AYHC B HT 1A SEAF PR PN FIPAE < 150 B I 28 P i A 55 A 8K
PEes, AT IR, e e R EAT 5

N IR
M P AT Console 16 S 1% H #4228 BEAT ACHB A4 1), ] DATC & AH SV (1)
Console F /" #1f1, fuHE Console H /' S M ER @ . g tE . e bl H
FUIGUE T N (IR LSS HA S B B 1), RO B s B F P mr DR s
A5 FH 5 i LS HE T X6 R 4% 2 A PR 1) 25 RS T B AH . I 240

MEESE
TENCE Console H /7 Fhi 2 i, 75258 LA AT
® ik A ] DUE SR i A

RipE=

FEBC . Console I/ SN Z i, 77 ZAES LN i o

FsS | 8iF

1 (L TP SNV G/ TS WY i/ < NN o VAN €/ 1VA

2 VTR W W2 S (D TS S ST Wi 22U U NN
3 M e sedt

4 M. g, 04

(1 sem
DEERR P 4. OAS st R, — TR B R E .
4.2.2 it & Console AP R EYIEE

Console JT /" S I 2 PEALHS Console HHARHE R . Wit Tr a0, KI5 1047
AT o
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Huawei AR1200 F 514k i#% 1%
P R - AL A B 4 BoE M) St

Console FI W) BRJE VEAE 2K thas FIAGRAE, —RATERMIE .
(AR
4 A P i8it Console B A K h 80T, RALRG T IR b BN EEERFE—H, F
W R R B R K,
RIETHR
LB HATH 2 system-view, AN RGAIE.
PR 2
S 3 HATHT 2 speed speed-value, W EALHHER .
FAENTOL R, ALHE A 9600bit/s .
S 4 T2 flow-control { hardware | none | software }, ¥ & ii#E7 .
SRATEOLT, WidE 774 None.,
S5 HATHr 4 parity { even |none | odd }, W& EK KA.
BRAETEOL T, KA None.
HIE6 Hirir2 stopbits { 15|12}, WEEE 7.
BT, 5 IEAL DY 1bit.
$B7 PUT4 databits {5]6|7(8 ), WEMIEN.
BRAENEOLT, BNk 8.

o

el

T4 user-interface console interface-number, It FEHALK

s

4.2.3 fit & Console I P AR ZixE

FP AT EABC . Console I/ i (1 s gk, A5 OB IN Wi Thng . 28 3m 5 4 ) o
AT LR ] S iy 2 G i X KN o

BRER
Console Fi /= F il [ 8 b Ji Pk A1 bt 3B (. FH P P AR 7oK, S A
PR R E
RMETER
TE1 AT H4 system-view, BENRZAIE.
H2 P AT user-interface console interface-number , HENFJ* AL
$E3 P74 shell, JHEILGGRS
H4 T2 idle-timeout minutes [ seconds |, V& B I ABIN Wik L6 o
FEBOEIIIN TP, WASERIR AL T ERARES . RG0H A ST % .
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Huawei AR1200 F 514k i#% 1%
P R - AL A B 4 BoE M) St

BRAATEBHLT ) S R AR I I ] A 10 234l
HE5 P74 screen-length screen-length [temporary], ¥ & 28 bt FE bt B K47 5.
28 temporary 7T LUSR & 2 5 45 1 N -4 740
BRATEHLN 20 B WoR AT EO 24 47 .
$I 6 174 history-command max-size size-value, W& 7 L A4 X KN,
SR TEOLT, T SR P S SR P X RN 10 450 S i
L

4.2.4 Bit F Console AP R EBIFHRLER

F eI CARCE F AR, SEIUNS AN R FH P U Te) 36 E A BRI B, 185 00 2% b ot 38 )

24t
dbE{Fl n
o iR R, H OSSN 16 N, FUFREN 0 ~ 15, BRI
e S G
® U RIPRSE A A IR GO RIG,  BIFH P I % T BT A S
.
A RS S WA B -
RMETER

$EBE1 HUT 2 system-view, AN RGHE .
T2 PUT1r 2 user-interface console interface-number, N console H /' Fit AW K

SBT3 PUTHr 2 user privilege level level, ¥ & H LGS .
(1 sszem

® L BT, Console T i P Rdgat i 69 BiA4-iz B B3 2 15, # 4 m P o st 64 BiA
BHZ 0.

® WwRF FRE TE BT RAN G EREE R P o A3t BRI R, AP LAY
x¢ 7 84 B A A of.

s

4.2.5 Bt & Console RS EAIAH RIGIEA T
ARG AAA BAF . I FIARIGUE =Fh 7 2o B & 56 UE Ty 2] DL N i 28

{7 ey 4
ERER
BATEOL T, Console F /- FHI I H P 5k 7 O AN K IE
BRIETCE
® 'H AAA KIE
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Huawei AR1200 F 514 % 1%

P 5 e - i e

4 FeEH - S

4.2.6 FERL

Bl F M

BRIES TR

E5 w5

T4 system-view, HENZRGIE.

1714 user-interface console interface-number, 1N Console FH J* SHIALIE .
T4 authentication-mode aaa, WE M) IUETT 8 AAA KE.

T4 aaa, A AAA MK,

T4 local-user user-name password { simple | cipher } password, Bi'&E Al

H = 24 RV R

6. PATHIS quit, B AAA LA,

>
B> L

1. PITM4 system-view, HEANZRFALKE .

2. 4774 user-interface console interface-number, i\ Console H ' ALHIALE
3. PUT14 authentication-mode password, ¥ & H UG UE 7 2Ok B IGAIE
4

HUT T4 set authentication password { cipher | simple } password, &
password iiE ) 12 .

®  E AN E
1. #UTH4 system-view, #EARGMIA .
2. 4T 4 user-interface console interface-number, i\ Console H F ALK
3. $UT14 authentication-mode none, 132 'E H FIGAE 7 A A AL

s

BEER

Console H] /" FHifC & & e, vl AAAE B - FHin e s B e Emic & . A
Hu T P SR FIAE L ] 45 N 2%

E.5E i Console F /7 ST FRAH CHL A

® fiiff] display users [ all |44 27 7 S A MG & .
® {{iH] display user-interface console ui-number! [ summary |2 2o~ F P S ) 21

JETEFIPC
® {{i/f] display local-user iy %2 H AL P 413K .
—-G5 R

BUATfir 4 display users, 7 LLREA 4 SR IG600 £ .

<{Huawei> display users
User—Intf  Delay Type  Network Address AuthenStatus AuthorcmdFlag
0 CONO 00:00:44

Username : Unspecified

P74 display user-interface console ui-numberl [ summary |, 25 H P AL RS
PEFIC

<{Huawei> display user—interface console 0

SCRAFEA 04 (2012-01-06) LA I 1 4
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Huawei AR1200 F 514k % i e

BC B M - A 4 LB S
Idx Type Tx/Rx Modem Privi ActualPrivi Auth Int
0 CON 0 9600 - 3 - N -
+ : Current Ul is active.
F : Current Ul is active and work in async mode.

Idx : Absolute index of Uls.
Type : Type and relative index of Uls.
Privi: The privilege of Uls.
ActualPrivi: The actual privilege of user—interface.
Auth : The authentication mode of Uls.
A: Authenticate use AAA.
N: Current UI need not authentication.
P: Authenticate use current UI’ s password.
Int : The physical location of Uls.

HAT M4 display local-user, 1] ULEFHAHL 2158,

<{Huawei> display local-user

User—name State AuthMask AdminLevel
admin A H -

ftp A F -

guest A A 15

Total 3 user(s)

43 EE VIY ARRE

]l Telnet 54 SSH 75 28 S B H 4 SEIUA M sle e 4 iy, ] AAR s 1 P 4
it R ELROR B 2 A5 8, BUE VTY P S

431 BB BES
FEREAT VTY FP S e & T R v i N IABE . IC & PR 1R A AT 45 A B
Hege, AR THeE . HERHHL TS B BT

[ FAIREE
Y ERE R Telnet BY SSH 7 A s ol iz0 R AC B AN P phy S ] DU E AN VTY
F P B, G VTY H 5D R s kAN, PR R o @k Pt se 2 b
K BGAE T A . F P AT DURR R 3 FH 75 5K DL R 156 0 % 22 4k 1) 2% FE L B AT N 1R 2
o

EES
ERCE VTY H P Sz fr, T8 5e Ll MTES
©® it Zun] LLE S HH Ay

HiEEE
FERRTE VTY JIP R AT, 7 A LR SR,

FE | 8UE
1 VTY A 5 I ok
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Huawei AR1200 F 514 % 1%

P 5 e - i e

4 FeEH P S

£ 67

)
Jio

2 CRIEE) Xf VTY SRHELHL - S P AT 2547 BRI ) ACL 5

3 2% 3 P RN T IS 0] S 2% S 5 e 1) Sl s (R AT RORI I B2 i & G XK/

4 ek

5 M PRaET . P4, 04

(1 ssem

VA BB VTY RABR PR AcF b BATIRG 69 ACL 5. A P & A4eu 49hikd B34 B
HE, —RAFRLIRERE.

432 B8 VIY AR EEm KM

J T DAWCE A I 65 s B 4 00 VTY RIU AL SR i e KB, S 8 s
KT PR o

VTY H P S ) e KA 2 A8 sk % B #3119 Telnet F 7 A1 SSH R 7 H BRI,

PAT 4 system-view, ARG .

PUT 4 user-interface maximum-vty number, FC'E 7] ULIRII S ok B 28 19 VTY 28
TUH P S e KA S EN 5.

==
A!f:f:&. =

LR E VTY AP RE@R AN 08, /TR P (FERNE R P ) #LikBiE VIY &
FE|BRwE.

U B E ) VTY H P45 i K BUN T 200 I oK B, AN S i fE g 7
WA EZ e R

UR B ) VTY )7 45 0 A ds KSR R i (i R, b 20 A s i Y
P BCE IRy AN E S . DU TR AL 12 1 R G T S SR E

Bl . MR Z S S VTY HP RINAEZ, BLAERCE o o F 15 A VTY 7 R AR
2k, M4 VIY H)E0 5 ~ 14 Fhs2iiff H authentication-mode #1 set authentication
password iy 2 AL E K UE 7 RS, BUEW R

<{Huawei> system—view

[Huawei] user—interface maximum—vty 15

[Huawei] user—interface vty 5 14

[Huawei-ui-vty5-14] authentication-mode password
[Huawei-ui-vty5-14] set authentication password cipher huawei

TR
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Huawei AR1200 F 514k i#% 1%
P R - AL A B 4 BoE M) St

4.3.3 (A[E) BLE VTY B A Sy ENRE PR &

AT LGE g s A2 CACL) , SIS VTY I S (N kA7 B o

E=ER
TERCE VTY H 7 S e AT BRI AT, 75 20 E RAEME N AT acl 26— M)
m)¥EHIA R I ACL #LKEl, AR EFAT rule w238 AE N U5 18] 425161571 2 R B0
[RARTT
® A P Rd LA 45 ii 2000 ~ 2999) #=& Ain B 42415 & (3000 ~ 3999) .
0 XTACLEEMESZNALE, wANZAEE (Huawei ARI200 & 7] £k B 25 B B 45 %%
PIED .
RIESER

$BE1 HATHT 2 system-view, N RGWIE.
S 2 AT 2 user-interface vty first-ui-number [ last-ui-number |, St VTY H 7 SHALE

B3 HAT 2 acl acl-number { inbound | outbound }, FCE VTY ZEMH] /-~ S P AT H B
l o

® ity ZERRAI AN bk st ik BEK Y P 8 sk B th 230, A inbound .
® Uil ERM S E R S R B E B g, A outbound.

-7
43408 VIY ARFRENL BN

R AT DABCE VTY HI S i) 2 om b QR8N WD . 283 b 1Y) AT
KA L S22 G X RN o

2

BEERiER
VTY i S0 12400 R P e B th 2 E 39T B . FEP AT AR Aok, T AT
fly

RMETER

TE1 PATH 2 system-view, HEANRGHLAE .
T2 PUTHr 4 user-interface vty first-ui-number [ last-ui-number ], ¥EN VTY H S A% K
HIE 3 AT shell, A VTY &k .
T4 PUTHr 2 idle-timeout minutes [ seconds |, & 'EH B WD
TEVOE IR, W SOER A AL T WARES,  RE0K B Wi T iziE .
SR TEOUT, IR 10 4340
L5 AT screen-length screen-length [temporary], ¥ & 235 5t Fe 4 5t B 47T 5.
i1 245 temporary n LU i 28 3 7 %5 (1 1 I8 7= 474
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Huawei AR1200 F 514k i#% 1%
P R - AL A B 4 BoE M) St

SRAANTEILT, i bf e s AT ECN 24 17
P 6 AT 2 history-command max-size size-value, ¥ &5 J] L2 M X IR/,
BB TEOLR, A 10 401 L2

R

43588 VIY HRREARRER

RO AT ARG E A5 9, SO AN R 7 U5 1 i PR I BRI, 18 it e 5 2L 10

24t
BRER
o i MREg R, T IORSESA N 16 G, SRR 0 ~ 15, BRI
AR S
® JHP ISR A S TOMRSEORAI R, B P R A 4 T B T A S
G
A RACH NS WA S
RMETER

$E1 AT S system-view, HEARGMWIE .
TIE2 T4 user-interface vty first-ui-number [ last-ui-number 1, ¥EXN VTY H 7 FHHARE
FIE3 AT 2 user privilege level level, W& H LK.

A TEOLT, VTY H SO R BRI i 207 2002 0.

&=

(RRRTT
Je R R PR B T BB 494 R 35 FIARFR S B P 4 R 3 R 6 3R AR 5, AR P A KRG 3t
H BB A A

T

43.6 B E VTY RS EBH PIIEAR
RO AAA BAE . I UEAAREAE =07 X, B 86 5 2 ] DA N % i 2%

etk
ERER
A TEOUT, VTY H 7 St %65 55 1E
RIETR
o IE AAA R
1. PUT4 system-view, HEANRFALKE .
2. AT 4 user-interface vty first-ui-number [ last-ui-number ], BN VTY H 5
[HEZISP
. YT 4 authentication-mode aaa, ¥ & HH ' HKUE TN AAA KAIE.
4. PATAA quit, B VTY I SHIALE
SCHRRAS 04 (2012-01-06) BRI E 49
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Huawei AR1200 F 514 % 1%

P 5 e - i e

4 FeEH - S

5. PUTH4 aaa, TN AAA LKL
6. HATH2 local-user user-name password { simple | cipher } password, FLE A
H = 24 RV R
® W E ML
1. $ATH2 system-view, HEANZRGAIE.
2. AT 4 user-interface vty first-ui-number [ last-ui-number ], BN VTY H 5
AL
3. AT 4 authentication-mode password, % & F 50 E 7y 2O AL I IE
4.  PJT4 set authentication password { cipher | simple } password, %5 %155
UEFR 4
®  E AN EE
1. AT % system-view, HEANRGWIE .
2. AT 4 user-interface vty first-ui-number [ last-ui-number ], ¥\ VTY H P45
[EZISP
3.  $UTHr4 authentication-mode none, 1% & H /7 5 F 77 XU AKAIE

R

43.7 GERELER

Bl M

RESR

E5 w6

VTY M7 SR B n, aTELE G SR S AE R VTY S8 ™ F i i) e
RANBL Ly B Jeg AT 55 A

CoER VTY J P S pr A e &

® fii[{] display users [ all [4y4 A& H 7 St i A8 HAE .

® fii[f] display user-interface maximum-vty 722175 VTY R H 7 i s KA.

® fii[{] display user-interface [ [ ui-type | ui-numberl | ui-number | [ summary iy & 5
FH = Smn ) e A .

® fii[{] display local-user iy % & & A 7 514K .

® fiif] display vty mode fi & F VTY =,

R

AT A4 display users, T LLEEF 24 {7 A1) St A4 A5 L

<{Huawei> display users
User-Intf  Delay Type Network Address AuthenStatus AuthorcmdFlag
34 VIY 0 00:00:12 TEL 10. 138. 77. 38

Username : Unspecified

+35 VIY 1 00:00:00 TEL 10. 138. 77. 57

Username : Unspecified

AT A4 display user-interface maximum-vty, 1 UL VTY A H & St i) e kA
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Huawei AR1200 R 414V % iy 4%

BC B - B 4 LB S
<{Huawei> display user—interface maximum-vty
Maximum of VTY user:15
AT A4 display user-interface vty [ ui-numberl | ui-number | [ summary |, 7] PLE5FH H
J G A R
<{Huawei> display user—interface vty 0
Idx Type Tx/Rx Modem Privi ActualPrivi Auth Int
+34 VIY 0 - 14 14 N -
+ : Current Ul is active.
F : Current Ul is active and work in async mode.

Idx : Absolute index of Uls.
Type : Type and relative index of Uls.
Privi: The privilege of Uls.
ActualPrivi: The actual privilege of user—interface.
Auth : The authentication mode of Uls.
A: Authenticate use AAA.
N: Current UI need not authentication.
P: Authenticate use current UI’ s password.
Int : The physical location of Uls.

AT 4 display local-user, 7] LLEYF AL 5156,

<{Huawei> display local-user

User—name State AuthMask AdminLevel
admin A H -

ftp A F -

guest A A 15

Total 3 user(s)

PAT A4 display vty mode, nUUF ZEHRE THLHLEE DR (E B . il

<{Huawei> display vty mode
current VTY mode is Machine-Machine interface

14 TE TTY HRARA

TTY (True Type Terminal, SEARIETA ) H P S & RGP —Frar 24700
B, ISR BC & RN BT A TAEAE e A8 By N R

441 BB BMES

[z AR GE

AEES

FEREAT TTY JU 7 F1 (RC B AT 7 AR e r R (O ST PA 58 . B Ry M 1) B A 55 A it
e, AT, R S B AT S

2] AL D H G S A AR AT AR RSN, T LARC B AR TTY
H 5k, AR TTY H - Sy s e e Zomfd it P Iegss. (XSS5
SEALZNEERCE Y, Rl Ay EAT B {E mFTUWﬁﬁ%ﬁiu&ﬁ$ﬁﬁ%ﬁé
PE R 2% RS B AT N ) 2 5

ERCE TTY H P AL Ay, T2 5e bl F T4
©® i Zu ] DU SRS 2
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Huawei AR1200 F 514k % 1%
P B4R - AL A B 4 BoE M) St

BIRES
FERCE TTY H 7 Sl fr, e B4 LU 2k

FsS | &iE

1 (i P SN/ /S NN ko /s BN ol WU VAN € VA

2 PP A BRI AT D a2 SR DO
3 VARVt

(1 ssem
PAEHIBERR P L. ab o BHA LA, —RATEZLBMRE.

442 6LE TTY RS ENYIEREE
T‘TY FH P S o B s LG 20 B AR R . Iy . ARG A5 LB R

7o

b R B S M B s I B (e, — O S
(LD 35m

0 LAFEZREIR S EORZTHRBEN, FR2AEXE LRE SA RS AS B4, WwRESAE
M, FZA SA FM EeGBE O BEXEZE HFFHEX.

o LApEBERYEOEREGRN, RRLRNT I LA G EYILEEREF K,
TN FAEE R E| 3 d &,

RIESPR
$B1 AT S system-view, HEAN RS .
L2 P AT12 user-interface tty tty-number, N TTY /7 FLHIALIE .
AR T, FLER O TARAE R A, B S BEHLA R tty-number, T LLEE

display user-interface iy 2 & 5 o
HBE3 HATHT 2 speed speed-value, W EALHHER .,
FAETTOL N, ALHE A 9600bit/s .
T4 PAT1r 4 flow-control { hardware | none | software }, % &7 .
BRATEOLT, WidE 774 None.,
S5 HATHr2 parity { even |none | odd }, W& EK KA.
A THOLT, KEA7I4 None.
FB6 T2 stopbits { 1512}, WHEF 7.
BRATEOL T, A IEAL R 1bit.
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Huawei AR1200 F 514 % 1%
P R - AL A B 4 BoE M) St

$B7 P AT databits {5]6]7|8 ), WEEIE.
BATEOLT, BARALA 8.

44308 TTY ARPREMNKimEMYT

R RTLABCE TTY 7 i i) 28 vk, A FE ) I Wi DhRe . 2 b e (1 B 7n AT

UL KT S i A G T X KN o
E=ER
TTY F /S i 2o Jg MEAE B th s B3 A . P T ORI TR, J08e B AH R (1)
JEYE.
BRIESE
$EE1 AT 2 system-view, ARG
S 2 AT 2 user-interface tty interface-number , HEN TTY H P FLHIAE .

HB,3 P AT4 shell, 35K RS .

4 P AT idle-timeout minutes [ seconds |, & F IS Wi oh g
FEVCOE I T Y, WU R AL T RS, REOK B )b T iz 2.
BRAETEGCT,  F P S W& R N N R R 10 J3 A

HE5 AT 2 screen-length screen-length [temporary], ¥ & 2 5 He 4k B 4T
1 FHZ44 temporary 1] DLFR & 20 5 S 1) I I i A7 40
SRETHOLR, Em bR WoR AT ECY 24 17

P 6 AT 2 history-command max-size size-value, W& JJ] Lar 25X KN,
SRR/ N E DR T TFE i st s 2L U PPN AVS IS (VB VPR i

—HETR

444 EE TTY HRFHAIBERRESR

PP AR R PRS0 BN AN ) A U e A SR L 8001 o 5
24t
BRiFER

® Lar ek, MRS K 16 G0N, ZOikRIRN 0 ~ 15, ARiRi

R SE S
o PO GA A A TOM A SURAIR NG, B P R A 4 TS T B gl
k.
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Huawei AR1200 F 514k i#% 1%
P R - AL A B 4 BoE M) St

BRIES TR
$B1 HATH 2 system-view, N RGIE.
2 AT 2 user-interface tty interface-number, N TTY H 7 FHinALE .

HIE 3 P T2 user privilege level level, BEE IS

(RRRTT
® BT, TTY 1A P @t i bg BiAa4uiz R ER 2 3, mii i P Rt 2 69 BIA K
& 0.
® oA FRE TR EHEASER G EIRIRS A P 4RG3 BAERIRA R, AR P LAY
<t L6 SRR A
-
LY 3 A\ -
44588 TTY AR ERMAPIEIEA
E=ER

B TEOL T, TTY HIP S AR 5k .

RIESR
o E AAA R

1. AT 4 system-view, HEARGALAE.

2. AT 4 user-interface tty first-ui-number [ last-ui-number |, HEN TTY H 5t
TR
H# AT 2 authentication-mode aaa, W& H 7 HAE 720 AAA BHIE.
AT AT % quit, B TTY A7 SR
PATHT 4 aaa, HEAN AAA LK.
PUT 4 local-user user-name password { simple | cipher } password, BC'&E Al
HH = 24 FVE R
o U E ML

1. AT 2 system-view, PRGN E

2. AT user-interface tty first-ui-number [ last-ui-number |, HEN TTY H 5t
[HEZASE

3. #4714 authentication-mode password, ¥ 'E )7 KIE 7 2O B KGAIE

4.  JfTH4 set authentication password { cipher | simple } password, ¥ B =55

WEMI 4
® E AN IE
1. HATfr4 system-view, HEARGUIA .
2. AT 2 user-interface tty first-ui-number [ last-ui-number |, BN TTY H ' 5t

A

RS
3. #T14 authentication-mode none, W& /7 ik 77 XN AN o
R
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Huawei AR1200 F 514 % 1%

P 5 e - i e

4 FeEH - S

446 SEMEBLER

Bl

BRIESTR

E5 75

TTY AP S E s m, T UAEA B P A A S DBs MR E . A
JUBRFAEL A5 N2

COEE TTY 7 S A CIC

® {{i/f] display users [ all |74 .7 F i (1448 45 B
® fiiff] display user-interface tty ui-numberl [ summary |72 {27~ H 7 St (0 ) 2L &
PRI E .

— 4k

HAT M4 display users, 1] ULEFE 77 7 S A AE .

<{Huawei> display users
User—-Intf  Delay Type Network Address AuthenStatus AuthorcmdFlag
0 TTY 0 00:00:44

Username : Unspecified

P74 display user-interface tty ui-number! [ summary |, £ 7 S ) 2L & 1
A E -

<{Huawei> display user—interface tty 17

Idx Type Tx/Rx Modem Privi ActualPrivi Auth Int
17 TTY 17 9600 - 0 - N 2/0/0
+ : Current Ul is active.
F : Current Ul is active and work in async mode.

Idx : Absolute index of Uls.
Type : Type and relative index of Uls.
Privi: The privilege of Uls.
ActualPrivi: The actual privilege of user—interface.
Auth : The authentication mode of Uls.
A: Authenticate use AAA.
N: Current UI need not authentication.
P: Authenticate use current UI’ s password.
Int : The physical location of Uls.

4.5 B B 2451

P Console Fl 7 Ftiii VTY HI St (st Be BBl P AR Aok I EE R
THURM P S B 4

4.5.1 it B Console AP mE=HI

EAREIY, WL HCE Console I SN EL @M. ZufE bl FH S, Kk
UM AIF 251, 2P Console 1 1 ] Password FTZE%E%EE%SO

SCRAJA 04 (2012-01-06) B AR s 55

AT © AR IR A+



Huawei AR1200 R 414V % iy 4%
B fEr - S & 4 W B A

AR Tk

FEATAG AL 2 B o s A B 2 3 i ety g, D 75 2408 L Console FIJ™ St 5 5% Jf 1k
ITHCE . Vo e B n] DURR I A 75 SR B T e & 22 VE %5 18, E & Console I )™
G HIAR S o

*F M Console & s [FFH F1 34T Password 3iE, FH /7 & ST 2240 N 2505 “huawei” .
Bk g, W PR 30 4B AR s th SR AT ERE, KT T S S b S .

A& B
SR FH T 1 S A 25 e

1. BEAH A ALK, BCE Console HF S 4 #1 & 14
2. Jid’E Console HI = S i £ v J& 1

3. HCHE Console I F FHifi i H P LS4k o

4. M Console H 7 Sk 46k 7 2GR 3564

HiEEE
h eI B 2s ), TR AR ) -
Console HI /7 I (/) A& 415 % 0y 4800bit/s
Console JTj /" ST 4577 2 A None.
Console HI /7 S LKA A evens
Console HI /7 ST )45 1EA7 K 2.
Console JH J7 FHIHIFKI & A7 A 8.
Console HI /= SR EL WIS 18] 4 30,
Console HJ /= F[HI (1) £ i %5 B B B (AT HCR 30
Console HI /7 AT Py S fiir 2 22+ X KNy 20,
Console H] " FHII P LSS0 15.
Console F /7 F I HH 3601k J7 2004 password FEGIE %4 huawei.

BRIES T
SB1 HLE Console " Sl W3 g 1t

<Huawei> system—-view

[Huawei] user—interface console 0
[Huawei-ui-console0] speed 4800
[Huawei-ui-console0] flow—control none
[Huawei-ui-console0] parity even
[Huawei-ui-console0O] stopbits 2
[Huawei-ui-console0] databits 8

HI® 2 [ 'E Console /7 FLI I £ J& T

[Huawei-ui-console0] idle-timeout 30
[Huawei-ui-console0] screen—length 30
[Huawei-ui-console0] history-command max-—size 20

S 3 it & Console H AL H P ARG 2%

[Huawei-ui-console0] user privilege level 15
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Huawei AR1200 R 414V % iy 4%

P 5 e - i e

4 FeEH - S

$IE 4 FLE Console H ;S 1 H P 56 1E Ty 2k 20 5611

B & 3

[Huawei-ui-console0] authentication—-mode password
[Huawei-ui-console0] set authentication password simple huawei
[Huawei-ui-console0] quit

Console H ' FAC & 5e e f5, M P AT LT Console 1114 ] Password 7 308 5k 4 i
2%, SCOUA S S AR E Y . B P OB SR S I AR RIS S LR B P Bk .

s

#

sysname Huawei
#
user—interface con 0
authentication—mode password
user privilege level 15

set authentication password simple huawei
history—command max-size 20
idle—timeout 30 0
screen—length 30

databits 8

parity even

stopbits 2

speed 4800

screen—length 30
#
return

452 B8 VIY AR RmErE

fiE VTY ﬂﬂ)j?iﬁﬁﬁ?% EANEIR, W ECE VTY 5 A s K8, WA
HPRR A &t BuF 7 A IE S50, seBLE N Telnet J7 2 f# H Password 56 iF &
KR

48 oK
F 748 Telnet pi%Ek SSH W VTY 038 G SR EFEME 8% BEA R B 51 v] UM A
T REH TR e M5 S, BUE VTY H P S A & Pk .
B'E VTY H P S e gk 15, 5 VTY Bk FH 7 3647 Password %5,  H
JUER SR T A N “huawed” o [RIB T EEFR I TP Huhik o4 10.1.1.1 I 7 B sk i
2%,
G, WL 30 s eh A M i s T A, BT S R iR .
BRI
SR 1 SO G B SR i 2
1. BEANHPEOME, BE VTY B s KA SO 15,
2. FCHE VTY H P ZEH e ANE R, SEILRR HI5E— 1P sk sl bl Be i 7 8 Sk it
FEEA
. BCE VTY P S i i Jg v
4. WeE VTY H P S e P AR ek
BC'E VTY P F i i 56 E 7 SR G IR 250
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Huawei AR1200 R 414V % iy 4%

P 5 e - i e

4 FeEH - S

kR

BRIESTR

o & 32

N SE R IC B A, TR R B -

VTY HI /2 S e KA 15,

VTY HI - FHRIFEA BRI ACL 524 2000,

VTY F S 3 B2 (i e) ok 30 434

VTY H 2 ST 25 it B B S 7R AT HCR 30,

VTY HI= S S 2 G X K/ 20,

VTY H P St - P ARse gl 15.

VTY H P Fti R H P 3R 77 20 password, 5 iiE %25 524 huawei.

L I S5 N R G

PO VTY I St 1 5 KA 5

<Huawei> system—view
[Huawei] user—interface maximum-vty 15

BCE VTY H P G ) e A H B 28 7
[Huawei] acl 2000

[Huawei-acl-basic—2000] rule deny source 10.1.1.1 0
[Huawei-acl-basic-2000] rule permit source any
[Huawei-acl-basic-2000] quit

[Huawei] user—interface vty 0 14
[Huawei-ui-vty0-14] acl 2000 inbound

BCE VTY JH 7 S 2 i Jg vk
[Huawei-ui-vty0-14] shell

[Huawei-ui-vty0-14] idle—timeout 30
[Huawei-ui-vty0-14] screen-length 30
[Huawei-ui-vty0-14] history—command max—size 20

BCE VTY I i i A sE 2%

[Huawei-ui-vty0-14] user privilege level 15

BB VTY HP Fhimn i Bk Jy =Xk 55 A5 56k
[Huawei-ui-vty0-14] authentication-mode password

[Huawei-ui-vty0-14] set authentication password simple huawei
[Huawei-ui-vty0-14] quit

BATEOL T, AEFTAT IR A R s iRk S5 . R 55 G, AT A4 shell
e

VTY H /e E se k)5, 7l LLE I Telnet 5% SSH (STelnet) i Password /52
BRI RS, SEEUR S S ) AR R e R e P . P 8 i s i) HAR R R 2 L
(Huawei AR1200 F 7Y 105 175 B E 15 R-FEmipl &) + “BLER B3R #7.

s

#

sysname Huawei
#
acl number 2000

rule 5 deny source 10.1.1.1 0
rule permit source any
#
user—interface maximum—vty 15
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Huawei AR1200 R 414V % iy 4%

P 5 e - i e

4 FeEH - S

user—interface vty 0 14

acl 2000 inbound

user privilege level 15
authentication—mode password

set authentication password simple huawei
history—command max-size 20

idle—timeout 30 0

screen—length 30
#
return

4538 E TTY AR R mE=A
EAREIT, NET TTY HP e etk . & lm R P e g mne & .

BB B

603 )

RESR

FEATAR A o A AE D 8 A I, 7 T B0E I TTY H P J i s R A T e
BEARE B B3 n] DU A 75 SR 0 e 8 2 R 5 18, B TTY 7 SR A 5%

JE -

e, WA 30 73 Bl i SR REATERAE, RS i th AR R

KW 1 JE B T 6 SR i i

1. BEAH S EOME, BE TTY 75 S e v
2. WCE TTY H P St &g g v

3. ECE TTY H P S H P AR g.

N FE SRR E ], A e R

TTY H P SN AL 4iid % 2 4800bit/s

TTY H /- S i 77 208 Noneo

TTY H 7 Fri R 5 AL A even.

TTY H S s kA A 2.

TTY H - A EHRE AL A 6.

TTY H P SR FFIE B I 18] 4 30,

TTY F = S 2 i B % 55 B s AT HCR 30,
TTY H 2 AR s i 2 G2 v X K/ A 20,

L I S5 N R G

Bo'E TTY H 7 St et =

<{Huawei> system—view

[Huawei] user-interface tty 1
[Huawei-ui-ttyl] speed 4800
[Huawei-ui-ttyl] flow—-control none
[Huawei-ui-ttyl] parity even

FAETEOL T, AEFTAT IR At R s iRk S5 . AR 55 G, AT A4 shell
e
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Huawei AR1200 414V % d1 2
B fEr - S &

4 BB H ) S

[Huawei-ui-ttyl] stopbits 2
[Huawei-ui-ttyl] databits 6

P2 BCE TTY HIJ™ S i 28 i e 1k

[Huawei-ui-ttyl] shell

[Huawei-ui-ttyl] idle—timeout 30
[Huawei-ui-ttyl] screen—length 30
[Huawei-ui-ttyl] history—command max-size 20

$E3 NE TTY M) SGmi e o

[Huawei-ui-ttyl] user privilege level 15

s

Bo &

#
sysname Huawei
#
user—interface TTY 1

user privilege level 15
history-command max-size 20

idle-timeout 30 0
screen—length 30
databits 6
parity even
stopbits 2
speed 4800
#
return

SRR A 04 (2012-01-06)
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Huawei AR1200 R 414V % iy 4%

P 5 e - i e

5BCEM ) E %

5 EEEMHAER

XTARE

)] DL I Console H . Telnet 2% SSH (STelnet) J7zUESRIE HSE, SCOUN I Has A
Hos R i

5.1 H P &k
P R SISk B &, ARSI &S 54y, H 8w &1 7 Af:
Console 1, Telnet B¢ STelnet.

5.2 Fid'E M iE i Console H &k R 5%
S P A — R A el B e R A M R 5 #sEY, R PLE I Console %5 5k

5.3 i E H i) Telnet ok R4

Mg — S B M EREMEH, AP LT a8 hsiEHmH] &
U AT AR ZEY . eI T DL Telnet J7 20 R 7 205 5 S5 B FH A%, SR 25 vh %
FH s I FE ey, AR RHB (8 T H P A

5.4 [ E H ) STelnet &5k 240
STelnet P SEINAEAN 224 I 2% A 22 A I RE Vs 0] o 25 1 s FHAR 25 % 2 [R) 28 3t Bl
W, @ aiEd, WP DS ERE Telnet —FE G B HHES

5.5 T I BRI
R AT, T LU ORI F B, IR P B L S
%

5.6 BB 454
Fi & il Console M. Telnet. STelnet &% RGN E . 1E4 S BEREK T fER
BIFE . BCE REIPARE TSR . B R R IR R A
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Huawei AR1200 F 514k i#% 1%

P 5 e - i e

5BCEM ) E %

51 AREFEHEN

P R RS B 4%, A RESEHUN W I B S5 44, H P Sk & 107 0f
Console . Telnet B¢ STelnet.

F PRl i insR 5-1 fros J LR 7 S8 skt 0 e AT IO B AN L

Fz5-1HRAERAN
BRAN MRS = 1% AR
BB FE | &l e w4 BB TESLR, AP R LLE#E I Console
i Console | Console F& 4%, HHAT | DA FW 4, B AIE 202
ABFRAE | Bk L. None (ANTFEH LMD , r i
o i AT R | FIBOHE 3.
B, AiE it Console
AT A H B 5%
® Y& ARG LA BN,
Al @ console HHEAT 12
Wrakidk A\ BootRom 34T
RETHH .
EEAFE | didZmEma e b, 4| sBtEo N, HPAREEIL Telnet J 2
i Telnet & | F Telnet Jy 0Bk 4, #F | HEERES. R TFEEN Telnet J7
xRS TR B RE IRCE, HAs | 208 6e%, 25GE Console A
TR MRITHCE M G HON | B ik se, JFoeibl Pl -
H P 34T B6AIE

Telnet ¥ 5% 7 AAE X% &
BT SR e

® it EH AR IR (K TP Mk, R
Uity A SR (P £ 2 TR % AT IR (e
LT, W BBRAECE TP Hulib) .

® JiiE VTY H P i P ik 77 2K
(BB TEHCN, VTY ) AUk
Password AiF/720)

® PiE VTY H P St gon (g
FEOLR, VTY 5 S o 45 2
0 .

® ffifE Telnet RS- 25 ThEE A F
T, W& Telnet RS- ThhE T
f) .

SRR A 04 (2012-01-06)
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Huawei AR1200 F 514k i#% 1%
P R - AL A B 5 FCEH S

EFRAX | ERER iR

BREMASE | W &aiEs Mg b, | SEBo s, HPAEER R STelnet 7 1t

i STelnet | W& 2PEAE, SSH HAE W&, MR TS STelnet J7

BRARG (Secure Shell) nHefitzz 4y | ESFAE, WAUEELT Console 1A HY

5 R e Rl i KA IE T Gk t, el FHCE :

e, DR RGANZ P IK | @ sy s 10 1150 TP Ml WfRek

i DIBCEREICHIG . | o g 2 [ TS (B

STelnet E%Z%EEEXEWEE’J% TR, W LA E 1P sk .

VPR AR BACHIN LA | @ g VY SIS SR T P GE T R
(BBt~ , VTY H R
Password tAilE )

® it VTY H /Ao (g
UL, VTY H 7S H 2 4002
0 .

® JiL'E VTY H /' A s KF SSH #piX
A TEBT, VTY 8B 5%
FrH i3 2 Telnet)

® fiifE STelnet AR 5525 LhRE (I
T, &2 HI STelnet Ak 45T e &5 ]
UDI

(AR
Telnet #& ) g2 A~ 69IAIEF X, EAE#iEA2 R A TCP #A4TIA XAE4r, HaBKRGZARE. 5

Telnet Ak, SSH 34T £A— MG RL A MLIRBL T, R4 BBITATE P 550 GER A #
FABH R, A P LELSE T 7 R4 T AR 4%-. SSH i ¥ 4% STelnet, BF &4 Telnet.

SSH W 89/~ 2BF5 K I (Huawei ARI200 Z 7] £~k 7% B 58 M H5it  Rabfe EY .

52 BEcEF FiE1T Console O R AL
T AL e S 1St A A S (S, T LU Console 1.

5.2.1 BiIREBES

FEEAT ] i85 Console 1175k R GEHIIHCE BT 1 AP PR RO Y PSR L 50 B LS R PO Al
BARS B eSS, ATl HERf S e AT 55

[ FIREE
P AT AFEASHIE 1L Console H & sk &, HRE S B2 56— IR B HE I U BER F It 7 =08
%0
® U P IV EUHTIE RS i) W 450, RaE I Console HEATASHIE oKk .
o YRR LIEEEIN, At console HIEATiS W B BootRom #H4T R 45T
.
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Huawei AR1200 414V i d1 2
B fEr - S & 5 ECE )RR

EES
TERCE H il IS Console IS SR 21T, 7 258 L RS
® {44 Uf Console JH {5 HLZE
® PC UL FURT (W1 Windows XP [ 2% ¢ 3 )

BIRES

FENCE H Pl Console 8 K44 BT, 7 e E44 LU £k o

F5 | i

1 I T <N ey e VO i s WA o | (YA A€ VAN T e B
® bt HEM WoR AT R DA A g R X ORI

® Jilj ek
o HIMKAE A A, 04

5.2.2 FHFi&iT Console O R RS
F P if ek Console 132 2 5 ¥ 8%, SEELM T P 80 8 Sk W 4% o
E=ER
® I P Al S S 5% 45 Console T 2 A & S 55 5 —2.

®  WIRAE Console HI /™ Ftifl EBEE T HI g8 uE o, W] s 2008 3 4k Jm A4 g ok
B, M TR et

RMESR
S 5 PC EATIFL EORIT (I Windows XP [UEIZE 26 , W 5-1 i —ME#E.

& 5-1 32z

LTI e s e g ol
EER W
‘commi| |
Bl (L)
- — =
7 MCT —!|
4
| ®E  |[ Bue |
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Huawei AR1200 414V % d1 2
Jic & 45 g - A A 5 P EH FOg R

$®2 WEERRD, WEs5-2.

5-2 Efin Qg E

S PRI FE RS B

B ) )

S E): |:|

FESH () | |
SR G2 ) vl

[ wm= |[ wm&E |

B3 WEImEESHS, SRS ERE 8L WA 5-3.

5-3 in QIBIESEHILE

CoN1l Bt
wmOEE |

R (B |'EIEDD vl

BB @: |8 v

Rk @) £ v

Iz 6 |1 v

SEvEs @ [EE—— |

[FEEHBAE ®)
| m= || B || FEAW |
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Huawei AR1200 F 514k % i e

P 5 e - i e

5ACE g%

$iE4

5.2.3 (A%

T;‘? Enter 5, H2HIH P KM GSTHORTE, Wi<Huawei>, UL EEN T H PR
& e B R

BEIH P o DU A 4, SR HEAT I S, T Bl AR <27

(1 ssem

J pi@it Console B AKAT ]~ (REA BIHEEXM) 69 ARI200 B, A%44A#RT: “Warning:
Auto-Config is working. Do you want to stop Auto-Config? [y/n]:”

® R E Zit4T Auto-Config, ##n, FE£;

® JoR RF Zih4T Auto-Config, ##Fy, &£,

A“ﬁ
b =

4o R I E Zi# 4T Auto-Config, f2k#Fe9 R n, 2FHRELMEE dhep. % H. dns Fo vty A P
i A%,

R

) BLE Console HRS{ M

M Console FVE SR 24 SEIUA I AE S 1), m] LAR 3 A8 FH 75 sk B0 ¥ £ e s 1 2%
g, HeEAHMI Console [ 7 FLi & 1

e B (=
B R1I=I Iy
Console F ' i i) @ PEAE W & A S, P RATFESAMCE .. (H2H ]
DIRR A FH 77 5K DLACH W A 2 A e, IEE A, Lo dn FH P SR i 2 s 1 DL &
P8k Ty 205 .
T e Console JH ' #L1fl, 12 WECE Console FI F FH .
(1) +mm
X Console A F iy Bt 52 5 B A 3%, FivAif it Console P A% & /E e E Console A P R
JB T A B Bt AR P R A kP, LR H AR K5 XELE Console Al # Rdy Bk, A
P& &l it Console 2 BABEFIXEG, FEKXE PC L EFHL G ARFWANTRE, 225
%% LB E 49 Console B P R B Ak —EK.
524 BB EER
HI i Console Sk RARCE KNG, AT LAEFE B P S G R, W EME:
FRCE . AHH P HIRFITEL H S 2
B
e Sl Console &3k RS HIAH R L E
BRIES TR
® {ii/i] display users [ all Jfiy-% 57 HI 7 ST A6 A5 B
® fii[{] display user-interface console ui-number! [ summary ]2 27~ H 7 S (14 £
JEMERINCE .
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Huawei AR1200 R 414V % iy 4%
B fEr - S & 5 ECE )RR

® {{i}{] display local-user iy % 2 FH AHH 713K .

-

£ 5 B
AT AT 2 display users, F]LAAE {7 H] ) S AL A5 B

<{Huawei> display users
User—-Intf  Delay Type Network Address AuthenStatus AuthorcmdFlag
0 CONO 00:00:44

Username : Unspecified

AT 74 display user-interface console ui-numberl [ summary |, 55 1) S ()7 g

PEFINC & o

<{Huawei> display user—interface console 0
Idx Type Tx/Rx Modem Privi ActualPrivi Auth Int
0 CON 0 9600 - 3 - N -
+ : Current UI is active.
F : Current UI is active and work in async mode.

Idx : Absolute index of Uls.
Type : Type and relative index of Uls.
Privi: The privilege of Uls.
ActualPrivi: The actual privilege of user—interface.
Auth : The authentication mode of UIs.
A: Authenticate use AAA.
N: Current UI need not authentication.
P: Authenticate use current UI’ s password.
Int : The physical location of Uls.

P AT 4 display local-user, 1 LAET A A 513,

<{Huawei> display local-user

User—name State AuthMask AdminLevel
admin A H -

ftp A F -

guest A A 15

Total 3 user(s)

5.3 BcEAFIE T Telnet ER AL

MAME T — G E Gl MR LRSS, P LRI — G5 haEm i &
AT ALY U R U Telnet 75 sUM AL ™ 28 3im 6 o 21t 2%, SHILGS 99 2% v it
HIgS A REZE S, AR T i A

5.3.1 BB BT
LESHATH BT Telnet &3¢ RS0 IC & 0T T AR ILRR R Y T IR ES L JC & R 1 1) e AT
S REHEUESS, AT POE . HERf e e BT 55 -

Fi IR
U CNAF S e A 1) 1P ik, T L Telnet 77 MU i B sk e 2%, Xoh ikt

F AT AR E . Pl DR 5 e M i B4R g 02 B e, R
W AE T HI A
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Huawei AR1200 F 514k % i e

P 5 e - i e

5BCEM ) E %

HEES

kR

FERCE ] il Telnet & s W & 2 B, WAUHE L Console FIVE Sk 4%, B B
feE, DMEH P aeE i Telnet Jy sUe B B ok W & - SEUE BRI ZEdr . B S B &
R

®  IlE VAT BRI LI TP kb, AR S R B S £ 2 R 4% RTA
o TJE VIY AP FHAA PR RS, SEUL e BRI 45 5 %
® (AL Telnet ARS23TNEE, LUEH T AEUSIE L Telnet J5 s 8 K ¥ 4% o

ERCE ] Pl Telnet Bk R 0T, iy BrE24 LU £dh
FS | HFE
P Ak
Hrgir . s, 04
(A& VTY KA P Ft i i) s R 4L
(AJ3E) %) VTY SRIH - S v NP 3547 BRI 1 ACL 5
(A 3E) SRR I T TR [0 L 28 g B e (40 5 A T 5O g s i & 22 1 XK
/N
2 TEU 15 4% [F) TPv4 Hihik B =ML 4

3 Tt - HE AL Telnet AR 251 TCP % 145 VPN L4144

1

5.3.2 Bt & VTY A { eI A PR FA5EHE A

G N, VTY AR g2 0, Uy mESZEAE, o T scdll T
Telnet 5 I FE B S W A 4EP FE PR £, W ASGIE I Console & 51k 45, T
2RI R PG uE Ty 5K,

LS (=
= =8 =[x
VTY HI7 i ) HoAth s e v o BT s i, P — AT S A E . (HE P L
MR A AR sk, CEAECEME. R E WS MR VTY AP .
PUFECE T G &R, (HaE# i E .
HRIESR
® JE VTY Ml Sl i s 2k
1. PUTM4 system-view, HEAN ARG .
2. AT 4 user-interface vty first-ui-number [ last-ui-number ], XN VTY H 5t
TR
3. HATH4 user privilege level level, ¥ & H P ALELK .
BT, VTY JP SR 9005 0. VTY FI™ S 1 A ™ 200 A i
RN R FR AN 5-2 TR
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Huawei AR1200 F 514k i#% e

Jic & 45 g - A A S5 JcE sk
% 5-2 A PR SRANITN KR FE
BR | &% | &5 | %8
L5 | KB | AR
0 0 ZW | MW T Ha4 (ping. tracert) « MABAH K
% Vil AN B4 a4 (Telnet % 77 i) 55
1 0. 1 [ WifE | HTRGYEY, W display 4.
2
2 0. foE | MSSECE M, BREEEH. SRS, )
1.2 | % FH P A 4 W 25 iR 55 o
3~ |0, EH | HERGHEASITH® S, SESRISZIEERH, &
15 1. 7% %Iﬁﬁ/vjh\ FTP. TFTP F#&. Mt & /D1ty
2.3 « EREEEA A P E RS A U E Ay
/v‘f\ RENHSECE A H TS b2 Wi
debugging iy 255 .
[RARVY:

° mﬁ%ﬁ%%W7ﬁﬁﬁr,$m%%ﬁmF“i , REEAFTRIKT  TA
A, MTmIRIET X &6 %

° %%mrﬁ@?mﬁ%wTﬁﬂwMﬂ&%MPZ$%ﬁr%%%ﬂ@¢x,um

P4 KGR BA

A,

® [iLE VTY H/ Fhii i e iE Jy =4

RYGPEEAEAUE . BIIAEF AAA BE = Fh . 7 AR B 75 BT RE B —Fh
- ARIIE
1. PUTMW4 system-view, HEANZRFHLIK .
2. AT 4 user-interface vty first-ui-number [ last-ui-number |, HEN VTY HJ
AL .
3.  PUTHr2 authentication-mode none, ¥ & T 86F 77 28 ANIEAIE
- LIS

1. AT 4 system-view, PN RGHLE .
2. AT 4 user-interface vty first-ui-number [ last-ui-number |, BN VTY H

AR IR N

AT 14 authentication-mode password, W& H ) %Al 7 Xk B0 5 11E o

4. HUT 4 set authentication password { cipher | simple } password, %

it

- AAA BBF
P GG AE 7 G E N AAA BGUFI, DAZ0FE & AR P I AR,
1. PUTM4 system-view, HEARFALKE .

2. P

AN AAA LA,
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Huawei AR1200 F 514 % e

P 5 e - i e

5BCEM ) E %

3. HATAT4 local-user user-name password { simple | cipher } password, &
A P 44 R

4. HATH4 local-user user-name service-type telnet, it & AHh ] /7 ()32 A2
4 Telnet.

PAT A2 quit, BH AAA LK

6. HATH4 user-interface vty first-ui-number [ last-ui-number ], BN VTY H
JI A AR

7.  $UTHr4 authentication-mode aaa, W& H 7 HAE 70 AAA BIE.

s

5.3.3 {EfE Telnet PREE AL

Hde B =
=] El{FI l%\

BRIESER

FE]1

53.4 HFi&

=6 B =
=8 Ell%\

F P &S N7 5 8 AR 1) Telnet SEREZ AT, it 2215 S5 TF )0 % 4% Telnet 55 25 DI HE -

SR EOUR, B RS Telnet AR 55 ThAESE I 196
T AEAE N Telnet A 55 4% (1% th s EREAT U0 R IBCE

1 HE Telnet iRS5. HRIE LML T [Pv4 IE 2 TPV6, IEBERATUI R DT —.
® P T IPv4

1. PUTM4 system-view, HEAN RG] .

2. T4 telnet server enable, {1 {E Telnet Hit55 .
® WX PIILIET IPv6

1. PUT4 system-view, PEANRGILE.

2. PUT14 telnet ipv6 server enable, 1l it Telnet AR 55,

(AARET:
® 4744 undo telnet [ipv6] server enable X 7] Telnet R 4258, 4R LaTA@iT
telnet BF G A F &, ZPAPIT IR .

® X Telnet B4t /s, ¥ ALt Telnet 7 AAFL S, Rt SSH XFHH
&0 F Sy XA FEE.

e

s

3 2&i% Telnet 2 REN RS

M5 Console |18 s 1 £ 5E A RHC & 5, FH P Al LU Telnet B30\ £ 6 5% 3|3zt
Uiy A, LIRS B I FEGE Y

Ml it Telnet Vs lnl 248, A LAIESAS H Windows iy 24T HE/RFTELEE = J7 it it
AL Windows iy 24T HE 7 AT &

AR P i EREATRL R RCE
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Huawei AR1200 F 514V % d1 75

P R - AL A B

5BCEM ) E %

RESR

$E1 Pt Windows K16 S 4THE R AT -

P2

HUT Windows 174 telnet ip-address, il Telnet 77 285 KB A5 o
1. BN Telnet ]x55#51 IP Hudil:.

5-4 Windows B S 1TIETR T

et C:\WINDOWS\=ystemn32\cad. exe

C:“Documents and Settings™Administrator>telnet 18.137.217.221

2. % Enter 8, HILHP B 21T TF, W<HUAWELD>, 2IEH P ERET
Telnet R4 25 .
T R AR T SR AIE T B AAA TAIE T, WA R T e N B SR
KR, TERE T P 4R I 4% Enter BEG B R EUH PR H A AT R R
75, i 5-5 fios.

5-5 BXTEE

v Telnet 10.137.217.221

Login authentication

Username :huawe 1

Password:

Info: The max number of UTY uwsers is 15, and the number
of current UTY users on line is 4.
The current login time is 2818-12-17 1@8:10:87.

<KHUAWEI >

TR

535 EARLESER

AP I8 Telnet 555k RETACE KNG, T LAEF 12450 - FHIERRS O B 5
IERE O BLECH AT T A TCP EHs DLAF A .
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Huawei AR1200 F 514 % 1%

P 5 e - i e

5ACE g%

HIR M

BRIESTR

E5 5

O e F T Telnet B RS A L& -

® {{if] display users [ all |fy 22 A H 7 FLHNEEAG L
® fiiff] display tep status iy 2 TG YT P ITAT TCP EHAE O
® fii[f] display telnet server status 772 21 & Telnet i 55 2% PR S FBCE (S B .

G

PAT 4 display users, 1] ULEEE A7 H 7 S A A B

<{Huawei> display users
User—-Intf Delay Type Network Address AuthenStatus AuthorcmdFlag
34 VIY 0 00:00:12 TEL 10. 138. 77. 38

Username : Unspecified

+35 VIY 1 00:00:00 TEL 10. 138. 77. 57

Username : Unspecified

AT A4 display tep status, 7] LUE F| TCP IEF2RA . Established £7~x—A> TCP 4%
Cadar,

<{Huawei> display tcp status

TCPCB Tid/Soid Local Add:port Foreign Add:port VPNID State
39952df8 36 /1509 0.0.0.0:0 0.0.0.0:0 0 Closed
32af9074 59 /1 0.0.0.0:21 0.0.0.0:0 14849 Listening
34042¢80 73 /17 10. 164. 39. 99:23 10. 164. 6. 13:1147 0 Established

AT 74 display telnet server status, 1] LU 3 Telnet ik 55 %% AR AL E AR S

{Huawei> display telnet server status
TELNET IPV4 server :Enable
TELNET server port 123

54 G E A Fi83d STelnet BFE R4t

STelnet PRSCSKBLAEAN 22 A M 2% B3Rt 2 A RIEREV) il o 75 ) S MR 55 4% 2 T8 225
B, S AIER, 7T MG ERAE Telnet —FE X% i

541 BiIREBES

FEEAT I il STelnet X535 28 ¢ M BC BT 1A SRr R RO N PP E L C L AP P S i 5
RS AR RS, AT TR ARS8 B EAT 55

7 FAR A
Telnet Ht/b 224 FIAUE 720, 1 HARSEFE R TCP #6417 B SO 4,  AAAEIR K24k
B, 5 Telnet MLk, SSH $&4ft TE—AMER A MK IREEH, RS 43 0I5 2 7 i
RIIE AR R BGHi nss, Ok I 4% i 1 ) S8t T 22 4P k%5 . SSH MM S EF STelnet.
STelnet s&—Fl % 4xf¥] Telnet H5%, SSH HI /7 vl LIMGA#H Telnet k55— H#£#4F STelnet i
%o
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Huawei AR1200 F 514k i#% e

P 5 e - i e

5 BCEM ) E

ERCE H i) STelnet &k R0 1, WAIHTL Console I8 k4%, W Uik £ 1B
A, DMER T EEIE N Telnet i fE B sk W44 T SL VS PEAN YT . T8 S B i

® iCE B PR L TP Mk, i PR i AE SR  BREak 2 TR) i e RTIA
o E VIY A/ FEEAH P RAETT AAMLSES, SCHLER A BMYED 46

® Ti'E VTY A S SZ#F SSH PMY. fFRE STelnet fRE-23I0EE, LMEH - Aetg i
STelnet /5 AT FE S FK WA o

TERCE H ik STelnet Bk R LW, W ES LN EdE .

£ 67

FPRAE TR, 4. i, (afk) VTY 88 7 L i R4
(RTEE) X VTY ZRABYH - FE A B AT BRI ACL 5. (RliE) Zum A
FOBR TR TR CRlak ) Zum BE5E 10 B onAT20R [ 5 iy 2 22 i XK/

SSH H PRI P4 ms, AU 0. 4577, 4 SSH H P 4 FC XS i RSA
NHA

MEES
s
BIRER
e
1
2
3

(AT3%) SSH MRZ5#5 Pk SSH Mgs#5 iy i Wr )3 115 . STelnet %% i £
SSH Il 2% 25 i 1) 14 326 085 0905 . SSH IR 2% 2% i 1] STelnet 75 ) Wiy (1) 7 42 i 50
7. STelnet %/ it 1 SSH IR 45 #3511 1 1% HMAC 5175, SSH RS54t i 51

STelnet 2/ ufi ¥ 193 HMAC 5y, EIERPIC . 2R, Jhhl

542 EE VTY AFFEMARRAFEIET N

BB, VTY AP FOmEH g2 0, ) BeaE 7 2 GE, b 7 sedll
STelnet /7 ANICFE & KR AEP RIS PR 2%, W25 eil L Console & sk 4%, HXUH
A P aGAIE 5.

VTY HI7 Fri At e PEAE Bt BT ahas (i, T — BN 250 AN R . (HZE AT L
WY AR R, BCEARSCEE . BARRCEE S WEE VTY AP .

LURBCE T R AR, ERAR LA

RMESR

® JiLE VTY HI FrHimi i L se gk

I.
2.

3.

PAT 4 system-view, HEN RGN

AT 4 user-interface vty first-ui-number [ last-ui-number ], JEN VTY H 5t
[EZASE

P74 user privilege level level, & 564 .

BAETEOLR, VTY J At i G052 0. VTY H P i i) ™ 4o A
AR RS R U 5-3 TR
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Huawei AR1200 F 514k i#% e

Jic & 45 g - A A S5 JcE sk
% 5-3 PR SRANITN KR FE
BR | &% | &5 | %8
L5 | KB | AR
0 0 ZW | MW T Ha4 (ping. tracert) « MABAH K
% Vil AN B4 a4 (Telnet % 77 i) 55
1 0. 1 [ WifE | HTRGYEY, W display 4.
2
2 0. foE | MSSECE M, BREEEH. SRS, )
1.2 | % FH P A 4 W 25 iR 55 o
3~ |0, EH | HERGHEASITH® S, SESRISZIEERH, &
15 1. 7% %Iﬁﬁ/vjh\ FTP. TFTP F#&. Mt & /D1ty
2.3 « EREEEA A P E RS A U E Ay
/v‘f\ RENHSECE A H TS b2 Wi
debugging iy 255 .
[RARVY:

° mﬁ%ﬁ%%W7ﬁﬁﬁr,$m%%ﬁmF“i , REEAFTRIKT  TA
A, MTmIRIET X &6 %

° %%mrﬁ@?mﬁ%wTﬁﬂwMﬂ&%MPZ$%ﬁr%%%ﬂ@¢x,um

P4 KGR BA

A,

® [iLE VTY H/ Fhii i e iE Jy =4

RYGPEEAEAUE . BIIAEF AAA BE = Fh . 7 AR B 75 BT RE B —Fh
- ARIIE
1. PUTMW4 system-view, HEANZRFHLIK .
2. AT 4 user-interface vty first-ui-number [ last-ui-number |, HEN VTY HJ
AL .
3.  PUTHr2 authentication-mode none, ¥ & T 86F 77 28 ANIEAIE
- LIS

1. AT 4 system-view, PN RGHLE .
2. AT 4 user-interface vty first-ui-number [ last-ui-number |, BN VTY H

AR IR N

AT 14 authentication-mode password, W& H ) %Al 7 Xk B0 5 11E o

4. HUT 4 set authentication password { cipher | simple } password, %

it

- AAA BBF
P GG AE 7 G E N AAA BGUFI, DAZ0FE & AR P I AR,
1. PUTM4 system-view, HEARFALKE .

2. P

AN AAA LA,
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Huawei AR1200 F 514k i#% 1%

P B 5 R - SHERPEXR
3. HATAT4 local-user user-name password { simple | cipher } password, &
A 4% IR TR
4. $ATH4 local-user user-name service-type ssh, [t & A J R NS N
SSH.

PATM 2 quit, B AAA K
AT 4 user-interface vty first-ui-number [ last-ui-number |, 3N VTY H
J A AR

7. PUTHr2 authentication-mode aaa, &8/ IIE T AAA BF.

s

543 BLE VTY AR HE 3 # SSH L
M P Id L STelnet 7 A G sk &0, TFEACE VTY P S 2R SSH thil.

E=ER
Bt el R, P SR SRS Telneto 1 SEASED & A 8RR LA 7 S i S0 3
SSH W%, W A AgeEt STelnet 77 208 R %4
(1 ssmm
Jo R B E A P RE X FG L SSH, S E VTY A P2 R@iiE s XA AAA B3E, T
protocol inbound ssh 3§ R 4482 & A&7 .
WETEVE N SSH RS 43 1 £ AT a0 F I ic & .
BIETER

$B1 T2 system-view, N RGIE.
T2 PUTHr 2 user-interface vty first-ui-number [ last-ui-number ], ¥EN VTY H 7 S AR E
YB3 AT

S 4 T2 protocol inbound ssh, FitE VTY > #F SSH #pi¥.

BT

544 B & SSH AP HEEREZHFNEE STelnet

JWI STelnet 77 208 3 28, A ZNEACE SSH H /. P4 KM RSA %, &
FH P ESAE 7 LA AR 5 SSH I R 45 5 K.

fir% authentication-mode aaa, B iF 5N AAA KHIF.

® SSH 7 #F RSA. password. password-rsa fIl all PUFFIAIE =0, FR27E AAA AL R
B[R] 44 AL T

® UAARHE RSA BN ) SE i SSH S sk ) i SR AE . i SSH H A
password 40 iiF, T EEIAE SSH R 25w i 2F A HL RSA %48, Witk SSH A~ 8 H]
RSA Kk, WUILE IR 55 s b A1 7 s 0 o 227 AR I RSA %9 o

[ARETE

password-rsa IAIEF F 7] B i & password IAIEF RSA FAIE, all TAIEAFE password IAFEF= RSA A
FEF Nt A — AR,
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Huawei AR1200 F 514 % i e

P 5 e - i e

5BCEM ) E %

RMESR

1k
w

21

THAEME ) SSH MR 55 4% (1% % L HEAT U0 e AL

PAT T2 system-view, FEANRGHE.
AT T4 aaa, PN AAA T,

iTdm
R
PAT 2 quit, BH AAA WL
AT 4 rsa local-key-pair create, =4 AHL RSA %X .
(10 isem

® AT SSH AL E X AT, 5641 %A rsa local-key-pair create Be &, 4 &AM FHAST.

® AN A RJE, ¥ rAMAT display rsa local-key-pair public 474~ & & AL AAXE T 69 2486 5
=

=N

o

>

e

>

local-user user-name password { simple | cipher } password, BLEAHH 44 F1

2

AT 74 ssh user user-name authentication-type { password | rsa | password-rsa | all },

fic & SSH H 7 FAAE 50
MR S PRl e 77 2, R P EE L —:

® [it & X} SSH H ' 4T Password % Uk

- AT 7% ssh user user-name authentication-type password, X SSH H /" it &
Password %I

B B0 SSH P 347 RSA Kk
AT T4 ssh user user-name authentication-type rsa, %/ SSH H] it & RSA Kk .
AT 74 rsa peer-public-key key-name, BENAILEHME.
AT T4 public-key-code begin, It AL g ALK
I hex-data, Yni /s ILEH.
(AREVT:
o HANEEHABENER, HAMAREALT RIS b T,
B X4 SSH 6958 7 s SR REAUAE ). FLARIRAE A TUAR B 49 SSH B P 5t 3144 69 35 Bl X A%

o HEANEFLARBAE G, BPTHEE P 5% LT A 8 RSA AL E B RSB0, R A#
JUENE 7 X o#% RSA ~4ABL B 3|44 SSH IR 4B ek 5 L.

5. $AT7r4 public-key-code end, B H AL g AR
® IR ARIINEIVEIE IS hex-data, AT peer-public-key end J&i, K5 ICik R
A

® UMD b R E K% key-name CEFER R D N HNER, FFHUT peer-
public-key end I, RISHIR: HHOEANEAE, W HERIRGME.

6. FUTH4 peer-public-key end, iEH ALY, MR RGAIK.
7. BUTH4 ssh user user-name assign rsa-key key-name, >4 SSH /73 Hc A4

EalE o e

$B7 (Wik) HlE SSH H AR IFE B

1.  $UT14 sshserver rekey-interval interval, % & JIR55 2% 56 1) 58 B 18]

BRI OL T, SSH RS #5 B5 HR IR BB IS [R] [R] B A 0, oK ANEE T
2. AT 4 ssh server auth-timeout timeout interval, H&'E SSH UFHEHT ]
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Huawei AR1200 F 514k i#% 1%
P R - AL A B 5 FCEH S

BAATHOLR, SSH VRN I T2 60 £
3. PUTHr4 ssh server authentication-retries auth-times, V& SSH ¥ iF IR EL

SRS R, SSH HE R IR E TR UECY 3.
TR

5.4.5 {F &t STelnet FREZ 2N RE

BRAEI T, STelnet IRS#s e AR . M &) STelnet &K BE#% Z 1/, WLAUE
I Console &k %, FTJH 1741 STelnet Hit 5543 DI HE o

de B3 = g

B>XIlao
AR, WAAH STelnet R 5528 hREA A fRE, HAMERE TULIREG, &7 i 4 B
LA STelnet J7 5 15 £ @ i +% .
TELEAE N SSH RS 28 w4 FadkATan P e & .

BIETER

$EBE1 HAT S system-view, N RGIE.
HIE 2 P AT 472 stelnet server enable, {1ifit STelnet IR4545LhAE .
BRI R, STelnet RSS2 ThERAT Rt .

s

5.4.6 A Pi@id%is STelnet 2R B &S

il I Console & #4458 AN RHCE S, FH P nT DU SSH M3 M\ 28 i 45 5% 21328 by
WAk, SEILN B I RS o
ERER
M Z i ik STelnet s et , T LLGEATH S =7 Ao s DA 28 =07 cf:
OpenSSH A1 Windows i 4T #& 7~ 47 A 91 AT IC &
70 P 23 b 224% OpenSSH A J5, 8 76 7 i AT LR RCE .
(0 35em
OpenSSH #k A4t 4 2 ¥ ik A5 iz 4k 69 2 F 0.
1% ) OpenSSH #kAF M 3% i i3 STelnet B 2| £ 40t, F 2428 OpenSSH #7404, @441
STVA S ILIZ B 09 85 B A
BRIESE

FE1 HEA Windows [ SATHRTT

B2 AT OpenSSH 14, 1Hid STelnet J X k345
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Huawei AR1200 F 514V % d1 75

P R - AL A B

5BCEM ) E %

5.4.7 (AJi%k

6 B 4=
=8 Ell%\

v CrA\NINDOWS\ eystem3?hemd. exe — zzh user@192. 168.5. 1

o optionld
[command 1

LI.[III isars II.'.i 2E1| -:|.II|.|. l:]lL' I1I.IIF.JI.'E'

line is 1.

Info:

TI‘IL' P nl

UTY usewrs on

of current

CHUAWET >

BT

) BCE STelnet fREFTSH

HI P n] DUBC B2 74 BE AR AARARCAS SSH WM, B e A8 5 SSH R 55 s i Wr i 115 DA &
P B 55 s 8 D0 BRI 18] L R gk 1

RS SR 5-4 TR .

FT5-4 REFSH

R%Es_SH | %A

FEEACIA | SSH B4 SSH1.X (SSH2.0 Z FifffRA) F1 SSH2.0 fitA . SSH2.0

SSH Y PR EE SSH1LX Whisl i3, E45M BA 79 R, w2 2 1IA
WE T VER A vk, RN 3w T RS RE ) (4l SFTP) - AR1200
TERTET 1.3 HAT5%T 2.0 2 [0/ SSH Pl ilAs

45 28] | OB IR SS o s 6 BB I 1), (452 SSH AR SS 2% 1 58 5 Jo 1 Bk I,

SPRCHTESTR] | B S H RS we s gk, T ] DASRAIE 224 1
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Huawei AR1200 F 514k i#% 1%

PiC 45 R - SR AT 5ACE g%
BRIES TR
$BE1 HAT2 system-view, N RGIE.
S22 it SSH RS E, MImTFHE, wHITINR 5-5 P i— ek 215,
R5-5MEBERZHBSH
R55E258 | #B1E
{FREFZACIR | $14T 774> ssh server compatible-ssh1x enable
AT BUSHBLE . SSH2.0 BHSLIMIMRSS 5 2 46 SSHIX R4 Ihhery.
RAFVF SSHI.3 ~ SSH1.99 (SSH HITMURA S K T45T 1.3 H/AF
51 1.99) B e %, NHAT undo ssh server compatible-ssh1x
enable, LfFREMHAARRA B,
Be'E AR5 252 | W4T 12 ssh server rekey-interval rekey-interval
BINEDRTIONAD | ganint T, SSH RS- a5 B0 (0 SRR 1L I o 0, s ACR 97
R
548 IEEMELER
F it STelnet & sk RAHCE NI G, W LAAE 2 SSH RS 254 R B A5 B A5 N
CIEit:aa
CL5e M Fad it STelnet &5k RS T A ic &
BRIESE
® {{ii{ display ssh user-information username iy 7E SSH %5 #3im £r & SSH H 15
/@\ o
® fii}{] display ssh server status 774 G SSH Ik 55 #45 (1) 4 RC & A7 B .
®  {{i/f] display ssh server session 7ir 47t SSH /IR 45 a4 i 1 G 5 SSH % F i iE 44 ) 451
1%‘/%\ o
R
ARt
12174 display ssh user-information username, " ULy $53E SSH H 15 B
<{Huawei> display ssh user—information client001
Username Auth—type User—public—key—name
guest password null
rsa rsa RsaKey001
password password null
WA SSH FH /Y, WInT LAA A SSH R 25 85 BT A 1 SSH FH /5 L.
121714 display ssh server status, 1 LA7TFH SSH 45 #% 4 AL A5 B
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Huawei AR1200 F 514k i#% 1%

P 5 e - i e

5BCEM ) E %

<{Huawei> display ssh server status

SSH version :1.99

SSH connection timeout :60 seconds
SSH server key generating interval :0 hours
SSH Authentication retries :3 times
SFTP Server :Enable
Stelnet server :Enable

151774 display ssh server session, 1 UA#rFE SSH k%545 5% P omiE #2515 B .

<{Huawei> display ssh server session

Conn  Ver  Encry State Auth—type Username

VIY 0 1.5 BLOWFISH run password john

5.5 B R EHE HIEE

ok hds)e, AT DOREE 5 R SEAT W M At bl il 9. BE R i 5t

[T

5.5.1 iR EES

Bz 3R

HEES

iR

FEIEAT X 5 (R0 PR AT T AR Rr R PR N PP AP P ) T A 55 AT Bl o
oo BT R AER M S U BAT S .

N T ORAEBRAE R e s 22 4 Bk th &, T LANCE M GO0 D00 A P F 1 Th) A3

JSECN

FEREAT B3 Jm I IR 20T, 7 58 Bl P AT 55
® I S ok B b 2

FEREAT B3 Jm IR R BRAE T, T ZEHE G DL i
FsS | &iE

1 P G Vs i

2 F P S 2R R R

3 FURIE I S

5.5.2 {1$%FH P4 5

WA DUBAR G ¥ 5 03 S 2 th g Je iy SV BB S0 (R S A0 EA T #¢
i, AN IET I ZON VI %o %102 T e E .
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Huawei AR1200 Z 514l i 1 4%
Pic 415 g - S it e 2 5 BoE %

AT B IEARSEBUT T ARER N, FE RGO D12 g0 i, S5 i 5
(UL, B Z A A DI P GO 1 4

L1 HATHT 2 system-view, HENRGAIE.

T2 PUT1r 2 super password [ level user-level | { simple | cipher } password, WC'& V)4 H -
@I Ia MRS

FAETEOLR, W0 3 R EE .

Zﬁ&“ﬁ
b =

4o %A% A simple £ R, FALHVABA X KRG LB E I, PARER BT A P T A
BEEARE 5 AR E, #RE2FA,. B, —RFILT, HAEA cipher it
T, 5 Ao ER A

FlBT, 12/ cipher 2T X E T HME, REMALIRE, #HEHERET, AhESHiE
%.

$I3 AT quit, &[EH A,

B4 PAT L super [ level ], VI ) 9.
BRI, YR P O 2 3 Y.

TS5 Wi RGHR, WMAYHROL,

BSRE AT 2 TR, DI o). A RIESE = BRI 14, FaR e
ML VSR BLAT B %G00 o

(1) +mm
B MRBAV R F A A Pt super AR HEA T, RARANKE trapF 8, JHRRAR
AP, wRIBI G EFET HATEA, WG ER A&,
e
N ] 2 ALl
5.5.3 SE P &in5EH
M TR N TR E L, BT I RIRA P A i A A, o] DA T

FH P v ST
%%1%1&»

H 7 5084 $5 Console F 7 S Al VTY H P 5o
BRIES

FE1 HATHS lock, HE FH M & FLf .
S22 RIEARGER, WMAMRYUE D4, FEfAD4.

{Huawei> lock
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Huawei AR1200 F 514 % 1%
P R - AL A B 5 FCEH S

Enter Password:
Confirm Password:

BUE KI5, RGeS 2 St 4Bl .
Bl S, # AN DS IRA. RERBIUE I, TR A R 2.

B

554 XiXHBHREERRAE
PP T B SRR P SRS A B PP ST, S P ST e

=N

B =Iao
U ZAH PSR A AT E N, an SR P AR S0 A ] P — L8y s S, A]
DLLE i 2 St Acas i S 25 SLA i B P S

RIESR

$BE1 HATH2 send { all | ui-type ui-number | wi-numberl }, BE'E AL )AL 30 B .
P2 Wi RGIR, WMAZAESENEE. (T “Cul Z2” sl Zsa ki, iH “Ctul C”

H R A YR EA o
T3 W RGN, EFRRETHEAENER. AN Y7 KIZHE, A “N” BUN K%,

SR
5.5.5 BRFEL A R

Mgk R28 )5, TUEEALH ) HER.
LEEE

A PG SBREH P 44, HibEEEs G 8, DU P ST S aUE B4
IRESE

® {{i}] display users [ all [fiy4 W.7 H &~ Fm 48 A5 B
ZH all RoR WoR BT P FH PSR R

— 4k

5.6 B & 55451

i & F P 38T Console H . Telnet. STelnet BX RG], iF4E Gl BRI T fEnd
B R, BCEREI AR M TR BCE R S ORI R A .

5.6.1 Bt & F P iEid Console OB FE &S

LEATRGI T, AF PC w7 B B s, SEPLIE L Console % s i 2%
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Huawei AR1200 414V % d1 2
Jic & 45 g - A A 5 ECE )RR

AR Tk

G BT 4 2% Console FH & AHIHNC & S B ERIAE, W 7 R ks Console
FUESEG th sy, WAZ04E PC SmEAT AR Y. S 500 13 ' o

5-6 Bit & &1 Console & FAME

PC Router

B E B
1. it Console FIEH: PC A1 4%
2. {E PC I AT sk M BCE .
3. GakEhdE.
(0 352em
KA VAR BLSH ABIN-2B.
RIREZ
Ao EZH CRFE 0 4800bps. KA 7. AL even. 5 1EA7 4 2 FIyiss
U PR
RIETR

SB1 EVAMEE S, N0k PC (&) 1 il bR RS-232 Fic & fiL 28 5 % th 28 11
Console Hi%E#:.

$B,2 1EPC L r&umli B 7. BB Kl (s S0 4800bps. 7 ArEdafr . FIAT evens
2 fifs bR oI, e 5-7 2B 5-9 Fion

5-7 i@

S BRI EE R EENRT

EFE )

\Commi |
Bl (L0
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Huawei AR1200 414V i d1 2
Jic & 45 g - S A A 5 P EH g R

2 PRI FE TR EEE B

EF M

ESE): |:|

FEESH E): | |
A (878 Q) vl

S

5-9 i Q@ E SR E

CoN1 Bt
wmOERE |
TP () |4EHZIEI vl
BB Q) [ v
ARt € | Btk v|
I ) |2 v
SHEFIEH © [ |
[(EEABIE ®) |
| ®m= || B || FEAwW |

$E3 s LHAK, REANITRE, ARG RERRHPEARE, HE G S1T
PR (W<Huawei>) o
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Huawei AR1200 414V i d1 2
B fEr - S & 5 ECE )RR

BERT AT A %, B B BTN, R ES  BE
s

5.6.2 BL B #1T Telnet BEF R
EA NG, W ECE P SRS, SEUUNE P i S M 2% o

2H [ 525k
T Dk PC S5 E 2o S ok 201 e W B B thas, BT @Y.
[&] 5-10 L & & 1T Telnet = R0 M &
GE1/0/0
202. 38.160.92/16
= / i
PC Router Target
Router
(T34
1. EESTYBE R
2. MEHPEXSH
3. R G M A
BiEHEE
® PC [ IP Huht
©® T E K Ay LUK FE 111 TP Mt
® Telnet Ui M FTHFEE (HP % HAFEUET D
® ffifr PC 5 Target % s < 0] %t il ik
BRIESE

S 1E PC i ARG B 2 i o3 1) FI Y 4% 3% 42
IR 2 (F Target # b 23 v ic & 5 S H P 240
# OB S Hh

<{Huawei> system—view

[Huawei] interface gigabitethernet 1/0/0
[Huawei-GigabitEthernet1/0/0] ip address 202. 38.160. 92 255. 255. 0. 0
[Huawei-GigabitEthernet1/0/0] quit

# I BB S Uy 2

[Huawei] aaa

[Huawei-aaa] local-user huawei password cipher hello
[Huawei-aaal local-user huawei service-type telnet
[Huawei-aaa] local-user huawei privilege level 3

SCRAJA 04 (2012-01-06) B AR s 85
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Huawei AR1200 414V % d1 2
B r - S &

5 BCEM ) E

[Huawei-aaa] quit
[Huawei] user—interface vty 0 4
[Huawei-ui-vty0-4] authentication—mode aaa

$E3 E K Ik
7E PC FizAT Telnet (LA Windows ¥E1E RSN , W FEITR.

5-11 PC £ &Y Telnet 5@

= VEEEAFER. T, E%E‘E Internet BFiEE:E
T\E IR Windows HAEITHE

FTH @) |telnet 202,38, 180.92 w

| wmE || B | [axe. |

A< E >

FEXRE S LA AR 4, SRl fe, LT P LR 0 dr 4T 3R

<Huawei>. ZUCH P REA T H A0 I C B A5G
-

5.6.3 L EF P iEid STelnet &R & Z

FEATRI T, RLAE SSH RS dvdin A 2 1% }?T SSH ik 554 m Mo & SSH HIJ™

(1 FH 7 44 Fls (l% ffifE Stelnet A%, SZIM Stelnet %5 ) hiii% 4% SSH AR 55 25 o

G
Wi s-12 Fﬁ/T\, N’Eﬁ SSH AR %5 28 1114 th 28 L Afifig STelnet A4S 28 ThAE G, STelnet %
ity PC A LUl i Password. RSA. password-rsa BY, all YAAIE ) /7 708 56 21 SSH IRk 45 4%
lﬁﬁ
fic & it password AE 7 285 3% SSH Server
5-12 Fit & FH Fi8 g STelnet B E R ZFLEHMW
) GE1/0/0
= 10.137.217.223/16
2
PC SSH Server
g & B
KR i BRI E PC /4 STelnet %% /7 b i % SSH A4S 25
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Huawei AR1200 Z 414V % iy 4%

P 5 e - i e

5BCEM ) E %

HiEkES

#

FE;?2

1. fE SSH 55 #s i B A M B PI0S, SR AR 55 i AN 3 ) g BEAT 2 At s A0

it 'E SSH 2531 VTY H 7 FHi .
B 'E SSH 7, ASIAIE 73, F 7 4 Fssis,

o

e UL BB, S R s

7t SSH 55 a1 fie STelnet A 55 # Lh g LA AL B (IR 55

®  SSH H /A IiAiE 72U K password, H /424 “client001” , #6528 “huawei” .

®  client001 ¥ H 7 2l A 3.
® SSH R4 fr) 1P #ihk 4 10.137.217.223.

FE R 55 4 i 2E A i R

<{Huawei> system—view
[Huawei] sysname SSH Server
[SSH Server] rsa local-key—pair create
The key name will be: Huawei Host
The range of public key size is (512 ~ 2048).
NOTES: If the key modulus is greater than 512,
It will take a few minutes.
Input the bits in the modulus[default = 512]: 768
Generating keys..

....... 4+
.......... B
................................... 1+
...... ottt

TENR S5 A3 & VTY P St

[SSH Server] user—interface vty 0 4

[SSH Server—ui-vty0-4] authentication-mode aaa
[SSH Server-ui-vty0-4] protocol inbound ssh
[SSH Server-ui-vty0-4] quit

(1 ssem

BB AFZ B SSH, 1] AR1200 3% 444 B 3h 251k Telnet Sh 45,

TEAR 25 # i liC . SSHH 7 [P F 44 Fls s

[SSH Server] aaa

[SSH Server-aaa] local-user client001 password cipher huawei
[SSH Server-aaa] local-user client001 privilege level 3

[SSH Server-aaa] local-user client001 service—type ssh

[SSH Server-aaa] quit

BC'E SSH 7 (56 k77 20A password

[SSH Server] ssh user client001 authentication—type password

{1 STelnet R4 2L 1 fg

[SSH Server]stelnet server enable

FAERC B 4R

# 1 OpenSSH #AFSEILVT ] SSH IR %5 4%

SRR A 04 (2012-01-06)
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Huawei AR1200 F 514V % d1 75

P R - AL A B

5BCEM ) E %

Bo &

INDO¥S\system32\cmd. exe — zsh client001@10. 137. 217. 223 -3 jﬂ

C:“Documents and Settings“Administrator>rssh

usage: ssh [-1246AaCfghkMngsTtUuix¥]1 [-bh bind_address] [—c cipher_spec]
[-D port] [-e escape_char] [-F configfilel [-i identity_filel
[-L port:host:hostport] [-1 login_namel [-m mac_spec]l [-o optionl
[-p port] [-R port:host:hostport] [userBlhostname [command]l

C:\Documents and Settings“Administrator>ssh client@BBAlP1A.137.217.223
The authenticity of host ‘'10.137.217.223 (18.137.217.223)>' can't bhe established.

RSA key fingerprint is d4:6%:ef:fc:f5:hd:%b:a?:1d:1le:d?:ec:ae:98:f5:%e.

Are you sure you want to continue connecting {yesAno}? yes

Warning: Permanently added *"18.137.217.223° (RSA> to the list of known hosts.
clientB@1E16.137.217.223"s password:

Info: The max number of UTY users iz 18, and the number
of current UTY users on line iz 4.
The current login time iz 2000-01-84 @87:13:80.
<zsh server?

s

®  SSH 457 HNC & S

#
sysname SSH Server
#
aaa
local-user client001 password cipher N C55QK< =/Q="Q MAF4<1!!
local-user client001 privilege level 3
local-user client001 service-type ssh
#
interface GigabitEthernet1/0/0
ip address 10.137.217.223 255.255.0.0
#
ssh user client001 authentication—type password
#
user—interface vty 0 4
authentication—mode aaa
protocol inbound ssh
#
return
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Huawei AR1200 R 414V % iy 4%

P 5 e - i e

6 B RG

6 BEENHRS

XTARE

TE % H A5 A7 il B8 T ORAF A B s A TRl R b P g B S0 F, 1) o] DU I SO R 4
DR PR s P KX LSO AR H SR, SEBG SCAF I sy Bl INBRSE#RAE

6.1 EHLSCAF R A
% 2SI SO R Gy X R B A W% LT S

6.2 Tl i 6 sk R GEREAT AT HRAT
RIP AT DG S ok R T SO AT, AR B At v BRI H SRS B AT

6.3 it FTP 4T S0k
FH P T LU FTP WSS T A M R 2 L2 18] 1 S8, JCHAE M TR T+ 2. H
BN SRR E PR A7 S S B E 15 2 T2 N .

6.4 1L SFTP 34T A4

SETP {15 7 0] DUMGZE i 22 45 %8 S B R 2 AT SCHF R B, IXFRF IR R 5 7
AR IE R T, BN T B AR R e Ak

6.5 Bc B 2541

FCEH B ok RGE . FTP. SFTP HEAT SCHERAR KRB THE S RCEVR AL T il &
AR BCEZRBIHRARA MR BB R I AC B K A
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Huawei AR1200 R 414V % iy 4%
B fEr - S & 6 EH RS

6.1 EIEHE It
B 1 B SRR AT AR A e ERER S FE

6.1.1 3 R G HEA

A RGOR IR AR A TP OCE . HR R B, AR kR, B EASCEATH
Ky DU SIRSCIF I N A

ARG I RE: BB B BRORAT AEAT filh BE a6 P R SCA

BERAGHITIOHIRE
1H3d Console I, Telnet 8% STelnet J5 R &K Hesf5, 7RG e H s F et
ITE P,
® i
A B A& AT AR B R4 5% o
% # H TSR AA B B % L5 Flash A1 U 4.
® ff
XA RG ARG S, G BT B — R L .
® [Ix
H st — P A SO S T H R AL, & SO LR a .

6.1.2 BB HEMEESN

M ATELE S FTP. SFTP 857 BT SO A, SEBLN SO B

B33 FTP BE1T3CHHIR4E

FTP WM& —Fh3E T TCP/IP WMSUi ) Internet ARyt ML, T 108 IS5 2e A A Hy

& P 2 AL SCE . FTP RISk TCP & — A SUEN— DN RGEEHIF Y AN R

4, GRS LNR T — RS e T RS, X4k TCP iER iR (RS

wum A 21 S ) FBEEER: JRSSEs N 20 SR .

®  PEHER: B B LIS B SS ws, SRR RIIRSS AN, TP XS hlE R
IR 5 A B R B B gk /D A IR

®  HUHiEE: TER RIS Ay 2 IR A, DR TP X e i B 1 R R e e K
B M B v A

FTP A W PP AL i X

o bR, FTAREFLY SO (LRSS 4844 4 app. bin Flbtm [K3C1F) .

® ASCI M, FH AR SCARS s tF (Lhinjs 4844 00 axt. bat Fl.cfg 1I3CHF) »

BT FTP DR

® WAAEN FTP %/ . ) AE PC il & BURE Pk Telnet Fi /734 52 1 4%
PUAT ftp A W S I FE FTP MRS 28 IERL U5 ME FE B ML R SCff, e

ML ST
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Huawei AR1200 F 514k i#% 1%

P 5 e - i e

6 B RG

® W AEN FTP RS #5: HIPISAT FTP & e, B AT SO A
RIS, WL B B il B SE I E S FTP IR S5 41 TP Hudik.

iBid SFTP #4734 1E

SFTP A} SSH P8 FE L (1) 2 4 THAE,  ATAF A H] ™l DL i G o b b T SCAR A B
FSCAALIETE AR, Bt it 7w e tifs, [N, h RS sas %
S PIRE, TP AT LAOMNA B 26 20 e R IR REBE o6 b, BT SO 2 A Atein o

) SFTP [ 55 i it 55 7 7 i [ JE AT AE MBI ) i ot 2 SN 1 g e F) A7 7
FFEBWITER . T FIRHAR, % imEL SFTP U5 sUS sk g5 did, e B8l
P % Keepalive $5 S IR I8 s (] 0I5 55 25 3t (14 J0 I8 25 BSR4 -

®  WURAESREIN (R [AI R A R R Es %07 Skt A% Keepalive #3022 ik 55 4% i o

® RIS i KO Y B R I OB B, B s R B W T IE R

6.2 BT T R R GHITXHIRIE

R AT DG 5 ok RGEHEAT SO ERA, AR B At v BB H ORIV B AT

6.2.1 BIRETSE

PRI I G o R GEREAT SCPHR A 20, S )i EAT S5 Al e o, AT B ARG HERf S
JEA Tk R C EAT 55 o

N AR
% A eV I BTG SR, T B e AR B A A T8 B al T ) i el
28 DRSO e H SR B TR E R BERY, nTDUE N HEE SR AR T S HL L BT . R
ST A A4 T A T Bl e e Ay =
EES
PRI LB R IAT SCHHEAE 20T, TR B 5L N RS
O  CLIEHNEER i S RS A, & iy n) PLE R RSS2
HipHESE
FENCE I S R IAT SR E 2 1y, T BEAER DL Eds
Fs iR
1 e A &SP
2 Hxx4%
3 44
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Huawei AR1200 F 514k i#% 1%

i B f6 rE - SR A e 6 EEAMREA
6.2.2 BEIRFEIE
MBS AA A B ) SO E R G IR B, a] DB S 5 ks AR SE I AA it e 2%
TR,
LEEE

ML & LSO ARG IR R, s & a4 HEURE R, BB E R
.
o
(1] ssem
FABE & T VAR Flash % U &, $4E0T, £& AN ET Flash,
EHEREGELT, AP RS TUARY LAA U Z@ARL 55 5] 4 usb0 F= usbl).
AL ) 2 3 A8 K IAGE G AR R .

IR G S TG R AN A e BT BRI, R AT
B

A“ﬁ
>
b =

WXL S, 2FREELERE, HIER.

BRIETCE
® HUTn 4 fixdisk device-name, 155 AF RS 7 H PIAFE B
[RARYY:
PAT et Jo R A RN E] R R EDIS 6913 8, WA TR T e LEMIR,
® P4 format device-name, & XALAEAE 5 o
(ARRTT
4o R AT format device-name 45 JG , X EAR KRR R, T fe 24032 B B 55069 4%
BERTH.
R
6.2.3 EEH XK
FH AT DLl i A HE H S A B R SO AT
ERER
XFH SRS SO ET H ok, B YE0 H 3 8Os B s SCEER - H 813K L
S A FH R H 5% o
BRIESE
® HUT 2 ed { directory | device-name }, 7T FTALH H %o
® HUTH A pwd, EFEMATHTALKH 3.
® T4 dir [ /all | [ filename | [ device-name ], W.7x H kW I SCAERTT H Sk 195146
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Huawei AR1200 R 414V % iy 4%
B fEr - S & 6 EH RS

® HUT 4 mkdir { directory | device-name }, B3 H %,
® HUTHr4 rmdir { directory | device-name }, MiEH 3.

s

6.2.4 EIE

AR E RS WER. a4t ds ERSCPR,  wT DUBRE SO R G0 SO T
AL (B

ﬁ El{FI i

® XM P BORSCHFIIN A U Bah SR EAdr A SO R4
P IR SCAH DA BV SISO AR ok [l st v PR SO 38 AT b AR B SC RN
e B ARG R T R

® YT ER AN SCAF AT AR, FTEABAT ed { directory | device-name } 1%,
SR T H S B SO AL ) H %

BRIESTER

°
SF

174 more [ /binary | { filename | device-name } [ offset ][ all |, .7~ CAFHTA

N

WIS more My SIS HOESE, W LLSEHUN SO I R 3% B 7m Ty 3K

- W4T more file-name %, EHEILAFAN file-name W13CAT o WL 53 b BoR SCA

SCAFNAS, AT o T S EANWTR N TR, T DA S A o

53 Bt W R PR A AT A AT

- H P #4T sereen-length screen-length temporary 4 ¥ B 1K) 23t 5t Hs 114F bt
ITHLIKT 0,

- XAFRATECH KT screen-length [M1H

- 4T more file-name offset W%, BFH XA N file-name WIS BERS MW STRY
offset FAFITUE I Bt BoR SUARSCAF NS, AR ATl 2 m EAKmA S8, W]
AT 24 i S A4t 5

73 BE RS KA B3R 4511

- M $AT screen-length screen-length iy 2 150 B 2% i 5 % IR FRAT B0 S50K
%: 0 o

- SRR H 2L offset ZEIRERI TAIEH G, IR TAHATEH LATK
T screen-length.

- T more file-name all 7%, BE A4 A file-name WA o WIS AN B 7R
AR NE, —IAEEHT AR R R e .
1T 4> copy source-filename destination-filename, ¥ U1 344,

{

=

F A

fir % move source-filename destination-filename, #2))3C 1.

1% rename source-filename destination-filename, 144 A
A

1

1T 4 zip source-filename destination-filename, 45 XA

AT A4 delete [ /unreserved ] [ /force ] { filename | device-name } [ all ], MIER SCA%.
WAL HIZ [ funreserved ], JUMER 5 () SCAEAN AT IR

® T4 undelete filename, VKM SCLES

e 0o 0 0 o
= = =
b i (R
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Huawei AR1200 F 514k i#% 1%
P R - AL A B 6 B RG

(ARRYT:
Jo R B AT B K ARRARE K, XA a9 B x84
® T4 reset recycle-bin [ filename |, V) MH B3 [EIAC 3t o () SCA:
Y TEIRAMBR R — O B AW ST, n] CLEAT A0 0 M B [ sty v () SCRF AR B4
® ZATHLAL LA
TR SO —IREAT Z AL BRI, ] DUSAT IS AT HEAR B S 13 o R i 14t
Ab BRSCAF TS ORAT AT I A8 A7 25

R O AP HEAC BSOS ] AIRATIZ S0, BLSEIAAT E AT 551K A 3)
.

1. PUTM4 system-view, HEANRFHLIK .
2. PATH4 execute filename, iEATHEALFSCLE,

® [iLE RGN
HLEBCE FHTIRAERS, RGN LIG TROREE RG R ORI T 0T fig 3 808
TREIR ) o AR EAS SR GO U 3R B 7 20N, AT DA T
At RGN TT AR

1.  PUT system-view 72, FEAFIRGAE.
2. 04T file prompt { alert | quiet } iy %>, FCE RGP T

AL, 700 alert.

S =i
ZﬁX?fE

o R ARG R B XX E A qulet, ) XTI*H"FFJ P ARARAE (Hode MR
PHRAE ) MFREBIEE LG TR T, FEA.

s

6.3 i@ FTP #1738 1E

R AT A FTP b EAT A M R L2 IR I SCAF38AT, JEIAEREA TR T H
A NG SO R DR A7 Sl 55 A b A3 2 T2 AT

6.3.1 BB BES

FEIE I FTP BEAT SCAFIR AL BT TR PE RO NI IASE L O B R VR (K I AT 25 A K
e, AR TP, HEfH R S AT 5

[z FAEREE
S8 A FTP IR0 /P GlAL FTP 2 /10 G BIgk th e BUs , WTLMER S 5
W5 38 2 1) S B AR RS

HEES
MBI FTP MAT AR E 2 A, A B e FAE55
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LB r - S & 6 I RS
o X um bk i gs ik ik
HimESR
ENCE I FTP HHAT SO E 2 00, 7 B e DL N 2l .
F5 | &g
1 FTP [P 41114, FTP H P IR TAE H 3%
2 (AJ3E) FTP A4S #sta e MW -5
3 (ATEE) FTP JR&S#spyshhl (BRE RO« (AJ3E) FTP R45 25 o i) b
TF IR )
4 FTP R4 2414 1P Huhik ok =ML 4

6.3.2 Bit B FTP LB gy A

=6 B 4=
=8 n:%s

BRIESTR

1=
w

®F1
®2

R R ARG E FTP AL SRS R AU AR H o, fRE 24t JoRR
Ko ANREY R HE L8 H %o

SRR FTP AT SCAFRAR, T ZAEAE ) FTP 55 & (10 i as L EAHU] - 44
L%, e R RS SR L O] AV ) (0 H %o A5 I PR okl FTP Uy 1 i
o

THAEAE ) FTP 55 4% (1 h ds EHEAT 0T A BC

PAT T4 system-view, FHANRGAE .
AT 4 set default ftp-directory directory, WBLE FTP F G T4EH %
(AARTTY
Z R4 TACACS Fl P A7 24,
PAT AL aaa, FEAN AAA LK.

AT T2 local-user user-name password { simple | cipher } password, Wt &AM 44 F1
i,

T4 local-user user-name service-type ftp, Mt &AM 7 RSS2, FTP.
AT A2 local-user user-name ftp-directory directory, P& FTP H] 7 AL H % .
—-Z5R

ER

=

6.3.3 (H[i%) #5E FIP BRE£F[ixOS

J ol BAAZ S FTP I o5 as MW 115 o ARR ), A R0iE 2w i i 105 1O 4 g
Vil 8, H R Atk
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P R - AL A B 6 B RG

El=3 =
B %15 :%\

B TEDUR, FTP MRS asm Wi 542 21, SEIU5 1) % f s il AR @ im 1 5. (5
RAE bR AR WG 1, Al RES A B AWy ) bt 1, PG RSS2 PERE
TR, A P ik A . BT AR DLEHTIC B FTP R4S 28 i oo 1 5, Moty
FANFNIE FTP Wi 5 R, ARG 1 T B %) FTP R4S At H 5 ]
(1 ssmm

4o R FTP R4 A4t 88, AP TUAKE FTP IR B WU v 5,

o RE %m0 5A] FTP RS2 550, M AREEE LRI, FHAT undo ftp server 44X ) FTP Jk
%, BiATHO ST EL,

THAEAE N FTP R 5545 (K386 b as_EHEAT I T A BC

BRIES TR
SBE1 HATHr 2 system-view, N RGIE.
S 2 HATHT 2 ftp server port port-number, “ZTE FTP JR55 4 1

WRPECE BTG 1S, FTP AR SSas i G WioT 1 i S ST T FTP JER:, R)s
A8 YT B3 115 T4 T

R

6.3.4 {E8E FTP BRE 2518
H Pl FTP AT OBV 75 224 GE i i #5 1 FTP AR 5525 LhRE .

db 5 gy

B> l1a.c
BRATEOLT, BHAs FTP k552 DhREE I, Bt DM H] FTP DyREH; 4 20 225 Al g
FTP Ik 554 K DI RE o
W EAE R FTP 454 ik s AT~ i E .

BRIESER

F$EE1 AT 2 system-view, ARG

S 2 HATHr 2 ftp server enable, 55l FTP i 4%,
(1) +mm

HZ P sk 53 d B2 0069 IAHREL R, HHAT undo ftp server 44, A BT X FTP IR 453
e, MmIRIER & By 2a,

— 4k

6.3.5 (A[i%) BLE FTP RE TS

FTP fil 5545 2500045 FTP 55 & (U HEAN FTP 3E 1225 PR I 1] o

ERER
® HiE FTP MRS MQUbAE, AT BRI 37 1 H (M, 9 22 A
SCRAJA 04 (2012-01-06) B AR s %
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P 5 e - i e

6 B RG

® IL'E FTP JERS NN IR], S5 I Ia) Py BEAT A (K I DCRERE I FTP S 45 5t U
THAEAE ) FTP 55 4% (18 b ds_EIEAT 00T AOBC

HRIESR
F$E1 AT S system-view, ARG .
T2 AT 2 ftp server-source { -a source-ip-address | -i interface-type interface-num }, WBLHE
FTP 55 & iU LA B
BCHE T FTP MRS s s bEE 5, AT ftp v SIS 45 I0F, It A 1) ik 45 i U5
kb 20 B 1% B B )2 SR R sk IR g A
FIE3 HATH 2 ftp timeout minutes, WL'E FTP AR 5545 i I Wride i 7]
TEVGERII TN, FTP MR LA T2 WPIRAS I, RE0Ks H3) W JT FTP 14
BAATHIL T, RGHIERZ T WIN T2 30 704
TR
6.3.6 (F[i%) ECE FTP ifj[al4= il
AP AT AR FTP U5 45 dia3e,  SEl L SRVEFR & 8 ) S 6 o 21 8 i 4%
ERER
AP A FTP IRSS 4, ddmyzeaxtl, vl DUEAC & ACL sEBLU e vr L VLT
AR P s Uy ) JIR 4544 o
W AEAE A FTP RS54 B s AT R A &
BRESR
S HATHT 2 system-view, ARG
FB2 PUTHS acl acl-number, HEXN ACL L.
P 3 HATH2 rule [ rule-id | { deny | permit } [ { fragment | none-first-fragment } | source
{ source-address source-wildcard | any } | time-range time-name | vpn-instance vpn-instance-
name ", W& ACL AL,
(AL
® )49 ACL FUN KAt AT A AT deny $-1F. o RE ZLRAEFiEL, FEAL ACL
M F BeE permit 1E. P4, BLEEFRIP A 10.1.1.10 4938 L, A4 ACL P & 52 X #H
ZHLI
® rule deny source 10.1.1.10 0
® rule permit source any
4o R A 2 3L rule permit source any, /R IP duik 152 10.1.1.10 #94R L4 & 5.
® FTP R L FHEAF7 Ed=h7] K.
P4 PITH 4L quit, RFIRGEUE,
S5 PUTHr 2 ftp acl acl-number, BL'E FTP FEA S ) 61515 .
TR
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B fEr - S & 6 EH RS

6.3.7 A Pi@id FTP 345 10 R4

5 AR ) FTP I 5 4 (AR S BB e, P T LU FTP PR PC 5 i % i
S i A b SO A P

BRER
LSRRI FTP ) B e, 7T DAVGHRBEH] Windows iy SATHURAFEES — ik it .t
Uk BA Windows iy &7 H 3 5 Bl AT L E
WA PC_LHEATLL R HRAE,

RMETER

HIE 1 3\ Windows Har 24T AT
P2 AT Windows 12 ftp ip-address, i FTP J7 2085 th 2%

RPN P 44, % Enter 8, 4H I FTP % 7w L )y S ATHRTF,
ftp>, ML SUE3EN T FTP RS540 TAE H 3%

v C:\WINDOWS\zyszteniZ\cmd. exe — fip 10.137.217. 221 = 11

Administrator>fop 18.137.217.221

TR

6.3.8 FI P{E M FTP fn 3T 3 HHR1E

I R SRAT O FTP e d5 S (s a8 m, ol DAFERS i LA T4, B 55
o H R AR AT

FH PGSk FTP MRS 7 a5 vl ARE T 4n 1 3= 24
® il EfEE SO R,

® RIAHISCIE AL R RE FTP IR554%, trl LU FTP Ieds as N 3O IFRAFAEAS
Hho
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P 5 e - i e

6 B RG

® /EFTP [ludsds BHEATEUAE. MHERAEE B H sk R #HAE

® 1[LLEIR FTP k454 Ligw @ H B8O fE B, 8CE MER FTP k44 L 1ts
SE LA

AP B FTP RS54 HEN FTP 2 st s, BRIl 7 P &8s 34T AR — Ff i LR

S (8

BRIESTR

® B ARSI B R .

- YT A4 ascii 5 binary, FCE AL SO RS ASCIL e Bk

(AREVY:
FTP &4 ASCII 4, —#@t4|UHHEA, —H R A2
® ASCH #4128 ASCI F4F, Jem F48Fa AT/ 27T .
©® it R 4R R AE AR T 45 T4

FTP /44 X 8 & P s 4T3, ZATRIA ASCI # X, &P 3 T4 AAEX I d 4ot
47493 (ASCII #= Binary ) . 4583 RKXAHEHA ASCI 7 K., f5#r — it 4| L AH1%F Binary

®  [ALEUNEOCS

- AR RS

- PUTA L put local-filename [ remote-filename |, F A AT FAL 2| ZEFE FTP
k55 %5 o

- HUT 4 get remote-filename [ local-filename |, M FTP Ji55#% N & O/ A7
AFAEAHL

® AL P PR AR B H 3K

- PAT 4 od pathname, WAREFE FTP IRSS 25 L1 TAE 4% .
- PATEA pwd, BN FTP RS ss i TAF 4%

T
1774 mkdir remote-directory, 1E FTP JR55#% G4 H 5%
1744 rmdir remote-directory , 7F FTP [x 55 4% FINER H 2%,

® AT N R PR AR B

- PUTH 4 Is [ remote-filename | [ local-filename ], ‘.7~ FTP 5525 g e fi H

SRESCAEIIAE B

WG B I FE A A R AR AR, A RGO/ IR BLH 3 PR
i WS

WS4 local-filename, W] LLKEEHRE SCAF N BARAFAEA M 7 — AN S
HATHT 2 dir [ remote-filename | [ local-filename ], 2.7~ FTP k5525 L4q i fi H
SRESCAF I TPESNE B

WG B IR SO AT R AR AR, A RGO A B H 3 PR
i€ S

-S4 local-filename, 1] LCKEFE AT A BARAFAEAS D 5 — A S
PAT T4 delete remote-filename, M FTP fligs#s b4a e SCAF.

U AR FR e QR SO IN A i 8 B AR AR, A RGEAEH P I H 5% R R
EiEA B

SCRHRRAS 04 (2012-01-06)
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[N e 3 6 EEL RS
(ARRYT:
;Tiﬁ%ﬁ%ﬂmﬁéﬁ&wmmWﬁéﬁﬁ%ﬁ?&ﬁﬁémmummmﬂ%m%
6.3.9 B BELR

R A0 FTP IR S5 as i B, W LA 31 FTP 55 4 O E MRS B B
(¥ FTP JH /5 EAE N

AR
O e AUt t 25 7F 2 FTP IS5 2% 10 A 1 2
BRIESR
® {{i}] display ftp-server iy 2 A FTP 55 #s ML B FRS(E H o
® fiiff] display ftp-users iy 2 XA %M FTP H P 5 5
—4R
E2 Nt

PUT 4 display ftp-server, 7] LLE T FTP k4548 1IEAEIE1T .

<{Huawei> display ftp-server
FTP server is running

Max user number 5

User count 0
Timeout value(in minute) 30
Listening port 21

Acl number 0

FTP server’s source address 1.1.1.1

BT 4 display ftp-users, 1] UL F 4 HTRCE [ FTP B (G P 4 S5, #RLH

SKEEE R

<{Huawei> display ftp-users
username host port idle topdir
z11 100. 2. 150. 226 1383 3 flash:

6.4 i@t SFTP #1730 %1k

SETP A4 I 7 A LA S 2 4 65 SR i @ EA T SO B, SRR AT R R ST 2 6 s 2
SCAFAALE Ty, BN T A A R i) 2 k.

641 EIRETSE

FEIE I SFTP HEAT SCAF SR AT A MC B AT 7 A e P F0 D A L B P ) i A 55 AT
B, AU Toud . AER LS ONC AT S5

[z IR
SSH $2 it THAE—AMEG A 2 AN IAET T, RSS2 I %) 25 7 St PR A ALE B2 X ) ) 8540
I, W2 A vy i) B T 22 IR Ss . SSH WM S KF SFTP.

SCRSRRAS 04 (2012-01-06) Sy LA TR (5 S 100

AT © AR IR A+



Huawei AR1200 F 514k i#% 1%

B fEr - S & 6 B RS
SFTP J&— M4 FTP k%%, JH /7 Af LU\ 224 1 B 5 1) FTP IR4s 5%, #4730
AL
MEESE
FERLE H L SFTP BHAT SCHFRAE 2 7, 7558 LA M5
® Kbk b ge 2 B AT Ik i
BiEfgEE
7E3 IS SFTP HEAT SCAFHAE 2 7, 75 HE& DL i
F5 | BiR
1 VTY A 2 FUT ) dsco kN5 (Tﬁ)ﬁWWY%W%FﬁEEAﬁﬁﬁﬁ
BRI ACL 5 iy FH 7 RIS W TR 0] L &0 B e 9 S s AT 30OR ) s dr & 22
X KN FH P sAaE 8. 4. DA
2 SSH M I P 4 s, E 20, kg5 0. b SSH 43 Beifrxl i RSA
N SSH H ) SFTP TAEH 3%
3 (FJ3E) SSH RS 28 Wi IS, (FI3E) SSH ARSS 2% %5 % 5 i It )
4 SSH JIRZ5#s 4 FK SSH RS54 M ar i 9m %5 . SFTP %)~ il SSH 45 #%
Ui AT VNS . SSH RS g 3] SFTP % /' i () 1 ik N #5453 . SFTP %
Frim 3] SSH R4S %5 1 1% HMAC 59, SSH IR 4s %85t 21 SFTP 25 P it 1 1
& HMAC 5k, IR S MO AR, YRk
5 HEaMR. X0
642 HE VTY AFRRA
{EH SFTP ¥pil, H /7 #lid VTY H 7 S g sk e #%, LA ERCE VTY 2 SHmim
FHC B
E=ER

EFAREOL T, VTY H P S ir 7y 208 password, Fr AZEIE T SFTP Jy = vj I % %
W, DZERCE VTY P S P a7y X, AW PR ek g ks o

VTY JH 7 Fii i A J A e g B sk, P — AR 25 AR & . (HZE AT LA
AP K, BCEAGE M. RANEES WRE VIY J ) 5Sm.

6.43 L& VTY A PR E# SSH il

A IEE SFTP Uy in) i e s iy, 75 2EACE VTY H 7 Ft i S2Fr SSH Hhiss

de BB

B = 1I=I J{1x
BATEBLR, S B SRR U Telneto U0 R RNEC B HAS a5 LA P A S F
SSH ¥, WM FrARe @t SFTP J7 21 in) 4% HH 48
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P 5 e - i e

6 B RG

RESR

$E1
$IE2
$E3
P4

5

PAT A4 system-view, ARG
AT T2 user-interface vty first-ui-number [ last-ui-number |, SN VTY H P FHALE
AT 4 authentication-mode aaa, % EWUF TN AAA BiF .

4774 protocol inbound ssh, FitE VTY % #F SSH #pil.

B

6.44 B & SSH HRHEERSZSAFRES SFIP

WL SFTP J7 Vs ) % &5, ARG E SSH HI L 77/ E A RSA 8%, BB
JUIGAUE Ty SBL AR E SSH L™ Rk 55 5 MR 55 5B H =%

=]
® SSH ¥ #F RSA. password. password-rsa fIl all PUFFIAIE 720, 52 7E AAA AL R
B[R 44 A P o
® EARHE RSA AN 2 )5 i SSH 8 s I B B4RAE . Wi SSH A - A
password KG1iE, W75 ZEAE SSH R4 v A2 A H RSA %80, a2k SSH H F 4 H
RSA KiE, WI7ENR 55 s b A 7 i 0 o 24 AR I RSA 9] o
(0 35em
password-rsa IAIEF F[F] B i#% & password IAIEF RSA FAIE, all IAIEAZFE password IAFEF= RSA A
BT Kt AL —FP BT,
TELEAEA SSH R 55 25 1 2% th 25 BT an N Il E
BRIESHE
$B1 P72 system-view, N RGIE.
$E2 P4 aaa, TN AAA AL
P 3 HAT 2 local-user user-name password { simple | cipher } password, BC'&E A 42 H0
’IZIJ‘::HQJO
LE4 PUTW A quit, R[FTRFEME .
TS5 HUT1r 4 rsalocal-key-pair create, =AM RSA 8% .
(1) +mm
® EUATHE SSHELE Z A, 441 %A rsa local-key-pair create Bt &, 4 R AL 4AT,
® AT ARG, ¥ rLAAT display rsa local-key-pair public 44~ & & A AA T P 69 40265
12 8.
$E6 JiE SSH - 1iliE 3.
MR S PRl e T B, R N R E e —
® [iL'E X} SSH A1) 4T Password %iiE
- AT A% ssh user user-name authentication-type password, X SSH " &
Password %Kil .
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P 5 e - i e

6 B RG

Eal o .

K HAHAE B HWTACACS RS 28 INAFIT, Wi SSH H A i %2, Afi vy 5%
56 7 20 AT LfRAL i

Fic B4 SSH AT #EAT RSA Kl
PUT A4 ssh user user-name authentication-type rsa, X SSH H it & RSA Kk,
P74 rsa peer-public-key key-name, BENAILEAME .
AT 1T 4 public-key-code begin, 1EA A LA AHAL A
i\ hex-data, P AILEH .,
L1 stem

O HIANEFEARBINE G, NI B LR NAK X AN R T,
By 3 SSH 698 P sk kRN AR, EARIRVE R ILAR R 69 SSH & P 5% kA% 04 3 B S A%

® HANEFLARBAE G, BPTHE P 5% L5 A 6 RSA W 4AE £ B R4 B8, HRA#
JUAE L 7 R4 RSA 4R E 2|46 H SSH IR 48693kt 35 L.

HAT T4 public-key-code end, IE H 28 H 3] g i A0
° ﬂﬂiﬂiiﬁﬁ)\/ﬁ\ﬁi gAY hex-data, AT peer-public-key end Ji, W ICiEA K
® PR b R E K% key-name CLFER M L S HNER, FFHUT peer-
public-key end i, RGN HHCOEAFAE, N HEBBRAZME .
AT T4 peer-public-key end, iEHAIEPIE, [FIFIRGME.
HAT A4 ssh user user-name assign rsa-key key-name, 3 SSH H| 7 43 HC A8 o
lic & X) SSH H J #3647 Password-Rsa % 1iE

- AT A4 ssh user user-name authentication-type password-rsa, X} SSH H )" i &
Password-Rsa % 1iF .

IEIETT 20 SSH RS54 225K 2 P i i AT S A WUE R A oh [F] I 64T Publickey £ 4734
UEAT Password B4 AIE, HA UMM E RN T, 4AK8EF i S AUl E
FCE XS SSH H P HEAT All B ik

- AT 74 ssh user user-name authentication-type all, % SSH i 'l & All 3.
BEUIE 5 5 SSH R4S 2% nT LAELSR & P i BT B A UE IR R Hh b AT A B IE 5%
IR, B 2 S —NAAIE, SEA & i S AR it

(Afi%) Bl'E SSH P EEAKIE (S B

1.

AT T4 ssh server rekey-interval interval, % & R55 2% 56 1 5 B 18]
BRAATHOLR, SSH RS &3 IR 0 SR IR TR TR B 4 0, R /AKANBE B o

PAT T4 ssh server auth-timeout timeout_interval, V& SSH TAUEER I I (7] o
AL, SSH RN I 124 60 75,

PUT T4 ssh server authentication-retries auth-times, & 'E SSH Kk H i Ik L.

AL, SSHIER BRI ECh 3.

s

6.4.5 {E8E SFTP fRE 2= hRE

fEIE I SFTP Jy 3y In) it s s 2 A, i 28 B G g th &3 1) SFTP g5 s Zh fig -
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P 5 e - i e

6 B RG

BRIESTER

$E1
$E2

6.4.6 P&

BRIESR

$H1
T2

BAEGHUR, S SFTP MRS 2 IhRERCA ERE, A MERE T ULIhRE S, & uiid 6
LA SFTP Jy 20 5 % rh 28 i i % .

THAEA SSH S5 4% (1 h s E3EAT U0 R IR E .

PAT 4 system-view, FHANRFUE .

HAT 4 sftp server enable, fffifE SFTP flu45+#s g
BAETEDL R, SFTP IS5 A KPR -

—-SR

id SFTP i3/ 18] R 4t

SERCCA ERCES, P T DMER] SFTP Jy sUM b 22 43 U7 1) % e 4% A i SEBL 6 e
v LSCHF I 2

M EiiiE I SFTP Vs vl i tHas, o DGR 28 = J7 81k o A LIS FH 2 =7 3t
OpenSSH A1 Windows iy 4T #E7~ 747 A 91 AT IC L

PP 522 OpenSSH KA  HFETTLP 263 B (7L TR
(1) +mm
OpenSSH #k 1 49 & ik A H 7 5 09 2 E 50

1% OpenSSH 3k AF M54 it SFTP A 2| A 4uht, & -E4%/ OpenSSH #9404, 4409 4& 8 7T
VAS TLAZ R A 64 3 Bh T AY

HEN Windows I S ATHERTT .
14T OpenSSH #ir4>, @it SFTP J7 i il % fi#s

I SFTP % 7 i AL B ) i AT HORRE, 0 sftp>, Wi #EN T SFTP IR 45- 881 1
fEH %,
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B fEr - S & 6 EH RS

e C:ANINDOWS\zsystem32?\cmd. exe — =ftp uzer@l92. 168.5.1

ilel [-F ssh_configl

1] [=R nun_regquests]

rverl] host
sFtp [luserBlhostizFile [Filel
sFtp [luserBlhostlzdiel 111
sfep ~bh bhatchfile [userBlhost

B

6.4.7 A {EF SFTP éy & ITXH-RE
P W B Ay SFTP IR S0 B e T LAE B 4158 1 1 A o

:ll:_E_{r‘:-
B =lao
FH P %8 56 SFTP IR 4s-4% Ja ml LT W 3= 24
® RIN SFTP % ' i fin & 15 )
® T SFTP RS #8 1K) H s
® P SFTP AR4s st L1t
2 P8 % SFTP RS2t N\ SFTP & Fum A 5, BIal e P Kum it A7 DL R — Pk 2
e, X BLLLE Pl 26 = J7 34 OpenSSH A4
BRIESER
® T4 help [ all | command-name |, ‘7~ SFTP % 7 Gty 2 H o
® RIETE, PUTW N NI AEAEE T H %
- PUTI A ed [ remote-directory |, R AT TAE H 3%
- PATEA pwd, BoRH 1Y ET LAE H .
- PUTIA dir [ -1-a ] [ path ], BonteE B3 RSP
CRYFR A 04 (2012-01-06) 1l B A TR B 105
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P R - AL A B 6 B RG

- PUT A rmdir remote-directory &<1-10>, MIERARS 4% 1 H %o

- AT A2 mkdir remote-directory, 1ER5# LAIEF H %
® AR T L, PATWIT A AR B
fir % rename old-name new-name, UL 4% LI8E M SCAFRI4 T
fir %> get remote-filename [ local-filename |, "F 3G FEAR S 4% L1304
fir % put local-filename [ remote-filename |, AL A SO R REAR S5 25
fir % rmdir remote-directory &<1-10>, MWIErARS %5 3.

6.4.8 BB R

ﬁLsm?ﬁﬁiﬁﬁﬁmﬁﬁwE,ﬂ&ﬁ%ﬁs&ﬁ%ﬂaﬁw$HW%%%é%
@ﬂﬁfn SN ﬂ‘ ’75"0

GIE= 5
L5 SSH P T ILE

BRIESER

® fii[{] display ssh user-information username iy % 7F SSH H %5 %5t & SSH H ' (5
S|

/Lo

® {{i/{] display ssh server status 77 %2 F SSH /RS54 14 AL &5 S o

® fiiff] display ssh server session 7271 SSH k555 i £ F SSH & /' i iE 45 1H 15
B

R

E5 w5

121714 display ssh user-information username, W ULFE F|4 )y client001 /) SSH F /1)
I6AE 7 2k password, R4S 775 sftp.

<{Huawei> display ssh user—-information client001

Username Auth—type User—public—key—name

client001 password null

AR SSH H P, W] LAY A SSH AR 45 2% T A 1 SSH HH P 45 B
121714 display ssh server status, 7] PLEE SSH AR %578 & Rl 515 K .

{Huawei> display ssh server status

SSH version 0 1.99
SSH connection timeout : 60 seconds
SSH server key generating interval : 2 hours
SSH Authentication retries : b times
SFTP Server . Enable
Stelnet server . Enable
(1 sm
R G MY e 5 R EME, REFEA NIRRT 5L

124744 display ssh server session, " LIEYF SSH k4548 5% o & 41615 E
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Huawei AR1200 R 414V % iy 4%
B fEr - S & 6 EH RS

<{Huawei> display ssh server session

Conn  Ver  Encry State Auth—type Username

VIY 0 1.5 BLOWFISH run password john

6.5 BL & 4+ {5l

FoE M B Sk RGE. FTP. SFTP AT SCAFERAE M7l T4 S0 B RE K T e
R B R AR R R MEEi$mﬁmEm%£

6.5.1 B & RAFHITCHIRIELF

MG R R GHATSIHRAE I FEARGI, TG Rt s, HATERHX. %

DGR

ERER
F Pl Console 1. Telnet B STelnet 7 28 M HH 8%, X % /a4 b0 ST b AT ek
AEA AP AR — e LR, WERANYRE HARSCIE%, T H br S48 BRI A IR SC
44, B H FRSCHFE SO R 4

BRI

AR R S T

1 BERFH X MWL
2. FHICFEIZHR T
3. BHZHN, AEBIECS I IR E Hx.

BiREE
SRR, AT

®  JSCAFA R H ARSI
® UCPRERARAH AR SR AR

TR o7 H ok FISCPEE R, e flash/ 0 INAFFRIRAT o

<{Huawei> dir
Directory of flash:/

Idx Attr Size (Byte) Date Time (LMT) FileName
0 -rw- 47,584,256 Sep 17 2107 14:54:23  arl1201 _23316_1220. cc
1 -rw— 4 Jun 30 2010 01:01:16 voip feature. efs
2 -rw- 4 Jul 27 2005 11:02:05  voip protocol. efs
3 -rw- 45,794,304 Sep 03 2107 12:38:38 arl117 20921 1220. cc
4 -rw— 1,751,678 Jan 26 2008 16:24:13  web. zip
5 -—rw- 3,856 Jan 28 2008 00:00:09 iascfg. zip
6 -rw- 396 Jan 11 2008 18:09:53  rsa host key. efs
7 -rw- 6 Dec 01 2007 15:35:31 1. txt
8 -—rw- 3,315 Dec 07 2007 12:54:45 mab600 license. dat
SCAYRRAS 04 (2012-01-06) BRI E 107
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Huawei AR1200 R 414V % iy 4%

P 5 e - i e

6 FHILAFRS

9
10
11
12
13
14
15
16
17
18
19
20

-
-
-
N
-
N
-
-
S
-
S
-

6, 656
7,533

6, 656
526, 003
540

16

0

2,016, 467
477

2,810

68, 750, 848
0

Dec
Dec
Dec
Jan
Jan
Jan
Dec
Dec
Jan
Jan
Jan
Jan

217,168 KB total (4,320 KB free)

07
07
07
27
11
12
27
28
10
15
26
28

2007
2007
2007
2008
2008
2008
2007
2007
2008
2008
2008
2008

12:
12:
13:
00:
18:
14:
15:
17:
14:
13:
15:
14:

55:
55:
13:
00:
10:
53:
27:
58:
46:
57:
40:
47:

14
50
39
36
07
53
49
26
12
02
15
29

patch lic. pat

pdt keyfile. txt
patch lic2.pat
private—data. txt
rsa server key.efs
dulei. tbl
dictionary. xml
arweb. zip

elabel. fls

aa. txt
ar0312_34479 _1220. cc
ar. txt

S22 UISCE M usb0:/sample.txt 3] flash:/samplel .txt.

{Huawei> copy usb0:/sample. txt flash:/samplel. txt

Copy ush0:/sample. txt to flash:/samplel. txt?[Y/N]:y

100%

complete

Info:Copied file usb0:/sample. txt to flash:/samplel. txt...Done

PR3 oA ET H ok RSP S

ERSY

<{Huawei> dir
Directory of flash:/

Tdx
0
1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21

Attr
J—
J—
J—
S
S
S
S
S
S
S
S
S
S
S
J—
S
S
S
S
S
S
S

samplel. txt

Size (Byte)
47, 584, 256
4

4

45, 794, 304
1,751, 678
3, 856

396

6

3,315

6, 656
7,533

6, 656

526, 003
540

16

0

2,016, 467
477

2,810

68, 750, 848
0

1, 605

Date
Sep
Jun
Jul
Sep
Jan
Jan
Jan
Dec
Dec
Dec
Dec
Dec
Jan
Jan
Jan
Dec
Dec
Jan
Jan
Jan
Jan
Oct

217,169 KB total (4,319 KB free)

R

6.5.2 i@ 3T FTP #1730 R {E=E 01

P Bl FTP BEAT SCAFRAR K- AEARG, T E A K P A2 A il L
Zei L FTP J7 U8k 2 FTP g5 as,  SEBLSCIRR) EARRT T 3

4B 7oK

17
30
27
03
26
28
11
01
07
07
07
07
27
11
12
27
28
10
15
26
28
24

AR RIS s MR E Hx R,

2107
2010
2005
2107
2008
2008
2008
2007
2007
2007
2007
2007
2008
2008
2008
2007
2007
2008
2008
2008
2008
2009

Time (LMT)
54:
01:
02:
38:
113
00:
09:
35:
54:
55:
155
13:
00:
10:
53:
27:
:58:
46:
57:
40:
47
14:

14:
01:
11:
12:
16:
00:
18:
15:
12:
12:

12

13:
00:
18:
14:
15:

17

14:
13:
15:
14:
11:

24

23
16
05
38

09
53
31
45
14
50
39
36
07
53
49
26
12
02
15
29
39

FileName

ar1201 23316 _1220. cc
voip feature. efs
voip protocol. efs
arl117 20921 1220. cc
web. zip

iascfg. zip
rsa_host_key. efs

1. txt

mab600 license. dat
patch_lic. pat

pdt keyfile. txt
patch lic2. pat
private—data. txt
rsa_server key. efs
dulei. tbl
dictionary. xml
arweb. zip

elabel. fls

aa. txt
ar0312_34479 1220. cc
ar. txt

il 6-1 s, 4804 FTP RS54 % 2L AE FTP o5 SR Dfea , WO 2 28 3 Bk 2]

FTP Jid54%, SCOLSCIFIR AR R 3
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Huawei AR1200 Z 414V % iy 4%
B fEr - S & 6 EH RS

6-1 L & FTP #1730 R1EE M

) GE1/0/0
gm; 10.137.217.221/1 66>
- R
PC FTP Server

BB
K B B E W FTP 3T SO e R A T R
1. A& FTP R4 IP bhk .
2. flifE FTP RS- 28 1hfE.
3. B FTP H P HIBAE S B H P #8072 05 ) H % .
4. fEHIEMH P 2R L FTP J5 208 %3 FTP 45 2% .
5. FARSCHEREIRS . NESCHERI P A

HiEEE
T RULRLES, YA I (s

FTP R 45451 1P Motk 10.137.217.221,

FTP JIi 55 %5 8 ] T IS 6] 2 20 4340

TERSS #sim Rl FTP FH P 448 “huawei” , #465°4 “huawei” .

AR SO P i AR E AR R, T R SO AR FTP RSG5 4545 58 1642
ffifk PC 55 FTP 454k (M8 IE % .

BRIETER
1 HE FTP RSS2 IP Hudik

<Huawei> system—view

[Huawei] sysname server

[server] interface gigabitethernet1/0/0
[server-GigabitEthernet1/0/0] ip address 10.137.217.221 255. 255.0. 0
[server—GigabitEthernet1/0/0] quit

$E2 Gk FTP RS- 45 TfE

[server] ftp server enable
[server] ftp timeout 20

PR3 {E FTP JIRg54% LECE FTP M7 HSAESE B BT AL H 5%

[server] aaa

[server—aaa] local-user huawei password simple huawei
[server—aaa] local-user huawei service—type ftp
[server—aaa] local-user huawei ftp—directory flash:
[server—aaal] quit

$B4 i windows fr- 2 ATHER TN AT fip fr4, RIS AEFH IERGI I - 4 A5G 5 FTP IR
99T FTP %%,
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Huawei AR1200 F 514V % d1 75
B fEr - S & 6 EH RS

B 6-2 M\ P &im%& 5 FIP R$5 88

AFIRDOWS\ system32\cad. exe — ftp 10.137.217. 221

C:“Documents and Settings“Administrator>ftp 18.137.217.221
Connected to 18.137.217.221.

228 FTP service ready.

User ¢10.137.217.221:<none?>: huawei

331 Password required for huawei.

Password:

238 User logged in.

ftp>

PERS  AEH 7 K SEOLSCIE I EARRT R 3 W M E s

& 6-3 &3 FTP #1730 HRIE

AFINDOYS\=ysteni?iond. exe — ftp 100137.217.221

238 Uzer logged in.
ftp> put vrpcfg.cfy
288 Port command okay.
158 Opening ASCII mode data connection for vepcfg.cfyg.
fer complete.
5 T, FABT B.@@Seconds 6526000.00Khytes sec.
ftp> get .cfg

200 Port command okavy.
158 Opening ASCII mode data connection for vrpcfg-221.cfyg.
226 Transfer complete.

(AR
J P A AT S TR AT R LA ST UL dir 4, 58 F 2 T &6 I RA P _EAF 69 A
Wit mis .

—HETR

BB
® TP R4 3 MC & A

#
sysname Server
#
ftp server enable
ftp timeout 20
#
interface GigabitEthernet1/0/0
ip address 10.137.217.221 255.255.0.0
#

SCARYRRAS 04 (2012-01-06) Bl BRSNS B 110
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Huawei AR1200 414V i d1 2
B fEr - S & 6 EH RS

aaa
local—user huawei password simple Huawei
local—user huawei service—type ftp
local—user huawei ftp—-directory flash:
authentication—scheme default

#

authorization—-scheme default

#

accounting—scheme default

#

domain default

#

return

6.5.3 i@id SFTP #1730 HHiRIEZE I
BT P SFTP AT SCPHBRAR 7. (Aot it e SSH G Bk A

WP, JFAE SSH RS dsimhbc s SSH AL (I A NUEs RS, fHE SFTP 5, SEBL SFTP
P e RE SSH RS A Ja HEAT SCAFRATE

Wi 6-4 Fi7n, 7E4F A SSH RS #% 1 th#% LA g SFTP R4 2y ThRE)G, SFTP %/ i
PC #] LLifi i) Password. RSA. password-rsa &Y, all PAilE 1) /5 20I%E$23 SSH R 254 i o

fic e H ik password AE 77 U8 5% SSH Server.
6-4 Bt & &3 SFTP #H1T 3 HEEME

GE1/0/0

- 10.137.217.225/16%

PC SSH Server

[TA=gsdic
KPS0 [0 S S5 SFTP AT SCPFHRAFE

7E SSH R 552 v A2 A H % IR, SRR R 454 i R0 &0 2 B A7 22 4 M 50 A8 T
BC & SSH g5 asdm it VTY HIJ™ F i

Fe'E SSH /7, Audid 7 44 Fl 2 6

7 SSH iR 2% 2 i A 58 SFTP Ik 454 Lh e LA S e 5 F P (R iR 25 2R 24

b=

Bk
0 FE R, A

® SSH H /7 MIAIE T XK password, "4 00 “client001” , #45°4 “huawei”
® client001 I HH P 4l R 3.
®  SSH 45 a8y IP Huhky 10.137.217.225,

SCRAFRA 04 (2012-01-06) TR fE 1
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Huawei AR1200 F 514V % d1 75

P R - AL A B

6 B RG

RESR

BE (LS5 s A A L B 0]

<Huawei> system—view
[Huawei] sysname SSH Server
[SSH Server] rsa local-key—pair create
The key name will be: Host
The range of public key size is (512 ~ 2048).
NOTES: If the key modulus is greater than 512,
It will take a few minutes.
Input the bits in the modulus[default = 512]: 768
Generating keys..
....... b
.......... b
b+

FER S5 wsimbic & VTY HI ) Sti

[SSH Server] user—interface vty 0 4

[SSH Server—ui-vty0-4] authentication-mode aaa
[SSH Server-ui-vty0-4] protocol inbound ssh
[SSH Server-ui-vty0-4] quit

EARSS 2 lic & SSH F /7 (K FH )7 42 Fhsfith

[SSH Server] aaa

[SSH Server-aaa] local-user client001 password cipher huawei
[SSH Server-aaa] local-user client001 privilege level 3

[SSH Server-aaa] local-user client001 service—type ssh

[SSH Server-aaa] local-user client001 ftp-directory flash:
[SSH Server-aaa] quit

{fifie SFTP Lhfg

[SSH Server] sftp server enable

IR E 45 R
#l It OpenSSH #AFSEIL G M) SFTP k45 4%

6-5 17 i8] SR T

INDO¥5\ systeni2icnd. exe — =sftp clientOODl@10. 137.217. 225

C:*“Documents and Settings“Administrator>sftp
usage: sftp [-1Cul [-B buffer_sizel [-bh bhatchfilel [-F szh_configl
[-o sszsh_option] [-P sftp_server_pathl] [-R num_reguests]
[-& program] [-s subsystem | sftp_server] host
sftp [[user@lhostl:file [filelll

C:“Documents and Settings“AdmninistratorXsftp clientBB1R18.137.217.225
Connecting to 18.137.217.225...
The authenticity of host *180.137.217.225 {18_.137.217.225>' can’t be established.

RSA key fingerprint is be:Bc:B@9:44:72:57:27:a5:e?:%e:5hbacc:ef 6784,

Are you sure you want to continue connecting <yes no>? yes

Harning: Permanently added *18.137.217.225° (RSA) to the list of known hosts.
clientBA1@18.137.217.225"s password:

=ftp>

CRYFR A 04 (2012-01-06) Sy LA TR (5 S
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Huawei AR1200 414V % d1 2
B fEr - S &

6 FHILAFRS

5

EEXH
®  SSH R4S 23 IMHC & SC1F

#

sysname SSH Server

#

aaa
local-user client001 password cipher huawei
local—user client001 privilege level 3
local-user client001 service-type ssh
local-user client001 ftp-directory flash:

#

interface GigabitEthernet1/0/0
ip address 10.137.217.225 255.255.0.0

#
sftp server enable

#

user—interface vty 0 4
authentication—mode aaa

protocol inbound ssh

#

return

SCRSRRAS 04 (2012-01-06) Ty AT A 1 B,
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Huawei AR1200 R 414V % iy 4%
B fEr - S & 7 BB RS A8

7 BCERGRH

XTARE

B LA 0 SN K2 )8 S RGN B S A R A PR SRR RIC B SO AT B
DRAE % B 3% 1R R 3.

7.1 RGN
% FH 28 I Bl I T BN R G A AL B S

7.2 PR S
PP R UK 6 o 2 00 24 B IC B DA KRG 1 O 2l (R G S A e B
7.3 WE RS A ST

BOE ARGUA S A OFE BB TR E AR GERA AL B S, AT LAORERS 4% 1~ — k3 st
LASRRE 1) AR GER A IR 31 AR LA 52 R P B SO R AR A G

7.4 T & 4545
BLE H P A s KRG R BB RGP AT P TR S R ORI S s
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Huawei AR1200 F 514k % e

P 5 e - i e

- e

7.1 RGERAE N

I £ 8 I Bl N BN AR SR R S

7.1.1 AGE84E

RGP ZH s BRI RS, LM R AR RENS 1 W 1847 LR BER ol 55l 55 (LA o
RGN A4 IR ce MEAY 40, 1T HAL A TRAEAF A BER AR H % R o

712 EEEXHFSREE
B BT, TSR SRR, RPN
LS 24 T O 2

B BEH

P S Bt 1as A, MERIA/EREECE | @ ] display startup A& AIL)
PRI BT B B | ARSI S AL U
AL TAE, BMZRCESCHR | Shim
RO FONALIARLE, 0BT | o 171l disol d
s, g | & Y e
51z} 2N Mo YN =
USSR SIE B e B VR B PO S

.

MHTCE HRIGRCEANT Y, B EayE1T | TH display current-
TR A IEAE AR BLE RN 2T | configuration iy 4 7 A I 2% 1)
i TS

FIP TR Ay AT 1 T DB st % M AT L, O 7 R A RE S i i s R
HUN (R ARTIC R, 5 ZEH] save iy & ORAT A HITAC B BUBOAAT A B 1, R IRIC & S

7.2 EHEE Y

FP AT LA i o 2 10 2 TG B DA KRG Ok 3 (R e B S A T B

721 EIAEREESE

FEREAT A PRC B SO A C BT 1 WP MR A N PR E R W A A 25 AN e
Feo AT AR M 5 O B AT .

B RS

B BRC B SO AR R . TR DA LU B S 2 R T BT A s L
PR RIBOR . 5 2 B a8 0 3 n (O B IS DU, A AT PG B SO R 3
k.

LR AR R 115
AT © H AR IR A w
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Huawei AR1200 F 514k % 1%

BC B M - A TRE RS )
MEES
TERBCE ST E B2 /Y, T2 L AT 55
® BRhds Rt eIt EHIE R R )
BB AEE
ERINCE SO AT, R LU ER
F3 Kz
1 P B SO R SR 44
2 H BN DRAFFC B SO PR IS ) [ oy A E 32 B[] 1] o
3 B0 B SO UM TR AR AT 2R
7.22 RFECE XM
FH P AT DUE N ORAFBC B SO, T LASE RIORAE > i C & S04
ERER
N T B T A B AN S R R E S SN E R, RIS N IR B )
ViRg,  [RII o R A s i RAF G B I S g
RIESR
® ENIRAFHLE
I\ g
B RGN, WwRBORRELSL, AXNRETRESEZR.
1. #4774 autosave interval { time } | { value } | { configuration time }, F.H R4
JE I PRAT L
f8E interval time 241, TCWHCE & KA TN, YICE 18 I ORAFIC B I
() (] B BRI, R GEHR 2 AR AP E
- BRATEOT, RGH SN RAEELE R ) R 2 0, BEASJE 3 i A 3 A7
EIIRE.
- {FREE B IRAEDIRE ST, WERATRIE time, TRAE{HIE 30 7350,
® SN PRAFHLE .
- AT 4 save [ all | [ configuration-file 1, TRA7 24 HTHCE «
BC B SO L “.ofg” 8L “.zip” EAY R4, 1 H RS S )L E S 447
JIAEAFAE A AR H R
SRR A 04 (2012-01-06) LA MREE R 116
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Huawei AR1200 R 414V % iy 4%
B fEr - S & 7 BB RS A8

F 3 I iy AT HE 1R] DUE St A R S TRC B, A 13 2 G 5 REVS 11 0
H#s N LA I E, T2 save dr A RAF M HTHEC E BIAZ MG a8, B
P S

AT A save all, BSIRAFUTATITA I E, SFAEMIR RS, 22
GNP

s

723 EREEXHEHARE
FH P A DAV B 24 0 e 25 b 28 i e e S i N 2%

ERER
ELL N PRI BLS e SR BRI B A
® RS IATI M fa, AN E SO AN VLA .
®  RILICE SO BN, BN TR G E S
RIESTR
o HIWIKTE, $hATH4 reset saved-configuration, IR 24 i B & SCAFI A
o
- WA AR ST A B S TR S G E SO B AT I 2 R IR BRI Y
ANBCE SO B T R 3R F s T B S
- ISR AR YA R S R IRE S E SCEEA B BT A AR R M
B P S
- ISR AR YT BB E SO N A, AT IR RS, RGOSR NELE U A
peaioe
it & S RIS, SR AN startup saved-configuration configuration-file fi %>
FORT IR E A BN E S B ECE SO, s AMEH] save A ORAFIC B DL, )
P EHAS N ORI, KSR S A B S B TG A
R
7.2.4 tERECE X
R P AT DA LGS 2 i e BN IR T &
BERER
TR A BT T LA
RIETR
S 1 T2 compare configuration [ configuration-file [ current-line-number save-line-
number 11, WWHCUHTINECE 5 TR SECE SO A — 3.
WRAASH, R NECE SR EAT I RIAT IR . current-line-number F1 save-line-
number XS RAL I E AR b5, B i A R AL 4R 223047 LR
SCRAMRCA 04 (2012-01-06) LR AE R 117

AT © AR IR A+



Huawei AR1200 F 514 % 1%

P 5 e - i e

7 BB RS A8

ARGAE LB AR AR, R MANFEIIAT T 4R, 53 50 24 i G SO E AT OR A7 R TG B S
fF, BoR— @ B PR SCEN A GBRIAEZS 120 74P IR R Z A B30 AER
AL 120 DN75F, R s RIS 1k,

EURR = AT HC R 1 URIC B SO, R R ORIC B SO 2, s N OOR 3h R BC B SR A
e, HRENENS, RGBSR

BT

725 G EREER

HTIR S

BRIESR

E5 w6

LR SOOI B RN s AT DA B TG E SR B s N R Bl I In 8 R e S
PRI Bt JR SR (R SO AT A7 Al e 6w 1R SCA AR T A A A

C 58 B BHHE B SO R B A

® {{if] display current-configuration [ configuration [ configuration-type [ configuration-
instance | ]| controller | interface [ interface-type | interface-number | | ] [ feature feature-
name [ filter filter-expression | | filter filter-expression 153 display current-
configuration [ all | inactive |y 2 & & M AIACE S B o

® {fi[l] display startup 7% A G WA 3 SIS AT 1 SO B

{FH dir [ /all | [ filename | [ device-name 72 B & A7t U 7% 1 1SS R

® fii[{] display saved-configuration [ last | time | configuration |1y & & & i 2% N X3
B INA IR BC B SO 2

® fi{i}{] display autosave configuration 17 2 ¥ & H AR A2V REMIAC B (E S . BHE A3
TRAF D RE PR A BN RAF BIAS DU I

® fi{i}{] display this 77 A AL IS TR E

s

AT T4 display startup, W LA Bt o B0 I8 A ST B

<{Huawei> display startup

MainBoard:

Startup system software: ush0:/ar0210 30735 1220. cc
Next startup system software: ush0:/ar0210 30735 1220. cc
Backup system software for next startup: null

Startup saved—configuration file: flash:/arcfg. cfg

Next startup saved—configuration file: flash:/arcfg. cfg

Startup license file: null

Next startup license file: null

Startup patch package: null

Next startup patch package: null

Startup voice—files: null

Next startup voice—files: null

7.3 RERGRHNH

BEEARGUA S AR BEE R E AR GERA AL B S, AT LAGRAERS 8% kA st
AR E [ AR LA IR Bl LR AR 5 IR G B ST AR A e
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Huawei AR1200 Z 514l i 1 4%
Pic 415 g - S At e 2 7 o E RS )

731 B EBES

FEREAT B E AR SR S SCAT I BC BT T e PR R N PR TG B R P R i AT 25 AN 5
PR, AR O AR ST O B AT S

[z FAEREE
J T ALES S AE R A S 4k et P EC & kS, P i BRI th2sAE N IX
JA B INZ ) AR1200 R84 & S04
EES
TEX ARG A B SCHE R T W B 20, T Bl L R AT
® AR SE I R IR
BiRHEE
WE RGOS0, THER DL N .
Fs iz
1 AR1200 RGEHRAF S L4
2 Be & S K H SR 44

7.3.2 B B H AR X BB ISR RS

R FETT it o 2 R ST AT S DU, 75 23R € B % 1 UUR sy R gt

A (e
B = 1ao
WISRANEC B S A R UUR s I REcik A, W i as NS SR BRI S 3o
BHIRG T U EHSCF RSN RG S (g9 i, WFHEESRE TIR)E
I I R KA
RGNS IEL “ec” VENY RS, 1 HAA A ARG R &R H X T .
BRIES T
SB1 EH P PE THAT A4 startup system-software filename, Fic &8 28 T %8 SN2
ARI1200 RGHAFS
%W

7.3.3 BELHISHE N X BB mE v Ec & 30

FPAETR R B i, T AR SE % s 1 R SN A i il & 30
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Huawei AR1200 Z 514 45
Pic 415 g - S it e 2 7 W E R SA D)

Al LLE H display startup @2 255 6 A2 G ACE T NS shIN Ing Bl &30k Wik
BABCE, WH XA 3R was Bl S

P B SRR SO E A4 2B A ofg Bzip A0 3 44, 10 LA 20 TAEA il B 4 AR H SR

Ay LU, BRI Flash A7 it #s HH B HURC B SCAFREAT#0AR 1L, DRI S AR v )

PCEMONHIAERCE . WA Flash b RIBCA FOE SCHE, ik ey 4 e 22464k
RESR

®  JIU{T startup saved-configuration configuration-file fiv%, B 'E M s N5 SN
B E S

TR

734 HERELER

BB ARG S SCAFRCE I 5, T LB B as R ShIN N Be &SRR N A A i
e JA BN B0 SO R

RIS
ELSE ML RGBS A R

BRIESER
® {{i{] display current-configuration [ configuration [ configuration-type [ configuration-

instance | ]| controller | interface [ interface-type | interface number | ] ][ feature feature-
name [ filter filter-expression | | filter filter-expression |2 A& YA EAG S o

® fi [ display saved-configuration [ last | time |1y & 25 F B FH# F 00 3 I N2 e
BN
® {fif] display startup 7% G B A% 3 B I AL I SO B

s

EE 61
AT A4 display startup, 1] DALAA & & i s IE I SCHHE R

<{Huawei> display startup

MainBoard:

Startup system software: usb0:/ar0210 30735 _1220. cc
Next startup system software: usb0: /ar0210 30735 _1220. cc
Backup system software for next startup: null

Startup saved—configuration file: flash:/arcfg. zip

Next startup saved—configuration file: flash:/arcfg. zip

Startup license file: null

Next startup license file: null

Startup patch package: null

Next startup patch package: null

Startup voice—files: null

Next startup voice—files: null

7.4 BLE 215

FCE MRS RG] BOE G P AR AL R R . C B SR IO E B R A
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Huawei AR1200 Z 414V % iy 4%

P 5 e - i e

7 BB RS A8

7.4.1 BCE RGBT B

FCE ARG BN Bl. AEATR B, S ORA7 OB S FRoE Bt as B R SN2

H

ZECE

BB B

HiEkES

#

RGUPAFMEE S, SCBLARS IR 3

SR BRI A, AER G N R S e B A

KU (1 BB G B R S 30

L ORAF TG

2. PCEHE O SN N e E S
3. BCEEHE TR SN ) R G AR AT

N SE L EC BB, i R R s

® EICAFIMICAA .
& ARG

BE ARG S BC E SR G

<{Huawei> display startup
MainBoard:

Startup system software: ush0:/ar0312. cc
Next startup system software: usb0:/ar0312. cc
Backup system software for next startup: null

Startup saved-configuration file: flash:/iascfg. zip
Next startup saved-configuration file: flash:/iascfg. zip
Startup license file: null

Next startup license file: null

Startup patch package: null

Next startup patch package: null

Startup voice—files: null

Next startup voice—files: null

DRAF 2 AT 24 0 S

<Huawei> save arcfg.cfg

RGN AL BN ORAE M0 S B arcfg.cfg SCMF. HiNy, WERAE D).

Pic B 5 R O Sl I N2 i SO

{Huawei> startup saved—configuration usb0:/arcfg. cfg

Pic B R s B OO Sh IR N Z i R STk
FE PR EHCE RO Sl I R g At

{Huawei> startup system-software usb0:/arsoft.cc

(1] ssmm

R G BRAF arsoft.cc € EAE R AR1200 %4, B EAEidA2d 2K @i FTP 347 XA 84E M 2.

SRR A 04 (2012-01-06)
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Huawei AR1200 414V % d1 2
B fEr - S & 7 BB RS A8

PEBS5 WIFRCES R

PCE e Im, AT N drd, AR s T UUR SN il & S A i as OO
I A R G HAT

<{Huawei> display startup

MainBoard:

Startup system software: ush0:/ar0312. cc
Next startup system software: usb0: /arsoft. cc
Backup system software for next startup: null

Startup saved—configuration file: flash:/iascfg. zip
Next startup saved-configuration file: usb0:/arcfg. cfg
Startup license file: null

Next startup license file: null

Startup patch package: null

Next startup patch package: null

Startup voice—files: null

Next startup voice—files: null

TR

o & X
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Huawei AR1200 R 414V % iy 4%
B fEr - S & 8 Uj Il HoAth % %

iR H At &

XTARE

2 1 P 0 BN W0 2 rp A % B AT PR T B AT SO R AR I, n DAAE 2 R A
Telnet. STelnet. TFTP. FTP & SFTP 5[] b 2% L[ iX L6 % %% o

8.1 jj ] HoAth e 2% fij
AN T K Telnet. FTP. TFTP Al SSH J5 5 iv) HAb ¥ %

8.2 il Telnet & 5 HiAh % &

W% P K s BB B S 4y, H P AT RE N RN HHAsIE B - &, R e
i 55 T B ) M b gy 2 (R A ey, P AT DU Telnet 77 50 24 R 4% i 2% 5
KBS b — G AT, I SEBU e R A I B S i .

8.3 M af HE [ A B
M A R B R B, (HIZRE B L REIE I A LB E I, o] UL % 4 0
5E [ R 55 RSB o

8.4 il STelnet & 5% HoAh 13 4%
STelnet »& Pl 4> 1] Telnet ﬂﬁ%o T PAs L STelnet J7 0 2 B 4% B 2% 5 % 21 7 —
Sy, XTI

8.5 il iL TFTP v in) HiAth 18 £ 14 SCAF:
Hic B A HT I RS AE 4 TFTP %) i, @it TFTP W) %5 ) i Th e & 5% TFTP IS #%,
HEAT SR AR R R 8.

8.6 il iL FTP v n) HiAth 4 £ 1) SC A
e B 2% 28 E 8 FTP 28 7 0, Sk Mg LI FTP RS 8%, SEEL ORI AR R 4 54
k.

8.7 il ik SFTP i In] HoAth 1 4% 1 S0

SFTP J&—F 2411 FTP /5. BCE RS HHAs1E N SFTP %77 i, RSS2l ok X & 7 v (1)
IE KOS OB s, o W48 SCAL SR AL T 2 2 iR %

8.8 B E 4515

e B 24 U 1) FeAh B & Rl 1SS S E AR T R E R . A E s PR RE AL
Tk BCE VAR IURIC AR A

SCRAFRA 04 (2012-01-06) TR fE 123
AT © I BARARA F



Huawei AR1200 414V % d1 2
B r - S & 8 Vi In) HoAth 15 %

YR MR - /i‘-lr

8.1 iy Bl H ik & &4
SN T R Telnet. FTP. TFTP 1 SSH J5 27 1) ol 3 45 .
8-1 HRIRHBZHEEMEERE

J & -
PC \\gl‘}

Client

Wi 8-1 i, J)7AE PC B 2 {7 JORE /¥ 51 Telnet F2fy 7 5 i 83 (&)
AT LIORE 2 iy it i 41 2 i, S T LR 305 ) P 4 E R AR B %

8.1.1 Telnet A3\,
M B 2R A A TS A BN, n] DAYE 2400 % B 283 Telnet Client A1
T E ) A AR S
Telnet WpFE TCPAP Phisl i o g 1N I Z Ui, 3 ek 99 28 P Az 5 5 s I R 400 28t 1
fit.

AR1200 $#2L(¥) Telnet A 55t 45
® Telnet server: FJ'{E PC [iz4T Telnet &% imfL /7 & 2 I 2%, X% i #83F 4TI
BEH, IR, BB easPE it Telnet server k%5 .

® Telnet client: HF'#E PC L iiik 2o {ff ELFE 78R Telnet 25 7 i 2 /37 8 37 5 5 R 25 11
ER G, AT telnet fy 2 G X B g &, MNIHLHTRCESH. W 8-2 Fix,
RouterA JHHFEE/E N Telnet server, 8 [A] i #24E Telnet client Ak 55 -

[& 8-2 121 Telnet client AR %

Telnet Session 1 Telnet Session2
o7 RN , -7 Tt RS
) AR
gﬁ % Telnet Server
PC RouterA RouterB

®  TE &GRS FTAE PC LIZAT Telnet 257 by it 3 LURE G 1A 3ty 1145 260 S 31 6 1
ae TSR LERA D el ek, W 8-3 frow. SN HY 2 i
H#s 5720 O DUHE T SAMEZ A B, B IR 2L 1 4 (R A e B A4
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Huawei AR1200 414V i d1 2
Jic & 45 g - S A A 8 Vi In) HoAth 15 %

& 8-3 2t Telnet EE @RS
PC

gI‘ I I

Ethernet Router

Router1 Switch Modem Router2

(1 tmm
RARAEF T 0 6935 & 7 L35 Telnet T2 F RS-
®  illr Telnet iR 5%
7F Telnet HEHEFE T, w] LU H PO b PR g ke o e %

& 8-4 fiT7n, RouterA il Telnet & %%l RouterB, i Telnet % 4% 3| RouterC, &
IR IR L

RouterA +& RouterB ] Telnet %5/ 7%i, RouterB & RouterC [ Telnet 2% ) "%, LA
) 5 B P e R B 1) FH

8-4 Telnet RIZFHFHTE

Telnet Session 1 Telnet Session2
’—’_-‘\\ ,"——5\\

Telnet  ~ ~ .7 N Telnet
Client \ Server
=) = =

R
RouterA RouterB RouterC

<Ctrl_J>PRAE Gt 2601 i 55 4 i Wiy 32 4

TEM LN DL, BEA<Ctrl >F538 %11 Telnet AR 55 4% HTA IR Telnet 5%, R,
Telnet i 55 2% i 3= 2 W 3% 42

s

<RouterC>

LB <Ctrl >, KR [F]3) RouterB FI4HE/RFF o

Configuration console exit, please retry to log on
The connection was closed by the remote host
<{RouterB>

I BEAN<Ctr]_]>, KB [H]F] RouterA HI4E/R 1T

Configuration console exit, please retry to log on
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RBUITA © 4N HARAT R4 W



Huawei AR1200 Z 414V % iy 4%

P 5 e - i e

8 Uy 1) JiAt e %

The connection was closed by the remote host
<RouterA>

(L ssem

do R TR R AT, P btag 484 ik B4 Telnet R4 %54, ALK,
<Ctrl_ T>MRBERE—& 7 i 1 50 Wi P 4%
1k 45 i i A HL 2 0 JEE NN, % P i ANATAR 8 2 I S5 s 38 o [, 3K b
0L N EEN<Ctrl T>Pesisd, ) Telnet 25773 50 7 R H Telnet 3%4% .
W s

<{RouterC>

A <Ctrl_T>, K BB B3R ) Telnet 142,

<{RouterA>

AN
TE

LA sH A PR REGAR| VTY 28 P R@m g m KA, RG2S RTHAGA P
B FAEAER, AF Telnet.

8.1.2FTP A=

P B R AL BRI SCPERE, AT RAE i dr il FTP 5 SN 7 g i FTP
JR 55 A R 1% o

FTP SCULENLRISCAEROfR4, IR fts - SOt an &, U BEAT SCPE R SER fif A
L %Al LU TS AMRIYD FTP 25 7 e L s e st A SR IR oAl . 280RT H 5%
IS5 ERAE s 38T LU e R FTP 25 7 s i 3 5 FLAB B 1K FTP iRk 55 i 1
PP AT SCA AR -

FTP [ ] S (AN RE L2 RSO AR, JTEHAEBEATRROAR T, HAS 3G 3
PEAR F AT IC B ORAF SR 5 4 2 I

8.1.3 TFTP /3%

255 P it IR S5 2% 2 TR AN T B AT 4 AS LIRS, 7 ] DAAE 2970 4% i @ ik TFTP 5
A Vi) TFTP RS 2% b SCA

TFTP (Trivial File Transfer Protocol) +&—Ffaj B XA AL il .

5 FTP AHLL, TFTP AHARILMAS BAFEE: A RS, EH 5 P HLARS 42
(B AT B Al BRI . BN, ARG R s TFTP SRR S NAEE .

TETP Wil 7F UDP JEAl Szl

TETP P& it 5 ) i Ak o 47 28 MO, e i) TETP g% a4 A& ieiis
KA, ARJE MRS A B a L, FFIM IR S5 A BOXMRIA: ST B EARSCPERT, & i
o] TFTP JIk 55 s S IL SR, ARJA AR Ss as A d8da t, IR S5 s 1N o

TFTP &4 XA PR

L Q. iy S R B R VS
®  ASCIIABHE: TR SeA S

HAT, AR1200 HAeEN TFTP %) b,  HILBEAE ] 2 mR e 4 S0
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Huawei AR1200 R 414V % iy 4%

P 5 e - i e

8 Uy 1) JiAt e %

8.1.4 SSH ;53X

M PR AU ) 2% AR RS, T RUE T SSH 52 (fUf5 STelnet. SFTP)
MR H g U ) HoAth 3 4%

SSH &4y

PP AN 224 1) W 248 ISR P S B e A5 ), 22424056 SSH (Secure Shell) ¢RI LA
Pt (5 B AR RT SR R LI RE,  CAORY B AN SZ T W1 TP Bk VE . W SOt

SSH & F ik hfe Ao v ' 5 5785 SSH Server [ HH %8 . UNIX EALZE 4 SSH % Hz,

SSH & Fim g

AR1200 $2fit SFTP. STelnet % /7 ¥fi; LI HE

STelnet % ' it H1HE

STelnet & Secure Telnet [X TR FK .

Telnet /22 A UE =, 1 HARSIERE R A TCP AT SCE 4, fAAER KIN %

AR, At Telnet RS S 4HE DoS (Denial of Service) « FHL IP HusikHk

U 3% FH R O 5 0 e i

AAXSF Telnet, SSH i LA FFE i SEINAEAN 22 4 I 4% L3 it 22 A (P RE U ) -

- 7 ¥F RSA (Remote Subscriber Access) HiE /72, SRR RN AR R 1K) 025 iR
), Gl A A HRNRAEH, SEIVEH I 2 RS i, A S A e nE e R

- LR I kR E DES (Data Encryption Standard) + 3DES. AES.

- SSH & /7 i 5 Rk 45 el w1y, P 24 S A3 TN, AR X 411
GIVT o

- XA A I .

1 STelnet Mz 2545 i B A 5 55 7 Uiy I IE FAFAE WU, 50 ) o 7 B2 S0 I T e i e 1)

A6, FHEWITFER. AT Bl Hbx, &bl STelnet J 28 Sk k55 4%

i, O TC B EIN K32 keepalive i ST [R]85 s [ 0l 55 7 i 114 I 1 2857 B i ¢

o URAETR eI TR TR B N AR RN, 2% 7 ifs & 3% keepalive ) 3 IR S5 %8

Ui o U IR AR G5 iy 1Y IG N B R B S C R, P ks A S W B .

SFTP % uig i fig

SFTP /& Secure FTP HfajFK, AH£3FH] 7 n] DA IzE g 22 4 ) 8 o B % 46 BT SCf-48

P, XPEAERE R TS T B SR R Ty, BN T B AR A

W, BT8RO T R umIhaE, WRATEARR & e 4 FTP BiEfE e ss, TS0 %

AL,

2 SFTP AR %5 7 it ¥ At 5 28 7 it (R A7 AE WS I, 2 7 ity 1 B R I T it e s 1 £

e, HFESIWIFIER:. N TEI B HR, &0k SFTP 7 2SS RS 230, Aic

T B B % keepalive S5 0 1 6 1B 26 3800 ) 0 M2 AR

IAEH5 72 I TR) [a) g Y A 280 His % 7 it A 0% keepalive U2 I 55 #% i .

I 55 it P G 3 2B IR BRORE I TiE B TR R, % 7 v R B B
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Huawei AR1200 Z 414V % iy 4%
LB r - S & 8 Uj ] HoAh % %

8.2 iE T Telnet ERHMIZEF

W2 AT KR g o S B LS, P ANl BN BRI A 1 0 A, Rl e
2y b 5 LG PR A TR G ATk by, AT DT Telnet 75 30 224 Fiit b 25 55
SKEIMZE B — G H ey, s R s b4 10 P e

8.21 IR EESE

FEREATI I Telnet 5 UM 2 Ay BE s Bk B HAB B RO EHT, T ARSLRR VRN AT . e
BRI AT AR S MR 2, AT B TR HER I 5 BE EAT 55

Bz R EREE

8-5 YR FIH B HiR&TEE

e 8-5 ffian, AT LAZE PC B Telnet 3% 3] RouterA, {HZ2H T PC 5 RouterB
Z TRk H, F) SRR P RouterB, T A LLZE RouterA il i Telnet /5
B F 3 RouterB, SZILNS RouterB [t f2E HE .

VIR, 47 2% RouterA 4 Telnet 75/ ¥, A5 53 B % 4% RouterB A Ik 55 %%

AEES
FEIE L Telnet B HABBE G Z AT, i E5EMLL M ES5
o TEM L Telnet ERAS
®  Telnet % /7% 5 Telnet 5% #% [ A7 Ik i
iRk
FEIE L Telnet ¥k IAb B Z T, 7 ZEAER LU H il -

FE | 8iE
1 ZEFE RouterB f¥] IP Hihikak F 4144

2 2 RouterB $4it Telnet k451 TCP ¥ 115
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Huawei AR1200 F 514 % 1%
P R - AL A B 8 Uy I Hofth e 4%

8.2.2 (Hi%) ELE Telnet X PifiE ik

AT ABCE. Telnet 2577 dii FOUE AR B, AHRSE (%% 7 gt s k8%t 257 Telnet 342
%, PREZ 2t

dE B3 g gy

B =Rla.c
Ml UAERS thas ERRe e —8e 01, U OELE 1P Hobik, ARJ54EH 1% 1P sihbAE N
Telnet Y 1P bk, MR RIHAT LR K 1 H 1.
P g Y5k T DATC A Y T B TP
THEAE N Telnet 25 ) i 1) 4% i g5 _EabAT a0 R IOECE .
BRIESE

S HATHT 2 system-view, N RGAIE.

P2 AT 2 telnet client-source { -a source-ip-address | -i interface-type interface-number } ,

He ' Telnet 25 i[RI Y5 Hh E{Z B .

BCE T Telnet & 7 ui i bA5 B 5, FEARSS 23t /s B Telnet 2 7 i Y5 hE(E B 5%
SIRPECE I3

-

8.2.3 (£ Telnet ip S EFRHMILF

] Telnet diy<, F7 AT LU TS th s k2 ) — Bitg s, TR b i E g B

ERER
Telnet $2 4t 7 Fhidiid 28 v #2382 R 55 2 107 20, B B AAEAE S . H P
AR E R B — G FHL, PR Telnet 77 ORGSR B M 2% B AL EHL B, &
HATHCE AV B AT 28— & BAVERIE B M 2o
WEAEA Telnet 2/ Ui () 2 th#s 0 # EbAT W F IRC &

BRIETR
® P T4 telnet [ vpn-instance vpn-instance-name | [-a source-ip-address | host-name

[ port-number |, &I EHILAD N % .

et

8.24 BB BELR
F P adse Telnet 77 X 1T 28D &k o — G M a5, o LLAA 29 A g
TCP G I S

AR &4
CL5E M Telnet s HABL R A& A BLE o
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Huawei AR1200 414V i d1 2

P 5 e - i e

8 Vi i Hofth e %

RESR

E5 w6

® f{i}{] display tcp status iy A F AT AL T TCP R
—-G5R

AT A4 display tep status, 7 LAEFE TCP IE#HRA. Established £/~x—4> TCP %4
REZSENVAR

<{Huawei> display tcp status

TCPCB Tid/Soid Local Add:port Foreign Add:port VPNID State
39952df8 36 /1509 0.0.0.0:0 0.0.0.0:0 0 Closed
32af9074 59 /1 0.0.0.0:21 0.0.0.0:0 14849 Listening
34042¢80 73 /17 10. 164. 39.99:23 10. 164. 6. 13:1147 0 Established

B EEREZEMEE

AR R B R B, HE R v K Aeilad o PR faEeE i, n DU % b s
5 [ R 55 RSB o

8.3.1 BiIMEBMTSE

FEREAT BLE [ JER A B BO BT, 1 AR PR N PSS L IS ks M F i AR S5 A
Hyness, AT MRS R E AT S5

Nz IR
M TR R, HIm R A R S AR S I, ) DA I Eh A Y
5 7] HR 55K SR
TREW T Le Bt gs . AL W) B Al R 40 26 o S HL A S R HR T B Y 15 7% o
® LRSS, AHHLER L
B 8-6 EE [ EZFR HgER~ER (D
Ethernet l Router
Router1 Switch1 Switch2 Router2
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Huawei AR1200 414V i d1 2

P 5 e - i e

8 Vi i Hofth e %

Un& 8-6 iz, RouterA Sy, AHMAFBH FIE, ) Zm e iy B &b
v, HaXiees e A3 DV BNy, P AT Router AYEE MIARST, #F
Router ()57 155 283 e 4 (K Hy D BEATIE S . SEBG R v 6 (1 B ZE 47
TR R BE AR, B REACREE AT A B R G4 A B 46 o

B 8-7 EEmiEZEEMIRETEE (2)

[mi%ﬁmﬁ

B

Hi%4

WA 8-7 fizR, S HEE MRS )G, Router MiWrAHRMI¥) TCP 5t 1, MH I HH ¢
Ui % R I . BB RS, Router XA T H3E, 2 o T LAAE
AT A A 8 R et ot AT 5 UL 24 S 6 (10 3 o 500 1 i 5 7 2L

EES
LU T 5 ) 5 s HA 8 2 0T, W B e A M AT-55:
[ I vy 8 S S = W 9 = P
® My I “8AS” UMM ETh, H5mFEv sz il ki ik, Mlids b
Ei% D){ﬁ%} “Up» .
HiRHESE
FE e F e ) i LA R e 2 AT, B EUER DL EE .
FE | 84E
1 B H RS 1P Huhl
2 (A T 2T ) g 5o
SCRSRRAS 04 (2012-01-06) Sy LA TR (5 S 131

WU © HE B A AT A 7




Huawei AR1200 F 514k i#% 1%

P 5 e - i e

8 Vi r) JeAt e %

8.3.2 (FEEE E R Th §E

FEB s EATREEDE MThAE)E, P nl DUSEBL S i A 1 e (1 A TR

CIEitaa
A B “8AS” FR T IhiE M LR FRIRAES “Up”
B=ER
TR s BT W R e E
BRIES TR
$EBE1 HAT S system-view, N RGWIE.
T2 PUTHr4 interface async interface-number, N2 H ALK
P 3 HATHr2 asyne mode flow, Ft'E 520 H 0 TAELE AR
BB TEOCR, S O TR,
$B4 PATI S quit, BHFDHEOHRKE.
S5 HATHr 2 user-interface tty try-number, HEN TTY F )7 FHALK
“8AS” WAREM TG, WABENLA R TTY 7 Stiige 'S, 44T display user-
interface 1] LR A5 5 0 83 U0 NI TTY SIS S tty-number .
$E6 AT 2 redirect enable, i ST E [ ThfiE.
SB7 HATHT2 undo shell, 25 -7 7 St b i £ AR 45
P8 (L) AT 2 redirect binding vpn-instance vpn-instance-name, Mt '& 5 E W IJRES
VPN SERIERSE
BB TEOCR, FEEMINREAR ST VPN SEFI455E, Toi A Mt FA M H - ¥y a] DL it
HE 0] D REE R R
HB9 (A[E) HATHT 2 redirect listen-port port-num, [ H 5 5E [n) Dy HEA B8 5 v & MW it 1
T
SRAAIGHLT, W MW R 145 2k 2000 IN_E tty-number.  241%3 15 g A N R
FHEF, ] DLPAT A0 SR F B C & M W v 1 .
RARTY
® TTY A P Rty sin B 5 Pk 300 %on ik &0 B B —2, TTY A F RadE gk
B EE AN 4.43 B E TTY A P T @ eLss Bk,
® TTY AF F@iE FT4REE T Modem 49548, $ 0 EZ @ ERTH.
e
BREAE
HOE M IREfERE G, AT A4 telnet host-name port-number 5 [ FE % %%« host-name
SEAHRE T 7] T RE A S th #3511 TP Muhbsk EHL44, port-number 144 1) W Wt ity 15 B 34
JH 38 redirect listen-port #2458 € (1K) 115
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Huawei AR1200 F 514 % 1%

T 4R R - AL A S 8 Vg ) HiAth 5 %
8.3.3 BB ELER
L E M IE IR A O S RS, T LAAE M T TCPORES(E B
AR &4
CL 58 EE [n) E R A ¥ 2% 1 T A B
BRIESE
® fiiff] display tcp status iy 2 TG T EAL M) TCP EFEAG O
—45R
5B

121714 display tep status, 1] LAEYE TCP IEHARASE B

<{Huawei> display tcp status

TCPCB Tid/Soid Local Add:port Foreign Add:port VPNID State
19731250 9 /2 0.0.0.0:22 0.0.0.0:0 23553 Listening
1973f0ec 9 /1 0.0.0.0:23 0.0.0.0:0 23553 Listening
1973ef88 109/1 0.0.0.0:80 0.0.0.0:0 23553 Listening
lal6a204 9 /14  0.0.0.0:2046 0.0.0.0:0 23553 Listening
1973e9f8 7 /1 0.0.0.0:7547 0.0.0.0:0 0 Listening
1a169¢74 9 /15  10.137.217.211:23 10. 138.77.61:2120 0 Established

8.4 BT STelnet EFH i &

STelnet & —Fl % 4] Telnet fx55. HI7 AT Lk STelnet 7 M 22 Bl i b 4% 8 s 21 o —
B Ay, 0 H T IR

8.4.1 BB EMTSE
TEIEAT Stelnet B ok HAh 1 2 ThREIBC B AT T AR LCRF PR Y HAES . C & bbREPE Ry BT
S REHRAES, TP, AER SR A BT 5.

Fi FAERiE
Telnet G IR TR, T AAR I AR A TCP 87T S0E 5, AR R 7 afa

AD\O

STelnet 4% SSH Telnet HJRIFK, f&—Fh2 4] Telnet fR55. STelnet #:37.7F SSH IEFE )3k
fittz b, SSH I/ o] LUGAE ] Telnet B 45— FE#:4E STelnet Ai55

BRI, METBEE N SSH & )i, f5 ok i #% ) SSH RS54 -

HIEES
{ENLEIMAL STelnet % 3 B UM B A2 T, 5B REA T (R4

® FlEH T STelnet B3R A%
® STelnet %) i 55 STelnet AR 458 2 1145 1] iAo
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Huawei AR1200 F 514k i#% 1%
P R - AL A B 8 Uy I Hofth e 4%

HiEHEE
(ERLEIIT STelnet % /3 Bk AR BEA 2T, 546 DU B

F5 | $3F

1 SSH k45 #s 24 F5 2 iy SSH RS54 4 e 1 A 8

2 SSH R45 2511 IPv4 Hulib e 144 . SSH RS #5241 AT K3 115, STelnet %%
Frim 3] SSH RS 28 um B Bk 25 53, SSH IRSS #5531 STelnet % ) i i B 1%
DN STelnet 25 7' i 31 SSH AR 45 % it [ 15 1 HMAC %75, SSH R 55 4%
Uit 3] STelnet 2% P i (K 14 1 HMAC 803k, 1 35 40 A8 ek

45 2% v e B 1K) FH 7 o8 s

842 ELER P ERMRINEREMIZE (E8E SSH F P in e RIAIEL
BEFT )
fite SSH % P13 ErUCUAEIDREIR . 24 STelnet % P15Vt SSH IRA 28T, Ao
SSH M5 4311 RSA /A YA AT ACHE R 7.

36 B 4=
B R1I=I l%\

W RECE T ERE SSH &7 i i UGAIE T BE, ARALE STelnet 25 /7 i 55— I &% SSH R 5%
PR, AX) SSH %543 11 RSA AHIATHRER . SxXI5, R B8 IR A7
RSA ~NEH, K FIREFHAE,

THAEAE ) SSH % )™ i (1% 1 4% L BEAT 0 AP AL

= 1=
BIETE
$B1 HAT S system-view, N RGIE.
HIE 2 H AT 472 ssh client first-time enable, {1ifig SSH & ) ufii iy VX IAUE D fE
SRAETEOLT, SSH %% 7 i 1 A UE DI RE A KR PR ZS .
L1 sem
® (£4% SSH & P 3% B KINIETN A ey B 49, £ L STelnet & F 545 % — KA 5 SSH R 4B 0, Rt
SSH Jk 4% 9 RSA AMAHATH kA&, B skt STelnet & 7 5% 38 5 A %A SSH IR 425 49
RSA 4.,
® o R EA AL SSH AP 35 AIAIES Y, % STelnet & P 5% % — K55 SSH R4 %0, & F
3t SSH MR 42544 RSA NAA M E K, 2FHAEFREFBEK,
= =17
% STelnet & P 345 B 5% — KM A A F SSH RS, BT 1245 SSH & P 3% H KINESFEZ
S, EIVABILE LK P %A SSH R4 % 4B RSA A4k 3.

—4R
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P R - AL A B 8 Uy I Hofth e 4%

8A3MERPEMINZERHEMIZEZ (SSH B inA SSH BRE550
B RSA AR

WA A SSH %% )7 it 1 UGAUE LI RE, IS4 75 B4 STelnet %% )i &5 SSH 45w 2
A A RSS2 40 e RSA A4 .

E=E2
W A RE SSH % i i GAUETh g, 24 STelnet 2%/ Ui 55— & 5% SSH IR 45 281},
H %) SSH ARSS 251 RSA A5 BER A R, T2 S BUS SRS 88 kM. BT AT
WLAE STelnet 75 /' Ui 5 5% SSH 45 % 2 50 M 25 #5 70 i RSA A%H.
TWEALEAE R SSH % i [ 4% iy 2 EdEAT 200 R A .

BIETER

S HAT S system-view, FNRGIE .
P2 AT 2 rsa peer-public-key key-name, EN AL
$I® 3 P74 public-key-code begin, HE N /AL gn AL .
A N hex-data, YA ILE.
BN FLBE I AL A PSS B K+ N HE I AR HR i SSH IR 5 2 B AR B

® ik SSH R4 %4-ft. RSA AN4AX AT, Fro-fted RSA 4Lk B SSH Ik 4833, XA
STelnet &/ 553+ SSH k4% ¢ RSA ANAF 2t & F il it

o HANEFHRBNEG, THRSH L A6 RSA NAEERE P 34, K8 3 TR NG
% XA RSA 4T E 2|15 A SSH % 7 sty sé i 35 L.
L5 AT 2 public-key-code end, iEH A JLE AN

® YUK N GIENVE I hex-data, AT peer-public-key end 7, ¥ ik B
.

® LHUPER 2 HREN key-name CEALENINE H R HMIER, FHAAT peer-public-key end
N, RESin: BHOEAAAAE, N BRI RFEWE .

L6 tiT1T2 peer-public-key end, B H ALK, HIBIRGEMA.
H7 P ATHr4 ssh client servername assign rsa-key keyname, 3 SSH 55 %731 RSA A4,
(0 352em
4o R SSH & P 44k /449 SSH IR 435 2M4A %K 3%, #4744 undo ssh client servername assign rsa-

key, f#M SSH & 7 %5 SSH R4 6948 F X %, AIATH 4 ssh client servername assign rsa-
key keyname, #* SSH IR 4-25 5 Be#749 RSA 4.

R

8.4.4 {£H STelnet $E R HM G H

P\ SSH % /'35 A STelnet J7 xU8 %2 SSH JIR45#% b, RUACUTHTER HES &% 20— &
Herhigs, JEXTILEEAT RO E A P
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P 4 - S 8 i S Al e
HRER

STelnet % /7 5ty 1] SSH AR 45w I A LASE Ay YR HbE . VPN S22, 3R AT #5502
I HEA HMAC 832: LU A E keepalive T RE

WEAEAVE N SSH %% 7 Biig [F) 5 i % L EAT W S B

BRIETER
F$E1 AT S system-view, ARG .

P2 T2 stelnet [ -a source-address | host-ipv4 [ port | [ [ -vpn-instance vpn-instance-
name | |[ prefer_kex { dh_groupl | dh_exchange group } ]|[ prefer_ctos cipher { des |
3des | aes128 } | | [ prefer_stoc_cipher { des | 3des | aes128 } ]| [ prefer_ctos _hmac { shal
| shal 96 | md5 | md5 96 } ]| [ prefer_stoc_hmac { shal | shal 96 | md5 | md5 96} ]]"
[ -ki aliveinterval [ -ke alivecountmax 1], LA STelnet J5 X 5 5% F| SSH e %545 L.

- GETR
8.45 BB BELR

W3t STelnet & s Hoth B £ ThRERC & T o, 7] LLAY A F) SSH AR 25 28 1) 4 J i B 5 B LA
M SSH k4525 5 % P i ¥ I 2 08 5 B

AR &4
CLoE Gl I STelnet ¥ s HA B # DR M T A L&

RIESR
® fiif] display ssh server status 77271 5 SSH R4 FPIREF B o
B

£ 5~

{E SSH % F'iif AT ir4 display ssh server status, #r7 SSH 45 R A B A A

<{Huawei> display ssh server status

SSH version :1.99

SSH connection timeout 160 seconds
SSH server key generating interval :0 hours
SSH Authentication retries :3 times
SFTP Server :Enable

8.5 i@ id TFTP iy o) B fb i & B9 30145

TC B M BT K A E A TFTP 2% 73, it TFTP Pl (1 i D e % 3% TFTP R4 2%,
HEAT SR AR R R 8.

8.5.1 I EBEESE

FEREAT TFTP U 1) HABBE 5 19 SCPHIC BT 1 AR SURFVE B N PRSP B s P A i AT
G MR AE S, A B TP, AER b e RNC B AT 55
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Huawei AR1200 Z 514l i 1 4%
Pic 415 g - S it e 2

8 Vi r) JeAt e %

N IR
P A R S5 28 i 5 5 P i (AR SO AN TR B AR A8 HIAEE S, DL AN
HAE A8 HAFEE R AUE R I TFTP #3i%.
BEI, METES RS N R, REUT A B4 A TFTP IRSS 3%
BT
FENCE I TFTP Vg [a) HAB e 25 SO 2 15, 77 258 A R AT 55
® YT RS H TFTP R4 2% th ] ik
HiBHES

FENCE I TFTP Vi o) A e 25 SO 2 0, 75 e DA Bl :

Fs | &iE

1 CArik) #ddsfEA TFTP 2/ i sl (B % 1)

2 TFTP JIR4%-%% 1P Huhik sk =ML 4

3 TFTP Ji 55 & e SRRSO 44 SCPRBITAE R H 3%

8.5.2 (A[ik) ELE TFTP % Pk iR bt

Pl DABCE TFTP 28 )7 i (K5 kA5 B, IR 188 i YR ik i 7 TRTP %482, 17

17 X

d6 B ==
B> I=II§\

FUP T AAE S hds BRI — 40, AU R0 1P Huhik, SRJS 1% 1P kAT

TFTP JE# VR 1P Huhik, AT IA R4 T 22 A5 1) H 1 o
P AT DAWC A Y5 T el TP,
WAEAVE A TETP 25 5 iy R % rh 2% AT 20 R (R i .

BRIESTR

S HAT 2 system-view, FNRGAIE.

L2 HATHT2 thtp client-source { -a source-ip-address | -i interface-type interface-number }, Tt
F

B TFTP % o Y bR E

BCE T TETP 7%/ st A5 Bn AR S5 4 dm o 1) TFTP 2% ) i (A ik A5 B 5 1%

AR R E )2

—4R
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P 5 e - i e

8 Vi r) JeAt e %

8.5.3 (T[i%

b B (=
B Fll%\

BRIESER
$E1
TE]2
$IE3

$IE4
$IE5

) BitE TFTP ij5ia) PRl

it ACL MUUEC & & ;i 2 ok TFTP AR 257 107 in) BRI, SZEL SCVF 24 57 4% i #% LA TFTP
77 20T L 1) R4S TRTP R 4525

ACL (Access Control List) & —RFIGMUF A IS, X LRI H 2 ds 6 g
Mok HFHbk i S 2R A . ACL 38 b U s B A T 4028, IR S U iy F 1)
B P LS, I T A MR i T2 I ) ) R A e R i ] DAL, MRS R e T R A

FFAS ACL F T RLe LA, AR 4R i ThEE 4> A4 10 ACL JEIU). 34 ACL K0
2 ACL F,
(RARTT
TFTP R X HFA KGR 4x45 & (HF58E A 2000 ~ 2999) .
THAEYE K TFTP % /7 v (1% FH 28 AT a0 F i C & .

PAT A2 system-view, HEARGHIE
PAT 4 acl acl-number, N ACL #LK .

HAT 4 rule [ rule-id ] { deny | permit } [ { fragment | none-first-fragment } | source
{ source-address source-wildcard | any } | time-range time-name | vpn-instance vpn-instance-

name )", FL'E ACL HLN,

(RARUY:
A 49 ACL AL BRIAST FTA 30 AT deny 384F. 4R E Bk EFi#E, £F5 24 ACL AN
P B E permit #£1E. Hlde, BEEXFIR IP 4 10.1.1.10 494R L, AR 4 ACL ¥ 2 B2 L&A
® rule deny source 10.1.1.10 0
® rule permit source any
4o R AA 2 3L rule permit source any, H{JR IP ik 752 10.1.1.10 694k L2k & Fr.

AT 2 quit, BEI ARG,

AT T4 titp-server acl acl-number, A8 F17 1045 5112 BRI A 152 45 3 X) TFTP Al 454511
il

-G

8.5.4 £/ TFTP s < T HH MR Z RIS

RESR

R AT LM RS TETP iy 76 2 i h & b 28 s5 s B scrr.
VA TETP 257 i (A% H e 4T 400N R e

® AT 4 tftp [ -a source-ip-address | -i interface-type interface-number | tfip-server |
public-net | vpn-instance vpn-instance-name | get source-filename [ destination-

filename ], A TFTP J7 0 N &S0
B
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P 5 e - i e

8 Vi r) JeAt e %

8.5.5 Ef TFTP s <o EMi&& EEXXH

FUP AT DA RS TETP i< A i o 2 AR SO 2 55 4%
TAEAED TETP 250 ) s (R 6 s EAT 0 1 ARG

HRIETR
® HUTrn 4 thtp [ -a source-ip-address | -i interface-type interface-number | tfip-server [
public-net | vpn-instance vpn-instance-name | put source-filename | destination-
filename 1, A TETP J5j 2 AL SCAF
R
8.5.6 fu B AL B 45 R
e AE A TETP 207 Sl B e, T LA 25 ) s 4 s b 1k R G B8 1) 75 1) 25 1 210 2R 1)
F
AR
CLoE R %A TFTP % i BT A L & -
RIESTR
® fi{i}{] display tftp-client iy 2 ¥ 5 & #5114 TFTP 2 )/ diig ] (Rt hE
® fii[{] display acl { name acl-name | acl-number | all } 5% TFTP 7 /7 b fic & HI V5 ) 2
B R o
R
5761
PAT M4 display tftp-client, 7] LLAT 5 & v (1) Utk
{Huawei> display tftp—client
Info: The source address of TFTP client is 1. 1.1.1.
AT A4 display acl{ name acl-name | acl-number | all }, W] LY E TFTP % 7 i i & 1)
Y7 ) P A 2 R o
<{Huawei> display acl 2001
Basic acl 2001, 2 rules,
Acl’s step is 5
rule 5 deny source 10.1.1.10 0
rule 10 permit
8.6 i@1d FTP j(al Hfth i & RIS
TC & 2% tH s AE 4 FTP 2/ i, ok 2% 1K) FTP IRSS a8, SIS i) FAL RN 205545
E.
8.6.1 B B
FEREAT FTP s ) FAB B SO RO BT & AT 1 AR PE RO FH IR . C &R P 0 AT AT 55
MR HE S, 7B TP AERAHE 52 B C BAT 55
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P 4 - S 8 i S Al e
R FERE

Y P RS AE FTP RS #8347 SO AR . H S PR Ve, o] DA & 24 00 4% th 2%
9 FTP % iy, i) FTP J5 U5 e e FTP AR 4S5

HIEfES
{ERLEIIS FTP Jj ) JoA B4 SCPF 20 5 256 A T AR5+
© i SRS B th AT ik

BiEES

UR B E L FTP s ) FoAh B2 3P, BEEae LU Hodfe -
Fs | #3E
1 CRIEE) % (I &AE 4 FTP 257 g I 1) U ik

2 FTP R4S EMHLAEE 1P Hulik. 7 FTP a0 F i 115 B SN T 2 )
F P 24 130

3 FTP thislfir 4 ML S 42 R FE FTP IRS-48 EI 4. @fE FTP Ik%:
TR R4 FTP 25 P i (A H T /R B4 s A FTP IRSS 2% H s 44

8.6.2 (H[i%) ELE FTP %X i iE bt
F P A ARG E FTP 2 7 v s ibAE B, MFEE 1% P i bk 257 FTP &, fRE

24
BRER
FH PR AZER 8 AR B0, OB R 1P M0k, SRS IP ShEAE ) FTP
FERENOUR TP bk, TS BIUEAT 2 4B 1 F ()«
o S st T LR Dy 5 1 R TP
VEEAE g TP 2/ 3 0 b 14T 01 (T
RIESTR

FBE1 HAT 2 system-view, ARG

P2 HATHT2 ftp client-source { -a source-ip-address | -i interface-type interface-number } , i
i FTP 20 i (R ik 5 S -

FeE T FTP it S5, AR SSasimiiiT display ftp-users @y, 275/ FTP
B S RS L HE AR S 12D B P C B A — 2

-

8.6.3 1 FTP s $iEIEHM & &
FH P LAEFH FTP 672 MAE R FTP 25 7 i (1 146 Fh 2 5 55 31 Ho A 4% 4%
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P 5 e - i e

8 Vi r) JeAt e %

El=3 =
=] %15 I

RESR

dE B = gy

FERIP AL AN FTP 2 ) am AL N, F ™ S8 ] DA YA iy 4 X5 5% FTP IR 55 4%
TEAEAE 2 7 s P e R s B B4 T Q0 R A E

HPRES, #3575 FTP Jegs#s k.

HAT A4 ftp [ -a source-ip-address | -i interface-type interface-number | host [ port-

number | [ public-net | vpn-instance vpn-instace-name |, 5 FTP 55 #% it 7%z

FTP ML T, 37t FTP IRSS45 K&

1. HPUE AT 4 ftp, 3 FTP #LE.

2. PUTH4 open [ -a source-ip-address | -i interface-type interface-number | host
[ port-number | [ vpn-instance vpn-instance-name |, 5 FTP R4S i L

1 ssem

FEBF FTP IR4-5Z87, TV AMATH 4> set net-manager vpn-instance, % & ZKiA#) VPN 52
Bl. PATZAAVE, HAT FTP 3RAES ATAL M 49 VPN 41 B ) P fic & 69 3Rk VPN 541,

TR

8.6.4 1E3d FTP JCHR{E Ay < HEITSCHHRME

R ok FTP RS54 )n, ATLGEE FTP SCAF AR A @ BEAT SO A . ARG B SR A%
i BF FTP ar e, B NEOCH . R H . IR

B =Rla.c
M FTP & i B sk B FTP RS- a2 5, H /7 nlLAAE FTP & /7 i BEAT W R 44
® N ARG SO IR B R R ST A A g K
® YE FTP X/ il F&E FTP 2 MIAEL T B .
® KA SOE EAR IR FTP ARSS%%, AT LI FTP ARSS2% R # SO F I RAEAEA
.
® 7 FTP JIR45%s LT G MR H 2 M.
® LLEIR FTP e+ boa e H B ocrfs &, sl bR FTP s 4% b 1$R
JE S
B FAE R 7 U I % 2 EE N FTP & i PR 1 AT 4 T e
BRIETER
® BB SO R AR S AR g =K
- AT 4 ascii 8¢ binary, BCEAEHT SO AR ST ASCI A aE — it il
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Huawei AR1200 Z 414V % iy 4%
B fEr - S & 8 Uj Il HoAth % %

(ARRYT:
FTP ¥4 ASCII A, — i3 H£%, —Z R A 2:
® ASCII #4512 F) ASCII 344, o8 F4E TR .
® it | R 45 B A KA T 4 AT

FTP g X M8 P 3% AT 3%, R4 ZIA ASCIL 7 R, &5 3 T48 F A X bndn b4t
41493 (ASCII #= Binary ) . 4583 RKXAHER ASCIL # K, f5#r — it 5| LAH1£F Binary

- YT A4 passive, FCE SR A OSN3
2 NS & W

- HUT 4 verbose, F1JF verbose FFK.
F1IT verbose JF 2%, W/ FTP WY, ECf&EER)E, ¥R 2n51E
LA RINGEHE B
® F FTP A MIAELTE )
AT T4 remotehelp [ command |, & FTP iy HIAE &)
® AL,
- BB N AR SO
- BUTA 4 put local-filename [ remote-filename |, FEAMF SCAF AL R]ZEFE FTP
554

- HUT 4 get remote-filename [ local-filename |, M FTP 55 %% N & ORI A7
AFAEAHL

® HEATUR el R R B H % .
- YUTM 4 od pathname, NAZIHE FTP e ds# L TR A2
- PUTM 4 edup, HAZ FTP IR g5 dsdm i) TAREER 4250 E—20H 3%
- PUTA A pwd, WoR FTP g5 TAE A%,
1714 led [ local-directory |, ‘B nsla 0748 FTP 25 )7 b TAEEEA%
1T 4 mkdir remote-directory, 7t FTP Jlids#s LA H 5%,
1714 rmdir remote-directory, {E FTP JIR%5 2% EMIER H %

® Gl A XTUAFERMFTFOLEL, ERTAH< > 2\ 1 FHKRFH.
® Lo RPATH 4 mkdir /abe, MR EARE X FAZE—AL A “abc” ¥9FH K.
®  UHATIIE —RhE R AR
- PUTH 4 Is [ remote-filename | [ local-filename ], ‘.7~ FTP j55 2% i e H
SRESCIEIIAE B
R B R SO I AT HR e AR AR, A RG] P IR A H S PR
i E 130
244 local-filename, T LUK RE STAF N BARAFAEA L 5 — AN S0
- AT 4 dir [ remote flename] [ local-filename ], W7~ FTP 5543 LIkt H

SKECSCAFI RIS R
ﬁn%?‘Eiﬁﬁi#ﬁﬁ&ﬁi‘ﬁ%%%ﬁ%?F/T\, AR GERE AL AL H 3 R R
FRE IS

{24 local-filename, 7] LCKEIERE SO P BARAFAEA D 75— AN S0
- AT 4 delete remote-filename, MM FTP 5545 g e A4
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Huawei AR1200 F 514 % 1%
P R - AL A B 8 Uy I Hofth e 4%

U SR AR R R SCPF IR i e BRAR AR, A RGURAEH] P A H 5% MR

i B A
R
8.6.5 B ERAF
85 FTP w548 )a, nl LA SCH AT S s H , HIHA P 48 8 5% FTP k%545
%%1%-1&\
AR1200 "] LLFEANIR Y FTP %%/ il B 5 B0 T, BAIAd B FH 7 44 6o 31 FTP k9544 -
BTN FTP &4, 58T ftp v 22571 FTP I 58 A .
WAEAE & i R i ph s B EA T R I
BREDE
® /& FTP &) it N AT AT 2 user user-name [ password |, 530 HT IS K H P
HORTHEAT B 5%
BSCHRT IS G, A5 FTP g a4 fE Bk Wt .
et

8.6.6 BTFF 5 FTP FRE SEHERE

M aT DL E S FTP IR ii&s, JHRAEIH - AL FTP ALK

E=ER
P RT BLAE FTP % 7 i A0 B TP IR BEAN A i iy 2 Wi F 5 FTP IR 55 o8 % .
VEAEAE & ) i s 3T a0 R iC .
RIES B
o RN E T, EEEHAT IR AR
- GBFEEH A .
AT bye B¢ quit, 1S5RS HER:, FHERIRIH WA,
- JB[A%] FTP ML .
AT S close B, disconnect, X IF5RSHFER:, JHEMIF FTP MK
-5
8.6.7 MEMLBELR
ML FTP V5 ) HAt e 24 1 SCAHFIE & s D i, T BAA A 21 FTP 2 5 il & iS40
AR &M
S 5e Gl L FTP v i) HoAth 15 4% 1) SCAR I BT A T '
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P R - AL A B 8 Uy I Hofth e 4%

RIESR
® fiif] display ftp-client 1y 2 & F W &AE A FTP %) v I 240

R

X5
AT A4 display ftp-client, 1] UAEFH FTP & 1 i UE S 4

<{Huawei> display ftp-client
Info: The source address of FTP client is 1.1.1.1.

8.7 1@id SFTP i ia) & &893
SFTP J&— 24 FTP MR%. BCE R tHas/E A SFTP % iy, AR4S 4 ik xf 2 7 ity (1)
NUE SR E) OB s,y s SCAL St 7 2 4 IR 55

8.71 BB EMES
FEREAT SFTP Vs 1) HoAth % 28 SCEF (0 B AT T g Sbds Pk i N A EE . IC B ey 1 1 i AT
S FAE NS, AP, AERR L SE L BT

I FAEREE
SFTP J& SSH FTP [Kf#i#R, —Fh2c4(f) FTP. SFTP & /7F SSH a2 |, wmfe
FH PV RS DL2 A B s 4, BEAT SO ORI SO AR IR S5 e, B S it 7 S e i)
AR, RN, BT AR At T SFTP & i IhhE, 1) LA A 45 20 42 8 5 33
SSH AR4528 L, HEAT SCOFIG 22 4 AL %

EESS
FERCE B L SFTP Uy i) Hofth 8 46 S0 2 0, 7758l bL R 55
® Kb R4S A 2 ] i ATk

BiEEE
FERC'E SFTP Vs i) Hofh e #6 SCE 2 1, TRHERS DL B

Fs | 8

1 CAli%) WA N SETP %5 ) i I R U s b
2 (AJi%) SSH k4% #s 44 Fx

3 CH3E) %5/ vk SSH RS 2% /3L (K1 A 47
4 SSH Ji 45 4% 1) 1Pv4 ik ok 34144
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P R - AL A B 8 Uy I Hofth e 4%

R

5 SSH AR %58 2407 W T )3 115 . SFTP %7 i 21 SSH. IR 45 25 S ) 1 36 n %% 55
1%+ SSH k452 ] SFTP 2 7 i 1) 1 3 N k. SFTP & 7 i 21 SSH k5%
Ui [P B £ HMAC 89, SSH k457 i 21 SFTP & /7 i [ 1 1 HMAC 594
IS AH AT Lk

JI 45 28 v e & P os R fE R

6 SSH Hle 55 s i i s ST SO 4« SCPEBITAERR H %

)
Jdjo

8.7.2 (H[i%) ECE SFTIP %X Fi%iEibit
H PRI PARC S SFTP & i YsthhbAS B, MR & 7 iy bt 2237 SFTP &4z, &

HE 22 At
BRiFER
PP DAZE B A AR, b R 1P dbbE, AR5 (% 1P MUY SFTP
FEPEIGYE 1P Mk, TS FIUEAT 22 A BB 10,
B PRI Mt T A 5 1 SR TP
VLA Jg SFTP % /3 1 147800 R T MR
RMETER

T HAT 2 system-view, ARG

T2 PUTHr 4 sftp client-source { -a source-ip-address | -i interface-type interface-number }, T

‘B SFTP % /i s s hk 15 B o

B
873MEAFREAHRINEFREMILEE ({FiE SSH &R inE X IAULED]
ok
BEAI)

{fifE SSH & F iy i VOAIETIRE G, 24 SFTP 2 i o — 8 5% SSH RS 28, A% SSH
55 231 RSA AR T RS A o

E=ER
W RS E T RS SSH %/ i BT A UETD R, ABALE SFTP %% ) i ofs — I8 5% SSH ARk%s
2805, AKX SSH RS 251 RSA ANHBATHRMA & . )5, KRG B0 IR A7
RSA ANH, A NG R AIE,
TELEAE A SSH % 7 ding [ 4% b 2% AT R IR iCE

BRIESER

S HATHr 2 system-view, N RGWIE.
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H1B 2 AT 2 ssh client first-time enable, it SSH & /7 ¥ B XA UF hBE
BRAAIEHLR, SSH 2 i B A IE D e 8 R RS
(1) +mm

® {4k SSH & F 548 KIAIES FE89 B 89, A& 4 STelnet & F 5% % — KB SSH R4 0F, T2t
SSH R 42 44 RSA ANAMATA stAr &, B A sbid STelnet & 7 5% 18 & H -4 SSH R4 %49
RSA 4.

® Lo R A% 4L SSH & P 558 KIAET Y, 4 STelnet & & 5% % — R A5 SSH R 4-£nh, & F
%F SSH k425 49 RSA NMAR KA MA T LK, 2FHAEAFTRER LK,

= 7]
4o STelnet & P 5%F 2% — Kb R B K SSH IR 525, TR T 1248 SSH & P 5% 8 KIAE HEZ
sh, BB F AL P %A SSH IR 4% 8. RSA 4% £,

TR
87ABMBERFPEHINEREMZEZ (SSH B FinA SSH REZHE59
A RSA A

WA e SSH 27 i i UCAIED e, AT ZEAE SFTP & /7 i 6ok SSH R4S 48 2
BN RSS 78 50 IC RSA A 4.

B
WA A RE SSH % /7 it 1 UOAUETE, 24 SFTP %8 )i o — % 5% SSH IRSs 2 i),
H T Xt SSH JIRk4s 25 1) RSA AN A REA A W, T2 PR RS 28 KM . A
BEAE SFTP % J i & 5% SSH R 45 2% Z 10 A AR5 25 70 it RSA A% .
TAEAE A SSH 2 5 ity P 6 th o -4 T 20 T A TiC A

BIETER

H$E1 AT 4 system-view, EARGWIE .
P2 HAT1r 4 rsa peer-public-key key-name, HENAILEHMIA.
S 3 T2 public-key-code begin, N /A LA HANIK .
T4 N hex-data, YA,
BN AILE DI F 2 PG G i 1R N HEBI 45 e SSHIRSS S BEALAE 1.

® 2% SSH MR %35 4Bt RSA A AT, ProrBut) RSA 454650k B SSH IR 4354, XA
STelnet & F 5%%F SSH Ik %25 49 RSA AMAH 2t & F Al i,

® G ANETHHKHBNEG, BPTHIRSE LA 65 RSA NMABZE|E P 3%, R A3 N AEN
7 XA RSA 4B £ 2| 1E 4 SSH & P omay36 i 35 L.
L5 AT 2 public-key-code end, iEH A JLEHIm MK
® UL KEIN AL B HI Y hex-data, /AT peer-public-key end Jii, K JCiEA %
%H o
® LHUPER 2 HREN key-name CALERINE H T HMIER, FHAAT peer-public-key end
B, RASIR: BHHCEANFE, W HEHRB RS .
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P 5 e - i e

8 Vi r) JeAt e %

L6

TR7

AT T4 peer-public-key end, 1B ALK, [FEIRGEME.
PUT 4 ssh client servername assign rsa-key keyname, A SSH 452577 HC RSA A%H.
(BARTY:

4o R SSH & P sk 4k 49 SSH IR 455 4K 3L, #4744 undo ssh client servername assign rsa-

Key, fEF SSH & F %5 SSH R4BM9 T k%, BIATH 4 ssh client servername assign rsa-
key keyname, # SSH JR %35 2-Be#7 69 RSA 247,

s

8.7.5 (£ SFTP s $EiEHMig&

BRIESTR
TR1

P2

P AT LA SSH % 7 i LA SFTP 7 206 5% £ SSH iR %54 L.

SFTP % )7 uifi J3 8l iy 2B STelnet 25 )7 %ii J5 ) iy 2 ARAHEL,  SCRFUT M) SSH AR SS-#s i 45547
PHbhE, PRGN ISR HMAC &3, DL 'E keepalive ZhRE

TEAE A SSH & uing i 4% 2 LR T a0 F AR .

PAT 4 system-view, HEANRGAIE.

HAT A4 sftp [ -a source-address | -i interface-type interface-number | host-ipv4 [ port |

[ [ public-net | -vpn-instance vpn-instance-name | | [ prefer_kex { dh_groupl |
dh_exchange group } ]| [ prefer_ctos_cipher { des | 3des | aes128 } ] |

[ prefer_stoc_cipher { des | 3des | aes128 } ]| [ prefer_ctos_hmac { shal | shal 96 | mdS5 |
md5 96 } ]| [ prefer_stoc_hmac { shal | shal 96 | md5 | md5 96 } ]] " [ -ki aliveinterval
[ -ke alivecountmax 1], VL SFTP J7 X &% 3] SSH k%45 Lo

(1 ssem

MR T SSH B Tt 8 BN A BB 7 £ KM RSA FHAxT. EHRATHC SSHEEZ AT, 5
A ELE rsa local-key-pair create, 2 R AMLF AT,

R

8.7.6 i®id SFTP X {411Edp £ 1T H41E

de B3 = g

AP aT Ll it SFTP %5/ b B SSH IR %S 2% F1 H s IS, DA SFTP & 7 i i
LA

B>Xla.c
24 SFTP % )7 i & % 3] SSH k4548 2 Ja, Pl LALE SFTP &7 s AT U N #4F «
®  QUEEIFMIBR SSH RS- 2% L H %, VAR R M Er i LAE H Mg e H = F I
o H k(5 &
o A4 MIBR S, WonSCHERIRR . bR FECCHE
® 5 SFTP &/ it 230
ESAEN SSH 2 ) it 1R % FH # 3E N SFTP 2% ) i A0 18] J 3EAT 01 A B B
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Huawei AR1200 R 414V % iy 4%

P 5 e - i e

8 Vi r) JeAt e %

RESR

® I HREAE
AR R, AT AN A R
- PATH 4 cd [ remote-directory 1, % P4 HT TAE H 3%

- PUATAT A edup, BRI TAR H SO AT AR H R B H R
frein 4 pwd, S P I 2T AR H %
.

T dula]mmu,ﬁThﬁaiFMI#ﬂ%

174 rmdir remote-directory & <1-10>, MIFRARS %5 - H %,
- $UTHT S mkdir remote-directory, e LAVEH H 3.

® EIIUIERAE

AARIE T EL, BATW R — AN AN R
- AT 4 rename old-name new-name, %NS AR SR T

% get remote-filename [ local-filename ], N 3CFERR S5 4% L 1 SCAF o
put local-filename [ remote flename L{#*i’@I#ﬁ@ﬁﬂ&%%&

FEFES

> = 2 2 E
¢A>¢

8.7.7 i EBRLE LR

HIR &M

BRIESER

E5 w6

JWIE SFTP U i) HoAth B 44 1) SCAFRC & il )5, LAEE 3 SSH %)) ﬁiﬁzﬁt B i T
1 SSH e g5 %5 RSA A Z IR N OC R SSH RS 4% 14 R lic B 45 B LA & S %
Ut R 21 AR S

C5ERGE R SFTP j fr) HoAth st £ (0 S BT A

® {{i/] display sftp-client iy % 7E SSH & /7 by 23 75 % /- diig Yt ik
K

TER 7 i AT A4 display sftp-client, 1] DL B4 AFE A SFTP % 7 i I (1Y 240

<{Huawei> display sftp—client
Info: The source address of SFTP client is 1.1.1.1

8.8 EL EH 4+ {5l

P 2 U i) HAR B s Bl IS S SO E AR TR B R . ICE s B AR 4L
oK G B R UM B R A
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Huawei AR1200 Z 414V % iy 4%
B fEr - S & 8 Uj Il HoAth % %

8.8.1 fit & Telnet £&i% IR S =151
fid & Telnet Zum IS IRl . AEARGIR, WA E 7 500F 77 U5 4S, S8 Telnet
ik,

4F ) B 5K

P 8-8 Jir7~, RouterA 5 RouterB e AH L Ping i, H il Telnet /7 M RouterA
I Telnet %I RouterB.

8-8 B & Telnet & i AR 5520
GE1/0/0 GE1/0/0

1.1.1.1/24 1.1.1.2/24 &>
R R
RouterA RouterB

BLE R
KHWF F LB S Telnet 283 IR 45 IR AT fE -
1. 7F RouterB FELE VTYO F| VTY4 [F5E 7 A2 A5
2. M RouterA %%l RouterB i FH 7 77 B4 N 505 A4 BE & 5% o
3. {f RouterB L Telnet x55#ui 5, H 7 g AR & by 15 5% .

KIS
h e UG E A, AR T T R
® RouterB [#] LHLHLAL.
® IR AR
®  Telnet k554 H 5 o
® YRTHEANIMH G 15,

BRIEDER
S RE IP AL

# Mt & RouterA.

<{Huawei> system—view

[Huawei] sysname RouterA

[RouterA] interface gigabitethernet1/0/0
[RouterA-GigabitEthernet1/0/0] ip address 1.1.1.1 24
[RouterA-GigabitEthernet1/0/0] quit

[RouterA] quit

# It & RouterB.

<{Huawei> system—view

[Huawei] sysname RouterB

[RouterB] interface gigabitethernetl1/0/0
[RouterB-GigabitEthernet1/0/0] ip address 1.1.1.2 24
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8 Uy 1) JiAt e %

e & 32

[RouterB-GigabitEthernet1/0/0] quit
[RouterB] quit

i & RouterB 1] Telnet % 3iF /7 20125 1)

<{RouterB> system-view

[RouterB] user—interface vty 0 4

[RouterB-ui-vty0-4] authentication—mode password
[RouterB-ui-vty0-4] set authentication password simple hello
[RouterB-ui-vty0-4] quit

WK ACL J7 A\ S Telnet £ IR%S, 75 24 RouterB AT UM FACHE .

[RouterB] acl 2000

[RouterB-acl-basic-2000] rule permit source 1.1.1.1 0
[RouterB-acl-basic-2000] quit

[RouterB] user—interface vty 0 4

[RouterB-ui-vty0-4] acl 2000 inbound

(1 sszem
KB ACL # Rt B Telnet &34 R 5698 E AT E .
IO 4

S UL EECE S, T LA RouterA I Telnet £ RouterB.

<{RouterA> telnet 1.1.1.2
Press CTRL ] to quit telnet mode
Trying 1.1.1.2 ...
Connected to 1.1.1.2 ...

Login authentication

Password:
<{RouterB>

Mt B & 5% RouterB ] Telnet ¥ 15

<{RouterB> system-view

[RouterB] sysman service telnet port 1028

After the command is executed, logging in to the port through telnet fails, al
1 the telnet users exit, and a new port is created. If you need to set the port
through telnet again, wait for at least two minutes and then set the port again.
Are you sure to continue?(y/n)[n]: y

{8 AU 1 1028, M RouterA _E Telnet £l RouterB

<{RouterA> telnet 1.1.1.2 1028
Press CTRL ] to quit telnet mode
Trying 1.1.1.2 ...

Connected to 1.1.1.2 ...

Login authentication

Password:
<{RouterB>

R

® RouterA HIHCE

#
sysname RouterA
#
interface GigabitEthernet1/0/0
ip address 1.1.1.1 255.255.255.0
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P B 5 R - 8 Vi ) HoAh i &
#
return
® RouterB [P E C14F
#
sysname RouterB
#

acl number 2000

rule 5 permit source 1.1.1.1 0
#

interface GigabitEthernet1/0/0

ip address 1.1.1.2 255.255.255.0
#
user—interface con 0
user—interface vty 0 4

acl 2000 inbound

set authentication password simple hello
#
return

8.8.2 B EERERHMIZEEE R

Pic 5 [ SR A B sl AEARGI R, SR M DI RE,  SEHUG R fE B 4

fOEESLIN
EARE
4k 8-9 Fizk, RouterB H ks N gl Console 183k, M AHEHAETHAM vpna
I P a] LU 35 5% RouterB, vpna FAR ] ' 1] PC 5 RouterA 2 [H]45 n] ik B i
BERsy, AT ] RouterA 1520 115 RouterB [ Console H %, 7F RouterA [ AfifE
FE, FEHGEE VPN SEF] . IXAEAL R P (1) PC g vl AT 45 5 o 11 2e 75 5 5k 21
RouterB, =ZHL% RouterB [ & Hi,
89 ERTEE@MEREMTEZHMWE
_______________ Session PP
o GEO/O/i"~. " ’
10.1.1.1/24
Zy; vpna %A ync2/0/1
e | Console
PC RouterA RouterB
B B

RN ) SRR G B I Telnet 7€ [) 6 s HADR B & (R AR A Tl fe

1. B RouterA L[5 0 H 5 RouterB 1%
2. 7E RouterA I FRETE %€ 0] e

HiEkEE
TSR BRG], v T (R
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P 5 e - i e

8 Uy 1) JiAt e %

BRIESTR

®  RouterA [ 24l 3tk 4 10.1.1.1/24.

PR BCE DR O AR AR

<{Huawei> system—-view
[Huawei] sysname RouterA
[RouterA] interface async 2/0/1

$E3

[RouterA-Async2/0/1] async mode flow

ARTTY M St g 5

[RouterA] display user—interface

Idx Type
0 CON 0
41 TTY 41
F 42  TTY 42
43 TTY 43
44 TTY 44
45  TTY 45
46 TTY 46
47 TTY 47
48  TTY 48
+ 129 VIY 0
130 VTY 1
131 VTY 2
132 VTY 3
133 VTY 4
145 VTY 16
146 VTY 17
147 VTY 18
148 VTY 19
149 VTY 20

Tx/Rx Modem Privi
9600 - 15
9600 inout 0
9600 - 0
9600 - 0
9600 - 0
9600 - 0
9600 - 0
9600 - 0
9600 - 0
- 15
- 15
- 15
- 15
- 15
- 0
- 0
- 0
- 0
- 0

ActualPrivi Auth

S
neliaviiae e Rige R g Al g

fi1fiE RouterA [ HE [ DhfigJF 5 VPN g

[RouterA] user—interface tty 42
[RouterA-ui-tty42] undo shell
[RouterA-ui-tty42] redirect enable
[RouterA-ui-tty42] redirect binding vpn—instance vpna
[RouterA-ui-tty42] quit

[RouterA] quit

(1 ssem

YR 49 VPN 4L R 5 F5 M A 7 BT F— VPN, 4R KL VPN 495, AR A P ffEEF W
J P e viid it F 2 &) 3 A8 5K RouterB.

A 73 IC A i 1)

<{RouterA> display tcp status

TCPCB
19fde824 9 /2
19fde6c0 9 /1
19fdel130 109/1
19fdef18 9 /4
19fde55¢ 7 /1
19£df07¢ 9 /9
19fdf344 9 /10

BE N A

Tid/Soid Local Add:port

0.0.0.0:22
. . 0:7547

0.137.217.211:23
0.137.217.211:23

0.0.0
0.0.0
0.0.0
0.0.0
10. 13
1

Foreign Add:port
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0

10. 138. 77.61:2567
10. 138. 77. 69:2824

VPNID
23553
23553

State

Listening
Listening
23553 Listening
23553 Listening
0 Listening

0 Established

0 Time Wait

1E PC & Ui AT telnet 10.1.1.1 2042 (2042 Fyfkag 4 sl 115, LA 2 i 18 3%
2l RouterB I,

C:\Documents and Settings\Administrator> telnet 10.1.1.1 2042

Press CTRL ] to

Trying 10. 1. 1.

quit telnet mode
1...

SRR A 04 (2012-01-06)
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8 Vi r) JeAt e %

o & 3

8.8.3 AL H X F{EH STelnet B FikiE

B B B4 STelnet 2 F hiiZEF SSH R4S 23 il o FEARBIH, Wil £E STelnet %
Fum Al SSH AR S5 2 vm A A B 25 405}, 78 SSH R4S #8um B i RSA A8 F A 98 e
i% RSA A%, 528 Stelnet % )7 ik 4% SSH %5 2% -

Connected to 10.1.1.1...
[RouterB]

-

RouterA FJHC & 344

#
sysname RouterA
#
ip vpn—instance vpna
ipv4-family
route—distinguisher 1:1
vpn—target 111:1 export—extcommunity
vpn—target 111:1 import—extcommunity
#
interface Async2/0/1
async mode flow
#
interface GigabitEthernet 0/0/1
ip binding vpn—instance vpna
ip address 10.1.1.1 255.255.255.0
#
user—interface tty 42
undo shell
redirect enable
redirect binding vpn—instance vpna
#
return

¥ SSH R 5523897~ 451

W& 8-10 JJi7x, SSH k45 st STelnet 45 fiHES5, STelnet %)™ iy v] LAY Password.
RSA. password-rsa B¥, all TAUE /7 3 8 2 SSH AR 55 %% i o

P B PR A S S
® /7 Client001, fi%k “huawei” , F3EHAUF )74 password.
® J{IJ7 Client002, 361772k RSA, FF AL/ 4H RsaKey001 .
F P S SR SSH PR
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P 5 e - i e

8 Vi i Hofth e %

BB R

ks

RESR

FE1

8-10 AL B 1% & 1E A STelnet & FimiE1E SSH AR 5525 4H M &

SSH Server

&= GE1/0/0
=3 10.164.39.222/24

GE1/0/0 GE1/0/0
10.164.39.220/24 10.164.39.221/24
Client001 Client002

KU ) SRR G B 5 VE R STelnet %5 /7' difiiE 4 SSH IR 55 4%«

1. FH)7 Client001 AT Client002 [JHc & %) 7F SSH AR %5 e b 58 ilo
2. HILE STelnet %) ¥ A1 SSH IR 45 2% 5 A2 AN H 25 4H %)

7E SSH R 55 asim A= i RSA A4H, FE 4P Client002 4552 SSH & /7 i) RSA A

H.
4. SSH fr%5 233t STelnet k551 HE -

HI ' Client001 F1 Client002 437l LA STelnet 77 %5 5% SSH AR 55 4%

N FERIERCE B, TR R A -

® SSH H 4 MahiE 7 5.
® SSH H /' #dmk RSA A%,
® SSH k&4

TE M55 it A2 J AN b 25 %)
<{Huawei> system—view
[Huawei] sysname SSH Server
[SSH Server] rsa local-key—pair create
The key name will be: Host
The range of public key size is (512 ~ 2048).
NOTES: If the key modulus is greater than 512
It will take a few minutes.
Input the bits in the modulus[default = 512]: 768

Generating keys..
....... b
.......... b
bttt

EARSS 28w A2 SSH
#W0E VTY H) A,
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B fEr - S & 8 Uj Il HoAth % %

[SSH Server] user—interface vty 0 4

[SSH Server—ui-vty0-4] authentication-mode aaa
[SSH Server-ui-vty0-4] protocol inbound ssh
[SSH Server-ui-vty0-4] quit

® gt SSH H] /' Client001.
# W H P 444 Client001 ) SSH HH /', FC & %4694 huawei, HIAIET7 0
password..

[SSH Server] aaa

[SSH Server—aaa] local-user client001 password cipher huawei
[SSH Server—aaa] local-user client001 service—type ssh

[SSH Server—aaa] quit

[SSH Server] ssh user client001 authentication—type password

® {3t SSH H] /' Client002.
# B 440 Client002 [ SSH H P, it & %05 4 huawei, HAUE 734 RSA.

[SSH Server] aaa

[SSH Server-aaa] local-user client002 password cipher huawei
[SSH Server-aaa] local-user client002 service—type ssh

[SSH Server-aaa] quit

[SSH Server] ssh user client002 authentication—type rsa

PR3 AUE RS A RSA 21
# 7% 3 Client002 AE Bl 5 i [ A 1 25 5 6)
<Huawei> system—view

[Huawei] sysname client002
[client002] rsa local-key—pair create

# OE % i A RSA A .

[client002] display rsa local-key—pair public

Time of Key pair created: 2007-12-29 16:19:59+08:00
Key name: Host
Key type: RSA encryption Key

Key code:
3047
0240
BFF35E4B C61BD786 F907B5DE 7D6770C3 ESFD17AB
203C8FCB BBC8FDF2 F7CB674E 519E8419 OF6B97A8
EA91FC4B B9E18836 5ET4BFD5 4C687767 A89C6B43
1D7E3E1B
0203
010001

Time of Key pair created: 2007-12-29 16:20:05+08:00
Key name: Server
Key type: RSA encryption Key

Key code:
3067
0260
BCFAC085 49A2E70E 1284F901 937D7B63 D7A077AB
D2797280 4BCA86CO 4CD18B70 5DFACI9D3 9A3F3ET74
9B2AF4CB 69FA6483 E87DA590 7B47721A 16391E27
1C76ABAB 743C568B 1B35EC7A 8572A096 BCA9DFOE
BC89D3DB 5A83698C 9063DB39 A279DD89
0203
010001
[client002]

# 4% i AR RSA A PI4E 6 Bl 55 45 i o

[SSH Server] rsa peer—public-key RsaKey001
Enter “RSA public key” view, return system view with “peer—public—key end”.
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NOTE: The number of the bits of public key must be between 769 and 2048.
[SSH Server-rsa—public—key] public-key—code begin

Enter “RSA key code” view, return last view with “public-key-code end”.
[SSH Server-rsa—key—code] 3047

[SSH Server-rsa—key—code] 0240

[SSH Server-rsa—key—code] BFF35E4B C61BD786 F907B5DE 7D6770C3 E5FD17AB
[SSH Server-rsa—key—code] 203C8FCB BBCS8FDF2 F7CB674E 519E8419 OF6B97A8
[SSH Server-rsa—key—code] EA91FC4B B9E18836 SE74BFD5 4C687767 A89C6B43
[SSH Server-rsa—key—code] 1D7E3E1B

[SSH Server-rsa—key—code] 0203

[SSH Server-rsa—key—code] 010001

[SSH Server-rsa—key—code] public—key—code end

[SSH Server-rsa-public—key] peer—public—key end

S 4 & SSH H /7 Client002 455 SSH % /7 ufii (1] RSA A 4H .

[SSH Server] ssh user client002 assign rsa-key RsaKey001

HIE5 STelnet &/ i iEH: SSH R %5 2%
BB S, THEATRE SSH %7 i 1 VAIE LI fE

<{Huawei> system—view

[Huawei] sysname client001

[client001] ssh client first-time enable
<{Huawei> system—view

[Huawei] sysname client002

[client002] ssh client first-time enable

# STelnet %) %y Client001 H password WAIE /7 20%H: SSH Igs-#%, HT AL E M H 1 44 A

.

<{client001> systemview

[client001] stelnet 10.164.39.222
Please input the username:client001
Trying 10. 164. 39. 222 ...

Press CTRL+K to abort

Connected to 10.164.39.222 ...
Enter password:

B N EY huawed, o SR BN E BT

Info: The max number of VTY users is 20, and the number
of current VTY users on line is 6.
The current login time is 2010-09-06 11:42:42.
{SSH Server>

# STelnet %% F' i Clent002 ] RSA AIF 77 X IEH: SSH RS 2% .

<{client002> system—view
[client002] stelnet 10.164. 39.222
Please input the username: client002
Trying 10. 164. 39.222 ...
Press CTRL+K to abort
Connected to 10.164. 39.222 ...
The server is not authenticated. Do you continue to access it?(Y/N):y
Save the server’s public key? [Y/N] :y
The server’s public key will be saved with the name: 10.164.39.222. Please wait..
Info: The max number of VTY users is 20, and the number
of current VIY users on line is 6.
The current login time is 2010-09-06 11:42:42.
<{SSH Server>

BE6 WM E LR

B'E 5E ke, 7E SSH AR%s 253404 T display ssh server status 7% 1 display ssh server
session 7%, 1 LLAAE F] STelnet 25/ Uiy U 28 il D45 31 SSH R 4545 -

# T5F SSH ARAS(E E .
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8 Vi i Hofth e %

Bo &

[SSH Server] display ssh server statu

SSH version 0 1.99

SSH connection timeout : 60 seconds
SSH server key generating interval : 0 hours
SSH Authentication retries : 3 times
SFTP Server . Enable

# B SSH IS5 s IEFEAS R o

[SSH Server] display ssh server session

Conn  Ver Encry State Auth-type Username
VTY 3 2.0 AES run password client001
VIY 4 2.0 AES run rsa client002
# & SSH JH /5 .

[SSH Server] display ssh user—information

Username Auth-type User—public-key—name
client001 password null

client002 rsa RsaKey001

B

®  SSH Jluss as iyl & 30/

#
sysname SSH Server
#
rsa peer—public—key rsakey001
public-key-code begin
3047
0240
BFF35E4B C61BD786 F907B5DE 7D6770C3 E5FD17AB 203C8FCB BBC8FDFZ2 F7CB674E
519E8419 OF6B97A8 EA91FC4B B9E18836 5E74BFD5 4C687767 A89C6B43 1DTE3E1B
010001
public-key-code end
peer—public—key end
#
aaa
local-user client001 password cipher huawei
local-user client002 password cipher huawei
local—user client001 service—type ssh
local—user client002 service—type ssh
#
ssh user client002 authentication—type rsa
ssh user client002 assign rsa—key RsaKey001
#
user—interface vty 0 4
authentication—mode aaa
protocol inbound ssh
#
return

® SSH % /7 ifii Client001 (110 B A4

#
sysname client001
#
interface GigabitEthernet1/0/0
ip address 10. 164. 39. 220 255. 255. 255.0
#
ssh client first-time enable

0203
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#
return

® SSH % /i Client002 [FIHC & 3L

#
sysname client002
#
interface GigabitEthernet1/0/0
ip address 10.164. 39.221 255. 255. 255. 0
#
ssh client first—time enable
#
return

8.8.4 fit & TFTP =fjl

BC & TETP [Rontl. fEA R, Sl 7E TETP IR #simiadT TFTP #t, 3% I SC
PRAEMR S5 2 AL, SEBL EAE RN R 80k

46 [ 35 3K
W 8-11 o, TFTP JIRSs 4% 1P bk h 10.111.16.160/24.
MR LR i 8 e B tHAS, FRA TFTP RS- 4% T80 ar.ce.
[ 8-11 Ft & TFTP tAM &
10.111.16.160/24
4—a——3
- )
PC TFTP Client TFTP Server
BoE B
K@ (0 B E TRTP 45 28 2L AR Th g
1. 7E TFTP k%% #53ig A7 TFTP 84k, JFue B I SCE IS5 4 i AL
2. fEB%H#E LA TETP fy 4 Fasefts
3. fEEE A LA TFTP dv 4 ALt
K=
N SE IR B, R R A -
®  TFTP JIx45# i %% TFTP ¥ AT
® iSCETE TFTP RG24 mh it 4%
®  EI bR SCA4 AT B th AR AP IR 5 42
RIETTR

$BE1 o) TFTP RE2%, BEHE TFTP RS #5) Current Directory H 3%k 344 ar.cc FT/ER H
Ko FH U 8-12.
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8-12 1% E TFTP BRZ = &£ B R

Current Direchary |D:'xtest Browsze

Server interfaces [EIEEERENETE - Show Dir

Thp Server l Thp Client ] Syzlog zerver

Current Action |Listening on part 53

About | Settings Help

". Tftpd32 by Ph. Jounin =3

[RARTT
W T it EAHUE A & TFTP RGBT, BREFTHAR.

W2 VU A R B th Ay, BN A R ot
{Huawei> tftp 10.111.16.160 get ar.cc flash:/
Info: Transfer file in binary mode.
Downloading the file from the remote TFTP server. Please wait...
69143936 bytes received in 42734 second.
TFTP: Downloading the file successfully
PB3 AR ESR, Wi dir 2 EE: NN ER RS TIRE S HaS EH R T
{Huawei> dir flash:/
Directory of flash:/
Idx Attr Size (Byte) Date Time (LMT) FileName
0 -rw- 1,738,816 Mar 28 2011 17:00:24  web. zip
1 -rw— 396 Feb 11 2008 14:34:17 rsa host key. efs
2 -rw- 540 Feb 11 2008 14:35:10 rsa server key.efs
3 -rw- 1,498 Apr 01 2011 09:49:37  iascfg. zip
4 —rw— 525,337 Apr 01 2011 09:50:00 private—-data. txt
5 -—rw- 1,215 Mar 26 2011 11:32:27 iascfg autobackup. zip
6 -rw- 1,703,936 Feb 27 2008 10:00:10 ar 1220 b230_smk2. cc
7 drw- - Mar 07 2008 15:44:46 dd
8 -rw- 69, 143,936 Mar 28 2008 07:34:54  ar.cc
9 -rw- 8,996 Apr 07 2008 14:56:24  1.cap
10 —rw- 5,602 May 27 2011 13:59:31  ab. cap
11 —rw- 220 Mar 28 2011 16:51:16  elab. txt
12 —rw- 1,686 Mar 28 2011 17:04:53  lic_ar.dat
217,168 KB total (145,536 KB free)
B4 WU A G R BB iy, WAL A AR S
<{Huawei> tftp 10.111.16.160 put flash:/iascfg.zip
Info: Transfer file in binary mode.
Uploading the file to the remote TFTP server. Please wait..
SCREARAR 04 (2012-01-06) B FREE B 159

LT © N BARA R 7



Huawei AR1200 Z 414V % iy 4%

P 5 e - i e

8 Uy 1) JiAt e %

TFTP: Uploading the file successfully.
3856 bytes send in 1 second.

e

8.8.5 Bt & SFTP % FimiEfE SSH AR %2589~

fic'& SFTP %) iiZE 4% SSH RSs s Hntil . EAIREIH, Wik dE SFTP %/ i Al SSH i
45 o i A A L B I, AF SSH AR SS w4 il RSA A8, F M F 48 i% RSA A5,
SEHL SFTP 4% ik SSH RS 4% -

4 P TR

&l 8-13 Fion, SSH R45 7t SFTP R451# HE )5, SFTP Client ¥ n] LAIH ik Password.

RSA. password-rsa. all AIE )77 206 3k 21 SSH RS %% i o

8-13 Bt & SFTP % i %1% SSH BR 5523 4H X

SSH Server
&= GE1/0/0
=3 10.164.39.222/24
GE1/0/0 GE1/0/0
10.164.39.220/24 10.164.39.221/24
Client001 Client002

[T 0585

KR AL S SFTP 2 iitpiZE 4% SSH IR 4528 17~ 1l «

1. /" Client001 1 Client002 [T B I7E SSH RS 2% F5E Ak o

2. Ay HIAE SFTP %5 )7 i F1 SSH R 45 2% 3 A2 B AS H 25 81 %)

TE SSH k55 28 £ % RSA A%H, FF 4 H ' Client002 452 SSH % F' L) RSA A
.,
4. SSH %5283 SFTP ARS- i BE
. WCE SSH H P MRS 7 U AL H 5%

6. H /7 Client001 F1 Client002 43 71 LL SFTP J5 208 5% SSH R %5 %%
HiRtESE

FSE IR E B, T R

® SSH H /4 Mk,

® SSH H /& idak RSA A%

® SSH k%5434 .
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<Huawei> system—view
[Huawei] sysname SSH Server
[SSH Server] rsa local-key—pair create
The key name will be: Host
The range of public key size is (512 ~ 2048).
NOTES: If the key modulus is greater than 512
It will take a few minutes.
Input the bits in the modulus[default = 512]: 768

Generating keys. .
bt

e

R

2 (ES sl SSH
#WE VTY B 5.

[SSH Server] user—interface vty 0 4

[SSH Server—ui-vty0-4] authentication—mode aaa
[SSH Server—ui-vty0-4] protocol inbound ssh
[SSH Server—ui-vty0-4] quit

® % SSH A/ Client001.
# B 440 Client001 [ SSH H 7, it & %505 4 huawei, HAAE A 20H

password.

[SSH Server] aaa

[SSH Server-aaa] local-user client001 password cipher huawei
[SSH Server-aaa] local-user client001 service—type ssh

[SSH Server-aaa] local-user client001 ftp-directory flash:
[SSH Server-aaa] quit

® {3t SSH H] /' Client002.
# B 1 44 0 Client002 (1 SSH H /', it & %505 4 huawei, HAUE 74 RSA.

[SSH Server] aaa

[SSH Server-aaa] local-user client002 password cipher huawei
[SSH Server—aaa] local-user client002 service—type ssh

[SSH Server-aaa] local-user client002 ftp-directory flash:
[SSH Server-aaa] quit

[SSH Server] ssh user client002 authentication—type rsa

$E3 il E RS Al RSA A1
# 2% P Client002 A2 0 7 i 19 A b 235 H X0}
<{Huawei> system—-view

[Huawei] sysname client002
[client002] rsa local-key-pair create

# %) i EA R RSA A4

[client002] display rsa local-key—pair public

Time of Key pair created: 2007-12-29 16:19:59+08:00
Key name: Host
Key type: RSA encryption Key

Key code:
3047
0240
BFF35E4B C61BD786 F907B5DE 7D6770C3 ESFD17AB
203C8FCB BBC8FDF2 F7CB674E 519E8419 OF6B97A8
EA91FC4B B9E18836 5ET4BFD5 4C687767 A89C6B43
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1D7E3E1B
0203
010001

Time of Key pair created: 2007-12-29 16:20:05+08:00
Key name: Server
Key type: RSA encryption Key

Key code:
3067
0260
BCFAC085 49A2E70E 1284F901 937D7B63 D7A077AB
D2797280 4BCA86CO 4CD18B70 5DFACI9D3 9A3F3ET74
9B2AF4CB 69FA6483 E87DA590 7B47721A 16391E27
1C76ABAB 743C568B 1B35EC7A 8572A096 BCA9DFOE
BC89D3DB 5A83698C 9063DB39 A279DD89
0203
010001
[client002]

#OG P FPRAE RSA AN AL E B RSS2 i

[SSH Server] rsa peer—public-key RsaKey001

Enter “RSA public key” view, return system view with “peer—public—key end”.
NOTE: The number of the bits of public key must be between 769 and 2048.
[SSH Server-rsa-public—key] public-key-code begin

Enter “RSA key code” view, return last view with “public—key—code end”.
[SSH Server—rsa—key—code] 3047

[SSH Server—rsa—key—code] 0240

[SSH Server—-rsa—key—code] BFF35E4B C61BD786 F907B5DE 7D6770C3 ESFD17AB
[SSH Server—-rsa—key—code] 203CS8FCB BBCS8FDF2 F7CB674E 519E8419 OF6B97A8
[SSH Server—-rsa—key—code] EA91FC4B B9E18836 SET4BFD5 4C687767 A89C6B43
[SSH Server—rsa—key—code] 1D7E3E1B

[SSH Server—rsa—key—code] 0203

[SSH Server—rsa—key—code] 010001

[SSH Server-rsa—key—code] public—key—code end

[SSH Server-rsa-public—key] peer—public—key end

FE4 4 SSH Al Client002 452 SSH %7 [¥] RSA A%,
[SSH Server] ssh user client002 assign rsa-key RsaKey001
PS5 SSH k454t SFTP JIk 55l fiE
# ffifit SFTP fIR55 T
[SSH Server] sftp server enable
$B6 SFTP % /' iiik % SSH RS 2%
# RO, T EATRE SSH & S i B OAIETNfE
<{Huawei> system—view
[Huawei] sysname client001
[client001] ssh client first-time enable
<{Huawei> system—view
[Huawei] sysname client002
[client002] ssh client first-time enable
# SFTP % /¥ Client001 F password WAiIE /7 2% % SSH R4S 4% -
<{client001> system—view
[client001] sftp 10. 164. 39. 222
Please input the username:client001
Trying 10. 164. 39.222 ...
Press CTRL+K to abort
Connected to 10.164. 39.222 ...
Enter password:
sftp—client>
# SFTP % )73 Client002 JT] RSA AIE 7 s0i%H; SSH M55 4% -
SCREARAR 04 (2012-01-06) B FREE B 162

WU © SR AT A



Huawei AR1200 R 414V % iy 4%

P 5 e - i e

8 Uy 1) JiAt e %

B &

{client002> system—view

[client002] sftp 10. 164. 39. 222
Please input the username: client002
Trying 10.164. 39.222 ...

Press CTRL+K to abort

Connected to 10.164.39.222 ...
sftp—client>

LTRENWERATES

Bd E e i, 7E SSH IR 45 24P AT display ssh server status 74 fll display ssh server
session 7T %, T LI B SFTP R 5r L4 fiifie, I H SFTP %) i L4 i D)% H 3 SSH
ik 5544 o

# A SSH RSB

[SSH Server] display ssh server status

SSH version :1.99

SSH connection timeout :60 seconds
SSH server key generating interval :0 hours
SSH Authentication retries :3 times
SFTP Server :Enable

# 5% SSH 458 A5 B

[SSH Server] display ssh server session

Conn  Ver Encry State Auth-type Username
VIY 3 2.0 AES run password client001
VIY 4 2.0 AES run rsa client002
# &% SSH H {5 .

[SSH Server] display ssh user—information

Username Auth—type User—public—key—name
client001 password null

client002 rsa RsaKey001

"

®  SSH R%5#s b nc & Sk

#
sysname SSH Server
#
rsa peer—public—key rsakey001
public—key—code begin
3047
0240
C4989BF0 416DA8F2 2675910D 7F2997E8 5573A35D 0163FD4A FAC39A6E 0F45F325
A4E3AAID 54692B04 C6A28D3D C58DE2E8 EO0D58D65 7A25CF92 A74D21F9 E917182B
0203
010001
public—key—code end
peer—public—key end
#
aaa
local—user client001 password simple huawei
local—user client001 service—type ssh
local—-user client001 ftp—directory flash:
local—user client002 ftp-directory flash:
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#

sftp server enable

ssh user client002 authentication—type rsa
ssh user client002 assign rsa—key RsaKey001
#
user—interface vty 0 4

authentication—mode aaa

protocol inbound ssh
#
Return

® SSH % /7 Clien001 [ & SC 4

#
sysname client001
#
interface GigabitEthernet1/0/0
ip address 10. 164. 39. 220 255. 255. 255. 0
#
ssh client first—-time enable
#
return

® SSH % /7 Clien002 [HC & SC At

#
sysname client002
#
interface GigabitEthernet1/0/0
ip address 10. 164. 39. 221 255. 255. 255. 0
#
ssh client first-time enable
#
return

8.8.6 fit & SSH ¥ RADIUS A ERI7= {51

BC'E SSH SZ#F RADIUS AUEM7RHB . ZEA R, Wik RADIUS R4S #5 AEH 5
B S SSH ARSS A3 iR 4 TAIE 45 JR vk e 4 75 SUVF SSH % ) i i v 2 o

G
% RADIUS H P4 SSH R4 %%, B44E SSH IMEEFEF, SSH R4S #4K SSH &
FUREAEE R (4. %08 Rik4 RADIUS % 4s (3874 TACACS R5-2%) it
ATINE
RADIUS 4528 AMIEIZH /7, BIAIEZE R (Dl RN, an R s Dt e H 4
[Fl4 SSH R4S 7% . SSH Al 45w M4l A IE 45 F vk i S A5 FOVF SSH 2% ) iy i V7 0% E
ZH I 1 P 8-14 oo
8-14 fit & SSH 3z 3% RADIUS iA\EZH M
GE1/0/0
10.164.39.222/2 -
=3 GE1/0/0 >
10.164.39.221/24 10.164.6.49/24
SSH Client SSH Server Radius Server
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B ERR

ik

RMESR

FE1

KA BRI E SSH SCHF RADIUS AR /<4 -

1.
2.
3.
4.
5.

o

SSH i %5 #5 uiti it & RADIUS FAR

SSH I 45 s v e 45k

RADIUS k55458 H /7 .

S)SIAE SSH %% 5t F SSH. 45w it A= Jl AR b 26 B %

7E SSH k45 #uii £ it RSA A%, JFAH P ssh2@ssh.com 55& SSH % /7 i ] RSA
YN

SSH fil 4% %%t STelnet il SFTP 451l i

WC'E SSH HI /™ ik 45 7 ML H 5%

HF* sshl@ssh.com F ssh2@ssh.com 73J|LA STelnet 1 SFTP J5 &% SSH f4s4% .

N SEIRIEECE B, A R K -

fit'E STelnet H 7 K H HAIE 77 204 Password.
BiE SFTP H P K H A UE 7 204 RSA.
NI RADIUS.

RADIUS #5444 5K o

RADIUS .4 F5 o

RADIUS H = AR A& i

7E SSH 55 i it A Jl A Hb 225 BH )
<{Huawei> system—view

[Huawei] rsa local-key-pair create

The key name will be: Host

The range of public key size is (512 ~ 2048).
NOTES: If the key modulus is greater than 512,

It will take a few minutes.

Input the bits in the modulus[default = 512]: 768
Generating keys..

HHHHHH
HHHHHH

o

He Bk 55 A i RSA A 4H
# 25 i A R i ) A M 2 BT
<{Huawei> system—view

[Huawei] sysname client
[client] rsa local-key-pair create

# OE % i AL RSA A,

[client] display rsa local-key-pair public

Time of Key pair created: 16:38:51 2007/5/25
Key name: Host
Key type: RSA encryption Key
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Key code:
3047
0240
BFF35E4B C61BD786 F907B5DE 7D6770C3 E5FD17AB
203C8FCB BBC8FDF2 F7CB674E 519E8419 OF6B97A8
EA91FC4B B9E18836 5ET4BFD5 4C687767 A89C6B43
1D7E3E1B
0203
010001

Time of Key pair created: 16:38:51 2007/5/25
Key name: Server

Key type: RSA encryption Key

Key code:
3067
0260
BCFAC085 49A2E70E 1284F901 937D7B63 D7A077AB
D2797280 4BCA86CO 4CD18B70 5DFACID3 9A3F3ET74
9B2AF4CB 69FA6483 E87DA590 7B47721A 16391E27
1C76ABAB 743C568B 1B35EC7A 8572A096 BCA9DFOE
BC89D3DB 5A83698C 9063DB39 A279DD89
0203
010001
[client]

# 4% P 2R RSA A PR IE I IR 55 45 i o

[Huawei] rsa peer—public—key RsaKey001

Enter “RSA public key” view, return system view with “peer—public—key end”.
[Huawei-rsa—public—key] public—key-code begin

Enter “RSA key code” view, return last view with “public—key-code end”.
[Huawei-rsa—key—code] 3047

[Huawei-rsa—key—code] 0240

[Huawei-rsa—key—code] BFF35E4B C61BD786 F907B5DE 7D6770C3 E5FD17AB
[Huawei-rsa—key—code] 203C8FCB BBCS8FDF2 F7CB674E 519E8419 OF6B9I7A8
[Huawei-rsa—key—code] EA91FC4B B9E18836 SET4BFD5 4C687767 A8IC6B43

[Huawei-rsa-key—code]
[Huawei-rsa-key—code]
[Huawei-rsa-key—code]
[Huawei-rsa-key—code]

1D7E3E1B

0203

010001
public-key—code end

[Huawei-rsa—public—key] peer-public-key end

HIE3 4% SSH

1t RADIUS fR45ds s, WImiA~H -, FH 24500008 sshl@ssh.com #1 ssh2@ssh.com;
JIANEIIHE E NAS [FHdE 10.164.39.222 FI#5 4 huawei. NAS [l 251 RADIUS

k452 BE 1Y) SSH IR 4528 1 H bl
#4F SSH IRZ- 28 imfic & VTY H P A4 .

[Huawei] user—interface vty 0 4
[Huawei-ui-vty0-4] authentication—mode aaa
[Huawei-ui-vty0-4] protocol inbound ssh
[Huawei-ui-vty0-4] quit

# £ SSH k%5 #8361 4t SSH F ' ssh1@ssh.com F1 ssh2@ssh.com,

[Huawei] aaa

[Huawei-aaa] local-user sshl@ssh.com password cipher huawei
[Huawei-aaa] local-user ssh2@ssh.com password cipher huawei
[Huawei—aaa] quit

[Huawei] ssh user sshl@ssh.com authentication-type password
[Huawei] ssh user ssh2@ssh. com authentication-type rsa
[Huawei] ssh user ssh2@ssh.com assign rsa—key RsaKey001

$IE 4 JiLE RADIUS FEHR

IR VAT e
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# BB IAUE 7 % newscheme, TAIUE /7748 RADIUS.,
[Huawei] aaa
[Huawei-aaa] authentication—scheme newscheme

[Huawei-aaa—authen—newscheme] authentication—mode radius
[Huawei-aaa—authen—newscheme] quit

# L& SSH ik 453 ) RADIUS FARCA sshe

[Huawei] radius—server template ssh

# I0 & RADIUS WAIE RS 25119 TP Huhik k) 10.164.6.49 ¥ 1 1812,
[Huawei-radius—ssh] radius—server authentication 10. 164.6.49 1812

# it & RADIUS Iz 45 #5248 huawei.

[Huawei-radius-ssh] radius—server shared—key cipher huawei
[Huawei-radius-ssh] quit

il ‘5 RADIUS k4

# Mi & SSH R4%um i) RADIUS 342 4 ssh.com, £EH T N HAUE /T % newscheme.

RADIUS ##4% sshe

[Huawei] aaa

[Huawei—aaa] domain ssh.com

[Huawei—aaa—domain—ssh. com] authentication-scheme newscheme
[Huawei—aaa—domain—ssh. com] radius—server ssh
[Huawei-aaa—domain—ssh. com] quit

[Huawei-aaa] quit

SSH & /7 iy ik 4z SSH R55 2% o
# fiHE SSH Ak 45 %% i 1) SFTP AR %5 LI fE .

[Huawei] sftp server enable
# Ok, T EATRE SSH % Iy i O IE DI RE -

[client] ssh client first-time enable
[client] quit

# STelnet % )" 5K RADIUS TAIF%#: SSH IS 2% .

{client> system—view

[client] stelnet 10.164. 39.222

Please input the username: sshl@ssh. com

Trying 10.164.39.222 ...

Press CTRL+K to abort

Connected to 10.164.39.222 ...

The server is not authenticated. Do you continue to access it?(Y/N):y

Save the server’s public key? [Y/N] :y

The server’s public key will be saved with the name: 10.164.39.222. Please wait..
Enter password:

iﬁﬁ)\%}ﬁ% huawei, E%%%’&ﬁj{%‘l%‘ﬁu—l:‘:

Info: The max number of VTY users is 10, and the current number
of VIY users on line is 2.
<Huawei>

# SFTP % i K RADIUS AIFi%$: SSH R4S 2% .

{client> system—view

[client] sftp 10.164. 39. 222

Please input the username: ssh2@ssh. com
Trying 10. 164. 39.222 ...

Press CTRL+K to abort
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Connected to 10. 164. 39.

Enter password:
sftp—client>

UTRENWERAES

222 ...

BUE5CR ), 1E SSH k45 25 dh AT display radius-server configuration 7% I display
ssh server session 7%, T LA 3| SSH k45w T RADIUS R4 25 MiCE, JFHAE
| STelnet % '3 8 SFTP %%/ 3t K H) RADIUS W IE CL 28 il Ui 3 SSH g% 4 o

# 5 RADIUS k%528 (T & 15 B

[Huawei-aaa] display radius—server configuration

Server—template—name
Protocol-version
Traffic—unit
Shared—-secret—key

ssh

standard

B

N"C55QK<" =/Q="Q MAF4<1!!

Timeout—interval (in second) )

LoopBack :NULL
LoopBack :NULL
LoopBack :NULL
LoopBack :NULL

Primary-authentication—server 10. 164. 6. 49 11812
Primary—-accounting—server : 0.0.0.0 10
Secondary—authentication—-server : 0.0.0.0 :0
Secondary-accounting—server 0.0.0.0 10
Retransmission 3
Domain—included YES

# 11 SSH g5 s AR K o

[Huawei] display ssh server session

Conn  Ver Encry State Auth—type Username

VIY 0 2.0 AES run password ssh1@ssh. com
VIY 1 2.0 AES run rsa ssh2@ssh. com

R

SSH JIk 55 s I ic & ST

#

radius—server template ssh

radius—server authentication 10.164.6.49 1812

#

rsa peer—public—key rsakey001
public—key—code begin

3047
0240

C4989BF0 416DA8F2 2675910D 7F2997E8 5573A35D 0163FD4A FAC39A6E OF45F325
A4E3AALD 54692B04 C6A28D3D C58DE2E8 E0D58D65 7A25CF92 A74D21F9 E917182B

0203
010001

public—key—code end
peer—public—key end
#
aaa
authentication—scheme
authentication—mode
#

domain ssh. com

newscheme

radius

authentication—scheme newscheme

radius—server ssh
#
sftp server enable

ssh user sshl@ssh. com
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ssh user ssh2@ssh. com

ssh user ssh2@ssh. com assign rsa—key RsaKey001
#
user—interface vty 0 4

authentication—mode aaa

protocol inbound ssh

#
return
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B fEr - S & 9 JHk 5 YEp

9 THek S4ER

XTARE

WL THR S Y, KB as RAICE . B IB PR B RLIs T 44, %
IRz 5 T 128 A .

9.1 JH S 4Ed i
H P AT LLUE L30T GTL License SCPF. FHR ARG HAE. EEANT . I CPU FINATE 5 H
R OE SRS S T S e .

9.2 ¥3% GTL License 31t
GTL License U/ o8 wFRALLS F P W 25 B 25 5. THRERTI R S5 4T B2 AU HZ AL

A,

9.3 TH R R Gkt

THR AL WA 7] LLSEIL 85 SR AT PEREMIARAL BTk RE IS N DL A St e 2 i IS AT A 5
AN RIS Y )

9.4 EHIAN T

AN T IR UM ide i e84 T rf AEA WL A IS LT, SEILR ST K.
Tk FRE TS BIAN T SCAF T RO REeHR 2 TR 80 a ST AN T30 1k 8 kb
T L EBOEATT G RB LRI T, BE MR RGEATTLERANT SCF, TR B0 &
BN T X A2 ]

9.5 Wi¥ CPU MM FEI i H 2%

WX CPU AN AR & B R BT A (v LLSHE CPU AN AE KA R, A it
THARGISATIIYERE

9.6 THTJH 8% &

AT R ARG AT )G, T B S sl th S B A AL Bl DR R IR ST
SERGRIAE, FHEEHN S

9.7 Jic B 2545

BC B 5 b A R A T R T B T T IR S R A
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9.1 Ak S4EFPE I

FUP R PGB0 GTL License SCfF THEARGHAME. FEAN Tl CPU MIPA7 5
ORI SEL R A T R S YR

9.1.1 License &}

AR1200 $2fit T License A E & . ) rl LX) License SCAFIEAT IS . THECRK
T EE, SRIGAH ALK .

3 License $AURII, 5 I T LUK 5 S0 SCAR W (K100 55 h RERL IR BEJSAL PR, B
RIS AS s THRY A M v AES 28I T I AT License 15 2 A 09 78 LA T)
REMISCRF AN LD o

7F AR1200 ¥ % [, #5511 PBX IAEFE 2 License #%# 4%

9.1.2 FRGFHE

FTRGE I AN RSO RGUAE BUE S PAF SCHEAT License SCFAEIEAT T4
B, AT RGTAE, LUl B h gk

BAETERW B AT T 28R BNz .

9.1.3 % T &

MRS EHVRAEINEAN 17, wf AEA R W B384 7 (5 D0 B SEOUN ENVR TR 3h A ARk
TH, MM e s R G55, AR PR A R A5

FERA BT IERE R, A I B VA A T — e AR AR B L e R
GEPATAE RIS HIH Dh e LG ML 55 7 5K 55 ARGENIMME A X TNV TR S 10
FENUIT R R G RINL S5 32 205, AR T3 il A5 W g5 i

T A THEATAE R, AT LSRN LA IS AL T S T g e L )
B SRS T RS PEAIE B 2R 9-1 P

F9-1 4 T BYIR 7515 BR
RS 5t BB EREZEHERXR
G BUINE, N T SCHEAF AR A AT | 240 PR T AR b ik

ik, AESCPER AN TR
AHINBBIN AN T I

FINAAANTIXE, AT RS
PR E 4247 (running) o

1247 (running)

AN T A EAE N AEAN ]I,
B AGEATI, T b THE
47 (running) RZ. HEBHEE
frfa, MHM EAEE AT TiE
7 C(running) RASHIHN THEOREF
21T (running) RZE

FH P o] LUEN AL T84T
(running) ARA&MIANT, fEHNT
MR T DX R I

FAREZ R e B R W 9-1 Fios

SRR A 04 (2012-01-06)

LR AE R
AT © AR IR A+

171




Huawei AR1200 F 514k i#% 1%
P R - AL A B 9 MYy

B 9-1 #h TIRZTSHIEEIR K &

BB THN T

T,

MEEAN T

9.1.4 CPU fIAEL BREEHE

P AT BUE R R B CPU AN AE i R S e, % CPU M AF IS O, N T
fift REUEATIHIVERE -
® CPU SN & EMMEN, WxHEEE

WA CPU RN S SR, OB BIER, REKMEE, dxHGE
Ko TR T ## CPU IS

® A IR B B, D H B R

I A A AT R IS B A, AR BRI, RGNS E, Wl H A
S AT T A A O

9.1.5 EFELE
FH P 0T DUHR 4 75 2 i 22 sl BV ER i e, SEBIN i  F 4E
TEHELCRERAE DL S, Bl R ST, 75 LT B A 3 A A 8%
B 7 W R AN, AR1200 B4y Rham ik iy 447 35 Bt s 7 X

e HIES
o ENTES

9.2 #5E GTL License M4

GTL License AT/ A w2 AT X BRI A R DOREATIYI PR A5 BEA T BRI AX
AE.

921 BB EES

% GTL License SCAF43 A LLR RGO — Bl 07 W S5 6 £ 100 FH 7 75 S R F i iy )%
GTL License CF, SRHUMMN MV AT . 55— e in S e & EA7FAE DA IS0 GTL
License X ff, {H GTL License SCAHERIAM CL 2, /i 280 il JH. 0% GTL
License A, 75 I3 ool 55 H Wt o

N IR
® RN GTL
ST SV 45 B P A 2 [R] Bsf B B S GTL License SO, SRIUR N (MY 45 55 e 7
o LEWAE IS GTL License U,  SEELAHAH IV S5 AR H 1) N FH o
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9 Tt 4y

® N GTL
W FAEE D IE ) GTL License XA, {H GTL License {48 FIHRR 21, H
PRI HE . FH. S GTL License 4. 750, GTL License M F4E L
{EHIRR G 2R3, GRS DRERTEOC ], k45T,
fifil\ GTL License JFHRAERT, T2V 2 HIEHT ) GTL License SCAF. s
FH P L5050 GTL License U /N T 241 GTL License SCAFIMAZAUE, 7E¥
WA RIRMIAHAR S, W ZEEFRAUE /N T 417 GTL License SCAFIHZAL
RIS O R A& A B
- WmALERE, SEsHP AL .

- WRIEEA, SP/RHEH GTL License ST RIUG,  [RIISIR [ 24 Hf GTL License R

X,

AN

HATHEE GTL License SCAF#RAE 2 51, H P 75 E46IA GTL License 3CAF /54 h “.dat”
345 GTL License J&, oG & A W T ESN 7415 & 5 M35 /) GTL License —
;. HEH “CdFHAR” FBIFRITT4TIF GTL License XAFIHATEE .

(10 35m
GTL License X544 “dat” .
GTL License 3C44%3 A Demo F1 Comm WAMEAS, HAKX B0

7. EiTEE B REXE
COMM Fe A TR e e ihe X, — AN
90 K, KA 180 K
DEMO R X, —ANERE | e e X, N
60 K 60 K

Al LLE L display license
state 77225 DEMO hitA
License A4 F A7 RN
]‘Eﬂ o

PRERER BT WS, HIP A AR T i R A (R AE R B R B A B R 2
A EYIR . WERARZREAE ], 75 ENA R IE RIS FOB 3R GTL License.

BT
TENC'E License BT, i B5E L FAT55 -
® HIiFkHL GTL License X
® 3)N#k GTL License X/
HiptESE
LEI0E GTL License FZA L BT, s BUELS U UL N & -
FE | #E
1 GTL License 44k
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9.2.2 F4& GTL License X {4
FIi GTL License XX )5, AL ZSCAE RS HIAEAE A TP A BESEA T 305

E =Ny~

B>XIlao
14t GTL License SCHF2 3, ATLRT 4 dir 1575 B4 P 0 R0 07 AL 34
TRAFARA A AL 88 A7 2 [0 4778 GTL License 3CfF.

HRIETTR

F$E1 PATH S dir device-name, TXFE license 2 THALAE o
AR I License 3CfJy*.dat SCAF, 16547 CT Flash A1 U MR H X T
(1 sem
st FH 4 E GTL License X498 P, & Z #4744 license revoke 3% 1F GTL License %k 3L
AL, 181 GTL License %k 2 A& 4 4 2 &) w4537 49 GTL License X, &% GTL License 3. _EA%
B AARIR AT, BRI B G Ak AR SIZA

— 4k

9.2.3 BL & #& GTL License 3 &

MR GTL License SCPF, SR FUFA, - SEBL vt Xk Il 55 AL B b FHASCRR

BIESE
® X GTL License X1
1. $ATHr4 license active file-name, % GTL License 3CAF, SREUAHN AL
(RRTY
*tF 8 K% GTL License XA F, & Zw ey 3) w5 F GTL License X fF.
®  JIJUiE GTL License X1
1. $UATH4 license revoke, 3kfF GTL License K05 .
£ istem
1% ) GTL License % #5161 48 45 /23] ¥ #5#7 49 GTL License X 1.
2. AT license active file-name, 7% GTL License L1, SRIUAHNAZAL -

TR

9.24 (TA[ik) fEHE license #EH Emergency K7
fi & Emergency ARA 235 T license SCAA YA T8 U5 IIURF AL ER (1) f5 KA o

EI =Wy =

B =R=1ac
MR BT R, HRRERIE AT S T LR e —
® HEIT Comm IRASH license A, RA KN Normal.
® & Demo A license 3044, IRZESH Demo.
® {f Emergency R M5 — KM T —IX Emergency JR&HAE.
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I - 9 o 54D
= 1=
BRIESE
1 PAT 4 license emergency, flifiE license FLHL K] Emergency RS-
(10 sem
1% 4% Emergency KA G 22 E A FEI:
® Emergency KA RAHF T SHEY .
® Emergency KA R LB A 3 K, FART A% 7 X Emergency K&,
® Emergency KA R AN —REIRE — R A TARAT B T — KB
R
9.25 i EBRELR
W& GTL License X, wLAEEA 2 FE 448 1) GTL License SCAHF E .
N =]
AT
CV 5 S GTL License XA AT AR E -
= 1=
RIESR
® i display license iy % 27~ = &R 1) GTL License X5 B -
® {{i] display license state 772 .7 License HJ2%,
R
EE =5
<{Huawei> display license
Active License on master board: flash:/LIC ON77076 A6D2CE1AEC3 AR. dat
Active license . flash:/LIC ON77076 A6D2CE1AEC3 AR. dat
License state . Demo
Revoke ticket : No ticket
Product name . AR
Product version : V200R001
License file ESN : AR00050123456789, AR00060123456789, AR00070123456789, ARO00801
23456789
License Serial No : LIC20110309010210
Creator . Huawei Technologies Co., Ltd
Created Time : 2011-03-09 19:36:14
Country : China
Custom . R&D of Huawei Technologies Co., Ltd
Office . Shenzhen
Feature name . ACCESS
Authorize type : DEMO
Expired date : 2011-06-07
Trial days : 60
ITtem name . LLEOIPPBXO1
Item type : Function
Control value 1
Used value 1
Item state . Normal
Item expired date : 2011-06-07
Item trial days ;60
Description . LLEOIPPBX01
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9.3 AR ARG 1E
TH 25 1% 25 AT AT LSE IR 45 IR B PEBE R4 . BT Y BE B3 0 DL R vk 24 7 ia 4 T RRUAS 56 38
A IR R 1)

9.3.1 EIREBEESE

MRAABATIRE T, FETH # R AT RE S I BLAT S Bk v . A A R R 17
O, BRI, 5 EOR B AT K A IS AT A AT T 2, NI AL T 775K

[z FIREE
TEPATAATSS,  F 7 o] DO 4 75 S 16 75 BT+ 2 1) 08 Y SCA
(1 sem
ERRERATHALAN, BEEEATFA:
® AL AN E) SEHLIE 8 BRI B BAGHTIRON & ik A2 GTL License S AF VA BAR AL 64 R AL
B A,
O AAHEEHMREBAEGELER, PRSI BIELIE R NG KA EXI BT HH
f.
® T B I, CREANEIILAE T A GRE, AMEBEIAABRKME, FTREH AT
A
0 WwRETHERIMRIELENEREZEEER, RELEREL O NHF TR BRI VAF G
A
MEESE
PETFRBHIRSCAF 2 /0, FF e F RS
®  HMIRFFTF RIS th oS E o LA, R gk,
HiRHES
FERCE TR RGN0, T e DL 2 .
FE | HiE
1 AT H B %
2 FTP 45251 1P Huhik sl % th 28 1 1P Hbhik
3 FTP Gk H 7 44 s
4 (Al3%) FRA I Rt BoE SCPF. License SCHEFTAN T 60304
9.3.2 ARATHEE
A PRUEBE A4 IR TF 2, e B2 P 42 R B SR AT T a v 46 LA .
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B fEr - S & 9 JHk 5 YEp

RMETER
BB HUR G S PHCREAE ., WA AP, AP BORE RO SUR R£ S0RY

T2 ARSI B B GTL License SC4F, AR FREE, U5 MK 2 &) IF L SRIEFRER .
(RRRTT
® FBEH ) RIRAR V AN E Z P53 69 GTL License XA
® {RIEFRIRE| 94 GTL License X5 £ % F 6954 K Lt &,
R T AR GTL License SCAFITXT I (FIREYE, 8 5CH SORYn i 45 4T FFAH N GTL

License 3CfF, SCIFH Resource 7B Function 7 BRI A 2% 70 A1) e 12 SCA 4% 1l )
BLIRIAAN T RET o

BRI PRIITH TR N 2 7] IEBSE IR 2T B R G (Fee) B
SN PR iR AR S £ SR

4 EH MK R, ATA4 display version, 75 WA YRS AT IR RAS . I SRR A —
AR T SR A A FH 4

PS5 il — RN AR SRS S TR
EHPUET, AT4 display memory-usage, 1 W45 SR AAAAE R, M
WE AR TAEIE S
EHPET, AT display health, ics% FEoR(E S, SEASIFE P B2
AL, TR BB LR T R o T AR SCRE TR REAT R e 7

P 6 Al TFTP 8% FTP Phis - IS, (-1 &0 T+ ar i sl Bt 5 SCA RN _E AL T2 i
it [T T Y A
WL FTP PhislTH i
® UIRAFTFRI A %K P, PC MRS #sui, )RR H G PC L5E2ed FTP

Server N H#2F. FTP Server N HTETHA " B AWM. 23, FHR &AM it
A

® IR R ASAE MRS Asim (e gk &4 4t FTP Server DJgE) , PC 1E% F i,
P AN TG B2 FTP Server NIRRT o SRATE DL N R4 1K FTP Y)RE 2 G A
11, 5 82AE RS T UAT ftp server enable iy 2 FTP Server JfE

WL TFTP Pl T, TR s 2% R & P i ASGESR It TFTP Server T fE,
A FH P A Z0AE PC 56 22%% TFTP Server N HFEF .

BR7 ST ALEN TP K2
PRS AFF TGP P R A 2 ), CRUEAT AL 08 1R TR s AR T R AR S K

(eSS

9.3.3 TH ARG

HRER
AN AR1200 1E 4 FTP IRSS%%. FTP % ). TFTP % 7 b Al it BootROM
BRI ARG SR AR1200,
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P R - AL A B

9 Tt 4y

RESR

o [itE AR1200 1EX FTP %45, PC 1EANE Pt R4 0 L4EE] AR1200

1
2.
3.
4

PAT A4 system-view, FEANRFGME .

AT A4 ftp server enable, Jiiz)) FTP Jili554%.

PAT A4 aaa, TN AAA LK.

PUT 4 local-user user-name password { simple | cipher } password, W& Ah
- 24 RV R

AT A2 local-user user-name service-type ftp, FCE A H RS IEH N
FTP.

AT 4 local-user user-name ftp-directory directory, WCE FTP H ' IH4ALH
E:KL o

7t PC LA Windows Ifir 2ATHERTT (bAb L Windows #/E RGN B
HEANTRE AT, B RGN, 41 D:\ftp.

AT Windows 14> ftp ip-address, Wik FTP J7 8 M 2% .
IR BT B H P 2 04, $% Enter 8, 4H I FTP & b AL &

M AT PR AT, Al ftp>, BEI A HEAN T FTP IS5 48 10 LA H ok il 9-2
Fs o

9-2 )\ PC i % 3% FTP BR55 88

et | Cz \WIRDO¥Sys¥stemn32icad. exe

t Windows XP [fF7~ 5.1.26801

‘H 1985-2801 Microsoft Corp.

C:~JDocuments and SettingsAdministrator>d:
D:~>cd ftp

D:~Ftpxftp 172.168.200.161

Connected to 172.168.200.161.

2208 FTP service ready.

Uzer (172.168.200.161:<none>>: huawei
331 Password required for huwawei.
Password:

238 User logged in.

ftp> o

10. AT binary BEE LT X8 BB

(1 s5em
FTP £ # ASCII 2%, —#t#| X EA . —H R A E:
® ASCII A4/ ASCIL F4F, & £t a7F.
® IR 454k A KA T 5 F A

FTP 4 A2 X b & P s AT, AABIA ASCI # K., B # T AEXnikds
#ATY# (ASCII #= Binary ) . A #r XA AHEA ASCIL 7 K, 4% 4 = 3t 4] A1 )
Binary # &,, st &3U4E A Binary 7 XK.
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1714 put remote-filename [ local-filename 1)\ PC Ui 5 48 SCAF A% 2] i i

11. AT
o

12. {EBH28 EHAT A dir, WTEE YA H X N R AL ARG C
(1D ssem

Jo R BAAE KT ARIML PCoRM K R—5, THEAGH LT B
¥, .
® [i’E AR1200 /E4 FTP % F'ify, PC 1EAMRS 3K RSSO LAE2] AR1200
1. 7 PC 11247 FTP Server #2/7 (LA witpd32 AFIN4) , Wi 9-3 fix.

& 9-3 PC i#iz{T FTP Server 125

B Ho log file open — WFTPD

File Edit WYiew Logging Messages Security Help

For Help, press F1

2. TEFHAFAPIERE “Security” -> “Uers/rights” BCEH 4. %A PC L FTP
M TAEH%, Wk 9-4 s,
TEFLH TR HEF Bh “New Users++” WE L A AERS, W44 AR,

S50k 123456, {E “Home Directory:” 4% & PC I FTP ) T/EH %, 40 D:
\ftp, FRF R SCTRNIERAE T, ARG “Done” H&4 SCHXTTEHE .
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9-4 FiiE FTP AP

Ozer / Rightsz Security Dialog

Usger Mame: | j Done

zer ...

Home Directony: [
Help Rights > |

TEM 8% L AT 2> ftp host [ port-number |, &% PC Y.
(10 s5mm

%3k FTP Server s% 77, #fRskd B ST A4 B T RSN =R FHRKEAAE ., B
K EMAZ AR BN P L FEA,

AT AT % binary BCE AL T 00 iR
AT A4 get remote-filename [ local-filename 1)\ FTP Server ity %% &9 A«
ARG T EI)G, AT 4 bye 5L quit, 215 RS AIIER:, FRB[FF]
P AL .
AT AT % dir, FTER B A G AT H ok N R AR IZ R G T
L1 e
Jo R Bh b B4R KT RAAIMLE PC e KR —3, ThLEEHiILFEAR
T, WEHAEE,

® T[iE ARI1200 /£ TFTP &P, PCEANRS BB RGN LAED B 2%
[RARYY:

1.

B A7 AR1200 R 3 #4E 4 TFTP & F 3%,
7F PC 3547 TFTP Server F&)¥ (UL TETP32 MHIA4D) , Wik 9-5 iR

SRR A 04 (2012-01-06)
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9-5 PC iz 1T TFTP Server 2 ¥

Y. Tftpd32 by Ph. Jounin

Current Directory |D:Htftp32 Browsze

Server interfaces | 10.128.78.95 ﬂ Showw Diir

Thtp Server l Titp Client ] Syzlog server

Current Action |Listening an port 59

| _. .............. 'E"I:":lut,,l Eettlngs | HEID |

2. TAEHS ( “Current Directory” ) & HE N R BIHIHAE, Wy
“Browse” KH M, JEHRGCMTBAMNEEAE: kS5  “Server
interface” ) AL TFTP 454511 1P Huht, — RG4S A3 L2407 PC 11
IP Hihik:

3. fEMH A LHAT A thtp tfip-server get source-filename [ destination-filename 1)\
PC i 8 R GA.

10 358
TEAE ARG B LA A B TR R T ARLFR R
4. AT dir, FEE A A H o N R SRR RGO
(ARRTY
JeRohh B4R KT RAAIML PC e K R—3, ThLEEHILFEAR
w, EEAEE.
® Eil BootROM R TH AL MHZ AR1200

(AARTL

o A BFEEABMMGIRIERE &, —RAEBULA T K, RAR G EZLF Lk
B H 0 AR A F BALR B E R R A Gk
o THBRNEEM L PC kAL,

® ARI50 %5494 W 2 # Ethernet0/0/3, AR200 % 7494 3 W 2 % Ethernet0/0/6,
AR1200 % 7] 49% 3 W 1 % GigabitEthernet0/0/0,AR2200 ¢ 32K 1 %
GigabitEthernet0/0/0, AR2240 9% 32 1 % GigabitEthernet0/0/2, AR3200 % 7 &9% 32 W
O % GigabitEthernet0/0/2.

1. {EfcE Zumel PC 1817 FTP Server 2/ (UL witpd32 J#) , i RGP
TEHARIFEI - FTP H P AT, n2 IELE AR1200 /524 FTP & /3%, PC
1R RS 348 R SCHF L A& 3] AR1200 FHI2PE 2.

2. JEif Console &k gy, HARTEZ WHEIT Console N8 3REE HI%E.
3. FEAEGHEY, AL Bl R E B 4% Ctrl B, #E\ BootROM 32 H.,
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Sep 16 2011, 17:14:28

Copying Data : Done

Uncompressing : Done

Initializing SMI Bus:0K

Init flash, please wait......

Base Address: Oxfffffffffc000000

Size is: 0x200000000K

flash drv init.

Initializing FlashPiece Module:
FlashPiece start offset at: 0x300000
FlashPiece size is: 0x100000
Initializing FlashDynamic Module:
FlashDynamic start offset at: 0x400000
FlashDynamic size is: 0x200000
Initializing 12C Bus:0K

USB2 Host Stack Initialized.

USB Hub Driver Initialized

USBD Wind River Systems, Inc

EHCI Controller found

Waiting to attach to USBD...Oxbfffdf0 (tRootTask): usbl base = 0xbff22000Done
0xbfffdf0 (tRootTask): usbBulkDevInit() returned OK

Press Ctrl+B to break auto startup ... Attached TCP/IP interface to tethl.
CL] stem

® 1T Cul B/E, M7 &R A4 % huawei 4 T AH#A BootROM X # .
HEN BootROM SRHLS, FEFEA 3 I, MWL TR

Enter Password:
Main Menu

Default Startup
Serial Menu
Network Menu
Startup Select
File Manager
Reboot

SN

Enter your choice(1-6):3

BEAMIS IR, JEFEER 2 T, BXURtE.

NetWork Menu

Display parameter
Modify parameter
Save parameter
Download file

0. Return
Enter your choice(1-10): 2

MR SEER S UL B fip 28 . R ARR. BEIM O R IP Motk fip R4S 5%
[ IP Huht . fip M 7 2 AL 5S40

NOTE:
Ftp type define: O0(ftp), 1(tftp),

W=

ENTER = no change; . = clear;

Ftp type : 0

File name :oar.cc

Ethernet ip address : 192.168.200. 174
Ethernet ip mask : FEEEEF00

Gateway ip address :

Ftp host ip address : 192.168. 200. 1
Ftp user :ar

Ftp password ©ar

SCRURTERCE)S, BRI 7R, JEHER 4 3, M PC g MRS
e
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NetWork Menu

Display parameter
Modify parameter
Save parameter
Download file

0. Return
Enter your choice(1-10): 4

7. IEFERGUCE N EAF AL

Download file to: [ 1:flash 2:usb0 1:

BB IERER BN T Bl 1 RIRAE flash

haleli e

(1] 68
flash A% & BA 9 GHMANR, LGN RO UE, RASA PR 4R
=,
8. ARG NEKIG, FHE B hasRIAT .

9.34 8 P X BEhH
e s A s KRG iktE 2 )G, DAEER N %A shJa A TIRES St

B =R=la
TEFRE FIRIA SIS0, T B 5E L R 454k
RGBS R, HARPIRE S W P FTP fr &7 STFERE T FA%
BN B ER A3
T AERGIKAT AT, SR AR A A T AL A S A TR G A
(10 sem
SobiB it K. B BRI E R AR B B4 S E A
TR % thas BT N .
RIETR
W1 EH B T4 startup system-software system-file, A FFRIGE FIRE 3G

ARGt

PE2 V) HTRI ARG AT L RN S TRSCPER,  nTRARAT LT #4t
® AT startup patch file-name fi%, R FEFMARE TR BN AN T30

S 3 (AL AT startup saved-configuration configuration-file 4, HEFEMRIEE T IXIEE)
Je BTG S

-

9.3.5 BELE &4 B a3

BE DRGNP, BOr RS DU SO0 N BEEDRT IE R R 30
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El=3 =
B %15 :%\

MHT A SRR T EE ARG S IR ES, KBS ERGETEIER A8, &0 &R
SRR BT IR B
(1 sem

O ZLIRMFOLIAVL “oc” AT L, HLAGHAEARR TP,

O Bty BB AT A B AT B AL AAR], T VAR RE MR, (2R3 2
BB O — T RARIER G IET BF,

TR H g BT R R E .

BRIEDE
SE1 7ZEH P ME AT 4 startup system-software filename backup, 5 3E & 07  RGAF
(O
R

9.3.6 (A[i%) HAZLIEOIR BootROM
AABAT )5, 2FE Fl 1GEC AR 5 2T T AT T2 BootROM 4.

EEER
(1 sem
#AT diaplay device 4T AL F L& R T A £ M R4 2FE = 1GEC £,
BRIESHE

$E1 T
HE2 AT

SALRME, W LAPAT display version slot slot-id ¥ 2x BootROM FHZ &5 2,  H I
RO RS 1 2 7~ A5 S 15 BootROM N2 %)

—HETR

9.3.7 ERIE&

FEBATH SO RE S R R Ge b B E R SO EREA T B 8 o B A B o, AR R B AE AN S
PERI A RIS O PR B8 U B A 1 1 7 LE A o

upgrade slot slot-id startup bootrom, JI-254% 14 [1) BootROM.,

&> A

reset slot slot-id iy 2 =75 LA .

B

RIS E R, HIBLLL RO, TR R &

® FLIRE NI I ARG A BE X2 )5, R R A
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BRIES TR

==
A B

EERBBREEZA, HAWAT save ARG L AT AL B S,

REFRE, XVAVXRBENTRBIRMFOHITER, R AT TARB KM QAL
W, MARGEWHE LB, wRABREIK, XEFELMEE LR EAEGHMF O
B (R flash—U #) JeRE —FHREFAE S ANETEN SN A X269
F— AT RF) . JeRIEEFHNIR NG EN Z G A E X, K&K E 24
PR RB]| AR BRAFEFT B, TN A%FIFEE BOOT (4%,

o ST, BUTA4 reboot [ fast], ScHUH B4 0 TR 3.
R

9.3.8 (H[i%) #iE GTL License 314

36 B 4=
== Ell%\

X F¥E BT AR H) GTL License SCAF, il i GTL License SCAF, SEH i & FAHN
Mb A IR W

% GTL License 2 B, $ATar2 dir frd, AU &k sh AR RRES A7 AN
Ji (U #8434 Flash) 1,

RIESR
® JfT14 license active file-name, % GTL License X, FRHUFHNAZHL
R
9.3.9 MERELR
THR RS RAFBCE D5, 7T AR B8 L S50 BRI SO — B LS
o
IR &M
CIE T R R G R  T A ELE
RIETR
® fii[f] display patch-information 77275 4 HI A A T 15 H .
® HATr% display startup, LW RNATEF “Startup system software” Hl “Startup
saved-configuration file” B IS NI SCAF 44 FR, 5 FH P s I sl i) SO 22 PR kAT
XS
R
EE =5
ZHEHNT )G, AT display patch-information 174>, 1 LLE BN T HIRN T HICHES
AR RS .
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<{Huawei> display patch—information
Patch version : ARV200R001CO0SPH100
Patch packet name: flash:/patch lic2.pat

PAT 4 display startup, 7T LLEFE R IR AT ANEC B SO A PR

<{Huawei> display startup

MainBoard:

Startup system software: flash:/ar0215 31345 1220. cc
Next startup system software: flash:/ar0215 31345 1220. cc
Backup system software for next startup: null

Startup saved-configuration file: flash:/iascfg. zip

Next startup saved—configuration file: flash:/iascfg. zip

Startup license file: null

Next startup license file: null

Startup patch package: null

Next startup patch package: null

Startup voice—files: null

Next startup voice—files: null

9.4 EIHNT

SRR T IRLRME I ik e TR 220N T AFEA WL S5 15 DL T, SELARGETH 2
MR E RSN T SO AT LY RGUHRE R KR S JE AT AN T30 F e L 0 8h
TATBLEFAE AT G RGBSR T, B MR R GEA T ZE NN T 3CF, IR e 2

TFEBCRN T X P9 A7 2 ]

941 EIuBEES

ity EEIRAN R GU I SRR I, T DG R GTHEAT b TR AR A b T LA

LS RO T, SEBLRGTI

Bz A EREE
FELHREAN TN, G2 AN O T BB AR 4h 17
NARGELAAN ]SO n] LSBT B RGBT ISR TH 9, 7 il DU FELL T Pl
Ji
® VB AN IO, AN TSCPFAE RN TR AE AT A, BRI RN TSP EIEEA
BATAMAMNE R B, HENZRAT .
® i FUUABIAAN IS, AN T SO IR A e R 2
HEES

TR AN T 2200, 58 L AR5

® f PR AR IEH LA,

® NI APABAERS AR A B
HiEkEE

FEN R GUE BRAN 120, Tt LU R 2
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FS | 8

1 HhT RS

942 REHT

R RT LAZE S P RN AT 28ekh T A& AT T 0454, AT S B0 26 103 I AT HE
B, I RSrERE.

ERER
T R —I 2R G K Ge A — M T SCHRIsAT, T ederh TR 24U T4 display
patch-information £ 25 4 HT T 14N T 5B, SRS 74N T 30fF. W5 Brh s
IEAEIZATHIAN T3, TEBAT IR T B AEREAT AN T SO I8 5
P AEREAT Ik T IR 2 A7, B 5200 58 LA N 454
o AR TR MR, BAPESER MM FTP &7 SCHERE T A%
BCR B Y
BRIESER
P11 AP
S 2 AT 2 patch load patchname all run, 4 ZGEIHHN T o
(0 352em
® patch load patchname all run 4~ R §630%F £ ANAMNT €.
O AWTEEREELA, WwRAL T CLLRIESTTAMNT patchA.pat, A FigiE 7304 T
patchB.pat /&, 3 F 3k BB E 2 HE/74MT pachA.pat B, & 2264047 patch delete all 44
MIRANT &, B EH IR E AT patchA pat 238 3L startup patch 44~i% & patchA.pat A
TR BFHGAT, @it § 13 A 4A£1F patchA.pat 4 2.
R
94.3 HEE N XBHEIFNT
P AE EARKN T SO R S, I RAN TR EE R R, nladd $a e R IRJa shrsh T
SO T SO AE B BT Ja 2B R, SEBIDN R HAF LAl
ERER
TEFRE T RIE BN G AN T X2 0T, 7 58 LN AT 55
® AR AN T SO B BB e N B, BAR SRR DR WA P A
FTP i AT SCHHRAE T EAR B R8O 43
BRIETE
FTW1 M UET, ATH4 startup patch file-name, P EIEBRSEE N IRESE AN T
S, SRS A * pat
R
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[RERAbFE

R PRI T X E, ATUAHAT T4 display startup, & F#5HR “Next startup
patch package” BT W R ST A4 FK o

9.4.4 FIEMT
UHRAN T RBEW AL RGBSR, BB TR B NAEAN T LA A mmr, 7 wT DAEH A
NRATEECRN TR

de B3 f

=8 FJ)%%

TEARG LA TR, UM ARG AV — 40 T30 AEIETT, BT ELER & 200
B ABIAN T 3C1E, RIGERG AT Ponaitah 130k, A B 5 2R A7 A5
AT AF DR AL THEAT AR AN T3

BRIESE
SW1 Y754 patch delete all, WERRLH P T
-
A

XN T SO AT IR EREJS, TLUZ B MR SR AL E 45 3 .
® P74 display patch-information, &% ]R3
XA T AT B EAF )G, T @4 display patch-information, & RGN T F L

<{Huawei> display patch—-information
Info: No patch in the system

945 HEHRELER
AN TECE 5, nTCAE A 2N T BRAN TARASSE N K.

IS
C IR T T A&
BRIECE
® {{i}{] display patch-information iy % 2 2 HI T A AN 115 .
T
52yt
AN T )G, AT display patch-information 172>, T LLE 24N | ERN TR ICIES
AR ERIRES .
<{Huawei> display patch—information
Patch version : ARV200R001CO0SPH100
Patch packet name: flash:/patch lic2.pat
CRAIRA 04 (2012-01-06) MRy LA LR B A I 188
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9.5 I5#= CPU MINTERI B E

X CPU A NAE & B R AT A S i i &, m LS4 CPU AN AR AR L, A It
TR RZIBITIMERE .

9.5.1 B BES

FEIEAT CPU F A by P 7t 0 B L OO TC B AR R R PO S PP 1 S P P 1
BALS B eSS, A BTGl HEA S L EAT 55

[z EREE
CPU MA AR WA %0 ER Sy, ARG HAFAE W R R th 5 8 PRI th FAAE i A
I, Bieni KR CPU B, IR SR R G PERE, I B A A KL v
ZAR BIEHIERIROL . IX R 2 253875 7 5 )7 Al R ISR T I 2k
TE B A AL BRI R R b, W SR BEREXT CPU A AE HH I oy FH 2 G 100 B I 5
A UASEAT R P CPU AN A I 0L, IR R etk e, DMRIERZE— A T R A%
sk,

AEES

FEMLYE CPU AAAE IR ZAT, Fise L M ESS
® i fRiE AR I LA

BiREE
fEHLHE CPU FIPAE 2 AT, e BL A

FS £ 6
1 CPU (5 I 5 B TR B {E A A B {E
2 AT 7 IR I 75 2 B

9.5.2 it & CPU H XL EHE

FCE CPU (5 U E B, LB CPU I LU 2

E=ER
WO B D R AU R T T G R i A 1 1 IR
o HETEIAEME: X4 CPU HHRIABNZBMERN, RFEKHEE,
o HAERGIME: M CPU MR ZBMEN, RE .
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RIESR
$B1 HAT 2 system-view, N RGWIE.
T2 PUTHr 4 set cpu-usage threshold threshold-value [ restore restore-threshold-value ] [ slot

slot-id |, BUE FEAREE F5 € 75 E TR CPU 5 I 28 25 2 T 4 AN M 4 o5
ST A -
(1) +mm

AT

CPU & A &4y M 455 L4 BEA 80%, W4 LW I FIER 75%.

4 CPU & A F4 T FRAR T 60%AT, W 352 4k 5 IME 69 BRIAE 4 24 2T IR, 1%.

%4 CPU & A 4B TRAKR T F T 60%aF, Mdes 24 5 BME 69 SRIAME A 4 2 1T IRAEIR 5%.

—HETR
953 EBENEFLHAREERE
B P17 P B, ST A 7 P L A

HRIER

=

B
AL E D PR LA B T AN 5 e O B R
® HEJFUGHIME: AL R EZBEN, KRGS E.
® EKABIMEH: AR AR B EE, RS EHER.
RMESR

$BE1 HATHr 2 system-view, N RGWIE.

T2 PUT1r4 set memory-usage threshold threshold-value, & WAT i H 452 R {H
BRATEOLT
® HIMRIINAFAEA/NTSET 128MB I, A7 by 3 (1) 252 (B 90%:;
® % LIHIK N AEA A 128MB ~ 256MB B, N AF I 1 238 1) 35 2 B R 2 95%:
® I IIHI A7 AE 256MB ~ S12MB I, A7 by S (1 15 42 B {1 A2 95%s
® FRLIBIMAAFA T SI2MB I, PIA7 R0 FH 232 10 352 B AE i 95%

B
954 HEERBLHER

CPU MIA A7 by F 2 B E B e E e, 7T AR 21 CPU AP A7 o 3 o 0 (L O G 1
5!

o

AR &

58 CPU M A7 A B T A R
RIESHR

®  f{ii}{] display cpu-usage configuration [ slot slot-id |#ir%, & CPU {15 H %,
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BC B - B 9 JH 5 YEd
® fii[{] display memory-usage threshold 7%, & NAFHH %,
R

5B
# B AT SR AICPU S 25 E . CPURY &y FH 28 1 AR BILZE 8715 ELIICPUS
<{Huawei> display cpu-usage
CPU Usage Stat. Cycle: 60 (Second)

CPU Usage : 0% Max: 100%

CPU Usage Stat. Time : 2011-01-30 15:41:37

CPU utilization for five seconds: 0%: one minute: 0%: five minutes: 0%.

TaskName CPU Runtime (CPU Tick High/Tick Low) Task Explanation

BOX 0% 0/ 7097de BOX Output

“TIL 0% 0/ 0 Infinite loop event task

VCLK 0% 0/ d90e00

TICK 0% 0/ 38b72ad

co0 0% 0/ 1e677b co0 Line user’s task

TAD 0% 0/ 0 TAD Transmission Alarm Damping

RTMR 0% 0/ 18a307e RTMR

1PCQ 0% 0/ 1c18lc4 IPCQIPC task for single queue

IPCK 0% 0/ 0 IPCKIPC task for ack message

VP 0% 0/ 38700 VP Virtual path task

TPCW 0% 0/ lal67 IPCWIPC task of WVRP

VPWV 0% 0/ 19540d VPWVP task of WVRP

RPCQ 0% 0/ 1540dc RPCQRemote procedure call

VFS 0% 0/ 0 VFS Virtual file system

VMON 0% 0/ 59002 VMONSystem monitor

HACK 0% 0/ 0 HACKtask for HA ACK

MTP 0% 0/ 0 MTP

STND 0% 0/ 5de440 STNDStandby task

CFA 0% 0/ 28c9fa CFA Configuration agent

INFO 0% 0/ eTel INFOInformation center

SAPP 0% 0/ 39569 SAPP

NQAC 0% 0/ 0 NQAC

NQAS 0% 0/ 0 NQAS

VOAM 0% 0/ 0 VOAM

MINM 0% 0/ 532c94 MINMMac in Mac

APS 0% 0/ 570eda APS Automatic Protection Switch

1SC6 0% 0/ 0 1SC6

FIB6 0% 0/ 0 FIB61Pv6 FIB

BFD 0% 0/ 8557f7 BFD Bidirection Forwarding Detect

TNLM 0% 0/ 16dc594 TNLM

0AM 0% 0/ T7e0fb2 0AM 0AM

LSPA 0% 0/ 0 LSPA

L2V 0% 0/ 12eb43 L2V

SNPG 0% 0/ 552703 SNPG

CCTL 0% 0/ 0 CCTLBulk stat connect control

TCTL 0% 0/ 0 TCTLBulk stat transmit control

NAP 0% 0/ 0 NAP

PM 0% 0/ e509c PM

PMF 0% 0/ 0 PMF

EOAM 0% 0/  6c0c8 EOAMEthernet OAM 802. lag

1731 0% 0/  bbbaf 1731Ethernet OAM Y1731

TRAF 0% 0/ 0 TRAFTraffic Statistics

SLAG 0% 0/ 0 SLAG

ITSK 0% 0/ 176169 ITSKIPOS common task

CbhM 0% 0/ 9d3ca CbhM

CSBR 0% 0/ 0 CSBRCompare slave buildrun—info

NFPT 0% 0/ aablf NFPINFP timer task

SOCK 0% 0/ 61e702 SOCKPacket schedule and process

VTRU 0% 0/ 0 VTRUNK

FIB 0% 0/ 0 FIB Forward Information Base

MFIB 0% 0/ 22b68 MFIBMulticast forward info

IFNT 0% 0/ 0 IFNTIfnet task

u o 0% 0/ 0 U 0 user command process task

PDTT 0% 0/ 0 PDTTPDT timer task

VTYD 0% 0/ 180all VIYDVirtual terminal
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RSA
GRSA
AGNT
TRAP
AGT6
FMAT
MDMT
NTPT
CEM
HS2M
ISSU
WEBS
CMDA
MACR
SNP
AAA
RDS
TACH
WEB
UucM
LAM
GTL
CPPS
ROUT
LSPM
RSVP
LDP

CSPF
GRES
GEM
GEM
UTSK
APP

1P

LINK
VRPT
HOTT
TNQA
TTNQ
TARP
TTVP
L2

VRRP
L2 P
ARP

PBBL
RMON
0S

0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
100%

0/ 0
0/ 0
0/ 0
0/ ech2eb
0/ 0
0/ 262b90
0/ e825a5
0/ 1b3d998
0/ 0
0/ 0
0/ 0
0/ add886
0/ 0
0/ 10c76
0/ 0
0/ 0
0/ 0
0/ 5d0a2l
0/ 0
0/ bd69
0/ 0
0/ 0
0/ 0
0/ 1dbd703
0/ 1cOa4l
0/ 0
0/ cffbbe
0/ cd083
0/ 0
0/ 0
0/ 0
0/ 0
0/ 16649
0/  9ff0c
0/ 1f0b816
0/ 8daba
0/ 0
0/ d9ele
0/ 0
0/ 0
0/ 0
0/ 67387b
0/ 25d5a0c
0/ bl8764
0/ 0
0/ 0
0/ ab97a
20/98434960

RSA RSA public-key algorithms
GRSA

AGNTSNMP agent task

TRAPSNMP trap task

AGT6SNMP AGT6 task

FMATFault Manage task
MDMTModem task

NTPTNetwork time protocol task
CFM Configuration file management
HS2MHigh available task

ISSU

WEBSERVER

CMDA

MACRO

SNP DHCP snooping function
AAA AAA

RDS RADIUS

TACHWTACACS

WEB WEB Authentication

UCM User Connection Management
LAM Local Accounting Management
GTL

CPPS

ROUTRoute task

LSPMLsp management

RSVP task

LDP task

CSPF task

GRESM task

GEM

GEM RUN

UTSK

APP

1P

LINK

VRPT

HOTT

TNQAC

TTNQAS

TARPING

TTVPLS

L2

VRRP

L2_PR

ARP

PBBL

RMONRemote monitoring
Operation System

# R T AR CPU 7 F 2 1 C B A5 B

<{Huawei> display cpu-usage configuration

The CPU usage monitor is turned on.

The
The
The

# B AR A A o R G A

<{Huawei> display memory—usage threshold

current monitor cycle is 60 seconds.
current monitor warning threshold is 80%.
current monitor restore threshold is 75%

H /oo

Current memory threshold of the main board is 90%.

9.6 EFERIMLEF

P AR TR G IR, R A ShiE A A AR A G DA R I I SO T

TEARGL, T E IR RS

SRR A 04 (2012-01-06)

LR AE R
AT © AR IR A+
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9.6.1 BIIMEBMTSE

FESEAT BT IR Bt L 2 RO C B A0 1 A ek R A S I PR I5E  IHC B AP P P I A 55 A B df
HER, A TP, R T R B A S

R RIS
MBS RSSO )A s g AR A B TR s I ST
FPERGREN, TEERE S
AR1200 A i iy 247 53 5% i 25 10 7
o HIFER
e ENEE
EESE
TEERE BB AR 2/, T2 5E L AR5
o K TAEIER
HiR S
P AR &0, FFEAEE LU 5.
F5 | &g
1 % FH 2 22 I 7 (1) ) T
2 % H A o B PR A e ()
9.6.2 BiBIRIERIESE
FH P nT DUBCE S B S B s, B0 2 A0 75 ZEA R A5 77 B R A B R 33 1 Y AT S
.,
E=ER
Zé&&%
—REIELT, REBIEF reboot 44, CHFHMAL I E AR AR, B, EER
B BET, WAL TE E RGN REE L.
BRIESER
® P74 reboot [ fast |, 7RI EHTH sl Hi#s
4R
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963 EENERIEE
0] DAC B S 5 4% e e B TS ThiRE, I 1 e 31 1 2L AR R) 58 3 4 5 T ) /i IO 25

i
E=ER
T AE 28 I HE 0T A B s iR A BT R I .
BRIES R
$EB1 EHPMET, $UT 4 schedule reboot at exact-time, JE % H s ER BB IhAE, I
BERE B IR LA TR]
P2 AT 2 schedule reboot delay interval, &z H 2% € N F A DIRE, FF ¥ E A AT 15
FEIS ]
WL P2 EIFFICR, FRAT LU e I EE S s ThRE, 7 n] DARR 3 s s i 22
TEREHrh—FpiD B,
SR TENLT, AR R A e NS D RE .
(1] ssem
+T i it undo schedule reboot 443 Y & 0t 47 B 3h 4.
4R
9.64 INERELER
R B AR L B D 5, v AR 21 f s e N S I S50 B A
Gk 3Gs
B 58 BT A 2 % th 2 I BT A e &
BRIEDE
® f{i}{] display schedule reboot fi% A F i Hi i i I T H I S8R .
—-ZEWR
£ =Gl

# 5 00:00 32 I H i B B A GBS R .

<{Huawei> display schedule reboot
Info:System will reboot at 00:00:00 2009/07/01 (in 12 hours and 33 minutes).

# B AERY 12 /NN R I % e R C A R

<{Huawei> display schedule reboot
Info:System will reboot at 23:27:14 2009/06/30 (in 11 hours and 59 minutes).

9.7 EL B 21

(LSRN (IR SRR FUE AN NN L W e 0 B TR LR S o

SCRYRAS 04 (2012-01-06) Sl A RS B
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9.7.1 APZ R~ 5

TR TR HARD IR, B R 56 R 4t v T 4%

BT ARG A C AN REI AL 7 i 22, ) o 28 BRI RS AT 2 5 22 F)
P, BB T S R G REA T T

Wi 9-6 Firois, W4 1 RS BE & A R RRCAS TSR A2 ) i SR it ZE S8, S 8wl S itk
T RGBT RS, eIy, P AT DO R 34T A T2

9-6 TR LA E

GE2/0/0
= 10.1.1.1/24 e

A

R -

PE PC
FTP Server 10.1.1.2/24

B EEEEW
® U B ATl P ) EH B PC HLA
® KA VAAT A T BRI RS 0], PRAEAT N BRI AE it 0] KA BT B R e

[T gidi
R A BB T+ B 45

1. AR RGN, A28 AL SO X0 FTP 5K, ¥k &4 N FTP
4528, H) 452 userl, ZEiLJE huaweis

2. HRE NKHEHE SN AR SR B S
o DRAFECE SR, ER B
4. KAEBCESR.

HiEHEE
) TEUEILEI, YT

® AT AT BRI R GEAFIRA, AZEG TR ICA ) V200R001C00.cc.

® N EIRE M RGRMIA, AR2F5 € KRG TATIA S V200R002C00.cc.

® ARG AN A B, AR2Z8IFR T I R G IR A ) V200R001C00_backup.ce
® TN A AEAH A I P A A W A ]

RMESR
BB AEHAR RGH S
# A4 AN FTP IS5 4.
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<{Huawei> system—view

[Huawei] ftp server enable

Info: Succeeded in starting the FTP server

[Huawei] aaa

[Huawei-aaa] local-user userl password simple huawei
info: A new user added

[Huawei-aaa] local-user userl service—type ftp
[Huawei-aaa] local—user userl ftp—directory flash:/
[Huawei-aaa] quit

[Huawei] quit

FRECE sE R, T4 display local-user T LLAT A E 1 H S B

<{Huawei> display local-user

User—name State AuthMask AdminLevel
userl A H -
user2 A A -

Total 2 user(s)

# 1 PC I, PCE —BERALSHAS R e \temp J TAE H 3%
(1) +mm
VAT #45vA WindowsXP % % 4 5 347508 .

5 AP R R (B Catemp H) T {5 “THG” 358 “I5477 i
A emd, RJ5H “BIZE” G, 2 )JE8EN FTP 10.1.1.1, £ “user” ¥on AN 4, 1
“password” /N PN, HCESBWR:

C:\Documents and Settings\Administrator> ftp 10.1.1.1

Connect to 10.1.1.1.

220 FTP server ready.

User <10. 1. 1. 1:<none>>:userl

331 Please specify the password.

Password:

230 User logged in

W FTP % 7 i A7 30 E AL SOOI H S B AR A SO B AR s X
ftp> binary

200 Type set to I.

ftp> led c:\temp

Local directory now c:\temp.

#{EPC I, 5 PC _ERIFTRA RGHAT A Cree) BAEBIBR G2
ftp> put V200R002000. cc

200 Port command okay
226 Transfer complete

BEE2 5 NIRRT A SIS T IR A ARG B ST
#4558 MR BN I AT I R G AT

{Huawei> startup system-software flash:/V200R002C00. cc
This operation will take several minutes, please wait..........
Info: Succeeded in setting the file for booting system

# ¥50E T IRa SN E AT G E S
<{Huawei> startup saved-configuration aa.cfg

This operation will take several minutes, please wait...
Info: Succeeded in setting the file for booting system

# AR N CHH A B IN R AR SRR B SO, A T O SR 1 B RRCAS

<{Huawei> display startup

MainBoard:
Startup system software : flash:/V200R001C00. cc
Next startup system software : flash:/V200R002C00. cc
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Backup system software for next startup: null

Startup saved—configuration file: flash:/iascfg. zip
Next startup saved-configuration file : flash:/aa. cfg
Startup license file: null

Next startup license file: null

Startup patch package: null

Next startup patch package: null

Startup voice—files: null

Next startup voice—files: null

FE3 RGN A ST

# LB RGO RS, B R ARG DU R 5 D0 N BE B I3 A 3.

{Huawei> startup system—software V200R001C00_backup. cc backup
This operation will take several minutes, please wait...
Info: Succeeded in setting the backup file for booting system

ORAFICE S, TR B
# DRAFIC B A

<{Huawei> save

The current configuration will be written to the device.

Are you sure to continue? [Y/N]:y

It will take several minutes to save configuration file, please wait...
Configuration file had been saved successfully

Note: The configuration file will take effect after being activated

# IR B

<{Huawei> reboot
Info: The system is comparing the configuration, please wait.
Warning: All the configuration will be saved to the next startup configuration
Continue ? [y/n]:y
It will take several minutes to save configuration file, please wait........
Configuration file had been saved successfully
Note: The configuration file will take effect after being activated
System will reboot! Continue ? [y/n]:y
Info: system is rebooting ,please wait...

RAIEMCE AR

WAET )G, AT 4 display version 1 LLF 24 £ Y11 1 R G A WA A B R RA,

BWTHRE

<{Huawei> system—view

[Huawei] display version

Huawei Versatile Routing Platform Software

VRP (R) software, Version 5.90 (AR1200 V200R002C00)

Copyright (C) 2000-2010 Huawei Technologies Co., LTD

Huawei AR1200 Router uptime is 0 week, 0 day, 3 hours, 59 minutes
BKP 0 version information:

PCB Version : AROIBAKIA VER.C
If Supporting PoE : Yes
Board Type . AR1220

MPU Slot Quantity : 1
LPU Slot Quantity : 2

Gr W

MPU 0(Master) : uptime is O week, O day, 3 hours, 59 minutes

SDRAM Memory Size : 512 M bytes
Flash Memory Size : 256 M bytes
NVRAM Memory Size : 512 K bytes
MPU version information :

1. PCB Version : AROISRUIA VER. A
2. MAB Version : 0

3. Board Type . AR1200

4. CPLD1 Version : 100

5. BootROM Version : -

SCRYRAS 04 (2012-01-06) Sl A RS B
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LPU 1 : uptime is 0 week, 0 day, 3 hours, 53 minutes

SDRAM Memory Size : 256 M bytes
Flash Memory Size : 64 M bytes
LPU version information :
1. PCB Version : AROISDCE2A VER. A
MAB Version : 0
Board Type . 2T1/T1-M

CPLD1 Version : 0
CPLD2 Version : 0
BootROM Version : 906

S

LPU 2 : uptime is 0 week, O day, 3 hours, 53 minutes

SDRAM Memory Size : 256
Flash Memory Size : 64
LPU version information :
1. PCB Version
2. MAB Version : 0
3. Board Type : 1SA
4. CPLD1 Version : 0
5. CPLD2 Version : 0
6. BootROM Version : 906
B

BLE X
#
ftp server enable
#

M bytes
M bytes

: AROISDSA2A VER. A

local-user userl password simple huawei
local-user userl ftp—directory flash::
local-user userl service—type ftp

#
Startup system software:

Next startup system software:

#
return

9.7.2 ARFREAT =l

IS AU RS T AN T S IAN R I 55 R I D T 2Rkt T30

flash::/V200R001C00. cc
flash::/V200R002C00. cc

GRS
W 9-7 Frow, MZH B IR R G5 BARALRT, #8428 w] At 2 Utk 75k 1
AT S
B 9-7 ARG RELT HME
GE2/0/0
= 10.1.1.1/24 e~
: J
PE PC
FTP Server 10.1.1.2/24
(TR is

RITCUN BN R G2 AN T

SRR A 04 (2012-01-06)

A A T B

WKL AT © HE A AAT IR 7

198



Huawei AR1200 R 414V % iy 4%
B fEr - S & 9 JHk 5 YEp

Lo RN I SCPE B AR B R A A
2. IEIFIBATENT .
3. RAERESR.

B
O PRI, 46 LA e

® HNTHISCfF4 )2 “SPH-1.1.952.pat”
® b {EEIEMAE SIS “flashy/” o

BRIESTR
gz 3 RS /G ERUINAIE I
# 8K PC 155 i AR GE AT AR BN T S0 F B AR BB
ftp> put SPH-1.1.952. pat

200 Port command okay
226 Transfer complete.

G2 ) 1 A S S e {
{Huawei> patch load SPH-1.1.952.pat all run
Patch operation succeeded

T3 A ELR.
i FIARLE S, $UT4 display patch-information 7] DL 2B 44 2 BT IE£EIZ AT I Ab

TARE.
<{Huawei> display patch—information
Patch version : ARV200R001CO0SPH100
Patch packet name: flash:/SPH-1. 1. 952. pat
s
SCREARAR 04 (2012-01-06) B FREE B 199

WU © SR AT A



	前  言
	目  录
	1 首次登录系统
	1.1 首次登录系统简介
	1.2 通过Console口登录路由器
	1.2.1 建立配置任务
	1.2.2 建立物理连接
	1.2.3 登录路由器

	1.3 通过MiniUSB口登录路由器
	1.3.1 建立配置任务
	1.3.2 建立物理连接
	1.3.3 安装路由器驱动程序
	1.3.4 登录路由器


	2 熟悉命令行
	2.1 命令行简介
	2.1.1 命令行接口
	2.1.2 命令级别
	2.1.3 命令视图

	2.2 在线帮助
	2.2.1 完全帮助
	2.2.2 部分帮助
	2.2.3 命令行错误信息

	2.3 命令行特性
	2.3.1 编辑特性
	2.3.2 显示特性
	2.3.3 正则表达式
	2.3.4 历史命令

	2.4 快捷键
	2.4.1 快捷键的分类
	2.4.2 定义快捷键
	2.4.3 快捷键的使用

	2.5 配置举例
	2.5.1 Tab键使用示例
	2.5.2 定义快捷键示例


	3 进行基本配置
	3.1 配置系统基本环境
	3.1.1 建立配置任务
	3.1.2 设置设备名称
	3.1.3 设置系统时钟
	3.1.4 设置标题文本
	3.1.5 设置命令级别
	3.1.6 允许undo命令到上一级视图执行

	3.2 显示系统基本信息
	3.2.1 显示系统配置信息
	3.2.2 显示系统运行状态
	3.2.3 收集系统诊断信息


	4 配置用户界面
	4.1 用户界面简介
	4.2 配置Console用户界面
	4.2.1 建立配置任务
	4.2.2 配置Console用户界面的物理属性
	4.2.3 配置Console用户界面的终端属性
	4.2.4 配置Console用户界面的用户优先级
	4.2.5 配置Console用户界面的用户验证方式
	4.2.6 检查配置结果

	4.3 配置VTY用户界面
	4.3.1 建立配置任务
	4.3.2 配置VTY用户界面的最大个数
	4.3.3 （可选）配置VTY用户界面的呼入呼出限制
	4.3.4 配置VTY用户界面的终端属性
	4.3.5 配置VTY用户界面的用户优先级
	4.3.6 配置VTY用户界面的用户验证方式
	4.3.7 检查配置结果

	4.4 配置TTY用户界面
	4.4.1 建立配置任务
	4.4.2 配置TTY用户界面的物理属性
	4.4.3 配置TTY用户界面的终端属性
	4.4.4 配置TTY用户界面的用户优先级
	4.4.5 配置TTY用户界面的用户验证方式
	4.4.6 检查配置结果

	4.5 配置举例
	4.5.1 配置Console用户界面示例
	4.5.2 配置VTY用户界面示例
	4.5.3 配置TTY用户界面示例


	5 配置用户登录
	5.1 用户登录简介
	5.2 配置用户通过Console口登录系统
	5.2.1 建立配置任务
	5.2.2 用户通过Console口登录系统
	5.2.3 （可选）配置Console用户界面
	5.2.4 检查配置结果

	5.3 配置用户通过Telnet登录系统
	5.3.1 建立配置任务
	5.3.2 配置VTY用户界面的用户级别和验证方式
	5.3.3 使能Telnet服务器功能
	5.3.4 用户通过终端Telnet登录到系统
	5.3.5 检查配置结果

	5.4 配置用户通过STelnet登录系统
	5.4.1 建立配置任务
	5.4.2 配置VTY用户界面的用户级别和验证方式
	5.4.3 配置VTY用户界面支持SSH协议
	5.4.4 配置SSH用户并指定服务方式包含STelnet
	5.4.5 使能STelnet服务器功能
	5.4.6 用户通过终端STelnet登录到系统
	5.4.7 （可选）配置STelnet服务器参数
	5.4.8 检查配置结果

	5.5 登录后的常用操作
	5.5.1 建立配置任务
	5.5.2 切换用户级别
	5.5.3 锁定用户终端界面
	5.5.4 发送消息给其它用户界面
	5.5.5 显示在线用户

	5.6 配置举例
	5.6.1 配置用户通过Console口登录系统示例
	5.6.2 配置通过Telnet登录示例
	5.6.3 配置用户通过STelnet登录系统示例


	6 管理文件系统
	6.1 管理文件简介
	6.1.1 文件系统概述
	6.1.2 管理文件的主要方式

	6.2 通过登录系统进行文件操作
	6.2.1 建立配置任务
	6.2.2 管理存储设备
	6.2.3 管理目录
	6.2.4 管理文件

	6.3 通过FTP进行文件操作
	6.3.1 建立配置任务
	6.3.2 配置FTP类型的本地用户
	6.3.3 （可选）指定FTP服务器端口号
	6.3.4 使能FTP服务器功能
	6.3.5 （可选）配置FTP服务器参数
	6.3.6 （可选）配置FTP访问控制
	6.3.7 用户通过FTP软件访问系统
	6.3.8 用户使用FTP命令进行文件操作
	6.3.9 检查配置结果

	6.4 通过SFTP进行文件操作
	6.4.1 建立配置任务
	6.4.2 配置VTY用户界面
	6.4.3 配置VTY用户界面支持SSH协议
	6.4.4 配置SSH用户并指定服务方式包含SFTP
	6.4.5 使能SFTP服务器功能
	6.4.6 用户通过SFTP协议访问系统
	6.4.7 用户使用SFTP命令进行文件操作
	6.4.8 检查配置结果

	6.5 配置举例
	6.5.1 通过登录系统进行文件操作举例
	6.5.2 通过FTP进行文件操作举例
	6.5.3 通过SFTP进行文件操作举例


	7 配置系统启动
	7.1 系统启动简介
	7.1.1 系统软件
	7.1.2 配置文件和当前配置

	7.2 管理配置文件
	7.2.1 建立配置任务
	7.2.2 保存配置文件
	7.2.3 清除配置文件的内容
	7.2.4 比较配置文件
	7.2.5 检查配置结果

	7.3 设置系统启动文件
	7.3.1 建立配置任务
	7.3.2 配置路由器下次启动时加载的系统软件
	7.3.3 配置路由器下次启动时加载的配置文件
	7.3.4 检查配置结果

	7.4 配置举例
	7.4.1 配置系统启动示例


	8 访问其他设备
	8.1 访问其他设备简介
	8.1.1 Telnet方式
	8.1.2 FTP方式
	8.1.3 TFTP方式
	8.1.4 SSH方式

	8.2 通过Telnet登录其他设备
	8.2.1 建立配置任务
	8.2.2 （可选）配置Telnet客户端源地址
	8.2.3 使用Telnet命令登录其他设备
	8.2.4 检查配置结果

	8.3 通过重定向连接其他设备
	8.3.1 建立配置任务
	8.3.2 使能重定向功能
	8.3.3 检查配置结果

	8.4 通过STelnet登录其他设备
	8.4.1 建立配置任务
	8.4.2 配置用户首次成功登录其他设备（使能SSH客户端首次认证功能方式）
	8.4.3 配置用户首次成功登录其他设备（SSH客户端为SSH服务器分配RSA公钥方式）
	8.4.4 使用STelnet命令登录其他设备
	8.4.5 检查配置结果

	8.5 通过TFTP访问其他设备的文件
	8.5.1 建立配置任务
	8.5.2 （可选）配置TFTP客户端源地址
	8.5.3 （可选）配置TFTP访问限制
	8.5.4 使用TFTP命令下载其他设备的文件
	8.5.5 使用TFTP命令向其他设备上传文件
	8.5.6 检查配置结果

	8.6 通过FTP访问其他设备的文件
	8.6.1 建立配置任务
	8.6.2 （可选）配置FTP客户端源地址
	8.6.3 使用FTP命令连接其他设备
	8.6.4 通过FTP文件操作命令进行文件操作
	8.6.5 更改登录用户
	8.6.6 断开与FTP服务器的连接
	8.6.7 检查配置结果

	8.7 通过SFTP访问其他设备的文件
	8.7.1 建立配置任务
	8.7.2 （可选）配置SFTP客户端源地址
	8.7.3 配置用户首次成功登录其他设备（使能SSH客户端首次认证功能方式）
	8.7.4 配置用户首次成功登录其他设备（SSH客户端为SSH服务器分配RSA公钥方式）
	8.7.5 使用SFTP命令连接其他设备
	8.7.6 通过SFTP文件操作命令进行文件操作
	8.7.7 检查配置结果

	8.8 配置举例
	8.8.1 配置Telnet终端服务示例
	8.8.2 通过重定向登录其他设备配置示例
	8.8.3 配置设备作为STelnet客户端连接SSH服务器的示例
	8.8.4 配置TFTP示例
	8.8.5 配置SFTP客户端连接SSH服务器的示例
	8.8.6 配置SSH支持RADIUS认证的示例


	9 升级与维护
	9.1 升级与维护简介
	9.1.1 License授权
	9.1.2 软件升级
	9.1.3 补丁管理
	9.1.4 CPU和内存占用率告警阈值
	9.1.5 重新启动设备

	9.2 激活GTL License文件
	9.2.1 建立配置任务
	9.2.2 上传GTL License文件
	9.2.3 配置激活GTL License文件
	9.2.4 （可选）使能license模块的Emergency状态
	9.2.5 检查配置结果

	9.3 升级系统软件
	9.3.1 建立配置任务
	9.3.2 升级前检查
	9.3.3 下载系统文件
	9.3.4 指定下次启动文件
	9.3.5 配置备份启动文件
	9.3.6 （可选）升级接口板BootROM
	9.3.7 重启设备
	9.3.8 （可选）激活GTL License文件
	9.3.9 检查配置结果

	9.4 管理补丁
	9.4.1 建立配置任务
	9.4.2 安装补丁
	9.4.3 指定下次启动的补丁
	9.4.4 卸载补丁
	9.4.5 检查配置结果

	9.5 监控CPU和内存的占用率
	9.5.1 建立配置任务
	9.5.2 配置CPU占用率告警阈值
	9.5.3 配置内存占用率告警阈值
	9.5.4 检查配置结果

	9.6 重新启动设备
	9.6.1 建立配置任务
	9.6.2 配置立即重启设备
	9.6.3 配置定时重启设备
	9.6.4 检查配置结果

	9.7 配置举例
	9.7.1 升级设备软件示例
	9.7.2 为系统安装补丁示例



