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® ACL IR fE Bl AR ACL (G EAE R 50, 5 P X o3 B AN [T )
ACL.

®  ACL ML A5 S kAR ACL R g sl Al 35, D78 7 X 4 el il o)
ACL AN [R] R o

o HIPECE I RIBL, W LAYE ACL BRI rh 5| H ELlC B A TR B R, BRI I A 2% )
IFTRIVERE . 51 ACL ik 45 s Dh e 75 2L BRI AE — e R TRVeE W i 3, tedn, £
Vi U I S Bh e 44 1 QoS Dhfig. FH AT LCA ACL i A R [a) B, Jm sk 75 4
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Huawei AR1200 51V H o5
il B e -4 1 ACL fic &

YU e 5 P I 1) BEAS S PR ACL A= i Ta) i B, AT S B2l 55 s REAE — € 1)
I ) ¥t L AR 3 8 H R

1.3 EEEEAR ACL

P AT SR YRR TP Mk 0 A bRic Bl A BEAS A SR TPv4 R SCHE TR g, AT LA
fFH A ACL.

131 EIRBETSE
FERC B FEA ACL R T fif e ) Y FH I35 DA N JE 88 ) i AT 45 R B b e 4%, T DARE B
. e SE R B A S

i FIEREE

FEA ACL W DL FIR 2NV FIThRE, L anis tHokems . diir2i%% . AR1200 1 3EA ACL
S SCPRY TS0 AN [ A 1) PR 0 SCEA T AN TR R AR B

FEAR ACL MEHIX G e 2% 2 L 2T IPv4 RC. BFX IR S S0, JEA ACL
RIS B G P8 1P duhl . 2 Fobiid s 5, BLEITRIBE . VPN SERI{E BHR SCIE T 43
K
I<o
MEESS
FEIEAR ACL 20T, FHESELL F AT
o IUE MM ZENSE, 8 S Z 0 iSCIRES A Up.
BiEEE
ENCE A ACL 21, TR LU Ed .

Fs HiE

1 CRTIE) AR TR) B A4 R LA R AR R4t 1)
2 AR ACL M4 5 B A FR

3 J5 1P kil 2 ARid L VPN SEE B
4 (AE) LA ACL A A 2%

5 CAIIE) JEA ACL BEI) (14 ikt py 25

6 (A3 JHEA ACL P K

il

1.3.2 (AJik) GIEEAR ACL B4 3BT 8]

P AT LA REA ACL G A= A0 (] B, 38 I AU 5 IS 1] B A SRk PR A i 6 7= 2%
(RO ) TRl A R U I AN S I TR B, R AS S2 I T e FE R B AR B 1%
R =R ER % ACL.
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Huawei AR1200 Z 414V % iy 4%
il B e -4 1 ACL fic &

RS A ACL M55 BRI e B PR A — € AN TR Ve N 2B AL, B, FEdR R
WESHIIN J B BE 1K) QoS Lhfig. I T LIJYIEA ACL G AN [m) B, JE I AR HU 5
P 1] BeAS S BRI A ACL ZE AL TRV, AT S B2V 55 B REAE — 52 (K I T JE
Pl P A 280 H

F$E1 AT S system-view, ARG .

S 2 T4 time-range time-name { start-time to end-time days | from timel datel [ to time2

date2 ]}, BIEE—HFAEL

AR1200 2R HAMIA time-name ()22~ [A] B AL [ FE A FEAS I [R)E FE,  Heisymr LS
MR time-name X Z AT AL,

(RARTT

STVA A % /N1 BGE B B EABR) 69 time-name, 3R RAGEEAN4FZRETE], Hlde: BRI “test” AL E
T /AT

® 201041 A 1 B 00:00#2%) 2010 4 12 A 31 B 23:59 A3k, L& —/ s,

o LJE—F|FAEK 80035 18:00 A3, X2 —A LN,

® . BB T 14:00 3] 18:00 A5, & —AJF et a) g,

W BF A B “test” RAFHIRGGBTRISLE A 2010 569 8 —3| B ZA K 8:00 3] 18:00 AR JF XA A T
4 14:00 %) 18:00.

-

i |
100y

FALTE

FERCEHFAS ACL BN, 7 AT LU i 240 time-range 75 RE I 5 | 0P F A I 18] B
R BRI A AL I T o

1.3.3 fllEEZK ACL

A ACL 1T, DAUEEIEEEEA ACL. H - n] LA 4 5 BRA FOR B A ACL.,

ARG
i /] display acl all iy &5 fTH CECE ) ACL, B ERACEIEA ACL,

RIESHR
® %S aIdIEA ACL.
1. PUTM4 system-view, HEANRFHLIK .

2. #4714 acl [ number ] acl-number [ match-order { auto | config } |, 1 /45
Qg —MEA ACL, JFEABEA ACL ML .

HA ACL 5 acl-number )30 FH7& 2000 ~ 2999,
match-order $552 T JEA ACL MU VEHC IR .
- auto R/RVLECHLNIN R4 BT (3% “WREMRE” iy .

SCRSRRAS 04 (2012-01-06) Sy LA TR (5 S 6
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Huawei AR1200 F 514k % i e

Fo B -2 4

1 ACL il

[REEALTE

- config K7 VT C KU 42 F P (R C 2 I o
3. (A[ik) $ATAr4 description rext, Pt EILA ACL ik {5 &

ACL [HEIRAE Bn] LA ACL (WGBS 50, il ) X 2 BRI AN [
f\] ACL.

BAEN T, ANE ACL #idfE B
o fiHHAFREIHFEA ACL.
1. AT 4 system-view, BEANRFAE.

2. AT 4 acl name acl-name { basic | acl-number } [ match-order { auto |

config } |, I AMAIE—IHEA ACL, #EAKEA ACL #LIE .
FEAK ACL %5 acl-number VL 2000 ~ 2999,
match-order $5€ T LA ACL KU T ECNGT o

- auto K/RULECHIUIN 48 BN (B “EREEDLIE” M)
- config 7 VT HCAL I I 42 FH P IR RC &0
3. (k) PATAA description text, Bt E IEA ACL ik {5 &

ACL (5 BT LA IR ACL i & s Iz 5, 58 P X 2 8R AN [
] ACL.

BTN R, IR ACL A A,
3R

FEFEA ACL ML R C & 1% ACL IR,

1.3.4 BEEEZK ACL 8950

Bl F M

ﬁ %L:I s

BRESR

FEA ACL 22— R YA MR, i AR VLR SCIfE B, SEIRG SR 43
%
Ro

C2 QI EEA ACL Jf it AFEA ACL #LIA .

i H @4 display acl { acl-number | name acl-name } i 2 £ 1% ACL CUHCE BT A
YO, 3 T RN e A R

FEA ACL i FUUPEECH SR B, AT SRS SC IR 4328, Rl 364 ACL LA
JG, TEUELE LA ACL [IHI.

PUN A R AEHEA ACL ML R HEAT Y -

T (nJiE) PAT 2 step step-value, BL'HE ACL LK.
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Huawei AR1200 Z 414V % iy 4%
il B e -4 1 ACL fic &

BT, A ACL SKAEN 5.

L2 HATHT2 rule { deny | permit } [ source { source-address source-wildcard | any } | time-
range time-name | vpn-instance vpn-instance-name | [ fragment | none-first-fragment ] ] *,

W LA ACL R
WERFEA ACL 5 Z R E Z /RN, T LR BHAT AL IR

(1) +mm
ATHF, rule 4 KA BBFLRLK rule-id, ZAERLT, TRAEANN GRS T, FHEAT KA

&,
BLEAN BY, 4R REGMNZRALEPER O R E, HESAN G ARG, Bk d 4R
.

S$BE3 (0D AT rule rule-id description fext, Fo'E A ACL HUIF iR B .

FEAR ACL R ik £ BRI KA IR ACL BRI T sl fd T 3757, D7 (8 X 7 i)
ACL A AR o

s

RS
RCTEHEAS ACL MU, 747 LU 165 e ab 3 B8

o WA, ATEAAAT step fi %, FUBTIR E A KA.

® UL N config I, FIJ™FE EAE KU [A) 40 AT U, T ASAAT rule 4
HIEFESH rule-id.

1.3.5 M AEZAX ACL

FA ACL w] AN FHAERE LY 55 sl Th e, SEBUOHRSCRL vg .

AR &N

ELAIEFEAR ACL, FF5EIEA ACL FLUMRLE o
E=ER

FEAR ACL AT LAN HAE LR ESS F D fg -

® ik

®  ARHLB BRI 44 R T fE

® itk

®  OSPF HptErpx A6 1 LSA #E47 1y fig

® 1Pk

®  [RHIX] FTP 8¢ TFTP 2545 1ilnl

® [ikhi

® NAT
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Huawei AR1200 R 414V % iy 4%

Fo B -2 4

1 ACL il

RESR

S
o

K RIEN R &S F R, AT DRI SCHIAE EOSAS Rl 45 Pk 22 ) AR 55, e
TFERE . AR1200 LT A ACL & X2 VS ECER ) . 2 DL &

325 NS
ok,

AHUB Botir v v 0 640 L I g

A RIRIRE R P RS, GBI EEA ACL SERFAR T RIE I P g N H R 4
T, AN BAH ] TR AR OCEL AR1200 ¥ Zsr. S BB R4
L

i g

XfF RIP. OSPF. IS-IS. BGP a{ MBGP i}, wJ DA E M it yEThRE, XX L)
B i fE BB A 4, WA B 3 A S it % %, ASX
I RATH 25, AR1200 SCHEE I IEA ACL B 44, el thid ukhhe. & W,
IP % Hfc &

OSPF Hitk p ot A& 3% 18 LSA 34Tk Thfig

TSR 28 BREE SR BECE OSPF ) —Sekr M IhRE, JE7H 26 OSPF P24 ()
PEREIAT R FERICAL . 24P 5 1 1t 2% 2 (A7 AE 2 BRI, JE X 7 17 () LSA
HEAT I PE T AAE o de i it it yg LSA ML, JU/bADLEREAL, 58w w
Po AR1200 SZFHERSEA ACL X 7 1) LSA 247198, 2 W46 OSPF
"R 2%

IP 4%

UM S5 1) IGMP P13, PIM-SM 1313 8% PIM-DM VM RC &, 50 Thae s 2Af
FHA ACL. & WA RS .

PRI FTP B¢ TFTP 452835 1)

MBS RS EA FTP 5 TFTP MRS 250, At ma ek, wf Ll it & FEA ACL 5L
WL A VR UE AR S & P i U ) IR SS 2% 2 WL (RTE) Aid'E FTP Vil #51.
B K %

GABTIEAR Z BRI B FEAS P 25 50 AE Y S RSN N 2 TR 3R — 1 B 2k, DA
SR H AN I 2 Bt . s, BT KBS E AL r= . b, il

JEW K BEE R AC E ACL Sl Bl it 3. AR1200 SZRFEA FEA ACL FL B tuid
JERT K. Z WBCE RS YR K5

NAT

e

NAT (Network Address Translation) MFR & Mgt &840, T SEHUAAA L& F1 oy
HMZ 2 I H o NAT Hubibih g —41 A M 1P Huhb4E &, Y PS8 i o kit
R AN L I, B2k BE NAT bkt A 6 AN 28 W0 i bk AR kg 48 ) 1) 305
Ik. ARI1200 SZFFHIFEA ACL 4f NAT Huhil-itr g 1P bbb 474028, HFUCHCHEEA
ACL BN AR Sy b 3047 bk e e . 2 WUEC 'S ACL A hEb Ik

TR

1.3.6 R ERELSR

AR ACL BCE e AN, TERFEA ACL MU A BefE B
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Huawei AR1200 F 514k % i e

Fo B -2 4

1 ACL il

HIR M

BRMESR

E5 6

58 T 3R ACL B E .

® JiTM 4 display acl acl-number, & Uﬁﬁﬁﬂ@ﬁ’]ﬁz& ACL B0,

® P74 display acl name acl-name, & VAL FREIEEIFEA ACL BN,
® P74 display time-range { all | time-name } , %%Hﬂ*ﬂﬁxfn T o
R

# YT A4 display acl acl-number, W UUE2IFEA ACL g5 AUUECE . SR AFIN
(AR N2

<{Huawei> display acl 2009
Basic ACL 2009, 1 rule

Acl’s step is 5

rule 5 deny source 10.1.1.1 0

# AT 74 display acl name acl-name, W ULEZIHEEA ACL FAFR. Fi's . FUECE .
A ACHTRE I Ry FAR N 25

<{Huawei> display acl name qosl

Basic ACL qosl 2999, 1 rule

Acl’s step is 5

rule 5 permit source 202.114.24.56 0.0.0. 255

# PUAT T4 display time-range all, 71 LU 2124 iy B a) B O EC B APIRZS

<{Huawei> display time-range all
Current time is 09:13:37 12-27-2010 Thursday

Time-range : testl ( Inactive )
13:00 to 18:00 working—day
13:00 to 18:00 off-day

14 BEE SN ACL

A EAE I 1P sidik . H B IP bk, W S H AR S DUSER. I BAE
i BT IPv4 R SCHEATREBE . T DM =g ACL.

141 BIRBES

FERCE =i 2 ACL T 1M S 2 PR N A5 LB I B 0 i A 55 R v, T LS AR
R T EC EAT ST

[ FIREE
g ACL W DU TR Z LSS FThae, thanimsn2i. 414%%. AR1200 @it &2 ACL &
SCH RIS AN ) 28 550 4R SCREA T AN ] PR AR 2R
2 ACL HEFXT %00 S PG I«
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Huawei AR1200 F 514k % i e

Fo B -2 4

1 ACL il

g ACL VEHIXT G W48 )2 S B2 T 1Pv4 R3C. EFXTIXEEHR S, g ACL
AR 3 S 935 TP Mok, B K IP Mok IR5EZ. 2 Fbric S5 8, LU TA]
Bt VPN 245 BX) 1Pv4 #SCHET 702K

(RARTY:

XRELT, 5% ACL A4 A ACL £44, RZIET AR ACL £5 %5 e 415 8.,

=2 ACL VE X% s e MR S, fUFh: GRE R3¢, IGMP # 3. IPinIP 4R
. OSPF 3¢« ICMP #2 3. UDP # 31 TCP # 3C

- (1%} GRE R 3. IGMP #3. IPinIP i SCHI OSPF R 3¢, =4 ACL M¥Eik s H
S IP k. B IP bk, B5e%%. o Fdsid 2 E S, AR B, VPN
SR B Z AP 2R A R SC kAT 2k

- X ICMP 30, = ACL P SC B S rGYs 1P Mokt HA IP Muhk. fL5G
Ky R bRl ICMP #RSCHFIRAEVRIE B EE(E R, DU B, VPN SEifE
B ICMP ) 3CHEAT 9025

- EIX%F UDP #R3C, Mg ACL MR S H S A9y 1P dhhlk. H A 1P bk, J5iim X
S BEEmRE S, S, A ARCEE R, PAAINTE B, VPN s24l{E B UDP
WSCHEAT 2%

- EFXF TCP 3, =g ACL ARHEH L B S 10Y6 1P sk H 19 1P Mk, P
T BHRERIDYS . SYN Flag 88, fLedh. 4 Absic S5 8, LA A BL. VPN
S A TCP #4740 25

AEES
fEmgk ACL AT, TE e TS
®  TICEELCNNEERZ U SH A T RS2 PR SCIRAS A Up.
iz
TERCE @ ACL 20T, ks LU N #idhs
Fs | #iE
1 CRIIED A28 T B 4 R LA B A 280 (1)
2 it ACL (¥4 5 544 FR
3 et
4 Y5 IP kit K 1. H R TP M A L YA TP HBhE AT . ICMP AU A g
iy PRI tos (AR H] 55
5 (AL mgk ACL IA IR Py 7%
6 CAIE) B2 ACL (R (i ik Py 2%
7 (AL Mgt ACL 125K
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Huawei AR1200 51V H o5
il B e -4 1 ACL fic &

14.2 (A[iE) SR ACL EXATEE
T DA BEAR ACL QG A= R0y TR) B, 38 ek 70 B0 000 A | ek ) B £ J B 2 R ) A %
(RIS TA) Y L an SR B R S AN S IS TRL B, W2 R AN B2 I )y L B A, BRI B i
R B R 1% ACL.

de 5 2y

B=RIao
F2en | mig ACL B 55 B D) Re 7 22 BRI — o BN TRIVE I N AR, bean, FEdis
U B J3 % 2% 1) QoS DiRE. FH Al LUk gl ACL B AR RN i) B, 8 /e R g |
FH I ) B A S R =i ACL ZE 250 s TE) S L, DN T SE B 20l 2% B D) REAE — e AT I ) 5
WA H 19

BRIESE

FB1 HAT 2 system-view, ARG

S 2 AT 2 time-range time-name { start-time to end-time days | from timel datel [ to time2
date2 1}, QUEE—/ TR B .
ARI1200 SZFF A A time-name 12 A ] [0) B [ 4 iR FEAN BT () Y [, bk a] DAAsE FH
AR time-name X EHAT AL,
(10 338
STVA K S AN R G B B BAR R 49 time-name, 3£F) kFGiE EAAFERETIE . Hlde: BRIER “test” B E
T EA AT B
® 201041 A 1 B 00:00 A22] 2010 4 12 A 31 B 23:59 A5, X2 —AaFatia .,
® R —E|FAAK 8:00 3] 18:00 A3k, X & —AJEH6T ],
® AJEx. B H T 14:00 3] 18:00 A2k, X & —A B M0t £,
WA BL “test” RARGEAGBTIE]TEE A 2010 49 B —3|F AKX 8:00 2] 18:00 AR <A H T
4 14:00 %] 18:00.

s

[RERAbTE

FEMCE R ACL BN, FH P Al LA i 2240 time-range 78 HE I 5| FH 01 FL AR I 8] B
R BRI A AL ) I TN

143 Sl 5% ACL
151 4% ACL AT, 54U ONEBG ACL. /o il LIl FHI 4 5 o 44 Bk 01 B B4 ACL.

AR &G
{1/ display acl all iy &5 T3 CACE 1) ACL, % B ML E =2 ACL.
BRIESE
® {45 Al gk ACL,
1.  $ATH4 system-view, ARG
2. T4 acl [ number ] acl-number [ match-order { auto | config } |, 1% 5
A — M= ACL, JFBEA = ACL ML .
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Huawei AR1200 R 414V % iy 4%
il B e -4 1 ACL fic &

=% ACL %5 acl-number [P35 F & 3000 ~ 3999,
match-order f55€ T 2% ACL HI 7V Fc I
- auto R/NULECHLN RE BT (3% “YHRERE” MmT) .

- config 7 VT HCAL I 42 FH 7 PR C 28 0
3. (A[#E) $ATH4 description rext, HCE Hi2% ACL k(s & .

ACL FHid (5 EVnT LLAIA ACL (& al s s 5, Jr (8 F 7 X 2 s AN ]
] ACL,

BAEOT, ABCE ACL #iAfE &
o [ AFRAIE S ACL,
1. P72 system-view, HEANRGAIE.

2. AT 4 acl name acl-name [ advance | acl-number | [ match-order { auto |

config } ], fTHAFREIE A mg ACL, #AmZ ACL #LKE.
B2 ACL %55 acl-number I35 & 3000 ~ 3999,
match-order f55€ T = 2% ACL ¥ VTR .

- auto R RULECHEIIIN R ABHT (B “URBEALAE” T .
- config <7 VT HCHL I I 42 FH 7 RO C 2 05
3. (Al $ATHr 4 description fext, it E FiZ ACL fiidf5 B,

ACL [t (5 Bl LU IR ACL 14 sl 35, 58 7 X 29 B AN [)
] ACL.

B tEN N, ANEE ACL #idfE E.

=2 ACL ML N & 1% ACL R,

144 BB S ACL BN
%z& ACL J&— &5 GRS 4, Wt R VS EC 4R SC RO B, SEILRHR SC ) 45

%K.
IE=2: 35
L m % ACL JEE AN ACL HLKE .
{4 display acl { acl-number | name acl-name } % &% 1% ACL B & T A M
WY, 3 S R 0) 7 5 LGB )
EEER
gk ACL 3 MU VRO OIS S, AT SEBR ST 1) 7326, Dbl it it ACL LA
o, SN E m 2 ACL R
PLUNEAE R 7E =g ACL L R AT 1.
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Huawei AR1200 F 514k % i e

Fo B -2 4

1 ACL il

RESR

P11 (i) PATIL step step-value, BL'E ACL HK.
AT, g ACL B KAE N 5.

W2 ARSI 1P WhSRARER 1P A3 1 PSS R 9 ACL U)o
® HHE IP PRSURAECE w2 ACL BRI =4 TP PRSUiRA Ay IPv4 IV, s )i 5114
O (SR
rule { deny | permit } ip [ destination { destination-address destination-wildcard | any } |
source { source-address source-wildcard | any } | time-range time-name | vpn-instance

vpn-instance-name | [ dscp dscp | [ tos tos | precedence precedence ] ™ || [ fragment | none-
first-fragment ] | *

® AR SO IP B MR AC B e 2 ACL A

2 1P AR E PR ICMP I, vy el 425 512 1) i 4% XA

rule { deny | permit } { protocol-number | icmp } [ destination { destination-address
destination-wildcard | any } | icmp-type { icmp-name | icmp-type icmp-code } | source
{ source-address source-wildcard | any } | time-range time-name | vpn-instance vpn-
. *

instance-name | [ dscp dscp | [ tos tos | precedence precedence | || [ fragment | none-
first-fragment ] ] *

2 1P R PSR AL N TCP I, iy 27 ) P2 91 2 1) iy 4 50K «

rule { deny | permit } { protocol-number | tcp } [ destination { destination-address
destination-wildcard | any } | destination-port { eq | gt | It | range } port | source

{ source-address source-wildcard | any } | source-port { eq | gt | It | range } port | tep-
flag { ack | fin | psh | rst | syn | urg } * | time-range time-name | vpn-instance vpn-
instance-name | [ dscp dscp | [ tos tos | precedence precedence ] ]| [ fragment | none-
first-fragment ] | *

2 1P R E PMSEARL R UDP IV, gy el 425 51 R ) im A% XA »

rule { deny | permit } { protocol-number | udp } [ destination { destination-address
destination-wildcard | any } | destination-port { eq | gt | It | range } port | source

{ source-address source-wildcard | any } | source-port { eq | gt | It | range } port | time-
range time-name | vpn-instance vpn-instance-name | [ dscp dscp | [ tos tos |
precedence precedence | * || [ fragment | none-first-fragment ] | *

P ARE P S GRE. IGMP. IPINIP. OSPF I, 2k i il #5112 1
i g AN -

rule { deny | permit } { protocol-number | gre | igmp | ipinip | ospf } [ destination

{ destination-address destination-wildcard | any } | source { source-address source-
wildcard | any } | time-range time-name | vpn-instance vpn-instance-name | [ dscp
dscp | [ tos tos | precedence precedence | * || [ fragment | none-first-fragment ] ] *

W ACL 75 EERCE 2 AN, LA EHAT AL IR
(1) +mm
AP, rule G4 KA RFLM rule-id, XFEFILT, FRAAMEAMN 642248 % 5, FH4EHF KA

f&.

B BALN B, do R RE G Z A AETFEROASGEE, HEEAN G EERITF, Bikd B4

E.

I3 (n[i%) AT rule rule-id description fext, Fo'E =2k ACL FUF GRS B

SRR A 04 (2012-01-06)
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Huawei AR1200 R 414V % iy 4%
il B e -4 1 ACL fic &

2 ACL NGRS R AR ACL JEN F g ek 5, Ji 8 H P X 4 5l )
ACL [IASFIHRI

-

ISpe e
R g ACL UG, S H47 DA F (K5 2L AL FRAD B

o Il EAAE A DI, ATEAAAT step A%, EUBT K B KA.

® YULHELJT LA config I, ﬁﬁ)ﬂ?ﬁ?%fﬂ)ﬂ\UZ“ﬂﬁi)\%ﬁﬁ"]ﬂmU 1] LAAT rule iy &
FHiEFES L rule-id.

145 A% ACL
=12 ACL 7] AR FHAE sk 2 s ThRe b, SEILXHHR SOk g o

AR &M
EL A S ACL, FE5Emd ACL FLUFIBC S »

i ACL 7] AN FIAE LRk 55 AN fE -

ZM‘ILBJiI&fE%T&FEP 1) R 44 B ) e
1P 414%

IPSec

b7 K

NAT

0o 00 0 0

BRES R
® ik
T HEA B MBI, W] DORIER SIS BT AR L 5 P 220 R 55, Bhin
i LB MK AR1200 SCHRFRET Mgk ACL & SO 8 UL RO . 25 WG
®  ARHLB R ) MR A T fE
HRARIRAREH P S, it s ACL EAF SR ERHEM P AN B B 4% B

B BT P AR SRS ARI200 SR B . 5 E B4
L

® P4l
AHENL S5 K IGMP Hpi%. PIM-SM Pl s PIM-DM B IBCE, #7r Dhag i 248
M9k ACL. 2 WL IRICE

® [PSec
IPSec BrisUjx & IETF (Internet Engineering Task Force) #il5E 11— &AWL, &M IP

Bl g2t T IR i T ERAE R T a2 et Tl IPSec, X SRR
6] (45 IPSec R A HEE XS AN A I BOHE S ItA A 1) 22 A bR GRS T ek
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Huawei AR1200 R 414V % iy 4%

Fo B -2 4

1 ACL il

WD o AR1200 SZRFEACE 2 ACL SKRIX i, MinE X iRy
FIEdE . 2L 1PSec BL'E
® [kl

AR R ARSIl IR LA ) 28 S 7E NS R AT Y 2[RI R 3R —T8 B 2k, DAAIR
Ik AN LR 2 Bt . By, FEG ks ﬁzjjnz/\ﬂé%m@i;ﬁu%o Hrp, it
JERT KRR AL E ACL SEtE R AL JE . AR1200 2 Frl il 2 ACL it B ik
JERT K BE . S B AR k5.

® NAT

NAT (Network Address Translation) X FRAMZEHREREH, T SCIURAA L8R 2
HMEZ M V. NAT Hihbi 2 —21 AW 1P Hhb4ES, 29 P S (o i i ik
B BIA AN R8I, K236 NAT Hihib- s rb g AN 28 Wbl 4 Jhy 46 () i
Hko AR1200 SZHEHEH B ACL % NAT Huhibyb i 1P Hudilik 472038, UL 2%
ACL FU Bt 1 S iU bk 30 4T ik 45 . 2 DL E ACL AR HEHb S HE

TR

14.6 fERELER

HI iR

BRMESR

E5 B

i ACL BUE S LU, BA w2 ACL AR 1] B &

B 5E T gt ACL BCHE .

isplay acl acl-number, T Vgm0 1 =2 ACL FLI,
isplay acl name acl-name, F AL FRGIE TR ACL F .
isplay time-range { all | time-name }, & A BA5 R

YOSV SIOS
2 2 2

# AT 4 display acl acl-number, T UL E|m ACL g5 FUUECE . A FE
(AR 25

<{Huawei> display acl 3000
Advanced ACL 3000, 1 rule
Acl’s step is 5

rule 5 deny ip source 10.1.1.1 0

# P74 display acl name acl-name, VUL R E4 ACL AR Si's BEUELE
DAL ) L A A 2

<{Huawei> display acl name qosl
Advanced ACL qosl 3999, 1 rule
Acl’s step is 5

rule 5 permit tcp

# U 1T 14 display time-range all, 1] LU 21 24§ i (0] B O C B AR

<{Huawei> display time-range all
Current time is 09:13:37 12-27-2010 Thursday
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Huawei AR1200 51V H o5
il B e -4 1 ACL fic &

Time-range : testl ( Inactive )
13:00 to 18:00 working—day
13:00 to 18:00 off-day

15 BEEE"&F ACL

A YR MAC Mk, H K MAC Hilik. MAC & 1 i S B A5 45 B 23R
3 CLUREMEA S Ethernet 1D MEATREJERS, "TLM#H )2 ACL.

151 BIRBES

FEBCE )2 ACL i 1 fiff e R PR N P PR LB IR B 00 i A 55 R v 4, T LS AR
L ER LSRG EAT S

Rz FAERE
TJ7 ACL ATV TR 255, el sr2E. AR1200 385d — = ACL & UL A
[ S0 (AR SCREAT AN R PR AL 2
T2 ACL IMAE X %k — 240 (BUKRHMZEAL A Ethernet 1D o FEXXLEHR S, —
J+ ACL AR#EHCH 5 1) MAC Hitib, HI¥ MAC #iulib, MAC & MPMCEE. VLAN
5ok 802.1p PLIEZifs B, LA ] Befs ot 2 4R ST 40 2%
HEES
fEZ)7 ACL i, FE5EM L FAES:
& EEEIFICER MY BE S, ORISR Up.
HiEEE
TENCE 2 ACL Z i, ey LUT Hedli .
Fs | iR
1 CRIiE) AR ) B A Bk BA S AR R ]
2 )7 ACL 1% 5 BLAA FR
3 JH MAC bk, H ) MAC Hilib. MAC &IPSR VLAN %5 ok 802.1p
WL EP SN
4 (Ali%) — 2 ACL fHiIk iy 2%
5 (AT3E) 2 ACL BRI 34 P 75
6 (AT3E) 2 ACL b &K
SCREARAR 04 (2012-01-06) B FREE B 17
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Huawei AR1200 51V H o5
il B e -4 1 ACL fic &

1.5.2 (A[iE) B —FE ACL £ Hhta E
H eI Lk — 2 ACL G A= Ta) B, Jm A8 00 o 5 | i ) B B PR 1% 00 ) A= %%
ATE )Y o 2 SR C B R D) ) AT g IS TE) B, D2 R AN 32 i a9 L R A, B AR bR 1%
J 0 = 5 1% ACL o

de 5 2y

B=RIao
F2en | 2 ACL B 45 B RE 7 2 BRI — o BN TRVE I N AR, bean, FEvis
AT 1 B B 45 1 QoS ThRE. AL — 2 ACL B A2t 1a) B, ik Ae g sp 5]
FHIF ) B A S PR )2 ACL ZE P TS R, AN T SE B2l 2% B D) REAE — 3 IR I ) 3
WA H 19

BRIESE

FB1 HAT 2 system-view, ARG

S 2 AT 2 time-range time-name { start-time to end-time days | from timel datel [ to time2

date2 1}, QUEE—/ TR B .

AR1200 SZHF B A A time-name )2 AN 8] B 3[R Ffid 5o AN RIS, b n] DLAE
AR time-name X EHAT AL,

(1 sem
T VAA B AN R BT B B B AR 69 time-name, 25 F) k4G EAKEIRETE], Bldo: BTIEFL “test” BLE
T E/ARBE K

® 20104 1 A 1 B 00:00 A2] 2010 4 12 A 31 B 23:59 A3k, X&—Astat A,
® LS —3|FAEAK 8003 18:00 £3k, XZ—A B0,
® AJEx. B H T 14:00 3] 18:00 A2k, X & —A B M0t £,

M)A EE “test” FRARGARGYAT IR TE B A 2010 444 8 — 3| B A A K 8:00 3] 18:00 VAR JF <~ B T
4 14:00 %] 18:00.

s

[RERAbTE

FEMCE )= ACL BN, F Pl LU 2240 time-range 78 HE I 5| 0P FL AR I 18] B
R BRI A AL ) I TN

1.5.3 flE—F ACL
/2 ACL [y, D45t 2 ACL. B/ rf M4 5 a2 #r kA& — )2 ACL.

AR &G
{1/ display acl all iy &5 T3 CACE T ACL, @ ERME 2 ACL.
BRIESE
o g5l —)2 ACL,
1.  $ATH4 system-view, ARG
2. T4 acl [ number ] acl-number [ match-order { auto | config } |, 1% 5
A — "= ACL, JFBEATJZ ACL M.
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Huawei AR1200 R 414V % iy 4%

Fo B -2 4

1 ACL il

)2 ACL %5 acl-number (175 FE & 4000 ~ 4999,
match-order 155 7 )2 ACL MUK UCHIRA .
- auto R/NULECHLN RE BT (3% “YHRERE” MmT) .

- config 7 VT HCAL I 42 FH 7 PR C 28 0
3. (A[#E) PATH4 description rext, HLE )2 ACL k(s E.

ACL [WH8 (5 BT LA A ACL I & s I 5¢, 5 P X 2 8GR AN (]
ff) ACL.
BAEOT, ABCE ACL #iAfE &
o i 4R AIE )2 ACL.
1. P72 system-view, HEANRGAIE.

2. AT 4 acl name acl-name { link | acl-number } [ match-order { auto |

config } ], fIHAFREIE ") ACL, # A= ACL ¥k
— )2 ACL %5 acl-number P15 & 4000 ~ 4999,
match-order 55 7 )= ACL B VT ECT .

- auto R RULECHEIIIN R ABHT (B “URBEALAE” T .
- config <7 VT HCHL I I 42 FH 7 RO C 2 05
3. (A $ATHr 4 description fext, FlE 2 ACL fiidf5 B,

ACL [l A5 B LUE ACL [ IR BAE 75, D7 fEHT P X 23 B AN R

] ACL.
B tEN N, ANEE ACL #idfE E.

fE )2 ACL ML MHC & 1% ACL R,

154 B E _—F ACL By# N

—JE ACL e — R MU MM AR Er s SBIEMURIEACHSCIR K, S BRI 5

x*)
BIE &M
C& I )2 ACL JFE A= ACL ¥iLK.
{4 display acl { acl-number | name acl-name } % &% 1% ACL B & T A M
D), 3k R U 7 5 T R
HEEER
T2 ACL G HU VTR SIS B, IS HsC i 4028, ikl — 2 ACL LA
Jo, THEELE T ACL FIFH.
U4 24 — )2 ACL W N7,
CRIFRAS 04 (2012-01-06) BRI E 19
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Huawei AR1200 F 514k % i e

Fo B -2 4

1 ACL il

RESR

P11 (i) PATIL step step-value, BL'E ACL HK.

BT, 2 ACL B KAEN 5.

T2 PUT4 rule { permit | deny } [ 12-protocol type-value [ type-mask | | destination-mac dest-

mac-address [ dest-mac-mask ] | source-mac source-mac-address [ source-mac-mask ] | vlan-
id vian-id [ vian-id-mask | | 8021p 802.1p-value | [ time-range time-range-name | 1"

R ACL f 2B Z AN, v U EHAT A B

(1 stem

AP, rule 4K A RFRM rule-id, XFEFILT, FRAAMEAMN 642248 % 5, FH4EHF KA
f&.

BN B, SR AR G Z R A EFFROANKE, HEBIN G TG, Bk IR
.

P$BE3 (W[iE) AT rule rule-id description fext, Fi'E )= ACL MU FIHGBAE & .

)7 ACL MU fid A5 SRR HE ACL MW R s I 755, 5 (AT X 20 i)
ACL A F R o

—-ZEWR
BEATE
Bo 2 ACL MG, 0% LUK )5 220 H0 1%.
o I EELH AR b K, AT AT step iv4, EFT IR E KA
® YULAL Ty A config B, P 5 EEAE ML) 2 A48 NGB R, W] LLAAT rule iy 4>
FEFESH rule-id.
155 A —=F ACL
)2 ACL 1] DLW FHZE RSNV &5 ak shfigrh,  seal sl SC i vk .
AR &
Ol )2 ACL, IF5ER )2 ACL FLIUMRCE «
5=ER
)2 ACL n AN HAELL Fk4SRIThfig
® ik
o ANUBH BRI ) SR 42 A ThfE
RIES B
® ik
o FHEAN B SR, Al AR HE IR S A S AS ] b 45 $R A 2= il i 45, e
FHERUE R, AR1200 HEET 2 ACL 5 XG4 2K S EC R . 2 00 &
SCRERRAS 04 (2012-01-06) R LR S B 20
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Huawei AR1200 F 514k % i e

Fo B -2 4

1 ACL il

®  ARHLBI B R ) M A LT e
A RIRIRER P RS, B R ACL SERFERET R P g N R 4
T, AN BA ] TR AR OCEIL AR1200 ¥ Z5T. S WELE B4
L

-

1.5.6 ERELER

Bl M

HRMESR

E5 76

“JZ ACL BLESE LS, B )2 ACL AR 7] B B

CA5Ek T )2 ACL IlC & .

® HUTr 4 display acl acl-number, E VL% "5 AR =2 ACL F .
® HUTM4 display acl name acl-name, 575 LA FROIZE =4 ACL BN,
d

® i fT7ir4 display time-range { all | time-name }, & IHBUE E.

# PAT AT % display acl acl-number, WIULE 2| 2 ACL 45 AUUEE. KA
P EAR N2

<{Huawei> display acl 4001
L2 ACL 4001, 1 rule
Acl’s step is 5
rule 5 permit 12-protocol ip destination—mac 0000-0000-0001 source-mac 0000-0000-0002

# BT 4 display acl name acl-name, W UIER] " )Z ACL NAFR di's BEUECE
AR FNEI Py FLAAR P 25
<{Huawei> display acl name test
L2 ACL test 4999, 1 rule
Acl’s step is b
rule 5 deny destination-mac 00e0-fc01-0304

# BT T4 display time-range, 11 DL 22 FT A 8] Bt ECE AR ES

<{Huawei> display time-range all
Current time is 09:13:37 12-27-2010 Thursday

Time-range : testl ( Inactive )
13:00 to 18:00 working—day
13:00 to 18:00 off-day

1.6 B & 55451

2 ACL [CE 280 FCE w0 P ARl ik . Mo B B . B IRAE
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Huawei AR1200 Z 414V % iy 4%

Fo B -2 4

1 ACL il

1.6.1 &R ACL B2 & FTP BRE &5 15 04X PR <151

FEAIRG R, WV IEA ACL, SEBL FTP ARk 5548 X 20 7 i s ) BURR R BEE o

ERER
& 1-1 fizs, Router fE4 FTP 4588 (172.16.104.110/24) A4 (A A H ik &
ANTRI 7 ) BB -
® 7 1 (172.16.105.0/23) HIFTH H BT R I TR AR T LLs i) FTP 45 2% .
® 2 (172.16.107.0/23) [HFTA H F HBEAE R — /NI )9 B N 5 7] FTP AR 4545
o HABH S RAT LAY W] FTP ARS: 2% .
V41 Router 5 %A T W 2 A1 AT IA, ZESKAE Router FIFATHACE , SEZHL FTP R4S 254)
P ity U ) AR R
1-1 FAE A ACL B & FTP BR % 28177 514 PR £A W &
QW;PCA
172.16.105.111
FTP Server PCB
172.16.107.111
Router E = PCC
172.16.104.110 = 10.10.10.1
BEEK
KR i R
® {f Router FEIEFEA ACL, Il il B IEA ACL MU M 4% A AN | F P -4 740
® ¥ Router Fil'® FTP IEATHEE.
® {F Router NV JHEEA ACL kW 4% 1 B AN [R] FH 7 186 B AN 8] R 5 1) AR .
HipHESE
SR B A, T E W L
® JLA ACI%S: 2001,
® 2 Yjin FTP RS54 MM AIBL A4 K. ftp-access.
® fip-access il (PN TAIVEH: 2009 -2 2011 4FJE /S, JE H T 14:00 £ 18:00.
SCRIfA 04 (2012-01-06) EREHARERGE 2
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Huawei AR1200 51V H1 o5
il B e -4 1 ACL fic &

RESR

1k
w

B & 3

Bl MCE N

<{Huawei> system—view

[Huawei] sysname Router

[Router] time-range ftp—access from 0:0 2009/1/1 to 23:59 2011/12/31
[Router] time-range ftp—access 14:00 to 18:00 off—day

|2 il EAEA ACL

[Router] acl number 2001

[Router—acl-basic—2001] rule permit source 172.16.1
[Router—acl-basic—2001] rule permit source 172.16.1
[Router—acl-basic-2001] quit

=3 Jil® FTP HEATNAE (B8
B4 Jil® FTP RS 4%5 M AL R

[Router] ftp acl 2001

B’5 RUFMES R
E7 M 11 PCA (172.16.105.111/24) E#AT ftp 172.16.104.110 775, 7] LLiEH FTP
k554 o

2010 SEFEAJEH—FE TR 2 (1 PCB (172.16.107.111/24) AT ftp 172.16.104.110 iy
%, AREIERE FTP R454%: 2010 FEHAE/NT/F 15:00 757/ 2 1) PC B
(172.16.107.111/24) 34T ftp 172.16.104.110 74>, 7] LLESE FTP 45 s.

5

05.0 0.0.1.25
07.0 0.0. 1. 255 time-range ftp—access

76 PC C (10.10.10.1/24) EFAT ftp 172.16.104.110 174, ANAEERE FTP RS 25

e

# Router HPC & A

#

sysname Router

#

ftp server enable

ftp acl 2001

#

time-range ftp-access from 0:0 2009/1/1 to 23:59 2011/12/31
time-range ftp—access 14:00 to 18:00 off-day

#

acl number 2001

rule 5 permit source 172.16.104.0 0.0.1.255

rule 10 permit source 172.16.106.0 0.0. 1.255 time-range ftp—access
#

return

1.6.2 M=% ACL B ERF ARG

FEATRGI, I N g ACL,  SEBLARND A 358 000 4 15 A1 8 109 2% 2 ) 0 e B Bls KBS T

Ho

BN TR
W 1-2 iR, FEAAMELL WWW. FTP #il Telnet IR 14V i Router (114 11
GEO0/0/1 i i) AN M 4%, ik Router 1142 11 Ethernet0/0/0 i\ VLAN.
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Huawei AR1200 414V i d1 2

Fo B -2 4

1 ACL il

BER R

iR

AL B 202.169.10.0/24, M NERHT WWW RS54 FTP 45751 Telnet it
2598 P Hiuhik 4> 4 202.169.10.5/24 202.169.10.6/24 F1202.169.10.7/24 .

g T SZER A R N 4 B A ) A, Al AS SEAE Router LACE B KBS RE, AN
2 AR e T P a] LT i) N BB AR S5 2%, Ak g AT P BB AR 45 2% vl LAV 1] AR 38 R 2%
1-2 A E% ACL BB RF N IE4H M

FTP Server WWW Server
202.169.10.6  202.169.10.5

% % Ethernet2/0/0 (&= GE1/0/0 e
| Internet EJ;

Router
Internal 202.39.2.3
Network

Telnet Server
202.169.10.7

RITQ (B -

® il A S IR 2% RIS 194 2% I AN [ ) 22 4 DX B

o JE AN, fE AL RER KR IIRE .

® CEAFES ACL, AT LAS ] A H S5 4% (RIA0 5 14 26 1 7 BLRAT BA ] S0 0
2% (M N IR 55 A5 AT 73 9K

® /R Al E L T g ACL Mt uE.

N FERRBC B RSB, AR A K -

FETRARNY P B R 2% 1) 22 42 X IR A4 FR: - company

4= X 3, company LGS : 12

RIRHMTIN L 122 X I A FR: externalo

24X 3 external LGS : 5.

AL VLAN ID: 100

$:110 VLANIF100 [ IP $ihik: 202.169.10.1/24.

F2 11 GEO/0/1 () TP Hihik: 129.39.10.8/24

MNANEB WA 28 BT LA i) A 350 ik 25 4 PRV RR 78 FH P IR TP bk 202.39.2.3/24.
i AT KK 2 ACL 5 3001,

H N BB IR S5 A AT 73 KM= 2 ACL %5 3002,
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Huawei AR1200 51V H1 o5
il B e -4 1 ACL fic &

RMETER
SB|1 FE 2 AKS
# il A A 22 A

<Huawei> system—view

[Huawei] sysname Router

[Router] firewall zone company
[Router—zone—company] priority 12
[Router—zone—company] quit

# F48: 11 VLANIF100 JIA 424X 3 company .

[Router] interface vlanif 100
[Router-V1anif100] zone company
[Router-V1anif100] quit

# N B A 2% G 2 A X

[Router] firewall zone external
[Router—zone—external] priority 5
[Router—zone—external] quit

# ¥ 410 GE0/0/1 NN 224X 35 external.

[Router] interface gigabitEthernet 0/0/1
[Router—gigabitEthernet0/0/1] zone external
[Router—gigabitEthernet0/0/1] quit

P2 LE LA,

[Router] firewall interzone company external
[Router—interzone—company—external] firewall enable
[Router—interzone—company—external] quit

$E3 AlE ACL3001.
# B ACL3001.

[Router] acl 3001

# M B SR VFRY 5 F P AR R0 28 ] LAV i) P9 oS B 55 4 o

[Router-acl-adv-3001] rule permit tcp source 202.39.2.3 0.0.0.0 destination 202.169.10.5 0.0.0.0
[Router-acl-adv-3001] rule permit tcp source 202.39.2.3 0.0.0.0 destination 202.169.10.6 0.0.0.0
[Router—acl-adv-3001] rule permit tcp source 202.39.2.3 0.0.0.0 destination 202.169.10.7 0.0.0.0
# B LA F P AS e AR I 4% U 1) A 3B AR AT 2 4L
[Router—acl-adv-3001] rule deny ip
[Router—acl-adv-3001] quit

$E4 filE ACL3002.
# QI ACL3002.
[Router] acl 3002
# 0 SOVF PN 0 R 25 4 U7 1) /050 9 245
[Router—acl-adv-3002] rule permit ip source 202.169.10.5 0.0.0.0
[Router—acl-adv-3002] rule permit ip source 202.169.10.6 0.0.0.0
[Router—acl-adv-3002] rule permit ip source 202.169.10.7 0.0.0.0
# TCE 9 285 PN S R LA P AN Big U 1) 410358 19X 4% o
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Huawei AR1200 R 414V % iy 4%
il B e -4

1 ACL il

e & 32

[Router—acl-adv-3002] rule deny ip
[Router—acl-adv-3002] quit

fE AR B HE T =2 ACL g,

[Router] firewall interzone company external
[Router—interzone-company—external] packet—filter 3001 inbound
[Router—interzone—company—external] packet—filter 3002 outbound
[Router—interzone—company—external] quit

AR E S R .

il e, AR E FAL (202.39.2.3) W] LLVG ) N FARSS AN T IR 252 v LAV ) Ah
BRI 2%

7£ Router "$ T display firewall interzone [ zone-namel zone-name2 15AE, 45 RUWT,

[Router] display firewall interzone company external
interzone company external

firewall enable

packet—filter default deny inbound

packet—filter default permit outbound
packet—filter 3001 inbound

packet—filter 3002 outbound

-

# Router [P & SC4F

#

vlan batch 100
#
acl number 3001

rule 5 permit tcp source 202.39.2.3 0.0.0.0 destination 202.169.10.5 0.0.0.0
rule 10 permit tcp source 202.3 destination 202. 169. 10. 6

rule 15 permit tcp source 202.3 destination 202.169. 10. 7
rule 20 deny ip
#
acl number 3002

rule 5 permit ip source 202.169.10.5 0.0.0.0

rule 10 permit ip source 202.169. 10.6

rule 15 permit ip source 202.169.10.7
rule 20 deny ip
#

interface Vlanif100

ip address 202.169.10. 1 255. 255.255.0
zone company

#

firewall zone company

priority 12

#

firewall zone external

priority 5

#

firewall interzone company external
firewall enable

packet—filter 3001 inbound
packet—filter 3002 outbound

#

interface Ethernet0/0/0

port link—type access

port default vlan 100

#

interface

GigabitEthernet0/0/1

0.6 0.0.0.0
0.7 0.0.0.0

(=)

9.2.3 0.0.0.
9.2.3 0.0.0.

0.6 0.0.0.0
0.7 0.0.0.0
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Huawei AR1200 414V % d1 2
il B e -4t 1 ACL it &

ip address 129.39.10.8 255. 255. 255.0
zone external

#

return

1.63NMFA_E ACL (/38 BEEXRHSERH
TEARGI, N )2 ACL Bt & 244438, SEI R U MAC B SCHE TR &=
it

40 ] T 3R

W 1-3 Pizx, PCI [ MAC Hitik 25 0000-0000-0003, ‘&3 i A8 #e W% 3 4E Router [
Ethernet0/0/0 ¥ [1 I, 23k Router X MAC & 0000-0000-0003 (3R SCHEA T 200 -

1-3 A Z & ACL B8 8 Zviit 4 151 4H W [&]

) Etherent0/0/0
g‘: ﬁ VLAN 20 &=
= S R
PC1

Switch Router
MAC:0000-0000-0003

B E B
KN i B L B T R i o R S vt
1. BL¥ 2 ACL B, DERCYE MAC 2h 0000-0000-0003 (14 3 o
2. MR )R ACL FeHE B 426
3. BUEWAT N, AR RARSCH TR ST .
4. BCEVENE, 98 R RAmRAT A .

BIRES
h eI AL E R, AR AT AR
Router 5 Switch AHI%E 1425 H T J& VLAN %5 20.
—JZ ACL %% layer2.
WK BFR: ¢l
WAT I AFR: blo
RBP4 FR: plo

BRIESR
$E1 48 VLAN JFicE &% 0
# G VLAN20,

<{Huawei> system—view
[Huawei] sysname Router
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Huawei AR1200 Z 414V % iy 4%

Fo B -2 4

1 ACL il

$E6

[Router] vlan 20
[Router-vlan20] quit

# Bt B 32 0 Ethernet0/0/0 25 Trunk 287 1, 3% Ethernet0/0/0 i\ VLAN20.

[Router] interface ethernet 0/0/0
[Router-Ethernet0/0/0] port link-type trunk
[Router-Ethernet0/0/0] port trunk allow-pass vlan 20
[Router-Ethernet0/0/0] quit

(1 ssem
#HHALE Switch 5 Router 3T3£694: 9 A Trunk £A 40, HmA VLAN20, KB RFRE,
B E Switch 5 PC1 2T428945 0 4 Access AT, FHImA VLAN20, ARG REHA,

fic & ACL #i )
# 1t Router L AIZEZFR N layer2 ) —JZ ACL, FLEYE MAC 4 0000-0000-0003 HJHR .

[Router] acl name layer2 link
[Router—acl-L2-layer2] rule permit source-mac 0000-0000-0003 ffff-ffff-ffff
[Router—acl-L2-layer2] quit

IR
7t Router O 2K c1, UCHLH ACL A FR N layer2.

[Router] traffic classifier cl
[Router—classifier—cl] if-match acl layer2
[Router—classifier—cl] quit

e B AT N
# 7F Router L 8IZEFAT N bl, FHAECE IR =L FNE

[Router] traffic behavior bl
[Router-behavior-bl] statistic enable
[Router—behavior-b1] quit

e L AL SR O 4% 1
# 1£ Router EEIEFLSHMG pl, KU/ MR N K347 A A TR E o

[Router] traffic policy pl
[Router—trafficpolicy—pl] classifier c1 behavior bl
[Router—trafficpolicy-pl] quit

# IS p1 N 2142 11 Ethernet0/0/0

[Router] interface ethernet 0/0/0
[Router—Ethernet0/0/0] traffic—policy pl inbound
[Router-Ethernet0/0/0] quit

[Router] quit

I 4 R
# A5 ACL B Id &5 L.

<{Router> display acl name layer2

L2 ACL layer2 4999, 1 rule

Acl’s step is 5

rule 5 permit source—mac 0000—-0000-0003

# AT RIIBCERF D

<{Router> display traffic classifier user—defined
User Defined Classifier Information:
Classifier: cl
Operator: OR
Rule(s) : if-match acl name layer2
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Huawei AR1200 414V % d1 2
il B e -4 1 ACL fic &

# B LA G B R

<{Router> display traffic policy user—defined pl
User Defined Traffic Policy Information:
Policy: pl
Classifier: cl
Operator: OR
Behavior: bl
statistic: enable

s

Ao & 3

® Router [ E 4
#
sysname Router
#
vlan batch 20
#
acl name layer2 4999
rule 5 permit source—mac 0000—0000-0003
#
traffic classifier cl operator or
if-match acl layer2
#
traffic behavior bl
statistic enable
#
traffic policy pl
classifier cl behavior bl
#
interface Ethernet0/0/0
port link—type trunk
port trunk allow-pass vlan 20
traffic—policy pl inbound

#
return
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2 AP BT EE

XTARE

I EAANLGT Broh HREAS L JC B 7 VR 28451

2.1 AHLBG A ik
fi] B A A LT Bk (s A

2.2 AR1200 SZFFIAHLT Bk
A4 AR1200 SZRFAIAHLBE Bk Rk

2.3 Jic B MR

e B R, AT Bi% CPU IR SO %) CPU 3 e Meels, o m] gt me ey (4R S
HTE H G a2 i 4 FE

2.4 it ® CPU B M

il & CPU Bt thfe, wfLARRMSI Fi%X CPU (K3, {#9" CPU [PERE, fRIF CPU X IE

WSS AL EE

2.5 YRl By S

AR B B CPU RSt B G RRBChvifs B
2.6 Fic & 2545

AW HE B2 BB AR R BB R
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Huawei AR1200 Z 414V % iy 4%
il B e -4 NI o

2.1 ZKHBF I T A

{7 B A A LT Bt S AR I

FEMZE R, fEAEE KRENN CPU S RSk SCE IR H K /5 2RIk CPU IR, 41
XF CPU ¥ M S0 2 51 A HAdn b 55 O i s L 22 RGP, K B W IR OC &
TECCPU AR, PERE N BE, TSRS IR A5 .

JRPT CPU, £:4F CPU A 1E# ML IR AL BRI Y., AR1200 324t T APIBF B ThRE. A
LB B 6 2 3% CPU IR, EEA TR & A G %4e. fREe LS ER
AV IE R IS5 . B 52 B i 35k 25 (R AH B 520

2.2 AR1200 X FFRIAH B I T4 14

A4 AR1200 SZRFAIAHLEE Bk Rk

AR1200 Z#FRIBA T 7 SR B

ARI1200 SZHFAAFRA default [15E BB G, default SIS A RS BHXILIEH
MG PRI REREATHA IR, JF HECAN I BIPT A, A eirmikr, A RFES
24

AR1200 SZHFH 7 B S0 b5 Bt Sems o an SR P G B i B o Sm,  IIAE b B0 ok
WAL R, H P el I S 7 T S, LEAC B 78 o default S0 1) B 44 il
By NTHSOBEAEHTIIECE, HPBeh KM default SIS A HLE -
(AR

B K F At F A USB 3G Modem 42 & L i% 2] £ 3548 CPU 49 Wildk SR A 2K,

(1 ssem

2t F AR1220 %4, B aE R st F AN LAN £ 048 _Ei% 3] £ 4248 CPU #) = B Pl 3R SR A 2K,

AR1200 Z#FRIBF T Th BE
AR1200 SZHFAE[R]—ANB Bk Hemg o id & By Al CPU [ Mot o

Kb WAL 7 — MRl TBe, i T Ik CPU IR SGR AT 254 CPU 3 il
X AT e I R SCREA T L H A sl 1 s R P 4 B B, ORI 2% L 63 ] L
X AT RE A SO T B AR B, b, R AT RERI BRSP4 o Bl S L
NIRE:

® UGl A fE
i REBCIE DI REJe 2% A8 PEL B3 ] DAMC B SOl ks 2 B e, >4 nT RE A MG EAE
LTI ) A ACE A SR AR SO I B (I, BER TR, R BGilie
SRENH G, I H A7 G b 4545 B 0

® IGhi BT
A REST T T B Dh B Ja 4 B nT DANC B MG I B AR, T R
YA I ) P A3 R B S S R SO I PR RN, e L e (105 G S )
LR
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Fo B -2 4

2 AHLB B E

CPU BBt 3% CPU [FHR SCHEAT BRAIFNZI oK, A B i) Py 3% CPU i SC I B R

HIE—ERVEEZ A, MY CPU 22 4s, {RUE CPU X IEH LSS AL, CPU B

AR LU IR

e My
WA RPRAEE R P 4R S . TEE ACL 057 SR e RFIE I N B A 42 arh, R
N BRI P BT R IR CCEIE AR1200 JE 39445 57 .

® HUR[R
A PR PRI S E% CPU P32 . AR1200 7] LU e kAN [7) 28 28 P S 3 B AN
A PR R, BT DI CC & E5E, Wi 1% CPU ISR, R
ANFEZR ARSI B, IR AR CPU I H 1,

® Ntk
ARI1200 SZFEXT 3% CPU R SCHE IR PSR e AT BE,  ARUEIE Se i i sl
LS

® [k
AR1200 SZFEXTET A 3% CPU FIRSCHAT 45— PRI, AT 1% CPU MR S HE
RHCR BRI — N EEZ N, ARIE CPU A] LLIEH AL BE H AR MY %5

o IIABEMIRY

AR1200 8 ShASEER AR R YE ORI IS T2 0E N H 283, B85 HTTP Session £§
P+ FTP Session (i LA & BGP Session £#it. shaSFEEE R R R UE CA L2552 3
Wi i RERE IR #1817 .

24 AR1200 £l 51 HTTP Session. FTP Session &, BGP Session &3/ 1, £33 5%f i
Session [MEIFSEEM AR Dhfe, ok FIAfSCUVUCEC L Session FrAE G, LS
P2 a7 m R FIkIACH],  H L RIE T Bt Session AN (13247 AT 5EPE . FRE
P,

AR1200 2R RIS ZhfE . T N RERSIDIRE, AR1200 7T LLFEHIE 7 UhsUE 55

INE(S'e

® UIBBUTRICHIN, ARI1200 KHZ UMM KR SCHAZE LS, R REUE RS

® UURPMIITRATIT, AR1200 of LUl CPU B Budi MK DI, AE PSR SCLAFR E
(3 1% CPU, fRIE CPU [MBHEARAEIS, LRAEMISRINIE R IE1T

N R A B S B 1 Ui £ H5 SNMP. HW-TACACS. NTP. SSH. BGP. DHCP.
802.1x 1 PIM Thill, ZFFHNLZ-FHE HTTP Server. Telnet Server. STelnet Server. FTP
Server. SFTP Server. BFD. UDP Helper fil VRRP.

[RARTT
RIBEZ, B P TH TR iAol 4 B A B hit, BAAREALMAES.

2.3 FL B W 5508

BB B, A BIX CPU MR ST 2% CPU I BT, W] BEIE BB 4R L
AT H R BT P I 457 HE 0

[ IR
2% b n] Be 2 IO B B SC G 48T 1 24 1 CPU . Mol d it 17— Boiti
TB, ko Bk CPU BUR SCIE TS 23 CPU i sl Beis, X a] it s i (4R S kAT
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LA Rl it e (1 5 AR R 20 HL 01, SRR PO 48 B B3 ) LUK mT g X e A B s

RIESHR
S HATHT 2 system-view, N RGAIE .
$E2 AT 4 cpu-defend policy policy-name, 1[5 s S F-3E N B 0k SFems A

ARI1200 #% 3HF 19 MBS0 e . Jooh 4Bk default (10500 R4 1 3 A IO B
Yils, default JEMSERRI ST NG, ARV, BARVERSE: K 184
SOV IR RTINS

HE/3 (W) $hATHr4 description rext, ML E BB SEmg IR E
$B 4 HIT 4 auto-defend enable, 1 I WU ThHE.
7S N [ RV G o3P it e UL o
PS5 (Wik) HuATHr4 auto-defend threshold threshold, Tt BUtmilJ5AL 7 i -
A THOL T, SO IR & B 128pps.
$B6 (1ik) $4T7r4 auto-defend alarm enable, 5 BEBLIHIVE 152 1) R
SR TEOLR, B W Th RERAE BE .
$B7 (i) #1474 auto-defend alarm threshold threshold, T BUk Y5 25 2 4
AL, B IR E Ry 128pps.

S8 ERGIAE FHATM 4 cpu-defend-policy policy-name [ global | slot slot-id |, N 55 ¥t
i
PAT AT, AT global Fil slot, U7 Buh Sms N F 1 =450 77244 global,

0 7 Bk S I FH 80 BT A ORGS0 shot, WIS Bt SR I FH 3104 S Al P2 B
F.

BRI AERR B, Bl Bk 5w Ok RAA45 I CPU IR SCH &L I R HIHE 4%
B, BTt g SO0 Bk 4R CPU IR SCA AL .

(RARTY:
ERERR T RE LKA, IR R Z S E TR, EHIR I A T A A3,
—4R
KMEREER
® P74 display auto-defend attack-source, 5 =¥ 1 B Y5 B
® JIfT7ir% display auto-defend configuration, 77 7 s S 1) B0 R G 45 B o
A

® JifTi4 display cpu-defend policy, 77 [ Hri S i1 B

2.4 B2 & CPU BFi

Ko & CPU By zhfig, nfLLRRMEI Fi% CPU IR 3C, 1197 CPU MItERE, {#iF CPU % 1E
TS5 I AbHL
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241 BIMEBEES

FEBC . CPU B BUdi iy 1 ehr PR A N PP L C B R P O B A5 A i e 25, T
DASE PR A M 58 EC AT S5

[z RIS
24 AR1200 FE N K I, AT Z 56 CPU AR SC BT sl 75 BA BE K & 1% CPU
4R 3C. CPU B Xidf ik CPU PR SCHEAT FRIIFNZI SR, A A7 ] Py 3% CPU #i 3¢
IR B BIAE— 2 Va2 N, AT CPU 1224, {R-1F CPU X IE b 45 i Ab 2
CPU B Braliil i LR SR ms SEELGT AR1200 17 R PR3 -
® 7. JHitMEAL ORI PE I CPU ARER .
® T X ik CPU (MR SCIZ IR PSRBT I R B, ARAEAEFP B 3% CPU
PR CAELZ .
® . Xt ik CPU MRS, &I EMSURSC AT RS, TRUETL e 2 bt
PSR
® EPUZL. Xf 3% CPU (IR CE— B, Bt 48— FRsE 4R SCBENLE 57, HE
Ak Bk CPU i CAS L2, /Y CPU %4,
EATEMARY DR LRI T 2 1G M N H JZ2 508, £4F5 HTTP Session £(##5 . FTP Session
B3l UL M BGP Session Bl , M IR FIZ $6 b 45 78 Bk & A2 5 0] BLIE #3847 .
EES
FERCE CPU B ¥k 2/, 75 B8 LA AT
® EPHEIIFRCER MBS, M O EERE N Up.
BIRHES
FEC B b B SR 2 i, T B AS LR
Fs | HuE
1 577 o 5% s 114 44
2 (A3 B Hchs SR mes R i A 5
3 A% ) ACL ORI A 2 5
4 (Afik) 3% CPU 3 [ BR i3 %
5 QB DIl Wit
6 (Af3) 45— PRE{E
7 (A 3E) BhaABE M AR Thfe PR
8 I FH B ks S s 1482 R i 5
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Fo B -2 4

2 AHLB B E

2.4.2 BRI T RS

BRIEDE
$E1
T2

TRR3

2.4.3 (A&

244 (A%

PP 3 25 QR B M kg, AR5 A5 B i B Bl Sems h S CPU BBk 2h fig

PAT TS system-view, BEARGALE.
AT 4 cpu-defend policy policy-name, G5Bl Bk SRS I8N 95 B S ms A% B

AR1200 f5x % 3CHF 19 N BGLE A . AP A FCh default ¥ 550E ) R 4t Eﬂiﬁkﬁ’]@%%
i, default S ERIAN I BIPTAT AR, A SCVEIER, BARFESSEG Hix 184
eV B RIIIER o

(A[3E) AT 4 description text, g 8B B S (i 45 B
—-Z5 R

) BEERAR
A BRI S £, DTS4 BRI P B SO e o 5

BEXER AR P SRS BT, AR1200 J8IE ACL $ERFARE SRR H P g N 318
P, EFFFINRL B EIERIR .

PAT T2 system-view, FEANRGHE.

T4 cpu-defend policy policy-name, NP B TG ML
HAT 52 blacklist blacklist-id acl acl-number, GIEEAL R,
AR1200 [15—/NB Bk e b e 22 T DAL 8 2 F A48 L.

R BN ACL 1T LUEFEA ACL. 2% ACL 5 )z ACL.
BB LR, ARI200 A LS A4 5.

—-Z5R

) BECEIEFRE

AR1200 7] LI 3 X AN [ Y PR S EAN R (BRI, ] DAORHR SCBEE ) 5
Ml s> E3% CPU [ SCHCR,  BERARAN IR ARSI L2, A 2IfR4 CPU ¥ H
(.

e

BRIETE
$BE1 HAT 2 system-view, N RGIE.
S 2 HAT1r 2 cpu-defend policy policy-name, BN B T BRI
T3 L E U
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® HUIT 74 packet-type packet-type rate-limit rate-value, *I_I:i% CPU [FJ4R CiHEAT PR
W, IR R B

® JiT1% deny packet-type packet-type, FLEXN ik CPU I OCHAT 57 3R
FH T 12 R T S (1) PR 1) A BB R 0.

BT T, AR1200 %) 1% CPU HI#R SCHE FE default SREME 44 (1) BB A HEAT FRIE
4R

24.5 (W) EEWHMER
G SOt Sem 5, nl AR B Bk S ot 3% CPU (3R SCH% IR B iU Se kA T 1R
JE, DRIEARSE S i e A B AL HE
HRIETR
H1 A4 system-view, HEA R
F2 #4712 cpu-defend policy policy-name, N7 BLE SEIEHLIE
$ 3 P T2 packet-type packet-type priority priority-level, Bl 'E 3% CPU | 3CIHHML A

HIEIE K-
AU R, A default S0 BT EAT L% CPU HSCHI B BT A6
-

2.4.6 (A[iE) ELEZHE—BRIE

B 7 B s Je . nT DAAE B B0 SR R i B0 I 326 CPU R SCHEA T 48— B
AR1200 XIS 4 — MRS E R CCRAL &7, PRIESEA B CPU Bk AR 2, Ry
CPU %4
BRIESE
$BE1 HATH 2 system-view, N RGAIE.
$IE2 P T4 cpu-defend policy policy-name, Bk BB FME LA .

T3 PUT1r 4 rate-limit all-packets pps pps-value, FCE XA _Li% CPU I SCHIT4— R
J‘E o

-

24.7 (ANE) EEFHASERRIPATIGERELRE

P u] LAAE B Mk SR mh e 5 Sh A B R4 D RE I BRI, AU R GG L (1 iy
fE.

BRIESE
FB1 HAT 2 system-view, ARG
2 HAT1r 2 cpu-defend policy policy-name, NGB BRI
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2 AHLB B E

S 3 T2 application-apperceive packet-type { bgp | ftp | http } rate-limit rate-value, Tt

H BGP 3¢5k FTP 3L sh &L O3 Thie (1) FR R
RARTY

%4 HTTP. FTP 2k BGP thiXif & 2 0F, 4R A P& A B E application-apperceive 49 Mk 4]k &,
AR 4 HTTP. FTP %X BGP W35 1% /A application-apperceive 4"~ 4 44 )ik & Fi% |

BE LT, HTTP 3R 40 3h 435409 o) a6 Fhlik £ 2 512pps, FTP 3R 44 3h A4 sb4R 47 o)
HE B9 TR A1 2 1024pps, BGP R 4930 S AR 2 A e PR #1ik £ & 512pps.

B

2.4.8 [ FA BT 5 SR B

SUAT K B By semss i P AE FAR B S5, B G S A e A2

B RH
N TR IE TSR N 2 BE, 055 HTTP Session %45 . FTP Session %74 1 BGP
Session Z( i, PRUFIX LN 5 AF Kok K A AT LLIE R 24T, ] LEE N b5 B0 SR s 2 /i
1 BE SN ASHEME R Y T BE
E=ER
Bl Mook S ] CAZE R G IR R B 21 = PR BT LAN #2048, ] AN H 245 € LAN
B IR
RARTY
o B A LAN # 0 4, ok %Rk Rt Ei% LAN 30 4 CPU $93R A 2k; W m A3
M, By Fek Rt bit £ 38R CPU #4938 SUH 2K
BRIETER
S 1 T2 system-view, PEARFEMAE .
$B2 (A% #7144 cpu-defend application-apperceive [ bgp | ftp | http ] enable, {F#E5)A
AR DRE .
RARTY
BB EAT, sHF FTP tild= HTTP ¥, 12883 S5tk h 4, xH-F BGP ¥, RMLEE3)
A FEARAE T BE.
$I 3 PAT4 cpu-defend-policy policy-name [ global | slot slot-id |, [N Bl s S0
PATIHE A A0, ANTir 2L global Al slot, W Ao S v FH 21 E 4545 47540 global,
)55 B S S BT A LAN #2108 15 25 slot, B Moy Smss 3 FH 2145 e #4711
LAN #2114 L.
LR
249 EBHRBELER
R Ex CPU B BUh B & 45 R .
SCRIRRCAS 04 (2012-01-06) oL AT MRS B 37

AT © AR IR A+



Huawei AR1200 F 514k % i e
Fo B -2 4 2 AHB R E

RIESR
® fiiffJfir4 display cpu-defend policy [ policy-name ], &% [ Bk Sem& (5 KL .

® fiifflfiy4 display cpu-defend statistics [ packet-type packet-type |, #F _Li% CPU )
XIS B

® fii[{]fr4 display cpu-defend configuration [ packet-type packet-type 1{ all | slot slot-
id|sru}, BHEX R CPU ST PR B E 15 8 .

B

2.5 4E$P B B 3R R

ARG R _EIE CPU RSCHETHE B i BRBGh IS & .

2.5.1 i&FR E3% CPU XML ITHER
IR Bk CPU I GEiH 5 B Xhfg.
BRIESER
® T4 reset cpu-defend statistics [ packet-type packet-type |, ifkk 1% CPU 3¢
S THE B

— R
2.5.2 FERBEHFRER
B R B R E B RE

BRIESTR

® T2 reset auto-defend attack-source, ViR BUE RS & .

s

2.6 B B =545

VIR S A9 ] N e 7 o e T SRV TN N LW WSS NI S (B S

2.6.1 Fe B KA B K 7~

I EAHUBT Bk R A B R

i 2-1 s, AL TASE SR A P E s RouterA U5 W) Internet. 579047 RouterA 521
it ot, w5 B B B WA A Dh g R B YRAE B . R RRIAAAE LL RIS

® AR ES T BE T AT AN, Netl MBI AN H P & kBT M.
® Wi KIEKE ARP Request 3¢, #2Md CPU 1 1% TAE.
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Huawei AR1200 414V % d1 2
il B e -4t NN o

o FHHIRTIELLFTP )53l FAE 05 RouterA, I 75243 345 1 52 =415 RouterA
Z A

K2 HR38 M H Pl DHCP J7 A A SKEC IP kb, {H RouterA ANESGANEE [1%
CPU [t DHCP Client & 3.

RouterA AW H] Telnet Server g, {HZEH KR K E T Telnet R 3.
B Ay I L fE RouterA BEATHC S, DASEAA vk Lok fn) it .

2-1 Bg & B BT SR R 4A ) [

RouterB

Net3: 3.3.3.0/24

[0 8
KGR 1 JE s e B A LB Bk -
1. FeE B, K Netl WBCH MG FEIINEA H, BN M,
2. PCHE ARP Request 30 FiX CPU [ Z R, 1 ARP Request i S FRHIFE— MR
AN R IE R Y, DR CPU Ab B TF 5 b 45 1) 52
3. [E FTP WM MIESEERRARD Thae, RE S8k aT LA &7 3 51 TALS RouterA 2
[5) 1 A% -
4. EDM Y, % DHCP Client 7 30 BH = AL, 430F RouterA 46 Ab 7
_F3% CPU f£) DHCP Client % 3.
5. Mi'®E Telnet N HZEBNThEE, {3 RouterA EFFWH| ) Telnet ) 3.
HipESE
e B E A, T EME R N
® iU HHE A FR: devicesafety.
® IR A I{E: 50pps.
® Il MAC Hudik: 0001-c0a8-0102.
® ACL MNM%w*5: 4001,
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® MALMKGT: 1.

® ARP Request #t 3 _Fi% CPU R SR FRI(E: 64pps.
®  FTP PplshAHEE R T REHRBRTIE: 2000pps.

® DHCP Client . C IR 5EL: 3.

(1 sem

VA TASEE AN EH M i B SR, AT deifi E#F AN (Huawei AR1200 % 7)) 4k 34wy
B BELH-IPHKw) .

RMETER
S| LB LA LA ACL

<{Huawei> system—view

[Huawei] sysname RouterA

[RouterA] acl number 4001

[RouterA-acl-12-4001] rule 5 permit source—mac 0001-c0a8-0102
[RouterA-acl-L2-4001] quit

FE2 QIR

[RouterA] cpu-defend policy devicesafety

B3 E B RS A U RE
[RouterA-cpu-defend—policy-devicesafety] auto—defend enable
[RouterA—cpu—defend-policy—devicesafety] auto—defend threshold 50

P4 NEBRALR

[RouterA-cpu-defend-policy-devicesafety] blacklist 1 acl 4001

$BE5 fii'E ARP Request i3 % CPU HIHER R

[RouterA-cpu—defend-policy—devicesafety] packet—type arp-request rate-limit 64

PE6 L FTP Wl a)AHE R (hd Ty e i A B e

[RouterA-cpu-defend-policy-devicesafety] application—apperceive packet—type ftp rate-limit 2000

$IE7 & DHCP Client R L 4K

[RouterA-cpu-defend-policy-devicesafety] packet—type dhcp—client priority 3
[RouterA-cpu-defend-policy-devicesafety] quit

g RNl G T
# fTfE FTP BN Bl S HER TR I T fE
[RouterA] cpu-defend application-apperceive ftp enable
# I FH Bl B0 SR 21 4R
[RouterA] cpu-defend-policy devicesafety

HIE9 Jil'E Telnet KN EESHILRE.

[RouterA] undo telnet server enable

TR0 KiEfCE SR
# 2 T B SR £ R

[RouterA] display cpu—defend policy devicesafety
Related slot : <0>
BlackList Status :
Slot<0> : Success
Configuration :
Blacklist 1 ACL number : 4001
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Packet-type arp-request rate—limit :

Packet—type dhcp—client priority :
Rate—limit all-packets :
Application—apperceive packet—type ftp :
Application—apperceive packet—type tftp

# A LB C A RS S

H/oho

3

64 (pps)

2000 (pps) (default)

2000 (pps)
2000 (pps)

WoREEREW], Telnet N HJZIK) . %t arp-request
R B A3 26 R0 dhep-client 7 S0 2% 2% O C B L) o

<{RouterA> display cpu—defend configuration sru
Rate configurations on main board.

Packet-type Status Rate-limit (PPS) Priority
8021X Disabled 160 2
arp—miss Enabled 64 2
arp-reply Enabled 128 2
arp-request Enabled 64 2
bfd Enabled 512 4
bgp Disabled 256 3
dhep—client Enabled 128 3
dhcp—server Enabled 128 2
dns Enabled 256 2
fib-hit Enabled 256 2
fr Enabled 128 3
ftp—client Enabled 256 2
ftp—server Enabled 256 2
fw—dns Enabled 128 2
fw—ftp Enabled 128 2
fw-http Enabled 128 2
fw-rtsp Enabled 128 2
fw-sip Enabled 128 2
gre—keepalive Enabled 128 3
gvrp Enabled 48 3
hdlc Enabled 128 3
http—client Enabled 256 4
http—server Enabled 256 4
hw-tacacs Enabled 128 2
icmp Enabled 256 2
igmp Enabled 256 2
ip—option Enabled 256 2
ipsec—ike Enabled 128 2
ipsec—isa Enabled 128 2
ipsec—osa Enabled 128 2
isis Enabled 128 3
lacp Enabled 320 3
11dp Enabled 48 3
ntp Enabled 128 4
ospf Enabled 256 3
pim Disabled 256 3
ppp Enabled 512 2
pppoe Enabled 512 2
radius Enabled 128 2
rip Enabled 128 3
snmp Enabled 256 4
ssh-client Enabled 128 4
ssh-server Enabled 128 4
stp Enabled 96 3
tep Enabled 128 2
telnet—client Enabled 128 4
telnet—server Enabled 128 4
ttl-expired Enabled 256 1
udp—helper Disabled 32 2
unknown-multicast Enabled 256 1
unknown—packet Enabled 256 1
voice Enabled 256 4
vrrp Enabled 256 3
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# e BB A ThRE S, X Netl MBI (B0l & BEA IR A H AR, R Bah)

Pk BT REAERL

Dec 18 2010 09:55:50-05:13 AR1200 %%01SECE/4/USER_ATTACK (1) [0] :User attack
occurred. (Slot=MPU, SourceAttackInterface=Ethernet0/0/1, OuterVlan/
InnerVlan=0/0, UserMacAddress=0001-c0a8-0102, AttackPackets=48 packets per

second)

# B FIAE BRSO G5 B, BIERRSCR I B4 arp-request FEAT T %

SR

<{RouterA> display cpu—defend statistics

Packet Type

Pass Packets Drop Packet

S

8021X
arp—miss
arp-reply
arp-request
bfd

bgp
dhcp—client
dhcp—server
dns

fib-hit

fr
ftp-client
ftp—server
fw-dns
fw—ftp
fw-http
fw-rtsp
fw-sip
gre—keepalive
gvrp

hdlc
http-client
http—server
hw-tacacs
icmp

igmp
ip—option
ipsec—ike
ipsec—isa
ipsec—osa
isis

lacp

11dp

ntp

ospf

pim

ppp

pppoe
radius

rip

snmp
ssh—client
ssh-server
stp

tep
telnet—client
telnet-server
ttl-expired
udp—helper
unknown-multicast
unknown—packet
voice
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Huawei AR1200 414V % d1 2
il B e -4 NI o

vrrp 0 0

-
EEX

#

sysname RouterA

#

acl number 4001

rule 5 permit source—mac 0001-c0a8-0102
#

cpu—defend policy devicesafety

blacklist 1 acl 4001

packet—type arp-request rate—-limit 64
packet—type dhcp—client priority 3
application—apperceive packet—type ftp rate—limit 2000
auto—defend enable

auto—defend threshold 50

#
cpu—defend—policy devicesafety
#
undo telnet server enable
#
return
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3 YA A

mEHEE

XTARE

G AR A R B L B VAR B A
3.1 AR
T FR A 2 DAL O () S AN S L

3.2 AR1200 SZ 5 )3 0 i
A4 AR1200 7R 0

3.3 e E U R A
IrAERE I HC B A k.

3.4 Pl E 254
AL B A TC A5 4
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Huawei AR1200 F 514k % i e
Fo B -2 4 3 Ui A A A

3.1 it E HPH AR
T] PR 2R AR R AN SR B
HEN AR1200 (1)) #EHSCSTE % VLAN WA Ui B e, AR SC S 7R A 7R AL
Ul VR R AR A PR R SCHE NG, AR1200 42 1% VLAN WA 3 1) #1241
o WUER, XA KETHARGE R, FBICRGM T, SR 1
K BE I RIALFE RE
T E AR Th A AT DL BR R N ity 1 PR IR SRS g . (RS AR1200 523X — R ek
i, FEPIZI R TR AT OL R, RAIE & i a) 3 58 FAL BRRE 1)

3.2 AR1200 X #aYFE S /P HFF 1%

A4 AR1200 SCH; A RIRF o

AR1200 SZRFAE LUK O N BCE VR B h e, QA # . ARRAUR K1 S HR SO
PR A B AR 1 N A TR A

3.3 ER=HE

I EAESRE B T BE BRI k.

3.31 B BES

FENC B U AR 7 AR PR N PR L C B R M AT B S A v R, T LA
Pragl . HEGH 58 BORE BAT 55

N FAERE
24 AR1200 W BARZN B . AR RER OIS, T AR R SO H 1 MAC bk A g
TR HF2 H, AR1200 23 [1) VLAN P ER T #0082 10 2 AN T 2 10 3 ROX ey &
EFEATRE B SR, PR AR1200 (5 R MERE. DRIE R EERRIE AN L) 3. 4
PR A A PR ISR SR, B & 32 BRI B, A5 U 8 I mT AR
ARI1200 HARBEBEAT IE 5 (0 PAFR L A, BRI AT DUAE 12482 11 B B0k I 2R 28 1 7 4 sl o
fito

EES
TERCE R ENE 2 /T, T e L TS
o EEEIIJFRCEB MWL, T EERE N Up.

HIRES
FERC B N2 Ay, MR DL N i
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Huawei AR1200 F 514k % i e

o B AR M- 4 3 i A A

Fs iR

1 i 2 PO B AL B AT (R SR A S

2 iy AN PR R O AR EUR SN
LRy

3 B by FORSRI R CT
O
AR

RA ARI1220 £354# L LAN f#9 8 A~ B 2
Ethernet # 7 L H A F HEXATAZITH.

4 BRI R AR GRS SR A
HRAED
WiAA

RA ARI1220 £3#54# L LAN 49 8 A~ B2
Ethernet 3 0 X 3 vARKES Lk RAEHATARE
.

3.3.2 fL BE OB EAF

G U R A B e G

o=y
RIAG

LETF BT EAHI AR1200 EHEATA0 FACE .
BRIESER

$BE1 HAT2 system-view, N RGWIE.
P2 AT 2 interface interface-type interface-number, BENFZIIRIE.,
SEB3 EZOMRENG, AT
o Ul i TR = E
- P74 broadcast-suppression cir cir-value, VLA AR SC AR S
BATHCE
- $UTHr4 multicast-suppression cir cir-value, VL7151 26 ZH 35 SC A3 406
HATHCE.
- AT 4 unicast-suppression cir cir-value, LT T5RE A T A S0 BAR AR SC R 40
AT .
(0 s
AR1220 E4244 LAN 149 8 A~E] & Ethernet 4 1 ¥ A F W AEX AT A T 74,
o LA BT i E PN B .
- PUT14 broadcast-suppression packets packets-per-second, VIR RS
A A AT AL
- T4 multicast-suppression packets packets-per-second, VIR FFHR ST

O B T
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e B -2 4 3 Y A A
- PUT 14 unicast-suppression packets packets-per-second, VPIELAFE T A SRR
SCH AT
1 i52em

AR1200 44K L F OB X A ZTIFH 58, IR _E LAN 49 GE 4 9 . Ethernet 410 %
B G XBATRZ 74,

-
333 B ELE R
K6 B vt B AR A G A R .

Bl F M

CL 58 B s A0 i T
BRIESR
® {4 display flow-suppression interface interface-type interface-number T il &
FHIC A
.

E5 5

AT T4 display flow-suppression interface interface-type interface-number ] LI 8255 E

FE TR 9 s A A E
<{AR1200> display flow—suppression interface ethernet 2/0/1

storm type rate mode set rate value

unknown—unicast ppS packets: 1260 (packets per second)
multicast ppS packets: 2520 (packets per second)
broadcast ppS packets: 1260 (packets per second)

34&%#%

2t AR R C B2

3.4.1 BL B LAF 5 AT EH0 6 7= 51
A B B AT AT HEA I i

ERTER
B 3-1 fizn, RouterA 15 )2 4% 3 = 2% 4% RouterB MIfE &, AT ZEFRH| —
JE W PR B ) 7 ALRREGE R RDRREIR SN, T LUB L 7E Ethernet 0/0/0 £
I ST 7 S R S Wi b S 48
(1 ssem
A 3-1 ¥ 49 RouterA £ 45 AR1200 %%, RouterB Z45/CLEMA WM. RA ARI200 £484k £ LAN
164 B & Ethernet 42 7 L H A F P EX#ATAEIFH].
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Huawei AR1200 414V i d1 2
il B e -4 3 i EHHI A

3-1 BLE U F PRI TRE I FIE M E

Ethernet 0/0/0

L2 network

RouterA RouterB

EE B

SRR H S

®  EUHEAE Ethernet 0/0/0 45 ML F 1L R LAY 5 BT U LI 1 D
Bk

TR E S, B A

® it B VR EAMHIA4E 1 & FR A Ethernet 0/0/0.

®  GUEAMEIE R R RSN B AR 100kbit/s, ZHAER SRR
JLIH2 A 200kbit/s.

RIETER
c2- BRI IRE S

<{Huawei> system—view
[Huawei] sysname RouterA
[RouterA] interface ethernet 0/0/0

B2 ACE) WS T R A
[RouterA-Ethernet0/0/0] broadcast—suppression cir 100

7 S RATE 518 D S O R i S W W e |
[RouterA-Ethernet0/0/0] multicast—suppression cir 200

P4 BOE AR RIS LB T i R
[RouterA-Ethernet0/0/0] unicast-suppression cir 100

PS5 KUFFLE S H
T4 display flow-suppression interface 77 Ethernet 0/0/0 4% 1 F I A0 HIEC & 1

{H‘o
[RouterA] display flow-suppression interface Ethernet 0/0/0
storm type rate mode set rate value
unknown-unicast bps cir: 100(kbit/s)
multicast bps cir: 200(kbit/s)
broadcast bps cir: 100(kbit/s)
B
#
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il B e -4 3%

D

AN

=

sysname RouterA
#

interface Ethernet 0/0/0
unicast—suppression cir 100
multicast—suppression cir 200
broadcast—suppression cir 100
#
return

3.4.2 BL B L SR BATREMH R A

A2 LA AR AT U0 S 40 ) P B AT B

GBS
P 3-2 /s, RouterA 1E 4 2 M4 2] — 2 4% RouterB [ #2 i, M5 ZL R —
SRR PR E ) 7 ALk EE AR AR AR R S, T LUE L 7E Ethernet 2/0/0 £
M b Pe e LA AT S A R ST
(1 ssem
A 3-2 F 49 RouterA £ 4540k 3% 8735, RouterB £45IC K% & 5.
3-2 BL B LA EEN TR E 005128 M E
Ethernet2/0/0
&
R R
RouterA  RouterB
[T 585e
KT 1) S8
®  [H:AE Ethernet 2/0/0 £z LA BT C & LA AT VP06 D) RE o
BEHER
H S UL BCE 2, T MR N E
® it E IR I 0 & FR N Ethernet 2/0/0.
® . ALREACR AN RE LA A A T A
®  JiEANEIS )R AREN IR SRR P R AE N 12600pps, AL A
%P R AE k) 25200pps -
BRIEDE

P11 HAEOE
<{Huawei> system—view

[Huawei] sysname RouterA
[RouterA] interface ethernet 2/0/0
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Huawei AR1200 R 414V % iy 4%
il B e -4 3%

D

AN

=

2 BE) LA T R
[RouterA-Ethernet2/0/0] broadcast—suppression packets 12600
PR3 ACE AR LB AT R
[RouterA-Ethernet2/0/0] multicast—suppression packets 25200
W4 O E AR A IR DA AT U B A

[RouterA-Ethernet2/0/0] unicast—suppression packets 12600

TS5 KUFFLE L H
P74 display flow-suppression interface 7174 Ethernet 2/0/0 £2 111 (13 s I AL E4H

{H‘ o
[RouterA] display flow-suppression interface Ethernet 2/0/0
storm type rate mode set rate value
unknown-unicast pps pps: 12600 (packet/s)
multicast pps pps: 25200 (packet/s)
broadcast pps pps: 12600 (packet/s)
e
#
sysname RouterA
#

interface Ethernet 2/0/0
unicast—suppression packets 12600
multicast—suppression packets 25200
broadcast—suppression packets 12600

#
return
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Huawei AR1200 R 414V % iy 4%

Fo B -2 4

4 ARP ZA i E

ARP 22L&

XTARE

ARP 24l i JEAMFEAEN ARP 3L, fa 8 ARP HRSCHRE R AP 11 ARP B 5 pf 585
JIERORUE A 258 10 2 (¥ 2 A PR

4.1 ARP %Ak
A B/ 2 ARP 24 5L

4.2 AR1200 SZF#¥) ARP Z4%5 Pk
AR1200 ZH5 ) ARP %4l hE ARP £ IPRE]. b5 ik ARP ik, By ik ARP M
FPPoE. ARP HRICUEAIH] . ARP Miss W4 SR ARP ) S0 R R ThRE

4.3 Bt & ARP 15 fR 4
A0 ARP R0 PR I BC B L R

4.4 it 'E ARP B3l
A48 ARP 115 Beeh i e el e

4.5 fil'E ARP 6
¢ ARP FIHI R BC B R .

4.6 4E37 ARP ‘%4>
TE. ER ARP RS THE S, 7ER ARP Z 5T IR ARP R 3.

4.7 e 251
4 ARP LR IIREMBCE RG] BCEZPIPORBAM TR, BELEK. #IEDERE.
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Huawei AR1200 F 514k % i e

il B e -4 4 ARP %4l &

4.1 ARP ZE&HhA
A4 ARP 224> JELFE,
ARP
LK ARP Biifudh ARP 9w Al ARP 72 it it
® ARP MIRISHEZ E It RIL NI I ARP R0, 16 o i3 4% ol I 2% oA = LI
ARP R0, 3%l P B 48 RSO R S . ARP B AT LAy Hy
- FE R ENL
R LES
®  ARP iy R R Mt 3 1a) B o8 RIS KR FE IR Y ARP 1 SRR SCEL 7% ARP )L,
T A R B ST T ARP A0 BE,  SEmAtY 25 (oAb 3, Bl sk & b
) ARP RIS MM, RIUEH, TIEZAF 155 7 B ARP R0, M BHAS 1%
MR SCHE T . ARP 72 BB AT LAY Ay
- H4E RS B
- iR TGk
- FREGE
ARP &%

ARP Z AT I UEAME AR ARP R0, Kt ARP iR 3CH8E AP 1 ARP W 5G i R4%:
TIVEARARAE ) 265 V4 1) 22 A VRt

4.2 AR1200 3Z#580 ARP 22454

AR1200 ZH5 ) ARP %4 hG ARP £ IBRE]. B ik ARP ik, By ik ARP M
TIPS, ARP RICVEHIHI. ARP Miss 74 B VEHNHIR] ARP $) SCHUR FRHI ThRE

ARP FRIIBR#I
n DUBCE ™A% 2 2] ARP R I, A AR1200 JL 2% 3] H R IE ) ARP 3 3K i [7] W 4R 3 o
A DA & ] DL > B e K3 A& ARP RIEH , DABH 1F% = 7 5 ) ARP £ I0%
PRI % AR1200 JGvk2 ) 475 7 1) ARP £ 1,

51t ARP k%3G
ARP MR B & T h 2 et D SOA T 2 % HE I ARP 3050, BLit & LI ARP
FIR, R AV P (K 2% T T

ARI1200 R LAIE I DA P k5 72 B A S At

® [i5E MAC Hilit: AR1200 % —Kk %> 2] ARP RIIZ AN AVl ARP %225k
B MAC Huhit, E R ARP RIUEA L 5 A4 SeVF R, LAORY G5 ) ARP
RITABAE L
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Fo B -2 4

4 ARP ZA i E

52 MAC Ml AP 77 .. Fixed-mac fil Fixed-all. Fixed-mac 53 F, ARG
M MAC i, {HJE A& VLAN F3: 0145 & Fixed-all 7, MAC. VLAN
FHZ U5 BASA LB XL

®  EAIHfIN: AR1200 Y B|—/NF SR T MAC Huhb{E SE U ARP #OCIN, ANe
SERME L ARP BRI, A2 565 i ARP %7 5 1 MAC bk 2 H P ok —AS sk
N, AR BRI 45 R B

Bk ARP [ 3ciHZe

ARP W S-SR B 7 B W SC L, 78 SR A B ALY TP 3t it it ) St ik ) 4 2
ARP 30, EHHEMENZAR A, S BSE QR M L ) Bl ik, w243
SO P T EHLICTE T 1) R 45 o

AR1200 i 2] 5 W el ph o i) ARP S0, I SBAEEE FAIE M2 —:

®  ARP LI IP S SC N 1Y 1P bk AH A 5

® VRRP (Virtual Router Redundancy Protocol) iE MAC J5 Ui, ARP I 1P /2
ANFE L REL TP #uhik, {H ARP #3CU MAC A& VRRP FE MAC.

MR G LR ARP BB R0, fFJasl—Bemt e CGBRIA 3 08 W EIEEF M, X
FERT AR 1E5 W ek v 58 /) ARP 41 CAE VLAN T #E.

N T B 1k 2% A MLIRI AR SCAN BE AR LE 5 e e 21 P DR B Bl R 4 67T, AR1200 52
Fr BN AL e 9 ARP IRICIITNRE, 72 N BB 4L ARP ZRIGTH 1) 0 S I A TE A 1 199 5%
Hhhk

ARP i 3CIEHN

AR TP Hihb & 3% K ARP #3C, JRFFR 441 CPU WRYEFIZS ARP R 3C_FIX TR A
PR Y D o
AR1200 HAEXE TP Huhk ) ARP HOSCHEZRINHI ThRE. 75— BRI, a1 AR1200

WY TP HhE Y] ARP $5SCECH B BoE B, AN AR B B3 1K) ARP 373K
WL,

ARP Miss & 2iEHNH

LI I 1) BE A% AR H AR 1P Ml ASBEMEAT K TP R SR Bt B4

KR, AR1200 $E4E%T ARP Miss ¥4 52 T-J8 1P bk 0. i —/NJE 1P okt
] AR1200 %&3% T Hx IP HiE AR REMMTI) IP 730, missfibk ARP Miss 74 K., AR1200
Xf EARIP) ARP Miss BTS00 W —ANE TP Huhk 75— I (8] )9 AN Wi fi &% ARP
Miss, M HH A s 7 e 9 BIME, A Bt TP Mk 30T Xt

MR B A B R, ] DU X AN P 3E T ARP Miss W S IR FI IR £ % %
(] CPU ¥, f54F CPU w] LLIE 5 AL FENY 55

ARP #E3CF1 ARP Miss jH 25 2 R ]

T4, #H8 VLAN XF ARP $) SC LK FE 45 JRi 4 ARP Miss v BT B, By ik
ik R Y ARP 4R 3B ARP Miss W B0t 2, % RS PERE i s .

4.3 Bt B ARP FEINFREF!

I 41 ARP ZRIGT B e B I R
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4 ARP ZA i E

431 BB BES

Bz R EREE

EES

HiEkES

FERCE ARP RIAPR G A1 1 R SR PR N IS L I B R P PR i AT 55 AN i
Foo TTLLEEPRIE ., VERI S A AT S

i fE ARP 4% 5% > ZhRE, i AR1200 5% 2] H LRI ARP 355 KRAR S MRS
PO B AL T3 L ARP RIGTERTE],  BRAIE D22 ST 13l ARP R IHH .

FEBCE ARP RIARGIZ T, 2 5e A NMES:
® IERR LNNEER R N SA A D R PISCIRZS A Up.

FEMCE ARP RIGERBIZA, o 2Eas LU A o

Fs £ b
1 BRI ARP 307 2] R4 11 SR A M 1] i
=

4.3.2 BEHE™1&F 3] ARP 370

FEA% 22 2] ARP R IR JE AR1200 H 2% >) H UK IE) ARP T8 SRR ST N 2541 3 o

BRIES R
®  IL'E AR AE 2] ARP K I
1. PITM4 system-view, HEAZRFALKE .
2. PUT 4 arp learning strict, PCE "H5%% 3] ARP K I,
FRATEDL T, TR 2] ARP RINDREAL T 2l etk 4.
®  JIUE )M AE 2] ARP R I RE
1. PITM4 system-view, HEANRFALKE .
2. PUTM4 interface interface-type interface-number, HENFZ IR .
ARI1200 SZHF™HE2% 2] ARP RKINDIHE )£z A HE = 21 Ethernet $2 11 L H 72
H. =2 GE 0 K ETH#: O =)2 Eth-Trunk £ 20 X H 7 0 LA VLANIF
B,
3.  HAT7A4 arp learning strict { force-enable | force-disable | trust }, [t & #2111
ARP &5 2] Tifig o
- force-enable F 7~ HEHE 111 ARP 4% 2% 2] TR
- force-disable /8 LA HEFEE 111 ARP % 2% 3] DI fg
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Fo B -2 4

4 ARP ZA i E

- trust K4 1) ARP 24557 X Dyfie 5 2 Rl E R — 2
BATEOLT, B ARP PRS2 2] DhREFN 4 JR il B ORFE— 3
ik

433 B EETIZOH ARP RInPRH

BRMESR

KT B X S R ARP RIUVHER, & AR1200 22 ) AR5V H F IR ARP £
T, AT DARCE D Rens 24 2] B i K8l & ARP K IEH .

® LI ARP I L
1. PUTM4 system-view, HEANRFHLIK .
2. PUTH4 interface interface-type interface-number, HENFZIIRLE .
3. HATA4 arp-limit [ vlan vian-idl [ to vian-id2 | | maximum maximum, P& HE
FH: M ARP 35 FR il o
Y vian H G 2R R RCE .
® LE THEEIN ARP R IR
1. T4 system-view, HENRGIE.
2. PUTH4 interface interface-type interface-number.subnumber, BEN-FHAME

AR1200 Y HF ARP LI [RHI¥) 14 1445 GE F#: 1. Ethernet 1% [ fl Eth-
Trunk TH: .

3. PATM4 arp-limit maximum maximum, BCE 3T T4 10/ ARP R IR H] .

BT

434 EMREBLER

BRIESR

E5 75

56/ ARP RIRBINCE UG, WA a4 k.

® T4 display arp learning strict, &7 ARP R IZA% 2% 2 BRI

® HUTn4 display arp-limit [ interface interface-type interface-number | [ vlan vian-

id], THEEIE VLAN FECE K ARP RIFRHIZH .
—-ZW

#BE T IO ARP k27 5 .

<{Huawei> display arp learning strict
The global configuration:arp learning strict
Interface LearningStrictState

GigabitEthernet1/0/0 force—enable
Vlanifl force—enable

Total : 2
Force—enable:2
Force—-disable:0

SCRAJA 04 (2012-01-06) B AR s 55

AT © AR IR A+



Huawei AR1200 51V H o5
il B e -4 4 ARP %4l &

# AR L R A H

<{Huawei> display arp-limit

interface LimitNum  VlanID LearnedNum (Mainboard)
GigabitEthernet1/0/0 10 0 0
Ethernet0/0/0 10 10 0

Total :2

4.4 Bc & ARP BFBLE

Jr &3 ARP H B BUdi i e B R

441 BB BES

FEMCE ARP Bl ook 2 J 1 Rr PR K N I PAEE G IR A1 ) i A 55 A0 e e 5
FTRLEE PR, HERf 58 RO EAT 5

Bz R EREE

FEAN M, FEAEAE IR 24T X ARP RISy, PRI Rs SR R 2% (RN 2 L BBy 1
ARP RIGMH ki, DLRIT LS 1) 241k

® kXt i O3 Al R B ARP G, B OGEea LEISHT ARP R
T, FTLARCE ARP By ik 2 6e .

® R b H A E RO, AR N AL YR TP ikt R SGHBHE ¥ B ARP
I, AE EH VB S o Bl bk, T LASE E ARP Bl W SGrh R T g
PAS K% ARP sl L DiRE

®  LBiiEAEIE I ARP RO AR1200 17 I AMEI S, G2 b 4%
RO, T LABCE ARP HRCK B I fE .

AEES

FERCE ARP B BGHIIREZ /Y, B8 L FAT55
® ILE PR NS HOR 1P Mok, AFRE O RE RS B SCIR A Up.

HiREE
{ENLE ARP BBt DIRE 2 AT, B4 DL T B

F5 HiE
1 ARP AT

2 (A3 ARP 530K ORI % 5643 6
T

3 CATIE) I% e ARP R SCIR I (][] B
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Huawei AR1200 51V H1 o5
il B e -4 4 ARP %4l &

4.4.2 B HRH1E ARP HitHi i
A48 11 ARP Hhhk 30 S (R & 7 155

BRIESER
$BE1 HATHr 2 system-view, N RGWIE.

S 2 T2 arp anti-attack entry-check { fixed-mac | fixed-all | send-ack } enable, flifit ARP
Hiy 1k 77 19 B D) BE o

S BERIIN AL RE—Ff ARP il By e R IEURAERE TPy 5, OB &7
2R A i JrORIC B 10 7 32

BAATHLL T, AR1200 ARAERE ARP Hiubik 5y 3Gh 2) 6E -

-

443 BEERHIE ARP 3£z

815 11 ARP OGP S (L & 7 1

HRIESR
$E1 AT S system-view, HEARGHWIE .
S 2 AT 2 arp anti-attack gateway-duplicate enable, {{ifit ARP W h 5B Bt e
ARP WP RBBGH DI REAIRE S, RGEA R ARP By BGE LRI, 755 28— B 1) R i
f;tiﬁﬂi;sl Eﬁ% 3\/[AC LR SO B R 5T, IXFERT AT 15 W SCHBIE R ) ARP 4R SCAE

s

444 BE B XX E ARP 3L
TS AR ARP C, B 1k T B SCANREIE 5 PR3 A 31 X DG Bl 3 0 s e

HOiWr
ERER
RSO N O TP HuhikAE A H bRl &% ARP iR, @ W BEHT - ARP SRI1) M O
MAC Hihik, Btk F 7 AR SCANBE IE 5 (1% 21 DG B 0% 5= B # 63 r o
2 AR1200 1E R PISCIY, AT RAAE4 Jsy a1 N IR S 9 ARP 30, 4 A 1 46
{FRE AL AP ARP DORERS, R RIRC B 3K
BRIETCE
® it E A JRRIE M ARP R OL.
1. P74 system-view, HEANRGIE.
2. ATHr4 arp gratuitous-arp send enable, 1fifEA % % 2% ARP R T RE
BRATEOUR, RIES P ARP S IhREARTfE
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4 ARP ZA i E

3. (i) #4742 arp gratuitous-arp send interval interval-time, FCHE Ki%kH 2%
ARP R SIS ] [ g
HEBW T, RGKkIERS: ARP R ICH B TE] A FE A4 90 F5,

® iLEBIRILEALI ARP R L.

1. PITM4 system-view, HEANRFALKE .

2. PATAr 2 interface vlanif vian-id, it N\ VLANIF $ 3L& .

3. T4 arp gratuitous-arp send enable, it & i% %% ARP R K IhfE.
BB, Kk sh ARP ST B HE AR HE .

4.  ("[iE) PUTHr4 arp gratuitous-arp send interval interval-time, WC'H K I% 5
ARP # T[] [A] 1] B o
BT, REKIERT ARP R IR EIFE 4 90 F5 .

R

445 HEEHRELER

BRIESER

E5 5

AR ARP BB KSR I B B T

® T4 display arp anti-attack configuration { arp-rate-limit | arpmiss-rate-limit |
arp-speed-limit | arpmiss-speed-limit | entry-check | gateway-duplicate | log-trap-

timer | all }, AE 47 ARP B ML & .

® HTm4 display arp anti-attack gateway-duplicate item, 775 57 4% R AFAE T
KHHE S BE B .

LR

# T4 display arp anti-attack configuration all, 754 ARP B KL E

<{Huawei> display arp anti-attack configuration all
ARP anti-attack entry—check mode: disabled

ARP gateway—duplicate anti-attack function: disabled

ARP anti-attack log—trap—timer: 0 seconds
(The log and trap timer of speed-limit, default is 0 and means disabled.)

ARP rate-limit configuration:

Global configuration:
arp anti—attack rate-limit enable
arp packet drop count = 0
Interface configuration:

ARP miss rate—limit configuration:

Global configuration:
arp—miss anti-attack rate—limit enable
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ARP speed-limit for source—IP configuration:

IP-address suppress-rate (pps) (rate=0 means function disabled)
10.0.0.1 512
Others 126

1 specified IP addresses are configured, spec is 128 items.

ARP miss speed-limit for source—IP configuration:

IP-address suppress-rate (pps) (rate=0 means function disabled)
10. 134.23.6 400
Others 500

1 specified IP addresses are configured, spec is 128 items.

# BH ARP P P O R B R I

<{Huawei> display arp anti-attack gateway—duplicate item
interface IP address MAC address VLANID  aging time

GigabitEthernet1/0/0 2.1.1.1 0000-0000-0002 2 150

There are 1 records in gateway conflict table

4.5 BLE ARP #]%l

Jréi ARP e A R .

451 BIFREES

[z R EREE

AEES

iR

FEFCE ARP S 1T T ARUER P B HIAST B R P 0 T EAE S A A, W]
DASEBRIA A 50 BT AT 55

TEMZE T, fEEERZ AT ARP RIUMHLr, I EAE 25 (R N R I EL B 1EXT ARP
RIAMI Bk, DRI RS 1 241k

®  JyPib KR ARP RICHE N CPU i, LUK KR ARP R0, w] DAACE
ARP $RICEZFNG], K LI TIBAL B ARP R S0 A FRGIE— DS BTSN .

®  JyPiib BENUAE KR H bx TP MU ANBEMFAT K TP IRSOKRIr it %, W AR E ARP
Miss JEAHIZIRE, R Bt MR SCHEAT 5 AL P

® FLLINIRE ARP TR A DfE G, LB L1 ARP #ROC Ek e Rt AT R A
A7k KR ARP RSO 2B ph iy, T RARCE ARP fRSCHAAE], b
BRI PR ST ST AR

FERCE ARP HRINBHIIREL AT, o Bl MRS
® Il EEE LW EERS E Y S HOR TP Hoblk, AR B B SCIRAS R Up.

FERCE ARP HCRIMBITIREZ /Y, 75 EfEws LU Hdle
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il B e -4t 4 ARP %4l &

E5Ei
1 ARP $RSCYFHNH 1) H bride 24
2 ARP-Miss P 1) H bR 44

3 ARP R 38 A 11 B T e i) R0 PR S A
(3D ARP $i% 3L [RIHE 1o T 5 R 25 5745
ELEN

4 ARP Miss 71 J5h 32645 7 F10 B Al v R PR
#AH

(n]3E) ARP Miss ¥ J5 PR i 3k %6 R il 2%
e A

5 Super VLAN [{] VLANIF #11 |~ ARP
Request ST 1T 4 A2k FRHIE

)
Jio

4.5.2 BeE ARP R3CE IP #IH
F BRI 2 I P AR K, A6 ARP HRSCHEAT R IP #RIF,  wl BUE X1 H
FUH TP kTG AN [T A 1P Mk ARP R SCHI I A
HRIESER
B PUTHS system-view, FEANRZEE.
$B2 T4 arp speed-limit source-ip maximum maximum, BE ARP R SCYE TP HHIEK .,

T3 (i) HATH 2 arp speed-limit source-ip ip-address maximum maximum, P& TRE

source-ip F )7 [1'] ARP i SCi 1P FIHIHE R,

XFRE T source-ip M7, ARP i SCUE 1P FRflE % K P 5K 3 HHECE 1K maximum {H;
oAt TP Hiuhlk () ARP RS 1P FPHIE 24 2 IR 2 ECE ) maximum {1

R

4.5.3 BB ARP IGERZKIF
A28 ARP 2 SCTE A H B E

BRIES
o ZESMK FHLE ARP HOCHRINHIThAE
1. AT 4 system-view, PN RGALE .
2. AT 4 arp anti-attack rate-limit enable, 4= /mff fE ARP R SCHURANE T HE
BN, AR ARERE ARP HROCHRFNHI T RE .

3. PATH4 arp anti-attack rate-limit packet-number [ interval-value |, 1EZRFME
TNCE ARP R ST Y PR I I 1) 0 R AR
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il B e -4 4 ARP %4l &

P’ T ARP 3 SC A PRI ()RR AR, A PRI ) At FRIEAEL ) ARP 4R 5
KW, S TOL T, ARP RS IREALZ 100, FREEM A 1 F0.

4. (") #4744 arp anti-attack rate-limit alarm enable, 47 {#ifit ARP i
FRIE 75 T RE
BB EHLR, ARATHE ARP 4R PRI E 55 2T RE .

5. (A[iE) P74 arp anti-attack rate-limit alarm threshold threshold, 1£#R 40
L N ACE ARP R SRR 2 57 45 2 [ 4 .
BATEDLT, ARP R SC PRI E 752 H{E O 100,

® FIIME FHCE ARP i SCHER AN T hE

1. PUTM4 system-view, HEARFHLIK .

2. PUT4 interface interface-type interface-number, HENIZ XL .
B 28 FE Ethernet 3211, GE $2 1f1 Eth-Trunk 4211,

3.  #AT4 arp anti-attack rate-limit enable, 7E#Z AWK FHfE ARP i 0K
FHIZhRE .

SRR, B OAE N R HE ARP ) SCHURANE T g o

4.  HATHr4 arp anti-attack rate-limit packet-number [ interval-value |, {EH 14
THCE ARP F% SR B 3 i () 0 B AR

P’ T ARP 33 SCH PRI ()RR AR, A PRI ) Py et FRIEAEL ) ARP 4R 5
KWt G TOLE, ARP RS IREALZ 100, FREEW A 1 F5.

5. (W) $4TH4 arp anti-attack rate-limit alarm enable, 7£42 AL F1lifig
ARP ROCPRIE T 5 5 Dy RE

BB IELLR, RATHE ARP 4R CPRIE E 552 hE .
6. (W[ik) PUTH4 arp anti-attack rate-limit alarm threshold threshold, {£#z1]
B B ARP Fi S Bl 2 7 2 2 ) 41

BT, ARP HOC PRI E 57 5= 100,
%W

4.5.4 B2’ E ARP Miss jH§ 2iF IP #)4|
e [ 3 SR () P AR I sk, e TZ A R TP i R DA AN R T A TP
k¥ ARP Miss 401 % .
BRIES T
$B1 P72 system-view, N RGIE.

T2 PUT1r4 arp-miss speed-limit source-ip maximum maximum, WHC'#E ARP Miss 715 SJ& 1P

A

$E3 (iE) AT4 arp-miss speed-limit source-ip ip-address maximum maximum, W55

%€ source-ip F /7 ] ARP Miss ¥ 1P filIhll#i% ,

Sel FIRRLE S, XHRE T source-ip M F', ARP Miss Y& 1P $IHTE R A0 3 fid'E
W) maximum {&; FHAth TP Hihik ) ARP Miss J5 1P FIHIE 3 4 5 88 2 P L& 1Y) maximum
{H.
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o B AR P - 4

4 ARP ZA i E

USRS R 0, R RAE ARP Miss V5 IP 3076l SR8 B8R, AT 1P Huki
ARP Miss J§ IP #IlE #4 Spps.

—HETR

4.5.5 Bit T ARP Miss ;& 2R ZH 4§

b B f=
B R1I=I l%\

BRIESTR

1k
w

FE2

x1

P4

Jr41 ARP Miss 71 S A0 1 BC & -

W RAE— e I [a] AW B3 ARP Miss 1B, A% & BT T k0% 75 ARP g K
fit N, ARP Miss 71 S AIFNHITNE X L3R ARP Miss 74 ST 4801, FRRHE I PRI
{E ¥ ARP Miss ¥4 B EF 1L 72 .

PAT A4 system-view, FEANRFEME .
P74 arp-miss anti-attack rate-limit enable, 4>J5 i HE ARP Miss 11484 )

fiE.
BAETOUT, ASRALERE ARP Miss 71 SR HI T 6

AT 4 arp-miss anti-attack rate-limit packet-number [ interval-value |, 1EZGME
PC & ARP Miss ¥ 5 B I8 I [ A1 FRE A o

e’ T ARP Miss 71 S0 PRZEIS [ RTRGEE AR, £ FREEI 18] A e BRI K] ARP Miss 7H &
W ZH . SRATEOUT, ARP Miss W1 KA FROE AR 2 100, FROEI )2 1 7.

(%) PUT 4 arp-miss anti-attack rate-limit alarm enable, 4=/5{lig ARP Miss 5.5
PR T8 715 T RE

SAATHOL N, ARAERE ARP Miss W 5L BRI £ 7045 D) he .

(AT#%) 44T 14 arp-miss anti-attack rate-limit alarm threshold threshold, 7EZSMA
THCE ARP Miss ¥ J2 BRI 25 57 2 5 B 41

Bt R, ARP Miss 7 B PR3 E 75 5 2 {5 4 100,

s

4.5.6 BL B G ARP FIn A4 (LAt E]

RMESR

TR BRI ARP RIAEA N ], ] LA ARP Miss 1 517 B2 B AT AE 140
2, IR R G Bt

F$EE1 AT 2 system-view, ARG

P2 T2 interface interface-type interface-number, NI,

=

~
FE R0 5T Ethernet. GigabitEthernet. Eth-Trunk 1 VLANIF.

SBT3 PUTHr 4 arp-fake expire-time expire-time, WL B NI ARP 3 I HZ LI ]
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4 ARP ZA i E

[RAbIE

4.5.7 (AJi%k

eI

e B 4=
B >R n:%s

BRIESR
TR1
T]’2

BN F, Wi ARP 22002 LI 2 1 7.
-3k

I ARP K30 (1) 2 AL I TR EC B e Tl e, AEEARI T N, AH A K] ARP Miss 45 SRR —
Ko ZACITEGEI 5, I ARP RIAHGH R, B3 A W sR UL B AS B0 N (1) ARP 2K
T, HOPT A ARP Miss 5 SBEAT LR, B A SR ARP RIUAIA S et . HE
B A RERK) ARP RIS et I I ARP 2R I3

) BLE Super VLAN HJ VLANIF ## O ARP #R3GEE

JH L 7E Super VLAN ] VLANIF #2111 FECE ARP Request #RSCHIHRFNE], RGenT LUK
I A BRI ) ARP Request #)3CE 3, Btk CPU T T-4bHE K 2 ARP Request 1% 3C .

LLR 2 B 25 i % Super VLAN () VLANIF % 37T ARP 2%,
®  VLANIF % 40 B AR 5 R AE R .
® 7/t VLANIF #: M FJiiH ARP fREEDIfRE 2 Ja U ] ARP Request i 3.

Super VLAN [1J VLANIF 2 13T ARP 2% 3] i 2365 ARP Request R CERES Sub VLAN
N, 24i% Super VLAN FACE K+ Sub VLAN I, m%ﬁ#iﬁ%% ARP Request
W, fHifF CPU - T 4b 2 ARP Request 3, s A4 METh e

PATA 2 system-view, HEANRFGALE.

HUAT 4 arp speed-limit flood-rate rate, = Super VLAN [) VLANIF $:11 | ARP
Request it ST #k 0% FRTH 2

BB DUR, Super VLAN 1) VLANIF #2111 F ARP Request $ ST 75 A0 32 BRIl 3 2
1000pps.

s

458 tEEMEL R

BRMESR

It B ARP I BC B 45 2R .

® T4 display arp anti-attack configuration { arp-rate-limit | arpmiss-rate-

limit }, 75 417 ARP HRAPHINCE .

® i fT7r4 display arp anti-attack configuration { arp-speed-limit | arpmiss-speed-
limit }, #5407 ARP JElHINC & .

® P74 display arp flood statistics, 25 T Super VLAN ] VLANIF #2111~ ARP
Request ) LI RIEGETHE

TR

SCRAJA 04 (2012-01-06) B AR s 63

AT © AR IR A+



Huawei AR1200 F 514k % i e

Fo B -2 4

4 ARP ZA i E

E5 w6

# B ARP OGP IE %

<{Huawei> display arp anti-attack configuration arp—speed-limit
ARP speed-limit for source—IP configuration:

IP-address suppress-rate (pps) (rate=0 means function disabled)
10. 0. 0. 20 50
Others 100

1 specified IP addresses are configured, spec is 512 items.

#HAT 12 display arp flood statistics, 7Y% /T Super VLAN [1] VLANIF #:[1 ~ ARP
Request i 3 RIXGETHE -

<{Huawei> display arp flood statistics

ARP request packets statistics on supervlan:
Total ARP request packets number : 5100
Sent ARP request packets number : 4000
Droped ARP request packets number: 1100

4.6 4i3P ARP £2

TE. ER ARP RS THE S, ER ARP ZFW T IR ARP R 3.

4.6.1 &F ARP X &KitEE

BRIESTR

E5 6

S EH ARP RCHIGEHHE

® fiiffJfir4 display arp packet statistics, &% ARP i S5 K.
—4R

# B FTH ARP Ziit 15

{Huawei> display arp packet statistics
ARP Pkt Received: sum 199992

ARP Learnt Count: sum 4

ARP Pkt Discard For Limit: sum 0

ARP Pkt Discard For SpeedLimit: sum 0

ARP Pkt Discard For Proxy Suppress: sum 0

ARP Pkt Discard For Other: sum 18220

4.6.2 55 ARP XX &K EE

N EEER ARP #ROCEGETHE R
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il B e -4 4 ARP %4l &

A“
.
1.

S R W

H
f‘“’ Gl

J&, VARTOIIE SRR A, FoLAFmahik.

FERIN T EEERIEATE S5, R R AT R 814

RIETR
® T4 reset arp packet statistics, 5Bk ARP i SCIIGTHE B o

® HUT7i4 reset arp flood statistics, %711 Super VLAN ) VLANIF #1~ ARP
Request R IR EGTHE o

TR

4.6.3 5 ARP EFR 1T

2T R ARP Z:FARSCTHEL

E=ER
Zﬁ&,f%
FERGITE LG, ATTHGIHE SRR ERE, L5 maik.
TEHA T B IE TS B, e I R HAT R A ar 4
BIESE

® T4 reset arp anti-attack statistics rate-limit { global | interface interface-type

interface-number }, 5Kk ARP 2 S A Ik B ) B0 1) 25 Ak
R

4.7 Be & 25451

o4 ARP ZARIIREMICEZ Y] BOEZGI P OREAMTE R BELE. BIED RS,

4.7.1 Bt E ARP RLINEERPHI

41 ARP LA TIREMNFEARC B L.

2H ok
4 4-1 frzn, Router 11 Ethernet0/0/3 2 i — G k45 4%, L Ethernet0/0/1 A
Ethernet0/0/2 4% 3% 4% VLAN10 #1 VLAN20 FfH /', H Ethernet0/0/3 3 1A
VLAN30. PIZ%HHAF4E R ARP JE e«
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g5 ds T BE 2 A — 28 H 1 TP Mk ANFTIA RS, 1y HLA AR SOAR 0 A 5 3
JURIRICE Z

I Userl IR EEG, 23Kk H K ARP BGhAR 30, #B4> ARP R SCIKUE TP Huhib7e A
W BN AR, 4 ARP 4R SCHIYE TP kAT ¢ TP kAR ] .

H ™ User3 #4)id KHEJ8 TP Ik 5 ) ARP RSO0 R 48 3047 il o
HIJ Userd 3% K3 H 1 TP ANTTIE R TP 4% SO0 2% 1EA T ik o

FORAE Router BUE ARP (242 T)fg, feWPiibLL ERgXl. 75 200 B M55 4 (1 ARP
Miss Y5t TP i (1784 LE FCAl T 7 K

4-1 L& ARP 22 INgEHME

R r
g Ethernet0/0/3 oute

Server Ethernet0/0/1 Ethernet0/0/2

VLAN10 VLAN20

S S
T I F I

User1 User2 User3 User4

KA BB E ARP )24 D fg:

B E R
1.
2.
3,
4,
5.
6.
7.

iRt

P B A 2 2] ARP R i,

P B R T4 1) ARP R IRl .

Bic BB 1 ARP M b3k M ol o

FiC BB 11 ARP WG 9 it o

e B ARP S 1P 4l

fic ‘& ARP Miss 5 IP #%

TC B HE E M B AT A S H SRS A .

N FERIE R E ], T R I T A

FEI ARP K IFR I 20 4>,
5 1 Userl A ARP Hhikim X ds 77 X4 fixed-mac.
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BRIESTR

%3

VLANIF10. VLANIF20 #1 VLANIF30 [#) IP Hifik: 2.2.1.10/24. 2.2.4.10/24 F1
2.2.2.10/24,

fIR452% IP Hhik: 2.2.2.2/24.

KK ARP ) 3CI) Userd [fHihE: 2.2.4.2/24,

ARP L SCHE R YR P Hi [ {E: User4 24 10pps, At o4 15pps.
ARP Miss Y5 IP $fI B : L@ H 724 20pps, %) Server 24 50pps.
XY AE B AT 'S H A R 52 i [ (] B 4 300 F5 o

B E 4% 2 > ARP 200
<{Huawei> system—view

[Huawei] sysname Router
[Router] arp learning strict

P LT 1 ARP R IR 1

# Wit B 32 11 Ethernet0/0/1. Ethernet0/0/2 F1 Ethernet0/0/3 [#) ARP 10 [kl A 20, LL
Ethernet0/0/1 M.

[Router] interface ethernet 0/0/1
[Router-Ethernet0/0/1] arp-limit vlan 10 maximum 20
[Router-Ethernet0/0/1] quit

Be E BT 1k ARP Mk 3B Mo

# M E ARP HuhHg S B Beds 77 K fixed-mac J75, Bjik Userl &AL ARP b3 gh I
iio

[Router] arp anti-attack entry—check fixed-mac enable

FCE BT 1k ARP PR 5 ity

# flifie ARP WX 5B B D g, By ik Userl A2 ) D 9 G bk Mt
[Router] arp anti-attack gateway-duplicate enable

P& ARP 5 3C TP i

# ML E Userd KRIE T ARP $RSCHZINEIBEA 10pps. ABTIEFAH iR kIEZ ARP
X, BUE RSN ARP HOSCHRANE B E N 15pps.

[Router] arp speed-limit source—ip maximum 15
[Router] arp speed-limit source—ip 2.2.4.2 maximum 10

fic & ARP Miss J5 IP $1:H

# liL B RS ARP Miss Y5 IP 355141 0 20pps,  BABG 1EE K & H i) 1P Hudik AN m] ik ()
IP ) Bt

[Router] arp—miss speed-limit source—ip maximum 20

# IC'E Server 1] ARP Miss 5 IP I BI{E A 50pps, IXAERERS 1 Server o Al Kt &
H 1) TP Huhb AN o3k (1) TP R SCI Bt s M5 b AE H 2 1) H 1) TP ik AN AT IA 1) 1P 4R 5T
b 5 e | SR Iy N1 N S e - S TR =

[Router] arp—miss speed-limit source—ip 2.2.2.2 maximum 50
BOUFC 4
B & 5e e n, Al LM iy display arp learning strict, 7r7% ARP ™24 > 5.
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<{Router> display arp learning strict
The global configuration:arp learning strict
interface LearningStrictState

Total :0
force—enable:0
force-disable:0

A UM H v % display arp-limit 255 1 0] L% 2] ARP %0 H (W K. LL Ethernet0/0/1

B A4
<{Router> display arp-limit interface ethernet 0/0/1

interface LimitNum  VlanID LearnedNum (Mainboard)
Ethernet0/0/1 20 10 0

Total:1

n] LUf# F ir 4 display arp anti-attack configuration all ¥ F 247 ARP [ B fic B 15 100 .

{Router> display arp anti-attack configuration all
ARP anti-attack entry—check mode: fixed-MAC

ARP gateway—duplicate anti-attack function: enabled

ARP rate—limit configuration:

Global configuration:
Interface configuration:

ARP miss rate—limit configuration:

Global configuration:

ARP speed-limit for source—IP configuration:

IP-address suppress—rate (pps) (rate=0 means function disabled)
2.2.4.2 10
Others 15

1 specified TP addresses are configured, spec is 128 items.

ARP miss speed-limit for source-IP configuration:

IP-address suppress—rate (pps) (rate=0 means function disabled)
2.2.2.2 50
Others 20

1 specified TP addresses are configured, spec is 128 items.

Al LU T4 display arp packet statistics 715 % 771 ARP iR SCH H 122 2] 21 ARP %
I—DEI; o

<{Router> display arp packet statistics
ARP Pkt Received: sum 167

ARP Learnt Count: sum 8

ARP Pkt Discard For Limit: sum 5

ARP Pkt Discard For SpeedLimit: sum 0

ARP Pkt Discard For Proxy Suppress: sum 0
ARP Pkt Discard For Other: sum 3

[A]}, &7 LUl display arp anti-attack gateway-duplicate item iy 25 7 2 51 W 4%
FAAE R Sk b R B4 R

<{Router> display arp anti-attack gateway—duplicate item

interface IP address MAC address VLANID  aging time
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o & 3

Ethernet0/0/1
Ethernet0/0/2

2.2.1.10 0000-0000-0002 10
2.2.4.10 0000-0000-0004 20

153
179

There are 2 records in gateway conflict table

-

#

sysname Router
#
vlan batch 10 20 30
#

arp speed-limit source—ip maximum 15
arp—miss speed-limit source—ip maximum 20
arp learning strict
#

arp anti—attack entry—check fixed-mac enable
arp anti—attack gateway—duplicate enable
arp—miss speed-limit source—ip 2.2.2.2 maximum 50
arp speed-limit source—ip 2.2.4.2 maximum 10
#

interface Ethernet0/0/1

port hybrid pvid vlan 10

port hybrid tagged vlan 10

arp—limit vlan 10 maximum 20
#

interface Ethernet0/0/2

port hybrid pvid vlan 20

port hybrid tagged vlan 20

arp—limit vlan 20 maximum 20
#

interface Ethernet0/0/3

port hybrid pvid vlan 30

port hybrid tagged vlan 30

arp—limit vlan 30 maximum 20
#

interface Vlanif 10

ip address 2.2.1.10 255.255.255.0
#

interface Vlanif 20

ip address 2.2.4.10 255.255.255.0
#

interface Vlanif 30

ip address 2.2.2.10 255.255.255.0
#
return
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il B e -4 5 ICMP 4 E

ICMP &£l &

XTARE

A4 ICMP 224 I FEA R FE L it & 7 VA B 254

5.1 ICMP ‘% 4= Hitik
T4 ICMP 224 JR 3,

5.2 AR1200 SZHF[1) ICMP ‘2 4451
AR1200 5[ ICMP %A FEYEHE ICMP R SCRREE . SyEPER &1 Z 55 ICMP 417 3C L
KA Y. H AT IE RS

5.3 [l B ICMP S PRIE
A0 ICMP S R o Bic & L 2 .

5.4 il E E3F ICMP R ¢
B FEFE ICMP RS .

5.5 BeEAN N, H AN R IE RS
I EANIE N H (AN ] IR ST RE e B I R

5.6 4E ICMP 24
Y4 ICMP 222 (R BLE

5.7 Tid & 254

4 ICMP ‘224 I BC B 45451
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il B e -4 5 ICMP 4 E

5.1 ICMP &£ #bx

TR ELA 4 ICMP 224 T,

ICMP (Internet Control Message Protocol) & TCP/IP FisUG M —AF i, FT4E 1P &
Bl 2% e s 2 AR R . R B Mg mAT . EHE A, B2 s
FHEE IR 25 A S IR R

WRASWREK B M2 1 K& ICMP #3C, XFise#s CPU IRy, R T 2% ICMP )
S B VR T . FE ICMP R SCRITH R PR e (- IE VA ) 24

5.2 AR1200 3587 ICMP Z£45¢

AR1200 SZHF ] ICMP 24P ALFE ICMP $iCSCRR . Ak PR & f12E 57 ICMP $i SC L
SN R H AN ]85
ICMP 3R 3CBRiE

W 25 % g SR C B IR ICMP #R3C, X145 CPU il s ml AT R i) ICMP
WOCHHT AR PR, G CPU B 4H,  ARIENL 4 1 IE 5 84T .

AR1200 2453 T4 R AN$E 6 ICMP 38 SCHEAT 3 22 B

EEMHREINES ICMP 3L

Fof SR A ICMP #03C,  Ebfin TTL=0 ) ICMP 3¢, 28544 15, 164 17 [f) ICMP
W, ARI1200 B HEEEF, PMRYT CPU %, 3% TTL=0. KM% 15, 16, 171
ICMP & L RS BRI RE

AR1200 SZHFACE F5 57 oA T H BEARAEH Y ICMP R 3, BFE TTL=1 ¥ ICMP
. IR A ICMP R 3. H A TTIA ) ICMP #R3C, 152 £ A0 F ICMP 4R S &
1, ARY CPU %

FMaR B B Al AR 3L

ARI1200 SZRFRCE AN H A A, ARG EHUAS A IE R SR AN A IE R 3. IX
FE, Bt koik K H A n] ik Hoc st AR1200 B, AR1200 K Ao 5 ) B 4%
EFXE H AIER L, LR CPU %k

5.3 E. & ICMP R 3CPR1E
20 ICMP ST PRI o Bic & L 2
I IR
Y &8 i SRR [ ICMP 130, % ¢ CPU i by, e ml LIS & 1) ICMP
WOCHHAT R IR, I IRES CPU B dH, fRiFN 4 [ 1E % E4T .
[ARETT
Gt BiZHhfe/E, 2%vh AR1200 #F PING R 497A .
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Huawei AR1200 F 514k % i e

foEfem-% A 5 ICMP Z Al E
BRIES TR
® JiLE T AN ICMP # SC PR
1. PITM4 system-view, HEANZRFALKE .
2. (A[iE) #4744 icmp rate-limit enable, 1 fit 4> )5 ICMP 7 31 BRI Th g .
AT, 43R ICMP i SCH FRIE ZhREAEHE .
3. AT 4 icmp rate-limit threshold threshold-value, Tt & # T4 )R] ICMP #
SCRR ) A
BAETEOLR, AR ICMP 41 SC (1) BRI I {E 4 100pps
® it'EILTHIH) ICMP i SC PRI .
1. PUTM4 system-view, ARG .
2. PUT4 interface interface-type interface-number, HENFZIIFLE .
AR1200 ZFF ICMP #SCBRI% D) R4 645 GE #2111, Ethernet 4% 11 Eth-
Trunk £,
3. (A[iE) PUUTHr4 icmp rate-limit enable, #5531 ICMP R SCI BRI ) fE .
BT LR, B2 ICMP 4R 3C Y PR h B A H RE
4. AT icmp rate-limit threshold threshold-value, CE F3ET-F2 1) ICMP i
SRR I (1) A
BEEOLT, ) ICMP 4R 31 BRI B {H 4 100pps .
RN E 2 ) ICMP HOCRR I, nT AR AT DR,
ey
EERELR
AT 4 display current-configuration | include icmp, 7 ICMP 1 SCBR B I B 15
%\ o
<Huawei> display current—configuration | include icmp
icmp rate—limit enable
icmp rate—limit threshold 120
5.4 BLEEF ICMP 3
I 5 F 5 ICMP ] SCHO B E
541 B EES
FERCE Z5 57 ICMP RSCHT T fi SERFPER R FHIAES . A B AT 25 A e 4%, mT AR s
TR HL 5T OB AT 55
N IR

WA SRR B MW IR E ICMP #3C, X[ CPU i A di, AR1200 SZRFECE 57
AN H B IEAAME H K ICMP 4R 3C, 46 TTL=1 [#] ICMP 4R 3. 7L ICMP #
v HEIATIER ICMP #1030, IR A ALEE ICMP /SR T, PR4P CPU %

SRR A 04 (2012-01-06)
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Huawei AR1200 51V H1 o5
il B e -4 5 ICMP 4 E

HEES

FERCE ICMP ROCRRIE 2T, F7 258 b MRS
®  JERZ MM R NS HL, A D P BCIRE ) Up

Bk
%

542 Bt EEZ TTL=1 89 ICMP 3R 3C
A4 FFE TTL=1 [ ICMP 3[R B I e .

E=ER
M 2% Hh ICMP it K, X CPU &by, AT BifHX AP, AR1200 SZHFACE %
F+ TTL=1 [ ICMP R 3L, LURIF B AL ICMP R 7, %97 CPU %5 .
RIES B

T PATW 2L system-view, HEANRGHE .
$E2 Hi74 icmp ttl-exceeded drop, fiifit 45 L5 TTL=1 (] ICMP R LI fiE.
BAATOLT, AMiRE4 R 5 TTL=1 1) ICMP R 3CIfE.

5.4.3 B & EFHIEINA ICMP 3L
N B EF I ICMP 3R CHIBC B TR .

dE B2 = g

B=RIao
M2 h ICMP il ok, 24 CPU i hits, AT BifHX AP, AR1200 2 HF 5T
FEIF I ICMP $R3CThfE, LA 4 AbBE ICMP 4R SCI s ), {34 CPU %K.
BRIESER

$B1 HAT S system-view, N RGIE .
P2 PATHT4 icmp with-options drop, fHEE4 )R Z a7 L1 ICMP ) 3CIIRE.
BRAEREOLE, AMTREZ A 0K ICMP R ST fg .
—-S5R
5.4.4 B E XF BRIF ALY ICMP $R3C
A E 5T H WA TIE R ICMP HCC R B 2

dE B e gy

B = 1ac
M 2% Hh ICMP Jimid K, &4 CPU &b, A T BifEiX A, AR1200 SCHFEFFH
[IASEIA [ ICMP R SCThfig, DL B A4 BE ICMP S0 s, 79 CPU % .
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Huawei AR1200 51V H1 o5
il B e -4 5 ICMP 4 E

HRIETR
$IE1 A4 system-view, HEARGHLE
HI2 P74 icmp unreachable drop, i fit 3 H (A A iA ICMP ) L.
SRR, AR E ST H A TTIE ICMP RO BE.

e

545 B ELER
AL A EFE ICMP S0 E A5 R

BRIES TR
® i fT7r 4 display current-configuration, 75 %3¢ ICMP i SC ML & A5 &
%W

A8t

AT 74 display current-configuration | include icmp, 75 7 ICMP i SCHIRC & 15
B
<Huawei> display current—configuration | include icmp
icmp unreachable drop

icmp ttl-exceeded drop

icmp with—options drop

5.5 BLE MRz B By AT &R 3L

I EANI N H (AN RIS RE e B I R

[ FAEREE
AR1200 SZFREAIN. H FIA T IER S, ALFE EHA AT B SO AN kR . X R,
MU I ik K= H AN AT IR SC S AR1200 B, AR1200 AN I B E 57X
LTS, AR CPU % .

BIETE

H$E1 PATML system-view, FEANRGAHLE.

S 2 HAT1r4 undo icmp port-unreachable send, 21 {8 ¥ & )3k 0 ARk ICMP #) K&
XD

T,

A THuL R, AR1200 Al ESG AN AT K ICMP ) SCHI R IE D) BE
S 3 PUTHr 4 interface interface-type interface-number, HENFE AR
AR1200 ASCREAE 22 1 MG E EHLAFTIA ICMP SR AIE D fiE

S 4 HAT172 undo icmp host-unreachable send, 2 ffFE#: O H EHIATTIE ICMP )L A
LR
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Huawei AR1200 51V H1 o5
il B e -4 5 ICMP 4 E

B TEILT, AR1200 A B2 HUAR T ICMP ) SCHI R £ DD g
R

HERESR

# W4T 4 display current-configuration | include icmp, #rF ICMP R 3C A 3% ThHE ML
E{;N_ﬁ o

<Huawei> display current—configuration | include icmp
undo icmp port-unreachable send
undo icmp host-unreachable send

5.6 437 ICMP &4
A 4EF ICMP 224 fHBCE .

5.6.1 1535 ICMP iz{T1KR

4 TAEH display i 4% ICMP 12470

BRIESR

® T4 display icmp statistics, &% ICMP i 40 il {5 o

E 51l
# BT 4 display icmp statistics, 15 ICMP Jit B4 05 B

<{Huawei> display icmp statistics

Input: bad formats 0 bad checksum 0
echo 0 destination unreachable 0
source quench 0 redirects 0
echo reply 0 parameter problem 0
timestamp 0 information request 0
mask requests 0 mask replies 0
time exceeded 0
Mping request 0 Mping reply 0
Output:echo 0 destination unreachable 0
source quench 0 redirects 0
echo reply 0 parameter problem 0
timestamp 0 information reply 0
mask requests 0 mask replies 0
time exceeded 0
Mping request 0 Mping reply 0
X
5.7 ECE 2451
4 ICMP 22 IR B 2541
LY N —
5.7.1 BLE AN R E ML A /T 3% 3R 3L 61
S HBCE AN N EA LA 0] IA RS D RE )l B I R
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Huawei AR1200 414V i d1 2

Fo B -2 4

5 ICMP %4l &

6 P 7oK

BB B

HiEt&

BRIESR

WE 5-1 Fios, AR ENAATIE ICMP 1) 301K & 3% T HE 75 2 RouterA. RouterB.
RouterC =8 %4, JIFHX=6K&EEE AR =E8 O0ME,

(1 ssem

AR1200 1L ¥T 45 4 RouterA 2 RouterC.

5-1 BC & AN Bz F AL A AT iR 4R 3248 W [

= GE1/0/0 GE2/0/0
= 2.2.22/24 3.3.3.1/24
R RouterB
RouterC GE1/0/0
1.1.1.2/24
GE1/0/0
1.1.1.1/24
=
R
RouterA

WC B AN Y A A T IAH S B R

1. AW BN E: O EECE 1P Mk,

2. ['E RouterA FIik-E HIE B4 I ER A o
1E RouterA F1 RouterC #% I _FA# 8 A& 1% FHA AT IE ICMP 4] SCHI B HE
[RARTY:

BT, #0AUE T 89 ZHRTA ICMP L7 4 TARRER A, 4o RIEA KM T 49 AL
AT ICMP REA A f8, MAHEZREXI—,

4. 1F RouterB [ 11 GE1/0/0 oMl k& ik FEHATTIE ICMP R LRI BhRE, I1XFE,
RouterB AN N 422 11 GE1/0/0 W 2 (1 EHLA Al A 3.

SOIEICE, RV LR R

®  RouterA FIIAAREIE B & I H A H H
® K IP bk

S 1 [il'E RouterA

# 1F RouterA it & i &M .
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Huawei AR1200 R 414V % iy 4%
il B e -4

5 ICMP %4l &

B &

<{Huawei> system—view
[Huawei] sysname RouterA
[RouterA] ip route-static 2.2.2.0 255.255.255.0 1.1.1.2

# WL E B0 GE1/0/0 [F) TP #iudik .

[RouterA] interface gigabitethernet 1/0/0
[RouterA-GigabitEthernet1/0/0] ip address 1.1.1.1 24
[RouterA-GigabitEthernet1/0/0] quit

it & RouterC
# £t RouterC it & #2211 GE1/0/0 [¥ 1P Hbhl:.

<Huawei> system—view

[Huawei] sysname RouterC

[RouterC] interface gigabitethernet 1/0/0
[RouterC-GigabitEthernet1/0/0] ip address 2.2.2.2 24
[RouterC-GigabitEthernet1/0/0] quit

it & RouterB

# 7E RouterB H#% 11 GE1/0/0 _EHUH EHLARIA ICMP i SCHI A EThRE, FHAC &1
GE1/0/0 1¥] IP Hhutik-,

<{Huawei> system—-view

[Huawei] sysname RouterB

[RouterB] interface gigabitethernet 1/0/0
[RouterB-GigabitEthernet1/0/0] undo icmp host-unreachable send
[RouterB-GigabitEthernet1/0/0] ip address 1.1.1.2 24
[RouterB-GigabitEthernet1/0/0] quit

[RouterB] quit

BOUE B 45
# ¥TJT RouterB [ ICMP R 3T %

<{RouterB> debugging ip icmp
<{RouterB> terminal monitor
<{RouterB> terminal debugging

# 1t RouterA 11217 ping 2.2.2.2, 1] LLF | RouterB A K1k EHIA A IA ICMP 3.

1T RouterB %I RouterC FJ AL, [EHEHL T RouterB NiZ WiV 2K H RouterA HJ
PING #3C, F£45 RouterA Ki%— A EHIATIE ICMP 3. HiT RouterB 2 1 [ 5 4]
FHA AL ICMP S KIXThEE, FrLd RouterB /N 5K H RouterA [ PING 7 3.

B

® RouterA [FJHt &

#sysname RouterA

?nterface GigabitEthernet 1/0/0

ip address 1.1.1.1 255.255.255.0

#ip route-static 2.2.2.0 255.255.255.0 1.1.1.2
ﬁeturn

® RouterB HELE A

#
sysname RouterB
#
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Huawei AR1200 414V i d1 2
il B e -4

5 ICMP %4l &

interface GigabitEthernet 1/0/0
ip address 1.1.1.2 255.255.255.0
undo icmp host-unreachable send

#

return

® RouterC [Ffic & A

#
sysname RouterC
#
interface GigabitEthernet 1/0/0
ip address 2.2.2.2 255.255.255.0
#
return

5.7.2 i@t EF EH#h ICMP R R SRR F

I A ZF IR ICMP HROCHAE R Ge i e s il ) i B L 7%

e
il 5-2 Fion, RouterA fE AN MEEA B, TN, MAHF S BLUAR#IAS HedL
WAER I 4, FE RS 2 752N Internet. 23R AF RouterA il 'E E 5
TTL 4 1. ik, HEAIER ICMP 30, R4 A0 #E K& ICMP R SCI T .
5-2 fit & ICMP &£ IhRELH M &
—a
R RouterB
RouterA
RS
user (=n &) @y
network \'@ ﬂ‘
Enterprise Individual
user
AiE B
HEAE RouterA ) RGN L'
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Huawei AR1200 R 414V % iy 4%
il B e -4

5 ICMP %4l &

HiEkES

BRIESTER

® [ilE LS TTL K 1 [ ICMP i .
® [LE L AL ICMP 3.
® [LE L HMATIA ICMP 3,

SB1 it E EF AL ICMP #C.

P&

#WLE EFE TTL N 1 AT ICMP 4R 3.

<{Huawei> system—view
[Huawei] sysname RouterA
[RouterA] icmp ttl-exceeded drop

# I B BT I Fr ) ICMP )3,
[RouterA] icmp with-options drop

# PE E 5 H IANRTE T ICMP )3

[RouterA] icmp unreachable drop

KRR E S R .

# EH P AL R T4 display current-configuration, 7] UL 2| ICMP %4l 'E .

<RouterA> display current-configuration | include icmp
icmp unreachable drop
icmp ttl-exceeded drop
icmp with—options drop

s

#
sysname RouterA

#
icmp unreachable drop
icmp ttl-exceeded drop
icmp with—options drop

#
return
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Huawei AR1200 Z 514l i 145
o B AR P - 4 6 IP 5Bl Bl il &

IP BB BB E

XTARE

FET 9 2% A ARSI TP U BERT S92 0 AT B iR AT O, AR 4 T X e Ji 2
DR

6.1 1P Y5 [ Yk Mg it
1P 5B Bes 7] LLR 4t 6 Y TP Huhik B4 T 3 B R B 5474

6.2 AR1200 SZFFRY TP J5 By Bohids vk
Af TP Y5 B R AR AR1200 H 1) 23R o

6.3 I’ URPF
A4HNBCE URPF ZHREMIN IS . #ED IR,
6.4 Fic & 25451

44 1P Y5 B Bl (e B 44401
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Huawei AR1200 414V i d1 2

Fo B -2 4

6 IP J5P Bl &

6.1 IP iR FH BTtk

URPF

IP Y55 ek il LAB Y B0 TP M hEdb AT 1 1R B e AT 0

BEAE WL B, ST TP sk A R W 28 ey, L8R Rl Ay — b 0k 1 s
TEae Belidg a1 1P Mok I0E IR 45 a4 AL A A P TP Huhik g4 S, i 3 CLbA
EVEH 0 G033 U 7] N AR S5 A AR, S ECAVE P ANRE IR B SR 245 iR 55, Bk
Fig AR P G Bl EE . B e H i, AR1200 372 URPF (Unicast Reverse Path
Forwarding) g,

EAEOL R, AR1200 SRCEIRSC, FREGRSCH H sk, 41 H (bl S A 3%,

WRAR BN T e AR, I FEZAR L. T URPF S AR R SC ik FN £ 1
FERE R AR P B RS IR Y (0 43 TR A 5 A UL, WRANDRRS, A it it 2
PRER), HEHEFFIZIRC. WRLXM 7, URPF GEWAT R0 6 9 2% i i 12 ik S
Y 1P Ml AT R AT N R

1 6-1 fizn, RouterA ¥ K bt bk 2.1.1.1 FIHR3C, 7] RouterB &K i K o
RouterB Wi N i K ISFEF 1 BLIE TR “2.1.1.17 KRGS0, X FhEEEESR S06 RouterB Fl
RouterC #i& il T Wi o

1 BAF RouterB 4% 11 F 3 Jl URPF Zhfig, RouterB 7EWC R HbE Y 2.1.1.1 AYIRER L
i, S B ZH AN Z M RouterA J7 [ e D HEN,  WZARVEIR SCHE RouterB &
Fro

& 6-1 URPF gt~ ER

1.1.1.1/24 2.1.1.1/24

RouterA RouterB RouterC

6.2 AR1200 589 IP iRBF I S5 4514

A4 TP P55 B R AR AR1200 7R SZ 3R o

URPF
URPF H7E AR1200 ) =2 AN LEAEH « J7EA N D58 T URPF UjfE, URPF
Bt 2 IXANEE RN AR SCEA T AH Y RS £
AR1200 S FF P Fh URPF A e kAo A FIAA R 25
@ EIEANA: HOCUEHLIE L SIAE AR1200 (1) FIB FRAELE, 1 H A N R B 48 11 40
FIRSCINE A —5, A fewidE k. SNBAREELR S, $ER.
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Huawei AR1200 414V i d1 2
it B 45 -2 4 6 1P YR W i S

® IAHURLAY: HRSCIVUEHLEESE AR1200 (1 FIB ff77E, AVE HOAH Y 42 LURIR ST
NP8, AR A, AT IR I .

6.3 Bic & URPF

MR E URPF DIReI N A E: . #E DK,
[z IR

AL F PSR BN LT TP k56 E B N H I, 2% 232 21Kk B AN R BCETE T P Y

Wik o Bk RS 2 KAk Ak 2 1P #obk(fak e, fd A LA P 5 3k

305 ) N AR5 23 AR, S Y 5852 P ASBE 1B W SR A IR &5 2 S it I N

B I AL S P A SOl ER . O T By kR, ATRAAE AR1200 LR E

URPF Ifjfig.

& 6-2 Fi7~, Networkl Fl NetWork2 43l GE1/0/0 #1111 GE2/0/0 #1115 RouterA

4%, {F RouterA [ GE1/0/0 $: 1 F1 GE2/0/0 $: 0 it # URPF k&K X LI fE

5 Networkl H ML PC A ik T ANJEHHES 2.2.2.2 9HC, 1] NetWork3 [T

Server K i%1EK . RouterA fEF2 FIX MR G, X HBAT AN OR A, I HbE Y

2.2.2.2 BIRSTNZM GE2/0/0 #0HEN, AN ZM GE1/0/0 #1037, U RouterA A

FZARSCYE L RO IE ), HEEFIZNIER . XA, R NetWork2 ) PC B #1152

K H PC A [ TP bk o vt

M NetWork2 &[] Server (I 1EHHC, Ml fE, wPOERHE K.

6-2 URPF [ AIME R =B

Network1 source:2.2.2.2
PC A UJ: ~\\<1estination:3.3.3.3
Network3
1.1.1.1/24 GE1/0/0
URPF M scry
enabled »
GE2/0/0 3.3.3.3/24
RouterA RouterB
Network2 source:2.2.2.2
s destination:3.3.3.3
PCB @=
2.2.2.2/24
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Huawei AR1200 Z 514l i 1 4%
o B AR P - 4 6 IP 5Bl Bl il &

HRIETR
T PATI A system-view, FANRGAE .
T2 PUTHr 4 interface interface-type interface-number, HENFE R
AR1200 ANSCRFE 242 A URPF A & g

T3 PUTHT2 urpf { loose | strict } [ allow-default-route |, H¢ &%) 4% 1 14 31T URPF £)
A

TR

KEREER
SRR E G, EEOME THATar 4 display this, &F 411 F URPF RS AL & T D

[Huawei-GigabitEthernet1/0/0] display this
#

interface GigabitEthernet 1/0/0

urpf strict allow-default-route

#

return

6.4 BL & 44151

A2 TP Y5 B Bk R e 25461
6.4.1 it & URPF ThiER G

44 URPF LI REMIBCE R~

BN ER
WA 6-3 s, HeAVAF & SR a8 2 0 GE1/0/0 A% H GE2/0/0 5 RouterA %
$2, RouterA 5AMIIPIHEAS Server 2 [8] % A AT IA, AR 53 AT 30 02 LA n] DLl ik
RouterA 1Jj7)1% Server. A7) 75 B81E RouterA _E3HATECE, B 1EAEES 0 G LA YR
1P Hiuhik 3 O 1) 7 VB R B, ARV 3REL Server IR %S .
(AR

B 6-3 F 47 RouterA 2354k 345 d 3, RouterB £ I ER B %,
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Huawei AR1200 414V i d1 2
it B 45 -2 4 6 1P YR W i S

6-3 Bit & URPF AW E

PCAémi

10.10.1.1/24
1377

. source:10.10.2.1
*~ destination:10.10.2.10

N
GE2/0/0 RouterA RouterB Server

Internet [ 10.2.2.10/24

10.10.2.1/24
WAl

[0 s
T ZH N R B S R R
7E3: 11 GE1/0/0 F1422 11 GE2/0/0 i & URPF Ihfg, JFE Vw648 % it AT Rk b 7
HigHESE
® URPF Kufrfizl: ™I,
(RARTY:
A28 2 S5 3T ARG RS, B AR R B A B AR
® FREME:: 10.10.2.0/24.
® TIZEME:: 10.10.1.0/24.
® Server [fJ IP #idik: 10.2.2.10/24.
RIES B

HIE1 BCEH 1 URPF £ Ap .
<{Huawei> system—view
[Huawei] sysname RouterA
[RouterA] interface gigabitethernet 1/0/0
[RouterA-GigabitEthernetl1/0/0] urpf strict allow—default-route
[RouterA] interface gigabitethernet 2/0/0
[RouterA-GigabitEthernet2/0/0] urpf strict allow—default-route

2 BN E SR,
7E GE1/0/0 £ AL F AT v 4> display this 215 URPF AL .
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Huawei AR1200 414V % d1 2
il B e -4 6 1P YR W i S

[RouterA-GigabitEthernet1/0/0] display this
#

interface GigabitEthernet 1/0/0

urpf strict allow-default-route

#

return

7t GE2/0/0 #2 P F #4714 display this 757 URPF [ .

[RouterA-GigabitEthernet2/0/0] display this
#

interface GigabitEthernet 2/0/0

urpf strict allow-default-route

#

return

TR

B & 3

#

sysname RouterA

#

interface GigabitEthernet 1/0/0
urpf strict allow-default-route
#

interface GigabitEthernet 2/0/0
urpf strict allow-default-route

#
return
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Huawei AR1200 R 414V % iy 4%

Fo B -2 4

7NAC ficE

7 NAC BcE

XTARE

4T NAC IR R A, BEA U3 A UE 7 2

7.1 NAC Mk
W 2843 N3] NAC (Network Access Control) , J&—Fl “u )i ” HILa45R, A5
web TAIE. 802.1x AiE. MAC A,

7.2 AR1200 SZ£51 NAC 5Pk
ARI1200 SZRFZFPAUERE G 7 2, LSO ASCRR AT 1) DX 3k 1

7.3 B 802.1x Ak
P 802. 1x WAUE R LLSEEE T A R 28I At BIAERR A2 M0 % R X BT A
¥ & BEAT I UE AT ] o

7.4 i E MAC AF
fid & MAC AIFJG, AR1200 13 7 i MAC kA K FH 7 44 A i ok J P b4 7 0F «

7.5 4EH NAC
HEERIAMES THE B il NAC.

7.6 Fic B 2545
TEL 7R BN H T NAC. BeE 7~ Ed Rk BB s dim. il s B s,
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Huawei AR1200 414V i d1 2

Fo B -2 4

7NAC ficE

7.1 NAC #bt

ez A3l NAC (Network Access Control) , A& —Ff “Im Bl ” 224458, WF.
web TAE. 802.1x tAIE. MAC AIE.

FLGEI 4 4 22 A BRI 18 T ANETH ST A 48 PRl TTTBE A 2% 18 80 A T ST 144
2% (g T LA (1 190 25% B 86 Xl LAAT 240005 1 P9 P e 46 T X 238 [ J8M . NAC AT 7 2%
Ui G RS NI g e ax, BRAIE “um B 12 ARk,

7-1 NAC BLBY2H [ [5]

AAA Directory
server server |

< 5 i { T PVS & AUDIT
6 g § server

W 7-1 fios, NAC /RN S 2 e NI — Rl 58, B R LUR L

o JI: FAJUT, FRER AT E. WK 802.1x WAAIE, I 5 22 ) i
Bt

® NAD: MZHEABLE, WA HAPAERRE . — B 2R AAA IS5 s &
i, PRk &N, BRARAR 2 A R g B b B ik & iR ), R
R BE

® ACS: ARG Ay, T EEREAT L0 o A f e PEAS 1 L SRS e B D A0 B
LM, s A Th, B R A R

7.2 AR1200 32 #5H9 NAC 4%

ARI1200 SZFRFLFAUEAEEI T 2, LSBT P ASCRR A ) DX 8k e s 61 o
ARI1200 1£4 NAC /7% ) NAD, HF 802.1x tAiF. MAC AiE. Web AilF,

802.1x IAME
IEEE 802.1x #RE (LR RIFR 802.1x) A& —FhI& v 1 1 W 25 2 A5l (Port-based
Network Access Control) Bpisl. “FTuim [ WX 25 B NF5 7 J2 45 7E Jaydak 9 2 A 4283 %
B 1 X — 26 BT e N R & T GIE A . R 1 B P et SR R 1o
NUE, 5 nT BA n) Japdak i o 1) 95 5
AERE R
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® LT B ORI T 7 U, U 1R A AN AR
SCABE NI PSR AT A P . (R 35— R, S
AR LTI P45

® LT MAC #E: MRAET MAC sl g7 20, 20 E R IR AT E B N P 37 2
FAMAE

UNTVIE

® EAP AZHiiE: 1 AR1200 Z45 111 ) EAP 4R, MRATHLIT T #A0EY, Jxl
MHEATINES, FAOES] AAA IRGTAFEHATINIE. EAP A 45 IEE 4% PAP (Password
Authentication Protocol) tAUEF CHAP (Challenge Handshake Authentication
Protocol) AilF.
- PAP & MPIABR T IIE, RIAWISCE B, 2t GE.
- CHAP &2 =y TINIEWMSL, SRV SO HE ), 2L PAP .

® EAP "4RIALE: B EAP iE4LIAIE, M AR1200 BLFEAT 802.1x HI/ RIAUESS B A

J EAP ) S H #3135 3] RADIUS # 3CEt HWTACACS K@ tE 7B, Rixsy
AAA JIR552%

Guest VLAN Ihfg

FERESCREBUR, T ERIE AT L 802, 1x YL/ 758% il AR A B LU 40 0, 45l
N 802.1x &, HEHUR TR S . FLE Guest VLAN Ji, ¥ 802.1x TAIE I
FUOEBE NN Guest VLAN ', I 35849 F P 3t ] LLIREL Guest VLAN H ) %3

MAC FF#AE

X T HEOR R 2, AT EDHLAE,  TovAl R 224 802.1x WNUER A, W LU MAC
ST RIEATUGE. T E MAC S5BAIER, 4 AR1200 i 802.1x PAIIET B4 1
B L3 (K B I, AR1200 545 12% 2850 19 MAC HuhkA1 4 ] 7 4% R0 i 26 DA IE AR 45 2%
BEATIIE

MAC TAE
MAC HidiF IE & —FP LT3 11 F1 MAC Huhk S B 7 189 9 2837 i) ARk A7 8 B R UGIE
W EANTFE P AT B s, T A2 RV R AR A% K MAC k.
AR1200 7515 A IE) H P 1 MAC Huhk LU, B Zh 1% 8 2 FAGE

NAC 4549 B 36

7E AR1220 HIHTH #1081 LAN il Ethernet Al GigabitEthernet #2111 #f5 o] DLfic &'
802.1x WNUEAI MAC AIF. {HAELE AR1220 ) 344 _EAX AT LLZE LAN fil] Ethernet A1
GigabitEthernet #% 11_ & 802.1x tAIFE, ANAl LLELE MAC Al

7.3 BL & 802.1x TAE

PiCE 802. 1x PAUE R LASEIIE -4 L A W2 e Al RIPESE N4 B0 26 R D6 P A
(e REAT IR AN ] o

731 BB ES

FEMCE 802.1x TAUERT I AR ILEFPE AN IR . IC B LRV A A EAE S5 AN B 2%, T A
H O Rt L R 58 BORC EAT 55
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Bz R EREE

802.1x PIMSUAE DAy SRl 42 10 ) — SR A RILARI Y F - AR R - 6 Jey ko 2 A\ 42 il
e (8 UGN R BE A& EA T DR AR, Mg ke LUK 90 P9 AR AT 2 4 T ) il AL

EES
o
BiR S
TENCE 802.1x 21, iy EuE£ DL £din
Fs | #uE
1 i fE 802.1x Huhk I\ F 4% 1

2 (A[iE) Bz R ARVFEA S H - H0E
3 CAJ3E) [y P R IE AR TE SR 0 d5e R IR B
4 CAJIE) fHRE MAC 55 BIF R

7.3.2 {FREL /S 802.1x TAIET BE
A4 JRHRE 802.1x YIELNAER, 802.1x TAUE M ABAH DGHT B A4 4 £ 3L
RIETR
FB1 HAT 2 system-view, TN RGN
$E 2 AT 4 dotlx enable, {lifit4 )5 802.1x IANUELNFE.
SRAE TR, RAEREA R 802.1x TAUEDAE.

s

7.3.3 {E8EIEN 802.1x IAIETRE
R FEXT A P HET 802.1x TAUE, e F A i 0 FAERE 802.1x A

UL HE o
E=ER
R OAERE T 802.1x WAIEThRE, WA L7E %4 0 A RE MAC bk EShRE: 2,
WREIERE T MAC HhE A UETRE, WIASREAT EZ 3 110 802.1x IAETNRE
FEZ G A AN AL AR AT LA ez 111 802.1x IAIETNRE -
BIETER
® AN AR I 802.1x AUETNHE
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1. $ATATS system-view, ARG

2. T4 dotlx enable interface { interface-type interface-numberl [ to interface-
number2 ] } &<1-10>, FHEE F1) 802.1x TAELfE.

AT, BEEMREE IR 802.1x IAIETSfE.
® FRIIME MR 1Y 802.1x NIE)RE

1. PUTM4 system-view, HEANRFHLIK .
2. PUT4 interface interface-type interface-number, HENIZ XL .
3. T4 dotlx enable, 7E4% 11 MifE 802.1x IAUETfE

AL, BOHRERE K 802.1x TAIET)BE

B

7.34 (A[iE) {EE MAC EHIAIEThEE

BRESER

KRt ik S, I FTEPALEE, JovkAT AR 802. 1x UEERAE, W LLilid MAC
SEPRANE 7 I TINIE . i E MAC 5250 IE)G, 24 AR1200 i 802.1x TATE I B I
B L AW NI, AR1200 3812 280 1 MAC HohEVE 4 2 44 A5 60 EIXAE IR SS 25

HHTINIE

WSRO N A ERE 802.1x IANIELIAE, 44T dotlx mac-bypass iy % )5, 802.1x IAIEY)
el [A] I Bl A e

WO TRk O RE 802.1x IANIEDIRE, FATAM LG, 78 55 5k IALE o

FR AL AN AL #nT AR MAC 55 B E

& ZEGHET

1. PUTMI4 system-view, HEANRFHLK .

2. 4T 4 dotlx mac-bypass interface { interface-type interface-numberl [ to
interface-number2 | } &<1-10>, 11 MAC S5 ANIEDfig.
BRATHOLT, BAMREE D MAC 55BN IED)fE.

o KT

1. PUTM4 system-view, HEARFALKE .

2. AT 4 interface interface-type interface-number, BtNEZITHE

3. PUTM 4 dotlx mac-bypass, {EF: Ml MAC 553 #IAUEDIfE.

BRETEOL N, B AERERE T MAC 55 BN IE D) BE .

R

7.3.5 (i) BCE 802.1x BYIAEA R

AR1200 S H 0 F 77 X FG: CHAP AIF. PAP IAIE. EAP H4KIAIE.
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7.3.6 (TA[i%

PAP (Password Authentication Protocol) #&—Fh P32 TIAUEWMYL, SR CAZ H 4%
R Y o =

CHAP (Challenge Handshake Authentication Protocol) J&—# = IXKIETFIAUEYMNL, K%
SCACH R, # AR PAP

EAP (Extensible Authentication Protocol) , #&—/N3ZHFZ FHUGENLHI A . K
EAP, ARI1200 AJGCAIERERE, 1 BB EAP WIE request i 3CHI response 30
LR INE RS %o AR1200 HZLHI B U IE AR 525 3R [P (I TAIE 25 JL gl vl LAk s 2 75 e i i%
M P#EN

AN
TE

LR AHAAGERS, RELFL B AT 802.1x A P &8 EAP 7 X UHATIAGE.

PAT A2 system-view, HEANRGIE

HUT 4 dotlx authentication-method { chap | eap | pap }, FCE 802.1x [FIAIET 2o
BAA LT, AR1200 Xf 802.1x /7R CHAP J7 AT IATE.

et

) BEEROBAEHAR

AR1200 SZRF I 5 A0 23 1105 2R3+ MAC 53

ERER
FET MAC 772 BN 802.1x FH 1 By 2 ik .
FTum A7 RENZE O RS — N RS, A 802.1x FH F JoZit ik &t nf
M 28 B, HE 58— N2 n, HUAb ] 2 e A 2 A5 1 W 5%
5 ZR G BRI AL LR ] A 482 PR e A1 7 =X
JAN
BEANED TAH 802.1x A P AL, RAKF BT $)EALEH 7 K.
RIETR
o ZGHET
1. PUTM4 system-view, HEANRFHLK .
2. PUTm 4 dotlx port-method { mac | port } interface { interface-type interface-
numberl [ to interface-number2 |} &<1-10>, Ho'E £ LA FE= #1772,
SRR A 04 (2012-01-06) B FREE B 91
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BRAETEOL T, B A G O 3T MAC Mtk
o KT
1. PUTM4 system-view, ARG .
2. PUT4 interface interface-type interface-number, HENIZ XL .
3. T4 dotlx port-method { mac | port }, &£ K A F=H 7.

BATEOUT, 3% R AR AR T MAC il

BT

7.3.7 (ANi%) EEBZEOIFEBUATS

b B (=
B I=Il§\

RMESR

AR1200 SZRFIIE ARBCIRE . AEh IR sl pUsat, sl AR .

AR Cauto) = FEOWIUIRE N AERABCIRES, URVAICR EAPOL 3L, At
VR U I Mg 20 R UEIE L, R D) BIRRBCIRZS, Sevr ™ U 1n) B 45 ¢

SR (authorized-force) : FEIGAA THRACIRE, AVFHI P AZ RS
AT [a) ) 45 2 U

SR HERAUS (unauthorized-force) : HIAZAL THRRABCIRAS, A RVFR ) U5in) M
2B o

£ 2R G B AN VLB A8 AT UBC B3 1 AR BCIR 2 o

& ZIGHET
1. T4 system-view, HENRGIE.

2. PUT14 dotlx port-control { auto | authorized-force | unauthorized-force }
interface { interface-type interface-numberl | to interface-number2 | } &<1-10>,

P B AR

B R, B 0 BURA Jy auto, BB IIBER .
o BOMET

1. #7124 system-view, HENRGIE.
2. 4T 14 interface interface-type interface-number, IENFZ IR
3. AT 4 dotlx port-control { auto | authorized-force | unauthorized-force },
B B4 R BOIR A
BAREDL T, B EACIRE N auto, B B2 THIEIA .
-

7.3.8 (A[ik) HEEZEOAFEZEANNEAXARHE

PO D SCVFHEA RSO P 8o n 5 0 MR P Bk 2 s KBCR I, AR1200
A XS ZJG NI BEATAUE, XL Bl e ik 151 U7 1) 199 2%
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Jdb B g

B E1I=I Gy
AR1200 #HL ARVFENI NAC 1 1 KEch 128,
(1 s3mm

Jo R AEREZEDT FBEANRERA PREN, ZHE0 THAKA PR ZLERBITRFRMA, R
HaREEA P, RAYREENGA P,

FEARGEAL B AN LR #R R LURE B8 1SR VF IR AN I d KT

BRIES B
& AGMKET
1. #7124 system-view, HEANRGAIE.

2. PUTM 4 dotlx max-user user-number interface { interface-type interface-

numberl [ to interface-number2 |} &<1-10>, FCEH I RVFEA NS F 4L

o
BRATEOUR, B O ARVFRIB A P SO 128,
e MK
1. PUTM4 system-view, HEANRFHLK .
2. 4T 14 interface interface-type interface-number, BENEZ IR
3. ;ﬁkﬁfﬁ dotlx max-user user-number, Wt E 2 0] DL E N1 5K H 4L
.

BREMILR, AR AT L B AT P AR 128.
s

7.3.9 (Fix) ECE 0¥ DHCP R 3l A& IAE
W& S0 VF DHCP 4 SCfilUR AE S, AR1200 7E#: AHI 1247 DHCP FEZNA 1P Ml i
Ul A ILHEAT 802.1x WAIE.
BRIESR
F$E1 #4762 system-view, HEARGHE .
HIE2 PATH 4 dotlx dhep-trigger, [LE VF DHCP R il & 802.1x WAl
A O T, DHCP ) SCAMilUR 802.1x WAIIF.
L5

7.3.10 (F]iE) BLE 802.1x ERTEE
AR1200 SCHFECE Y 802.1x e I A 4. 2 m i uE B E 8% . AR1200 15 802.1x &
J R I AR . FRERE I A FAE . UE RS S e i g . AR SR
PR HF T] 1) 5

dE B3 g gy

B =Rla.c
Tic B 7E I 28 1O IS T L 1% 08 I 28 5 g
RO, R R IX L N 2 A M.
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RESR

$BE1 HAT 2 system-view, N RGIE.

$IE2 HUT4, dotlx timer { client-timeout client-timeout-value | handshake-period handshake-

period-value | quiet-period quiet-period-value | reauthenticate-period reauthenticate-period-
value | server-timeout server-timeout-value | tx-period tx-period-value }, P& 802.1x TAIE

(1) 8- T0E I 2 240

5 E IS PR B2 (A

® client-timeout: %57 G Y IEE N & N85 . B {E L 30 T

® handshake-period: AR1200 15 802.1x & /7 wigdg T-WJ [ [A] [ . A (B2 60 Fb.

® quiet-period: FHERE M RN, BRAEZE 60 T,

® reauthenticate-period: FIAUF . B4 {EH 2 3600 75,

® server-timeout: TALFRSS 5N E N &% . WA {EH S 30 b

® tx-period: KIEIANUETE KIS R[] RE . BR44 (A 30 75,

XU AL E N A I, BARRI AN I AR Al RE, BT AR N B BRI R G
NN

s

7.3.11 (A[i%) BB EREREThEE

BRIESTER

FE1

&

®2

TR ERERE N A5 hRe e, 24 802.1x JH T ERIGEUA,  AR1200 2RiiZ I #fER— B
], AEIX BN ) N AN BIAUETR SR EEA T AR B o SR R LB BB AR R 2R et p
,d}o

PAT 4 system-view, HEANZRGAIE.

AT T4 dotlx quiet-period, i HEFHER & I 45 DIHE -

B TOUT, ARAT AR E N 28 D HE .

(AT3E) T4 dotlx timer quiet-period quiet-period-value, EERFE I35 IR,
fERERFBUE I 2R DIRE S, SRATHOLT, FRERE I eI K2 60 75

(H[IE) AT A4 dotlx quiet-times fail-times, FCE 802.1x H ' #EHERHT 60 FP A R VFIA
PN €

(AR AL AT, BN, 802.1x JHPIE 60 B P E I 3 kel
R

7.3.12 (H[i%) BLE 802.1x EIA\IE

de 5 /2 g

FEREAT 802.1x TAUERY, AR1200 nJ LARERE — B [ CAAUE I H] - 2B AT HAE, B
BOR T ISR

B>XIao
TER G A AL T #8n] AR 802.1x HL A UF LN fig.
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RESR

=3 2=
=] %15 :%\

BRIES TR

RGME T

1. T2 system-view, HENRGIE.

2. T4 dotlx reauthenticate interface { interface-type interface-numberl | to
interface-number2 | } &<1-10>, fffeHE: 1 EINUETIRE .
BRATEILT, ARAERRHE L1 802.1x HIAIED)BE.

3. (") PUTA4 dotlx timer reauthenticate-period reauthenticate-period-
value, & FIAIEH .

FERERE T 802.1x HIAUETIREIA, SR TELL T, FINIEA NI 3600 £,

OB

1. PUTM4 system-view, HEA RG] .

2. (i) T4 dotlx timer reauthenticate-period reauthenticate-period-
value, P& F AL,
fFREE: 1 802.1x HNUEDIfE )G, SRATEOL T, FEUGEEHY 3600 #5.

. AT M4 interface interface-type interface-number, BN,

4. (A[3E) AT 2 dotlx reauthenticate, {HHEH: I FEIAIELDHE .

BAATEOLE, ARAERERL HH 802.1x FIAUELIAE.

R

7.3.13 (H[1E) BLE 802.1x TAIEAY Guest VLAN

) Guest VLAN JIBEJTA ), WIS AR1200 [ i1 T 802.1x DhREI S 1) 4% L5 iAiE
W, QRS B KFAAUE R A, 5 1 EARIR [ AAR SC, T AR1200 R 2% 3 H
IMAZ] Guest VLAN 1. i% Guest VLAN "' [ J1] /7 1j 7] i% Guest VLAN H I BEU5INS, A
ity ZEEAT 802.1x TAIE, AH; I A8 (0 B3 Yt 475 it ZEEAT A IE

(1 508

Bt E 49 Guest VLAN R824 1 49484 VLAN,
Super VLAN R #E4E 4 Guest VLAN.,

0 FTE.E Guest VLAN ¥AJE, REEHEFL B J51%45 0 Je A% VLAN, 4848 A 4EMFRZ VLAN,
#8F VLAN 48 F T vAf= Guest VLAN Ji 7 7T A B3,

TE RGN A DAL R #0] PABC & Guest VLAN.

RGMET

1. PITM4 system-view, ARG .

2. HUTM 4 dotlx guest-vlan vian-id interface { interface-type interface-numberl
[ to interface-number2 | } &<1-10>, FC'E 2 M1 Guest VLAN,
BTG, B R RELE Guest VLAN.

FEOET
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1. AT 42 system-view, BN RGN

2. AT 4 interface interface-type interface-number, BENFEIIALE
3. HUTHTA dotlx guest-vlan vian-id, BCE %11/ Guest VLAN,
BAETEOLT, B R ORELE Guest VLAN.

TR

7.3.14 (H[iE) BCE 802.1x TAIEAY Restrict VLAN

FERSSENLT, T B OREAA T 802. 1x TATER H 78R v LIRS HE b 28 1y, 451
THR RS, Bl Restrict VLAN J5, AN 802.1x A B4 It A\ 3] Restrict
VLAN H, X80 7 T LLSREX Restrict VLAN HE R 855 o

ERER
4 Restrict VLAN DIRETT A i, AR M AUERIG, T AR1200 R 23 1IN 2] Restrict
VLAN "', Z J5J& 1% Restrict VLAN " (8 JH] J7 15 7] 1% Restrict VLAN I BEURIR, A
LT 802.1x TAIE, AHUT ) ZIMES (1) 9% Yt I AT 75 ELEA T UIE
(1 sm
At B 49 Restrict VLAN T8 2 4 0 6984 VLAN,
Super VLAN R #E4E A Restrict VLAN,
49 FHE Restrict VLAN ¥AJG, REEABCE 4248 0 mAiZ VLAN, 048 LM RZ VLAN,
# VLAN # /8 P =T vA#= Restrict VLAN i 7 T VA B3 .
TE RS A DAL T #Bv] DAL Restrict VLAN.
BRIESE
o ZLGHKET
1. PUTM4 system-view, HEANRGHLK .
2. (A[EE) T4 dotlx restrict-vlan fail-times fail-times, & FLVFH FAER
T () e R AR
BRATEOUT, RV UGE R I KRB 3 IR
3. PUT4 dotlx restrict-vlan vian-id interface { interface-type interface-numberl
[ to interface-number2 | } &<1-10>, HCE 21 Restrict VLAN,
FAATEOUT, HH R R E Restrict VLAN,
o FLMKT
1. PUTM4 system-view, HEAZRFGALIK .
2. (A[E) $AT4 dotlx restrict-vlan fail-times fail-times, & FLVFH FIAIER
NGRS TN €&
ST, VPR GIE R S IR A 3 IR
AT 4 interface interface-type interface-number, BENFERLE .,
4.  PATHr4 dotlx restrict-vlan vian-id, T 'E #%11) Restrict VLAN,
BRAATEOLUR, B0 N RECE Restrict VLAN.
e thTh
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7.315 (A[i%) BEBEELAPIEFIIEE
BB AR PR TFIREG, AR1200 [ 8 5 i 58 W R D4R T HROSCREIH 7 B 7EZk

BRiFER
W TARZHAR T IIREN % 0, (R TIN AR1200 R 2HeEHE T MHRSC. K
T Wik AR1200 HHHIA G I P R4, i BRK (ELk P 4R T DD XA

RIETER

HE1 PATi 2 system-view, FHANRGAHE.
$B 2 P74 dotlx handshake, 1fifit AR1200 S57E4H )48 FIhfE.
BT, AR1200 ffRE S7ELH 1B F-Dhhe.

I3 (L) HATHr 2 dotlx timer handshake-period handshake-period-value, WCL'E AR1200
15 802.1x %5 7 sy 42 T I 1] [ i

BRATENLTR, AR1200 5 802.1x 2 /7 i 4a T I ] 6] B 60 5.

TR

7.3.16 (FiE) BEE R AR ZEINEIREKEI R K RE

N T 3 G T 2 ANERE T 3 1 5 5 DS 7 A W AR SR, 7T BABCEL )
ESINTRERRIE I Y€

B>XIlao
AR1200 FI ) 7 AIE N AE TG SRS, 75 RIE 1 B i) L AT P i Y., AR1200
BRI P REZ VARG K . 2 RIRIREE B S R IR BUG A 2 m Y., AR1200
AFES P RIEZINIEEK

BRIESE

$BE1 HATH 2 system-view, N RGIE.
LS 2 HATHr2 dotlx retry max-retry-value, TC'E AR1200 [m] F /7 R IE L 3K 10 B R IR
SRR, AR1200 7] BLEE A [ B N H 7 RS AR SRR 5 KRBk 2 Ko

G
7.3.17 R EEEL R
BRIESR
® fii[{]fy 4 display dotlx [ statistics | [ interface { interface-type interface-numberl | to
interface-number2 ] } &<1-10> 15X display dotlx global #r7 802.1x [A: & 15 K.
® f{{iJfl#ir% display mac-address authen [ vlan vian-id |5 i 802.1x IAIE) MAC
HHEAE B
G
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7.4 BL & MAC JAUE
it & MAC AIEJG, AR1200 8 7 7 MAC kA 4 F 7 4 R i sk F 7 k47 AGIE .

741 BIREBEESE

FERCE MAC TAUERT T AR EARF I 1 B P IR . 0B AR IR (R ) AT S5 A 4%, AT A
T IRt L R 58 B EAT 5

[ IRE
S I e PR A s IS AL FTETHLAS YA, Y B TR, AT
DLEC B MAC HubiF A
EES
o
HiRHES
ENCE MAC Ml UERT, 5 ZdE# UL N8 .
F5 | &uE
1 i it MAC HuhiktAIE (42 1
2 (AT¥%E) MAC AIE R
3 (AJ3E) MAC AIF 7 B K o

7.4.2 {ERELH MAC IAIEThBE
HAEM 4/ MAC AIFIRESG, MAC AE I HARAE S B A 25430

HRIESR
F$1 PATI2L system-view, FEANRGALE.
HIE 2 HATArS mac-authen, FEES SR MAC IAIEILAE.
BRAEREOLE, RATRES R MAC WNIEDIfE

BT

7.4.3 {E8E3E ORI MAC TAEThEE

R T E HAN P T MAC WAIE, w75 e P Eer e O B RE MAC AIE
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El=3 =
B %15 :%\

==
A =

o RBETARAET MAC 3AbAGEZAE, NIEIEf£i%48 0 BAR4E 802.1x 268, R, Wk
HUARAET 802.1x L, M RALARALIZHE T 69 MAC HabiAJEZ) fE.

FEFE DAL AN 4 R L R AT LU RERE 11 A MAC TAIEDIfE

BRIESR
o ZGMET
1. $ATMm2 system-view, BN RGN E
2. T4 mac-authen interface { interface-type interface-numberl | to interface-
number2 ] } &<1-10>, F{EHE H ) MAC HilikAUELfg .

BRAENEOLT, WA ARSI 1) MAC TAIEDfE
e FHMET
1. P74 system-view, HENRGIE.
2. PUTM4 interface interface-type interface-number, HENIZ IR .
3. #UTr% mac-authen, 7E4% 1 iR MAC HulibALED)BE.

AN, WA TR MAC AED)RE.
Y 3
744 (A[i%) EBE MACINERA P Z1ER

MAC YAIERI ] 2 AR LUR T € 1 7 4418 30 MAC sk 5K

dbE.f‘:‘ =]

B = 1ac
M MAC ERTH P AT MAC Huhb e, B dH MAC stk A8 5 H P 2 itr
INIE, A% MAC HohktBAE R iF 256 .

BIETER

PFE1 HATHT 2 system-view, ARG

$I 2 AT 2 mac-authen username macaddress [ format { with-hyphen | without-

hyphen } |, it & MAC AEH P A HITER.
AT, MAC AIERH P RS0 AN BB AF -7 1 MAC ik,
B
7.4.5 (TA[iE) BLE MAC IAERYIE
TR ECE DFE, MAC HuhbAER] 7 ] default B AGE .
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RESR

74.6 (A%

LB MAC b DAUE ] B AT A AR, /728 2 B i

DA RSB R AT DAL MAC A UFIEE. G0 57 2 G0 B RN A0 & T #6
fic'E T MAC IERYIER, DAL RS & AR e 2 8 =

o ZEGMKT
1. T2 system-view, HENRGIE.
2. $#4T#4 mac-authen domain domain-name, B E MAC Huhiki) Gk g A
AR P44
BRSO, IEEAEH RGEHAE 1) “ default” B,
o JFOMKET
1. PUTM4 system-view, HEARFALKE .
2. AT interface interface-type interface-number, FENEZIITFLE
3. 4T 4 mac-authen domain domain-name, W'H MAC Mk AUE R B ff R
AIAE S 1) 404
BRSO, IEEATH REEHAE 1) “default” B,
B

) BEE MAC AIFER S5

AR1200 SZHFACE ) MAC WIESE N 28045 FUGERI. NEA e N &5 SEE
A AUENR S5 5B I 5E N 45 o

EEER
MAC VAERE I S A E, — RO P AN ZE I MAC DAIEE N85 R
RIETR
FB1 HAT 2 system-view, ARG
T2 PUT1r4 mac-authen timer { guest-vlan reauthenticate-period interval | offline-detect
offline-detect-value | quiet-period quiet-value | server-timeout server-timeout-value }, FC'HE
MAC HugIE A UE )45 30 E IS 25 240
® guest-vlan reauthenticate-period: Guest VLAN N [¥]H F HE4T FIAUE (I (] [RIB& o 3k
B2 60 7o
® offline-detect: M E 4, HKIE AR1200 K2 H P g 15 L4 T 2R A 7]
B o BREEE 300 #b.
® quiet-period: FHFEREMNAS, XA INUERMCLE, AR1200 7 2550 ER— BN TA) J5 P Ak
PR POAIETE SR, BRI, AR1200 AP P EGIETE K. S E 2 60 75,
® server-timeout: JxZ5ASHIN E M A%, 72 VGRS, Wi AR1200 [F] AR AR
S A IR I, WO UER M. B4 {72 30 75
e
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Huawei AR1200 51V H1 o5
il B e -4 7 NAC &

74.7 (A[i%) BEE MAC IANERPRIRAXEE

BN B AL E BRI, AR1200 NS Tt 2 a8 N0 FH P HEAT DI
B, XS] gl oV I U ] P 4

A e
B = Iao

TEFE VAL AR SR I T 0] DARC & MAC A UEH - 1 e K3
wRIED

& AGUWKET
1. PUTM4 system-view, HEAN RG] .

2. PUTH 4 mac-authen max-user user-number interface { interface-type interface-
numberl [ to interface-number2 | } &<1-10>, FCE 1] LN MAC Huhkik
UEH P B K H

AL, AR1200 #2 H AR VRN MAC HihbDAER] P ¥ d5 K30, 128
N
o
o MK T
1. AT % system-view, PN RGHLE .
2. PUTM4 interface interface-type interface-number, HENFZ IR .

3.  FUTHr2 mac-authen max-user user-number, Bt B B0 0] LIEEA K MAC Hiuhik
INIEH P K .

BB UL, AR1200 £ RV MAC sk R 7 (1 d kB0 128 4.

7.4.8 (A[E) FEE MAC Hhibi#{TEIAE

ARG LU RA B2l MAC IAIER A - EA T REAIE, QR SR e Sh U H
FURTHEATIRAL, A AE % N 2k

P$EE1 AT 2 system-view, ARG .

I 2 AT 472 mac-authen reauthenticate mac-address mac-address, WBCE AT HFA LA
HEH MAC Huhl#E4 T B .

B EOLTR, AXE MAC #ibk kT8I,

R
749 MERELLSR
RIESHR
® f{{iffir% display mac-authen [ global | interface { interface-type interface-numberl
[ to interface-number2 | } &<1-10>]£FE MAC AEMIHCE(E B o
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Huawei AR1200 51V H o5
il B e -4 7 NAC &

® fiiff]fiy4 display mac-address authen [ vlan vian-id [& 181 MAC AIERF) MAC Hh
HEAR R

s

7.5 43P NAC

HERAESZTHE B i NAC,

7.5.1 5% 802.1x INEFRIFE T E R
{# 1] reset iy 27 802.1x NIERIGE 5 &, MEEH ST

LeEs
FRGIME 85, VARSI B EWRE, 1T mAiA,
AT EERSHERE, SERPME FTHATUL a4
BIESE

®  fiH reset dotlx statistics [ interface { interface-type interface-numberl [ to interface-
number2 ] } &<1-10> a5 5 802.1x INUE M FE 5 B .

s

7.5.2 & MAC INERIZGITHER
18 [ reset iy V5 MAC IEMIGHHER, UMEEHZ .

de B 2 gy

B=RIao
HRGAZ &G, ARG QR ERE, FXiF@aiik.
AT EIE BRI B G, EEH P B R AT 4.
RIETTR
® fii /] reset mac-authen statistics [ interface { interface-type interface-numberl [ to
interface-number2 |} &<1-10> |25 MAC HuhE IR THE B
R
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Huawei AR1200 Z 414V % iy 4%
il B e -4 7 NAC H &

7.6 BCE {5l

RSB A N NAC. Fo B il P ARG 4l ek o B F o, i s

7.6.1 BL & 802.1x TAUE 7~ {5l

MW ACE 802.1x WAIE, ARIIEH T AEFE A RIS B 0560 802 1x AT, & W H BEVS
AT PR A DR, AT DRAIE P9 28 ) 24 4 o

GRS
Wl 7-2 Fras, F Il Router Vilal 4%, b TARUERIZ ) 22 4, BESRAE T PN
I FEATINUE o AUE T i ] LUIE S U7 i) BIZ%, IAIE I FE 7 R BAVT ) VLAN 10
HH R YR
7-2 BL & 802.1x TAIEZE M [E]
RADIUS Server
192.168.2.30/24
PC GEO0/0/1
192.168.2.10/24
Eth 2/0/
Eth 2/0/Q
FTERHL
[R5 85
H i AL 802.1x TAIE.
1. FCE AAA UE, HRE 802.1x P IO H P 4 it & 1% 31 RADIUS AR5 78 1E4TA
ko
2. FUE 802.1x tAilF, FHSKXIHE T Ethernet2/0/0 T 1 FH S 4T IAGIE
. Bd®E GUEST VLAN, PRUETAUERMH 588 7] LAy ) VLAN 10 5 8.
4. PLHE MAC S3EEIAIE, HRSERON 2 Ethernet2/0/1 R 4T ENHLEZEAT AR
HiRES
e E 28, T B A A N B
® RADIUS JIR%-22 IP Hitk 4 192.168.2.30, TAiFd 154 1812,
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Huawei AR1200 F 514k % i e

FCE R M- 4 7 NAC it &
® RADIUS fiR45283540 % dotlx-isp, HALIREH 2.
® AAA AIEJT % schemel .
® RADIUS JIR%5#51h templ o
® Iifispl.
(ARRPTY

AZE B R 6,35 Router 89 E, RADIUS IR4-22 Eéyie B X B R EARN2,

$E1 E RADIUS RS 2SR
# it & RADIUS J]R45 #5154 templ .

[Huawei] radius—server template templ

# i E RADIUS = HIAUEIRSS 25 10 TP Hudik . i o

[Huawei-radius—templ] radius—server authentication 192.168.2.30 1812

# L' RADIUS JIR45#s %40, BRI

[Huawei-radius—templ] radius—server shared—key cipher dotlx-isp
[Huawei-radius—templ] radius-server retransmit 2
[Huawei-radius—templ] quit

B2 BEVIETE, AIFTE schemel, AIUFJ77%0 RADIUS
[Huawei] aaa
[Huawei—aaa] authentication—scheme schemel
[Huawei—aaa—schemel] authentication-mode radius
[Huawei—aaa—schemel] quit

$E3 il E ispl Bk, 452 UG U RADIUS 45 e i

[Huawei-aaa] domain ispl

[Huawei-aaa—domain-ispl] authentication—scheme schemel
[Huawei-aaa—domain-ispl] radius—server templ
[Huawei-aaa—domain-ispl] quit

[Huawei-aaa] quit

$IE4 JiE 802.1x TAIF
# R4 AT I M ATRE 802.1x TAIIE,

[Huawei] dotlx enable

[Huawei] interface ethernet 2/0/0
[Huawei-Ethernet2/0/0] dotlx enable
[Huawei-Ethernet2/0/0] quit

# Nt ® GUEST VLAN.

[Huawei] vlan batch 10

[Huawei] interface ethernet 2/0/0
[Huawei-Ethernet2/0/0] dotlx guest-vlan 10
[Huawei-Ethernet2/0/0] quit

$E5 [iE MAC 558 IAF

[Huawei] interface ethernet 2/0/1
[Huawei-Ethernet2/0/1] dotlx mac—bypass

TE6 MaMEdR
7£ Router P74 display dotlx interface, HJ LI F| 802.1x At & 15 BASG 15 K.

<Huawei> display dotlx interface ethernet 2/0/0
Ethernet2/0/0 status: UP 802. 1x protocol is enabled.
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Huawei AR1200 R 414V % iy 4%
il B e -4 7 NAC H &

Port control type is auto
Authentication method is MAC-based.
Reauthentication is disabled.
Maximum users: 128

Current users: 1

Port PVID : 1

Port configured PVID : 1

Guest VLAN : 10

Restrict VLAN : 0

Authentication success: 4

Authentication failure: 0

EAPOL Packets: TX . 10 RX

Sent EAPOL Request/Identity Packets
EAPOL Request/Challenge Packets :
Multicast Trigger Packets
EAPOL Success Packets
EAPOL Failure Packets

Received EAPOL Start Packets
EAPOL LogOff Packets :
EAPOL Response/Identity Packets : 4
EAPOL Response/Challenge Packets: 4

{Huawei> display dotlx interface ethernet 2/0/1
Ethernet 2/0/1 status: UP 802.1x protocol is Enabled[mac—bypass]

Port control type is Auto

Authentication method is MAC-based.

Reauthentication is disabled.

Maximum users: 128

Current users: 1

Port PVID : 1

Port configured PVID : 1

Guest VLAN : 0

Restrict VLAN : 0

W O OO

Authentication success: 4

Authentication failure: 0

EAPOL Packets: TX . 10 RX

Sent EAPOL Request/Identity Packets
EAPOL Request/Challenge Packets :
Multicast Trigger Packets
EAPOL Success Packets
EAPOL Failure Packets

Received EAPOL Start Packets
EAPOL LogOff Packets :
EAPOL Response/Identity Packets :
EAPOL Response/Challenge Packets:

SR

e & 32

#

vlan batch 10 20
#
dotlx enable
#
radius—server template templ

radius—server shared—key cipher #%I/SW5&ABHRID9 LGZK@1!!
radius—server authentication 192.168.2.30 1812
radius—server retransmit 2
#
aaa

authentication—scheme schemel

authentication—mode radius

domain ispl

authentication—scheme schemel

radius—server templ
#
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Huawei AR1200 414V i d1 2
il B e -4

7NAC ficE

interface Ethernet2/0/0
dotlx enable
dotlx guest-vlan 10

#
interface Ethernet2/0/1
dotlx mac—bypass

#
interface GigabitEthernet0/0/1
ip address 192.168. 2. 10 255. 255. 255.0
#
return

7.6.2 Bt & MAC \iET {5

WAL E MAC AUE, ARVGEH 7 AEEN P45 Ji b A6 MAC WAIEA BE V) ] M 45 9%

Y, NI PRALE P 25 1) 2 4

AREK

Wi 7-3 prow, I Router Vil M4, O T IRUEMIZ% 0 224, SEORAER] A M

2RI HE4T MAC A

7-3 BELE MAC I\IELAM E

RADIUS Server
192.168.2.30/24

GEO0/0/1
192.168.2.10/24

g’r Eth 2/0/0 €=

INTIRAS Router

g & B %
FHan F i B ECE MAC AE.

1. FE AAA AR, HISRH T A AR1S0 K% 31 RADIUS AR &5 #8364 T AIF o
2. FE MAC AF, FskXHE D Ethernet2/0/0 i F BEATIAIE

E> b
R0, T B ek

® RADIUS JIR%-22 1P #Hitk 4y 192.168.2.30, IAiEd 154 1812,

® RADIUS iR%5 284554 mac-default, HALIRECH 3.
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Huawei AR1200 Z 414V % iy 4%
il B e -4

7NAC ficE

BRESER

$E3

e & 3

® AAA AIFJT % schemel.
® RADIUS JIR%#50 templ o
RARTY

AZ | R €.3% Router 4982 &, RADIUS IR 4% 648 B X B RHAE £ HLIA,

lic & RADIUS 45 et
# i’ E RADIUS R45 #5154 templ .

[Huawei] radius—server template templ

# Wit & RADIUS = HAIEIRSS 25 10 TP Hudil . i 1o

[Huawei-radius—templ] radius—server authentication 192.168.2.30 1812

# L 'E RADIUS JIR45 #8540 BALIREL.

[Huawei-radius—templ] radius—server shared—key cipher mac—default
[Huawei-radius—templ] radius-server retransmit 3
[Huawei-radius—templ] quit

e B IAIE T %6, IAIETS % schemel, AIEJ7¥2: 0 RADIUS
[Huawei] aaa

[Huawei - aaa] authentication—scheme schemel

[Huawei—aaa—schemel] authentication-mode radius
[Huawei-aaa-schemel] quit

Be'E default 3k, 2552 AE 7 20 RADIUS k45 25 F5AR

[Huawei-aaa] domain default

[Huawei-aaa—domain-default] authentication—scheme schemel
[Huawei-aaa—domain-default] radius—server templ
[Huawei-aaa—domain—default] quit

[Huawei-aaa—-domain] quit

fid & MAC AiIF
# (R4 JRy AL T R RE MAC TAIE.
[Huawei] mac—authen

[Huawei] interface ethernet 2/0/0
[Huawei-Ethernet2/0/0] mac—authen

(TREN AR

1E Router $4/T#7 4 display mac-authen interface, 1 LLE 2] MAC AERCE S & .

<Huawei> display mac—authen interface ethernet 2/0/0
Ethernet2/0/0 state: UP. MAC address authentication is enabled
Maximum users: 128
Current users: 1
Authentication success: 1
Authentication failure: 0

s
#
mac—authen
#

radius—server template templ

SCRYRAS 04 (2012-01-06) Sl A RS B

AT © AR IR A+

107



Huawei AR1200 414V % d1 2

FCE R M- 4 7 NAC i &
radius—server shared-key cipher 3MQ*TZ, 03KCQ="Q MAF4<1!!
radius—server authentication 192.168.2.30 1812

#

aaa

authentication—scheme schemel
authentication—-mode radius

domain default
authentication—scheme schemel
radius—server templ

#

interface GigabitEthernet0/0/1

ip address 192. 168.2. 10 255. 255. 255.0

#

interface Ethernet2/0/0

mac—authen

#

interface Ethernet2/0/1

port hybrid pvid vlan 20

#

return
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Huawei AR1200 R 414V % iy 4%

Fo B -2 4

8 AAA il E

AAA fiLE

XTARE

MR EAIES AL T3, ATRUAIWHR AT R ik R AN OB, DRAE M 2%
173 o

8.1 AAA MR
AAA & Authentication (IAIE) + Authorization (3240) F1 Accounting (11%%) [FITHFK,
PALTINIE 2R T2 =Rl 2 ahfe.

8.2 AR1200 ZHF ) AAA HFPE
AR1200 % #5301 RADIUS W3R HWTACACS thisGHEATIIE . 340, %%, B A
HuAIEFIHZ AL o

8.3 Mt & K A Hb 77 A TAAE AN AL
Tie B K A 7 AT UGEFIFZAUS, AR1200 F3E A HL [ P s Bt B A gk il
UEATHZAL

8.4 Mt & K RADIUS J5 :UHE A7 AIE . AR 3%

AAA FTULHZ R BSCRSEEL, HEH 72 RADIUS #4i. RADIUS (Remote
Authentication Dial-In User Service) J&— 1% F i/ Il 55 2% 45 A4 M5 BAZ B WML, REfRY
W28 AN RIZAL T [ (TP, 85 N FHAERE R iy e Atk . XA VPe REH 7 15 v 1R 45
LS4t

8.5 lit &K HWTACACS 75 A TIAIE . #3248, 7%
HWTACACS #MY5 RADIUS WL, =Bl % i/ i 45 2520 5 HWTACACS
e85 2 AT R S B A P BT IAIE. AT 3% . 5 RADIUS #HEE, HWTACACS
HAA S ] S A ISR, NS T2l

8.6 4 AAA
ERG TS B

8.7 M & 4515
WL R B H U E AAA. BCERBIPAFEH TR BB E RS, s e,
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Huawei AR1200 Z 414V % iy 4%
il B e -4 8 AAA I HE

8.1 AAA #hir

AAA J2& Authentication (JAiE) . Authorization ($Z#0) Fl Accounting (11-%%) FITIFK,
AL TIGE. AL, 2 =R e Thfhe

AAA RIERIRLTINEE
® UE: USRS, I SR A
® AL WARIE PR AR R, BRI P AT LA P R 45
® il g AU GRS P A B, A RSS2 L AR B

N=Niviy
ﬁ/}ﬁ%ﬁ‘

FH P il LS — R 2 Rl e 4IRS BT, A alANAY B SR ZE B T 1) 5 o i e 1 i
b%&ﬁﬁﬁﬁxﬁ BN T E U RS 78 o W A 7 0] 3 T A% R 9 4% (1) 4% Dl AT
Wk, BT EE B T YRS A

AAA BHEAR#ZE

AAA JEFCRI “% -k o4 Aik, G 8-1 Fun. IXFR G L BA R AT
P, AP E AR

B 8-1 AAA HIEAHZERER

E

Access user Router Server
=2 <
R

I i EHE I Router Uil FIZETT, i EOGERAF VT I LS IR, Router #2146 1E )™
IfEH] . Router FTTHET T HIWAIE. AL, T 2f5 U I£ 4T AAA Server.

8.2 AR1200 X ¥ E|<J AAA #3515

AR1200 37 #5i# 1k RADIUS i HWTACACS ThisGHATIIE . AL 113k, A
HAAUE AL o

RADIUS ARBFEITIAME. B4, it5R

RADIUS J& % /" S/ [l 55 # G A RS EAZ TN, REORY W8 AN S AR I 7 s 1) 1) T
Yo, AR B SRA e 2 AV SCESRB R AL U7 BRI 25 A 8

RADIUS WSCK A UDP R SR &G EHE, Wil e i s BALH . EAANLH. & H RS
ZRMLH, AR RADIUS HR4s#5F145 ) i 2 (8] A2 HjH BEMOR « RADIUS #piCHH A UER
B e fE g, BECIEm NSRS #Er T BAUE B .

(1 ssmm

B R P RA RADIUS 7 R#ATINER, EEA P i)3#EALA R LTS RADIUS R P T
R B—E, R IA—5, MBREAERK,

HIF'. AR1200 F1 RADIUS 45 %8 2 (B A2 By Fe i B 8-2 .
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Huawei AR1200 Z 414V % iy 4%
il B e -4 8 AAA I HE

[# 8-2 RADIUS AXNHHITIAE. 1. T EMEAZERIE

Access user Router RADIUS
server
ga = <
FIPSINH P 4R
PN D& 8 .
_ NEBR AR
TR SRR _
B TH 2R =K i 4 SC
< 1 i P4 >
PR
TR N SRR _
U BRETAGIT R AR L

1. P REEREK, 17 AR1200 K% 5 4 M.
2. ARI1200 [1] RADIUS l4s#8 A& NUEE KRR SC, Hrpa& H P 2R,

3. RADIUS MR #8068 H P 4 FE G AT AIE . W HRAUE T, RADIUS R %5 %% i)
AR1200 AIENUEFERZ R WHHAERI, MR FRAEFE 44 3C . T RADIUS
PRE I T OUERZAUR RS, R A IE B2 RS & 7 P 48U .

4. ARI200 ARFRFEWCBIFNESE R NALL ] P o an R e P, W AR1200 [i]

RADIUS Al 4588 & 3£ 11 9% T i1 Sk 5

RADIUS %5 # iR [F1F 2% FFaama N SC,  FFFFah T 3% .

FH P FEUE U5 1] X 285 55

FH PSR Wi %, AR1200 1] RADIUS JR 4528 A ikt 2452 137 KRR

RADIUS %5 %5 iR R 1% 25 g N SC,  FF45 b1 3%

© N o v

HWTACACS ARNFEITINE. 171, 113

HWTACACS 21t TACACS WSkl kAT T DhRes s 24 e HWTACACS i
L RADIUS Pl B, 3= B ik % 7 g/ e 55 25 20 5 TACACS JIR 45 438015 Sk SE 0%
BN P 3T $2RURITE 3% . 5 RADIUS MLk, HWTACACS E A 90 nl 5 4L
FUEREE, HNIE ST A

%Twmmﬁﬁw,%F\AmxmﬁHWDWMEW%%ZEWTEﬁﬁm@&Mﬁ
7N o
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Huawei AR1200 414V i d1 2
il B e -4 8 AAA I HE

& 8-3 HWTACACS ARFITINE. RN, HEMEXRZT ERE

Access user Router HWTACACS
server
3 =
EPake S S
WAIE TR 3L .
_ WIERINARSC, iR 4
B [ 1 HE L 44
PR 4 ~ ‘
~ NUERFEEAR L, i)
Gy s i at A
 WERINARDE, R
0 JH R R )
F i N A g,
i i I
<« AUEFDVARSE, AR
BLNLE I8 .
o PERURINARSC, BBUE L
VB RAR S .
<<:%FﬁMM%%%;>>
HIR
I CILE S ~
ORI

Telnet F FH g R G kW % o

ARI1200 W iR 2 J5, 11 HWTACACS IR 45 %% & IE D IEIF KR .

HWTACACS M52 RIEIE R NAR S, R 4.

AR1200 W BI[E NS G, A i - 4.

MPsANHEP 4.
AgﬁmﬁﬁﬁF%E,ﬁHWDWMBW%%E%%E%&Wi,ﬁ*@%Tﬁ
J 1o

7. HWTACACS 5545 KL AR RN HRC, 15 KOG B

S e
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Huawei AR1200 F 514k % i e

Fo B -2 4

8 AAA il E

. ARI1200 W B[RRI, ) F P 1) 6 sk 38 .

9. HFmANEM,

10. AR1200 Y205 )5, 1) HWTACACS M5 a8 RILIMIERFEAR S, b uds 7ot

11. HWTACACS %5 %5 KGRI N AR ST, F77 2 Tl A GE

12. AR1200 7] HWTACACS %% 2% K 36 B RUE KR L.

13. HWTACACS JR 5528 BB SR NAR ST, $57 P I8 428

14. AR1200 W BIFZALH] N B D4R 3L

15. ARI1200 [i] HWTACACS IR %528 K2 5 T 4R 3

16. HWTACACS 55 #5 Ak vh 2[RI N AR SC, I HIFaR T2k

17, I TR46 07 1) ) 45 05

18. F iR ITi%32, AR1200 i) HWTACACS JIR %% 2% A% 1t 3 45 AR 3
(19) HWTACACS JIr 55 #3 AOE T B A5 AR S0, $R7n ik S g dlioc gl

19. HWTACACS 45 8% LT R4 ol e, I ibvh ot .

A7 FATINEFIR L

FEA M T sCHEATVAEFIFAT, R COFEAMA T B 44, B A& R E D
HOECEAE AR1200 Fo AT BT IAUERRAL L o2 LR, nT DL AR A
B A AR R A A A A PR

A A I 7 SO0 B PR BT UGIE R A . IEAh, AR IS T RADIUS AIEFI
HWTACACS A UE & AIE 52, ASHBFZRUE ) HWTACACS 2 2645 52 B 2

8.3 BL & X AR AR iHITIAMEFIIZ

Fi B SR A Hh 7 AT E A2 AUS . AR1200 FREEAHb [ B P A5 B 8 AN P 3T A
UEATHZ AL

8.3.1 BiIMEBMTSE

FE R BAMNUEASAI T SRR PE RO R IR C B IR PR R BT 55 A B v 4
LA R, AR M e BT BAE S5 .

N IR
LT P TIAIE AL, (H AR AT i RADIUS 452381 HWTACACS
M4, B am] DL A HL 7 AT GEFIZA . AcHh 77 AT AE IR 2
JEPL, ATRARRIZ B A S ARG S B S W A A A BR A
T A A g 2O 4 B AT DGIE R . A HAIEIE % F T- RADIUS AIEAR]
HWTACACS N IE & AE T %, AHEZBE N HWTACACS #Z A & 5BUTT % .
MEEE
LERC B A 7 ST INUE AL Z 1T, 58 A A5
o [EEOMYIEIE, MW EZIRAE N Up.
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Huawei AR1200 F 514k % e

e B -2 4 8 AAA iLE
KiEkE
TERCE A P B 7, FREEUEE DL R .
Fs G
1 Mg, HArng
2 CRIEE) AHuH AR 200
3 CRIEE) AHBH] P e AR Y
4 (AJIE) AHLF i) FTP Hg 44
5 CRALIED AHB P R4S
6 CRIEE) AHH] P R N PR K
7 UNTWIE SRR S
8 O WIE SRR S
9 s A FR
8.3.2 BLE At

émmﬁﬂﬁﬂﬁﬁwﬁﬂ&ﬂﬁ B AE AR1200 _FFC & H P PAERI AU B,
. i, g,

BRIES T
FE1 HATHT 2 system-view, ARG
$E2 4TS aaa, HEA AAA FLE.

$IE 3 P T4 local-user user-name password { simple | cipher } password, SIEEAHIT] Fik
S, JFRCEAH S

(1] ssmm

YRR P LT FRENEL (o @ oL o FAES), MIAAH H-E AT E E 5L
P4, BERIASAEBRE, WwREH I, WEAZHEEHA L L, HiAZ] default HIAIE.

SB4 (i) HATHT2 local-user user-name privilege level level, FC &AM F LD

FATEOL T, A ARG g B Ok e, e L S AL N AL 03
MIRCE, WORBCAHRCE, W0 1) .

S5 (A[iE) T2 local-user user-name idle-timeout minutes [ seconds ], T & 552 H 7 1)
VR B D) T IS 1]

FB6 (i) $UTA 2 local-user user-name serv1ce-type { 8021x | bind | ftp | http | 12tp | ppp |
ssh | telnet | terminal | web | x25-pad } *, P& fRVFASHIH Fr G A2

AL R, ABRBAH] P AR

SEB7 (k) PATAH2 local-user user-name ftp-directory directory, L& SOVF FTP FH Uil H
FTP H k.

SCRYRRAS 04 (2012-01-06) Sy LA TR {5 S 114
WRALFTE © H b H AR A R 2 H



Huawei AR1200 Z 414V % iy 4%
il B e -4

8 AAA il E

BTSSR, AVF FTP U7 0 FTP H e %5

24 AR1200 1E4 FTP AR5 #s i, Z0fc'E ;ovF FTP P U5 i FTP H%, W) FTP M
F ik vial AR1200.

(HJ3E) T4 local-user user-name state { active | block }, it & ASHH 7 PR A .
BRAETEOL T, AHH P PR D BOE A
AR1200 A Ab -0 A ML ZE A H 7 (0 A B2 5 30 h

® IR BARZS, R BOZ M GIETE SR T — 2P Ab B
® IRV ZESS, RHE Lz P AR K .

(CAlE) AT 472 local-user user-name access-limit max-number, FLE T E 7 44 0 E#EANT
MPIERAH .
ST, BRI FRT L E R E .

s

8.3.3 LB INEFIIZIN A E

WER TG LR ATy AAEAT VAENZAL, 75 EAEAUE T 587 e B AAERE A ASHAGIE,
FERR 5 5 Hh e B AR X A AL -

B =R=1ac
BT, AR1200 X H P BT A HBAUE R4 .
AT
AR1200 R Z AR,
BIETER
® JEINETZR
1. PUTM4 system-view, HEAN ARG .
2. PATAS aaa, HEAN AAA FLE
3. HATH4 authentication-scheme authentication-scheme-name, B)EINIETT %,
FFHE AL T R4
BATEILT, AR1200 A —MAUETT S, WIETT RATE default, AFEM
b, HBEIEM
4.  ATHr4 authentication-mode local, Bt B I IEAE N A B GE
o ilEIXB TR
1. P74 system-view, HEANZRGAIE.
2. AT 4 aaa, HEA AAA LA
3.  PUTHr2 authorization-scheme authorization-scheme-name, GIEFZAITE, I
ﬁkﬁﬂﬁ%ﬁ@oﬁﬁﬁﬂﬁ%,#ﬁkﬁﬂﬁ%ﬂ@ﬁﬁ%ﬁk*ﬁﬁﬁ
TEMIFBUT ZAE
BATENLR, AR1200 5 —MEAUTR, AT ECE 4 A2 default, ANHEM
B, Haes.
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Huawei AR1200 51V H1 o5
il B e -4 8 AAA I HE

4. AT 4 authorization-mode local [ none ¢ & X B .

45K
8.3.4 EL & 15
BN UERBZATT 56, HATE T N G A4 fe 3%
E=ER
TERCE I/, 75 EENCE 5E AR T R BT % .
K A7 AT OAE B, RS v 27 %, AT,
BRIES TR
F$B1 HATi S system-view, FENRGAIE .
$B2 AT aaa, FEA AAA LK.
$® 3 AT 2 domain domain-name, GEIBIFIEABALE .

>a:-

AL, ARI200 fELEPIANR:  “default” Al “default admin” . “default” - T-3%
WA R, “default_admin” FHF5 BE 03 )4

$IE4 AT 4 authentication-scheme authentication-scheme-name, B IIIAIE T %
AT, WAERIRCE 448 default [RIATE TS .
$EE5 4774 authorization-scheme authorization-scheme-name, WEIRIZHUIT %
BRATLLT, WUR B AT % .
$E6 (n[ik) Hiran4 state { active | block }, Mt B IkIFPIRES.
AL T RZEASI, 8 TR P ANRE S . BRI, BN S A T O IRAS .
PE7 PATMA quit, B HIBE,
$ES (1) T4 domain-name-delimiter delimiter, P E R4 /3 FAT .
AT LN/ <> | @' % TIE—,
BRATEHLT, WA R A@-.

%W
8.3.5 B HL R
IR &M
B 5E IR
RIES B
® fii[{]fy 4 display aaa configuration x5 AAA ML E(E .
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R B -2 4

8 AAA il E

® fiiffjfy% display authentication-scheme [ authentication-scheme-name | &G INIIE T 5
(A B

® fii[fJfir4 display authorization-scheme [ authorization-scheme-name | & & ¥R T %
R ERSE

® fiH{#y4> display access-user [ domain domain-name | interface interface-type interface-
number [ vlan vian-id [ qinq ging-vlan-id | ]| ip-address ip-address [ vpn-instance
instance-name | | mac-address mac-address | slot slot-id | ssid ssid-name | user-id user-

number 12X FTH EZE H P AR ZE5 S .
® fiifflfir4 display domain [ name domain-name 15 I B AG & o

s

8.4 BL B F RADIUS ARNHITIAE. FANFT2]

AAA U Z R SORSZEL,  HigH H f & RADIUS #33. RADIUS (Remote
Authentication Dial-In User Service) & /7 i/ il 55 2 45 44 (45 BAS B, REfR Y
MR EE AN RAZALT IR TP, N A R R i 2z e h . OV RE 2 7 ) 1 45
(SIS R

841 BIMEBMTSE

[z R EREE

HEES

kR

FENCE RADIUS Jy B AIES B V13T AR RF PR R B FASE L 5C B Rr PR PR i
BARS A e, T LA B iadt . YRR 50 i AT 55

AT B IEARE R R R K Bty TR ENIE . SBT3 -

® ik BN, FIWTH RS AERT e R BRI AR AT
LA AR 25

® AL XIAFE T AR, BRI n] EAEHT R 55 -
® b3 ORI IR S R PR, AR ARSI L RGN TR £k

325 LA
PR A

K RADIUS J7 5T INIE S AL, TF 2% AT LA i ARE L 0 4 i it 1N #E B
SORB e 2 A X CESR PRI RE ™ s BB ) R 28 3R 5 v

FERCE RADIUS J5 UHHATAIES B0 T3 20, 58 bl M55
o [CEZIMYIENE, i KPEL RSN Up.

7EBCE RADIUS JraC 2 /7, 5 ZE# DL 2iodis o

F5 67
1 UNTIE SRR
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Huawei AR1200 F 514k % e

e B -2 4 8 AAA iLE

Fs iz

2 RO Y

3 RADIUS JIi 55 #5 AR 44 FR

4 RADIUS T IAUEMRSS A% 00 1P Hulik, S 5

5 RADIUS Tt 9545 (0 1P Hulik, S 115

6 (AT1E) RADIUS HAURSs4% ) TP ki

7 (AJi%) RADIUS % NUEMRSS &1 1P ik, 3

8 (FIEE) RADIUS # vl 2% 55 25 10 IP Hiuhik, 315

9 (Al#%) RADIUS JL# 4]

10 (AIEE) RADIUS ¥ 3K SCIRER I 5 A% CHORI R N I 1)
842 i E AAA HE

W FERH RADIUS Jy ST IAE . ACFITESR, 75 B E 7 e & A A
RADIUS AilE, 7EvF 27 e &k 2k 4 RADIUS 9%,

BB A UERC ) RADIUS DIE IR ik ] ASC B A GE AN E A S 0. B E A& IA
E T DA S B DA ERS ST 2 T 3 B R PAIE R . R B, e v 2o RADIUS
DIy id n] DUBC B AT SR O % 4 v 9%

® [LEINMEE

HEEE

BRIEDE
1.
2.
3
4.

PAT 4 system-view, HEANRGAIE.
PATAT S aaa, HEA AAA K.
AT 74 authentication-scheme authentication-scheme-name, BEEINIET %,
FEREAAUE T EALE
BAHTOL T, AR1200 T —MAIE TS, IEJT R AFRIE default, AHEM]
b, HEeE.
AT 14 authentication-mode radius [ none ], & A RADIUS A
Uk
ST, IERE Y AR .
WURFCE T AHAUE T KO & A IE T X, B FF LR E AR, TEHAT a4
authentication-mode radius local.
(1) smm

HoRAE—ANKIES R P AR B AMERK, RIAMEAR X 69 JUTIR A A B B 69 465 R

F. AHESTONEEXEAARLGELT, TARAT—MANEEX; R ESH
MR XIGERIK, N A2k 3] T —AAE S EHATINE,
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Huawei AR1200 Z 514 (1 #5%
o B AR P - 4

8 AAA il E

BT, ARI200 AT — U207 %, T3 R E A2 default, AHEM
fr, HREBH.

AT 4 accounting-mode radius, i E 11 FA A,
BRI, TSR ECR AT 2SS (none)
(ARRTT"
e R A AR FE TR S A RAEX, M FAEXGIITIRG 4 e E 69268 IR
F. RAESTHFRERXEAMEAELT, FRRA T FE.
(FJ3E) #4714 accounting start-fail { online | offline }, [t & FFURTH 2R R ME
H]%O
BATEOLS, RIS RN, A SRVFR P B
(A[i%) $ATH4 accounting realtime interval, gL T2 8 & 1 27 0] b5 .
BRATEOUT, SE TR I REARATRE
(%) AT 4 accounting interim-fail [ max-times times ] { online | offline },

PC B FCVF IR SE N T SR8 SR R TE WA RHL, - LRSI B RO SRR IR S
fERESEIN TSR DhRe I, SRETEOLT,  FRVFRSEIN T Sl SR ds K To i N I 3

W eI BRI (R B L P 2%
R

8.4.3 Fit & RADIUS R 215 R

BL'E RADIUS AR 55 as b H 11 S Bl A0 RO §8 2 IR 45 25 11 TP Huhk Al M5, RADIUS 4%
R, AL PR WRCE RADIUS H P #4520, I PAZ. RADIUS 15 KR4 SCIP R

FAE BT S IO E, ™ T DR SC B 5 2 AT 18 2

%%1%1&»
RADIUS 45 2B IF i & W RADIUS F J 4 4% 30, RADIUS Stz i si 5
RADIUS JIk55#% EHIFCE — 2.
BRIESER
FE1 HATT 2 system-view, ARG
SB2 (A[iE) T4 radius-server authorization ip-address { server-group group-name |
shared-key { cipher | simple } key-string } * [ ack-reserved-interval interval |, Fic'&
RADIUS #ZBUIS5 %«
BB, WA E RADIUS AR #5 -
L3 AT 2 radius-server template template-name, 3t N\ RADIUS fIR 55 25 AR AL o
T4 PUT1r 4 radius-server authentication ip-address port [ source loopback interface-
number ], F.'H RADIUS = HAIFIRS 28 o
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Huawei AR1200 F 514k % i e

Fo B -2 4

8 AAA il E

FE]10

$E11

S 12

$]13

8.4.4 BL E i

6 B 4=
== Ell%\

A THLLF, RADIUS EJAUEARSS #31 TP Huhk 4 0.0.0.0, 11574 0.

("[3E) $UT A4 radius-server authentication ip-address port [ source loopback interface-
number | secondary, [ E RADIUS #54AIERSS 25 .

BRAETESL T, RADIUS 48 FHIAUEIRSS 4% 1 1P Ml 24 0.0.0.0, i 524 0.

PUT 4 radius-server accounting ip-address port [ source loopback interface-number |,

fit & RADIUS Tt 2% k4525 -
BB TESL R, RADIUS R vh 27 RS540 1P #hik 4 0.0.0.0, % 524 0.

(AJ3E) 4T 14 radius-server accounting ip-address port [ source loopback interface-
number | secondary, NCl'E RADIUS #4011 9 k%545 .

AT, RADIUS &1k 37 k45525 1 1P Hhk 4 0.0.0.0, % 1524 0.

(Al3E) T4 radius-server shared-key {cipher | simple }key-string, FL'#& RADIUS
LR, RAWSOE S P E 4.

5L R, RADIUS JE5 41 £ huawei.

(AJ#E) 4T 772 radius-server user-name domain-included, P& RADIUS H ' % #%
Ao

A TELL R, RADIUS I A &rdl 44, B AR1200 S48 7 44 R34 38 4 93 #14%
— i Ri%4, RADIUS fIR%5 2 AT IAE o

1 RADIUS k452 AN ez 4 W 7 44, LA T A4 undo radius-server user-
name domain-included, AR1200 2217 4 rhifik4s 245, FF K154 RADIUS IR%545 o

("[i%) T4 radius-server traffic-unit { byte | kbyte | mbyte | gbyte }, [l % RADIUS
T A

BUAETUL T, AR1200 BL 15 (byte) 1% RADIUS ¥t g

(A[3%E) 474 radius-server { retransmit retry-times | timeout time-value }*, B
RADIUS 17 3K % S 1788 I F AL (ORI I I )
BAEHEOL T, RADIUS W& KRR SO N FAL IRECR 3, HIINELZ 5 55,

(Ali%) 474 radius-server nas-port-format { new | old }, At RADIUS k%5 #5 1
NAS i B

AL, SRATHT NAS b .

(AJ3%&) 4714 radius-server nas-port-id-format { new | old }, [t & RADIUS JiR%5 %%
(¥ NAS i 1 ID B3

AT, SRATHT NAS S5 11D JB

R

B AIAIE S % T35 % RADIUS g5 aefiiti, AR N 5 4 REZE K

FERC EIRZ 1T, T 258l RS
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Huawei AR1200 51V H1 o5
il B e -4 8 AAA I HE

® EINIETT FRI 2T %
® [il'H RADIUS JIR%5 255K o
BRIESR
FE/1 HUT 4 system-view, FHARZGE.
P2
HE3

N

T4 aaa, JEA AAA K.
47654 domain domain-name, A)EEEIFHE AR E

BB, AR1200 fZLEPI M. “default” F1 “default admin” . “default” JH-F-3%
WEENTH IS, “default_admin” F] T4 B0 51 (138 .

4 HAT A2 authentication-scheme authentication-scheme-name, B EBFINIE T E .
SRR, AEHECE 4408 default FIAUIE T &
TS5 (A[iE) 4712 accounting-scheme accounting-scheme-name, W EILHIT1 9% 7%

BT, SR h “default” (VF 7%, “default” 9005 RSN Hy: 19
YA B, RSG5

$B6 (n[ik) HATHTS service-scheme service-scheme-name, TCE IR INYSS )T % .
BT, BN EA R EARRNES T E
HIB 7 ATH4 radius-server template-name, T E I [1] RADIUS AR 55 S AR o
BAATEOLY, BUFEANCE RADIUS R4 4R .
$IES (nfik) $ATHr2 state { active | block }, At & IR .
LA TRHZEATT, B T2 H P AR E . AT, SIS A T HEIRA
PRI PATIA quit, BHIBHLE.
FE10 (W) PAT#4 domain-name-delimiter delimiter, WCE 4 /3 BE1F o
L4 AT LU <> | @ % T34
BTG R, AR @.

e

—45R
8.4.5 MERELR
AR &4
C& 58 Kk H RADIUS 77 AAREATNIE . BRI 9 (1) T e &
RIESHR
® fiiff]fir4 display aaa configuration X5 AAA FOMEZEE .
® fiiffjfy% display authentication-scheme [ authentication-scheme-name | & G INIE T 5
(I B B
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Huawei AR1200 F 514k % i e

Fo B -2 4

8 AAA il E

i H fiv4> display accounting-scheme [ accounting-scheme-name 1235 v 9% 77 ML
BAEE.

{§ F 4 display service-scheme [ name name | &MV 45 77 E I E A5 B .

i i1 display radius-server configuration [ template template-name | &%
RADIUS f 55 #i AR (1 e B A5 S

i %> display radius-attribute [ template template-name | disable 25 % £ 25H 1]
RADIUS J& 1k

{14 display radius-attribute [ template template-name ] translate £r & RADIUS
JiE P A i P T A R

{# F % display domain [ name domain-name 12 38 F i B 15 B o

s

8.5 Bt EXF HWTACACS AXHITIAIE. 2. 112

HWTACACS 145 RADIUS WAL, FEEE I % i/ AR5 s A2 5 HWTACACS
AR S5 A AE R SE IS e N P AT AE . BEBCRITT 3% . 5 RADIUS Ak, HWTACACS
HA I nT S AR RIS R v, NG & T2 e

8.5.1 BB EBEESE

7ERL E HWTACACS J7 TR B T3 mr T e i B PR SE . i e v
(RIHT B AR5 AR AE A, W CAFS B ot . im0 Bl BT 45 .

Bz R EREE

N T Wi EARE R S I i, T AR E I BT 3% -

WIE: B IS4, AR 25 8 eidE M . R VAR & A4 T
Ve INLEIES

AL RANFEE T AN RSO, BRART AT A AT R 55 o

T AR A IR S AT R, AR RS SR RGN TRl Kk

25 LA
P e,

K HWTACACS J7 AT IAE . 280, T2 m] LB 13132 7 6t k9 2% i ity
HWTACACS &2 Fp0 iy AT T4 AL, T RADIUS 538 H 8017 22 445 11

EES

fElCE HWTACACS R HHTIGIE 280 220, F el F AR5

kS

Mo BB MR R T, A O 2R 8 Up.

FERCEAH BT, B LU A

FF

= £

1

UNTVIE SR
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Huawei AR1200 F 514 % e

e B -2 4 8 AAA iLE
Fs iz
2 AT G A TR
3 RAOE L EA
4 HWTACACS Jif 55 #1544 ¢
5 HWTACACS F. & NIERS &1 1P iy
ik, S
6 HWTACACS ¥, &FEAURSE 1) IP Hy
bk, S
7 (ATE) HWTACACS . &ir# RS- 2511
IP ik, S 5
8 (%) HWTACACS JLZ%4]
9 QBN vEy ingingl
10 [(jﬂ@ HWTACACS RSG5 a5 I e
H
11 (Al oh e 4 i S AL
8.5.2 BiE AAA X

WIR TR A HWTACACS 7 U TIAIE . BRCRITE 3, 5 B AR 7 P I B R
AN HWTACACS AiIIE, EFAUT ZH I E NI HWTACACS #28L, 7E1H3 7%
Rl E AR ) HWTACACS %% .

dE B3
B R1I=I 5
B B AR HWTACACS PAIE R I8 7] PARC B A A UE BEASAUE R & s DR e
B AU AUE AT DLIEE e PR — A UEARE X TG i W 17 3 P AR R W (R, P B BB
HWTACACS A3k ] DLBC & A A A AN A R, BEE 3
HWTACACS T 2 i} i v DABC B A T i &A1k 9t
BRIES T
® JEINETZE
1. #7124 system-view, HEANRGIE.
2. PATAHS aaa, HEA AAA WA
3.  PUTHr2 authentication-scheme authentication-scheme-name, BENIE T %,
FIEANNUE T A
BATEOLT, AR1200 A —MAUETT S, WIETT AT default, AFEM
kK, HAEE .
4.  $4T14 authentication-mode hwtacacs [ none |, ACE AU HWTACACS
NI
BRSSO A A E .
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Huawei AR1200 Z 414V % iy 4%

Fo B -2 4

8 AAA il E

WERBCE T AL SO A AUE S 5, B R EA AL, FARRCE S
L2 ERAA M T AT IEN AL -

(1] 68
Yo R —ANAEF B P S AGER K, MAGERE X AT 4 Be B 64926 /6 IR
F. RAESIHVGEEXEA ALGHELT, AARA T —AAEER; R AEYH

INEAEXAGER K, W RAB4E ] T —AAIEF R #ATIAIE.

o JERPUIE

1.
2.

PATHT S system-view, HFEARGALE.

PATAT L aaa, AN AAA LK

HUT 74 authorization-scheme authorization-scheme-name, BRI ITE, I
BEASAUTT AL

BAEIL R, ARI200 i — MU %, BRUSERCE 42 default, ANAEM]
br, HEgB.

AT 14 authorization-mode { hwtacacs | local }* [ none JFiL & FZ A

AL, BB AR

WK HWTACACS RS, 0L E HWTACACS 45 2etibi, RJG1E

FH P T S 3 A8 BT R A 2 IR 45 2 AR

(1] 68
W RE—ABARFTE PR ZHBEBAEX, WNBEAAREX GHATIRA H B E 69 %60
F. AAELSTRPBEXEAQZGEALT, FARAT—ARAEX; oR Sk
BAEXEK, B RERH T =R TR,

(AJ3%) 4714 authorization-cmd privilege-level hwtacacs [ local ], it i -

A P 45 AT AL

BRATEOUR, 0~ 15 U PR L B % ay AT IR AL

WA REFC A SATIALINRE, 2L E HWTACACS RS2 Bit, ARIE1EHT
Pt S sk R AL IS I 22 I 55 A AR o

® [iLEIIIIIE

1.
2.
3.

PAT 4 system-view, HENRGAIE .

PAT A4S aaa, A AAA FLEL.

T4 accounting-scheme accounting-scheme-name, BT T7%, FFIEAN
UROE NP

AL, ARI200 AT —NF 355, TP RTERCE A i default, ANGEM
b, Hage.

AT 4 accounting-mode hwtacaces, U E 119,

FATEOLY, PR ACR AT SR (none)
(L) 5tem
Jo RAE—AF TRV RA S RAEX, W AKX HATIF ) B E 49 58/5 0
Fro RAAESAH R @LGFLT, F KRR T it fEX.
(") AT accounting start-fail { online | offline }, FCE ITUHTE o RMIE
I

AT, WERAIATE SR, AN SRVERT T 12k

SRR A 04 (2012-01-06)
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Huawei AR1200 Z 514 (1 #5%
o B AR P - 4

8 AAA il E

6. (W& #ATH4 accounting realtime interval, 1 HESEM TR FE U & T 2R [AIRE
BRAE TGN, SERE SR DhRE Rl e

7. (A[E) #4474 accounting interim-fail [ max-times times | { online | offline },

P B SR VR K56 N o 2l 335 SR s K TG B ES, ARSI T 9 R SRR D SR

fERESEIN TSR D RE G, SRAETEOLUT, SRR SE T 9 sk s K TE R Nk 3
o LI T2 RO DR A 2 ALk

— 4k

8.5.3 it & HWTACACS R& S84y

B’ HWTACACS JR 45 23 A5AR o (1) OB 20 R 4 e i 45w 110 TP Huhik At 1145
HWTACACS L5354, HAbR LB A E HWTACACS H ) 4%, i 28
BB E, P e DU S2 Br 5 R T 4

%%1ﬁlh\
HWTACACS 45 #8580 FCE 1 HWTACACS JH /7 44430, HWTACACS L2455
%5 HWTACACS 55 4% LIIBC & — 2.
RIESR
$BE1 HAT 2 system-view, N RGIE.
$IE2 1T HT4 hwtacacs-server template template-name, £l HWTACACS RS #stsib, If
HEN HWTACACS il 25 #5 BRI o
S 3 T4 hwtacacs-server authentication ip-address [ port ] [ public-net| vpn-instance vpn-
instance-name |, FLE HWTACACS (13 HINIEARSS % TP Huhl,
BT, HWTACACS FHAUEARSS A5 1 IP ity 0.0.0.0, ¥ 552 0, AGRE
VPN S,
PB4 () HATHT 2 hwtacacs-server authentication ip-address [ port ] [ public-net | vpn-
instance vpn-instance-name | secondary, [t E HWTACACS ¥4 HIERS 45 1P Hulil.
AL, HWTACACS # JHIIEAR 545K TP kil 0.0.0.0, ¥ 157 0, AFEE
VPN 4,
FI5 AT S hwtacacs-server authorization ip-address [ port | [ public-net | vpn-instance vpn-
instance-name |, FC'H HWTACACS 1) 5 AR S 4% 1P Hhl .
AL R, HWTACACS THIFAUIRSS 451 1P #ihl>y 0.0.0.0, il 552 0, AFRE
VPN sS4,
T 6 (i) AT 4 hwtacacs-server authorization ip-address [ port | [ public-net | vpn-
instance vpn-instance-name | secondary, [it'E HWTACACS 114 HZAUR % 45 1P bk,
AT T, HWTACACS 7 HIFRBUIR S5 4% (1 1P #ihit 2 0.0.0.0, #5728 0, AGEE
VPN 4
T 7 PUT1r4 hwtacacs-server accounting ip-address [ port | [ public-net | vpn-instance vpn-
instance-name |, Wl'H HWTACACS £ 1T 9# ik 5545 .
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Huawei AR1200 F 514k % i e

Fo B -2 4

8 AAA il E

FE]10

P11

FE]12

$]13

FR]14

PR]15

FE16

SETEHLT, HWTACACS FH TH 9IRS #311) IP Huhik o4 0.0.0.0, i H-55& 0, Aghx
VPN L4,

(AJ3E) T4 hwtacacs-server accounting ip-address [ port ] [ public-net | vpn-
instance vpn-instance-name | secondary, FC'E HWTACACS % H 1T 2 5545

BB TENLT, HWTACACS 25 H vF 9 IR 55 #3110 TP Huhik o4 0.0.0.0, %552 0, AgExE
VPN 24,

(A[3%) AT T4 hwtacacs-server source-ip ip-address, Ht'E HWTACACS {5 1P it
ko

Bt N, HWTACACS Ui 1P Huhlk & 0.0.0.0, BB AR1200 i FH Sz HE 7 1) (422 11
(] TP Huhilk/E 5 HWTACACS R CIU5 TP il o

$85€ HWTACACS 135 1P #uhik 5, 141 i% HWTACACS #iti 5 iR 45 seid (5 15, T
V5 IP Mtk Ay FR e B 1P Mot DERS, RS #8 Rl IR i IP Mkt 5 AR1200 15 .

(H[i%) #4714 hwtacacs-server shared-key [ cipher | simple ] key-string, FCHE
HWTACACS 3% 4.

AT, BARE HWTACACS 3tz aid,

(A[iE) $UTH74 hwtacacs-server user-name domain-included, ¥t'&5 HWTACACS H /™
ko

BT, HWTACACS H P A&k 44, Bl AR1200 40 H 7 44 fde 44 K38 44 4
RN RIS HWTACACS RS 23t 4T IE

(A[i%) 44T 74 hwtacacs-server traffic-unit { byte | kbyte | mbyte | gbyte }, Ft &'
HWTACACS it 2 547

BB R, AR1200 M H ST (byte) 1E% HWTACACS i 547

(HJ3%) 14714 hwtacacs-server timer response-timeout value, fit i HWTACACS ik
G5 I 5 R B[]

AT, HWTACACS N2 IR A 5 Fb.,

15 AR1200 7ENZSRINIFE Y, BeA7iiE HWTACACS 45 #IaImAL, RN R Ss 3
AT I AR1200 525 A SEAL 7 sCUEATIAREE 20

(A[i%) #4714 hwtacacs-server timer quiet value, itE HWTACACS T HRSS S5k 52 4
TR

AL T, I RSS SR MR AT 25545 5 e
(%) PATH2 quit, REIRGE

(AliE) 4T 14 hwtacacs-server accounting-stop-packet resend { disable | enable

number }, BUE S ARSI EAL Dy fE.

A DAMC B 1 e M 2R A RSO AR D e LA SR SO AR K. e 500 R, AR1200
JA T B AT AR SO AR DI RE, SR SR AL AN 100,

SCRSRRAS 04 (2012-01-06) Sy LA TR (5 S 126

AT © AR IR A+



Huawei AR1200 F 514k % i e

il B e -4 8 AAA i &
8.5.4 Bip B3
B IIAE T 2. AT %, 1374, HWTACACS RS 28, HAEE NG
AR
%%1%!&\

FERC EIRZ 1T, T2 SE L RS

® JUEIMIETZE. BUTE. it E.
® [il'® HWTACACS JIR5s 28 A5AR .

HRIETR
H$E1 AT S system-view, ARG .
FI2 PuT
$BE3 JAT 4 domain domain-name, BIEIEIFHEANIAE .

BETEM R, ARI200 FE4EPIAME:  “default” A1 “default admin” . “default” JH-T-3%
EENH P,  “default_admin” F T8 B 5 A3

FIE 4 T2 authentication-scheme authentication-scheme-name, B HFINIETT .
BRATEOLY, A HECE 4 default FIAUETT & .

$E5 (H[ik) #ATHr 2 authorization-scheme authorization-scheme-name, W BRI TTE .
BRETEOLT, WA YE R F .

FB6 (i) AT 2 accounting-scheme accounting-scheme-name, WCE I THR T %

ST, AR “default” HJTFPRIT%E.  “default” TF 27 SEAIHNE N Tk
PR, RIS 3%

BT (k) PUUTAT4 service-scheme service-scheme-name, T B HINL25T7 %
FATERLN, SR EA R EAT LS T E
$IE8 #4712 hwtacacs-server femplate-name, Wt B3] HWTACACS 55 e HR o
B sl N, R BA T E HWTACACS AR 45 R .
FE9 (k) T4 state { active | block }, W EIRIPIRA.
AL TBLIEAS RS, J& T A PR . SR UL R, B S A TR IRAS .
FI]I0 HPATH4L quit, BB
F$E11 (W) $4T4 domain-name-delimiter delimiter, it &84 73 BE AT
AT LEN /<> @' % THIHE—A
BTN R, B R @.

>

aaa, A AAA MK
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Huawei AR1200 51V H o5
il B e -4 8 AAA I HE

8.5.5 EALHELER

B &RH
D& 5E R H RADIUS J5 KB TINUE . BRCFTH 2 ) P A IC

HRIESPR
® fii[f]fy 4 display aaa configuration x5 AAA ML E(E .

® f{iH{f% display authentication-scheme [ authentication-scheme-name | & & \IE T &
IRC A

® f{if]#ir% display authorization-scheme [ authentication-scheme-name 1 & A7 %
HIHCE S S

® {74 display accounting-scheme [ accounting-scheme-name 23519 77 ML
B2

Fluo

® fii 4 display service-scheme [ name name 12555 /7 EMECEE S .

® fiffir% display hwtacacs-server template [ template-name |25 HWTACACS k55
AR T A R

® f{if{ir% display domain [ name domain-name 13763 FIC & 15 B
s

8.6 4EfP AAA

R .
8.6.1 BERFEIHER

d6 B f==
B> l=|l§\

==
‘Zf&;fa

HRGITE 8, A%z G RIR A, H AT aAIA.

FERIN T EHE BR GV SR AR P AL R AT EL R a4

BRIESR
®  fii[f] reset hwtacacs-server statistics { all | accounting | authentication |
authorization } i 2%k HWTACACS 485
® {{if] reset hwtacacs-server accounting-stop-packet { all | ip ip-address } iy 25 R
P BRSO G B
R
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Huawei AR1200 414V i d1 2
il B e -4 8 AAA I HE

8.7 BEL E 4+ {5l

RGN AT E AAA. BCE G P EEA T R . ROEE R, A .

8.7.1 BC & X RADIUS thUHITIAME. T EHFNFIRHI

AW T K
K 8-4 flion, H /7 iE L RouterA i) 4%, H 7 [AJALT huawei . RouterB 154 H i
M2 A RS 2% . FH P2 B 5 T 528 R RouterA 1 RouterB FTLEMH 4%, SR 5 11 IR 45 2%
f 8 S A UE A gl 1) RouterB U7 1) H M 2% . 7F RouterB F e i tAE 7 200 F
® | RADIUS k%5 #s X A P T AE. 1197,
® RADIUS filR45#8 129.7.66.66/24 1F k) £ FHNIER S %8 F1i 2% IR 45 %%, RADIUS JIk%s
2% 129.7.66.67/24 154 25 HEAR 55 28 A1 S i 55 4%, INIESR 568 4 1812, 1
P 15544 4 1813,
8-4 X F RADIUS #3833 F P #E1TIAIEFA 1T 28 4H
129.7.66.66/24
129.7.66.67/24
Destination
Network
[T s 85
FH4n R ) BB BB K RADIUS BRSOt F P2 k4T I IE -3
1. Jii'® RADIUS RS 28 HEH
2. FCEVIETZE. 1T,
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Huawei AR1200 Z 414V % iy 4%
il B e -4 8 AAA I HE

3. FEXN NV RADIUS RS #3AM . AR 7 B9 7 %

HiRHESE
e E 28, T B A A

HH 7 B @ )38 44
RADIUS Ji 45 #4545 44
WIE T ZE4 . VIR, 1824, o
T H R4 H RADIUS R4 2400 1P #uhil . DAUEsS 5. i3k 05
RADIUS k%575 % AH AN HA% AL
[RARY:

VA T e B ¥ /£ RouterB L 34T,

S ECEZEIN TP bk A b, A RIS s 2 R B eIk
$2 il E RADIUS JIR% 2L A4R
# Hic B RADIUS k45 #8#5 MK shiva.

<{Huawei> system—view
[Huawei] radius—server template shiva

# it E RADIUS £ HWUEIRSS 28 FIvE 2 AR 552 1 1P Muhb . ¥,

[Huawei-radius—shiva] radius—server authentication 129.7.66.66 1812
[Huawei-radius—-shiva] radius—server accounting 129.7.66.66 1813

# Hid & RADIUS #5 H U EIRSS 28 AT 2 IR 45 28 1 1P Hbhk. ¥,

[Huawei-radius-shiva] radius—server authentication 129.7.66.67 1812 secondary
[Huawei-radius—shiva] radius—server accounting 129.7.66.67 1813 secondary

# lC'E RADIUS R4 #2480 B IR

[Huawei-radius—shiva] radius—server shared—key cipher hello
[Huawei-radius-shiva] radius—server retransmit 2
[Huawei-radius-shival quit

$E3 ENE TR, TR
#HCENE T ZE 1, AEAEH RADIUS.

[Huawei] aaa

[Huawei-aaa] authentication—scheme 1
[Huawei-aaa—authen—1] authentication—mode radius
[Huawei-aaa—authen-1] quit

#ECE TR 1, 13 h RADIUS.

[Huawei-aaa] accounting—scheme 1
[Huawei-aaa—accounting—1] accounting-mode radius
[Huawei-aaa—accounting-1] quit

$B4 E huawei 3, EECFNHINIETZE 1. 9% 7% 1. RADIUS FH shiva

[Huawei-aaal domain huawei
[Huawei-aaa—domain-huawei] authentication—scheme 1
[Huawei-aaa—domain—huawei] accounting-scheme 1
[Huawei—aaa—domain—huawei] radius—server shiva
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Huawei AR1200 R 414V % iy 4%

Fo B -2 4

8 AAA il E

FE5 KARELR

{£ RouterB _ #1774 display radius-server configuration template, ] L% %]1%
RADIUS Jliz 55 ## AR (1P 5 Bk — 3,

Bo &

<{Huawei> display radius-server configuration template shiva

Server—template—name
Protocol-version

Traffic-unit
Shared-secret—key
Timeout—interval (in second)
Primary-authentication—server

Primary-accounting—server
Secondary—authentication—server
Secondary-accounting—server

Retransmission
Domain—included

shiva

standard

B

3MQ*TZ, 03KCQ="Q MAF4<1!!

5

129. 7. 66. 66; 1812; LoopBack:NULL

129. 7. 66. 66; 1813; LoopBack:NULL
129.7.66. 67; 1812; LoopBack:NULL
129.7.66. 67; 1813; LoopBack:NULL

2
YES

BT

#
r

#

adius—server template shiva
radius—server
radius—server
radius—server
radius—server
radius—server
radius—server retransmit 2

aaa

#
r

authentication—scheme default
authentication—scheme 1
authentication—mode radius
authorization—scheme default
accounting-scheme default
accounting—scheme 1
accounting-mode radius
domain default

domain default admin

domain huawei
authentication—scheme 1
accounting—scheme 1
radius—server shiva

eturn

shared-key cipher 3MQ%TZ, 03KCQ="Q MAF4<1!
authentication 129.7.66.66 1812
authentication 129.7.66.67 1812 secondary
accounting 129.7.66.66 1813

accounting 129.7.66.67 1813 secondary

8.7.2 L B F HWTACACS iU iTIAE. TR FIFZHURG

GRS

i 8-5 s,
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Huawei AR1200 414V % d1 2

B -2 4

8 AAA L&

BCERR

ik

® Router B XHEA M 4 H HWTACACS RS A HEATIGE, I R AU W8, A
FHA AL

BT P AT P SR TN, Bk HWTACACS X H T IAE, i
HWTACACS IAIEBA WL, P AR A IE.

Router B X4 A H] K H HWTACACS #ZHL.

Router B X[#% A H 7Rl HWTACACS 7t 2%

PR P AT S T ok, T SRIEIRE R 3 4.

HWTACACS RS 254 129.7.66.66/24, £ TIIRSS2% K 129.7.66.67/24, k455 5%
FIIE . BRI 30t 115342 49,

8-5 5Kl HWTACACS i3 i F#EATIAE. 1+ B FIRAE W

3

129.7.66.66/24

-3

129.7.66.67/24

Router A

Destination
Network

SR 1 BSOS 6T P B AS s fT HWTACACS AAE. HWTACACS FACFI 34T 512
IR

1. Jit® HWTACACS IR 2R o
2. FEEWIETE. BBUTE. ihRT%E.
3. FEMCR N HWTACACS IR 25 8R . NIE TR REUTE. 1%,

N FERIERCE ], B I T A

o I AriEiks
® HWTACACS AR %5 28k 44
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Huawei AR1200 51V H o5
il B e -4 8 AAA I HE

® NIFEL. N BT EL . AL TP €4 T3
® I HWTACACS IR 281 1P Hukik . DAGESS 115 42805 115+ 2 1

‘5‘
® HWTACACS k%5255
[RARY:

VAT B & 3 £ RouterB L #H4T,

BRIEDER
$I1 FlE HWTACACS RS e tbiti
# I & HWTACACS JIR45 #4450 hto

<{Huawei> system—-view
[Huawei] hwtacacs—server template ht

# BCE HWTACACS FEHIANIE. B8 TF 9IRS 411 TP Huhk Al 1,

[Huawei-hwtacacs—ht] hwtacacs—server authentication 129. 7. 66.66 49
[Huawei-hwtacacs—ht] hwtacacs—server authorization 129. 7. 66.66 49
[Huawei-hwtacacs—ht] hwtacacs—server accounting 129. 7. 66.66 49

# ICE HWTACACS & HIMIE B8 TH9 RS 4511 TP Mok Al 1,

[Huawei~hwtacacs—ht] hwtacacs—server authentication 129.7.66.67 49 secondary
[Huawei~hwtacacs—ht] hwtacacs—server authorization 129.7.66.67 49 secondary
[Huawei~hwtacacs—ht] hwtacacs—server accounting 129.7.66.67 49 secondary

# Wil E TACACS R4 3 3%H.

[Huawei-hwtacacs—ht] hwtacacs—server shared—key cipher hello
[Huawei-hwtacacs—ht] quit

B2 EWNETE. BROTE. T E
# BCEINIE T 1-h, AUV JE 3T HWTACACS AIE, JERHMTAHIAIE. P 20
FETHAIE 7 ¥ 4 6 37E4T HWTACACS WAIE, JEHE T A HIAILE
[Huawei] aaa
[Huawei-aaa] authentication—scheme 1-h
[Huawei—aaa—authen-1-h] authentication-mode hwtacacs local

[Huawei-aaa—authen-1-h] authentication—super hwtacacs super
[Huawei-aaa—authen-1-h] quit

# Bl B AR % hwtacacs, F28 7755 HWTACACS.

[Huawei-aaa] authorization—scheme hwtacacs
[Huawei-aaa—author-hwtacacs] authorization—mode hwtacacs
[Huawei-aaa—author-hwtacacs] quit

# W E 11 2% 7 & hwtacacs, 11377718 HWTACACS.

[Huawei—aaa] accounting-scheme hwtacacs
[Huawei-aaa—accounting—hwtacacs] accounting-mode hwtacacs

# BB S T 2R AR 3 20

[Huawei-aaa—accounting-hwtacacs] accounting realtime 3
[Huawei-aaa—accounting-hwtacacs] quit

$B|,3 FUE huawei B, 7E80TFRA 1h IME % . HWTACACS #2405 %, HWTACACS i1
Ji%. ht [f) HWTACACS 41

[Huawei-aaal domain huawei
[Huawei-aaa—domain—huawei] authentication-scheme 1-h
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Huawei AR1200 414V % d1 2
il B e -4

8 AAA il E

[Huawei-aaa—domain—huawei] authorization—scheme hwtacacs
[Huawei-aaa—domain—huawei] accounting-scheme hwtacacs
[Huawei-aaa—domain—huawei] hwtacacs—server ht

[Huawei-aaa—-domain—huawei] quit
[Huawei-aaa] quit

P4 MAERELR

7f RouterB [ {Tir 4 display hwtacacs-server template, 7] LU %2 5]i% HWTACACS

JIk 55 A AR PR E 5 K — 2

<{Huawei> display hwtacacs-server template ht

HWTACACS-server template name : ht
Primary-authentication—server : 129.7.66.66:49:
Primary-authorization—server : 129.7.66.66:49:
Primary-accounting—server : 129.7.66.66:49:
Secondary-authentication—server : 129.7.66.67:49:
Secondary-authorization—server : 129.7.66.67:49:
Secondary-accounting—server : 129.7.66.67:49:
Current—authentication-server : 129.7.66.66:49:
Current—authorization—server : 129.7.66.66:49:
Current-accounting—server : 129.7.66.66:49:
Source—IP-address :0.0.0.0
Shared—key  skekelokekkskekoketokstokskokosk
Quiet-interval (min) : 5
Response—timeout—Interval (sec) : 5
Domain—included : Yes
Traffic-unit : B

] IS 7E RouterB #7774 display domain, 7] DL 31236 1 c & 5 ok — 2.

<{Huawei> display domain name huawei

Domain—name : huawei
Domain—state : Active
Authentication—scheme—name : 1-h
Accounting—scheme—name . hwtacacs
Authorization—scheme—name : hwtacacs

Service—scheme—name T -
RADIUS-server—group -
HWTACACS—server—template : ht

s

e & 3

#
hwtacacs—server template ht

hwtacacs—server authentication 129. 7. 66. 66

hwtacacs—server authentication 129.7.66.67 secondary

hwtacacs—server authorization 129. 7. 66. 66

hwtacacs—server authorization 129.7.66.67 secondary

hwtacacs—server accounting 129. 7. 66. 66

hwtacacs—server accounting 129.7.66. 67 secondary

hwtacacs—server shared-key cipher 3MQ*TZ, 03KCQ="Q MAF4<1!!

#

aaa

authentication—scheme default
authentication—scheme 1-h
authentication—mode hwtacacs local
authentication—super hwtacacs super
authorization—scheme default
authorization—scheme hwtacacs
authorization—-mode hwtacacs
accounting—scheme default
accounting—scheme hwtacacs

SRR A 04 (2012-01-06)
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Huawei AR1200 414V % d1 2
it B 45 -2 4 8 AAA it &

accounting-mode hwtacacs
accounting realtime 3
domain default

domain default admin

domain huawei
authentication—scheme 1-h
accounting—scheme hwtacacs
authorization—scheme hwtacacs
hwtacacs—server ht

#

return
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Huawei AR1200 R 414V % iy 4%

Fo B -2 4

9 B KL

9 B KIEECE

XTARE

LA INEZR B ARSI RIS A P B0 A A BRI AR R 9 2 TR 3T — T B e, DLIRAEI R
FIANER AR 2 2t 0, BT AR A3 A W 4 S Bl i o

9.1 By kB ttids
15 < 35 T LA RAE LR 255 P 8 OR7 2R AT LAY R 28 18 050, 0 7 48 B PR e B g

9.2 AR1200 7 F¢ 1) B K B 1t
AR1200 S FF B KBS 45 ACL/AL R ERG kB, M4, (14, ASPF. ¥l
WSy RERLB kRS . B Bie . R GS A A H AR .

9.3 Fic ' 2 4,
FERT KBS, BT IR 224 SRS A A T2 4 X 4 5 it

9.4 B BL It JE R K 1%
A0 YBT3 o R ACL S it B A ) i g o

9.5 Pt & HE 4 H

WMART DL TRE, el AR1200 764 Ae X By Ju e it 1P bk 38 Fn v 11 494
S, ZASEBRER GRS TP Huhb sl 1 R F el 3 B E R, AR1200 A KA T 1
WXL, ShAHORZIE 1P bk N BB 42 BRI, DLBROZ U5 TP bl 26 K iR S o

9.6 FLE 14 1
11 44 B 5 A I 2% B PR o B4 & HE R 92l 253 S0 4% TP 94 e e s 11 4948 0%
R, BRI e A B KB I SR 44

9.7 it & ASPF

ASPF fem8 K8 1328, B T8 3 5 Kk % 1y S 2 P 2145 8L, BELLEASTSF 6 100 D) £ 5040 4 S 7
LR kb TR, 3 AT DU R TG vk g RS R R Y B U A o

9.8 JiC ' Uiy [ B

ity 1 B AR 140 FH P O AN TR] 1 N F 20 SC— 208 i) 15, A AR 25 4 B 2D Jb 52 21 16
R RS RS B B .

9.9 Wit B B K 4k 25 1 2 S AL I (]

9.10 Mt & Bt b e
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Huawei AR1200 414V % d1 2
il B e -4 9 P KIMALE

Wi By 0 BB 1B RS0 CPU I3, ARUE AR 55 S 18 52 B s (K45 3 S 44K 1E
547

9.11 Mt & i & v A

ARI1200 SZHFEFRF RG24 X TP (R = ge v A il 4 o

9.12 fic & H &k
By kB HEAFRHE. gibHE B HERMRL R H G,

9.13 447 s kB

9.14 Wit & 7~ 15
LR AR TSRS v X 4% 22 A TR R 25 o8
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Huawei AR1200 R 414V % iy 4%

Fo B -2 4

9 By KU E

9.1 B A IZHEIA

195 K S5t AT L ORAE L2 00 24 1A BT DR X 2R LR B 28 1) W 50 e e B4 LB ) Bt A

FERBIRE T, B KBS FRBIT 1 KK — B AR 2 53— H5r o L PRI B
KEGATIANIAE 2 Bl AR P (A B A 1 U AAAT X 45

FEMIZRI Gk, Bl K5 TRTELLE R AR 99X 52 OR-47 90 288 PR AR B B B UE R V7 1) 5
I3 7 I SRVF A R 4 15 P P DRLRE R EEA T WEB U i) BOBUA B-mail 55

A AN I 2% 10 FH P U7 1) A P R0 5 RN, SEZR b g Kk A T A S 1 8% F) P P U ) 470 A
KURYAS, e By khd. XA, Bkt R 7oA B IR, aTLOR R
SRR B AR X L B

175 K St AN EL ] T RAAT PR 280 AR R PRI+, ] AHIRAE 9 2% P S DR K R LR Eh 22 1
BRI ) o RS2 AR APEE BV i) H e S 5 K BRI RL D, BRIV R 6 N S P
i) S ARG A B, BB By K

95 K it T A D A5 T DRV 9 (RO 2 7R 10, Sevr L A R 5 1R A U5 T DAL
W BLAERIVE 2 Bl K Al e A JA — 22 Thg, kAT S mAE . 05 BakAr 24
Chng) A PEAE,

ARI1200 [11B)5 K15 EL 35«

® ACL/RLyERs kK% : Wil E ACL SZjiti B o il yg .

® ASPF: #FXTNH ZMEIEIE,

o MAE. MR SCIKUE 1P Mok EAT I e g —Fh o5 2

® AR MUEIR SRR TP bR T UE, By i TP MR In N BE 44 PR

©® i IR FSVER AT B N JE e S AU s S, A AR SS as s D a7
BIVEF X R R 45 % = Mt

o  WiliBivi: FE TR KRR B B YE T EE AT LAK I H 2 Fh A I 28 i, JFRE R
AH S )48 T AR 47 DA 3 0 2% 4 27 5 B Lk o

O  REGTFAIYE: S EEE A E AT W, RTINS R % 2 A ) R S A T
K, AT KRGS .

9.2 AR1200 Z#FHYBH A IE4FIHE

REXHE

ARI1200 SZHFHIBS K AP IE4E: ACL/W IR kil R4 F4 . ASPF. ¥ H
WA READAST K B BidE . g vh A A H A i

FER KB, 224X, (Security Zone) , BXERIFKCAN XK (zone) , J&—/NIEAM
o T R RS AL T A RIS

AN LA AW EM RO ALE, KR DTSN BAHF K 22w
R AR RAT AR 2 i, BIAAEAE A BATAR R e 2 & A X

AR1200 A K 7E [A)— 22 4 X 3 A B it sl rl AR K, AT BT AT 22 435K
o AT AR & A X2 TR R AR R i sh i, A el B K (K 2 A, I St
N [ 22 4 SN
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Huawei AR1200 R 414V % iy 4%

Fo B -2 4

9 B KL

22 £ 15 4]

731

AT A 224 DI i — AN 2 A3800) (Interzone) , FFEAT B 22 Al ALK, K
T893 BRIBIT K S G B A A 2 A T AL P T P

Bildn: WE T 224 XK zonel A zone2, WIAE zonel 1 zone2 [ 224 ts Rl #L & h, W] LA
Fi'E ACL B yEThie, okl zonel 1 zone2 2 [0 Kk AE G 8h SLiti ACL fuid .

AR B R s B AT 1, BTG 1 (Ginbound) A U519 Coutbound) o
®  NJslil: Kl BRI Se g i 2 ax X I i) i LG ) 2 A DX aulATe A
® iUy Bl UG 4 2 A DK R AR SG 2 1) 2 A DX aslA e A

ACL 833 ERF A 3E

AR ACL B BB /5 S8 A B L, 7 S el QU H B TP Mk 95/ H Y
iy IP BT 5, BT R ACL BENREAT FEAE, AR BL 1 45 2R e i it
WREATH R B E 5.

[FII AR1200 SZRFERRS TP 73 i SCHOI JEALBE, - Bl 1B A AR v 020 fR SC s it
Kkt

ASPF
ASPF &5 N H 2RI gE, BIEFRAENIRCSCGEIE, & aem kI B i by K Ba 1
NHZ PSS TR B, BRIEANEF S k000 1 B i S 5 3 By k%
AR1200 Y541 %} FTP (File Transfer Protocol) « HTTP (Hyper Text Transport
Protocol) 5 H JZ WX 5L jiti ASPF.

BEzp
A2 R FRAR PR SC YR TP MuhE R T g )RR . W ACL AL, T IERCHY
FBARF T, AT DLAR O B SE LA e, A R 5 TP kit & 26 SR 1) 3
S o
A2 PR BRI AR S AT DL B KBRS A AT N, 2 KBRS S AT Ay
ME RIS 2 1P bt BehE A 2 5, WA RSB B 2 a3k, FixAS TP sk kit it
KR ST e

=F=4::
142 P AR B SC Y5 TP M b b AT k38, By b e 1) TP M hbg N N SR 44 5 ZER K%
I AR ENAS B IASIERFEE B R, A VPN F TP il kR R —
ANEEA RN
144 B0 T I AE 2% E IR 58 B8 R HE IR vl 2541 S0 EL 4% TP 148 e Ay 11 1 5 25
TR ERIA G, B i B s B B KB N R 44
AR1200 [¥] 144 B I K feF L.
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Huawei AR1200 R 414V % iy 4%
il B e -4

9 B KL

i (1 BR 5%

FEHUBA K

15

IS J2 B S i A P e 44 v 15 A T84 o v WS SR/ FH P R AS 8] 1 S 2 0 180 X
— 2T 1, RS o S 2D M 2 B S R R 4% 1 T

Uity TR AR ASPF NAT 58150 Mb 45 SRR (P51 3062550 FH 1) I e A AT S B i o
BIAE— NNV, N EB FTP RS 2% 10.10.10.10 @ik 2121 s H424E FTP IR%%. H
JUE TS NAT R4 #5050 FTP R4 asit, SR 2121 MOohom 5o i TR O
FTP 3w 4542 21, XKW FTP fR4548 074 21 i LRSI FTP W H . 71X
FE I 36 D0 75 A5 FH i 1 W B Sh e 2121 S TS B FTP B0, U NAT AR 2% s il 488
2121 ¥ AR SCHERBNA FTP P SCE & 45 FTP k4525, SEBUH X% FTP R4S a3 v
ST

AR /NURAAT L ANWTIG I, XL 28— JOns N Al ISR AT A R
L S R TR G oV R EN T N

® LU LA AT A RERE.

AR1200 SZRFMIZHE EXI7 4 2 6 BB K, 205000 22 AN AAAT I 2% B AR S ) 22

B FEPABS K REER 2 VPN (Virtual Private Network) 5245 (VPN-Instance) 1224 51245

IZEE AR . B RENS A BRI K85 P S FAA IR S Fh 3L A 224 iess . Hidp

® VPN 326 VPN Sk EFIRSG k85 ] P $ e (AR EL RS 25 1 VPN B b, 5 iR ke k%
— XN IXEE VPN B HKE A S R AP K R SCPR I B PR S

® S ARSI R AR KA P SR R R A RS, SRR K —
RV X A S BAATAE R O . A X, 4] . ACL Al NAT #i
W), e IR K SR at b grse . A A HihbE e, vk, MBS
FaWs 4. Bidibiie. ASPF I NAT %580 22 4R %% -

35 K AT LS C S B KB I Z AR (0 St 1 KRR BT R8It o I 2 o oA
WMULHEE) IR EIC R H S .

B kB HASBAER & gt Hd s Bah HSAERAL i H &,

® i HAEERE R ) H B RS A

® RS pA SLE I E B O

o i HEM RS HES ARG S, ER A fE RO .

Xt H AR AR, RENS AL P 1R AT KB ) 2 Al Al I ARG 15 %
AR LR BRI, SEIN A H AR s m] LT RAS I EAE AT AR

73

195 K G ANCEOG S R AT A%, IS P A A 4% 2 T [ 1 A 1 DU A A
BAT KM S S e B KERIIGEv o Mr— 5Tl Os L ] ) o3 xS
HEBATE R T, Ui, Bk ARG G W LSSy T Ehae, BAT
S

EET, 33 HT A1 IS 0 45 1) P9 75 199 2% S EC ) TCP/UDP 14 # UE 1b e e e B, 7T LA
i 72 A 15 e BRI OT [ RGBSR, sl BRG] 1) N R 22— TP Ml AOkFT g+
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Fo B -2 4

9 B KA

Wk BasE

Land W

e, T ARG S E AR BIE, WA DU RS E R E M, D
DRAEBT IR RENS IR, B 1k DUAR GRS BER L IR 5515 DL K

B 9-1 SRy S — AN TR B, 2R3l 1AM R 2% 21 Py AR I 45 ) LT TP btk (15

T HTIHRERT, R AN 485 Web IR45%% 129.9.0.1 KAL) TCP EFEGHL T ¥ & 1
BRIEL, K BRI AT W9 4 [ Z IR 45w A BT i, B BB B 31 1w Y

B 9-1 By K4 48 SMNER I 4% 21 AR 55 2 & 21T % Y%

UJ U# g Router

-----

| Ethernet

Internal "
network .’ connection
| 4
i Web server
129.9.0.1

&Amﬂm¢,%?%kWMW$%M% €T LUSHI Hh 2 RIS I 28 ity I BERIX
FHR PR DR NP I 2% o 32 R HGl, DRIE R 2% S R SR IE #1847

W28 ki n] 73 AR 4 e 55 R e AR BRI AN FEAR S = K
® hgiflesr MAG

425 DoS (Denial of Service) Bt 2l H K& EF IR LB RS, T RS
TCIEREZ B P G R, s EHEER AR IER T/E. F2% DoS BiiliH SYN
Flood. Fraggle %5 . 141k 45 Mok flHADIR R G B AN A 2 AbE T, Bt I EA &
LT HANN NN, e BH R GVE 7 U ) B el i th 2% -

® i EiRYt

H#?fﬁﬁmﬂ%mwﬁﬁ(@%KMP%H?)%ﬁﬁH%LﬁT%%%
T HER 0 FE Y ZE ) B bR FIFH TCP 5 3348, s ASK I H E4E R RIS 4
IEAE MR DS o Bk B T I SR e E T H b RGP 10 IR 55 P RN AE 1)
A, RN RGAMUFHER

® PR UL
My AR SCHC 3 1] H bR R GU AR AT BRI TP 4R 3C, A4S H bR REEAEAL BLIXH

(0 TP FR SO 2RI, 45 H AR R G Rk . BRI REAR S A Ping of
Death. Teardrop % .

%ﬁmmmﬁ,ﬁ%ﬁHmﬂwﬁi%ﬁﬂmﬂﬁﬁmm%&ﬁmﬁﬁﬁmmﬂ
hk. XEHSEZEL T B CRHEE RS SYN-ACK W&, 45 R /M bhk ¥k [H ACK
HEIFA AT IER, t—A@#mLEwhﬁ%Eﬂtﬁ KAz EH X Land I
T R NANA], 422 Unix ALK B, Windows NT TSR H 2208

SCRSRRAS 04 (2012-01-06) Sy LA TR (5 S 141

WKL AT © HE A AAT IR 7
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Smurf BT

i PR Smurf Boti, ORI —AMM% . TE R KR ICMP NAAEK, 1235 RIS H AR
HIEBCE N 2 FH R EE ) R LIE, XA R LR T LA I ICMP W23 SRA H 25
2, FEIMEBLLE, XL ping KR ICHYGR = — BT Bom 2.

FRORI Smurf Briki, EERIGE H RN Jrie s b ICMP RS i
HEEO 2 AL AL, A S RO E BN . BT R T R A
SERF], ARSI . BG LU, IS, BOh R 6. Smurf
Tkl 5 ARl Fraggle Biili

WinNuke X i

WinNuke il i # 5] 347 Windows R 48104 € H A7) NetBIOS 3 1 (139) A% OOB
Cout-of-band) IR, 54> NetBIOS WS, Bl HAR LHLS . A Fb
/& IGMP (Internet Group Management Protocol) 73 ¥k 3, — 5oL K, IGMP 4R 3Ci&
Ao R, BTl ARG IGMP 43 i ST AL BT o) . 4n SR 3] IGMP 43 4k
3, NPEACH]HE 2 B T .

SYN Flood I #H

T2 R 6, TCP/IP k&S K BE AR FA BRAS TCP #E4%. 1) SYN Flood Mt IF /&
FIHIX— 5, EfhiE— SYN R, HEHuHEZEhE ). 8 —DMALELE L, )
RS e Ak, RS A AE R B S5 ] SYN-ACK N4, N2 &R 25, Al
B ACK R, AP, WM # RIE R EIXFENICC, S Y ML
LK R IER:, WAL, AE R P ki . BRI IER R, Lk
CUEERAZ REIM IR, SYN Flood HARBIKIRMN, B2 HFERRAEN NS

ICMP #1 UDP Flood I
ST A R f ICMP 8L (1 ping) 1 UDP #RSC I  a H AR AR R [F18, Sl
HAR RS AH L I A REAL B S VA KA 55

U 5w O EEBE
18 P TR F ARk A 11, 0 e A w0 R HAP AR, RDRAFE MR H br R
Gy SIEAFAE T HEERAE H AR 2% b, X8 LA W L 1 SRR 55

Ping of Death K

IP RS BN 16 A7, IXFI—A TP R KE A 65535, %FF ICMP [7]
RIS, IR E KT 65507, Sl ICMP 2ids + 1P LK (20) + ICMP 3k
K (8) >65535, M T e KRG, AEHNE—ANXFERIR G, HFAFR
M, SR ARG . FEHLERE R . T Ping of Death, St H]—%6 RSB A ICMP
ot R AT I — P .

ICMP-Redirect #1 ICMP-Unreachable {5
DX 25 5 26 1] 7] — AN 9 ) B ML 3% ICMP B 58 3RS0, 15 R AL M . — 281y

Yo ] BE WS R B [7) ) A0 — A 0 4% 1) FE LRI R AR PR B o ) S0, DA SO ML) % £h
£, THENIEH ) IP RCH K o
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AIRGAEN RIS (RS 0) BLENL US4 1D ARER) ICMP 305, XA
BRAT I H AR SCEAR DN ANTTIE, GG DI T H b EALR S, &G

Teardrop Wi

IP 4 i ik MF (More Fragment) {7, Offset ‘7Bt Length F-Btig~iZ o BT & i &
JEAR ST — B, K48 TCP/IP FEWC R & A7 B B W8 1) it 70 BUN < i 5t . Teardrop
iR ML T S SN I 7 A5 R B i B R T R A T B

Fraggle i

UDP it 1 7 (ECHO) M1 19 (Chargen) 7EWE] UDP 4R )5, #B4xr=/ERIN . 7
UDP 1) 7 53 LB S5, £5% ICMP Echo Reply —#£[HI N R ¥) 9 255 1] UDP )
19 St AEEIRSOG, 77— B 5FR. #% ICMP —Ff, IXF4~ UDP i 42
PR TC N B ST, o i 0 4% 0

ek ] LA Beds H AR BITAE I R 48 A s st ik S e et 0L i B stk S B e 1 1
() S Mo bk B8 0 P9 2 b ik 1) UDP 4503, H B3 50 7 819, F R L T itk Dhfg
WA RGBS 2 55 EMURIE N R ST, A=A KR e, T EUS2 55 W9 4% 1) PH 2%
B2 EAUR G T A sX D RE I RGOk AR — S ICMP ANATIA &,
AR REHS 55 o AR5 10k Chargen,  H 3 12 ECHO, X FEZS H A1
PR AR, e,

IP-Fragment I

IP ) SR JLAN FBARIbR G 550 A 2%, 44F6 Fragment Offset. Length “7-B{LA & DF
(Don’ tFragment) . MF bri&f.

WER B E R I, R A BN Y, SO BRI R, B AR
A JE B DA -

® DF {V# &AL, 1i MF A7 [R5 4% B A7 8¢ Fragment Offset A4 0.
® DF {74 0, Iff Fragment Offset + Length > 65535,

J35h, TR AR SO G N H (0 e g G M AL IR A, N RR ST H Rk D e
ARG H9 Fr R o

Tracert W
Tracert & F|F TTL (Time To Live) & 0 IF iz [AIf#) ICMP @IS, FE 3] H IR

[E1f) ICMP S AN IAAR SOR A IR SCRIK H s pr 28l (A, & ml LLBTR R 2% (R 45
o

9.3 iL EX =i

FERT KA, AT IR 22 s s 0 I T2 4 X IS

9.3.1 EIREBEESE
CERCE 2 2 W, T ARICN FIREE, DU HC S 22 43l 75 B4 1 5 AT 45 RNV 45 1) 5
P
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Huawei AR1200 F 514k % i e

il B -2 A 9 [y K I
R IRE
LT AT AT RS RS BT, HOL I 2 4K, A Bekl i) 22 4n Bk 5 2 4 4 ) TR
B KB
BEE%
LEPRE e A 37, eI L F T4
o TUEFBmA A K.
HimER
LEPRE e A W7, A UL R RO
Fe B
1 224X Ik 1) 44
2 AR e 2%
3 TR At ) fE 1
9.3.2 flliE = £
S R B KR, DGR E A e A R, MR AN 7] 2 41X S8R 0 e 5 4
S R A R B
BIES B

H$E1 AT 2 system-view, HEARGWIA .
HE 2 T2 firewall zone zone-name, G L4 X,

AR1200 f5: % G E 255 N2 A, BATEAE I 2 A X
T3 PUTH 2 priority security-priority, W H %X AL H .

LKA RS, HfE R AREN, SRR E. P gaX i
RIDLSEGCEANBEA ], AR, WHZ IR SE Gl

s

9.3.3 MEEOMANLZ S

K DA E 122 A X3

IR &M
Ll I AT firewall zone @y 2 G EEAH MY [ ‘2243 X 3
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HRIETR
$B1 AT S system-view, HEARGHWIE .
L2 P AT interface interfuce-type interface-number, FHNFEIRLE .
$E3 HTi 4 zone zone-name, WG NN %A XK,

B

9.3.4 €| E %= &5 5]
FENCE 7 KT E PR 2 4t ] 2 HR SRS 25 B AR AR SCai N ] 2 IR S5 kAT I i, a2
e B g e A3 .
HRIETR
$E1 H 472 system-view, HEARGHE.
$IE2 #4712 firewall interzone zone-namel zone-name2, Al 410,
O 3t 22 I ) A AU TE I AN CATAE R 22 42X B

9.3.5 7 & £ 8 £ BE B A HE T BE
U e B AR IR KT, BT 5 K A R

RIETR
T PAT 2L system-view, ARG E .
$IE2 AT firewall interzone zone-namel zone-name2, N & AIE ALK
zone-namel F zone-name2 T4 firewall zone 7y 261 i 56 il
S 3 HATHr2 firewall enable, i GER; k% ThhE
B TOUT A R BT KA D Re R Al fig

R
9.3.6 tR BB ESR
e B 2 A A e IR 2 5, RT LAR R e A RN 2 A el A (R AR DA S
BRIESR
® HUT display firewall zone [ zone-name ] [ interface | priority |72 £ 22 &4 I AH ¢
fF R
® H4T display firewall interzone [ zone-namel zone-name2 |12 XA 2 A3k ] (1) FH ¢
P
—-Z5R
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9.4 Eﬂﬁﬁﬂi.}ﬁﬁﬁ Mg

T Y 7 Kk it o i B ACL S it B A0 (1 3 g

941 EIREBEESE

ENCE ACL WL Jekh ks 2 0, T AR FHIAEE, DANACE ACL il JEp; kb iy 24e
B8 R AR 55 R 45 1 B

[z IR
ACL L 38 v] DIAE PN 22 4 X 3k 2 (8] R AR B i sl i, MRS ACL R S e it v SR
78 ACL it &b a] DA# ) ACL A 5564 ACL. %% ACL.

BT
ERCE ACL Wil yE 2 7y, FHEse bl F 55

o JUE LA, JERHE DA A,
® ILE AN, FRAE L AR RERT K ha Th g
® QIEESEEA ACL 82 ACL JFRCE R .

BiRgEE

TElCE ACL BidyE iy, THEnE& LU Eds.

Fs iE

1 SEE ACL A1 98 1 sl 56 4 22 4 DX 3 A4 IR FIARATE S 4 22 4 IX 3 44 Bk

2 SEt ACL A A (1) ACL % 5
3 SCiti ACL ALt v 1 7 1]

9.4.2 E?céﬁli BECE ACL €3
AL ACL it B i il g .

RIES B
FB1 HAT 2 system-view, ARG

B2 HAT 4 acl [ number | acl-number [ match-order { config |auto } ], % —/Nj a5l
IR IFHEANTLALIE

$E3 HAT 2 rule, 785 ACL FLIEIR, BCE U7 M HE0 0,
4 AT quit, REIRSUE.
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$E5 T2 firewall interzone zone-namel zone-name2, N 24 A E .
$BE6 HAT1r2 packet-filter acl-number { inbound | outbound }, Fi'® ACL @idjE.
TE A A NC S ACL Ak €I, B0 H 7 ) RN T ) 43 ) B

SB7 (i) #ATHr 4 packet-filter default { deny | permit } { inbound | outbound }, W& {1
Rk P B 1 9E T A

AL T, Outbound Jy i) 4 SE VAR SCIE T, Inbound 7 [ Ay FE LA AEAT 4 SCiH AL

T SRSk ) BN T G E T ACL S UERI,  de M ACL MUUBE TR SCE uE, i SRR S
ANBEVCHL ACL, TUJ42 PR BR DA O R0 A T
(1 ssem

Py K AR A it E R B e, B UL reset firewall session all 474~ TRILA 49 5 K& 4
ERR, TN dF EEEGIN EF, TEHSFHISAE NGB PATE A A LR

k.
R
943 S EBREER

o' ACL tid g ke, AILAEH ACL Bl s MIAHSE B .

HRIESR
® H4T display firewall interzone [ zone-namel zone-name2 |t % A A& EL L YE M AH AT

JN O

® 1T display acl acl-number iy A AEHLE 1 ACL {5 B,

BT

95 B EERZR

AR UTTHCE, el LUl AR1200 750 RESCL B IR TP b= RiR g 11 41 42
Ja s SRR AN TP ik el 1 R R B I, AR1200 A4 KR T4
fBLdT,  BASHURE IR TP Ml I SR AL FR I, DUBE AR TP ik A R AR 3L

951 BiIBBEES
TFRCE BB R, THREL RPN IS, DU E 244 T e Ay 58 il AT 45 RV
H R .

i FEREE

AP R 4% B D BE R LRSS TP bk A3 3 2 4 DN SC Bl 744 81 4RmT LU L
AT T LA, BT LBy KRG B s .

A HE B S5 0 AL AR i L S B B Y e, B KR SR SC AT R, I 4
€ 1P HuhE Bt APl mTRL E 3R P hhik in N 2842 s, AT BRIOZ TP Hbhik &%
INE(S'E
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HIEES
TERLE B 20 e A AR5

® JILE LA, JRRE DA L A
® E AN, JRAE L A AL RERT KBS T fE o
®  WURME IS E T RE HShiR N 2R A% B, 5 EAE R B4 1 Bl A R B

HiEEE
FERCE MR P R, ZEEse LU 2l
Fs iR
1 ity LN FR A L) TP Sk
2 CRIEE) FRA FARIRKZ AL [A]

952 [FREERE

WA R4 BN, QU4 R IA 2L

BRIESR
FE1 HATHT 2 system-view, ARG
H1B 2 ST 2 firewall blacklist enable, {i#ifit 5242 B IfE,
BRETEOLT, Bk R AL BRI R AT RE

TR

953 BLEEZBR (FLEAKRE)
FEHEAS TP ik A BB KBS R A s, (ER A BRI RN A, Bk Ek i g
MAZ L K AR S
BRIES
S HAT S system-view, N RGIE.

T2 PUTHr 4 firewall blacklist ip-address [ vpn-instance vpn-instance-name | [ expire-time
minutes |, NIRRT,

NN AL BRI R AR 2 1P Mk, 2 AR [A)F] VPN SEf. TLrp 2R a] 24 1P Mkt
AN R A SRR I TA], 2 TP kb DN BB A4 SR I ) S A I Ta] Je 1% TP ik
MERZ A ARRETR . UERANRE EA I 8], MR 7R % R A% PR I AT 2L o

PR R I AINRAE A T PR A PP Ih e AL RE, BIAERAL RIhREAERE, WKW
LRSI SR A2 R, F R AN AR

Z A LLF LTI 32 4,
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(1] ssem

FAGHZACHT E] 09 B % B R R BN E . 182 AL 69 B 4 2R R E NFLE L
#, {2 Tvlidid display firewall blacklist 4-4~% % .

s

PUT 4 firewall black-white-list save 1] 152 7% [ 119 8 (142 PR A7 2 15 R & S,
PMEF o

954 MMBEENHERERARE
S 4 B SO, T DS DL B 4 B0 e

RIS
B R AT 4 B S

EEER
A PR E SO SR SO K A, M Sk R
[FirewallBlacklist] #hriftscH R4 8
IPAddress = #EB A IPHRE, s ok
VPNName = #RZ TR IGVPNSL 2, AIERCE, ANECE RIAIHE,
[FirewallWhitelist] LTl IS PSP
IPAddress = #A 4 A TPHuRE, 5ok X
VPNName = BV TR IGVPNSL G 2, AIERCE, ANECE RIAIHE,
YRFZABE, (HLAUEAT AT (1T 54T Z I8 SR VFZEAT), 7wl
[FirewallBlacklist]
IPAddress = 210. 10. 10. 1
VPNName = vpna
[FirewallBlacklist]
IPAddress = 220. 10. 10. 2
VPNName =
[FirewallWhitelist]
IPAddress = 10.10. 10. 1
VPNName = vpnb
[FirewallWhitelist]
IPAddress =20. 20. 20. 1
VPNName =
1 sm
Be B XA R 3 5T L 450 E 50K 47,
= 1=
BRIETE

1 AT 2 system-view, ARG

S 2 T4 firewall black-white-list load configuration-file configuration-file-name, %2
1 44 BRSO

[H] AT firewall blacklist iy 2 HL. 45 HE B R4 B —HF, 437 ZE3UAT firewall blacklist enable
mAERe N, BARIIEEA SR

144 BC BN T AR, O AL BRI E AR R AL
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AR SRR 324y, AR Z i DL 32 4.

-8R
BEEAL T8
AT A4 firewall black-white-list save ¥ ¥ £ 1 2 A 44 FRA7 245 € FIIC & S0, LA
i+~ hn#.
955 I EARELR
LB 5, A UIER B I E R
BRIES T
® 47 display firewall blacklist 2 75 % 22 44 B ffAH A5
-5
£ 561

PAT A4 display firewall blacklist, 1] LA A A {5, il 40:

<{Huawei> display firewall blacklist all
Firewall blacklist items :

IP-Address Reason Expire-Time (m) VPN-Instance

10. 1. 1.1 Manual 100

Total number is : 1

9.6 ELERZE

4 5 32 B AR 2% B IR0y 58 B8 A H (R 5120k 95 A SCHL 4% TP 49 F el R g 1141 47 04
RFPERI 5, B AR S B B K N 44

9.6.1 BB BEES
ERCE AR ZH, THRAZ AN, DUAHECE A4 575 a0 58 T 55 R vE
.

Fi FAEREE

144 5 3 S AE M 2% B Ry 58 B8 A 5120k 35 A SCH & TP 3 F S Ao 1141 41 8
AL, B LR S WA T KB I TR A B

USRS REASTLK VPN AT TP Sl BT Kk (144 5, B KBSt iz B HUA
(IR SCHEAT TP F e A L A 2, BANSORE I TP i AN A%

EES
ERCE A2 AT, el FE%.
o E AR, BRI MG A X
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® ILE AN, FRAE L AL RERT K T fE -

HiEkEE
(ERLE A4 0 20T, o B4 LU T8
CAE
1 HEMA 4 1 TP ik
2 CRIE) (144 ST 2 AL 1]

9.6.2 BLERAERT (BFME)
1 PR R TR, R 4 S B AL

BRIESR
F$E1 AT S system-view, ARG .

T2 PUTHr 2 firewall whitelist ip-address [ vpn-instance vpn-instance-name | [ expire-time

minutes |, NI % HLER T,

AR T T TN A 4 3800 S al LLRE TP sihik. 2 AL AT VPN sef.
HEEALIN B2 45 TP HUBEAS IR 1 4% 55 A=K IR TR, 225 TP bk N 19 44 B 1 I i) et
ZACIS TR, 1% TP HUBE I 144 ORI . SR AN € AN TA], W7 1 44 B AR T

KIEATH.
E 14420 B T BLBIE 32 470
s

[REEALTE

AT T4 firewall black-white-list save PR B 1 2R 1 44 L ORA7 45 52 OIS B DL AT
LA U #e

9.6.3 MFEEXHEREFERRE

A NACRR (1AL SEC R SO, AT ASEBL DR R R A LI RE .

B & 4
T BT B E AT B 4L R A
HEER
P 24 PR SO SR SRS S, A SR R
[FirewallBlacklist] #FriRItScH EHE4ZH
IPAddress = B AR IPH L, oIS L
VPNName = #IB A BT B VPNSEBI A FR, WERLE, ANHCE DA,
[FirewallWhitelist] #hR LS H R4
IPAddress = AL R IPHNE, oIS L
VPNName = #I4 BT B VPNSEBI A FR, WERLE, ANHCE EDANIE,
SCRYRAS 04 (2012-01-06) BRI E 151

AT © AR IR A+



Huawei AR1200 Z 514 (1 #5%
o B AR P - 4

9 By KU E

R4

SRFZARNE, H AT AT IR (T 547 2 IR SRVFEAT), sl T e
[FirewallBlacklist]

TPAddress = 210.10.10. 1

VPNName = vpna

[FirewallBlacklist]

TPAddress = 220. 10. 10. 2

VPNName =

[FirewallWhitelist]
TPAddress = 10.10. 10. 1
VPNName = vpnb
[FirewallWhitelist]
TPAddress =20. 20. 20. 1
VPNName =

(1 ssem
Bt B X MR % 7T L #EE S0K 47.

BT % systemeview, BEARGHI.

HUT T4 firewall black-white-list load configuration-file configuration-file-name, M5

EEAL Wi

[H]$h AT firewall blacklist iy 2 PR HL & 2 44 5. —FF, {375 ZAT firewall blacklist enable
mAERE A, B INREA S ER

A4 RO AT EARE, MO 4 PR I AR R
A IR L SRR 324, AR AT LI 32 4.

-

PUT 4 firewall black-white-list save K 1% 7% I [ 22 (1 44 PR LR A7 2 48 € L & SCF, A
i+~ nd.

9.6.4 S ERLEZER

HRMESR

E5 76

LB ASEZE A PIIYS e = EZE NI EPS YW

® HUJT display firewall whitelist { all | ip-address [ vpn-instance vpn-instance-name ] |
vpn-instance vpn-instance-name } 7% 2 14 HLPAH AE B o

-

AT 4 display firewall whitelist { all | ip-address [ vpn-instance vpn-instance-name | |

vpn-instance vpn-instance-name }, W UUEH A4 RRELE, FlW:

<{Huawei> display firewall whitelist all
Firewall whitelist items

IP-Address Expire-Time (m) Vpn-Instance
1.1.1. 1 3 vpnl
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2 Permanent vpn2
3

1.1. 1.
1.1. 1. 6

Total number is : 3

9.7 BLE ASPF

ASPF BEE A 1% 38 75 K 8 O Y JE Db 1A IR, BELLE ANRT 0 0 e it i S %
REB kAo TR, 3 ] DA R T ik 2 s K i 4 I P IS A

9.71 BIREBEESE

ENCE ASPF 2 I, TN IR, LIRS ASPF 75 B4 AT 5¢ MG AT 25 FIUE £ 11 5%
P,
[z IR
ASPF 1] DLEE A 22 4 X3 2 [8) K AR B R sh iy, seiiy FZE FPRSKR T, EFARTS
N JZARAS R
BT
ENCE ASPF 2, Bl FTE%% .
o JiU'E A, FRRE DI A X A,
®  iLE e ARn], FEALE e AR RE R K BRI RE .
HiptESE
PERCE ASPF 207, Ty s DL T Bdi
F5 iR
1 SIZJiti ASPF [ Al A 2 2 4 DX 3 44 B R AR S 2 22 4= DX 48 44 R
2 SiZjiti ASPF [N JZ Pl s
3 BN E A TR R A E ALK TR CragD

9.7.2 it & ASPF &M I &

ASPF 0] LUK 5k 3 N 2 /) FTP. HTTP. SIP Fil RTSP # 3.

BRIESE
$B1 HATH 2 system-view, N RGIE.
FIE2 TS firewall interzone zone-namel zone-name2, N 241 R

T3 PUTHr 2 detect aspf { all | ftp | http [ activex-blocking | java-blocking ] | rtsp |sip }, AC
' ASPF.
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N JZ PP ISCEA A B X A8 B R, ARG S ASPF I, JEiERCE 7 M), AR1200
H Bl 0] B AR SR AT IR A 7 o

AR, 4R R & ASPF.

s

9.7.3 B BELR
lit'® ASPF 2 )5, AILAE&F ASPF FAH(E A

HRIETR
® HJT display firewall interzone [ zone-namel zone-name2 |2 & % 4=k ] ASPF
IAHRAE B
R
£ 5 =Bl

AT 4 display firewall interzone [ zone-namel zone-name2 ], W] LA 22448 [A] ASPF
RIAH AR S, ot

{Huawei> display firewall interzone
interzone zone2 zonel

firewall enable

packet—filter default permit outbound
packet—filter default permit inbound
session—log 2006 inbound

detect aspf ftp

detect aspf sip

detect aspf rtsp

detect aspf http

detect aspf http java—blocking
detect aspf http activex—blocking

total number is : 1

9.8 fic & i [ AR5

S I RESF FRVE L R ANTR] 8 N 2 D80 SC— 4B s 1, A 55 s B /D M 52 B B0
PR 55 (B G

9.8.1 BT
AETC T g TR 2 R, T i R A Y RS, DA s 1 R R A e AT

55 FNHE 25 I 5

N IR
03 i W, B KRS T DL SIS RSN 44 v R R AR S, F T ASPF 255 H
JE BB o i R SZ R N JE W05 45 FTP. DNS. HTTP. SIP Al RTSP.
Uit LIRS 36T ACL 34T, R VUHERE4 ACL 3T, A 2 S 1 mesy o St 1 IS
FHEEA ACL (45 2000 ~ 2999) . i I WRES£E 48 F) ACL 1 384 S, A FHHR SC I H
(] TP Hbhk 2 PURCSEAS ACL 0 00) o c & 1) TP Hhudik o
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9 By KR E

AEES

ik

9.8.2 it & ifs

BRIESR
TB1
TR2

[RARTT

5% 0 B S h A R 3T R AR A A9 FIE R A AR, BSLAERLE S O kg, L biRfLE A R s
3R A,

2 G B VR 207, 7 Z5E L MRS

® LE AN, R LMAZAeXI.
®  CE ANk, JRAE A AR KB T RE
o OitA ACL FfPc FH R,

P C B WU 2 R, 2R LT Sl

Fs £

1 I JZ B S

2 WS ¥ R S 11

3 FEA ACL 95

(AR &t

S IV S ST IR TR ACL H B3 1 SR

PATHT A system-view, HEARGALE.

AT i
pr |

4> port-mapping { dns | ftp | http | sip | rtsp } port port-number acl acl-number, Wt
R o

FUBRSF IR, /NP SCT ARG 22 AN B 11— AT RABRSN 2 2B, {5
Ul ACL BHATIX 43, DCECAN[A] ACL (4R SCAH AN [R] AR G &R

i
i

\\ =k

2h
Ji
PRy
(1 sszem

50 B4 2 IR b2 AT aTir B EAEE TP Mok (flde WWW RS2 ) IR LEATHGERA], Bk
JE LB AR ACL AL BF, A& A4 B a9 a2 I fe ACL AL ¥ 2 SUAG R 1P Huik,

e

9.8.3 B BELHR

Pic B RS 2 ), T DA i 1 RS R A5 R
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BLEIRR- %4 9 B KR E
HRIETR
® HJT display port-mapping [ dns | ftp | http | rtsp | sip | port port-number 12 71 7 Vi
ISR PR AH DG4 B
4R

E5 w6

P74 display port-mapping [ dns | ftp | http | rtsp | sip | port port-number |, W LAIE&FH
iy RSB PRI JEL, A

<{Huawei> display port—mapping dns

Service Port Acl Type

dns 53 system defined

Total number is : 1

9.9 BLEFH NI 1EFRZE (LT E]

9.9.1 BiIMEBMTSE

FERCE R K S o TR E AL [0 2 i, 1 R K e IR S A T (R S A5G, DU
35 K St o UG 2 A I ) i AR T ¢ PR AT 95 ANHAE 25 1) Kl

I RS
AR1200 %} T3 1L B7 k&%) TCP. UDP. ICMP 21 e s e g, 1T
KM ERRIRAS . SRR DS ZAUI TR, 24 rp R4l SR I ) ARk 5 B4R S iy
o GEI 2D I, %R R TS S I .
0 R G MO AR I Z AL TR] I, ] L3RS T B K B 21 26 22 AL I TR] (R BiC '
HimHESR
FEMC & By KBS 2 ih R Z AL TR 2 17, i e DL N B
F5 HiE
1 P R 15 2 1) AL I TR

9.9.2 B ERF NG iE R E AT
PAEVE TRy ARAF P SRR I, WIX 215K %% .
RESE

S HATHr 2 system-view, N RGWIE.
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$IE2 T2 firewall-nat session { dns | ftp | ftp-data | http | icmp | tcp | tep-proxy | udp | sip |

sip-media | rtsp | rtsp-media } aging-time time-value, Bt & B Ki52s1h 3 Z A0S A]

B 5o N, B2 & . DNS (120 #8) , ftp (120 F2) , ftp-data (120
), HTTP (120 #) , icmp (20 #) , tcp (600 ) , tep-proxy (10 #2) , udp (40
), sip (1800 #F) , sip-media (120 #) ,rtsp (60 #5) , rtsp-media (120 #) .

(RRRTT
BEELT, REBEHLHELEY LI,

TR

99.3 BB ESER

BRES R

E5 75

BBy KRG RS R 22 5, T LA Bl K 2 1R 2 AL I 18] PR AR A5 SR

® 1T display firewall-nat session aging-time 172 71 75 57 5 2 1 6 2 A0 ) 18] (1 AH 5%
fF B

BT

AT T4 display firewall-nat session aging-time, 1] L7 F Bl K564 165 K 2 A0 0] (1) 45
SR ILF

<{Huawei> display firewall-nat session aging—time

tep protocol timeout 1 60 (s)
tep—proxy timeout 1 60 (s)
udp protocol timeout 1 40 (s)
icmp protocol timeout 1 20 (s)
dns protocol timeout 120 (s)
http protocol timeout : 120 (s)
ftp protocol timeout : 120 (s)
ftp—data protocol timeout 120 (s)
rtsp protocol timeout 1 60 (s)
rtsp-media protocol timeout : 120  (s)
sip protocol timeout : 1800 (s)
sip-media protocol timeout : 120  (s)

9.10 B B T B53E

B 96 B E MR SO CPU G, PRAEAR 55 4 AE T8 52 B (K1 DL AT38R IEH
1817,

9.10.1 BB BES

Eggﬁlﬁlﬁﬁﬁﬂlzﬁ TR IASE, DA G ok Dl o B 56 A 55 AHAE 25
I .
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Bz R EREE

HEES

iR

7E AR1200 t, 7] LUBFOHEAS T OR3P ) DX IE B B B i T e . i 2 OR 4 B X 3] B
TR A B B T ) TP ik

FEMC BB B2 0T, FE5E L MRS

® IUE LA, JRREE DA L A
® ILE AN, JRAR L AR RERT KBS T fE o

FERC BB B 2 /i, a2 LU 2ol .

FE HiE

1 N N DL ey L Bvie e o LN E R N B P g i ) TR S i

2 % T Flood 25X (ICMP Flood. SYN Flood. UDP Flood) , w455 fi%
HAT BB 1 2 4 X Ik o TP Huhil, 8 e fe KIE R &

3 XtF SYN Flood Bili, 0] LLFRE TCP-Proxy fJH FJR NI, AIEEMRZ R
. B aia Bahn B CYEREUE N i KE PR 3 D

4 PR EG GG, by DD, TR S A4 R IS I )RR K
TR &

5 XK ICMP ) SC By, wT G B RS B K

9.10.2 {EEEXRIEBATE

ERER
U RR 2 ~DUR 19 ZIFFIRTIE IR HR, I n] LIRS 5 Sk £l e AN [F) 28 20 (i et
RIETTR
$E1 AT S system-view, HEARGWIE .
FHIE2 AT 4 firewall defend all enable, 15 i 28R B B Ta .
HIE3 AT 2 firewall defend fraggle enable, ffifg Fraggle B 5B
S 4 T2 firewall defend icmp-flood enable, 1# #E ICMP Flood B[
fit & ICMP Flood (i34, wAUfiRE ICMP Flood BUitiBii, AR1200 A2k
I, R R Y ) Bk 7 Y e it o
TS5 PUT1r2 firewall defend icmp-redirect enable, 1 fg ICMP Redirect B it [jj i
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$E6
$IE7
$IE8

$i%9
$E 10

$E11
T 12

FR]13
TR14

|15
P16
] 17
P18

FE]19

AT T4 firewall defend icmp-unreachable enable, g ICMP ANm]IAK B .
AT 4 firewall defend ip-fragment enable, {ffig IP-Fragment K 5[5 o
P47 4 firewall defend ip-sweep enable, i fit il B e .

FCE 1P Muhb s e, U REH A R M B3, AR1200 A 2l SR )5 RIBURT N )

T2 firewall defend land enable, 1§ ¢ Land BiBiie.
AT 4 firewall defend large-icmp enable, fif fgHE KX ICMP i SC B

fic B K ICMP R SCKFE )5, A 2IE AERE K ICMP ) SCHH B Ve, AR1200 A 24,
SR e R B I ) 80 7 V4 i

T4 firewall defend ping-of-death enable, f#5E Ping of Death M 5.
AT A4 firewall defend port-scan enable, i 58 - H 14 Bt i .

P S 4 e, 2 e A B B S, AR1200 A 2Kl 28 e SR U . A 3B
EER(ER(ED

AT 4 firewall defend smurf enable, 1§ Smurf B0
AT 4 firewall defend syn-flood enable, f#{E SYN Flood X i vt

fic & SYN Flood MiliBiiu s, W2M#HE SYN Flood B, AR1200 A 24,
SR I SR EURH I 14 T80 77 e 4 it o

T4 firewall defend tep-flag enable, 1#fi§ TCP by &G H B iE.
AT 4 firewall defend teardrop enable, fi{E Teardrop K[ .
HAT AT firewall defend tracert enable, {F 8¢ Tracert B [5G .
7 i 4 firewall defend udp-flood enable, {3162 UDP Flood Bt i

BL'E UDP Flood W iiBhiiuZ4i )5, WZ{lifig UDP Flood BiifhiE, AR1200 A < Hl,
SR e R IR I () B0k 5 Y 4 i

HAT 2 firewall defend winnuke enable, ¥ fE WinNuke B 575 .
GRATEOT, AR RATAT R A B B .
R

9.10.3 Bt & flood I HPFIESE

ﬁ 511I=I G
LR IR 2 ~ 08 4 S 9FH ik O R, H 7 nl DU 75 2200 B AN R 2R Flood 2RI
TR
BRIES B
S HAT 2 system-view, N RGIE.
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2 T2 firewall defend icmp-flood { ip ip-address [ vpn-instance vpn-instance-name ] |
zone zone-name } [ max-rate rate-value | , HC'E ICMP Flood Bt P 244 .

P 3 AT 2 firewall defend syn-flood { ip ip-address [ vpn-instance vpn-instance-name | |
zone zone-name } [ max-rate rate-value | | [ tep-proxy { auto | off |on } ], FC'& SYN Flood

K P2 4.

FE4 BT 2 firewall defend udp-flood { ip ip-address [ vpn-instance vpn-instance-name | |
zone zone-name } [ max-rate rate-value |, P& UDP Flood K Biii 24,

XFT Flood RHCiBiivi, 7 B4R E P i) 2 e X Il 1P Mk, HNIBEAREER. [
NI W] ASRE S KIEHGH A, 2 S P R R A i EH N, AR1200 A &4 T
i A SRR A it o

X§T Flood RISy, ) IP MhEWe B HIOLSE s TR 224 XCBE B L e 4.
RXFEE TP ARG E T Flood MciBiyu T, [N thxdix 1P Huht P 2 Xk & 1
Flood KiliBiya L fig, WILL 1P Huhib prifc & i 2 HO00 e RGN BOH £ 1P ik e

L, FF DL 4 X PT G L (1 2 B HE

BUAHEL R, Flood KBCHEE I KA 4% 1000pps, SYN Flood Briki i iy
TCP fCELTAE 11 30 ) .

Flood ZEBli 5 1 Ty R f 22 BE 8 [A] I BC B0 32 A4S TP HuUhEdEAT OR .

—HETR

9.10.4 F2 E ¥ 8 AKX ICMP RN T BHTE

BRIESE
1 AT S system-view, ARG

S 2 HAT1r 4 firewall defend large-icmp max-length length, it EHE K ICMP ) W pi Ve
ZH.

KT R ICMP ) PiESH A —A4, B ICMP R RKE . 45L 68 ICMP
WK BRI I, AR1200 Ak &4 T K ICMP ) 308G, ¥ EF %40 30,

ST, ICMP HSC I A KR S 4000 527

TR

9.10.5 B E ML HRHTESE

de
E=iER

LUR B IR 2 ~ DR 3 @ IFBI IR C AR, H ™ vl IR RS o 20 A RIS A R Fi SR

BREDE
S HAT S system-view, N RGIE.
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T2 Pdrard

T3

firewall defend ip-sweep { blacklist-expire-time interval | max-rate rate-value } ,

P B bk R B B e S 5

AT 4 firewall defend port-scan { blacklist-expire-time interval | max-rate rate-

value }, WCE I AT T VE S AL
P RERBGR P, WA S

©® i ERAHUR: SZERE N HEAS TP Huhb el ) R R i A, AR1200 A
KR T R, % TP MO SE AL B AR g T R

©® A U] AL R H AT R, 2 TP Hbhk RN B A () A T S S ) TR
JG, AR1200 KL\ R4 B, ARVFE N RER

ﬂé%ﬁ? M BEFT A S 1308 ) B KT R 4 0 4000 pps, 344 FLEIN I T] 35
0 7.

s

9.10.6 R EBELR

HRMESR

E5 61

Pe B BGLBIE 2 Jm, T LA Bk BV AR A R

® AT display firewall defend { flag | { icmp-flood | syn-flood | udp-flood } [ ip [ ip-
address | vpn-instance vpn-instance-name | | | zone [ zone-name | | | other-attack-type }

frh BEAGHDREI RIS .
s

AT 4 display firewall defend { flag | { icmp-flood | syn-flood | udp-flood } [ ip [ zp—
address | vpn-instance vpn-instance-name | | | zone [ zone-name | | | other-attack-type } ,

DSie e ep e n U REN PSP LIF
# W B BRSBTS e R REIR S o

<{Huawei> display firewall defend flag

Type Flag

land . disable
smurf . disable
fraggle . disable
winnuke . disable
syn—flood . disable
udp—flood . disable
icmp—flood . disable
icmp-redirect . disable
icmp—unreachable . disable
ip—sweep . disable
port—scan . disable
tracert . disable
ping-of-death . disable
teardrop . disable
tecp—flag . disable
ip—fragment . disable
large—icmp . disable
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foEfem-% A 9 Bl KL E
# WoR AR A& L ip-sweep B Ve RGBS B o
<{Huawei> display firewall defend ip—sweep
defend—flag . disable
max-rate : 4000 (pps)

blacklist-expire-time : 20 (m)

9.11 B B i = G i+ FA 8 4=

ARI1200 SZHFEFRF RAEL . 224 X TP (R = ge vk A 48 o

911.1 BiIBREMTES
FRCE MBS E AR 20, T AAIEN AL, DU S S g v R T B AT e 1%
HIAE 55 RV 25 1 200 o

i FIIREE

RARIMMEL I AEEE, S REHIA G T 85 K55S REM 2 A3 a) 1 B A2
Bl AR1200 &4t 2243 m] ) ICMP. TCP. TCP-Proxy. UDP 255850, M REH
AT ECE BEN, AR1200 KHRRHHERAS i, HRIERAF2BELT.

WA IR R GV R, XA 2 4 X RN FL A 22 4 X 3k 2 Ja) A B ot AR 2%, |
AR1200 2BV A2 4 X I AN HAh Fr A7 20 A4 (B 22 37 (1) TCP. UDP S5 d g, ik
SBCERTACE B, AR1200 REURHDEREGE i, HEERBEFEZBEUT. %
X LTRSS ThEE, AT AR T AT T A B E . AT AR FR G v R
A A D IIC PR i (P T R SR v A IR A e 4 X IOk H 1 PRI

IP i Ge vk A, T Ge vk A% 2 42 DXCIrh 3> TP Ml T i 7. (%) TCP/UDP 3E#% .
AN TP bk 37 ) TCP/UDP M43 Kt il & (K B (I, AR1200 SR HBR il 42 Ko
Jti, AR EBELL N P FRE G MM EIIRE, AT LIS AT 1R RTH 5 18 23 Sl S
B AJT ISR GV R A 22 A X b 1 TP Ml b Yo IR 3 7 Il 2 e b
AR AR 22 A X3 I TP Mk k) H IR ) 42

MEESE
R E RSV 20T, W 258 TS
o UE AN, JREEIMA A ).
®  LE AR, HAE A AT RERT K BE DR
iR
FEMCE RS VAR 20T, B LU R
Fs iz
1 MESTHFIR T, nTLIEPE TCP. UDP %
2 TG RN A5 B B
3 A I A IR A I T )
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9.11.2 {FgERE LT FISI=Th BE
TIARHE SEBR N AL A REe g A XA TP [ = gii - A A i Th g

BRIETR
o (IR RGMES I AT
1. P74 system-view, HENRGIE.
2. PUTH4 firewall statistics system enable, {{ifg RGBT,
BRAEIEOLT, B KR RS E S D REAR A BE
® fiifR e X Ik LT R A
1. #7124 system-view, HENRGIE.
2. PUTM4 firewall zone zone-name, HEN %4 X IHARIK .
3.  HATA4 statistics zone enable { inzone | outzone }, 1 8% 4 X Ik B AR
BRATEOLS, B AR RN 2 X B R g v e .
® fIifE IP Vi s St vh Al 4
1. T4 system-view, HEARGIIA .
2. AT firewall zone zone-name, BN LXK .
3. AT

BT T, B ARAEREXS 24 X IR TP Sl STt DhfE .

4> statistics ip enable { inzone | outzone }, 1l 5 IP Vi m e iH FIIEYE .

BT

9.11.3 BL B R E T RIENSIRHFE

AR S Bm B TG B ARG, 22 A DXCIONT TP VA it g v A 8 1) B A1

BRIESE
o [LE ARG EL VA E 1 (E
1. #7142 system-view, HEANRGAIE.
2. AT 4 firewall statistics system enable, {fft R B
BRATEOLN, B kB RGBS T DRI RE.
3. #ATA4 firewall statistics system connect-number { frag | icmp | tcp | tcp-
proxy | udp } high high-threshold low low-threshold, FCE RS ESVHFIIEE
1) B E o
RGN TG T I RE T DL RS [R] R B e L e . 941> TCP (1)
R VCE N 15000 I, R FREIEBLE ) 12000 I, W24 2 4tk a)
NI TCP M2 BRI 15000 I, AR1200 4540 26 AT 22 4310 48T 1) TCP
BRAEK, JFam A E S, M RE R D . WEKE R R BME 12000
URI, 2 EmsEiE 0, s B,
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A TEOLN B KA 5 OB SRR B RRBIE ) 16384, FERBIME A
12288,

® L A DU R T v A M A P B A1

1.
2.
3.

T4 system-view, HEARZHLA.

PAT A4 firewall zone zone-name, N 224X AL

PUT T4 statistics zone enable { inzone | outzone }, 18 % 4= X Iy B FL 1A
.

BRI, Bt R AT e A K BN RS e

AT T4 statistics connect-number zone { inzone | outzone } { icmp | tep | udp }

high high-threshold low low-threshold, TG 'E 44 DX I /48 v A e 428 (1) A

LA IR ST I BE T LLER 6T TCP/UDP 3482, 76 N1 H AN 77 1) I B
BRI 124 N [a] TCP EREEUBIE A 15000 B, 24 A% DX i) HoAth [X 45 A2 2
) TCP ZE4% BB 15000, AR1200 K45 24 A [X 3k [r) HoAh [X 385 A 36 B () TCP
G K

A TEOLN B KA 5 O BRI BR ERBIE ) 16384, FERBIME A
12288,

® [il'E IP W= gt vt A W 1) A -

1.
2.
3.

s

PAT 4 system-view, HEANRGAIE .
AT A4 firewall zone zone-name, BEN %4 X ALK
AT 4> statistics ip enable { inzone | outzone }, ffifiE IP ¥ B 48 Fl .

RO T, B AR REXT 224 X I TP IR E 4 v Dy RE .

HAT 4 statistics connect-number ip { inzone | outzone } { icmp | tep | udp }
high high-threshold low low-threshold, TCE %2 4=X 5k 1P It f: 40 vH F G #5110 13
e

IP St G ih Bhg nl LAEL X TCP/UDP #%, 7E AR AN 7 ) e & L. 4
W N7 ) TCP JEREEURAE N 10000 B, 24 A X dak op B2 AN TP il g HoAth [X 3k
R TCP 4 M 10000, AR1200 H4E401% 1P Hudhik 1) HoAth [X 5 % 62 8
ff) TCP & FEiE K

A TEOL R, B KA 5 PR SR R B R BIE 16384, FERBIEA
12288,

9114 EERELER

MBS AR 5, WL R R RS AR A S AE B

RESR

AT display firewall statistics system 7i7 2 & F REUUL im0 VAR (I AH G B
®  HUT system-view 1%, ARG AIE . $UT display firewall statistics zone zone-
name { inzone | outzone } all iy 4> 71 7 % 4= X It 52 40 v 0 M 42 ] (R AH DG A5 B

® {17 display firewall statistics zone-ip zone-name iy % £ G 22 4= X 3, IP Vi 4 i1l
A ) R AH G AR B

TR
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9.12 fic & A5 H

B K H SRR H & ek Ha Bali HEMERA B H &

9.12.1 BB EMES
FERL LI K LG 20, T ) LB FELEREE, LA BB LB o A B4
LI 55 RN B 0 5

I 52

it ZORT B KBS I BAE ARSI T E %, ARG 0 Kt ) 2 i)« s 00 o 4 T4k A
MNARAE, ] LARC &5 Kt H ST 6E

AEESF
TERC BT K H B0, FEEHL N ES% .
® UEADNE, JRRER DI A )
® CE AN, L IR RER KAk T RE .
o OIHELA ACL 8im4t ACL I E M.
HiEEE
FENCE B KBS H R 207, FREEuE& DL 5.
Fs b
1 7 K i H A& 28 A
2 FHEFHUA IP kb 3 05, AR1200 A H & FHUE A IR 1P
Bk P
3 B sk H AR 4, B4E ACL 45 FJ5 )
4 it BRI vk H & e e (aT i)

9.12.2 {£ RERT A SE H R ThBE

BREDE
F$E1 AT 4 system-view, ARG .

HIE2 AT firewall log { all | blacklist | defend | session | statistics } enable, 1#ifER; k% H
HINRE.
PIAN

B K Ji H R B RE W] DAL 20 AL BE,  thrl LA all 284 Al e .
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BRAEEOLT, Bk H AR D REARAERE
S 3 PUTHr 4 firewall log session nat enable, i 58 NAT J58! 1y H & D i
WIS HAT firewall log session enable 174>, i NAT 2R H EIREA BE A2
BRATEIY, NAT KRR HE D REARMfE.
R

9.12.3 B & HEHMSE
BB H & FENL 0 H BRI SAERH & % s e ) B .

BERER
U H G SEI ) H RN, B e RN E HAE AL A5 HE LR 1P Mk
B 15, B AR1200 A H A& FEAUE VT AT (095 1P 3t bk A 1145«
FE22 Al ) A] IR ACL SRBCE DR H AR A AT, RIS AT R 77 [ RN T 1) 53
G E .
HRESER
H$E1 AT 2 system-view, HEARGWIA .
FI2 AT 2 firewall log binary-log host /ost-ip-address host-port source source-ip-address
source-port [ vpn-instance vpn-instance-name |, W E W H & FHL.
AT, WHEFEVRRE.
FB3 (i) HAT 4 firewall log { blacklist | defend | session | statistics } log-interval time,
P B 1 A8 P T T 6
BRAEEDL T, B g N H R a] [R] R 30 5.
$,4 A7 4 firewall interzone zone-namel zone-name2, N AL .
HIE5 4712 session-log acl-number { inbound | outbound }, Mt & 5% H G4
£ N RV NG oo |11 i S L W e 8 1 B b D P S
ey
9.124 BB EL R
BCE By KB HEZ 5, AT RAEE B K H AR B
RS
®  JIU{T display firewall log configuration iy 4 7 F [ k55 H A A5 S
R
576
P AT 4 display firewall log configuration, ] DL B kb HEMME S, Fl:
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<{Huawei> display firewall log configuration
defend log :
status : enabled
log—interval : 30 s
statistics log :
status : enabled
log—interval : 30 s
blacklist log :
status : enabled
log—interval : 30 s
session log :
status : enabled
log—interval : 30 s
nat-session : disabled
binary—log host :
host source VPN instance—name

9.13 ZE3P PG N IE

9.13.1 B/RPFNIEECE

RMESR

® T4 display firewall zone [ zone-name | | [ interface | priority | & & 43 5 F5
A I AR S

® T4 display firewall interzone [ zone-namel zone-name2 &% %A1 1115 &
® T4 display firewall blacklist configuration #1775 [ K 1% 22 4 H I REJE Rl g .

® HT1n4 display firewall blacklist { all | ip-address [ vpn-instance vpn-instance-
name ] | dynamic | static | vpn-instance vpn-instance-name } x4 [ K 35 F 44 PR T )
g

® P74 display firewall whitelist { all | ip-address [ Vpn-lnstance vpn-instance-
name ] | vpn-instance vpn-instance-name } £ & H 4 R I &,

® P74 display firewall statistics system 7 75 [ KB RFE M =S THE B o

® T4 display firewall statlstlcs zone zone-name { inzone | outzone } all 75 %4>

DR U B e v AT A

® T4 display firewall statistics zone-ip zone-name w7~ F5 3 T 3 1) & W 2 4
REA 100 55 44 P B DS TEC 2 ) M 42 B A

® HTr4 display firewall-nat session aging-time 75 [V K35 ¥ & [ 2 15 & I ) R I
I (7] o

® T4 display port-mapping [ dns | ftp | http | rtsp | sip | port port-number & F Fi&
SE 1N 2 B ORI i 11 R RS G 2R o

® HUT1r4 display firewall defend { flag | { icmp-flood | syn-flood | udp -flood } [ ip
[ ip-address | vpn-instance vpn-instance-name | | | zone [ zone-name | | | other-attack-

type } B - AP B BTG D e AT BEIR A FIC B A5 B
® T4 display firewall log configuration F K& F 5 ki H B2 R ERF R .
® Ji T4 display firewall session H>K 7 F Firewall [R5 5

TR
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9.13.2 ;BRI N IEFITER

de =
ﬁﬁl1l=l:u.\
h T RENETE R AR S IR BN WA IEE S RO, AT ABAT N A 2B E T L
HIAR LS4
HIR 2. BB 3 ZIFFIEN KRR, H P a] LR 75 28805 S A R RS g4
BRIESHE

$E1 HATH 2 system-view, ARG
2 AT 2 clear firewall statistics system normal, 575 24011 5 RS SCH T4
HE 3 T2 clear firewall statistics zone zone-name, Vi 45 LA X I IE W RO HRCGE 5

s

9.14 Bt &/~

I EAE L TBCR RS P ve P 4 22 e P 25 R s 1 o

9.14.1 B2 & ACL i3 E R A i #18 7R 451

ACL i JE R KBS AE BRI A AN T o ARPEECRIRIUE. H K TP ki, 5. H IR
M5, PhsCRA el s i, e Bl < att.

LHM Tk
& 9-2 7w, Router (4% ] Ethernet0/0/0 i&E#:— AN E 22 A0 SC R N BRI 4%, B2 11
GEO0/0/1 BRI R AT ANER I 285, 5 HERT PR 358 DX 295 A1 470 9 2% 2 T) 1)l £ S it B
g HARESRW R
®  HNERERE ML (202.39.2.3) VYT ] PN BN 2% v K IR 4% 2%
o LRI mIA RV,
9-2 it & ACL B33 jE2H W &
FTP Server WWW Server
129.38.1.2 129.38.1.4
| | Ethernet0/0/0 ./ GE0/0/1 U <
| =3 - =
Router
- Internal 202.39.2.3
Network
Telnet Server
129.38.1.3
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o & B

RESR

K R E ACL A ER k5%
1. 24 X IR 2 4t ]

2. BHEOIMAN LA,

3. Hd'® ACL.

4, EEAERINECE LT ACL A E.

$IB1 7F Router |t 'E 204 X U122 445 R .
<{Huawei> system—view
[Huawei] firewall zone trust
[Huawei-zone-trust] priority 15
[Huawei-zone—trust] quit
[Huawei] firewall zone untrust
[Huawei-zone-untrust] priority 1
[Huawei-zone-untrust] quit
[Huawei] firewall interzone trust untrust
[Huawei-interzone—trust-untrust] firewall enable
[Huawei-interzone—trust-untrust] quit
HBE 2 {E Router R I 224 X 380
[Huawei] vlan 100
[Huawei-v1an100] quit
[Huawei] interface vlanif 100
[Huawei-V1anif100] ip address 129.38.1.1 24
[Huawei-V1anif100] quit
[Huawei] interface Ethernet 0/0/0
[Huawei-Ethernet0/0/0] port link-type access
[Huawei-Ethernet0/0/0] port default vlan 100
[Huawei-Ethernet0/0/0] quit
[Huawei] interface vlanif 100
[Huawei-V1anif100] zone trust
[Huawei-V1anif100] quit
[Huawei] interface gigabitethernet 0/0/1
[Huawei-GigabitEthernet0/0/1] ip address 202.39.2.1 24
[Huawei-GigabitEthernet0/0/1] zone untrust
[Huawei-GigabitEthernet0/0/1] quit
$I® 3 7F Router FEIE ACL.
[Huawei] acl 3102
[Huawei-acl-adv-3102] rule permit tcp source 202.39.2.3 0.0.0.0 destination 129.38.1.2 0.0.0.0
[Huawei-acl-adv-3102] rule permit tcp source 202.39.2.3 0.0.0.0 destination 129.38.1.3 0.0.0.0
[Huawei-acl-adv-3102] rule permit tcp source 202.39.2.3 0.0.0.0 destination 129.38.1.4 0.0.0.0
[Huawei-acl-adv-3102] rule deny ip
[Huawei-acl-adv-3102] quit
$E 4 7F Router i & @ik,
[Huawei] firewall interzone trust untrust
[Huawei-interzone-trust-untrust] packet—filter 3102 inbound
[Huawei-interzone-trust-untrust] quit
PS5 AR ES R
BB R Ih e, AU E AL (202.39.2.3) AT LAV ) P A 45 2% .
7f Router | #17T display firewall interzone [ zone-namel zone-name2 1A, Z5HRWIT .
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[Huawei] display firewall interzone trust untrust
interzone trust untrust

firewall enable

packet—filter default deny inbound

packet—filter default permit outbound
packet—filter 3102 inbound

B
-t
ﬁvlan 100
#

acl number 3102
rule 5 permit tcp source 202.39.2.3 0 destination 129.38.1.2 0
rule 10 permit tcp source 202.3 destination 129. 3
rule 15 permit tcp source 202.3 destination 129. 3
rule 20 deny ip
#
interface Vlanif100
ip address 129.38.1.1 255.255.255.0
zone trust
#
firewall zone trust
priority 15
#
firewall zone untrust
priority 1
#
firewall interzone trust untrust
firewall enable
packet—filter 3102 inbound
#
interface Ethernet0/0/0
port link—type access
port default vlan 100
#
interface
GigabitEthernet0/0/1
ip address 202.39.2.1 255.255.255.0
zone untrust
#
return

9.14.2 fic B ASPF FAim Ak &+ <451

ASPF Al 1RSS5 FLAALL R A (R BT o A S8 (BT 2 PSR SC, Rl B AT 5
) 10y 2 2 R A S

9.2.30 8.1.3 0
9.2.30 8.1.4 0

L& 9-3 1142 [ Ethernet0/0/0 iEH:— /N 22 RTINS, #2210 GE0/0/1 JEHAK
DA IR X 2%, TS ] A 308 TR 248 7108 D) 8% 22 Ti) fA0 A S it 6, 3ok €T ASPF Ky
o FARZERWIT:

AMEREE EHL (202.39.2.3) S VFT 1) P 45 R IR 25 2 -
JLRMVI M RV

o LR ) EREEAT FTP RS A, I IEAFFEIRE IR
XFTAME NG ) FTP RS54 14T, 0 2121 i 24 FTP #p3.
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9-3 BLE ASPF Fum 1 BRET 2 M =]

FTP Server WWW Server
129.38.1.2 129.38.1.4

Ethernet0/0/0 GE0/0/1 U <
[:{ =/~

Router
Internal 202.39.2.3

Network

Telnet Server
129.38.1.3

B & B %
KT R L ASPE 3 11 B

T 2 4 DX SR 22 4 3]

BN 2 4 X ek

fic & ACL.

FE 22 Ak AL B LT ACL My

TE 22 A3k AL & ASPF.

et oty LTRSS, R 2121 3 SR 24 FTP P iSGE 45 o 1 o

A

RIESER
HB1 7E Router FfiLHE % A BN 22 A1)

<Huawei> system—view

[Huawei] firewall zone trust

[Huawei-zone-trust] priority 15
[Huawei-zone-trust] quit

[Huawei] firewall zone untrust
[Huawei-zone—untrust] priority 1
[Huawei-zone-untrust] quit

[Huawei] firewall interzone trust untrust
[Huawei-interzone—trust-untrust] firewall enable
[Huawei-interzone-trust-untrust] quit

S 2 7F Router KR4 LI 224X 35

[Huawei] vlan 100

[Huawei-v1an100] quit

[Huawei] interface vlanif 100
[Huawei-V1anif100] ip address 129.38.1.1 24
[Huawei-V1anif100] quit

[Huawei] interface Ethernet 0/0/0
[Huawei-Ethernet0/0/0] port link-type access
[Huawei-Ethernet0/0/0] port default vlan 100
[Huawei-Ethernet0/0/0] quit

[Huawei] interface vlanif 100
[Huawei-V1anif100] zone trust
[Huawei-V1anif100] quit

[Huawei] interface gigabitethernet 0/0/1
[Huawei-GigabitEthernet0/0/1] ip address 202.39.2.1 24
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o & X

[Huawei-GigabitEthernet0/0/1] zone untrust
[Huawei-GigabitEthernet0/0/1] quit

1t Router it E ACL.

[Huawei] acl 2102

[Huawei-acl-basic-2102] rule permit source 129.38.1.2 0.0.0.0

[Huawei-acl-basic-2102] quit

[Huawei] acl 3102

[Huawei-acl-adv-3102] rule permit tcp source 202.39.2.3 0.0.0.0 destination 129.38.1.2 0.0.0.0
[Huawei-acl-adv-3102] rule permit tcp source 202.39.2.3 0.0.0.0 destination 129.38.1.3 0.0.0.0
[Huawei-acl-adv-3102] rule permit tcp source 202.39.2.3 0.0.0.0 destination 129.38.1.4 0.0.0.0
[Huawei-acl-adv-3102] rule deny ip

[Huawei-acl-adv-3102] quit

7£ Router b Hc & il )€

[Huawei] firewall interzone trust untrust
[Huawei-interzone—trust-untrust] packet—filter 3102 inbound
[Huawei-interzone-trust-untrust] quit

{f Router |fit & ASPF,

[Huawei-interzone—trust-untrust] detect aspf ftp
[Huawei-interzone—trust—untrust] quit

1F Router | Hc & vy H BRI .

[Huawei] port-mapping ftp port 2121 acl 2102

R A N

7£ Router =T display firewall interzone zone-namel zone-name2 ¥AF, 45RUWT,

[Huawei] display firewall interzone trust untrust
interzone trust untrust

firewall enable

packet—filter default deny inbound

packet—filter default permit outbound
packet—filter 3102 inbound

detect aspf ftp

/£ Router ' #1 17 display port-mapping ftp 1, ZEHRUIF.

[Huawei] display port-mapping ftp

Service Port Acl Type
ftp 21 system defined
ftp 2121 2102 user defined

Total number is : 2

-

#

vlan 100

#

acl number 2102

rule 5 permit source 129.38.1.2 0

#

acl number 3102

rule 5 permit tcp source 202.39.2.3 0 destination 129.38.1.2 0
rule 10 permit tcp source 202.3 destination 129.3
rule 15 permit tcp source 202.3 destination 129.3
rule 20 deny ip

(=)

9.2.3 8.1.3 0
9.2.3 8.1.4 0

#
port-mapping ftp port 2121 acl 2102
#
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interface Vlanif100

ip address 129.38.1.1 255.255.255.0
zone trust
#
firewall zone trust
priority 15
#
firewall zone untrust
priority 1
#
firewall interzone trust untrust
firewall enable
packet—filter 3102 inbound
detect aspf ftp
#

interface Ethernet0/0/0

port link—type access

port default vlan 100
#

interface GigabitEthernet0/0/1
ip address 202.39.2.1 255.255.255.0
zone untrust
#
return

9.14.3 B & 2 Z B R
A e BAR TR N . BT TP Bk i s .

2 E ok
/& 9-4 [/, Router (4% 1] Ethernet0/0/0 i&E#:— AN E 22 A0 SEH N RN L%, B2 01
GEO0/0/1 AR 22 A5 B B AR R 4%
SN LI I 0] A 9 PR L TP M A B B G R B A B Th e, — EUR I
AN TP HhEXF AR T 1P Mk, W A ShHiZ 1P bk In AN B4 B, Horhag K
R 5000 pps, 2244 BUGHBI I ]k 30 434k
AN, TR IP Huhik 202.39.1.2 2RSS M e X, BRI T T 24
B, KA.
E9-4BEEZEENE
Server ;
Enterbrise Ethernet0/0/0 (&2 GE0/0/1
Network R
UJ= Router
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[Th=gsdic
SR P01 A BT 4 A

i e k3 el O F BT ThEE .
P bk B R B 1Y max-rate M S A BB A4 PRSI TA]

1o P A DX 22 4 el ) o
2. KU A X

3. fERERE KRR A LI RE
4. IR BRI

5.

6.

RMECER
HW 1 Router LT A UM 5 500

[Huawei] firewall zone trust

[Huawei-zone-trust] priority 15
[Huawei-zone-trust] quit

[Huawei] firewall zone untrust
[Huawei-zone—untrust] priority 1
[Huawei-zone-untrust] quit

[Huawei] firewall interzone trust untrust
[Huawei-interzone—trust-untrust] firewall enable
[Huawei-interzone—trust-untrust] quit

HIE 2 7F Router KR 4L 1IN 224 X 4.

[Huawei] vlan 100

[Huawei-v1an100] quit

[Huawei] interface vlanif 100
[Huawei-V1anif100] ip address 129.38.1.1 24
[Huawei-V1anif100] quit

[Huawei] interface Ethernet 0/0/0
[Huawei-Ethernet0/0/0] port link-type access
[Huawei-Ethernet0/0/0] port default vlan 100
[Huawei-Ethernet0/0/0] quit

[Huawei] interface vlanif 100
[Huawei-V1anif100] zone trust
[Huawei-V1anif100] quit

[Huawei] interface gigabitethernet 0/0/1
[Huawei-GigabitEthernet0/0/1] ip address 202.39.2.1 24
[Huawei-GigabitEthernet0/0/1] zone untrust
[Huawei-GigabitEthernet0/0/1] quit

T3 R A RIIRE.
[Huawei] firewall blacklist enable

BE4 IINRA PRI

[Huawei] firewall blacklist 202.39.1.2

PS5 LA 1P Huhk A RSB

[Huawei] firewall defend ip—sweep enable
[Huawei] firewall defend port-scan enable

ST 6 o E HhE R el DB A max-rate [ B A B AL PR AL [A]

[Huawei] firewall defend ip—sweep max-rate 5000
[Huawei] firewall defend ip—sweep blacklist—expire—time 30
[Huawei] firewall defend port-scan max-rate 5000
[Huawei] firewall defend port-scan blacklist-expire-time 30

BR7 RMAERELIR,
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7£ Router "$ 4T display firewall interzone [ zone-namel zone-name2 15AE, 45 R UWT,

[Huawei] display firewall interzone trust untrust
interzone trust untrust

firewall enable

packet—filter default deny inbound

packet—filter default permit outbound

7£ Router _F#47T display firewall blacklist all £:4F, 45581 F.

[Huawei] display firewall blacklist all
Firewall Blacklist Items :

IP-Address Reason Expire-Time (m) VPN-Instance

202.39.1.2 Manual Permanent

total number is : 1

7F Router AT display firewall defend 7 A HuhlF14 sl DG IBCE 259, Wi k.

[Huawei] display firewall defend port—scan
defend—-flag . enable
max-rate : 5000 (pps)
blacklist—expire—time : 30 (m)

[Huawei] display firewall defend ip—sweep
defend—-flag . enable
max-rate : 5000 (pps)
blacklist—expire—time : 30 (m)

sk

BLE X

#

firewall defend ip—sweep enable

firewall defend port-scan enable

firewall defend ip—sweep max—rate 5000
firewall defend ip—sweep blacklist-expire—time 30
firewall defend port-scan max-rate 5000
firewall defend port-scan blacklist—expire—time 30

#

firewall blacklist enable

firewall blacklist 202.39.1.2

#

vlan

100

#

interface Vlanif100

ip address 129.38.1.1 255.255.255.0

zone trust

#

firewall zone trust

priority 15

#

firewall zone untrust

priority 1

#

firewall interzone trust untrust

firewall enable

#

interface Ethernet0/0/0

port link—type access

port default vlan 100

#

interface GigabitEthernet0/0/1

ip address 202.39.2.1 255.255.255.0
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zone untrust
#
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foEfem-% A 10 Keychain it &

Keychain Bt &

XTARE

Keychain fEAFFIFERR NG DL R, I Bl Cha2 i s < TR UE N 8 PR 5 A I s 5
P T T o o E T

10.1 Keychain Jit. & fij /i
Keychain 2 M5 I 18] B B AN A R OAUE N 5005, B2 S ok bl 2% 2 TR B AR S i TA e
s 5.

10.2 it & Keychain AT HE
AT/ 4 Keychain FEA D e AL E T

10.3 B '& TCP ANIF S5
AATNHHE Keychain BEEH WA E TCP MR S 4.

10.4 Fic & 2545
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foEfem-% A 10 Keychain it &

10.1 Keychain BC & & 4v
Keychain JALEIN 1 BLE BN R I E I B, 2 0 1 52 S A 0 AT

I .
10.1.1 Keychain #f&

Keychain S x P Ay B 2 BMURALE,  JF H keychain REWSAEAEMATELL T, Zh&TE
U i .

VIR S U B B N D VAR DA NI = s i e 52 O i B U RN B AP LIPS e
FPL R PR R BAEA RN 2 T R 2 AR e X AAUE S O Bt A7
WAL, 5 B AL RO 2 A 2 s IAAIE L . JF HE AN REAE M 2%
BT AR A

DR EEAS Y JZ LD — B VAERN (RS VLIRS, o KRN AR
FeR AR R AIAIE DT 3 IOR- S BONIERS B E RIS . FIRE, i RARS N TR e
R —ANE T MEZSEH, R AT B 4 A B T T s . T Lo SO S BOAE S
R AR R AT, SRS A ol P R R T AN 25 AR A TR

BRlt, FFEE RGeS AP BTA AU BEATSE SO UEST VARS8, wE it 2 N L
TP, Keychain 5t S8 T XN RE

10.1.2 AR1200 3z #FHJ Keychain $§1%
AR1200 S FFLL N Keychain fdE:

® XN ZE P BLALE
W H] Keychain SEEUGN 2 MLFIAIE . — Keychain 1] AR & — N8 Z 4 key-
ido key-id HIAIEFVEREHAI . A key-id JHR— AR IL A1) A i JH]
1, A dr B K€ X Keychain KOS MR TG ERIN T Be . key-id 7 2 R AE AL
Pt A S TR R I o B BE DA AEACE key-id B, F5 BLARIE A IS RO A B AR I AN %
o

® iU E A 2 A
WG AL S it FH AR ) key-id RAEARE,  Blcm s AR key-id 24T . BTN
POCARD, TR FUR 1L A2 T key-id W AT AT REAFAEIS A IR o 78 ZEIR (1) I [R] 5
B A 2 3 s 5%, RN ik o A WU 1) key-id A —8. O TSP i key-id
AENAEQ, FFEICERZN N, 5% R A P key-id #AT LUEH . 1%
A B BB AR B2 I T), - B 7 2 1) BUR B 11 Key R0 BRSO AT
[ e B 2 1 2 1 1) B T S 4K o

® [LE G send-key-id
WTHRAE S I ) B PR A L S key-id,  BEIPER A TG IR key-id K i%. 7Ei%H
B, N R B VIR AS B A T REAOX MG oL, AT B 1K send-key-id,
% id IHAKEFIGPORES . ATATAALEN key-id #nT LA & 4 send-key-ido fE—A>
Keychain 11 fEH —1 send-key-ido 7EIHERI key-id IRSLAHAHFER, F HALEE
HoAtE BRI key-id I, N RS R A8 F 145 1) send-key-id.

® il # TCP-kind #1 TCP algorithm-id

TCP N HFE 7 2 it TCP A& &+, X F TCP [FIAUEAZ B, TCP A 55
1 TCP IAEIET . HEr, ASFE] #E Al HANFEP kind-value {EACRIE 55 1) TCP A
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foEfem-% A 10 Keychain it &

WEET . T S2BARE) i Ra 2 A AS ., kind-value 25202 Al JC 1K), BEAR I
XT3 % 1Y TCP SRAFEAT 4. [WIFE, 75 TCP AHY 5N uF I p A7 7 —A>
algorithm-id FE¢, %F-BOHRERINIER LIRS . T algorithm-id A /& JANA
i I, ANEE) R EAE AN E K algorithm-id SKACRINIES . 4 T 528
AR R R EIE, PR e B R AR, fiC'E TCP algorithm-
id,  DAORFRE P i 21— 2

10.2 Bt & Keychain BYE AR I &E

AHIAH Keychain FEASTHHE I & 775
10.2.1 B EES

Bz R EREE

¥ H Keychain SEHU Y ZEMLFINIE. —4> Keychain 1] DABCE — A ELE A key-id.
key-id HIAUERVEFEHA . B— key-id JRBE—/NAIE TN 2B aw FI I, Az A
HIH K 2 X keychain K IE R ITE BRI TR B o key-id 7 42 K328 R 4 v 408 4 ¥ K
e 4 key-id AUl E G BRI, AT IER PIAIERS B Y key-id RIENGTE RIS, HIK K
EINUFHRSC,  Helicm D6 20 I BRI key-id FRBOAUEHROSC . &2 B AERCE key-id I, 752
PRAE A I8 RN o 76 3847 A A

EES
{EBCE Keychain {155 2 /i, 5 ZEHEHT 78 M EA T AT 5%«
® [ILE SEHL NTP, RiiF & 3% v Ao o 1] — 3L
iz EE
A 5E R Keychain FEMEIRCE, T80k L 4.
No. | Data
1 Keychain %4 Fik
2 key-id
3 key-string
4 key-id IIINIEHE
5 key-id [RIEISORIA 3% N [1]
6 F e 2 ]
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foEfem-% A 10 Keychain it &

10.2.2 £l]# Keychain

BRIESE
FB1 HATI 2 system-view, ARG

HIE2 AT 2 keychain keychain-name [ mode { absolute | periodic { daily | weekly | monthly |

yearly } } ], % Keychain J£#E A\ Keychain 114 .

(RARTY:
42 Keychain B, A IAAEX R ik 49, Keychain 8] m3 /&, #A Keychain #LAE, A EAEXT
VAR 4RE
4R
10.2.3 Ft & Keychain RJ3ZEY A Z BT (8]

BRIEDE
$E1 AT S system-view, ARG .
$I 2 HAT1r 4 keychain keychain-name, HEN Keychain #1 K.

$HIE 3 P T2 receive-tolerance { value | infinite }, it & Keychain ({40 7% 20 0]

(1) +mm
e B 220 18] 4 4 vA T AT 7 A
® 5 —/NEARGGETIR), B4R 54, FRMER 14400 H4F (10 R) .
® 7t E infinite, 27 PTA G9AT A 3R,

—HETR

10.2.4 B & key-id

RIESER
1 HAT 2 system-view, ARG
L2 AT 2 keychain keychain-name, 3t Keychain #1 K.
$BE3 PUT 2L key-id key-id, B key-id, FFHEN key-id #LF .

(1) +mm
B —A> Keychain A 89 key-id 56517 —, #HHX, BIAETLEAZ 0 ~ 63,
TR

10.2.5 BL & key-id B ZH/LF

BRIEDE
$B1 HATHT 2 system-view, N RGIE.
T2 PUTHr 4 keychain keychain-name, i Keychain #11&.
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$E 3 PuAT 2 key-id key-id, HEN key-id #LK .
S 4 P74 key-string { [ plain ] plain-text | cipher cipher-text }, Fi'E Keychain %157,

FERIEFBWCEAR i R, key-string 1E B W KEF . A H] plain B, TAIEFANN
@, ISy kIS A cipher I, DGAETFHNEE, L OBk %,

(BARUY:
key-string B E B, key-id & FIEE KK A.

s

10.2.6 B2 & key-id BIINIEE %

BRIESE
S HAT S system-view, N RGIE.
P2 AT 2 keychain keychain-name, It Keychain #{ K.
$3 i key-id key-id, HEN key-id #1&

$IE 4 /T4 algorithm { hmac-md5 | hmac-shal-12 | hmac-shal-20 | md5 | sha-1 | simple },
Bi & key-id [FIESE %,
L1 sseem
NEFRAA BB, key-id & FIEEHFKA.

-

10.2.7 BL & R & & 1X key-id

RIESR
F$I1 AT S system-view, ARG .
P$BE2 T4 keychain keychain-name, 3t Keychain #1F.
FB3 AT key-id key-id, BN key-id LK.

$B4 P72 default send-key-id, o 'E 4 K% key-id.
7t Keychain ', HAeH —> key-id Be & A 44 KX key-id.
4R
10.2.8 B2 & key-id A% %A (a]
E=ER
H 4 Keychain FIBCERAIE], 55N key-id A% B AR A A
RIESER
® YAl
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PAT T2 system-view, FHANRGHE .

P AT T4 keychain keychain-name mode absolute, &% 4%} i ] 45 5
Keychain, Jfit A\ Keychain #{ K.

AT 2 key-id key-id, HEN key-id f11&.

AT 4 send-time utc start-time start-date { duration { duration-value |

infinite } | { to end-time end-date } }, WC'HE key-id [ A L],

o [

I.
2.

3.
4.

PAT 4 system-view, HEANRGHIE

AT T4 keychain keychain-name mode periodic daily, £ H 455\ Keychain,
JFHEN Keychain #L1&

AT AT 4 key-id key-id, HEN key-id FLE .

AT T4 send-time daily start-time to end-time, FLE key-id [¥] A% W [H] .

® IR

1.
2.

PAT 4 system-view, HEAN RGIE .

AT A4 keychain keychain-name mode periodic weekly, 1% i #x =
Keychain, Jf3f A\ Keychain #4 K.

PAT 4 key-id key-id, BN key-id ¥ .

AT 4 send-time day { { start-day-name } &<1-7>} [ to end-day-name |, HH
key-id R AL TH] o

o I

1.
2.

PAT 4 system-view, HEANRGIE.

T4 keychain keychain-name mode periodic monthly, A7 H &5\
Keychain, Jf3f A\ Keychain #4 K.

PAT 2 key-id key-id, HEN key-id f1L1& .

PUT M4 send-time date { { start-date-value } &<1-31>} [ to end-date-value ],

BL & key-id 1) AR IE IS [H] o

® SR

1.
2.

B

PAT 4 system-view, HEANRGIE.

AT 4 keychain keychain-name mode periodic yearly, G745
Keychain, Jfif A\ Keychain 114

PAT 4 key-id key-id, BN key-id FLK .

AT A4 send-time month { { start-month-name } &<1-12>} [ to end-month-
name ], FCE key-id 1) A& 7],

key-id )R IE I [A]H 4 Keychain (1IN TG4 THCE . 75— Keychain HY,
[ e — N RIEI A AE R, [A—> Keychain H', AN[H] key-id XV [ k1%
N [) AN e AT I [A) S

AE FOB G B AL IN 0] Z 1, 7 ZE ST MR C 28 C L (1R A& N 1)

10.2.9 BL & key-id HU3EULET 8]

A Keychain G ERIAAE, XNV key-id Bl a8 AR .
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B e /-2 4 10 Keychain Fit &
BRIECE
©® xSl
1. PUTM4 system-view, HEARFALKE .
2. PUTH4 keychain keychain-name mode absolute, 1) % 4%} i [A] 4555
Keychain, Fif A\ Keychain 115,
PAT 2 key-id key-id, HEN key-id f11&] .
4.  PATHT4 receive-time utc start-time start-date { duration { duration-value |
infinite } | { to end-time end-date},
® [ JEIHEIA
1. PUTM4 system-view, ARG .
2. HUT4 keychain keychain-name mode periodic daily, % H#: Keychain,
JFE N Keychain f{ &
3. HATA4 key-id key-id, HEXN key-id PP .
4. AT receive-time daily start-time to end-time, FCHE key-id HIHECIN ],
® i EIIELI
1. $ATH4 system-view, HEARGALAE.
2. PUT14 keychain keychain-name mode periodic weekly, {17 i #x 5\,
Keychain, FfiE A Keychain #f K.
3. PUTMA key-id key-id, HEN key-id #1 1K .
4.  PATH4 receive-time day { { start-day-name } &<1-7>} [ to end-day-name |, B
& key-id IS A .
o MBI
1. AT system-view, ARG
2. PUT14 keychain keychain-name mode periodic monthly, {17 H &
Keychain, Ff#EA Keychain #L& .
AT 2 key-id key-id, HEN key-id #11& .
4. AT receive-time date { { start-date-value } &<1-31>} [ to end-date-
value ], TCH key-id HIHZCHT ]
® ESEHEI
1.  $UTH4 system-view, PN RGALE .
2. AT 4 keychain keychain-name mode periodic yearly, @154
Keychain, F#EA Keychain #L& .
AT 2 key-id key-id, HEN key-id #1E .
4.  PUITM 2 receive-time month { { start-month-name } &<1-12>} [ to end-month-
name ], MCH key-id HIHZUCIT ]
key-id [HIC AR BE Keychain [ I ZEATHCE . 7E—4> Keychain 1,
[ I B — AR TR A8 [A)—A Keychain 1, AN[A] key-id X W [ $2H
I AN BEAT IS [A) B o
TEHHTC BN TR 2 17, 77 2250 I B S48 0 & g 1]
—-Z5R
10.2.10 BB ELE R
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HIR M

RESR

E5 6

2 5¢ % Keychain HHCE

® AT display keychain keychain-name 7% 11 Keychain [ 4 HIHCE
® {IUfT display keychain keychain-name key-id key-id iy % B key-id F 24 HiHCE

s

5E Keychain L E 5, 7 LAFAT @74 display keychain keychain-name iy % £ G
Keychain [F9FTECE, W1 FFoR:

{Huawei> display keychain earth
Keychain Information:

Keychain Name . earth
Timer Mode . Absolute
Receive Tolerance(min) : 0
TCP Kind . 254
TCP Algorithm IDs :

HMAC-MD5 )
HMAC-SHA1-12 : 2
HMAC-SHA1-20 : 6
MD5 03
SHA1 : 4

Number of Key IDs : 0

Active Send Key ID : None

Active Receive Key IDs : None

Default send Key ID : Not configured

5E 1% Keychain [WECE JG, 1 LAAT 4> display keychain keychain-name key-id key-id 71
% key-id [ RTACE, WK Pros:

<{Huawei> display keychain earth key-id 1
Keychain Information:

Keychain Name . earth
Timer Mode . Absolute
Receive Tolerance(min) : 0
TCP Kind . 254
TCP Algorithm IDs :

HMAC-MD5 H)
HMAC-SHA1-12 : 2
HMAC-SHA1-20 : 6
MD5 0 3
SHAL : 4

Key ID Information:

Key ID

Key string D=

Algorithm D -

SEND TIMER
Status : Inactive

RECEIVE TIMER
Status : Inactive

DEFAULT SEND KEY ID INFORMATION
Default : Not configured
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10.3 B2 & TCP iNES#]

AATNHAE Keychain BEEHH WA E TCP IAMIE S 4.

10.3.1 BB BEES

Bz R EREE

Keychain X Fir A7 g ZEE N FE PSR AHAUESCRF . TCP P 3 ity 2233847 TCP AIEAZ
Ho ANFBA R Z 55T TCP WA N AR AT LUE S 57 TCP AR RE S B T

X T TCP (IAUFAC B, TCP A 8458 1) TCP IAUEEIR . H AT, AN (134 w4 FH AR [R]
(%) kind-value {RERIEHRIY) TCP IANUFIETZEAL. by TSLBUARFE) # ke # Z [B A2 H., kind-
value ZWICE M. HHH, 76 TCP (3SR IAUFEDF A E—> algorithm-id 7B, 1%
Bk R INIESVE 25 . 11T algorithm-id A~/2 TANA 48— X, AR f2
6] 45 AN [R]) algorithm-id RACFINUE .

H T SEINANR) g TR R B, AR v O R SR A, L TCP algorithm-
id, DAPREF My s 545 1) — 5.

EES
fEFCE Keychain TCP INIEZ |, T 24207 58 LA FAT45
® [iE NTP, iR DA TIE P i PR IR 1) — 25
iz EE
58 Keychain TCP IAUERACE, 7 22UE% L 2odhi
No. | Data
1 Keychain %
2 TCP AU
3 TCP NIEH % ID

10.3.2 Bit & Keychain #9 TCP 38!

BRIESER
$BE1 HATH 2 system-view, N RGIE.
P2 AT 2 keychain keychain-name, It Keychain #{ .
$BE3 #4714 tep-kind kind-value, WiE Keychain IAIIE[{] TCP 2%,
kind-value Z&#HUL I, PUEVEHIZ 28 ~ 255.
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foEfem-% A 10 Keychain it &
(0] ssm
TCP 4% 8 TCP 38 3% IAER R HATIAEG K E, TCP £ A A F4RIL Keychain TAGE ¥ 1% F 49 TCP
NERE.
BT

10.3.3 fit & Keychain B9 TCP IANEE % ID

RIESR
SB1 P72 system-view, AN RGAIE.
S 2 AT 2 keychain keychain-name, Ht N Keychain #{ K.

T3 PUT1r 4 tep-algorithm-id { mdS | sha-1 | hmac-md5 | hmac-shal-12 | hmac-shal-20 }
algorithm-id, WL TCP INIEHVEL ID.

TCP algorithm-id 2 H0EA, BUETEHEZ 1 ~ 63.

(1 sem
TCP algorithm-id /A & & 7= TCP AGEF KA o9 Bk £ A,
SR

10.34 B ELE R

AR &4
2. 5¢ % Keychain HICE
RIESR
® 1T display keychain keychain-name 1% £r 7% Keychain 1245 C %
® HUT display keychain keychain-name key-id key-id 7% 24 key-id B2 Hi AL &
—-Z5R

E5 w6

5S¢ Keychain [ECE G, 7 LAFAT A4 display keychain keychain-name iy % £ G
Keychain 9 ATECE, W HFros:

<{Huawei> display keychain earth
Keychain Information:

Keychain Name . earth
Timer Mode . Absolute
Receive Tolerance(min) : 0
TCP Kind . 254
TCP Algorithm IDs

HMAC-MD5 )
HMAC-SHA1-12 : 2
HMAC-SHA1-20 )
MD5 03
SHA1 : 4
Number of Key IDs : 0
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Active Send Key ID : None
Active Receive Key IDs : None
Default send Key ID : Not configured

5% Keychain IRCE J5, 7 LAHAT 4 display keychain keychain-name key-id key-id £
& key-id {9 HTECE, W FPR:

<{Huawei> display keychain earth key-id 1
Keychain Information:

Keychain Name . earth
Timer Mode . Absolute
Receive Tolerance(min) : 0
TCP Kind . 254
TCP Algorithm IDs :

HMAC-MD5 H)
HMAC-SHA1-12 : 2
HMAC-SHA1-20 : 6
MD5 03
SHAL : 4

Key ID Information:

Key ID
Key string D=
Algorithm D -
SEND TIMER
Status : Inactive
RECEIVE TIMER
Status : Inactive
DEFAULT SEND KEY ID INFORMATION
Default : Not configured

10.4 B2 525

10.4.1 BL &3E TCP k2 B9 Keychain TAERfI

6 P Tk

ke 10-1 o, 75 24E RouterA Al RouterB [JFTA #2111 _LECE RIP F1 Keychain A .
3 Router JA 1T RIP-2 HH748 H..

10-1 Keychain 2B

GEO0/0/1 GEO0/0/1
192.168.1.1/24 192.168.1.2/24
R R
RouterA RouterB

[T —5s8
KA T R L E Keychain:

1. ML# Keychain FIEEAIIAE .
2. WECE RIP EAIIfRE.
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HiEHEE
SORULBLE ], B LR HR

H

® Keychain %K

® key-id

®  UE VA B I
® IR RIEICI [A]

® B AR

BIETER
S 1 fL'E RouterA

# Jit & Keychain A1IE.

<{RouterA> systemview

[RouterA] keychain huawei mode absolute

[RouterA-keychain] receive—tolerance 100

[RouterA-keychain] key-id 1

[RouterA-keychain-keyid-1] algorithm md5

[RouterA-keychain—keyid-1] key-string plain hello

[RouterA-keychain—keyid-1] send-time utc 14:40 2008-10-10 to 14:50 2008-10-10
[RouterA-keychain—keyid-1] receive-time utc 14:30 2008-10-10 to 14:50 2008-10-10
[RouterA-keychain—keyid-1] quit

# lioE RIP FEATNRE,

[RouterA] interface gigabitethernet 0/0/1

[RouterA-GigabitEthernet0/0/1] ip address 192.168.1.1 24
[RouterA-GigabitEthernet0/0/1] rip authentication—mode md5 nonstandard keychain huawei
[RouterA-GigabitEthernet0/0/1] quit

P2 JlE RouterB
# i & Keychain AIE.

[RouterB] keychain huawei mode absolute

[RouterB-keychain] receive—tolerance 100

[RouterB-keychain] key-id 1

[RouterB-keychain—keyid-1] algorithm md5

[RouterB-keychain—keyid-1] key—string plain hello

[RouterB-keychain—keyid-1] send-time utc 14:40 2008-10-10 to 14:50 2008-10-10
[RouterB-keychain—keyid-1] receive-time utc 14:30 2008-10-10 to 14:50 2008-10-10
[RouterB-keychain—keyid-1] quit

# lio B RIP FEATNRE,

[RouterB] interface gigabitethernet 0/0/1

[RouterB-GigabitEthernet0/0/1] ip address 192.168.1.2 24
[RouterB-GigabitEthernet0/0/1] rip authentication—mode md5 nonstandard keychain huawei
[RouterB-GigabitEthernet0/0/1] quit

s

e & 32

® RouterA MJHt &

#
sysname RouterA
#
interface GigabitEthernet0/0/1
ip address 192.168.1.1 255.255.255.0
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10 Keychain Fit &

rip authentication—mode md5 nonstandard keychain huawei
#
keychain huawei mode absolute
receive-tolerance 100
key-id 1
algorithm md5
key-string plain hello
send-time utc 14:40 2008-10-10 to 14:50 2008-10-10
receive—time utc 14:30 2008-10-10 to 14:50 2008-10-10
#
return

® RouterB HHL & A1

#
sysname RouterB
#
interface GigabitEthernet0/0/1
ip address 192.168. 1.2 255.255.255.0
rip authentication—-mode md5 nonstandard keychain huawei
#
keychain huawei mode absolute
receive—tolerance 100
key-id 1
algorithm md5
key-string plain hello
send-time utc 14:40 2008-10-10 to 14:50 2008-10-10
receive—time utc 14:30 2008-10-10 to 14:50 2008-10-10
#
return

10.4.2 Bt & TCP W ZF R Keychain A ER]

GRS

BERR

iR

1 10-2 Jfi7s, {E RouterA Fil RouterB _FHC'E BGP Fl Keychain TAilE. Router 2 [A]2R H

BGP.

10-2 Keychain 2B

GEO0/0/1 GEO0/0/1
= 192.168.1.1/24 192.168.1.2/24 ==
R R
RouterA RouterB

K F AL E Keychain TAIE:

1. Ad'E Keychain FI3EATNRE
2. B Router KA Keychain IAiF BGP.

N FERR R E S, A Hdl

® Keychain #F§
® key-id
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BRIESTR

FE2

Bo &

FE IR FFF
HILFIRIN 7]

Feles It 1)

TCP ZEHU{E A tep-algorithm-id

fic# RouterA.
# liL & Keychain WAIE

<{RouterA> system-view

[RouterA] interface gigabitethernet 0/0/1
[RouterA-GigabitEthernet0/0/1] ip address 192.168.1.1 24
[RouterA-GigabitEthernet0/0/1] quit

[RouterA] bgp 1

[RouterA-bgp] router—-id 1.1.1.1

[RouterA-bgp] peer 192.168. 1.2 as—number 1

[RouterA-bgp] peer 192.168. 1.2 keychain huawei
[RouterA-bgp] quit

# it & keychain.

[RouterA] keychain huawei mode absolute
[RouterA-keychain] tcp—kind 182
[RouterA-keychain] tcp-algorithm—id md5 17
[RouterA-keychain] receive—tolerance 100
[RouterA-keychain] key-id 1
[RouterA-keychain—keyid-1] algorithm md5
[RouterA-keychain—keyid-1] key-string plain hello

[RouterA-keychain-keyid-1] send-time utc 14:40 2008-10-10 to 14:50 2008-10-10
[RouterA-keychain—keyid-1] receive-time utc 14:30 2008-10-10 to 14:50 2008-10-10

fii & RouterB.
# it & Keychain TAUE.

[RouterB] interface gigabitethernet 0/0/1
[RouterB-GigabitEthernet0/0/1] ip address 192.168.1.2 24
[RouterB-GigabitEthernet0/0/1] quit

[RouterB] bgp 1

[RouterB-bgp] router-id 2.2.2.2

[RouterB-bgp] peer 192.168.1.1 as—number 1

[RouterB-bgp] peer 192.168. 1.1 keychain huawei
[RouterB-bgp] quit

# L & Keychain.

[RouterB] keychain huawei mode absolute
[RouterB-keychain] tcp-kind 182
[RouterB-keychain] tcp-algorithm-id md5 17
[RouterB-keychain] receive—tolerance 100
[RouterB-keychain] key-id 1
[RouterB-keychain—keyid-1] algorithm md5
[RouterB-keychain—keyid-1] key-string plain hello

[RouterB-keychain—keyid-1] send-time utc 14:40 2008-10-10 to 14:50 2008-10-10
[RouterB-keychain—keyid-1] receive-time utc 14:30 2008-10-10 to 14:50 2008-10-10

TR

® # RouterA Mfid & L
#
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sysname RouterA
#
interface GigabitEthernet0/0/1
ip address .192.168. 1.1 255.255.255.0
#
bgp 1
router—id 1.1.1.1
peer 192.168. 1.2 as—number 1
peer 192.168. 1.2 keychain huawei
#
keychain huawei mode absolute
tep—kind 182
tep—algorithm—id md5 17
receive-tolerance 100
key-id 1
algorithm md5
key-string plain hello
send—time utc 14:40 2008-10-10 to 14:50 2008-10-10
receive—time utc 14:30 2008-10-10 to 14:50 2008-10-10
#
return

® #Router B [\ E 4

#
sysname RouterB
#
interface GigabitEthernet0/0/1
ip address 192.168. 1.2 255.255.255.0
#
bgp 1
router—id 2.2.2.2
peer 192.168.1.1 as—number 1
peer 192.168.1.1 keychain huawei
#
keychain huawei mode absolute
tep—kind 182
tep—algorithm—id md5 17
receive—tolerance 100
key—id 1
algorithm md5
key-string plain hello
send—time utc 14:40 2008-10-10 to 14:50 2008-10-10
receive—time utc 14:30 2008-10-10 to 14:50 2008-10-10

#
return
SCRSRRAS 04 (2012-01-06) Sy LA TR (5 S 191

WU © HE B A AT A 7



	前  言
	目  录
	1 ACL配置
	1.1 ACL概述
	1.2 AR1200支持的ACL特性
	1.3 配置基本ACL
	1.3.1 建立配置任务
	1.3.2 （可选）创建基本ACL的生效时间段
	1.3.3 创建基本ACL
	1.3.4 配置基本ACL的规则
	1.3.5 应用基本ACL
	1.3.6 检查配置结果

	1.4 配置高级ACL
	1.4.1 建立配置任务
	1.4.2 （可选）创建高级ACL生效时间段
	1.4.3 创建高级ACL
	1.4.4 配置高级ACL的规则
	1.4.5 应用高级ACL
	1.4.6 检查配置结果

	1.5 配置二层ACL
	1.5.1 建立配置任务
	1.5.2 （可选）创建二层ACL生效时间段
	1.5.3 创建二层ACL
	1.5.4 配置二层ACL的规则
	1.5.5 应用二层ACL
	1.5.6 检查配置结果

	1.6 配置举例
	1.6.1 应用基本ACL配置FTP服务器访问权限示例
	1.6.2 应用高级ACL配置防火墙示例
	1.6.3 应用二层ACL（命名型）配置复杂流分类示例


	2 本机防攻击配置
	2.1 本机防攻击概述
	2.2 AR1200支持的本机防攻击特性
	2.3 配置攻击溯源
	2.4 配置CPU防攻击
	2.4.1 建立配置任务
	2.4.2 创建防攻击策略
	2.4.3 （可选）配置黑名单
	2.4.4 （可选）配置速率限制
	2.4.5 （可选）配置协议优先级
	2.4.6 （可选）配置统一限速
	2.4.7 （可选）配置动态链路保护功能限制速率
	2.4.8 应用防攻击策略
	2.4.9 检查配置结果

	2.5 维护防攻击策略
	2.5.1 清除上送CPU报文的统计信息
	2.5.2 清除攻击源信息

	2.6 配置举例
	2.6.1 配置本机防攻击示例


	3 流量抑制配置
	3.1 流量抑制概述
	3.2 AR1200支持的流量抑制特性
	3.3 配置流量抑制
	3.3.1 建立配置任务
	3.3.2 配置接口的流量抑制
	3.3.3 检查配置结果

	3.4 配置举例
	3.4.1 配置以字节模式进行流量抑制示例
	3.4.2 配置以包模式进行流量抑制示例


	4 ARP安全配置
	4.1 ARP安全概述
	4.2 AR1200支持的ARP安全特性
	4.3 配置ARP表项限制
	4.3.1 建立配置任务
	4.3.2 配置严格学习ARP表项
	4.3.3 配置基于接口的ARP表项限制
	4.3.4 检查配置结果

	4.4 配置ARP防攻击
	4.4.1 建立配置任务
	4.4.2 配置防止ARP地址欺骗
	4.4.3 配置防止ARP网关冲突
	4.4.4 配置发送免费ARP报文
	4.4.5 检查配置结果

	4.5 配置ARP抑制
	4.5.1 建立配置任务
	4.5.2 配置ARP报文源IP抑制
	4.5.3 配置ARP报文速率抑制
	4.5.4 配置ARP Miss消息源IP抑制
	4.5.5 配置ARP Miss消息速率抑制
	4.5.6 配置临时ARP表项的老化时间
	4.5.7 （可选）配置Super VLAN的VLANIF接口下ARP报文速率抑制
	4.5.8 检查配置结果

	4.6 维护ARP安全
	4.6.1 查看ARP报文统计信息
	4.6.2 清除ARP报文统计信息
	4.6.3 清除ARP丢弃报文计数

	4.7 配置举例
	4.7.1 配置ARP安全功能示例


	5 ICMP安全配置
	5.1 ICMP安全概述
	5.2 AR1200支持的ICMP安全特性
	5.3 配置ICMP报文限速
	5.4 配置丢弃ICMP报文
	5.4.1 建立配置任务
	5.4.2 配置丢弃TTL=1的ICMP报文
	5.4.3 配置丢弃带选项的ICMP报文
	5.4.4 配置丢弃目的不可达的ICMP报文
	5.4.5 检查配置结果

	5.5 配置不响应目的不可达报文
	5.6 维护ICMP安全
	5.6.1 监控ICMP运行状况

	5.7 配置举例
	5.7.1 配置不响应主机不可达报文示例
	5.7.2 通过丢弃某种ICMP报文优化系统性能示例


	6 IP源防攻击配置
	6.1 IP源防攻击概述
	6.2 AR1200支持的IP源防攻击特性
	6.3 配置URPF
	6.4 配置举例
	6.4.1 配置URPF功能示例


	7 NAC配置
	7.1 NAC概述
	7.2 AR1200支持的NAC特性
	7.3 配置802.1x认证
	7.3.1 建立配置任务
	7.3.2 使能全局802.1x认证功能
	7.3.3 使能接口802.1x认证功能
	7.3.4 （可选）使能MAC旁路认证功能
	7.3.5 （可选）配置802.1x的认证方式
	7.3.6 （可选）配置接口接入控制方式
	7.3.7 （可选）配置接口授权状态
	7.3.8 （可选）配置接口允许接入的最大用户数量
	7.3.9 （可选）配置允许DHCP报文触发认证
	7.3.10 （可选）配置802.1x定时器
	7.3.11 （可选）配置定时静默功能
	7.3.12 （可选）配置802.1x重认证
	7.3.13 （可选）配置802.1x认证的Guest VLAN
	7.3.14 （可选）配置802.1x认证的Restrict VLAN
	7.3.15 （可选）配置在线用户握手功能
	7.3.16 （可选）配置向用户发送认证请求的最大次数
	7.3.17 检查配置结果

	7.4 配置MAC认证
	7.4.1 建立配置任务
	7.4.2 使能全局MAC认证功能
	7.4.3 使能接口的MAC认证功能
	7.4.4 （可选）配置MAC认证的用户名格式
	7.4.5 （可选）配置MAC认证的域
	7.4.6 （可选）配置MAC认证定时器
	7.4.7 （可选）配置MAC认证用户的最大数量
	7.4.8 （可选）对指定MAC地址进行重认证
	7.4.9 检查配置结果

	7.5 维护NAC
	7.5.1 清除802.1x认证的统计信息
	7.5.2 清除MAC认证的统计信息

	7.6 配置举例
	7.6.1 配置802.1x认证示例
	7.6.2 配置MAC认证示例


	8 AAA配置
	8.1 AAA概述
	8.2 AR1200支持的AAA特性
	8.3 配置采用本地方式进行认证和授权
	8.3.1 建立配置任务
	8.3.2 配置本地用户
	8.3.3 配置认证和授权方案
	8.3.4 配置域
	8.3.5 检查配置结果

	8.4 配置采用RADIUS方式进行认证、授权和计费
	8.4.1 建立配置任务
	8.4.2 配置AAA方案
	8.4.3 配置RADIUS服务器模板
	8.4.4 配置域
	8.4.5 检查配置结果

	8.5 配置采用HWTACACS方式进行认证、授权、计费
	8.5.1 建立配置任务
	8.5.2 配置AAA方案
	8.5.3 配置HWTACACS服务器模板
	8.5.4 配置域
	8.5.5 检查配置结果

	8.6 维护AAA
	8.6.1 清除统计信息

	8.7 配置举例
	8.7.1 配置采用RADIUS协议进行认证、计费和授权示例
	8.7.2 配置采用HWTACACS协议进行认证、计费和授权示例


	9 防火墙配置
	9.1 防火墙概述
	9.2 AR1200支持的防火墙特性
	9.3 配置安全域
	9.3.1 建立配置任务
	9.3.2 创建安全域
	9.3.3 配置接口加入安全域
	9.3.4 创建安全域间
	9.3.5 在安全域间使能防火墙功能
	9.3.6 检查配置结果

	9.4 配置包过滤防火墙
	9.4.1 建立配置任务
	9.4.2 在安全域间配置ACL包过滤
	9.4.3 检查配置结果

	9.5 配置黑名单
	9.5.1 建立配置任务
	9.5.2 使能黑名单
	9.5.3 配置黑名单表项（手工单条配置）
	9.5.4 加载配置文件批量配置黑白名单
	9.5.5 检查配置结果

	9.6 配置白名单
	9.6.1 建立配置任务
	9.6.2 配置白名单表项（单条配置）
	9.6.3 加载配置文件批量配置黑白名单
	9.6.4 检查配置结果

	9.7 配置ASPF
	9.7.1 建立配置任务
	9.7.2 配置ASPF检测功能
	9.7.3 检查配置结果

	9.8 配置端口映射
	9.8.1 建立配置任务
	9.8.2 配置端口映射
	9.8.3 检查配置结果

	9.9 配置防火墙会话表老化时间
	9.9.1 建立配置任务
	9.9.2 配置防火墙会话表老化时间
	9.9.3 检查配置结果

	9.10 配置攻击防范
	9.10.1 建立配置任务
	9.10.2 使能攻击防范
	9.10.3 配置flood类攻击防范参数
	9.10.4 配置对超大ICMP报文的攻击防范
	9.10.5 配置扫描类攻击防范参数
	9.10.6 检查配置结果

	9.11 配置流量统计和监控
	9.11.1 建立配置任务
	9.11.2 使能流量统计和监控功能
	9.11.3 配置流量统计和监控的会话数阈值
	9.11.4 检查配置结果

	9.12 配置日志输出
	9.12.1 建立配置任务
	9.12.2 使能防火墙日志功能
	9.12.3 配置日志其他参数
	9.12.4 检查配置结果

	9.13 维护防火墙
	9.13.1 显示防火墙配置
	9.13.2 清除防火墙统计信息

	9.14 配置示例
	9.14.1 配置ACL包过滤防火墙典型示例
	9.14.2 配置ASPF和端口映射示例
	9.14.3 配置黑名单示例


	10 Keychain配置
	10.1 Keychain配置简介
	10.1.1 Keychain概述
	10.1.2 AR1200支持的Keychain特性

	10.2 配置Keychain的基本功能
	10.2.1 建立配置任务
	10.2.2 创建Keychain
	10.2.3 配置Keychain的接收容忍时间
	10.2.4 配置key-id
	10.2.5 配置key-id的密码字
	10.2.6 配置key-id的认证算法
	10.2.7 配置缺省发送key-id
	10.2.8 配置key-id的发送时间
	10.2.9 配置key-id的接收时间
	10.2.10 检查配置结果

	10.3 配置TCP认证参数
	10.3.1 建立配置任务
	10.3.2 配置Keychain的TCP类型
	10.3.3 配置Keychain的TCP认证算法ID
	10.3.4 检查配置结果

	10.4 配置举例
	10.4.1 配置非TCP应用的Keychain认证示例
	10.4.2 配置TCP应用程序的Keychain认证示例



