Huawei AR1200 &%)l BE ==
V200R001C01

fcE {5 -WLAN

X#EhRA 03
ZfHH 2012-01-06

S

B ARGRAT HUAWeEI



BT © HAEAREMRAT 2012, RE—TIA.
AREA AT BMVFR], AT RN NATHE AT REASOR AR 8, ARG LUEMB L4k .

T b 7
Q) o e
noawel AN LA A g T BR34) g HE R F AR BR 23 B I T
A RYEE M P AR BT AR e E M R AR, A BB AT .

EE
TR SRR 7= AR5 B S5 I 52 4k 28 W] B A TRV R sk I 20 TR, AR SRS PR (1 A3 sl o 7 iy IR S5 X

P AT BEAERS I S B HVE I 2 W o BRARS R S5 A58, o0 A RN AR SORS P9 A ] B 73 BEER 7 1) 75
W B ORI

17 S AT R BRI, A SO R AN EIREAT BB BRARSIATLAE, AU TR T, A
PP RRE A5 B AT BN BAT AT W 7R B s g 4R R

ENTARA A F]

Hudik: I e i DX 3 A8 Ky s B A A B W% : 518129
[ZIRE http://www.huawei.com

RS HEAE:  support@huawei.com
= PRE HIE: 4008302118

SCRERRAS 03 (2012-01-06) Sy LA R 5 :
LT © N BARA R 7


http://www.huawei.com
mailto:support@huawei.com

Huawei AR1200 51V H o5
e & 45 P -WLAN

=
il

—t

i

IREXR

ARG T AR1200 H WLAN FOFEARMES . AEAN R ] 4 55 rh A B R AN T 4

Bl

ACRERAE T WLAN B & 7725
ATCRY 3 EE AT LR TR

® Nl E TR
® N AR

® WLl TR
® ALYy TN

3
Jj0
s
al

FEARSCH A RER BN SR s, ENMIFHARRIN S X T,

AR

prp
A i

CAAHR S TT U6 (0 SRR AT i S AR S, WA e
ey PR GSET ™ E A

PAAKR S TR (1 SCAZR S AT S SR S e, R
AREEEG, PR EON R R A

=
PAAR TR 0 SCA R ARAT AL AR, W R ALK L85
EE A, FREEBLA A Bl R B TERERAREA

CIRUESIOEAE

PLASHR & TT AR 1) SCAS RE 75 Bh 145 it e AN ) Rl 44 145 114)
B TR]

DAASHR S TTAR 0 SCAE IESCRIBEINAS &, 2R I 3 o
AN TE o

SCRHRRAS 03 (2012-01-06)

LR AE R ii
AT © AR IR A+



Huawei AR1200 F 514k % e

BCE 5 H-WLAN .
wITIRNAE
%3 BEX
Lik AT KRB (AP ORFFAAS L 2 IR R ) R
B AR
FHE AT S (i T 25 i S bR E AT BAR I B 20D R
PRI
[] oI “117 FEEA A E 23 5 iy 4 WO B IR 2 AT B
{x[yl..} R NPT B A LI I
[x|y]..] BN NS B A I R B A Bl ANk
(x]yl|..}" BRI B IEIPIEIRZAS, DIER—4, &%
MEHUT A 10
[x|y|..]" R NI B A LI I Al ANk
&<1-n> RO &ATI S HT RS 1 ~n K.
# H “#” TR IAT RN IERAT .
EORSATE

AT B G 5 O], JF AR B LS BAT IS 5 (R4 1, Sepefi i
il DL AP AR IR 1 G 5

BiTic %

Bl BT RERCCR R B fsoBTRRCAS 19 SRS 05 LRI B A SCRS RRCAS PR 5087 A

o
SCHERRAS 03 (2012-01-06)

AR FRRA 02 (2011-11-27) A4k R

B

® 1.45WE WLAN R&£&

SCHERR A 02 (2011-11-27)
FHRETF AR 01 (2011-08-15) 284041 R
1B

® 1.6.1 it'® WLAN E A& R~

CRYFR A 03 (2012-01-06) ey LA R (5 S iii
WRALFTE © H b H AR A R 2 7



Huawei AR1200 414V % d1 2
e & 45 P -WLAN

SCHERRZ 01 (2011-08-15)
IR A

SCRHRRAS 03 (2012-01-06)

LR AE R
AT © AR IR A+

v



Huawei AR1200 R 414V % iy 4%
Ao B A F-WLAN H 3

BT B veeeveeeseeesseesesessasessssesssestasestassstossssassssssasessasessasessasestasestasestasentesessessssssssessntessnsesssessnsessnsesssente ii
T WLAN MVZETIT B c.eeeerererereeesesesesesesesesensssssesesssesesesssesesessssssssssssesssssssssssssssessnsssnsssssnsessesesssesesens 1
11 WELAN MEZETEITN e 2

1.2 AR1200 SZFFHT WLAN BEETE ..o 3

L3 BB WLAN B Aottt 4

L3 L B T I a0 ettt 4

1.3.2 TR B IHATET QOS FEIME ...t 5

133 PR B AIRR ......ooeoeeeeeeeeeee et 6

1.3.4 ZEEFHI BB TE BFIREAI ... oo 7

1.3.5 CHJIE) B AP HI B TR T T oottt 8

13,6 AT TIL B 5 T oot 8

LA TR T WLAN MV Z5 ottt 9

L L B T I T AT 05 ettt ettt 9

142 LB WLAN-BSS 5 1 oottt 10

143 BB T RN G ATTME .o 10

144 BT EEAER oot 12

145 B E WELAN G5 ooeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseeeeeeeeeeeeeeeeeeeeneseeeeeseenens 14

L6 T VAP ..ottt 14

LA 7 BT T A oottt 15

LS AT e 15

151 B2 AP 15

L TIE LM .ottt 16

1.6.1 BEE WLAN FEANVZE TR ..o 16

2 WLAN AT B oevueveereeresresssssessessssssssessesssssssssssssessssssssssessssssssssessessesssssssessessesssssssessssssessssans 20
2.1 WELAN ZZ AT oot 21

2.2 AR1200 FEFIH WLAN ZEAEFVE oo 22

2.3 PC B TR AL AT TG ..ottt 23

DA T T STA BB FT BBl 26

25 T TR TR oo 28

2.5 1 LB BENZE A TG IME G T I oot 28
BWLAN QOS TIE B ...ccereeeereerereereresseressersesessssessssessessssssessessssessssessssessssesssessssssssessssessssessesessesenassens 35
3.1 WLAN QOS A1 et 36
CRAIRA 03 (2012-01-06) BRI E v

WU © HE B A AT A 7



Huawei AR1200 414V % d1 2

e & 45 P -WLAN H 3
3.2 AR1200 SZEFH WLAN QOS HEE ..ot 36
3.3 B S ITET QOS TG .ottt 37
3ATEE VAP ] QOS TEME ..ot 39
B T B T ettt 41
3.5.1 FiL B WLAN QOS SIS RNV 5 TR ..ot 41

CRYFRAS 03 (2012-01-06) LA RS B vi

LT © N BARA R 7



Huawei AR1200 R 414V % iy 4%
it B 45 F-WLAN 1 WLAN V451t &

1 WLAN M & &

XTARE

4 AP A IR 7 WLAN k55 iC E i e .

1.1 WLAN L4

1.2 AR1200 SZ#£ 1) WLAN #$51%

ARI1200 SZFFRF AT WLAN B4 . WLAN H P N 248 PR WLAN QoS &
H,

1.3 fil & WLAN 545

WLAN Rl ICZ S5k A B, HCZ a4 (5 1 kA s . o 7144
WEANFE R e AR DS, W5 B AT WLAN S A0 AH DS

1.4 Bit & WLAN V5%

AP IEH TAEJG, AP M4 VAP S50 & He 4t 1 AR k55
1.5 4

LR AL AP

1.6 Bc & 2541

SCRYRAS 03 (2012-01-06) Sl A RS B
WAL T A © M BARAT B2 )



Huawei AR1200 414V % d1 2

fid B 5 -WLAN 1 WLAN V451 &
1.1 WLAN M & &4
WLAN #EiR

WLAN(Wireless Local Area Network)J5 2k Rtk /9 2+ v %Qfﬁ%ﬁ*%ﬁ‘ﬁmﬁﬁﬁ
WALk, 4 n DB AR A A S PR AL 2 I I 2 AR 2R e PRI JC e B AR SR
RN LUK HAR o 3E@EF%fKF]Zﬁﬂﬁﬁﬁ*?ﬁﬁf%;rﬁﬁﬁffﬁI_TLH%%ﬁ*%ifﬁiiﬁfﬁVﬂéﬁiﬁig
R, TR JCE My SRR, AT Y 4 b R e o (R RS Bl B N R TG o AR 2211
AEAENTT AL, oL sl 1R )0 B A SRR 5, HESP I BACIC I, — U e
TN B AN N Rl T A VT 7 i A A AR b DX Rk Y 4%

WLAN DUCE 2 IR B A A s sy, AU AR e s s 1L, SEBAL GiAy 2 Jn 114
FIDfiE. WLAN $ARBUE Cge 2 MM IHER 551X, K5, g, S AKX

WLAN 4HM Rz

WLAN RGAEE M LL ARG, RS A TR EAER M4, HAEH
A D I T2k Ty SR A B2

WLAN(H: AP)ZH A B 1-1 TR

RADIUS IR %% 2%

B 1-1 B AP B4R

WLAN W 7

W RAT Il

AP TERfFIEE P STA FENZAHH AP #54]. AP it AR1200 7&K+,
SCRSRRAS 03 (2012-01-06) 1l B A TR B 2

LT © N BARA R 7



Huawei AR1200 Z 414V % iy 4%
it B 45 F-WLAN 1 WLAN V451t &

WLAN % SKH 4 h S — W i SNMP 85 TR069 TEFEEF I A
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1. LRk 24 AP E #H%i% BEACON i, o2k &t Eff M i £ 4> 15
% KR BEACON Iij5, #EF—EG AP /E A WLAN A% %o

2. kZumfriEid AP 1 802.11 #EMIAIEJG, AIEKECERZ AP, AP YLE 2 o
ML inN .

3. &N ITUIR ST 802.1x TAIIE, 5 AP A RHC R,

WLAN EA#EX
® STA (i)
WA I WK1 PC i fi 45 204 0 A F fi 55 2% g
® AP (Access Point, A i)
AP $RALJCE: 2 21 s 0 AL DI RE, (R Jo8k 2 5 ISk JRe M 2 TH) idEAT o 4 31
LA 2 B o Z i
® SSID

SSID (Service Set Identifier, JR5SZH-AIRMIE) , Jogk & vl LLAGHH A M 4%,
SR G I PERR 1) SSID F2 NN 8 To 2 4%

® LN
T A T TAETCEH 7 A A 5 . WLAN RG] TCEe S Bt b e
e

® k%4 (Service-Set)

M55 WLAN ML S50 S, H T LSRG E 2 MRS, ARE R Hghe
2 AP NG, SEEL WLAN PS5 PR it B AR % .

® VAP (virtual Access Point, FERIEEN )

VAP /& AP _EHNV S IhRESEAR . F P AT BALE AP (BN BB ) VAP, 18
ok AP TR 2SR RS 4E, winl LLEJEE VAP,
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.
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AR1200 Y FFIE LA WMM Fb, i BB EIE T QoS #iil.

WLAN W i & iRz

WLAN V45 (I BC B L B 1-2 Fros, wT Ak 3 Mgy
1. HECE AP [R5

2. MCHE AP MRS

3. Mfi® VAP, A& WLAN R4

& 1-2 WLAN A SR B R TE
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SRR [T 0/04% 10 TEAPH
1. P A A 3. fitsgvAp | WLANJRZS
1.3 it & WLAN 539

WLAN REGH I TCL s B A A o, RSl ad 48 A F kA4t . b 74
TR R R R BN IRS  BEAT WLAN UIRTUINEEPSUE R

1.3.1 BB EES
TERC & WLAN SIET T fi# WLAN SRR N IS . A B AT 55 A 5 o
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Gt ST S AR S HOHA T E . WMM B B 5 75 40 5 2SR, BEZRE
SEPRASARO N, ] 2 S e

HEESH
{EFECE WLAN SR, 7556 EL F AR5
® WLAN FEADIRECAM E e, HEES I 1.4 BEE WLAN W%
RiEkEE
7RG WLAN S0 /7, i e LU 2l
Fs K=
1 WMM R AFR (k) WMM iR 1D
2 (A[3%) WMM EDCA Client: AIFSN (25 PN 25EAF

£) . ECWmin il ECWmax (/N GBI H])D
TXOPLimit v {518 KD

3 (Ali%) WMM EDCA AP: AIFSN (FFHZARHK) |
ECWmin 1 ECWmax (H/Nx JGBEEFTR])
TXOPLimit (/5 {5 + ack-policy (ACK

W)

4 SR 4R (AT SPBTBLHR 1D

5 APID. S ID. S5 iS5 STHENT 4 R/ s 45 1D

6 k) SHEB RO AN, I AP 31D, 5N
e ]

1.3.2 B EST50RY QoS TRE

FiC B AMN QoS Hels, $RAARI RGBS AT RES ), SCIUAN IR M55 i

de = o gy
B=RIao

He B A QoS Heg, LA WMM B, SRJ5H WMM B SR 5E BI5 SIAR .
BRIESE

$B1 P72 system-view, N RGIE.
P2 PATH4 wlan, JEAN WLAN #LE .
P 3 1714 wmm-profile { id profile-id | name profile-name } *, HC'H WMM B

WMM BB S J5, BN 2508 F I & Bl . (8 fir% display wmm-
profile { all | id profile-id | name profile-name }, x4 WMM AL E 1945 D 1

#Ad WMM B “wp” , BITATRCE R B

[Huawei-wlan-view] display wmm—profile name wp
Profile ID : 2
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Profile name T wp
WMM switch . enable
Client EDCA parameters:

ECWmax ECWmin AIFSN TXOPLimit

AC VO 3 2 2 47
AC VI 4 3 2 94
AC_BE 10 4 3 0
AC_BK 10 4 7 0

AP EDCA parameters:

ECWmax ECWmin AIFSN TXOPLimit Ack-Policy

AC VO 3 2 1 47 normal

AC VI 4 3 1 94 normal

AC BE 6 4 3 0 normal

AC BK 10 4 7 0 normal
[ARVY

HibAe AP Z R XA R &R, B & RFHERLELKRI. HT LIRERIESF RE AF
MRS, BAVEHIRRIGE T 4 MR L%, BRG] & RZEGIE TR —H,
AR RINT 69 4 AR Fa kR BORF 58 . AC_VOGER) > AC_VIFLIR) > AC_BE(K 1 f ) >
AC BK(#%).

VI AN SR ZR NS 69 4 8 SRR T S R 4ot 6, T AR i RS BOR AR IR, X e AR
# EDCA #%#(Enhanced Distributed Channel Access). @.3& AIFSN ( arbitration inter Frame spacing
number f¥ M A FR4% ) .« ECWmin ( exponetn form of CWmin /) %% 9 454 X ) . ECWmax
(exponent form of CWmax & X 3% & & 484 X). TXOPlimit ( transmission opportunity limit 4%
HUAFEAH] ) AR ack-policy (ACK &%) .

® AIFSN: WMM 413f RE| AC 7T vABL B RF) 692 IR0, AIFSN SfaAk, AP a2
AR E AR

® ECWmin fo ECWmax: ZAAKAARZ T FH)REE (A, HAMK, AP 09-FHREHE
AR,

® TXOPLimit: i P —KEE MG, TEARFENRKEK, EANFMAHAKR, AL —KEEER
Wi E R KRR, wR20, NEREAFHEE, RERE—MRL,

® ack-policy: A normal ack(FZ £°)F= no ack(A~ KL 2°) Pt 5wk, &4 4 noraml ack.

SR HER SRR R o b A HELERAA, ARTEE, YT AREXTFRE
TRRFAN A, AXSH 0L E N PR o] TR, R RRB LT F 3
1218, Frs KRR,

$B4 (%) $ATH74 wmm edca client { ac-vo | ac-vi | ac-be | ac-bk } { aifsn aifsn-value | ecw
ecwmin ecwmin-value eewmax ecwmax-value | txoplimit txoplimit-value } *, Wc & 3 1 DY
4~ WMM BASI ) EDCA 240

S5 (A[iE) $ATHr2 wmm edca ap { ac-vo | ac-vi | ac-be | ac-bk } { aifsn aifsn-value | ecw
ecwmin ecwmin-value ecwmax ecwmax-value | txoplimit txoplimit-value | ack-policy
{ normal | noack } } *, FE AP _[PU4~ WMM BA%I ) EDCA Z4(.

B

1.3.3 B & 51 SRR

SRIRURSERS T DAME BRI L S AR L ST S UE R SEE WMM
BAR, HRATIRE T WMM B (1 S BREAR A ] LS SR o

BRIESR

S HATHr 2 system-view, N RGWIE.
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SE2 HATS wlan, FEA WLAN #LE .
$B3 1T 4 radio-profile { id profile-id | name profile-name } *, e & SR o
SRS B D I, AR N I 2 48038 A Bl c Bk BRI .

PUT 4 display radio-profile { all | id profile-id | name profile-name }, % S AR AL

B TUR
[Huawei-wlan-radio—prof-radio—profile-1] display radio—profile name radio—profil
e-1

Profile ID 01

Profile name :radio—profile-1

Radio type :802. 11b/g

Rate mode rauto

Rate (Mbps) 154

Channel mode rauto

Power mode rauto

Calibrate interval (min) 1720

PER threshold (%) 130

Conflict rate threshold (%) 160

RTS/CTS threshold (Byte) 12347

Fragmentation threshold(Byte) 12346

Short retry number limit 7

Long retry number limit 4

Support short preamble :support

DTIM interval (Beacon interval numbers):3

Beacon interval (time unit) 11000

WMM profile ID -
WMM profile name -

PS4 (k) T4 radio-type { 80211gn | 80211b | 80211bg | 80211bgn | 80211g | 80211n },
TC S ABUABEARE (1) S AT 2

UIRIBE T %M R SIS SCRPB B SR SIS, i 2o RIK.

FBS5 (i) HATHr 2 rate auto max-rate rate-value { rate_1 | rate 2| rate_5 5| rate 6 |
rate 9 |rate 11 |rate 12| rate 18| rate 22 | rate 24 | rate 33 | rate_36 | rate_48 |
rate_54 }, WCESIUSNRAIEESHL.

FE6 (H[iE) HATHT2 power-mode { auto | fixed }, i & 5 AR 11 T HFAHE

FATHOL T, DR “auto” , BURHIRAENS MR SN A5G A sk £ Gl i et
1T, EHMRE.

SB7 (i) #ATHr4 channel-mode { auto | fixed }, it & S AR (115 8 A 2

FATOL T, (FIERAN “auto” , BUFHIRENS MR SN HUAEE A sk $6— GG 115 E
BEAT AR, o T dRE .

S8 T2 wmm-profile { id profile-id | name profile-name } , J3 5 AR L 2 WMM #
.

(1 ssem
RAHET WMM B A SRABAR A 7T ARSI G2

s

1.3.4 7E 5935 L 4B 7E 5 545 AR

A FEESTIGRE SRR, 05 R e, SRR 2 Ko BT B S i o
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RIESR
FB1 HATI 2 system-view, ARG
HE 2 AT 2 interface wlan-radio 0/0/0 , I ANSTHAME .
FI 3 AT 2 radio-profile { id profile-id | name profile-name }, 4T85 %€ HANGE 7€ S AR o
B

1.3.5 (k) BE AP 51 &R e
SN

AP [P IR PR R BT E L AR D ARG IR L .

db = 2 g

B>XIlao
) WLAN MZ5H ) AP Wes 0%, sl Bana ) () FH S 2t 17 26 FR 0, AP 23 JE I PEAS
WP 28 H o 15 A 7 o R A AE IR T A 1E

BRIESE

$B1 AT S system-view, ARG .

$E2 474 wlan, BEA WLAN #L& .

$IE 3 #4712 radio-profile { id profile-id | name profile-name } *, W & SRR .
SR B T JG, BAR Y (K2 508 B S mC Sk A (E

T4 PJT42 channel-mode auto, [l E +5 & S WA M5 ER U B, IXFE AP GE
AR I SRS 2 Bk B N A E M EEIH TR, oW e E.
7E WLAN Wiz 47 0], AP 2 E YD 5 25855, DLUAIR & 75 38 AP {50 BL A
il 4% AP {518

HEES5 AT A4 power-mode auto, T EIFE SIMB HHK DA B, XFE AP fig
AR I SE F 2k DG ERH T, BT e

& WLAN MZiz17 80, AP & MRS G B, AIWE 575 2R 4 AP (L4
&R, DL5gsfE 35 WLAN X i,

T 6 PUTHr4 calibrate-interval calibrate-interval, T & & & SHAAHR P (1) 5 52 E0R L5
M, Ja3h AP A SRR .

VDI F R D T AESEI R FE 7 Z IR TR AN T4 BCE ROL A ), R e
SULE RS I ) R S A, i SRAT S PSR U R 3 SR R A

—%R
1.3.6 BB ELER
WLAN SN E )5, I & H WLAN SRR OG1E B .
BRIESR
$BE1 AT 4 display wmm-profile { all | id profile-id | name profile-name }, 75 WMM Az
fFE.
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S 2 T2 display radio-profile { all | id profile-id | name profile-name , & SHIR(E

S 3 P T4 display binding radio-profile { id profile-id | name profile-name }, & +¥5 5
ARSI 20 7 R 2R

S 4 PUT1n4 display actual channel-power interface wlan-radio0/0/0, 775 77 SLFr 1518

GIBVIE S
HIE5 /T2 display radio config interface wlan-radio0/0/0, 2 HH A1 4 A lC E (5
B

1.4 B2 E WLAN A&

AP IEH TAEJA, AP IR VAP IS B B R ftas I ANF L 55

141 BB EES
LERCE WLAN VA AT T fifE WLAN VS5 N FHIASS . /B AT 45 FE s 4%
[z IR
F P ARGE N T2 7 s N LR M ZE I, 75 2000 S WLAN MP45. WLAN ME45 (e & i fe
2 0 1.2 AR1200 SZ#: ) WLAN 80— 1 “WLAN SR E R 4.
EES
LERC E WLAN VS 2 0, w55 bl F A5
® WLAN P&l S 5e i, HAKES L 1.3 iR E WLAN 5140
HiRHES
ZENCE WLAN ML 452 0, w e DU 3.
F5 iR
1 WLAN-BSS #% 45
2 GRS, (AR 2R ID. LR 2
TS, WEATAS A OB B A
® WEP JLEBHINIF: BFPE. HFHRT
® WPA/WPA2 28I E: %HE
® WAPI AIE: AC WHEPB UL AC IE AR & 1L
P ASU [FREB 3. ASU IRS- 231 1P Hiik
(nli%) BK SRk A A H e, (nfi&) MSK
FEHTRIBE . MSK B B4R SCEURT MSK 2 £] P i i S
EARRE (AJ3E) TR AR AR 58 ) i SC ) SR IR
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)
Jio

£ 6

3 MEARR AP (TR WERN ID.  (FiE) up-
map-8021p WL {E.  (W]ik) 8021p-map-up MHHE
(AT ) R ST PR

4 MRS 4 FR. (AT RSAE ID, 465 12 4Bt 4
FR/D. 4552 I3 SRR 4 F)/ID
5 B IRSELFAD.  (W1%E) WLAN 25|
1.4.2 Bt B WLAN-BSS 0

TeEMIET 802.11 R CHIE AP J&, 2t WLAN-BSS #2 D4R Ci% F WLAN M&54k
PEARERE . WLAN-BSS #2 1 a] DU & #0562 . 80 R FAE Ty NSS40

de B3 [

B 5&1I=I 56
WLAN-BSS J& —Fl LI 2810, LT Access RAVH — 2 LUKME O, AT )2
JEME, JETECE 2 R 2
it WLAN-BSS #: 15, T E8AEREE Mghw iz,

RIES R

FB1 HAT 2 system-view, ARG
HIE 2 HAT A2 interface wlan-bss wlan-bss-number, )7 WLAN-BSS #:11,

ST 3 PUT1r 4 { dotlx-authentication | mac-authentication } enable, it & WLAN-BSS %11~
AR 2.
(AL

0 RN ZAFEF WPA/WPA2 dotlx FAFE, S04 2 F AT dotlx-authentication
enable .

® JoR A AR KA WPA/WPA2 PSK FAGE, 7E#AT dotlx-authentication enable 474~,

® mac-authentication 2 44 WPA/WPA2 PSK #4425k A, B WLAN A @ L& /5, LdtiT
MAC A3E, H#E4T WPA/WPA2 PSK TAGE.

ST 4 PUT1r4 dotlx authentication-method { chap | pap | eap }, FCE dotlx HIIAUE T3,
BAAIEOUR, A chap IAUEJT 2
(10 s3em
dotlx #9iAiE7 X4 chap 34 pap 8, R X AFEF 5% 0 AT /£ guest-vlan F= restrict-vlan.

$EE5 (i) P72 dotlx authentication domain domain-name, T4t WLAN-BSS #: 0 I+
90E AAA T,

R

143 R ER FEARERER

B P 2 N WLAN [0 28401 1) 22 4 S
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e & 45 F-WLAN

1 WLAN V451t &

WLAN 3 N2 5650845 4 Fh, 205 WEP AIF. WPA TAE. WPA2 TAUEFT WAPI 1A

iIEO

FTIE1 PATW 2 system-view, FHEANRGAE .

T2 HITme
PB®3 PaTmL

.

%> wlan, A\ WLAN #1K&.

% security-profile { id profile-id | name profile-name } *, Wo & F RN 22 45

BB O 5, 2 e

® [T WEP: A5 Bl E A IR oA E Ty X+ %5 4H
® X T WPAL: SAEHLE A 802.1x+PEAP UwEﬁfUTKIP dm naJ7 1
® X[ WPA2: HRAICE K 802.1x+PEAP AilF 7 RACCMP #dfi in 2% 5 =
® NI T WAPL: L4 E A WAL AIF 5 R+WPT Bl hn s 5 .

B4 il E P AR
® WEP JF/LARSINIE

2.

AT T4 security-policy wep , Pt %4 5KIE N wep /73,

AT S wep authentication-method open-system [ data-encrypt |, fict &
WEP JF RS INIIE .

L WEP /\%uﬁﬁﬂtﬂﬂ

PUAT 4 security-policy wep , FC'E %45 A wep 7o
?;MT 7% wep authentication-method share-key, P& ] WEP L5238\

?}MT 74 wep key { wep-40 | wep-104 } { pass-phrase | hex } key-id key-value,
o WEP L= %4,

WEP-40 7 F: 10 /bl 5 4> ASCIL F4F; WEP-104 7730 F:
AN HERIELE 13 4> ASCI 74
AT A4 wep default-key key-id, Fic& WEP fif I ({150 & 5] .

WEP {JE PR LIRC & 4 4>, AEVAESCE I i g A, A s dr & ki
SEAL I — A5

® WPA/WPA2 AiIF

PAT A4 security-policy wpa , it & 2455 A wpa 77 3.
HUT 74 { wpa | wpa2 } authentication-method dotlx { peap | tls } encryption-
method { tkip | cemp }, Fit'E WPA/WPA2 i ] dotlx TAIIE 7 2CRAH N s T
it o
(AARET:
e RN L2 F % KK WPA/WPA2 dotlx FAIE, 56/ WLAN-BSS 41 FH#AT dotlx-
authentication enable .

PUAT A4 { wpa | wpa2 } authentication-method psk { pass-phrase | hex } key
encryption-method { tkip | cemp }, fC'E WPA/WPA2 i i 32854 ik J7 5K

AR (2 7 28
SCRAFEA 03 (2012-01-06) LA I 1 m
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®  WAPI i
1. #4742 security-policy wapi , HC'E %45 0E A wapi /720,
2. HUTM 4 wapi authentication-method { certificate | psk { pass-phrase | hex }
key }, WCE WAPLAE I IAETS 2o

WAPI FJIETT sSCRREE TR N TP = 28 g, 5 1] P e T it
PN, AL Y.

3.  HAT74 wapi import certificate { ap | asu | issuer } file-name file name, TN\
AP WUEF S AP UEFS A A UEH LS ASU HJUEH SCAF.

4. T4 wapi import private-key file-name file name, ‘5N AP R 1.

. AT 4 wapi asu ip ip-address, TLE ASU J45#511) IP Huhk.

6.  CHiE) AT Ty E WAPIL (24

- PUUTHr4 wapi { bk-threshold bk-threshold | bk-update-interval bk-
interval }, BLE BK SOBrEING. A H 70 .

BRATEHLT, BK HJEET ARG A 432008, ZEAF-HIE 70l 70%

- AT 74 wapi { msk-update-interval msk-interval | msk-update-packet msk-
packet | msk-retrans-count msk-count }, HC'E MSK HBralB%. MSK Bk
SCHCRT MSK 5 FH P 15 4 SC AL I
B L, MSK BB FE A 86400s, MSK BB SCAA 10000, MSK
B AR SCEALIRECA 3 IR

- $ATHr4 wapi cert-retrans-count cert-count, Tt IE TS IAUESE IR S EAL
V& i
BTN, EARKECK 3 K.

- #4774 wapi { usk | msk } key-update { disable | time-based | packet-
based | timepacket-based }, FCE WAPI [f] USK FI MSK (15 5 /5 =,

B oL, USK A MSK # AL FE T 1 ) 539

R

144 BEEBE REER
M B AR VAP IR IO Je e« IR A T R, G . (1 AR
FEGRE B RS
HRIETR
S JUTA 4 system-view, FHARGEHE.
$EE2 HAT@4 wlan, A WLAN #LE
$IE3 #4712 traffic-profile { name profile-name | id profile-id } *, BB .

TR BRI, B S B N 84 . AT T4 display traffic-profile { all |
id profile-id | name profile-name }, 7 75IJ&E M BCE -

#A A Traffic B “traffic-profile-17 4T & 1

[Huawei-wlan-view] display traffic—profile name traffic—profile-1
Profile ID 03
Profile name . traffic—profile-1
Client Limit Rate : 4294967295 Kbps (up)
1 4294967295 Kbps (down)

SCRAFEA 03 (2012-01-06) LA I 1 2
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VAP Limit Rate 4294967295 Kbps (up)
;4294967295 Kbps (down)
802. 1p Mapping Mode: mapping

User—priority 802.1p
0

N OO WD~ O
N O Ol W

802. 1p to User—priority Mapping List:

802. 1p User-priority
0

N OO WD O
~N O O W= W DN —

Tunnel priority(up) Mapping Mode:ToS(inner) to ToS (outer)

ToS (inner) ToS (outer)

N OO WD~ O
N OO WD O

Tunnel priority(down) Mapping Mode:ToS (inner) to ToS (outer)

ToS (inner) ToS (outer)

N OO WD~ O
N OO WD O

(1 ssem

STA & &9 802.11 R L FiB 1T AP HEANA K BY, & 2453k 802.3 R, X IR =T A REATH
SRS, AT ARNE 4 VAP X E RR A9, R4 UP (A PR w24t
2.

802.3 R IB L AP 45K 4 STA B, #AH#EMR 802.11 -, L F 49 UP 3T vA4R4E DSCP. CoS B
Hmk, RHHASELE.
SB4 () HATHT4 8021p { designate value | up-mapping valuel valuel value2 value3
valued value5 value6 value7 } , TLE AP [1_ 14T 802.3 #3C 1 802.1p L Fe 2 fH .

STA Ki% 802.11 )5, & AP L& 4h, [Ai#)iE 802.3 R 14T NARIEIR CHE AP
ORI R AT B2 IR S i, 5 B 78 LA e (e DAME A JE

FEBS5 (i) HAT 4 8021p-map-up valuel valuel value2 value3 value4 value5 value6 value7,
BCE AT 802.1p MGG BT A S AR WL R R

SCRHfA 03 (2012-01-06) B AR s 3
BB © H I HARA 26 )



Huawei AR1200 51V H o5
it B 45 F-WLAN 1 WLAN V451t &

SB6 (A[L) PUT4 rate-limit { client | vap } { up | down } ratelimit-value, PR utEK
HEA VAP NI 2 ) B8 b M TR CSCHE %

TR
1.4.5 Bit B WLAN BR&E &
R4 (service-set) JeMV55 I RBESELE, s 5N 2 i 22 A R AR R R AEAR o
BTIR &M
AR TR 28 I 1 5C
e g

ERES
MRS — M SR . B E R E AP BIFRE S LN, RIS T A R
% ZHN H 2RV 55 DhesE & VAP (Virtual Access Point) |,
RIETR
S HATHT 2 system-view, AN RGAIE.
SB2 JUT4 wlan, A WLAN LK.
$E}3
PB4 PATMA ssid ssid, He R HE11¥ SSID.
$EE5 (i) #ATHr4 ssid-hide, [iLE Beacon I f2j# SSID,

S

1T 4 service-set { name service-set-name | id service-set-id } *, W& M55 .

S 6 AT 2 security-profile { name profile-name | id profile-id } *, 555 FY55E M o

S$B7 HATHr 4 traffic-profile { name profile-name | id profile-id } *, 455 455 i AR o
(1 sem
MR 425 T YRR 00 AR AR BARM, SHER Z IR SR 00 FTA R P A tE .

FIES PUTAS wlan-bss, R5HE T 48 wlan-bss £ 1,
e

14.6 ELE& VAP

VAP T AP I, L5 VAP U2 ISR SHAEN VAP ISl Tk %] AP, AP it
VAP it & 1 2R e 1 AR LSS .

IR &
© UM L OIS TR, FLARE S L 1.3.4 7ESH R TR .
o IRSHECAOIEINELIBH, JUEES N 145 BE WLAN RS54,
ERER
VAP f£ AP LffNh4 DhfesE k. JHP T LUZE AP (ISP ERIE R IA I VAP, it
AP [SHS C198 52 IR 25 SE RSN , 5t 7T BARIZE VAP,
SCRFSA 03 (2012-01-06) AR 4
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BRIES TR
FB1 HATI 2 system-view, ARG
$E 2 P AT 2 interface Wlan-Radio 0/0/0 , HEASHHALE .

FI 3 HATH 2 service-set { name service-set-name | id service-set-id } [ wlan wian-id |, 4% ik

54,
s

147 GEHRELER

WLAN VST B 5885, ] LLAYE WLAN MV 45 AH 6 Il &5 S o

Sk
S
—
SF

T4 display vap , & VAP {5 .

HIE2 T2 display security-profile { all | { id profile-id | name profile-name } [ detail ] }, #r
B 7 ARRE .

S 3 PUT1n2 display traffic-profile { all | id profile-id | name profile-name }, X i AR

o
PB4 PUTms dlsplay service-set { all | id service-set-id | name service-set-name | ssid ssid }, %
BIRFER R
e
1.5 #E$p
IR AL AP,

1.5.1 i AP
AP TAEANIER I, W RE T EX HAE A,

4R
Z&Hﬁ
AP G AP ik %, AL A .
BIETER
TEE1 PAT 2 system-view, HEANRFGHLE.
HB2 P ATS wlan, A WLAN ¥LE .
$IE3 HATHr 2 ap-reset , HEAT AP H A7,
4R
SCHRRAS 03 (2012-01-06) Sy LA TR (5 S 15
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1.6 B E %5451

1.6.1 it & WLAN E A&\ & 7741

BRI
Wk 1-3 fros, AT WLAN $iAR G H et oz MRS . b, AR1200
YEh FAT AP, L ) LN Internet ThEE, [RI1E N DHCP Server 457 ) 4> Bt TP
i@iﬁo
1-3 Bt & WLAN E A&\ & =51 E
VLAN 166\\
/// C \\\
| STA@ ) Network
\\\\STAZ%Q // Router
S~ T (FAT AP)
RADIUS Server
F 1-1 BRI R
&N g
WLAN it %% WEP Open-System tAiE, ANIN%
AR 4542 ® Name: Huawei-1
® SSID: Huawei-1
® WLAN fE#:1: WLAN-BSS 1
WLAN f /" VLAN VLAN: 100
AR1200 ) 545 CN (FhED
DHCP fIk%5 2% AR1200 /£ DHCP H454s, AH ekt
VLANIF100: 192.168.0.1/24
[T 85
AR1200 £} FAT AP, $2ft WLAN JEA b /L4 (T & K F -
1. FCHE ARI200 [FEATHRE, WHGACE F 5. DHCP Server, SZHLAH 7 70AC IP Hb
EYRE .
SCRSRRAS 03 (2012-01-06) ey LA R (5 S 16
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2. BlE WLAN-BSS #:11, IF7EIRSSEE R e iz, SEEL MR L F)ik AR1200
JEHEIEIE 4 WLAN MV 45 Ab BRI fE .

3. BLE AR1200 XFR SRR, FEAES A R ik, SZEL STA 5 AR1200 2
[ TC il S 2 &

4. JCE ARI1200 XN IIRSAEE, ARG T e it . e, LI STA
N W 2% 22 4= TR Iz QoS 51

5. FCE VAP, Sz STA /i) WLAN W28 1.

RMESR

$E1 E ARI1200 [FEATRE,
#ICE AR1200 [ ZKA0Y,  J7 1R A A4S #E

<{Huawei> system—view
[Huawei] wlan global country—code cn

#AEE VLANIF £2110, ECE 1P b A/E A B ) = )28 1, {iige DHCP k55 IIRE. #
1 VLANIF100 >4 STA 43Hc IP Hutil,

[Huawei] dhcp enable

[Huawei] vlan 100

[Huawei-v1an100] quit

[Huawei] interface vlanif100
[Huawei-V1anif100] ip address 192.168.0.1 24
[Huawei-V1anif100] dhcp select interface
[Huawei-V1anif100] quit

$2 JiiH WLAN-BSS EH: 1,

[Huawei] interface wlan-bss 1
[Huawei-Wlan-Bss1] port hybrid tagged vlan 100
[Huawei-Wlan-Bss1] quit

$E3 [LE AR1200 XF WS4 o
#OE 40 “wmm-17 1 WMM B0, SHCR B4 i .

[Huawei] wlan
[Huawei-wlan—view] wmm—profile name wmm—1 id 1
[Huawei-wlan—wmm—prof-wmm-1] quit

#ENEE AN “radio-17 IS AR, 45 WMM B “wmm-17

[Huawei-wlan-view] radio—profile name radio—1
[Huawei-wlan-radio—prof-radio—1] wmm—profile name wmm-1
[Huawei-wlan-radio—prof-radio—1] quit

RSP G052 SR “radio-17 .

[Huawei] interface wlan-radio 0/0/0
[Huawei-Wlan-Radio0/0/0] radio—profile name radio-1
[Huawei-Wlan-Radio0/0/0] quit

P4 FUE AP XIS
HOI 2 AR
YA N “security-17 , WIEBIAY WEP AIE, FFBOANUE, AN,

[Huawei] wlan

[Huawei-wlan-view] security—profile name security-1 id 1
[Huawei-wlan-sec—prof—-security—1] wep authentication—method open—system
[Huawei-wlan-sec—prof-security-1] security—policy wep
[Huawei-wlan-sec—prof-security-1] quit

SCRAFEA 03 (2012-01-06) LA I 1 7
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#IC'E QoS KM, I E AR .
WEBR A A “traffic-17 , SECRTGRATCE .

[Huawei-wlan-view] traffic-profile name traffic-1
[Huawei-wlan—traffic—prof-traffic-1] quit

#EVE MRS, IFIRE SRR & 2 . WLAN-BSS 1.

[Huawei-wlan-view] service—set name huawei-1
[Huawei-wlan—service—set—huawei-1] ssid huawei-1
[Huawei-wlan—-service-set—huawei-1] traffic—profile name traffic-1
[Huawei-wlan—service—set—huawei—1] security-profile name security-1
[Huawei-wlan—service—set—huawei-1] wlan—bss 1
[Huawei-wlan—service—set—huawei-1] quit

S5 il E VAP,

#E S 4 e IR 4E “ Huawei-17

[Huawei] interface wlan-radio 0/0/0
[Huawei-Wlan-Radio0/0/0] service-set name huawei-1
[Huawei-Wlan-Radio0/0/0] quit

PE6 WiIERCES R

TeL: N ST LA 22 3 SSID FRiH A huawei-1 [ WLAN 2%, JCaEKF BT DL IE
] WLAN RIS .

TR

P&

#
sysname Huawei
#
vlan 100
#
dhep enable
#
wlan global country-code cn
#
interface Vlanif100
ip address 192.168.0.1 255.255.255.0
dhep select interface
#
interface Wlan—Bssl
port hybrid tagged vlan 100
#
wlan
wmm—profile name wmm—1 id
1
traffic-profile name traffic—1 id
1
security—profile name security-1 id
1
service—set name huawei-1 id 1
wlan-bss 1
ssid huawei-1
traffic—profile id
1
radio—profile name radio—1 id 1
wmm—profile id 1
#
interface Wlan-Radio0/0/0
service—set name huawei-1
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#
return

SCRHfA 03 (2012-01-06) B AR s 9
RRUITAT © S0y B ARAT IR 24 ]



Huawei AR1200 R 414V % iy 4%
it B 45 F-WLAN 2 WLAN %4 &

2 WLAN &£ £l &

XTARE

N AP B WLAN 224k i g 7

2.1 WLAN 4> fi 4

2.2 AR1200 SZFF[] WLAN 245

AR1200 SZHF[F) WLAN 2R PG N 2% & BE . STA(Station )58 [ 44 558 2 i
FH P b 2 2

2.3 [ E F PN A TR

T 4 N 2 4 SR s DR 4 o) 28 17 D R 1 FH P 2 N WLAN ¢ 25K G 7 20

2.4 il & STA B4 5
JBRIACE STA AL AThfe, SCHIER A, BRI IHEHIED AP R STA 2N WLAN
2% o

2.5 FE 7Rl
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e & 45 P -WLAN

2 WLAN %4 &

2.1 WLAN &Z£{E5 4y

HEEINEA

802.11 WA AL I Lk 2 A PEAR G HOHRAE— M PE R s ek, (RS AT D B R A g 1R
T E%, M IGIE T 7 R (L & BBUR B (R 2% o A T SEF R B LE R BB RN M
2%, WS TERE ST 80211 VAR M2 L AHLhl. A tE T 802.11 ML WLAN
AN LR UM BEEAE 7 3. WLAN JR 45 18 22 4R e NAIE

T A S E (Open System Authentication)

TR G A B8 T A EN L], S B B p AR SEE, BIARIAIE. T sIA

USRI BN PR GOAIE, WA RIANIE & P a2l e . RS

RGO

1. BERE i KERIAETE K

2. AP WRE LR i n] LUE R TEERBERGNE, I 10 T2 28 7 s [0 3 DA UE 45 5k
13 ’ﬁ:[jj » R

B 2-1 AR AESKINESTZ
</ )
Client AP

|
Authentication Request [

[
| >
: Authentication Response :
() |
[ [
@ HIAE (Shared key authentication)
I PIVAERZ BR IR SR LA 53 bR GIEALH . 3 PIUGIE R 202k
5 7 i UG 2 A% S I AR 7] ) L= 25 )
IR AR PR FE A -
L LR PG A R ER, TR LB
Challenge £, C(HJ—AFRFH) RIRLH i o
2. K e KRR R AT R LR S, SN S RIA R T

S i o

3. k&R Rz RS, Fﬁi?%ﬁ*%v?/% VR, AR a2 J5 I AT R R
S AT Z5 2 i (R A5 R AT LR
W AHA, mﬂﬁﬁﬁﬁ??fhﬁﬁﬁﬂ¥§3ﬁéﬁﬁiﬁ%ﬁﬁ$5ﬁﬂﬂ@?@%iﬁfﬁﬁ Rl T Shared
Key A\1IF, 750 Shared Key tAiIF 2 M
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e & 45 P -WLAN

2 WLAN %4 &

B 2-2 HZHHINETE

< o

Client AI|3

>
Authentication Response (Challenge) :
-

| L. . |
(Authentication (Encripted ChaIIenge‘I

: Authentication Response (Success) 'l
-
[ |

WLAN BREHMERERE

R P#EENIAE

IO TAHLML, WLAN WA S5 A MDRIEIE 24 8. £ NI I FTA 11
WLAN ¥ % —AMER A, AT — AN a8 ] DA R A T e 4 10 Bl , XA
PR3 2] WLAN 2 N E0HR 1224

802.11 WS W AEE )y T v WLAN (1224 i) i, 2 B0 53 o B i SOk AT n %,
PRUE UG R 10152 4 T DA B IR SC R T 2 o oAt 1 152 4 B AR v DA I 31 5 i
I, AHE TR NS, o SRRSO, AT SEIL T WLAN 04 (1) % 4
PELRP

H BTS2 7 20 RC4 . TKIP % Fl CCMP Jn% .

PSK AiE

PSK WAE 75 BLAE TG ZR 28 7 iy A2 24 i c B AH [R) PO P 224, %M [H], PSK
FNINE ST W2 AE, PSK N AUE R

802.1x IAIIF

802.1x PN —Fh I T-uim I A W e AN F I B o T T0m G IR 484 N3]
BTE WLAN 2 N A& 13ty X — 26 BT N 1 H P W & AT OIE RIS ) . JERAE
g B PR W R BRI A E,  nT BATS ) WLAN A3 ds; WA geam it
NIE, TGV ) WLAN A 8 5

MAC N\ IAE

MAC HidiE A GF & — PP T35 R MAC bk ek 7 60 99 28 7 o) A3 SR 31 742 B0 (R
WV, AT IR A 2 i A o WA ORI 2 I MAC Huhk
PG, BIE sz 5 A IE A

2.2 AR1200 #5789 WLAN Z£4514

AR1200 SZRFI) WLAN 2 A PR AR N 2 S0 B B, STA(Station ) 1 44 FLE HHL K
R b e e B

BARERIER
H N 4 i B B PR 85 UL T B N WILAN B0 R RARE I7 3K
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e & 45 P -WLAN

2 WLAN %4 &

STA RARE

RRREE

AR1200 3 #F WEP (Wired Equivalent Privacy) « WPA (Wi-Fi Protected Access)
WPA2 1 WAPI (WLAN Authentication and Privacy Infrastructure) PUF2 N 22 4= 50 .

AR1200 il DK STA IIA R 44 1AL, XF STA B AR A TE .

o flfEEAZRIIAE)S, WR STA ULECEZ Hs, W% STA ikl L AP, Wi
T 8 Tk &%

o [IREAILMAINRE)G, W STA VUL (142 %43, Wi% STA nf LACHL b AP, M
Vi) TCER &%, TTANAE 4 5N I STA B IGE1 In) JTEZE 2%

MBS DI RE AL TR SRR R[] —A> AP BT JoZe 1 ) Z IR AR SCH AN RERE A,
MIAETC L] P 2 [ AN RE BTl ]

ARI1200 ZFFE AF RS EE R E B8 2 . M AF WLAN-BSS [ e B g 11 55 25 oy
X, SEPORECR A — AP _LTCE I 2 TR .

23 EERAFPEANRERRE

Bz R EREE

HiEkES

C B N 2 2 SR VAR 19 2% 155 DTS T P N WLAN B R JH R AIE 7 5

TEE SRtk b iy AR TE TR i, AR BGE A RE AR A 2 MRE T 030, TP o B
MBEEOF K. A T AR RBEBUT A RS, WLAN el 17— 2oz dams. R
P 22 PO, T AR PEAN A IR 22 42 5RO

® WEP LI AR TT 5, AAAE—E M X, TN A 2 4 ERAN s KT
B, W, Rk,

®  WPA Il WAPI 4 4 VER w2 2 5, v RGR BB R 12 R

FERCE AN LA 20T, A DU Hodls .

Fs 36

1 ZAABRAFR,  (A[ik) LB ID

2 WEP L2354, S8R 5|

3 WPA/WPA2 L= %541

4 o CRMILZHEPIIAIE) WAPI JLa5 4

® CERMIUFTIIAE) AP FRIAIE-P SO SO AP HIE
PoaiiAn A LA ASU BIRF PR cfE4 . ASU Jilks
21 1P Hidik .
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HE
5 (1) BK (Base Key) Hgrialbf. 4781 2 bbs

MSK FEHT IR BE . MSK 5284 SCHURT MSK 57 3 i
SCEALYRE UEPIAE % 597 S ) T AL B

T
Jio

BRIES T
$BE1 HATS system-view, N RGWIE.
HE2 4TS wlan, BN WLAN #LKE.

$HIE 3 P T4 security-profile { id profile-id | name profile-name } *, HC'E 77 82N 22 44
e

BR BN )5, I E W T
® X WEP: @A BB A IR GEAIE T X+ % 5
® X[ T WPAL: H4AHCE N 802.1x+PEAP AilE Jy A+TKIP 3 i )y X
® X[ T WPA2: B4HIE N 802. 1x+PEAP AIE J7 \+CCMP #di i J7 X
® X T WAPL: BLATLE N WAL WAL s+ WPT $iii i 2 5 X
PR 4 UE STl R
®  WEP I ARSIAIE
1. $UT#r4 security-policy wep , Ht & 24 %M A wep 3.
2. AT 4 wep authentication-method open-system [ data-encrypt |, FC & fif

WEP JTI R GEIIE .
® WEP L PNk
1.  $ATHr% security-policy wep , Wi & 224 50& 4 wep J7 20,

AT
AT T2 wep authentication-method share-key, P {1 ] WEP L2258\
)LIEO
3. T4 wep key { wep-40 | wep-104 } { pass-phrase | hex } key-id key-value,
o WEP (L= 4.

WEP-40 J7 R 10 M Nifilalias 5 4~ ASCIL #4F; WEP-104 J77:UF: 26
AN HERIEE 13 A ASCI 45

4. T4 wep default-key key-id, & WEP 1 F 135451 .

WEP 20 AL E 4 A, FEAIEEE I iy AR —AS, A by &k f8
SE AT W — N 2541
® WPA/WPA2 TAiF

2.

o

1. T4 security-policy wpa , it & 224 5K 4 wpa J5 3,

2. AT 4 { wpa | wpa2 } authentication-method dotlx { peap | tls } encryption-
method { tkip | ccmp }, FC'E WPA/WPA2 18 [1] dot1x TATIE 7 2RI R (105 5
:Eto
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3.

(AARTT:

o RBN G R RK WPA/WPA2 dot1x AGE, 5670/ WLAN-BSS 41 F#4T dotlx-

authentication enable .

WPA 5 WPA2 IAES) R & L2 A INAEMPERIME RN L, oM EILFEA £5].
AT A4 { wpa | wpa2 } authentication-method psk { pass-phrase | hex ! key
encryption-method { tkip | ccmp }, FCE WPA/WPA2 i ] H 2% 8 A GE 77 54
R S ) s 77 2

® WAPI AIF

1.
2.

TR

HRERELR

AT S

AT 4 security-policy wapi , it & %4 50E 4 wapi /73,
4T 174 wapi authentication-method { certificate | psk { pass-phrase | hex }

key v, BC'E WAPIAEH AL 720
WAPI [FJIAUE 7 USRS TR A3, T L= 8 g g, Y 1] P e 2 1wt

RPN, ST Y.
AT 4 wapi import certificate { ap | asu | issuer } file-name file_ name, TN\
AP WEAS ST AP UEFS A AUE+ LS ASU HJIEH SCAF.

T4 wapi import private-key file-name file name, ‘SN AP RSO

AT A2 wapi asu ip ip-address, T ASU 45251 1P Huhk,

(AIE) PUATUN N Ar %1520 WAPI (1244

- #4774 wapi { bk-threshold bk-threshold | bk-update-interval bk-
interval }, FLE BK SOBrEIFG. AAE A 7 L.

RO R, BK TR A 432008, AEAF I 40l 70% .

- $UUTHr 4 wapi { msk-update-interval msk-interval | msk-update-packet msk-
packet | msk-retrans-count msk-count }, Hi'E MSK HFral%. MSK Bk
SCHECF MSK. B8 AH B R R SCEAR ICE
Bt ., MSK BB A 86400s, MSK SBHR SCAk 10000, MSK
P AR SCEAL I 3 K.

- PUT 4 wapi cert-retrans-count cert-count, Wt B E T IAE4E 5 SC 1 AL
BRAENEOLT, EARIREC 3 K.

- 4774 wapi { usk | msk } key-update { disable | time-based | packet-
based | timepacket-based }, HCE WAPI [f] USK FI MSK 15 8 /7 =,
BB R BL T, USK I MSK #8231 1o 7] B

display security-profile { all | { id profile-id | name profile-name } [ detail | }, ¥

& HC B 2 e BRAE .
A AR TR A S

<{Huawei> display security-profile id 0 detail

Profile name clw
Profile ID : 0
Authentication . Share key
Encryption . WEP-40
Service-set ID SSID
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100129796_9300
1 100129796_93002

WEP’ s configuration

Authentication . Share key
Encryption . WEP-40

Key 0 o sekslokek

Key 1 : Empty

Key 2 : Empty

Key 3 : Empty

Default key ID 0

WPA’ s configuration

Authentication : WPA 802. 1x + PEAP
Encryption . TKIP

WPA2’ s configuration
Authentication . WPA2 802. 1x + PEAP
Encryption . CCMP

WAPI’ s configuration

CA certificate filename —
ASU certificate filename —
AC certificate filename —
AC private key filename i
Authentication server IP —

Authentication method . WAPT PSK
WAL timeout (s) 1 60

BK update interval (s) : 43200

BK lifetime threshold (%) 2 70

USK update interval (s) : 600

USK update packet (k) : 10

MSK update interval (s) 1 86400

MSK update packet (k) : 10

Cert auth retrans count : 3

USK negotiate retrans count : 3

MSK negotiate retrans count : 3

USK update method : Time—based
MSK update method : Time—based

24 E STA ERZE

AHCE STA BAXPIIRE, KO ERTEHHERIEAS AP R STA #2\ WLAN
CE

Bz 3R

H P AR E R L STA ANfEV i) WLAN M2%, Al LUEB LN STA B4 p L, i
RS STA V5 10) WLAN M5, m UK H N STA A4 AR F .

HEES
{ENLE STA B A% R 2T, Fisembl FIT5

® WLAN [EADIGEC AR E 5E Kk, HAIES I 1.4 BiEE WLAN M4,

BiEEE
{ERLE STA AL LT, s LT 4.
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563

)
Jio

1 APID 5. STA ] MAC Huihik

RIEP R
LT PATI 2 system-view, ARG .
P2 HUT4 wlan, A WLAN LA,
T3 LEHRAAE
o [iLEEHMH
1. #IT7r4 sta-access-mode { blacklist | whitelist | disable },
Bl blacklist.
BT, STA # AFEHIE. disable.
2. PATH 4 sta-blacklist mac-address, BL'E STA B4 HL,
o MEALER
1. #4714 sta-access-mode { blacklist | whitelist | disable },
BEACh whitelist.
FATEOLT, STA SAFE IR disable.
2. AT S sta-whitelist mac-address, BCH STA 4.,

—HETR

KBEREER
® T4 display sta-access-mode , 7r7& STA A HIF .
i) STA FAFEHIFIA

<{Huawei> display sta—access—mode
Station access control mode: disable

® i irir4 display sta-blacklist, 757 STA B4 A%,
i B4 s B

{Huawei> display sta-blacklist
Station mac global black list information:

Bic & STA e 4

NC'E STA e A2l

1D MAC

0 0026-0000-90al
1 0026-0000-909f

Total number: 2
® AT r4 display sta-whitelist, 7% STA 14y,
B E A RE .

<{Huawei> display sta—whitelist
Station mac global white list information:

1D MAC

0 0025-9e26-b9bd
1 001e-907a-b6a6
2 0026-0000-90al
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Total number: 3

2.5 B E 1l

251 B EEANRZ 2RI Z =51

ERTER
ke 2-3 fron, AR1200 1E24 FAT AP, 3 AH 7 #24E WLAN k%, H ol DA xR 3
ST LG, HK.
®  SSID 4 huawei-1 [T 2% 1) WLAN 45K FH TGN R Ge A F+ A nss .
® SSID A huawei-2 [F1 LR 2% () WLAN IR 4%-% FH L 22 224 A IF+WEP-40 Hi2% ,
®  SSID A huawei-3 {28 % FH] WPA1 AIE+TKIP i .
® SSID 4 huawei-4 [ T M 2% % WPA2 IAIE+CCMP %%,
®  SSID 4 huawei-5 HJJG2k 45K 1 WAPI IAGE.
2-3 Bt E WLAN A P#EAR EREERGIE
[/ BRAS
STA1®/
7 =
STA2
-
STAZE / Network
D/ Router
STA4 (FAT AP) -
STAS5 g RADIUS Server
% 2-1 BUE MR &
&N #iE
WLAN H 4 N\ 22 4> S ® ‘AR security-1
® SSID: huawei-1
® JFHA: WEP JFR RGIAIE+A N
® L Bisecurity-2
® SSID: huawei-2
® R WEP LS5 iF
® ) WEP-40
SRR 12345
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EEIN iz

LA security-3

SSID: huawei-3

NIER L. WPATL AAE (802.1x+PEAP)
s 775 TKIP

LA security-4

SSID: huawei-4

WIFREC: WPA2 ALE (802.1x+PEAP)
i CCMP

G AR security-5

SSID: huawei-5

IR . WAPTAGE GIEHIAIE)
ASU JIR452% 1P Huhik: 10.10.10.1

AR &M
® APiFP. ASU IEBEICAER Issuer NIFIEP E 2R F R W25 -, 044 0 huawei-

ap.cer. huawei-asu.cer 1 huawei-issuer.cer.

BRI
1. &) dotlx Fil AAA L& .
2. AN AR, JERCE SR AT, SEELAS SSID M4% R STA K
FHAN IR 1R 22 4= SR W o
3. AUERSSEE, FEEMRSSEE NP e e N 2 AR SSID, SRS SR N 22 4 3R
W& SSID [k .
4. B VAP, SZIL4 SSID M NN STA, M4 K AN A 22 4= S 340 ] 1E 3 U
1] WLAN 2%,
BRIES B

$E1 2 dotlx Fl AAA il &,
® &JFEH dotlx MIBLE .

<{Huawei> system-view
[Huawei] dotlx enable

® AAA MIKALE
#IC R4S 2845 ., Radius R45astihb o 10.137.146.163, L2547 % huawei.

[Huawei] radius—server template peap.radius.com

[Huawei-radius—peap. radius. com] radius—server authentication 10.137.146. 163 1812
[Huawei-radius—peap. radius. com] radius—server accounting 10. 137. 146. 163 1813
[Huawei-radius—peap. radius. com] radius—server shared-key simple huawei
[Huawei-radius—peap. radius. com] quit

HIOE AAA 5.,

[Huawei] aaa
[Huawei-aaal] authentication—scheme radius
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[Huawei-aaa—authen-radius] authentication—mode radius
[Huawei-aaa—authen-radius] quit

[Huawei-aaa] accounting-scheme radius
[Huawei-aaa—accounting-radius] accounting—mode radius
[Huawei-aaa—accounting-radius] quit

[Huawei-aaa] domain peap. radius. com
[Huawei-aaa—domain—peap. radius. com] radius-server peap.radius.com
[Huawei-aaa—domain—peap. radius. com] authentication—scheme radius
[Huawei-aaa—domain—peap. radius. com] accounting-scheme radius
[Huawei-aaa—domain—peap. radius. com] quit

[Huawei-aaa] quit

T2 QN LM security-1. security-2. security-3. security-4. security-5.

[Huawei] wlan

[Huawei-wlan-view] security—profile name security-1
[Huawei-wlan—-sec—prof-security-1] quit
[Huawei-wlan-view] security—profile name security—2
[Huawei-wlan—-sec—prof-security-2] quit
[Huawei-wlan-view] security—profile name security—3
[Huawei-wlan—-sec—prof-security-3] quit
[Huawei-wlan-view] security—profile name security—4
[Huawei-wlan—-sec—prof-security—4] quit
[Huawei-wlan-view] security—profile name security-5
[Huawei-wlan—-sec—prof-security-5] quit

$B3 [LE WLAN 7 RN 22 2
® iLE N LA security-1 (KL 45N .
A RINCE ] WEP FFI R SN o

[Huawei-wlan-view] security—profile name security-1
[Huawei-wlan—sec—prof—-security—1] wep authentication—method open—system
[Huawei-wlan-sec—prof-security—-1] security—-policy wep
[Huawei-wlan—sec—prof—-security—-1] quit

® il BN AR security-2 [ 24 G .
#LL A RERCR ) WEP SEZ % 4H00F, WEP-40 730, Z4HAE N 12345,

[Huawei-wlan-view] security—profile name security-2
[Huawei-wlan-sec—prof-security-2] wep authentication-method share—key
[Huawei-wlan—sec—prof—-security—2] wep key wep-40 pass—phrase 0 12345
[Huawei-wlan-sec—prof-security—2] wep default-key 0
[Huawei-wlan-sec—prof-security-2] security—policy wep
[Huawei-wlan-sec—prof-security-2] quit

® JiLE N LR security-3 1% 42 IS
HLEA RN WPAT AERH 802.1x+PEAP /530, ¥ TKIP hn%s.

[Huawei-wlan—view] security-profile name security-3

[Huawei-wlan—sec—prof—security—-3] wpa authentication—method dotlx peap encryption—method tkip
[Huawei-wlan-sec—prof-security-3] security—policy wpa

[Huawei-wlan—sec—prof—-security-3] quit

® il E BN AR security-4 [ 424 HG .
AR WPA2 DAERH 802.1x+PEAP 7k, EH CCMP I,

[Huawei-wlan-view] security-profile name security—4

[Huawei-wlan—sec—prof—security—4] wpa2 authentication—method dotlx peap encryption—method
ccmp

[Huawei-wlan—sec—prof—security—4] security-policy wpa2

[Huawei-wlan—sec—prof—-security—4] quit

® LB N LR security-5 1% 42 HHE
#L AR WAPTL DA UE R FEFAIE )7
[Huawei-wlan—view] security-profile name security-5
[Huawei-wlan—sec—prof—security—5] wapi authentication-method certificate
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#BCE ASU ARSS 8511 1P #hhik >4 10.10.10.1, AR1200 [{JIAIEIE A huawei-ap.cer,
ASU AIFIF5 4 huawei-asu.cer, Issuer TAIFiFEF 4 huawei-issuer.cer, FAEHIUE A

huawei-ap.cer.

[Huawei-wlan-sec—prof-security-5]
[Huawei-wlan-sec—prof-security-5]
[Huawei-wlan—-sec—prof-security-5]
[Huawei-wlan—-sec—prof-security-5]
issuer. cer

[Huawei-wlan-sec—prof-security-5]
[Huawei-wlan—-sec—prof-security-5]
[Huawei-wlan—-sec—prof-security-5]

$EBA QIFEIRSE, JEAIE VAP,

wapi asu ip 10.10.10.1

wapi import certificate ap file—name flash:/huawei-ap. cer
wapi import certificate asu file—name flash:/huawei-asu. cer
wapi import certificate issuer file—name flash:/huawei-

wapi import private—key file—name flash:/huawei-ap. cer
security-policy wapi
quit

® #UJ%E4 4 SS-1 [ service-set, SSID 4 huawei-1, 4F5E Traffic BiHR cte, Security 15

M security-1 Fl wlan-bss #2171 wlan-bss 0. N H WLAN JIk%5 2 AP [5H4 0 L.
[Huawei-wlan-view] traffic—profile name ctc

[Huawei-wlan—traffic—prof-ctc] quit
[Huawei-wlan-view] wmm—profile name wmm—1
[Huawei-wlan-wmm—prof-wmm—-1] quit
[Huawei-wlan-view]quit
[Huaweilinterface wlan-bss 0
[Huawei—Wlan-BssO] port hybrid tagged vlan 1
[Huawei-Wlan-BssO]quit

[Huawei Jwlan

[Huawei-wlan-view] radio—profile name radio-1
[Huawei-wlan-radio—prof-radio—1] wmm-profile name wmm—1
[Huawei-wlan-radio—prof-radio—-1] quit
[Huawei-wlan-view] service—set name ss—1
[Huawei-wlan—service—set-ss—1] ssid huawei-1
[Huawei-wlan-service-set—ss—1] traffic—profile name ctc
[Huawei-wlan—service—set—ss—1] security-profile name security-1
[Huawei-wlan—service—set-ss—1] wlan—bss 0
[Huawei-wlan—service—set-ss—1] quit

[Huawei-wlan-view] quit

[Huawei] interface wlan-radio 0/0/0

[Huawei-Wlan—-Radio0/0/0] radio—profile name radio-1
[Huawei-Wlan—Radio0/0/0] service—set name ss—1
[Huawei-Wlan—-Radio0/0/0] quit

#BIEE 444 SS-2 [ service-set, SSID A4 huawei-2, Z85E Traffic #4% ctc, Security fi
B security-2 Fil wlan-bss #1 wlan-bss 1. W WLAN 552 AP #1845 0 L

Huawei]interface wlan-bss 1

Huawei-Wlan-Bssl] port hybrid tagged vlan 2
Huawei-Wlan-Bssl]quit

Huawei] wlan

Huawei-wlan-view] service—set name ss—2
Huawei-wlan—-service—set—-ss—2] ssid huawei-2
Huawei-wlan-service-set-ss—2] traffic—profile name ctc
Huawei-wlan-service-set—-ss—2] security—profile name security-2
Huawei-wlan-service—set-ss—2] wlan-bss 1
Huawei-wlan-service-set-ss—2] quit

Huawei-wlan-view] quit

Huawei] interface wlan-radio 0/0/0
Huawei-Wlan-Radio0/0/0] service—set name ss—2
Huawei-Wlan-Radio0/0/0] quit

#0144 & SS-3 1 service-set, SSID 4 huawei-3, #4852 Traffic #4% ctc, Security f5
# security-3 1 wlan-bss 211 wlan-bss 2. W H WLAN %52 AP [R5 4 0 L.

[Huaweilinterface wlan—bss 2

[Huawei-Wlan-Bss2] port hybrid tagged vlan 3
[Huawei-Wlan-Bss2] dotlx—authentication enable
[Huawei-Wlan-Bss2] dotlx authentication-method eap
[Huawei-Wlan-Bss2]quit

[Huawei] wlan

[Huawei-wlan-view] service—set hame ss—3
[Huawei-wlan—service-set-ss—3] ssid huawei-3
[Huawei-wlan-service—set-ss—3] traffic—profile name ctc

I o e s o I I e s B B
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[Huawei-wlan—service—set-ss—3] security-profile name security—3
[Huawei-wlan—service-set-ss—3] wlan—bss 2
[Huawei-wlan-service—-set-ss—3] quit

[Huawei-wlan-view] quit

[Huawei] interface wlan—radio 0/0/0

[Huawei-Wlan—Radio0/0/0] service-set name ss—3
[Huawei-Wlan-Radio0/0/0] quit

® #UZE4H N SS-4 [ service-set, SSID 4 huawei-4, 4F5¢ Traffic bR cte, Security 15
Ht security-4 Fil wlan-bss #211 wlan-bss 3. W H] WLAN [z 55 %] AP [R5 4 0 |

[Huaweilinterface wlan-bss 3

[Huawei-Wlan-Bss3] port hybrid tagged vlan 4
[Huawei-Wlan-Bss2] dotlx—authentication enable
[Huawei-Wlan-Bss2] dotlx authentication-method eap
[Huawei-Wlan—Bss3]quit

[Huawei] wlan

[Huawei-wlan-view] service—set name ss—4
[Huawei-wlan—service—set-ss—4] ssid huawei-4
[Huawei-wlan-service-set—ss—4] traffic—profile name ctc
[Huawei-wlan—service—set-ss—4] security-profile name security-4
[Huawei-wlan—service—set-ss—4] wlan-bss 3
[Huawei-wlan—service—set-ss—4] quit

[Huawei-wlan-view] quit

[Huawei] interface wlan—radio 0/0/0
[Huawei-Wlan-Radio0/0/0] service—set name ss—4
[Huawei-Wlan—-Radio0/0/0] quit

® #UIE4h SS-5 I service-set, SSID A4 huawei-5, #85%€ Traffic #4% ctc, Security fi
B security-5 Fll wlan-bss #1 wlan-bss 4. W WLAN 5521 AP #1845 0 |

Huawei]interface wlan-bss 4

Huawei-Wlan-Bss4] port hybrid tagged vlan 5
Huawei-Wlan-Bss4]quit

Huawei] wlan

Huawei-wlan-view] service—set name ss-5
Huawei-wlan—-service—set—-ss—5] ssid huawei-5
Huawei-wlan-service-set-ss—5] traffic—profile name ctc
Huawei-wlan-service-set—-ss—5] security—-profile name security-5
Huawei-wlan-service-set—ss—5] wlan-bss 4
Huawei-wlan-service-set—-ss—5] quit

Huawei-wlan-view] quit

Huawei] interface wlan-radio 0/0/0
Huawei-Wlan-Radio0/0/0] service—set name ss-5
Huawei-Wlan-Radio0/0/0] quit

I o e s o I e s B

PES WIFRCES R

BB

ARI1200 NN P LR 2] 5 AN R8s, H M hriA 204 huawei-1.
huawei-2. huawei-3. huawei-4. huawei-5.

® L% SSID 4 huawei-1 LI, B P o 7 Bk B AT BAIE 548 H WLAN JIg 5 o
® L% SSID 4 huawei-2 I, P 7 24 SL 22 BH A W LU H WLAN JIR%5.

® L#E SSID & huawei-3 1 huawei-4 [FJ 28I, P T2 5 802. 1x IAEA AT LAfdE H
WLAN %5 .

® EFF SSID 4 huawei-5 LI, P 752G TEEC IR 154 7T A WLAN AR5
R

#

dotlx enable

#

radius—server template peap.radius. com
radius—server authentication 10.137.146. 163 1812
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radius—server accounting 10. 137. 146. 163 1813
#
interface Wlan—Bss0
port hybrid tagged vlan 1
#
interface Wlan—-Bssl
port hybrid tagged vlan 2
#
interface Wlan—Bss2
port hybrid tagged vlan 3
dotlx—authentication enable
dotlx authentication—method eap
#
interface Wlan—Bss3
port hybrid tagged vlan 4
dotlx—authentication enable
dotlx authentication—method eap
#
interface Wlan—Bss4
port hybrid tagged vlan 5
#
wlan
wmm—profile name wmm—1 id 1
traffic—profile name ctc id 1
security—profile name security—1 id 1
security—-profile name security—2 id 2
wep authentication—method share-key
wep key wep—40 pass—phrase 0 12345
security—profile name security—3 id 3
security-policy wpa
security—profile name security—4 id 4
security-policy wpa2
security—profile name security—5 id 5
security-policy wapi
wapi asu ip 10.10.10.1
wapi import certificate ap file—name flash:/huawei-ac. cer
wapi import certificate asu file—name flash:/huawei-asu. cer
wapi import certificate issuer file—name flash:/huawei-
issuer. cer
service—set name ss—1 id 0
Wlan-Bss 0
ssid huawei-1
traffic—profile id 1
security-profile id 1
service—set name ss—2 id 1
Wlan-Bss 1
ssid huawei-2
traffic—profile id 1
security-profile id 2
service—set name ss-3 id 2
Wlan-Bss 2
ssid huawei-3
traffic—profile id 1
security-profile id 3
service—set name ss—4 id 3
Wlan-Bss 3
ssid huawei-4
traffic—profile id 1
security-profile id 4
service—set name ss—5 id 4
Wlan-Bss 4
ssid huawei-b
traffic—profile id 1
security-profile id 5
radio—profile name radio—1 id 0
wmm—profile id 0
#
interface Wlan-Radio0/0/0
radio—profile id
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service—set
service—set
service—set
service—set
service—set
#
return

id 0 wlan
id 1 wlan
id 2 wlan
id 3 wlan
id 4 wlan

1
2
3
4
5
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3 WLAN QoS L&

3 WLAN QoS Bt &

XTARE

AP AP AR I QoS Mk 45 il & i .
3.1 WLAN QoS fai/r
WLAN QoS 1R UFAS Rt & 1) 5 2 N RSS2 18] (60 ELAE , 3 2 552 o I FH 114 75K

3.2 AR1200 Z 7] WLAN QoS F5
AR1200 Y HF[) WLAN QoS 5 PELFEH i1 QoS MK EL. VAP 1] QoS MK #

3.3 P B S AR QoS Heh
e B AT QoS Fels, FRALAFEMMEEH RS, SEIASA IR 45

3.4 Bl E VAP [ QoS %
MTFEAFA VAP & HIRs 2 L i S RIS T RENT, G ERAR N FR s AR AR
IYhE RIS+

3.5 B E R
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3 WLAN QoS L&

3.1 WLAN QoS &/

WMM

EDCA

AC

WLAN QoS FRIEA [l it f R TS 2efie N IR 55 2 18] (R FL3E - i A2 S5 B B (R 7 5K o

802.11 MIZg it 12T SE A TCEARNIIRSS,  AEIEAN R PR 7 SO0 9 4 ) RS2 A
[ FRT s 1 B (0 10 248 AN B D AN [ O S 3R AN [ B R 3 AR 55, T B L AN AL 5K
B NP P 2

IEEE 802.11e 43&T 802.11 WM WLAN /ARSI T QoS ik, XA FIFsHELL
EAR K, FERXAFET, Wi-Fi 1204 TARIEARTR WLAN | #2145 QoS ikt # 2 i) a]
DLW, X T WMM (Wi-Fi Multimedia, Wi-Fi 2884 5. WMM bl WLAN
p2% FL& T 3 QoS kS5 IRE ) -

WMM 2 ek QoS Wrist, T BRUER LA IR A LSS K AERA], AT fRIETE
i U P A e 19 2% v AT SE A PR 5

EDCA (Enhanced Distributed Channel Access, 3R/ ZE V7)) & WMM 5E X
H—E(EIESE I, AR T S0 e g iR S 0 50 R AR R EE £ (1717 56 .

AC (Access Category, A , WMM ZIAL5E M = 2R IRIUT 53 AC-VO (GiF
D « AC-VI (AR « AC-BE US T AH) « AC-BK (T 55ti) UM ZEZBA
H, PRUEB SIS S 3RS, e AR TE 1 RE B

3.2 AR1200 373587 WLAN QoS 4¥4

AR1200 ZHF1) WLAN QoS R ELFE S 1) QoS I B, VAP [ QoS HM& i

STHRRY QoS KA

7£ 802.11 PS4 A1 X Wp i B it DCF(Distributed Coordination Function) ¥l 5E T AP Fl%
J o A FH 2800 W T/ 9 3k . CSMA/CA(Carrier Sense Multiple Access with Collision
Avoidance) A TT o 76 dT B REHHE T, AP 8% P imss i 5. SEES W
I PR K A5 R () 20 R S AR N ), AP B2 i £ 3 2 T 130 BBl A BB L 32 B Fsf
(AT IR E . S e 4l AR BN & S BIMF T

WMM W iSCE RS A 4 A AC BAFI(AC_VO. AC VI, AC BE. AC BK), =it
HIH) AC HEERIHLS K TR AC. B4 AC PAIlE X T —E(5iE 554 EDCA
(Enhanced Distributed Channel Access)Z 4, %S5y T A T FEE IR 1K/

EDCA Z# 45

®  finifa) B4 AIFSN(Arbitration Inter Frame Spacing Number), AIFSN {{iH ik K,
FH P B 228 R A AR BT T B
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® /N HIRHUE L ECWmin(Exponent form of CWmin) Al K 5% 4+ & I FREUE
ECWmax(Exponent form of CWmax), #E T V3518 BN A{E, XN UEBCR,
FH P IR ~F- S5 30 2 N )R

® (LHINLE PR TXOPLimit(Transmission Opportunity Limit), F /7 — X 5&F %I 5,
Al T G TE R K IK e XANEEEOR, A — ke by S E R IR, il 2
0, TR G HIEE G R R — MR

® ACK #Mf: NORMAL ACK JE48Xf T RN AL A HFRR L,  $RMCH 2 D2
FIERICG, HREERIE DN ACK HEATHIIA . No ACK JREMA S FTEARLF . T
AR DGO R, BATAHAT NG ACK, XFERIERIGMMAS TR, HiEn LA

WLAN FHErf, % EDCA 280 HoA ) WMM S804 78 WMM B i 4T45 B,
WMM KR 08 5 T 05 SIS SRR P, L 5 1RO SR ATRERR S P 38 A
VAP B QoS EEE

I EATI, AP R 2 7 i A Y 802.11 Hdad 3C)n, H5 HHE 0 802.3 4
3, ARJA ) LR AR SERE o AEBEAME IR R A 802.3 #R LA S P AT I L

HWCFATH, AP KM MR R 802.3 # 3L, 4ol 802.11 3L, FAKHEH L H 1) UP
AR BRI AC BABIC Lk K% 45 FH P 2y o

VAP ] QoS Zl& 4 Bl i Traffic BIMGHEATH B, Traffic Btk S H0ui B 1R 3-1 .

3 3-1 Traffic RS Ei% A

SR 2 5% BR

Client/VAP fTC4k | BRIFITEL % i aldE 4> VAP _BAT I TE 4 % .

AT BRI

802.3 AL | Bl'E AP AT 802.3 T ZMT 802.1p HLedh: KA 45 e (H ik
fic & PRICLR & P R 1 802.11 3L UP Ao g it .

802.11 ALY | Bl E AP F4T 802.11 HRILIMLFE4k .

[TV

Traffic BN E 5 75 95 & 2Rk 555 Sevice-Set 11, Rl IR 45 S M FH B0 V) VAP .

3.3 BLE 5B QoS Kk

FiC B MY QoS Hels, $RAARIEEI LT RE S, SCIA R 55

R IR
TELRLIA AP 2 W R TEL by, i 5 R RO TR, o T SR Tk
FH P AR AR I RS, I B WMM B 250k S

BEES
ERLEST QoS MG AT, oL F T4
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® WLAN EATIRECARCE BN, RAAIEZS N 1.4 BLE WLAN M5

HiEEE
TEREE I QoS Sl 2 AT, 4 LL R A

F5 iR
1 WMM Fif 2R, (Af3E) WMM fiRk 1D
2 (7[i%) WMM EDCA Client: AIFSN (75 R 2545 i)

£) . ECWmin 1 ECWmax (/N KB BERFE])
TXOPLimit v {518 KD

3 (H]3%) WMM EDCA AP: AIFSN CFHRZAEN K |
ECWmin 1 ECWmax (H/N I GBREE TR
TXOPLimit (7 F{5 18 KD

BRIESER
LB1 HATH 2 system-view, N RGAIE.
$B2 T4 wlan, A WLAN #LE,
$I® 3 4714 wmme-profile { id profile-id | name profile-name } *, B.E WMM B .

WMM R BIE SD) f5 B N 2508 I & BBl . 8 44 display wmm-
profile { all | id profile-id | name profile-name }, 17 WMM FHBC & 1) 2% 15 1%

#OIHE WMM B “wp” , ITATHC &0 B4 (E .

[Huawei-wlan-view] display wmm—profile name wp

Profile ID : 2
Profile name T Wp
WMM switch . enable

Client EDCA parameters:

ECWmax ECWmin AIFSN TXOPLimit

ACVO 3 2 2 47
AC VI 4 3 2 94
AC BE 10 4 3 0
AC BK 10 4 7 0

AP EDCA parameters:

ECWmax ECWmin AIFSN TXOPLimit Ack-Policy

AC VO 3 2 1 47 normal
AC VI 4 3 1 94 normal
AC BE 6 4 3 0 normal
AC BK 10 4 7 0 normal
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L0 s5emm
Ko Fe AP Z M R A itk sy, @it b AFERRELLRL, AT FARRIRLRFRE LA
ARG, BAVERIBRIGA T 4 MRARINI L E, BAMMLARING] & AEE G R—HF,
WAL S BINT 64 4 AR A S GOS8 . AC_VO(ESE) > AC_VI#FLIR) > AC_BE(K A #a A) >
AC BK(#%).
VAN R RPN G 69 P SR S R 4t 6y, T AR A RS BOR AR ARG, X e R AAR
# EDCA %% (Enhanced Distributed Channel Access). #.4& AIFSN (arbitration inter Frame spacing
number 1¥ MW A R4 ) . ECWmin ( exponetn form of CWmin f /0 F% % 2 454K X ) . ECWmax
(exponent form of CWmax & X Z4 & 2 4544 X). TXOPlimit ( transmission opportunity limit 4% #r
HATEAH] ) VAR ack-policy (ACK w4 ) .

® AIFSN: WMM 413+ R E] AC TTUABL B R 892 W48, ATFSN #aMik, AP = RE

Rl ALK
® ECWmin f» ECWmax: ZANSAEART FHRERFEE, HAMK, AP a9-F 2R
AR,

® TXOPLimit: AP —kZEHFRHE, TEAGEMRKEK, IAMMAAEK, AP —KiEEA
fFE KRR, wREZO0, NEKEAREE, RELE—MRIL.
® ack-policy: A normal ack(fZ £°)F= no ack(T~ i &) Pt 5wk, &4 2 noraml ack.

& AFHE L FEIRI AR, Loha b A ELBRIA, AR E, SEETRANEXTRE
FRRNEARAR, £F8% 0 0E N AP L ERER A #ATIRE, Rt RBEGLEE TS
1538, FFH¥ R AR,

FE4 (i) HATH 4 wmm edea client { ac-vo | ac-vi | ac-be | ac-bk | { aifsn aifsn-value | ecw
ecwmin ecwmin-value eewmax ecwmax-value | txoplimit txoplimit-value } *, Wc & 3 1Y
> WMM (A% () EDCA 24,

FBS5 (L) HATH2 wmm edca ap { ac-vo | ac-vi | ac-be | ac-bk } { aifsn aifsn-value | ecw
ecwmin ecwmin-value ecwmax ecwmax-value | txoplimit txoplimit-value | ack-policy
{ normal | noack } } *, ficE AP LPU/> WMM BAFIf) EDCA Z%4.

R

BERELR

T4 display wmm-profile { all | id profile-id | name profile-name }, #x5 WMM 4R
e 18D 45 T e 12k

3.4 ELE VAP B QoS H B

Hitg ZNHA VAP GE IR E VLW SR INHISEh RIS, B A N ) SR AR

FEgh e B AR SS EH .

I IR
STA K i) 802.11 #iSCE Mk AP HEA LKA, 75 B84k 802.3 3¢, XA AT LA
ANFEATAR S, A DU AN F G VAP BB AR e, MU 1) QoS
A5 i i

BT
FERCE VAP [ QoS RIS Z |, Fs5E L F AL
® WLAN IEATNREC AN E 58k, HAATES I 1.4 B & WLAN W45
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HiEHEE
{ERLE VAP () QoS 5elis 2 i, T4 LU N Hcht -

Fs 6

1 TR A FR, (AT FEEBU ID

2 (AJEE) up-map-8021p WH{H . 8021p-map-up IR {E
3 CAJIE) ST PRt

HRIETR
T PAT 2L system-view, ARG K.
HIE2 PATMm4A wlan, A WLAN HLKE .
$E3 P AT traffic-profile { name profile-name | id profile-id } *, T & f R .

IR RIS B 84 . P AT T4 display traffic-profile { all |
id profile-id | name profile-name }, 27 75IE MM ERABCE o

#17A Traffic SR “traffic-profile-17 14T & 7

[Huawei-wlan-view] display traffic—profile name traffic—profile-1
Profile ID : 3
Profile name . traffic—profile-1
Client Limit Rate : 4294967295 Kbps (up)
1 4294967295 Kbps (down)
VAP Limit Rate 1 4294967295 Kbps (up)
1 4294967295 Kbps (down)
802. 1p Mapping Mode: mapping

User—priority 802.1p
0

N OO WD~ O
N OO W DN

802. 1p to User—priority Mapping List:

802. 1p User-priority
0

N OO WD~ O
~N O Ol WD

Tunnel priority(up) Mapping Mode:ToS(inner) to ToS (outer)

ToS (inner) ToS (outer)
0 0
1 1
2 2
3 3
TR 03 (2012-01-06) e m
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=N O O
=N O O

Tunnel priority(down) Mapping Mode:ToS (inner) to ToS (outer)

ToS (inner) ToS (outer)

N OOl WD~ O
N OOl WD~ O

(1 ssem

802.3 a5 it AP 45K 4 STA B, #kd&ifax, 802.11 4R, H P49 UP X =T vA4R3E DSCP. CoS B
Himk, XHABASLKXE.

T4 (i) HATH 2 8021p { designate value | up-mapping valuel valuel value2 value3
value4 value5 value6 value7 } , BCHE AP [ 14T 802.3 ¥R 311 802.1p 5G4

STA Ji% 802.11 )5, & AP [2&&4h, [Am M) 802.3 3 4T MARUFHR CHE AP
R RE AR B — IR SS E,  75 BT AR e A DA

S5 (L) HATHT 2 8021p-map-up valuel valuel value2 value3 value4 value5 value6 value7,
e & AT 802.1p AL SE A B H P LS JAB IR G R

$®6 (k) AT rate-limit { client | vap } { up | down } ratelimit-value, BRif|H./>Z 5%
A VAP N I AT & dm ()B4 E M TR OSCHE %

s
BEREER

T4 display traffic-profile { all | id profile-id | name profile-name %, &% i mALHRAC
RS I

3.5 BCE 1

3.5.1 Bit & WLAN QoS E B Al 55 7~ 41

46 P 5ok
W 3-1 iz, STAL. STA2 ifiid AR1200 83| M5, AR1200 1£24 FAT AP, Hrp
STA2 4 VIP & /', %K.
®  DRIGIHEHEANT A K
®  HRIZGAT AL, SRS VIP B TR K
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3-1 Bt & WLAN QoS HB& {5l &

BRAS
VLAN 101 E
stal L/
Network
VLAN 102
STA2 Router
(FAT AP) -
RADIUS Server
T 32 BUE MR &
B2 g
WLAN Jik%% ® SSID: huawei-1
® Traffic #5f: huawei
® Sccurity iffit: huawei
® SSID: huawei-2
® Traffic #5ifi: huawei-vip
® Sccurity #fi: huawei
AP 5HiRE AR SEATREAR -huawei-vi; WMM B :  huawei-vi
V4% VLAN VLAN 101. VLAN 102
ESPRT CN

BB B

ARI1200 1E 3 FAT AP, Fc'E WLAN QoS W45 A BRI T
1. FCE ARI200 HIREATHRE, ALFEACE EZKAS. DHCP Server, SZHL N H P 20Ac IP

hETh e

2. F®E WLAN-BSS #:1, FHAEMRSSHE FYREiZ% 10, el LMk S 215k AR1200
JE B35 2 WLAN 45 b FEAR B D fiE

3. QI WMM B FACE BRI, GRS AR, JHAE SR T 452 WMM 15
B, SEBRAIE A i 2 P A A 14 75 3K

4, QIR B TEC EA R, SEECM AT AR, AR VIP B IEAE

ORI, S0 STA B N4 11122 44576 o
BIERSS AR, FRIEMRSAE T ohE LA TR
Bl VAP, SZHUAA STA {H WLAN M 4411 QoS #1l.
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RIES B
$IE1 LE AP [T,
#IC'E AP E K0S, R RS B,

<{Huawei> system—view
[Huawei] wlan global country—-code cn

#01% VLANIF #21, BCE IP HuhbVE A ki =240, e DHCP IR%5IhiE. #%
[1 VLANIF101 34 STA1 4}AC 1P #ihk. #2101 VLANIF102 Jy STA2 4 IP il

[Huawei] dhcp enable

[Huawei] vlan batch 101 102

[Huawei] interface vlanif101
[Huawei-Vlanif101] ip address 192.168.0.1 24
[Huawei-V1anif101] dhcp select interface
[Huawei-V1anif101] quit

[Huawei] interface vlanif102
[Huawei-Vl1anif102] ip address 192.168.1.1 24
[Huawei-V1anif102] dhcp select interface
[Huawei-V1anif102] quit

$IE 2 ilE WLAN-BSS 11,

[Huawei] interface Wlan—Bss 1
[Huawei-Wlan-Bss1] port hybrid tagged vlan 101
[Huawei-Wlan-Bss1] quit

[Huawei] interface Wlan—Bss 2
[Huawei-Wlan-Bss2] port hybrid tagged vlan 102
[Huawei-Wlan-Bss2] quit

HIE3 HLE AP (K] WMM BRI SRR o
o i WMM HkR

#OH WMM Bitie “huawei-vi” , FFESATIILCHESEL, AL BABINT A -
AC_ VIS >AC_VO(E ).

[Huawei] wlan

[Huawei-wlan-view] wmm—profile name huawei-vi

[Huawei-wlan-wmm—prof—huawei-vi] wmm edca ap ac-vi ecw ecwmin 1 ecwmax 1 aifsn 1 txoplimit 36
ack—-policy normal

[Huawei-wlan-wmm-prof-huawei-vi] wmm edca client ac-vi ecw ecwmin 1 ecwmax 3 aifsn 1 txoplimit
36

[Huawei-wlan-wmm-prof—-huawei-vi] quit

®  #{if Radio fA, 482 WMM AAR .

[Huawei-wlan-view] radio—profile name huawei-vi
[Huawei-wlan-radio—prof—-huawei-vi] wmm—profile name huawei-vi
[Huawei-wlan-radio—prof—-huawei-vi] quit

$E4 E AP MR
#EIEE A M “huawei” 1 Security FA, KA GAHLE

[Huawei-wlan-view] security—profile name huawei
[Huawei-wlan—-sec—prof-huawei] quit

P'S5 ALE AP =B

#0344 “huawei” [ Traffic Fib, WHE VAP FATIRE K 1024K, STA FATIRE# A
512K.

[Huawei-wlan-view] traffic-profile name huawei
[Huawei-wlan—traffic-prof-huawei] rate-limit client up 512
[Huawei-wlan—traffic-prof-huawei] rate—limit vap up 1024
[Huawei-wlan-traffic—prof-huawei] quit

#OIE 40 “huawei-vip” () Traffic 4. &E VAP FATRRIEY 2048K, STA FATRRI#E
M 1024K.
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[Huawei-wlan-view] traffic-profile name huawei-vi
[Huawei-wlan—traffic-prof-huawei-vi] rate-limit client up 1024
[Huawei-wlan—traffic-prof-huawei-vi] rate-limit vap up 2048
[Huawei-wlan-traffic—-prof-huawei-vi] quit

6 MLE AP RS,

® #UEA N “huawei-17 [f] service-set, SSID 24 “huawei-1” , 4§52 Traffic itk

“huawei” , Security R “huawei” , wlan-bss #2171 “wlan-bss 1”7

[Huawei-wlan-view] service—set name huawei-1
[Huawei-wlan—service-set—huawei-1] ssid huawei-1
[Huawei-wlan-service—-set—huawei-1] traffic—profile name Huawei
[Huawei-wlan—service—set—huawei~1] security—profile name Huawei
[Huawei-wlan—service—set—huawei-1] wlan-bss 1
[Huawei-wlan-service-set—huawei-1] quit

® #6EA 4 A “huawei-2” [f] service-set, SSID & “huawei-2” , 4§5E Traffic FikR

“huawei-vip” , Security ## “huawei” , wlan-bss 11 “wlan-bss 2”
[Huawei-wlan-view] service—set name huawei—2

[Huawei-wlan—service—set—huawei—2] ssid huawei-2
[Huawei-wlan-service—-set-huawei-2] traffic—profile name huawei-vi
[Huawei-wlan-service-set—huawei-2] security—profile name Huawei
[Huawei-wlan—service-set-huawei—2] wlan-bss 2

[Huawei-wlan-service-set—huawei-2] quit

$E7 LE VAP,

#RE AP ISR 052 AR . RS54 “huawei-17 Rl “huawei-2” , AR1200 [ [3)
BN VAP 5 B

[Huawei] interface Wlan—Radio 0/0/0
[Huawei-Wlan-Radio0/0/0] radio—profile name huawei-vi
[Huawei-Wlan-Radio0/0/0] service—set name huawei—1
[Huawei-Wlan-Radio0/0/0] service—set name huawei—2
[Huawei-Wlan-Radio0/0/0] quit

PES WL ES R

AR1200 FH AT LA 23] 2 A~ WLAN W%, H 2R354 huawei-1 Al huawei-2.
STA1l. STA2 73 HiE+¢ huawi-1 FiI huawei-2 [f] WLAN M 2% .

R

Ao &

#

vlan batch 101 to 102

#

dhep enable

#

interface Vlanif101

ip address 192.168.0.1 255.255.255.0
dhep select interface

#

interface Vlanif102

ip address 192.168. 1.1 255.255.255.0
dhep select interface

#

wlan
wmm—profile name huawei-vi id 1
wmm edca ap ac—vi aifsn 1 ecw ecwmin 1 ecwmax 1 txoplimit 36
wmm edca client ac—vi aifsn 1 ecw ecwmin 1 ecwmax 3 txoplimit 36
traffic—profile name huawei id 1
rate—limit client up 512
rate—limit vap up 1024
traffic-profile name huawei-vi id 2
rate—limit client up 1024
rate—limit vap up 2048
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security—profile name huawei id 1
service—set name huawei-1 id 0
Wlan-Bss 1
ssid huawei-1
traffic—profile id 1
security-profile id 1
service—set name huawei-2 id 1
Wlan-Bss 2
ssid huawei-2
traffic—profile id 2
security-profile id 1
radio—profile name huawei-vi id 1
wmm—profile id 1
#
interface Wlan-Radio0/0/0
radio—profile id 1
service-set id 0 wlan 1
service—set id 1 wlan 2
#
interface Wlan—-Bssl
port hybrid tagged vlan 101
#
interface Wlan—-Bss2
port hybrid tagged vlan 102
#
return
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