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CATCH UP WITH BIG DATA ERA V2 Huawer

Volume
* Terabytes
* Records
* Transactions
£ * Tables, files
Velocity
* Batch Structured
* Near-time * Unstructured
* Real-time » Semi-structured
» Streams * All the above - Outstanding Performance
- All-in-one security (NAT, VPN, IPS,

- High Stability & Reliability

Vari

ety Virtualization, App QoS etc.)
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NSS Lab: Expert Testing & Certification
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« Since 1991
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o« &AW TFW, NGFW, IPS, IDS, UTM% & 21X & 694X 77 ik 52
https://www. nsslabs. com/

« NSSEBreakingPoint B 2009-F5 A #2, #iZE LT A \mAoiEx A&
« Offices in San Diego, CA & Austin, TX
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NSS DC FW TEST METHODOLOGY V1.0

[ [l o

When considering firewalls for the data center rather than for the network perimeter, there are several
key metrics. The main aspects evaluated are listed here but not all. A copy of the detailed test
methodology is available on the NSS Labs website at www.nsslabs.com.



http://www.nsslabs.com/

PerfectStorm “F5—I%

&2 Huawer
- e WCTIED

-

d

(FREE RN
960Gbps application throughput Highest density L4-7 testing solution
720M concurrent HTTP sessions — 11u @ nearly 1 Terabit
24M new connections per second Highest density L4-7 blade — 80Gbps
1.1M concurrent SIP calls 1st L4-7 testing solution with 40Gbps networking support
480Gbps video throughput 1st security testing solution with 40Gbps networking support

12M concurrent SSL session
480Gbps IPsec throughput
480Gbps GTP throughput

1st comprehensive data, voice, video, storage, mobile, and
security testing solution

[ SN T R Sl

IXIAQ Weaving The Future




&2 Huawel

=
=1

P

AR L

Ed

=
o
o
N
Q =
o0 %)
c N HHAR R
- g
» o
7]
5 o
o M M
£
(o)) o o
= ﬁ %
o i o
= = 2
= o s (AR
[ o o
o w =
© = E
c e L
o
= o @ [
© - m
2 o
& : :
M |||||||||||||
O
D & =
(o)) M~ N
Fyoeynzyl PR EH |- ey NZp-
-
o
o
e
0p)]
e
D
€=
@
ol
——me— == MOBY NZY - - - - -

B 1 B ¥
The Future

eaving

W



&2 Huawer

PerfectStorm —8—iy5E i 75 R S 3 83 O APk AR

Data, Voice, Video IXia
Applications
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== Storage
Booc Workloads

semems Network
23232 Application/

Devices
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PERFORMANCE TEST RESULT

REAL-WORLD TRAFFIC MIXES

MAX. UDP THROUGHPUT"
DR e USG9580 | About 390 Gbps?
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Megabits pe:

400,000

333,000

200,000 0
181,000
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64 Byte Packets 128 Byte Packets 256 Byte Packets 512 Byte Packets 1024 Byte Packets | 1514 Byte Packets
—Mbps 181,000 333,000 590,000 960,000 960,000 960,000
—— 46 45 a7 55 56 61

MAX. CONCURRENT CONNECTIONS 3 Different protocol mixes were utilized based on the intended
i location to reflect the real use cases. The real world traffic that
UsG9580 730 M2 was used targeted Financial, Virtualized infrastructure, Mobile

Applications, Web Apps and ISP.

1 Huawei USG9580 demonstrates line rate throughput with 96 Due to specifications of the NSS methodology, TCP tests are run

10GE ports during UDP testing at packet size 512, 1024 and 1514 in only a single direction, which will limit the throughput of the
bytes. device to 10Gbps per port pair. As part of this testing, the Huawei

USG9500 was configured with 48 port pairs, limiting the maximum
2 The limit of 730 million is the limit of the test gear,

potential throughput to 480Gbps.
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4.7 “Real-World” Traffic
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Where previous tests provide a pure HTTP environment with varying connection rates and average packet sizes,
the goal of this test is to simulate a “real-world” environment by introducing additional protocols and real content

while still maintaining a precisely repeatable and consistent background traffic load.

1

The result is a background traffic load that is closer to what may be found on a heavily-utilized “norma

production network.

4.7.1 “Real-World” Protocol Mix (Enterprise Perimeter)

Traffic is generated across the DUT comprising a protocol mix typically seen in an enterprise perimeter.
4.7.2 “Real-World” Protocol Mix (Financial)

Traffic is generated across the DUT comprising a protocol mix typical of that seen in a large financial institution.

4.7.3 “Real-World” Protocol Mix (Education)

Traffic is generated across the DUT comprising a protocol mix typical of that seen in a large educational
environment,

4.7.4 “Real-World” Protocol Mix (Datacenter)
Traffic is generated across the DUT comprising a protocol mix typical of that seen in a large datacenter.
4.7.5 “Real-World” Protocol Mix (US Mobile Carrier)

Traffic is generated across the DUT comprising a protocol mix typical of that seen in a large US mobile carrier.

4.7.6 “Real-World” Protocol Mix (European Mobile Carrier)

Traffic is generated across the DUT comprising a protocol mix typical of that seen in a European mobile carrier.
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OTHER TEST RESULTS

Security Effectiveness 100% PASS Stability & Reliability 100% PASS

*Baseline Policies v *Blocking Under Extended Attack ¢/
*Baseline Policies v Passing Legitimate Traffic Under o/
«Complex Policies v : Extended Attack v
-Static NAT v «Protocol Fuzzing & Mutation v
-Dynamic/Hide NAT ¢/ l ~Power Fail v
*SYN Flood Protection ¢/ *Redundancy v
Address Spoofing Protectiow/ «Persistence of Data 4

Management & Configuration Total Cost of Ownership

Erce 3 years TCO $ 688,208
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