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Many security practitioners see the term "advanced persistent threat" (APT) as primarily a marketing
term and do not acknowledge that there are advanced threats that have bypassed their traditional
security protection technigues and reside undetected on their systems. Organizations face an
evolving threat scenario that they are ill-prepared to deal with. They must respond to these threats
with the proper techniques and technologies. This research will enable security practitioners to
understand the new threats they face and the best-practice steps they must take in order to reduce
the risk of compromise against the advanced adversaries taking direct aim at their organizations.
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VAR ATIAPTIZE ?

r—_—_—_—_—_—q

Seconds Minutes Hours Days Weeks Months Years
Initial Attack to Initial [ -
I Compromise
=] =
I JEEHJ})\{R 10% 75% 12% 2% 0% 1% 0%
Initial C omise t
I -|Itlal:llaut‘?a;rI xrﬁlTrla:Ei:ﬁ . .
éﬁ?&;ﬁ;ﬁﬁ a% 389 14% 25% 8% 8% 0%
L - S S | S e e e | . ..
Initial Compromise . . . L
to Discovery
EEHJ}EE}HU 0% 0% 2% 13% 29% 549 2%
Disc ryt
Eontai‘nﬂen:_fﬂlzs?;lreafi:ﬁ . . . ®
E}ZHJ};SEE 0% 1% 9% 32% 38% 17% 4%

K& : Verizon Data Breach Investigations Report 2012 & 12 2 A
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Detection Details

Detection Hame  HELIR MNAMETRICK B “

Sawarity High
Type Malicious Cortent
Dascrption Menitored hast is propagating malware.
[t Expoet Connection: Detaifs
@ Connection Dedails [t2] Fila Aralysis Rasuln [l Barsesta Rapan 03MN2013 13:18:45
el
= L - LE
e SMTP | Anti-secunty, self-preservation
[=] Hos Derstination Autostart or other system reconfizuration
IP Address: IP A : . 7 7 7
re-aa CELEL Deception, zocial engineering v‘/
P‘;"‘é Port: File drop, download, sharing, or replication
ITasT a5 ¥ v
MAC Address: MAC Address: Hyack, redwection, or data theft
r—— A!rauﬂ: Malformed, defectrve, or with known malware traits
Network Zone: Wetwork Zone: Process, service, or memory shject change
Trusted Trasied

B — [y
v

Suzpicious network or meszaging activity 3 *
-

SR 77 -

Poszble malware detected
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File drop, download, sharing, or replication

Benames downloaded file URL: http:/fwwwimages.adobe com/www.adobe com/ubi/template/i
dentity/adobe/screen/gnav.css
File: Yewindir¥e\system32\gscreem exe
Renames downloaded file URL: hitp/fwww. 6885 comuploads/fb9c6013f1b269b74c8ed13947
| LR N I 1b96fe/feng jpg

Netvsork Traffic

Renames downloac
*

.ﬂe:-MeHnst oProtocol Requests
g
.. 184.84.208.11 (wwwimages adobe.com) h“p 80 1
: 121.14.231.54 (www.68385 com) hﬂ‘E 80 1
: 174.35.3.29 (1. daumedn net) hﬂi 80 1
“ 210.112.177.55 (cardimage shinhancard. com) htﬁ 80 1
.

116.125.220.28 (www.clickflower net) bl.fp
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System Time: 13:33

Sesrch.. ¥ Quick Searche: ¥ Yy

TMS_Threat_mallame Start Time (Minimum)

{custom)

Wal_Hifrm 2013-03-19 07:49:49
A 2013-03-19 07:40:13

2013-03-19 08:12:45

2013-03-19 08:13:17
Fossible_| Hlfrm 5 2013-03-19 10:02:40
TROJ_FRAUDL.SMII 2013-03-19 09:42:04
TROJ_SPMNR.30CO12 2013-03-19 08:12:45
TROJ_SPNR.OBHU11 2013-03-19 08:12:45
TROJ_SPMNR.Z9BP13 2013-03-19 11:26:13
ADW_SIGNKEY 2013-03-19 09:41:37

TROJ_SPNR.0O9BF13
TROJ_SPMNR.29B713
HEUR_HTJS PACRYP
TROJ_SFNR.OCHI2
TROJ_SPNR.29BF13
TROJ_SPNR.29LQ12
JS_INORA.GL

2013-03-19 20:13:49
2013-03-19 00:43:07
2013-03-19 09:04:32
2013-03-19 02:21:17
2013-03-19 19:50:39
2013-03-19 16:40:18
2013-03-19 14:56:20
¢D1Q D" 19 11 1

Displaying 1 fo 25 of 25 items (Elapsed fime: 0:00:00.197)
@ Copyright IBM Corp. 2012. Al rights reserved.

Event Name
{Unique Count)

IMalware Detection
Malware Detection
Malware Detection
IMalware Detection
Malware Detection
Malware Detection
Malware Detection
Malware Detection
Malware Detection
Malware Detection

HEUR_MNAMETRICK.B 2013-03-19 13:16:48 Malware Detection

Ialware Detection
Malware Detection
Malware Detection
Malware Detection
Malware Detection
Malware Detection
IMalware Detection
Walware Detection

Other

HYBT ZEARIF

TMS_Thre
HEE
{custom)

(Unique
Count)

6

, Cancel % Rulss ¥ Actions ¥ [Quick Filter
{Unique {Unique X . {custom) X .
{Unique {Unique " {Unique {Unique
B BT, Count) Count) T Count) Count)
Count)
S .. Multiple (8 Multiple (... Multiple {.. HTTP IIA Virus
3 .. Multiple (.. Multiple (... Multiple (.. HTTP M Spyware
3 .. Multiple (3} Multiple (3} Multiple (2} HTTF I,
S .. Multiple (3} Multiple (3} Multiple (2} HTTP N
3 .. Multiple (2} 192.1...  Multiple (4} SMTP I Generic
S .., Multiple {2} Multiple (3} Multiple (3} HTTP Multiple {3} Trojan
S Multiple (3} Multiple (33 Multiple (2% HTTP WIEY Trojan
S .. Multiple (3} Multiple (3} Multiple (2} HTTF N Trojan
Spy 2112 172.2.. | hitpulcfile.. HTTP . Trojan
Spyware .. #1182 1721, Multiple (2} HTFP ] Spyware
m—_
1741 hitp:iutild... HTFP M Trojan
.| hitp://cfile dultiple (23 Trojan
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=
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{Un
Col
Mutti
Multi
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icon
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