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Executive Summary

Huawei AR G3 Series Enterprise Routers
Feature Validation

The Bottom Line

1 Dual main control boards providing Non-Stop 

Forwarding (AR3260 model)

Source: Tolly, July 2013

Huawei AR G3 Series Enterprise Routers
Tolly Certified Features/Functionalities

Table 1

As IP networks become the unified platform for information and 

communication technology (ICT) services, enterprises are interested in 

routers’ high performance, high availability and easy expansion capability. 

Security, application control and integrated WLAN Access Controller 

functionalities are all necessary for today’s enterprise routers.

AR G3 series enterprise routers are developed upon Huawei’s VRP (versatile 

routing platform) and are ideal as access points for large/medium campuses, 

enterprise headquarters and branch offices.

Tolly engineers verified that Huawei AR G3 routers support various features 

like URL filtering, built-in WLAN Access Controller functionalities and Smart 

Application Control (SAC) to fulfill end users’ requirement for a variety of 

services. Additionally, Tolly engineers verified that the AR3260 model 

supports dual main control boards providing Non-Stop Forwarding (NSF) for 

high availability.

2 Built-in WLAN Access Controller functionalities 

without any additional modules

4 Smart Application Control

3 URL filtering

Huawei AR G3 Series Enterprise Routers support:

Feature Description

Built-in WLAN Access Controller Functionalities

URL Filtering

Smart Application Control

Dual Main Control Boards that provide Non-Stop Forwarding (only with AR3260)



Feature Validation

Built-in WLAN Access Controller

Tolly engineers verified that the integrated 

WLAN AC capability  of Huawei AR G3 routers 

enabled the router to manage Huawei’s 

WLAN Access Points and associated clients.

Manage WLAN Access Points

One Huawei AP5010 was successfully 

registered to the AR G3 router under test.

Encrypted SSID

Encrypted SSIDs were created with WEP, WPA 

and WPA2 using the AR G3 router under test.

Blacklist/Whitelist

Blacklists and whitelists could be created 

using the AR G3 router under test with MAC 

addresses. While a MAC address was in the 

blacklist, the device with that MAC address 

could not be associated with the SSID. While a 

MAC address was in the whitelist, only the 

device with that MAC address could be 

associated with the SSID.

URL Filtering

AR G3 routers supported filtering traffic by 

URL. Tolly engineers put wildcard *bbs* to the 

blacklist and verified that Websites with “bbs” 

in the URL could not be accessed.

Smart Application Control (SAC)

Instant Messaging (IM)

Tolly engineers used the QQ instant 

messaging service from Tencent to verify that 

AR G3 routers could block IM application 

traffic. When SAC for QQ was enabled, login 

attempts to QQ failed.

Video Streaming

PPTV (a popular Chinese video streaming 

application) was used to verify that AR G3 

routers could block video streaming 

application traffic. When SAC for PPTV 

(PPLive) was enabled, videos could not play in 

the application.

Peer-to-Peer (P2P)

Thunder (a popular Chinese P2P application) 

was used to verify that AR G3 routers could 

block P2P download application traffic. When 

SAC for Thunder was enabled, download 

tasks in Thunder failed.

Dual Control Boards with NSF

Two SRU80 control boards (one Master and 

one Slave) were equipped on one AR3260 

router. With 100Mbps traffic passing through 

the 8FE interface module on the AR3260 

router, when the master SRU80 board was 

unplugged, the slave board became the new 

master and there was no packet loss.

Test Environment
One Huawei AR3260 Router was used as the 

device under test. See Table 2 for details.
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Product Firmware

Huawei AR3260 Router 

(with SRU80 control boards)

Huawei VRP (R) software, Version 5.130

 (AR3200 V200R005C00)

Device Under Test

Table 2Source: Tolly, July 2013
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Terms of Usage
This document is provided, free-of-charge, to help you understand whether a given product, technology or service merits additional 
investigation for your particular needs. Any decision to purchase a product must be based on your own assessment of suitability 
based on your needs.  The document should never be used as a substitute for advice from a qualified IT or business professional.  This 
evaluation was focused on illustrating specific features and/or performance of the product(s) and was conducted under controlled, 
laboratory conditions. Certain tests may have been tailored to reflect performance under ideal conditions; performance may vary 
under real-world conditions. Users should run tests based on their own real-world scenarios to validate performance for their own 
networks. 

Reasonable efforts were made to ensure the accuracy of the data contained herein but errors and/or oversights can occur. The test/
audit documented herein may also rely on various test tools the accuracy of which is beyond our control. Furthermore, the 
document relies on certain representations by the sponsor that are beyond our control to verify. Among these is that the software/
hardware tested is production or production track and is, or will be, available in equivalent or better form to commercial customers. 
Accordingly, this document is provided "as is", and Tolly Enterprises, LLC (Tolly) gives no warranty, representation or undertaking, 
whether express or implied, and accepts no legal responsibility, whether direct or indirect, for the accuracy, completeness, usefulness 
or suitability of any information contained herein.  By reviewing this document, you agree that your use of any information 
contained herein is at your own risk, and you accept all risks and responsibility for losses, damages, costs and other consequences 
resulting directly or indirectly from any information or material available on it. Tolly is not responsible for, and you agree to hold Tolly 
and its related affiliates harmless from any loss, harm, injury or damage resulting from or arising out of your use of or reliance on any 
of the information provided herein.  

Tolly makes no claim as to whether any product or company described  herein is suitable for investment.  You should obtain your 
own independent professional advice, whether legal, accounting or otherwise, before proceeding with any investment or project 
related to any information, products or companies described herein. When foreign translations exist, the English document is 
considered authoritative. To assure accuracy, only use documents downloaded directly from Tolly.com. No part of any document 
may be reproduced, in whole or in part, without the specific written permission of Tolly.  All trademarks used in the document are 
owned by their respective owners.  You agree not to use any trademark in or as the whole or part of your own trademarks in 
connection with any activities, products or services which are not ours, or in a manner which may be confusing, misleading or 
deceptive or in a manner that disparages us or our information, projects or developments.
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+1 561.391.5610. 

Visit Tolly on the Internet at:

http://www.tolly.com

 iv2-213137--yx--2013-08-28-VerF

About Huawei Technologies Co., Ltd.

http://enterprise.huawei.com

http://enterprise.huawei.com
mailto:sales@tolly.com
http://www.tolly.com

