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fid . JLRp RO BB ROy (BEE=0) 7, SRIRS AN R ARG ARILEWOT (8007,

H T AT S s &4 . DES, 3DES, AES. RIVE4H/N4H— R4 kKM AES Bk,

4.2.2.AES ExEAXH &

AES, Advanced Encryption Standard, 26/ 44— N E AN & .

(1) State: B7 ZEINME S 1 STAF N N AE BRI P AR B A 17—~ Packet(128/192/256bhit)
I3 U HEAT REHE FR A —A state ,—) state = — 4 XNb HiFE RPN TR E N T
“7.Nb=Packet Length/32,/J1LL Nb 7] LLHUE 4, 6, 8.

K 4 State

(2) Cipher Key: Cipher Key th 1] LLH—A~ 4 XNk HFER R FEFEH RN TR #OE — A1,
Nk=Key Length/32,/T L Nk n] LAHU{E 4, 6, 8.

Koo | Ko,1 [ Koz | Ko,
Kio| K11 |Kiz2| K1z
K20 |K21|Kz22| K23
Kso|Ks1|Ksz|Kas

Nk =4
Key Length = 128 bits

K 5 Key
(3) Round:
Round fi5 #5564k, H Nr o, Nr [HUE R Packet Length, Key Length K.

Packet Length=128 Packet Length=192 ([ Packet Length=256

Key Length=128
Key Length=192
Key Length=256

A RRAS [ENIR R 10 3t 26
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Round W42, BRIEIE SR KN AT A Bri)m— RN R ST L 4 25, U
PR FEA L .

Standard Round Final Round

Round (State, RoundKey) FinalRound (State, RoundKey)

|
|
I
{ LA
ByteSubstitution; ByteSubstituion;
ByteRotation; | ByteRotation;
MixColumn; : AddRoundKey;
AddRounKey; : }
h

4.2.3.AES B ZMBERE
WA PR 2 TN RN TR, & THALKLE 4.22 P ELH R
BT LA B A 2 e AR e i se B B
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RiTER
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BEINNE SiH SR > BEINNE TiH S8 v
& itz BT TAE
< 6 AES M2 s
(1) ByteSubstitution (X4 S £
Aoo|Ao1|Acz2|Acs Bo,o|Bo,1|Boz2|Bos
A1o|A11|A12| A1z B1,0|B1,1|B1,2|B1s
Az0|A21|A22|Az2s3 B2,o|B21 ’Bz,z B2s
Aszo|Asz1 As,z\\%s Bs,o% Bs2|Bss
\ S-Box
Transform
K7 S &
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(2) ByteRotation (FRNATHE )

Cycling Left Shift 0Byte

Cycling Left Shitt 1Byte
Cycling Left Shit 2Byte

Cycling Left Shift 3Byte

K8 47
(3) MixColumn CFrA%1'E #)
Aoo|Ao,1]Acz|Aos Bo,o | Bo,1i[Bo,2|[Bo.
Aro|A11]|A12| A1z B1,0|B1,1(B1.2|[B1.:
Azo|A21]Az2|A2s3 B2o|B21|B22|[B2:
Aso|As1]Asz2|Ass Bso|Bs1[Bs2|[Bs.:

9 Il E
(4) AddRoundKey (52 5H1ET iz )
Az + Kz 3z =Bs3 (mod 2)

Ao,o|Ao,1 | Ao,z | Ao, Ko,o | Ko1| Koz | Ko Boo|Bo,1|Boz2|Bos
Aio|Ar1|A12|A13 Kio|Ki1|Kiz2| K13 — [B1o|B11|B12|B1s
Azo|Az1|Azz2|Azs @ Kzo|Kz1| K22 | K23 B2o|B21|B22|B23
Aso|As1|Asz2 |Ass Kso|Ks1|Ka2 | Kas B:o|Bs1(Bs2|Bags

K10 & glittr e eis 5
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4.3.1. 8% &

OE=] i
1

s
B 7374

B 11 AR RN
AERIFR I FAA I AP, R

e
"

AEXTFR N SRR R A%, B RHA SRERCCE ARG JEXFmEsL S, HEA
e AL SR P B0 E s H armAT AR FR I &5 RSA, DSA, ECC.

4.3.2.ECC H X R E R IE

H
—
SEN:) Ela.b) K G =]
K=kG C =M+
Co=rG
M=C -k, oy

Kl 12 JEXHR N2 Sk iR
1. P AR —4ME hZkEp(ab), FEHUME HhLE I — &, 1R AG,

2. AP AR MREEHK HFERATFEPHK=KG.
3. [ AKEp(ab)Al K, G4 B.
4, HPBEEMGEEG, FE— By,

5. HF'BitH AC1l=M+rK; C2=rG.

A RRAS [ENIR R %14 4L 26
V1.0(2013-01-302012=09-24)



Vs

HUAWEI eWBB ity 21| ity 11 iff vk 7 5 11 52 AT

6. FHFBICL. C2E4LH A,

7. HP ARG RS, IEHCL-KC2, 452 AM. K hC1-kC2=M+rK-k(rG)=M+rK-r(kG)=M, Fi
Ko A MBEA TR AL 5l v LLAS 2 I S

1.4 FREE

E2E 1 2 A I BRI KRR RE e AR 0T B, 960y e A3l 5K
BB 43
o @il KDC P,
o EAIIEIRELAIE KDC TP
o LU NS S RE N L AURN KDC KUAATE.
o EHUANIEE, M.
%5 EPIEIA S

FsS 57} 537
1 KDC. T g1 ot
2 L FFHLAE
3 I RHORZS A 16
4 KEK B8 (3, Bl i85 s Ao 25 i s 49D

4.5 MBEHEELMALENE
4.4.1.KDC

KDC, Key Distribution Center, i35 4H M RIS % .
1. i 250
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13 KDC 44y
T RS — B IBM A w257 () System x3650 Type 7979 MJIR%: 4%, PSR4 (KDC)
AR S o . BAMERES L. iR S S Uil 15,

AR 55 28K B 20 ) 698 222K X 443.6 =K X 85.4 =K,

2.KDC At &4t
R ‘ AR ‘ i (gl B R
FHEFHUN FH s U R _— THWH
%5 L il . I FHUAE
S R EHBT R I A

Kl 14 KDC #1454
5y 3R
B RSN SRR BB SR, BB B, B R 4
YERUTF U
B LR SRR N . HARNE S R AT
B XHE R, R0, LSRR OB R

4
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4.4.2.UE

0283 P NN AL EMU SEDUINAR 2 . LU R 22 HEAR S 4.

K 4 ARSI

Item Description
Type Bar-type
Display Size: 4.5 inches

I

I Type: TFT IPS touchscreen

I Color: 16M colors

I Resolution: 1280 x 720 pixels

Dimensio | 146 mm x 72 mm X 21 mm
ns (HxWwW
x D)

Weight 300 g (with battery)

Technical | 3GPP LTE R8
standard

Working | 1.8 GHz LTE TDD (1785 MHz to 1805 MHz) (1] 5&

band HD
Data LTE TDD 2UL: 2DL
Services | Downlink: up to 68Mbps

I Uplink: up to 17Mbps

SIM card | Standard 6-pin SIM card port. Does not support hot

swapping.

Port Standard micro USB port, microSD card slot, and 3.5
mm headset jack

Storage I ROM: 4GB

capacity || RAM:1GB

Extended | microSD card (up to 32 GB)

storage

space

Processor | TI OMAP4460 1.5G + LTE MODEM

Device Touch buttons, power key, volume keys, PTT key, and
control emergency dial key.
GPS GPS/AGPS/SUPL1.0/Glonass
SRS RRAS FEALEE %17 3L 26
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Temperat
ure

| Operating temperature: —-20<C to +55C
| Storage temperature: -40<C to +70C

Battery

I Type: Li-ion battery
I Capacity: 2600 mAh

Operating
humidity

5% to 95% RH

Camera

| Rear camera: 8 MP AF full HD
| Front camera: 1.3 MP HD

Radio

Built-in radio

Bluetooth

Bluetooth 3.0

Antenna

Built-in antenna

Wi-Fi

802.11b/g/n. Also functions as a Wi-Fi hotspot.

USB

USB 2.0 480 Mbit/s

Maximum
transmit
power

23 dBm (£2)

RF
sensitivity

—94 dBm/20 MHz
—100 dBm/5 MHz
—97 dBm/10 MHz

Sensor

Accelerometer
Light sensor
Tilt sensor
Proximity sensor

R 5 INEBRSE

st | L HFAES. ECCEEEE
SCFREE I
SCRFEAR I
SCRER PR
SRS FR A BN IR %518 3L 26
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