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2 Project’s Background

2.1 Overview

To against sabotage, illegal activities and extremist’s action, and improve public security is extremely important
in W City. Base on A country realistic situation, Safe City is suggested to be taken as the first high priority and
first implement project.
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The Safe City includes Intelligent Video Surveillance (1VS), Emergence Command Center (ECC), Intelligent
Transport System (ITS), Digital Police, E-ID, fundamental network, etc. Huawei designed unified platform and
fundamental network for all the applications, and it will help to set up an assistant for the A country Government.

o Survedlance(lVs)
Commdcmr!ECC intelligent Transport
S ars)
&umhnco ‘ : ]; E-D
Vehicle Safe City Digitsl Police
...n...m....‘ @

Dightal scenic i \Government
\ OA + Portal

Figure 1 Huawei Safe City Platform overview

In this project, the IVS, ECC and fundamental network are detail designed, and this network is designed to
support future expansion for both network and applications.

Huawei Safe City System Architecture:

Intelligent Video Surveillance System(IVS)

E-IDSystem

Safe City Network Infrastructure

T T T T __...4

E 1D Front-End

Ca
rd

Figure 2 Huawei Safe City Platform Logical Structure

The purpose of this system, in this sensitive region, is to provide both real time monitoring and record of
any illegal or unusual activities in the city, also automatically give an alarm for unexpected issues in some
special area.

Huawei made the system design by considering all above factors, all the detail design is presented in the
following chapters.
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2.2 Scope of Work Overview

By deep study and analysis for the situation and environment in W City and the requirements, Huawei is
pleased to present a latest surveillance technology and comprehensive design to realize the high quality and
fast delivery for this project.

Huawei will be responsible for the system design, equipment delivery and testing, system configuration, launch,
onsite training of end user personnel.

The unified deployment and construction content of system is as follows:

» VS Front end system, including day & night IP cameras, infrared light device, CPE (Customer premises
equipment), solar & power supply equipment.

» Intelligent Video Surveillance (IVS) platform, including intelligent analysis service, GIS, management
platform, HD Real Time Monitoring and Alarm.

» Command Center with Storage and Information & Communication Platform including Unified
communication, TelePresence.

»  Safe City Network Infrastructure, LTE Access, Microwave Transmission and new optical fiber IP network,
site material.

3 Overall Requirement

3.1 Overview

According to the MOI requirements and deeply study, Huawei totally understand it is urgent for the government
to establish a security surveillance network to be the assistant for the society management. Detecting and
recording the suspicious people, activities and objective and dispatch the resource to resolve the emergency in
time, it will be high priority for the government and citizens.

3.2 Places Need to Be Monitored Requirements
1) Ministries and official departments;

2) High ways and Army canal;

3) Foundations for some ministries;

4) Embassies;

5) Colleges and universities and institutes;
6) Hospitals;

7) All main entrance of W City city;

8) All main roads and sequires and public sequires;
9) Banks (all governments banks);

10) Importants hotels;

11) Main parks;

12) TV and radio channels stations;

13) Main markets;
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14) Industries areas;
15) Main Car exhibitions;

16) Police stations and directorate of W City head command department;
17) Entertainment places;

18) Any additional place that comity will added based on future requirements;

3.3  Technical Requirements
1) The cameras shall work continuously day and night without stop and in all the weather conditions.

2) Motion detection function for cameras.
3) PTZ ability(Horizontal and vertical and zoom) for the cameras.
4) Self-clean ability for the cameras.

5) The system shall include more than one source for electricity to guarantee the 24h work every day without
stop.

6) Must connect the fiber-optic to all the command centers (all the levels).
7) The possibility to expand and develop the system in the future and connect with the other systems.

8) The system shall include an information storage and recording machinery not less than 30 days and
storaged in archive (safe place).

9) Putthe second-storage equipments at an alternative and secure location.

10) The related authority shall specify the factories for the equipments and devices for this system.

3.4  Organizational Requirements
1) The system should have two command center;

2) The system sould have a branch command center;

3) Give training for different teams to do the system operation and in different specification;

4) Training the project managements teams;

5) Specify the process procedure for accidents through available existing telecommunication system;

6) Specify the authority for employees in command center each one based on his specialization;

7) Make all necessary arrangements with CMC to specify all the required frequencies for the whole system;

8) W City entrance check points should have the ability to monitor the area that belong to them in addition to
ability to be connected with the main system;

9) Huawei should made site survey for infrastructure that will have connection with this project;

3.5  Security and Intelligence Requirements
1) Alltelecommunication networks must be secure;

2) The system have the ability to review the accidents;

3.6 Rule and Restriction Requirements
1) Frequencies that will be used in LTE will be between 2300 -2400 Mhz ;

2) All MW frequencies will be assigned after finish all project designs and specifying frequencies
bandwidth needed;
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3) MOl select one place to be the sample for the whole project and this sample should satisfy all project
requirements;

4) The Goal of this project is to design, implement and operate surveillance project have the ability to
monitor and detect and track security objects.

4 Overall Architecture Design

4.1 Design Principle
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4.2 System Logical Architecture
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Figure 3 System logical architecture
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5 Front-End System Design

5.1 Front-End Design Overview
The Front-End equipment unit system comprises the following systems

» Video acquisition system(Camera),
» Transmission front-end access device
>  Power supply system

The video acquisition system consists of different functional cameras, and other accessorial devices such
as pole, camera housing, and brackets. It is the most important system which used to collect and encode
the front-end video.

The main device of front-end access system is outdoor Customer Premises Equipment (CPE) which used
for receiving the video stream from the cameras and sending to the wireless transmission network.

Power supply system provides the uninterruptible power supply for the front-end devices include the
cameras, CPEs. It consists of the solar power solution and utility power solution depends on the local
power situation.
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5.2 Front-End Vedio Acquisition
5.2.1 Design Principle

Usually the surveillance point density is the most important quantitative indicator to measure the safe city
video surveillance level. But this indicator cannot completely reflect the security system efficiency. We
need to both consider the monitoring Coverage base on targets and area but mainly focus on the
important monitoring targets.

Monitoring Coveragebase on area Monitoring Coverage base on targets

Monitor all the area of the city, called area Monitor all the security targets in the city,

coverage, adopt the area cover rate as called effective coverage, adopt the

indicator. effective cover rate as indicator

el

XX Project Full area monitor is an ideal goal , itis useless for Targetbased coverage can effectively guide the TIPS lyd

guiding actual surveillance points distribution. surveillance points distribution and save investment.
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Considering the scenario is complex, according to our industrial experiences the main targets should be
monitored includes the main roads, streets, checkpoints, Main entrances of the W City, important building
and so on.

Huawei divides these main targets into different types as below

| |

Entrances and exits Road Square Embassy

The Four Carners Highway Park Hospital
T-Crossing Bridge Market Schools
Independent River Bank Checkpoint Governmental
Monitoring Point buildings

According to curresearch and develop about the main targets of city secunty , Huawei divides these

main targets into several types. From this point of view we can design the model for each type of target.

All complicated scenarios are based on the spots and lines, our surveillance points deign principle as
below:

Basic Design Principle for Spot Target Monitor Model

The typical Spottargets include entrances and exits, traffic junctions and other independent

monitoring spots. According to the characteristics can be further divided in the following table:

Type S Feature """ Design Principle

Single Entrance 1Fixed Camera
Entrances and Exits Single Exit 1Fixed Camera
Entrance and Exit 2 Fixed Cameras
T-Crossing T 3 Fixed Cameras, 1PTZ Camera
The Four Corners X 4 Fixed Cameras, 1PTZ Camera
R e Aspecific moming object 1Fixed Camera
Aspecificmoming area 1PTZ Camera

Basic Design Principle for Line Target Monitor Model
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The line-target generally refers to the continuous linear distribution of the monitoring area. Line

monitor targets such as ordinary roads, highways, streets, rivers, etc.. The basic design principle for line

target monitor model As follows:

Type Feature Length Design Principle
Road&Bridge Separate driving directions, L LiD®
lanes <3
Highv\ra;.r or Ma_in Separate driving directions. L 211D
Street with Barrier lanesz=3 =
Riverbank Both bank L 2°L/Dm
Lrlangth

D= The monitoring distance of fix camera

1. Crossing & Junction Surveillance

Design Principle

4 box cameras to monitor four directions and 1 PTZ Camera can patrol the full directions.
2. Road Surveillance

Design Principle

Each group has 2 box cameras share one pole to monitor two directions, and can be protected by
nearby groups.

3. Highway Surveillance

Design Principle

1 PTZ Camera patrol the full directions, each camera can be protected by nearby groups.
4. Residential area Surveillance

Design Principle

According to the deign before
5. Bridge Surveillance

Design Principle

Full monitoring for the whole bridge using box cameras, Each group has 2 box cameras share one
pole to monitor two directions, and can be protected by nearby groups.

6. Square Surveillance
Design Principle

Using the PTZ camera to monitor the large open area, and using the box camera to monitor the
Square main Entrances and Exits

7. Checkpoint Surveillance
Design Principle

Using the HD box cameras to monitor each path, and the super-definition PTZ cameras to support
the full area monitoring

5.2.2 Surveillance Points Network Design
> AN
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Figure 6 Front-end Camera Networking Diagram
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5.2.3 Key Performance of Camera

In W City the personnel or vehicles that should be monitored must be clearly videoed for the convenience
of locating the related personnel or vehicle once severe safety accidents happen. Therefore, it is no way
for the irrelevant person to be wronged and the relevant ones to get away with. That is the reason why
huawei provide the latest and high performance HD cameras in this project. As we know the transmission
bandwidth will be increasing with the camera resolution increasing, Huawei HD camera adopt the latest
compression technology to reduce the bandwidth requirement.

As we know H.264 is the latest video codec (compressor and decompress or standard, which follows on
from the highly successful MPEG-2 and MPEG-4 video standards and offers improvements in both video
quality and compression. Many of the current one and two megapixel HD cameras use MPEG-4
compression, resulting in higher video data rates. For HD to become usable in mainstream CCTV
applications, H.264 compression technology needs to be deployed in the camera, to provide the lowest
possible data rates. However, not all implementations of the H.264 standard deliver the same quality of
compression. The data rates from different manufacturers’ cameras can vary significantly, even when
comparing cameras implementing H.264. The table below details the typical data rates for a single one
megapixel camera monitoring a fairly static scene such as a building entrance:

Storage required for 30 days at
15fps continuous recording
EECS)

Implementation Typical Data

Technology Rate (Mbps)
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MPEG-2 Implementation 8~10 25

MPEG-4 Implementation 6~8 2.0

Average Compression

Technology(H.264) 2~4 1.0

Huawei Compression

Technology(H.264) 1.5-2 0.5

According to the table before we can see Huawei HD camera using the latest Video Compression
technology has greatly minimized the transmission bandwidth.

Even though Huawei HD camera has the huge disparity in camera performance Huawei still offer the
customer almost the same price with other HD camera manufactures. Using cameras with data rates of
less than 2 Mbps means that makes the wireless transmission available and storage can be greatly
reduced for everyday IVS applications.

The reasons why huawei can make up such a low bandwidth camera are:

® Using a true IP camera solution
® Excellent implementation of H.264
® Dedicated hardware architecture

True IP Cameras

Huawei IP camera completely eliminates any analog signal by connecting the digital signal processor,
present in all analog cameras, directly to the compressor chip. This ensures no additional signal noise is
introduced.

The Best Compression technology using H.264
There are three common compression standards used in current HD IP Cameras, MJPEG, MPEG-4 and
H.264.

Video is compressed using two types of frames:

® | Frame, also known as the Index or Key Frame and contains the whole image
® P Frame, which only contains the information that is different from the previous frame.

MJPEG only uses | Frames, whereas MPEG-4 and H.264 use a combination of both | and P Frames and
consequently use considerably less bandwidth them MJPEG. H.264 will require up to 50% less bandwidth
than MPEG-4 to transmit the same quality image, therefore it is the chosen compression standard for the
highest performance IP cameras.

The H.264 standard specifies a set of optional tools which can be used to compress video. A compliant
decoder must implement every tool, whereas a compliant encoder can choose which tools to use. This
means that there can be a big difference between encoders from different suppliers — some compress well,
some compress badly. To determine what information is transmitted in a P Frame the image has to be
searched for motion in each frame. The quality of the compression depends on how far and how well the
search is completed on each frame. The limitation to this searching is the available processing power in
the camera, even more so with HD resolutions at full frame rate.

Hardware Architecture
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Huawei adopt the high performance compression engine Due to the huge processing demands of a low
bandwidth HD IP camera using H.264 it is essential that the compression engine is implemented in
dedicated hardware. With this type of design low bandwidth HD compression can be achieved with a
guarantee of no dropped frames.

5.2.4  Advantages of Using Huawei HD IP Cameras

The advantages of HD IP cameras have been well documented, but in summary the three main areas
where they can provide real benefits are:

General Surveillance —Huawei HD megapixel camera can replace several standard 4CIF cameras,
thereby reducing costs. An HD megapixel camera can see more detail in the same field of view or view
a wider field of view at the same level of detail.

A &
gIF acIF
152288 rosers 1260720 152071600

Forensic Detail — Many existing analog CCTV systems simply do not provide enough resolution or
quality for forensic evidence. Huawei HD Megapixel cameras solve many of these quality/resolution
issues. They are ideal for applications where the system wants to identify and record faces, vehicle
license plates or objects.

Digital PTZ — Huawei HD megapixel cameras can digitally zoom quicker and with greater detail than
analog cameras whilst still recording the whole picture for later analysis. This provides superior
performance and is more reliable than mechanical PTZ mechanisms.

Benefit from HD technology, at present typical applications for Huawei HD IP cameras include retail
point of sale, banks, and casinos, car parks, building entrances, military installations and city centre
monitoring.

53 Front-end access device — CPE
5.3.1 Requirements analysis

Based on the A country realistic situation, Huawei customized the outdoor CPE (Customer Premises
Equipment), for the camera data transmission, which is based on the LTE TDD technology, with IP67
standard protection, and it can worked in the extremely abominable situation.

In order to enhance the UL throughput, Huawei researched and designed the special TDD ratio
according to the 3GPP LTE TDD standard, UL:DL=3:1. More details can be referred to the chapter
“LTE TDD frequency planning”.
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The CPE support one FE interface, and camera can directly connect to the CPE device. The CPE
adopts “ODU only ” design, and internal directional antenna, it makes the better antenna gain and large
thoughput.By using this CPE device, the LTE TDD network can provide steady data transmission. The
specification can be referred to chapter “LTE TDD Main Equipments Introduction”

5.3.2 Technical Specification of CPE

CPE eA660-123 T2V T il :

2.3GHz,
DHCP (Dynamic Host Configuration Protocol) #1 NAT (Network Address Translation) .
24 MR KEEDIRE

T Web &3,

T TR-069 HhisCiz fie 15 4% & # o
WA LTE il a6 R4k

IP67

52 FE Tk M2k POE it

AR A2-40° C~60° C

TR E-40° C~70° C

R Py B Th RE

WE A UF ) LED #8754, (8T H P SR RIRE .

5.3.3 CPE Network Topology
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Figure 7 CPE Network Topology
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5.3.4 CPE Interface Type

XX Project

Table 1 CPE Interface Type

RERE #n &iF
FE 110/100 ( RJ45) RJ45
ANT1/ANT2 RéxsEn
eA660-123
SIM 1 BELTE
i
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5.4  Solar Power System Design
5.4.1 Requirement Analysis

Based on the technical design, and combine with the requirement from A [E MOI, there are 4 phases
included in this project, the project aims to launch a effective surveillance system all around the W City city
(In a agreed specified area), based on the design, totally 13116 cameras are required, which will be
located in 8001 different locations.

This detailed design will introduce Huawei site solution for these 8001 camera sites (called front-ends)
including power supply system and installation pole for camera and LTE CPE. According to the
information provided by MOI, 25% of front-end will be supported by commercial grid power, while 75%
shall be covered by solar power. Based on this, below quantities of each phase is calculated in considered
in Huawei quotation to MOI:

Table 2 Requirement of Solar Power
Phase 1 Phase 2 Phase 3 Phase 4 Total

Solar power 1,496 1,295 2687 526 6,004

Commercial grid power 498 430 894 175 1,997

Since all the cameras and LTE CPEs are designed to installation on the poles, therefore, 8001 pole are
proposed, the pole will strong enough to support solar power, commercial grid power, camera and LTE
CPE.

5.4.2 Design Principle
The solar power solution for Video Surveillance design has considered the following factors:

® Considered the different solar irradiation according to different station site.

Longitude and latitude of different station site has different geographical and meteorological
characteristics, such as solar irradiation intensity, environment temperature, ground reflection
coefficient, atmosphere cleanliness level, terrain and so on. These factors will all influence solar
irradiation intensity.

® Taken the least month solar irradiation into account in communication power supply system so that
the system reliability.

® Solar power system'’s inner energy losses should be taken into account. Inner energy losses are
including the following factors:

Dust cover losses, PV module aging de-rating, and efficiency of temperature effect and so on.

Cable losses, including the one from the module center to the controller and from the battery to solar
controller have been considered.

Battery coulomb efficiency and battery charge-discharge energy efficiency.
Solar controller efficiency

® Battery backup time also should be sufficient considered the long continuous rainy days in local.
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® Pole system shall strong enough to support installation of PV panel and Camera, CPE. Design of
pole based on ASCE 10-97.

Commercial power solution for Video Surveillance design has considered the following factors:

Outdoor environment reliable work.
Rectifier capacity is able to power the equipment meanwhile charge battery.
Installation method support hanging on the pole.

Battery backup time in the event of commercial grid power disconnected

Pole system shall strong enough to support installation of power box and camera, CPE. Design of
pole based on ASCE 10-97.

5.4.3 Application Scenario Description
The solar power and commercial grid power are used to provide uninterrupted power for camera and LTE

CPE, therefore, power consumption of camera and CPE must be calculated, camera and CPE power
consumption is selected as followed:

Table 3 Information of Solar Power Scenarios

: _ _ Rated _
Scenario Configuration Power(W) Quantity

Box-camera 20 1
PTZ-camera 8 1

Scenario 1 | Infrared lamp 7 1 67
LTE CPE 12 2
Protective housing 8 1
Box-camera 8 2
Infrared lamp 7 2

Scenario 2 70
LTE CPE DC 12v 12 2
Protective housing 8 2
PTZ- camera 20 1

Scenario 3 32
LTE CPE 12 1
Box camera 8 1
Infrared lamp 7 1

Scenario 4 35
LTE CPE 12 1
Protective housing 8 1

There are 4 different configurations of front-end according to the form information above. Consider that
the total power consumption of scenario 1 is close to scenario 2, scenario 3 is close to scenario 4. 70W
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and 35W are considered as the typical load power consumptions. Therefore, 70W capacity power system
and 35W capacity power system for both solar and commercial grid power rectifier are proposed in this
time project and included in our quotation.

Since all the camera and LTE CPE required 12VDC power input, the proposed solar power shall be
capable of outputting 12VDC, and also the commercial grid power rectifier shall capable to switch
commercial 220VAC to 12VDC.

All above mentioned solar power, commercial grid power, camera and LTE CPE will be installed on a 6m
height pole, the pole will provide 1m console on top of it in order to provide installation plat form for camera
and CPE.

544  Solar Power Solution

Solar Power Solution Diagram

Operating principle

Based on the local climate conditions, the solar solution has several operation modes. The main factor is
the solar irradiation.

» Scenario 1: Sunny: When the solar energy is sufficient to supply power to the loads, solar controller
manage and control that PV modules convert the solar energy to electric energy and supply power to
camera and LTE CPE, meanwhile charge for battery.

» Scenario 2: Cloudy: When the solar energy is insufficient to supply power to the load, camera and
LTE CPE are powered by the electric energy converted from both the solar energy and battery.

» Scenario 3: Night or rainy: When the solar energy cannot supply power to the loads, the camera and
LTE CPE are powered solely by battery.

Design assumption
» PV panels will be installed on the top of pole with flange connection, while solar controller box

including controller and battery will be installed and fixed on the concrete ground near pole from the
human safety point of view.

»  The solar controller box will be equipped grounding system in order to provide grounding connection
for the PV panels, CPE and camera. While the system and pole is not equipped lightning rod and
system in consideration of A country climate.

» 90 hrs battery backup shall be considered for the continuous rainy day.

Above assumption are considered in the quotation.

Appearance of solar power site
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545  Technical Specification of Components

5.4.5.1 Technical Specification of PV Module

PV module is a device that converts solar energy into electric energy. PV module is designed for the direct

charging for battery.

Electrical Characteristics

Optimum Operating Voltage(Vmp) 17.2V
Optimum Operating Current(Imp) 8.15A

Open- Circuit Voltage (Voc) 21.68V
Short -Circuit Current (Isc) 8.67 A
Maximum Power at STC(Pmax) 140 W
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Cell Efficiency 17.40%
Operating Temperature -40°C to +85C
Maximum System Voltage 1000V DC
Maximum Series Fuse Rating 15A

STC: Irradiance 1000W/m*, Module temperature 25 C,AM=1.5

Temperature Characteristics

NOCT 45+2°C

Temp. coefficient of Pmax -0.43%/C
Temp. coefficient of Voc -0.32%/C
Temp. coefficient of Isc 0.059%/C

5.4.5.2 Technical Specification of Pole

Huawei designed pole for the camera installation:

® | type (6+1)m pole are proposed in this project, 6m in main pole and 1m in console member for
installation of camera and CPE. Displacement for is designed less than +/- 0.5 °C after installed solar
and camera, or power rectifier box.

® Flange connection is equipped for pole bottom. In order to connect with foundation by using anchor
bolt. For solar power pole, the pole top also equips flange used to install solar panels.

® Pole material, Q235 or S235.
Two types pole are proposed based on usage scenario:

B Typel, Main pole 6m: & 219.1x7.1mm, Console pole 1m: & 76.1x3.6mm), support installation of:
Solar panel : 8kg*6 pcs=48kg ; 1195*541*30 mm * 6pcs, Solar structure: 50kg

B Type 2, Main pole 6m: & 159x 6, Console pole 1m & 76.1 x 3.6mm), support installation of
power rectifier box on 5m height location.

Pole Specification

Tailor design with Huawei power and front-end equipments
Easy for installation
High steady with strong wind resisting capacity

Cooperating with anti-theft bolt to strengthen anti-theft performance;

Roomy space for equipments under the support structure, which can resistance solar directly
irradiate;

The relation between installed angle and puncheon dimensions.
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Pole Specification Item Type 1-with solar power Type 2-with power rectifier box
Type L-type L-type
Installation 6 solar panels and support is installed | A rectifier box with battery hanged
on top of pole with flange connection on pole 5m height location.
Material galvanized steel galvanized steel
Design/Operation wind 144/100 kph 144/100 kph
speed
Connection mode Flange connection Flange connection
Pole Height 6m 6m
Pole external diameter 219.1mm 159mm
Pole wall thickness 7.1mm 6mm
Horizontal cantilever 1000mm 1000mm
Length
Horizontal c_antllever 76.1mm 76.1mm
external diameter
Horizontal cantilever wall
thickness 3.6mm 3.6mm
Deflection Criteria 0.5°C 0.5°C

5.4.5.3 Technical Specification of Solar Power Cabinet

® Appearance

Solar Power cabinet

® Solar controller Specifications

Solar Controller controls the power to the battery and equipment supplied by solar energy, and thus

ensures that the storage battery and equipment work in a normal range of voltage and current. Itis a 12V

system. Solar Controller supports basic functions as system monitoring, system alarm and recording.
Mechanical Specifications of Solar Controller
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Mechanical Items ’ Description

Type 12v
Cooling mode Natural cooling
Dimension (width x depth x height) 600mm*600mm*350mm
Weight 50 kg
Cabling mode Bottom in/out
. On pole / above ground
Installation S .
bove ground selected in this project

Electrical Specifications of Solar Controller

Electrical Items Description

Working mode PWM
Output voltage 12v
Max. Charging/Load Current 20A/40A

Electrical Specifications of Solar Controller

Electrical Items Description

Working mode PWM

Output voltage 12v

Max. Charging/Load Current 20A/40A
Self consumption <4mA
Controller capacity 20A
Environment temperature -20~+50C
Altitude 0-4000m

Feature:

® | CD-Charge and discharge status display;
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Audible alert before load disconnect;
Load status indicator;

Deep discharging protection;

Four-stage PWM charging (series type);

® Integrated temperature compensation function.
5.4.5.4 Technical Specification of Battery Specification
SCB battery

Technical specifications of SCB battery

Battery Type Rated Voltage Rated Capacity Weight (kg)
V) (C10, Ah)

SCB-200A 2 200 18

SCB-300A 2 300 25

5.4.5.5 Technical Specification of Grid Power Rectifier Cabinet
® Appearance

Grid power cabinet

® Specification

Technical specifications of power system

Electrical ltems Description

Input voltage 220 VAC
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Output voltage 12vDC
Capacity >125A
Environment temperature (C) -20~+65
IP rating IP55
Cooling Natural
) On pole / above ground
Installation o )
On pole selected in this project
Serial port RS485
Communication port
Output Dry contact 2
Output branch 8
Power distribution Branch of the storage ,
battery

5.4.5.6 Technical Specification of Battery Specification

Backup battery(the picture is only for reference)

Technical specifications of battery

Rated Voltage (V) Rated Capacity (Cio, Ah) Weight (kg)

Battery Type
GEL-100Ah 12 100 37.5
GEL-65Ah 12 65 29
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54.6  Configuration of Solar Power System

54.6.1 Information of Load

. . . Rated . Total
Scenario Configuration Power(W) Quantity
Voltage Power(W)
Gun-camera 20 1
Gun-camera 8 1
Scenario 1 | Infrared lamp 7 1 67
LTE CPE 12 2
Protective housing 8 1
Gun-camera 8 2
Infrared lamp 7 2
Scenario 2 70
LTE CPE DC 12V 12 2
Protective housing 8 2
Dome camera 20 1
Scenario 3 32
LTE CPE 12 1
Gun-camera 8 1
Infrared lamp 7 1
Scenario 4 35
LTE CPE 12 1
Protective housing 8 1
5.4.6.2 Configuration List
»  Bill of Main Material for Solar Power System
® For 70w Load
\[o] Item Description Unit Quantity
1 PV Module PV Module,140Wp, PCS 4
2 Support Structure Support structure SET 1
3 Solar Controller Solar Controller, 12VDC,40A PCS 1
4 Battery 12V,600 Ah SET 1
Galvanized L type pole (Main pole
5 Pole 6m: @ 219.1x7.1mm, Console pole | PCS 1
Im: @ 76.1x3.6mm)
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\[o] Item Description Unit Quantity

1 PV Module PV Module,140Wp, PCS 2

2 Support Structure Support structure SET 1

3 Solar Controller Solar Controller, 12VDC,20A PCS 1

4 Battery 12V,300 Ah SET 1
Galvanized L type pole (Main pole 6m: &

5 Pole 219.1x7.1mm, Console pole 1m: @ | PCS 1
76.1x3.6mm)

»  Bill of Main Material for Grid Power Rectifier System
® For 70w Load

Description Quantity
- TP1230H, pole mounted, 200VAC input
1 Rectifier box 12VDC output PCS 1
2 Battery 12V,100 Ah SET 1
3 Cable 1 Power cable from power point to rectifier box | METER 20
4 Cable 2 Groundmg cable from rectifier box to METER 5
grounding system
Galvanized L type pole (Main pole 6m: &
5 Pole 159x 6, Console pole @ 76.1 x 3.6mm) PCS 1

® For 35w Load

Description Quantity
- TP1230H, pole mounted, 200VAC input
1 Rectifier box 12VDC output PCS 1
2 Battery 12V,65Ah SET 1
3 Cable 1 Eg)\:ver cable from power point to rectifier METER 20
4 Cable 2 Ground_lng cable from rectifier box to METER 5
grounding system
Galvanized L type pole (Main pole 6m: &
5 Pole 159x 6, Console pole & 76.1 x 3.6mm) PCS 1
XX Project Huawei Confidential
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6 LTE Network Design

6.1 LTE Technology Introduction

LTE or Long Term Evolution has been heralded as the next evolutionary quantum leap forward for the
mobile broadband industry at large. LTE TDD is a fully specified and standardized high-performance
TDD (Time Division Duplex) mobile broadband technology for both large-scale coverage deployment
and a host of special applications.

The LTE TDD network architecture is shown below:

LTE (EUTRAN) SAE (EPC)
“A”i MME Hss PCRF
I T o | E’

e et (o gn) " Intemet
A ----- ) Intranet
: I - S518 ﬂ
a5

: s#l%lin PDN ------- Control Plane
% Gcw . UserPlane

Figure 8 LTE TDD Network Architecture

In this surveillance project, Huawei provides latest wireless solution LTE TDD for wireless access
network and LTE SAE core network for fast deployment and high UL throughput for surveillance
service, the whole network can be easily upgrade to satisfy future expansion requirement.

Compared with traditional wired solution, the benefits of wireless network video surveillance solution
(NVS) as follow:

> Saving cost

Due to less cable cost and civil work like digging ditch for burying fiber optics, video surveillance
system with wireless network is more economic than wired one.

> Fast deployment

Besides, wired transmission solution takes longer delivery time than wireless one, which saves
much time of fulfillment. For the city with river, it is sometime not easy to lay fiber optics, while
wireless signal is ubiquitous without physical line.

> Easy expansion

It will be easy for expansion in the future by adopting wireless solution. When more areas shall
be covered with more cameras, only base station or carrier and storage and the software license
need to be added. Comparing with wired solution, the heavy civil work will be repeated during
each phase of expansion. Also, the position of cameras is very easy to change because there is
no attached cable.

> Easy maintenance

Trouble shooting by wired solution is a painful process, due to difficult to determine the cause by
camera or cable. By contrast, locating the problem is much easier by using wireless way.
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6.2 LTE Network Overall Solution

6.2.1 LTE TDD Network Architecture

The LTE TDD network architecture is shown below:
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Figure 9 LTE TDD network architecture
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6.2.2 RF Design

1. R
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Table 4 L1 Antenna Specification
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Antenna Type AGISSON A25451803
Specification Port Number-4
Frequency:2300~2700
Gain:18dBi
Horizontal Beam Width: 65
Dimensions(H XW X D): 1060 X 289 X 85
Weight(kg): 15
Operation Temperature(C): -55 ~ +65
Quantity Phase 1: 204
Phase 2. 177
Phase 3: 369
Phase 4. 72
Appearance
2. Bk
XX IH S, AEAI) TDD LTE BRI f i (AE A 80, JF Hilld 508 BT 7 iiic ke, wr
PASRAS R H)ME 55 %

PEAG I E A ek, 5T LU S IE:
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> MRIEIH RATE R, TN WO AN X S AU s g Sk, R TR SR R xxx
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o

» 3GPP & X[ LTE fZiE45 % & 1.4MHz. 3MHz. 5MHz. 10MHz. 15MHz. 20MHz. A TR
ATREPE T R A, AU BN X A 20M A7 5

> USRS A AT . 2 TDD LTE #0457 LA TypeO ) Fiifc kb, BN B RAT
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Uplink-downlink configurations
Uplink-downlink]  Downlink-to-Uplink Subframe number
configuration | Switch-point periodicity 0 1 2 3 1 5 3 7 Pl ]
0 5ms D 5 U U U D 5 U U U
1 5ms D 5 U U D D 5 U U D
2 5ms D 3 u D D D s u D D
3 10ms D 5 U U U D D D D D
4 10ms D 5 U U D D D D D D
5 10ms D 3 u D D D D D D D
i 5ms D 3 u U u D s u U D
> FIBEIARMY AT R, EIHRBIMG 20M 779, £5 b, 7F Band40 MiEt b, R
AT
2300 2340 2380
40M 20M
[

L J | ! Mz

|

LTE Band for
this Project

f

Reserved Band
for Expansion

Notes: 20Mhz reserved band is for capacity expansion
such as adding some new cameras and new applications
(date service, mobile video surveillance) in the future

6.2.3 Radio Network Planning

1. Planning Procedures

The figure below illustrates the entire lifecycle of the LTE RNP process specified from the
perspective of RNP general routines. What is the most relevant to this context comprises two
major phases: nominal planning and detailed planning.

W Coverage area (Dense urban, Urban, Suburban )
W CQuality objective [Q0S criteria)

W Capacity requirement (Subscriber, traffic model)
| Link budget parameters {Penstration loss,
Propagation modsl)

Preparation

W Link budget

B Capacity dimensioning

B Site numbers/configuration

B Cell radius in each morphology
| MNetwork development solution

WBackground Interference Test
(optional)

ERadio spectrum analysis
B Propagation model tuning

The output of
dimensioning is
important criteria to
assess RNP solution

W Site [ocation confirmation

BRF parameters configurations

B Search ring specifications

mprediction & Simulation

B Cluster definition for project management

Naming conventions
Candidate sites
information

Nominal
Planning

B Site survey/candidate site search
W Meighbor cell configuration

B PC|, TAC planning

B Cell parameters configuration

B Algorithm configuration

Detailed

TR Network Deployment
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Preparation phase need to collect related Information for RNP, information collection proceeds
at the early stage of network planning. It serves link budget, network dimensioning, and network
simulation.

Radio network nominal planning is the initial planning over the network before site survey at the
early stage of project. It includes the following stages:

»  Network dimensioning
» Initial site selection
»  System simulation

At the detailed planning of radio network, engineers survey and verify sites one by one based on
radio network nominal planning (If the sites cannot meet the requirements or are inaccessible),
and select their location according to Search Ring output by nominal planning, determine the
engineering parameters related to RNP for guiding project construction, verify the configuration
of cell parameters and planning effect by simulation.

Network Optimization process includes Drive Test optimization, KPI optimization, Network
Monitoring and Technical Support. Huawei will begin optimization only when a certain number of
continuous sites are put on service (for example, 90% of the continuous sites are put on service).
For the specified optimization project where there is no site launch at all, the first step is to
collect and check site database (engineering parameter table). DT optimization and KPI
optimization are committed at the same time. According to the plan of project, self-check should
be involved to make clear whether the network quality achieve acceptance criterion. If
acceptance criterion has been achieved and the acceptance time has not arrived, the project
moves to Network Monitoring process. The support what we said here includes optimization
team, R&D team and marketing team, not only optimization technical support team.

2. Fundamental Information
The fundamental information of LTE system is shown below, including frequency, bandwidth,

etc.
Resource of frequency (MHz) 2300-2340MHz
Channel bandwidth (MHz) 20+20MHz
Duplex TDD

3.  Antenna Selection

The introduction of MIMO brings more antenna numbers. The space has also become a
necessary network planning issues to be considered. Antenna selection is a very important part
of LTE radio network planning. It is mainly based on the coverage requirement and installation
space. Focusing on the requirements of MOI, we will use below types of antennas for the
eNodeB. The main parameters of antennas are described below:

Main parameters of eNodeB Antenna

Antenna Type Directional antenna

Polarization Dual-polarized
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Gain (dBi) 18
Half-power beam width 65°
Front-to-back ratio(dB) >25

4.  Frequency Planning
According to the requirements of MOI, the technical solution has to Offer capacity for

a) Outdoor Video Surveillance Access for more than 10000 cameras .The accurate number of
cameras is based on our calculation.

b) Capacity requirement, UpLink:1.5Mbps per camera .

To meet the requirements before-mentioned for Outdoor Video Surveillance Access, Huawei
highly recommends S222 solution that supply 20MHz+20MHz double frequencies for each
sector. Because it reaches the highest sector Uplink throughput and spectrum efficiency in
40MHz bandwidth. The solution can achieve best performance for the cameras.

»  The detail is as following:

Frequency Planning

Resource of frequency (MHz) 2300-2340MHz
Duplex TDD
Sector Configuration S222
UL:DL Subframe ratio 31
Bandwidth (MHz)for each Sector 20MHz+20MHz

»  Cluster and frequency layout :

5. Coverage Planning and Link Budget
» Coverage Area Analysis

Firstly, the whole coverage area was classified into four phases, and each region was further
classified into different scenarios:

Phase Scenario Total Area (Km?)
Phasel Dense Urban XX
Phase?2 Urban XX
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Phase3 Urban Xx
Phase4 Sub Urban XX
Total XX

UL Cell Edge Rate

Dense Urban
Cell Edge Rate:UL(kbps) 1500

Urban
1500

Suburban Rural

1500 1500

Assumed Parameters and System Parameters
» eNodeB Antenna Height

The antenna heights in different morphologies are proposed below:

Morphology

Antenna Height (m)

Dense-Urban Urban
25 25

Suburban

30

Rural

30

»  Std.Dev.Of Slow Fading

For LTE system, the Std. Deviations. of Slow Fading in different morphologies are shown below:

Std.Dev.Of Slow Fading Dense-Urban Urban Sub-urban Rural
Indoor 11.7 9.4 7.20 6.2
Outdoor 10 8 6 6

6. Link Budget Result

For getting the result of link budget, we need to input the parameters as shown below:

Through the link budget, we can get the cell radius in different morphologies. In all morphologies,
the system coverage is limited by uplink, so the coverage parameters are shown in the Table

below:

» Dense Urban and Urban:

Morphology
SCH Type

Duplex Mode

TDD DL/UL Configuration

TDD Special Subframe
Configuration

User Environment

Channel Bandwidth (MHz)

Channel Model

XX Project

Dense Urban
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4%x2 4x2
MIMO Scheme 1x4 SFBC+FSTD 1x4 SFBC+FSTD
Cell Edge Rate (kbps) 1500 1500 1500 1500
TX
Max Total Tx Power (dBm) 23 46 23 46
Allocated RB 10 30 10 30
RB to Distribute Power 10 100 10 100
Subcarriers to Distribute
Power 120 1200 120 1200
Subcarrier Power (dBm) 2.21 15.21 2.21 15.21
Beamforming Gain 0 0 0 0
Tx Antenna Gain (dBi) 12 18 12 18
Tx Cable Loss (dB) 0 0.5 0 0.5
Tx Body loss (dB) 0 0 0 0
EIRP per Subcarrier (dBm) 14.21 32.71 14.21 32.71
Rx
SINR (dB) 2.64 3.64 2.64 3.64
Rx Noise Figure (dB) 3.5 7 3.5 7
Receiver Sensitivity (dBm) -126.1 -121.6 -126.1 -121.6
Rx Antenna Gain (dBi) 18 12 18 12
Rx Cable Loss (dB) 0.5 0 0.5 0
Rx Body loss (dB) 0 0 0 0
Target Load 50.00% 50.00% 50.00% 50.00%
Interference Margin (dB) 3.95 9.47 3.95 9.47
Min Signal Reception
Strength (dBm) -139.65 -124.13 -139.65 -124.13
Path Loss & Cell Radius
Penetration Loss (dB) 0 0 0 0
Std.of Shadow Fading (dB) 10 10 8 8
Area Coverage Probability 95.00% 95.00% 95.00% 95.00%
Shadow Fading Margin (dB) 7.93 7.93 5.9 5.9
Pathloss 145.92 148.91 147.96 150.94
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Propagation Model

eNodeB/UE Antenna Height
(m)

Frequency (MHz)

Cell Radius (km)

3.39

»  Sub Urban and Rural:

Morphology
SCH Type

Duplex Mode

TDD DL/UL
Configuration

TDD Special Subframe
Configuration

User Environment

Channel Bandwidth
(MHz)

Channel Model

MIMO Scheme

Tx Antenna Gain (dBi)

Tx Cable Loss (dB)

Tx Body loss (dB)

EIRP per Subcarrier

14.21

32.71

Cell Edge Rate (kbps) 1500 1500 1500 1500
Tx

Max Total Tx Power

(dBm)

Allocated RB 10 30 10 30
RB to Distribute Power 10 100 10 100
Subcarriers to

Distribute Power 120 1200 120 1200
Subcarrier Power

(dBm) 2.21 15.21 2.21 15.21
Beamforming Gain

14.21

32.71
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(dBm) ‘
Rx
SINR (dB) 2.64 3.64 2.64 3.64
Rx Noise Figure (dB) 3.5 7 3.5 7
Receiver Sensitivity
(dBm) -126.1 -121.6 -126.1 -121.6
Rx Antenna Gain (dBi) 18 12 18 12
Rx Cable Loss (dB) 0.5 0 0.5 0
Rx Body loss (dB) 0 0 0 0
Target Load 50.00% 50.00% 50.00% 50.00%

Interference Margin
(dB) 3.95 9.47 3.95 9.47

Min Signal Reception
Strength (dBm) -139.65 -124.13 -139.65 -124.13

Path Loss & Cell Radius

Penetration Loss (dB) 0 0 0 0
Std.of Shadow Fading

(dB) 6 6 6 6
Area Coverage

Probability 95.00% 95.00% 95.00% 95.00%
Shadow Fading

Margin (dB) 3.91 3.91 3.91 3.91
Pathloss 149.94 152.92 149.94 152.92
Propagation Model Cost231-Hata(Huawei) Cost231-Hata(Huawei)
eNodeB/UE Antenna

Height (m) 30 5 30 5
Frequency (MHz) 2600 2600 2600 2600
Cell Radius (km) 5.86 7.12 9.26 11.25

» Result of Link Budget

Morphology Dense-Urban Sub-urban
Cell Radius (km) 1.4 2.8 5.86 9.26
Site Coverage(kmz) 3.82 15.28 66.93 167.12
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7. Capacity Planning
»  Site number calculation process
Considering of the Uplink capacity requirements is 1.5Mbps per camera , we could make the
calculation of site number based on capacity . Considering 15% sector throughput backup for
topography and camera distribution redundancy . The calculation result of camera numbers per
sector is as following:

Average Camera CEZE)
Number per
. Frequency Plan  throughput Number
Scenario Sector
per Sector per Sector per RE
UL (Mbps) Sector Backup)
DenseUrban/Urban | 20MHz+20MHz | 14.1+14.1 18 16
SubUrban/Rural 20MHz+20MHz | 14.1+14.1 18 16

»  The calculation result of camera numbers per site is as following:

Camera Number
Camera Number per Site

per Site
(15% Backup)

Scenario Site Mode

DenseUrban/Urban S222 54 48

SubUrban/Rural S222 54 48

» The required Site number based on capacity is below :

Phase Camera number Site number

Phasel 3,268 68
Phase2 2,828 59
Phase3 5,871 123
Phase4 1,149 24
Total 13,116 274

According to the prediction area and site number, the distance between two sites is as follow:

. Total Area  Area per Site Radius Bl

Phase Scenario (sz) Site(kmz) (km) between
Sites
Phasel Dense Urban 85.6 1.26 0.80 1.21
Phase?2 Urban 112.5 1.91 0.99 1.48
Phase3 Urban 293.1 2.38 1.11 1.66
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| Phase4 | Sub Urban 383.1 | 15.96 ‘ 2.86 4.29

Based on the sites distance from capacity dimensioning , we can totally meet the coverage
requirement at the same time.

8. Dimensioning Result
We locate 274 sites in four phases of this project , The final result of the Site nhumber is below:

Phase Phasel Phase?2 Phase3 Phase4 TOTAL

Site Number 68 59 123 24 274

6.2.4 Site Evaluation and Selection

Ensure that each cameras could get sufficient throughput is a big challenge for network planning. The
allocation of the BTS and cameras must be reasonable, so it's necessary to make out several
principles to guide the sites survey.

»  Principlel: Overlap
The coverage area of each site should be cleared and minimize the cell’s overlap.

Avoid deploying the cameras in the overlap area of several cells. The CPE in the overlap area will
suffer serious interference from the adjacent sites and can’t achieve the common performance.

»  Principle2: Distance

The capacity dimension result is made out from the assumption that the cameras are evenly
distributed in the surveillance area. If there are too many cameras distributed on the edge of sites,
the capacity of the site will decline.

So we suggest that the maximum distance between cameras and site should not exceed the link
budget cell radius on different scenarios and the average distance between the cameras and site
should not exceed the half of site coverage radius.

Cameras should be deployed as close as possible to the site.
Based on this principle, the average distance between the cameras and site is as following:

Dense Urban 14 0.7
Urban 2.8 14
Sub Urban 5.86 3.0
Rural 9.26 4.7

»  Principle3: Density

Cameras with high density means that there must be some cameras cannot get the service. On
the contrary, cameras with low density means that wireless resource will be wasted.

The number of cameras belong to one cell should not exceed 10.
6.2.5 Cell Planning

» Tracing Area Planning
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Tracing area code is a important property of cells. A clutter of cells must be given a specific TA
code which is unigue in the whole network. The terminal will update/report the new TA code to CN
when it has entered a new cell which belongs to a different tracing area. The purpose of TAU
(Tracing Area Update) is to inform CN where | am. When the CN need to paging a terminal, it will
send the paging messages only in the specific tracing area corresponding to the specific terminal.

The CN rarely paging the terminals when the service is video surveillance. The tracing area could
be designed as large as possible. But in some extreme cases, large number terminals frequently
dropped and registered, that would bring a lot of TAU messages which caused an instantaneous
high load on the network. Therefore, we suggest that the network is divided into 4 different tracing
areas.

» Neighbor Cell Planning

The purpose of the neighbor cell planning is to ensure the handover and cell reselection for
terminals.

Although the terminal is fixed in the video surveillance service, the possibility of handover and cell
reselection is still exist.

We recommend using UNET to complete the neighbor cell planning automatically.
Note: UNET is a system simulation and planning tool made by Huawei.
»  PCI Planning

PCI, the physical cell ID, is used to distinguish different cells. LTE has 504 PCI code and every 3
PCI codes composed of a group. The PCI code indicates the position of RS symbol, so the
neighbor cells must be given different PCI code to avoid RS interference.

We recommend using UNET to complete the cell PCI planning after the site position is
determined.

» PRACH Planning

Random access play an important role in the LTE system and it is the only method to accomplish
the initial connection, handover, and connections rebuild operation.

The purpose of PRACH planning is to allocate every cell with reasonable ZC root sequence. The
preamble generated by the ZC root sequence corresponding to a clutter of neighboring cell
should be different thus will decrease the interference.

We recommend using the UNET to complete the PRACH planning after the site position is
determined.

6.2.6 Power Control Parameters
Use the common settings for downlink power control. When the downlink antenna mode is 4T4R

(2 ports) and the transmitter power is 20W, the RS power should be 15.2 dBm, Pbis 1, and Pa is
-3.Channel power offset is show as blow:

Channel Power Offset
SCH 0
PBCH -3
DBCH -3
PCFICH 0
PHICH 0
PDCCH -3
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6.3 eNodeB Design
6.3.1 Resource Allocation Design

1. itk

e

HUAWEI

P 1) eNodeB ufi 88 2 Be B AH R, uh 841k +¢ DBS3900, 4% BBU3900 A& RRU3232(2.3GHz).

e BBU3900 X H-48VDC fitH1, MlHE 1 HeXUst A s Ciir 2h 2% 360W) , AL'E 2 Bk LBBPd2 #t
MR 25 6 4~ 20MHz 4T4AR /NX, EFAEHiRCE A UMPTa6. BBU 51k IDU FoME 6%, SLEOAN

WL BiTE . BBU ANSCRFREE .
e  RRU3232 #2534, XHF 3 FlX 4T4R,

eNodeB X JH TDD =X, #iE} BAND4O, 7% 60MHz. eNodeB & X it & S222, 34NEX, Ak
XE 2 /N 20MHz S 00, Bl R 20MHz S PR B 1E AR he . /DX SZRFFIIAC L o(UL:DL it

b 3:1), PAMRF HATHE&E.

2300 2400
40M 20M
>
k J k MHz
LTE Band for Reserved Band
this Project for Expansion

Resource of frequency (MHz)
Duplex
Sector Configuration

UL:DL Sub-frame Ratio

Bandwidth (MHz)for each
Sector

2200--2400Mhz

TDD

5222

31

Z20MHz+20MHzZ

2. FRARFEATACE B
BBU3900 LA it & I T & .

Board Type Slot:Board Type Slot:Board Type Slot:Board Type

16:FAN 0: 4: 18:
1: 5:
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Board Type Slot:Board Type Slot:Board Type Slot:Board Type

2:LBBPd 6: 19: UPEU

3: LBBPd 7:.UMPT

o,

1) 19 FlA7ERE FEYE UPEUC, #5-48V DC #if N FEJE 4% ) BBU3900 JiT 75 fI+12V TAE
M, i T 360W;

2) 7R B AR UMPTa6, hdLe AR $EALE A Ab 3R 8 Y5 47 B AR T RE 5
3) 2. 3L EREILNIA LBBPA2, SEHL 2 NS LS S AL PRI BE
R BBU3900 Lk IDU JLAE#EE, BBU3900 [ S1 22 AN M B .

3. CPRI 4
BBU . S2/2/2 (2300-2400M, 20MHz, 4T4R, DL 4*2MIMO), [r] 5 X XA e == 84 RRU (1)
4T4R,

SectorO Sectorl Sector?2

YYyYy YyYyYy Yy yYy

: s |
1*4T4R 1*4T4W
s

OrtAzC ] LBBP
71 LBBP UMPT UPEU

FFA~ BBU 7 ZLE 2 Bt LBBPd2.
2 P LBPPA2 HRFE A 2. 3 FEf .
3 SAEAL LA CPRI it 11 0~2 47
2 SHEAL LA CPRI it 1 0~2 47

Z>m

31 RRU I 05umEA (Fgk 1.
3P RRU M 1L 5mEA (Fak 2).

=

R
HER

>

6.3.2 IP Interconnect Design

1. 5 EPC. M2000 f#)H 1

eNodeB DA K IP A AT Ry Iml 4L 4842 N3] L1. L2-South () EPC A L1 [f) M2000 H'. #E
EPC 1i# % SeGW L eNodeB & 7. 4, b S1 8 MR E L4 IPSec IR .

eNodeB 5#: ATk %45 (1) IDU AR . eNodeB ) UMPT @it T-Jk i 1 550k 1IDU ¥ & i,
1:1 %4,

2. 1P HuhibER R
eNodeB [1] IP #ulil- 7k

1) 14~ 1IPSec IP: Fd & EMFLEE I FE/GEO Hi I, [R5 P41 SeGW 37 IPSec il ;
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2) 2ANSLEEIP: FUEEB#EO, AHRAHTE L1, L2 CN # S1iliH.

3) 14 OMilii& IP: FLEEZEEL, HT5 M2000 & 4Edrimia .

4)  1IAEImHYEY 1P FCE Y I D USB LI(USB M4 E ), JH T i 4y, Bk
192. 168. 0. 49/24, AJfCHE .

eNodeB 1] IP Huhi- Fi R 41K

1) eNodeB iy IP uhlt, AREALT Al — M B A AE 75 K A&

e

HUAWEI

2) eNodeB firfy IP Hulil, LR I 1P HUIEANREAL T[] — M Bralifa £ 1 M 5

IP % A&
eNodeB 7 AL E 2 &M, M E L1 & L2 it m SeGW, ~—Bkh eNodeB £ SeGW i
T 1P M,
Service L L Nexthop
Stream Destination NE Route Type | Destination IP | Netmask P
S1&0M SeGW near L1 static SeGVYpI”””‘*'
SeGW near - SeGW Tunnel
S1&40M L2-South static P2

6.3.3 QoS Design

TCLE M 4% )2 : eNodeB il il Kt A o6 k25 Wi 21 s A Je i (s 1 b, PRAIE SR e Ik 45 4
HFEREE, X345 eNodeB A HE, JCFERLE .
FEETIR L% 2 B AR SE R 2] 1P 2 1Y) DiffServ PHB, Fric AN [ DSCP,  H.AJ fy 4 4% 440 1 F2 i
R E, AW T

1.

XX Project

{54, 1. OM 253 DSCP Bty

F I3 QCl HImky, QCI Al fi;
LTE #4511 QOS 143K
XX T, Feul F R — FUMESS

Services Protocol Src IP Src Port Dst IP Dst Port
G HLEE | TCP CPEIP WA B R %5 4% | 5080, 5081
IP*5
N TCP/UDP | CPE IP W AR 4b FR R 4% 8% | TCP:25000
IP* ( L1:57;L2 . | ~25999
21*4) UDP:2600
0~29999
FAGHT % | TCP CPEIP LA F1 AR 45 4% | 8800(HTT
li&: IP*5 P+XML)
CPE¥®# | TCP CPEIP CPEME IR 80(HTTP).
8443(HTT
PS)
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o FHGHLEALIRA S, A ORRE, RS s, TLE K GBR;

o N AT E N, DL IE UG BUNUE 22 IVS SCRFR AL E . M e, (il
T Qos Z LS o

o FEHUMTHMSS, L EAR;

o CPE Zumff W& (HFTH), PLAEHAMETHAEHLN FTP k4.

23.203 Wil Xt LTE QOS #H4T T & X, 45 T QCI1~8 FhZI AL 4%, LA #5451 QOS 23 (Il
e, BHIERIAE LR,

MAE LTE AR H0E 5 1) Qos 23K, A% 18 Qos AR e, M5 H) Qos KA E XAnF .

CPE JT )" HIBR AR EN 8.
QCI Resource | Priority Packet Delay | Packet Error Services
Type Budget Loss Rate
1 2 100 ms 1072 €T
2 GBR 4 150 ms 10° TRV 2%
3 3 50 ms 103 €T
4 5 300 ms 10° €T
5 1 100 ms 10° T
6 Non.GER 6 300 ms 10° EHE LS
7 7 100 ms 10° I
8 8 300 ms 10° CPER&HI. %
GHLFTPIRSS
2. {541, AP, OM %3] DSCP Mt
DSCP WS Be & 4 b -
Service Type DSCP | DSCP Ec & DSCP {27 MML
AT 55 QCI2 |Ox1A |26 SET DIFPRI
BHE L T QCl6 |o0x12 |18 SET DIFPRI
CPEF . #z#L | QCI8 | OX0A | 10 SET DIFPRI
TR 55
SCTP OX2E | 46 SET DIFPRI
OM MML | OX2E | 46 SET DIFPRI
FTP OX0E | 14 SET DIFPRI
IKE 0x30 | 46 SET IKECFG
Pingfit 3¢ 0x3F 63 PING
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Service Type DSCP | DSCP fit & DSCP {E#) MML

Ping (i W4 30D 0 0 AT BLCE . X I ping eNodeB 1
DSCPJ& % />, eNodeB i [ % X 1
DSCPal /&% /b — AL M B 45 T %
LM T ping AT 2 DSCP Value£Z0

ARP FDSCP1H THEIE

3. fEmiME QOS
eNodeB 15 S-GW ¥ H F fi & #2E T Any Qos 1) IP Path.
eNodeB &4 FiAE T DSCP My ZE A A EE, DRk e 2 ik 45 76 4 f e 8 45 B S 1)
WIE . HE4E DSCP SRS 2 8] I Wedt 5¢ R an F IR s :

DSCP Queue No.

46

34

26

18

14

10

ol ||l W|IN]|FL]|O

0
BAAIXS ) DSCP {H /2 7] Ul MML fir & 3257 B H
6.3.4 Clock Synchronization Design
eNodeB X1 GPS A S o, BeE 4 N 1] 7] 2677 5.

GPS KUt R4/E 1575.42MHz £t GPS 155, JFR5 5 k163 UMPT b I GPS Bikk. GPS
R S AT AL P, B R 3 ks e sz B eNodeB (1) I 4 a5

s

GPS Satellite

RGPS receiver L - L - e —— GPS singals
Transport links
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6.3.5 IPSec Design
1. IPSec 4Kt
AT5 H 4 eNodeB 1] S1 4% 11 _E#% IPsec, 1#3" eNodeB 5 EPC [l fi5 % 4.
1) IPSec AN V2;
2) IPSec XUyt R R, SR WILERH (PSK) 7 AT IAIE;
3) IPSec LETB&iE 70, RH ESP 33,

IP 7% %% 5 eNodeB $EHEA ¥ 5] 2 2 EPC. eNodeB HEATHEM I 440, 1 1 &8EH )
B (541 SeGW Ul (1% 2% k%), eNodeB 7] LUEFTA (1l 45 D)4 1) o) — 4 Bk % 1.

eNodeB ffi[i] 1 My#EEO 1P Hubik[F 1} 5 P54 SeGW #4537 1 4% IPSec [%¥iE. &4 SeGW f 2
AN EK I SeGW 4%, *F eNodeB 2 EPC 2t —4%F%iH IP Hidl .

CPE ¥) ST G {4 11 X 7 1 (¥ i S AR 0 T

1)  eNodeB i FHA R (K L IP Huhl, P4 MME #57 S1 342,

2)  CPE K2 £ /K# I, eNodeB 4 B4~ MME ) f 28 1 il 34 Tk 8 b —A> EPC JE# a7 S1
FH AR (4 S1-MME,S1-U) .

3)  eNodeB {43 EPC (%l (4515 410 ), 1950 RBCBINT N S1 8, 2 JadeT
S1EERS H (1) 1P Hutik (¥ ACL BN 1 5 DT EC 20 %5 M. 1) IPSec B4 o

4)  EPC FkZ|eNodeB [f1£dh, w5c KBRS M1 S1 K (HEE 4 H ), 25T
eNodeB ) S1 £ 11 1P #% 1 2% W ) SeGW 2H. SeGW VLT i% 73 4H 2% W (] IPSec Fii

eNodeB 5 M2000 [&]f*) OMCH % i X & 1 F -

1)  eNodeB FA%%] M2000 ff14341, %1 M2000 ) OMC JliE 1P ) ACL R [ 2 VT e 215 3
IPSec B%iH .

2)  M2000 K& % eNodeB [f14341, T eNodeB ] OM ¥ IP % (H %] N f¥ SeGW 41. SeGW
VLC %53 41 20 M. (1) 1PSec F%iE .

2. IPSec fd ¥t

3 T >
ESP  |New IP Header |ESP Header |IP Header |TCP/UDP |Data |ESP Tail ESP Auth |
|..— hnEEE P
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AIH A ESP FEERG, AU 2RSS

1) VR 1PSec BLLEFLP R VIO AR, AL LUK ST 7 SR A B U8, 20
L A O 5 T 9 4 S B
2)  HURHLETERRY: IPSec Kk {EMIL 14 {5 (L ATH WAT I
Y SIEERARE: PSec RICTHRENRERIETAE, LARIEERILES S
IR o
4)  HUERIEIAE: 1PSec BT RY IPSec (ISRMLHENE T IME . BOTIRSIE THCR e LR 5
5)  HUTIC: IPSec B AT LUK IG5 T D
3. IPSec {iif it

AT H K F 0544 A7 15 K (DPD, Dead Peer Detect) Kl IPsec 41 JibIR#s . 7F IPsec A & #ef ikt
Kk IKE A1 IPSEC SA E i, Wrripch)a, MIBRIHE IKE #1 IPSEC SA.

6.3.6  Characteristics Design
1.  S1-Flex ¥k
1) Si1-Flex Fpfhfajfr

S1-Flex k245 — eNodeB 5% MME &7 S1-MME &4, iX£Z4 MME 415 T MME %5
e 24 UE MFAS eNodeB % AR}, eNodeB % #1% UE 1§ MME, JE& LR S1 # 0 i&E.

FINT S1-Flex fitha, e 12 4E

o UE{E[A /> MME Btiith i o X WA Bl T 222 /e 55 MME, - AT BEAIR 145 4 JT49 o

o MME BEysith A S 2835, $ L

o WERAETEL, WA SN R Sy, W BUAL S MR, S MME 5 s BT
e MME %M1 MME F A #c4y, a9 4% ] S

2)  FePEwr

ATUHTE L1 & L2-South %% 14 EPC, SZIUEEAK .

eNodeB & S1-Flex #5PE, 70al5 WA MME ZE57 S1 &8, A MME H4 1 87 80 70 $H 28 5t 4%
HAAH 50% ) 13, A A MME #FEn, 55— MME #7441 100%[) 7128 .

eNodeB J&: T f# ¥ R Wik #: MME, %EF51ER) MME. A3 H %4~ MME )25 & 4H[7, eNodeB
FELL MME 417 (1% FIE R VAE MME 11714

MME % 2B i 4 nlid 2 i i, 5 & 263 8. (Overload Start/ Overload Stop) i#%1 eNodeB. MME
L, eNodeB F /X & A FAUHE AN 7 2 BL4 1% MME.,

B FEA MME (1) S1 8RS, eNodeB BB H% S1 FEBASH . A HE
A, eNodeB K3 fd s S1 558 iF 5 HAN 2 H e MME.

3) ME %K

S1-Flex $#PERIGIN, AMUEREE eNodeB 524~ MME A&, [HE, &%k eNodeB RS
UE #1554 IE/f M % tH 3 A [/ MME, 32 eNodeB 75421 5 &4~ MME 37 S1-MME %3, 4 g
BB A 2 1% 1 3% MME.

e {3 S1-Flex License;

e eNodeB 54 MME 75 Z 3 TS50 - P i 113500445 : MCC,MNC, TAC, SCTP i [15 1P
Hhik, MME Ji 45 (R8/R9) 4 5
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o TENE eNodeB %l 24~ MME 1) SCTP 5t
e eNodeB Fil'® S1 3 M4 H4% MME 5 A C SCTP # 5% 0] WAL 3k 5

2. TWIRCEE O Hipk
1)  TMIECLE O Rt A

AHFPEAEAT 207 AT DUAE AT RO BRI RS PR RCE BT i e 0 CETRT Fificte 3:1),
RTHHI 7 B/NX EAT AR

Uplink-downlink { Downlink-to-Uplink «| Subframe number <
configurations Switch-point
periodicity +
0e Sms «
1+ S5ms +
2e Sms «
E 10ms +
4 @ 10ms «
5 10ms +
6+ Sms « U{U4 U

TDD LTE #B83& T Wilc bt O BEPERS, /NX G EAT AR, R P A ST 50%.

3k eNodeB ¢ CPE [A]I} 3 7 7wl kb 0 %54k .

2)  FErEEE

ALTH L FATR N, HRRSES S HE 8 4N IPC BRI 1 bk, FAITASERE. 7
MIL% R AT o8 BOR R i B AT S 2 R 5t N, T BRSP4 e 4h BAT o 5 I b
OFFPESE, /DX AT 2] 14Mbsp.

3) FlEEK
AR T R T IiEC L 0 11 licence.
eNodeB [ FT AT /NX 11 Wi bb 7 G Bl 7 ifd EE 0.

6.4 Site Power Supply Design
6.4.1 Design Principle

This technical proposal is to present you Huawei site solution for these 274 sole eNodeB base station
including equipment room, green energy and power supply system and tower system. Huawei site
solution vision is to provide green, cost effective, reliable and compact solution to the customer,
through this proposal, you will find Huawei’s patent solutions especially on equipment room, energy
and power supply system, further of this, you could also find how Huawei’s site solution could provide
green, cost effective, reliable and compact.

The PowerCube 1000 has considered the following factors:
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> Capacity of generator should capable to provide power for all electrical equipments including
eNodeB base station, transmission equipments, battery charge, equipment room cooling
system and light.

> Battery could able to support 4 hours in the event of grid power disconnection, in addition of
considering depth of discharge(DOD).

> Battery should be cyclic type which guarantee long life cycle and save battery replacement cost.
Battery should have 2000 cycles @ 60% DOD@250C.

> Battery room should use DC air conditioner which could provide constant temperature for
battery even when grid power absent.

> The control system should capable to detect different power resource status and send intelligent
control command, control system should use battery to power equipments priority than
generator if battery capacity allows, thus to reduce generator running time and save cost.

> The control system should be able to maintain the battery, for example each 1 month to initiate
grid otherwise start generator to fully charge the battery. In order to avoid battery de-rating
happens.

Power rectifier system of PowerCube 1000 should enough to provide power for all DC equipments
such as eNodeB, transmission, battery charging, DC air conditioner, etc.

6.4.2 Power Supply Design

As introduced in above, these 2 site scenario will utilize mini-shelter and PowerCube 1000 solution, but
the quantity of mini-shelter and PowerCube 1000 will be different, below picture will give you better
idea.

Green filed site for 2000W terminal site

(1) (2) ()

aeaatessssssianaians L A—

LA

rr

Commercial grid power

(1) Energy plant system (2) Energy control system (3) Energy storage system

(4) Mini-Shelter for equipment room

Energy plant system (Including generator and fuel tank), energy control system and energy storage
system are three main parts of PowerCube 1000.

Since the green-field site, all the equipments are located on the ground, therefore, the energy plant
system, energy control system and energy storage system will be integrated together as the figure
shows.

Rooftop site for 2000W terminal site
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Commercial grid power

Because roof of building has limited weight afford capability, it is not possible to install energy plant
system into roof as well, therefore, the energy plant system of PowerCube 1000 will be separated from
energy control system and energy storage system. Energy plant system will be installed on the ground,
while energy plant system and energy storage system as well as mini-shelter will be installed on the
roof.

Green field site for 4300W transmission hub site

In this scenario sites, from telecommunication equipment side, fiber transmission are configured which
equal to 2200W power consumption, and, a higher level microwave transmission equipment is
considered whose dimension is 5U and address for 300W power consumption, in addition with
eNodeB LTE base station, will totally require 2 cabinets of Mini-Shelter to contain all equipments
instead of 2000W scenario 1 cabinet.

Since the power consumption is higher, the energy storage system is also required to expand to 2
cabinets in order to contain more battery.

The equipments and battery expansion will also require higher capacity diesel generator, and consider
the transmission hub sites are the very important network elements which affect a cluster of network,
therefore, 2 generators with 1+1 backup is proposed, below is the figure.

2) 3)

Commercial grid power
I.B

Dxesg»_q e tor 1=

Diesel generator 2%

Green field site for 8700W super transmission hub site

For this scenario, super transmission equipments which require 6600W power consumption is
configured, in addition with 300W microwave and 1800W eNodeB, the total power consumption reach
to 8700W. Huawei will use 3*2.4*2.8m traditional shelter to contain above mentioned equipments and
power supply system. Meanwhile, PowerCube 1000 Energy control system and Energy storage
system will also move into Shelter. For energy plant system, Huawei propose 1+1 backup generator
system in order to provide stable power supply once commercial grid power disconnect.
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Commercial grid power

I.

—

Diesel generator 1#

. 2 B Automatic transfer switch _:

w
Diesel generator 2#

Shelter including power rectifier
system and backup battery

6.4.3 Power Supply Solution

eNodeB sites area for different scenarios (approximately)

Scenario PowerCube Fuel tank Mini-Shelter
| u
/Generator /Shelter
2000W Greenfield 2.184 m? Included 1m? Included 3.184 m?
2000W Rooftop 2.691 m® Included 1m? Included | 3.691 m*
4300W Greenfield 3.873 m? 1.4m? 3.014 m? Included | 8.278 m?
8700W Greenfield 3.873m? 1.4 m? 7.2 m? 0.48 m? 12.95 m?

The table above shows that the scenarios of using Mini-Shelter and PowerCube 1000 have much
smaller footprint than the sites using traditional shelter and generator. The smaller footprint brings
benefits to customer including less rent fee, easier site acquisition, and faster network rollout.

Cooling system power consumption for different scenarios (approximately)

Cooling system power AC A/C working Final Cooling system

Scenario

consumption time % power consumption
HEX: 360W
2000W .
Greenfield AC AIC: 790W 60% 1234W
DC A/C:400W
HEX: 360W
2000W Rooftop AC A/C: 790W 60% 1234W
DC A/C:400W
HEX: 500W
4300W .
Greenfield AC A/C:1580W 60% 1848W
DC A/C:400W
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8700W
Greenfield

AC A/C: 3636W 80% 2909W

The table above shows the cooling system power consumption data, the scenarios of using
Mini-Shelter has much smaller power consumption than traditional shelter, which help customer to
save power cost and make it green. Moreover, Mini-Shelter AC air conditioner working time is only
60% due to its alternative working between HEX and air conditioner, while 8700W Greenfield
traditional will require 80% AC air conditioner working time, less air conditioner working time prolong
the Air conditioner life cycle, and save maintenance and spare parts cost for MOI.

PowerCube 1000 work sequence bring cost saving

D.G.loading rate D.G.loading rate
BAT 2min BAT 2min BAT 2min || l
) — — — DG
Grd ||/DG1|| Grid || DG2. Grid | BAL | Grid | BAL |
R T5 T1 T3
N . nours nours
Traditional generator solution PowerCube 1000 solution

= D.G will work immediately once gird out. LongerD.G | (- Battery work in higher priority once grid out.

working time increase fuel consumption & more D.G only work for longtime EDL shortage . 50%

maintenance. Higher Opex. Opex saving.
- Batteryonly used 2 min when transfer gird and D.G = D.Gworkin properload,for both BTS & battery

charge, high efficiency & improve D.G life-cycle.

- D.Gwork on low loadrate (only ETS), low efficiency.

Compare to traditional generator solution, PowerCube 1000 solution has equipped intelligent energy
control system, the control system will detect and send command in order different energy sources to
working in a cost saving way, PowerCube 1000 system will always detect the battery statement of
charge, and equipments working temperature, when the battery statement of charge more than 40%,
the control system will command battery working firstly when Grid power disconnected in stead of
generator, thus the generator working time is reduced significantly, which lead to huge fuel saving, less
generator maintenance, much less air pollution and get generator life cycle prolonged. And if the
temperature of equipment room goes high (more than 35 oC), the control system will send command
to generator to start in order to power the AC air conditioner.

6.4.4 PowerCube 1000 Calculation

Item Formula ‘ Remark

C : Capacity of the battery
_ PxT,x1.25x1.04

C

V. xK. xD P : Capacity of the total DC load
® b power
i ite: : Backup times
Battery Capacity 2000W terminal LTE site: T, .p.
Calculation P=2000+Pp¢ aircontPHex=2760W K, - Coefficient of battery
C=2760*4*1.25*1.04/(48*0.95*0.6)=524Ah capacity(=0.95)

. . ) t : Working time per day of
So 600Ah Cyclic battery is chosen, and it can load(=24h)

su i i 0 . _
pport around 8 hrs if consider 100% DOD V, : Voltage of the battery(=48V)
4300W transmission hub site:

1.25: battery aging coefficient
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P=4300+ Ppc aircontPrex=2610W=5300W
C=5300*4*1.25*1.04/(48*0.95*0.6)=996Ah

So 1200Ah Cyclic battery is chosen, and it can
support 8 hrs if consider 100% DOD

8700W super transmission hub site:
pP=8700W
C=8700*4*1.25*1.04/(48*0.95*0.6)=1653Ah

So, 1800Ah cyclic battery is chosen, and it can
support around 6 hrs if consider 100% DOD

1.04:Voltage coefficient

D: Battery depth of discharge
(=60%)

Power rectifier
Capacity Calculation

)
N=—+pnxC
v n

b
2000W terminal LTE site:
N=2760/48+0.1*600=118A

So 150A rectifier is required, consider for
rectifier unit N+1 redundancy, 200A power
rectifier system is chosen

4300W transmission hub site:
N=5300/48+0.1*1200=230A

So 250A rectifier is required, consider for
rectifier unit N+1 redundancy, 300A power
rectifier system is chosen

8700W super transmission hub site:

N=8700/48+0.1*1200=302A
So 300A rectifier is required, consider for

rectifier unit N+1 redundancy, 350A power
rectifier system is chosen

P : Capacity of the total DC
load power

Vv, Voltage of the

battery(=48V)

C : Capacity of the battery

77 . Battery charging current
co-efficient(=0.1)

Generator Capacity

P+V, x(nxC)

Pg = ( + Pac)/0.8

2000W terminal LTE site:
Pg=((2760+48*0.1*600)/0.94+790)/0.8=8487W
So, 10KW generator is proposed

4300W transmission hub site:
Pg=((4300+48*0.1*1200)/0.94+2*790)/0.8=153

Pg: Capacity of generator

Vv, Voltage of the

battery(=48V)

A : Power Rectifier efficiency

Calculation 530 C: Capacity of battery
So, 17.6KW generator is proposed
o ) P: Total power of DC load
8700W super transmission hub site:
= + 1% . * i + * 8=
Pg=((8700+48*0.1*1800)/0.94+2*3636)/0.8=31 Pac: Total power of AC load
248W
S0, 50KVA generator is proposed 0.8: Generator working load
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6.4.1 Benefit for PowerCube 1000
> Reducing Total Cost of Operation (TCO)

® Occupies a smaller area than traditional Generator solutions.
® Easy to transport because of high structural integrity.

® Industry-leading generator/battery scheduling policy optimizes the generator operating
status and reduces its operation duration. This cuts fuel and generator maintenance by
50%.

® The engine is maintained every 1000 hours, compare to 250 hours of traditional generator,
75% reduce. This reduces maintenance costs.

> Fast deployment
® Easy to install because it is smaller and lighter than traditional generators.

® Uses the modular design and integrates storage batteries, monitoring system, surge
protection devices (SPDs), temperature control system, ATS, power system, this facilitates
operation, cabling, and fast site setup.

> Intelligent management

® Reports fuel consumption and generate an alarm if the fuel capacity is below the lower
threshold.

® Reports alarms over dry contacts.
> Standard platform
® Can be scaled smoothly in various scenarios.

® Can schedule multiple energy sources (for future to solar power for example).
6.5 EPC Design
6.5.1 EPC Network Topology

EPC #%0r P M 2% 30 40 &«
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EPC #L MMt HE MME. S-GW. P-GW (F&#]7= S-GW Il P-GW &4 UGW) il HSS %M It
S9303 KO M N AT ML, TAELE )2 =K. MME F1 S-GW. P-GW #ifi it % th s N IP &M,
LMW cHM, 24 MME 418 MME POOL, UGW iifiid—5& () S ng k£ S i 7048 . HSS SR
FE/BE = £ 15 1 25 ¢ 1 53 ] 1

6.5.2 Interface & Protocol Stack

NERST EPC AL AL R T0 ] N4 11 44 RN 1T 4 T 22 2 B i

% e X
SGi P-GW-PDN UDP/IP
S1-MME MME-eNodeB SCTP, S1-AP
S1-U eNodeB—S-GW UDP/IP, GTP-U
S6a MME-HSS SCTP, Diameter
510 MME-MME UDP, GTP-C
S11 MME-S—-GW UDP, GTP-C
S5/S8 S-GW-P-GW UDP/TP, GTP
6.5.3 IP Requirements
IP iR~ R PrR:
#H B A TP MBGTESR | WER TP B B
MME 2%/29
S1-MME / 2%/28
59303 -
MME 2%/29
*
S6a 59303 — 4%/29
HSS -
4x/2
S6a 59303 /29
UGW 2%/29
S1-U / 4%/29
59303 -
UGW 2%/29
*
S5/88_s 59303 — 4%/29
UGW 2%/29
4x/2
$5/88 b g - /29
UGW 2%/29
S11 4 4%/29
59303 -
MME 2%/29
S10/S11 / 4%/29
59303 -
UGW -
i 4x/2
>0 59303 - /2
MME -
OM HSS - 2%/28
59303 -
UGW -
OM 4%/29
59303 -

R IP kA2 2 ERATER IP R, .
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6.5.4 Network Intercommunication Design

1. USN 41k %3t
1) S1-MME #0%3t

S1-MME j& MME Fl eNodeB 2 [H##211, KH T SCTP f&5ithil. S1-MME £z 120 E& K]
FioR:

(1) MME #&t 1 %t 34k EPU Hifie, BEdk EPU Hubidefit 1/~ GE #2111, GE #:11i#id CE (S9303)
e PEMIE, [Ad &M 5 eNodeB 3% .

(2) GEfZMATF &8, 41MKH I &8 N+VRRP+ARP AL M T %

(38) T EPU b L FHHEE 14 S1-MME (K& 4k SIGIP1.

(4) T/ GE LECEWFMbE P11, %10 GE LA E ARP #IHihE IP1.2, S9303 75 Mc & X M 1)
Vlanif (IPL3 f1IP1.4) HZ i, FEEE VRRP E#IHNE IPL5.

(5) MME LR %] PCU % i1, F—Bkds i CE(S9303)) VRRP A& IP il IP1.5,CE(S9303)
3 S0E B B MME BT 35 (3 A 4% i

(6) CE (S9303) it & S1-MME VLAN.

(7) CE (S9303) LfEfr)z 3, ZIiuZ 2> 10GE [ trunk i fil VRRP J@iH

(8) “hif VRRP.LBkZe b, DA VRRP (ki 8 1 e & 4 M 4%

(9) BCE S1VRF, I UARS B I ARIE AR 111 % i £

2) S6afEI¥it
S6a j& MME F1 HSS Z [l [3: 11, 5% 1 T SCTP & il . S6a 3 M E T & x:

XX Project Huawei Confidential Page 72 of 217



e

HUAWEI

(1) MME $24t—%t 34 EPU HdR, fFH EPU BpR$2ft 1 4~ GE #:11, GE #1lid S9303 A2 4%
5 PEMIE, [FidA&#ME HSS #HiZ%.

(2) GE AT A, ALK F#E10+SCTP £ 18 7 %

(38) T EPU M LACE 2 AN iZ%Hubk: IP1. IP2.

(4) WA GE I B AN M B BB HE 1IP1.1 R 1P2.1, 522 X% CE (S9303) it & X M i
Vianif (IP1.2, IP2.2) 52 %4,

(5) HSS EFCE A MBI HhE 1P3.1 A IPA.1, 52 %% CE (S9303) Ht & Xf M [ Vlanif
(IP3.2. IP4.2) 2 xf#z.

(6) MME ERCE R HSS ki, F—#kk CE (S9303) [N Vianif ikl .

(7) A S1VRF, I CARS & LAt 28 5852 111 % b £

(8) MME 1 HSS Z [aj# 7. 1 MEEE, AP Xz .

(9) Diameter FEEEERCE Y, HEERBEUERE T MBI, HSS BHHK.

3) S10/S11 %t
S11 2 S-GW 5 MME Z [al (/13 1. S10/S11 42 40 M & 1 K & s :

L1

\ Core 1P
Metwork

N
~ eCore Network -
~

[y e

(1) EPU &4 1%F 4 EPU BB, —3k EPU SBR$EHE 24~ GE e, 24 GE B AL XA

(2) R T 1+0OSPF 41 7 % .

(3) fE EPU HUb_AdH S11 (1@ Hhhk 1P1 A1 1P2,

(4) BCHE 24 GE £ 1y FE bk I 2 Ab T AN[F 9 B IPL.1 AT 1P2.1, S9303 e E X M i) 1P1.2
HIIP2.2 %%,

(5) MME i1 CE (S9303) . PE 2 |d], M PE 2 [a)Jdf OSPF, MME A DR 1 BDR,

(6) MME fiI CE. CE 5 PE Z [a]R FHEEA % i

(7) P& CNVRF (15 S5/S8_s. S5/S8_p #11 VPN &) , F LIRS 2 HLAt% 452 11 10 % e $icdis

2. S-GW/P-GW 4 M™% it
1) S1-U#Enkit
S1-U & S-GW 5 eNodeB < [H/ [ H I #2 H . S1-U B4 M an F B s
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———

/
NE4OE 56748 ¥

(1) S1-U$%1%j S5/S8 s. S5/S8 p. S11. OM -4 MM ErH: 0,

(2) UGW $lk 34 LPU b, —3k LPU Fid it 2 4 10GE £2 1, % 3> 10GE #2 HZ6—A> Trunk,
UGW |- Eth-trunk fic & i A &S LACP B BRI SR & -

(3) H:HHZE, CE (S9303) Fl UGW #7220 & fe /G Sl BE B A, FLIC & 1) g /N i 2OH [

(4) Trunk %4> S1-U. S5/S8_s. S5/S8_p. S11 Al OM 4» 1.

(5) R T +OSPF 41 )7 %,

(6) 7 SPUe iR FECHE S1-U 2 bt SIUiIfIPL AT S1UIfIP2,

(7) 2/ Trunk 205l E S1-U 742 4 bk 340 T AN B IPL1.1 F1 1P2.1, S9303 [t
X IPL.2 AT IP2.2 X452

(8) UGW #I CE (S9303) . PE 2], K PE 2|8} OSPF, UGW A1l DR #1 BDR.

(9) UGW A CE (S9303) . CE (S9303) 5 PE 2 Ja]sK 454 % i .

(10) FL'® S1VRF (Y5 S1I-MME [f]— VPN) , I LAKE 25 A3 A5 42 11 1) i ey H5cdi

2) S5/S8 S114%¥it

S5/S8 f& S-GW 5 P-GW 2 [0] {142 I . S5/S8 W #E 4% 115443 IF , VPN L Zii & — . S5/S8 {E S-GW
1 P-GW 1l 4353 4 S5/S8_s #il S5/S8_p. S11 /& S-GW 5 MME Z [l 3% 11 .
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@)
@

®)
4)
®)
(6)

U]

®)
)

e

S5/S8_s. S5/S8_p. S114%ZH%5 S1-U. OM LA MY,

UGW $24JL 3 /> LPU bR, —He LPU FAR AL 2 4> 10GE #2111, £ 34 10GE £ 1146—A4> Trunk,
UGW I Eth-trunk it & B4 i 24S LACP UK R 5 o

FEHRZE T, CE (S9303) Al UGW #R 75 HhC B fe /N ik sh ik i A, FLIC B A dee /N I BOR [A) o
Trunk %4> S1-U. S5/S8 s. S5/S8 p. S11 1 OM 43 111,

=45 1 +OSPF 41 77 %

7 SPUe PR 1+1 #5558, it & S5/S8_s.S5/S8_p.S11 {138 4 b ik S5siflP1. S5sifIP2.S5pifIP1.
S5pifiP2. S11iflP1. S11ifIP2,

24 Trunk 43 HiIACE S1-U 482 A FE b RE AL T-AS R B IP1.1 F IP2.1, S9303 it &
R IP1.2 F11IP2.2 % %

UGW Al CE (S9303) . PE Z[f], } PE ZI[f)3H OSPF, UGW A1 DR F1 BDR.

UGW #i1 CE (S9303) . CE (S9303) 4 PE 2 [al%H &M% i .

(10) HE CN VRF (S5/S8_s. S5/S8 p. S11 %11 VPN &) , FH LK & HABZ 442 11 A 4% b 3l

3)

SGi B2 %t

SGi & P-GW 5 PDN Z Al . SGifE A M N FEATR~:

)

O]
@)
(4)
®)

(6)
U]

®)

L

1)

L1

Firewall

- ®

\ Core IP Firewall *

Network

Firewall S6748 7 ~a

UGW #24E 3/~ LPU #bi, — 3k LPU Bt 2 4> 10GE 11, 4 34> 10GE #1145 Trunk,
UGW _I= Eth-trunk e & i £ i1 2 LACP HBEaCUBERE R A o

B Rg8, CE (S9303) Al UGW #B 75 EMC & e /MG D BEM AL, HLC & 1 de /N B SO )
KA 42 11+OSPF 20 W 5 % .

SGi N7 R E B L,

24 Trunk 43 BC S SGi 132 L Y EE b Ik 45 2 Ab T A A 9 B IP1.1 Fl1 1P2.1, CE (S9303)
EHCE SN IPL.2 R IP2.2 X4,

UGW F1 CE (S9303) . Fjjkh%. PE Z[al)3H OSPF, UGW A~ DR A1 BDR.

TR E4p8E, Bl UGW AT CE (S9303) . CE (S9303) Hjfikhk. Bkl PE 2
(SR AN AN B b, IR 1 0 ol e o = FH 5 K

BC'E SGi VRF,  FH LI 25 FLA 5 42 11 1) i b 5icdl

A& O HEE

OM £z F 8t

OM 4 M 4~ B i«
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Active link
Standby link

~ VRRP

S-GWP-GW MME HSS

(1) MME/HSS #4244t 2 B OMU B, AEHe OMU B2 HY 1 AN GE 103542 PE, P GE 42 1 AR/ T4 A%
s #4582 L +VRRP+ARP 450040 M 7 %2

(2) T S-GW/P-GW #2111 A7 10GE 11, H¥EAZ R0, Bl S-GW/P-GW L) oM #1115 S1-U
GO, T8 S1-U MO —A Trunk RI2r 7410, R 325452 LI+VRRP+ARP FRINZL W 75 %

(3) CE (S6748) %I MME/HSS/S—GW/P-GW ffj#2% 11 2 vlan (vlanl3) .

(4) CE (S6748) TAEfE)Z#, ZIMZk 3 /> 10GE [ trunk, FVF vlanl3 it

(5) MME/HSS/S—GW/P-GW AN E AL E OM 2 4L .

(6) MME I GE OFCE Wbl 1P1. 1, £ GE OFECE ARP #RMIHhhE 1P1. 2, 7E3 OMU A FFC &
—/MF8) IP: 1P1.3, PE (NE40E) FHECE XM HLEE (TP1. 4 I IP1.5) S22 x4, 2
'H VRRP EfUsthht 1P1. 6.

(7) HSS FE GE OBtk 1P1. 7, £ /1 GE DIFCE ARP £ HE TP1. 8, 7E3 OMU M it &
—ANF3) IP: IP1.9, PE (NE40E) FRfic'& xS Mtk (IP1. 10 A1 IPL. 11) HZ 0, %
BC'E VRRP sl TP1. 12,

(8) MCE S—GW/P-GW T3 {43l TP1. 13.PE (NE40E) b5 He & %f B [#) #ukil-(TP1. 14 F1 IP1. 15)
52 k%, F59EECE VRRP MEUHbHE TP1. 16,

(9) MME/HSS/ LTt & 2| eNodeB Ml [¥1 % i1, N —BkFi i PE (NE4OE) [f) VRRP R4l TP Huhil:. PE (NE4OE)
2 SR S MME P R A

(10) AT ¥ MLIC B I v o e A A — 2 B % n) 8

(11) Bc'E OM VRFE, AR &5 AR 2 B2 11 0% 3% bl 2l

6.5.5 Reliability Design

1. HSS alFEMEikt
TCEEH BRI A Bt 4R Th B B AN ()3 ) FE/BE 2 a3l 1P K 25 48 A1 3%, s IR 22 s
A, Rk BE 55 BE Bt —8uik . 4Rk A, 29K 5 A8 A s s A 5%
AEFE,

1) 1+1 FE E4%. BE LT B2 K 41 M

P HSS St i, JF HoM E&OCR, ERRMAIREIES (P ML, PIAS HSS Z 18] 14 1H]
AT IP AN E N EFE T, HAA BRI IE N5, AR JRARE G k55
o IEHAEIUN KA LM
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FEEFNEOLT, LA TR PR K AE 8% B R B s

Redundancy SAEHSS

E— Data Synchronization

— Signaling

- Diameter Link

EHBEN T, AT HSS 4 43 Diameter 11 80V 55 .

2) HSS EEMEHT

M (HSS #4k) Fls (FE F1 BE) AT 1% 18 S6a 41 M i S5k .

o MM EHIE

T HSS MIAE K HSS 4y ST A G AL I S5 4, 243% 1 HSS wiebaeiid, g B0 Hp 3 P~ T i
By, 54 i SR AT R B BT
F ] HSS #BEit U AR B

Redundancy SAEHSS

_____ Diameter Link
- Data Synchronization

I Signaling

FRAF A B BRI -

— KK HSS SZEUA S HSS 1817, 855

- EEROR AT HSS Wil Ja,  HE e A Ik 1 R 2 B0k 21 4% 11

o MEMIRIXFELE

Huawei Confidential

Page 77 of 217



e

HUAWEI

BRKET, T HSS IR HSS WiERER) 1P A& M, Wit IP A&k M52 Bk F 2. HSS i
FE Fil BE WANMBEERAL G, PSR 0] AE M — N A, ML R — A iy, SAE-HSS HIfF
AR A B TR :

I H HSS FE B fi s

Redundancy SAEHSS

“““ Diameter Link
— Data Synchronization

—_— Signaling

EHTEOUR, Fra I B3 &1 HSS i) FE B b 47403, 3548 © 1 BE 58 B & A&
M, M3 HSS B FE LS, MME KIS R 1E4 ] SAE-HSS 1) FE, %K SAE-HSS
] FE [n] = SAE-HSS 1) BE & it =k, M seBik 4545245 .

T HSS BE #bkif 5ty 5

Redundancy SAEHSS

_____ Diameter Link
— Data Synchronization

— Signaling

2 EH SAE-HSS ) BE i LLf5, FE XAMAE S HER IR IE R, MME K% B AR K%k 31 3
Fl SAE-HSS (1) FE, FE f&ll# 48 SAE-HSS [t BE #fit, KU B & I% %] 784 SAE-HSS BE,
ENITE SN =
o fE[E]J5IU]
IR F B (HSS 8 FE/BE) WK JG, k45 b BRM J5 45 KA HA5 0] 22 Ji 3= FH A

2.  MME POOL
1) MME POOL 41K
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40 % MME Pool 5, Pool N eNodeB 5 Pool 4 2 4~ MME E I, LAMFiF POOL i MME
CIE Y

MME Pool
MME-A MME-B

2) MME POOL £}
MME POOL H [ 25 F % fi7r: (MME Group ID. MME Code i % /" #2441

e MMEA | MMEB | i)

MME Group ID PLMN P Hi—

MME Code mmg(;lr G e A
MMEC K% (bits) | 8 8 MMEC [ 5 K:J% 2 8
MME A% | 15000 | 15000 gﬁiﬁ%@iﬂﬁ%*

3) MME POOL wJ4EPEoHr

J T RIF 2K, AL 2 A MME 23 1B A S HHL 5 - 4 POOL ) MME fifi 2348, —4> MME

I 5 55— MME B8 e 1 LA . #s MME Y% & )5, Pool K1) MME {752 7 fmf 43 4H

W% Pool .§—/ MME 3%, It ny LUES Fahde 487 it .

o EWTHU T eNodeB 5 MME POOL 2 i) )£ i & /& POOL A MME fafrf 434, iR
KT R :
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MME Pool

e 3 POOLH— MME k4% )5, eNodeB ¥l B4 %1 POOL W% —4 MME, H
s MME K5 IE 5 .

MME Pool
MME-A MME-B

4) POOL %"
o JHHE
24 Pool Area 3% i1 eNodeB I, i/ eNodeB 5 Pool ¥ 2 4~ MME 3%, 2 4~ MME %8 AL
T LA 6 7 eNodeB [ die it 47 7 g 440

1 Pool W4 JII MME i, eNodeB i34 i 2 ¥ MME (145 255 ik i, Pool N MME $%
MR % Pool Area N eNodeB HEAT 1 i 2348

o HFiTH

MME Pool i /T rrtE 2 IR YE MME Pool W4 MME [ 58500, #E A RiE EMS
(Element Management System) & JGshiEBm4, ¥ 0ol @i 290 MME L1
ML 2] MME Pool H 134t MME F, MITSEELSERT . ZhaS il MME Pool P [ 471 frf
I3 Ao

FBARIE R XL 25 5, 55 208 FH P 328 0 N B

EMS #HIERH P —BY B P B8 kBN, B MME ik 2 b mi i Rk - &l
WA T AT I
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6.5.6
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S

HUAWEI

EMS FEHETRE o B S B e I BSEBIN f, MME ST ARAE £6 10 7 50 ok

BRI, MATH P T,

FHPTBRM EEadE. TP (ALL). iITBEEHEH P (PART). TBI5E H 4

L (RATED.

UGW POOL
1) PSRRI

e Inter-Attach 5% Intra-Attach JitfeH, 7EEIER 2T, MME Z3EE S-GW 1 P-GW
sk, MME B 5CH4E APN #J% FQDN, 1] DNS K&i#2 P-GW Huhikfigtdfr, [F R4 TAI
1% E K3 FQDN [3] DNS K drigk. DNS i1 S-GW 1 P-GW Hitil 5%, MME
PEIEPEIRIEEFE—A P-GW F1 S-GW.,

o  TAUZEEH, Hrill MME MIHM MME 3RO T Y8 S-GW 3842 5545 K., Bl MME F 5 TAI
¥9% FQDN [i] DNS & ik, 3K S-GW HilibfE K, MME #E47 EL AT S-GW & 175
TEY, W, W E S-GW R & 1EIE K

s T P-GW A, Hi & S-GW i#%.

e Handover 7if2H, BT HFF eNodeB [ TAl & EigAs, HAHR K S-GW 1] G 5k 2k As
MME #35 TAI #45% FQDN [ DNS K ff#bTis K, DNS &1 S-GW M43 . MME 4R
PR N E R IH S-GW 5 BT LR, JIW& R R 3T U)4e,  WRsvdse, )
S-GW KA &G @I K

W5 F P-GW A48, H M S-GW k.

o PDNIERZIGRKIM, 711 S-GW KKK b N CHNLZ |, F33RI P-GW i, MME
R APN 4% FQDN [r) DNS KR fENTiE K, FRIN P-GW HuikfF & .

2) ML

-7 LD s
- ~

N

FEIEH LU T, MME S P OGEE % UMK BUEAF G, 24— MO A A MRS MME 5 5
E5 o5 — AN IR AR P ORI A -

Tracking Area Divided

HREZX (TA) K EPC %4 MME M JC T FE X Ik, —ANEREEX AT il — N2 AN N . 53
TP ARG 0 R B X T ) e A IR, 7 A R X AR TRET TAL, TAI Ff MCC+MNC+TAC =7
i iln

MCC-#3 [E 50, 1 374k, ME—H s H P iR E K. 5 IMSIH ) MCC A .
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MNC-#35) 5, — B ih 2 A28 B, RBI# s I I J& A sl (5 1. 5 IMSI AP ) MNC A [ .
TAC-ERERXH, FHTAR IR ERERX . TAC H& T HAT /M.

W28 BT I TAIANTRZRIRI, G055 2% 7 Bt

BT TA B s AR LD, BreAGIN TA list ks> TAU #ife, HTE TAlist T s A K 4 TAU.
PREEDX RN A3 B

o IREXHIRINAREL KL/, TAC 5 K AE H MME 5k S P28 ok e s

o PREEXRI AR BE b PRSI X, G R D 5 BRI BE AT AR A A

o FIFXIEAE MME.

6.6 M2000 Design
6.6.1 Software Configration

1. BRI SSR

A4 #% AR BAFRRA
Master Server | iManager M2000 Server Software V200R012C00
2. HME
XX T H B () Sun servers J& T3 4E R 4E Solaris10 DL K i 17 R4t Sybasel5 HHTHCE:.
e | Fwsen | 00 s ik
BAERSE Solaris Solaris 10 SPARC
B i Sybase Sybase 15.0.2
IR AT
’%f D53 Winaxe Winaxe 7.1
‘ WebSphere EAE M2
ey p ;aa?}i 000 %A
M2000 ILOG Rules ZH A
kg5 4% Rogue Wave e
Hp )4 Source Pro ;@‘ i £E M2000 #iff
Ctt FIRE
" w25 e | Veritas
ﬁﬂ@‘ff " | Volume 5.0
Manager
%fgﬁﬁ Sun Cluster Sun Cluster 3.2
. . Windows Server
b5 % 55 IR P BAE RS Windows 2003 R2
P DL360G7 Trend Micro
b Trend Mi
Server Bl 95 B 1 ()r?fir::eScz;r? o OfficeScan
Client/Server
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Version, English,
V10.0

6.6.2 Hardware Configuration

1. LAY

gl

NTP server

XX TG H A B A A 32 SERE A R Pk

411t Ko i B ik
Sun M4000 2 2CPU*2.66GHz(4core),16G(8*2G),2*300G
M2000 k5 S2600 2 12x450G (15K SAS Disk, 8*4-Gbps FC)
HP DL360G7 1 1CPU*2.4G(4Core),1*4G,146G

2. FRS 4 SUN M4000 ik sed

Motherboard eXtended System Control XSCFU
Cage (TMOBO) Facility Unit (XSCFU) LEDs

VO Unit

PCI-Express
Cassette PCI-E#4

PCI-Express
Cassette PCI-E#3

PCI-Express
Cassette PCI-E#2

PCI-Express
Cassette PCI-E#1

PCI-X Cassette
PCI-X#0

10
AC Input

S AT ke R
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M2000 [IRE R 25 #2553 5% (M2000 Hardware Installation Guide (M4000&M5000).pdf) .

3. M2000 figif4y

TG SRR R Je KT U R R AT G AT I L T, RS BT A SRR 2% ) o el N A

FH ) SR 50K A, I8 7 0 A A2 ) BN A ] P A, AT 26 P it PR SR VR BB I, %% 7 3 |-

(¥ N FE R A4 3 501 R 48 5

o IR E /21 AR B AN P DG I A TC A R s S A S b E (R
VLIDR

o R U3 A AR R AR IR R E R AR AT AT

o X U3 MIBCRURA PR B S THRIET. AR S . AvbkRegi R, M3 MML
i AT 44 dn 2 N R RIS 0T

o INZ UG M A P RRRE B H &,

o EZ 1U3IME i AT, License HH%%.

o IgE U3 MECE AW T, R R R,

o % 16 M% BT CME [AHSSHRME (5 CME JLEEE .

6.6.3 M2000 Bandwidth Design

> TR
M2000 ¥ B ik 45 A HERE T B . 5B, FOERATID. BOORIPEL. SRR, TG MR I T i
b 25 HCHR A/ S5 1 TR 2

o BLBH TR

USN-SGSN | USN-MME | UGW HSS it

WK (kbit/s) | 256 256 256 256 | 1536
o M2000 % F 3 K 1P £ 5 il oK

M2000 % /s | IP % | &t
7 9 >R (kbit/s) | 512 16 528

o LTE FEulins e 755k

LTERE 55 55 100 200 400

i 08 7 oK (kbit/s) | 4096 4480 5120

o XX I H 4 5L REAR T K
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K ¥4 2 Vi AP Feuk &
i 5 i K (kbit/s) 1536 528 5120 7184

6.7  ACS Design
6.7.1 ACS Overview

ACS: Automatic Configuration Server, CPE M4 JR%s %5
ACS ZEF TR-069 Wpisli%, X CPE HHT W& . ThAEHES,
D WKIAE

2) WANE, 4 H 3P E

3) W& [ TH)

4) WK LH

5) P& S LAY & 4=

6) W A& wghE

7) T A FA R Ak 2

8) WA TS5 TRl 2

9)  HFINIE

100 /. Mt

1) NErAatads. HERS

12) R HE. &RgEE

13) AL O] R/ R

6.7.2 ACS Netwroking

ACS 5 M2000 2, #E7E L1 i Omils.
ACS il i T Ik LUK MAS #elLi% 4 EPC 1 SGi#:1, 5 EPC ik
ACS 5 CPE £ IP 2 [A) 7] ik,

6.7.3 External Interface

1. mEmEN
ACS it /g 4% & B CPE. ®HAMEIL 1N TIKLLRM 1, 1A 1P Hidilk.
CPE it il 1 [n] £ 0] W (1) URL 4% ACS.
2. dem$n
ACS el 28 o B 21 7 A IR 1TH 7L ACS & i /7 2K
D gyl AP ET R TR N, gibIXMLER K. 5 CPERLE /4 B A 1] . Tk
FTPAL i BIACSIHIF6 T Bk 4% . ACSEEIR BT B )5, HUTIES .
2)  ACSE I TT: B web ] B B B SEACS, ARIGAEACSHI R, FIiARANE /RS .
ACS Ji I b 1) 4 T B DK ACS % e e o XA EIE 1 ASTIRLIORI B, 1A TP Hbhk. A

Frmd web 3 RS IZERE ACS IS, W VA AS H bR 4 http://ACS bl #: 0 1P Huhil, i3 https://ACS
Jbr I 1P Hhidk.
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3. A

g | | RS fr g Cat

80 tep http P i) 4% 1 CWMP (CPE Wan Management
Protocol), XL

443 tep https P i) 4% 1 CWMP (CPE Wan Management
Protocol), *{|A]

514 udp syslog Rz CPEIE it syslog b4 & 1t %

3478 | udp stun P 7] 4 11 ACSIH L s tun’Ef BENAT i 1 ) CPE

3479 | udp stun P 7] 4 11 ACSiH L s tun’Ef BENAT i 1 ) CPE

7547 | tcp http/https | Fgl$% 1 CWMP ( TANA & CWMP ¥4l 43 (¥ 35 1)
HLJw)

8080 | tcp http 7 ) 42 11 AR FECCHE, 0 B A
- ALECPER R H & . Xn)

80 tep http BlACE N ACS% ™ B 4

443 tep https ElACE AN ACSE ™ B i 4%

21 tep ftp JemEn VT B L f tpfE S FIACS

22 tep ssh B[ mEau S A ST U

123 udp ntp BlAmE N IS 1) [F] 22

6.7.4 CPE Connect ACS

1. CPE &Il ACS

CPE H) W}, #i'& ACS B4 %N URL. ACS URL [ ENLLZE4Y, K DNS 84T,
CPE LHiJ5, il DNS IR%:%%, fENTINGG ACS ) IP bk,

2. WAAIAIE
CPE ifiif ACS URL %4 ACS I}, ACS ¥t CPE $4T % %A IIE
CPE 1) I, TE XA IAIEIKS . ACS ) IR, FUEAH RN (% & ATEIK 5
HfEERAE, CPE M) I, Zi—TE & A& N IEK 5 /%1 hgw/hgw, ACS AN S .

6.7.5 User Connect ACS

1. HPIAE
M2 ACS [WSEPrE Bl . AT
MK ACS Egedr. BANT AN —A A, NI EAT— e AR .
e ACS L4y,
it web WA 85k ACS I, IR 4. %6, sl H A E.
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ACS ] I, TUEM K root/root, A AR, ACS TR, NS root Ik 5 A,
RN IAR I K S

6.7.6 Time synchronization

IS BT T EES 204 CPE Ak H & . CPE Xt ACS SZIN& #4525 B, ACS H & /5245 H YL
B X. CPE. ACS #4377 NTP iR 4525t 18] [7] 20 .

CPE ) W, TiHE NTP URL i ja][A)25 5mg . NTP URL (I EHLAZ 4>, K DNS EHLZE K.
CPE L5, ilid DNS JIks5ds, M#HTIAG NTP RS #511 IP Mkl .

ACS i) Itf, FiE NTP URL Al a][Al 5 50 . NTP URL (9 EHLAER2y, K H] DNS EHL4 K.
ACS LHiJ5, 3L DNS JIkR%54%, TS NTP kg5 451 1P otk

NTP 454820 [ S K SNTPL NTP #pill.

6.8 Equipment Configuration

Equipment Description
eNodeB DBS3900 S222 @20Mhz 3:1 274
HSS9820 14K subs 2
EPC USN9810 14K subs 2
UGW9811 28K PDP 22G TP 2
Terminal Outdoor CPE 2.3Ghz, outdoor CPE | 13116
managementsystem) | M20%0 tNodesanderc | 1
(Sjgslfet/lnanagement CPE Mgt Server Management of CPE 1

6.9  General Features
LTE TDD is the natural evolution of Wimax and ideal wireless technology for video surveillance:
» Higher performance and capacity: more than 50Mbps in peak uplink with advanced UL
technology.
> Low transport latency: transport latency is similar with fix line access, around10ms
> Scalable frequency bandwidth : supports frequency bandwidth from 1.4MHz to 20MHz
> Flexible UL and DL bandwidth control: support 3:1,2:2,1:3,1:8 and software configuration

7 Microwave Network Design

7.1 Transmission Technology Introduction

Huawei fully analyzes the importance of transmission’s requirement to bear LTE data service of
camera surveillance. Regarding the LTE wireless data backhaul requirements, Microwave
transmission technology would be designed to access the LTE data and transmit the data to the MW
aggregation sites in this project.
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Huawei designs to adopt the modular structure of the microwave product, which can provide various
services interfaces, support flexible network topologies and software-programmable capacity design.
With regard to its advantages, the MW links for this project would be widely applicable to the backhaul
transmission system. MW is also applicable at the access layer of transmission networks and on
networks supplementary to optical networks.

In this project, Huawei provides latest MW solution IP radio transmission for backhaul transmission
network and for fast deployment and high UL throughput for surveillance service, the whole microwave
network can be easily upgrade to satisfy future expansion requirement.

The MW network provides the following functions:

»  Convergence and grooming of radio services in multiple directions

»  Construction of various SDH/PDH/Hybrid ring networks or more complex network topologies
»  Quick provisioning and flexible grooming of services

Enhanced Radio Networking and Service Protection Capability

The MW supports HSB/FD/SD protection for the Hybrid ring, SDH ring, PDH ring, and radio links, as
well as the N+1 protection. Thus, the Microwave links provide diversified methods and powerful
capability to construct and protect radio networks.

AM-Based Hybrid Radio

The adaptive modulation (AM) is a technology that automatically adjusts the modulation scheme
depending on the channel quality. When the channel quality is favorable (such as on days when the
weather is fine), the equipment adopts a high-efficiency modulation scheme to transmit more user
services. In this manner, the transmission efficiency and the spectrum utilization of the system are
improved. When the channel quality is degraded (such as on days when the weather is stormy and
foggy), the equipment adopts a low-efficiency modulation scheme and high-gain coding mode. In this
manner, the anti-interference capability of the radio link is improved and the link availability of the
services with a higher priority is ensured.

High Bandwidth Efficiency

Microwave transmission links access the Native TDM service and Native Ethernet service at the air
interface. Unlike the service transmission through the EoS or PWE3 technology, this method increases
the bandwidth efficiency.

Integration of the Radio Device and Optical Device

The MW links provide integrates the functions of the radio transmission system and the optical
transmission system. Therefore it supports PDH, SDH, and IP services, which helps to reduce the
investment.

7.2 MW Network Design Principle

The designed principle is strictly in accordance with transmission requirements and relevant ITU-T
recommendations and standards. It fully meets the requirements of backhaul transmission network for
system capacity, upgrade ability, quality of service and network protection. Both the economical and
developmental factors have been considered during the network design and system configuration.

The main MW network design priciple is as below:
Microwave Transmission KPI

The key performance indexes (KPIs) are considered in radio link design. The KPIs vary according to
the adopted digital radio technologies. Huawei considers the Network performance related to IP radio
links to support relevant access networks.

We recommend that all digital mobile radio (DMR) transmission systems KPI can reach 99.999 %
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Assumptions Related to Radio Planning and Description
In the preceding design, we make the following assumptions:

Within the 26GHz & 32 GHz frequency band, a large number of channels are planned and the channel
spacing is 28MHz. On this frequency band, Huawei recommends at least 12 channels 28MHz
frequency band. Thus, Huawei can submit detailed frequency planning information and sub-channel
planning information only after performing an intensive site survey.

At the radio planning stage, digital radio transmission planning should be based on the analysis of the
digital topographic map. After an intensive line of sight (LOS) survey, the nominal planning needs to be
further modified. The bill of quotation (BoQ) of the digital radio system also needs to be modified so
that it can agree with the actual radio network planning scheme, LOS survey, and local geographical
conditions. In addition, the price and the delivery schedule need to be modified accordingly.

In LOS availability planning, man-made buildings or natural structures between two sites can be
ignored. If an obstacle is found on a transmission link during the LOS survey and there is no way of
redirecting the signals on this link to surrounding base stations, needs to consider using repeaters or
other substitutable transmission media.

Repeaters are not recommended
If the AM function is enabled, the network planning steps are as follows:

Configure the transmission parameters and determine the reference mode according to service
capacity, frequency, bandwidth, LOS, distance, rain region, and other factors.

Determine the availability under the reference mode according to the link capacity.
Instruct the user to determine the lowest availability according to the maximum transmission capacity.

Upgrade the modulation scheme based on the reference mode, and reduce the fade margin according
to the AM different adjustment table until the lowest availability of extra services is met.

Follow the common radio network planning steps.
Capacity and Channel Allocation

Huawei reasonably allocates the radio capacity according to the service requirements of wireless base
stations.

In addition, Huawei reserves a sufficient margin during the planning and design of the radio link
capacity. The margin will meet the future service requirements, the requirements resulting from system
expansion, and the rerouting requirements brought due to the following reasons can be met:

» The LOS is interrupted, especially when the relief in the area is uneven or many high-rising
buildings stand in the area.

» The land owner does not agree to the setup of transmission lines in the area of the land or
requires a higher rental.

»  Frequency interference exists in the surrounding environment, and thus rerouting to another
wireless station is required.

The number of base stations that are cascaded on each link is limited so that the unexpected cases, as
well as the preceding problems, during the project implementation can be handled. Thus, MOI can
easily upgrade the capacities of base stations, without concerning about an insufficient transmission
capacity.

Frequency, Channel, and Polarity Configuration

The rain fading greatly affects the transmission performance of radio links, especially the radio links
that operate on the frequency band of 18 GHz or higher. To protect the radio links against the impacts
of rain fading, a sufficient flat fading margin (FFM) needs to be set for the IP Radio system.
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To guarantee the annual link availability of 99.999% and the minimum FFM in the area with strong
annual precipitation intensity, all radio antennas should transmit electromagnetic waves in the vertical
polarization direction. The annual precipitation intensity is calculated according to the data provided in
ITU-R 530.

In the actual project implementation, the ODUs that operate on the correct frequency band and the
accurate sub-bands need to be selected according to the frequencies obtained by the customer.

Antenna and Other Passive Components

Antenna gain helps to increase effective transmit power. Similarly, gain of an receive antenna helps to
increase transmission effectiveness. Actually, all the features of the receive antenna and transmit
antenna are the same.

Single-polarized and high-performance (UHP) antennas are recommended. The UHP antennas have
the following advantages over the standard-performance (SP) antennas:

» Narrower 3 dB beam width

»  Smaller side lobes

»  Better front-to-back ratio

»  Higher cross-polarization discrimination capability

The ODU can be directly mounted to a single-polarized UHP antenna with a radius of 0.3 m, 0.6 m, 0.9
m. In this case, the short and flexible waveguide, which may cause a great signal loss, is not required.

An ODU bracket is a passive component connecting the ODU to the flexible waveguide. The adapter
has one major function.

7.3 MW Network Architecture

7.3.1 Logical Network Diagram

(=12 D =
* 2 RFdirections * 6 RFdirections * 14 RF directions
e 8*8V(4+4.2Ghps * 32%32V(C4+10Gbps * 128*%128V(C4+22 Ghps

Figure 10 MW Logical Network Diagram

K4 eNodeN I RTNO10, P AV EEY fifdi FH RINOSO0, e &4ty sifi 1l RINOSO. = AN
hybrid. 4575 & RTN950 F1 RTN9SO _FJHift & E-LAN MV2%-. RTNOSO Al h#sty 25 St GF, SFZEfE 7
AT LAG (TEEE 802. 3ad).
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7.3.2 Physical Network Topology

» Phasel MW Network DesignedTopology

There are 66 hops of digital microwave radio for Phase 1 project. The digital microwave radio
capacities of the links are 100M, 200M, 400M and 800M (2*400M, XPIC). After detailed site survey, we
can adjust the frequency planning based on the actual link condition. The final frequency scheme will
be determined after getting the confirmation from the frequency authority. Please refer to Table below
for detail information.

Transm ission oDy

Frequency Protectron

Capocrty Twpe
37 0.3m IEGHZ 1+0 100 sF ZEMHz
4 0.6m 3B8GH= 1+0 100 SP 2E8MH=
12 0.5m 3EGH= 1+0 200 HP 2E8MH=
3 0.6m 23GH= 1+0 200 HP 2E8MH=
- - 28MHz 255C4M
T 0.6m 38GH= 1+0 X PIC 2400 HP 10 XPIC
2B8MH=z 2550AM
1 0.5m 23GH= 1+0 XPIC 400 HP 140 XPIC
_ 55MHz 25504AM
1 0.6m 3B GH= 1+0 X PIC 200 HP j=0 wE|IC
65 Hops

» Phase 2 MW Network DesignedTopology

There are 55 hops of digital microwave radio for Phase 2 project. The digital microwave radio
capacities of the links are 100M, 200M, 400M and 800M (2*400M, XPIC). After detailed site survey, we
can adjust the frequency planning based on the actual link condition. The final frequency scheme will
be determined after getting the confirmation from the frequency authority. Please refer to Table below
for detail information.

Miain 3 Transmi issio n
At Sine Frequency Protechon e
11 D.3m 38GH= 1+0 100 SE 28MH=z
19 0.6m 38GH= 1+0 100 sP 28MH=
T 0.6m 23GH= 1+0 100 HP 28MH=z
] 0.5m 3BGHz 1+0 200 HP 2EMHz
1 0.5m 23GH=z 1+0 200 HP 2BMHz
—~ 28NMHz 255C0AM
5 0.6m 23GH= 1+0 XPIC 400 HP 140 XPIC
28MHz 255CGAM
A 0.6m 18GH= 1+0 XPIC 400 HP 140 XPIC
- 58MH=z 2560.4AM
1 0.5m 38GHz 1+0 XPIC 200 HP 1=0 XPIC
655 Hops

» Phase 3 MW Network Designed Topology
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There are 111 hops of digital microwave radio for Phase 3 project. The digital microwave radio
capacities of the links are 100M, 200M, 400M and 800M (2*400M, XPIC). After detailed site survey, we
can adjust the frequency planning based on the actual link condition. The final frequency scheme will
be determined after getting the confirmation from the frequency authority. Please refer to Table below
for detail information.

5 0.3m 38GHz 1+0 100 5P 28MHz

60 0.6m 38GHz 1+0 100 5P 28MHz

5 0.6m 23GHz 1+0 100 HP 2BMHz

1 0.6m 18GHz 1+0 100 HP 28MHz

21 0.6m 38GHz 1+0 200 HP 2E8MH=

1 0.6 23GHz 1+0 200 HP 2E8MH=
- 28MHz 2560AM

13 0.6m 23GHz 1+0 XPIC 400 HP 1=0 %P
28MHz 2560AM

1 0.6m 18GH=z 1+0 ¥PIC 400 HP 120 %P
- 28MHz 2560AM

1 0.8m 18GH=z 1+0 XPIC 400 HP 120 %P
- 56MHz 2560AM

3 0.6m 23GH=z 1+0 XPIC 200 HP 120 %P

111 Hops

» Phase 4 MW Network Designed Topology

There are 24 hops of digital microwave radio for Phase 4 project. The digital microwave radio
capacities of the links are 100M, 200M, 400M (2*200M, XPIC). After detailed site survey, we can adjust
the frequency planning based on the actual link condition. The final frequency scheme will be
determined after getting the confirmation from the frequency authority. Please refer to Table below for
detail information.

Hop Ar:s":-e Frequency Protection Tr-::r::;i;:yinn 'I{Ey[:;
13 0.6m 23GH= 140 100 HP 28MH=
5 0.5m 18GHz 1+0 100 HP 2EMHz
3 0.6m 23GHz 1+0 200 HP 2EMHz
1 0.8m 18GHz 1+0 200 HP 2EMHz
3 0.6m 18GHz 1+0 XPIC 200 we o |PEMTESEEEAM
1 0.8m 18GHz 1+0 XPIC =00 wp [FEMEZIEECAM
24 Hops
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7.4 Network Capacity Planning
ARAYE 53k 2 E Tk 100M HATWSICR M, BERR 2, BTt Ay o DA SR IR il 2% &
Table 5 MW Bandwidth and Modulation Mode

RUPESE | mmmk | woomuss | AU BB | xeIC
100M 108M 28M 32QAM NO
2 200M 208M 56M 32QAM NO
3 300M 314M 28M 128QAM YES
4 400M 530M 56M 64QAM YES
& 500M 624M 56M 128QAM WES
6 600M 624M 56M 128QAM YES
AR EL A FM AT AL S0, x4 b e e ) B Rl R
Site 1 Name | Site 2 Name | Bandwidth | Site 1 Name | Site 2 Name | Bandwidth
P1-6 L2-CC-03 108M P3-32 P3-43 530M
P4-15 P3-11 208M P3-33 P3-43 314M
P4-1 P3-100 530M P3-4 P3-56 530M
P1-37 L1-East 108M P3-44 P3-43 530M
P1-64 P1-52 108M P3-50 P3-43 314M
P1-24 L2-South 108M P3-64 P3-66 314M
P1-62 P1-42 108M P3-92 P3-85 314M
P1-16 P1-13 108M P3-93 P3-85 530M
P1-67 P1-22 108M P3-30 P3-29 624M
P2-9 P2-8 108M P3-31 P3-30 624M
P1-40 P1-68 108M P3-83 P3-82 624M
P1-55 P1-54 108M P3-117 P3-110 108M
P3-68 P3-18 314M P2-41 P2-43 208M
P1-12 P1-34 108M P3-118 P3-113 108M
P4-22 P3-7 530M pP2-27 P2-29 314M
P3-10 P3-7 208M P2-34 P2-29 530M
P1-27 P1-29 108M P3-15 P3-22 108M
P1-14 P1-13 108M P3-20 P3-29 108M
P1-57 P1-56 108M P3-24 P3-33 108M
P1-10 P1-13 108M P3-28 P3-29 108M

XX Project Huawei Confidential Page 93 of 217



e

HUAWEI

Site 1 Name | Site 2 Name | Bandwidth | Site 1 Name | Site 2 Name | Bandwidth
P1-15 P1-17 108M P2-44 P2-43 624M
P1-28 P1-29 108M P2-23 P2-19 314M
P1-30 P1-39 108M P3-3 P3-4 108M
P1-31 P1-26 108M P3-88 P3-82 314M
P1-32 P1-36 108M P3-34 P3-33 108M
P2-55 P2-23 314M P3-36 P3-26 108M
P1-33 P1-36 108M P2-58 P2-23 208M
P1-45 P1-29 108M P3-37 P3-27 108M
P4-23 P4-22 208M P3-40 P3-31 108M
P1-46 P1-48 108M P3-41 P3-42 108M
P3-11 P3-100 624M P3-19 P3-18 530M
P1-49 P1-50 108M P3-45 P3-44 108M
P1-61 P1-38 108M P3-48 P3-53 108M
P2-16 P2-40 208M P3-49 P3-43 108M
P1-19 P1-18 108M P3-54 P3-50 108M
P1-44 P1-65 108M P3-55 P3-50 108M
P4-12 P3-11 208M P1-20 P1-18 208M
P1-58 P1-59 108M P3-100 P3-121 208M
P1-35 P1-34 108M P3-67 P3-31 208M
P2-13 P2-8 314M P3-58 P3-59 108M
P1-11 P1-7 108M P3-60 P3-56 108M
P4-6 P3-66 314M P2-47 P2-44 208M
P1-41 P1-39 108M P3-78 P3-83 208M
P1-54 P1-2 208M P3-66 P3-63 108M
P1-47 L2-South 314M P3-72 P3-77 108M
P1-38 L1-East 208M P3-75 P3-80 108M
P1-26 L2-West 208M P1-56 L2-South 530M
P1-60 P1-34 108M P2-30 P2-29 530M
P1-18 L2-West 530M P3-76 P3-82 108M
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Site 1 Name | Site 2 Name | Bandwidth | Site 1 Name | Site 2 Name | Bandwidth
P1-17 L2-West 208M P3-81 P3-82 108M
P2-5 P2-3 108M P3-86 P3-85 108M
P1-22 P1-56 208M P3-87 P3-82 108M
P1-52 L2-CC-03 208M P3-90 P3-83 108M
P1-48 L2-South 208M P3-92 P3-91 108M
P1-7 L2-CC-03 530M P3-94 P3-93 108M
P1-63 P1-7 208M P3-98 P3-92 108M
P1-3 L2-CC-03 108M P3-99 P3-93 108M
P1-21 P1-20 108M P3-108 P3-112 108M
P1-36 L1-East 314M P2-14 P2-30 108M
P1-50 P1-47 208M P2-21 P2-19 108M
P1-66 P1-63 108M P2-40 P2-43 530M
P2-51 P2-3 314M P3-1 P3-19 108M
P1-9 P1-5 108M P1-23 L2-South 108M
pP2-2 P2-51 108M P3-95 P3-88 108M
P1-53 P1-51 108M P3-57 P3-56 108M
P1-25 L2-West 108M P3-97 P3-103 108M
P2-49 P2-13 108M P1-1 P1-5 108M
P2-50 P2-53 108M P3-30 P3-39 108M
pP2-17 P2-55 108M P3-17 P3-18 108M
P3-16 P3-22 108M P3-61 P3-64 108M
pP2-22 P2-46 108M P2-30 P2-35 108M
P1-59 P1-34 208M P3-8 P3-7 108M
P3-119 P3-89 108M P2-26 P2-27 108M
P3-96 P3-88 108M P1-43 L1-East 108M
P3-73 P3-121 108M P2-15 P2-33 108M
P3-71 P3-100 108M P3-102 P3-7 108M
P2-1 P2-3 108M P3-12 P3-84 108M
P2-10 P2-8 108M P2-56 P2-55 108M
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Site 1 Name | Site 2 Name | Bandwidth | Site 1 Name | Site 2 Name | Bandwidth
P2-45 P2-41 108M P3-107 P3-7 108M
pP2-7 P2-8 108M P4-4 P3-2 108M
P2-4 P2-3 108M P2-25 P2-27 108M
P2-32 P2-29 108M P2-20 P2-23 108M
P1-39 P1-29 530M P2-57 P2-58 108M
P2-6 P2-8 108M P4-2 P3-120 108M
P1-40 P1-39 208M P2-54 P2-47 108M
P2-31 P2-30 108M P4-3 P3-18 108M
P3-79 P3-78 108M P4-19 P3-32 108M
P1-8 L2-CC-03 108M P2-24 P2-28 108M
P1-51 P1-2 208M P4-5 P3-66 108M
P1-13 P1-34 530M P2-28 P2-29 208M
P1-2 P1-4 624M P2-33 P2-29 208M
P2-39 P2-19 108M P3-109 P3-110 208M
P3-47 P3-6 108M P3-112 P3-113 208M
P3-74 P3-122 108M P3-116 P3-110 208M
P1-5 P1-4 314M P3-2 P3-32 208M
P2-48 P2-51 108M P3-21 P3-30 208M
P3-23 P3-31 108M P3-27 P3-19 208M
P3-46 P3-38 108M P3-38 P3-29 208M
P2-18 P2-16 108M P3-42 P3-43 208M
P3-13 P3-7 108M P3-51 P3-44 208M
P2-42 P2-43 108M P3-53 P3-56 208M
P2-59 P2-40 108M P3-59 P3-56 208M
P3-25 P3-18 108M P3-6 P3-4 208M
P3-52 P3-51 108M P3-80 P3-85 208M
P3-65 P3-64 108M P3-82 P3-77 208M
P2-12 P2-11 108M P3-84 P3-83 208M
P1-44 L1-East 208M P4-8 P3-10 108M
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Site 1 Name | Site 2 Name | Bandwidth | Site 1 Name | Site 2 Name | Bandwidth
P3-122 P3-100 208M P3-5 P3-21 108M
P2-38 P2-34 108M P2-52 P2-13 108M
P3-9 P3-120 108M P4-11 P4-23 108M
P3-89 P3-100 208M P4-14 P4-15 108M
P1-42 P1-39 208M P4-18 P3-67 108M
P2-11 P2-8 208M P3-35 P3-18 108M
P2-36 P2-34 108M P3-14 P3-22 108M
pP2-37 P2-34 108M P4-13 P4-12 108M
P3-101 P3-93 108M P4-10 P3-120 108M
P3-104 P3-103 108M P3-62 P3-66 108M
P3-105 P3-113 108M P3-70 P3-68 108M
P3-106 P3-113 108M P3-123 P3-109 108M
P3-26 P3-18 208M P4-9 P4-22 108M
P2-53 P2-8 208M P4-24 P4-6 108M
P3-111 P3-110 108M P4-17 P4-1 108M
P3-114 P3-113 108M P4-20 P3-66 108M
P3-115 P3-116 108M P4-7 P4-6 108M
P2-46 P2-44 208M P4-21 P4-1 108M
P3-103 P3-110 314M P3-69 P3-68 108M
P3-120 P3-113 530M P4-16 P4-1 108M
P3-22 P3-30 530M
TERG: FEES A GG KRF, I LD BB, DRI 7 1 77 LOS IR 438, 7
AT 1 1 B o

7.5 Frequency Planning
e AE F % B0l 45 T AR ER 9 6G, 7G, 8G, 11G, 15G, 18G, 23G 138G, A [H W Wiz & mims H KL%
IE7E R AL S DR AR P, T A YR AR Rk . DAE TR B R B 34 T AR A RS A XX T ,
ZERI AN XX I H 2 7R CMC R, e 8 26G A1 32G A1 A I vk I H (KB AL B

A FLARJE a0 R
BRI AR B 5 9 R KM (326) BB VE KM (266)
108M 0~2 >2
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208M 071.8 >1.8
314M 0°1.5 >1.5
530M 0°1.5 >1.5
624M 0~1.3 >1.3

e
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CEE G eI AL SRR 2 DL R AR B RURER K/ G, 6 SRS OB /vl R, b 26G R EHIAE 314M,
530M F1 624M, 11 32G FZH4E 108M H1 208M 4% % L
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Site 1 Name | Site 2 Name | Band(GHz) | Site 1 Name | Site 2 Name | Band(GHz)
P1-6 L2-CC-03 32 P3-22 P3-30 26
P1-38 L1-East 32 P3-32 P3-43 26
P1-47 L2-South 32 P3-33 P3-43 26
P1-37 L1-East 32 P3-4 P3-56 26
P1-64 P1-52 32 P3-44 P3-43 26
P1-24 L2-South 32 P3-50 P3-43 26
P1-62 P1-42 32 P3-64 P3-66 26
P1-16 P1-13 32 P3-92 P3-85 26
P1-67 P1-22 32 P3-30 P3-29 26
P2-9 P2-8 32 P3-31 P3-30 26
P1-40 P1-68 32 P3-83 P3-82 26
P1-55 P1-54 32 P3-117 P3-110 32
P1-18 L2-West 32 P2-33 P2-29 32
P1-12 P1-34 32 P3-118 P3-113 32
P1-7 L2-CC-03 32 P3-93 P3-85 26
P1-26 L2-West 32 P2-51 P2-3 26
P1-27 P1-29 32 P3-15 P3-22 32
P1-14 P1-13 32 P3-20 P3-29 32
P1-57 P1-56 32 P3-24 P3-33 32
P1-10 P1-13 32 P3-28 P3-29 32
P1-15 P1-17 32 P4-6 P3-66 26
P1-28 P1-29 32 P2-13 P2-8 26
P1-30 P1-39 32 P3-3 P3-4 32
P1-31 P1-26 32 P3-11 P3-100 26
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P1-32 P1-36 32 P3-34 P3-33 32
P1-36 L1-East 32 P3-36 P3-26 32
P1-33 P1-36 32 P3-109 P3-110 32
P1-45 P1-29 32 P3-37 P3-27 32
P1-17 L2-West 32 P3-40 P3-31 32
P1-46 P1-48 32 P3-41 P3-42 32
P1-39 P1-29 32 P2-55 pP2-23 26
P1-49 P1-50 32 P3-45 P3-44 32
P1-61 P1-38 32 P3-48 P3-53 32
P1-48 L2-South 32 P3-49 P3-43 32
P1-19 P1-18 32 P3-54 P3-50 32
P1-44 P1-65 32 P3-55 P3-50 32
P1-63 P1-7 32 P3-112 P3-113 32
P1-58 P1-59 32 P3-116 P3-110 32
P1-35 P1-34 32 P3-2 P3-32 32
P1-2 P1-4 32 P3-58 P3-59 32
P1-11 P1-7 32 P3-60 P3-56 32
P1-13 P1-34 32 P3-21 P3-30 32
P1-41 P1-39 32 pP3-27 P3-19 32
P1-50 P1-47 32 P3-66 P3-63 32
P1-5 P1-4 32 P3-72 P3-77 32
P1-59 P1-34 32 P3-75 P3-80 32
P1-40 P1-39 32 P4-22 P3-7 26
P1-60 P1-34 32 P3-68 P3-18 26
P2-40 P2-43 32 P3-76 P3-82 32
P1-51 P1-2 32 pP3-81 P3-82 32
P2-5 P2-3 32 P3-86 P3-85 32
P1-44 L1-East 32 pP3-87 P3-82 32
P3-122 P3-100 32 P3-90 P3-83 32
P3-89 P3-100 32 P3-92 P3-91 32
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P1-56 L2-South 26 P3-94 P3-93 32
P1-42 P1-39 32 P3-98 P3-92 32
P1-3 L2-CC-03 32 P3-99 P3-93 32
P1-21 P1-20 32 P3-108 P3-112 32
P2-30 P2-29 26 P2-14 P2-30 32
P2-11 P2-8 32 pP2-21 P2-19 32
P1-66 P1-63 32 P4-1 P3-100 26
P2-44 P2-43 26 P3-1 P3-19 32
P1-9 P1-5 32 P1-23 L2-South 32
pP2-2 pP2-51 32 P3-95 P3-88 32
P1-53 P1-51 32 P3-57 P3-56 32
P1-25 L2-West 32 P3-97 P3-103 32
P2-49 P2-13 32 P1-1 P1-5 32
P2-50 P2-53 32 P3-30 P3-39 32
P2-17 P2-55 32 P3-17 P3-18 32
P3-16 P3-22 32 P3-61 P3-64 32
pP2-22 P2-46 32 P2-30 P2-35 32
P3-26 P3-18 32 P3-8 P3-7 32
P3-119 P3-89 32 P2-26 p2-27 32
P3-96 P3-88 32 P1-43 L1-East 32
P3-73 P3-121 32 P2-15 P2-33 32
P3-71 P3-100 32 P3-102 P3-7 32
P2-1 P2-3 32 P3-12 P3-84 32
P2-10 P2-8 32 P2-56 P2-55 32
P2-45 P2-41 32 P3-107 P3-7 32
pP2-7 pP2-8 32 P4-4 P3-2 26
P2-4 P2-3 32 P2-25 pP2-27 26
P2-32 P2-29 32 P2-20 pP2-23 26
P3-19 P3-18 26 pP2-57 P2-58 26
P2-6 P2-8 32 P4-2 P3-120 26
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P2-53 P2-8 32 P2-54 P2-47 26
P2-31 P2-30 32 P4-3 P3-18 26
P3-79 P3-78 32 P4-19 P3-32 26
P1-8 L2-CC-03 32 P2-24 P2-28 26
P2-46 pP2-44 32 P4-5 P3-66 26
P3-88 P3-82 26 P3-38 P3-29 32
P2-23 P2-19 26 P3-42 P3-43 32
P2-39 P2-19 32 P3-51 P3-44 32
P3-47 P3-6 32 P3-53 P3-56 32
P3-74 P3-122 32 P3-59 P3-56 32
pP2-27 P2-29 26 P3-6 P3-4 32
P2-48 pP2-51 32 P3-80 P3-85 32
P3-23 P3-31 32 P3-82 P3-77 32
P3-46 P3-38 32 P3-84 P3-83 32
P2-18 P2-16 32 P1-22 P1-56 26
P3-13 P3-7 32 P1-52 L2-CC-03 26
P2-42 P2-43 32 P1-54 P1-2 26
P2-59 P2-40 32 P4-12 P3-11 26
P3-25 P3-18 32 P2-16 P2-40 26
P3-52 P3-51 32 P4-23 P4-22 26
P3-65 P3-64 32 P3-10 P3-7 26
P2-12 P2-11 32 P4-15 P3-11 26
P2-41 P2-43 32 P4-8 P3-10 26
P2-58 pP2-23 32 P3-5 P3-21 26
P2-38 P2-34 32 pP2-52 P2-13 26
P3-9 P3-120 32 P4-11 P4-23 26
P1-20 P1-18 32 P4-14 P4-15 26
P3-100 P3-121 32 P4-18 P3-67 26
P3-67 P3-31 32 P3-35 P3-18 26
P2-36 P2-34 32 P3-14 P3-22 26
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pP2-37 P2-34 32 P4-13 P4-12 26
P3-101 P3-93 32 P4-10 P3-120 26
P3-104 P3-103 32 P3-62 P3-66 26
P3-105 P3-113 32 P3-70 P3-68 26
P3-106 P3-113 32 P3-123 P3-109 26
P2-47 P2-44 32 P4-9 P4-22 26
P3-78 P3-83 32 P4-24 P4-6 26
P3-111 P3-110 32 P4-17 P4-1 26
P3-114 P3-113 32 P4-20 P3-66 26
P3-115 P3-116 32 P4-7 P4-6 26
P2-28 P2-29 32 P4-21 P4-1 26
P2-34 P2-29 26 P3-69 P3-68 26
P3-103 P3-110 26 P4-16 P4-1 26
P3-120 P3-113 26

VEE: RAKTFREES 9T LR B 77 O] i B BT Y LD A7 550 U1 RAE MG ) LLD
H A WIEEES 777 BRI R LA, W i ZE AT D T

7.6 Availability Planning

AT 1% 0 R TS AT RAREOR, T DL AR N HERE(K) 99. 995% AR . HR-HE 99. 995% 1K A]
MIREEOR, 2Ra 5 BRI IARBL,  BEHEE 2555, BATAEHT LA R SR IR 22«

o P B KM (326) BV KM (266)

HERE Y i 0. 3M 0. 6M 0. 6M 0. 9M
108M 0~1.4 1.4~2 9~92. 35 2.3575
208M / 0~1.8 1.8~2.3 2.3%4.69
314M / 0~1.5 1.571.6 1.672.93
530M / 0~1.5 1.571.6 1.674. 61
624M / 0~1.3 1.371.55 1.5572.37

AR L1 R R U, BRAT DS Rk R i (AR e 7 e T

Site 1 Name | Site 2 Name | Path length Anntena Frequency | Bandwidth
(KM) D(M) (GHz)

P1-6 L2-CC-03 0.59 0.3 32 108M

P1-38 L1-East 0.41 0.6 32 208M

P1-47 L2-South 0.37 0.6 32 314M

P1-37 L1-East 0.79 0.3 32 108M
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P1-64 P1-52 0.96 0.3 32 108M
P1-24 L2-South 0.97 0.3 32 108M
P1-62 P1-42 1.05 0.3 32 108M
P1-16 P1-13 1.07 0.3 32 108M
P1-67 P1-22 1.14 0.3 32 108M
P2-9 P2-8 1.14 0.3 32 108M
P1-40 P1-68 1.15 0.3 32 108M
P1-55 P1-54 1.15 0.3 32 108M
P1-18 L2-West 0.76 0.6 32 530M
P1-12 P1-34 1.16 0.3 32 108M
P1-7 L2-CC-03 0.84 0.6 32 530M
P1-26 L2-West 0.57 0.6 32 208M
P1-27 P1-29 1.16 0.3 32 108M
P1-14 P1-13 1.18 0.3 32 108M
P1-57 P1-56 1.18 0.3 32 108M
P1-10 P1-13 1.2 0.3 32 108M
P1-15 P1-17 1.2 0.3 32 108M
P1-28 P1-29 1.2 0.3 32 108M
P1-30 P1-39 1.2 0.3 32 108M
P1-31 P1-26 1.2 0.3 32 108M
P1-32 P1-36 1.2 0.3 32 108M
P1-36 L1-East 1 0.6 32 314M
P1-33 P1-36 1.2 0.3 32 108M
P1-45 P1-29 1.2 0.3 32 108M
P1-17 L2-West 0.78 0.6 32 208M
P1-46 P1-48 1.2 0.3 32 108M
P1-39 P1-29 1.2 0.6 32 530M
P1-49 P1-50 1.2 0.3 32 108M
P1-61 P1-38 1.21 0.3 32 108M
P1-48 L2-South 0.82 0.6 32 208M
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P1-19 P1-18 1.22 0.3 32 108M
P1-44 P1-65 1.22 0.3 32 108M
P1-63 P1-7 0.88 0.6 32 208M
P1-58 P1-59 1.22 0.3 32 108M
P1-35 P1-34 1.23 0.3 32 108M
P1-2 P1-4 1.22 0.6 32 624M
P1-11 P1-7 1.24 0.3 32 108M
P1-13 P1-34 1.22 0.6 32 530M
P1-41 P1-39 1.24 0.3 32 108M
P1-50 P1-47 1.02 0.6 32 208M
P1-5 P1-4 1.24 0.6 32 314M
P1-59 P1-34 1.19 0.6 32 208M
P1-40 P1-39 1.21 0.6 32 208M
P1-60 P1-34 1.25 0.3 32 108M
P2-40 P2-43 1.42 0.6 32 530M
P1-51 P1-2 1.22 0.6 32 208M
P2-5 P2-3 1.26 0.3 32 108M
P1-44 L1-East 1.32 0.6 32 208M
P3-122 P3-100 1.33 0.6 32 208M
P3-89 P3-100 1.39 0.6 32 208M
P1-56 L2-South 151 0.6 26 530M
P1-42 P1-39 1.4 0.6 32 208M
P1-3 L2-CC-03 1.27 0.3 32 108M
P1-21 P1-20 1.28 0.3 32 108M
P2-30 P2-29 151 0.6 26 530M
P2-11 P2-8 14 0.6 32 208M
P1-66 P1-63 1.28 0.3 32 108M
P2-44 P2-43 1.54 0.6 26 624M
P1-9 P1-5 1.28 0.3 32 108M
pP2-2 P2-51 1.28 0.3 32 108M
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P1-53 P1-51 1.29 0.3 32 108M
P1-25 L2-West 1.32 0.3 32 108M
P2-49 P2-13 1.32 0.3 32 108M
P2-50 P2-53 1.32 0.3 32 108M
pP2-17 P2-55 1.38 0.3 32 108M
P3-16 P3-22 1.38 0.3 32 108M
pP2-22 P2-46 1.42 0.6 32 108M
P3-26 P3-18 1.46 0.6 32 208M
P3-119 P3-89 1.42 0.6 32 108M
P3-96 P3-88 1.42 0.6 32 108M
P3-73 P3-121 1.44 0.6 32 108M
P3-71 P3-100 1.45 0.6 32 108M
P2-1 P2-3 1.46 0.6 32 108M
P2-10 P2-8 1.49 0.6 32 108M
P2-45 P2-41 1.49 0.6 32 108M
pP2-7 P2-8 1.49 0.6 32 108M
P2-4 P2-3 151 0.6 32 108M
P2-32 P2-29 1.52 0.6 32 108M
P3-19 P3-18 157 0.6 26 530M
P2-6 P2-8 1.52 0.6 32 108M
P2-53 P2-8 1.48 0.6 32 208M
P2-31 P2-30 153 0.6 32 108M
P3-79 P3-78 1.53 0.6 32 108M
P1-8 L2-CC-03 1.54 0.6 32 108M
P2-46 P2-44 1.49 0.6 32 208M
P3-88 P3-82 1.59 0.6 26 314M
P2-23 P2-19 1.6 0.6 26 314M
P2-39 P2-19 1.55 0.6 32 108M
P3-47 P3-6 1.55 0.6 32 108M
P3-74 P3-122 1.55 0.6 32 108M

XX Project Huawei Confidential Page 105 of 217



e

HUAWEI

pP2-27 P2-29 1.66 0.9 26 314M
P2-48 pP2-51 1.56 0.6 32 108M
P3-23 P3-31 1.56 0.6 32 108M
P3-46 P3-38 1.56 0.6 32 108M
P2-18 P2-16 157 0.6 32 108M
P3-13 P3-7 1.57 0.6 32 108M
P2-42 P2-43 1.58 0.6 32 108M
P2-59 P2-40 1.58 0.6 32 108M
P3-25 P3-18 1.58 0.6 32 108M
P3-52 P3-51 1.64 0.6 32 108M
P3-65 P3-64 1.64 0.6 32 108M
pP2-12 P2-11 1.66 0.6 32 108M
P2-41 P2-43 151 0.6 32 208M
P2-58 P2-23 1.55 0.6 32 208M
P2-38 P2-34 1.66 0.6 32 108M
P3-9 P3-120 1.66 0.6 32 108M
P1-20 P1-18 1.58 0.6 32 208M
P3-100 P3-121 1.59 0.6 32 208M
P3-67 P3-31 1.62 0.6 32 208M
P2-36 P2-34 1.67 0.6 32 108M
pP2-37 P2-34 1.67 0.6 32 108M
P3-101 P3-93 1.67 0.6 32 108M
P3-104 P3-103 1.67 0.6 32 108M
P3-105 P3-113 1.67 0.6 32 108M
P3-106 P3-113 1.67 0.6 32 108M
P2-47 P2-44 1.64 0.6 32 208M
P3-78 P3-83 1.64 0.6 32 208M
P3-111 P3-110 1.67 0.6 32 108M
P3-114 P3-113 1.67 0.6 32 108M
P3-115 P3-116 1.67 0.6 32 108M
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pP2-28 P2-29 1.67 0.6 32 208M
P2-34 P2-29 1.66 0.9 26 530M
P3-103 P3-110 1.67 0.9 26 314M
P3-120 P3-113 1.67 0.9 26 530M
P3-22 P3-30 1.67 0.9 26 530M
P3-32 P3-43 1.67 0.9 26 530M
P3-33 P3-43 1.67 0.9 26 314M
P3-4 P3-56 1.67 0.9 26 530M
P3-44 P3-43 1.67 0.9 26 530M
P3-50 P3-43 1.67 0.9 26 314M
P3-64 P3-66 1.67 0.9 26 314M
P3-92 P3-85 1.67 0.9 26 314M
P3-30 P3-29 1.67 0.9 26 624M
P3-31 P3-30 1.67 0.9 26 624M
P3-83 P3-82 1.67 0.9 26 624M
P3-117 P3-110 1.67 0.6 32 108M
P2-33 P2-29 1.67 0.6 32 208M
P3-118 P3-113 1.67 0.6 32 108M
P3-93 P3-85 1.67 0.9 26 530M
P2-51 P2-3 171 0.9 26 314M
P3-15 pP3-22 1.67 0.6 32 108M
P3-20 P3-29 1.67 0.6 32 108M
P3-24 P3-33 1.67 0.6 32 108M
P3-28 P3-29 1.67 0.6 32 108M
P4-6 P3-66 2.09 0.9 26 314M
P2-13 P2-8 2.13 0.9 26 314M
P3-3 P3-4 1.67 0.6 32 108M
P3-11 P3-100 2.37 0.9 26 624M
P3-34 P3-33 1.67 0.6 32 108M
P3-36 P3-26 1.67 0.6 32 108M
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P3-109 P3-110 1.67 0.6 32 208M
P3-37 P3-27 1.67 0.6 32 108M
P3-40 P3-31 1.67 0.6 32 108M
P3-41 P3-42 1.67 0.6 32 108M
P2-55 P2-23 2.59 0.9 26 314M
P3-45 P3-44 1.67 0.6 32 108M
P3-48 P3-53 1.67 0.6 32 108M
P3-49 P3-43 1.67 0.6 32 108M
P3-54 P3-50 1.67 0.6 32 108M
P3-55 P3-50 1.67 0.6 32 108M
P3-112 P3-113 1.67 0.6 32 208M
P3-116 P3-110 1.67 0.6 32 208M
P3-2 P3-32 1.67 0.6 32 208M
P3-58 P3-59 1.67 0.6 32 108M
P3-60 P3-56 1.67 0.6 32 108M
P3-21 P3-30 1.67 0.6 32 208M
P3-27 P3-19 1.67 0.6 32 208M
P3-66 P3-63 1.67 0.6 32 108M
P3-72 P3-77 1.67 0.6 32 108M
P3-75 P3-80 1.67 0.6 32 108M
P4-22 P3-7 2.88 0.9 26 530M
P3-68 P3-18 2.93 0.9 26 314M
P3-76 P3-82 1.67 0.6 32 108M
P3-81 P3-82 1.67 0.6 32 108M
P3-86 P3-85 1.67 0.6 32 108M
P3-87 P3-82 1.67 0.6 32 108M
P3-90 P3-83 1.67 0.6 32 108M
P3-92 P3-91 1.67 0.6 32 108M
P3-94 P3-93 1.67 0.6 32 108M
P3-98 P3-92 1.67 0.6 32 108M
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P3-99 P3-93 1.67 0.6 32 108M
P3-108 P3-112 1.68 0.6 32 108M
P2-14 P2-30 1.69 0.6 32 108M
P2-21 P2-19 1.69 0.6 32 108M
P4-1 P3-100 4.61 0.9 26 530M
P3-1 P3-19 1.69 0.6 32 108M
P1-23 L2-South 1.7 0.6 32 108M
P3-95 P3-88 1.7 0.6 32 108M
P3-57 P3-56 1.71 0.6 32 108M
P3-97 P3-103 171 0.6 32 108M
P1-1 P1-5 1.73 0.6 32 108M
P3-30 P3-39 1.75 0.6 32 108M
P3-17 P3-18 1.78 0.6 32 108M
P3-61 P3-64 1.81 0.6 32 108M
P2-30 P2-35 1.82 0.6 32 108M
P3-8 P3-7 1.82 0.6 32 108M
P2-26 pP2-27 1.83 0.6 32 108M
P1-43 L1-East 1.85 0.6 32 108M
P2-15 P2-33 1.87 0.6 32 108M
P3-102 P3-7 1.89 0.6 32 108M
P3-12 P3-84 1.89 0.6 32 108M
P2-56 P2-55 1.93 0.6 32 108M
P3-107 P3-7 2 0.6 32 108M
P4-4 P3-2 2.03 0.6 26 108M
P2-25 pP2-27 21 0.6 26 108M
P2-20 P2-23 2.15 0.6 26 108M
P2-57 P2-58 2.19 0.6 26 108M
P4-2 P3-120 2.23 0.6 26 108M
P2-54 P2-47 2.25 0.6 26 108M
P4-3 P3-18 2.3 0.6 26 108M
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P4-19 P3-32 231 0.6 26 108M
P2-24 pP2-28 2.37 0.9 26 108M
P4-5 P3-66 2.45 0.9 26 108M
P3-38 P3-29 1.67 0.6 32 208M
P3-42 P3-43 1.67 0.6 32 208M
P3-51 P3-44 1.67 0.6 32 208M
P3-53 P3-56 1.67 0.6 32 208M
P3-59 P3-56 1.67 0.6 32 208M
P3-6 P3-4 1.67 0.6 32 208M
P3-80 P3-85 1.67 0.6 32 208M
P3-82 P3-77 1.67 0.6 32 208M
P3-84 P3-83 1.67 0.6 32 208M
P1-22 P1-56 1.83 0.6 26 208M
P1-52 L2-CC-03 1.83 0.6 26 208M
P1-54 P1-2 2.02 0.6 26 208M
P4-12 P3-11 2.21 0.6 26 208M
P2-16 P2-40 2.3 0.6 26 208M
P4-23 P4-22 2.42 0.9 26 208M
P3-10 P3-7 2.86 0.9 26 208M
P4-15 P3-11 4.69 0.9 26 208M
P4-8 P3-10 2.56 0.9 26 108M
P3-5 P3-21 2.61 0.9 26 108M
pP2-52 P2-13 2.62 0.9 26 108M
P4-11 P4-23 2.66 0.9 26 108M
P4-14 P4-15 2.67 0.9 26 108M
P4-18 P3-67 2.68 0.9 26 108M
P3-35 P3-18 2.72 0.9 26 108M
P3-14 P3-22 2.79 0.9 26 108M
P4-13 P4-12 2.81 0.9 26 108M
P4-10 P3-120 2.85 0.9 26 108M

XX Project Huawei Confidential Page 110 of 217



e

HUAWEI
P3-62 P3-66 2.88 0.9 26 108M
P3-70 P3-68 3 0.9 26 108M
P3-123 P3-109 3.1 0.9 26 108M
P4-9 P4-22 3.28 0.9 26 108M
P4-24 P4-6 3.55 0.9 26 108M
P4-17 P4-1 3.7 0.9 26 108M
P4-20 P3-66 3.83 0.9 26 108M
P4-7 P4-6 3.86 0.9 26 108M
P4-21 P4-1 4.35 0.9 26 108M
P3-69 P3-68 453 0.9 26 108M
P4-16 P4-1 5 0.9 26 108M
gi : fg%é/ff/ﬁ’/‘ﬂfl LLD 7R Al Gt b5 454, B HISER [, KA H i ZE A D 1 6
L KPI

7.7 QoS Planning

OptiX RTN 980 E A4 5¢3% ) QoS feJy, SEIL T Fr#EM) BE. AF1. AF2. AF3. AF4, EF. CS6. CS7
J\HL PHB, A 2% 3275 75 ) O F P S A AT AN R R 55 ot F A5 0 (W R 25 DR AIE,  SEBLIR]IN AR B8 . 1R &
HIREATOL 55 1) 55 P 285

QoS HF UL T H «

DiffServ,, XFCUKMMES:, SZCREREHEE C-VLAN 564, S-VLAN {562k IP R 3C 1 DSCP {5 MPLS
L) EXP {E WS 2] PHB 45524

X ATMAL S, SHE ATMOEZ:2K (CBR. UBR. UBR+. rtVBR #1 nrtVBR) 5 PHB JIRk 4545 4% i) ) &
TR o

Xf CES W%, %4 CES M-I PHB R4S 4 # &, BRINK EF.

"R, SCFRYE PORT. CVLAN ID. SVLAN ID Ll & CVLAN/SVLAN 3L () 802.1p {5644 A1
DSCP #4772

mERE, REETRMRERE . SCRFRCE PIR M1 CIR, ik 64kbit/s.

BABUEE , AF A~ A W ity R4 Ab 1P Akipt ity 11 S RF )\ AR S G A B S

R DIORAEAS IR 93 FURT— 4K 1P Bl 1 R 3% BB NS T 5, BB 5 04T SP. SP+WRR
HIWRR,

TR IETE, SCREXT 4R 52 1 PORT A5G A5 5k 45 847 shaping, PIR Fil CIR [/ & D HE 4 64kbit/s.

XX T H QoS Hiki:

1. K DiffServ fjHuiim /s, MAs LTE MR SC A DSCP #HATEN M, PHB KR IAMLS, HAik
WL R RN

ERIAF) DS BN TS [ R R AR
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CVLAN Pri | SVLAN Pri | MPLS EXP | DSCP {fi () | PHB
0 0 0 0 BE
1 1 1 8, 10, 12, 14 AF1
2 2 2 16, 18, 20, 22 AF2
3 3 3 24, 26, 28, 30 AF3
4 4 4 32, 34, 36, 38 AF4
5 5 5 40, 46 EF
6 6 6 48 CSs6
7 7 7 56 Ccs7
BRUAH DS 35 H 77 1) LG G &R
PHB CVLAN Pri | MPLS EXP | SVLAN Pri | DSCP {t (kD
BE 0 0 0 0
AF1 1 1 1 8, 12, 14
AF2 2 2 2 16, 20, 22
AF3 3 3 3 24, 28, 30
AF4 4 4 4 32, 36, 38
EF 5 5 5 40
CSs6 6 6 6 48
Ccs7 7 7 7 56
WA CAR AMllfE.
W I F -
PHB Scheduling
CS7 S
CS6 SP
EF SP
AF4 WRR
AF3 WRR
AF2 WRR
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AF1 WRR

BE SP

4. mEEIEALRE.
7.8 DCN Planning for U2000
> DCN 141 i

5 DCN 1, AT TR DCN 1Y e AT FIITCZ AT DCN Bk A 4 DCN, - R TTCAIR TG
Z 8] DCN Bk P i DCN.

Internal DCe

]
h“fl h
=D

(Z7 router %i LAk switch

% Optix optical transmission equipment

i
s Optix radio transmission equipment

> 4B DCN

XX IH AR, P R TCATREA, T AN AR ST, DRI R A 5 0 o2 ) o 2 iy UK At % i 4%
SRR A e AL AN DON W) 28 AHIE #z

W 55 AN R0 5C R T IR AR 8 DN A 58 AN AR TP I TR P #8 DON AP 98, DO BRIEF A PERE, AMIET

Mbit/s.

AT SR FOm M ARG AR 1S FE L, AR A E R, AR T 2M,
> W DCN

TENHB DON 1, OptiX RTN 950 7 ¥ W 2% 55 H A B 7 A

25 /NT 16 XEL fY PDH sl il il e it 1 52 LR 1 AN DCC 2745 A 9 244 4 B4 IR

R EA/NT 16 XE1 1) PDH Feiz il ol St B 52 LI 3 A DCC 7= 15 4k W9 4% 8 BRAS &

3t SDH fk miFn SDH il D1~D3. DA~D12 F 458k D1~D12 - 15 {L% W 4% 45 FAS B
T Hybrid fmi B 5 SCI 3 A7 1545 5 M 488 A R o
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T AR R P90 0 R e B T A% Y 2% PR O

T RL AR B 1A% 4y DCC ThRe, i W) 2545 P L 1k SDH/PDH 19 2% 4% i .
SKHIAH N DON TR, A HI LUK ML S5 (s o, 38 Hybrid fdoesm . FE/GE i 1A% i 199 £ 45 PELAE EL o
AT H i Hybrid St F g S 3 AN 735 A 24 PAE

W3 DCN K] Huawei ECC ZHIM, 44N ANM G2 W34 DCC s FaE I, 18 B M e i BAR
W 19X A 4 1 i X e BB T SR S BILY i ECC A .

P #B DCN G ID HRI A .
YR ID D
9 1-65534 £/ NE {FFmE—

W DCN M 1P $1%):
0x81000000+ %7t ID

ZEM: WIS 1D S 0x090001, U “IP” B K 129.9.0. 1. “FRHEL” #E K 255. 255.0.0
T S Y G TP St bk KR R 48 2 0 Rk 2 3ok

7.9 Key Performance
MR ARIE KPI S50 v & CRED

" BER * 10E-6
- i ili i ‘ n 0,
RTN Hybrid Annual Avallabl.llty(if;zjfﬁﬁ PE) 99.999@
* Flat Fade Margin (CFIH A & &) = 30dB (min)
= Receive Signal Level (RSL) = -45dBm (min)
= System Configuration = 1+0 or XPIC

7.10 Equipment Configuration
WAEER , PBL, AEFRERPRRILIR, PTG DU B AR

Band Capacity 0.3M Ant 0.6M Ant 0.9M Ant
26G 108M 8 23

26G 208M 5 3

26G 314M 2 11

26G 530M 3 9

26G 624M 1 4

32G 108M 44 92

32G 208M 41

32G 314M 3
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32G 530M 5

32G 624M 1

IDU ZEH5UU, Sty gifd ] RTNO80, LA ZR 15 sl ] RTNO50, A 15 siffi ff RTN910.
ODU 4K H] XMC-2.

R K] UHP 257,

P AR Tl RTN9OOVIR3C03SPC201 .

8 Fiber IP Network Design

8.1 Design Principle

In order to build a solid IP core infrastructure to meet the huge surveillance traffic, the following
principles shall has been applied in the designing of IP backbone network.

> High Capacity & Ultra Scalability: Due to the fast growing traffic needs, the proposed platform should
have high capacity & ultra scalability. High speed interfaces, high density port cards & multi-chassis
platform may be required depending on the capacity requirements.

> High Reliability & Resiliency: Any failure in the IP backbone network may affect large amount of
internet subscribers and may be a disaster for mission-critical services. Therefore reliable
equipments and reliable network design must be offered to ensure non-stop operation.

> Strict QoS Guarantee: The next generation IP backbone shall be able to classify and prioritize
different services so as to guarantee end-to-end QoS. IP DiffServ shall be deployed.

> Security: Malicious attacks may be initiated from customer side or from external networks, therefore
series measures shall be taken to ensure IP backbone network security & robustness, as well as the

traffic privacy & integrity.
As the microwave hub nodes traffic already reached more than 2 Giga, Huawei proposed optical fiber
to connect all the Microwave Hub Nodes and Commander Centers .With deep analysis the traffic
modle, Huawei designed 3 layer in fiber transmission backbone, Layer 1 with 40GE and Layer 2 and
Layer 3 with 10GE capacity, this structure can meet the traffic growth within 5 years and high network

resilience also take into the consideration.

8.2 Implementation Procedure

The transmission project will implemented in 3 phase in line with the Surveillance camera deployments.
As this is a pure IP network, all the fiber nodes is positioned by Router only providing flexible routing
and multi QOS mechanism guarantee. In phase |, transmission will cover 3 command center nodes
and 4 fiber nodes, so totally 7 fiber nodes there. For phase 2, there are totally 5 fiber nodes,2 combined
within the Command center and the other 3 is independent fiber nodes. In phase Ill, there are totally 11
fiber nodes collecting the Microwave site traffics.

This is just an brief overview of the 3 phases, the details description is coming in the following chapter.

> Phase 1 Construction

In phase 1, the fiber routes only cover the density camera area. The fiber route design already take the
future coming network deployment into consideration .There are 3 command center ,each with one
NE40E-X16 and two S9312 switch which is works in CSS mode providing connectivity for the IP
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devices in command center. Two unit E1000E firewall to secure the out access of the network. For the
non commander center fiber nodes, each fiber nodes two unites NE40OE-X8 or NE40OE-X3, NE4OE-X8
placed in cross connection nodes and hands more traffic and NE40E-X3 serves in less density area.

> Phase 2 Construction

In phase 2, there are 3 fiber nodes placed on the Phase 1 fiber route, the new fiber routes mainly cover
the South east area. There are 2 command center ,each with one NE40E-X16 and two S9312 switch
which is works in CSS mode providing connectivity for the IP devices in command center. For the non
commander center fiber nodes, each fiber nodes two unites NE40E-X8 or NE40E-X3, NE40OE-X8
placed in cross connection nodes and hands more traffic and NE40E-X3 serves in less density area.

> Phase 3 Construction

In phase 3, the fiber routes will extend to W City edge area and with the largest fiber nodes among the
3 phases. As command already set up so there only NE4OE-X8 or NE40OE-X3 Router in the fiber nodes.
each fiber nodes two unites NE4OE-X8 or NE4OE-X3, NE40OE-X8 placed in cross connection nodes
and hands more traffic and NE40OE-X3 serves in less density area.

8.3 Bandwidth Requirement

The fiber IP network is used to bear IVS service traffic, Telepresence traffic, CSS backup traffic, etc.
The following table depicts bandwidth requirement for each application system, the IVS traffic model is
divided into 2 parts, scenario 1 when only L1 EPC core network is working (short for L1 EPC in the
figure below), and scenario 2 when only L2 EPC core network is working (short for L2 EPC in the figure
below). The bandwidth of other scenarios of IVS is within the range of scenario 1 and 2.

Application Scenario | Location Connection (including direction) | Load (Gbps)
NE40E -> S9712 40
L1CC NE40E <- S9712 21
NE40E <-> ES160E 20
NE40E -> S9712 5.3
L1 EPC L2-South CC NE40E <- S9712 6
NE40E <-> ES160E N/A
NE40E -> S9712 5.3
IVS Other L2 CC
NE40E <- S9712 6
L3 CC NE40E <-> S9706 1
NE40E -> S9712 20
L1CC NE40E <- S9712 1
L2 EPC NE40E <-> E8160E N/A
NE40E -> S9712 20.3
L2-South CC
NE40E <- S9712 21
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NE40E <-> ES160E 20
NE40E -> S9712 5.3
Other L2 CC
NE40E <- S9712 6
L3 CC NE40E <-> S9706 1
IVS (signaling) L1CC NE40E <-> S9712 5
IVS (signaling) L2 CC NE40E <-> S9712 5
L1CC NE40E <-> S9712 1
EPC
L2-South CC NE40E <-> S9712 1
L1CC NE40E -> S9712 87
CSS backup
L1 CC backup | NE40OE -> L1 CC 87
IP phone L1 CC NE40E <-> S9712 <1
Telepresence L1CC NE40E <-> S9712 <1

Please note, the overhead of media encapsulation, which cost 2% of each network inter-connection,
should be taken into account in the bandwidth reservation. And the normal bandwidth usage should
not beyond 70% of calculated bandwidth.

As the calculation above, the bandwidth of core network is shown below:

Command

1
i
1
@24 ©  Center1
| = _badup
1

NE40E-X16 ! NE4}JE-XB

I
(—4 * 10GE —_—

10 * 10GE

— % 10GE sk A4¥10GE

84 Fiber IP Network Architecture
8.4.1 Overview

The fiber route design already take the future coming network deployment into consideration Each
command center is equipped with a Huawei NE40OE-X16 router to provide outer access of the network.
For the non commander center fiber nodes, each fiber nodes two unites NE4OE-X8 or NE40E-X3,
NE40E-X8 placed in cross connection nodes and hands more traffic and NE40OE-X3 serves in less
density area.
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Connections between Command Centers are designed with 50Gbps partial mesh network to provide
high speed inter-connection and fail-over protection. 10Gbps connections are deployed between fiber

nodes and command center with dual home technique to balance the network stability and cost by
different physical router.

As this is a pure IP network, all the fiber nodes is positioned by Router only providing flexible routing
and multi QOS mechanism guarantee.

The general topology of the fiber IP network is designed as below:

(4
(@b
1
1
- ,
:
! )
7 P1-34 IL P3-100 i}
AC /
— /
S
i ! [ [ 7/ = | [ i
! : L = i s : i
! i - H e Primary 1
R : / ; — 1 EPC-Core Network
g Coc';];q:?d ¢ 40E-K16 - :NE40F_-X16 o) J i
! & e Y — e PaC N yrimary
i < m !
1 | 2- N

' Command

[ ]

o Secondary 1
! : EPC-Core Network :
1

- L3Command
Center

i Secondary .
L U2000 NMS ! !

8.4.2 Key Technology

Fiber IP network of A [E W City Security Surveillance Project bears traffic from L3 fiber node to

Command Centers. Besides, fiber IP network provides transmission of multi-media services between
Command Centers, e.g. video conference, IP phone, network browsing, etc.
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L2-South, Eth-Trunk | ¥ so7hz 1
[ Pl -1y Y B PR

e LAG  ——1

1
1
e

LAG/E-VRRP
>

Eth-Trunk

— W6 v iprRe Eth-Trunk

¢ IGP design: OSPF
The fiber IP network is deployed with OSPF (Open Shortest Path First) as the network routing
protocol. Hierarchical multi-area is designed to optimize network convergence.

¢ Optimization for IGP: BFD for OSPF
Default OSPF convergence occurs several seconds after a network failure due to software limitation.
With BFD, time to discover a network failure may decrease to sub-second. OSPF can converge
faster using BFD to detect network failure.

¢ Network protection: IP FRR
IP FRR saves traffic forwarding with a backup link that always stays in the forwarding database.
When there is a fault on the primary path, IP FRR provides the backup link before the control plane of
OSPF recalculation. IP FRR is deployed between L3 fiber node and Command Center to guarantee
non-stop traffic forwarding.

¢ Network protection: Eth-trunk
Eth-trunk aggregates several physical links to form a logical link for data transmission at a higher rate,
and also provide link redundancy. Eth-trunk is deployed between two points that require bandwidth
more than 10Gbps. For detailed deployment, please refer to the diagram above.

8.5 Switching Network Design
8.5.1 Network Architecture
KRG A =R, Hoh— 0 — R Aa O T B g AR R, A —NMAR I 5 =R oA

DX 28 2 R S5 [ — N 2H X 3% 55
o LUL2 IEFEA gl M .
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Wik S97 #:3r CSS R4, S67 5 S57 [AIFEEE HES RS:, S97CSS ARGl il WG F M & B KB 15 4%

EB160E, S97CSS 5 S67 si# S57 #i& [t F5HE /7 20, 4 S97 CSS R4 (Al i 5 HERE % 4 7. 40G
1] Eth-Trunk. S57 3% PC B4 AP, S67 EREARS 2545,

o L3 FEfLE M.

NE40EX3
10GE 10GE

S6748 @

GE

S67 X AT 10GE i%#: NE, 5 S97 2 [Wjifiid Eth-Trunk #1i%, S97 5 FH: S57 43 Wit Eth-Trunk #1i%.
8.5.2 VRRP & CSS Design
VRRP: VRRP (Virtual Router Redundancy Protocol) ML TR, 2R sl 2 iuEat

LG H BB AU & AR e, A€ KL CRAE 4 ALK R — BRACH L BB
SR 5 DI B FE e AL, T PR TR E S AT AT S
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Switcha SwilchB

Swwitch

| |
¥ S

CSS: CSS /2 Cluster Switch System [ FR, NAFRNERATHYL RS (fRiFkh CSS uiifiS), k24
B, NI — G HEATHH .

S97 3 FF VRRP L CSS #5; S57 5 S67 [FAf Zfilfi .

N HE AR PR (e e, FRATTERE CSS H5HES, 4 CSS R AT, M HRIMME A 5E, kbt CSSHh T
W LRI K

97 &A%l ik X12SA WA HEBSHGTEHES, Wik X12SA Hh 12 /™ 10GE i1, 7] LAEAL 120G [l S LkHr
B s

67 WA KAMS OHES, M 484~ 10GE Nb4s Ok 4 M4 O A/EHES M, HESNE R 40G.

57 WA NS T RESR, HE T RN 10GE i I nl it 5%, WS4 20G.

8.5.3 VLAN Design

L1/L2 Command Center:
e8160E )iy E1000X3
- ~ ~3
Eﬂ:t z::: ;ggig access vlan 10 < Access vlan 19
A A —7 A
Z 0\ S9712
s CSS
trunk vlan 400 - 410 Vlan 500 - 510 trunk vlan 600 - 610
S57
7 57 e 57 A p s |

» B sidSge Farm H | ! i UC and WLAN domaini i Office work domain i i Other Domain
&IVS Domain ! H EPCCore Network ! T S ——
SRR 4 Vian 100410 in 200210 Vlan 400 - 410 Vlan 500 - 510 Vlan 600 - 610
vian, kg—4vian
70 S97 HiE 55 NE4OE B 4% 2 [i) FVEPTA W SR N 25 1) vian 38 1 40 100-210;
A S97 1515 Kk i) Jie & A K55 vian 19
A S97 HEF L5 NE 2 [H] WA vian10 =211
S97 FHEEMBEAGEEEARIEL SR/ vian SR VFFTAH R EX I BT FA R4S vian
S67 sl S57 NI MR 4 A5 B vian, X IRANA]

MK 55%1 53
ik V4% VLAN, 53 VLAN FI 35 VLAN = vian
oM. FiEE 10 /S vian 2t
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8.6 IGP Design

Areal3 = j ‘ = [ NEROEXS . |
e nes Ly - , W< | \\|
B \ !

] Secondary
| | EPC-Core Network |

| 1 Secondary 1|
|| U2000NMS ||

The fiber IP network is deployed with hierarchical OSPF, in order to provide the network with
sustainability, high availability and hierarchy.

® All the inter-connections between commend center are in backbone area 0.
® Each area except area 0 consists of connections from L3 fiber nodes to command centers.
® Command center acts as Area Border Router (ABR).

8.6.1 Router ID
Router ID is defined with LoopbackO address of each router.
8.6.2 OSPF Area Planning

Area 0: Area of connections between Command Center routers
Area 1-24: Area of connections from Command Center to L3 fiber node or intranet of Command Center

Network OSPF Area
Command Center Inter-connection 0
P1-L1 Intranet 1
P1-L2-North 2
P2-L2-West 3
P1-L2-South 4
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8.6.3 OSPF Instance planning

P2-L2-East 5

P2-Backup 6

P3-100 7

P2-43 8

P1-34 9

P2-3 10
P3-30 1
P3-18 12
P1-4 13
P3-43 14
P3-56 15
P3-66 16
P2-29 17
P1-L 18
P1-39 19
P3-100 20
P3-113 21
P3-8 22
P3-85 23
P3-82 24

Use OSPF instance 1 as Fiber IP Network IGP instance.
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8.6.4 Authentication Design
OSPF enables security authentication, and the MD5 password is W City-Huawei.

8.7 High Reliability Design

Huawei has been concentrating on the development & implementation of mobile/ bearer networks for
years. We have developed series of patented high reliability features such as VPN FRR, IP/LDP FRR,
Enhanced-VRRP, OAM tunnel protection group, RPR, Flexible VPN to TE mapping. These features
enable Huawei to provide real deployable end-to-end sub-200ms reliability solution. The solution can
protect against any link or node failure, and it can be deployed in any type of networks, including small
scale networks, large scale network, pure IP forwarding networks, forwarding networks.

8.7.1 Equipment Reliability

The hardware/software design will greatly affect the reliability of the equipment. The Huawei proposed
router adopt carrier class design and the availability of the system can reach 99.999%. It has a passive
backplane. All of the key parts such as main control board, switching fabric, power supply and fan, have
redundant design and are all hot swappable. There is no single point of failure in the system. Besides,
Huawei has implemented a large number of reliability software features on the routers, including
Non-Stop Forwarding, Graceful Restart, Hot Patching and etc.

8.7.2 Network Reliability
To ensure non-stop operation, only equipment reliability is not enough, the high-reliable characteristics

of equipment should be effectively considered and applied in the network layout to organize a
high-reliable network with full redundancy capability.

1. Protection between L3 fiber node and Command Center
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Considering disaster redundancy, each L3 fiber node router connects to 2 Command Center via 2 physical links.
Each L3 fiber node router will be connected to the closest Command Center physically to minimize delay and cost,
and the second link to another Command Center will be used.

In order to optimize OSPF, all OSPF areas are deployed with BFD fast fault detection to provide millisecond
convergence. Besides, BFD for interface is configured for IP FRR on fiber node routers to ensure instant traffic
forwarding to Command Centers.

2. Protection between Command Centers

2
" Command |
Center

Command
Center

5.9

1

'

© command ~ |
ter, :
'

'

_____________________________

The following protection is deployed between Command Centers:

¢ BFD for OSPF in the network provides fast faults detection to enable OSPF to converge within second after a
failure occurs.
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¢ LAG is configured with 4 fiber links to provide redundant physical connection, and also increase bandwidth
with load-balance feature.

3. Protection for egress traffic at L1/L2-south command center

I IVS domainy/

E;;sx_v-/ =

:Intranetfiber ‘ EPC domain/
e :
NE40¢-x16 : :
'M ;' €S domain/ I
1
: ' !
| : .
) E-VRRP . !
. 1
! 1
: BFD for OSPF :
r 4

The following protection is deployed between egress router and intranet devices:
® Enhanced VRRP is deployed to provide redundancy for egress traffic of IVS and CSS domain

® Eth-trunk technology is deployed to provide redundant physical connection between egress router
and core switch, and also increase bandwidth.

® BFD for OSPF is deployed between egress router and EPC firewall to provide fast detection for
OSPF convergence.
8.8 Operation & Maintenance

U2000 NMS Solution

Huawei unified network management platform can Provide E2E service monitoring and provisioning
and greatly promoting work efficiency.

Cross IP MW & Datacom E2E Management

iManager U2000
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To ensure efficient O&M of the transmission network, Huawei propose to deploy U2000 NMS. As
illustrated in the figure below, Huawei U2000 has both EML (element management layer) and NML
(network management layer) functions implemented.

The base component includes NE configuration, NE panel view, and topology/fault/security/inventory
management functions. The provisioning component includes VPN management and LSP
management functions. The assurance component includes performance management, SLA
management, Report Management, and Test & Diagnosis functions.

\

=05 @1“

» Metwork & Service Provisioning + Assurance + 055 Integration in Unified Platform

# Reduce the investment on OAM with Unified operation window and style

Figure 11 U2000 functionality architecture

The U2000 also has SNMP/CORBA/FTP/XML NBIs (Northbound Interfaces) implemented to integrate
with 3rd party OSS/BSS systems for the fault, performance, provisioning, and inventory management.
Huawei has long time cooperation with many industry leading OSS vendors as illustrated in the figure

below:
OS5/ESS Integrated Solution Function Solution
1B Tovol Mool
Faul Managamant P

EMC Smas

A Concord Spactum
Irfarigta Vislalnsght
HP O P

fanagemeant 16 Tovas Mtz Proviss
CA Conoord eHealth

Parfarmancs

Oracle Melasaly IFSA
HP O S80RSA)
FleCraker

Cracle Metasaly M5 ! W&

Amdocs Cramer 5/ Cramer
Ianagamsant ]

Sardce Previgioning

IFvankory

B Flanning WARNDL

& Simulation

Figure 12 Huawei OSS Integration Partners

Two U2000 systems can be deployed in different NOCs (network operation center) to achieve NMS
redundancy to protect against any disaster. Veritas software is used in Huawei NMS HA solution.
Veritas Volume Replicator (VVR) is used for synchronize the data in-between primary and backup
NMS servers and Veritas Cluster Server (VCS) is used to monitor the data replication status and
trigger the switchover.
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(S [ veiras
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Data backup server

Client N

Figure 13 NMS Redundancy

8.9 QoS Design

3GPP TS 22.105 V6.2.0 and ITU-T Y.1541 outline the end to end QoS requirements for each traffic
classes as illustrated in the following figure. Note that there is no strict one-to-one map between the
application/service and traffic classes. The important thing is that the IP/ backbone network shall fulfill
the QoS requirements for conversational services.

Table 6 QoS Requirements for Different Services

Woice call Conversational 4-25 <190 ms typicel, =1 ms =3%
400 ms max
Voice Voice media Streaming 5-128 10s max. =2 ms =1%
services <1 5 playback
Yoice message Streaming 4-13 piay ' <1 ms =3%
2 5 max
. =150 ms typical,
Conversational
. Video phone 32-384 400 ms max <10ms <1%
Vld_eo <100 ms lip-5yne
services
Video media Streaming 20-354 105 max =25 =2%
Data 1 Web browsing Interactive By SLA < 055 typical nia 0
Data 2 Mobile Download Background < KB < 055 typical nia 0]
Data 3 Telemetry control Interactive < 288K < 055 typical nia 0]

There are few factors to define the SLA requirements of one specific service, including bandwidth, delay,
jitter, packet loss. The end to end delay is contributed by the following factors: Codec delay, jitter
buffering, transmission delay, as well as queuing/scheduling/switching delay caused by the routers.
Typically, the transmission delay is about 5us/Km for fiber and the switching delay of router is about 50us
per node. Jitter is the variant of delay. A well-engineered IP/ backbone network shall introduce a delay of
less than 30ms and a jitter of less than 1ms.

There are number of events that cause congestion in the IP/ backbone and lead to service quality
degradation or even service interruption:

® Improper architecture design

® Failure in traffic volume prediction and the capacity planning

® Link/Node failure causes traffic spanning on multiple links aggregate to a single link
® Unexpected traffic such as DDOS attacks

This chapter mainly focuses on the IP/ DiffServ. Other QoS related designs including architecture design,
capacity dimensioning, failure/security protections, and SLA Monitoring are included in other chapters.

IP/ DiffServ
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IP/ DiffServ is proposed to guarantee QoS for each traffic class including control traffic and service
traffic.

There are three DiffServ models as defined in RFC3270, including pipe model, uniform model and short
pipe model. Pipe model is suitable for scenarios in which the LSP spans one or more DiffServ Domains
with different PHB. Uniform model is suitable for scenarios in which the LSP spans one or more DiffServ
Domains with same PHB. Short pipe model is similar to pipe model, but has a different PHB on the LSP
egress node. Huawei proposed equipments are able to support all the three DiffServ models.

Before implementing IP/ DiffServ, QoS trust boundary shall be clearly defined. Generally, the nodes in
operator’s internal networks are trustable, and the nodes in external networks are not trustable. Traffic
classification and marking shall be done on the systems in the trust boundary, including end service
systems, firewalls, L2 aggregation nodes, PE routers, and then QoS scheduling can be performed on
each egress interface of core routers. The following figure illustrates an example of service policies &
PHB definitions for each service class. The network control traffic (OSPF, ISIS, BGP, LDP, RSVP) is pure
IP traffic, and it will not have tag in the core, so the traffic will not be classified based on EXP, but only on
DSCP

Table 7 Priority Definition for Different Services

Service Type PHB DSCP EXP 802.1p
Network Control CS6 110000 (6) 6
VolP EF 101110 5 5
Signaling AF4 100xx0 4 4
Video traffic AF3 011xx0 3 3

8.10 Equipment Configuration

Device Model Quantity

NE Router NE40E-X16 6
NE40E-X8 9
NE40E-X3 22

AR Router AR3260 24

Switch S9700 24
S6700 56
S5700 256

9 Command Center System Design

The surveillance command center was used to provide centralized command for some purpose, a central
place for carrying out orders and for supervising tasks, also known as a headquarter. The command
control center is also a dispatching center, decision center & information center. There is an interactive
interface between the system and users.

XX Project Huawei Confidential Page 130 of 217



e

HUAWEI

L1 Command
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L2 Command
Center

N i
ESE RN

Figure 14 Three-Level Command Center Architecture

In this project, Huawei designed 3-level Command Center (CC) architecture, all the CC are connected. A
professional customer surveillance center is composed of physical infrastructure, hardware, software,
control console, surveillance management software, communication system, storage, and so on.

Heb— R PO HHEA AW CSS 4. IVS 4. G—#fE UCZRA. AW TP A 440 LTE &y
oW EPC 24, EEANZHKEEFOF, P =AREFHE EPC 2440, HEeTRAAM—REET
AR BN R BEFQ)HE T —E4M EPC A5, F—RUEFOME. TEHE-R/—RhE

o B 7 2 B

NE40EX16 EA0EX16 AR3260

E8160E
E1000X3

Figure 15 L1/L2 Command Center Networking Diagram

9.1 Unified Communication System

9.1.1  Services of System
» Basic Voice Services

Features  Sub-Features Second Sub-Features
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Basic Voice Services

Narrowband Call Access

Broadband Call Access

Various Terminal Access

Voice Communication

Calls between intra-office users, Outgoing calls
to the PSTN or incoming calls from the PSTN,
Outgoing calls or incoming calls through IP

Point-to-Point Video
Communication

Call Right Control

Playback Service

Number Analysis and process

Media Resource Control

SNTP

Fax

T.30, T.38, G.711 transparent transmission

Supplementary Services

Local number querying

Calling line identification

Calling line identification presentation (CLIP),
Calling line identification restriction (CLIR),
Calling Name Identification Presentation (CNIP),
Calling line identification restriction (CLIR)
Overstepping

Call forwarding

Call forwarding unconditional (CFU), Call
forwarding no reply, Call forwarding busy, Call
forwarding offline, Call forwarding conditional

Call transfer

Call hold

Call park

Call waiting

Three-party

Call-out restriction

Call-out restriction, Password modification

Number Portability

Simultaneous ringing

Sequential ringing

Abbreviated dialing (ABD)

Pickup

Co-group pickup, Designated pickup

Multi-number

Number replacement

Number replacement on the same phone,
Number change announcement

Call on busy

Call back on busy (CBB), Registered call on
busy (RCB)

Call back no reply

Secretary services

Secretary, Secretary station, Advanced chief
secretary

Do not disturb (DND)

Absent Subscriber

Alarm clock

Hotline

Delay hotline, Instant hotline

Privilege services

Break-in, Forced release, Monitor, Privilege user

Direct dialing in (DDI)

Auto attendant

PBX group line selection

Distinctive Ring Tone

Remote Activation of services

Canceling all registered services

Advanced Services
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Supplementary service setting based on
hierarchical management, Call out authority is
hierarchical managed and controlled according to
the time segment, Trunk preemption of the
privileged subscriber

Calling Number-based Call Restriction, Called
Number-based Call Restriction, Blacklist and
Whitelist, VolP Domain-based Call Restriction,
Customized Password-based Call Restriction,
Embedded Card Number-based Call Restriction,
Caller ID authentication, Area-based Restriction,
Anonymity Call Restriction, Out-office Call Duration
Restriction

Time segment-based Routing, Charging rate-based
Routing, Rerouting, Load sharing of routing,
Percentage based polling routing, Subscriber
level-based Routing, Trunk Balance Routing

Hierarchical management of
subscriber rights

Call Restriction Strategy

Intelligent routing

Embedded CRBT
Missed calls to SMS
One Number Link You (ONLY)
Audio Conference

audio conference through individual dialing-in, audio
Scheduled conference conference through system convening, audio
conference through host convening

Instant conference
Virtual IP PBX

> Value-added Services

¢ Multimedia Conference

The audio conference allows three or more subscribers at different places to talk with each other
at the same time through telephone call. SoftCo provides built-in audio conference.

The specifications of audio conference provided by SoftCo

Parameters U1980 U1910
Capacity of participants 960 (8 MRS boards are required) | 6
Capacity of conference room 320 2
Capacity of each conference room 60 6
Note:

Each MRS board supports maximum 40 conference rooms and 120 participants.
The capacity of conference rooms means the maximum number of rooms that can be used
concurrently, and each room has 3 participants.
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Attending aconference cal Atiending 8 conferencecsll Atending sconferenca call
in the wild intheoffice sthome

According to the convening time of a conference, conference service can be divided into
scheduled conference and instant conference.
¢ Scheduled Conference

Scheduled conference refers to the conference that must be scheduled in advance before it is
convened. According to the ways that the attendees join the conference, the scheduled
conference service is divided as follows:

¢ audio conference through individual dialing-in

Attendees can join an audio conference by dialing the preset access code and the
password.

¢ audio conference through system convening

The name list of the attendees of an audio conference is preconfigured. The phones of the
attendees ring at the preset time simultaneously and the attendees join the conference
after picking up their phones.

¢ audio conference through host convening

This audio conference is started by the host who can call the attendees to join the audio
conference or kick the attendees out of the conference.
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Querying a conference

Reserving a conference

Subject test
Access number 057128985005

m m Conference 1D 00000001
Chairman password 949644
T ] Guest password 250383
Announcing a conference

Participants 3
s ] Sonmatozssnsos spacsie Conference time 2011-05-10 15:45 — 16:15 (GNT+8)CST
Mode Voicetdatatvideo

Scheduler 61107

[ s Operaste  Bame Weaity Phone Tpe SUS pumber Emad
B 1 XE Cuest ™ na Joining prompt tone Play prompt tone

Exiting prompt tone Play prompt tone
Desc. 1234456

¢ Unified Messaging Services

Huawei Unified Messaging System is called UMS (Unified Messaging System) for short or voice
and fax mail system. UMS communicates with SoftCo through SIP protocol to implement the
features of voice and fax mail, and all the voice and fax messages are stored in the UMS server.

The core devices of unified messaging solution include U1980 and UMS. U1980 interconnects
with UMS through SIP trunk. SMS modem connects with UMS through console interface. And
Email server and UMS server can connect with each other when network is reachable.

¢ Voice mail

Voice message leaving: call transfer to voice mailbox unconditional, call transfer to voice
mailbox on no reply, call transfer to voice mailbox on no busy.

Voice message natification: Phone WMI by IP Phone or special analog phone, notification
through call, email, and SMS.

Voice message retrieving: by phone, email, and UMS web system.
¢ Fax malil
Fax message leaving: One-terminal-one-number, Unified access code.

Fax message notification: Phone WMI by IP Phone or special analog phone, notification
through call, email, and SMS.

Fax message retrieving: by fax machine, email, web system, and sending the fax to the
designated fax machine according to the IVR prompt.

Sending fax to UMS: by fax machine, transferring when phone or fax machine retrieving fax,
transferring when UMS web system retrieving fax, UMS web system, and email.

¢ Email Message

The user can send the message to the special system mail by the account corresponding
email, in which subject is account based phone number of the opposing party, which is
separated by semicolon when there are more multiple numbers, the voice of .wav format is
attached, and the user of the subject number will receive the attached message. This kind
of message has the same effect with the voice message by phone.
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The user can transfer the message to the others in the system when logging in to the web
system. The following two features are supported:

Fax transfer by group

Voice transfer by group

Console System

The console system is a computer & telephony integration (CTI) soft phone platform that is

3,

)

EBound mobile phone
_ 2

—====== Message notification :::ﬁ

Unified mailbox server ||
>

I
D) A
5 / nsiae an Qn erprise H

Electronic faxing Faxmachine

provided for subscribers based on the IP interaction technology. The console has all the
functions of a physical phone and all the functions of an agent. The console system is composed

of Console Server and client SoftConsole, and can extend to the hard terminal for easy call

pick-up. The console client is usually called console for short.

One Console Server can connect to 30 U1980 at most.

Features

Automatic Call Distribution
(ACD)

Description

The console system supports automatic call distribution of
sequential line selection , auto attendant or virtual user (VU),
transferring to night service directly, transferring to VU directly,
transferring to queuing when all attendants busy, transferring to
queuing when all attendants busy and then transferring to VU after
gueuing timed out. The system supports the settings of night
service number and waiting time of queuing.

Basic call

A SoftConsole provides basic call functions, including answering a
call, rejecting a call, making a call, ending a call, holding a call,
transferring a call, forcibly breaking into or releasing a call,
displaying the call information, notifying a user of an incoming call,
two-stage dialing, and etc.

Attendant Features

The console has the rights of attendant features after singing into
the console group, including setting console busy or free,
answering the call to the console group, incoming call queuing,
adjusting the queue, and call recording etc.
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Incoming call queuing

The LMT supports incoming call queuing and displaying, including
number of caller, duration of queuing, and etc. The attendant can
adjust the sequence of incoming calls in the queue so that the call
of a customer with a high priority is answered in preference, and
support designated answering; the attendant can pick up the call
according to the weightiness of incoming calls immediately so as
to ensure the service satisfaction.

Call transfer

The LMT supports consultant transfer, blind transfer and multi-line
hold. The client can display the information of held queue, and the
attendant can resume, hang up and transfer the call selectively.

Call recording

The attendant with recording right can record the local
conversation.

Status Displaying

The LMT supports querying the status of inter-office users, and
displaying the status and information of all the attendants in the
same console group, including the phone number, group ID, and
status of the attendants.

Night service

The console can set the night service number based on the
console group, and the call will transfer to the night service or VU
number when all the attendants are busy, offline or singned out the

group.

Enterprise phone book

The attendant console can be connected to an enterprise phone
book. In this way, the attendant can search the information in the
directory, querying the phone number of an incoming call
automatically, displaying the detailed information about a record,
and making a call based on the query result.

Call records

The console supports displaying the call records, including dialed
calls, received calls and missed calls, querying the records,
deleting and clearing up the records, adding the records to the
phone book, dialing from the records, and etc.

Incoming call notification

The console supports ringing for the incoming calls, pop-up
notification in the minimized state and displaying the call
information, including caller and callee numbers, names,
conversation duration, and the status of hold and resuming.
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mnctions: \

» Enterprise address book
» Agent information

» Incoming call queue and
call holding queue

» Recording

» Night service

» Control functions:
Call, reject, answer, hold,

resume, forward, break-in,

Qnd forced release J
9.1.2  UC Network Solution

As Huawei designed, there will be 3 Layer of Command Center deployed in W City, considering the
communication system among these Command center, Huawei designed Unified Communication
network this project, which is shown in the follow figure:

' { e 7”"7'77777"77’77*--‘*77“7’77771ifl
UMS Server BMU Server UCEMS

IP phone 1P phone |

I P phone IP phone | IPphone P phone I ‘,

1P phone  IP phone

All the Command Centers should provide normal voice service, IP call, fax, multimedia conference,
unified messaging services, and Huawei design follow these requirements.

In L1, one U1980 is deployed. The U1980 provides voice services for the whole network including all
L2 and L3 as well as works as a gateway connecting with PSTN through E1/PRI. All the IP phones in
L1/L2/L3 register to the L1’s U1980 in normal situation.

In each of L2, the user number is 45, less than 100, U1910 is deployed. They connect with PSTN via
E1/PRI trunk. When the L1’s U1980 is down or the IP connection of a L2 fails, the local U910 provides
basic voice call service for local users.

In each of L3, the user number is 6, less than 100, U1910 is deployed. They connect with PSTN via
E1/PRI trunk. When the L1’s U1980 is down or the IP connection of a L3 fails, the local U910 provides
basic voice call service for local users.
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In this proposed solution, UC (unified communications) applications, including unified messaging,
audio conference, attendant console, etc.

9.1.3 Features and Highlights
The Huawei UC solution offers the following benefits for customers:

» Reduced construction costs because it fully uses existing network resources and carries voice, video
and data simultaneously.

» Reduced communication costs because it routes local and long-distance calls on a dedicated IP
network

» Simplified dialing process that enables calls between extensions based on a uniform numbering rule
» Improved communication efficiency because it converges different means of communication

» User-friendly service management system, easy operation, reduced maintenance costs, and
improved work efficiency

9.14  Equipment Configuration

The following table is the configuration list

Device ‘ Phase 1 Phase 2 Phase 3 Phase 4
U1980 1 set

u1910 2 sets 2 sets 8 sets 4 sets
IP phone eSpace 7850 252 sets 90 sets 48 sets 24 sets
LMT 1 set

BMU 1 set

UCEMS 1 set

UMS 1 set

9.2 Telepresence System
9.21  Design Principle
1. FM A REANRE

GBJ16-37 (A BETHB KAL)
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GB/T50314-2000 (% R BETIAnitk)
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GB-50169-92 (/< 2 T Rz e 1 it T 2 S OHR v )
GB-50254-96 (/T2 T RHIK Hs L #88 it 1 2 S0 SoRR v )
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15011801 A HLIE FH Ai Zebr vt )

GBJ42-81 (1 [F Tk A Ml I A5 B T )

Crbe N RN ) RE 8 AR T 5 75 RGRrPEFRAR) GYJ25-86
7 RGP Rp PEFR BT S5 W 5778 ) WHO1-93

(T RA 75 R A4FEFRFR)  GY125-86

(RO AR S B E)  GXX I H 118-88

(ARG ISR TE2EK)  GB/T15381-94

e mERe e &7 5)  GB/T4959-95

(e B2 TR L A IR SOE) - GBJ232-92
(ARSI RE) - J6T/T16-96

(FRG WA TEMERCHAEY  GXX I H 4197-93

T YRR I (R P EERNTEY - GBJ76-84
CEMDPAY T T S BE (9 RASTT 7)) GB/T14476-93

2. WL WAR RBATHE

XX Project

EER:
(64~1920kbit/s 2 AL Rl 7R ZK) GB/T 15839-1995
(AL RS LR BHRE) YD5032-97
RIFHEZR L
ITU-T H.261: 55T P X 64kbit/s ¥ M55 [R5 2 it i 5%
ITU-T H.263: I TR W45 AL AT G At 1
ITU-T H.264: ¢ T/ a2 LU i A5 (10 A0 g i
ITU-T H.239: T XA A% 346 B 1L
ITU-T H.221: W7 HL A5l 25 11 64~1920kbit/s 173 )i 45 1)
ITU-T H.224: ] H.221 () LSD/HSD/MLP {53 5 1N F 0 S52 I
ITU-T H.225: JE 73 21 M 25 1) 2 ARG A5 RGERF A 2 5 AR TAR S il
ITU-T H.230: #WT RGP AR R (55 C&l
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ITU-T H.231: T 2Mbit/s DL F &5 88 AT R 48 2 il oo
ITU-T H.242: ST 2Mbit/s DL 55745 18 i A0 £ i 0] (FE(E R 4E
ITU-T H.243: FJf] 2Mbit/s {584 2~3 ASLL_E AR £ 7 38 45 11 772
ITU-T H.245: 2 WA 45 45 i i
ITU-T H.246: SZFF H R AL 2 BAR L0 2 8 (128 B
ITU-T H.281: 2313 L AW ARz iy £ A5 L4 ol R
ITU-T H.320: 777 HELAR HEL 1% 28 G0 M0 248 i 150 6
ITU-T H.323: LT ARAIE Qos 114321 W 4% rh 22 A4l 25 FRIAE 22 P st
9.2.2  Networking Scheme

9.2.2.1 Overview

BRGNP AN, FETFRUER H. 323 238, B NIFRUK RS, AU SCR N A R
H. 264 g [a] i 5t 28 H. 261 H. 263 Zwfith, ] LA HI = $2 41k 1080P i #43 El4 . K H] Videolntensifier
ViewProcess i AK, BLAf#if H. 264 HP gt iAR, KR m TEMGR4ith, ERE % N, nl i
FRRAL T E B, BOVEMT . SERIE . AR P B SE PRI E TR, T LA fE 50/60 /AR, TEIH]
AT T, BB ATUR B N — 4%, R BRI . T AR LA A mE AR, SEILER SIS A T
RIS . N EE MCU R LLFEZE 1080P. 720P. 4CIF. CIF &5 Ebris A i & md N,
CHE L, RP, bR AL TR o i R A

SR ORI S g S B AAC-LDILC, P SCRAT 48K RAEZR . iy mik 96k, I Higft 2 AiE
V5 SCRE, SRR CD 2t & s R

RGCFE H.239 miE AL A SXGA B N HURE R, U SZ BF 1080@60fps, i it S FF
1080P@30fps, I/ HHem kw5 o 1 75 =0 T LASE B4 55X & 18, PowerPoint 8 UFf 5 Word ¥ 14
A LAFD s o

ARG AT SENE: SCHRE I IP R AAY . N+ A0 A S &0, RFEMSSil RS 4
K24 /N, 44 365 K HUEIEAT .
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LE SR LML BB N TS MCUB660. 2 U HIT- & SMC, AWMt ifly i & U FE - A 48— L,
AW PE G

1%y = MCUB660 47 1080P. 720P. 4CIF. CIF ¥4l Zimii N, MCU #1354 i 2 s
AT BE S s AR HE & P B SEBr e R & .

NP B 6 SMC o A8 . B R S B PP I T RE, I AU BT A X
TRBEAT o> e ATHe. S .

¢ SN TSy

LE LS BN, T 34 65 Sk B RbE, H A& 1080p60 MRS FE AN, = R iE S 4.
BN KN W PR S5 A, 3 B UL A THIGH TR e i 37 S 0, 395 b s J2 A N B 1) S I YA, vk
e, PRI

PHEESECEEN TP3106 B H ¥ %, T2 HIALE R 2 I RS DU RS 4. JLrh LA Bk
AR E RN, BE T SRS ZOgmiges. 65 ~FRoRGE. THHL. TELk hds.
R BT RGN IS BRSNS E W 22 ~F SR, ZIhhEE. B
PR, DL SRR (5 H SR BT BRI Mic TP,

¢ WS ENEY

B RP ZINRER B, W TSI E TR B RP 2 DA AT 46 ~FHIRU5 LCD
BoRBE, SRAVEEMRIR, SO 1080P i 4wl iai, A kR N A MR A2 ;s Ll Ab 1,
WA BT TR, ANPEAL ) S AR 45 2% i, iyl P .

RP SFCE A RP RAVE I, AR ZOgwEEes. subighl. Brres2 X VP M210,
SRR EE R SR R A 46 )

AT N AR B 450y, — B G GBS SMC AURS 28, 1 62 5 B EEH] bt
MCUS660, 7 Z41 1 3106 1 22 =ik %S 2 RP.

=2

RN E SN NG
BHETHL
JEB Ho gt 2%
TP3106 4 A M/ G =3
T LY A
PEE - R
RP200 EE R R 14 M/ G =3
MCU8660 GCCB EF M 1A WA
SMC AR 45 2% 14 ToER HLAE
MCU Ha Y5 A e MCU AT $EEAT I 5 ELIR A e 4%, (BB 5 % P AL BEg 12
AL YRS, 3B G MCU & 5% (1) L YR B 5 2 P B DS FEL RS UL IRE o

9.2.2.2 Network Deployment Requirements

AT SEOUE L RCR, BIRERGUR W S BEAT 3 [ 2K
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1: O T ARUEALTRAS 1 el v, 20 PR R A TR R Gl A 1 ity L1 AE 015 B 3T T o
2: N TARUERLIR A o] R, AR BRI A2 ), X m) AR AL — 5 IO 5
3: 4 TARUERLIT R R e, AR AR G R B . BT — e T ER
4: 1 TNV S IR A AR AR A T B R AR, IR T % ) QOS A 5E ISR .
¢ RGUHNHE
F G5 VG RIEE R hR TN, WS B IE 25k A2 8], 3l a5 MCU 2[RI 4 L, CRUEAH <
FIRETE
R AT i TR A PRl v % J 45 ity ity 1 WS | UEEH
/\%u.v N 5
Telnet 8660 23 pep | Telmet d&IT GBS TTLME
E'9)
GK 8660 1719 UDP RAS (54 (ks 0.l LUMEZD
He H.323 Q. 931 FENYfE A8 11 CHiAd B 1
P 8660 1720 TCP LR
e Ho323 - H. 245 {530 (B 1L ATEL
P 8660 11720-12744 | TCP i, B 1024)
o393 10010-10010+ 1) A A R R AR g 1]
p g Hdes B 8660 MAX (512%10%4 | UDP | ] LAEN: 3 [1B5JF License (1145
) N HAH %)
B ftp R4S BT SO AE
8660 ftp BR%-#% 21 TCP License il th 3B 1
pran ys \‘:u.: \
RMCC 8660 5000 TCP RMCC FERBEH (AT H  mTLL
BEO
Huhk4148 TR 8660 10001 UDP IP HhhbF sl # e O
Syslog Hi&JR A GRS RO (B g 1
8660 514 UDP
i Al LME SO
Mediamanager 8660 161 UDP X
UDP 7684: FRAZHLYE S RTP Halioin 1
22 E MCU BT & | 7684, 7685
7685: G MLy T RTCP Heic 11
UDP 10002: FHARALIR RTP FElic s
10003: FHATf% I RTCP FEin 11
A Ey MCU 9039 10002-10005 10004: FEJRAANILI RTP B2 i
|
10005: Ty AR SAS A RTCP $22 Wi it
|
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10004: FHRANASG R RTP Ui
UDP 0
2 MCU 9039 10006-10007
10005: A AR AAS 7 RTCP $22 Wi it
[
4101, 3333-33 SNP FMCNAEH, Wik JG SNP (i
9039 Ncu 36 UbP A NAT B ANFFEIF
IR 1 (R Rl R R
8660 GK 700 TCP G AL ER, WHE S M 1025 JF
[GBLERLD)
H245 {54 MWruy 0 Can R H
MediaCentre, JTj 1320-1416 ¥
9039 MCU &% 2 ity 1320-1416 TCP o, R E T 8620, WIJF K
1320-1327 3§ 1, Hr MCU N
11720-12744
80 (W[ 4E MG 5 MG #{EIHCE, RTCP. RTP #4
M DP I s "
9039 ¢ FRLE) v EE R S R 1
Pc 9039 5000 TCP Ja & AR
SIP %% )7 bt MGy | 5060 &) | TCP SIP {5
TP W45 g sk
QosZ: 4k BRIME 0% 19 (R HAD | 240 (—BAE) | 3% (UZ)
M EIERS IR | RE 150ms 400ms 1s U
SEN$L5) EFR | RME 50ms 50ms 1s U
EFHEK LN RN 1/1000 1/1000 1/1000 U
iRz FFE | 1/10000 LININ LN LN LN
ZES 802.1p | i
PSR S 6 fLoE %1 PQ
AR S 5 GBS PQ
AR SC 4 ¥R B\ %1 WRR
HAth _ _
1P W 25 77 5 B R
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I TR BB I A LA RS R E T I BUEER P 46 3 R AT 0045, I LAb 20 GRAE AL A2 WUA [
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L. EMZ8 B 45 2 THT, FRIBPT i FEAE QOS PRbETF-BE, PRUFAUIS 1A A % [ 52 145 98 ;. 75 il (720P)
ABRCR ISR, IR 2 M5 55 AN T M, SR A B0 B AN /N T 3M; 78 =i (1080P)
AARCR SO0, RN 23770 56 B/ M, RS B0 98 A WU/ T AN = B
ZYAE 1080P I il 2337y o A iU /N T 6Mo

2. BRGNS MY, UAET5 HADME 83070 TF,  ARAIE R A M4 i, AR ESRANE
i 5%;

3. MCU V-5 FAVI- B A17 56 o MCU I HE: Y 2 37 2 iy 5 LA R BRI 8 MCU T o FH 7 5 7 SR BRI 1. 2 £ .

BLE 1P ARG 4% T J S 20 EARRIL TR 25, AR 28 X 485 A 5 A 2000k iy 381 iy PR B4 IR 45 0 Qoos $ it £

Bt o SN 22 BEAARKITRME 25 1) Qos S SR 1P AR 28 X 4% 4 & 288 i 380 i () AL TRNME 2% AN 400 1P A it it

EIGEIR AN Bk, ZEFRK,

TFJEALTHME 25 BB TR N B R S VO S ok GZAUCH % T, W B R I — 0

TEREAR TR 25 A Sl o 1 A A S 98 R (I UCHY 98 T AR ATURI G Ut RO o5 40 LU s o, Y R T

FEHSREARIED o

ST TE 5 8 TE R X 3«
Mg BN (RWHE) F MR TR
FRIER (CIF) 512kbps IR 25/30 M1/ s 5~T7 Mi/s
FRIER (4CIF) IMbps 45 25/30 MHi/s 5~7 /s
=iEdk (720p) 1. 5Mbps SR 25/30 Mi/s 10~15 Mi/s
SiEd (720p) 2Mbps HL5R 50/60 Moi/s 10~15 /s
SiER (1080p) 3Mbps R 25/30 M/ s 10~15 M5i/s
&% (1080p) 4Mbps 35 50/60 Mi1/s 25~30 M5/

9.23 Key Indicators Parameters
¢ EMEEbR
W 25 DA 20 S 7 LR R 5 S dm A S . G711, G.722. G.728. AAC-LD “5hpifk. HRUEEA H5h)E
WS, REN AT, S IR RN T 40ms . ARAE I i 2 ity AL AL/ T E T 3%
* HEERR
WA 2% D020 S 47 LA 2RI RS Sm B A 4. H.261. H.263. H.263++. H.264 1% . R RiF EG 5 & B I,
I L T R A5, 7 A3 ) i 1) g 25 A0 2R A 20/ T 3% M o
¢ BFEEFRRR
H T ORIERA S LR # (MCU, 83D IHIE/NT- 310ms, 71K 8™) o 1) I8 4E7E 130ms LA o
o FEVESRAR

TE AR W 4% RN % PR B e PE R, ERIAIR & IE IS UL T, DR 2% i IR 3 B0 i 26 W /T 0.01
WITTI/NEE, B2 /NI 50 JT 45N e 2 T 1 77 .
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9.24  Equipments Configuration

Wk gmEERS | P iR ET
R

MCU——8660
S R SN AR 6. 2 RS HFF1080p.
720p RGPS, AAC-LDFEATE 2 FISXCASE IEHE A R | 1
B G S 37 51024 2MH - 18]I 49 725380
SWHIFA-SNC | sy s 5, wf A IR = IIMCU . GK. 2
ﬁ un TR, B W RGO RE, KN TR 1
AT = A 00, (0 R AU #. B GK.
T8
R ELTP3106 TR BB, SCHL6 N JRR AT EL N KN R K 58 5 58 5

R I R BT R RR, L2
PR LIRS, S4T5GB R A
SCRFA P SR D e

DY)

HEHRP RN THRER IL, T HALHS : 1080PZ Lo fif i 2 «
SRR L. BUFFEH T A R R S LCDIR A | 22
NG

9.25  Features and Highlights
> AL 1080P@50/60 ity 213 b 30 i 1 1A 46
> bREARN, RAFRORES HOEEE
> EIERARE M E e A L
> BRI S HE ) KR BE EE N
> AT AV ARG T E
> ARG S B A, ANt
9.3 Video Display System
9.3.1 Design Principle
O R Won 7 RGO RAE RIARE T 2R SIRE
D) (R 2 A R G TR RO ITE ) 5
2) (ZEPu LRERT TR
3 (HFIFEHLE BT
4 (HEITRF R IEAT IR A )
FER GBI T LU J AT -

1) REMnrk
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DID W s HHE P RS (MXND, FEBRIISHOR, WK 16: 9 KT ELE] . W2
MRHEA AR 2 X B R I RGEAE, TR DR, IERAE M= A A
WS %, WA RGN TR, DID KhiaE RSt RS-232 3 1% 1 LA A5l & Aedzs il Bl 5 47
A ST A B DI (55 D)4

RGN AT

AV PSRN 5 IR, RN R M RSIAL B R 4, S VGA. E& . S-VIDEO.
YPBPR/YCBCR. DVI/HDMI {5 5. IP MZf5 S HIHAN, EAREIE, ARESIMART K.
AU AR, SEILEAME S e PR R RS B, BGhhER, KigiE
TATAINN EE e gl I RN

RGM T FENE

AR RS T FH (e B R FH V2R DID S L B, P Cn— K 24 /M4 365
FRIEGTAE, PHEICRA RN, et m SR al, MRIERGAE lSEizqT. hTHKohFe, =
W AR, ORI R R, AR R ] REE R

9.3.2  Display System Design

&
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For the convenience of real time monitoring, every command center has a set of DID screen.For splicing
large screen, the most apparent advantage is to display high-resolution system application program on
the united logical screen, namely whole wall by using the transmission and display of multi-screen display
controller, so as to realize full-screen display and resolution superimposing, such as GPS and GIS electric
maps, and it can be used as the base map, on which all kinds of application windows can be opened, the
resolution for single-screen display is 1024x768, and the composite screen of all systems can realize
resolution superimposing, then the display resolution of whole 2x2 composite screen configured can
reach 2048x1536.

All signals can be flexibly displayed.
Video signal: such as monitoring video signal from monitoring lens, DVD and video recorder.

Computer signal in network connection: for example, terminal signal from network computer, the
cross-platform display between Windows and Unix system is for network display, in theory, the
quantities of terminals in network segment are not limited.

Non-network connecting computer signal: terminal signal from notebook computer, local user
terminal or one specific terminal.

All signals can be straightly displayed on the single screens or displayed, roamed, amplified, reduced

and superimposed across screens in random dimension through multi-screen display controller.

9.3.2.1 L1 Command Center Design

The following figure provides an example of the DID Screen of the level-1 surveillance center. TV wall is
consisted of 5*12 DID Screen.
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| £1025mm %12 ) + {35mm 11 |

5B0 X Emm
+

35 X4mm

500 ~
1000 mm

Use the 5*12 DID screen, operators can put the GIS information on the several screens in the middle. And
the rest can display the real time monitoring image or remain to display the alarming spot. The following
figure provides an example of DID screen display plan.

9.3.2.2 L2 Command Design

The following figure provides an example of the DID Screen of the level-2 surveillance center. TV wall is
consisted of 4*4 DID Screen.

C1025mm >4 3 + {35mmX3)

580 X4mm
+

35 X 3Imm

— — 500 ~—
1000 mm

For the function design of L2 command center, DID screen can be use to monitor the sensitive area. The
following figure provides an example:
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9.3.2.3 L3 Command Design

The main function of L3 Command Center is small scale of monitoring. So it is deploy 2*2 DID Screen and
4*4 TV Wall.

9.3.3  Networking Scheme
9.3.3.1 Network Overview

XX I H =g b0 4R DID PHERBE%EJ7 %, DID Kb 4E R4t E 21 DID KB A dif Won i #0%
TR, ZRPHERHIR . BT IR LA . RGB AR FLAs PR Sl R 441, DID
R BRFEDFE R G E AR AL 0 A 2 A I 4 P s -
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Figure 17 DID Large-screen System logical networking diagram
KRBHEETIE

> LR RS

Network

§ 7 1 1l —= Yy !]
EERARS gy - = é =
N Fiz PC

137 RGBS 5 Liksh R LT

Figure 18 DID Large-screen system physical networking diagram
9.3.3.2 Large-screenSystem Design
XFHHERDERE, YRR PEHUE ar LU I R 2% B A B R (0 o, AT LB ahafb b g —10ig
BB R PRI ARG R, SEBLA bt s M PR BN, kil GPS. GIS iy 4%,
JrH A HAE RIS, 72 BT SR & 1, AF A 55 B HE4 ol 1024x768, Tfi7E 6 Bt
() o 3 HE gy 8192x2304;
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o W
ARG : PGP ARG BRI CoH0 79 B P A28 LB
BN PRI, ARG QAT S BOLAU S P ARG
U B D o LB N PG 12, 26604 S A PRI MU 5 T LT B Y G
IR - BB TSR T EROACNR . BSFEAR ST (BRI TS e

¢ RGBfF5ER
RAGHPENOIE N FHUE THAN: LEREEAR TS S SRR I0 B RG2S H
WIS SHA . PR &0
KA B g HAT 2 % RGB M AE L, w] LUK THREALE 5 LU B U RN 2R T Kbi%s . RGB & K
A LASEIL R R R AER AN R BEDE R PRI T4 TSN H &IN5 AR
JAE S BRE RoRThRe, HF BT DU G Al v, 8K, T BonEThe.
BoRHITHLA T RGBHIANIEN, i RGB fMIAFEI, T LAAEA RSN G I s 1ol N H%
M RGB FiFEH NG 5, FEAEA G BE ELLBERE R A7 SR 24 x5 RGB B1%.
W BRI N B R ACEERS, ELBN RGB 555k T AT LB BoRLAh, B AT L M XN J7 sl
ERZPHES R, KA ER, W 1x2, 2x1, 2x2, 2x3 557
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¢ MBE SRR
M I P 2 7 FOEAE I A PP SN L ARl B e R, T TR e AT RO L A L s kg 2%
fig, HE& NG, AT DU s ARE IS 5 . 213 n] Sevres AR I Be b k5
WU T AR A E KA B hs LR, [N SOANRG S BT 8 IAEE . 7 5T (A2 T M 2 1)
PRI T T LASZ BIRAG B R ALK 0 e on R

¢ PRESRG YR
ARG L B R A BN B G PR I A S B T PHE RS RIS Z AR PHEAL B g, AR B # P
ARG HA AL RGB {55 IS 5 XML A5 5 IR I s A RIS SR G B T)fe.

M. RGB. MMUE S HREW LIITE NS UEEALE . 4. ). PFH%. BRER, M4%. RGB

S AT SIS S BINER, KR5ERIAT

9.3.3.3 IP Address Planning

LR TR R FT LT WP LN IR, B S R & (8, BRI
REFE AN IP L EE S, f4 workstation T2 AP 1P LB ER A, fA
BRI EGE— R 7> —A VLAN, a2 Ml =2 AW, R4 ER sk, B 1P bk R
R SR BN -
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WL L1 L2 L3
VLAN A XX T H ~B4 Cl~C12
N # IP 192.168.1.0/24 | 192.168.1.0/24 | 192.168. 1.0/24
10.0.1.1/24
. 10.0.2.1/24
HELIP 10.0.0.1/24 10.0.3. 1/24 10.0.5.1/24
10.0.4.1/24
9.3.4  Equipment Configuration
HAE AL TN L1 L2 L3
DID Kph#He 60 16%4 6%12
P4 1 4 12
T ARG 164 45%4 612
WA 0 0 16%12

9.4 IVS Platform System
9.4.1 Design Principle

Huawei IVS platform designed with following standards:

Protocol and Standard ‘ Description

IEEE 802.3 Ethernet standards including 802.3ab, 802.3u, and 802.3z
IEEE 802.1d IEEE MAC Bridges standard

IEEE 802.1q VLAN standard

IEEE 802.1p Priority

ITU-T H.323-98 Standard for packet-based multimedia communications

systems

ITU-T H.261-1993

Video codec standards for P x 64 Kbit/s audio and video
services

ITU-T H.263-1998

Video codec standard for low bit rate communications

ITU-T H.264 (MPEG 4
part 10)

Digital video encoding standard

ITU-T G.729 (1996)

Speech encoding at 8 Kbit/s using Conjugate-Structure
Coded-Excited Linear Prediction (CS-CELP)

RFC775 File Transfer Protocol (FTP)
RFC872 Transmission Control Protocol (TCP)
RFC877 Internet Protocol (IP)

TCP and User Datagram Protocol (UDP)

RFC2139 (1997)

RADIUS accounting protocol

RFC2326

Real-Time Streaming Protocol (RTSP)
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Protocol and Standard ‘ Description
RFC3261 Session Initiation Protocol
MPEG-2 Digital video encoding standard
MPEG-4(ISO/IEC Multimedia standard for complicated audio and video
14496) communication

ISOC/IETF RFC 2068 Hypertext Transfer Protocol (HTTP), version 1.1, January
1999

CCITT G.711 (1988) Pulse Code Modulation (PCM) of audio signals

CCITT G.722 (1988) 64 Kbit/s audio encoding at 7 kHz

CCITT G.728 (1992) Speech encoding at 16 Kbit/s using Low-Delay Code Excited
Linear Prediction (LD-CELP)

IETF RFC 1889 Real-Time Transfer Protocol (RTP) and Real-Time Transport

IETF RFC 1890 Control Protocol (RTCP)

H.323 IP-network-based audio and video communication protocol
suite

9.4.2 Platform Architecture Design
IVS WA P21 G B4R =250 PO BB SMU L P25 F iR SCUL BAAEHR 4 K Josw B
BEe MU, 35 =7 AL CG BRI PUL CU BABLEAE . IVS MUATUR 751 6 MOl 25 T g L E 2
GRS EHL, I, AP L. GIS LRI, MR B, P 2. HiE
L AP A AR,
ISVightss

IF15 OOM_SDK %
F11 COM_SDNC
Portal FEH [ mﬁﬁ % MPFEF;
+ —

178 HTTR XML il F_MLRTSRATR
| F1H{TR| L= MTUFEF
172 HTTP+XML P2 EFLHML

_ IF3 HTTP+X MI:_ - Ty
SCUFESR

I 4

M5 n'rsrl.m'rrf b
WAL
=5 FEHTTRLXML
1T HTTR S XML

1 HTTRLNML BF5S SIP4 XML

[ e e
il

T TR gspwe msilksgs

Figure 19 IVS Platform architecture
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IVS 7RISR HIC MU 5 2782 CSS il 7 R 4% M ifEE CA, MU il CA RH] POSIX
ISR, X CSS A7 i RAUATEHE B E Vi) o

9.4.3 IVS Networking Scheme

9.4.3.1 Network Overview
XX I H He TS A KB & Tk, ARGt R gkt WRIEaramm=, +£w
WX T 1R G 1Bt o, 4 gihEraho, —gihEras—
P BEM P OB RFBER R, —RiREra S e RAROE, RS
AT ORI T Mb 55 FH AR B B T SE PR 2 2k

Figure 20 IVS Platform network topology

9.4.3.2 Main Business Processes
s XX I AR M vt IVS fif ik 5l b SR s A B 35 ke 506 5 OKE 7y, 2090
o PU B sk G Ar i Mol CU B0 i SEDUANRIE, PU BE g, B RETILSS . PU B AT
G, 13X 5 RO T EO A R B R
L PU BB
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. 5 s
RS :’Fﬁfcm; :’E"&fc m:a it
BREI TS5
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5. PU B TRATHZ)

T mEERn R

9.4.3.3 Traffic Bandwidth Design
IVS -5 A% CNE ST B4 P e LL B rho0y . LL &bty L2 F54% by, LL M A7 9850 L2
1) HH F1AT B8 T SR St o9 4 (R e R EH I s DA 26 o ARYE IVS SF- & 04T 4EH,  IVS Mk 253k g4
FZER () 45 L1 CC 2 L1 backup Z WG &0 fe: L1 EPC IEW AT | L1 BIPKBE. #%
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2% L2CC [Pk g5iiiat; L2 EPC #:%% LIEPC i21T)h, L2 2kl LICC, Hikx L2CC Z [alfrplk 55
;%4 L3CC F| % BTN L2CC . NI IKER TR T % F B0 25715 s Ik 25 it i S AH Y.
IR ES T .
Table 8 Video Flow statement
W | ‘ : ‘ AL )
. AR e = EipuN i vl it #
(Mbps)
ZR T
L2 IVS->L2 ->L1
S5752E1->L2 NE40E-X16->L1
L2 IVS i L1 | &ANL2 IVS [ L1 IVS | S9712->L2 $9712->L1
L1 IVS B R UE | e R IR N NE40E-X16->L1 4918.5 | S5752EI->L1
S 1. BMbps*3279 G AHL | NE4OE-X16->L1 IVS $EM I
S9712->L1 PR A
S5752E1->L1 1VS 4918. 5%4=1967
4Mbps
L1 IVS [ L1 | L1 IVS [4F6 L1 %73
& P PC 4y | PC AR &S L1 IVS—>L1 1888
RIGSEBUEEAA | 1. 5Mx16 %, JL162 & | S5752E1->L1 PC
Ui L1 % i PC
L1 CSS—>L1
L1 TVS [W L1 | L1 IVS [4%EA L1 & o | S6748->L1
& P PC 4y | PC AR &S S9712->L1 1888
RIFAREDR | 1. 5M*16 %, 3t 162 & | S5752EI->L1
LA L1 % )3 PC IVS—>L1
5752E1->L1 PC
L1 IVS [ L2 AU 119 PC LA S9712->L1
> 2 (I B
VS #5241 KRR TR NE40E-X16->L2 960
T ) AR L. 5M16 B+PC LA, B NE40E-X16->L2
A~ L2 A1) PC ALEL S9719-5L9
% 10 G5
S5752E1->L2 IVS
L1 IVS L1 | L1 IVS 46 L1 fi#RS4% | L1 IVS-DLI
fRRL 3 R | R R A 1.5M, 3L | S5752EI->L1 fi#ig 90
PR 60 5 A s
L1 IVS A L1 | L1 IVS [4] CSS Z A7k gé?é\zlf:gil
CSS L RIMfr | AITEHYE, BB S9T19-5L1 19674
THIER 7 1. 5Mbps*13116 % SET48-5CSS
IPC->L3
NE40E-X3/8->L2 . oo
L1 45 1.2 NE4OE—Xlé—>L1 AIITHITE L, Bﬁf %
L1 TVS B2 Ll‘ IXS ?%L&E@k%%ﬂﬁ% NEAOE—S16-5L1 4 4\‘L2 %éﬁﬁﬂ‘z‘ﬁﬂ; 5
TR L PR F T 1 L2 11 SOT19-5L1 EPC 19674 | IEHf5HL R 1PC @?ﬂﬁ%ﬂ
s LIS SETAB-SL1 L2 IVS ANEfFAEIR,
’ YEE W
$9712->L1
S5752E1->L1 1VS
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IPC->L3

NE40E-X3/8->L.2
NE40E-X16->L1
NE40E-X16->L1
S9712->L1 EPC

BN T L1
NE40E-X16->L1
$9712->L1 EPC

L2 ;;é;ﬁ;;fiigf %25izsi§i§£?§§£§g§;i S6748->L1 4918.5 | S6748->L1 S9712->L1
APROL | - oTbp S9712->L1 NE40E-16->%5 411 5 »
NE40E-X16->L2 PRGN
NE40E-X16->L2 4918. 5%4=19674Mbps
S9712->L2
S5752ET->L2 TVS
L2 TVS->L2
S5752ET->L2
L2 IVS i L1 | &ANL2 IVS [ L1 IVS | S9712->L2 NS o
IVS B (S | 6 R BRI N NE40E-X16->L1 4918.5 %ﬁ$§umﬁ M
PR 1. BMbps*3279 B4 HL | NE4OE-X16->L1 5, S 21 AL
S9712->L1
S5752E1->L1 1VS
L2 VS ] L3 4 &7 o L2 1VS—>L2
. ol S5752E1->L2
R AR A
L2 TVS [4 L3 | BNH16 g, 3L 6 43 L3 S9712->L2
R ST e oS NE40E-X16->L3 450
T )i PCs 10 L3 RIDER | (oo va e o3
R BRI 1. 5Mx4
JAN $9706->L3
S5752E1->L3 PC
L2 1VS—>L2
L2 TVS i L3 45654 S5752E1->L2
L2 TVS [4 L3 T R S9712->L2
PR | 516 e ;;(34A*3L3 NE40E-X16->L3 432
AR %éfﬁﬁﬁpc_’”\ - NE40E-X3/8->L3
’ $9706->L3
S5752E1->L3 PC
L2 IVS il L2 | L2 IVS [a%F & L2 % /i
Bt PC 4y | PC A R I A L2 IVS->L2 1080
aiobRiny 1. 5M*16 &, 345 4 L1 | S5752E1->L2 PC
i & )7 iy PC
L2 CSS->L2
L2 TVS [ L2 | L2 IVS [%EH L2 it | S6748->L2
&P PC 4y | PC AR I S9712->L2 1080
R FAZ ] 1. 5M*16 %, 3t 45 4 L1 | S5752E1->L.2
AR & it PC IVS->L2
5752E1->L2 PC
L2 IVS [y L2 | L2 IVS [i4F & L2 fithd#s | L2 IVS—>L2
fRRES 73 K SRR 1.5M, Ft | SBT52EI->L2 fRHY 24
AR 16 & i o s
L1 IVS—>L1
g | L2 F L TS| R B L1 L1 1VS
WL g | FORRIRRIGEE D ) e w61 240 @wlfﬁkﬁﬁﬁm
e 1. 5M16 #&+PC HLEL, LA NEAOE-X16->L2 WA AR TR, T

10 &5

S9712->L2
S5752EI->L2 IVS

NIEE
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L2 IVS [ L2 | L2 IVS i CSS = AEfkik égég;iiiz

CSS RERMAF | ATEHAE, REBAR | o0 4918.5
i AR >

TR o 1. 5Mbps*3279 S6TA8—0SS

Table 9 Statistics of Video Flow

NS AT AT H F

L1-L1 backup 87G 87G 87G

L1 NE 40E <-->L1 S97124:A4% 40G 21G 40G

L1 NE 40E <-->L1 S9712/5 4 5G 5G 5G

L(le f’c%‘ L1 NE 40E <-->L1 E8160E# fk 20G 20G 20G
L1 NE 40E <-->L1 E8160E{% 4 5G 5G 5G

L1CCH|& L2CCx [t i & 5.3G 6G 6G
L2CCH|#L3CC Ji] [ i 1G 1G 1G

L1 NE 40E <-->L1 S97124:A4% 20G 1G 20G

L1 NE 40E <-->L1 S9712/5 4 5G 5G 5G

L1 NE4OE <-->L1 E8160E f {4 NA NA NA

L1 NE40E <-->L1 E8160E{3 4 NA NA NA

Lot 1 | L2 NE 40E <-->L2 SO71244 fk 20.3G 21G 21G
(EPC) | L2 NE 40E <-->L2 59712 4 5G 5G 56
L2 NE40E <-->L2 E8160E f {4 20G 20G 20G

L2 NE40OE <-->L2 E8160E(5 4 5G 5G 5G
L2CCH|HAbL2CC [Al {3 & 5.3G 6G 6G
L2CCH| & L3CCx it & 1G 1G 1G

9.4.4 Reliability Design
IVS &L T 6 AMIER IR, LLAL2 [ IVS REGEIAIN SR L2 BHAES A X
BARPTA IPC, I L2 1) MU IR 45834755, A MU 23 1) L1 B ki L1 il St
JIRE RGN A IPC, [ L1 &80 L2 1) MU JIRSS 3 R I BAR AT 3% MERRGOL R, L1
A L2 ARG T B4 F B E %), B LD AT L2 (R sfAG EARIRH S 2 P B2 1K, R s A 5
Pl LLRANE o
L1 L2 2Z [A) 7 S a) GRas AL, e ke b AT e IORTERI CBE 30 #P—0) . L1 3l LBk ORI
TRIE) L2 BeAT s thma vy, 75 N LW L2 RS IE 2 OB R TR o 2 H IR, S DBk AR
TR, T L2 1EH, WU ELOBRE LI MBS, AUHRE PG WA E 2 L2 RS
b, WIFE T A INE], BB L1 IVS REUH 8RR L2 1T IPC JFBHTHEN, S
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W OB RTEH LIRS RG0S, TR s KL
AN 1N
L1 REEHBEIT, T LA L2 2 E 0GR, BT IVS A7 380 FHA AL,
I IETIBATH, AREBRBERTE.
L1 ¥ CSS &5E ] CLblnii/ N KB #4381 L1 4611 CSS o AETEN, T LLTEh/% L1 %

B 25 2 AT i, i

FE A2z L2 #k4s

(A Ve 1) L1 321% CSS i,

T, AN BRI R 4 D) e
9.4.5 Key QoS Design

XX I AL 2R 73 2 R S R B, AN R T0 S LTE BoR, TR R

i, BT RZOETERAD G, 5L L 10GE LUK I A LA, XX 15T H A4 0 28 Zapa e vl 1 14«

LTE Cell Site IP Microwave

L1 3 L1 25 # r DhRe sl 2 2t L1 iSOk A I3 L 1) backup

Upﬁca! IP Network

e . gz-—-r'""'-—' &
Ry
e-Nodel \ %
g i [ ) —
1
| et =
___E,...--"""" H 'ék Netwark
_\ -_— | £ Manage
. e-Nodeg ! =0 System
(O]
{egai) 1 .
H ﬁ.greganon
- icrowave
Pl
S £E v
Camera & CPE || elNpdeB

FRAR XX 0 H (2R3 TE,  IVS M4 SR Te 4 LTE B2 A QOS S i S Sy ey, 1R ZENE
TR AT DRE S A 5, B TR A QOS Wit # . IVS 4 5 G4k LTE CPE 2 [Alff)
T IPC 5 A BRI, R L LTE 1 QOS ¥it4idr IPC V& stk a 25k, IPC

AR A e e, AEA VIR, B IPC % LTE A& M (1) £ 2 QOS Wit &k T #:

o Q0S4
Services Protocol Src IP Src Port Dst IP Dst Port
IERS TCP CPE IP Scu 5080,5081
AR TCP/UDP | CPE IP MDU TCP:25000~25999

UDP:26000~29999

T4 TCP CPE IP Scu 8800

e QOS #N
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QCI Resource | Priority | Packet Delay | Packet Error Services
Type Budget Loss Rate

1 2 100 ms 10° I

2 GBR 4 150 ms 10° AR

3 3 50 ms 10° I

4 5 300 ms 10° I

5 1 100 ms 10° T

6 6 300 ms 10° (EA

Non-GBR
7 7 100 ms 10° I
8 8 300 ms 10° FRAR T

9.4.6 Equipments Configuration

Table 10 Video Surveillance Equipment configuration

i BAERE A
fgae | RH2285 70 70 0 0 140
174 S2600F 1 1 0 0 2
HH Oracle 4 4 0 0 8
g | VCS 3 3 0 0 6
L1cc VS¥& | BEAE 1 1 0 0 2
IVSF& | RS 2 3 0 0 5
IVS Pt | PUFET | 13116 0 0 0 13116
VS V4 | GISFHE 500 0 0 0 500
VS P& skl 140 0 0 0 140

iy
fRs-as | RH2285 20 40 40 100
L2CC | f#fik S2600F 0 2 2 4
HH Oracle 4 4 8 16
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L | VCS 2 4 4 10

vs¥65 | BEFE 0 0 1 1

VS & | A 0 0 3 3

VS & icl) 0 0 0 0

VS ¥4 | GIS¥Fa] 0 0 0 0

VS V- & Skl 160 0 0 160
¥FEy

9.5 Cloud Storage System
9.5.1 Design Principle

ZACE RGN P R EATE N T-BL 858 ZAMEEOR, AL L ISR T n] S Ak i MU R A7
W25 FNFRTRNRSS o A7l R GG AT AR AE T

1) JETLURMbRME—IEEE 802.3
2) AT HOE LK M FRE—IEEE 802.3u
3) T TIELL LK M A IEEE 802.3z

4)  |EEE bRl AL S i 45 ——IEEE 1149.1-2001
5)  ER T (FMEA) i fi——IEC 812
6) AIEEME. iR M bR E——IEC 863
7)) IMRbR ECMATR/70
8) = MMM ——ISO 14664-1 Class8
9)  URIG G KIS ANSI/ISA-71.04-1985 1A ih454% G1
9.5.2 Networking Scheme
DAY RGECR ] — I AR, WA R, S MR A R TR
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P1-L1 P2-L1 Backup

] [ I ]
| e — | —
WaEddiamndds Mistsata noaas

Cloud storage Cloud storage

backup of 1 backupof 1

maonths, 6.5PB maonths, 6.5PB
ble ca i sable capacity

e " P T

__________ P

- ““Transmission Network >~ xcs
- i e

P1-L2 East

Figure 21 CSS architecture
A L2 bt NI CSS P s & R

ISM server 6x 10GE

A4ifi610SN

FHi6MOSN j F4:ki6 A OSN /
N = N

Figure 22 L2 CSS architecture
P B4 L2 B e b0 s 7 3 4 CSS ) 2+6 .
L1 FE4E O L1 24545 0 N 1) CSS B 2H M 7 s B 1

o
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ISM server

1’ 1X1GE
-

10GE 10GE

40x 10GE

204 CSSH, U

PIRAE: J I JRAE:

5/6/~0SN 5/6/~0SN
|

<

Figure 23 L1&L1 Backup CSS architecture
A L1 A0 L1 AR Fe g b0 S T 20 &8 CSS, 5 AN 2+12 i, 15 4> 2+11 [,
9.5.3 Storage Scheme Design
9.5.3.1 L1 Command Center

L1 J2 R4 PO BRI 0
1. HEWIF

L1 Efr#E O T 2L i 13116 Mgk 31 R I, DRk, 75542 (it 6586.9TB [ /7 fiti ¥ [l (= 13,116
X 16.2GB x 31days).

T A R TR AR nT S, SR MiIN= 9:2 (TR LR LB A7 1T 5, I HoA AT H T
B 10%(¥ THEA 25 0], A RS W A S AL TR s )

R L1 SR O Fr B A M R

9890TB (=13,116 x 16.2GB x 31days / 74%#| /1= /0.9 Fi#)

VA 320 L1 A S SO R B, T3 20 Mg LR 15 M 11 4~ OSN,5 Mg 12 4~ OSN ; 2.
Y21 9:2 Bt B 7E 1L AN M s DL N ARG RENE IR B RS A e e i

9/9+2 (AHEAIHIR: 9 i/ B Ed) * 90%(THl JT4Y) = 74%
2. At
RGBS 1L.5Mbps, L 13116 Mgk,  FrLL L1 24844 A 0o T 5 1 SE I 5 217 06 i 2L

KT 19.7Gbps (= 13,116 x 1.5Mbps ).
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L1 3 L1 #8540 PO S THE SN £ 07, T2 L1-LL 8 1y o L 280 2

K+ 19.7Gbps (= 13,116 x 1.5Mbps ).

3. IFRHKE

L1 2483 P O Al 13116 MR GRS, RIFR2EC8E VS B2 N 13116 % JF k51K
IVS [HI7 B A8 Bl 450 B REE SR IR BN MU 55 R SCRF 64 B8 F K .

L1 2 L1 & fr o Eb T Hudla sy, B OSN Y fie — BREkAs, L1 EEE 225 AT, &l 225 B Jf
R K.

9.5.3.2 L1 Backup Command Center
L1 A b 2 A 5
1. AR
L1 JZ 4R O B 13116 M REE Sk 31 R IEU, AL, 5 2t 6586.9TB 1141 257 fifi =[] (= 13,116
X 16.2GB x 31days).
9 T A R PR PTSEE, PYERSRIT] MiN= 9:2 FOJTAY LB R B AR 0, IF L AN H 15
B 10061 IR 2 5], hy ZR G (b R A S (L 701 P 2 ) o
PRI LY R rhO i R L R R
9890TB (=13,116 x 16.2GB x 31days / 74%F| = /0.9 Filfd)
2. sk
L1->L1 %, i SESCR&fr, o BT Sl AL«
KT 19.7Gbps (= 13,116 x 1.5Mbps).
L1 #->L1, #5200 L1 MR RS, U L1 s 0 Bk 21 L1 bk, BoE Lh 7 Rod i At
5o FRRR A 58, 6586.9TB KA 76 A WA [k (1217 B 75 220 -

87.1Gbps (=6586.9 * 8 *1024 Gb / (7 * 24 * 3600))

BEW]: L1 B L1 A R eE, BUCR A R R i, AR L1 21 L1 & (A7l s e, i 92K

A2 52/ 80GDb.
3. FRREURE

L1 #&A5EEA OSN Y it — B S 2R, L1 % bRt 225 ANk, &t 225 B R 5ifR, 76 L1 EE#T
FE, L1 AT 8 aEnt, L1 4 it 225 Mk iE K.
9.5.3.3 L2 South Command Center
L2 JZ 4R3PS AT 0
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1. it

L2 JZAR 5 h Lo B fif 3500 MGk 7 RIEE, L, 5 25eit 396.9 TB I /7 fifi =311 (= 3500 x
16.2GB x 7days)..

b T A TR A nT RV, TSR MIN= 4:2 1)U FISR L E AT A, Ho AT H il
B 10061 IR 25 (0], FRGE A MR Al S AR = ) o

AL L2 JRA R bl SR S AR -

735TB (=3500 x 16.2GB x 7days / 60%F!| 1] / 0.9 M)

2. Al
RIS HE 1.5Mbps, L2 2 F 4R i il S o8 i 2
K+ 10.4Gbps (= 3500 x 1.5Mbps x2).
BOERERAT 6 AN/ T 1% AR 5, Uy 5 7 2
KT 1.47Gbps (= 396.9TB x 1%/ 6 / 3600s X 8)
3. IFkFE
L2 JZ 4545 Lty 247 Ak 3500 NGk MM,  BIFE 2% IVS B2 MY 3500 B & 5K
IVS [BIF s 8N Bl 9508 W IR KO R BURAS MU fio KSR 64 BT K.
F L2 APt A SOF R BB, T 3 MBI 6 1> OSN;: 4l 4:2 FLE, 76 6 15 I L N R 48
REAS 12 2 (1 A A F A de )
AlA+2  (AERE RIS A R AR * 90% (T Ed T 1Y) = 60%
9.5.3.4 L2 North Command Center
L2 R O R AT B
1. AERE
L2 4RO AR 3500 ERECK 7 RMEHE, L, W24 396.9 TB AT &If#fi ] (= 3500 x
16.2GB x 7days)..
9 T Bt TR U TS, SR MiN= 4:2 ITTAR LB B AR 15 5, IF H AN
B 10%(¥ THEA 25 0], A RS M R A S (L TR 2 )
PEIIE L2 R rh Ol R A A
735TB (=3500 x 16.2GB x 7days / 60%F| % /0.9 il )

2. Bt
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TG AL L 1.5Mbps, L J2F8 4 i i 5 7 2

K+ 10.4Gbps (= 3500 x 1.5Mbps x2).

BERERAT 6 A/ T B 1% MIAFAE R, ey 5 5 2

KT 1.47Gbps (= 396.9TB x 1%/ 6 / 3600s x 8)

3. IFkHl

L2 J2 A L il A7 3500 MGk B,  RIFEEE S IVS 12N TR 3500 8% & i K.
IVS [BIF s AR Bl 9508 W IR SR T R EURAS MU S KSR 64 BT K.

9.5.3.5 L2 West Command Center
L2 4R LA B AN 5 -
1. FERE
L2 JZ 4R 0T 2 A7 3500 MRSk 7 REGEE, L, #2524t 396.9 TB A X/t == l(= 3500 x
16.2GB x 7days)..
T B BRI T EEE, BRI MiIN= 4:2 (TR HUBISRIC B A T 5, I Ho NI H
BA 100K TG 23 1A, g ZR G0 (b A B (1L T PR 22 )
RIE L2 J2 i rht T B R A
735TB (=3500 x 16.2GB x 7days / 60%#F|/H% /0.9 T
2. aweBot
REM G LA 2 1.5Mbps, L1 JZ 4% ot i s i o 75 2
KT 10.4Gbps (= 3500 x 1.5Mbps x2).
BERRA 6 /NN 1% PR, i g 7 5
KT 1.47Gbps (= 396.9TB x 1% / 6 / 3600s X 8)
3. FRREE
L2 JZAR 45 POl BEA7fif 3500 MGk B, RIFE 25244 IVS B2 N AT 3500 %k il K.
IVS [A1F BEFAR R 85508 B SRR EURA MU I KSR 64 BEIFR .
9.5.3.6 L2 East Command Center
L2 4R 2 SR
1. #HER

L2 4540 7 BA7 i 3500 MRSk 7 REEdE, Rk, 758t 396.9 TB (14 /it %= hl (= 3500 x
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16.2GB x 7days)..

b T A TR A nT RV, TSR MIN= 4:2 U BRI E AT R, I HoA AT H il
B 10061 FIE 2% 0],y FRGe AR R A SR A RO RE 5 ) o

AL L2 JRA R bl SR S AR -

735TB (=3500 x 16.2GB x 7days / 60%F!| /3% / 0.9 M)

2. it

TAMRAGKADULAE 1.5Mbps, L1 J2FR I o 7 5 1 6 i 2

KT 10.4Gbps (= 3500 x 1.5Mbps x2).

BOETERAT 6 AN/ T 1% MAA AR 5, Uy 5 7 2

KT 1.47Gbps (= 396.9TB x 1%/ 6 / 3600s X 8)

3. IFkFE

L2 J i il A7 3500 MGk B, RITEEE S IVS 12 1Y) 3500 % F & H il K.
IVS [BIF s AR Bl 9508 W I SR A EURAS MU S KSR 64 BT .

TR
spgs | OEER g # R Ak
L1 4% 0 1 months 6.5 PB online 40 Racks 80Gb
L1 &g rhis 1 months 6.5 PB Backup 40 Racks 80Gb
L2 mfRfEHL 7 days 397 TB online 3Racks 20Gb
L2 Jbdades 7 days 397 TB online 3 Racks 20Gb
L2 ZRfrFEHL 7 days 397TB online 3Racks 20Gb
L2 PR L 7 days 397 TB online 3 Racks 20Gb

9.54 IP Address Design
9.5.4.1 L1 Command Center
VLAN1: 306 /MG IP + 266 4N R IPMI T EE 1P
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VEH: L1 20 AMdL 265 AN A, BN AT EA — NN M P XFAMEAS, BRI RS Bl 2
fit & — N P S =515, B 20 ANt 40 MRS AL 1P, &1L 306 N RESS 1P Mk, 5
Hh, BT E TS AN IPMIEEE P, B 266 4> IPMI & HE P,

VLAN2: 1MEEEIP CEHEM4E)
FAR: 192.168.X.X . 128.20.X.X . 128.10.X.X

9.5.4.2 L1 Backup Command Center
VLAN1: 306 4~ L% IP + 266 NP I IPMI B 1P

VEH: L1A 20 ANt 265 AN, B AT EA — WM P X AMESS, BEAHUE RS Al 22
BLE — AP IP S = 071555, B 20 ANk, REAMNMEAE — DN ARG — AN AR, LT 40 AN A
HLIP, AL 306 N MNMESS 1P Hutik, S34h, AN AT 2 — IPMI A EE 1P, B 266 4~ IPMI
P,

VLAN2: 1 MEHEIP G HE M%)
FAM: 192.168.X.X . 128.20.X.X . 128.10.X.X

9.5.4.3 L2 South Command Center
VLAN1: 28 MMM IP + 25 /4N I IPMI A BE 1P

PiOH: L2 45 3 AN 25 M50, RIS A AN M IP X ANELE, AP A L b A
BANNMOIP FMCE =5 8, B 3 ML 3 ARGk, JLFHRE 3 AL IP, Aibdt 28 N ML
2P Hitik, SiAh, BN AT EA AN IPMIEEHELIP, B 25/ IPMIEHE P,

VLAN2: 1 PEHIP (BFHEME)
FAM: 192.168.X.X . 128.20.X.X . 128.10.X.X

9.5.4.4 L2 North Command Center
VLAN1: 28 MRS IP + 25 AN M IPMI A3 1P

VEWI: L2 3 ANt 25 AN 0, BT AT A — AN P XHANEAE, B HAR A el 2
BN P FMEE =54 8, B 3 ML 3 ARG, LR 3ARZHANL IP, AiFIt 28 N ML
2P Hitik, SAh, FEANY AT EA N IPMIEEHEL P, B 25/ IPMIEHE P,

VLAN2: 1 MEHIP G FIMZ%)

FAM: 192.168.X.X . 128.20.X.X . 128.10.X.X
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9.5.4.5 L2 East Command Center
VLAN1: 28 MRS IP + 25 AN M IPMI A3 1P

P L2 3AMEJL 25 AN, BT ST EE — AWM P HANELE, FEASHUERAZ L R
BANNMOIP MG =5, B 3 ML 3 ARGk, LT 3 ANRSHAL IP, Aildt 28 NP L
5P bk, Si4k, BN SESTEEA A IPMIEEL IP, B 254 IPMIEHL IP,

VLAN2: 1AMEHEIP G HE &%)
FA: 192.168.X.X . 128.20.X.X . 128.10.X.X

9.5.4.6 L2 West Command Center
VLAN1: 28 PMHMLZ IP + 25 AN M IPMI 453 1P

P L2 45 3 AN 25 M50, RIS A — AN M IP X ANESE, AP A L b A
BHANNMOIP S =5 8, B 3 ML 3 ARGk, LT 3 AN IP, Aildtk 28 NP ML
2P Hitik, YiAh, BN AT A AN IPMIEEE P, B 25/ IPMIEHE P,

VLAN2: 1 MEH IP CGEHEMZ)
FAM: 192.168.X.X . 128.20.X.X . 128.10.X.X

9.5.5 Port Design for Aggregation Switch

1. PL1-L1 fr#EHLs
IR B 40 > 10G a1 GEEED
EHWMEBL: 141G AR CGERRZ)
Jei (ZHD: 160 1

2. P2-L1 %O fRda e
IR B 40 > 10G Y61 GEEED
ERIMIMEBG: 1A 1G LK E GRS
Jefi (ZHD: 160

3. P1-L2 FEiR¥EH L
Bl B 64~ 10G 1 GLERE
EHRMBL: 141G UKD CGEFHLMZ)
e (ZED: 124

4. P1-L2 bR
IR B 6 10G e GEEE)
EHWMEBL: 141G AR CGERRZ)
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5. P2-L2 RigHET L
i B 6 4 10G e GLEED
EHRMEBL: 141G LUK CEFEERZ%)
et (ZED: 124

6. P2-L2 PiiRIE .0
IR B 6 410G 610 GLEE
EHRMBL: 141G LUK CGFHM L)
R (ZED: 124

9.5.6 Key Technology Parameters

CloudStor CSS FJ#REFFRILA 21 T -
Table 11 CSS System Hardware Specifications

=2U (86. 1mm) *446mm*685mm

MDS FiA% OSN 5y 14 R A LA OSN HrHE R AS RS

FEAH M 2U/12 bay 4U/ 24 bay 4U/ 24 bay
CPU %5 M 2K |2 4> Inter F 3 E5504CPU |2 4N Inter %5 E5504 CPU |1 /> Inter Z i E5504 CPU
WA 8*4GB 3t 32GB P17 8+4GB 4t 3GB W17 4%4GB 4t 16GB Y17
T 75 28700 K Bk |2 4N 300GB SAS g4 2 /> 300GB SAS fiififit 2 /> 300GB SAS Aifiit

2~10 /> 100GB SSD fifizh |22 4~ 1/2/3 TB SATA fifif |22 4N 1/2/3 TB SATA fifiif
DYNLIN %64 GE k45
He 1080 1%VGA, 2% USB 2.0, 1 * serial
HoAth T SEME A1 TUARTIE, TURME, SCRFRR
R~F TR TR Erk i RR=4U (175mm) *446mm*685mm

Table 12 CSS Softwore specifications

ik FURS A 7%
N EER; POSIX. NFS. CIFS
BT R/ VRN R AT SOFF 24 MERETT R (2 D MDS, 22 4> 0SN)
TR K3 RYSCRE RO ECh 128 A
SCAFRAN FEANSCAFR/NRORR 2TB
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Active—Standby

BELE BEANEIR 2 SR 12 (0900

ke SCRFAF Al 19 13 0] A7 A 1Y e A S B
28 KB T X GAF A 1) 3 A1 2

PRI 8] 1TB Hods Pk LI 6] /N T- 8 /Nt

MDS

SZFrE Y MDS Active-Standby JiE

DI ] MDS = #5 DIH N ) 2T 60 £

RA 4% SCRFRGUBARRN T B IS ARSI

P g 4% SCRERGERE, AU 10 PR Hias

TR g YRR RSN ISR A, CPU NAF, SRR SCHER S0

LR T AL SERERRAE AT 1 B8 2 7 T

i SREZ RO RS, WA . IR

- SCREZFIGON M CRECE B DR . A B G PRl s SR
FUOP RS B

TELL T4 SCRHELTI R FHEAE MR GREM H & 58 F R I s

[F 25 T 2% SCRPEAT B S R AR 17 5 T 2%

EEGIES SCREE E L E B E

CPU A

SCREAR L 25 S HEAT FI K CPU BT (5 BT R)

Equipments Configuration

AP E I et S ORI S

Table 13 Device Number

Bin s i it

P1-L1 545 CSS MDS 40
OSN 225
ISM 1
SSD 80
TRATNE R G 20
ERATAEY M 20
e (245 160

P1-L2 Fg¥R4EHL CsS MDS 6
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OSN 18
ISM 1
SSD 18

STHAT il RS 3

P1-L2 JbFEHE L CSS MDS 6
0SN 18
ISM 1
SSD 18

AT R G 3
ek (A 12

P2-L1 &4 rpl CSS MDS 40
0SN 225
ISM 1
SSD 80

T RATNE R G 20
R RATEY AR 20
Fekbe (A 160

P2-L2 ZRIFHEH L CSS MDS 6
OSN 18
ISM 1
SSD 18

TWHARNE R G 3
TR (28D 12

P2-L2 PEFRHEP L CssS MDS 6
OSN 18
ISM 1
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SSD 18

AT R G 3
Tk (24 12

9.5.8 Features and Highlights

1. A[EEME
CloudStor CSS X & W T Se P&k h, n &Pk Eih 99.999%, BFAAR FEME &R .
LB LR T A BETT

ME 45 IR 45 gl it AR M GB e T VBN IP &%, APl N ERAs fuith L& g ol Sk, S5 P 1P REEZH
FEXAS e 4 IS 1P PRSCHARATAT — AN 2535 11 IERAS il (. ATHML) . MER B & A=, b
5% ZRIMARBENS 1E % 17 7] CloudStor CSS H (I%de, M RiE R 48 n] FEE .

TG R G AT SE L
CloudStor CSS A7l 17 s R HE AN, AR ARSI AT S, A A AT S E SR A

% BIOS ¥#it, {Ffil—> BIOS &&kubifihe, HAH) BIOS B RS, KMV AW, M f5HA -0
Fireware 3L Frr £ T4

USRI 241 JUAR, SCRpRlidl. ABhifE; ISR 141 JUA . 1Y i Y FAGEUA, A B 1t P 2 1
M LI RSN M P AR G R A 7 A BT B AL RE s MR P 1 v AT P 47 X e T

AR R G, AR

RUBE JCAIN ZR 0 A A i e R, PRI XU P 3 T
AR IKAIREN . S T RGE Al SETE;

TAE RG] FENE

I A5 RAID

A% RAID JE7E Esasure code JTUATARRIEEAE b B B0F A ) —Iior A Al FEER AR, 244 RAID

AL, el SZ I Lb A4 RAID Sy s it ] SEPE A B R A TU A s, Hole vk B 0t SCEEA T 5L 43 1
(M), JER G4 N AU S, AR, HE TV A (M) RS (ND, RS H

BINSATAET e — AR R — A MAN DMREELIREEE AL, BN M+N 35, AR N 45

PRSI A E R, RIILRAIE RGN 55 S . 04130 RAID IR 3T BRI AL LR JLAN 51 :

. SR B TU AR

EINRIERTUA TR, N+1, N+2, N+3, i T4E41 RAIDS. RAID6, A s G 4L T K224
TR

. B R e
MRS O SEREAN AT B, PRAIE RS KREEL AT UREL, SOt SE m i PEme AR Ts:, SRS DR AT il L
. SR e R R e

342 RAID Hodfs SEA4 58 i AN S 1195 [ SORME A7 SE 0 Ja IO REE 1102 RE AR AR ARG I 2 PR 2 el oK
FEAERCR S IOV SO, 2805 L RAID [REE A [l 5 R .
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2. mitkfe

o IR

CloudStor CSS A7 it RN TR GE MR HiR, [T i 234t 4*GE (M4 o8, N AC Hups
P77 GE F 10GE Wil BAT M 10, Xhlkgs RGHRIE GE R LT %5, 15 AL i H G AEAE 17 98 1)
o HETIHL

CloudStor CSS z= A4t R4 K B REFIEIA, B AETRAINE S5 22 G B U7 i) 10 o5, Tl BB B oG
BN A5, 35 2% Cache i, MM RS MEqE.

3. Wy RN

CloudStor CSS = A7it ZR4i it Scale-out /7 HATY 7%, X L2 B IAAEAR S, BEMUR 2 Rfdiff 2=
5, SSRGS e 4B .

o RPN

CSS =1t 29K H Scale-out J7 XY % AN A7-fE 1T S# P R & — i CPU. A7 flidt, H CPUINAF
TR U LA ], DRI G DA A, AN RGREOE CPUIN AR AL LR FR AR, ARELE 2 AL

1 Scale-out [FES); HENRGAEAT R INEL L BLIEN 10 WL, AEFRPFHRAIAAE T eSS O
AT LA R LRSS AP IR ST . I CSS A7t Ry A REM IR UE A & S PR R e bE T IC .

CloudStor CSS At RGP AN, AMERSEIN THAEE S0, [FNY e T CPU. INAE. W% 1455 P i
PE5t. CSS mArfil RGUH L PAF DR AAA Y RO R MR SS, IS RS e T A7t
AR T A7l RS TERE -

o MZTIYJENE

CSS At RGN MAEFH LA J7 AR A 05, DURIE H il i) 10— Rl e, HA
G PR DYy E 2. CSS nfifit RGBT 2 S5300 #41. S9300 R4 T-JK LAIKM
LA WZE 2 HES, A, IRV T X G KA it R, W2 R4 10PB 29
JEXT R4 1 EK

o ZIiBEMH

CSS A Mt RGCR A I T NS FERMEAR, WK 2RI L2 L& iERE,  EE &g
CSS At R 4c) CAIMDS & 21 H 7 b A7 U5 . CSS ATl RAAERS AT i, B
B BT S, BANRE LT ENNER, Kay B8 aE .

e 100PB Z %5t

CSS mAFHARGURMANIFR AT, AT RIS T AR ZURFR 73 2% 17 s 1) (K =2 3£ A i ()20
R, 3RS R LRSS, HHT CSS mfrfik R Gt R SCHF 185PB 7 i A .
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10 End to end Security System Design

10.1 Networking Scheme

10.1.1 Firewall Solution Overview

LTEGW S /
‘ 30GE
a AR3260
NE40EX16
E1000X3

M= €09 Tnd

'UC and WLAN domain| | Office work domain || Other D

E8160E 73 HI7E L1 1 L2 South LIRS 5 AN 50 2B AEAZ 00 % 2% A LTE 24 5¢, 55Euh T
IPSec #H:, fEfnlsieE, RIEM 24, WG ESL60E LTE MRiziTHEEA TN, HFHMG
E8160E H51% 0% %% NE4OE-X16 it =4~ 10GE ¢ 11 H 5k,

[AH7E L1 A1 L2 South .00 MH 11T ES160E LAXUHL# S T S\t e 4= Fi ¥, E8160E 5 AT G HES I
S9712 43liEit 2 4~ 10GE O HiE, 5 FTHEHES R S6748 4 7iEit 2 4~ 10GE Y63 1 HiE,
HEAT ROV B 45 1) 22 A Bl 7 o

E1000E-X3 #5287 L1 F1 L2 Command Center [f] internet H A7 &, J5 B KBS B0 B 9 UL R 17 [l 428
HIAIPS Thig, FRMAN A EFIT, EL1000E-X3 5 FAT AR M st 1 /> 1GE Yefe D H Hk, [F]
HTFTMERESR S9712 43l T 2 4~ 10GE Yefe O HiE.
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10.1.2 E8160E Deployment Scheme for Core Network

S9712

gperator perator
o) &
NVR

Vlan 100 - 110 Vlan 200 - 210 Vlan 300 - 310

E8160E & 7EtZ M 1, KA H T, PEF/ITENTEAE S67 F S97 A2l k], S67
S97 KHMES T, &KW 10GE $: 11 F1 E8160E #Hi%, [ F4TMA 10GE %1143 %M eth-trunk
HATHERSTNGE, 14T S97 FIFAT S67 & 2@ M, B KEis T4 =2 i hsiA, kAT
NE40E-X16 iz1T OSPF #Hi.

1. E8160E % il

E8160E fl_LAT4% Lo Hi#% NE4OE-X16 2 [1], #E#£121T OSPF B b, REALE L internet Hi
TR PRI, IR AR R TAE R,
OSPF 2% %):

Network OSPF Area
P1-L1 Intranet 1
P1-L2-South 4

OSPF Instance planning:
Use OSPF instance las Network IGP instance.
Link Cost Planning:
Set OSPF link cost as 10 by default.
Link type Design:
p2p
Authentication Design:
OSPF enables security authentication, and the MD5 password is W City-Huawei..
Timers:
OSPF Parameters Table

Parameter

Hello Interval 10s
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Dead Interval 40 s

ospf timer retransmit interval LSA 5s
Isa-arrival-interval 0s
Isa-originate-interval O0s

ospf trans-delay interval 1ls
spf-schedule-interval 1ls

2. E8160E JT )3 DDOS BB i 1 fig
E8160E nJ LASZHFLLF DDos Xt

Attack defense function

DNS flood attack
ICMP flood attack
SYN flood attack
TCP flood attack
UDP flood attack

Scanning attack defense function

. IP sweep
. Port scan

Other

Fraggle attack

ICMP redirect attack
ICMP unreachable attack
IP Fragment attack

IP Spoofing attack
LAND attack

Large ICMP attack
PING of death attack
Route Record attack
SMUREF attack
Source Route defense
TCP Flag attack
Teardrop attack

Time Stamp attack
Tracert defense
Winnuke attack

DDOS L AEifiFE:
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SRS

g \IEBUAE
el £ 550

B, HATERAR: HBEEHMTEA RN IP KB E, S8 HE T 28 P R
[ = bypass;
B, PABGEIEE: ik PR A I ORI I 1 W T SC 0 R A R S 9
W00, IR AVENE: TN AR AvErE, Bs B ek T H R ISk, EID R
ZATFEAR BV O BEAR 45 28 R P it 58 A 1, PR AE N AR I 2 /T, AN I B S i
AR5 55
FVUL, FETAUEEYE: ST S UREUEIT R BT E sl I B i (R 1 R R S M
FHAE, REEE s EESERGEE I HARY u ) TR el AR A B, PAX ) E H
P AT A5
N, WMEEIE: AmEa b S P G, WEAIRIR K, B SR e, s R
MEAIEEAR, R P Z8 A e H 5

3.  E8160E % 4By L) ke

@1 Command Center Jiij (¥ 24 X1 73 2] 51 2 A0 1% 488, internet Sy X 4% &1l 43 B 20 22 4358,
B ) SR BB ™ b () A 3o B SR o B k% L RE SR VRIL T 21 22 A SRS 1R 1P AR I P I F 1 ) o 3ol i
VA — P N 28 22 AR AP AL, 43 100 A AN A [R) A [ 22 4 20 0 I 6% 2 TR B IR N R i, A
E8160E ‘¢ 4> V) e 1) L B2 pli i 43

T B R IR, E8L60E SEARMUR AT B, ARSI 1P sk, H (¥ 1P uhik. 1P 2P
AR L JE OISR SR L g S R 5 A, SRR ARG Ve B SE RN ATIE G, JF
R VG P 5 RN R SR I e B2 S AR

N T B ETh e, T EECE R AL I . E8160E K ACL & SRl ug R, R oK ACL
2 FH T A AV 22 4 X sl ) 22 A Xz ), 3Ry shing, A IEshfe 2k,

4. AEEPEUT R

N master

_ — slave
NE40E-X16 — E’ —y
Switch

Switch
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master

- — slave
NE40OE-X16 — }%‘ -
Switch

Switch

197 <k 3% 75 S H NEAOE-X16 % 2% [W3E 1T OSPF W3, Bli KBS S67 AZ # L — i VRRP i,
{f VRRP g HuhE{F R A ML T 45 1) — Bk bk ok ARAIE i S0 A 31 6 By ki Lo

E8160E T/ 4541, ZEBE KBS 14T % th 2% LR e B 2% COST {H, RIS
[ —i i) % th s BiE R, B e AEp ki LR E Y HRP R4 OSPF # i COST {H i
A, BB KBS R AT RSk COST, {RUEN S 7 [/ — 14 () i 2% L4k, TRl ok hib |
fid'®E —A VGMP, EATH R0 LY VRRP IR [A]—4 VGMP 41+,

TG 5 K3 2 (B RPIRES R 20 1R 5 22 N RE AR N Do R BE I o (HUE O 1 ek i 4 2 5 35010 Lo kR
WEK, BRI LR OB . A2 B RS

R AT R ORCE link-group, 1F 2 ARIEER VRRP 4% 11 down [R5, OSPF [148 )& 2445 down,
N4 LA RG s BRI 0 — Bk 25045 i M 4% 12 DRR (R UE BRIk BE B 1 220

10.1.3 E1000E Deployment Scheme for Internet

AR3260

E1000X3

L
Ay=ne TG TS

{UC and WLAN domain| | Office work domain ||  Other Domain
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E1000E #5876 FLE H 1, SRR B, — 3 — & BB AL S97 Ml AR i that 2 Ia], S97 KHIHES
Jia, H R WA 10GE # 1/ ELI000E #HliE, AR % KH— GE #1115 E1000E Hi%, 1 L F7#kiE
1T OSPF 4 i
1. E1000E-X3i% it
E1000E-X3 1 I FAT = % Hh ds sl — R AL 0], HEFFIZAT OSPF B Hi P, AERE I L
internet tH B PROEIA, ARy PR TR
OSPF Z % &l:

Network OSPF Area

Command Center Inter-connection

P1-L1 Intranet

P1-L2-North

P1-L2-South

0
1
2
P2-L2-West 3
4
5

P2-L2-East

OSPF Instance planning:

Use OSPF instance las Network IGP instance.

Link Cost Planning:

Set OSPF link cost as 10 by default.

Link type Design:

p2p

Authentication Design:

OSPF enables security authentication, and the MD5 password is W City-Huawei..
Timers:

OSPF Parameters Table

Hello Interval 10s

Dead Interval 40 s

ospf timer retransmit interval LSA 5s
Isa-arrival-interval Os
Isa-originate-interval 0s

ospf trans-delay interval 1s
spf-schedule-interval 1ls

2. E1000E-X37F )i IPS NAZ B
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PRPESCIN IO A, AT R K S AW, AR N RS, R R R e B
B g R AR, KA Internet FIGHRALTI ), NI I andE R, RIS IPS
RpHEHE I IIRE, KL AR HT.

E1000E

NE4AOE-X16

L1
Control Y,
Center

IPS T AERE:

S —
Application data Protocol _ Rfiﬂf”se
reassembly identification and

action

o VA Al
B KBS S FF B AL IP 29 Fr AR TCP Wi 4L, (Rl 2 B g sett, By 1k Mg deid@at 2 A
(OB Wel S i ree = oAl

® L
B17 k5% 1PS D545 48 03T S O AR S, 17 K B8 ] DA T4 S0 P 20
FZP, Krosc 2%, e sk .

®  JUMURRAE S
Bi7 KA RIS TR IS 5 158, 5 1R X RS A R S R AEREAT XS b, HUAT TE LR AE R 9R 3¢

MDA

o KlzhE
B7 S AR A TG (1 S RN UC I S5 RS BN, LT IPSRFAE, FEMEULACSS, BEATIRSCM &
FE, [P RIE AT N

3. E1000E-X37JF ) DDOS Bi¥idizhig, E1000E-X i LASZ 5L N DDos Mili

Attack defense function

DNS flood attack
ICMP flood attack
SYN flood attack
TCP flood attack
UDP flood attack

Scanning attack defense function

> IP sweep
» Port scan

Other

»  Fraggle attack

» ICMP redirect attack

» ICMP unreachable attack
» IP Fragment attack

YV VVVYYV
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IP Spoofing attack
LAND attack

Large ICMP attack
PING of death attack
Route Record attack
SMURF attack
Source Route defense
TCP Flag attack
Teardrop attack
Time Stamp attack
Tracert defense
Winnuke attack

VVVVVVVVVYVYVY

4. E1000E-X3%2Wifr ik

1 Command Center ¥iij (% 4% kil 73 21 51 2 A 900 122 435k, - internet i [ 4% i) 73 IR ] 22 43k
B ) SR IR ™ b () A o B SR o B k% HURE AR VFIL T 2122 A SRS 1 1P AR 1 P D Fg 1 ) o 3ot 31
R — T A 2 22 A R HILT 4 08 R AN ) BSAN [) 22 A 2 1) 9 24 2 TR 5 s TR e AR o
E1000E-X3 %4> Ll fig 1) H B4 5345 -

XTSRRI, EL000E-X3 SGERHUR AT B, BIFRSCHY 1P kb, H % 1P uhik. 1P
J2 P AR L2 PSR PRSP 11 R R 5 A%, AR A MRG0 A e R 14T TR
AR VT E 45 SRR SR U fe s 2 SR AL PE

N T SEBLAL eI E, A E — R AL IERIN . E1000E-X3 Rl ACL 5& SCRLJERIIN, 4R okt

ACL NI T AR 22 4 DO E A [ 2 Ax DXk 2 8], R osciahing, it g s e tak.
5 mHEEMETE
master

———>

-

ARrouter slave .
Z

Switch

By kb5 BAT AR B8R R AT = )2 S97 2 [8] 3 5l OSPF 3.

E1000E-X3 444/, 0T LAAERHE KBS H b AT 6 th 2% X 4 08 B BRI R 3% COST {H, R
AR — I B s b FE A, aE SRR KB R EARYE HRP IR ¥ OSPF ¥ i) COST
T4, A& B K% R AT % IS K COST, ARAEME4s HAE B K Bs Edk

24 E1000E-X3 Fll AR Z [a)frBE i i fis, B kB% &2k F 44181, E1000E-X3 4445 il 3= by k45,
E1000E-X3 4% 4% by ks

KBS KA E 4B ¥ 2 5, EL1000E-X3 E 42T H B 5 08t 575 4 kA i b, b m
E1000E-X3-1 4 ¥, WHAMEEKAE S K H, 1 ELOO0E-X3-2 A8, T #4555 kK%, S ok Ak th
(2 S AN E—A cost { (BRI Z 65500), B EH & Ik, W4-#5 M EL000E-X3-1
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FAE e LA B AT AN KR AT R % s O BE R down sl R ph A, #R 51k Bk

10.1.4 E8160E Deployment Scheme for LTE

IPSec $2 41t IP f£40 F 1z U, PRI sesErEfmT HPE. T IPSec i&xt IP 24t
2 RS, Bk EE P, 541 TCP. UDP. ICMP. SCTP %%, #8] LA XS AR 4% .

IPSec &M TRl 1P 22205 KIPMCHERLER, 4 1P s iR dde it 7 mi B, o B ERAE
B AN g A TAEXUS ZIAFE 1P JRIE I 5 g R I E S5 U 3, R ORIEAE t e R 2% _EA%
i BAT LR 2 4.

B RATE——IPSec WUy fEAL i A 2 ek I n ,  UsSCIE ik, PRESORE AA A T
B SRR E——IPSec H N BOE T RIE R I EE A REAT IR, DLRIE B A A i R B

.

B E——IPSec MU IPSec t R AEIEATINAE, DAORIIE1ZEiCHs 02 t A AR A Ty &
BRI

B PE——IPSec #C5 W DU I RE A g SN R, B B RO S RO PR SO R M B,
BBk

IPSec j& —MIMUE, TFEWRBZ AP 52k IPSec BEIE f @, A 4R 2355175 e IKE (Internet

Key Exchange) WK A0, X PMSCE AR H Internet 22 46 RN 2 9145 BP0 ISAKMP
(Internet Security Association and Key Management Protocol) & X [fHESE |

1. WENE

2 AN M ISR — £ — %73, Il4EAE NE4AOE-X16 -, Il NE4OE-X16 21T OSPF B}, W1

SeGW XA M [F—AN tunnel IP 1% eNB B%iE ¢ i (1 ik . eNB F1Ze 42 9 5¢ 2 0] Je F—N s % i

AFITA NS, 5 S1F OAM. Vi N eNB 3224 W 3¢ 2 1R AT s A4, MR 3R AR (1) 6 th

BHTHE ) . S1 R OAM [R5 e EIEFERZ O M o T T, MAZ O P[RSR 3t i/ SeGW F ik

T Ja, k4% eNB.
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$6743
84 |

eNodeB1

|1 gil)

eNodeB2

2. AEH R

AR HAUE T ORI P23 B0IE, Pre-Shared Z4/& VPN 3 sl [H 3L — M350 CAFHD 1)
WETT e

3. Ty

LTE B2 N M4 1 T B AL s i 1 -

n S1interface #ds, WHE S1#HMH (S1-C) 1 S1H /7 (S1-U) %k,
n OAM, HfERIZEd 5
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ATUH 708 EFED P, b iz AIEH— IKE SA, [FE, RIEAFNLS 1P, W2 Xt
IPSec_Child_SA X} %A [F] [k 8- i i

eNB 11ke SA; SeGW
21PSec / MME
child sA
S1Stream o (=
\ S_GW
OAM Stream ® *
M2000
4. HlBol

E8160E-1, E8160E-2 54l fH 2% NE4AOE-X16 [ H 1% H it & #7A OSPF cost, [ E8160E-1 #:11
i) cost /T EB160E-2 [ cost, f# I FAT#s h#s) F—Bkifit ES160E-1;

AT EAL . eNB F] ePC (MME/SGW/NMS--+) [ FATH B4 33 NE4OE-X16 -1 £ IPSec p&il,
BT A2 eNB $2 Hll, 252 E8160E-1 (1) Tunnel-IP; IPSec il & 7F E8160E-1 fift 4 35 7% %
i v NE4OE-X16 -1, NE40E-X16 -1 # %% 3| ePC ¥ £

TATiEAHE: ePC (MME/SGW/NMS:--) %] eNB [ F4T7%i &, {f Backbone il 4! 1184 85~ —Bkik
1k E8160E-1 4 I Hbhil, i (r ESL60E-1 i idt S me 448 il 7 22 hn %% (i = 1 IPSec fFiH .

10.2 Reliability Design
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10.3 Equipments Configuration

The Huawei E8160E proposal fulfils the above RFP requirements and also provides the enough
scalability required for future expansions:

Table 14 Equipment List for XX Iii H IP carrier Network

Network Element Name E8160E Accymulated E1000E Accm_JmuIated
Quantity Quantity
L1 Command Centre 4 2
L2 Command Centre North 2
L2 Command Centre South 4 2
L2 Command Centre West 2
L2 Command Centre East 2
summary 8 10

10.4 Features and Highlights
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11 Data Center Engine Room Design
11.1 Design Principle
Data Centre is the core of business activity, suitable expansion space should be considered and the
design should be based on 24/7/365 operation, especially with the unstable power situation, a customized

power solution should be recommended with 24/7/365 operation, low cost and easy maintenance;

International standards are very important reference for Data Center design. We shall design Data Center
to match international standards.All the design followed international standard as below:

ANSI/TIA-942-2005: Telecommunications Infrastructure Standard for Data Center

ANSI/TIA/EIA-568-B.1: Commercial Building Telecommunications Cabling Standard; Part 1 General
Requirements

ANSI/TIA/EIA-568-B.2: Commercial Building Telecommunications Cabling Standard; Part 2 Balanced
Twisted-Pair Cabling Components

ANSI/TIA/EIA-568-B.3: Optical Fiber Cabling Components Standard
ANSI/TIA-569-B: Commercial Building Standard for Telecommunications Pathways and Spaces
ANSI/TIA/EIA-606-A: Administration Standard for Commercial Telecommunications Infrastructure

ANSI/TIA/EIA-J-STD-607, Commercial Building Grounding (Earthing) and Bonding Requirements for
Telecommunications

ANSI/TIA-758-A: Outside Plant Telecommunications Cabling Standard

IEEE C2-2002: National Electrical Safety Code

NFPA 70: National Electrical Code

IEEE Std. 1100: Recommended Practice for Powering and Grounding Electronic Equipment

IEEE Std. 446: Recommended Practice for Emergency and Standby Power Systems for Industrial and
Commercial Applications

Principle:
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Data Center requires high availability to run the business. But not all Data Centers can meet the
availability criteria. According to ANSI/TIA-942 standards, Data Center can be classified to four tiers.
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1. Availability Tiers
Availability Tiers ‘ Tier [ ‘ Tier Il Tier IlI Tier IV
Redundant Components N N+1 N+1 2(N+1)
Annual IT Downtime due to | 28.8 hrs 22.0 hrs 1.6 hrs 0.8 hrs
Site
Site availability 99.67% 99.75% 99.98% 99.99%
2. Security

Because of sensitive business, Data Center is a critical place. Physical security is necessary to be
built up for Data Center protection. It should be able to prevent unauthorized people entering Data
Center.

3. Reasonable cost

As energy consumption increasing continually and energy being more and more expensive, power
consumption of Data Center is the biggest part of operation cost. Reducing power consumption is
one important consideration during Data Center design.

4. Manageability

Data Center is an integrated project with all kinds of subsystems. Modular design allows to create
highly complex systems from smaller, more manageable building blocks. These smaller units are
more easily defined and can be more easily managed.

5. Design Level
Based on the understanding of A country W City Security Surveillance Project, Huawei recommends
a Tier2+ design;
11.2 Design Requirement
11.2.1 L1 Command Center

T 55k Tier3;

AT FI ) 2h;

WUAEHE 5 ThFE: 64 NMCHAUE, 12 N ERHUE:
FE: ASWMIIETIR 4A00KW, HIMLIEFR 52KW;
AN I KD FE: 6.25KkW;

B K D)FE: 4.33kW;

WA LA W CE B8R AR RGO LD A FAEE R B AT A%, BB 2 SR BHEHL HLDs
PR HEA TR A7 o
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11.2.2 L2 Command Center

WL EH Tier3;

B 25 TR 2h;

IT RS 14 DNSCHAUE, 12 DS E R,

IT HUAEZHRE: AWML T K S0kW, BRI TR 42kw;

AT I KT HE:  3.6KW;

HRHUE K DHE: 3.5kW;

W B L2 U5 W RCE BB IR RGNS WAL S & AT A%, BB 2 S EE BN
HUGs EATAIIIE 4%, ISR P R G n] R R 2 7 MR WS 2 NIRRT LS
PRI B AT MR A

11.3 Power system

Huawei will be responsible for a total power solution after utility station, including Primary & secondary
power distribution board, ATS, Generators, UPS, DC Power, Battery, PDU, PDF and power cables, etc;

MOI should supply required utility lines with abundant power capacity for L1~L3 sites;

11.3.1 System overview

The power supply system is a key element in Data Center infrastructure. The system should include
dedicated electrical distribution panels and enough redundancy to guarantee constant uptime. A
well-designed electrical system will provide consistent power and minimize unscheduled outages.
Equipment subjected to frequent power interruptions and fluctuations is susceptible to a higher
component failure rate than equipment connected to a stable power source.

Litilgy Power 2

==
‘% transfarmer IT #qu pm{rll racks
Fawer s ! o, .
Digtribution U j! I’

-
Generators L
vl i rd & i

Litilgy Power 1 (0]

== AL switchgaar
—
é Powier

tranafarmar

Figure 24  General Data Center Power Flow

11.3.2 Generator

Consider the unstable power state in W city, if available, two utility inputs from different shut-off schedule
lines is recommended to be supplied, which can greatly reduce the fuel cost of generator system. Also
N+1 redundancy generators should be considered as one on-duty, one standby, the diesel generator
system is composed of two basic subsystems: (1) the generator, which is made up of the prime mover, the
alternator, and the governor, (2) the distribution system, which is made up of the Automatic Transfer
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Switch (ATS) and associated switchgear and distribution. Permanent load banks or accommodations to
facilitate connection of portable load banks should be provided for large size generator system.

Figure 25 Generator
11.3.3 UPS

» 600KVA UPS

To save space and reduce final investment, Huawei recommends to supply 2pcs 600kVA UPS to
cover the IT loads of L1 (refers to Figure 2-1 Equipments Plan of L1Type Site and Figure 5-1 Power
Plan for L1Type Site)

Emerson UPS is recommended or equal products;

Hipulse U series UPS is manufactured by the Emerson company which is one of the Fortune 500
companies. The main technical features of Hipulse U series UPS includes:

® Online dual-conversion design, completely eliminating the influence of grid pollution and failure
of mains and generator on the load

® Output power factor up to 0.9, more suitable for the servers, computers and network centers
which adopt power factor correction technology, with over 10% more loading capacity than
traditional UPS

Advanced DSP and digital control technology (the 6th generation) with higher system stability

Multiple input harmonic suppression technologies to achieve higher power efficiency Zero
phase shift output isolation transformer minimizes the influence of neutral-ground voltage and
load harmonic current on the inverter

® Outstanding output overload and short circuit capacity ensures system stability and safety under
extreme circumstances
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Advanced distributed parallel technology, 6-unit parallel without centralized bypass cabinet
Super wide input voltage and frequency range, adaptive to adverse grid

Input/output filter as standard configuration increases the EMC of the system

Intelligent battery management achieves automatic battery maintenance and prolongs the
service life of battery

6-inch large LCD, user-friendly Chinese/English display interface

Isolated duct and redundancy fan design by layer, coating protection for circuit board and built-in
dust filter screen ensure efficient heat dissipation and provide effective protection in adverse
environment

» 60KVAUPS

It will be deployed 3pcs 60KVA UPS in L2 Command centre according to the power consumption of
equipment

New Technical Features:
® Superior Energy saving and environment-friendly

Energy > 96% at 50%-75% rated load, and>95% at 25% rated load; input PF>0.99, input
THDI<3%

® Superior capacity of powering load:
Output PF is 0.9, no need of power duration with load of leading or lagging PF
® Easy-to-install:

Top or bottom cabling, no need of input cabling cabinet, weight of 160KVA UPS<300kg with
footprint of 0.5Sgm

® Easy-to-maintain:
Full front access, UPS, failed part can be replaced shortly
® FEasy-to-modify:

The number of battery cells can be configured flexibly, so the original batteries can be used
when modifying the legacy system; moreover, the battery cell can be replaced in time when it
fails without interrupting the normal operation of UPS

Main Technical Features:

® On-Line Double Conversion, fully isolating the influences of power grid pollution and power
failure from utility power supply and diesel generator to load

® Advanced DSP full digital control technologies realize higher system stability, online capacity
expansion and maintenance

® Advance distributed active parallel technology realizes parallel operation of 4 UPS units and
online capacity expansion without centralized bypass cabinet

® Digital load sharing technology features extra low cross current and extreme high system
reliability in parallel operation

® Adaptive to severe power grid environment due to extra wide input voltage and frequency
ranges

® Extra strong capability to withstand output overload and short circuit, ensuring the system
stability and system safety at limit conditions
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Intelligent battery management maintains battery automatically to prolong the battery life
6-inch extra large LCD that can display in English, which is convenient to use

Efficient heat dissipation and effective protection under severe environment due to its
independent layer-sealed ventilation channel and redundant fan design, as well as the
paint-protected circuit boards and built-in dust filter

» 20KV UPS
2pcs 20KVA UPS with 5minutes backup battery will be supplied for working area to avoid power
interruption when power switchover;

11.3.4 Primary & Secondary Power Distribution Panel

DB cabinet should be made of steel sheet with proper painting, lightning protector, current leakage
protector, opened from top and bottom for cable entrance, analog voltage and current meter should
be supplied;

11.3.5 Power Cable

» The ambiance temperature as well as the load for cable accumulation shall be taken in account
as per the country requirements.
» Power cables are installed with different sizes according to the load requirement.
»  Power cables shall be steel strip armored type EYR.
»  Grounding cables shall be yellow/green colors with different sizes according to the site
requirements, NYA type;
11.3.6 Power Socket

Two types of power sockets will be supplied, one type is used for regular loads, when power switch over

between utility lines or generators, this kind loads will be acceptable to be shortly shut-off, and the other

type power socket should be connected by 20KVA UPS, which can supply stable power without power

interruption, this type power socket will be used for the critical loads, such as desktop, wall screen, printer,

emergency lighting, etc;

A dual power sockets should be supplied for each seat and proper position in data center and office area;
11.4 Air Conditioning System

A/C system is used to produce cooling power to balance the heat and control air humidity. Suitable

temperature and humidity can not only help equipments working stably, but also increase lifecycle of IT

equipments. A/C system also creates a comfortable surrounding for people.

Recommended air conditioning:

Temperature 22°C+17C

Humidity 50% RH+15%
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Consider the size of data centers are middle or small size and the heat density of racks is not designed as
3kW/rack, general data center cooling solution that raised floor plus under wards air flow precision air
conditioning can meet the requirements, as follow

Figure 26 Air Flow Plan of Data Center

Hot and cold aisles is a basic and important condition for thermal management, by configuring cabinets,
racks back-to-back pointing to hot aisle and front-to-front facing cold aisle as following figure. Cold and hot
aisles can observably increase efficiency of cooling power.

Precision Air Precision Air
Conditioning Unit Conditioning Unit

- =
-~ -

/N
S NS

orated Tiles des radlos

Figure 27 Figure 6-2 Cold and Hot Aisles

The whole system should be designed for 24hours x 365days, and extreme weather should be
considered, so abundant cooling capacity and standby unit should be supplied;

Considering of the climate in A country, T3 type air conditioning will be supplied. ( Highest running temp. :
T1-43C;T2-35C;T3-52C; )

For L1 site data center room:

Average load of racks’ power consumption is 3 kW. Data Center Room 1 can contain 72 cabinets. The
cooling capacity of the AC in Data Center Room1 follows:

Equipment electric thermal load: 449kW;

Light thermal load: nxS1xp =2.24kW;

Frame thermal load: WxS2 =5.34 kW;

Total thermal load: 390Kw + 2.24kW + 5.34kW = 397.58kW;
Cooling capacity: 180kW/0.8=497kW;
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(compressor efficiency=0.8)

Take (N+1) ,497kW/7, each AC’s cooling capacity >71 kW.
contain: ¢: DC equipment heat elimination modulus 0.9;

AC equipment heat elimination modulus 0.8;

n: daylight lamp power consumption in one square meter=17;
p: heat dissipating capacity of daylight lamp =0.8;

Sl:area of the room, LxD (L: length, D: width);

S2:frame area of the room, LxD+ (L+D) xH; (H: high);
W : loss heat in one square meter=20W;

Conclusion:

Data Center Room1 need 8pcs precision AC, cooling capacity of one >71kW, Blowing-in method is UA,
Only for 76pcs racks in phasel;

For Data Center, Huawei proposes Liebert PeX precision air conditioning or as equal, and N+1
redundancy solution will be considered;

Figure 28 Pex A/C Photo

Downflow - DX

Model Size 2050 2060 2070 3070 3080 3090 3100

DX - Air based on 24°C DB, 50%RH, 45°C condensing

Scroll compressor, FC Fan

DX Total Kw 46.4 60.6 66.9 73.9 81.4 89.3 100
Sensible Kw 43.2 53.5 59 68.2 71.1 79.6 88.4
Air Flow m%h 12960 16200 | 16020 | 20160 20160 23940 | 23760
Evaporator Fan

Standard FC 2.2 3 3 2.2 2.2 3 3
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Motor Kw ‘ | |
Compressor - Copeland Compliant Scroll with Crankase Heater

No. of 2 2 2 2 2 2 2

Compressors

Unit Cooling 2 via Compressors

Steps

Humidification

Standard Infrared 10 10 10 10 10 10 10

- kg/h

Unit Dimensions & Weight

Width - mm 1703 1703 1703 2553 2553 2553 2553

Depth - mm 873 873 873 873 873 873 873

Height - mm 1970 1970 1970 1970 1970 1970 1970

Unit Weight - kg 670 700 720 970 990 1030 1050
Notice:

All rated capacities are nominal values based on ESP for downflow 20pa and for upflow 50pa at sea level
for R22. For net capacities, deduct fan input power.

oh
2 %
700

?‘90 ‘?JSG

1970

For Power Room, Huawei proposes Liebert DME precision air conditioning, and N+1 redundancy solution
will be considered,;

Cooling capacity request of Power Supply Room is (290 ~ 320kW ) /m2.
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Cooling capacity: 22.3 x10.2x (290 ~ 320kW ) /m2 = 66~72.8kW, Take max 72.8. Power Supply Room
need 8pcs AC including one standby A/C unit, cooling capacity >10.4kW.

Product Photo:

Figure 29 DME Product Photo

Product Parameter:

A/C Type DMEOQ7

DMEO012

Cooling Capacity(ZZOC, 50%rh)

Total Cooling Capacity 7.5KW(6485 12.5KW (10802
Kcal/h) Kcal/h)

Sensible Cooling Capacity 6.8KW(5848 11.3KW (9735 Kcal/h)
Kcal/h)

Sensible Heat Ratio 0.9 0.9

Fan Parameter
Fan-High Speed m /h 2250 2700
Fan-Low Speed m /h 1950 2400
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Full load current A 2.4 2.4

Compressor Parameter

High Pressure Protection (MPa) 2.8 2.8
Low Pressure Protection (MPa) 0.14 0.14
Max. Current (A) 4.8 9.1

Electricity Protection Parameter

Over-high Voltage Protection (V) 475 475
Over-low Voltage Protection (V) 285 285
Phase-loass Protection OK OK
Phase Reversal Protection OK OK

Product Installation Space Design:

Figure 30 Installation Space Requirement

For L2 Data Centre, 3pcs 76kw air conditioner will be deployed in data centre room,
For office area, comfort air conditioning will be supplied for cooling as required;
11.5 Fire Fighting System

Huawei will supply FM200 fire suppression system for data center rooms, and fire detection system for
other area and equipped with handle fire extinguishers;
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Fire fighting system consists of repeater panel, smoke detectors, heat detectors and control system in the
data centre. Short circuits can generate heat, melt components, and start a fire. Today there are three
ways of detecting; smoke detectors, heat detectors, and flame detectors. For the purposes of protecting a
Data Center, smoke detectors and heat detectors are more effective. Spot type detectors are effective in
small Data Centers and Core Rooms. The intelligent detectors shall be distributed and fixed using screws
in the ceiling of the data centre, looking more or less like a ceiling lamp.

Control systems are the “brains” behind the automatic extinguishing system. Fire alarm panels are either
conventional panels or intelligent addressable panels working with detectors of the same type
(conventional or intelligent / addressable) and with the same communication protocol. Depending on the
panel, it can control the sensitivity levels of various components such as smoke detectors and can be
programmed to alarm only after a certain sequence of events have taken place. The control panel shall be
of the wall mounted type, and shall also be suitable for mounting flush in a console.
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Figure 31 Automatic detection and extinguishing system (For Data Center Only)

Once afire is detected in a Data Center, Fire Suppression Systems is critical to quickly extinguish the fire
with no effect on the Data Center operation. The system shall consist of a gas control unit, connected to
the fire detection system and storage vessel, mounted against the wall or equivalent extinguishing agent
for the area required.

Afire-extinguishing agent is a gaseous chemical compound that extinguishes a fire, as a gas, by means of
“suffocation” and or heat removal. There are some methods can be provided to extinguish fire, but we
recommend FM200 fire suppression system. FM200 uses the gas which is quickly dispersed around the
equipment. It works quickly, is safe for people, doesn’t damage hardware, won’t interrupt electrical circuits,
and requires no post-discharge cleanup.
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Fire Suppression System

Figure 32 Schematic Diagram of fire suppression system

11.6 Cabling System

In this design, cabling system only consider cable tray/ladder for installation requirements of generation,

power distribution, UPS, DC Power, Air Conditioning, etc; the cables and cable installation work will be
proposed with equipments installation;

Data Center Cabling System Overview

(A) Main Distribution Area. MDA
(B) Horizontal Distribution Area. HDA
(@) Entrance Room, ER "

\’N‘ Equipment Distnibution Areas. EDA
(J) Zone Distribution Ares, ZDA .

Figure 33 Data Center Cabling Case Sample

Cable tray

Cable trays shall be hot dip galvanized to a minimum of 70 microns installed to carry and protect the power,

control and grounding cables with the following dimensions: Height 60mm, Width 600mm or otherwise
specified, Length 3000mm and Thickness 0.75mm.

No sharp edges in the cable trays and covers are permitted.
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Cable trays will be installed between generators, ATS, A/C and MDB.

All cable trays shall be grounded to the earthing system.

Figure 34 Data Center Cable Ladder Installation Effect Picture

11.7 Facility Management System

As a centralized platform, building management system should integrate with NOC for continuous alarm
monitoring and event reporting, including building automation system, access control system, water
detection, fire protection, CCTV system, air-conditioning, UPS and other power systems.

The system should be capable of local and remote monitoring and operation through LAN connections. All

individual equipment/ systems shall remain in operation upon failure of the central Building Management
System.

Facilities management system includes three subsystems: power and environment surveillance system,
access control system and CCTV surveillance system. They defend all kinds of threats in the data center.
When the moment is necessary, the subsystems can act together to reduce the risk to the least.

Facility Management

System
Power and CCTV Surveillance Access
Environment System Control
Surveillance System
System

Figure 35 The component of the data center facility management system
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Figure 36 Topology of the data center facility management system

11.8 Power and Environment Surveillance System

» Requirement Analysis

Traditional methodologies for monitoring the data center environment are no longer sufficient. With
technologies such as blade servers driving up cooling demands and human activity such as malice
driving up data center security requirements, the physical environment in the data center must be
watched more closely.

In data center, the physical threats to data center equipment include power quality, air quality, smoke
and fire, water leaks, and human error or malice.

In order to reduce the risk to the least, Huawei can provide a professional facilities management
system: power unit monitor power quality, load, and battery health; cooling units monitor input and
output temperatures and humidity; fire suppression system - the one that are required by building
codes - monitor the presence of smoke or heat; access control system keeps the unauthorized
personnel out of the data center; CCTV system monitor the data center by real-time video.

»  System Design

Various types of sensors can be provided early warning of trouble from the threats described above.
While the specific type and number of sensors may vary depending upon budget, threat risk, and the
business cost of a breach, there is a minimum essential set of sensors that makes sense for most
data centers. Table 2 shows guidelines for this basic recommended set of sensors.

Placement of the sensor

Alarm Sensor Type Description

1 Temperature & Humidity Monitor the temperature and humidity
sensor at critical points of data center;

2 Water leak sensor Water leakage alarm;

3 Smoke or heat sensor Fire alarm signal,
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4 Generator signal integration Generator status monitor

5 Fuel level detector Generator diesel fuel level monitor;
6 Switchgear signal integration Switchgear status monitor;

7 UPS signal integration UPS status integration;

8 Door switch Door status monitor;

9 Door alarm Alarm when door open;

10 EPO function Err:jeg?ﬁ(;czes;;p for generator, UPS

Aggregating Sensor Data

With the sensors selected and placed, the next step is the collection and analysis of the data received
by the sensors. Individual sensors do not typically connect individually to the IP network. Instead, the
aggregators interpret the sensor data and send alerts to the central system and/or directly to the
notification list. This distributed monitoring architecture dramatically reduces the number of network
drops required and reduces the overall system cost and management burden. Aggregators are
typically assigned to physical areas within the data center and aggregate sensors from a limited area
in order to limit sensor wiring complexity.

So in the data center, in order to eliminate the single-point-of-failure risk of a single central
aggregation point, and supports point-of-use monitoring of remote server rooms, there are
aggregation points distributed throughout the data center per floor, with alert and notification
capabilities at each aggregation point.

11.9 Access Control System

Huawei can supply total solution for access control system based on the bidding documents;
» Requirement Analysis

In order to prevent unauthorized people to enter the data center freely, per entrance is designed
to install access control equipment. The system should control and allow any staff to get access
to specified area using the same proximity card with different user group defined by the system
administrator,.

All doors should have break glass panic button which can release the door lock in case of
emergency. Double interlock to control people access to core room, battery room, etc.

Access control system will be installed for specified door and entrance, password, IC card and
fingerprint type can be selected,

»  System Design
System Overview

Access to the site should be secured by identification and authentication systems. Additional
access control should be provided for crucial areas such as the core room, UPS room, battery
room, electrical rooms and etc. Data centers should be provided with a dedicated security room
to provide central monitoring for all security systems associated with the data center.

Design Principle
»  Stability
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System support industrial standard card-reading technologies, and ensure access control
system can work stability.

»  Expandability

The system is in modular design, which means the system functions can be expanded as
required, depending on the market situation and user demand.

11.10 Data Center Networking Scheme
11.10.1 Monitoring Management System

%g% GAETR—RMATEI, LA LLIFEF 44 L2015 # N B — A NetEco #lJ7 & H & i 5L A4
—EH.

AN L2 WL Jr BB N A B B 3 B, W A T AL e Y A BN LL AL B NetEco #L 5 & R 4.

NetEco #l 75 % £ % i 42t Web fR%-F &, A x4 AR 7@ 3¢ Web 77 KX 34 ] NetEco #L5 % ¥ % &
TS, TRAGRAES. L2455, MR ARITEES. AABRECHE. WWETE. NFEPSHIE.

| L1 i

L1EHE
L1UPSZE
L1 B S
)

LAN

Lisne || Linses || Lnses || Linsss

Figure 37 Monioring Diagram of Engine Room
> L1HLG
L1 NS s TS a4y, AR LA BN 1A UPS % LA EBC SR 1A e
DR R . AR R R
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[T 11 ] N

] 11
' ........ .J!IAUI. ........ l.!lﬂl

Ups AC | | POF AC ||PDF AC
L Ll UPSHy LI AR Es Ll S RS

Figure 38 L1 Monitoring Logical Diagram

> L2 WL
L2 HUE AP, MR &N ENE A AR PUAS L2 A5 T A 3015 FIRC F = 1 15

FBCE RFF 5

$ELIHLB

LAN l

kﬁii lsfed JL

Mﬁu

........ !y
PDF AC B28® PD
L2FH B L2 B

Figure 39 Monitoring Logical diagram of L2 Single Engine Room

XX Project Huawei Confidential Page 207 of 217



11.10.2 Access Control System

Access control system is mainly made of management computer, management software, access
controller, card reader, card-issuing reader, lock, out-of-door button and so on

Access controller is the core of access control system, it performs access control management and such
value-added functions as online patrol and real time attendance check. The access control system is

managed by adopting the RS485 bus inter-working.

—. card-issuing reader

Managernent
server
RSA85/TCPIP
il

Access controller Access controller

sl/L/kylal,/h.i

lock Door  Push  Access lock  Door Padhi: “Adcics
doser  button Control closer  butten Control
Reader Reader

Figure 40 Access control system whole frame

|
Moaltoring Center

hocaxs fonkral FC

Print

| |

L — 4
D Hihernet (TCRYIPF Prooocol * :}
Contraller 2 Control ler &
Aewzosn
Card
Rkt IxET Muttom

Figure 41 Schematic Diagram of Access Control System
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11.10.3 Power Supply and Distribution Architecture

Loy

T T
\i]\‘\‘l\

—TITTIT Tl T T T T s
1)) e ) MR I, S =

o e [ N}M i

a i P N

T =TT &0
Wy =

NRRR A AR RN .&

glSilipiE iy ]]H]ﬂ

Figure 42 L1 Distribution structure Program Figure
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R l T T
ATEE ATIZEYY ud
1E04 008, UP e
ATSE
2004
N T N
MNE =
W TR4Z20008
3&3 T m[x\

4% ne-npn
] 1su.aj Pmumi__
ad o
L \lm i m} 1

I lllllJ. L L

A

ot

Figure 43 Distribution structure Program Figure of Single L2 Command Room

3
fl

11.11 Key Parameters
11.11.1 L1 Data Center
ENFES: Tier3;
A Bt 2h;
WAEZ & 5 it 64 MmAAE, 12 iR AlAE;
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hEE: AU EE K 400KW, HkThE E R 52KW;

RMAAE R K. 6.25kKW;
HRAAE &R KA 4.33kW;

Vs LLALR AR E — BN WA R AL WIS R AT U4, W 2 RS B RBLATLB vk
ST

11.11.2 L2 Data Center

WL % R Tiers;

TR A& &L 2h;

ITAHE#E: 14 NRAAE, 12 D ERAHAE;

ITHAE T AE: R E F K 50kW, HRTERF R 42kw;

RHHAE R ATy #E: 3.6kW;

HRAHAE S K6 3.5KW;

B B LNEARE B3 ME R SIS AR KR &3 AT 4, WE 2 MRS RENANLE

ﬁ:ﬁﬁﬂgwﬂm PR Z AT LY RE 7 AWERAEY. WE 2 MR B A RE L N RIS E
11.11.3 Air Condition Capacity Calculation

> LY BN HIR s 5
Table 15 Cooling Load Calculation

F EALIEN HiE

PGS AL (m*) 264

GINZEE A NC ) 536

1T W R IhE (kWD 400

HAIT & R%E (kWD 52

fic L. AT ZR A 9.1

BB (kD 13. 4 L4 4 Kt o

WA (kWD 5.28 ANH T

UL END) 0.4 NI PR SN

IT WA &5 0. 67

TRERE 1.15

R R R (kWD 380. 7

GBI a2 W A (kW) | 543.8 WA T 70%(T3)
YA BEH 7 & 100kW i, 2 B (5+2)
15 AU BTN
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L1 UPS J5iillv% g v 55
Table 16 L1 UPS Room Cooling Load Calculation

F) Hifh HE

LR () 216

PUERER () 462. 4

A LT B M IEE (kW) 400

UPS. FHE. H A 26. 8

HUARH (kWD 11.6 WLEH: 4 KEt
HETRCH (kWD 4.3 AN TF

NG (kWD 0.4 UM 2 43 N i
IT WAl R 3 0. 67

GARRH 1.15

R R A R (kWD 49.5
BIFEZS W RAE (kWD | 70.8 WA T% 70%(T3)

SUHEN: I 2 4 60kW i, 1580 (1+D)

L1 E i b e i oF 5
Table 17 L1 DC Power Distribution Room Cooling Load Calculation

25 LGl T

ML AL (m) 43.2

INZEE S NC ) 154. 4

B IT s i kD 52

o A ER A A 1.7

ML (kW) 3.9 BLF5 % 4 Kk 5
UGN 0.9 ANHIT

N G Gan 0.4 BRIAMLGS N 2 4E N 5
IT &40 H 23 0.67

GRRH 1.15

25 R R (kWD 7.9

Huawei Confidential
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| BIEEE AR G 113

| St 0% (13) |

AWIER: LR E] 2 6 12.5kW S, 1S %4 (141);

P N R e WY TR 720 M i
Table 18 L1 Monitoring center power distribution room cooling load calculation

Zl EigLE #

MG TR (m) 50. 4

PUERER () 112.3

e L A G A 1.1

MU TR# kWD 2.8 BLBs % 4 Kl o4
T (kWD 1.0

N G (kWD 0.4 NI PE SN
LEEFRH 1.15

R R A R (kWD 6.1

BIE a2 A E (kWD) | 8.7 A EL I T0% (T3)

AR, OB AR 2 6 7.5kW 2, 1 &0 (1+1);

> L2 BN HI s k5
Table 19 L2 Host room cooling load calculation

Bl Hft BE

HLETHRL (m*) 97.5

GINZETE2C ) 269.5

U 1T BRI (kWD 50

B IT w4 BT (k) 42

B EL A 2R A 1.8

HURH (kW) 6.7 L% 4 Kt 5
R B (W) 1.95 ANHIF

N B kWD 0.4 NI IN AR A NA
IT %% H &5 0.67

AR 1.15

X R H B (kW) 83.5

BIF G2 W RAE D | 119.2 VA LEIZ 70%(T3)

SR kA 3 4 60kW i, 1 &% (2+1)
{5 AR AT W R

XX Project Huawei Confidential Page 213 of 217



Temperature (C)

> L2 FEHL A ok 5

Table 20 L2 Distribution room cooling load calculation

e Hifl HE

B TR (m*) 54.8

MR ER () 174.0

U IT B B IR (kW) 50

B IT & BT (kW) 42

UPS. TRHL. HLHBHLH 4.9

HURH (kW) 4.3 W4 4 Kmt
B (WD 1.1 ANHIF

NG (kWD 0.4 IO IV AN
IT W& R 5L 0. 67

GRRE 1.15

X B AR (kW) 12.4

B IE a2 A AR (kWD) | 17,7 WA L 70% (T3)

YL, kG 12.5kW i, 16840 (1+1)

11.11.4 UPS&Storage Battery Capacity Calculation

> L1WLA
> L1UPS/H

® UPS 7iit: LLHLSACHL IT B4 i DIFE 400kW; Z315, UPS 28R R4) k) 600kVA,
1% 300KVA 7 (13550 UPS, %= 3 & (2+1);

® AR L1 LA IR BEsR 2h, UPS BEZLHLIE 480V, ZiSIAES UPS FHE 341
650AH, 2V Hijth, £341 240717, 34 UPS L 9 41;

> L1 HiRE sy
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® AR AAHUNAIEIK 2h, EUEIR 48V, ST AL 4 41 48V, 2000AH, 2V Hiih,
KR 24 Y,
> L1 gt iy
® UPS %ife: UPS 2Tk 40KVA, 3£ 120kVA FIfE1L UPS, Bl & 34 (2+1) 20kVA
B
® A R EIK 2h, UPS REZHLL 480V, 4itfifies UPS 52 2 41 150AH,
12V i, BEAL 40 75,
> L2HL
>  UPS %¢f: HMEPARWEL, L2 HLEACH IT B S UIFER 52kW: £1H5L, UPS A& R4
7O0KVA, s K% 120kVA FIRIHE UPS, Fic EECE 51 (4+1);

> HRAE: HETIAAIAL, L2 HL55 & I AR 2h, UPS REZE LR 480V, 1E#F 3 41 150AH,
12V s, A4 40 5

11.11.5 Power Cabinet Selection Calculation

1. L1 A
® JISLAE (ATUMCHLME) EFF 160A,380V,50/60Hz, 30 % (M 15 %), 32A/1P [l HiAR ;
® iNC AR LR 630A,380V,50/60Hz, firHiFRAC 10 B 100A/3P AL HLAR, i ATS;
® VM HIM: two power input:(630A*2)*2,0output:(100A*12+160A*12)*2;

2. L1UPS /3
® UPSH ARCHIAME: E#E 1250A, Frfic 6 % 630A/3P FIMC A, 77 ATS;
® UPS#HiyHElHiAE: 4 630A*3+250A*12 (K] HC HLHE ;

3. L1 MEfrhaomct sy
® UL AN 380V,50/60Hz,ATS :40A/4P,output:20A/3P*4+16A/3P*6;
® UPSHi ARCHLAL: 4 1250A, Arfic 6 % 630A/3P [ HLME, 77 ATS;
® UPS #irHi il riA . 4% 630A*3+250A*12 K HC HIAE ;

4. L1 HRACH
® ML 380V,50/60Hz,ATS :160A/4P,output:80A/3P*4+100A/3P*4
® ALY (EAM): TP481000D-Z4X0-1100A
® AC it 8 #f : 380V,45Hz-65Hz,600000mA,Chinese and English Data,APDF380-600 AC

Distribution Cabinet and Delivery Accessories
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® DC it 4. 48V,2500000mA,Chinese and English Data, DPDF48-2500 DC Distribution Cabinet

and Delivery Accessories

5. L2 FHlH
® VISLAE (ATURBCHIAE): 1EFE 160A,380V,50/60HZ,160000mA, 30 % (FA 158%), 20A/1P ML

CELiER
® SiSkHE (EHRACHLMD: two power input:(630A*2)*2,output:(100A*12+160A*12)*2;
o i HI4: PDB, 160A,380V,50/60Hz,160000mA, 30 % (F 15 ), 20A/1P [{IfC HEAE

6. L2FiH)H
® UPSHIHLME (%A ): Power Distribution Cabinet, APDF-L-1-1000,380V,50/60Hz,1000000mA

® UPSHEIHLME (#iH): Power Distribution Cabinet, APDF-L-1-800,380V,50/60Hz,800000mA
® i HI4: PDB, 380V,50/60Hz,ATS :160A/4P,0utput:80A/3P*4+100A/3P*4

11.12  Equipments Configuration
11.12.1 L1 Data Center Equipments
1. L1 BN B
% 78 (54+2) 100kW J5 25 i ;
Birf:  160A AZiHCHEAR (B1SKAED;

1AM ATS F2 R e HLAE 5
2 4 630A [ H A AL HLAE ;

2. L1UPS % LH#4%
UPS: 34 (24+1) 300kVA [k UPS;
HA: 36 (2+1) 60kW Flal=si, byl Hd;
Bir: 14> UPS i A\ Fa A s
1/~ UPS i Hh i FLRE
1 AN H gty A
3. L1 Himll s R
% 24 (1+1) 12.5kW FEiZS, Bl

Borl:  IARZGEHIE CERED,
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1 ANAE UL HLE I HUA
1 AN B HE I A
(RO TEER e R
4. L1 o s E R

UPS: 14 120kVA ik UPS F4H; FiE 34 20kVA bk,

HIA: 24 (1+1) 7.5kW Eaa5i, JEEEA;
Fer: 1 UPS % ABCHL R
14> UPS % i ic A

11.12.2 L2 Data Center Equipments

1. L2 FHUmE A

1 AT HAR
1 & HIRAC AR
Hl¥: 3 & 60KW 7 [ 751, MR FIRK, Pl il
FeHL: 16 250A AR ICHLRE (F1ISkHED;
2. L2 it R A

UPS: 14~ UPS HLAE (BC'E 34 20kVA (R EE, UPS);
HIA: 46 125kW BaIAEE, KERIERG Bl
BioHi: 14N UPSHIABCHIRE, 14> UPS % AE, 14 nc i g

12 Interface Description

12.1 Interface of Front-End System
Wi R E ST L CPE 1 R BRI it il 7 RO KRR, &0 AR R
> 5% CPE 7 RGN
CPE 23 IPC $24k 1.5M K5 EATRIE . SR 6 A T2 46 3= B4 iE, CPE RTilid
FE diif FEEOK B e iGBo ik, IPC FATI Y FE £ HIEROK I REE RO, B OKRH fEid Ao Tt L3
CPE Fl IPC 1454l H.1k;

> WLk CPE T &SNk

IPC TAF T CPE NAT MM #B, CPE T3 Sr#7iE 1k NAT M2l IPC 5 IVS & 2 [al AR5 4
RHIEAS; CPE T3 5% A WA T 6 (R 2 BEAHE f 3 B U B0d . SCRF IPC I R4 BRI 35
=5
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> HREtE T R
IPC i e ALt i R G fefit DC12V 2 4 e &b, it e 4 Ib Y FE 2idlidz 11 CPE sl
s HLIE

> NREAE T RGN TR
IPC [ TAF HL R % S fE DC12V 4 10%, fg LA i o it 7% 5 75 B0l A2 AN [R] 5 )SAR R IPC72 /i)
4] 2% FEL IS ]

12.2 Interface of IVSPlatform System
» 5 CSSTFAZGEN

IVS ‘P& F G HHER A CSS it R, IVS V&Y CSS mAffit 2 M AFAE GBI 5 N O,
CSS @I /E IVS P& MU LiE CA &) undCBL St AAE B i 3t 51, CSS CA &/ ui
MU 2[R POSIX sl D T 6, B O B AR IR an ~ B TR

CA (B P uifRB): 7% QMR S A RGN LR AW T/, 28 SO R e & Fh
PV P AR PO F R A IS5 o ) i A QR 2 Tl e A2 b 55 I T R LB SO R ek sly, 45 i ]
AGUIIN R A RGN SAEEEAT B . L EIREW T

[ | XFANEUERE TS0 R G0 SCAER H S 3L 2RSS, Sl bRvEPOSTX #5211, $E4 S0 R4
mount Flumount ZhfE, S CHAIH FHILE,

B RPSCIERN SR EEA B DG, RSO IR MBR . B E . Ea .
W 5. R RIRERSEERAE .

B CA RSFHPRE TR AU & 1, O EJRAEAICA AR SSHR BLAR AT 12 1 A

> X} CSS FAGHAT K
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Wi/ LLCC I L1backup 13116 HE NI RAF MG TR Wi A2 CU SR 284 RO & 752K 5
WAL REAS L2CC 3500 B BAGHLIT A SAGAT A 75 K, At L2CC Fil L3CC 1) CU M il it 2% sk AL R I
12.3 Interface of NE Router System
B E LS TR, LT RAVSAHNAFAERZ I, S0 BRI
> ST RSEN
AR PILE L3 Y6 S04 (B NE4OE) [ N * 1GE B4 N 53 % 451 N * 1GE #3111 H g,

KM LAG 730 JErh NRGS BAR R st T U 1, 2 81030 534, RS L3O AT I BE a5 4
HMELE 1A GE IR L, Ui R R R

> AT RSN
¥ L1 Command Center %4 (#.4 NE4OE) it 34 10GE Y6 1 52 4% 4% 1) 34> 10GE
e A,
B#i M L2-South Command Center ¥4 (FiA4 NE4OE) it 34 10GE Y6 0 5 22 &% 4% 1) 34
10GE Jt#% I %,

» L Command Center ¥ & 44 1

Hdm M 4E L1 Command Center 4% (F~ NE4OE) @it 14 4 10GE J63: 0 538 # ALK 12 4~ 10GE
e H %,

Bl MAE L2-South Command Center %4+ (H./ NE4OE) it 3 4™ 10GE Y 1 538 #HLiy 3 4
10GE M#: 1 Hi%

B W AEH 4 L2 A1 L3 Command Center %75 (5.4 NE4OE) Jit 2 4~ 10GE Y4 11 542 # AL 2
™~ 10GE e N Hi%E,

12.4 Interface of Cloud Storage System
AT R TEY IVS RS, AR GAT RN, &M O HARR I T:
> HIVS T RGE:N

T RGN P i EE CA TR B EAE IVS T AL N4 %0 MU I, MU it CA XA POSIX
O, WA R AT BRI S Ui . B AR EE LR
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FrAEPOSIXSCE R GiHE

K

/U CA (R : % i S A RGN LR AR T, S SO ARG 5 Pl O 1) P s
BAEMRSs . % P A B R )b 25 Y R GBSO R GRS, 25Tl Y R Gl i (7] A M S R G — FEX o A7 ikt
TEE. FEREWT: D XML T SO RGN SR H S L RSy, il britk POSIX #: 11, $2 4L 30 R 48 mount
il umount The, SEILSCHERIE I 2) SRASCHRTE FREABIE LIRS, QRSO SR mfIg . ik, Eikied .
Ward. B 5. WEEER. BEREESERE. 3) CAMRSSHPIRATT LR A3, b LJRAEA] CA (MRS AR A4 11 sl )
NS
TEREF RGN T BRI VS F RGO, S IVS [0 5 Tk A AR e 2
kA, I CLI ISM A ST AT DR T 8

> Sfeh T RN

T RGCE T 2B, 2081 2 BOGLHER R LRI RIS b . BAK 1P Mk
TESRAZ M Lo 1 B I 226l 5 75 SRV A R R s«

B oo 44 R IP kb AR 75 sk TSR A P h Loy 1 75 3K G
P1-L1 FR#%E Ly 306 N K4S 1P HERMEBL: 40 4~ 10G J:10 80Gb

266 MM IPMI B 1P G
14 P (Crpis) B ERRMEBL: 141G BUKH R
PR 4% )

P1-L2 FgfsdfrhL 28 NARMES IP HAE g B 6 4 10G Ot (L 20Gb
25 AN I IPMI 5 5 1P RE
IAEH P CEHIZ) RN B 1 1G LUK D
PR 4% )
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P1-L2 Jbfg#dey 28 MRS IP ARG B : 6 410G Y1 (3 20Gb
25 /Py [ IPMI 5 3 [P RZ
1AV P T E 4% FIRME: 1N 16 LK O

PR 2%
P2-L1 &y dH 306 NA ML IP B MEB: 40 /4~ 10G Yt 80Gb
L 266 /1 [ IPMI &5 [P GEERED
1AV P TR 4% FIRME: 1/N1G LK E
B TEZS)
P2-L2 ZRfgHE 0 28 N RS IP AR M B : 64~ 10G Yt (. 20Gb

25 ~p M IPMIggER P R
1ANVET P (TR 4%) BRI B 141G PR A

R 2%)
P2-L2 PG40 28 N RS IP AR M B 6 4~ 10G Yt (- 20Gb

25 ~p M IPMIggER P R
1ANVET P SN BRI B 14N 1G PR A
P25 )

12,5 Interface of Switch System

Bl E 2 P K TR AEl TR LM TR, IVS TRA, AKX TR, $MEN
HARHR T

> SRS T RN
S97 ik 10GE %% — 2 i k555
S67 5% LM By khEE S 10GE Bik — 2 HIE, —ZHE LD K %0 MR
> DA S97 HPi kB HEAE N
k1 10GE #: 1+ = )2 vianif £ 15231 = 25 %
> IAIX S97 HFAM S97 2 8]k 10GE 2 [ +Eth-Trunk-+vianif 42 1528 = 25k
> ST RGN
S67 S1Efif R K ] 10GE % A HEE, —HELAAE T RGN
> SO RGN
S57 4L M X (it GE Btk )R B, AL O M
S67 S1EMk R LK) 10GE Bl SR HEE, —REAAZ O MR
> HIVS TARZHN
S67 HAiifi R gk M 10GE #Ei% — 2 B, —J2iEfE IVS F REMHE:
> HHAXTFRGHEND
S57 S IMAT REGCKH GE #Elk — 2 0HE, ZJRIELIMNAT RAEMH R
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12.6 Interface of Security System

7 k4% - 9 5 NEAOE-X16 4 8%, AR K FH A1 S9712, S6748 THML T RGAE(r#E 11, &AM 0 H Ak
iR T

» EB8160E 5 NE40E-X16 11
E8160E 5 NE40OE-X16 ifiid 3 4~ 10GE Y 1 Hi%E

> EB160E 5 S9712 11
EB160E 5l & i1 S9712 4y Hilil it 2 4~ 10GE JeHz 1 i %
> EB160E 5 S6748 #:11
EB160E 5% &HiE ) S6748 43l it 2 4~ 10GE Jt%: 1 Hi%E
> E1000E-X3 5 AR i H#s4 [
E1000E-X3 5 AR Ml it 1 4~ GE Je#z [ H Ik
> E1000E-X3 5 S9712 1
E1000E 5% &Hi&) S9712 43l it 2 4~ 10GE Jtd 1 Hi%E

12.7 Interface of AR Router System

AR 3260 it 4 4~ GE H_EATHEN internet, K ZAHH  _E LSS, AT AN [R]4 1 R) p e B8 1 480y At
WA, AR ISR, T DIORE R S PR O D B B 1, AT i T B v A A T SE T

wrE TR

PCA1 . ™

interface3
PC2 S

A% + B% + C% = 100%

interfacel YE N 3210, interface2. interfaced fEN£ctrie, N M IEINEERS, 298 L R OL:

o RGUERKIN FHET interfacel Wi &AL R E KT TRBIM, 43800 interfacel R E
BB TR BB BRI, Ao Pdme mn 0 mT FH 25 0 # ORdR [ 32480 interfacel —i
fERL S5, AT s

o M ER ELEEL ERE, PLAegakE M — AT SRR, e =AM DRt
TE s, DABERHE, HEmMEARK,

o A EREM T BOE M FIRBIMER, e BRI EH &M E B CH . CLIESRHE, H2ENUY
HIEH:0 interfacel AN SR E .
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FWpny ey AR 3260 14T 4 A4 GE LT3k 040, % & 75%I1)3 e R DLORIERE L Wi ) 608 e HoAth 422
H AT 85040
AR 3260 ATl GE H 505 KBS & AHIE, XU @M Es, 88—l 550k .

12.8 Interface of Microwave System
> 5 NodeB *f4%4% 1
eNodeB iffiid 1GE 115143 RTN910/950/980 1GE Hi, 1%} % .
> H5EAEM T RGN

RTN950/980 fy k45t GE W5 NE ¥ hay GE IO, HOHEFEMNERT KkE
(<=3GE), MAFEEL 1GE, FHEME RTN Al NE & 20 M E LAG.

RTN980/950/910 M il id 1FE 105 NE #% %% 1FE H X%,

12.9 Interface of UC System
UC FEHTHN T REA AN, 0 B4R T
> 5N T RGN

4 U1910 S2HF 2 4 10M/100M [ 385 K % 11
4 U1980 234 GE O

12.10 Interface of Telepresence System
B HH ARG
1) miE 2o i) EIEAS Lo 1 g 3045 ) L0OM/ A X 1.
2) MCUB8660 ff]_LIRAZ# ML IL{H 1] 1000M AZ#eHL .

12.11Interface of LTE System
12.11.1 eNodeB

> SRS ED
T 7454 eNodeB $HEAELUKRIGEIERZAS] 1P AR, IE32 7 AR RN SR 2 54061 Qos
i &
eNodeB 5 ATk w & 1 101 7 &z
eNodeB ) UMPT HAR ) T-JkHa 11, T8I PAK W 28 5 e NN BE 4510 1IDU (1) T-Jk v 1 BB
eNodeB 5% i AN K& VLAN.
12.11.2 EPC

EPC H5H'E R4 M4 S1I-MME. S6a. S1-U. S11. S5/S8. SGi fil OM.

> SRR T RGN
EPC T & 4cilid S9303 &L Hll SHGH 7 RGeAHE, Hirh SGifl S1 811 % 7 4 it 30Gb/s 5,
S6a. S5/S8 s. S5/S8 p. S10/S11. OM &-FEHL 1Gb/s 4y 5x .
® VPN
R VPN BRI, R3S ORI AFR VPN, FFEAER S E S50 M R0 FRK VPN,
FAARRN 2t R PR
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EgN VPN
S1-MME
SE VPN_S1
S6a VPN_S6a
S5/S8 s
S5/S8 p VPN CN
S10/S11
SGi VPN_GI
oM VPN_OM
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13 Summary

In this document, Huawei provides a comprehensive technical design of security surveillance, including
LTE TDD eNodeB base station site, LTE TDD EPC, transmission, datacom, command center, cloud
storage, PowerCube, solar solution. Overall descriptions on system design and dimensioning are given,
following with equipment features and highlight of solution proposed.

As an leading ICT and securityn vendor, Huawei has much experience in implementing and maintaining
surveillance solutions.

Huawei earns reputations of being a fast-growing, innovative, responsible and experienced vendor in this
field, especially in the leading position in many technology aspects. Huawei is confident that the offered
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products can bring an advanced, tailored and most cost-effective mobile network to the customer.
Together with our professional technical services, more benefits to customer can be expected. We hope
this offered package will lead to a long-term cooperation between Huawei and A country government. As
an innovative and reliable vendor in A COUNTRY, Huawei is dedicated to deliver a robust, future-oriented
and cost-effective surveillance system for our customer with the state-of-the-art technology. A stable and
long-term cooperation is the commitment that Huawei always believes in.

We believe the solution suits your demand, and it will bring very reliable experience to your network, in
additional, the solution also brings long term benefit for the customer.
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