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nfi | VID 0~4094 Internet I1 /) VLAN ID.
g/N BRIATILE L 0.
etw
ork | USRPRIORI | 0~7 Internet 1% VLAN L 562%, BRI 62
/Ne | Ty .
WRYRRA 01 (2012-06-27) A LA AR A R 24
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BB e

2 IP iFHLE G &

B | 38 BYE 158 BF
9:
#A
B
e
two BRINACESE 0.
rk.c
fg | PC_PORT_V |0k 1 PC 2 A “VLAN” Zjfig.
LAN_ENAB ok
LE 0: %
1. Bl
BRINTCE 2 0.
PC_PORT_V | 0~4094 PC 1] VLAN ID.
D AR EAL 0.
PC_PORT P | 0~7 PC L) VLAN LA dl, FfiidoR s sk
RIORITY =
PRINCE 2 0.

32-9 eSpace 7870 VLAN HBi.cfy SCHBELE S0 A

Ex
9:
#A
B
7 | 3% JtRA
[cfg | VLAN.ISVLAN WAN 25 JE H
:Iph “VLAN” Thig.
one "
Ico 0: %%
nfig 1: HH
Isys .- ey
o SRR 2 0.
AN VLANLVID A 0~4094 WAN [T/ VLAN ID.
reb BOANECE A 0,
oot
=] VLAN.USRPRIORIT | #%%; 0~7 WAN [ VLAN 1156
Y 9, BUEBORIL S8
e
BRIABLEJE 0.
VLAN.PC_PORT VL PC S /HH “VLAN”
AN_ENABLE =1 ThiE.
0: 2:H
1. BH
RYIRA 01 (2012-06-27) Mol LA AR R 25
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EELATE 2 1P NG
Ex
9:
#A
B
7 | B BYE 158 BF
BRINACESE 0.
VLAN.PC_PORT_VI | #£%f 0~4094 PC 11 VLAN ID.
D AR EA 0.
VLAN.PC_PORT _PRI | #% 0~7 PC ) VLAN it /:4%,
ORITY AUV YN ot 4 AT
BRINACESE 0.

2.3.4 FFRA1EH LLDP Lige

T RE 15 AR
LLDP (Link Layer Discovery Protocol) EPBEESERILEML, A% % 115 B 414Uk
TLV (Type/Length/Value, KAYAKFE/ME ), FH3E7E LLDPDU (Link Layer Discovery
Protocol Data Unit, #%# )2 AL EMSCEEE .I0) R IEG AR B %,  [RII940 AAHAR
(¥ #4200 %) LLDPDU  LAFR#E MIB (Management Information Base, &5 ¥{E HJFE)
T RAF ALK . I LLDP, W4 nl ARAF RIS BE F 2 UL AR AR W 46 104 6L, 4%
L ZR G0 AR W Rl R O
LLDP 7& VoIP & (1) )3 FH 3= A Y 15
e LLDP WELIFNH
R DA SRR LLDP (s el b, BCE T LLDP iR R G B S T
W25 VLAN 1D, QoS Z5Wt B A% Ao 1lhbL EHUG BRI R 1) LLDP {5 &, 5
B A O VLAN, QoS &5/ 2515 &,
FRR A AEM S B B E, sl A #A L 1) VLAN # S, K A2 T8
B VLAN FIRCE, wiet B3R A SHTER VLAN F 18 $)1% VLAN.
o LLDP KA :
— BANpnY. LLDP (S BRI A b, — B A AE L, AT LR AT
BAG R, ARPER e A B
~ RGP (T LLDP AT DABR GRS A 1) P 255 WSRO N D 8% I B A A
KL DRI A R 45 B 53 e A X 4 e
heeRimtz
LK) LLDP T e SEHL A W& 2-17 o,
TRGFRA 01 (2012-06-27) G H RS R 26

FERALITAT © SETFARAT R 7]



Huawei IP Phone eSpace

7810&7820&7830&7850&7870&7803X

B DR

2 IP iFHLE G &

AR

[E]2-17 LLDP LhaESEILRIZE

m

» B& LH

HEmbrmnvasy
VLAN, QoSACEHAHACEHH

Ly
TLVERE = A PR (LLDP-EED

Network Comnectivity Device ) , BVLAN

KQoSAC & A

| | SEHIVLAN, QoSACE,
£y =ir7)l

WHLEHS, kRt 530 LLDP 5 5 VLAN 15 85 QoS 135 ..

G &% LLDP 49,

TEALAT T LLDP BhRg, WIRERE—BEI TR &S 20 4%— Ik LLDP £, JEAHLI M 44(5
BRIELEATHH L

TEHLU LLDP 43 [ 25 31 A Hh

AL I 4% RS 2% 1 LLDP A3, Wi S gAY VLAN ID 5ACHAIC E ¥ VLAN
|DTH&%$%%WAN%“W%ZW%%R%L&EWWANF%Eﬁﬁﬁ
ML ks Wi s H 1 QoS B & S ANHIAN ], WU AR 45w b 1 QoS 17 & 58T 2|
1AL L.

Jiln) Web “WZGHLE > ” Ui, anl&l 2-18 Fros.

TRGFRA 01 (2012-06-27) LA TR (S B 27
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B R 2 IP LR SR E

[E2-18 LLDP & ETIE

FHEE

IntemetOiRE | PCOERE | &

BEERIINYL
o %W
B ENEER
= E , A TSRS
Internettl s A L XHTRPEA
EVEE RO,
VDD o [o40e4)
et
rPcO BiE S 4
) O (1 ="}
H5EER
FAOEEsE
IntemetH
e
B RS
SRR Wi ET 4
LHREVPNEE T BT,
-7
E&ER
BERE (0~63)
SIPIRE AR (0~63)
EHRTPERDO
BAE [0~65535)
BME (0~65535)
SHMP
#o [ l~ess35)
F(ZEPHIE [ 1]
Fm i H%H
HTTPEE (1~65535)
HTTPSEREl (1~65535)
]
802.1x
802.1% 2=, A N
APE L 1
MD5 EH L 1
PCOEE
PCOiER ko3| v
e AR
_ErrEffeTERL o to~609)
B ik

LLDP AN R ESE, HSE I 2-10 fix.

SCRYRRCR 01 (2012-06-27) g AT R 15 28
FRALET A © HAHEARA A ]



Huawei IP Phone eSpace

7810&7820&7830&7850&7870&7803X

BB e

2 IP iFHLE G &

$2-10 LLDP & ETIESEi% A

S 15 R

Wk RN A H LLDP B,

& a] B 1EHLA H LLDP Ihagfa, AFRG 2 K a] ik —A~ LLDP £,
BRIANE AL 120 72

ofg XHEES i

£<2-11 eSpace 7850&7830&7820&7810 LLDP #Y.cfg 342 & 55415 AR

Bk | 3K BHE 15 AR
FAEg
s
[LLD | EnableLLDP 01 “SHOEX T AR
Pl “LLDP” Hfi§.
path = 0: A
[confi
g/Net 1: aH
work/ BRI B 0.
Netwo
rk.cfg | Packetinterval A BSHOE LT KA,
JiF: 13600 ) L A
RS 2 120 F5.

22-12 eSpace 7870 LLDP B4.cfg SCHECE Z4515% PR

Bk | BH BHE it B

FAEg

=

[cfg: | LLDP.EnableLLDP 0 =1 SSHOEX T AR
/pr}o 13 LLDP” Ij]ﬁ%o

nelc

onfi 0: %EH

glsy 1: JHH

stem .\

ini ERIABC B JE 0,

’ LLDP.Packetinterval | #&%k EBHEE X T KA,
rebo . $4\~ b

ot=1 JolH: 1~3600 b Mor Ao

] ERIATCE 2 120 B

AR AS 01 (2012-06-27)

e LA MORELS R
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R R

2 IP iFHLE G &

2.3.5 FFREHL 802.1x TAUE

LhREL AR

802.1x Fe&— Tl 11 (¥ P 28 B AP PR BN BT 1) Rl Y ) B 46 REA T AN
Pl o

o ERATG I L P BEAS an R AR IAE, )] DAY ) R e R U

o ERAuEG L BRI A I R ANGEE A UE, TG 1) Ry R ) R R
802.1x F 4t 4 MAUHK) Client/Server £k, i 2-19 iR, ALHGE—=ANSEAR: %) b
(Client). ##%3i (Device) FIAIFIRS: 2% (Server).

E2-19 802.1x H=ANSiK

EAPOL T RADIUS ‘
~—

Client Device Server

T i A 25 i (A N Ry R (1) 11, Iy 11 SRR DL — Rl A$5 il K

o GRIFEUEI Cauthorized-force): Fomiiti AL AL TFEBUIRA, AVFH AL
UEFBZARI AT i) 194 4 98 Y5 o

o SniAEFZAUE L (unauthorized-force): Fonin I URZALTARACIRAS, AR ARVEH
FUHEAT R o 8 Ui AN 0 38 0 1200 11982 N 10 %0 P b Rt DA IE IR 55

o AZVUNIEL (auto): Fomdim HAIRE N IFRBORES, X ARVHROEUR, At
VER U7 [l 2 B2 sy GiEad s, o D)4 BIACIRES, i 1 inl
L5V TG DL AT AR .

eSpace 7870&7850&7830&7820& 7810 7 £ EAP-MD5 [{iAIES . HANIEFFE & 2-

20 7o

TRGFRA 01 (2012-06-27) LA TR (S B 30
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B R 2 IP LR SR E

[E]2-20 802.1x EAP-MDS5 IAEE %

Client Device Server

. EAPOL w}’s EAPOR

EAPOL-Start

-
»

EAP-Request / Identity

S

EAP-Response / Identity ot RADIUS Access-Request i
(EAP-Response / Identity) i

RADIUS Access-Challenge
(EAP-Request / MD5 challenge)

Y

A

EAP-Request / MD5 challenge

.

EAP-Response / MDS5 challenge | RADIUS Access-Reguest
=] (EAP-Response / MD5 challenge)

RADIUS Access-Accept
(EAP-Success)

A

EAP-Success

g

CTTETHEE

: BFEHE

HTFERMX

[ EAP-Request / Identity |
MTENEMRI

[ EAP-Response / Identity |

EAPOL-Logoff

-
»
- -- -

; 5.»][ ‘U\ N

WAES TR A h

1. B A RIERE K (EAPOL-Start . 30) 25 443, JFiR A sh— YOI 2.

2. WG R, K H—ANERDER S (EAP-Request/Identity i 30) Bk P
Uiy RIEH NI 2 o VA5 SifE 25 7 B 326 TR S B it 48 T B Ak B S 9 45 A IE T
i S N EL

3. FummNAE K, R A Bl HE il (EAP-Response/Identity i SC) Kikgh
VLA i o

4. NIEIRSS SR P A4 S8R R I P A4 R IEAT LOX . FRENZH P A Y
MRS (S B, FIBEALAE B — AN I 25 0 e JEAT I 28 AR 3L, ) BNt s L i 2% -3
It Access-Challenge i SCRIEZG T &, FH IR #5 Uie A 45 % ) S AT o

SCHFRA 01 (2012-06-27) g A R 31
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R R

2 IP iFHLE G &

TENECE
Vil

5 i R IR A AL R K n s - (EAP-Request/MD5 Challenge #30) 5,
FHAZ 0025 0 S5 R 3R 40 HEAT N85 Ab B COtpi b 8% S0l R TR AR R
EAP-Response/MD5 Challenge i 3¢, F-1d i 1 £ v A& 45 N UE R 5545 -

A IR 55 245 WA 21 1) 24 0 8 Ff #5445 B (RADIUS Access-Request 1 30) FlIAHZ:
I E S S RS BT RO, WiRARTE], WA S O SERL R
I AW . (RADIUS Access-Accept i 32 fil EAP-Success 1 30) .

VA& BRI 7 55 R s I SO R BOIRAS, SR VF P e i U5 e 4% . A
BEIIAD, % i 2 0 sk ) 5 i 2 BV R 6 4R T 4L vk, X P AR R A it
AT BRIATEOLS, P IRERE T3 SRR ST A 2% 7 i W 2y, ek st 25 ik H
JUR S, Bk P R S TR R S A% TGIE B
FGHLITIES W 4 % AR, VNS E S Failure. 1EHLLE VIR J I K 2 4k
k3% Start AORIESRIAIE.

&t T LA 1% EAPOL-Logoff RSC4y e, T ahEsR Fek. Bkt [
REMIZBOREBCE AR BACRE 1775 P 3 &% EAP-Failure i 3C .

Web “ MRt E>mLR” v, WK 2-21 s

TRGFRA 01 (2012-06-27) LA TR (S B 32
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B R 2 IP LR SR E

[E]2-21 802.1x Web & & T H

IntemetOiRE | PCOERE | &

BEERIINYL
) o %W
B ENEER
FRETT E , A TSRS
Internetl] @& =R ~ AHMTRPEDO
EVEE RO,
VDD o [o40e4)
et
rPcO BiE S 4
) O (1 ="}
H5EER
FAOEEsE
IntemetH
e
B RS
SRR Wi ET 4
LHREVPNEE T BT,
-7
E&ER
BERE (0~63)
SIPIRE AR (0~63)
EHRTPEDO
BAE [0~65535)
BME (0~65535)
SHMP
#o [ l~ess35)
F(ZEPHIE [ 1]
Fm i H%H
HTTPEE (1~65535)
HTTPSEREl (1~65535)
2
802.1x
802.1% 2=, A N
APE L 1
MD5 EH L 1
PCOERE
PCOiER ko3| v
e AR
_ErrEffeTERL o to~609)
B ik

1E “MKBLE > mg” TWE “802.4X #ixl,” & “EAP-MD5” .

2. WE “H) 47 5 “MD5 #4647 . “H 47 5 “MD5 #5657 H 802.1x ML%ER
BRI B gt

3. il “HRRE” o RGO ERTASNENERAE, & 2-22 PR

CRRRA 01 (2012-06-27) el LA AR (S 33
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EARBRIE

(AR ] 2 IP NS E
&2-22 {RIREFBINEN
x|
j:) — B ENEEE B i R E R D

4. B “UE” , WENUTIREDE R 8. NSRRI, JFE 802.1x AL,

ik 802. 1% IAE TGN UIEAEEAE 5N UERT— 2o

RN R, FHETFE T 802.1x AE, 1AL Ia) k4S8 A i% Start 1E K A E £
(RERG 3s K —k, MILARI%E 3. i “Wireshark” FMHGAE LA G g4
Jy: eap|leapol). Wireshark FI{EH L2 0L 6.1.2 F I AEITER 3.

WRMRSZRATANUE, WIIRSZRA S TN, WK 2-23 s,

[E]2-23 802.1x IAIEZFEIME 1

Filter: Ieap ‘eapo'l v Expression.. Clesr Apply
No. . Tine Source Destination Protocol  Info
|

Nearest EAPOL Start

WIRRSS 25T ZAE, ARG SsS4e TN, WK 2-24 s

AR AS 01 (2012-06-27)
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[E2-24 802.1x INIESTEIME

He. . Time Source Destination Frotocol Info

virwara_41:

® Frame 107 (64 bytes on wire, 64 bytes captured)
® Ethernet II, Src: vmware_d4l:5e:e0 (00:0c:29:41:5e:e0), Dst: Mearest (01:80:c2:00:00:03)
= 802.1x Authentication
version: 2
Type: EAP Packer (0)
Length: 25
= Extensible Authentication Protocol
Code: Response (2)
1d: 2
Length: 235
Type: MDS-Challenge [RFC3748] (4)
value-Size: 16
value: ESAOTEEQA1B4ETOOBTOS6ARGE3GI1ME
Extra data 3 bytes): 616161

0000 Ol 80 c2 00 00 03 00 Oc 29 41 5e 20 88 82 02 00  ......u: JaAL L
0010 0202001904 10 25 a0 7e a0 al b 67 00 MH...... ..~..

0020 b7 05 Ba 69 83 63 19 4b 61 &1 &1 00 00 00 00 00 ji.c.K aaa.....
0030 00 00 00 00 OO0 00 00 OO 00 OO0 00 00 00 00 00 00  ..uvever crnennes

IR A R4 25 2 “SUCCESS”,

W RN LT P 415 S, IS FAILURE 830, #54E Web | B3 LS IE 6
()IREAEI LR

cfg T E S K%

2%2-13 eSpace 7850&7830&7820&7810 802.1x HY.cfg SCHHEL B S 55 AR

FR Sk FNER1Z S BHE 15t Af

[802.1X] Mode 0mk1 ZSHE LT A

path = FH 802.1x L)jfiE.

/config/Netwo 0: #EH]

rk/Network.cf -

g 1: J5 1 EAP-MD5
BRI E SE 0,

Identity FAE R X 4
RN E 2
TRGFRA 01 (2012-06-27) Tl LA TR A5 1L 35
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B DR 2 IP iFHLE G &
EZLFNER1Z | BHE iz
MD5Passwd P H 58 SUH 44 5% I )
i,
BRI E A .

2.3.6 Hib SRk MFZBE

T FR LS M ThRE, EIEHL Web 1 “ RER I B> ” T A HAR R &
i, tnl&l 2-25 s
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B R 2 IP LR SR E

E2-25 SRMEIRETNE

FHEE

IntemetOiRE | PCOERE | &

BEERIINYL
) o %W
B ENEER
FRETT E , A TSRS
Internettl s A L XHTRPEA
EVEE RO,
VDD o [o40e4)
et
rPcO BiE S 4
) O (1 ="}
5
FAOEEsE
IntemetH
e
B RS
SRR Wi ET 4
LHREVPNEE T BT,
[ & ]
E&ER
BERE (0~63)
SIPIRE AR (0~63)
EHRTPERDO
BAE [0~65535)
BME (0~65535)
SHMP
#o [ l~ess35)
F(ZEPHIE [ 1]
Fm i H%H
HTTPEE (1~65535)
HTTPSEREl (1~65535)
]
802.1x
802.1% 2=, A N
APE L 1
MD5 EH L 1
PCOEE
PCOiER ko3| v
e AR
_ErrEffeTERL o to~609)
B ik

P 2-25 w20 HE P A BC S TS B0 I L& 2-14.
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EHG R

2 IP iFHLE G &

FR2-14 BRMEZE NESEITA

24

152 FA

W & T

BEE Internet L1 FIT PC 1 W 28 34 321 22 1) X 45

--Internet &

W Internet [11#) WY 4515 Bz %

. iﬂ%ﬁcﬁﬁﬁﬁmﬂ%%%,E%ﬁﬁ?ﬁﬁ¢*ﬁﬁ%ﬁ
I\ o

o AT, 10 JkEbiF.

o XTI, 100 JkLbHr.

o BT, 10 JEHLAE.

o CEXUT, 100 JkLbAE.

eSpace 7870 2 A5 “ HBNPRE 7 X AL

-PC [

WE PC 1) M 45 s %

. i@wﬁOWﬁ%N%M%%%,Q&ﬁ%?ﬁﬁ¢*ﬁﬁ%ﬁ
I\ o

o XL, 10 JEHAHY.

o AXUT, 100 JKELAE.

o CEXT, 10 JkELA:.

o CEXUT, 100 JkEbAE.

eSpace 7870 25 “ HBN PR 7 XL

155 o

QoS BE X k.

QoS (Quality of Service) RIJIr%5mife, JEM 41 —FhaapLH], 2
JH R A e ) 265 i 35 1 BH R 55 ) J30 1) — Pl A o 214 ) % 3o 2l 2
i, QoS AeffifRE TN & AT AEIREL L7, R ORAIE P 2% 1) = 3%
BT EHLAT LA EE S RIS 21 QoS.

- 55

BEETEE T QoS, %45 & 0~63.

--SIP R %% I

==N

BEAF 4L QoS, A AuHZ 0~63.

A RTP i
||

S UL T A A 11 ) DRk R g 1S K T, LR
I DX R REAILIZE FH — AN FSCR RTP A,
eSpace 7870 1] ¥ & {13 [l /& 2~65534, HABHLALJE 0~65535.

o ONEl

- ERSNECINE

-—-f /M

BRI 5 i /IME, ABER T IR

SNMP

SNMP (Simple Network Management Protocol) i 5} 2% 4 B s .
AL T AR BN I RS T XTI MIB PELEE 2-17,
eSpace 7870 A HFILIIRE.

TG R 5
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BB e

2 IP iFHLE G &

28

1L A

- AEAT 1P My
hk

BN P HHE Can PCHL . EWEZATLUE 3N IP Hukik, 24N 1P
ok 2 8] DL X 43

W L ) SR

S SCR BT 1) SRARE R i 115 F DX 3

—HTTP S | & X HTTP J7 =17 18] 9 5T I ()3 115
RN 15 K 80,
~HTTPS i | & SUH HTTPS J5 5 i 99 5T I A FH 6y 115
H BRI T2 443,
-2 SE SV n) TSR,
o A ASARVFUTHAEHLA Web TTTH
e HTTP fI HTTPS: wJ LA HTTP 5 HTTPS (¥ 7 17 il iG AL
Web T .
o HTTP: H VM HTTP 8977 X5 AL Web T .
o HTTPS: HAYFH HTTPS 17 217 i) iE HLIK Web T
PC 1%L W E PC HAEEE] Internet a1 .
o ZEH. PC LIAREW R Internet I EHEAL . #H24FASHML o
o JAM: PC LW LAY E| Internet [ IRAL . AH Y THEZR 5,
BRINVBEE 2R
eSpace 7870 JCULACL B I, N HE WAL
] | AL S A S BE AL K
Bti AL

o BE RN, THL LU AR B E R BB i
5.
o B

7 RHUAE B LR HREMIK S .

%2-15 SNMP MIB [E

OID

Name Value

1.3.6.1.2.1.37459.2.1.1.0

phoneSyscontact.0

Sysadmin (root@localhost)

1.3.6.1.2.1.37459.2.1.2.0

phoneSysname.0

IPPHONE

1.3.6.1.2.1.37459.2.1.3.0

phoneSyslocation.0

Server Room

1.3.6.1.2.1.37459.2.1.4.0

phoneUptime.0

RG] (eg: K0

1.3.6.1.2.1.37459.2.1.5.0

phoneFirewareVersion.0

ARG A
(eg:2.60.0.0)

1.3.6.1.2.1.37459.2.1.6.0

phoneHardwareVersion.0

i ER A (eg:1.0.0.0)

AR AS 01 (2012-06-27)
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BB e

2 IP iFHLE G &

OID

Name

Value

1.3.6.1.2.1.37459.2.1.7.0

phoneModel.0

THHLAY S (eg:7850)

1.3.6.1.2.1.37459.2.1.8.0

phoneMacAddress.0

MAC kil
(001565******)

1.3.6.1.2.1.37459.2.1.9.0

phonelPAddress.0

IP ikl (x***)

1.3.6.1.2.1.37459.2.1.10.0

phoneLastUpVersion.0

AUTOP iAo A S
LW

MacVersion[*]ComVersion[*

]

cfg AT B 5 515 07

#22-16 eSpace 7850&7830&7820&7810 =LKk M L& IN#ERY.cfg XFBCE SR

BkFERE | B

BYE | i%AA

path =
/config/Netwo
rk/Network.cf

g

[ Ethernet ] WANPortLink 0~4 ZSHE X Internet 171 19 4434 ek
0: HBhFIWT. HIHE I ) k9 2 34
B, AR Ry
Ko

1: XL, 10Mbps.

2: X1, 100Mbps.

3: XL, 10Mbps.

4: XL, 100Mbps.

BRINBCE N 0.

PCPortLink

0:

0~4 “ZHUE L

PC I 2 4 A -
FBNHIT . AR 2 I R 000 2% B
B, AZEH TRy
o

1: XL, 10Mbps.

2: 41, 100Mbps.

3: WL, 10Mbps.

4: ¥ T, 100Mbps.

NN I

[ QOS] RTPTOS
path =

0~63 SR T E VRS QoS.
ERIANECE A 40,

SCRYRRAS 01 (2012-06-27) ey A RIS 35 (5
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EZSkFREgiz | B BNE 15 AR
[config/Netwo | g|GNALTOS . . o A oy
HINetwork of 0~63 ZSHH T RCE S A1 QoS.
g BRIAFLE Hy 40,
[snmp] snmp_port 1~ SSERCE R HLIE YT ) 95 o
path = 65535 | mpinmnE 7.
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R R 2 IP LR SR E

E2-56 FhFHALk

A | mE | TRoso

B R SR |
HwEHRE:
[EiliiE 2.60.84.29 FEETEREER LT
BLE R IR RS
&R 1.0.0.39 B
AAE R E
WELRE W E LB EEE
St
EX B
BB
[ ]

1o kS “HHg > AT, gl W EREA .
eSpace 7870 s 71 “UGHLACE > FH4” DU,
2. ks TR, WENUTIRTL, THGERE TERL B S E R R E) .

TWEHLE R A8 E, Bk Web Bl BT, 76 “RE” WHEFE “RERA”, CHEHN
BT o

2.7.2 Bt & TRO69
EHLE T TRO69 PSRRI M . & 2-57 fin. BARSEERIWanZ 2-35 Fizn.
eSpace 7870 s 7t “IHHLELE > Tr069” I .
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R R

2 IP iFHLE G &

[E2-57 BLE TR069 %]

TROGS

ACSHPE

ACSERD

ACSHIHE

AR

Z=it | ®¢E | TRO69

ER v
L ]
L ]

http://ucems.huawei.com)
BH v

SRR LR SEIARCE)

CPER P&

CPEERS

$2-35 TR069 S%4i5 R

S 1% FA
TRO069 o WEN UM WIEHLIE ACS RS 2s K IESTERIEK
#EY TR-069 M B A2 M08 75 29T )5 ACS RS 45

o WEN “IEH” MIEHIAZ M ACS RS 48 Kk S 1HIERE
BAMEAN “TBH” S

ACS /4 PEHLIA ACS KEEREF KIS, ACS % TR-069 %5 /i R % MLk
ITVAEIH 1 4, 5 ACS i & A 20 R — 3.

ACS %15 ACS X UEHLAT IE 58S, 55 ACS I Ry fc = b 2 R 45— 2o

ACS Hihit JF )i TR-069 B DAZIINC & 1. fic'® ACS RS 2eftibdil, SZREM
A5 ARG ACS JIRk4s 25
o P Hihik Uy
il d: http://10.10.10.1:8080
o T
Bl http://huawei.acs.com:8080
8080 A ACS fl 55 #% 111 ity 115

SEHA R WEHN A NGNS EIHPE R E] ACS IR4s ws it
o

SEH EAREIFD) | NS R ACS JIRSS 8% HIE R 21 1 .

CPE )" 4 ACS 55 a3 I T LR IEHE RIS 1AL ACS HEATIAIER -
%, 5 ACS M IHC B LR FE— 3
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B DR 2 IP NS E
S 15 BF
CPE %4 WAL ACS HEATIAIE 350, 5 ACS ()i & 2 24—
.

2.73 BEIEFMENRIECE

AAE I Web BT B HLAC EL2EA T H 3 R .

AR &
o IR FH BN E SCAFR T NS B B R, P S R B S
(1 7850.cfg) . A UM HIVENC B AR N BT S I 3.2 4 il &30
o CREHIE L RORC B SOOI A S R S s L
filtn: LL Apache 9% a5 A S BB IR a%, W S HIAE b (0 C & SRS
Apache JIlR55 25 MR %45 “C:\Program Files\Apache Software
Foundation\Apache2.2\htdocs”. B2 N 45152 7.2.2 i ] Apache flli%5 %% o
RIETER
T L THR > w7 o Wil 2-58 .
(10 i5tm8
eSpace 7870 A “#EAERE > AFH LI R@E.
[E2-58 EcEHzNEMRE
7]
it | A | TRoeo
BRENIET(128 ~ 254) c v
B SRR
R SR
S L 1
T L 1
LT L 1
MACI #HEEH L 1
FHE
SE4FRTIE B
PNPECE A b
ERREE R =
A BB
SA/SHERE [
SHE%KEE R v
e N | [ sE ]
W
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EHG R

2 IP iFHLE G &

FR2 EBHSHIN “Rssastbit” A AR AR E AR, SHA IR 2-36 Pr.

#*2-36 BENEHSH

28

1t AA

H e X %15 (128 ~ 254)

JA'S DHCP F+4¢4# FH 1) option.
BRNEh “2467 .

R GBI PR SS AR LR, “akAn” B “IP ikt .

JIR 55 4% L ik 1 3 SEOBT R 55 s (R 44 5 1P Stk

k= i H] ftp TR, fip IRSTAR UK 5

Y i H] ftp THRIN, fip 55 S H A .

NILEY] TN A IO T A A S
MAC SC1#9] gﬁMACM%%ﬂﬁi#%%ﬁA%NMCi#%
FHE THEGS R LB AR AL 2% 55 24

BNED “FRH .

SN TR (M)

3 BB C B A AT I 8] o
FRINEN 5o

PNP AL B U 15 LB K
B “HEH”
RO A £ PR IBA ) 7
B AT
Al L B WA, i < EEIHH RPN
SIS U G R PLIORLE A
FHIR%H A o LRI IR G AR RS
s Sl A
o EHE TSR MRS BRI EIATR
4 FLK ) BURSE 28 L
8% ki “JFIA” TGS, TT{RTF S00KB bLpy

INEAEITRO

55%33 $ﬂ3 u%iv .
R
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B DR 2 IP iFHLE G &
BIEER
R R W ke TR I E S R E . B, G A A A ok
CEMT, “IBE” 10 8. B ATENUERERE 10 B LIRS A NG E SO, AR A H
BB
274 EHFIRE
ThgeixBe
LEE TR FE R, WA A — S g L S B R R, B TCTRIE R R 8, )
T BRI AEAE I 45 1A)45 B 3 2 IO S U LA T W4 A2
o LI ELR fEiEHEY Bootload F 52 3L, 7 BootLoad & R ARG, FTVA R EMIE
& 7B G bin U2 40 BRA EEIRRR, AR I BRI A, EIEALE L T BT4Y bin X
2 30 R EFIRAGY, NZEAIR LFhel, REeFe R 415,
o HUMBATF AB.CD, BREAKXKKRAT (4o 2.60.94.2 69 KMEATZ 60), Bk
AR AIRRA BAA R T 40 A 42 A st gt
e A RiZ A F eSpace 7850&7830&&7820&7810. eSpace 7870 #A L M/E, REE
HEEQR, ERBFHIEF RS EXDF—AIP I, TOMEAZ IP 37 Pl
web R d, EHILK.
BIERER
S FEAE R ThRE, EUERS LU 461
o K, XN ORI TFTP ARSS 28 (TFTP ARG 25 (K45 8 75 ML s
“TFTP R45#3HC'E (LA 3CDaemon A" )o iR IENL- HUINZE Rl — AN M B o
o AT M. rom ¥& KRS
AR
1. K SR N, IR RCE L IP Mk, flhn: 1P ik E A 192.168.0.100.
2. KA TWE RIS VLR TETP k4s4s “Upload/Download” [X 3k 5 & (1 H 5%
T, HEMHL.
— WK eSpace 7850, PR [E4F S A FR A t28.rom.
— WIS eSpace 7830, PR [El4F S A PR A t26.rom.
~ I REK A eSpace 7820, N [E: LA 44 R ECH t22.r0m.
— WKL eSpace 7810, U [EH U 44 FR B t20.rom.
filtn: T+ eSpace 7850 I, K TFTP k4548 Hakie & A “CATFTP/”, WK [E44 ST
¥4 D13 C/TFTPIH X R, FEEA 44 t28.rom.
3. KR A R Ze e N B R R A
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B DR 2 IP iFHLE G &

4. AL P BASIF B
5. WEHLEFTA SN EEARKE S (LD eSpace 7850 451D, 4nl&l 2-59 Jr.

E2-50 ELEEMHRERES

1. IP Address: 102,168, 0.101

LEd
(¥ ]
¥ ]
[
(¥ ]
¥ ]
[
(¥ )]
LR
[=]

2, Netmask:

3.IP Gateway: 192.168. 0. 3

4. TFTP Server: | 192.16%. 0.100

6. WEIGHLIY IP Huhl (IP Address) .

TR E R R T 1) SRR P R Yk A R ) RO B 1P Mk
7. FEW R U7, R T HERY (Netmask)

Fe i PREBCE R OC (IP Gateway) o

9, W NEHETE TFTP RS-#eHbhl (TFTP Server) , B4z3: TETP RSS2 HE N[
IP ik

10. % “OK” f#, WM WEN TFTP MR&Sws kikigk, N ctt, Fm k4
PORIEEE S, E2W, Wil 2-60 Fros.

E2-60 THEHECH

Updating Firmware.

Do not Powerott!!!

SOFrsERa . WHLESERR S, B R E 2-61 FR.
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B DR 2 IP iFHLE G &

E2-61 1EHEF BN

System 1s booting.

Please wait. ..

11 WHURZhE, 1% “OK” &, BEATHLIPIRSII. EFWHL “MIFRA” Sk
RN
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EHG R BIP LA L E MG T
‘
IP EHEPREME— AR
3.1 FARE v
IP AEHUE L EANGE— TR BOR LEEEHUR ] HTTP M2 B SOk T8 HTTP 55 &%
L%éﬁmﬁxﬁ MHE B S R R ELEA L A F A SCAE BT AE R IR 55 gtk . Mtk
FE SCAH B i H A 8 S P A R IR S5 s btk I mT ) FAZC B S IA 3 58 e
REMHM PP e B MG — TR LU LA i
o A HKIEHULIT BT I
{91 9 5% 5075 5 47 eSpace 7850 WHLIE — (LI SCHFEITT, ARG 36 15
B E B ) B S AT
o NHUANBCE SO BRI P R [ A R AR SCA A
TAATLIE Tk P SR B SO i, AR I B SO o PR A R AR SO M 55 s
HERIAH R ZHER R PR SO 8B, IS LRI — TR H
P
o ITHUMECE AR R RIS A P T S A A A SO IR B AR
TEATLIE T 4 P C B BRI B SO, AR IC B SO P AN PR B P SO IR S5
Mt 55 A b b 1k G5 S IR 55 A il R B AN AL B A S A b LG
3.2 HIfE S RE B
7] — BB UL R — 0 L B SO e AR BT IV PR T B SO 44 R [ e AR
®  eSpace 7810: 7810.cfg
® eSpace 7820: 7820.cfg
®  eSpace 7830: 7830.cfg
®  eSpace 7850: 7850.cfg
® eSpace 7870: 7870.cfg
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BB e 3 IP WEHLEE T B A G T

3.2.1 2 BL B =R

—MAETE R, A I IECE SO, (E A AR LT R T RE AN IR 1)
BORA—FE . (EHWERCE ST, KA E BN LI 192 BUEAS USRI 37 sk — 2L
1P UEMLE IR S 2 ikt . NTP Huhb%%.

A4 R B SO S HOAEAR BB A A — i R, 16 3
http://enterprise.huawei.com/cn/support/ it N 4.
(1] i3mm
RABFGRTHARATE, FHRTEIIF. of TR, AREZLE RS) REH.
TEEAE N AT > 4—ilf5 > IPPhone > iRAS (filln: eSpace IP Phone
V100R001C03) > software”,
(1] i3mm
7810&7820&7830&7850 1% Jf| F] — AN AL B LA AR, Av B AL E AR I HAS B AR 5 2 4G
ZARBPT
F S AT TP RO E SCIE, AR o0 75 20 B S H AT 18 R T

P& SCAFS B AR 0 ofg #5322k, S Hh v BOkEL P B
(VS & il E

P B S S AR N B 3-1 i
E3-1 ECEERIAA

FE3E
[path = Sconfig/Getting/Advietting. of s | SREREETE
EnableSemidttendTran = 1
BlindTranOnHook = 1 =
TranOthersifterConf = 0

[ LLDF ]

path = fvealink/config/Network/Network. cfz
EnablellLDF = 0

PacketInterwal = 120

[ ActionlEL ]

path = fvealink/config/Features/Phone. ofg
SetupCompleted =

Logln =

LogOff =

eSpace 7850&7830&7820& 7810 f it & 12 Hit Wi I
http://enterprise.huawei.com/cn/ ¥ 3 HL[¥) (7850&7830&7820&7810 fic & S {24k

B,
eSpace 7870 [FJHC & 4S5 Kt W15 WL http://enterprise.huawei.com/cn/® 3t LK) (7870 fic
HIXMZHU
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AR 3IP IEHAE R E R % — T
TR RS SRR > IRy > GafE > P HEE > IR NI RR (B
4. eSpace 7850) > H¥%7,

3.2.2 XHEH
L SEH M L6 A Y ke T IO S L, AT A S I LM S B B E T
%o

BhEH

SR AL P RRCAS SO BRI G m IS s A G B SCA v I ] P FOAS S BT A e 25 4
INEEPSERS!

1 =
Afffi!l =

T i& £ eSpace 7850&7830&7820&7810 #4.cfg S, 7870 #9.cfg X4 X5 H AR R
Fl, &4 7870 #9fic & S At

TC B SR I AT A B SR S8 IR AH DA S
B R R R R
[ firmware ]

path = /tmp/download.cfg

server_type = #HUCE TR #2504 hitp B4 tftp.
server_ip = 192.168.0.231 HUCE TR S5 A ik
server_port = HUCE ARG A 1 0

#47 server_type = http, IR 45,

#25 server_type = tftp, i 1545 69.

login_name = #IH RS54 LRCEMH P 4, IRk A B A
P, WRZIR . — R ftp IS5 2882 B & b il .
login_pswd = #I RS2 b5 L A e AT 35

http_url = http://192.168.0.231/  #[£FRRASCAE urle H http,  https 75 X A4 7545
T

firmware_name = 0.0.0.143.rom HEL B [ RO SO 44 R
B R T R R T T

TEANMNRRE

Fic B SO LR A B SR 7 R B AHSCAE
R
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EHG R BIP LA L E MG T

[ ringtone ]
path = /tmp/download.cfg

server_address = RS SR b, A DA SR B — S wav SO H SRR
/INANBEEERL 100KB.

R R R R R R R

BHA b
P B S E R B LU 7B SO 3 b b 6 A 55 B
R
[ ContactList ]
path = /tmp/download.cfg

server_address = #H LS SO BRI L, A DA R B B — AN AR H b i S
.

HRH B R R R R R R R R

‘=
Zﬁ&ﬁi%

o bt E a4 AL SR A contactDatal.xml, F W) ik F 3.

o i Fl4EALEY Web, £ “wEiE > AdudbiE Mm@ TEE S XML, FH—
AR R hE SEMCAH AR TS 7S AR A .

M Web |5 H A ik S8 4R contactDatal.xml F#PERRAS — 2 A&, st m] LAE
http://enterprise.huawei.com/cn/support/ % it N 4.

L1 iem

RAAFARTHAN LR, FHRTELF. F TR, wKEA% (RS) REH.

TR R “HAE T > 483845 > IPPhone > A5 (it eSpace IP Phone
V100R001C03) > software”,

3.3 KEHPBECEMGE—FTH

1=
Zﬁ&dia

IPEAEALKTEY, FHIREIREERT S, T 0HF-FHARLK,
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(AR ] 3 IP ML AL E G — T 2%
3.3.1 BeBEFNHEAIER

FETFJRIIN, WURTG 20— LA TSR S E AT 4, S OEHE 2 b i R 3 5G -
o TCEAMR .

A cfg USRS, AT DU Sty 20 B R B b 1) — 22 8. ARz Oy
LS 3.2 B4 R & S

o UPFHRS A HTTP HRig4s.
HTTP k55 @D BRE S L 7.2 $54E HTTP Ik 554t o

® DHCP k%5 %%
DHCP %5 # IR S5 i 1L S L 7.4 #4543 DHCP 4545

®  DNS 454k . Ay Bhm i 54 oy s il S0 URL,  WIFE 2EE % DNS Ik
o
DNS IR 5 as B 7750 2 0L 7.3 #4542 DNS kg5

o UMW E IS MR SERR AL, HE S TEHLIT T IR AR SCRE . AN
SO B T A S

— T R R B i 1] 3-2 T .

[E3-2 AM[E

File eSpace
sarver Gateway U19%x

LAN
Router Switch

Tr069 DHCP DNS
Server Server Server

332 ERELEFHALLTE

BRIEDE
1o HRCE ORI B RRAS SO HTTP RSS2 IR H K R .
A5 T B MU 75 S A B M R bk i 45 D) 55 S A . 1) SCAF R HTTP i
ZEMWHZE T S “HIEARRCE SO O RN L E -
2. 'E DHCP JIR45 %4 Option246 2 Al & U URL.
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EHG R BIP LA L E MG T

FENCE DHCP iR45 250, i DHCP IR%5%8 B X 246 MSH, HXNSHH

BEE B E SCHER URL. M E 5E 5, whidla) DHCP HiiE 1P Huhiki), DHCP

AR5 2R A0SR SS 2341 URL —2 N R4 1P 1ML 1P TEHLEES AN IXAS TR 311

ok HE NG E SCF . Option246 Z AL E W TEZ L 7.5 FLE Z4 Option246

—  Option246 T FT ¥ B S LA e oe g, WE A SN AR 5 W& 20
HAh S P IE S T S50 E B2

- fRERCE SRR, AU E R E SRR . RSy AR S H S A
VG Fr i A

Option246 SZFFUAZ Fl7 :Ude e 642, Wk 3-1 fiow.

£<3-1 Option 246 BELEE

W 245 (ZHRE)
IP http:// server IP
IP:port http://server IP:port
I 4 http://domain

Ik 4 port http://domain:port

3. RKPHTIALEHL.

ML LS DHCP R4S 24 IP Huhiki, DHCP fiR4s2s44 i id 4k
Option246 &AL & SR URL 2IENL. 1EHLSRIBG L 5 2 SCpE RS 4 3R EUE
FH PR E SCAF B R IEMUACE,  TF AL E SCAF P RIS A RROAS S5 At SC A 1)
URL HAT

KiEBCE SHRE

ARIE R, 1EIE BB R, DGR RG  TE LA Tl T . SR

THER BTN I E S G TR ) .

o IRURACE S,
EESF AT Web B & 0O, AR NCE S SO 1 23 S E S5

o IRUETIYRAS
FEVHURF LI, 4% “OK” BEAIGHLKPIRZA S, &R “HIARA” AR A S
A L [ RRCA SO 2

WERBCE BT RA LI, W RERE T BT R AT R 2, RIS [ R 55 4% A T 2k
Ky MRSTAFAEBERETIANGG, I P EUT R VORI ARG HL B R 3, 78
HOBT A SR RE APl ASCIF IR SS & B SO B SRS BRSO, R TICE S
T+
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EHG R 4 AP LS 1P AL

4 ERAMESERE IP 1GHL

41 FENME

WARBNINE (eSpace EMS P RGE) HITENLAEAL D, S nT LLEFRA8HI BB 2 10
Ji K 1P AL A K

AR
® 7 DNS IR s CUfC B B4 113844 “ucems.huawei.com” 5 ACS filR45 2% IP Mk
IS R R B CAETENLINACE ACS RS54 IP Hudil.
[RARYY
o R P F XA DNS R4 0F, 411 M E ACS sk, BE &AM ACS ik, vAZILEM
BARE,
o URHUIP IGHLIMYBLFA S .
RARTY:
ENEG I F )5 B MAC ik, T vlididvd T XK
o EMF @A MAC MuibA7, #lde: EAL “00156529EE10” 4 —40 5 B4k 5 69404 Bp 4 32
FF1%5.
o fEiEHLLEdE “OK” 4, “4p3ibit” ZE-F “00:15:65:29:EE:10”. #3575 Bp
“00156529EE10”.
e  ()d4h eSpace EMS JIk 45 .
BIETER
1. i fF w0 %0 2% 4 onk A% P %y N eSpace EMS 1Y 1P o hb L, 41t
http://192.169.1.10:8080.
eSpace EMS ()& s S W& 4-1 s
RARTY:
HEHEA IE8 K& Firefox3.6 &k eSpace EMS.
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B R 4 AFHMEEHRRE IPIEHL

E4-1 BEFEMNEHRT

eSpace EMS

g —

=8 '.oco.ooono i ’
W fad |9RAF @
i3

—_—

BINEA O SOOBANRAR 2010 RE—1GRH. HUAWE!
B IE 8 W Frefod6, MELDHE: 1024 x 768+

2. IEFE BRI > BHREHY .

3. M Sa TR, g T TR

o e cpmi g i @FPNONe o gk,
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EHG R

4 FEAMEE RS IP AL

E4-2 £13 1P Phone

é@ eSpaceEMS
HUAWE|

admin @~ @ |[B

i || WE || m | HiEe | MR | B
(2] B o (ol o
# BN HEER *
pr - Root > eSpace78XX =
A v e
i el 3
© LY Root IEE #EE 4
¢ B aRgEen i it MR BT
& 152100 o  erone? P Phone
@ (&) TP phone S THRERRTRH® 2 ks ripE 3 HEREE
(&) 1P Phone TP A ~gent Wecw
S BT B cloudcc 8 eudemon
¥l HPs B
E]Oracle EGSS
B saLserver [ [RE ok
o
¥ 1P PEX
M sw
m Radware
e Lo b

5. fE “HCEZA TR RHLI LG S AR,

FeAbTRIE

[0 s

eSpace 7800 % 7 EHLEKIAAY3E T 5 4 10401,

=

IP bl 0. WE SRR,

AR AS 01 (2012-06-27)

e LA MORELS R
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EHG R 4 ARG IP IS

E4-3 BEESH

- EXEFR
ZER: IP Phone R 7870
« BT [7870 | e | |
EETNEES | Mediation_Masterself A | rE: | |
=R
+ TROG9HHY
« IPHiE: [192.169.1.62 |
- =E |10401 |
B E: | |
RS |o0156529ED92 |
APE: | |
s BPER

6. $‘ﬂi‘ “Eﬁ%” R
(L] 35
$k BB THEAE,
RIELS
o MHLIENLAIE RS, LB SR T R B G AL

o WERAGHLONE RN, Wil “fF 57 e, BiHITEHIASIN R S Ao ot
“HEINT, EHRCES

411 B2 E ACS ik
WA M %A DNS IRkS8s, G BATE P, llE ACS Hihlk, AFATLL

eSpace 7870 i HL Al .
BRIETE

1. BSUGHLI) web Fii
a. RV BEER B EERS s N TEBLIY 1P Mok, 4% “Enter” .
b.  AEFH G RAEME S, WA 4 (B0 admin) FIE RS (Bag

admin) , ®ii “HiE” .

2. FCE ACS Hiht,
a.  {ETEHL web FHifiigde “IEHIBCE” A,
b. e T “Tr069” .
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EHG R 4 ARG IP IS

c. fE “ACS Huhl” Jrim A ACS JIRssesiititl, Wil 4-4 Fros. 4765k eSpace
EMS ) 1P #i H: A 192169.1.10 , W & HE AN WOA
“http://192.169.1.10:8089/tr069/services/acs”

MARTY
7810&7820&7830&7850 AL AR B ACS #bht W d 693442 4 ##F “FFR” WX, 24
“Tr069”,

[El4-4 BLE ACS bk

TROGS IE bl 52
EARE o
ACSHP4E |
e ACSTH I
FE ACSHIHE |http:Mucems.hua\.’.{el.cnm:E! |
amEs SERA L3R |Enab|e 52
A R AR oo (o~e553m)
HHEAE
CPERIPE I—
ESam CPEZERS I—
- w
wE
=58
EiEE
Erde 2o
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6.1 BIPEENLSS
6. 1.1 EFIARXHAEER

FEVEAL H DA 95 5 (0 5 2 1 AL A OIS, 3 7 2 IR AL H 5 )
fE, M REBCE, AR IEALN HS A ST R SSA8 B, i e N AP . B
FTATEDSIAMS, 1EH P B O

Fh HE B AR S5 25
o IEHLNEE

1. Gokihfl Web BCE UM, 8 “THR > w7 nisk. (7870 LLHE “UHLCE >
REBCHE” . )

2. @ “SHARGHE” XEIERE “IRS87 , #i\ Syslog IRg-asshl, Wi 6-1 fr
7No

E6-1 EHARFZAE

S REAE 588 ~

10.10.10.1

3. il IR, WHLESHE A S e B E AR

o GRS EM B E
IARIEFE T HAE RIS a8, WE H SRS S AT i E . FTITHE RS & (—
FEER)SCAF IR S5 28 AR AT LA D H G g5 2, 47K 3CDaemon), 2 LL T AL BT
el

1. X “3CDaemon.EXE” , izfT/R%2,

2. FEFGmAEMESE “Syslog Server” LI, i “Configure Syslog Server” , 3t
BCEE 1, Wl 6-2 s,

TRGFRA 01 (2012-06-27) LA TR (S B 132
WRUTH © HAFEARG RN



Huawei IP Phone eSpace
7810&7820&7830&7850&7870&7803X
B R 6 Hipriab B

E6-2 BCE®EM

JCDaemon Configuration |

Feneral Configuration I TFTF Configuration I
FTF Praofiles |S}'51|:-g Configuration |

$he can lag te this Iﬁ-n}’-:-ne. ;I IF Addresses I

Directory for

Log messages II:Ine file: Syslogz log ;I

3CDaemon WE B | EEw |

w

1E$¢ “Syslog Configuration” T2,

s

#:f; “Directory for” X485 FI’JD, P H SRS A H 3. BRIARE S
i, MANEERHZXFARE, {A1E syslog.log TR 3 B )

o HHEHE

o IGHLINAIRSS S B ESE, MRS AR AL TR HPIRAS . BS54 “ Directory for”
P BRI EAE A HE. HEFRITIT “syslog.log” S, ml SN K Fros
IDIEYSY

e sur e reies.me oyssugloiays LYioCUmeu) Sosuseuy . ssuuas L R LT TP S TR
Mar Har & 18:09:42 syslog[424]: [SYZ+0423] 0000063 .150066 BROAD_HSG_LINE_STATE CHANGE[8][2]¢

Mar Har 6 10:09:42 syslog[424]: [SYZ+0423] 00000064.325404 TalkLogic: Draw To Screen

Mar Mar 6 10:09:42 syslog[424]: [SYZ+0423] 0000064336461 TalkLogic: Post Hsg[7086c] to UPM[1][6]*

Mar Har 6 10:00:42 syslog[424]: [SYZ+0423] 0008006Y4.338361 TalkLogic: Post Msg[70014] to UPH[1][13]t

Har Har 6 10:09:42 syslog[424]: [SYZ+0423] 00080064.345591 TalkLogic: Post Msq[70081] to UPH[-2][0]*

Mar Har 6 10:09:42 syslog[424]: [SYZ+0423] 000000G64.435759 TalkLogic: Draw Finish

Mar Mar 6 10:09:42 syslog[424]: [SYZ+0423] 00080064 436098 TalkLogic: AfterDrau Finish

Mar Har & 10:09:42 syslog[424]: [SYZ+0423] 0008006L. 438534 TalkLogic: BROAD HSG_LINE_STATE CHANGE[1][2]¢

Mar Har 6 10:09:42 syslog[424]: [SYZ+0423] 000000G64.864218 TalkLogic: Draw To Screen

Har Har 6 10:09:42 syslog[424]: [SYZ+0423] 00000064 873634 TalkLogic: Post Hsg[7086c] to UPM[1][8]*

Mar Har 6 10:09:42 syslog[424]: [SYZ+0423] 00O006L.B75089 TalkLogic: Post Msg[70814] to UPH[1][13]t

Mar Mar 6 10:00:42 syslog[424]: [SYZ+0423] 0000064878572 TalkLogic: Post Msq[70081] to UPH[-2][0]t

Mar Har & 10:09:42 syslog[424]: [SYZ+0423] 00080064.987115 TalkLogic: Draw Finish

Mar Har 6 10:09:42 syslog[424]: [SYZ+0423] 00080064.988945 TalkLogic: AfterDraw Finish

Mar Har 6 10:09:42 syslog[424]: [SYZ+0u23] 99u2uy [ 10nS1 ge [PHONE_MSG_FEATURE_KEY SUBSGRIBE_RESULT][0][0]
Mar Har 6 18:09:42 syslog[424]: [SYZ+0423] .995470 [ 10nST ge [PHONE_MSC_FEATURE_KEY_SUBSCRIBE_RESULT][1][0]
Mar Mar 6 10:00:42 syslog[424]: [SYZ+0423] 00060065.186687 TalkLogic: PHONE_MSG_SELECT CHANNEL [8][e]

Mar Har & 18:09:42 syslog[424]: [SYZ+0423] 000B006S.187463 TalkLogic: Post Hsg[7086c] to UPH[1][8]¢

Mar Har 6 10:09:42 syslog[424]: [SYZ+0423] 00080065.189642 TalkLogic: Post Msg[70814] to UPH[11[13]t

Mar Har 6 10:09:42 syslog[424]: [SYZ+0u23] 196088 [ 10nS1 ge [PHONE_MSG_BLF_STATUS_UPDATE][0][0]

Mar Har 6 10:00:42 syslog[424]: [S¥Z+0423] 1972038 [ 10nS1 ge [PHONE_HSC_BLF_STATUS_UPDATE][0][0]

Har Har 6 10:09:42 syslog[424]: [SY2Z+0423] 198890 [ jons1 ge [PHONE_MSG_BLF_STATUS UPDATE][ 0][0]

Mar Har 6 10:09:42 syslog[424]: [SYZ+0423] 206645 [ 10nST ge [PHONE_HSG_BLF_STATUS_UPDATE][ 0][6]

Mar Mar 6 10:09:42 syslog[424]: [SYZ+0423] 00D00065.208586 [+xxxxxxxxx]0nSIPHessage [PHONE_MSE_BLF_STATUS_UPDATE][8][0]

Mar Har 6 10:09:42 syslog[424]: [SYZ+0u23] 209851 [ 10ns1 ge [PHOI s
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El6-3 FHAGZHE
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SH

3.l 7, RSO R EERARKE, W 6-4 B

E6-4 XHTH

TR x|
rERFHYMN . FRERITFEERFEITHHY #:

[ BB syslog tar
ZERL . RAEITCHEER
Mo 10,186, 42. 181

&3 (F)

gre ||[

5 Internet BT PEATESHIEEEREEE) , (B ATk
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EHG R 6 Wb Ab AR

[El6-5 EiFXHHRIFIRE

EE I I [
B W |@£?€1 =@ 2 E

@IP Phone

TEE W) |syslog. tar =l aEe |
BESRR M) [ e = |

5. MGFERAFEATS, il “IRAE7

,u‘%u”j)'ﬁ, B H S B S FARFTIT “syslog.tar” S, 0] LLE B2 00 F B
NHTH EAE R

Mar 2 00:00:00 syslogd started: BusyBox +1.10.3

Mar 2 00:00:06 syslog: [AutoP]: AutoP Release Yersion:[ 2.0.0.79 ]

Mar 2 00:00:06 ap: [AutoP]: Get hardware version: [1.0.0.0]

Mar 2 00:00:06 ap: [AutoP]: Get device mac: [001565111855]

Mar 2 00:00:16 syslog[366]: [sip] **init phone context™ [0]

Mar 2 00:00:16 syslog[366]: ReservePound = [1] RFC2543Hold = [0] UseOutBoundinDialog = [1]
Mar 2 00:00:16 syslog[366]: Message sent: [[PHONE_MSG_BLA_STATUS_UPDATE] — [0xa001e] wParam([0x0]-1Param(0x0]]
Mar 2 00:00:16 syslog[366]: [SYZ+0365] 00000021.266011 Registing thread "app_sipServer” ...
Mar 2 00:00:16 syslog[366]: [sip] ** Loading Account **

Mar 2 00:00:16 syslog[366]: [SYZ+0396] 00000024.438176 Registing thread "app_sipClient16" ...
Mar 2 00:00:16 syslog[366]: [SYZ+0406] 00000025.089721 Registing thread "app_sipClient1" ...
Mar 2 00:00:16 syslog[366]: SIP UA Release Version:[ 6.0.0.12 ]

Mar 2 00:00:16 syslog[366]: Build Dec 31 2010 10:53:08

Mar 2 00:00:156 syslog[366]:

Mar 2 00:00:16 syslog[366]: [ Audio codecs Configuration ]

Mar 2 00:00:16 syslog[366]: enable = 1 PayloadType = PCMU priority = 1 fpmap = 0

Mar 2 00:00:16 syslog[366]: enable = 1 PayloadType = PCMA priority = 2 ipmap = 8

Mar 2 00:00:16 syslog[366]: enable = 0 PayloadType = G723_53 priority = 0 tpmap = 4

Mar 2 00:00:16 syslog[366]: enable = 0 PayloadType = G¥23_63 priority = 0 ipmap = 4

Mar 2 00:00:16 syslog[366]: enable = 1 PayloadType = G729 priority = 3 tpmap = 18

Mar 2 00:00:16 syslog[366]: enable = 1 PayloadType = G722 priority = 4 rtpmap = 9

Mar 2 00:00:16 syslog[366]: enable = 0 PayloadType = iLBC priority = 0 tpmap = 102

Mar 2 00:00:16 syslog[366]: enable = 0 PayloadType = G726-16 priority = 0 ripmap = 112

Mar 2 00:00:16 syslog[366]: enable = 0 PayloadType = G¥26-24 priority = 0 tpmap = 102

Mar 2 00:00:16 syslog[366]: enable = 0 PayloadType = G726-32 priority = 0 rtpmap = 2
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El6-6 SHIR

SHRH%OE *He -

S
£ Frig

FiH

3.y ek, IR
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R R

6 HbEAbEE

[El6-8 iEIFXHHRIFIRR

BFED: (@28

IS W
{RIF2ER (1)

@IP Fhone

60,94 16 6-15-10.

{#7F 8 I

I. pcap I%

=l
=l o |

iH
4

6. MLPELRAAHAT)S, il “ORAET S

SRR, BRI E, T wireshark #] JF.pcap SCAF,  ATLLFE FI2E
(PSRN E S WYY

No. Time
1 0. 000000

0.078034

Cis

3 0.897817

Ethernet I1I,
Internet Protocol,

EEeee

Source
10.
5€0..3b:14:0b Spanr

Dextination

2.3.247 10.2.3.3

10.2.3.247

10.2.3.3

4 0.898648 10.2.3.247 10.2.3.3

5 0.899091 10.2.3.3 10.2.3.247

6 0.899955 10.2.3.3 10.2.3.247

7 0.900496 10.2.3.247 10.2.3.3

8 0.921267 10.2.3.247 10.2.3.3

91.613170 10.2.3.3 10.2.3.247
10 1.613897 10.2.3.247 10.2.3.3
11 1.614545 10.2.3.3 10.2.3.247
12 1.615620 10.2.3.3 10.2.3.247
13 1.616182 10.2.3.247 10.2.3.3
14 1.677531 10.2.3.247 10.2.3.3

Src: 10.2.3.247 (10.2.3.247),

uUser Datagram Protocol, Src Port: blackjack (102S5),
Syslog message: KERN.ERR: Mar 16 08:08:18 mini_httpd[471]: mini_httpd.c(933):child process 61

ing-tree-~(for

Dst:

Sys log

Protocol Infe

KERN. ERR :
cont. RooOt <7008 G H
netx-agent > http [SYN] Seq=0 w'
http > netx-agent [SYN, ACK] Sec
netx-agent > http [ACK] Seg=1 Ac¢
GET /cgi-bin/ConfigManApp. com?I¢
http > netx-agent [ACK] Seqg=1 A¢
KERN.ERR: Mar 16 08:08:19 mini_}
masc > http [SYN] Seqe=0 win=655:
http > masc [SYN, ACK] Seq=0 Acl
masc > http [ACK] Seq=1 Ack=1l w!
GET /cgi-bin/ConfigManapp. com?I¢
http > masc [ACK] Seqel Ack=521
[TcP segment of a reassembled Pt

Mar 16 08:08:18 mini_

21/68:bd:ab:

Frame 1: 120 bytes on wire (960 bits), 120 bytes captured (960 bits)

Src: Xiamenve_11:18:55 (00:15:65:11:18:55), Dst: Giga-Byt_48:5a:03 (6c:f0:49:48:
10.2.3.
Dst Port: syslog (514)

3 (10.2.3.3)
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R S EA PR e 10 RS . WECEESIHEALERL oys
RaatE A EEIE IS (RS 5g. —

EEUEN, BF “L—F" . EEFEHRE, BE “T—F" .

<t—s@[F-rw>] @w |

16, SEAFUH AL LRI B S 2 H oK.
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Active Directory FEEHS

EZEEACE Active Directory. RIEHERMEATIET , T 20T EERE L5
FPE B AT

S

IEEGEEFFE O WINDOWS,ASTSYOL

16. 53N HoR e,

EEESTEI LS test. con HiZEET Active ﬂ

Directorye

;ﬁttﬁﬁ?ﬁ‘u-&%ﬁﬂaéﬁ Defanlt-Firzt—5ite—Fame

Active Directory EXHE EI
PR Active Directory &30
.o hotive Directory g e o = Ry
‘B L .

<
w5

Bt DHS BUBCE.

= EA T lDHS. BehtEHlfE , BoAFT
[ |
EXHIEAS . FAE oY .

ct—ref =% | BE |
17. il “STEVERTRSD” . B s
x|

EIE‘:@_WE%EE%JJ Windows s Active Directory 323 S ETHTRAICT
A REE .

FaEE S @ |
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(=Ll 7 M
7.6.2 g A A

1. k¥ “IFEE > R > HH T H > Active Directory " FITHEHL” . Active
Directory HI/= FIvHSALEAE A i~ B .

£ Active Directory Fl P3LHEHL =10l x|
<0 TP Bt =B BOM  FERH =121 x]
= BE /B XEFDR R2E QREETYE D
@ Active Directory FF BIESSE S el
-] SRR -
El@ best.com S - %% i
- Builtin | €5 Cert Publishiers T - i !
E-E Computers €72 CERTSVC_DCOM_ACCESS el - Fhidd
423 Domain cont | €ROHCP Administratars S d - A, >
-] Foreignsecu | ERDHCP Users T3 - Fhis 5
a W - mr‘lnc.ﬁ.dminc E%%ﬁ - $Hﬂﬂ C
ﬁﬁﬁ%ﬂ@- o y T -2/ i
=D, T -2/ 1
PEE H-ZR !
BB S b OBERA H-2R ’
—— X 4 iH-2R b
i H-2R/ ;
InetCrgPerson
MRBHRENW  pous pimigls
Rl (E) FTEDHL \
SHPIEL... g :
HETHR H- 2R -
RBtR T f
TEdH - At I
%mmu e S4F 34029 RF E
€ IwaM_ZHIHUI-84F3AD29 RF F
ﬁ [ijun HF
ﬁ lirnirug RF
ﬁ liutan HF
€5 ora_dba Tl - bl Cr
K il | 3
TEIE TS P IR — SR B . | |

2. AEREGl “User” , IEFE OBrd > HP o @ — A4 “dongle” [P
M
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7 M=

HENR-HF

4

HIERTE test. comflsers

BE(L): Id-:-ng

E@: [re s
B (A): Id-:-ngle

RRPEFE W

Idnngle| I@test. cam ll

APEFE Windows 2000 LLEIREZED 0

ITESTH

Idnngle

3. WM “dongle” GUERY, EFE I SANREESCE” o B 2B

ém:tive Directory ArataEil
< TiHE Bt FFW BOW® HFHO
T | 1w | wr M R | Y e | Nem NS S e ST e
© 2 | [y |
<7y hetive
& 187
E]@ Yod g BIEBTE:  test. comfUsers %ﬁ
=@ =
B e
& ERE: l*w**w** EF’
L83 TRLAZRS ©): I HRARRAAAK] =)=}
e
[T BP FRERE/EE o) e
M RPTRERER E) ZE
- ERAT ® 5
I HPESR O =&
TOCIXSF w2
SERVER e
w2
_ e
< t—%® K CTOCTXSF 2g
— = $MSSQLSERVER 225
€7 SULS erver20055QLAgent Us er SLIVTAO-CTOCTXSFSMSSQLSERVER b 3
€7 SQLS erver 200SMSFTEV s er SLIUTAO-CTOCTXSFSMSSQLSERVER b
€72 QLS er ver2005MSSALUz ex SLIVTAO-CTOCIXSFSMSSQLSERVER e
4. BIEH R e
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EENAEET 7 M
HEHE - AP X]
g ﬁ.'JEE test. comfUsers
s S 5. FEITER AR
EHR: dongle ;I
HPEFE: dongleltest. com
P ik SRt S 3 .
=
HEiE
5. XL “dongle” , S EMEw E G I, WIRCE W FL Hhhb. IR,
2%
2BF | A | W | a&E | EmEsm |
spkiREmiETE | com | WMIX Attributes
B | mar | we | ERSmwer | miE | st
g dongle
BE L)
& E): 1= mEy@EEQ: [
ETET 51 Id-:-ngle
i (D) |
ML) I
RS T |55E.E.2|:| b @, |
e e (VR
T (1) | EhE. |
TR B | mAw |
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7.7 Wireshark (F {5 &

7.7.1 TE4Y

RELTT

L2

-_—

AU DL NI ARk i AR A R G R AN 2R

o HFRIX DL ELEE K IR X k55 #5 \Ig-fs\Rnd\Software\2. I Tapply F3kH1.

o CERFRIX NG 1V E T M http://imww.wireshark.com/ F %

%57 - INZ NIV I N

3T CAF 53 SCP {54

W25 Hr CAF B3 SCP {541, nJ LA Wireshark.

Wireshark 7] LUZATEA R ERIE RS- 6 L, W1 Unix. Linux. Windows %5 .
Wireshark ] = Z4EFH a1k

o HULEAT AT SIMAH KB M.

o BT A LA Hd: .

o i e HARRER A DR A7 AR A B 0 et

7.7.2 Wireshark FAN3E1E
AT 44 Wireshark & H B2 AL AR EEAE . T 58 M BR VA X S 5 T ReAROE 40 1

SREMIRL

M, HAKIEZ L Wireshark (IBEHLTS B SCAE (Wireshark User ” s Guide).

WICHNRDX IR IX ARSI AR N AR, WiE] 7-34 Fios.

Wireshark U0 = At i3 EA /NS EEX IR, 050 X PREEFZHIX ., IR E X

AR AS 01 (2012-06-27)
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RERX

E7-34 Wireshark = REHIRL

% NMarvell Yukon Ethernet Controller. (Nicrosoft’s Packet Scheduler) - Wireshark

File Edit View Go Capture Analyze GStatistics Telephony Tools Help|dk @K
BEEXZL Q¢+ T L EE QQQF| WKW K| HreEsdx

| * Expression... Clear Apply] HEEEK

o Time Source Destination Frotocol Info

24 250,255,255, 25 DHCF Inform - Transaction ID Oxe i |=
2 0.511036  Hangzhou_07:T2:e0  Spanning-tree-(for-sTP MST. ROOT = 327658/0/00:07:22:358:04 :F8
3 0.B22050 10.138.58.223 10.138.58. 255 NBNS Mame guery ME HGHRNDOY-FS<20>
5 0.944250 10.72.129.78 10.138.58.193 upp source port: 8011 pestination port: 100
6§ 1.138503 Hangzhou_56:1e:ba  Broadcast ARP Gratuitous arpP for 10.137.118.4 (Reguest
\ BYRER /g
>
Frame 1: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) ™
Ethernet II, src: 3c:d9:2b:58:3a:8h (3c:d9:2b:58:3a:8b), Dst: Broadcast (ff:ff:ff:ff:ff:FF)
Internet Protocol, src: 10.138.58.224 (10.138.58.224), Dst: 255.255.255.255 (255.255.255.255)
User Datagram Protocol, Src Port: bootpc (68), Dst Port: hootps (670 B RIFE =
bz Rnotstran Brotocnl L
ki0e0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 uuveeer weeern.. BrRmmFERRE [y
(7)| File: "C:\DOCUME™1-- | Packets: 2443 Displayed: 2443 Marked: 0 Dropped: O Profila: Default

Wireshark S FLX &I 2440 T o

® File
SR PALREFT IF. RAE . & IFRR 2 SCEDhRe OB H Wireshark F2)7

e Edit
AL R AL A . A FEE R AIbRIC, DL Perference 328, {RiZSEH N
A DA E AR B SR S5, Ik L AR N AR A, JE I S
1L B PRAT A BRI

® View
RS IR R T e BEAREER AR E, BN, A
G RER

e Go
R 2 F D CARE 2 AL
e  Capture

ST TSR P AHOC. BFEREE O Rk e, e SEoE,
AR R
®  Analyze
TS BT DL 52 B Wireshark F& 6 D isUie b i 36 &
®  Statistics
z%%lﬁ?%%%ﬁi%@i#%ﬁ%%m AFESEI R A AFEER G2 AT
®  Telephony
R B TS AR A F TR IR . 0 FE GSM,  LTE %%
® Tools
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g AR R T H . fuFE Firewall ACL Rules, Lua.

T ST A N i T A A B A

[RIFIRH X
DI RE R TZHL A1
P SR CRIAR N 3 L b b, & BRI RE B .
HERE X
TIERIAAKE X . M2, Pl B IERIAX, HHE R NRCOE
JEHSR, BRSO RERIAAX A HES W “SIP BT,
WICFNFX
PRI R SC A TR] L HuhE RIS SR 7 4 3R S
e Wireshark BERSREATIFIRSC, T2 K0 ST 1 ELAR R H BRI ST FAS [A] 1) B
bR H R
o M ELE VR T ARG, PR R B bR
(1] ismg
B TRASREATLDNE G, LAFERGEARE, RtEA0WHRE. BRI ERESE
LA, ARIE ARG B R RAZ AT .
SR X

B BT LI SR B LA 2 S 2 . AT Wireshark SERBRTIONGL, FUFL
A TERIT IR, 4T TCP SR E, FUFIE &M ST IFH1 B AT, ACHIT

Y2y FH H AN BEL A
TR 0 o

WX FEABTERE

PE DI TR SR SCR SR AR N 2, 22 4 RSB B gaid DLLERE 7 X B, A
JEXEN ) ASCI AL,

ERIEME
E=ER
Wireshark 2 o ELik 64 B £ 45242 8 49, BP Wireshark &% £—4 PC L&, R48iHH3%)
2313 iZ TR, R NE LRI TG L 3 M+ £, Wireshark 5 ik 4 3k 3] 4k
L. FIAERBFIRLZA, EHENL, M FEGRILABLED)ZRNF L.
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BIETER
FET BCESHH LS,
L AN —5 0, LR E AR,
2. AHEANSTHNUIRI A, R HBEE B .
3. ¥z T Wireshark 11 PC 3% Rz RS LI — 5 H.
PR 2 XWili PC L) Wireshark PRAE I FR “i” .
A YR Wireshark 54T, 41 7-35 s

[&]7-35 Wireshark £ 5

"{! The Wireshark Network Analyzer

File Edit Yiew Go Lapture Analyze GStatistics Telephony Iools Help
BN BEXTE A+29T L BE QB @EB R E

Filter: [| |+ Expression.. Clear dpply

The World’ s Most Popular Network Protocel Analyzer

Capturs Online

Interface List B Open @ Website
5 Live list of the capture imterfaces (comnts incominr mmekets) Open a mrevicusly captured file Tisit the preject’'s mebsite
. . _ B .
Start capture on interface: Dpen Recent: % Q User’ s Cuide
[#] Marvell Tukon Ethernet Controller. (Microseft ... The Tzez'= Cnide [local wersion, if iastalled)

ﬁ‘ Capture Options @ Security
Start a capturs mith detailed options @ Sample Captures Fork with Wireshark az zecurely as possible
I

rich assortment of example capture files on the wili

@ How to Capture

Step by step to a succeszful capture setup

@ Network Media

Specific informticn for capturing om! Ethernet, TLIE ...

(0| Ready to load or o= | Ho Packets Frofile: Default

B3 %k “Capture > Option” .
RY o~ “Capture Options” Ftifi, 4n/&l 7-36 Fizn.
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[&]7-36 Capture Options

7l ¥ireshark: Capture Options

Capture

Interface: |Marvell Yukon Ethernet Controller. Microsoft’ s Packet SchedulE|E

IF address: 100135 58. 193

Linllayer header type:

Capture packets in promiszcuous mode

D Capture packets in prap—ng format (experimentall Buffer zire: |1 : megabyte (s)

D Limit each packet to bytes
Capture Filter: || |E

Capture File(s) Dizplay Options

File: | | [Erowse... l Update list of packets in real time
[] Use multiple files

Automatic scrolling in live capture

Hide capture info dialog

Hame BResolution

Enable MAC name resolution
Stop Capture ...

[]... after
[]... after

D after | Enable transport name resolution

=

[] Enable network name resolution

Wi

F i IR FE VL -

®  Capture
- Interface
EPEIELAE T B R 245 1R

=
A =

% Wireshark T &g, R4S BsiAm—ANEHEEnF, ZHEE I, LH Lem
.‘E:f:}ﬂ'}" 4o 7-36 Fr g AmEET F, FAH S M8 PC, itz E ik
FEANMIZED F, WIEE O FRA £ WinPcap &4 it R 73| T & F.

- Capture Filter
UEALPT LA E L UERS o AEINEERE T, e K Sl SR S a2l S U i 240
AIIE “host 10.138.5.10” Jii, #ngi e A% EHL 10.138.5.10 Ak AL
IR EITD)
Capture Filter JGEX &7 LA I HEATIE I8, W3k 7-2 PR,
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F7-2 Capture Filter 3TiE&MHI&E

pub;E L il

T

MEL MAC Hbhik >4 08:00:08:15:ca:fe 13k
X

ether host 08:00:08:15:ca:fe

PUEL MAC #bhik 4 08:00:08:15:ca:fe g,
08:00:08:15:ca:ee {4 T

ether host 08:00:08:15:ca:fe or ether host
08:00:08:15:ca:ee

YR 1P Hbhlky 192.168.0.10 [FIH S

host 192.168.0.10

PUEC 1P ik 192.168.0.10 Bk 4
192.168.0.11 {1}

host 192.168.0.10 or host 192.168.0.11

PRELFTA HL 8% 2 18] 1) TCP i 124 80 [
X

tcp port 80

PN 1P Mkl 192.168.0.10 % A7 (1)
L, BRT http k3 (B TCP %124 80

330

host 192.168.0.10 and not tcp port 80

®  Capture File(s)

n DABEE R PRI AR A Bl R S0, ZEORAIE H B AT AL 5 (1 m] 2 A) o

- File

il “Browse”, M H A RAFINEL ST R 112

- Use multiple files

BE HENIRAFAM AR 3, ) DABEE SO RN B TR R I 18] B s R A7

.45
e Display Options

AR AT B AR I A ST b S BRI i R
- #EHF “Update list of packets in real time”, WZEFL P A A A AT LLSE & 20

ISYIE

- ¥ “Automatic scrolling in live capture”, 24PN Auss B — AN FE4E R

Hﬂ" E%m,fgz%\ﬂu Ei‘jj‘?ﬁ)ﬁo

~ HUHIERE “Hide capture info dialog”, JUIFIUEL AT LS I 2 7R SR s f R S

¥, Kl 7-37 Fios.

AR AS 01 (2012-06-27)
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E7-37 IMEEAGHRE

"i! ¥ireshark: Capture from K... |Z||E|[Z|

Captured Fackets
Total 4z
ICTF 1]
TCF 1]
1IF 21
ICHF 1]
ARF g
OSEF 1]
GEE a0
FetBIOS 1]
IFX a
VIHES 1]
Other 13
I2C Ewents 1]
I2C Data 0
Running Qo:oo:iT
Help

PB4 MIEMETFREMRGER, Bl “Start” .
Wireshark 3 ST FL .

PR5 K ZINE R 5 PR AT — IR

LB 6 L “Capture > Stop” g HLi & 7-37 [#) “Stop”
£ Wireshark =51 i M 45 38, il 7-38 fios.

N
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&7-38 #MEILER

A Narvell Yukon Ethernet Controller.
File Edit VYiew Go Capture Analyze Statisties Telephony Tools Help

RnesnTLIEE QAR BB K

B el

EEdXZ&

Filter: |

Ho.

Time

Source

Destination Frotocol

10. 00 Hangzhou_0 216 vanning-tree-(fcSTP
2 0.888020 Hangzhou_20:b0:4eBroadcast ARP
3 1.658784 Hangzhou_1f:bl:dcEroadcast ARP
4 2.033306 Hangzhou_07:f2:eCSpanning-tree-({fcsSTP
5 2.479712 10.138.58.190 239.255.255.250  S5DR
6 3.15%6118 Hangzhou_54:0d: 3€Broadcast ARP
7 3.208340 Hangzhou_20:b0:4eBroadcast 0x9001
B 3.293883 10.138.58.193 10.72.129.78 LDP
9 3.341385F 10.72.129.78 10.138.58.193 LDP
10 4.020022 Hangzhou_07:f2:eCSpanning-tree-(fcsSTP
11 4.584219 10.138.58.100 10.138.58.255 MBS
12 4.810819 10.139.0.245 10.138.58.193 UDP

(Nicrosoft’ = Packet Scheduler)

| * Expreszion. .

— Wireshark

Clear Apply

Infa

MST. Ro Of:e - (i
Gratuitous ARP for 10.137.118.% (
Gratuitous ARP for 10.137.118.6 (
MST. Root = 3276B/0/00:0f:e2:58:C
M-SEARCH * HTTP/1.1

Gratuitous ARP for 10.138.58.5% (F
Ethernet II

Source port: 10098 Destination [
Source port: 8011 Destination pc
MST. Root = 3276B/0/00:0f:e2:58:C
Mame guery ME ISATAR<OO0>

Source port: wtsas Destination f.
| >

F FE

Frame 1: 120 bytes on wire (960 bits),
IEEE B0Z.3 Ethernet

Logical-Link Control

Spanning Tree Frotocol

120 bytes captured (960 bits)

0030
0040
0050
0060
0070

............. JEE
..... 1.. A SRR
ZZZZZZZ@ 000fe258
D4fE. ... oo,
........ T -
<..Bl..& .b..... X

O Ready to load or c---

Packet=z: T29 Displayed: T29 Marked: 0 Dropped: O

Frofile: Default

(1] ismg

BT AAAZ &R, T OARIEAS BRI IR T R
IE &R, TTAE “WLRRER” M “sip”, #& “Apply”.
2T RA I, NARPINE
BR7 RAIMELER,

EFE “File > Save As” .

TR 45 ]

1.

A, F NI EKIK

KA L~ “Wireshark: Save file as” JL.

2.

AR

MEPESCAFAF U AR AN SR,

Pode, 1% Wireshark T Ei#3% sip
I RRLIEARK, RIGATR A=

BANSCAEA, ik “fRAET .

AL B E e LY %, Wireshark T B R AGF XLAFI RA A S MY B4, o E Kb
PR 1000 5 X AT494k4%, £4F “Range”, JEATR 49 AAEF#r A “1- 10007,
SIS EFE “File> Quit” , iBH Wireshark T H.
-
7.7.3 T HER N

AT 44 Wireshark (13 g8, A Gt gk AEE AN 98 Rk b il 17

(L7 s5m8
‘5 Capture %3 % ¢4 Option F %3244 Capture Filter X E #9138 B RE), sbibibiEHLN] 23R E,

#REGILIE.
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HiERIENIEZE

Wireshark i J] fi 5 () 2k s Bl i g Dh g . L wT BURRE Bl R s
sk, YEE H bl B I BAF AT IR e BRI A B2 AN v At
B"]éﬂé\o Wireshark ij:% (‘%ﬂ:‘”\ ‘(Z:%??)‘ “j(‘]:‘”\ ({/J\ﬂ:h’: ((5”\ ‘(Ez”‘ ({7[[|<” %

AIESAFERA S
AR
Wireshark 7] DU I LU AT 58 il g RIA S, BT T AT 93, hml U T ie 5
A, FREERORAA . A IERE A LA sk 7-3 Fros
FR1-3 FIRFTIER LB
5 BEHF B X FnzEf)
eq == %?
ip.addr==10.138.21.5
ip.addr eq 10.138.21.5
ne 1= AT
I(ip.addr == 10.138.21.5)
I(ip.addr eq 10.138.21.5)
ot > KT
frame.pkt_len > 10
frame.pkt_len gt 10
It < INT
frame.pkt_len < 128
frame.pkt_len It 128
ge >= KFEHT
frame.pkt_len >= 0x100
frame.pkt_len ge 0x100
le <= INFEET
frame.pkt_len <= 0x20
frame.pkt_len le 0x20
BT R
A LME R RIs AR 2 N RIEKA ST Wil g it gtp B3 H 1P sl
10.138.21.5 i %datl, WJnf LLf# ] gtp && ip.addr==10.138.21.5. iyl RiZHzH
RN 7-4 B
SCRIRRA 01 (2012-06-27) My A R A5 R 195
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R7-4 FEFRIENBEIEEN

R BEHF B XAnZEf)

and && W “«5”
ip.addr==10.0.0.5 and
tep.flags.fin

or n A <8

ip.addr==10.0.0.5 or
ip.addr==192.1.1.1

not 1 W«
not llc

i F B RRIE
RSB,

1. WELIELM.
— AEESY “Filter” Ja B SCRYAE b B F 5 AN PRS- B
s Xt F1 ok 1022 1) tep B, i\ “tep.port==1022", 1% 7-39 AR,

E7-39 AT
File Edit VYiew Go Capture Analyre Statisticzs Telephony Tools
= o e EdXXZ2a8 AesaT L

Filter: |tep. port==1022 -

a.  fEL SRR “Filter” A5 UIfK “Expression” .
Yo “Filter Expression” Ftif, 4nl&l 7-40 flis.
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[E]7-40 Wireshark B3 E SR RIAT

"l ¥ireshark: Filter Exprezsion — Profile: Default |T||E”5_(|
Field name Relation Value (unzigned, 1 bytel
Expert — Expert Infa iz present |Tversion| |
104apei - IEC BOSTO-5-104-Apei D == Fredafined walues:
104asdn - IEC BOSTO-5-104-Asdu 1= Twersion
2dparityfec — Fro—MPEG Code of Practice #3 * Fwersion
SCOMENS - 3Com XHS Encapsulation £ Tauth
3GFFZ All - 3GFPZ ALl = Rauth
BLoKPAN - IPwf over IEEE S0Z.15. 4 = Tattach
G02.11 M3T - IEEE 802,11 wireless LAN manag Fattach B
802,11 Radiotap — IEEE 802.11 Radiotap Capt Rerror
802.3 Slow protocols — Slow Protocels Tflush
= 9F - Plan 9 9F Eflush

p.msglen — Msz length (9F Messagze Lengtl Twalle
9p.msgtype — Msg Type Message Typel Fwalle
9p. tag — Tag (QF Tag) Topen [
Op. oldtag — 01d tag a2
| > | |
I 0K } l Cancel ]

b.  FEIXEIEF I EHRB N M, i SR - BRI .
c. Hifi “OK” .
Al LA I BAT J7 A A S A I -
- CMEONIERER R, “Filter” XIS SOobS T, WA 7-41 Bk,

[E7-41 HINIERABTAY Filter X35
File Edit ¥iew Go Capture Analyze Statiztics Telephony Teols
= o e EadX2a8 AesdTF i

Filter: gtp &4 ip. addr==10. 185. 133. 154] |-

AR A IE R SN SEHEINT, “Filter” DXIFT SO R (4, W1l 7-42 P
ﬂ—‘_\‘o

E7-42 HIN$EIRATHY Filter Xig
File Edit V¥iew Go Capture Analyre Statisties Telephony Tools

B el EdXZE AesTF L

Filter: gtp &4 ip. addr==10. 185. 133. o |-
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2. 1% “Enter” #, sl “Apply” .
E TSRS S SUIIES W

TREEFHX
(AEBUR)S S L SN I
o [REMMX
_ |p
- icmp
- tcp
- gtp
- gre
http
o [RiEHhhk
- 1P Huhk
ip.addr==10.161.225.1
— 1P Yk
ip.src==10.161.225.1
- 1P H ik
ip.dst==10.161.225.1
- MAC itk
eth.src == 00:e0:fc:44:5e:al
~  UDP 3
udp.srcport == 2123
o [RETE QHEHEID
~  GTP Echo Request 74 &\
gtp.message == 0x01
- Radius accounting i =R B¢ Wi v
radius.code == 4 || radius.code ==

2 RIRICEIEIE
R L gE 4 F “1(ip.frag_offset == 0)”, 7 DLW SR S HL I A& 754 20 Fr AR 3.

%EH “Analyze > Expert Info”, 153278 “TCP Bad Checksum”, U H] BE /&4 SC HL T
LEESY B, Wil 7-43 Fios. Wireshark 5§10 1 (4R SCA S 3 A IR G- S “ Check
sum” JEFIEAE, K2Rk “Bad CheckSum”,
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BB AR

7 B

[E]7-43 Expert Info 3B R I/R AT £E4R 3C

Wireshark: 3T Ezpert Infos

Errors: 1 Warning=s: 0 Hotes: 5 Chats: 32 Severity filter: |Error+'|'|'arn+Hote+Chat Iv;|

=

“‘ o

L%}
I
I
&
=]
Fu
1
™
i
*
1
h
u
o
—
&
b=
I
1
-
o
o
i
w
=]
n
o
=9
i
=9
w
7]
i
=
-

-

4 Severity A Gromp 4 Protocel A |Summary

27 Hote Malformed BOOTE fDHCE

[

9]

L] 33em

VA K R Fo 802.3 2 045 M 69 KL ARA —ANFRA], HIR KAE 452 1500 F» 1492 F 5. 4£38E 493X
A4 HARME MTU (Max Transfer Unit), RXAERET. RRIEE W% K S HHA — AN Lk, 4o
R IP BA —AEREE, M ARENREIEBKEN MTUZEK, IPEREEHTHH
(fragmentation ), JedtdEdka e h, EHEF— kK 40TF MTU,

SRR RIENIERTS
KM AT IE 8" SRS BRI, R BRI .

1. BRI MR
2. EWCCHNRX SR SCIENTIX, EEARN B A B, ERE “Apply as Filter >
Selected” -
RGN TBOE SR IERIN], £E “Filter” # Won sk, Iz it At g
WAHN A PR, ] 7-44 PR
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E7-44 83K R A A R S RNT R

"4’ Harvell Yukon Ethernet Controller. (Nicrosoft’s Packet Scheduler) - Wireshark

File Edit V¥iew Go Capture Analyze Statistics Telephony Tools Help

B e EEXEE acsoTLIEE QAQD SRR B
Filter: ‘ | * Expression... Clear Apply
¥a Time Source Destination Pratocol | Tnfa
1 0.000000 Hangzhou_07:f2:eCSpanning-tree- {(fcSTP MST. Root = 3276B/0/00:0F:e2:58:04: fi=
2 0.8B8020 Hangzhou_Z20:b0:deBroadcast ARF Gratuitous ARP for 10.137.118.5% [Requ
3 1.658784 Hangzhou_1f:bl:dcBroadcast ARP Gratuitous ARP for 10.137.118.6 (Requw
| >
=] Frame 10: 120 bytes on wire (960 b'l ts) 120 bytes captured (960 bits)
Time: Apr 23 :
Epoch Time: 1335159805.249403000 se Expand A1l
[Time delta from previous captured Collapse A11
[Time delta from previous displayed a1y as colum
[Time since reference or first fran B
Frame Mumber: 10 Apply as Filter Selected
. Prepare a Filter 3 Hot Selected
Frame Length: 120 bytes (960 bits) Colorize with Filter v ~.. znd Selected
Capture Length: 120 bytes (960 bits o Selected
[Frame is marked: False] and not Selscted
[Frame is ignored: False] ... or not Selected
[Protocols in frame: eth:1lc:stpl Copy ,
[Coloring Rule Mame: Broadcast] Export Selected Packet Bytes...
[Colorina Rule Strina: ethl0] & 11| A/
0000 01 80 c2 00 00 00 00 OF e2 07 fo @ Hiki Frotocol Fage .. 3EB
0010 03 00 00 03 02 &c BO 00 00 OFf el @ Filter Field Reference - SR
0020 00 00 80 00 00 OFf e2 5B 04 6 80  rroieeol eln b e
0030 02 00 Of 00 OO0 00 00 40 30 30 3( Frotocol Freferences y 10Te258
o040 30 34 66 36 00 Q0D DO OD QOO QOO0 — | ......
0050 00 00 00 00 00 00 00 00 00 00 aq % B P
0060 3c d4 bB 38 21 d8 ab 26 de 62 8(5% e *

0070 04 f& 00 00 0O 00 14 00

Eesolve Hame

(D] Absolute time whenw-- | Packets: 729 Displayed: 723 Maruwew o orvppes: o Profile: Default

“Prepare a Filter” Z#.5 “Apply as Filter” )X 521

- Apply as Filter ELENY AT (17 BAF Aty 2, JF 7B g AT & izid DB 4%
(RIELEITR

— Prepare a Filter XA AE Filter X387 ik b 1) 7B — Sy 448, AT
ik, MR LME ORI e, AT IAE S, Hili “Apply” SR BEERE
YE. W 7-45 Fios,
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E|7-45 ¥R FEOER T EN

"\l Harvell Yukon Ethernet Controller. (Nicrosoft’s Packet Scheduler) - Wireshark |T”E|r$_<|

File Edit V¥iew Go Capture Analyze Statistics Telephony Tools Help

B e EEx@ala¢saTiEEQcan FEB% &

Filter: ‘eth sre == O0:0£:22:07: £2: e0 | * Expression... Clear Apply

¥a Time Source Destination Pratocol | Tnfa
1 0.000000 Hangzhou_07:f2:eCSpanning-tree- {(fcSTP MST. Root = 3276B/0/00:0F:e2:58:04: fi=
2 0.8B8020 Hangzhou_Z20:b0:deBroadcast ARF Gratuitous ARP for 10.137.118.5% [Requ
3 1.658784 Hangzhou_1f:bl:dcBroadcast ARP Gratuitous ARP for 10.137.118.6 (Requw

| >
Frame 10: 120 bytes on wire (960 bits), 120 bytes captured (960 bits)
= IEEE 802.3 Ethernet
@ Destination: Spanning-tree-{for-bridges)_00 {01:80:c2:00:00:00)
5] ce: Hangzho R SRR R A Ta TN R RN R e RWTa g

Expand Subtrees
Expand All
Collapse All

Logical-Link Cont
= Spanning Tree Prg

Protocol Identi  Arply as Column (0x0000)
Protocol Wersio hpply as Filter g Tree (33 -
BPDU Type: Rapi ST TUoeEes Selected
EEDU 1 ags: 0x6 Colorize with Filter 4 Hot Selected
Root Identifier -+ and Selected
Root Path Cost: - or Selected
Bridge Tdentifi vl e Salented v
Comy N o g
0010 03 00 0O 03 0  Bwert Seleciedfacket byies. | 45 go oo 18
0020 00 00 80 00 O 4 14 00 ..., o
0030 02 00 Of g g & M frotesel fae 35 38 L...... @ 000fe258
0040 30 34 66 36 (W Filter Field Reference oo 0o oafe. ... L. (
0050 00 00 00 00 0 500280 ... L. &..P
0060 3c d4 bB 38 2 Protocol Preferences v e2 58 <..81..& .b..... *
0070 04 f& 00 00 L
) Source Hardware Ad— | P v Dissble Protocel... 0 Profile: Default

7.7.4 BARIIA S S H

SIP #8L5 th
AT AL 4] {5 FH Wireshark 341 SIP 33
IR TR G, XA “Filter” SCAKERHAN “sip”, BHHTH L ZM K1
SIP {541 s ik
mesREOPER
MINEFIEE D, e 7-46 Bos, w LRI FE R
o RIXIZSAEA WAL
MAZHLHE PTR1IE A5 A1) AN TE 1P bk
o HRUZSAE A H M.
o IZKMEAMEAMER.
MIEAAS BT AE %4 202K (Request), E2IRAS (Status).
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E7-46 MEFIREORTHER

Ho Time Source JRHBIE Mestination FFIMHE  Protecol  Toie  HAES
BE6 116.61778410.1358.56.193 | (10.139.0.245] SIP (Reguest: REGISTER s1p:10.139.0.245:5070 ]
BBB 116.70222210.139.0.245 10.138.58.193 SIF Status: 200 OK (1 bindings)
1239 266, 75285810.138.58.193 10.139.0.245 SIP Request: REGISTER sip:10.139.0.245:5070

RART:
LT INOT R O b e R A AN, AWMSUERIE 0 b A5 40 AU &
HINEIREEORHER
T S E N E S B

o MR

SR E DR 2R, %2 TR % (Frame Number) .
K JE (Packet Length) %%, 4l 7-47 iR,

[&]7-47 SIP 1Y RIIIEE

Ho. Time Source Destlnatmn Frotocol Infe
BBE 116.70222210.139.0. 245 10 138.58. 193 SIP Status: 200 OK (1 bindings)
1239 266.75285£10.138,58.193 10.139.0.245 SIP Request: REGISTER sip:10.139.0.245:5070
1240 266.83198:10.139,0,245 10.138.55.193 SIP Status: 200 OK (1 bindings)
1936 416.87306110.138, 58,193 10.139.0.245 SIP Request: REGISTER sip:10.139.0.245:5070
1937 416.94796¢10.139.0.245 10.138.58.193 sIP Status: 200 OK (1 bindings) v

=|Frame 886: 7B2 bytes on wire (6256 bits), 782 bytes captured (6256 bits)
Arrival Time: Apr 23, 2012 15:45:45.279789000 OOODOOO
Epoch Time: 1335167145.2797839000 seconds
[Time delta from prewvious captured frame: 0.834753000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 116.617782000 seconds]
Frame Number: 886
Frame Length: 782 bytes (6256 bits)
Capture Length: 782 bytes (6256 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ip:udp:sip]
[Coloring Rule Mame: UDP]
[Coloring Rule String: udp]
= Ethernet II, Src: HonHaiPr_d2:17:7f (00:1c:25:d2:17:7f), Dst: HuaweiTe_1f:71:2f (00:18:82:1f:71:2F)
= Deztination: HuaweiTe_1f:71:2f (00:18:82:1f:71:2f)
Address: HuaweiTe_1f:71:2f (00:18:82:1f:71:2F)

o Hltiik/=

PUZ W& R SE 2R B 2, %2 RS A MAC ik
(Source). Wit MAC Hihit (Destination) PAAC AR B W2k (Type),
K] 7-48 i 7,
MAEFT"
FEHIRAEIE, B XE MAC b2 5 B4, ok MAC it RIEH, W%RE&TiEHFHEQ
KA F)AE MR,
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E7-48 SIP Y P RYEIR IS Z

Uestlnah on

10.138.58. 193

BEE 116.70222210:139.0.245

SIP
1239 266.75285810.138.58.193 10.139.0.245 SIP
1240 266.83198210.139.0. 245 10.138.58.193 SIP
1936 416.87306110.138.58.193 10.139.0.245 SIP
1937 416.94796510.139.0. 245 10.138.58.193 SIP

Frotocal

Info

Status (1 bindings)
Request: REGISTER sip:10.139.0.245:5070
Status: 200 OK (1 bindings)

Request: REGISTER sip:10.139.0.245:5070
Status: 200 0K (1 bindings) v

® Frame BB6: 782 bytes on wire (6256 bits), 782 bytes captured (6256 bits)

=|Ethernet II,
= Destination:
Address:
...0 cee. =
0. o=
HonHa1Pr d2 17 7F (OO 1c:25:d2:17:7F)

Srec:
HuaweiTe_1f:71:2f (00:18:82:1F:71:2f)
HuaweiTe_1f:71:2f (00:18:82:1f:71:2f)

= Source:

HonHaiPr_d2:17:7f (00:1c:25:d2:17:7f), Dst:

IG bit: Individual address {unicast)
LG bit: Globally unique address (factory default)

Address: HonHaipr_d2:17:7f (00:1c:25:d2:17:7F)
L0 e ... = IG bit: Individual address (unicast)
e W00 Lol Lo oos el = LG bit: Globally unique address (factory default)
Type: IP {0x0800)

HuaweiTe_1f:71:2f (00:18:82:1f:71:2f)

® Internet Protocol, Src: 10.138.58.193 (10.138.58.193)
® User Datagram Protocol, Src Port:
® Session Initiation Protocol

W4 2

UZ U S DR e =2 2 M2, %2 2R IP il (Source).

sip (5060%, Dst Port:

Dst: 10.139.0.245 (10.139.0.245)
vitsas (5070)

H )

IP Hihik (Destination). & (Total Length). I A (Header checksum) 15 B

Wil 7-49 s .

E7-49 SIP Y R HIMEZE

Time

Seurce Destination

10.138.58.193

888 116 70222410 139.0.245

SIP

1239 266.75285810.138.58.193 10.139.0.245 SIP
1240 266.83198210.139.0.245 10.135.58.193 SIP
1936 416.87306110.138.568.193 10.139.0.245 SIP
1937 416.94796510.139.0.245 10.138.58.193 SIP

# Frame 886: 782 bytes on wire (6256 bits),
# Ethernet II, Src:

Frotocol

: 200 OK
Request: REGISTER sip:10.139.0.245:5070
Status: 200 OK (1 bindings)

Request: REGISTER sip:10.132.0.245:5070
Status: 200 OK (1 bindings) v

782 bytes captured (6256 hits)
HonHaiPr_d2:17:7f (00:1c:25:d2:17:7)

Dst: HuaweiTe 1f:71:2f (00:18:82:1f:71:2F)

|2 Internet Protocol, Src:
version: 4
Header length: 20 bytes

Total Length: 768
Identification: Oxc&46 (50758)
® Flags: 0Ox00
Fragment offset: 0
Time to liwe: 128
Protocol: UDP (17)
= Header checksum: 0x20dc [correct]
[Good: True]
[Bad: False]
Source: 10.138.58.193 (10.138.58.193)
Destination: 10.13%9.0.245 (10.139.0.245)

10.138.58.193 (10.138.58.1933, Dst: 10.139.0.245 (10.139.0.245)

® Differentiated Services Field: Ox00 (DSCP 0x00: Default; ECN: 0x00)

® User Datagram Protocol, Src Port:
® Session Initiation Protocol

EML)E, TEIGESUT:
— Y5 AP HuhERTH 1) 1P bk A5 A

sip (5060}, Dst Port:

wvitsas (50703

- BRI KR A R B A R K

Pt dr il
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R R 7 B

P SLZ U W 7 1 1R 56 DY 2 AR A 2, %)= A FE Y - (Source Port)
H 7% 1 (Destination Port) #i#li it 5 (Length) DLAAZEEFN (Checksum)
WKl 7-50 s .

E7-50 SIP thY hiEimiEsHlE

Source Destination Frotscel  Info
E 93 .139.0.24 Request: REGISTER s 0.139 245:5

8BS 116.702200 10.139.0.245 10.138.58. 193 SIF Status: 200 Ok {1 kindings)

1239 266. 752858 10.138.58.193 10.139.0.245 SIP Request: REGISTER sip:10.139.0.245:5070

1240 266.831982 10.139.0.245 10.138.58.193 SIF Status: 200 OK (1 bindings)

1936 416.873061 10.138.58.193 10.139.0.245 SIP Request: REGISTER sip:10.139.0.245:5070

1937 416.947969 10.139.0.245 10.138.58.193 SIP Status: 200 OK (1 bindings) v

>

# Frame 886: 782 bytes on wire (6256 hits), 782 bytes captured (5256 hits)
® Ethernet IT, Src: HonHaiPr_d2:17:7f (00:1c:25:d2:17:7f), Dst: HuaweiTe_1f:71:2f (00:18:82:1f:71:2f)
® Internet Protocol, Src: 10.138.58.193 (10.138.58.193), Dst: 10.139.0.245% ({10.139.0.245)
= User Datagram Protocol, Src Port: sip (5060), Dst Port: wvtsas (5070)
Source port: sip (50600
Destination port: wtsas (50700
Length: 748
= Checksum: 0x2b8d [walidation disabled]
[Good Checksum: False]
[Bad Checksum: False]
® Session Initiation Protocol

FEAR R, EESQEAT WA
- H s A

— R MR 1A I A

— BRI AT I A

R4 1M 2318 UDP (User Datagram Protocol) [ fRFEH AT . T SEAL 56
FUARIER, & BB S EFizEdE .

o MR
PRBUZ VLB P e fuz e SIP PR, )= R SIP PRI TR B

G A ITELIE 35 Request-Line F1 Message Header (i 531 J& A3 Ja A4k,
23t f% Message Body #5435, 1Kl 7-51 iR,

E7-51 SIP thi¥ N FAERIEREE

Destination Frotocol  Info

..200 Ok (17b1nd nis)

.193

888 116. 702222 10. 138.

1239 266.752858 10 138 58 193 10.139.0.245 SIP Request: REGISTER sip:10.132.0.245:5070
1240 266.831982 10.139.0.245 10.138.58.193 SIP Status: 200 OK (1 bindings)

1936 416.873061 10.135.58.193 10.139.0.24% SIP Request: REGISTER sip:10.139.0.245:5070
1937 416.947969 10.139.0.245 10.138.58.193 SIP Status: 200 OK (1 kindings) v

# Frame 886: 782 bytes on wire (6256 bits), 782 bytes captured (6256 bits)

@ Ethernet II, Src: HonHaiPr_d2:17:7f (00:1c:25:d2:17:7f), Dst: HuaweiTe_1f:71:2f (00:1B8:82:1f:71:2f)
® Internet Protocol, Src: 10.135.58.193 (10.138.55.193), Dst: 10.139.0.245 (10.139.0.245)

® User Datagram Protocel, Src Port: sip (5060), Dst Port: wtsas (5070)

=[session Initiation Protocol

® Request-Line: REGISTER sip:10.139.0.245:5070 SIF/2.0
® Message Header

A[ LUl Message Header 5 Sk @ AL [, il 7-52 Fis o
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[El7-52 Message Header F1RY{E 2

Destination Frotocol  Info
2 5 3

135.55.193

REGISTER 0.1
(1 bindings)

888 116.702222 10,139.0.245 10, SIP Statu 200 oK

1239 266.752858 10.138.58.193 10.139.0.245 SIP Reguest: REGISTER sip:10.139.0.245:5070

1240 266.831982 10.139.0.245 10.138.58.193 SIP Status: 200 oK (1 bindings)

1936 416.873061 10.135.58.193 10.139.0,245 SIP Reguest: REGISTER s1p:10.139.0.245:5070

1937 416.947962 10.139.0.245 10.138.58.193 SIP Status: 200 0K (1 bindings) v
>

Frame B886: 782 bytes on wire (6256 bits), 782 bytes captured (6256 bits)
@ Ethernet II, Src: HonHaipr_d2:17:7f (00:1c:25:d2:17:7f), Dst: HuaweiTe_1f:71:2f {00:18:82:1F:71:2T)
® Internet Protocol, Src: 10.138.58.193 (10.138.58.193), Dst: 10.139.0.245 (10.139.0.245)
User Datagram Protocol, Src Port: sip (5060), Dst Port: wtsas (50700
= Session Initiation Protocol
Request-Line: REGISTER sip:10.139.0.245:5070 SIp/2.0
= Message Header
®[To: <si1p:6292010@10.139.0.245:5070> [ HEHENR
E[From: <s1p:6292010@10.139.0.245:5070>; tag=dcitecs/0 4 HE X
®via: SIF/2.0/UDP 10.138.58.193:5060;branch=z9hG4bK-d87543-F737eldd0eb9efsf-1--dB7543-; rport
[CaTT-TD: OWUIM T CavmMZNTENODAZNMES Y2R1Z ] EON 2T ZK . | 50— 255
® CSeq: 165 REGISTER
® Contact: <sip:10.138.58.193:5060>
Expires: 200
Max-Forwards: 70
Allow: IMVITE, ACK, CAMCEL, OPTIONS, BYE, UFDATE, INFO, PRACK, MOTIFY, MESSAGE, SUBSCRIEE
Supported: path, 100rel, precondition

[User-Agent: Fstuc v1.0 [———— FHARSEAEFIEErCE R
Authorization: Digest username="6292010",realm="imstest.com", nonce="AG1FhNEQGSWOG+FRCABY02 T LdbelN
Content-Length: 0 v

>

7t Messager Header H' = 5G40 N 5 5
- Call-ID

Do — AL B ME— bR ZEX IR AR UA BIPT A TSR AT A 2 Call-
ID 52—, i, Wi Call-ID R&EH XU, ATLL 7R E-— ARG
IR VA(EPSE

AR TS A RN Call-ID, FERFESCERIEF: “ Apply as Filter > Seleted”,
WK 7-53 Fios.

[E7-53 FiE Call-ID

Frame 8B86: 782 bytes on wire (6256 bits), 782 bytes captured (6256 bits)
Ethernet II, Src: HonHaiPr_d2:17:7f (00:1c:25:d2:17:7f), Dst: HuaweiTe_1f:71:2f (00:18:82:1f:71:2f)
Internet Protocol, Src: 10.138.58.193 (10.138.58.193), Dst: 10.139.0.245% (10.13%.0.245]
User Datagram Protocol, Src Port: sip (5060), Dst Port: wtsas (5070)
Session Initiation PFrotocol
Request-Line: REGISTER sip:10.139.0.245:5070 SIP/2.0
= Message Header
To: <sip:6292010@10.139.0.245:5070>
From: <sip:6292010@10.139.0.245:5070>; tag=dc3ifecr0
®via: SIP/2.0/UDP 10,138.58.193:5060;branch=z%hGAbK-dB7543-F737e14d0eb6%ef5F-1--d87543-; rport
1

o & HE B

Expand ALl
Contact: <sip:10.138.58.193:50 Collapse A1l
Expires: 300

hpply as Colunn
Max-Forwards: 70

allow: INVITE, ACK, CANCEL, OP|_Mrlyasfilter ”“""“” SUBSCRIBE
Supported: path, 100rel, preco e e 3 Hot Selected
User-Agent: FstUC +1.0 . and Selected
Authorization: Digest USErname §ollow UDF Stream . or Seleated HFpCABYD2 T LdbeOn
Content-Length: 0 ... and net Selected v
. or not Selected >
Coww »

BRI, ISR E D RIS 22 [/ 4> Call-1D XA 2. (7]
I, THRAEHRE “Filter” EAIE Bonid IR Call-ID, Q& 7-54 .
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BB e 7 B

E7-54 TE#=F “Filter” BYE

Filter: |zip.Call-TID == "OWUSMTlowl; c3ImMZNTERODAZ N MEZT2RiZ jEON j ZmM z1e.

- From
BN SR AU o
- To
Fon@ i FE RIS .
- User-Agent
05 T R K UAC 15 B

U1 User-Agent B 4 “Conf-serv/3GPP”, NI Zor & iR 145 /& PC
(Personal Computer) % i

SOAP thi¥ 53 4
AT WAL ] Wireshark 3 H SOAP 13

BRI
PR SOAP BhSUEL I, B B W N =0l
e 7t AS (Application Server) Hi245 %% LNy,
— HBAE AS RS 285 Linux iiUAS ) Wireshark .
~ fE AS IS # LAy 2B ARAE ), £E Windows ] Wireshark 7347 .
tcpdump -i ethO(SERRMIF) -w 4% -s 1200
e I%EHF “Capture > Options” ¥ &S ¥, “Capture Filter” J& [ SUAHEIF AN BIEE 4
e SOAP WM arf, FTEH “http” fE Mt pE4cft, RIFREAE “Filter” J& I SCAHE
N “http”, W& 7-55 FioR.
E7-55 THEEM
Filter: htip -
PATLIEBAE 2 J5, RS Rt EHLE IP Hbk FrZeE I -R 0 HTTP B, il
7-56 P o
CRIRAS 01 (2012-06-27) T AT R A5 B
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[E7-56 JiERRY HTTP

No.  Time Source Destination Protocol Info
37 17:27:50 192.168.20.3 192.168.20.113 HTTP HTTP,/1.1 100 Continue
40 17:27:50 192.168.20.3 192.168.20.113 HTTRP/XML HTTP/1.1 200 OK
66 17:27:55 192.168.20.3 192.168.20.113 HTTP HTTP/1.1 100 Continue

74 17:27:56 192.168.20.3 192.168.20.113 HTTR/XML HTTP,/ L. 00 OK

Fl

WP S

BRR - FELNRAEEN, Ol FA e E O A
1 FERSCOIERIX, ARt A A E B RE 2.

2. {EEAH PSR kR “Show Packet in New Window” , RS EH T —4
[CARRTAINE S SERea ol 22 R Y S

il 5 A

SOAP 4 BVELHE HTTP Al XML V4 &, RIAE—4% SOAP W B, i aniE 7-57 it
TNJEH N 2

E7-57 FEEXERIHILE

& Frame 68: 684 bytes on wire (5472 bits), 684 bytes captured (5472 bits)

® ethernet 11, src: 70:7b:e8:cl:cf:bf (70:7b:e8:cl:cf:bf), Dst: 3c:d9:2b:5b:dc:f4 (3c:d9:2b:5b:dc:f4)

[+ Internet Protocol, Src: 192.168.20.3 (192.168.20.3), Dst: 192.168.20.113 (192.168.20.113)

[+ Transmission contrc1 protocol, src Port: http-alt (8080), Dst Port: 58712 (58712), seq: 1946, Ack: 1325, Len: 630
i+ [Hypertext Transfer Protocol }-—H[ngj}éx

# [extensible Markup Language ju——— XELTHE.

e HTTPIHA
HTTP thil HEHE T SOAP 15 R 4Pk e e, Wil 7-58 F&| 7-59 Fin.
T IR SR A I 7 90 4 R 18 R R 1 e A

[E7-58 HTTP BUigKEE

- Hypertext Transfer Protocol
=/[POST /SMU/SMU. do HTTP/1.1%r\n H—%SF:Z%
= [Expert Info (Chat/Sequence): POST /sMu/sMU.do HTTP/1.1%r%n]
[Message: POST /sMu/sMu.do HTTP/1.1%r'n]
[severity level: chat]
[Group: sequence]
Request Method: POST
Request URI: /sMU/sMU. do
Request version: HTTP/1.1
Authorization: Digest username="",realm="",nonce="",uri="/sMu/sMu.do",opaque="",cnonce="",qop="",nc=""
Accept: application/xml'rin
Content-Type: application/xml\rin
Host: 192.168.20.3:8080%rn
= Content-Length: 314%r'n
[Content length: 314]
Expect: 100-continueyrin
Wrin

JCHifRA 01 (2012-06-27) AT 15 207
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B E 7
[E7-59 HTTP RYMEILE 2
=l Hypertext Transfer Protocol
=[HTTP/1.1 200 OK\r\n ja———HTTPHIE 1D
= [Expert Info (Chat/sequence): HTTP/1.1 200 ok\r'n]
[Message: HTTP/1.1 200 oK%rn]
[severity lewel: Chat]
[Group: Sequence]
Request Version: HTTR/1.1
Response Code: 200
Server: Apache-Coyote/1.1%r'n
Content-Type: text/xml;charset=utf-8\rin
= Content-Length: 488\r%n
[Content Tength: 488]
Date: Mon, 23 Apr 2012 09:23:59 GMT.rin
S rin
# extensible Markup Language
e XMLIE
XML 7 B AR 288 (MSG_TYPE) FIi A% (CV_CONTENT).
~ MSG_TYPE: BRI,
- CV_CONTENT: HEWRMFE .
Kl 7-60 s F sk iF K I XML W B
7-61 J& T MR [ XML &
[E7-60 FRIFKH XML HR
= extensible Markup Language
= <?xml
version="1.0"
encoding="UTF-8"
el
=] =<MESSAGE>
B <VERSION:=
2.0
</VERSION>
= <CV_HEADER>
[F <M5G_TYPE>
| MSG_GET_ORG_INFO_REQ—— T3R5 &
</MSG_TYPE>
B <M5G_SEQ>
2
</MSG_SEQ>
</CV_HEADER>
= S CoNTENT- l+————XELH E N
[F <LOGIN_INFO>
[ <LOGIN_ID>
e7a1d47a98b54a8390634d0429e97C77
</LOGIN_ID>
</LOGIN_INFO>
[ <ORG_INFO>
= <ORG_CODE>
0000
</ORG_CODE>
</ORG_INFO>
</CV_CONTENT>
</MESSAGE>
SCRERR A 01 (2012-06-27) He Ry LA FOLR B A L 208
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E7-61 ERAGLNZAY XML EHE

= extensible Markup Language
= <?xm]
version="1.0"
encoding="UTF-8"
T
[E <MESSAGE>
E <VERSION>
2.0
</VERSION>
E <CV_HEADER>
2 <M5G_TYPE>
M5G_GET_ORG_INFO_RSP
</M5G_TYPE>
=MS5SG_SEQ=
</ CV_HEADER>

= [ECV_CONTENT> Jt———— XELIH S N FF

=] IZRESULT_CGDE}
0 " = =)
</RESULT_CODE> Rfﬁxﬁﬁﬁlméﬁ%
= <0RG_INFO> .
= <ORG_CODE>
0000
</0RG_CODE>
<PARENT_ORG_CODE>
<ORG_NAME>
<ORG_TYPE>
<0ORG_DESC>
<DOMAIN_NAME>
<MU_POP_ID:>
<MU_POP_NAME>
<DCG_POP_ID/ >
<DCG_POP_NAME /=
</ORG_INFO>
</CV_CONTENT=>
</MESSAGE>

7.7.5 & I

ENRREEAN

=
A T =

GGSN /A P 337 542 cap 49 T B tmf2cap 53 /5 ¢ o3 B 18 45 8 R 09 15 L, =T
A ) AR B 18] & A 4R 44 B AE 43

HHAFIUR B B LR I TR RE e SR, RIS (R e S A0 AT R I ] )

B o

EF “View > Time Display Format”, i #Z s 1] 1#) iW7s 75 206

Time Display Format & .47 PUAF IS [A] i o 5 =X, &l 7-62 fror
. FHZERS N ] ok i 18:23:01.852876
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o Whun FIANAE H 14Xt i a]
o BoRHH CUR B R I TR] [A] B
o WUREURBA LN RRE, AN S W R E

[E]7-62 AR RTRAR

! Narvell Yukon Ethernet Controller. (Nicrosoft’s Packet Scheduler) - Wireshark [T”E|§|

File Edit BUTUM Go Capture Analyre Statistics Telephony Taols Help
Bl @ v tein Toolter Ti(EEQaan #EB x| B
v Filter Toolbar
Filter Wireless Toolbar * Expression... Clear Apply
Ha. Time o Statusbar T Frotocol Info
. 255.250 M-SEARCH * 1
24 5.2 v Facket List p. 255,250 SSDP M-SEARCH * HTTR/1.1
34 8.3 v Packet Details p. 2550250 SSDF M-SEARCH * HTTR/1.1
bk *
39 11. o, Packet Bytes p. 255,250 SSDP M-SEARCH HTTP/1.1
407 42, i 285 250 SSNP M-SEARCH * HTTR /1 1
ERRRCER  lime Display Format Date and Time of Day:  1970-01-01 O1:02:03. 123456 CtrltAltt
472 45,  Hame Resolution i’ Time of Day:  01:02:03. 123456 CtritAlttz »
v Colorize Facket List
Seconds Since Epoch (1970-01-01):  1234567890. 123458 Ctrl+Alt+3
—— | W huto Seroll in Live Capture H
Frame | #® Seconds Since Beginning of Capture: 123, 123456 Ctrl+Alt+d
Ethernt @ zom In Cirltt Seconds Since Frevieus Captured Packst: 1. 123456 Corltaless )
INtern o zom gut Ctrlt- Seconds Sinee Previeus Displayed Facket:  1.123456 Ctrl+hle4s
® |
@ Bl @), Hormal Size Cirlt=
Hypert: * jutomatic (File Format Frecision)
[F] Resize All Colunns Shift+Cirl+R
) Seconds: O
Displayed Columns 3 3
m Deciseconds: 0.1 =
o010 00 Expand ALl Cirl+Eight Centizeconds: 012
o020 ff Collapse AlL Ctrl+Left Willizesonds: 0123
0030 43 : .
0040 6F Colorize Comwersation » Wicroseconds: 0123456
0050 32 Hanoseconds: 0. 123456753
00&0 i3 l"j Coloring Bules. ..
0070 67 Display Seconds with hours and minutes Ctrl+Alt+0
0080 74 Show Packet in New Yindow 53 6% 3Ja 31  tGateway Device:l
0090 0Od| @ Belead Cultk |54 69 73 63 ..Man:'"s sdp:disc
00a0 6f vo oy vz zz o ud 90 36 34 33 ug Oa Od Da over'. .M X3, .. v
O File: “C:ADOCUME™1--- | Packets: 4403 Displayed: 237 Marked: O Iropped: 0 Frofile: Default

nEk B € X RIS E
¥ Wireshark ASGEAENT N P, AT BAF Internet R4k B e A% WM SUIA%
K, SRJEINZE] Wireshark #2579 . 25, Wireshark {8 BEG AFHT 125 H W, i
K| 7-63 fi7 .

WA H] diameter i U2, AT LU FEFEAE “libxmi2.rar”, K dIl SCA 5 5]
Wireshark 2% H 3%, WRZFE Al @by diameter B II N 2 . BRIN 23 H SN
“C:\Program Files\Wireshark” .
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E7-63 Mgz R 2 RAY diameter iz A 7198

0 Source Destination Frotocol Infa

1i 192.1.4.55 152.2.170.1 GTP Create PDP context reguest

2 i GTP Create PDP context response
3 2.r.4.55 Dilameter Cmo a0

1 2 TCP 3868 > 10020 [ACK] Seq=0 Ack-
5 A ko) TCP [Continuation to #3] 10020 >
I: il A cec A0 T 17N T T B e I S T o T o T B B o B W AT T AR e e |
# Frame 3 (566 bytes on wire, 566 bytes captured)

@ Ethernet II, Src: HuaweliTe_Se:2b:02 (00:e0:fc:Se:2b:02), Dst: 00:19:21:ha:3c:
*

] Internet Protocol, src: 192.2.170.2 (192.2.170.2), Dst: 192.1.4.55 (192.1.4.5

Transmission Control Protocol, sSrc Port: 10020 (100200, Dst Port: 3888 (38468)
= Diameter Protocol

varsion: O0x0Ll
Length: 784
| Flags: 0x80 (Request)
Command Code: Cmd-0x00000110-Request
application-Id: uUnknown
Hop-bw—-Hop Identifier: Ox1fS500004
End-to-eEnd Identifier: 0Oxa&f50004
[Short Frame: Diameter]

[+

B E X AFfR i O 52 F

X AR A b RS P, Wireshark AN GERS U S HI B SE AL, H P m] BLE i SORS
i R R O SCEEA T AT

1. W3R iAE 1031 s I EJFE T http A, AT EAE & 1% 1031 I 1 AR 2 40
2. %EF “Analyze > Decode As...” , U1K 7-64 fiR.
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[&|7-64 Decode as

"l ARP. pcap — Wireshark

File Edit VYiew Go Capture BN Statisties Telephony Tools Help
B S @@ D binl il aeam Mm% 8
Display Filter Macros. . =
Filter sien... Clear  Apply
Ho. Time Source rotocel Info
10. ) Source port: Tiitsuappmgr DEs
2 0.349452 10.13 MENS Mame query NE WPAD<OO>

Enabled F: 1s. .. Shifi+Cir]1+E
30.514447 10,13zl Freteecls ki M-SEARCH * HTTP/1.1

4 1.620823 Hangz 55"' WRF Gratuitous ARP for 10.137.11
5 1.647381 Hangz G User Specified Decodes. .. ETP MST. Root = 32768/0/00:0f:e2
6 2.228820 Hangz DxS9001 Ethernet II
7 3.467227 10.13 Follow UDF Siream BROWSER.  Host Announcement TOO1504614 «
| >
Frame 1: 107 bytes ¢ Expert Info ] wred (856 bits)
® Ethernet II, Src: Hg ¢ Eeeert Info Lomposite '), Dst: HuaweiTe_1f:71:2f (00:18:82:1f
® Internet Protocel, §  ConversstionFilter ', Dst: 10.70.115.216 (10.70.115.216)
User Datagram Protocol, Src Port: fjitsuappmgr (2425), Dst Port: fiitsuappmgr (2425)
Data (65 bytes)
>
0000 00 18 82 1f 71 2f 00 1c 2% d2 17 7f 0B 00 45 00 T S E.
0010 00 5d 1d 7f 00 00 B8O 11 59 aB 0a 8a 3a cl Da 46 P Yo..i. . F

0020 73 d8 09 79 09 79 00 49 cf e9 31 5f 6C 62 74 34 s.o.v.y.T .1 1btd
0030 5f 35 34 23 31 33 31 23 30 30 31 43 32 35 44 32 _54#131# 001C25D2
0040 31 37 37 46 23 30 23 30 23 30 3a 31 33 33 34 39 1VVFHOH0 #0:13349
0050 33 39 39 33 30 3a 7a 4b 46 36 37 37 35 34 3a 4d 39930:zK FE7754:M

ooe0 34 31 32 33 38 3a 31 32 32 3a 00 41238:12 2:.

O File: “C:‘Document== | Packets: 407 Displayed: 407 Marked: 0 Load time: 0:00. 468 Frofile: Default
=
=

Decode as etk A, #2/5 %M EBP K3, BRIITIFAZ S o4 dE47s% O 64 LA at
R FHRAITERRLE,

3. EFEXT NN Z N, il 7-65 Fras, Hiadi “Apply” .
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E7-65 BEXETIErRm O AR
"4 Wireshark: Decode As Q@@

| Link| Fetwork| Transpert |

H.223 7
(®) Decode H.223 (Bitswapped) 1
H. 245
H.501
H248 -
TCP’ source (1031) ¥ | port (s) as [BiUues
O Do not decode ICAP
iFCF
IMAP
| Show Current | TFIC
| Clear | IRC !

| T

4. i “OK” .

FERXHRDEFAEFHF
1 S RSCHEAT
P “File > save as”, W45 RICAFUEAT %], WilEl 7-66 TR,
- g%;]aﬁ ST L U A T BT AR A I SO AT I 08, e “displayed” EAT
Fo

- YRS AT ORAE,  WRKE 1038 5 Z i AR DR AF RS ST, 1R
“Range”, %A 1-1038.
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[E]7-66 Save file as

¥irezhark: 5awve file as

{RFFTE (1) |@ B j ck ER-
ﬂ 0
HEITHE  CJF LR
F“[‘-' e 122 prap
T BRE. poap
£m
AN
FE A B
L35/

I ) test. cap | ﬂ#@)l

R/ (T |'|'|'ire5harkfrtcpdwnpf. .. = libpeap (*.pcﬂ HRiE

HERD ()

FPacket Range
(" Captured ™ Dizplayed

" Al packets 407
" Selected packet 1
~
~
* Range: |1-1038 A07
=

2. WERIAATE I
R “File > Merge”, ] L SCAHFIEAT 6 9
RGPS IS RAF A
a. WS4, Bk RAET, ORAE AT
b. EFEFFEIFRSCH, il ATITT, RS EIRIRAE .

BRI E K E

Wireshark 7] DU B0 BN AL 45 R /i B8 « 78 o B BIERS, LA E )R
RN, RFE AT DU SR I, A F P A — B 1] A IR i 2 o
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7 M=

HEFE “Statistics > 10 Graphs”, R4/~ “Wireshark 10 Graphs” S, 4nl&l 7-67 fir

No

[&]7-67 Wireshark 10 Graphs

% Wireshark 10 Graphs:

wap service.cap

Graphs
[Gr.ph I]Color [[ilter:]
Eoggp;\_zicdor{!xlur ]tcp

[G“,h 3] Colo [[iller ]
[Grcph Q}Co].or [[xl‘.er ZJ |
[Grtph SJ lliltar. J ‘..

=

Style:
Style:
Style:
Style:
A Style:

X Axis
Line ¥ | Tick interval:| 1 see v
Line v  Pixels per tick 5 BB

Line v D Viev as time of day

Line v T Axis
Unit:
Scale

Line v

Packets/Tick ¥

Auto v

l Copy | Save | Close I

BN TR AR EE, W RAE R 5 A DERs A AL UE RN, R [ — M E TR ]

LU 7 AN R i At O

RNBERERTHE

T HI ) A BRSO BT IR

EEBIN ARG BN, 55225l B B e B G v A v
e T LUdi F Wireshark [1] Conversations 7% & R S 2315 15 0 o

EFE “Statistics > Conversations”.
Sl B R SR &l 7-68 .

SCRIRAS 01 (2012-06-27)
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El7-68 RIERT

1l Conversationzs: Narvell Yukon Ethernet Controller. (Nicrosoft’ s Packet Scheduler) [T”E”S_q

Ethernet: 33 IFvd: 26 TCE: 1L UDF: 30
TCF Conversations
Address A 4 FPort A 4 Address B 4 FPort B {4 Packets 4 Bytes 4 Packets A-3F 4 Eytes A—3FE 4 Packets A<-F 4

192.168.230.8 192.168.162.144 |1024 12 1 116 7 614 5

1892.168.230.8 192.168.162.144 (1030 22 |5 TiB 12 4 045 10

1892.168.230.8 192.168.162.144 (1028 12 1 116 7 614 5

182.168.230.8 192168162144 1031 12 1 443 7 961 5

192.168.230.8 192.168.162.144 1026 23 J0 234 1z 3 318 11

221.130.45.236 6502 1892168.162.144 1027 15 |3 212 9 2 206 B
>

Hame reczolution D Limit to display filter

’ Help ] ’ Copy Follow Stream ] [ Close

WITFHLE TR FE T = 2R S SRRSO A S Brb, W H AT TCP. UDP X, LA
TCP M, M H AT LUE B AL, Server Hbudik, T-HLA Server ¥ 15, &
AN, FHLE Server IR SCF 1%L, Server 2 TFHLIHR 154

7-68 1 Conversation [#)1{5 4t TCP, UDP Ziit Lok thbAH R, 5 A [H 54 FF
TR GErHIN R EAINAE ik,
e ffiff] “Statistics > Summary” Zih B ARMIRSCE T (H 2SR T E AT R E I
I IESAT.
TRV A IR T B 14 T R A LA % GGSN 5k SGSN i ]
PRI EES, i1 GRE 2428 GTP £455 . AFEMEZR KA.
- GTP V0 header 20bytes
GTP V1 header [f 52 #4) 8bytes, # LIk 12bytes
- UDP header
8bytes
- IP header
20bytes
- GRE header
4bytes

Wireshark (1) b4 3C 2 1AL FE =350

o ISR A

o FPH]H A e s S AT

o B AR R ST R AR IR

Wireshark 7] UL B 7E K] 7-69 [RS8 “Filter” i B Wit pgss, 700 1 S el fdi
AR AR .
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E7-69 Wireshark F354R SCARHT

Filter: || * Expression... Clear Apply

Ha. Time Source Testination Protocal Infa

145 64.009553 10.138.55.193 10.95.45.49

Tpcp » epmap [ACK] S:

152 54.013325 10.138.58.193
157 64.118290 10.138.568.193

10.98.48.49
10.98.45.49

hp-sci > blackjack [

TCR [TCP segment of a re:

Are A A SAn, Ao Am AR A B e e e R

i 2
® Frame 504: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)

® Ethernet II., Src: HuaweiTe_1f:71:2f (00:18:82:1f:71:2f), Dst: HonHaiRFr_d2:17:7f (00:
® Internet Protocol, Src: 10.98.48.49 (10.98.48.49), Dst: 10.138.58.193 (10.138.58.193

b

® Transmission Control Protocol, Src Port: blackjack (102%), Dst Port: hp-sci (1299),
=l 1 ] 2|
o000 00 1c 2% d2 17 7f 00 18 82 1f 71 2f 08 00 4% 00 HLL L ..qf. . E.

0010 00 28 29 b4 40 00 7c 06 55 3e 0a 62 30 31 0a Ba L)@l ]. Us.bol..

0020 3a cl 04 01 05 13 70 58 b7 8F 72 ef 94 f5 50 10 :..... pxo..r.. L P

0030 fc aa fa 6a 00 00 00 00 00 00 00 QOO0 R PV

(0| File: "C:\DOCUME™1:s+ | Fackets: 510 Displayed: 283 Marked: 0 Dropped: O | Profile: Default

e & 7-69 R KR S T4k 10.98.48.49 K IX BRI L, W LLAE “Filter” £+
WEM T BRiligss: ip.addr==10.98.48.49, #RJ5 i “Apply”, Wireshark st itti%
HuhEOR RSO s ok, WE] 7-70 s

E7-70 Wireshark 13k SCHITE R R

Filter: |ip. addr==10.96. 4. 43 | v Expression.. Clear Apply

Mo, Mhmwe  Bewss Mesneiion o iogal L ———
444 75.667144  10.98.48.49 10.138.58.193 SMB Tree Disconnect Resp
447 75.668363 10.138.58.193 10.98.48.49 TCR jtag-server > micros:
495 94,302037 10.95.485.49 10.138.58.193 TCP epmap > lTpcp [ACK] S:
497 94.302078 10.138.58.193 10.98.48.49 TCP Tpcp » epmap [ACK] Se
504 94302316 10.98.48.49 10.138.58.193 TCP blackjack » hp-sci [
506 94302328 10.138.58.193 10.98.48.49 TCP hp-sci » blackjack [

|

2|

® Ethernet II., Src:

® Frame 504: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
HuaweiTe_1f:71:2f (00:18:82:1f:71:2f), Dst: HonHaiPr_dz:17:7f (00:
® Internet Protocol, Src: 10.98.48.49 ({10.98.48.49), Dst: 10.138.58.193 (10.138.58.193

® Transmission Control Protocel, Src Port: blackjack (102%), Dst Port: hp-sci (1299),
= 10 ] 2|
0000 00 1c 2% d2 17 7f 00 18 82 1f 71 2f 08 00 4% 00 L ..q/..E.
0010 00 28 29 bd 40 00 7c 06 55 3e 0a 62 30 31 0a 8Ba L).@. . Us.h0l. .
0020 3a cl 04 01 0% 13 70 58 b7 8f 72 ef 94 f5 50 10 :..... oG S
0030 fc aa fa 6a 00 00 00 QO OO0 00 QOO0 OO e
(O)| File: "C:\DOCUME™1:++ | Fackets: 510 Displayed: 111 Marked: 0 Dropped: O | Profile: Default
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1#3d RTP Fi5 4 2833 545
BARDEUTR,
1. fdH Wireshark R AF4] FF &S AMAL(E B (peap B8i3 cap kWS .
2. 1E Filter S AAEFHIN “(rtp) && (rtp.p_type > 34)” 1k “rtpevent” .
3. % “Enter” .

Ao vk iz as B b LA RFC 2833 (7 AL 1) RTP 40, Wi 7-71 it

E7-71 RTPERER

Liter @ v Dagressien Clewr Moply
¥ . Tine Sewrce Destisation Frotecel  Iafs

1315 20.287904  10.185.164,73 10.185.164.136 RTP EVEN Pay10ad Typa=RTP Event, DTMF Six 6
1320 29.3286%0 10.185.164.73 10.185.164.136 RTP EVEN Payload TypesRTP Event, DTMF Six 6
1326 29.392 10.185.164.73 10.185.164.136 RYP EVEN Payload type=RTP Event, DTMF Six 6 5
1332 29.4340%2 10.185.164.73 10.185.164.136 RTP EVEN Payload type-RTP Event, DTMF Six 6 s 1
1337 29,463519  10.185.164.73 10.185.164.136 RYP Payload TypeeRTP Event, DTMF Six 6
1340 29,4933 10.185.164.73 10.185.164.136 RTP EVEN oad + DTMF Six 6. (:
1360 29.687363  10.185.164.73 10.185.164.136 RTP EVEN Payload TypesRTP Event, DTMF Two 2

363 29,7135 10.185.164.73 10.185.164,136 TP EVEN Payload typesxTP Event, DTMF Two 2
1367 29,743596  10.185.164.73 10,185.164,136 RYP EVEN Payl0ad TypesRTP Event, DYMF Two 2 J
1373 29.793450 10.185.164.73 10.185.164.136 RYP EVEN Payload TypesRTP Event, DIMF Two 2
1378 29.823547 10.185.164.73 10.185.164,136 RTP EVEN Payload typesRTP Evant, DTMF Two 2
1383 29.863576  10.185.164.73 10.185.164.136 RYP EVEN Payload Type-RTP Event, DYMF Two 2
1446 30.408940  10.185.164.73 10.185.164.136 RTP EVEN Payload Type-RTP Event, DTMF Zero O -
1450 30.504862 10.18%5.164.73 10,185.164.136 RTP EVEN Payload Type-RTP Event, DTMF Zero O

30.934876  10.185.164.73 10.185.164.136 RYP EVEN Payload TypesRTP Event, DTMF Zeco 0

1459 30,586681  10.185.164.73 10.185.164,136 RTP EVEN Payload TypeRTP Event, DTMF Zero O (m'
1463 30.613524 10.185.164.73 10,185.164.136 RYP EVEN Payload typa=RTP Event, OTMF Zero O 2
1467 30.643572 10.185.164.73 10,185.164.136 RYP EVEN Payload Typas=RTP Event, DTMF Zero O (end)
1507 31.006764 10.185.164.73 10.185.164.136 RYP EVEM Payload Typa=RTP Gvant, DTME Four 4
1510 31.043585 10.185.164.73 10.185.164.136 RYP EVEN Payload Type=RTP Event, DTME Four 4
1514 31.073463 10.185.164.73 10.185.164.136 RTP EVEM Payload Type-RTP Event, DTMF Four 4
1521 31.123513  10.185.164.73 10.183.164.136 RTP EVEN Payload type«RTP Event, DTMF Four 4 %
1326 31.16351% 10.185.164.73 10.185.164.136 RTP EVEN Payload Type<RTP Event, DYMF Four 4 | 2
1529 31.193477  10.185.164.73 10.185.164,136 RTP EVEM Payl0ad TypesRTP Event, DTMF Four 4 (end)
1567 31.568107 10.185.164.73 10,185.164.136 RTP EVEN Payl0ad TypesRTP Event, DTMF Seven 7
1571 31.603451 10.185.164,.73 10,185.164,136 RTP EVEN Payload TypaeRTP Svent, DTMF Seven 7
1576 31. 10.185.164.73 10,185.164.136 RYP EVEN Payload Types=RTP Event, DYMF Seven 7
1581 31.693599 10.185.164.73 10.185.164.136 RTP EVEN Payload Types=RTP Evant, DYMF Seven 7
1586 31.723455  10.185.164.73 10, 164,136 RYP EVEN Payload type=RTP fvent, DTMF Seven 7
1589 31.754119 10.185.164.73 10.185.164.136 RTP EVEN Payload type-RTP Event, DTMF Seven 7
ARAT 2Y LATARY 1A T8¢ 1Ae PR 10 180 1A 124 orn Cure SrulALd FLMLLETD Crane AT wine O

2833 o fi I RAE 7 20— /NS RIE LR, A5 ST Event FBh
TRUE 1] RTP B3Rk X 4y, Wil 7-72 Pror, UAL#E S “6” A,
— CHIRENTIX B8 “End of Event: False” B, Fin5HE “6”7 S KALHE

L:'QO
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EH AR 7 B
[E7-72 #R3CHEEATX End of Event: False
& Frame 1326 (58 bytes on wire, 58 bytes caprured)
@ Gthernet I, Src: 28:6€:0d4:07:23:c9 (28:6e:04:07:23:¢9), Dst: tuaweliTe_00:chb:6c (00:18:82:00:¢cb:6¢)
W Internet Protocol, Src: 10.185.164.73 (10.185.164.73), Dst: 10.185.164.136 (10.185.164.1368)
i# User Datagram Protocol, Src Port: 45746 (45746), Ost Port: 10286 (10286)
& Real-Time Yransport Protocol
= RFC 2833 RYP
Event xo:&i; é%
Cuss wves = End of 1 Fal
.0.. .... = Reserved: False
.01 0100 = volume: 20
Event Duration: 320
- WE 7-73 PR, SIRSCENTIX o8 “End of Event: True” B, Fx'5hY
“67 DB NBRT . MR AN e EE IS T R A
SCRIRRAS 01 (2012-06-27) B FIRELE B 219
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E7-73 $R3CHEHTX End of Event: True

@ Frame 1332 (58 bytes on vdrc. 58 bytes captured)

@ Ethernet II, Src: 28:6e:04:07:23:¢9 (28:60:04:07:23:¢9), 0st: MuaweiTe 00:cbibc (00:18:82:00:ch:6c)

& Internet Protocol, Src: 10.185.164,73 (10.185.164.73), Dst: 10.185.164.136 (10.185.164.136)

i User Datagram Protocol, Src Port: 45746 (45746), Dst Port: 10286 (10284)

® Real-Time Transport Protocol

= RFC 2833 RTP Gvant
Event 10: %03
+0.. ..., = Reservad: False
v.01 0100 = volume: 20
Event ouration: 720

R T EAN UDP A& AN ELS B AS o RTP #%20, mT AT 4.
4, AR UDP A R EIME AT
RG] 7-74 Fos .

[E|7-74 Wireshark fi&5

Lilter | w Papression . Clewr Moply
. Tine Svwrien Destination Protesal  Infe L
B% 17.253%30 wangzhou 07:72:e0 2pANNINg-Tree~(Tor-br STP MET. WOOT = 32765/00:0T:el:3e:18:da (O3t = 0

71 15. 238551 2:e0 spanning- -{for-br 5T n-_"_ ROOL = 32768/00:0fF; :18:4a Cost = @
92 20.396203 62 8. T Announcement wh3SBEA, workstation, server,
93 20, 958183 Oea Gratu‘ltous ARP for 10,138, 56.4 (Request)

W 21.172578 42 : T ANNOUNCement QOOL74 “A. wliuﬂoﬂ. serv

Wark Tacket (togeie)
O et Tine Baference (Laggde)

Ay s Tiltar
Frepare & Yilter
Comvarsation Filter
Celorize Conversatioa

107 31 10, K RTP 'oiiu.ﬂro-
108 31. m lo.lll. 58, 1 $ 1 Pellew 222 Strem
109 31.703568 Hangzhou 19:ca:3c |

] :
= Frame 96 (47 bytes on wire, 47 bytes captured) B et e -
Arrival Time: Oct 30, 2010 10:48:33.400175000 & Print F
[Time delta from previous captured frame: 0.000115000 seconds) Show Packet in Bev Vindow :

{Time delza from previous displayed frame: 0.000115000 seconds)
(rime since reference or first frame: 21.206286000 seconds)
Crame swmbhor s QR

5. #EF& “Decode As...” .

SCRIRRAS 01 (2012-06-27) e Sy AT R £ L 220
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ARG RS B E S W 7-75 Bos

[E7-75 Decode As

¥Wirezshark: Decode A=

Link| Hetwork| Transport
RPC 2
@Decnde ESF T
RSVE
RICF
UIIP| source [2425) % | port(z) as | EUDF
O Do not dacode BY
SABT
SAE )
o
[ clewr | SCTP v
]

EZI I AMES “RTP” &

$‘I:_E‘ “OK” .

R SR WE 7-76 fian, b UDP A& O & #h RTP 4850, ik a] DLg%
M o«1” g “37 AW B AN T ARG

[&]7-76 UDP fi#f34 RTP

Dlter v Lgeessien . Clear Aply

%o . Time Sewrce Destination Protosal  Infe A
90 17.799208 10.135.58.34 220.&.6.! RTP UI(IIM RTP version O v
92 20.396203 10.138.38.62 10.138. $8.255 BROWSER MOST Announcement wi3S8BA, workstation, Server,
93 20.995183 mHangzhou_3e:18:40 oroadcast ARp Gratuitous AR for 10,138, 56.4 (Request)
94 21,172578  10.138.38.42 10,138, $8.255% BAOWSER HOSt Announcement QOOL74386A, workstation, Serv
95 21.206171  10.72.133.110 10.138. 58.27 e SoUrce port: visas oestination port: sip

96 21, 200286 10.136.”.274 10.72.1”:110 ¢ uce gqrce 9:.’!: sip UI!!"M!“G'I port: \RS._!

104 31.207460  10.138.58.27 10.72.129.78 " mte unknown RTP version 3

105 31.32256% 10.72.129.78 10,138, 58.27 RYP Unknown RTP version 3

106 31,322615  10.72.129.78 10.138.58.27 RYP unknown RTYP versicn 3

107 31.322819 10.136.38.27 10.72.129.78 RTP Unknown RTP version 3

108 31.384784 10.138.58.56 10.138. 58,255 NENS Namp QUery NB SDPM02-YR<20>

109 31.703568 Mangzhou 19:<a:3c Broadcast ARP Gratuitous ARP for 10.138,56.6 (Request)

= Frame 100 (148 bytes on wire, 148 bytes captured)
Arrival Time: oct 30, 2010 10:48:38,422876000
[Time delta from previcus captured frame: 0.940104000 seconds)
[Time delta from previcus displayed frame: 0.%M0146000 seconds]
[Time since reference or first frame: 26.228987000 seconds)
Frame Number: 100
Frame Length: 148 bytes
Capture Length: 14B bytes
ferame fc mariad: Caleal
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(=Ll 7 M
%5;%§uq:uqlﬂL
Wireshark IS 324t 7 & F WP S RE DA AR OB T E S Dhg. HACP IR

MARTY
T RAF B A BN BT EA T AR, BARMRI T EBNEEQ, IR RIE
A peap &R &9 XM, tb4e “hujiaozhuanyi.pcap”.

1. MHLPCHL LAY “hujiaozhuanyi.pcap”
R R RS B S, i 7-77 .

E7-77 "ERYEERS

L1 hujiaozhuanyi.pcap — Wireshark g@
File Edit Yiew Go Capture Analyze Statisties Telephony Tools Help

B e EEXSE Q¢TI | BE QQCH| WERRN B

Filter: * Expresszion... Clear Apply

Ho. Time Destination Protocol

who has 192.167 1 807
ETE35_FHONE: OxOOOO [28H
Destination unr a

215 Destination E

L1500 Syws log ETE35_PHOME: OxOOOO [28:Ev

A 6-084701 Huawe1Te a7 67:79 Broadcas
5 O 0B4RB73 192 16? 1.215 192.167.

— EE — —+ [
- B
v
[
1%
b
1
-
o
o

0085618 RIS 102.167.

Frame 1: 154 bytes on wire (1232 bits), 154 bytes captured (1232 bits)
Ethernet II, Src: HuaweiTe_76:fd:ed4 (08:19:a6:76:Ff4d:ed), Dst: Tp-LinkT_77:31:d6 (
Internet Protocol, Src: 192.167.1.211 (192.167.1.211), Dst: 192.167.1.150 (192.1¢
User Datagram Protocol, Src Port: 60546 (605460, Dst Fort: swyslog (514)
Svs log message: (unknownl: ETES55_PHONE: 0x0000 [08:19:a6:76:F4:e4][1.0.2.20] sSIPS

S I

0000 e0 05 c5 77 31 db6 08 19 ab 76 f4 =4 08 00 45 00 R VT =
0010 00 Bc 00 00 40 00 40 11 b5 a9 c0 a7 01 d3 cO a7 RN N
0020 01 96 ec 82 02 02 00 78 ee cf 45 54 36 35 35 5F  ....... »x .. ETB53

0030 50 48 4f 4e 45 3a 20 30 78 30 30 30 30 20 5b 30 PHOME: O x0000 [0

0040 38 3a 31 39 3a €61 36 3a 37 36 3a 66 34 3a 65 34 8:19:a6: 76:F4:e4d

0050  5d 5b 31 2e 30 Ze 32 2e 32 30 5d 20 53 49 50 53 101.0.2. 20] sSIPS

0060 74 61 63 6b 3a 3a 63 62 5f 6e 69 73 74 5f 6b 69 tack::chb _nist_ki

0070 6c bc 5F 74 72 61 6e 73 61 63 74 £9 6F be 3a 20 T1_trans action:

OOROD Ak AT A Ar 20 de 49 53 54 20 74 77 A1 Ffe 73 A1 Kill NTS T trancza b
o File: "C:%Document=== | Packets: 4T15 Diszplayed: 4715 Marked: 0 Load time: 0:00.234 Profile: Defanlt

2. {EROCHIRXIEFE—4ds%, EFH “Telephony > VolP Calls” .
R4 Wos “VoIP Calls” Ftf .

3. HEMWYHFE.
a.  EFELIPMAS, i “Flow” .

REWoR “Graph Analysis” FHif, & 7-78 Fizw.
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R R e

[&]7-78 MEAUARERE

i1 hujiaozhuanyi.pcap — YoIP Calls

Detectad 11 VoIF Calls. Selected | Call.
Start Time 4 Stop Time 4 Initial Speak 4 From 4 Tao 4 Protoco 4 Packets 4 3
ip: ip: SIP G |
1 hujisozhuanyi- pcap — Graph Analy=sis SIF 1mc
SIP 1T C
4.950761 61 SIF TC
. 192, 167. 1. 34
T. 325085] Time 192, 187. 1. 208 Comment STF T C
7. 366009 SIP TC
2,670 | IHVITE SUE (eTULV gT11h 2723 €725 |g1p From: <aip:79029132. 167. 134 immer=phone Toi<xip:
7. 366351 0 T e SIF TC
. rying
7. 3setor] | |5 T2 L A — ooy | [SIF Btates SIF T
7.3eeq08] | |2 T -5%44” - 1-5?- SIF Reanest SIP 7o
t t
10.2535mf | | BET o=t TR BE, | (517 Statns on STF ToC
ACE
10. 279153 | 2962 i el gy || ST Beamest SIP TC
' 200 OF '
2. 566 s soen) SIF Statos
| |
i |
i |
i |
i |
i |
i |
i |
i |
i |
i |
i |
i |
i |
i |
i |
i |
i |
1 I T
| 3 | >
4
Total: Calls: i1  Start packets: 0 Completed calls: 4 Rejected calls: O
[Prepare Filter [ Flow ] [ Flayer ] [ Select A11 ]

MARTY

STVA#EE “Select All”, HBPTA 4@ EILR.

b. (A[#k) Py “Saveas” .

TERGL /R “Save file as” FLHIH, EBESCAAFBER AR RSCHERAL, NS
4, il “LRAE”.
c. i “Close”
4. RFEBORIEES .
a  EEELIPIESE, il “Player” .

ZAG B~ “VoIP - RTP Player” Fii, Wil 7-79 fizs.
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[&|7-79 \VoIP-RTP Player

Detected 11 ¥oIF Calls. Selected 1 Call.

Start Time 4 Stop Time 4 Initial Speak 4 From 1 To 4 Protocoe 4 Packets
2. BB9T43 2.865845 192 167.1.34 <s5ip:TIOZE192. 16T. 1. 34;user=phone  <sip:TZ00R192. 167.1.208 SIF
2957342 12, 221057 192 167.1.211 <sip:55AB3I4@192. 167.1. 34 <sip:556635@192. 167.1. 34 SIF 1
3012259 12254446 192 167.1.34 <5ip:5SAB34@192. 16T, 1. 34; user=phone <sip:556638E192. 167.1.213 SIF 1
4. 950761 9.607366 192 167.1.43 <sip:SSEE4TE192. 16T. 1. 43:5061 <sip:#55%1230%23@192. 167. 1. 43:5061 SIF
T. 325065 11649573 192, 167.1. 206 <sip:TIOZE192. 16T.1. 34 <sip:TOOD@192. 167.1. 34 SIF
1

T. 366099 11654937 192 167,

L3 <sip:TI0ZE192. 16T. 1. 34;user=phone <sip:T100@192. 167.1.207 SIF

L1 hujiaozhuanyi. pcap — ¥YoIP — RTP Player

Fitter tatter (1[0 3 [ Use 5P tinestny

| >
Total: Calls: 11  Start packetz: 0 Completed calls: 4 Rejected calls: 0O

Prepare Filter

’ Flow ] ’ Flayer ] ’ Select All ] ’ Cloze

b. #H.i; “Decode” .
ARG o “HEBORTEE S i, i 7-80 s

E7-80 BHEIEES

il hujiaozhuanyi. pcap — YoIP — RTP Player

[] From 192.167.1.34:8234 to 192 167.1.211:5004 Duration:Z. 74 Drop by Jitter Buff:0(0.0%) Out of Seq: 0(0.0%) Wronz Timestamp

————

5

[] From 192.167.1.211:5004 to 192.167.1. 2135004 Duration:l.14 Drop by Jitter Buff:0(0.0%) Out of Seq: B(15.0%) Yrong Timests

Fitter utter fa51 5§ [ Use P timestens

c. P LKHELEIEEY, #i “Play” .
ARG IRIB OB TEE T
(10 i5tm8
¥t d, TelEk “Pause” K “Stop”, HAFRAFIEIEHBEES.
d. i “Close” .

SCEfRAS 01 (2012-06-27) My A R A5 R 224
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7.8 XML Browser X #5807 XML 345 #1157 AR
XML Browser 327 7 RSB xml S, ARNXHX 7 Fh SO RS 500 S T .
7.8.1 TextMenu

TextMenu SR LISCA I U ARSI, 2225 F i dn 1 7-81 P

E7-81 XARAERKE

MNote

Today I am very glad, as you pleased? Testing
is being done is not familiar with the
equipment , Every skyscraper starts. Today I
am very glad, as you pleased? Testing is being
done is not familiar with the equipment ,
Every skyscraper starts. Today I am very
glad, as you pleased? Testing is being done is

Select Custom Remove

1Z LAY xml XHHEN

<Fx*x*TextMenu

defaultIndex="some integer"

style="numbered/none/radio"

Beep="yes/no"

Timeout="some integer"

LockIn="yes/no"

WrapList="yes/no"

>

<Title wrap="yes/no">Menu Title</Title>

<Menultem>
<Prompt>First Choice</Prompt>
<URI>http://somepage.xml</URI>
<Dial>Number to dial</Dial>
<Selection>Selection</Selection>

</Menultem>

<SoftKey index = "1">
<Label>TextLabel</Label>
<URI>http://someserver/somepage OR SoftKey:someaction</URI>

</SoftKey>

</****TextMenu >

TextMenu St A a1~ R TR :

TENEMN | £B BYME 1 BR
FEETextM | Dbk rr ] DT R | SCHRSERRR T %
enu TR, AT
TRGFRA 01 (2012-06-27) LA TR (S B 225
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EENAEET 7 M
TESEM | £8 BME 5% AR
ST
defaultinde | nJ ik B HEASE TR BRINR 5]
X R 1.
style Al % numbered SEERLT IRIRR 5 AU o
none numbered: S FLETFH B0 AR B SRR T
radio (BRNH)-
none: SEHLET AT bR
radio: &P INUHT FH 5 Rl A I o
Beep Al ik yes HENIZ S I S R n 2 o
no BRIME: no.
Timeout Cipis B NG, 7 TCHEA R BB I B 1]
BT A ABIN i, IR R S B A LA
BRIME: 45.
Lockln Al ik yes FZIBTERE N “yes” , NIBEANZEH
no Jo, T 5 X softkey Ab,  TEHLASI Y
HAbERE . BN, AESHEATRS 7
M, {HZ&, Wik “Dial” 2% & &1,
T ALAT DA
PRINE: no.
WrapList Al 3%k yes “Prompt” Zx5048 i 1 ST bR ) 25K
no B A7, EEH AT R Wk
JE, MPEZINBEN “yes” , HINBEN
“noﬂ .
BRNEE: no.
Title DAk TR H SRS TH R R 8 N 25
wrap Al 3k yes SERRNEREN 1T, REHEZATE
no TNe WIS, WPE izl A “yes” , 15
M¥&A “no”
BRINESE: no.
Menultem | 23k I PRIRSERIN, AT PAWRCE 1~30 1.
Prompt DAk T SERRINRR L, B s2 wrapList $54H] .
URI DAk URI SE AT N B A
Dial Al ik CERRRE L Hehr s RIS AT, ALK 5 4
FE A, % 50
Selection E1poA P # softkey 1] URI J2& il 45 251 http ik,
W) 2 326375 SR I A http Huhik J5 3890
TRGFRA 01 (2012-06-27) Tl LA TR A5 1L 226
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AR 7 PSR
TRIEY | LB BNE it BR
“2selection=&E M .
Softkey Ak | Xml g PEIL “Softkey X157 .
7 TextMenu ZEAL ) xml SR R4S SoftKey, JUIERIA K] Softkey
Softkey & | &#R URI
51{&
1 B H SoftKey:Exit
4 ik SoftKey:Select
FEAZ S RE L 3B D e W W~ R P
REAR 129215 A FRBETNBE 5 AR
UP/DOWN | [i) /i) [k N
Digitkey Herm ‘17 ~ £ SRS BB B R S ME S 0, i R
“9” PR TSRS, KA R B 5 — e
i,
Select Softkey f4 %, WS 5t URL 44>, 4 http. Dial &5
URI= “SoftKey: A
Select”
Exit Softkey #f#, T o B EORI Xml S, RS
URI= “SoftKey: MR A 1dle F41H .
Exit”
OffHook/Lin | fHL/4xmk S8 M4% | W R HI0 Dial H N2, WIFHZANZA: W
ekey/Handfre | 4 jaigt BB, U Lockin 2k “yes” TR,
€ “no” I EEN$E S S
Cancel WA b r<X >4 IR [EIAFHLF I o
Ok By LI<OK>HE | Wik Lockin 2 “no” , I OK B Lhfess 1
Select; Wy “yes” , WIJC M.
PR E A SIP | DSSkey (HL#EH™ | Lockin 2h “yes” WG, & “no” IHAT1%
SRR JE G ) DSSkey.
DSSkey
7.8.2 TextScreen

TextScreen H-T-7E 5t _E i/~ SCASE /R . S5 Fmin K .

AR AS 01 (2012-06-27)
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R R

7 B

we will set your infermation on the
IP Address:
192.168.0.138|
Name:
jxz
password:
Rk kR
ID number:
370811198307265015

[ BH ] Dot(.) JBackSpace]

phone!

iZ AR xm] XHENT:

<*Fx**TextScreen
doneAction = "some URI"
Beep = "yes/no"

Timeout = "some integer"
LockIn = "yes/no"

>

<Title wrap = "yes/no">Screen Title</Title>

<Text>The screen text goes here</Text>

</****TextScreen>

TextScreen Object #5703 & M AIEL R @ W N R s

TTENEMN | £E B¥E 15 R
*HEXETextSe | Wik xR DUSER | SCAEERIIIR T E
reen FRFE, AL
SET R
Beep Al ik yes HENZE R JE R AR
no BRNE: no.
doneAction | Tk URI HEFE “done” LRERENTHAT I URI,
Timeout Ak EES L HEN AR L H 5, P e e
Wy b IS A) o B, 3B H SO R FUH 2R
HLA 1T
BRINE: 45.
LockIn Al ik yes FHZBIERE A “yes” , NIFEASCALR
no INFHIE, BRT e X softkey 4b, 1EHL
AN N AR E . BINEEHLE, AN
T T
PRINE: no.
Title Dot TR R SCARSETR I FR A
Wrap CIpvH yes FUH AN 47, R 24T
no Wone WRGE, NP R A “yes” ,
TRGFRA 01 (2012-06-27) LA TR (S B 228
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BB e 7 B

TESEM | KB | AYE 15 AR

HIHEA “no” .

BRIME: yes.

Text WAk AR ARFRIRII N 25
SoftKey 1L Xml %% PEM, “Softkey %47 o

4+ TextScreen Object [1) xml SCAF AL 7 SoftKey, WIBKIAY) SoftKey 4

SoftKey & | &R URI
511
1 B SoftKey:Exit

FEIZIFH I N ARHL L AR Th e Ui I R PT7R

REAR %1% AR LT RE 1 AR
UP/DOWN ) /) ES E S N TN G EO
Digitkey Herst <17 ~ Jo R
43 9”
Exit Softkey %, O s BB R Xml Ftin ;. e,
URI= “SoftKey: MR A 1dle F41H .
Exit”
OffHook/Lin | #i#HL/4z bk 5 WA Lockin 24 “yes” L&, A “no” ik
ekey /%%/DSSkey )\}ﬁ%ﬁﬁg&*ﬂﬁf DSSkey Tﬁ%"
/Handfree/DS
Skey
Cancel W2 R <X > iR [A] 1dle FHi .
Ok w5 E<OK>8E | 4 doneAction.
7.8.3 InputScreen
InputScreen I T-4&7~ FH PRI SCA, IR PN N BRI B IRSS 45 . 7% S
THR:
TRGFRA 01 (2012-06-27) G H RS R 229
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Remote Directory This interface is used to test
the Directory Xml file
1.John Doe
p 2.John Doe
3.John Doe
4.Jone Thomas Yang test this directory
5.John Doe
6.John Doe
7.John Doe

|__Exit | Previous | Next | Dial |

ZZEBURY xml XHFERAT:
<****InputScreen
type = "IP/string/number/timeUS/timeInt/dateUS/dateInt"

password = "yes/no"

editable = "yes/no"

Beep = "yes/no"

Timeout = "some integer"

LockIn = "yes/no"

defaultIndex = "some integer 1 to 6"

displayMode = "normal/condensed"

inputLanguage = "English/French/German/Italian/Spanish"
>

<Title wrap = "yes/no">Title string</Title>
<Prompt>Guidance for the input</Prompt>

<URL>Target receiving the input</URL>

<Parameter>name of the parameter add to URL</Parameter>
<Default>Default Value (1)</Default>

<InputField

type = "IP/string/number/timeUS/timeInt/dateUS/datelInt/empty"
password = "yes/no"

editable = "yes/no"

>

<Prompt>Guidance for the input</Prompt>

<URL>Target receiving the input</URL>
<Parameter>parameter name add to URL</Parameter>
<Default>Default Value</Default>
<Selection>Selection</Selection>

</InputField>

</****InputScreen>

InputScreen Object 7G5 J& P ATEVE R 2 Wi F R s

TENEMN | £B BYME 1 BR
FFEInputS | Ak ol DUSATRE | P AR T ER .
creen TP, A
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(=Ll 7 M
TTESEME | 8 BME 5% AR
ST
Type DAk IP B N EE 2R
string e IP, ipHshit.
n_umber o string, FHFH
t!meUS e number, (7.
timelnt o timeUS, 12 /Ml JII AMIPM %5
dateUs LERTR
datelnt o timelnt, 24 /N
t
mpty e dateUS, %X MM/DD/YYYY.
e datelnt, #z DD/MM/YYYY.
e empty, empty, ZF17, 17¥h
displayMode 7ffi &
BRINEAY A String (LR A SCHF String 28
BIEIN) o
Beep Al 3k yes HENFA TN R AR5 o
no BIMEAE: nos
Password Al yes FH P N> SR .
no BIE: no.
Timeout Al 3%k B HENEI NG G, P ToEeEny, B
Wik R [H BT TR, EER S, e 2R
LT
BRINHE: 45.
Lockin Al yes FHZBIERE A “yes” , NIHE NG AR
no IRFHE, B T RTS8 X soft key
Ab, AEHUAS I N A A . AL,
ANSHENAR T F4H
PRINE: no.
inputLangu | J ik English FH SN N B BITE S
age French BRI English.
German
Italian
Spanish
displayMod | m[i& | normal Normal: 37~ Ry NAE 5 PIAT 275 o
¢ condensed Condensed: He7~ Al ANELE—4T .
ZRIAME: Normal.
defaultinde | ik ELS L EAEAEZ N KE, BRI F i AHER
X G
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(=Ll 7 M
TTENEMN | £8 ENE 1 BR
BRI 1o
Title ik FIFER N HF G ) R i
Wrap nJik yes BN T bR N 2 e — AT, 2
no ZATE N WS, WPKZI3 Ay
“yes” , HMIEH “no” .
BRIME: yes.
Prompt nJik FIFER H P AR
URL Wik URL P RINGER, BN N 2 R IE R
URL.
Parameter | Ak FRFHE URL JET T =44, |
URL?Parameter ¥ ' 142 Fx=H i AN A
:ﬁ:o
Default nlik FIFE LN PN B
InputField nJik o WEZNMAME. &2 LLIRE 6 /.
Type nJik IP N ) 2R
string e P, ip Ml
number o string, FAF
t!meUS e number, %,
timelnt e timeUS, 12 /M, I AM, PM 25
dateUS ﬁi%UTﬁFo
datelnt e timelnt, 24 /NI,
t
empty e dateUS, #3t MM/DDIYYYY.
e datelnt, %z DD/MM/YYYY.
e empty, 17, T4t displayMode #ff
io
H i L SZRF String i\ .
password Ak | yes PS> EoR.
no ERIE: no.
editable Ak yes HPZEMANE. HIEH “no” , I
no P ARBERIANT, HAGES SR fi
ANE. MHZE, RArE sl %
Ko
BRINE: yes.
Prompt CIpus TR P NN .
Default CIpus TR NN TN B
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BB e

[ES
TRMEM | LB BNE 1t BR
Selection Al ik FAF ¥ softkey ] URI S AR 45 241 http Huhk,
WA 32617 K I 7 hittp Hihik f= 38 0
selection=1 B 1541, W
http://10.1.0.105/input.php?selection=1.
Softkey Ak | Xmlobject BRBENZE AT, ZEE N SoftKey, b
QB I ALK SoftKey. #x2 n] LABEE
6 1™ softkey.
SoftKey Al ik Xml object TEW, “Softkey A% .

timeUS/timelnt/dateUS/datelnt PUFRSS A (R E S G N 3%

%3

¥

timeUS

HH:MM:SS AM/PM

Hor HH:1-12, MM:0-59, SS:0-59

02:00:23 AM
12:59:00 PM

timelnt

HH:MM:SS

Horp HH:0-23, MM:0-59, SS:0-59

23:25:00

dateUS

MM/DD/YYYY

Hr MM:1-12, DD:1-31, YYYY:0000-
9999

12/31/2009

datelnt

MM/DD/YYYY

Hrr MM:1-12, DD:1-31, YYYY:0000-
9999

31/01/2010

4% InputScreen object (1) xml SCF R AL % SoftKey,

HAAERZREE “1P”, ERIA

] SoftKey 4
SoftKey & | &R URI
511E
1 B SoftKey:Exit
2 Frei “.” SoftKey:Dot
3 B SoftKey: BackSpace
4 WA SoftKey: Submit

47 InputScreen object A& U7 SoftKey,

SoftKey H

HEARERZEAZE “Number”,  JUERIA Y

AR AS 01 (2012-06-27)

e LA MORELS R
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IR 7 Mk
Softkey & | &#R URI
LD
1 B SoftKey:Exit
3 B SoftKey: BackSpace
4 B SoftKey: Submit
7.8.4 Directory
Directory H T F 2uik4s 2% Lk, FREimpL s L2oR, S5 5T os:
Remote Directory This interface is used to test
the Directory Xml file
1.John Doe
» 2.John Doe
3.John Doe
4.Jone Thomas Yang test this directory
5.John Doe
6.John Doe
7.John Doe
| Exit | | Dial |

ZEE xml XHRIEIT:

<****Directory

Next = "some URI"

Previous = "some URI"

Beep = "yes/no"

Timeout = "some integer"

LockIn = "yes/no"

>

<Title wrap = "yes/no">Directory Title</Title>

<Menultem>
<Prompt>Contact Name</Prompt>
<URI>number</URI>

</Menultem>

</****Directory>

Directory Object 7G55 J& P AR VLR 2 W F R FR:

JCHifRA 01 (2012-06-27) AT 15 234
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B E 7
TERIEN | B | FNE i
****Directo | ik | o HuhE 0 B TT R
ry
Next Al 3k URI “Next” softkey XJ W] URI.
Previous A%k URI “Previous” softkey X} M ] URI.,
Beep Ak | yes HENHhE GG S AR 454 R
no BRINE: nos
Timeout k| B BEANSIEE S, TP JCARfT AR, Mk
Wy B N B I TR o RIS, IR o
[ FIFRF WL . BRIAME 45 Fbo
LockIn Al ik yes FZEYERE N “yes” , WIHEAHhEE
no Jeis BT Mkl e S softkey 41, TEAL
AN NI ERAE o AL, AR
k- E R S
BRINE: no.
Title Wik TR BEiLRH NI HY AN
Wrap Ak | yes b hE G S bR N AR AT I, R
no MZATE R W, PRIk
l(yes77 ) )7{[2‘[)\[”,&% 13 no » R
BRIME: yes.
Menultem | Wik €I Mok I . Fe 22 v 15 4.
Prompt Wik | R b 5 o
URI Wik URI Hi B TR0 S R BT, T Y. B L A
£
Softkey ATk xml object TEW, “Softkey A5 .

#+ Directory object A {7 SoftKey, NJERIAMN SoftKey -

SoftKey & | &R URI

51{&

1 BH SoftKey:Exit

2 Previous Directory object [{] Previous J& 45 5 () URI,
“SoftKey: Previous” .

3 Next Directory object [¥] Next J& 45 €] URI,
“SoftKey: Next” .

4 IRy SoftKey: Dial
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HHR R 7 B
TEAZ G R UEHL BB D e Ui BE 4 R R T s
BB TR AA FRBETH HE I AR
UP/DOWN N SVACTIE TR
Digitkey Hrpt <17 ~ 45 R BB RAR T ME IS I, W
“9” R TR IR, WK AR RS B 5 — A S8 iR
Tl o
Dial Softkey %4, I L A b P i SR
URI= “SoftKey:
Dial”
Previous Softkey %, 141 Previous P4 ¥ URI fir4> (lul http 25 .
URI= “SoftKey:
Previous”
Next Softkey %%, W H Next P URI 74 (4 http %)
URI= “SoftKey:
Next”
Exit Softkey %4, HOP s E— B R 8 Xml S .
URI= “SoftKey:
Exit”
OffHook/Lin | f#L/AZMK 584 | W H AR SRk iR 565
ekey/Handfre | 4 jst
€
Cancel Wk B X B | R RIS
Ok B4 ki “Ok” | Wit Lockin Jy “no” . I OK & IMIThAES% T
Bt Dial; @WHA “yes” , WK,
ER¥E M SIP | DSSkey (EL454~ | LockIn 2y “yes” IFIC& N, 4 “no” WHiTi%
ISP ANID] J&E B 1) DSSkey.
DSSkey
7.8.5 Execute
Execute F Tl AENHAT — RAM M4, 1EIULITFHATHR € B4, ST
AR o

ZERE xml XHRIAEAU T
<****Execute Beep = "yes/no">

<ExecuteItem URI = "URI"/>

</****Execute>
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B E IR
Execute Object %703« J& MHEAIEVLR 2 W MR FR:
TRIEMY | LB BNE 15 AR
*FExExecut | bk R DU AR | AT RN R IC R
e TR, AL
ST
Beep Ak | yes THAEPATI R B4R .
no BIME: no.
Executelte | A3k 7T AT, AN 30 4.
m
URI A% URI AR TR 34, iy AN P L AR
5 URL MRS #8 T8 %%
ERANGSEHE
B URI & it AR
Any Supported uri | http(s)://myserver.com/myscript.pl A B R1% URL.
Dial: XXXXX WP HY %50
Led: AR A 2 4R R AT

XXXX=on/off/slowflash/fastflash

Key: XXXX FH 24 T2 XXXX B
Wav.Play:[tftp|http://[username[:pas | 3% ak <A wav 304
sword]@]]
<host>[:port][/<Path>]/<file>
Wav.Stop:

Phone Reboot Command: Reset WE ) wE.

Phone Fast Reboot | Command: Reboot TEHLEH B 3

Phone Lock Command: Lock ‘st Talk Only.

Phone Unlock Command: Unlock fiE o

Clear Command: ClearCallersList T A HIE Y E SR A1 3R
Command: ClearDirectory AR AT .
Command: ClearRedialList HEAERIIR (D

3 o
Do nothing T TCo
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BB e

7 B

Hordr “Led: XXXX=on/off/slowflash/fastflash” [1] “XXXX” N4 F %

WEAZE

RRKT

TP

EXP-%d-%d2-%s

%d: HF%d G S, {H1-6.
%d2: ¥ &S M H%d2 ANk, (H
1~20.

%s: AT IEIS, {5 “RED” A
“GREEN” .

“Led: EXP38-2-3-
RED=on” :F/rH&mdf 6
G W =AM AT

LINE%d

%d: FARLHNS VAR KT
7:7" {Ej'g 1~6.

“Led:LINE3=0n" :
% 3 XM FRANAT

RSEE

MEMO%d_%s

%d: 7~ DSS Key HIF S, 1H
1~10,

%s: SEATIIPNE, fH “RED” Al
“GREEN” .

“Led: MEMO5_GREEN
=on” : fist DSS Key5 #&
NI HIERLT

HEADSET HE& T RAqmAT “Led:HEADSET=off” : #&
PETZENIP

BACKLIGHT kT

HANDFREE FadR e AT

POWER HL s R AT

Horp “Key: XXXX” ] “XXXX” /2801 F 2%

WEAE RKT
EXP-%d-%d %d: #%d 59 RS, i 1-6.
%d2: ¥ A %d2 e, {H 1~20,
OFF_HOOK bl
ON_HOOK HAHL
OK OK
CANCEL X it
UP s
DOWN T
LEFT Pasti
RIGHT ek
INCREASE TN
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EHATEE 7 My
WEAE RKT
DECREASE R D
REDIAL AR
HOLD P 1
MUTE i
CONFERENCE 240
TRANSFER e
FWD Forward £
PHONEBOOK T b e
SWITCH Switch f4
HEADSET 2 T gt
HANDFREE pikis
LINE%d k58, {H1~6
HOTKEY%(d gk, fH1~4
MEMORY %(d Memory #, {f 1~10
KEY_%d HerptE, {H0~9
STAR “xr
POUND “H”
GROUP_LISTEN PN
HOLD_PUBLIC BLA I} Public Hold
HOLD_PRIVATE BLA B Private Hold
7.8.6 Status
Status $&/RIEHLIRS S B S AT
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1.the second MSG

2.This time shows the third message, and
b 3.Alert displayed

4.This Message is News.

5.This time shows the third message, and

6.Hello, This is so importent that you must

7.the second M5G

8.This time shows the third message, and

9. Alert displayed

oew 1 1 |

Z LB xml XHERAT:
<****Status Beep = "yes/no">

<Session>Session ID</Session>

<Message
Index = "index"
Type = "alert"
Timeout = "timeout"

>Message</Message>
</****Status>

Status Object #5765 J&MERANEVERR & W F R PR

TTENEM | £E BNE 15 BR
*FxxxStatus | ik *XAI DUEATE | RS R R ICER.
TR, ARETRL
FET AT R
Beep Al ik yes EBRREREN EHAINE. BIME
no “ n077
Session Al ik AR Session ID, HF#r AN A A R % o
/ME: 0.
Message ik T BonfE R . {Hi 0~10.
Index whidk B Session HORAF S ERG]; (I 1~10.
PRINH: 1.
Type Al ik alert AT SCRE “alert” A, A TRER
T, WPRSE R —HER, HIfeaEe s
I MEPSS S TR 1 TR SN R DS & 2 TR TiA
ﬂ—‘_\‘o
BRI alert.
Timeout nJik T RS BRI R, IS AT R %
s B =8,
RINH: 3.
Softkey Ak | xml X% TEI, “Softkey %7 .
CRIRAS 01 (2012-06-27) T AT R A5 B 240
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BB e 7 B

FEAZSE R UL L AL D RE BB i R s

REEAR yR 1% PR FRGEINRE L AR

UP/DOWN EEVIEEN: N RAE BRI R A

Digitkey Borkk <17 ~ PR A BB AR 51 I B, a0 S
“9” KTWETURE, WA S B e — N R

Tt

Exit Softkey F#, T s B — B i) Xml FLi, an BEA,
URI= “SoftKey: | IJiR[] Idle F1f .
Exit”

OffHook/Lin | f#L/AzMk 58 4% | Wi Lockin Jy “yes” BFIC/ N, K “no” mfik
ekey/Handfre | 4454 /DSSkey AR5 FHT 84T DSSkey 444 o

e/DSSkey
Cancel W LR X g | RAIRRHLA
Ok W B “ok” 1 H doneAction.
B
7.8.7 Configuration

Configuration Fl T2 SOEHLOELE . 1% xml X% IR

ZERR xml XEERDT:

<****Configuration

Beep = "yes/no"

setType = "config/boot"

>

<ConfigurationItem>
<Path>path</Path>
<Session>session</Session>

<Parameter>parameter</Parameter>

<Value>value</Value>

</ConfigurationItem>

</****Configuration>

Configuration Object %G % JEMERITEVEFR & 4 N3RPT s:

TTEEN | E£E BXE 15 AR
*rxxConfig | bik A DU TR | WE LIS SRR,
uration TR, AL
ST
Beep nJ ik yes BB SRR AR
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SNk ] 7 BsE
TTEEN | £E B¥E 15t BA
no BINE: no.
setType Al 3k Config config: B CRPCE AR, (G HLIAE B
boot JA
boot: FECGFCE I, HIEHNLE BT E ).
Configurati | 3% . B I, {3 0~1000.
onltem
Path wWhidk FRFH SIS
Session DAt TR SHA I 4
Parameter ik TR ZH 4
Value WAk A ZHH
7.8.8 Softkey ¥ &

Pl LA & X% L 4 4 softkey 1IIhRE, HAE R

<SoftKey index = "1-6">

<Label>Text</Label>

<URI>http://someserver/somepage OR SoftKey:someaction</URI>

</SoftKey>

Softkey XJ %% J0 3 JRMERITE VLR & W F R IR

TENEME | KA BYE it AR

SoftKey ik I SoftKey IR G %

index DAtk B SoftKey MR 5IMH, 1EHLL 4 /> Softkey M
ARG R G HEKICA 1~4, HEEN
softkey ik 4 NI, 5 4 /> softkey HZ)
By “HEZ”, AT URER R %
.
ik 1~6.

Label DAk A SoftKey ] #F5

URI Wik | R SoftKey X b [ # 1 .

Softkey mJ LLE SLIBE AN R P

$ME 1t AA
Exit HOF s BB R i Xml St .
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EHATEE 7 My
fE it AR
Dial W HH AR AU 5 A
Submit PRAT BB N Y
Select NSO
Next HENTF—T,
Previous 551 /AN B/ 18
Dot [ AFER A <7
BackSpace | M Bt bs A B AL B R HT— A4
eChangeMod DI NIE

7.9 LOGO B R #l{Ef5/a

1. #Eg—ik.bmp ¥ H

2. F# LOGO I HifilfE T H. &7 LLLE http://enterprise.huawei.com/cn/support/ k4 it
# LOGO HE FH#filfF T H “PictureExDemo.exe”

TEERAE R AT > 445 > IPPhone > WiASS (44 eSpace IP Phone
V100R001C03) > tools”s

L1 s5mm
RABFGWEHA AR, T TFTRITEL “PictureExDemo.exe”., +oE T, #HH A 4% (&
%) RAET.

1=
Zﬁ&dia

o TERHfbA XA K 65 % % A BHCH . bmp.
e 7820 #= 7830 #EALE R 1% & RAZ T 132%64, 7850 15 HLE KR F KR AR L 236%82.
o 7820 = 7830 AR LM EAE LG RAEE K, 7850 HAMT EEHER K, 225

AxREBE A .
3 ﬁﬁ}iiﬂ $fﬁ PictureExIlem-:-. exe
L1 +3em
4o % 2 vista R win 7 R4, i%ﬁf‘aﬂ!d”bwt (for wiszta or win Tl exe Ak R AL win xp
AR RIEIEA,

ARG T XA
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R R 7 Hfik

& GifConvertGz &'

2dd | Deletedl ‘ TE— |

4. P “Add” IR O RE R R B A, R TR .

HieE T |ﬁlogo j = EF '

ﬁEEII%
aa'alaée.ém
ML@E
IE Logo. bnp ~| 7 @ |
IR (D) [BMP Files Ok, bap) =] ik
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EHG R [lES

&GifCunverth

LOGO

LOGO

LOGO

Deletedll Corvert About

5. i “Convent” .
ARG AF adv A A dob R R T E A, W R IR TR .

FEHE wEE EFY W@ ITRO B &

QFeE - Q ¥ O [xsx [

it (00 [E] C:\Documents and Settings'Administrator B E Y ogo bapfFdeb)lilogo’ady b | 3
- doh %E =
A =) advertising index | KB THOEY Irit 201z
=) EHER LA [=]10z 10 KB DOB IfE 2012
[y FEEHIZT-ICME

ST

BN T IR feb
=2 %E?ﬁiﬂ#%ﬁﬁiﬁﬂ

¥ MERE I

HENE

E:l laga

BRI
W AR
&) FEE
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R R 7 B

7E WEB W 1AL Z SCAFRI AT SEB B 2 X LOGO.
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