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FPEHER-VPN 2 BGP/MPLS IP VPN
RE 7 3§
o RS FFRR A
AR3200 V200R001C00
2.4 [RIBHEIA
2.4.1 78 BGP/MPLS IP VPN

X B3 A BGP/MPLS IP VPN &3 HAu$E— M2 8 /. 125 /1 MPLS ‘&5 T M A S
I, R LSP HAMPBEE, PE. P. CE &AL EIhRe (Bf— 6 w&lk & PE,
XJECE) .

BGP/MPLS IP VPN £ &

® Site
TEN4E VPN I G0 2342 38 “site” , site (2D I X AT LA R IR JUAN J T 3
fif:

- site JETEAH H 2 (A 4 TP JEE M) — 4 1P R48, JFH, X4 IP R4 IP %
PEAN T A o IR 45 B 1 X 4 S T
W 2-2 fiizs, AEarmsgeh, AT X AREBM LS site; B 1 X AT
D MUK 2% 2 S —A site. X P28 5 A BB EATART 1P 13845 2 [ AN T 2218
T2 8 i P 4t ] DL HLIE

B 2-2 Site ~EE
WifSite | —ASite

BiTXAH]
7y SCHLR R 2%

Site B |

- Site FIRIZP AR A FIFRIN R R, MAZHBE, JUEERZHEL T
site FPKIBE A LA EAHAR . PO B IR IOPIAL TP R SE, WUREN M L4
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FrEIA-VPN

2 BGP/MPLS IP VPN

HIK, AT RS SR AE R 2t rT LA, B A4 TP RG>

siteo

W 2-2 o, AEaM s, anR B i g SO 2% AN e ik 55 B A R 1Y
2, MR L S A RS EHDE, A A TR MMES B 173
HURI R LR 1 T > siteo

—A> site P& T LLUE T2/ VPN, #t52, —Asite i LUE T 2> VPN,

Wi 2-3 fiow, X AFENT A TR (Site A) SSFSALT B THHIWFA
T4 (Site B) FT C i 4545 (Site C) Hil . {HiEA VT Site B

5 Site C B, XMHEHCE, AT EPIS VPN (VPN F1 VPN2) , Site A Fll
Site B J& - VPN1, Site A fll Site C J& T VPN2, XFf, Site A /& T2 VPN,

B 2-3 — 4 site EF %1 VPN

_________________________________________________

- Site i@t CE &R BRGSHLERMZ, —A site (JLLVELE £ A CE, (H—4CE X

J& T site,

Fidin site FIME DL, AN CE WAL 7 LR

W site & — 6 EHL, WX G EVEN CE B4t
W site & AR, WAL FHAZHALAE R CE sk
R site A2 AT, W % s 0 CE B4 .

X T ZANERRI R RS ALRT 25 1K) site, i lE SRms, W] LK e AR5 A
ARES Gset) , JAE TSI site 2 74 BEIMHE I 554 i 4 2% 1
Vi, XMESEE VPN,

VPN =44

VPN 3241 (VPN-instance) W#54 VPN B Hi#% &% VRF (VPN Routing and
Forwarding table) . PE FAEfEZANK L k3, WH—ANAME T RKE, UKk
—AEREZ A VPN B k. Wiett, PE FAF/EZ N SEH], AdE—> 2 k5L
Fl—AEZ A VPN S, i 2-4 k.
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& 2-4 VPN 4R =

VPN1

Backbone

VPN1

VPN-instance L= |
VPN2 [ ]a® Public

VPN-instance forwarding table

NI R R RS VPN i B R RAFAELL R AN :

- N RREIEITA PE A P B IPv4 B, st IR i i e R A
=

- VPN i R AHE & T-1% VPN LI T A site (% i, @ik CE 55 PE Z [l
W/~ PE Z ][] VPN % 15 BAZ B3RS

= N PRI e R R A i S RS A D B R R L R ) e N AR R 1T VPN
o 2% SRR B T 57 T S MK I ) VPN B 6 B L ke Py g /NI A L o
A LLEH, PE L4 VPN S 2 (A BT, 55 2 W i Hh % Rk A0 BT
AT LU BEAS VPN SEBIEAE— & AR A 4B it bk =0 () A 1 42 3114
WA .
7£ RFC4364 (BGP/MPLS IP VPNs) 1, VPN SEZFI#FK A per-site forwarding
table, 4 X, VPN sLf] L site XN . EHAERAIIFEIAE: F:4< CE 5 PE (i
FEXE N—A VPN SE] ((HAZE——XROCR) ,  SEILIX IR DG R (1) 71524
VPN SZHFI PE |5 CE HEEAMBERE D KB (BFAYE) » XTETT#
B

VPN SE 3 o #% (#7147 RD (Route Distinguisher) SEHUHbHEZS 0307, i
VPN Target Ja ' 5K ELE site Xz site [ VPN B i 5 22 R bR 236
(10 +mm
B AT, Fl—A VRF T & 4000 A~ IP 3k,
® VPN. Site Il VPN 24155 %
VPN, Site. VPN SEBIZ [A] KSR UIT
- VPN &2 &4 site 41 6. —A site A LUE T2~ VPN,

- F—~>site /£ PE _E#FOCIHE—/> VPN 824, VPN SEBIZES T & Jr G site [
VPN J 53 5 R RS e R . 24> site HRHE VPN SE6] AR 415 % — > VPN,

- VPN 3615 VPN AN E——Xf NI F&R, VPN L6 site 2 [BAFLE—XF N5
E

Hihik 23 [A) S

PE M CE B2 BIRA M B 1 5, 75 ORI S8 % it & AT 45 HeAth PE.
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VPN & —FRAA WL, AE P VPN MO S 3 S hEys [, RR Ak 2510

(address space) - AN[A] VPN il =3 (A o] fe s /e — e a N ES, Flln, VPN Al

VPN2 #fi 1] 10.110.10.0/24 W B, IXgtk 2k 7 kb3 7] )52 (address spaces

overlapping) -

PUR PR &0 f81F VPN A8 558 1 Mk =5 1)

- PN VPN %A LR sites

- WA VPN A3 2L site, {HI site B A SIS VPN FRA{f H] S ik 2 [\
M8 BT -

VPN-IPv4 il

f£45 BGP Joik A AL FE b hE 25 [ B2 ) VPN % H. % VPN fil VPN2 #i i

7 10.110.10.0/24 W BLHitl, 8 B RAT T4 ZAF M B . AR VPN (1)

% 2 AT 512800040, DA BGP A4l B e i 0 S e b — 4k 8%

TS ECEAE 55— VPN S % K.

P A B ] R R 2 BGP JGVEX 4r AN ] VPN HAH A 1) TP HuhERT 2R, A fifdkix

— i), BGP/MPLS IP VPN i [ T VPN-IPv4 Hihil- % .

VPN-1Pv4 Hisib S 12 745, 446 8 A5 % thAn R4 RD (Route
Distinguisher) £ 4 747/ IPv4 Huhkfi4%, & 2-5 Fior.

2-5 VPN-IPv4 #bit 2544

Route Distinguisher ( 8-Byte )

-

Type Field | Administrator Assigned IPv4 Address Prefix
(2-Byte) Subfield i Number Subfield (4-Byte )

#4107 RD 1) IPv4 Hihl-Fx ol VPN-IPv4 ik, PE M CE #i(H] IPv4 B )5, 4
4 JRE— (] VPN-IPv4 i, FFEAEA M R A .
® RD

RD T X438 FHAH [R] k2% (8] ) IPv4 B4 RD IR 45 R AT IR 554 3 s ] LA

MATHBSMEC RD, AH2R T4E CE XUH B SO N ORUERS FHIE R, 2RI RD 42 )

ME—

® VPN Target

BGP/MPLS IP VPN 1ii ] 32 {7 1¥] BGP 4" & 4] {4 J& 1 — VPN Target (LFKA Route

Target) K VPN % B A5 B 1R AR

£ES VPN 5245 16— N ERZ 4> VPN Target JEPE. #5735 VPN Target J& ' :

- Export Target: AxHi PE )\ HAZAIE site 242 IPv4 B )5, #5408 VPN IPv4
H, JFAIXLE K i i & Export Target J&4:. Export Target J&VE/E N BGP 14 &
VA Je 1 Bt i o1 R A

- Import Target: PE W E|ILE PE &A1) VPN-IPv4 2% i), #5753 Export Target
JEYE. Mut/E TS PE XA VPN SE41 ) Import Target VLACI, PE stk thin
A% VPN SEF % 2 .

k&, VPN Target J& e X T —4 VPN i th ] LLYWRLS site Fiselt, ALK PE

A DA OIR LS site 7328 K % T

LB HE CE ALk B th i, PE ¥51%#% th 5 — e £ 4> Export Target J& I %

k. Export Target J& 44 F1 VPN-IPv4 % tH—ifd tH BGP KA gy HABAH L) PE. 24
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FrEIA-VPN

2 BGP/MPLS IP VPN

IX L) PE W E)1Z VPN-IPv4 % i, K5t Export Target J& M5 A& % BTG 1)
VPN SE£41 ) Import Target JE P ELRE . WHRANSE, woKRZ 5 it A 2% VPN % th
E

{#F] VPN Target i A E#H RD 154 BGP 3 BA J& P 1) Js IRIAE T

- —4 VPN-IPv4 %t LB —4> RD, {HAJLIKELZ S VPN Target J&1E; BGP U
R 2P AR E T, 7T LA m S I R G TR T R

- VPN Target [ T-##[F— PE _EANE VPN Z R ()% i k4. B, [A— PE L[
ANJA] VPN 22 [8) ] PAVBE B AR [A] K] VPN Target K SEH0M i i HAHS TN

1E[A— PE I, A[E VPN A AN RD, 1 BGP #4713 e F4E J8 Pk 2 TR 1T,

W EEH RD 154 BGP 37 B J& PR SEELE I B ARSI N, FADh 51 Y 4% 1)

ke,

7t BGP/MPLS IP VPN M £% 1, il VPN Target J& Pl VPN 2% s B % site

Z A R ATAIHEW . VPN Export Target Fil Import Target [11% & AH B A7, I HARAT

DL EZAME, AesSZHLR NI VPN Ui 4], Mzl 2 R VPN M 77 % .

MP-BGP

1451 BGP-4 (RFC1771) H e IPv4 (KBRS B, oV 1IE A0 Ab B Ml 2% )
11 VPN 1% i .

T IERALER VPN B, VPN i ] RFC2858 (Multiprotocol Extensions for
BGP-4) THE MP-BGP, Hl BGP-4 (2 Whilld) Ji£. MP-BGP SEHL T %] 2 Fift o4 45
JEPISCHE, 7 Update )30, #2825 B B2 NLRI (Network Layer
Reachability Information) M Next Hop.

MP-BGP KA Hulil % (Address Family) KX 70 AN IR 48 )2 0030, BE ] LS HRAE
i1 IPvA Hutibi, SORTRASCRE e HbbR (Ll VPN-IPv4 Hiibji%. IPve ik ik
) o RTHUHERER — LU T LL22 2% RFC1700 (Assigned Numbers) o

BGP/MPLS IP VPN M %7

ik

A BGP/MPLS IP VPN 41 1, VPN i {5 B R A% I CE Fl PE, P %% H 4k
M8, AT T AT VPN B {5 S PE W& 49 BT VPN %
EER

VPN % {5 5 A A i R 46 =40

- AH CE #IA M PE

- AN PE #H M PE

- WO PE #iz ks CE

SERUX =5y 5, AHh CE Sz CE Z Wil iA g 1, VPN Bt {5 B REw a8
TFW R A

N3 I =R AT A4

AHb CE F A 1 PE [#)% tifs D AT #t

CE 5 HAZANER) PE AR R oo SR e R m, AR 51K IPv4 % R AT % PE.

CE 5 PE Z A 7] LId A . RIP. OSPF. IS-IS 5 BGP. TGt H Mk Ff i
Wi, CE kA% PE (A EARER) IPv4 B .

PE R4 VPN I H#e kR 2 MM EREE, IF5 A W 5 kR A7 . PE

CE 2221 % {5 B, PE F5EX 0% i B NN I e 36 . T8 1R B0 2 14 i
FEs eI A & A B A IXFIX 4367, w208 H T T HiC S S o

AT PE 2 H 1 PE % = ELAT
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A H PE 2| 17 PE (1% B A5 B A e L FE nl 43 24 P55 4«

- PE M CE %% VPN B {5 B m, 73] VPN L. [FI, SHiXSekrvE IPv4
B HHIE I RD, JE AL VPN-IPv4 B H .

- A PE ifiid MP-BGP ! VPN-IPv4 i i1k A4 i 11 PE. Update i 3CHP ik #8547
Export VPN-Target J& 1 2 MPLS $5%

BGP & Afiff] VPN-IPv4 %11, #Eit BGP % 5% (VRF H SIS AT peer H 3K
W& L IE, A RER N —Bk PE Bl H.

H 11 PE W E] VPN-IPv4 B 5, 768 F—BkniA ) Bl BGP [ peer A [ SEIS 11
W AT RA % A8 X (38 G FE P Rl i VRF N SRS BEIE Ik CRTG i p ik,
YL TS NN E VPN SERI RS R . WAt PE B0 I in AN 2] VPN
R B, AHE PE Y AR B A S AL IS Sl R e s Al

- MP-BGP Update 7 & H1 #5417 (1) MPLS br%&1H
- BEiE AR ) )5 1) Tunnel ID
® i1 PE #|izmyi CE Wi {5 B AC #k
it CE A 2 M7 X ] LU O PE 243] VPN B, BI5FA&B . RIP. OSPF,

IS-IS A1 BGP, 5 AMHk CE F A I1 PE (% {5 SAC AR A . SEAEAFIRSR . (A
BEIE, O PE RATZ N CE Bt 2 i IPv4 B .

PE X513k HACHL CE )& T A VPN [ i, R —gh E B nT ik sl 154 ek
Iy, PE K H 5 A HoAh VPN SE41 ) Import Target JE VLS, 2 FEFR A A
&X Elﬁﬁzlii’@ﬁ% HAC S 25 I VRE N SRS, 12N 1 SR FH Rk &350 43 i 1t I
by 38 L ik D % B O

BGP/MPLS IP VPN BYiR 4%

1E BGP/MPLS IP VPN ‘i M, P & & IHAMIE VPN B H{EE, VPN #iSGH I FEIETE
PE 2 [n)#: %% . LB 2-6 4468 BGP/MPLS IP VPN ) 30 Rt . B 2-6 & CEl &
LR CE2 2. o, L RRWERREE, O-L RoRINZFREE . ANZFR2EH K 4e
AN A BGP R —Bk, N)ZPREE RN #1805 J& T4 VPN,

2-6 VPN R34tk 352

CE1 Ingress PE Egress PE CE2
_» |data|[data data| |data data |data| data
I-L ' -L [ {I-kL | — | |L P
Push -~~~ [O-L1 O-L1| [0-L2 012" Pop
A

Out-Label Switch

2.4.2 Hub&Spoke

WERAEAE VPN s B PO s ) 8 2%, S0e P 10 B U5 il ik Lo U 1) 928 7105 %
zﬁﬁ A LU H Hub&Spoke 2H 75 %€ oy, vp i In) 2 i 60 46 BT 76 ki SOFR 4 Hub
i, HAmT] ok S PR A Spoke ¥ . Hub 3l sS04\ VPN 1 W 1) % %7 Hub-CE;
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Spoke i kil A\ VPN &+ [ 545 1 Spoke-CE. VPN i+ Pfll# A\ Hub i i (1) B 2%
MYy Hub-PE, #A Spoke % 5 115 45 M Spoke-PE.

Spoke ¥l 1 T BT FH A A4S Hub 35, PRl Hub b U AR 45 HA Spoke 3 5. Spoke

i s Z AN EH B R AT H . Hub 3 5505 Spoke 3l p 2 [A] 1 IE THABEA T S 4l

YT IXFNA PG O, TFEBCE NS VPN Target, — MR8 “Hub” , 51— NEoR

“Spoke”

% site 7E PE _L[¥) VPN SEH[¥) VPN Target BB AL A«

® %4 Spoke Wi i) PE (Spoke-PE) : Export Target 4 “Spoke” , Import Target A
“Hub” , fT:& Spoke-PE [J Import Route Target J& 4 A1 H't2 Spoke-PE 1] Export
Route Target J& P4 7] ;

® %4 Hub 4 fiff) PE (Hub-PE) : Hub-PE LFFZMFHIMAE LaivH:1, —AN
T4 Spoke-PE &K1 1, VPN SZ61 [ Import Target &) “Spoke” ; —4
FF17) Spoke-PE A& Afi i, F VPN SZ41(1) Export Target 4 “Hub”

2-7 Hub&Spoke 48 M Site2 Z| Sitel BFEH A& ik E

7P 2-7 W, Spoke 3 i [AIRIEAT ik Hub 3% s 647 (I &7 ks site2 86 H 1)

sitel [RAATERE -

®  Hub-PE REW#:UNITH Spoke-PE K Aii [ VPN-IPv4 i H;

®  Hub-PE K Aiiff] VPN-IPv4 i 1664 4 T4 Spoke-PE #14:

®  Hub-PE ¥ M\ Spoke-PE “#ZI|[¥i# H & Ai%5 Hub-CE, Jf¥ M Hub-CE % 2I|[¥) i H &
A4 i Spoke-PE. [Alitk, Spoke 3t £ i) 1] LI@ ik Hub 3 55 H o

®  {Ti Spoke-PE [] Import Target J& A~ 5 1L Spoke-PE ] Export Target J& P AH [
KL, AERM A Spoke-PE Z[AIANE & AT VPN-IPv4 B i1, Spoke 3 1 Z [ ANfE
FEH Vi

Bl 2-7 1 sitel Al site2 2 W] T IRECH AL SR AR5 2 LI 2-8 (IR Sk s S i

W71 .
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2-8 Hub&Spoke AN Sitel Z| Site2 HIEIEF iR R

VPN1

40 ™ [z FH
Hub&Spoke A LA N4 75 %

® Hub-CE 5 Hub-PE, Spoke-PE 5 Spoke-CE {# f] EBGP.
® Hub-CE 5 Hub-PE, Spoke-PE 5 Spoke-CE 1 ] IGP.
® Hub-CE 5 Hub-PE f# il EBGP. Spoke-PE 5 Spoke-CE {# [ IGP.

TR A 2 I LA T

® Hub-CE 5 Hub-PE, Spoke-PE % Spoke-CE fii /il EBGP

2-9 Hub-CE 5 Hub-PE, Spoke-PE 5 Spoke-CE ] EBGP A

EBGP

Spoke-CE1 EBGP  Hub-CE

VPN backbone

AS100 |ggp Hub-PE EBGP
VPN_out

Spoke-CE2 AS65403

Spoke-PE2

AS65402

Wi 2-9 7R, Hub&Spoke 1, K H Spoke-CE 1 175 Z4E Hub-CE 1 Hub-PE I+
e — Bl 1 45 HoAth Spoke-PE. 14t Hub-PE & Hub-CE 2 [F){i[f] EBGP, Hub-PE 2%
XF % 134T AS-Loop #ir . ML, Hub-PE KILiZM & AT AS 5, T
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EEFUME A . K, W5 Hub-PE 5 Hub-CE 2 [Alff /] EBGP, & T SZHi
Hub&Spoke, Hub-PE FuAZiF THCE FLVFAHL AS S5 H

® Hub-CE 5 Hub-PE, Spoke-PE 4 Spoke-CE i J{] IGP

2-10 Hub-CE 5 Hub-PE, Spoke-PE 5 Spoke-CE {#F IGP M

AS65401
Spoke-PE1

==

OSPF100

Spoke-CE1 vpni

OSPF :100 Hub-CE
vpn_in —

~—

VPN backbone
AS100

OSPF 200 R

HUB-PE  von_out (* aAses403

Spoke-CE2  o5pEqg
— vpn1i

~—

i T ¥ PE-CE [ # 44 F IGP AC#ei% (% 5, IGP Bl A #5417 AS_PATH J&
P, FTLL BGP VPNv4 % 11 AS PATH #5445,

® Hub-CE 5 Hub-PE fii il EBGP. Spoke-PE 5 Spoke-CE fii i IGP

2-11 Hub-CE 5§ Hub-PE {#/ EBGP. Spoke-PE 5 Spoke-CE £ IGP AN

OSPF100

Spoke-CE1 vpn1 EBG_P Hub-CE
vpn_in - o
EBGP R

vpn_out ( AS65403

AS65402 Spoke-PE2
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L& 2-9 41/ [ SE BB, Hub-PE M Hub-CE 0K i Spoke-CE (1) i1
AS PATH J& 1 C 4275 1% Hub-PE FIT7E AS [4w*5 . Kk, 2AZ07E Hub-PE bF T
B AVEA AS 45 B L.

2.4.3 &5 VPN

i MPLS VPN g K 2 N, 1B 32 7 A AN RIS P 2 ], s E B (1
I T R0 E T 9 2 TR A A AN ) VRS s D

—fff) MPLS VPN fA R A AE A B RENIZAT, AT VPN (K8 H {5 EAl 2

Bt — BB ABNILTFY B, AR BB RGN T VPN F R A 36 REY #

MIIhRE. Rk, AT SZRFISE 2 B VPN B S BACH:, wis 29 I PR

& MPLS VPN fARHESE, 4l AR T-HEAR ) MPLS VPN 4 22 4544 [T f 1L 10 FL 3

B ——5 4 (Inter-AS) ) MPLS VPN, LU ] DA% i 325 R ) 18 66 K SR AT 6 1 T

RN BAE o

RFC4364 WP 7 =il VPN MR 58, 730l

® %l VPN-OptionA (Inter-Provider Backbones Option A) J7z(: 75 BB VPN £
ASBR [HI# L 4% ML E O VPN g, B VRF-to-VRF;

® %l VPN-OptionB (Inter-Provider Backbones Option B) J5z{: ASBR [a]if i MP-
EBGP %k Ai#53% VPN-IPv4 #th, tH#7 EBGP redistribution of labeled VPN-IPv4
routes;

® %1k VPN-OptionC (Inter-Provider Backbones Option C) J53\: PE [f]if i Multi-hop

MP-EBGP K Afit5%% VPN-IPv4 #H, #KA Multihop EBGP redistribution of labeled
VPN-IPv4 routes.

P51 VPN-OptionA AR

#5138 VPN-OptionA /&34 BGP/MPLS IP VPN 7EFSIRIAEE NN H, ASBR 2 [8] AN 75 %
1217 MPLS, HARTE B EEHE TR RICE . IXF 720N, A AS I A % ASBR
HLRAHIE, ASBR [AI /2% H FTE HIA ALK PE. #> ASBR #%1i ASBR 1
H U CE $&4%, 18/ EBGP Jy 2l )t bt K AT TPv4 % i o

2-12 ASBR [8]{£F OptionA AR EIE VPN % 4H W

VPN LSP1 | |P forwarding
LSP1 |
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£ 2-12 1, X7 AS100 f¥) ASBR1 K, AS200 [f) ASBR2 HEEH—& CE 4%;
FFE, %FT ASBR2, ASBRI I JE—&H A CE %%,

F518 VPN-OptionB A=

#5158, VPN-OptionB ', P4~ ASBR iliif MP-EBGP 25 #' &I 1M#% [ AS ) PE B840
(FIbR%E VPN-IPv4 1 .

2-13 ASBR [8]i@id #15 VPN-OptionB AR & f#r%& VPN-1Pv4 ¥4 M &

BGP/MPLS backbone
AS: 200

MP-EBGP

VPN LSP2

P51 VPN-OptionB J7 %+, ASBR #USCA IS ) Rk A ME o K (1) T A #5458 VPN-1Pv4 i
H, FHE VPN-IPv4 % & A 25, {H MPLS VPN [JEASZEL, PE b HARSE S AH
VPN SEf¥) VPN Target #HUCECH) VPN . Rk, #TLAZE ASBR FACE 5 2 M ik 1%
ASBR 1534 HH ) VPN 261, (HAGREATAH: 0. Witk ASBR LB BCE X M ) VPN
SEA), AT SRECAS PR Tk

® ASBR X{#5r%% VPN-IPv4 i iU THRFIRACBE, il: ASBR MR VPN % 43 A £R
K, MAE AR R A AE VLR VPN 5241 .
KFZ )7 &0, FE

- ASBR Z[H A ) VPN-IPv4 2% tHIE4T VPN Target i 3, [, AC#t VPN-
IPv4 2% f IR AS IS5 38 At 75 2 1) 75 2Rt it o A i A AT Wp s s

= VPN-IPv4 i A H AU R AR AERA 45 i 2 0], ANRE S A WA i VPN-1Pv4 [
i, WAGEE B IE RS LML MP-EBGP X 25K <5 3 VPN-IPv4 1% [

KRN A S T R EH 4 ASBR ¥k, i B A RiFmm e, |
ASBR ffiH

® {{iJf]l BGP & rhisemg (hnxf RT At yg) 5 H] VPN-IPv4 % {5 Bk .
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#&18 VPN-OptionC 773

HITEA P A7 EREAS T L B4 VPN (41 M T35k, (HX b7 #0755 ASBR

255 VPN-IPv4 B HIOE R AT . BN AS #HE KR VPN Bl 7 240 #et, ASBR
AR T BEPHLAS M 28t — 2B R g o

fift e L3R o) R 77 5. ASBR ANgE4 i & A VPN-IPv4 B 1, PE 2 [f) H A0 VPN-
IPv4 % .

® ASBR it MP-IBGP [i] % [ AS WIF] PE %4 RATFR IPv4 I H, IEERIIAA AS
W PE FIPRZE IPv4 1% 18 25 25 e AEXT Ul AS Y ASBR GH254A, 9% HiR R4
ASBR il 5 A bRZE [ TPv4 6 1. IXKE, D PE Al 0 PE 2 )3 57— 4% BGP
LSP;

® N[ AS [f) PE 2z [n]#37 Multihop J7 20 EBGP #%E#z2, AC#c VPN-IPv4 #% i1
® ASBR ARAFE VPN-IPv4 %, A H Z [EE A2 VPN-IPv4 # 1 .

2-14 PE [8)i@3i3 #5138 VPN-OptionC AR AZH#HRE VPN-1Pv4 2§ H4H W

BGP/MPLS backbone BGP/MPLS backbone
AS: 100

Multi-hop MP-EBGP

EBGP

Multi-hop MP-EBGP

VPN LSP

MR TP R, ATRAEREAS AS PR NS RS RR, B RR A7 VPN-IPv4
M, 5 AS [ PE &2 #t VPN-1Pv4 #5155 . WA~ AS ) RR 2 [H]#37. MP-EBGP 1%
¥z, 1815 VPN-IPv4 %

SCRAFEA 01 (2012-04-20) LA I 1 23
WU A © Hed e RAT IR



Huawei AR3200 414V % d1 2

FrEIA-VPN

2 BGP/MPLS IP VPN

2-15 5 f RR Ry FEi VPN OptionC 7 4AM

I BGP/MPLS backbone

= BGP/MPLS backbone
AS: 100

Multi-hop MP-EBGP

VPN LSP
LSP

=#EEA AL

R 2-1 =MEiE A AT LR

Bl VPN | 455

OptionA PSRN E T . T ASBR Z M ANFTEI24T MPLS, A5 204 P54,

AT IRIC

R, 1y ELRF R R K. AR S B VPN R LE A S O
AP A .

SRR YR ZE: BT ASBR FEATHLTAT VPN M, AR VPN
@178 VPN 525, iX¥ S5 PE LAY VPN-IPv4 i el k. JFH, th
T ASBR [R5l 11 IP 3, BER REMEEII VPN A H AN [H] 142 1
(AU FH: 0. PEige . WERm@sase ), Mmdem 74 PE # &
MR . WHRES A iR, PRS2 /F VPN LSS, AU &

OptionB AR T OptionA, OptionB J7 /A 52 ASBR 2 [A] HHEHE K %5 H (1 B il o

¥

JRBRPE: VPN 8% tfE BUEE it AS 22 Al (f) ASBR 2% 28k AR A2 8
H1, 4 VPN 20, ASBR ifHE, 25 At s, KIteE MP-
EBGP J7 &, 84897 VPN 15 B ASBR — A 15t A M TP
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Bl VPN | 455
OptionC VPN #% tH{E A F PE FlH F PE 2 [B) FLFEAS #, AN v [B) B 2% 1) DR AT
R

VPN 1% /5 B HILLE PE W4 b, 1 P A ASBR i i #8 H A 574 5L
(5 R, AR ]Ik IR 152 46 nT LAAS 328 MPLS VPN K%, W3
MPLS %, ASBR %A FRHCA BRI Sk VPN-OptionC 5
EEIEF B Z A AS IS .

B IE A 33 MPLS VPN [k 2541 .

BT T ey — 4 B 1K) PE R FAUN R

24.4 HoVPN

£ RAELS T

7t BGP/MPLS IP VPN 1, PE & &5 A 8, & 5¢ M J7 TH I D g -

o I RUHEALIRE, XHE PE AA KERL M

® PUIAAT VPN i, ACPRHI P ROC, XA E PE Bk HoA KA W AF NI e A g
Ji

H T 28 Bt K2 R 2 R 2 SR SR, 900, Sk (1 S R 454 2 = JE A e o
R ERE BNZE . WRDJERENE, W B PR REZORAK T IR, W45 LA
YKo

1M BGP/MPLS IP VPN J& —FF AR, XF /& T PE B4 HIPEREE SR AR, 4%
g R PE ZEPERE RN T P AL A7 AE ) R, 4B LR I PERER AT 3 K 32 15
Mg

fHF BGP/MPLS IP VPN [P~V [HIF TR 55 LR () 73 J2 I AR AN AR A, ZERE— AN E IR B
# PE #i1BBY BN, AFTF RS VPN,

HoVPN
SR YT Pk 10 8, BGP/MPLS IP VPN 8K B ISP TR IR 3 A5 Ky 4 R A58
¥ VPN (Hierarchy of VPN, fijFx HoVPN) fift ¢ J5 4% PE 0TI fie s Ai #1 24 PE %
% b, 24 PERMEARMMG, HIERZRER, JLFR5EM— PE Ihft. K,
IXFh i o7 AT W 4R A 43 )2 PE (Hierarchy of PE, HoPE) .
HoVPN i AbF-45 i J2 R 1R V45 1R 8% v i NG e M R sk e v, 1y % Ak T8I )2 VR )
VA% HIAH DY SR A, 75 LY ) 43 2 0 A5 R
Rz Ry Rz
HoVPN 41 M 75 £ AA LU
® BGP/MPLS VPN 1] LLIZE #2224 UPE [ITEREAE %, T LS in— SPE,
¥ UPE WA & F#. 4 SPE M ANGESI AL M, 7T LL R H8 N UPE.
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® UPE I SPE X [ R bR K, I AT BE— () O &R, WA BRI
RS

® 7 UPE 11 SPE Z [alAHFg—> IP/MPLS M %%, %M GRE B5{ LSP Z:p&iE %R 184
JZHR% MPLS VPN B, 4 BRIP4 @k,

® UPE [ HF4ey Az NI VPN B ih1, B iz o i th A — 40 Bl sl 2 & 1 el i
X, W# T UPE H4idH.

®  SPE fil UPE Sl 8 i MY MP-BGP SeHeli i RATbR%s. 454> UPE Hifisk
SL—A> MP-BGP Xf 454k, WSO/, BB TR,

HoVPN ByE KL

2-16 HoVPN By E AR 4#

R 2-16 1, HAEEER S &S ON R Z PE (Underlayer PE) 8% /'{Il] PE (User-
end PE) , fiiFR UPE; %45 UPE J-A7 T M4 & P54 | )= PE (Superstratum
PE) =iizE il PE (Service Provider-end PE) , faj#k SPE.

SPE 5 UPE [{5: 2 2+

® UPE LESEAH A DfE. UPE 4i9 H HEAHE) VPN site M H, {HAYEY
VPN iz site FES HHBAX 4EP e MR A t; UPE g E A AHE site 1)
BN JEARZS, JEil I MP-BGP Fi VPN 2% HH R A6 AR 2545 SPE;

® SPE 52k VPN B ()& HER K Al . SPE 4Ey il ik UPE &1 VPN BT A #%
i, A FEAHUFN G site (P&, {H SPE AR ATt site [F% 4 UPE, H kA
VPN SEBI S B, RS ARss;

® UPE fl SPE Z [B Rk, HiE - MEIIER, SPE AT EAH KEHE N
k¥ AH . UPE Ml SPE Z A f#: O n] g EEHE 0. 780 (W VLAN, PVC)
i BEIERE I (U1 GRE. LSP) . KAIBFIERLIOK, SPE Ml UPE 2 [a]n] LUAHFG—A
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SPE-UPE

IP M &%k MPLS M %%, UPE o SPE & H bR c il bEiEfLis. iR e GRE f%
JE, %K GRE CHEXT MPLS #3245,

H1 37> THIAE, Xt SPE M1 UPE (2R AH: SPE (M B AR, HRPERE,
EHZ DB/ UPE H i A A A VERERLAIR,  (HIRARE )k

T2, SPE A UPE Z&4HX M. fE2ANZIRIN PE 58, _LJ2 PE AHX T F )2
W& SPE, FJZ PE 48X T _EZ /2 UPE.

3 )2 PE W] LA PE L4757/ MPLS M %%,

SPE 1 UPE 2 [H]iz4T MP-BGP, ##E UPE 1 SPE J&15 )& T-[d— AS, nJLL&ZE MP-
IBGP, 1] L& MP-EBGP.

KH MP-IBGP i, & T7E IBGP X454k il 5 4% t1, SPE ] LAE KN £~ UPE [ H
A% . SPE 1E4 UPE [t O 88, 4 T 9/ UPE L% 4% 221X SPE AN
YN HE PE MO s 28

2.4.5 VPN 5 Internet Hi%E

1£ PE {M3C3R

— % VPN WA S REEMHEE{E, AfeS Internet F1 ) 8AE, WABEE: N Internet. {H

VPN 15> site Al e 15 1] Internet (17555, 4 TS0 VPN 5 Internet H.IE, 75 2490 2

DL 44

®  Ziyjj ] Internet [ FH P % &5 A 20CH 234 Internet H Al A6 i

® M Internet iR [7] 1K) 5% i1 ;

® {%4E VPN H /5 Internet By a—H#F, UAUKH-— @2yl Canfi Bk
B

AT =P ELUT A

o —HHERAE T MBIk PE MSZHL, 1% PE it X A FPAS B R B, JF
KR E VPN M Internet. [F]IF, 76 VPN Y Internet PNk (B B2 AER k1% 1
fito

® 7t Internet WIS SEHL . X H 1 Internet P 20 /£ F5F2 N Internet 127 7 k4, I
H4 VPN i & BIThRE. #lan: Internet (¢ n] LUEAFEAATAT VPN H F [ PE 1%
%o

® i MUNERAM I MSEL. e, AL SR CE X2 R AN R 1B i
o s FHAAF IR — AN PE 4R &N VPN, — Nl A&7
VPN NI ISP W& Internet. [A]IN, CE B4 LB KBEDIRE .

VPN ‘&M H

® Internet % HA7F/E T PE W& A M i fh 2

® H kS EAE T PE [ VPN sefilis i gert, ALEAMEE R
® PE/CE 2B A M TSN, RIANTE 2 W i &

IXJELE VPN BT/ PE ISZEL VPN 55 Internet FLIEHT I FR e, 2 ST ) DG o
i,
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2-17 #& PE fISE I VPN 5 Internet BB

Internet
Gateway

1E PE IS VPN 5 Internet HIE, — MoK i AR S b 19 5 =K

® PE %#%51n CE & H—4c2:4% Internet FIHA B .
® {F VPN S R IN— 45 B th, 517 Internet MK,

® TSI Internet MR MG, 75 ER 2o4E CE JE4817) PE/CE 2 &R A th i
B AW HET, H&AAT Internet. IXIHITLE PE 2 M R s i — 45 S H
KSR, HHMHhES VPN H b, 82008 PE/CE #2105 IR %M il il IGP
K A5 3 Internet I

7 9 o< {1 SC 2

SKHL T3S A(E Internet 58 E RS VPN BCE A VPN SE1,  HLAEHTFRIRERZ R
Internet, {Fi%#% 1 LOCHE VPN SEf, igH N CE e —Ff.

2-18 7 Internet M XMISEIN VPN 5 Internet B Ex

Internet &=
Gateway =3
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ERPMIEI
TEH P O SEIRA P R 7
® HK CE A Internet, W& 2-19 iR,

H% CE 32\ Internet 16 1] 43 4 PR 7 20

- B AN (PR D N Internet. 7EH0 A CE bR E
Internet [KIERIABS 15 SRJG AT VPN T RUEZERIN R th R A4 JEAb s e L AE
P B K o XA R, BRS8N, AR P Internet
A& VPN 5T ¥ o

— BN B S AN Internet, B4R AK) CE #0E H F] Internet (1R IA
e ZEREUE S A B KBS AT 22 AR . BT /2 5 ) Internet )3 #AS
LR VPN B T ¥ .

B 2-19 H3E45 CE $## X Internet 321 VPN 5 Internet BB

Internet

VPN
backbone

® PR AE A D e RN PE, 1 PE # CE AR v N30 M % i
Kb, FFRATE) Internet, FHRFHAE M B Internet # A AT S CE.  HEIHX AN
FAE FAEAT VPN, BEASCERATAT VPN s2f1. i dul, %A EECL VPN B 1
At N PE, N LLY5EAE VPN 1\ PE, W& 2-20 7R,

HAEHEN Internet ¥ VPN 5 T M 325 54\ CE ) PE Z [ 33/ B%iE, {I Internet
P I AL, P AN Internet 2 1 .
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& 2-20 {EAIMIIFEEOIEN PE 353 VPN 5 Internet B B

VPN site

= ERI LA

VPN-instance

e

backbone

VPN

FEFI P SEBL, TSIV 5, o RIRA e e 2, 22 4 ml 5 (R e 75 (8]
Mg, RO B, JF A VPN EHE A A k.

75 PE MISEHL, 5 VPN AR MR E, WA OB, I HARER VPN A UL

AP Ml B AUEEE PE ESILE 2,

HAFfE 7 Al i

® I CE {#H¥HE5EP:N PE Uilh) Internet, K H Internet H% & i) KR E B <
f§i#3F PE-CE BEE AN, MIMAEF IEH 1 VPN Bt ik L4 .
® [Nig CE i HZ 44 i 14 e W) 8 % B2\ PE V7 W] Internet, 1% PE W& #0471l HEZ
2] Internet ) DoS (Denial of Service) X,

1E Internet P RALSZIN, LUAE PE M54, 12 Internet W S ZE AL A~ VPN 5£
%1, fi4HEE. H Internet M ICEAH H 2 AN FE AN Internet, BENMZH L H—NAF IP

Hihik, A VPN A —AMEOR—AN A 1P ik,

& 2-2 =Fh VPN 5 Internet EEXRISLIN /7% bLES

WA REeM FHZENO {FRAE IP bl | EMESIEE
LEF P SEZEL | A | B34 VPN Bl | B34S VPN SR | S fis s
H—80, SH | H— 1 2F 1P i
FH P 3% YR il
7E PE MUISZEL | AHXTEAK | Internet $2A5 PE FZA4A VPN | SZIR4 2y
VPN 2N E | 2EH—1AF 1P
—ANEO, W | ik
(W73
7t Internet % | AIXIH ;| £ VPN Blfi | A4S VPN Bl | S2Bl & 2y
AN ST, H—0, S| H—2 A 1P H
Internet W< 8: | bk
WEAY
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2.4.6 VPN FRR

FEMZK R RIS R, = MG — KR H atia v, (a8 i R 2% Az e vt 5 21 Sy b
SIS 1) C 28l A AR (R BB AR o Oy 1 AR AT Q81 b 55 81950 (14 I 1) AR S 84
A 45 WS ], MPLS TE FRR BT IGP i#% f P i SeB R Iz i Ak, AR 2 # 0 Sk
BUE CE QA ¥ VPN 26, PE B & 17 s Wbt N s 21 3 b 55 (1 PRl 8

VPN FRR /&7E CE XUHJEN VPN MZEIRETH, 4 PE W8 KA MR I VPN ME 45 PR
ZIE QIOE % N

VPN FRR F|H2ET VPN [FIFA R 5 i PO D) edi AR, i W 7e i PE HH e B $e ) &
FH PE #1145 ] PE 0 L4 R I, JE454 PE S bs#8, 75 VPN B i i
B, 0% VPN I DI B8 45 o IXFE, R T PE 75 e bk 52 it ) 5 R 3 1
TR ) 345 4D 5 A D 1 i) A

2-21 VPN FRR E28Y4H [

g 2-21, BRXIEFETEA T CEL Vi) CE2 B 4%5 0 Link A, 4 PE2 KA )5, CEl
Vi in) CE2 M2y Link Bo

AL S BGP/MPLS VPN K, PE2 Ml PE3 #f<:1q PE1 KAnfg [ CE2 [k, 34
BCFAMFRZS, PE1 34 SR HR AL — A MBGP 4B Ji &% VPNv4 B i, 78X AN 1,
PRI PE2 RAGIIER B, JF H HAE PE2 RAGIER 15 B CRIRH KT, N Ehr
. EH I LSP B ) JUEAERE RO EAE I ki, RS K.

2 PE2 50, PE1 BANE PE2 if% (BGP 2 )% Down 53 412 LSP B&iE A n]
D, FEBHRIE PE3 RATMIEH, JFEH PRI, sElkgs it i, 76 PEL
T N K PE3 KA 4% b N (R85 R I 1, T 5 VR R 5 2 T4 Tl () 46 2 LSP
B IE [ 2% 42 PE2, 1f PE2 715 A, Rk, 78BN, CEl & 5iEvii CE2 1,
iy 3] i MU 55 K o

VPN FRR AR ALGEHARDEAT 1 oidk: SCRF PE1 B R4 VL i SRS e 645 45 4 1 10
VPNv4 B i X Taxseg iy, B TARIER) PE2 RATHIE A5 B, KA PE3 AT
HifE BB RS AR R T

24 PE2 5 k%), PE1 it BFD. MPLS OAM 2535 RJ#41%1 PE1 5 PE2 2 [AlfI4M 2
FEIEANTTH, [H0K LSP B IRAS R A %S N bR 5 B AN T HIE R el 5% K5 13, %
Kol — AN R I IG5, Kz I N ) LSP BEIEIRAS, Wi A e, A
FHA L e TG0 p 5 17 IR IR AR B ] I A ST 3 e o IXFE, OS84T L PE3 4-AL 1)
WEFRZS, Y53 PEL 5 PE3 Z[H[f4M2 LSP B AC#: 3] PE3, 4L k4 CE2, MMk
2 CEl 2] CE2 k5%, SEIL PE2 7 e Bt ol I 1oy 1) it b 55 1) DR AL S

SCRAFEA 01 (2012-04-20) T I 1 31
WU A © Hed e RAT IR



Huawei AR3200 Z 51 £l i i 5%
FEPEAR-VPN

2 BGP/MPLS IP VPN

2 L3VPN HURRE TR i, SRS sk, 2t PE HOLSRET, Py
XU VPN ¢ A8 2 BT AR BRI R b, S 2 b 55 S SRR N 1) 5 VPN %

(R B AR,

VPN % H BN, SO A . 6 T VPN FRR 0K, JRAT 1 H 5 2

R B AN R FEE FPRES, TR At a2 Mk 4% VPN B, Uit Al D) 21
VPN FRR (K53 #5421, FLRCSION i) U g Tt i PE i (1482 00 A8 C5oxT B R TECIR A
(RIIFE], 15 VPN AR Gk

VPN FRR SR 7] A EARZE A PR e, ESMZ SIS (k£ 51, T LLZ LDP LSP,
WATLLE GRE 5% 48 1P VPN BEIE, ek 5 AR SR SCH A I 21 M2 BETE (1R 2
DUANE] AT CAEA T R (K3 P S Bn 28 (0 B 4 o

A/ VPN FRR, - AN s 813 b 55 WAL St A A2 I 1) - A I 6 by (KD RS IG5, 1w L]
g, W,

2.5 RKiE5HEREIE
AiE

RiE

R

CE

FLEE MRS R PR ADER I P 0SB . (E3LT MPLS ) VPN [(JHEA LS
fyrf, CE ml LU hids . AC#bl. HE22—8 .

Hihlk 7]

VPN & —MFAH ML, ANFK VPN MSZE L E CRHEETEE, B
iRl T

GRE

T e, S e 2 R i (At TP R IPX) PRI SCREAT $f 2k,
FEX LY B IR SCREREAE Sy — RIZRJZ I (il TP Hh A%

L2TP

TJRBEE M, HIETF R, MREAFSY, 456 7T PPTP flL2F ¥
MBI A, AR A A T2 .

MP-BGP

BGP-4 ) Z 1hXd . MP-BGP SEHL T X4 2 B W4 2% = WL IR SC 4, K H]
Hihikj% (Address Family) KX 73 AN[A] () 4% )2 001, MP-BGP {E PE &
2 Z AL RE VPN 4 A5 B VPN-IPv4 1 .

RSP M R I E Tk s, A5 CE HEMIE. P s L FHE &R
A MPLS ¥ K 8811, AN4gEY VPN {5 B,

PE

R55 RIS, (EFET MPLS ) VPN [FFEARZE T, PE A7 T45 1M
4%; PE 1506 VPN H P M7 BE. #5374 PE 8] LSP #%E#:. [Al— VPN
R0 ST B FH AP IR o e 58 8 T HRSCNAA B 20 PR TE . A2 W % i
EIFA M IS 5% ) . PE AT LA4H4)  UPE. SPE 1 NPE.

RD

B AR RET, VPN-IPv4 Hihbrp i) — 8 5 P B B AR iRST S 4 575
] 1Pv4 HiHEFTZE—AE M i VPN-IPv4 ik, FH T X 45 A R ok 2% 1)
) IPv4 Hi4

site

site (i pl) SR B2 ) B4 1P JE YRR —41 1P R4, JFH, X4 1P
ARG TP JETEEA T30 1 e 55 S 4 7 9 2% S Lo

VPN

MefU L M, A RBES Internet F) V2 N FH TV & J b K i —Fiopr
FiAR, DLSCIRAE A LS FA RN G 4% “RBH” EBHRIX PR M
Mg Erms.
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Ri& %=
VPN VPN 324, & PE N ELEAHIEN site B IHF4EP 10— AL 11584k, BA
instance | site 7 PE #BA 1 L1 VPN SEfl. VPN SEFIBFR A VPN i thit k3K
VRF (VPN Routing and Forwarding table) . PE FfffEZANER K, A
—MNAME A RFR, DA Z A VRF.
VPN- B FR A Route Target, & BGP/MPLS IP VPN 1 HIsked5 VPN 2% i 5L A
Target KA BGP 7 e F K@ . VPN Target J& 1€ L T —4% VPN-IPv4 % ]
LA WAL Site Frlie, BLA PE Al LLEZISOIRAE Site XK
HemgiE
GRR%IE EX LR P EFR
AS Autonomous Systems EREIEXAN
ASBR Autonomous System Boundary | H A ZZuil A% th 2%
Router
BGP Border Gateway Protocol G R
CE Customer Edge FH P W 2830 2 5 4%
GRE Generic Routing Encapsulation | 18 ] i H1 35 &
HoPE Hierarchy of PE 77 )= PE
HoVPN Hierarchy of VPN )= VPN
IGP Interior Gateway Protocol PR G PR
IS-IS Intermediate System- IS-IS %t #pil
Intermediate System
ISP Internet Service Provider Internet [z 554 i R
L2TP Layer 2 Tunneling Protocol = SERYI
LCP Link Control Protocol B A2
LDP Label Distribution Protocol FREE5 KX
LSP Label Switched Path PREAZ et A
LSR Label Switching Router PRBEAT 4 % 2%
MP-BGP Multiprotocol extensions for BGP-4 [ 2 Whild JiE
BGP-4
MPLS MultiProtocol Label Switch EQVINIR IS
NAT Net Address Translation I 285 Tl 4 4
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TEREE KX LR I £FR
NCP Net Control Protocol; Network | MIZEil1pi80; Mg, Mg
Control Point; Network Control | 5551513
Protocol
OSPF Open Shortest Path First TR L kAR5
P Provider JIR 5 FRAML RS 9 28 v (1) I A
PE Provider Edge 25 A R 1l 2 B 4
PHP Penultimate Hop Popping BB — ks
PVC Permanent Virtual Channel KA 1
QoS Quality of Service Ik 55 it
QPPB Qos Policy Propagation H L BGP il &% Qos Sl
Through the Border Gatewat
Protocol
RD Router Distinguisher I AR AR IR
RR Route-Reflector % HH S A%
RSVP Resource Reservation Protocol | %% i B4 i3
VPN Virtual Private Network MEFUFAAT P 2%
VPN QoS Virtual Private Network Quality | VPN Mk 25 5t {11F
Of Service
VRF VPN Routing and Forwarding | VPN % /%% &k 3%
table
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L2TP

XTARE

MR T L2TP [SEAME S . SR BRI H
3.1 L2TP Fpisdkid

44 VPDN K L2TP HIRFAE S A< Rt
3.2 Z AR HERITML

3.3 ArERAHE

3.4 L2TP Ppisl i B
A L2TP [ S JR B A gt v i R

3.5 L2TP N
AEHRN ] L2TP LR LAY 4 KA
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3.1 L2TP i #BEiA
A4 VPDN K L2TP HIRFAE S AH < R 25
3.1.1 VPDN {84y
TR

VPDN (Virtual Private Dial-up Network) S A LM (41 ISDN #1 PSTND k5
IhAe SN RSZBUR L I, k. /N ISP B Eh I N SRR AR S

VPDN K& FH IR R 2 D A B, 7R LR 2% o filb 7 22 4 iRl e b Al
BEAMIURAT HH 22 N B3 n] IR 1 0 3L R, Gl R 40000 %8 B S B Al s P2 1) £
WISOERE, A IS e T WGk o i R A BE T 7 i 4ol 9 P9 AR R B U

VPDN B&IE WM ZF0, Hurfi i) 2 1 & L2TP.

VPDN I AR
VPDN £ 41 st 5 =

® NAS (Network Access Server) 1l FiE M5 VPDN W JC a3/ il 1

NAS 2% /1] PPP ML EAL B ML) OC, B A7l FH 1 BCH L2F (Layer 2
Forwarding) 5 L2TP. X7 L2F, W Z7% FEC 2341

FARHAE T SR IEY], 7 R R 205k — YOl T AR A AL k2%, 4l 9 32
TP EA L E N, AN A 38t F P e A AR 6 B

IXF T AT EE NAS S2FF VPDN P, FFEINIE RS SR VPDN JE ik, Mo — i
a3 VPN LR RS 2%, W 3-1.

& 3-1 NAS 514l W k357 L2TP

Internet
L2TP tunnel

R STHUA

® XL VPDN W e fFiE

HPHLSCENT Y Internet HIE$E, 34505 1) Internet FIAMR 5, PRt % H B & %
4 Chn Win2000 25 L2TP )7 5t ) 5 WS il i, Wil 3-2 fios.
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3 L2TP

E 3-2 X A#l5 VPDN W ¥%iE1 L2TP

FALHAE T P BRI SO AT BRI, AT ISP Y Ao FP Al AR 1 2ot
FIAAR LA R SRIEATIE M o P 5 E g i i, AP m DAAEBE RS
J%'I1”EEI’J L2TP Pkt b, 2RI = EFAEH] TPSec FMX.

Bt P SR AR, R T P AR R &

3.1.2 L2TP il =

PPP PhiSE LT — P e iR, mIDAYE 2 s B e i AR S 2 P s, MY
NAS 2 [#iz1T PPP.

L2TP Wil fit 1 xf PPP #EK Z i A IKIBEIE (Tunnel) AR4SCHF,  SUVF )2 HERK I 45
A PPP Sl i BE R AE A R B b, JERI AR BEAT 5 RAZ T, Iy i€ T PPP
L SICP

L2TP THE AT LR At A 8 A s s K R 2% b ST s 0 ) PPP &5 16i%E 4% . L2TP Hpid
4547 L2F PhSCRT PPTP WA i, i TETF 45 2% 2B Uhis it Dol brif.

KT L2TP HIVEAN A 2H, Al LLZ 2% RFC2661 (Layer Two Tunneling Protocol "L2TP") .

3.1.3 L2TP EXETEA

RR

L2TP M, R 2 i Sk FAM I % (I PC) » VPDN H J IRRFIE 2 A1)
J7 IS AN S . AT LA PSTN 85 ISDN 4% 5 LAC (LAC [ AE T30/
) R, BUE PN Internet, BT MEBIRSS SS AT IE R

I AGES PPP IS 3w i w6 o I BESE PPP )23 — i E PPP 21 ¥t o

LAC
L2TP ¥jn4EH 25 LAC (L2TP Access Concentrator) A #:M %% 4 PPP % FH L2TP
MNERRE I %, O A H ISP R N1 7%, W8 EE NS5 45 NAS, it PSTN/
ISDN %% g FH P $e A AR5 o
LAC it L2TP 21 )z PPP i 5 A s A BB 2 . LAC A K 2 5> VPN
M5, AT LLZ A VPN RS .
LAC f7 T L2TP M4 /IR%-#% LNS (L2TP Network Server) Flitif R4 CGRFEH P AT fE
AR 28], Wi 3-3,
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Huawei AR3200 414V % d1 2

FrEIA-VPN

3 L2TP

LNS

3-3 {£F L2TP #J# A9 VPDN #&5!
e P

Internet
backbone

L2TP tunnel LNS

PR IR 55 4%

LAC 7£ LNS Fliz i R4 2 (B4 5 Mz 2 Fo0 8 18R 354 T L2TP & fi%
fELNS; B LNS W31 6 Bt A T ) 2 IR 16 A 2 ity R 4 o

LAC 5zt A4 [0 v K H A EFEE PPP 8514, VPDN N s & H PPP 8. LAC
EE%B%EJH JIEIY ) — g, ﬂzm PPP 24k —ii. NAS "] LI &3 h—A4> LAC
i, WA PUSR AR S LAC ¥

LNS (L2TP Network Server) &5 PPP 2x1h )i, ik LNS %4F, F o] LU
i@ﬂ%ﬂi Pi AR YR . A, LNS 1EH L2TP BRIE ) 5 — s &, & LAC [}
Uty A, AR LAC BEATREIEALHI PPP 2 Uk I 4 28 1 i 0

LNS PETFFAW 5 8 W 5, T8 2 Al OG5 2% o I S SIZ it 9 2% 42 N h gl LNS Iy

o MBI, LNS bFffy I‘J%ﬂﬁﬁtﬁ%%ﬁé (NAT) Zhfg, SHbEEERIZE N K% 1P 3
th% IP W25 ) TP Hihil HEAT 4. LNS ﬂ%ﬂz@ﬁi&%%ﬁlﬂ%w, WA DL TP A FE M
2%1¥) PE.

ZHIHRAEIRER

AVP

L2TP HHAELE PRI L«

o L. WHOVBRIER, M TRREMSEERIE. 4 RIPEER, LA A
Pl (ERRRIN ELOAE R B I T 9 K 5 T AL 2 I R L A L
BIRORUE L2TP JZAL R A AT AP, SCRPXHZ I S R 2 A 2 2

o MR JH Tk PPP WOFEREE bR . RIDA IS tlhdn, BI, ANEALZEKM
AR, AR B B AU A A e

EEHI S S g — R E(EX AVP (Attribute Value Pair) KE7R, IR
AIRGF HARAEER AT . 6 B & 24 AVP,
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Huawei AR3200 R 414V iy 4%
Fr AR -VPN 3 L2TP

S EEAESIEEE
L2TP JE [ [AERE ), fE—/ LNS Fl LAC X 2 [B) A7 AE P FP 2 1) 32 -

® 1] (Control) ¥EHz: & L —~ LNS Fl LAC X%, #HlpEE i . 4e A
Pbro BHER AR ORI L2TP JAR . miZAY . R AL4m ARl &
(EHSY I EE

® 25if (Session) . HHEMBIEIERZ b, KRS EEZT—A PPP &
THIL R

[ %} LAC FII LNS Z [8)a] LA N7 24 L2TP F%it, B&iE AN HEEREM— ANk 24
SUEERA . SUTER DI HEB S I G T, AR IEIERN N LAC F
LNS Z [H][f]—> PPP 4 i -

PRI BAEEEN E (PPP #R30) #EbEE A,
3.1.4 L2TP thill4F S

L2TP 1 89435
L2TP thill A LA L

® RGNS O RAEHLEI LK v LI 2 ax b

- L2TP A G HARUEER N 24, (HEn R PPP $24L A UENLE] Cln
CHAP. PAP) , Kt HA PPP HIFTH itk

- L2TP wJLLYj IPSec 454, Ak L2TP Bt i B 58 e Bt o
- TR E IR e EsR, F L2TP 2 bR HEIE s AR . s sk b o
ol N FH 2 B N S5 7 ok i A
o LN

L2TP 1&4i PPP H#li €, PPP A G v] LLHIZ VM, M AMNAUE IP. 1] LAZE PPP 4
PN BB L R, H SRR )2 MY (40 Ethernet)

® U EF RADIUS JIR% %8 (15 iF

LAC 3 3¢ F¥ 7 4 RS R A RADIUS R4 #5 TS0 UE /i, th RADIUS R4
A IO 7 RAETE K, 58 RE .

® RPN MLAE A

LNS AJJECE TV M (R kB 2 S5, kg F P b BEA T 328 0 A £, IS
A AN (RFC1918, Address Allocation for Private Internets)

® LRl B R
AJ4E LAC Al LNS [A]if3F2%, B ISP &b (HFreEmk ) KA oe (T4 2% &
Hil) o L2TP AEMSHR LB A M AN, P BT RI R A 45 A Ta)
SRS s, AR X S B A A T 21 2

o [HEM
L2TP W 2 &4 LNS, 24— F LNS A2 5, LAC A LLE &4y LNS #tar
BER:, WAaRT VPN RS (P a] SEPER 248 1

L2TP 1B A B
L2TP thilAFE L FANAL :
SCRIRRCAS 01 (2012-04-20) ey L RS B 39
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Huawei AR3200 Z 41 /Y24 1 2%
IR - VPN 3 L2TP

® L2TP [%i N EI%E T3 PPP i, 7F L2TP 15 5 b Z k4T UDP Al IP Sk &f
B, FFEHARK, WTREF= A AL AR ) fL,

® PPP NI HEANEE IR AL AR P ke B, P EUH T R K 5 220 A7 K 5 PPP
SRS EEE, MRGE DT EBCRKEN, W RSN R,

® 1T PPP [¥] LCP Jz NCP WprixJ I [R50,  BEi RO PR S 1 Bl PPP X 1 N 45 )
8

3.2 SEFREFTMY

AFFERI S 25 TR LT -

MRS ik

RFC2661 Layer Two Tunneling Protocol "L2TP"

RFC1918 Address Allocation for Private Internets

RFC2809 Implementation of L2TP Compulsory Tunneling via RADIUS
RFC2888 Secure Remote Access with L2TP

draft-ietf-12tpext-12tp- | Layer Two Tunneling Protocol - Version 3 (L2TPv3)

base-15

draft-ietf-12tpext- PPP over L2TP Tunnel Switching

tunnel-switching-07

3.3 AJ RIS

HEMIT
Tois HE IR .
License X }F
Jow3k%3 License VFr], W n]3RAFZEFE R RS o
N
) IR IHMRA
AR3200 V200R002C00
3.4 L2TP i JRIE
A4 L2TP [ S0 U Je it 2
SCRYRRAS 01 (2012-04-20) ey A R 35 20
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Huawei AR3200 Z 514V B% 48
FEPERIR-VPN 3 L2TP

3.4.1 L2TP il 544

& 3-4 L2TP #hillsE#

PPP 1
L2TP Hudhi i1 B L2TP il
L2TP ¥cfis it (Rnf4e) | | L2TP s (a4
WikfM L ¢ UDP, .

&l 3-4 ik T PPP WU HIE 18 DL s E 2 18] (9% R : - PPP i ANl 52 (1) L2TP ¢
Vem B A, PN R AE AT SR L2TP $2 s A A&k

L2TP H i ORI il SC 438 L UDP 30Uk % . BN AT R, ANRELRIIE ] ¢
P FEHIY AT A R HLH],  RECRUE AT S 4. L2TP ¥ £/ 7 UDP %1 1701, iX
AN A T HIEREIE A #2 . L2TP Bl R AT — A2 Wi 1 CROJE 1701)
BT 119 1701 3 VR IE RS BB )S, WATE— AN b 1 CRI% 2

1701) , 25 R3ETT 48 € om I BEHR . Zk, X7 i e, JEAE B 343 1 st ()

WA
3.4.2 L2TP #R3Ck

L2TP F3F5 v S AT i JE AL A ] A4 S0k
& 3-5 L2TP &3 k1&K

0 7 12 16 31

T L| x| x| 8| x|O] P x| x| x| x| Ver Length (opt)

Tunnel ID Session ID
Ns (opt) Nr (opt)
offset size (opt) offset padding (opt)

L2TP fRICKHFRC A ATEE Copt) [7-Be, SEdRAEEn I S mlik, AEFEHIE S 2
LI o

3 3-1 L2TP {3k FER ik

FHRA ‘’X EEER
T KA (Type) , WUEA “0” WEE/REH | #=H Bl “1”
MR, BUEHR “17 IR oRTEHIE B
L KIEAEAIARE, BUEA “17 RS | SRl “1”
SRR K FE - B Length
X TR B A7 —
SCRYRRAS 01 (2012-04-20) ey A R 35 21
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Huawei AR3200 F 51 1M i i 5%
FEPEAR-VPN

3 L2TP

FEZ aX B{EER
S 7 F- B AR AT bR, BUEA “17 IWEoR | i i 17
S AFAE Ns FIl Nr 2B
0 WA “17 IR IRSCR T AAAE offset | #HIM B HL 44 “0”
size T-B%
P fLoed (Priority) , HHTHHHENEE FEHIY SR aich “0”
Ver A5 X1 L2TPv2 FrsAE h
“2 »
Length MRS, AT —
Tunnel ID FEIEFR AT, WA AR Hello #1530 B BG4 5
P, I Tunnel ID 2420
00
Session ID SRR, HEAA AR X —
Ns YT S S —
Nr A U — S 2 5 B B & R B B
offset size RAEAE,  Fi5 7~ Biar 0dhs T U5 A —
offset padding | IH A7 _

L2TP 33 A & B3 A0 4F (Tunnel ID) IS EFRIRSS (Session ID) 158, F%il
RFF S S iHbRIRAF o im i, HRAR IR R BB 2 if . BRI AR IRAR A, 2 ih kRN
AN SO 2 A — 4k bgiE L.

3.4.3 L2TP EIR &

P PPP #3575 IP $R 303k J2 PPP R SC3k) AEAFLMZs DL TP i) SCTE AL R

e LU sk

® 1 NL2TP 33k (16 771D
® | /NUDPHHIKL (8FF)
o

L2TP i ik X i 3-6.

& 3-6 L2TP £k AN

1 AN IP R30Sk (20 #745) , 87 L2TP BEIE stk Al H il kb

2070 B 167795 2797 . 207
BrIPsLk | UDPL | L2TP3Lk | PPP3L | Pk Data

LAC 2] PPP 4 3 J5, BEATWI T &4

L
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Huawei AR3200 R 414V % iy #%

FRERR-VPN 3 L2TP
® e B L2TP 30k
® PIH L% UDP #3Ck;
®  SRJGEBEHN IP 3k, FEAMERE A LRI IR R IR H 2.
(1 sem
LHPWﬂ$§mﬁ%ﬁAﬁ% s 2R AEHATIP HEN, TAEEZI#ITHH . ARIERT
ok, FHEEHRIK ik%ﬁ&G%MﬂJ

LNS I SE 28 13 O Rz SCs . BEAT W R AR 2.

® L5 IP KA UDP 3k, KERICALE L2TP PSRtk

®  L2TP PG 25 L2TP i kA1 PPP 3k, BiZR GBI H 2 1P 3, FERIZRIRL
P PN S I 25 %

3.44 EHIEENSIEERNEILTE
HERIZ

TE AR3200 [FsEBiH, M S ii e i i R b vl A v BB FE

® SCCRQ (Start-Control-Connection-Request) = K [ X st it >R 3 37 2 Wi 4% o

® SCCRP (Start-Control-Connection-Reply) : FoR2 kX s, A 21 1 5% iy 1
SCCRQ W&, AV IHIER.

® SCCCN (Start-Control-Connection-Connected) : FR& VRN i, Aumie ) 1 %] i 1)
SCCRP M 5, AN 58 BBEIE (1) A7

® StopCCN (Stop-Control-Connection-Notification) : FIIH A iRy hliEs:, A
Uiy CEBRIT A S1RER:, KR HBRIERE . StopCCN Hi&ar T kb hlidE B4R b
Ji AT

® ICRQ (Incoming-Call-Request) : S LAC A4 Ki%E; &F K02 ey i
3k, LAC #i/ki% ICRQ ¥4 H4h LNS, VR A TEIER: . ICRQ HHEH S TESHL.

® ICRP (Incoming-Call-Reply) : HAf5 LNS A4 4ki%; WF| LAC ) ICRQ, LNS il
{fi /] ICRP [15, Fos AV im R

® ICCN (Incoming-Call-Connected) : HA5 LAC 4% ki%; LAC Y| LNS [
ICRP, #ffiH] ICCN 0[5, #7x LAC TIRIEH Y, @41 LNS #7215
$2.

® CDN (Call-Disconnect-Notify) : Il A0 sidfr b os i,  JF &5 K06 b bR i
JR AL

® Hello: JHRANIBEIE & ME

® ZLB (Zero-Length Body) : WA A3 PA S BAT AL B, KiE ZLB 455}
Ui FETEIEB A HIE R NPFRRRET, K% ZLB iR NI E] StopCCN B4
CDN. ZLB Ry L2TP 3k, WA MY, KIimEs.

5 I P A ST RN TR B 0 1) B DA i R

o IEHIEEMEIL

o SIEEENEN

o IEHIEBMAER:

o LIHEEMITRR

o IEHIEEMITER
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Huawei AR3200 R 414V % iy #%
Fr AR -VPN 3 L2TP

=l R AL

PEREERN R e T iER. R HRERE KR T, S ihERA W R K,
L2TP (4 il # it v el 7t 37,

B 3-7 =HEEE TR = ETF
LAC LNS

SCCRP

SCCCN

No messages waiting in queue

1. LAC FILNS 2 Al A H niA )5, LAC dmis &AM AVP, [[] LNS %6k H SCCRQ
s, iR E R

2. LNS Y F>kH LAC ) SCCRQ. REILI) AVP, WA= bgiE, (# k%
SCCRP 347 LAC.

3. LAC XU SCCRP i CiH TR, MHHUHFEIEE S, FF7 LNS &% SCCCN
L, RoREE IR
4, W RS EAT W AR, LNS Ki% ZLB 45 5%} i o

7E AR3200 #, ffiH] display 12tp tunnel iy 1] LAY AU 2% Dl V7 7 £
R o

SEERAELL
P B R 2 i — FURIEI AL PP, R A SRR

EI’JzEé AR ST BT . 7E AR3200 P, AiHiERESE K& LAC KL,
iR T A A 3-8

B 3-8 A EREILITIE
LAC LNS

Call Detected W»
ICRP

ZLB ACK . No messages waiting in queue

SCRAFEA 01 (2012-04-20) LA I 1 44
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Huawei AR3200 F 414 i#% 1%

Fr AR -VPN 3 L2TP

L2TP ¥4 i @ B PPP fil &
7t AR3200 ', f{iH] display 12tp session iy %> 1] DL G AV £ b D g v 7 W ee 25 i i
.
=l E R R Ry

L2TP 1 [ Hello & SCH M B 1340 1 . LAC AT LNS 58 s [a) %] i & 3% Hello R3¢, #
FE— B ] Y AR IR Hello fRSCII N2, NI HE A 0% Hello R 3. AR H A R IEHR ST

U\iﬁlt 3R, WIRACH L2TP P& & Wi IF, 1% PPP i iis 4. N T S o 8T
B i

AR3200 ' Hello 41 3C AL I ] ] B ] PAF Tk & . SREEOL T, Hello ) SCEERE 60
PR I%E—K. LNS Al LAC ) n] DA & AN E] 1) Hello $i% SCH 8] [ o

STREEIRER

A

ST BARIRI) KEI T LL2 LAC 5E LNS. it &% CDN Q?&I@Jﬁ bl
IR S ER . MR R G K% ZLB ACK 31 EE RN . & 3-9 J& LAC il & ik
SRR R R

8l 3-9 L2TP SR EERIRE

LAC LNS

CDN

R A IRRR

P BRI A R AR ) LU LAC B8 LNS. &l g &2 StopCCN ¥ IR S 355 Ui
SR RN AR R R . I B S R A% ZLB ACK W EE A [FI R, ) I £E — 52 I [
AR R AR LB 1E ZLB ACK W B E % . B 3-10 & LAC ) A f il v g 10 ik
.

3-10 L2TP #=#EIZRY IR IR

LAC LNS
StopCCN
SCHARRCAS 01 (2012-04-20) BRI E 45
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Huawei AR3200 414V % d1 2

FrEIA-VPN

3 L2TP

3.4.5 BXIE IS EFE
R 168 565 117 2 A1 33 A7 s [R] I R4 T 1R, AN PR T .
R B i R R .

1.

B4 LAC 1) LNS & SCCRQ i RIH &, P2 E—ANENA PR B A1) CHAP
Challenge (SCCRQ #5417 )7 B) K47 LNS.

LNS i #] SCCRQ J&, FH SCCRQ #45[f) CHAP Challenge FIA St fic B 1) 2057 2F
—ASHFAF R, H MDS B A 16 ANF71911) Response;  [A] I A A — AN BEATLIY
F4FH (LNS Challenge) , ¥ Response F1 LNS Challenge /i SCCRP H—ft & %5
LAC,

LAC % #] SCCRP J&, %} LNS #H4THIE:

® FIf H C.If) CHAP Challenge. ASUfific & )% 5. SCCRP, F=4—ANHi 747
GEp

® I MD5 H i —/> 16 F A FAF

® 5 LNS i &K fr) SCCRP i ff) LNS CHAP Response M ELE, it R, %
BRI, ENBEES A AE R, W T R

WIREIEEN, LAC ¥ H i CHAP Response Ji{E SCCCN ¥ B & 45 LNS.

LNS i #] SCCCN 4 B )5, WRHTIALE:

® FIJHAui[f] CHAP Challenge. ASUific & )% 1. SCCCN, 193] —M 745

® RJ5HI MDS Sl —A> 16 F 17

® 5 SCCCN 74 B H 15211 LAC CHAP Response i LLH. Wi AHIR, 56 E
o, A NHREREEE

3.4.6 L2TP X ESIERYE LT
L2TP iy #7209 G B 3-11 i

& 3-

11 L2TP R ERY BV M R E E
RADIUS Server RADIUS Server

PC RouterA EJ:

LAC LNS
PC
SEAT RS BT L2TP BRI IT 0 e ot b 3-12.
SCRAJA 01 (2012-04-20) B AR s 26
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Huawei AR3200 Z 514V 2% 48
Fr AR -VPN 3 L2TP

& 3-12 L2TP BFiE PR 1A

LAC LAC LNS LNS
PC RouterA RADIUS Server RouterB  RADIUS Server

4 ¥ ?

(1) call setup
(2) PPP LCP setuq
«———————————»

(3) PAP or CHAP|

authentication
- . eat >|(4) access request

(5) access accept
16 ) tunnel establish

(7) PAP or CHAP authentlcatlon
(challenge/response)

(8) authentication passes
(

9) user CHAP response, PPP
negotiation parameter

»1(10) access request

(11) access accept

(12) CHAP authentication twice(challenge/response)
" |(13) access request

-«

14) access accept

(15) authentication passes

A

\

1. M3 PC HUAR P HEHE K s

2. PC HLF LAC ¥ (RouterA) HE4T PPP LCP )7

3. LAC X} PC LI ML FH 15 B4 T PAP 8 CHAP AiIE;

4. LACKINIEfERE (HP 4. %i9) Kikgy RADIUS R4 45 47 NIE

5. RADIUS R4 IANIEIZH P, a0 SEAAUEE o R [B1HZ H P Y LNS bk 25 e
58, JFH LAC #E45 A&HE Tunnel 121K

6. LAC i n) $8 %€ LNS A2 Tunnel 53K

7. LAC ¥ [n)$5 % LNS &% CHAP challenge 15 &, LNS [F[i%1% challenge M W 7 &
CHAP response, Jf- &% LNS ][] CHAP challenge, LAC i [F]i% challenge [
71 K. CHAP response;

[SESEE ANV
9. LAC ¥t H /' CHAP response. response identifier #1 PPP P i Z 5441525 LNS;
10. LNS B8N iR B KI%ES RADIUS R4 25T IAIE;
11. RADIUS JR55 a5 AUEIZ I8 RA5 R, An SR A UE T 2o DUk e g 1 £ 6

12. A5 H 7 L8 LNS RCE s ) A< s CHAP AUE, 1) LNS XFH F‘J&ﬁmﬁ, &% CHAP
challenge, F/ ][5 CHAP response;

13. LNS FICE NG R A5 B R IE4 RADIUS AR45 28 3E4T AL

SCRAJA 01 (2012-04-20) B AR s 47
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Huawei AR3200 R 414V % iy #%

FrEIA-VPN

3 L2TP

14. RADIUS %528 NUEIZI5 RAG B, W G R i R [a] g W A5 &
15, BuFmE, F U Ak R .

3.4.7 LNS % FH FRIIAIEA X

LCP £t

LNS w5 P BT IR IR : 55— RO AEAE LAC U, 28 WO AEAE LNS . WA —Fp
T LNS AT N Pt AT ik EAE: A H LCP BT f5, ANTEAH N 1 M flHE
W ERCE IR, X, P AR LAC M52 —IREGE . HARAE SUERREA T — IR IGuE, 46
IFFE R, (Authentication-mode) & “none” &L FhiGiIF .

LNS s F P R 36k 77 A7 = Al ARHEGAIE . 5| CHAP 41N LCP H . M,
LCP W e ddmere, ARBREAEIL Se ik

WHR T EAE LNS MEE T L LAC M5 ™A% RIAIE, B8 LNS (75 2 B3 A P R R L
HE CYHLNS 5 LAC BAE) R4 i n] e A A IXRE AL, WmT DARCE LNS 5 H
FEREAT LCP T HpiH. LCP S r A FH AN R LBAR VT B E 5eE 7 . Shi
20 NAS I ARG UEAS B .

sR#] CHAP &3

RERIEE

an AL E 5 ] CHAP B6AE, W) LNS XFH F 2T CHAP %0iiF, WEREAEA L WE, &
AN RE ZE T T

WRBEABCE LCP H R, WAEC & 2R H) CHAP K, W) LNS X/ HEAT I 2 A Q5
i

ARBELIRIERLZ LAC K& WA A5 2K P AT S0 A S & LAC Silic B (1 56 Uk At 4
LNS, LNS &7 HX 25 BT LAC st A& R i 50E 7 200 F P EA T 50

f i NAS &AL VPN R4k (NAS-Initialized VPN) , {E PPP i IFEARE, FH P 4G
FINAS #E1T PPP hidi. #rihpaidid, Wk NAS #1444k L2TP iliEids:, KM 5 R
fEidi25 LNS, H LNS M4 AR B ICAR(S 5, AW e B k.

2 LNS A RIS UE RS, R g 4 OB VT BL & 1996 77 X8 CHAP, 1fif LAC ¥
fic B 1 3eAE T 28 PAP, T HF LNS 25K CHAP $AiF 25 5 T LAC AERS ALK PAP
IAF, WU LR, Sintat AR IEmE .

WRAE LAC wiffiH AAA NONE [FAUE 73, A JEie LAC kA PAP kit &
CHAP KF, AAA #EASIAF. {HIEF] LNS i LAJS, LNS digt i AAA BCE FGE
J73% (41 Local. Radius Z¢# NONE) HEATIAIIE,

MRHEIAE S VT _ERE 7 At LR

® VT EMSE T SUARRELL LAC M 2. Wi LAC MEE 7 2k PAP, {H LNS [
VT ERIEAE T CHAP, WSS IFANE .

o HABEM N, KM LAC ALSkREIE T, A VT BRI A 50F 7 .

[RARTY:

3 F Mo bk b Fo bk B 6 3 a5 AL (Huawei AR3200 Z 21 40 34 vy 52 45 b R84 24) A
% {Huawei AR3200 % 7| &b 3& oy 22 45 MA5E [P L4 |
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Fr AR -VPN 3 L2TP

3.5 L2TP [ F§

AEN ] L2TP (1)) LR i B 20 %9

3.5.1 =FhEa Ry L2TP BRiEHER

@ﬁ%%éﬁﬁc LAC % /7 (Giz47 L2TP ¥ 01 5 LNS Z 8] fF g A = an & 3-13 Jir
7N

3-13 =Fhea Bl L2TP BEiEER

LAC
client

g

Remote

system
Internal
U! server
PC
Internal
server

A =Py AT DA T I
® NAS-Initialized

® Client-Initialized
® LAC-Auto-Initiated

NAS-Initialized

WK 3-14 Fion, Rk S H P AR, R RS PSTN/IISDN $i AN\ LAC, H LAC
iW 3T Internet [7] LNS AR 23 B IERE K. $k5 F sk it LNS 20 ld ;s fHgfidk 5
P BGAE 5 vH 2 BEv] B LAC AR EESE A, R 7E LNS 7€ .

NAS-Initialized K45 fi e

® /iR A PPP ) )y 4% A3 Internet, 9 7] LLJE PPPoE 2510 i% o

® ZERMIRABE LAC i ZITAH N B VPN JIR55. M its 22128 Ry Ak i izl
%o
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®  L2TP [ i 4 55 B 76 LAC AT LNS ], H-—/> L2TP ¥ n] Lhak#k 244
o

[ 3-14 F§ Pi&3g PSTN/ISDN # A\ LAC

LAC LNS Headquarters
[ =
user S8

Client-Initialized

HEH LAC %1 (JRWFEARCSZRE L2TP W ) Aot . &) T 225018 LNS 1 1P
bk, LAC &/ n] HEEM LNS ARBEEIERIER, THHEEE— 98 LAC 4.
TE LNS 45 BRI T LAC &) 1ERJa, WEH P 4 . St rieir, JFHe4 LAC
B ECRAE TP Hidik,

X5 3
® I dE L2TP k5 #4: . {#H Windows [1FH /7 7] LLA# Windows #:4F &
45 FH I VPN #8534

o /T EME T M A PR, AT ISP AN

®  L2TP [l s 20 i B B4 46 FH P AT LNS ], —AN L2TP f¥i sk — 4 L2TP & i .

o /R E B xR IE S B TR T . 2 T B O ) Ak
i, H PR LLER] IPSec.

— A — AN M, NAS-Initialized A1 Client-Initialized &5 Rl AE7E . A HAEH
Client-Initialized Bz RIS ML, (HIXFhZH W% LNS a7 B EsK 5, B4 Client-
Initialized #EzCH, —N L2TP FFiE A& —4> L2TP < ifio

LAC-Auto-Initiated

L% L /RT L2TP (& F i e 35 1E 3 LAC A P E8L. N5 LAC FIE#
ST PPP &R, WA LAC [FIRERE g, H S LAC 2 [AEE A IR T
PPP R, UL E B TP %8, LAC tHAERSE H F i 1P # S0 & 31 LNS. i
LAC R E R 7 s, 35 84E LAC L@ e — AR PPP I, Al A — AN 5 2 %)
N[ REFUL PPP Server, iZREFUH B AL Server HE4T PPP VY, REH Server Pl ik

7 L2TP B&IE¥ PPP PRI 4E4: 4 LNS.

LAC-Auto-Initiated B4 52 :

® IR HRA IP HEEREAN LAC,

® LAC W42 PPP 1), JEAI LNS & s .

®  L2TP [l Wi 4 B B AE LAC A1 LNS ], H-—> L2TP B&i v] LAk & 2 A2
o

LAC-Auto-Initiated #z0H, ALK —AN RN B4 5 LAC A1, Wl 3-15 fios.
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3-15 R EZES LACHHiE

Internal

LNS server
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IPSec

XTARE

41/

4.2 ZHERRERTL
4.3 WA

4.4 G BRAEIA

45 NH

4.6 AR5 Hing TH
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EX

IPSec (Internet Protocol Security) /3% & IETF (Internet Engineering Task Force) ffill &
R, BN 1P B e it 7w i, B T35 1 2 AR e e . e i)
TAFRUTTAE TP 2t 0 5 HARIE OGRS T 3, ORE 1P AR HRIE M 2% e FAfT
PE AR
® FAf 1 (Confidentiality) F5X%fH P& db AT na fryr, H# 0Lk,
® i (Data integrity) FRAMZMCMEHEIEATIAUE, PLAE IROCE B HEEL A
® [iHEJi (Anti-replay) FiBij b2 H s ik 5 52 A4l 3R 20 i B 60 P gk AT 1 5

i, BBy &40 IH 1 CE R 5 A
4-1 IPSec Y SA thiEE

SAV
IKE < > IKE
RouterA RouterB
— —
R SA SA R
TCP/UDP TCP/UDP
i . S
AH/ESP AH/ESP
IP Y
> 1% R TPHR S

IPSec PMME R EAHEZL Ui W] 1] 4-1 7, 1PSec i ALEk AH (Authentication
Header) 3435224 # 7 ESP (Encapsulating Security Payload) XA~ 4 WSk S
IP H i e asAkid; DRI 3 HAZ # b i IKE (Internet Key Exchange) $fit 240 )
B~ ALY AR RS, LATRIAK TPSec (13508 R 48
®  AH NUESKEM: $RAEEERIEIAUE . Eodl 5o VRIS RN SC T B e o I i %o

IP Sk IANAZ 43 R 1P i AT B HUE &, AR — MR BB Belom R 0 i)

IP /3, XRSCEF I EME LB, WM EE B, AR S W 25 A 4

[ BE B . AH DE S PSR X TP ey A fin 2 5 4 o
®  ESP B REAT L BRIEMHE AH NUEK P B DhReZ 4k, & IP 43T

Far BT N . ESP WML VAT TP R S EAT 0 FAGIE . Rl sl HoA

ik, ESP #A X IP Sk N BT ORI
® IKE [AEF MRS He sl 58 % IPSec T %) A5 4] 1) 22 4 152 SA(Security

Association) P}, BN 6 SR AA ) 208l 22 A A At S AR SR L s SR AR Y

125
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4 TPSec

[RARTT

® AH A= ESP T A 4kiE A, AT vAR £ . AH A= ESP Bl A4 A BF, 3RS AE IPSec 443
B, sedtAT BSP 23, BHHAT AH 235, IPSec M350, A uHAT AH ff4t3, B uHAT ESP M

.

® IKE F4A I th i S R A LIM4Y, 1PSec AL 69 K uk A Fik S TAF LHE .

5 TP Z IR, 2B B 1R A AR W SCAR SN, IRt e AP AR AR 2B AE I
ek, thln: w. HATIRT RS BTG P B E 7e . % E TPSec
Ja s AR TP s HEAT ORI AR B, B R TS O URS

KK
Ek

3228

® UL ASHEAE TP ML AL RIS, b TR AT R e U I S, DR TR g5 A%

i E7c

® /D AR N TR B S TLS S8 AR, T 55 B8 A

4.2 SEFRAEFHIL

AFFPE IS 2 BERRR L E .

3t iR
RFC2401 Security Architecture for the Internet Protocol
RFC2402 IP Authentication Header
RFC2406 IP Encapsulating Security Payload (ESP)
RFC2407 The Internet IP Security Domain of
Interpretation for ISAKMP
RFC2408 Internet Security Association and Key
Management Protocol (ISAKMP)
RFC2409 The Internet Key Exchange (IKE)
RFC2367 PF KEY Key Management API, Version 2
RFC3706 A Traffic-Based Method of Detecting Dead
Internet Key Exchange (IKE) Peers
RFC4306 Internet Key Exchange (IKEv2) Protocol
RFC4478 Repeated Authentication in Internet Key
Exchange (IKEv2) Protocol
draft-dukes-ike-mode- The ISAKMP Configuration Method
cfg-02.txt
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4.3 AIEE1SMHE

HEMIT
IPSec REMEI K 55 i — )2 e O FLCHLIE, Xt — /2 2% w7 Ja H IPSec ThiE .
License
Efficient VPN ZhHE{FH License #Z4, SATHH T, W1 Efficient VPN IhHERZ FRJCik:
. W75 2 Ad ] Efficient VPN Zhiig, WEHCRYE N IrFiAb 5 306 KU1 R License,
®  AR3200 %4k 55 Hi{H AL
RR 7 37 5
=5 AR IFA
AR3200 V200R001C00
R
®  [PSec X IP ML P 2 /4P, W& a H == ThiE.
® IKE M HyE AR, B KA T IPSec LA HMEH ACL & M.
® [PSec R A, MOTH: 1 MTU %0
® [PSec %| Tunnel HEIATHRY, SEHAT GRE 3%, FEHT IPSec 44 A
BeXt Tunnel = HE1T IPSec %4 F5 4.
4.4 [RIBHEIA
4.4.1 IPSec E A=
IPSec 324K
IPsec FT-7E PN o s 2 [R) 324t 22 4 ) TP T8, 1A A P A i s R A TPsec X 2544,
ergeof s i)
SA (Security Association) AL, € X T IPSec 187 % 45 44 ()R flt FH W3R b8 2R
WEE L AT AR ST RS 10 2 A i R R
SA SEHR K], LEPAIT SRR Z R B LS, /D BN SA SR AN 5 7] 11
BT 2 s WP SRR B R I AH R ESP Sk T 224z, W&
XS AEARE S PR B AR 75 B A — N JROT ) SAL
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SA H—A—JedRME—FrIR, XA e HE %2 240R 5] SPI (Security Parameter
Index) . HI¥IP Hudik. 24 Wil4 (AH 5 ESP) . SPI & 32 LbAF%l, ‘&7 AH
FESP Sk £ 4 .

ZEKBENAN

AR e i, —METF 17 (manual) , —F 2 IKE 335 WS
(isakmp) J5 3.

T Ly 2R LU %, A T 1 a5 SR AT TR, T 155K
AT 2 AR KA E A .

IKE 22 Wi 7 UG 7 22 41k S DA N g PP, B S0 £ 0 4 1) S 47 IKEE P 2
#, b IKE Phill Al i R BN Z4E Y SA. i IKE P iy i 37 1 22 41k BAy 77 1
-

® LTI E A A S Y
® LT E M AAE S Y]

PEAE FEIYE BIHE E [KIIN TR) B E IR, ARt & Rk Ak R 34T, TKE 5
N TPSec FT b is BT IR 22 421k

Mg, HEATIHEAE ) IPSec X AR W & BRI, o B/ NYF ARG S, F 1R
BB EATH M. RIS MR, HEFEMEH IKE )3 iy &
A
IPSec £ ZR1
IPSec PhistH P et 2E 1A
o A, fERFIENIAT, AH 5t ESP #61E 5 IP k2 fy, AAMER—AH 1P 3k
JE] AH 8¢ ESP Z Fii. UL TCP K, & 4-2 s,

& 4-2 PSec fxEE

Mode
Tunnel

Protocol

AH New IP Raw IP TCP
Header A Header | Header data
New IP RawIP | TCP ESP ESP

ESP Header ESP Header | Header data Tail | Auth data
New IP Raw IP| TCP ESP ESP

AH-ESP
Header Al B Header| Header data Tail | Auth data

o L, 7EALEIER N, AH 8% ESP #dH AR 1P Sk SRR 2 T R
LL TCP K, Wi 4-3 s
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FPEHER-VPN 4 IPSec
& 4-3 [PSec £ ifitEs
Mode
transport
Protocol
AH IP TCP
Header AR Header data
IP TCP ESP ESP
ESP Header = Header data Tail | Auth data
IP TCP ESP ESP
AH-ESP
Header A Bl Header data Tail | Auth data

PR E A A 2 A AR 2T U B R 5 T 2% 1

o APk, PREM L AR . e nl PLog e o JR UG TP Bl iRk A IE
Fopnss, i H., wTLMAE ] IPSec XFEEAAR) TP Huht Sk BRGE 2 P AL TP Huht .
° Mﬁh%ﬁ B TE AR L R NS TP 3k, BT DLes R Le AL b oK 5 FH B 2715

@

WIEE R 5m#E B %
® IEFE
AH HI ESP # et 0T 1P R SCH 58 BEPEREAT IAUE, DA SCAEAL e R v 2 5 4
FL o IR SEIl BRI A sk B, A2 RO — R RS E AT KT
%%A,ﬁﬁélmkF%$Mﬁ&,@%ﬁ%ﬁ%%ﬁ%Am@ﬁ%%m%m
WCHE, HEREE, RPN B AHEI, WRORIROOR e, RAZLM .
— R IPSec R LU HI PRl A UE 5%
- MD5 (Message Digest 5) : MDS5 il i AT E AR R, 77 4E 128bit (17 &
e
- SHA-1 (Secure Hash Algorithm) : SHA-1 JliH A KN T 2 1) 64 Y5 ELEET
MR, P74 160bit HITH R,
® Ak
ESP fi %ﬁmﬁiW@ﬁﬁWfﬁﬁyU%EWIW@E%%LH*WM% i
HENLII B AR R G, e AT A R A SR R A T I i . —

Mokt IPSec /4] DES. 3DES (Triple Data Encryption Standard) /% AES
(Advanced Encryption Standard) — il % 5k

- DES: fii[{] 56bit 28X —A> 64bit 1 SCHRIEATINE .
- 3DES: fii[ ] =~ 56bit [] DES %4 (JL 168bit B%7) X B SCHEAT I
- AES: f#i/] 128bit. 192bit 5% 256bit Z4H K 1 AES B0 B SCHEAT I

X AN I Lk R 2 AP s BRI . AES. 3DES. DES, Ze4thmiins &
VESCIIALHIE Y, B NS . X T E ) Aok, DES Jikat vl DL & 7 2

IPSec XX F
® [PSec W EHFEHH
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IP R SC3E4T TPSec BB 4EH 5, W15 1PSec R 3CEE I 42 11{#) MTU  (Maximum
Transmission Unit) , XF IPSec R XM 421 MTU 3474 F o

® [PSec R LRI H
IP i SCEAT 1IPSec B 25T, RASTHHEIR AT 1PSec B2 5 M pivh K&, i
IPSec 1 JG R e Wi K B B2 L MTU, 5EXF IP RG34 s SHr G
MR B 3EAT IPSec TN,

DB BN AR SCHEAT 43 v, fif 2 s e 2 o] AAS I BAT T #6 CPU 1) IPSec 43 i3
HHTAE, WROCHEA TAFE B 2 m EL5E .
4.4.2 IKE ¥
IKE 1%
IKE B3 AE Internet 22 A AN 25 B ISAKMP (Internet Security Association
and Key Management Protocol) & X [WHESE b, $EMLT —EAEA LA RN 24ty
KEY WAES . FESL IPSec ZARMKMMRIRE, 4L T IPSec FE BLAIAEH] .
IKE BI% 245!

IKE SZEFUT R 22 4L

® DH (Diffie-Hellman) AZ#t & % 914) & : Diffie-Hellman 532 2& —Fh A TF 315
TAFE X7 CEAEIE B IGO0 T 8 A2 e— Y6, TF A IL =% ] . s i
PRIE AT 02 FAR (P 0T W AT SLE 8 . IKE WOREBE(E T e AR AN TEA L4
MM b AL, TR — RAVEBHR A, R XU LR
e BIMEEE =3 CanfB&) #ak 70307 RS A s s, A 2 BAvt
O EIE A .

® SEEMET N 224 PFS (Perfect Forward Secrecy) : A& —FPzcafitt, &%
Bemifdt, A AR SR e Ak, BRI e s A A YR AE R R IPSec 2
B B2 R DR — I B 3 B T I, 2R — P B IKE g s, Buhi ok
A RECEE B LS5 SOk T HZE i BE TPSec SA [%4H, PFS @il $ AT — k&4t
) DH A2 4, FRAEZE B BUE AR %4,

®  LHMIE: IS UEFRA NS S AU S . €LFE pre-shared key S0 uE AU IE T
YA . XF T pre-shared key J6ilF 777k, BUET-HKAE AN — NN H, BUET
ANTRLEANTT BEAE X7 = A AR R 25 50 1

o iRy S ERTE R H A SR N ALIE, SEL TN B B AR

IKEvl ANk

RFC2409 (The Internet Key Exchange) "', *f IKEv1 S48HAZ # A B3 52 ST AN B :
HBr B B AL IKE A ST )22 4l 28 BB, M Cill 7 uEmMm
LR L 2TIE, ) IPSec g AR IPSec 15T F) SA.

IKEv1 25— BAZ #op s Y1 u g g SCT P 18I (Main Mode) FHEF 245 X
(Aggressive Mode) , IKEv1 5 —r BAZHAN = PR KA — MG, PR (Quick
Mode) -
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% 4-1 IKEv1 i RiBEXFE

RiE 3434 B3R

HDR ISAKMP header ISAKMP 3k

HDR* RN A N

SA SA negotiation payload LA IR AR AT

KE key exchange payload AT B Ay

Nx nonce payload Nonce #ifif, x BUE M i858k, 5
Il 27 BB T AN Y. 77 . Noncee
BAT I N e A T ORI
H5 1k E R B ) BEATL £

IDx identification payload SEr, x BUEN i 8 ir, £
IR W B R AR T 5 A R
Tty ci B er FORE T BUK
i T7 B A N7 7

HASH 1 Hash Payload Hash #fi7, H K% UE ISAKMP
R SE M SRRy s

HASH R 1k

4-4 IKEvl F—MEFEXHEE

P A

(1)HDR,SA

| —(2)HDR.SA

(3)HDR KE,Ni

| (4)HDRKE Nr

|« (B)HDR*,IDirHASH R

(5)HDR*,IDii,HASH_|
>

i

W 4-4 Fion, & IKEv MBS fe, PRI .

1 KA IKEv] 55— Be BRI, A% —NERPEAT IKE $&i I SEA,
WIESESOANIETT 20O 1) SA #ifir, SA i P AHh — DA™ IKE $2i%;

wok wD

Wil 2 5 A3 A~ SA g, BRI 532 1) TKE $2i8 CRLUBEAT— M0
L BB B AR B AT
Wi 375 326 5 AT H84 »
HEFE A ALK DH 38, s A% 5435 SN HASH WAIEfE &

A # DH P50
AC# DH % P15
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6. WINEIGUFRILEF Sy, AR DH %8, sk A SIS 0aEE, Rk
FAE.

4-51KEvl F—M BB EER T EE

(1) HDR, SA, KE, Ni, IDii
-
(2) HDR, SA, KE, Nr, IDir,
Initiator |« HASH R Responder
(3) HDR, HASH._|
-

Wik 4-5 s, A& IKEv] 88— BE iU i e, BB R .
1. REHME IKEV] 58— BB B, KiE— A5 SA 2. A K
fif « Nonce 3 fuf A5 4715 S IH L5

2. WAV RIE SA Hifr . RS HE AT . Nonce #ifif S5 BAIAE Kk &4 1K)
HASH AUEf B

3. JORFHAEMNE IR, K0X HASH AAUERS &L, At 5 Ak

4-6 IKEv1 M R IRFER T

(1)HDR*,HASH(1).SA.NI[KE][IDci,IDcr] |

(2)HDR* HASH(2),SA,NF[KE][IDci,IDcr]
rte# [T g

(3)HDR,HASH(3)

U 4-6 Pz, TKE XFEEARKAT T 5 #mT LUAGRS S — (i BLbh i, BARL BT
1 KGR KIL DT TPSec SA [NAFINSAL, LS HGE M Tl 2 S REAT BUAI K 5838

FRRT 1) 22 4Pk PFS Bhs s
2. WM RIEYIE IPSec SA MA IS, WHIESHCE M T 2 AT HAMA 58
(TR 7 2242 E PFS Wi s

3. RO A
AR OB 2 X P AL
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o ERAZHIHE N 6 A, BFERUN 34, BPARUAEYS BRI B IKE SA.
o R R A G RS S0 RAEE EAR B, IR B R TS 5
(GRS

o HFERBLAH 3 M R B L g, SE BRI, BN E AR
&

o EMAUARERH 1P bty sUAR RS, iy P AR T ISR TP ity sl
Name J7 PR UK. KR DU B AR TE 3+ 4 TR LUA, 7 2l fide 5
YLK SKEYID, 24— DB A ZDRAFRIN, 202 H B2 A0 Y. 1 T3
S, AR 30 4 PR TP SR SCUR IR TR B 0T R R R A A

IKEv2 %A i Fn3S
IKEv2 {8 7 IKEv1 R4, TKEv2 7F RFC4306 g X, 5 IKEv1 5B
AEHRANGE I B AR, IKEV2 5 X7 =FhAgHe, )48 (Initial Exchanges) £

7 SA ACH#t (CREATE_CHILD SA Exchange) LAAJEAIAZ#: (INFORMATIONAL
Exchange)

4-7 IKEv2 ¥R 3 E

(1)HDR,SAi1,KEINi

>
<(2)HDR,SAr1 ,KEr,Nr,[CERTREQ]
WIS R (3)HDR,SK{IDi,[CERT,J[CERTREQ,][IDr,] I T W R
AUTH,SAi2,TSi, TSr} -

(4)HDR,SK{IDr,[CERT,JAUTH,SAr2,TSi,

< TSr}

W& 4-7 iR, IKEV2 WIMEAS M Fe i

1. KREH K% KE BT e 8 faf A 2 A B 25

2. WNAE RIE KE BAHAS ey fl 2 A Bk B S 40

3. ARIEEEAA A R MR, R N RIEE A AT . S B, AT AR

B
4, RUREYIACHE BB, IR N R B WS BB, WAL
B
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& 4-8 IKEV2 13 SA Xk [E

(1)HDR SK{IN] SANI [KEIL[TSi. TSt} _|

R ML

<(2)HDR,SK{SA,Nr,[KEr],[TSi,TSr]}

Wi 4-8 s, QU SA PR R PHAIEEL, R IKEv] s B Bebhi, i
KALE A LU IKE PIEAS it R, nl LUJE IKE WIHAAS e v B+ SA B
BRI RANEAT— % DH AZHe, ARHit KE, TSi A1 TSr JH T-WhT [PSec X 2544 8] (il (=

s EL
UL o

4-9 IKEv2 j@ #0132 #

(1)HDR,SK{IN JIDJICP ..},

R Wi 3 225
(2)HDR,SK{[N,]JID,J[CP,]...}

1 4-9 o IKEv2 1l 5048 3 T3 AR L i il &, nlDUE IKE_SA [ B
AT DL T SA Iy B .

IKE BHEAN
IKE 8ty AN 1452 O 2544 2%t n] A TPSec kA . IPSec B&il UP, i 74 1% Hi
AR INE £ B L T If AN KA IPSec B&iE down, 31~ B H A M FH 26 i 54
FERCRS R AT I 4% 0 5 I % 55 TPSec B TR A IS HL
PE M LS BRas E i, B AT RE AN A A, e DA e A .

4.4.3 TPSec HISEIR T2

XL IPSec, XS5 1A 2 [a) EA XS AN 7] (KD 408 UL S AN R IR 22 A ORGP AR 0 By &
FINAEHTD o fa ZER S R
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Lo 8 AR OB . 3l A ACL SRIX 7 Hdi it

2. EXRAEFEN. M RCE Z AR PO E 2 AR BT R 2 Al s AIESE.
PG RP I ESE U B

3. E AR B A A A o T I A RN 2 A SRS LR E R I
WA Z AR CBIVE SO R Bt i St P ORD © 2243d A5 1) IKE X 5
RET T SA 4

4. FEARI LS A RN

E X ORI BT
Bl AR Ctraffic) W08y, MUBAAERD. H OIAETD. 1P SR
SN SRS NS NG SR S S o

WA, HdERR A ACL Group K X, —/MNMdEH T BU/NEDE P & EHLZ M —1F
TCP iEHz:, AT LUK SN AT P Z B T i i . IPSec BER% LL ACL Group Jj XA
[Fl R At ik 4 TPSec ML 14 55— D alto o SUEH A -

EXRERY
LAEBOE T LS IPSec (R4 MEARLITR AT I 2 Al BB, IS
AU BS S5

AH A1 ESP A thil, WAEBLAT o MAi A, wofBeaiH. Hp, AH SZRF MDS #
SHA-1 IAIFS %, ESP Phid 32 Er MD5. SHA-1 iAIFEF1 DES. 3DES. AES jif#4s
o SRR3R A 55 A A o B T A

Kot [6)— B IR, AE 22 4B T W9 i (1) 6 SR AR M 00 B AR [A] A sl . SRR A, 5
Ab, AR AN 24 G 2 IA) St IPSec, B UCR HI BB, ARSI L FriE A rys Al H
) 1P Mk,

EXRZEREHRERIES
A MR L 5 FH 2 AR ORI e R 22 I B R FH R a2 I 22 A il SRR S
PR, —FKLELRMEE “L457 M “Npss” JEEME—fe. ZemMs T L7se

SRS IKE Bhis 22 4 5ms, frd s ZH ) T LRCE S Y], SPIAESAL, (EfFEmis Tk
i AT L 2 4B Ao s 6 TP Hhiks S I IKE B S b 2R X £ 24 .

HAMIFEA T AR5 1) %4 RS R R IE — N AR . 7E— N4 TR 4,
Hh R RN R 2 A TR, A SR
FEIEO LR AR S Rne e i & Rk
MO FNH— NS, S2br P2 RRNH T 24 RS T 12740k
W, AT BENE X AN [) ) B i A AN [R) i 22 4 B0, BIR AN ) G 22 4 SRS HEA T AR 47 o
4.4.4 % IKE AR AL IPSec B¥iE

KR IKE 77204 7 IPSec 55 (1 SZ 0 40 F -
1. FE IKE Wppa i fANL ID

WCE IKE Wi ok B2 oA BT H 1 & 43 1D, 1D & X 5 KNE .
2. WECE IKE 223
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4 TPSec

fifio IKE P b FE AT IR B0y . s vk, S0E J7vAR DH 4, [RIN 3eE %
A I AEAE Y, R e A B A AE IS (R IA B I B O, TR T e
Y

it IKE %2544

PE IKE SRR — R A0 @M, 55 IKE Wi Tl R4S . IKE Pria s i) ID
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AN, RPN 224 W e 2 (8] 5L TPSec, ESCRFIBE BT, DL SL PRl (s 11
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LA SRR L 5| 22 4IRS a2 IO BRI R F R 2 ) 22 il Sy FNdR
WEBEN . —FuEEEH “H77 M CpS” LR, LAk
F LA IKE Preg 22 420k, ars e S P F LRCE®H. SPI S8, £
P N IE TR BT LGS 24 bR P A A ) TP Huhl J5 & Ul IKE A shh i
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HAMEA T AR5 1022 4RI R G D LAk . e D g
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A5 TP 2 11 _E N 22 4 SRS B2 4= SR s 241
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4.4.5 Tunnel EFE O EARY IPSec {RIA

IPSec HEZ2

ZARGNEH “AF7 R RS SR ME e, AH R4S R SR — AN SRS 2 . RS
S ] LUE R C B ACL R PUNFH I B . R e sk 28 0 B, 44T
P P LAZ L VAN, TPSec S MU 25 SRS R I LB S B R SR EEAT DR, XA
FE— MR R 2B % 5 TPsec BEIE .

JTaif IPSec SRMSET LI R A48, RGP IPSec LRMELLTIRE. 5 LA RMEAH [T
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SCRAFEA 01 (2012-04-20) LA I 1 64

WU © SR AT A



Huawei AR3200 Z 514V B% 1 48
Fr AR -VPN 4 TPSec
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2 AAER AT F T GRE ( Generic Routing Encapsulation ) Tunnel # 2 . IPSec Tunnel 4 & Fo
DSVPN ( Dynamic Smart IPsec VPNs ) ¥ #) MGRE ( Multipoint GRE) Tunnel 39 ,

GRE Tunnel £/ IPSec {R$7

1. A3 Tunnel #5ERE:0, WK E Tunnel #: HFIZ5%4 GRE.
2. {£ GRE Tunnel 11 F455E IPSec HESE, Xt GRE Vit s 1T IPSec L4 fR4,

IPSec Tunnel 3ZF[HY IPSec R
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2. % Tunnel ¥ 1 N 4F %€ IPSec #EZY, Xf Tunnel 42 1 7 = 3H4T IPSec ‘224 {RY.
RARTY

% 8 AR X 49 &.3F .5 IPSec Tunnel 4 2 ¥ 45 2 3 2h 35 st

4.4.6 IPSec By NAT ZFitd

NAT Fi# (NAT Traversal)

IPSec ] —ANFZEN HJEEE . VPN, (HAESEBRAIM N A, A —Fh il & 6525 1PSec
VPN P25t i fifi: Wi R i F— AR N 5B, s AR, mefsSEaeEd S
53t v N 35 2 R) BB T — 4% TPSec B&IE, Xyl & 2 IPSec [ NAT %) i, F-%%
WEUE T, TKE 760 R ik A% A an ] e IR A i s 2 T A7 E NAT WO, BLR anfa s ESP
O IEH 78 8 NAT M 2K
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(1 ssem

AH #3X3T IP R XA BT B i 2 T A IP R, T IP IR TR B4 F3K AH % %
W, B tiE R AH PR3P 49 TPSec [# & T AL F AR NAT 49, ESP WL 3 4% NAT #9 F AL,

IPSec itk NAT BYALIE A%

IPSec %5 NAT, a5 ml /48 J5 4R S0 TP SLF1 ESP 3k (R & AH J720) [a) 38 i
—/NFRAE) UDP 4k IXAF, 4 ESP ST NAT WOCH!, NAT SR sz 1P
SN AN UDP Sk BEAT kb Rl 15 s 480 J5 (4R SCEIIA TPSec P IE X i
558830 TPSec AbRE 5 A AH A o 7E 326 M W i SC R [ R v

=
A i =X

B A7 AR 1L X #¥F IPSec [ AE X 49 NAT F A, I L IPSec /£ #AEX 49 NAT F A4,
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&1k IPSec EBc &

AN A4 2 [B) 37 IPSec FEIE, AZ0AE AN S8R EASOK & 11 IPSec FiL &, BHEACE
IKE P AIES YL IKE Wppg i 453% . Diffie-Hellman. IPSec Proposal 2. {40 &%
HA SRR M 2847504, Remote %45 11 IPSec At B FJFH H 2%,
Huawei Efficient VPN 77 %9, Remote WA T ACE A Server 4[] IP Hubl, fiithszs
B4 IPSec BEIE LS4, 11 IKE WhRTIESEYE . IKE PRI H3% . IPSec Proposal 55
K843 IPSec VPN S4#E ] LALE Server Uit 1T 72 . Remote B4 AL IPSec BEIE )
FIEEN BT, Remote W 2K BT SCHEI IKE Wi AIERE J)« TIKE Pppa AR (PN fig % 5E 1
IPSec Proposal 552 44> k4 Server, Server SR $i5 i £ 03 TG E 1) IPSec BE1E S 405
Remote B4 LRI IPSec fE Bty IPSec f%i. 1XFf, 7E Efficient VPN Remote
Uiy, EEE O T AR B IR D, AL T IPSec BLE
® UfTiAH, %FXFIKEv1, IPSec Efficient VPN 45 40 PR

- ANSZFE Main Mode, 137 #F Aggressive Mode.

- WAHA AT H DH2,

- IKE thriiy, [E e $ 3des s &k,

- IKE Whiimy, [EEit$ shal NIEH .
® X IKEv2, IPSec Efficient VPN 4541 Rl

- EHAZ AT DH2,
®  EPX) IPSec Ak, [ RHBEERI, AR LRI,
®  EPXTLAPIIL, ANGCHEE ESP BN, ANZCRE AH B

IKE &=L &

Remote % %3 Server I, WM Server AEfS F 2 HOKE L 25 BEIR, 51141 DNS A 557t
hk. WINS RS 25 bk #E1% 45 Remote 4332 4%, AT DA 4L Remote P25 (i & A% .
54k, Remote W% 1 A1 IP Hitik— /% i Remote S A7 2 FRAI 0 C, V%455 Server %
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HEIZACH ) TP HbhbST T M N R 4 i AT NAT/PAT ¥4, W] LLfEj{k Remote Fll Server
(] 1P kb e vh AR TAE . IKE B0 E ) T ASE At FIR D fE .

IKE #4300 B E SCT U R AR B SR

4-10 IKE =R L &

ISAKMP_CFG_REQU EST>

< ISAKMP_CFG_REPLY

Remote Server
< ISAKMP_CFG_SET

ISAKMP_CFG_ACK
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ISAKMP_CFG_SET

Server ¥ 3=/ 1] Remote ¥ W& Server i ) 75 ki

ISAKMP_CFG_ACK
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HTHRUA, IPSec Efficient VPN S T IKE BEA N B DhfE, GAESCEF DNS kg5 2t ik
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HEIXIBITIE

H BT S Fr R ERE B 4T 1
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WINS R 45 #s sk Fl 1P Huhk i SR AN HEE,  {HASSZFF Server i i X ) ACL {5 B
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o WOCHSEH R LS NAT/PAT %4 )5, alid 1PSec FEIEHEA Server i, 411&]

4-11 JIi7R,
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e

Remote iy [ 1L NAT/PAT Difg 58 10 EF T B M ERZS NAT/PAT JhRE
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% B NAT/PAT ThiE,
- IPSec Efficient VPN [#i& Down, Remote % %5 H 2 4EK] NAT/PAT ZhfE k%%,
i F T T B 1 NAT/PAT Thfg.

Client 203 #F Server i (K] DNS R4S 25 Hudik . WINS AR S5 25 H ik (135 SR F4EI%
Remote ¥fi ¥ /M P ] PC HLiE L DHCP #E4T 1P Huht 4> FeAy, Remote %4 ) DHCP
Server S FFR U B HEE AR 55 28 kA5 B R &3] PC WL, PC AL Server ik
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4.5 7 FH
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IKE SAWF
IPSec SAW i
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A
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B

Wl 4-13 Fros, @RI SCHURE L IR T IPSec SRR SRR 4. Ak &8
(K] TP Mokt [ 5E 1), sm L i PC HLAR TUGHCE; LA Bl s PC AL 1P 3
HERT BRI, R ABAN T EE TGRS .

4.5.3 GRE over IPSec

4-14 GRE over IPSec
GRE

IPSec 4 i

[PSec H 45 IP P, ik GRE over IPSec, 1] LA3k%h IPSec WM IIA L . &l 4-14 ff
7N, 1F GRE Tunnel [ #58 % HWL, ZEPAS Tunnel ¥ £5, 1% IPSec AR%s, AN B E X}
GRE Ji & 154", GRE over IPSec T 8 KHETF 41 (1 72 35k
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TRRRIE RN ER R EFR
IKE The Internet Key Exchange Internet % £ AC #it
ISAKMP The Internet Security Associationand | Internet 2241 FN 2 EHE PRI
Key Management Protocol
IPSec The Internet security protocol Internet 22 4= PlpN
SPI Security Parameter Index BRG]
AH Authentication Header UNIEiSS
ESP Encapsulating Security Payload LA AR AT
SA Security Association AR
GRE Generic Routing Encapsulation 0 FH % ph 3 2
EVPN Efficient VPN 2L VPN
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HAY
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5-1 54t H Hub-Spoke M 4& &%)
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WAL TP SR AE . BPERERE R K
o JiIEH
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5.2 S & FRAEFOY

AFFPERI S 25 TR T .

3t g
RFC2332 Next Hop Resolution Protocol
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License

DSVPN LHefl H] License #A%, AT T, W& DSVPN Difez RICEM A . wiif
W H DSVPN Yjfg, THEER A A4 i G WR License,

® AR3200 4Nk 45 M L

® AR3200 DSVPN (Dynamic Smart VPN) Ifjfi

RS S5

- SRS
AR3200 V200R002C00

FE

® DSVPN {k#fiT- NHRP (Next Hop Resolution Protocol ) Ml f##T#iX, NHRP 7£
RFC 2332 Wi X, TR NBMA W26 F T s ] sRECEE H HAT A
NBMA Hbutik.

® DSVPN ##i - GRE £ AR, IPSec b&ild A7 et Z R ak) #& . 1 n, @) GRE
over IPSec, HJ PAfaj4k IPSec M 4% 1352 -

® DSVPN k#1522 5 GRE Tunnel #2 1. {4451 GRE #52 5 21 & 1 B0 i i
e, BEEUEABEE H ) 1P kAR S B A FRSNCE I 43 SOR 23 32 (A V7 % il
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Y4h, M 3BES Hub #57 GRE fgiE, N 5HE4 327 GRE BREn, &2
e B E A A GRE #:1H. Nidb 24 GRE % 106 54 R G0 VR 0 5 TR & 4
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® DSVPN &N, wiE G H IPSec fRH.
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5.4.1 BRHERE
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5.4.3 NHRP
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