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® Console &3
® Telnet Server/Client
® SSH %3%, 7#F Password. RSA ZiF. DSA IiiF
®  RF | User-interface, $HEfitX & H - 2R 7 U UERI B AL D) g
SCPE AT DLBLBE RGESCHE ISP Feod B RN SO ARG B o 2.
E AT
® FTP Server/Client
® TFTP Client
® LT SSH WM 4L % SFTP Client/Server
AR SCRE K F2 BRI 25 A 21 25 W SRR 1) s PR S
FEALEE:
® FTP Wil
® TFTP Wpil
® Telnet {HiY
® SSH 1%
e [y
o BRI XMRA
o DA
o ENER
H&

i IR ST PSR T e A C B A PR ANAR LA LS, P St TR P, S
AR R RSSOt T R GUSCH . MO SO AR S P BN SO AR G R A ] P LI e

1.2 SEZFRHEF Y

AFFPE IS 25 BEORRR L E .

Xt ik &iF
RFC775 Directory oriented FTP commands
RFC959 File Transfer Protocol
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RFC1635 How to Use Anonymous FTP -
RFC1350 The TFTP Protocol (Revision 2) -
RFC698 Telnet Extended ASCII Option -
RFC775 Directory oriented FTP commands -
RFC854 Telnet Protocol Specification -
RFC855 Telnet Option Specification -
RFC930 Telnet Terminal Type Option -
RFC1091 Telnet Terminal-Type Option -
RFC2119 Key words for use in RFCs to Indicate | -
Requirement Levels
RFC4250 The Secure Shell (SSH) Protocol -
Assigned Numbers
RFC4251 The Secure Shell (SSH) Protocol -
Architecture
RFC4252 The Secure Shell (SSH) -
Authentication Protocol
RFC4253 The Secure Shell (SSH) Transport ANLFERAE . ANSFF ssh-dss A
Layer Protocol %Y
RFC4254 The Secure Shell (SSH) Connection DA CER T EEAN S R X111 3%
Protocol KIfie Env il IE T KR L. xon-
xoff M IE I K+ Signal 18 iE
TR exit-status JHE 1 KK
. exit-signal AETERIKILC Ui
P K Dt
RFC4344 The Secure Shell (SSH) Transport -
Layer Encryption Modes
RFC4345 Improved Arcfour Modes for the -
Secure Shell (SSH) Transport Layer
draft-ietf- Authentication Mechanism that Is -
secsh- Based on Public Keys
publickey-

subsystem-0
1

RFC4741 NETCONF Configuration Protocol -

RFC4743 Using NETCONF over the Simple -
Object Access Protocol(SOAP)

RFC2616 Hypertext Transfer Protocol HTTP/1.1 | -
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FRAR S 5
3 1-1 ELRt BB AN S
T TR
AR2200-S V200R001C00
V200R001CO1
1.4 [RIRHiA
1.4.1 FTP 3%
FTP (File Transfer Protocol) 7E TCP/IP WU & TN HEWML, &AL Internet
Btk o TFEINHE () P SR A R R L2 8] 1 SO S, TR AT IRAS T 4%
H &S N B R AE S S E N, T3 U FTP LifE. FTP WS AN i S &
G SZH .
FTP % C/S (Client/Server) £5#, WIE 1-1 s
1-1 FTP X #9 Client/Server Z544
Client
7E AR2200-S R4 HHEAL FTP Dhag a5
® TP Server: BT T A% LY FTP ik, $RA4LEFREE ) um Ui W AEAEZhEE, H
FUa] DL FTP &7 w2 8 s 2 i g b, 7 In) % b 2% i) Sk
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FTP Client: FTP [/ b $RHUEAHB I a8 X0 Rl 55 45 (1 SCPFREA T S A R 1) i
Ao JHHE PC I I A A 7 B4 Telnet 277 55 i i ds il L& L, ] LU FTP
i 7 5L FTP Server RIERLIF s R IZRE EHL ERISCHE, g fe EHL ERSCrf
BEAT AR

FTP B T 58S HAR EE AT B AN, AN EiR Bt BV i), So e F ) 4 g At i
SRR S, AR VF SO R ATAF AR Cln s ) SCPER ] P b R 380 .

FTP SCELENLR SO A, RSO0 SO Ry <, O BEAT SCPE R e il 4R
EH, 2P T LR e ARSI FTP %% ) s F 3 55 6 b 24T SCPR i bAR . RacRH
SV ) 4R s 3B T LA 6 pR 25 90 FTP 2% 7 i P2 - 15 At 2 o 25 B A 1 45 11
FTP A 55 b (O RE P EA T S0 F A A o

IPv6 SCHFMROL: 2R FTP [KSEILSRE 3 i U i) TPve TALMbIE, IR 55 s i SCRFRE I

IPv6 % H% .
FTP thiy (I E AR #BE=
FEA4E FTP W 20T, Je/ e AL b i) J LA AN &
® fRkA
- ASCII i 3025

B SCASCAELL ASCIL As A% AR Bt i e i A0 5B AR i SCAS SOt
ASCITA5HE 3, B B2 5 PR ASCIT A5 2k S e A SCAS SO A%
o

EBCDIC 357

FERSCPFAL RV Pt #R 2 EBCDIC &%t

TRERI S

RIALH A — AN S LUAs it o T FH T A3 BSOS e SC
A Hh ST

MFAEBAT AR ST R G BN T A BB B A LR
ETTRLE -

(1 ssem

FTP X 4F ASCII 7, — | LA EA, —He) R 5 2:

® ASCI #4128 ASCII 4, Jem F4tAadeiTF 5

® | NA ARG TR FH

FTP 4548 X & P s ATk 4%, AABA ASCH # X, &P s 1 AR -4t
# (ASCII #= Binary ) .

® IR
- TR

WA R SCAEE Y o SO o —NIELE I 71T

- ILREH

g T SCAR A (ASCI 58 EBCDIC) o

- DU

FAEIPRL AT, BEGURIE I HRHAT TS, DAERCs T LLBEALA 6 5o

(RARTE:

FTP ¥ ¥ 5 FiiAiaikeM.,

SCRYRRAS 01 (2012-04-20)

AR 3
RIS © 4 AT A



Huawei AR2200-S 41 iM% 1 2%
R P A - i 1 SERC

® i
- Tk
AL AR T AL i TSRS R, AL DT AR ST 4 R 3R 7 Ok P B i
ey XA, A5 RIS e SR AR YR Sk 5 AR S 45 R
- JorA
SCAFCL— RAVPOk AR, BT A — A A E .
- H#iJr s
R He 47 1% 292 L) AR ) 19
(RARPT
AR2200-S 12 77 XK.
® PORT fir%
HFF D fa 2. ¥ PORT a,b,c,defo S a,b,c,d 551G 1P
ks efZoRui 1145, A2 A 10 HEHIECT, FLARRIR e X256 + fIa 5 ok ¥t 11
5o il
ftp> debug
Debugging On .
ftp>1s
--->PORT 10,164,9,96,5,28

X HL 10.164.9.96 w2 IP Huhl, 5,28 it AR5 5%256+28=1308 il /& 1%k & i s
D%o

FTP HHEE
Wi 1-2 B8 T FTP UL M AL BE L FE .

1-2 FTP f By H1E 54
FIf e PN
A
N Efﬂ#%E -------------------------------
Y I E i PSS H
Ml s g e
1 ’ 5 I
5 y iﬁﬁéﬁi :
o L L s | HRERE T e L [
IR Ty T O g
CoN i 2543

FTP % 2 A TCP &Rkt S0tk
o IEifiliER:
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LA i/ e 5% e 07 AT o o5 s AR 7 sCATIF I+ FTP (A 300 11 21, S54F
P mRIER e W Ly AT IR A I 1 21, AORERR I K
PERERIR A 5 ) i M 55 45 TR A , JF HORFAR G i AN 7 A 1845 ik
G s RN RE AR 55 45 K I B AR IR 45 5 7 i o

o Hifnigtk
J 55 s (A B A H 3 1 200 AR SS AT BT T ER:, ¥ thhdT E3h
RAERIES, (HE, %0 i kg% as AAE B SR SR, UG 22 i o 14
AEITpEE
FTP At far Jy A i, JF HICPFSE R DR ERE R I bris, BT R —4N3C
PR B H SR A, AREE N B AR . Dk, 2SR
i 55 25 TR I, — AR R U R R T

FTP Y

AT RS FTP 3l H 7 WU #T (User-PI: User Protocol Interpretation) Fli 25-#% 13X
fi#¥7 (Server-PI: Server Protocol Interpretation) M BEfT MRS B, JEal H P4
PfLdmAb P (User-DTP: User Data Transport Process) Flk 4528 Eudi AL aAb P (Server-
DTP: Server Data Transport Process) 5¢ il B0 H2 (1) SC AL i .

® K

FTP (A 80 (UD 3 T — AN B A Ay AT EAE S, BRSO R

FRIANRIa2AT, SHAIGE RS BB R a2a, il 5 b

PR T (User-PD) ¥ 2 AL il FTP AndEfdr 2455, SRJEX) FTP H i it AT

B BT,

- PN G s dn %, P st (User-PD #5814 5 FTP Server [
PEHEYE

- MR Hsk iR a2, P s isU#ST (User-PD) S8R FTP Server 2
Vi) 2 ) 5 ) A 06 5 B

- H PRSI a2, P S @t (User-PD 3 3)) User-DTP LASE kY
FTP-Server 2 [A] SCAFEUH . P s fE4m ik 3 (User-DTP) 41575 FTP
Server S HPEIERE, 7] FTP Server AXBiNCE e, 5E B it . %
P G 837 /) . B AF FTP Server 5 FTP Client 2 [A) 75 Bk AT SOk H %
YRR YRR ST, AR 58 S BRI W SR I O E

® JIR55 A

S5 25 I isU#NT (Server-PD) WiWT FTP brvfii I (21) SEFFR W, WG %

A D) ok A A B g R R R A A, IR AT

- PRI RS A, Wl S 8 UG R, ARl 565 FTP Client
(R4 G

- I FCEE BSOS, R S s IR &2 B A b 2R (Server-
DTP) FIH B dafL4mhb# (User-DTP) A1) B4k & 2 R AL i A o

He s 24 AL 3 (Server-DTP) SCHF LB AN s W PP s R K . 64 I il

s B R L4 b HE (Server- DTP) 4bT EaPIRA.

IR 2R R AL AL (Server-DTP) 7EALHAIR I, SCHEH P oA TR B =k, 45

BB AL IR B . IEHARASH, SO LS 4h R B 8 5% B E 1

FTP EZFE#ETSF
M L FTP S e i Rl T«

H
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R PR i 1 LAl &
Lo RS ARl 7 T I 1 21 JAsh iy, S8frdsk.
2. B RSN RO RIER IR, AT
3. B HERL I N S R A5 A 21 5 1 2 TR R R T e R
4. 2% R ST R E R i
5. &) iz AW ERGE R NI S, R ELAEH] PORT iy <38 I 42 3 Bedtl i
FHS RAE G g5 2 o
6. MRSSAR I HRE R R 15, 1 i A AT N EEIE R T T
7. B S B R I I S 11 5 R 25 2 1K) 20 5 1 2 8] (1 B E B N e

W SR T FTP B B2 (0 i Fedn F

MR 5525 AR 7 AT I3 1 21 3 3h e Wr, SEfndk.

G LA SO RNER AL R, EALIERL .

e S R R I i 1 55 5% 4 21 50 1 2 ) P e B S g e

B i R S ST A TR R 2

B b KB RS54 — N7 PASV, [ 55 g i K i 115

JIR 554 h B A i S S, JF B R R E A s S AR R
it o

P i o A A 1) R 5% e A AT — AN BRI T T

T S BB R A W P i 1 A 55 o8 1) P 0 1 1 s e i 11 22 i) 0 B e e

AL SN

S O i

% =

1.4.2 TFTP ¥
TFTP (Trivial File Transfer Protocol) B fj B LA AL 12 108 o

TFTP % ) i A G2 it A H] TETP Bl hAT SO EARRT 3t O T ORFFSI B
fa FURFPE, TFTP PR 1] UDP P iSCGEEAT SO A5 it

5 FTP ALL, TFTP ANEAT R IR TAF IR ARG, &% HURIIR 55 4% 2
AT S A B fltn, RGOS AT H TFTP SRR G N AF AR . by T IRFF
WK /N, TFTP £ UDP (User datagram Protocol) FEfitfi b 5281,

AT AR2200-S s2HL T TFTP & umbhiae, WA AL TFTP kS #sunthig. f#H TFTP
PRSI 25 P i B fig vl LR T SO/ EARRT R 2.

TFTP il BB A

o PRAEM
TFTP R3CHI Sk 2 AT R B e, AR LT
- 1: Read request (RRQ), FK/NiLifR
- 2: Write request (WRQ), F*/r5iEK
- 3: Data (DATA), Fn$di
- 4: Acknowledgment (ACK), F/R15EMNE
- 5: Error (ERROR), FR A4

o A
TFTP A& ST PR AR
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- CRHRRIR: AR R SO .
- ASCII i  F T4k SCA S

HAT, AR2200-S SEIUEHLE N REMEN TFTP &5 iy,  H L REAE ) — IR AL S sept

TFTP HEXRE
® TFTP At & FI4
KA TETP WIAR 2 T R G5 | SRR, FrCle AR gt 4/ 4.
® TFTP Mhilf&Hi
TFTP s % - i K
- YN EOCE, g ] TETP R4S 2% R IE s R, SR MRS 2
B, I RSS2 A IEA .
- CMTFEL LAESCRR, B ) TRTP BRSS a8 RIE B TE R, AR5 S48 k%
e, FEEBURSS A B .
® IPv6 STHFENL
4HT TFTP B SIS H:5: % 335 18] IPve AL

1.4.3 Telnet 1Y

Telnet (Telecommunication Network Protocol) T ARPANET, J&—Ff . [¥] Internet
N, Telnet $&Ht T —Fhimit Koo #25 R B S #1075, I — AN B A$RER
e PRI E R3] —6 ML, ARG FE Telnet 177 2Uze f2 5 s 31 W 4% _E 1 FHoAth 3=
Ml b2, MATENE & EPAERE ML, SR E A& T R E Fas £ .

Telnet 3 RIE A HBE =
® NVT
W 2% REH 2 (Network Virtual Terminal) , & —Fh XU n) BRI 25, ERERIXTT
A I A4 H ) PR G [R]) NVT 2[R BEAT#e 4. Telnet Ppis o] LA T AELEAT AR
FHL B, AEMEAE RS ST &2 (A A T 74— NVT,

NVT @R B, SR N0r, M LIRSS &, AL AU eIy e
AT NVT BATAH L e e thafiodiil, ANER RS AR M, B RG0
AHCERAHN NVT k30 RN, AE RS IR &2 a8, B RG
IRRENEIE NVT % 2Ue 0 23w BT HE 6 SCRFIRA% 2

YL 5 NVT R W E 1-3 B

B 1-3 ¥384%i5 5 NVT RO HRiER

| 2o | | Temeti i | | Tenetli 3t | | Lommaniisy |
] o
T—( Internet )—T
D Moo
S USRS NVTF 454 T8 Ui AR
® NVTASCII
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NVT ASCII /& —/> 7 LLHFI) ASCIL P75 RIEN, A 7 LB 755 i dse it
FEOL N0 J5, LA 8 LeRRrks k6. W) B SOAE FH 1 74756 /& NVT ASCII, 151
1 FTP. SMTP 4%,

® JAC

Telnet 3B (P77 [l 2 K AT G 27720, 715 OxFF B4 IAC (Interpret As
Command) , FEEMEN A KMRE. &2 E M — N1k a .

DU 70 H e 4 FH B R i 2 S L 75 3

- SE: JIkTi4;

- SB: TIEIUJTLH

- WILL: &IP3

- WONT: EJ 7

- DO: LI

- DONT: &I b7

- IAC: LTI —AN 7 E R iy 2 R AR

F 1-2 RFC #ZEH] Telnet S &

AR KA (HEESD ik
EOF 236 AFETRET
SUSP 237 FR Y ATERR (FE D
ABORT 238 S R
EOR 239 TSR LR
SE 240 TS K
NOP 241 Tt
DM 242 et drad
BRK 243 b
P 244 LR
AO 245 S i
AYT 246 X7 AR ISAT ?
EC 247 e LR
EL 248 MBRAT
GA 249 Ak sritAT
SB 250 TR UG
WILL 251 I
WONT 252 eI
DO 253 I
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B e R -l & 1 Heahhc
am K79 (kED Eipu
DONT 254 LI R
IAC 255 Bl 7 255

® Telnet iE#;
—N Telnet SEBERLE— AN RALEHI A Telnet £ %5 S EHRE 1 TCP 1% #
® Telnet (1) C/S izt
Telnet K%/ i/ MR 55 S A Wil 1-4 BoR T Telnet &7 uit FR 55 % 7 F2 K 7R 28

P
1-4 Telnet ZEZ R T EE
55 % 7 i
o o
5 v L
L Pl T i TCPIE
L hZNS) | | TCP/IP ————— TCPIIP IR
_____________ LR S . L
AT LR P

Wz, AR

- Telnet i ] &5 1N TCP,

- Telnet JER AR AT R, e th 21120
- MRS AR ER S b AR AL

= B AR S Al — 4% TCP MEHK AL & F1 48 .
- R B R gg A

Telnet T{EJRIE

Telnet BrSC AT PA TAEAEATAR EHLERE AT K2 (8] KRy, TCR& T e A8,
BAE RGO E W NVT 8, [FR, #3ERE WK NVT AUl IRk 45 25 2¢
Ui T SZ IR . 4, AT CABERCE AR & P i A 2 S, TR PR A A Telnet X5 #6
EFAE NVT L.
[RARTY:

Telnet R A FARMEAEA!, B p32 8 E—A Telnet i 4% 695 — 3% AR LA — A~ NVT.
Telnet B, Wik “WILL. WONT. DO. DONT” i :RAUATIEIIET, M
fifi 52 Telnet ARS5 ) HARP 2 IXEEIEIALFE RISy & P47 4E . 47 7205,

A EAR JUASJ5 1A 24 Telnet () TAF P
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A - S AT

1 LA

® Telnet P HIIER

Telnet HERLATAT— 7 #A] LLES) AR TR . RS ML SR 1-3 Jis.

3 1-3 Telnet HAYIE K HO(E B

EEFEH | &X BEZAMN
|k
WILL WONT DO DONT
WILL RIETTROEIE | — — WO R | O A
i = [ &
WONT KIETTRAE IR | — — — WO
Tt AR,
DO RIETT AR | RO R | SRR | — —
T i3 1 = k=3
DONT KL R | — o | — —
J7 A% 2RI il &M
(RARTY:

KAT K AR R (WONT 42 DONT) B, 30k LA R &;
KATy K iE— CRIA A IR, BT T AR R R A BT K
® feRBZHK, ML 5P AR
o wRIE4ER, MARRAK, MAEFHARERE NVT e9450E .,
® EIhRY
BT B 3 AT, W
<IAC, WILL/DO/WONT/DONT 2 — ik 5t hd >
RSB Telnet H df] BEATIE IUHR RS
filtn: RS A ARER 2 P i SRS “ R s
AN ) O IR T . P A HL I A R
- %% <IAC,WILL,33 >
- ). <IAC,DO,33 >
® LIRS

GETAFRRSE 33) , &k

FEENLZ AT, B T — AU S, I REIE T 2 A 2 MR . $

i, BRI AR E AR,
jﬁgo

IR R (A

<IAC,SB &I AH, 11k 1T A 2547 &L TAC,SE>

—GERE ) IR T R RE A R

~ RIETTRIE AN RIS ) DO/WILL iy 2 i SR % 1236 10 .

- T RE AN A LIRS K] WILL/DO iy 25K [ 72 W0 120 1 o
2, BT HR A AL FH A I

WD 7 A 25 R —AN ] ASCIL 747 R IR A i 2
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Hop—Jrild SB i Ja By ik RS, Jf HL.LL SE 45 BRITUR 1 LI 7F -

- X7 RIFELL SB fin 4 J5 BRI WA IS FAH SC U g 5 &, JF H.BL SE &5 ok [nl v 7
JETH R -

- )7 RN DO/WILL iy 4k [A) =% 11 I .

WA HoAth I G B, WA IR i 45

(RRRTT
FR AR A B L LG ER, SEEAY, BRTREE R, EAETRMERT A
B K LT R,

N2 A i SR R R

Blhn: &P BTG A “ SRR GEIRRE 24) T RS #FE: R
o R )R] P g () 2R R T R SR s & i e ) R 45 2 ik FL A& g 2 Y
Jy “DELLPC HL” . W&AAZHIA@A T

- . <IAC, WILL, 24 >
- HR5-4%: <IAC, DO, 24 >
- JR4-#%: <IAC,SB, 24, 1,1AC, SE >
- . <IAC,SB,24,0, ‘D’ , ‘E’, ‘L, ‘L’ , ‘P’ , ‘C’ ,IAC,SE>
(RART"

® R DO ER ML E55 T vA R EiF R,

® A WILL £ 644 3% 35 7T A K % EFRe) £ A2 &,

sk K RE BT Méﬁﬁiik,ﬁﬂﬁ <R - b >4 K.

%3 £ H4E & A NVT ASCII String F4F & K8, X HHARR 5K NB e £5.,
o PRAETIK

Telnet ML E AT 4 FlEAE 7K.
ol an
- IR
-~k
- 417

B HEH Telnet 514 IPv6 X F R
ST Telnet S FF 2 iUy in) IPve EHLMNE, ARSS 2% S Fr i IPve 4% .

REHIRME Telnet BRSS
BT Telnet AR 55045

® Telnet Server

HHE PC _LIE4T Telnet & /7 U k) 78 K B W &, X & TRCE & # .
® Telnet Client

A AE PC il a4 BAR P 5l Telnet %) i A2 P 2 5 & 1R )G, T
telnet 7y G X B Hp e 4%, AT HAH T E P, W& 1-5 fT7n, RouterA M EEAE
4 Telnet Server, W [A/IF$E{ Telnet Client 5% o

SCRAFEA 01 (2012-04-20) LA I 1 3
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R P A - i 1 SERC

& 1-5 2/ Telnet Client IR %

Telnet Session 1 Telnet Session 2

\\‘Telnet Server

I— 65—

PC RouterA RouterB

1.4.4 SSH 13
SSH s Secure Shell (‘ZZ4=4k5¢) FITRIFK, FrdEWML o 5 22,

Telnet /b2 4 (FAUETT 20, T HAL S R TCP #-AT W1 SCAE 41, AFAEAR K I 224k
B, HalifE it Telnet AR5 2 FHE DoS (Deny of Service) « AL IP Ml % i ik
O S50 B Bt

Bt NI 2% 22 A BB, AR S5 Telnet A1 FTP i ] SOt g w7 =, &
2SS AP N3e52 . SSH (Secure Shell) & — AN 22 4 Blps, T8I X 99 2% £k 14 n
B, RO T IXAN M AR AN M IR, BRI T 2 A R R B SR R HoAth 2
A 2% RS

SSH ik TCP M7 HEAC H., & TCP & LR T — A4 filiE. Y34b SSH AR 45K
T SCFRAR R ] 22 A, B SCRFHAR AR S 1, BAR 12 B R .

SSH 37§ Password AR RSA AIE, X[ #d 4T DES. 3DES. AES %8I, 41340
TR GTVE, (R4 T AR R R AT Sk, (RAE T SR e A fet . 5
T RSA NUEII SRR, SRR FEHEX RN R S N, BN L AT, 4L
TN STEIT R

i1 SSH il N &4, IENLHITE N2 4, SSH S okl A/, WA T4
iy B I R i 2 —

SSH Wi A P/ NhA: SSH1 (SSH1.5) BpSCFI SSH2 (SSH 2.0) 1hl, P& ZEAIE )
P, AFEA. SSH2.0 fEZ24. ThaeMPERE L34k SSH 1.5 AL#.

B 7% SCRF STelnet 1) i MR 55 28, LA S SFTP F% 7 i F IR 252 g, 3337 FF SSH1
(SSH1.5) FhisFT SSH2 (SSH 2.0) il

STelnet +& Secure Telnet [ TRIFR, AH15H ;o] DL i 2 45 %5 s FI 15 4%, 628 B 2
B, TR HEARS N, S AL

SFTP J& Secure FTP ffRiAR, 15 5 n] DA GZE i 22 4 8 S5 31 & bk AT S48 3,
XA IR RG T RS T B E b Ty, Bahn T 3 imm) 224k, Fny, e
TR s RE, AT LAEEAR RS 224 FTP R Rk 4, AT M2 4L,

SSH HyEAHE =
® SFTP

SFTP (SSH File Transfer Protocol) o 7E—AMESA LA LEIAEE T, Irssasim ik
% B PR DA IR S R (I I, hg W 4 SO AR S A T 22 = RS o
® STelnet

SCRAFEA 01 (2012-04-20) LA I 1 14
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AR - S A T

1 LA e

—Fh & 4x11) Telnet BR55. FE— MERAN LA FIMNA IR, RS As a0 ik 02 7 i 1]
PAE W o] B s, Sk ek Kam iy il 324 7 2 2 kS

RSA AiIE

RSA (Revest-Shamir-Adleman Algorithm) & 3 iE A& 58 T2 7 i A EH 1 — Pl e
T B FIATFEHNEARR, & FrEEFRn 5k, HIs R RT3
R For il Ix—F A A AME S, 3B FORAL B X RN 2 Sk i A 8, 18X
T V5] DA RO 5 05 TR R I R TR A 0 2 EH IR 45 2L

M55 s b2k 25 H P & & a2 AvER SSH H P, BB A ZH P e i ek, W
PP T A A= RN AL, WSS 7 AT TR
UEM 5 G UE R, L PR E SIEK .

Password TAiIF

Password B AIE LT “H P&+ 047 —FAuE 7.

TEMRSS 2t H AAA NEE—DNEEH P Be— N 18 3T S B E R 4,
BILEMR 55 28 i A7AE “FH P A+ 1087 —— XN R . A PGk & ki,
AR 55 7 5 B FH P 42 DL R L 0 A i BEAT 25 ), LA A — T0UAS B8 561 i e 38) 745 56
UERM, fadaiz A g bk

RSA-Password 1A E

SSH i 55 % AT LAZE SR P i AT S AR 1L FE R [ I JEAT Publickey S 4 IAGIEA
Password G IAIE, HA S E [RINHH A RO T, A A 8 i Sy AR s ik
ALL Al

A5 n] USSR & Bt AT S UUIE IR RE 3T AHIAIE B M GIE,  H S 2
o —NAE, B0A & P i S AEE

W& PSR SSH #it

®  SCRFHEA) SSH X

- CRRREN . AT AN IR DN 2 Sk

- SCFFEAN S SRR R MAC 5.

- 3 F 3DES-cbc. DES. AES128 (Advanced Encryption Standard) %574 .

- % ¥F HMAC-shal ®F 5175,

- ¥ diffie-hellman-group1-shal %A #&1%,

- ¥ SSH-RSA A%,

- XFFEPIHE A Key Re-Exchange:  HFTA TR, PhRi i A ads: A
ML FIEA R %

- 3 FF Public key. Password TAIE /55,

SSH SCHFI1) %/ Biig V) e

SSH % )" uiy Dy fig o vF i 7' 5 32 #F SSH Server £ UNIX LWL SSH i

o WE 1-6. B 1-7 o, AT LU, SSH I TE ST A HZE B2 5 3 I IE 2

SCRAFEA 01 (2012-04-20) LA I 1 s

WU © SR AT A



Huawei AR2200-S Z 41 AV i d1 2
P A - SR 1 HEAlic e

B 1-6 7 FHiE M A& L SSH i
Work_Station Router

Ethernet 100BASE-TX

Lo

Server LapTop PC

PC running SSH client

B 1-7 B3 S ME s SSH @iE

Local LAN

L 1 1 1
[ T

g; Router SSH Router UJ;
PC

PC run SSH client

Remote LAN

® ¥ SFTP i

SFTP WM FET SSH2. £ AMMEFA LRI IAET T, RS Al 6 2 i (1A
UE SR e (R 28, ok 28 SO AR SRt T 22 IR 5% o

W YRR SETP P47 a0 N Bh g
- 3CFF SFTP % P uin. Jj55#s i
- SCRplRE/ AL RE SFTP R4S 2sThfe (BRINEHD
- SCRRRF N PR SETP 15 ia) ERIA H S %58 .«
® T FF SCP i

SCP ¥ HE T SSH2. £ MEGEA LA IR, AR 55 438 10 2 7 Sim A
R AR (s s, W8 SRR L T 2 g%

WA SCHEI) SCP sl ik Uy Rg:

- SCFF SCP % /ity R4 45 Thg.

- SCHFRHERE/ L ATRE SCP IS5 A5ThEE (BRIASCHD
® < FF STelnet Fi

BEe S HFHY STelnet PRisCH Wl F I RE:

- S ¥F STelnet % /¥« STelnet R4 2 DIfE .

- CHHEfE/ LA RE SSH Telnet fR 5543 ThAE (BRINKHD o
®  SSH %5 3 HFHAth i 1

SCRAFEA 01 (2012-04-20) T I 1 6
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R P A - i 1 SERC

SSH P R bR v M T 3 150 22, Bk B ANWT U il bt 11, 3 B30 58 A0 I 55 2
PEREM) N EE, JCAbIEH M Ik, X F DoS (EZEIRSS) Hiikio

BEE SSH RS b (1) W Whr s 115 kg oA 11, Moeds 3 N0 SSH. W W st 115 (1) 58
o, AR BT SSHR 25 bt i 11 iy ) 1 AE T S A AR GE e . 1E I
bt AEAR v 17 SSH ARSS IV 1], FRAK DoS (JEAaARSS) Hrkiml fEdE .
SSH IRk 45 3 7 HoAthoigg 11, A5 40 N -
~ STelnet/SFTP % F ity 2 £ 45 w HoAh i 195 U ]
— SSH Hi45s 28 S FF I T it 5 R BEE o
® IPv6 L FFENL
UHT SSH A SE Il SZ R F 2% i i 1) IPve EALHIE, R4S St S Fr 920 IPv6 4%

SSH thi M E KR
SSH K H T 144 Client/Server N RS, T2z el i BA R 7 AR IE

s . g Client/Server Frpi 28 #e42 i] Encryption Key, SEHUX Hf H ST
InEs, A OR B e AR S i R rh AL

Hfnoe k. Wil Client/Server B i A2 42 i F) Integrity Key ME—HriR—4c i 8,
FITAT 21548 AR SCHY Integrity Key #rile — HEFGHE =750, BT st BERS K 2 HY
Ko FEEFIC, HAOREE A AR S R b ) e A

BUORINGIE: GBI R A2 AAETT 3, B R MEA AR 1 5VE I A RENT Server #E1T4%
i, ARG A, FINRESVEN P B .

SSH AR HE

SSH IEEA AWML R rh, 2k W 1-8 Fros/SAB B, WA SEIL SSH WAIE %2 434
%, R F SSH Wi I B AN i

[# 1-8 SSH E & h i 312

EETEE
¥

| suktE |
v

BEEEEEN

| ke |
v

| ik ]
v

| s |

L AR BB
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AR - S A T

1 LA e

SSH Client [f1] Server & TCP 41K, TCP &7 J5, SSH Server #1 Client 2.

IR RAS T o RS S PCEC RS S, KA R AR AT SGEAS R PR S H LR .

RIRAVCHL, HENZHP R B 750 SSH Server Wi fF TCP 4% .

RGN

MPENF ISR, KIE DT BT AR R B, AT RN R AL

Cookie. ZHHAZHME L. FHEHA L. SCF M MAC (Message Authentication

Code) TAUFTT¥2: LR SRR IS 5 25 A TH B S EUR L G52 7 o

B SR B AL T ISTVEI R B G, A T INEIE S R 6 5 AR 5

YIREGHILR . FEHALHE L. AHINEEEN MAC Bk Ik A

B, W5 R Ty R, BRI

SEHAT B B

MR S, HEANBEHAS I B . U AT E 1D, %7 s BEAL A R

—AN 32 IS (sessionkey) , HZEHAMAT 16 1558 (XOR) &1if

ID 1) 16 #7945, J& 16 1A, Frfdsl Kz MSB HE7e— A~ MP T4, F 4L

INHFIIRSS 2% A B R BB N A I T I, 045 4% MSB first Wy HE5 il —

A MP BUSHL,  HBEBOR IR A AT I, e Al SR Szt B (1) o

W IRSS SRR IF) 8 7 Cookies  H B I BMSUbR & — S A 45 IR 55 5 it o

AR FEA, KRB AL 20 FH A BT B A D A X R B R o KRR Nt 5

LR, SHA R R H R E AN A I 2 AR IR S TR

RSS2 AL T 2EARIRAS, U B 7 i R 35 ) B AR o B )5, RS B Rla%k— A 5%

AR O B P b, RN SRS R SE A, SR I S A T Il . an S, )

R AEAHAS RO B, IR

UNTIRYNE

EHHE AR5, SSH Server X Client #H4 7 )" 53 464F. SSH Client [f] Server

KIER P G005 B . Wk SSH Server LS E 1ZH 7 B FH0AF, W EH NG RES1E

BrBes WiAE SSH Server FRCEXZH P HEATRAIE, Client K% HBCE 5L /775

[n] Server ¥E IS UFTE R, B 296 UF 8 1 & BHE N W T .

SSH Server $2A4EPUFIEGIE J57:: RSA. Password. RSA-Password 1 ALL.

® 7t RSA VE AT, HP RPN RSA ZHX, FEkAHH ) K%k
RS st e P R IETE K, &7 uig B PP BEM LA Bl — BOA FARH 2 (1) 4%
I RIRLE RSS2 i, RSS2 s A FH AN B FLRA TRl %, ff s i Sl A ok FH
SERE, BEYLOH BT AR N A7 AR . A, R,

® Password IFIKEE AAA SZHL, 5 Telent A1 FTP 2840, S EpAS HuBo30 22 F ot 4
RADIUS k45 #85UE, SSH Server Xk H Client ffH ' 44/10 4 F1 156 BC & # H
FrA AT EREE, R e A TG S T i

SRR B

IAETERG, 7 ) RS 2 PR & H 1 K o S URIE KA shell Air 4. IRS2%

M BEAT SR, ANHR P umis K. FEXANBL LAt 2k A Bl T, Rk

252 0 1) 72 7 it [0 S DA UE RS T B 75 DU [ S DAHE 2R MO L, IX R R IE 2R M

IE I B R

©® RS B ALFE SR S

® RS EAEEIRE K

T H G B

SUHIEI G, BRI HE ST, EXAEUT, BEEERA T WX

fhik,

a. BT I A I S T AL A IR S5 s

SCRAFEA 01 (2012-04-20) LA I 1 I3
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AR - S A T

1 LA e

b MR EBAKEHISC, RSEIT M4, PTG RIS, TR, RIEH
B
. PH B AR SR B 1

145 AP EIE

TERCE TH A S BRI 2 iiss o, H P A RE Sk B2, N AS Hh Bz v 1) 1%
WRAHHTICE . WAy, P S et s 3z 0, H S5 ke 4, i
AR 25 MG SR WS ST

H H v & SRS % AL FE

® fiiT Console M &%,

® il Telnet m SSH HEAT A mliizt i 8 55

FH P BRSO ST 0 e i RN i R 45 T A, SEERAR AR g A e stk
Irae e lE, IRBge— A PR SR A H

RARAE
P Rt g sk pr, 2R 7 A (User-interface) LK. - St a0 Kl &
RO — Py AT, F SR IC B A BT AR A8 Ty 30 R i Bz L
AR, IA B G — A AR - S H
®  Hiuli ARG CFIH -
- Console (CON) H: ##|0 (Console Port) J&—Fhgkik &umH, MR N T
BRERAL.
FH P £ 3 (1 SR AT S 11T L5 %64 Console 1 ELRE&RE, SIS 4% (K A Hi i
- B (VTY)
JEP & ER: (Virtual Terminal) J& T2 58 & um 4 % 5% o
F P T3 280 55 BE A ST Telnet / SSH 8% )5, B T—4 VTY. F/alil
5 VTY 7 (1) 8 A% 82 S 1 A T A Hh B A5 U5 )
- B TR B R (TTY)
TTY (True Type Terminal) s&fifid TAR/E 2T AR R 1 (] LUZ 520 o
F, Lo TAEFE R i S FIFERE R D
® F P FmI S
F P S g 5 AT A7 2K A g5 5 R4t 457 5K
- MXG S
FEX s i e P SRR+
W 5 A BT R R B B Y 7 SRR 5o el 5 7 =X B ME— R e JE Pk
%?%Fﬁﬁ*%—¢ﬁ~%,Wﬁﬁﬁiﬁﬁﬁoﬁﬁﬁ%ﬁﬁﬁ%%ﬂw
EHlE (CON) K45 : CONO.
iiTWﬁﬁ%D(ﬂY)%%%:%*4%Tﬂw,%:A%Tﬂﬂ,W%¥
I (VTY) Mgi5: 55— VTY 0, B AN VTY 1, KIEEHE.
- Ykt i
206} 5 T AME— (148 8 — AN E— 41 7 S
SCRARRA 01 (2012-04-20) BRI E 19
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Huawei AR2200-S 41 il % 1 2%
P - i i 1 SERAC

“a 0t g S AR LA S 0, T4 CONL TTY. VTY IS .

A FPHR L CON O RAF A, H VTY KRB - FLia] LUAS] 0 ~ 20 4
(Hr 0 ~ 14 ) 424453558 Telnet /SSH FH W 10, 16 ~ 20 2 THEE 4%
M P EEE) o« ARG T A LR & s P A A%

BATEDL R, CON. TTY. VTY M, fERGH 4t 's Wik 1-4 P,

< 1-4 AR R EREX RS R H)

ECPOE TR ARR@E

0 CONO

1 TTYO 55— TTY 88 H - Stifi
2 TTY1 5 = A TTY 88 /7 it
3 TTY2 $E=A TTY KA/ A
4 TTY3 044 TTY K87 2 At
5 TTY4 55 1A TTY 2B 7 ALl
129 VTYO S—A VTY JELH f 7tk
130 VTY1 % = VTY KB - i
131 VTY2 5 =/ VTY KRB 7 S
132 VTY3 P4 VTY A - S
133 VTY4 5% 1A VTY KRB L

RAPRER
Bk &, RERAEREHTLMAO%,
LEAKT B P UHTIAE DL, R F NI ZmiE ) Console 5 Be45i%EH:, 1T
fr] FH AT DA ¥ & EAT I &
QISR T RS AR Y TP bk, AT iz A S T REAE A Telnet/SSH 53k 2k 7% o
XX RIS AN A1 I TR E RSB -, IV R E DS, XTH Pt
ITEH,
BRI ESR
1E AR2200-S Eay &%l 4 3 N (0~ 2 4% -
® 0 MM, MK T Hi4d (ping. tracert) . MABEE KT ) SN BE& 1) fiy
4 (Telnet % i) %50 %At A R VFRE TG & SCAFARAT A o
o 14w, HTRGYY, W display Eir s .
® 2 &MmA, WARE MY, ARHE. SAMKZ RIS, gt H M
2RSS o
SCRSRRAS 01 (2012-04-20) Sy LA TR {5 S 20
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Huawei AR2200-S 41 iM% 1 2%
R P A - i 1 SERC

® 3 ZMme, HTRGIEAZITHIMm uu 2, X]le%ﬁfﬁfﬁiﬁzﬁﬁ BFE SRS
FTP. TFTP T EEEI#FW% A, AtdEdla S PGS g
WEMA RANTSERE ML H TS HEZEIT debugging iy 255 .

AR2200-S X FH 3 AT 0 A B, KA P RIG N 16 AN (0~ 15 28D

FP 5 e T L BESEHAT 1 i 4«
R0 0 A, HEEHAT 0 L4
PR 1R, AT AT 0 Zef 1 R4
PG 2 R, FTRAAT 0 ~ 2 it 4.
RPRA 3 ~ 15 B, aTRLRAT 0 ~ 3 iim 4

it F P Y38 iE
BB G, P&, RGO S T RAE .
X BR3Py X: AKE. password KT AAA KHIE.
° Zg%iﬁ: ATERAFAMOL, WTHBESEFRS . NI, AHEFER XA
s

® Password JifF: XFFUIERFEIL, AFEH4; ek F&mkiic s,
X —ANEE —H Ko e — AN A

® AAA KIF: AAA BAFAFE AAA ARHIGUEAT AAA REHITE . AHWIGIE 75 EAE A
W ERCEM A4 IR B, BT ER B B, et A
B, FIJ/ FTP 4255, il P i 2 AAA RS SR &, fEIIRSs 2 R
FIAHRAE B — R, X1 VTY H P, ZRHIRSGZIAE; X Console H
F, BRI E AN AE. FE4ETT 200 AAA FTERER

MY ERI AP
o4 2 80 5 T DA o BB 1 P
o ¥, BHESTHEGE BRI

® LR Nzl ] Telnet/SSH B B4, WIFHELE — Telnet/SSH 1),
® Tk H P i A nak e Aok, nI ARG E FTP/SFTP H

1.4.6 [EMXH RS

SO RGP B BT UL R B RATAEAT A B TR 1 S SO R G 2 TR
MAEf R TP SO Ha g 2, e s cfF R 4e, G . MR, Bk, a3t
FHZ, DUCBIRSUFRING . b T AR R A AR v A, [WIIN B i = A2 6
BEEAN, BER SRt TR A O HonT Bk RE S R S

HAH S
O (il AR BT
Bt H TSRO B B4 M IR . U LRI SD .
o ik ROAEMEEE, R HIATATER R
o Habt: —AEA SO A HEATAGUINUE,  F RSO L
SCRAJA 01 (2012-04-20) B AR s 21
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1 LA e

EREERE

EWER

BN

Hite

BRI R G5+ Al B

ARAFRE B LIS R G IR Y, e i S PR R, iR

I AAF it e %

ARG S SRR B AN PR R B Bl BT i, s e

1At B4 o

g?ﬂg%ﬁ%%ﬁéﬁ,ﬁ%&%%%ﬁﬂm,wﬂ%%%@ﬁﬁ@ﬁ%ﬁ%ﬁ
NEINEE R

ity B i 5 05 A AT SR I, A A SO R GO FoR A T E . U
(OEGR

A 2T A H
BGETIERS

IV =B SRR DS
At H ok

MR H 5

(1 ssmm

P AT 3442 0% X A 3 5542 otk AR T & 37 TAE L4269 402 3442,

FP AT EABE X SO EREA T U 54«

BRI N

s i Rt [ 246 SCAF

UL $5 DRSO R 2R T 0 741, A AN RERAT .
Wosl) S R K SCPEA TR B A T 5

HOBr AL S 6 CAAFAER SO O 4

BRSO MIBR QAP AR SO, IR SEbs Lo SO IRt p, BAT AT
Pho MIERSCPFAT DU B RCAF “*7 X MIER 2430

W MER [l v 1) S g [RDEst h (K SO ER s AN n] P
PREMERSCAE: Al b B SCIHREE, 2 “ BRSO B30 Al

IBATHEAL BT AT

R O NI HEAR B, IS4 ] LABRAT 2301, BLSEILAAT e AT 55 K A 3)
.

Ve A o BAE R S AR AL AL B, OF H AR RIBE %

P B R GE s Jr 3

FEBRAESCAERT, i n] e B8R 2 K Bion,  MIFRCE R g4 e fs Ko
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Huawei AR2200-S 41 iM% 1 2%
R P A - i 1 SERC

>3 :ﬂ:
Zﬁ&;fa

o R XA IRAE 69 4R B 7 KIK B A quiet, Nxtd T A P iREME (Hbde MR 3245 ) ™
SHHBEELGEATMER T, HHEA,

1.4.7 ESH

K4 W (Daylight Saving Time: DST) , XFg “HGLNH” 8 “EEH” , &—Fh
A2y Re R T g e b 7 IS ) (R IR, X — i B2 SIEAT S TR] BT R I 48— I TI Rk
“EAMET

e 25 Pl TR R TR IS R ] R L A= 5, A hRE IS TRI G A — /N, gt /D JE ]
B, DI AADEIRBHE, IS AREIR . H AT AT 110 A B S RRFE ST
HAN

PP AT DR AR [ A X (R 2, A it g il scAT A X TR Bribz 4h, Fl e
A LA S A I ) F U B A N T IR, Tl A ATRER AN DIREL R, A
SIS TR 1) — 21, ARGUIN 8] SR Y B0 AT = A I [B] (R iR R . 4 238 5
A I S R (R 25 AN 22, R GE I 1) 2 1 20 i By I 48 v B O A 25 [R] R I TR, PR
IEH I TR B

1.4.8 EFER

AV IR BE R THRAT DR I TR) 2K, WRBCE T eI S Thae, 4ed NGRS, K
it EAUAFTH A ML E . ARG SO HE AR 22, JF B0 B e H S I ) AN 5L
o FrEJANERNAN, REUR AT ES, BB ARG

1.5 W

1.5.1 FIP
®  WHAE N FTP %) it
M FTP % 77 b ()% g F8 sk 31 FTP RS 2%, MRS 2 N4 R 48 ch 34
Uit PR A7 i 1BE 2% T o
Wil 1-9 1, IP Huhil>h 172.16.105.111 (& 45AE 4 FTP % J'ii. W] LAZEAE X FTP
B v g LR FTP (/)7 08k 3] FTP RS #s L 2%,
B 1-9 & &1EH FIP & iRk
Server Router
172.16.105.110/24 172.16.105.111/24
® %N FTP RS54
SCRRRAS 01 (2012-04-20) B AU 2545 E 23

WKL AT © HE A AAT IR 7
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R A - SR 1 HEAlic e

WEAE N FTP 45 a5, MABZ L ek 2% 5 im b, F FTP RS 8% N & scfs.
WE 1-10 F, 1P #uhlk A 172.16.104.110 [F1i% &AE A FTP RS54,

B 1-10 & &1EH FTP BR55 2%

Server
172.16.104.110/24

console cable Uir

1.5.2 TFTP
{FH TFTP AL/ F 3
M PR IRSS a EAR NSO EANT E R A0 BRSNS, T LER TFTP #pil.
W& H AT R B TETP %) i
AW 1-11 Fros.
1-11 7| TFTP Thee Tk L&
- =
R
Server Router
TFETP Client
10.111.16.160/24

1.5.3 Telnet
Telnet 4 FIAEERL SRR AR, LIRS kS B A T 4 PR P28 e oA TIC L U
R,
1-12 Telnet ZE R AR EM
Telnet Telnet
Client Server

GEO0/0/1 GEO0/0/1
1.1.1.1/24 1.1.1.2/24 L=
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