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AP $RAEJC S 2 2 s 0 AL DI RE, (R Jo8k 2 5 ISk JRe M 2 TH) idEAT o 4k 31
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1 WLAN JEANMD 24 e &

Gt ST S AR S HOHA T E . WMM B B 5 75 40 5 2SR, BEZRE
SEPRASARO N, ] 2 S e

BT
ZENCE WLAN S 87, 7558 bL R TS
® WLAN [FBEATNREC AR E 5l BARTES I 1.4 BLETLLH P
HigHES
FENCE WLAN 2 7, FauE& LU 5.
F5 HE
1 WMM R 478, (A3E) WMM FEk 1D
2 (TJi%) WMM EDCA Client: AIFSN (75 JH 2545 I
£) . ECWmin il ECWmax (/N5 JGE B TH])D
TXOPLimit /7 F{E1E K
3 (TJi%) WMM EDCA AP: AIFSN (&AM K |
ECWmin 1 ECWmax (f/Ng KABBERA])
TXOPLimit (5 H{FEHK) | ack-policy (ACK %
&) .
4 SHFRAR A FR . (AT3E) SHFRHR 1D
5 APID. S0 ID. 4652 i) S AR AR 44 B/ 540 ID
6 (M) SRS HORDL R ALK AP 8 ID. & i
A i 1]
1.3.2 it & WMM #&4)
ANTR] R N 75 SR 4% I R R TA] K], Tl S WMM AR, A] DL AR R 3
HEAS R R A AR S
E=ER
WMM BpSe —Fh 2k QoS B, HFRUE Je g m (KR SCH & To 21 18 11 e sy,
TTARAIETE 5 PUATESE NFH AE TGk W9 2% A o 4 1Y) i
RIES B
$B1 HAT 2 system-view, N RGAIE.
S22 HUT A wlan, A WLAN M E .
$E3 U ATr4S wmm-profile { id profile-id | name profile-name } *, Ht'E WMM B
WMM BB I 5, AR N 250 B 30 E A LA . 1 H @4 display wmm-
profile { all | id profile-id | name profile-name }, x4 WMM AL E 1945 D 1
#OH WMM Bt “wp” , BTl & 0 B (i .
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[Huawei-wlan-view] display wmm—profile name wp

Profile ID : 2
Profile name T wp
WMM switch . enable

Mandatory switch: disable

Client

EDCA parameters:

ECWmax ECWmin AIFSN TXOPLimit

AC VO 3 2 2 47
AC VI 4 3 2 94
AC_BE 10 4 3 0
AC_BK 10 4 7 0

AP EDCA parameters:

ECWmax ECWmin AIFSN TXOPLimit Ack-Policy

AC VO 3 2 1 47 normal

AC VI 4 3 1 94 normal

AC BE 6 4 3 0 normal

AC BK 10 4 7 0 normal
(1 sm

SeimFe AP R Lkt tr, BT & A E KL EALRIRL., AT FRAREIRIGEAF RF LA
GRS, RO HIERIGBIT 4 MERBRTI L, FAMRREIRG] & A E e R —AHE,
mk%%ﬁ&@%ﬁﬁ#%%ﬁ%&&éﬁ AC_VO(@#E%) > AC_VI#LIR) > AC_BE(Z ) fa ) >
AC BK(¥%).

TIAMIL S ARG 6942 SRR R R ety TR AR BOR AR A SIRT, sk KAk
# EDCA %#((Enhanced Distributed Channel Access). @.3& AIFSN ( arbitration inter Frame spacing
number 1¥ M A R4 ) . ECWmin ( exponetn form of CWmin F /) F% % 2 454K X ) . ECWmax
(exponent form of CWmax & X #4 & 2 4544 X). TXOPlimit ( transmission opportunity limit % #r

HATEAH] ) VAR ack-policy (ACK ¥ ) .

AIFSN: WMM 43+ R F) AC T vABL B R 49 NS 450K, AIFSN ALK, B P eSS
LGLESS

ECWmin #» ECWmax: X BN RE T -F ¥R E, HAAAAK, A P 49T ¥R
AR,

TXOPLimit: AP —XKFE4&mH/E, TEAREMRRK, IAMAEK, AP —KELA
WEER KK, R0, NEREAFESE, REEE—NIRL,

ack-policy: A normal ack(F %)= no ack( R AL &) P Ff R -, k4 # noraml ack.

SRS E A ARG R, Lonfe b ABHEALEMIAT, AR EE, YFETREERTRF
FERFHTEN, EFEST 2GR A MEPAFRE AR TR, RS RBBGAZ T EE)
12, FF4eRERL,

LR

1.3.3 B & 51 SRR

SPIURSERR P AT DABC B AR L S A SR R A S TR E WMM
B, HAAIRE T WMM B S AASEAR A" ] LA SR 5 -

BRESR

$B1 HATH S system-view, AN RGIE.

PR2 T

4 wlan, HEA WLAN #K.

S 3 HATr 4 radio-profile { id profile-id | name profile-name } *, Tt & 5 SR .
SRR B D Je AR N TR 2 55008 1 Bl C A BRI
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1 WLAN JEAND 24 E &

AT T4 display radio-profile { all | id profile-id | name profile-name }, x5 S AR B

H IR
[Huawei-wlan-radio—prof-radio—profile-1] display radio—profile name radio—profil
e-1

Profile ID 01

Profile name :radio—profile-1

Radio type :802. 11b/g

Rate mode rauto

Rate (Mbps) 154

Channel mode rauto

Power mode rauto

Calibrate interval (min) 1720

PER threshold (%) 130

Conflict rate threshold (%) 160

RTS/CTS threshold (Byte) 12347

Fragmentation threshold(Byte) 12346

Short retry number limit 7

Long retry number limit 4

Support short preamble :support

DTIM interval (Beacon interval numbers):3

Beacon interval (time unit)

WMM profile ID
WMM profile name

11000

$B4 (A% PATHr4 radio-type { 80211gn | 80211b | 80211bg | 80211bgn | 80211g | 80211n },

Pic S AR (10 S S AR

IR T %M A SN SRR B i SIS, i 2o KIK.

PS5 (i) HATHr 2 rate auto max-rate rate-value { rate_1 | rate 2| rate 5 5|rate 6 |
rate 9 |rate 11 |rate 12| rate 18| rate 22 | rate 24 | rate 33 | rate_36 | rate_48 |
rate_54 }, WNCESIUBNRIEESHL.

$B6 (i) ATHT2 power-mode { auto | fixed }, i & 5 AR 11 T F A
SAETEIT, DhEBCN “auto” , RIS ANREMEAR P S WA EE B Bk F— S iE et

1T, EHMRE.

SB7 (A[iE) #ATHr4 channel-mode { auto | fixed }, it & S SRR (115 8 AR 2
BT, (FIEEACN “auto” , BRI IREREAR B SRS B ik H— NS IE 518

BEATIREE, o T dRE

S8 AT wmm-profile { id profile-id | name profile-name } , J3 5 AR L 2 WMM #

B
(10 338

RAHET WMM B A SRABAR A 7T AR ST G2

s

1.3.4 1E54 55 _E 48 E 5 SR

TR ESTIRRE SIS, 05 e, SRR 2 Ko BT B S i

BRES R

$B1 HAT 2 system-view, N RGIE.
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1 WLAN JEAND 24 E &

H1B 2 ST 2 interface wlan-radio 0/0/0 , 3 NSHHIALIE .

=3

)

AT 2 radio-profile { id profile-id | name profile-name \, J3¥& 7€ 5 W40 52 S AAAR

-

1.3.5 (A[i%) BLE AP Si3EiE&E

AP [F5IgEJ5 R AL R S A8 2 BRI S D il o

de =
B=RIao
1 WLAN WZEH1) AP 25 50k, B BRI BHES &1 8 o5 22T, AP 2 B TEAS:
DU 28 v A A 7 i SRR AR AR IR T A 1.
BRIES T
$BE1 HAT 2 system-view, N RGIE.
HIE2 4TS wlan, #EA WLAN #LKE.
$I; 3 1T 4 radio-profile { id profile-id | name profile-name } *, e B ST o
SRR B R Bl e, R P I 2 A E BB N A
$IE 4 U714 channel-mode auto, [ E +5 & S (115 BN A, XFE AP g
AR I A B B B AN A G R E TR, TR H P fEE.
£ WLAN %I4T0, AP & B HAYEN &M 25205, DURIRE /A58 AP {518 DL A
[ %% AP {518 .
TS5 PUT1r 4L power-mode auto, HC'E T S WM ) DR B8R, IXFE AP BE
AR B A B Bk B AN A IE A TS, TR P RE.
£ WLAN W12 1T 0], AP < A HAYEREELR G B, FIW2 A5 77 2038 AP Hf&imTh
K, DLSgHETE 55 WLAN X5,
FB6 T2 calibrate-interval calibrate-interval, BT E SRR F K5 A0S H0H AL H
W, B3 AP AN R EEL .
WAL H W& A TSR 7 2 R DAL T4, BCE MR GE, 3z e
5 IS R [R5 A 5%, R S5 PR B AR U A 3 R AR
-5
1.3.6 fEGHELR
WLAN S AELE )G, A A WLAN SR A A5 &
BIETER
FB1 P74 display wmm-profile { all | id profile-id | name profile-name }, 15 WMM A
G5B
S 2 T2 display radio-profile { all | id profile-id | name profile-name , 75 $HEIRAE
%\ o
CRYFRAS 01 (2012-04-20) BRI E 8
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it B 45 F-WLAN 1 WLAN FANMV S &

S 3 T2 display binding radio-profile { id profile-id | name profile-name }, #1718 E 5
SRR R E R AR

ST 4 PUT1r4 display actual channel-power interface wlan-radio0/0/0, 775 477 S<Fr 1518

FHTZAH
$5 P74 display radio config interface wlan-radio0/0/0, 7 S 24 Ay ic & 15 B .
%W

14 BEELEZHAPIEN

AP IEH TAEJG, AP MR VAP IS HICE 1R Bta HI 7 ANF ML 55

141 BB EES
ERCE WLAN MEZSRT T i WLAN NS Y FHERES . R B AT S A B HE %
[ IR
F P ARG T2k T R AN DUK S I, 77250 & WLAN L4 . WLAN M55 HIRC & i FE
20 1.2 AR1200 SZF7 ) WLAN 80— 1 “WLAN AR E R 4.
BT
TERCE WLAN LSS 287, T bL R L5
® WLAN i &l &gk, HAKiES I 1.3 EiEE WLAN S,
HipHESE
7ERC E WLAN VS 2 /i, FRdEse DL #dk .
F5 g
1 WLAN-BSS # 0 %5 .
2 GAENMATR (i) W ID. IR 2%
A, AT AN BB A
® WEP JLEBHINIF: SPNE. HPHRY|
® WPA/WPA2 2% IAIE: SHHE
® WAPIAIF: AC MUEPB 3. AC E A 2 (1E
FLLL ASU [FUEH 0. ASU JR45 #3160 TP bk
(Al%) BK EF b/ A E e, (afik) MSK
SEOFT ARG . MSK SEHTHR SCHUR MSK 25 4H B S i S
EARE (AJ3E) R A5 AR 58 ) i SC 1) dE AL A
3 WA AR, (%) WER ID.  (A[E) up-
map-8021p WL,  (AIE) 8021p-map-up WLF{H
CRJ3%e ) 3 S PR R
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Huawei AR1200 F 514 i#% 1%

it B 45 F-WLAN 1 WLAN FANMV S &
FE iz
4 MRSGELFR. (A REC4E ID, 48 & i 4
FR/AD. 4552 3 SR 44 Fr /1D
5 YEE RS EALFRID.  (W3%) WLAN & 5|

1.4.2 fit& WLAN-BSS 0

TEEAMA 802.11 R HNE AP Ji, 72k WLAN-BSS £ DR 0% S WLAN LS4k
FEAEL, WLAN-BSS £ 1 F 0] DARC & 82 e . #5:0 S rAIE T A&ES 4.

e B =

B R1I=I 56
WLAN-BSS J& ) 28 1, RLT hybrid R )2 LRI L, B )=
@Y, JERIELE 2 =L
B WLAN-BSS #:H 5, W EAERS 5 T IhE i1

HRIESR

$BE1 HATHr 2 system-view, N RGIE.
HIE2 T2 interface wlan-bss wlan-bss-number, % WLAN-BSS #:1,

$IE 3 T2 { dotlx-authentication | mac-authentication } enable, [it' % WLAN-BSS %11
AR AT
RARTY

O RN ZAFREF WPA/WPA2 dotlx FAGE, 6504 2 T AT dotlx-authentication
enable .

® o R AR KA WPA/WPA2 PSK tAGE, FE #AT dotlx-authentication enable 474~

® mac-authentication 2 #tf= WPA/WPA2 PSK #4442k JHl, BF WLAN A 7 &5, L#tAT
MAC FAGE, Fi#t4T WPA/WPA2 PSK FAGE,

S 4 PUT1r4 dotlx authentication-method { chap | pap | eap }, i dotlx HJAIUE 75,
BRATEO T, ATH chap TAIEJT 5.
(0 35em
dotlx #9iAIE X4 chap A& pap if, X IFEE 3% 1 FT/E4) guest-vlan F= restrict-vlan.

FE5 (k) T2 dotlx authentication domain domain-name, ] T-4£ WLAN-BSS #: 1 -
4hE AAA Ik,

s

1.4.3 BLE R 2R

LB PN WLAN 9 25405 1) 22 4 S

SCRAFEA 01 (2012-04-20) LA I 1 10
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Huawei AR1200 F 514 % e

e & 45 F-WLAN

1 WLAN JEAND 24 E &

WLAN 3 N2 5650845 4 Fh, 205 WEP AIF. WPA TAE. WPA2 TAUEFT WAPI 1A

iIEO

FTIE1 PATW 2 system-view, FHEANRGAE .

T2 HITme
PB®3 PaTmL

.

%> wlan, A\ WLAN #1K&.

% security-profile { id profile-id | name profile-name } *, Wo & F RN 22 45

BB O 5, 2 e

® [T WEP: A5 Bl E A IR oA E Ty X+ %5 4H
® X T WPAL: SAEHLE A 802.1x+PEAP UwEﬁfUTKIP dm naJ7 1
® X[ WPA2: HRAICE K 802.1x+PEAP AilF 7 RACCMP #dfi in 2% 5 =
® NI T WAPL: L4 E A WAL AIF 5 R+WPT Bl hn s 5 .

B4 il E P AR
® WEP JF/LARSINIE

2.

AT T4 security-policy wep , Pt %4 5KIE N wep /73,

AT S wep authentication-method open-system [ data-encrypt |, fict &
WEP JF RS INIIE .

L WEP /\%uﬁﬁﬂtﬂﬂ

PUAT 4 security-policy wep , FC'E %45 A wep 7o
?;MT 7% wep authentication-method share-key, P& ] WEP L5238\

?}MT 74 wep key { wep-40 | wep-104 } { pass-phrase | hex } key-id key-value,
o WEP L= %4,

WEP-40 7 F: 10 /bl 5 4> ASCIL F4F; WEP-104 7730 F:
AN HERIELE 13 4> ASCI 74
AT A4 wep default-key key-id, Fic& WEP fif I ({150 & 5] .

WEP {JE PR LIRC & 4 4>, AEVAESCE I i g A, A s dr & ki
SEAL I — A5

® WPA/WPA2 AiIF

PAT A4 security-policy wpa , it & 2455 A wpa 77 3.
HUT 74 { wpa | wpa2 } authentication-method dotlx { peap | tls } encryption-
method { tkip | cemp }, Fit'E WPA/WPA2 i ] dotlx TAIIE 7 2CRAH N s T
it o
(AARET:
e RN L2 F % KK WPA/WPA2 dotlx FAIE, 56/ WLAN-BSS 41 FH#AT dotlx-
authentication enable .

PUAT A4 { wpa | wpa2 } authentication-method psk { pass-phrase | hex } key
encryption-method { tkip | cemp }, fC'E WPA/WPA2 i i 32854 ik J7 5K

AR (2 7 28
SCRAFEA 01 (2012-04-20) LA I 1 m
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Huawei AR1200 F 514k % i e

e & 45 P -WLAN

1 WLAN JEAND 24 E &

® WAPIAIF

1.
2.

R

AT 4 security-policy wapi , & %4 50E 4 wapi /73,
AT 74 wapi authentication-method { certificate | psk { pass-phrase | hex }

key }, TC'E WAPLAE ] AAE T e

WAPI FJIETT sSCRREE TR N TP = 28 g, 5 1] P e T it
PN, AL Y.

AT 4 wapi import certificate { ap | asu | issuer } file-name file name, TN\
AP WUEF S AP UEFS A A UEH LS ASU HJUEH SCAF.

AT T4 wapi import private-key file-name file name, FN\ AP TG SCAE

PUAT 4 wapi asu ip ip-address, FCE ASU %5251 IP Huht,

CRIE) AT F dr 1B WAPT 1240

- PUUTHr4 wapi { bk-threshold bk-threshold | bk-update-interval bk-
interval }, BLE BK SOBrEING. A H 70 .

BRATEHLT, BK HJEET ARG A 432008, ZEAF-HIE 70l 70%

- PUTH 4 wapi { msk-update-interval msk-interval | msk-update-packet msk-
packet | msk-retrans-count msk-count }, HC'E MSK HBralB%. MSK Bk
SCHCRT MSK 5 FH P 15 4 SC AL I
LT, MSK S 3T RIBE A 86400s, MSK SEHiHR SCHCh 10000, MSK
I R AR SCEAL IO 3 K.

- $ATHr4 wapi cert-retrans-count cert-count, Tt IE TS IAUESE IR S EAL
L
BTN, EARKECK 3 K.

- #4774 wapi { usk | msk } key-update { disable | time-based | packet-
based | timepacket-based }, FCE WAPI [f] USK FI MSK (15 5 /5 =,

BB EBL T, USK A1 MSK #5235 1IN [ 527 o

1.4.4 BL B R ERMW

it ENHA VAP E IR E UL T L S A0S D RE, B A BV A AR
IR E BUIRFSEE A

RMESR

$B1 AT S system-view, ARG .
FE2 PUTHS wlan, AN WLAN #LE .
$B3 AT traffic-profile { name profile-name | id profile-id } *, Wt & I BHHR .

EBROE I G, BN S EI A . ST 4 display traffic-profile { id
profile-id | name profile-name }, X7 25 & LG BCE o

#A A Traffic B “traffic-profile-17 4T & 1

[Huawei-wlan-view] display traffic—profile name traffic—profile-1
Profile ID 03
Profile name . traffic—profile-1
Client Limit Rate : 4294967295 Kbps (up)

1 4294967295 Kbps (down)

SCRYRRAS 01 (2012-04-20)
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Huawei AR1200 Z 414V % iy 4%
it B 45 F-WLAN 1 WLAN FANMV S &

VAP Limit Rate 4294967295 Kbps (up)
;4294967295 Kbps (down)
802. 1p Mapping Mode: mapping

User—priority 802.1p
0

N OO WD~ O
N O Ol W

802. 1p to User—priority Mapping List:

802. 1p User-priority
0

N OO WD O
~N O O W= W DN —

Tunnel priority(up) Mapping Mode:ToS(inner) to ToS (outer)

ToS (inner) ToS (outer)

N OO WD~ O
N OO WD O

(1 ssem
STA % 89 802.11 3R L 3@ i AP #HAVA KM ET, T 245468 5% 802.3 R, X B8] 7T vA RIATAL

SRS, TR R 4 VAP X E RRI A9, R4z UP (A FARER) w24t
%

802.3 Rd it AP 45K % STA I, #h4E4 A% 802.11 4R, A ¥ 44 UP TV 44 DSCP. CoS Bt
Hmk, REHASEELE.
T

1.4.5 it & WLAN BR& &
R554E (service-set) JENV45 2 FI B SEEE, RSN YL E AR AR o

RIR S
2 AR B DML e

de B

B 5§l1FJIL»
MRS SHES . e RieE AP Mfs e Lt BREE A 1k
5 SN H BN TNV 25 ThEesE4R VAP (Virtual Access Point) .

SCRRRAS 01 (2012-04-20) Sy LA TR (5 S 13
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Huawei AR1200 F 514 i#% 1%

A& 5P -WLAN 1 WLAN A 55 ic &
HRIETR
L1 PAT 2 system-view, FANRGAE .
$®2 44 wlan, BEA WLAN #LE.
HIE3 AT T4 service-set { name service-set-name | id service-set-id } ¥, BB IRSHE .
$EEA PUTA 4 ssid ssid, $7E RSN SSID,
5 (Aik) PATAr4 ssid-hide, FLE Beacon Wi [ SSID.
$I® 6 1714 security-profile { name profile-name | id profile-id } *, 455 N 4902 2 M
HIE7 4712 traffic-profile { name profile-name | id profile-id } *, 555 N 45 5E i EHH .
(10 356
TRS 46 T 9080 2 B AT AIL, AR 2RSSR a9 FTA R P ALHE .
HIE8 PATM A wlan-bss, 54 T e wlan-bss #:11,
1.4.6 BCE VAP
VAP & AP I, 5 VAP G2 IS HESEAE N VAP KIS H i T k3] AP, AP AR¥E
VAP [t & (12 HER 45 P A A5 .
AR &4
o JREHHECAIE TR, HAE S W 1.3.4 7RSI EGR 2 SR .
o JREECAUEIMEFSH, HIAES N 1.4.5 BLE WLAN REE.
BRER
VAP J& AP LINES5 Dfescfk. HIal LAE AP (55 QI RN VAP, il
AP RIS 2858 M55 SEFRHIUSEAR, 5t T LG4 VAP,
RI1EY
F$E1 #4712 system-view, HEARGHE .
HE2 P74 interface Wlan-Radio 0/0/0 , i A5 440K .
$IE3 #4712 service-set { name service-set-name | id service-set-id } [ wlan wilan-id |, 955 Ik
Kt
L
147 BERELF
WLAN VSR E S8 G, AT LA R WLAN M55 HHOC I EL B AE B
HRIETR

TTE1 PUTHn 4 display vap , A VAP 15 E.
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Huawei AR1200 51V H o5
it B 45 F-WLAN 1 WLAN FANMV S &

S 2 T2 display security-profile { all | { id profile-id | name profile-name } [ detail ] }, ¥
B LEBRE

S 3 T4 display traffic-profile { all | id profile-id | name profile-name }, &F i mALMIE
S

S 4 T2 display service-set { all | id service-set-id | name service-set-name | ssid ssid }, £t
BIRGSHER R

s

1.5 4P

I WTEAL AP

1.5.1 8L AP

M AP TAEARIEH I, Wl fes 20 R AL .

%%1%1&»

Zﬁ&%

AP Z 5Pk &, FiE IR A .
RESE

1 PATIA system-view, FANRGAE .
$E2 #4764 wlan, #EA WLAN #LE.
P$BE3 HATHr S ap-reset , HEAT AP H A7,

s

1.6 BC & 254

1.6.1 B2 B WLAN E & &=l

LH M Tk
W 1-3 frows, AMAEH WLAN $.AR 4 H P8t i o gk RS . Hor, AR1200
184 FAT AP, $24tH P IEZ2 N Internet ThRE, [A]IN4F 4 DHCP Server %5 111 ) 4> il 1P
Hdik.

SCRRRAS 01 (2012-04-20) B AU 2545 E 15
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Huawei AR1200 R 414V % by 4%
it B 45 F-WLAN 1 WLAN FANMV S &

1-3 Bt & WLAN E A&l &R~ FIE

—

" VLAN 100 .

/// \\\
{ STA1§J\C \

\ /
\

Network

\

\\STAZ®Q/ S Router
S~ (FAT AP)
RADIUS Server
FT 11 BRI X &
EEIN g
WLAN fili%% WEP Open-System A, AN
A 5545 ® Name: Huawei-1
® SSID: Huawei-1
® WLAN fE#:17: WLAN-BSS 1
WLAN H / VLAN VLAN: 100
AR1200 1 [E %14 CN (H[ED
DHCP fl %5 %% AR1200 1§ DHCP HR454%, M H P o fic il
VLANIF100: 192.168.0.1/24

(TR 85
AR1200 4 FAT AP, $2ft WLAN JEAC b /L4 (i B g T
1. FdE ARI200 [FEATHRE, WHGHCE F XK 15. DHCP Server, SEHLAH A Z0Ac IP Hb
HEIhRE .
2. TCHE WLAN-BSS #:H, FFERSEE Pz, seal oL sc )ik AR1200
JEBE 1% A WLAN MV 45 Ab B He T g o
3. BCE AR1200 PR RS AR, ARSI e iz iR, SEEL STA 5 AR1200 2
B8] ) TC kil 5 2B &
4. JiL'E ARI200 XN IIARSSEE, FHAEMRSS S FE8E 2. BRI, S STA
Fie N W 24 22 4 TR J2 QoS FE il
5. JRE VAP, SZHL STA 53] WLAN M4 IIfE .
BRIES B

1 HE ARI200 [FFEATHAE,
#ICE AR1200 B E K05, 750 R #E .

<Huawei> system—view
[Huawei] wlan global country—code cn

#0114 VLANIF £ 10, FBCE P HhbAE D B & — 280, fii5e DHCP IR Dhfg. 4%
1 VLANIF100 4 STA Z3rfic 1P k.

SCRAFEA 01 (2012-04-20) LA I 1 6
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Huawei AR1200 R 414V % iy 4%
e & 45 P -WLAN

1 WLAN JEAND 24 E &

[Huawei] dhcp enable

[Huawei] vlan 100

[Huawei-v1an100] quit

[Huawei] interface vlanif100
[Huawei-V1anif100] ip address 192.168.0.1 24
[Huawei-V1anif100] dhcp select interface
[Huawei-V1anif100] quit

it & WLAN-BSS 17,

[Huawei] interface wlan—bss 1
[Huawei-Wlan-Bss1] port hybrid tagged vlan 100
[Huawei-Wlan-Bss1] quit

B AR1200 F 3 (54
HE AN “wmm-17 [ WMM Bb, S58B4 e .

[Huawei] wlan
[Huawei-wlan-view] wmm-profile name wmm—1 id 1
[Huawei-wlan-wmm-prof-wmm-1] quit

#EIEY N “radio-17 RS HTRUR, F0E WMM B “wmm-17 .

[Huawei-wlan-view] radio—profile name radio-1
[Huawei-wlan-radio—prof-radio—1] wmm—profile name wmm—1
[Huawei-wlan-radio—prof-radio—-1] quit

ISR “radio-17

[Huawei] interface wlan-radio 0/0/0
[Huawei-Wlan-Radio0/0/0] radio—profile name radio—1
[Huawei-Wlan-Radio0/0/0] quit

N AP XA ik 5545 «
#O1) g 2 AR
G AN “security-17, INIEALECA WEP WAIE, FFBOAIE,

[Huawei] wlan

[Huawei-wlan-view] security-profile name security-1 id 1
[Huawei-wlan—sec—prof—-security—1] wep authentication—method open—system
[Huawei-wlan—sec—prof-security-1] security—policy wep
[Huawei-wlan—sec—prof-security-1] quit

#ILE QoS T, B AR o
TR N “traffic-17 , ZECRHETCE

[Huawei-wlan-view] traffic-profile name traffic-1
[Huawei-wlan-traffic—prof-traffic-1] quit

#EVEMR S EE, IR TR & 2 i . WLAN-BSS #H.

[Huawei-wlan-view] service—set name huawei-1
[Huawei-wlan-service-set—huawei-1] ssid huawei-1
[Huawei-wlan-service-set—huawei—1] traffic—profile name traffic-1
[Huawei-wlan-service-set—huawei-1] security-profile name security-1
[Huawei-wlan-service—set—huawei-1] wlan-bss 1
[Huawei-wlan—service—set—huawei-1] quit

it & VAP,
HAG A 0 5 k554 “Huawei-17 o
[Huawei] interface wlan-radio 0/0/0

[Huawei-Wlan-Radio0/0/0] service-set name huawei—1
[Huawei-Wlan-Radio0/0/0] quit

A
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Huawei AR1200 414V % d1 2

e & 45 P -WLAN

1 WLAN JEAN 45 it &

PE6 WiFMES R

Ao & 3

Toe AN T LIS 31 SSID A7 4 huawei-1 ) WLAN 4%,

] WLAN MRS .

s

#
sysname Huawei
#
vlan 100
#
dhcp enable
#
wlan global country—code cn
#
interface Vlanif100
ip address 192.168.0.1 255.255.255.0
dhcp select interface
#
interface Wlan—Bssl
port hybrid tagged vlan 100
#
wlan
wmm—profile name wmm—1 id
1
traffic—profile name traffic-1 id
1
security-profile name security-1 id
1
service—set name huawei-1 id 1
wlan—bss 1
ssid huawei-1
traffic—profile id
1
radio—profile name radio-1 id 1
wmm—profile id 1
#
interface Wlan-Radio0/0/0
service—set name huawei-1
#
return

TSR By UIE R
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Huawei AR1200 R 414V % iy 4%
it B 45 F-WLAN 2 WLAN %4 &

2 WLAN &£ £l &

XTARE

N AP B WLAN 224k i g 7

2.1 WLAN 4> fi 4

2.2 AR1200 SZFF[] WLAN 245

AR1200 SZHF[F) WLAN 2R PG N 2% & BE . STA(Station )58 [ 44 558 2 i
FH P b 2 2

2.3 [ E F PN A TR

T 4 N 2 4 SR s DR 4 o) 28 17 D R 1 FH P 2 N WLAN ¢ 25K G 7 20

2.4 il & STA B4 5
JBRIACE STA AL AThfe, SCHIER A, BRI IHEHIED AP R STA 2N WLAN
2% o

2.5 FE 7Rl
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Huawei AR1200 Z 414V % iy 4%
it B 45 F-WLAN 2 WLAN %4 &

2.1 WLAN &Z£{E5 4y

H T BUFI AR N4, TSP e ST 802.11 WIE 1 i g 2 AL
ZAVEET 802.11 AE WLAN MG LU R LR #ERE . WLAN JR45 1)
B e A FH P HEGAIE

FERINEA R
® JFIASINIE (Open System Authentication)

TR GENUESE S AT AODERL ], o B ) B AR S, BIANTAIE . 2R

UESRAE B BN TR GEAIE, WP AR SRR 2 s A 2 Tl A IE . THBCGRSEA

[IREEAT w2

L SR b AR AR K 5

2. AP o) ] DUE R A BEALE, I 1) Jo % ) il A UE S5 R A
“hy(;]: ” R

2-1 ARG 2

</ o)
Client AP

Authentication Request

I

>
I

Authentication Response |
I

I
I
I
I
I
-t
I

N,

® LEHIAUE (Shared key authentication)
LB HVE BRI BCR G E LA 53 b —FiAuEA L JL 2B IR R 20 2k
A Sy FH G2 T % i 10 A [ () L == 35 £
B VR A UE L A«
TCERTR v 46 ) Jo 4k e 45 ity AOE AR =K, ToZk ik #eum s BAL = A — A
Challenge £, (El—AMFERFHER) KIRGEE ) i
TCEA P i e K FM R ) 45 B 85 VLR v S, BN I IR 45 G
SR E TS
3. WA IR ENZIE S, R PR S, SRS IS AT R R
SIS % P i () A HR EAT LR
WIRAHIE], D 2 P s A o2 e g v AH R IR 2L 2% 8, Bad IS T Shared
Key WAilE, 750 Shared Key TAIE KM

= OROE R

~

—_\

N
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Huawei AR1200 Z 414V % iy 4%

e & 45 P -WLAN

2 WLAN %4 &

B 2-2 HZHHINETE

< o

Client AI|3

>
Authentication Response (Challenge) :
-

| L. . |
(Authentication (Encripted ChaIIenge‘I

: Authentication Response (Success) 'l
-
[ |

WLAN BREHMERERE

R P#EENIAE

FIXS A LM%, WLAN MEEAEAEAE 5 AR M E 22 4 ) . 72— AN DX A R B 11
WLAN BRI —AMERB Y, I R AR G AL A BE AT RIS 4 s fR e, Al
FI BB 2 Kl in, I AL 2 WLAN S5 N K2 42

802.11 WhBAERI) Tt vk WLAN (22 4xfn) i, 32 (10 )5 30 0 R Bt SC AT n
DRUE AT 52 B8 T USRI (KR ST i o oA ) i 8 BRLAR AT DAL 31 Bcdfa 41
3, ARG iR AT N, JERO BRI SO, IS T WLAN $odfa 1) 24
PEGRY o

H BTS2 7 20 RC4 . TKIP % Fl CCMP Jn% .

PSK AiE

PSK WAE 75 BLAE TG ZR 28 7 iy A2 24 i c B AH [R) PO P 224, %M [H], PSK

FNINE ST W2 AE, PSK N AUE R

802.1x IAIIF

802.1x PN —Fh I T-uim I A W e AN F I B o T T0m G IR 484 N3]
BTE WLAN 2 N A& 13ty X — 26 BT N 1 H P W & AT OIE RIS ) . JERAE

g B PR W R BRI A E,  nT BATS ) WLAN A3 ds; WA geam it

NIE, TGV ) WLAN A 8 5

MAC N\ IAE

MAC HidiE A GF & — PP T35 R MAC bk ek 7 60 99 28 7 o) A3 SR 31 742 B0 (R

WV, AT IR A 2 i A o WA ORI 2 I MAC Huhk

PG, BIE sz 5 A IE A

2.2 AR1200 #5789 WLAN Z£4514

AR1200 SZRFI) WLAN 2 A PR AR N 2 S0 B B, STA(Station ) 1 44 FLE HHL K
R b e e B

BARERIER
H N 4 i B B PR 85 UL T B N WILAN B0 R RARE I7 3K
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e & 45 P -WLAN

2 WLAN %4 &

STA RARE

RRREE

AR1200 3 #F WEP (Wired Equivalent Privacy) « WPA (Wi-Fi Protected Access)
WPA2 1 WAPI (WLAN Authentication and Privacy Infrastructure) PUF2 N 22 4= 50 .

AR1200 il DK STA IIA R 44 1AL, XF STA B AR A TE .

o flfEEAZRIIAE)S, WR STA ULECEZ Hs, W% STA ikl L AP, Wi
T 8 Tk &%

o [IREAILMAINRE)G, W STA VUL (142 %43, Wi% STA nf LACHL b AP, M
Vi) TCER &%, TTANAE 4 5N I STA B IGE1 In) JTEZE 2%

MBS DI RE AL TR SRR R[] —A> AP BT JoZe 1 ) Z IR AR SCH AN RERE A,
MIAETC L] P 2 [ AN RE BTl ]

ARI1200 ZFFE AF RS EE R E B8 2 . M AF WLAN-BSS [ e B g 11 55 25 oy
X, SEPORECR A — AP _LTCE I 2 TR .

23 EERAFPEANRERRE

Bz R EREE

HiEkES

C B N 2 2 SR VAR 19 2% 155 DTS T P N WLAN B R JH R AIE 7 5

TEE SRtk b iy AR TE TR i, AR BGE A RE AR A 2 MRE T 030, TP o B
MBEEOF K. A T AR RBEBUT A RS, WLAN el 17— 2oz dams. R
P 22 PO, T AR PEAN A IR 22 42 5RO

® WEP LI AR TT 5, AAAE—E M X, TN A 2 4 ERAN s KT
B, W, Rk,

®  WPA Il WAPI 4 4 VER w2 2 5, v RGR BB R 12 R

FERCE AN LA 20T, A DU Hodls .

Fs 36

1 ZAABRAFR,  (A[ik) LB ID

2 WEP L2354, S8R 5|

3 WPA/WPA2 L= %541

4 o CRMILZHEPIIAIE) WAPI JLa5 4

® CERMIUFTIIAE) AP FRIAIE-P SO SO AP HIE
PoaiiAn A LA ASU BIRF PR cfE4 . ASU Jilks
21 1P Hidik .
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Huawei AR1200 51V H o5
it B 45 F-WLAN 2 WLAN %4 &

HE
5 (1) BK (Base Key) Hgrialbf. 4781 2 bbs

MSK FEHT IR BE . MSK 5284 SCHURT MSK 57 3 i
SCEALYRE UEPIAE % 597 S ) T AL B

T
Jio

BRIES T
$BE1 HATS system-view, N RGWIE.
HE2 4TS wlan, BN WLAN #LKE.

$HIE 3 P T4 security-profile { id profile-id | name profile-name } *, HC'E 77 82N 22 44
e

BR BN )5, I E W T
® X WEP: @A BB A IR GEAIE T X+ % 5
® X[ T WPAL: H4AHCE N 802.1x+PEAP AilE Jy A+TKIP 3 i )y X
® X[ T WPA2: B4HIE N 802. 1x+PEAP AIE J7 \+CCMP #di i J7 X
® X T WAPL: BLATLE N WAL WAL s+ WPT $iii i 2 5 X
PR 4 UE STl R
®  WEP I ARSIAIE
1. $UT#r4 security-policy wep , Ht & 24 %M A wep 3.
2. AT 4 wep authentication-method open-system [ data-encrypt |, FC & fif

WEP JTI R GEIIE .
® WEP L PNk
1.  $ATHr% security-policy wep , Wi & 224 50& 4 wep J7 20,

AT
AT T2 wep authentication-method share-key, P {1 ] WEP L2258\
)LIEO
3. T4 wep key { wep-40 | wep-104 } { pass-phrase | hex } key-id key-value,
o WEP (L= 4.

WEP-40 J7 R 10 M Nifilalias 5 4~ ASCIL #4F; WEP-104 J77:UF: 26
AN HERIEE 13 A ASCI 45

4. T4 wep default-key key-id, & WEP 1 F 135451 .

WEP 20 AL E 4 A, FEAIEEE I iy AR —AS, A by &k f8
SE AT W — N 2541
® WPA/WPA2 TAiF

2.

o

1. T4 security-policy wpa , it & 224 5K 4 wpa J5 3,

2. AT 4 { wpa | wpa2 } authentication-method dotlx { peap | tls } encryption-
method { tkip | ccmp }, FC'E WPA/WPA2 18 [1] dot1x TATIE 7 2RI R (105 5
:Eto

SCRAFEA 01 (2012-04-20) LA I 1 23
WKL AT © HE A AAT IR 7



Huawei AR1200 F 514 % e

e & 45 F-WLAN

2 WLAN %4 &

3.

(AARTT:

o RBN G R RK WPA/WPA2 dot1x AGE, 5670/ WLAN-BSS 41 F#4T dotlx-

authentication enable .

WPA 5 WPA2 IAES) R & L2 A INAEMPERIME RN L, oM EILFEA £5].
AT A4 { wpa | wpa2 } authentication-method psk { pass-phrase | hex ! key
encryption-method { tkip | ccmp }, FCE WPA/WPA2 i ] H 2% 8 A GE 77 54
R S ) s 77 2

® WAPI AIF

1.
2.

TR

HRERELR

AT S

AT 4 security-policy wapi , it & %4 50E 4 wapi /73,
4T 174 wapi authentication-method { certificate | psk { pass-phrase | hex }

key v, BC'E WAPIAEH AL 720
WAPI [FJIAUE 7 USRS TR A3, T L= 8 g g, Y 1] P e 2 1wt

RPN, ST Y.
AT 4 wapi import certificate { ap | asu | issuer } file-name file_ name, TN\
AP WEAS ST AP UEFS A AUE+ LS ASU HJIEH SCAF.

T4 wapi import private-key file-name file name, ‘SN AP RSO

AT A2 wapi asu ip ip-address, T ASU 45251 1P Huhk,

(AIE) PUATUN N Ar %1520 WAPI (1244

- #4774 wapi { bk-threshold bk-threshold | bk-update-interval bk-
interval }, FLE BK SOBrEIFG. AAE A 7 L.

RO R, BK TR A 432008, AEAF I 40l 70% .

- $UUTHr 4 wapi { msk-update-interval msk-interval | msk-update-packet msk-
packet | msk-retrans-count msk-count }, Hi'E MSK HFral%. MSK Bk
SCHECF MSK. B8 AH B R R SCEAR ICE
Bt ., MSK BB A 86400s, MSK SBHR SCAk 10000, MSK
P AR SCEAL I 3 K.

- PUT 4 wapi cert-retrans-count cert-count, Wt B E T IAE4E 5 SC 1 AL
BRAENEOLT, EARIREC 3 K.

- 4774 wapi { usk | msk } key-update { disable | time-based | packet-
based | timepacket-based }, HCE WAPI [f] USK FI MSK 15 8 /7 =,
BB R BL T, USK I MSK #8231 1o 7] B

display security-profile { all | { id profile-id | name profile-name } [ detail | }, ¥

& HC B 2 e BRAE .
A AR TR A S

<{Huawei> display security-profile id 0 detail

Profile name clw
Profile ID : 0
Authentication . Share key
Encryption . WEP-40
Service-set ID SSID
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100129796_9300
1 100129796_93002

WEP’ s configuration

Authentication . Share key
Encryption . WEP-40

Key 0 o sekslokek

Key 1 : Empty

Key 2 : Empty

Key 3 : Empty

Default key ID 0

WPA’ s configuration

Authentication : WPA 802. 1x + PEAP
Encryption . TKIP

WPA2’ s configuration
Authentication . WPA2 802. 1x + PEAP
Encryption . CCMP

WAPI’ s configuration

CA certificate filename —
ASU certificate filename —
AC certificate filename —
AC private key filename i
Authentication server IP —

Authentication method . WAPT PSK
WAL timeout (s) 1 60

BK update interval (s) : 43200

BK lifetime threshold (%) 2 70

USK update interval (s) : 600

USK update packet (k) : 10

MSK update interval (s) 1 86400

MSK update packet (k) : 10

Cert auth retrans count : 3

USK negotiate retrans count : 3

MSK negotiate retrans count : 3

USK update method : Time—based
MSK update method : Time—based

24 E STA ERZE

AHCE STA BAXPIIRE, KO ERTEHHERIEAS AP R STA #2\ WLAN
CE

Bz 3R

H P AR E R L STA ANfEV i) WLAN M2%, Al LUEB LN STA B4 p L, i
RS STA V5 10) WLAN M5, m UK H N STA A4 AR F .

BT
FEMCE STA ML [T, FHogHbl FL4
® WLAN [REARDIAEC AR E Sk, RKiES I 14 BELLH P EAN

BiEEE
{ERLE STA AL LT, s LT 4.

SCRAFEA 01 (2012-04-20) LA I 1 25
BRI © S0y BARAT A



Huawei AR1200 51V H o5
e & 45 P -WLAN

2 WLAN %4 &

563

)
Jio

1 APID 5. STA ] MAC Huihik

RIEP R
LT PATI 2 system-view, ARG .
P2 HUT4 wlan, A WLAN LA,
T3 LEHRAAE
o [iLEEHMH
1. #IT7r4 sta-access-mode { blacklist | whitelist | disable },
Bl blacklist.
BT, STA # AFEHIE. disable.
2. PATH 4 sta-blacklist mac-address, BL'E STA B4 HL,
o MEALER
1. #4714 sta-access-mode { blacklist | whitelist | disable },
BEACh whitelist.
FATEOLT, STA SAFE IR disable.
2. AT S sta-whitelist mac-address, BCH STA 4.,

—HETR

KBEREER
® T4 display sta-access-mode , 7r7& STA A HIF .
i) STA FAFEHIFIA

<{Huawei> display sta—access—mode
Station access control mode: disable

® i irir4 display sta-blacklist, 757 STA B4 A%,
i B4 s B

{Huawei> display sta-blacklist
Station mac global black list information:

Bic & STA e 4

NC'E STA e A2l

1D MAC

0 0026-0000-90al
1 0026-0000-909f

Total number: 2
® AT r4 display sta-whitelist, 7% STA 14y,
B E A RE .

<{Huawei> display sta—whitelist
Station mac global white list information:

1D MAC

0 0025-9e26-b9bd
1 001e-907a-b6a6
2 0026-0000-90al
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Total number: 3

2.5 B E 1l

251 B EEANRZ 2RI Z =51

M EK
ke 2-3 fron, AR1200 1E24 FAT AP, 3 AH 7 #24E WLAN k%, H ol DA xR 3
ST LG, HK.
® SSID & huawei-1 TG4 M 25 1K) WLAN AR 45K H T8GR R GENIE+A %5
® SSID A huawei-2 [F1 LR 2% () WLAN IR 4%-% FH L 22 224 A IF+WEP-40 Hi2% ,
®  SSID A huawei-3 {28 % FH] WPA1 AIE+TKIP i .
® SSID 4 huawei-4 [ T M 2% % WPA2 IAIE+CCMP %%,
® SSID 4y huawei-5 HI G2k M 25K H WAPI ALE,
2-3 Bt E WLAN A P#EAR EREERGIE
ASU Server
Router
(FAT AP)
RADIUS Server
T 2-1 BRI X &
B2 EEi
WLAN H 4 N\ 24 S ® LA ifisecurity-1

® SSID: huawei-1

® IR WEP JF RS INIE+A N

® ZARIfR security-2

® SSID: huawei-2

® iFFiX: WEP dhmss s\ iF

® =77 : WEP-40 =

BRI 12345
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EEIN iz

LA security-3

SSID: huawei-3

NIER L. WPATL AAE (802.1x+PEAP)
s 775 TKIP

LA security-4

SSID: huawei-4

WIFREC: WPA2 ALE (802.1x+PEAP)
i CCMP

G AR security-5

SSID: huawei-5

IR . WAPTAGE GIEHIAIE)
ASU JIR452% 1P Huhik: 10.10.10.1

AR &M
® APiFP. ASU IEBEICAER Issuer NIFIEP E 2R F R W25 -, 044 0 huawei-

ap.cer. huawei-asu.cer 1 huawei-issuer.cer.

BRI
1. &) dotlx Fil AAA L& .
2. AN AR, JERCE SR AT, SEELAS SSID M4% R STA K
FHAN IR 1R 22 4= SR W o
3. AUERSSEE, FEEMRSSEE NP e e N 2 AR SSID, SRS SR N 22 4 3R
W& SSID [k .
4. B VAP, SZIL4 SSID M NN STA, M4 K AN A 22 4= S 340 ] 1E 3 U
1] WLAN 2%,
BRIES B

$E1 2 dotlx Fl AAA il &,
® &JFEH dotlx MIBLE .

<{Huawei> system-view
[Huawei] dotlx enable

® AAA MIKALE
#IC R4S 2845 ., Radius R45astihb o 10.137.146.163, L2547 % huawei.

[Huawei] radius—server template peap.radius.com

[Huawei-radius—peap. radius. com] radius—server authentication 10.137.146. 163 1812
[Huawei-radius—peap. radius. com] radius—server accounting 10. 137. 146. 163 1813
[Huawei-radius—peap. radius. com] radius—server shared-key simple huawei
[Huawei-radius—peap. radius. com] quit

HIOE AAA 5.,

[Huawei] aaa
[Huawei-aaal] authentication—scheme radius

SCRAFEA 01 (2012-04-20) LA I 1 28
WKL AT © HE A AAT IR 7



Huawei AR1200 R 414V % iy 4%
it B 45 F-WLAN 2 WLAN %4 &

[Huawei-aaa—authen-radius] authentication—mode radius
[Huawei-aaa—authen-radius] quit

[Huawei-aaa] accounting-scheme radius
[Huawei-aaa—accounting-radius] accounting—mode radius
[Huawei-aaa—accounting-radius] quit

[Huawei-aaa] domain peap. radius. com
[Huawei-aaa—domain—peap. radius. com] radius-server peap.radius.com
[Huawei-aaa—domain—peap. radius. com] authentication—scheme radius
[Huawei-aaa—domain—peap. radius. com] accounting-scheme radius
[Huawei-aaa—domain—peap. radius. com] quit

[Huawei-aaa] quit

T2 QN LM security-1. security-2. security-3. security-4. security-5.

[Huawei] wlan

[Huawei-wlan-view] security—profile name security-1
[Huawei-wlan—-sec—prof-security-1] quit
[Huawei-wlan-view] security—profile name security—2
[Huawei-wlan—-sec—prof-security-2] quit
[Huawei-wlan-view] security—profile name security—3
[Huawei-wlan—-sec—prof-security-3] quit
[Huawei-wlan-view] security—profile name security—4
[Huawei-wlan—-sec—prof-security—4] quit
[Huawei-wlan-view] security—profile name security-5
[Huawei-wlan—-sec—prof-security-5] quit

$B3 [LE WLAN 7 RN 22 2
® iLE N LA security-1 (KL 45N .
A RINCE ] WEP FFI R SN o

[Huawei-wlan-view] security—profile name security-1
[Huawei-wlan—sec—prof—-security—1] wep authentication—method open—system
[Huawei-wlan-sec—prof-security—-1] security—-policy wep
[Huawei-wlan—sec—prof—-security—-1] quit

® il BN AR security-2 [ 24 G .
#LL A RERCR ) WEP SEZ % 4H00F, WEP-40 730, Z4HAE N 12345,

[Huawei-wlan-view] security—profile name security-2
[Huawei-wlan-sec—prof-security-2] wep authentication-method share—key
[Huawei-wlan—sec—prof—-security—2] wep key wep-40 pass—phrase 0 12345
[Huawei-wlan-sec—prof-security—2] wep default-key 0
[Huawei-wlan-sec—prof-security-2] security—policy wep
[Huawei-wlan-sec—prof-security-2] quit

® JiLE N LR security-3 1% 42 IS
HLEA RN WPAT AERH 802.1x+PEAP /530, ¥ TKIP hn%s.

[Huawei-wlan—view] security-profile name security-3

[Huawei-wlan—sec—prof—security—-3] wpa authentication—method dotlx peap encryption—method tkip
[Huawei-wlan-sec—prof-security-3] security—policy wpa

[Huawei-wlan—sec—prof—-security-3] quit

® il E BN AR security-4 [ 424 HG .
AR WPA2 DAERH 802.1x+PEAP 7k, EH CCMP I,

[Huawei-wlan-view] security-profile name security—4

[Huawei-wlan—sec—prof—security—4] wpa2 authentication—method dotlx peap encryption—method
ccmp

[Huawei-wlan—sec—prof—security—4] security-policy wpa2

[Huawei-wlan—sec—prof—-security—4] quit

® LB N LR security-5 1% 42 HHE
#L AR WAPTL DA UE R FEFAIE )7
[Huawei-wlan—view] security-profile name security-5
[Huawei-wlan—sec—prof—security—5] wapi authentication-method certificate
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#BCE ASU ARSS 8511 1P #hhik >4 10.10.10.1, AR1200 [{JIAIEIE A huawei-ap.cer,
ASU AIFIF5 4 huawei-asu.cer, Issuer TAIFiFEF 4 huawei-issuer.cer, FAEHIUE A

huawei-ap.cer.

[Huawei-wlan-sec—prof-security-5]
[Huawei-wlan-sec—prof-security-5]
[Huawei-wlan—-sec—prof-security-5]
[Huawei-wlan—-sec—prof-security-5]
issuer. cer

[Huawei-wlan-sec—prof-security-5]
[Huawei-wlan—-sec—prof-security-5]
[Huawei-wlan—-sec—prof-security-5]

$EBA QIFEIRSE, JEAIE VAP,

wapi asu ip 10.10.10.1

wapi import certificate ap file—name flash:/huawei-ap. cer
wapi import certificate asu file—name flash:/huawei-asu. cer
wapi import certificate issuer file—name flash:/huawei-

wapi import private—key file—name flash:/huawei-ap. cer
security-policy wapi
quit

® #UJ%E4 4 SS-1 [ service-set, SSID 4 huawei-1, 4F5E Traffic BiHR cte, Security 15

M security-1 Fl wlan-bss #2171 wlan-bss 0. N H WLAN JIk%5 2 AP [5H4 0 L.
[Huawei-wlan-view] traffic—profile name ctc

[Huawei-wlan—traffic—prof-ctc] quit
[Huawei-wlan-view] wmm—profile name wmm—1
[Huawei-wlan-wmm—prof-wmm—-1] quit
[Huawei-wlan-view]quit
[Huaweilinterface wlan-bss 0
[Huawei—Wlan-BssO] port hybrid tagged vlan 1
[Huawei-Wlan-BssO]quit

[Huawei Jwlan

[Huawei-wlan-view] radio—profile name radio-1
[Huawei-wlan-radio—prof-radio—1] wmm-profile name wmm—1
[Huawei-wlan-radio—prof-radio—-1] quit
[Huawei-wlan-view] service—set name ss—1
[Huawei-wlan—service—set-ss—1] ssid huawei-1
[Huawei-wlan-service-set—ss—1] traffic—profile name ctc
[Huawei-wlan—service—set—ss—1] security-profile name security-1
[Huawei-wlan—service—set-ss—1] wlan—bss 0
[Huawei-wlan—service—set-ss—1] quit

[Huawei-wlan-view] quit

[Huawei] interface wlan-radio 0/0/0

[Huawei-Wlan—-Radio0/0/0] radio—profile name radio-1
[Huawei-Wlan—Radio0/0/0] service—set name ss—1
[Huawei-Wlan—-Radio0/0/0] quit

#BIEE 444 SS-2 [ service-set, SSID A4 huawei-2, Z85E Traffic #4% ctc, Security fi
B security-2 Fil wlan-bss #1 wlan-bss 1. W WLAN 552 AP #1845 0 L

Huawei]interface wlan-bss 1

Huawei-Wlan-Bssl] port hybrid tagged vlan 2
Huawei-Wlan-Bssl]quit

Huawei] wlan

Huawei-wlan-view] service—set name ss—2
Huawei-wlan—-service—set—-ss—2] ssid huawei-2
Huawei-wlan-service-set-ss—2] traffic—profile name ctc
Huawei-wlan-service-set—-ss—2] security—profile name security-2
Huawei-wlan-service—set-ss—2] wlan-bss 1
Huawei-wlan-service-set-ss—2] quit

Huawei-wlan-view] quit

Huawei] interface wlan-radio 0/0/0
Huawei-Wlan-Radio0/0/0] service—set name ss—2
Huawei-Wlan-Radio0/0/0] quit

#0144 & SS-3 1 service-set, SSID 4 huawei-3, #4852 Traffic #4% ctc, Security f5
# security-3 1 wlan-bss 211 wlan-bss 2. W H WLAN %52 AP [R5 4 0 L.

[Huaweilinterface wlan—bss 2

[Huawei-Wlan-Bss2] port hybrid tagged vlan 3
[Huawei-Wlan-Bss2] dotlx—authentication enable
[Huawei-Wlan-Bss2] dotlx authentication-method eap
[Huawei-Wlan-Bss2]quit

[Huawei] wlan

[Huawei-wlan-view] service—set hame ss—3
[Huawei-wlan—service-set-ss—3] ssid huawei-3
[Huawei-wlan-service—set-ss—3] traffic—profile name ctc

I o e s o I I e s B B
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[Huawei-wlan—service—set-ss—3] security-profile name security—3
[Huawei-wlan—service-set-ss—3] wlan—bss 2
[Huawei-wlan-service—-set-ss—3] quit

[Huawei-wlan-view] quit

[Huawei] interface wlan—radio 0/0/0

[Huawei-Wlan—Radio0/0/0] service-set name ss—3
[Huawei-Wlan-Radio0/0/0] quit

® #UZE4H N SS-4 [ service-set, SSID 4 huawei-4, 4F5¢ Traffic bR cte, Security 15
Ht security-4 Fil wlan-bss #211 wlan-bss 3. W H] WLAN [z 55 %] AP [R5 4 0 |

[Huaweilinterface wlan-bss 3

[Huawei-Wlan-Bss3] port hybrid tagged vlan 4
[Huawei-Wlan-Bss2] dotlx—authentication enable
[Huawei-Wlan-Bss2] dotlx authentication-method eap
[Huawei-Wlan—Bss3]quit

[Huawei] wlan

[Huawei-wlan-view] service—set name ss—4
[Huawei-wlan—service—set-ss—4] ssid huawei-4
[Huawei-wlan-service-set—ss—4] traffic—profile name ctc
[Huawei-wlan—service—set-ss—4] security-profile name security-4
[Huawei-wlan—service—set-ss—4] wlan-bss 3
[Huawei-wlan—service—set-ss—4] quit

[Huawei-wlan-view] quit

[Huawei] interface wlan—radio 0/0/0
[Huawei-Wlan-Radio0/0/0] service—set name ss—4
[Huawei-Wlan—-Radio0/0/0] quit

® #UIE4h SS-5 I service-set, SSID A4 huawei-5, #85%€ Traffic #4% ctc, Security fi
B security-5 Fll wlan-bss #1 wlan-bss 4. W WLAN 5521 AP #1845 0 |

Huawei]interface wlan-bss 4

Huawei-Wlan-Bss4] port hybrid tagged vlan 5
Huawei-Wlan-Bss4]quit

Huawei] wlan

Huawei-wlan-view] service—set name ss-5
Huawei-wlan—-service—set—-ss—5] ssid huawei-5
Huawei-wlan-service-set-ss—5] traffic—profile name ctc
Huawei-wlan-service-set—-ss—5] security—-profile name security-5
Huawei-wlan-service-set—ss—5] wlan-bss 4
Huawei-wlan-service-set—-ss—5] quit

Huawei-wlan-view] quit

Huawei] interface wlan-radio 0/0/0
Huawei-Wlan-Radio0/0/0] service—set name ss-5
Huawei-Wlan-Radio0/0/0] quit

I o e s o I e s B

PES WIFRCES R

BB

ARI1200 NN P LR 2] 5 AN R8s, H M hriA 204 huawei-1.
huawei-2. huawei-3. huawei-4. huawei-5.

® L% SSID 4 huawei-1 LI, B P o 7 Bk B AT BAIE 548 H WLAN JIg 5 o
® L% SSID 4 huawei-2 I, P 7 24 SL 22 BH A W LU H WLAN JIR%5.

® L#E SSID & huawei-3 1 huawei-4 [FJ 28I, P T2 5 802. 1x IAEA AT LAfdE H
WLAN %5 .

® EFF SSID 4 huawei-5 LI, P 752G TEEC IR 154 7T A WLAN AR5
R

#

dotlx enable

#

radius—server template peap.radius. com
radius—server authentication 10.137.146. 163 1812
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radius—server accounting 10. 137. 146. 163 1813
#
interface Wlan—Bss0
port hybrid tagged vlan 1
#
interface Wlan—-Bssl
port hybrid tagged vlan 2
#
interface Wlan—Bss2
port hybrid tagged vlan 3
dotlx—authentication enable
dotlx authentication—method eap
#
interface Wlan—Bss3
port hybrid tagged vlan 4
dotlx—authentication enable
dotlx authentication—method eap
#
interface Wlan—Bss4
port hybrid tagged vlan 5
#
wlan
wmm—profile name wmm—1 id 1
traffic—profile name ctc id 1
security—profile name security—1 id 1
security—-profile name security—2 id 2
wep authentication—method share-key
wep key wep—40 pass—phrase 0 12345
security—profile name security—3 id 3
security-policy wpa
security—profile name security—4 id 4
security-policy wpa2
security—profile name security—5 id 5
security-policy wapi
wapi asu ip 10.10.10.1
wapi import certificate ap file—name flash:/huawei-ac. cer
wapi import certificate asu file—name flash:/huawei-asu. cer
wapi import certificate issuer file—name flash:/huawei-
issuer. cer
service—set name ss—1 id 0
Wlan-Bss 0
ssid huawei-1
traffic—profile id 1
security-profile id 1
service—set name ss—2 id 1
Wlan-Bss 1
ssid huawei-2
traffic—profile id 1
security-profile id 2
service—set name ss-3 id 2
Wlan-Bss 2
ssid huawei-3
traffic—profile id 1
security-profile id 3
service—set name ss—4 id 3
Wlan-Bss 3
ssid huawei-4
traffic—profile id 1
security-profile id 4
service—set name ss—5 id 4
Wlan-Bss 4
ssid huawei-b
traffic—profile id 1
security-profile id 5
radio—profile name radio—1 id 0
wmm—profile id 0
#
interface Wlan-Radio0/0/0
radio—profile id
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service—set
service—set
service—set
service—set
service—set
#
return

id 0 wlan
id 1 wlan
id 2 wlan
id 3 wlan
id 4 wlan

1
2
3
4
5
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3 WLAN QoS L&

3 WLAN QoS Bt &

XTARE

AP AP AR I QoS Mk 45 il & i .
3.1 WLAN QoS fai/r
WLAN QoS 1R UFAS Rt & 1) 5 2 N RSS2 18] (60 ELAE , 3 2 552 o I FH 114 75K

3.2 AR1200 Z 7] WLAN QoS F5
AR1200 Y HF[) WLAN QoS 5 PELFEH i1 QoS MK EL. VAP 1] QoS MK #

3.3 P B S AR QoS Heh
e B AT QoS Fels, FRALAFEMMEEH RS, SEIASA IR 45

3.4 Bl E VAP [ QoS %
MTFEAFA VAP & HIRs 2 L i S RIS T RENT, G ERAR N FR s AR AR
IYhE RIS+

3.5 B E R
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3 WLAN QoS L&

3.1 WLAN QoS &/

WMM

EDCA

AC

WLAN QoS FRIEA [l it f R TS 2efie N IR 55 2 18] (R FL3E - i A2 S5 B B (R 7 5K o

802.11 MIZg it 12T SE A TCEARNIIRSS,  AEIEAN R PR 7 SO0 9 4 ) RS2 A
[ FRT s 1 B (0 10 248 AN B D AN [ O S 3R AN [ B R 3 AR 55, T B L AN AL 5K
B NP P 2

IEEE 802.11e 43&T 802.11 WM WLAN /ARSI T QoS ik, XA FIFsHELL
EAR K, FERXAFET, Wi-Fi 1204 TARIEARTR WLAN | #2145 QoS ikt # 2 i) a]
DLW, X T WMM (Wi-Fi Multimedia, Wi-Fi 2884 5. WMM bl WLAN
p2% FL& T 3 QoS kS5 IRE ) -

WMM 2 ek QoS Wrist, T BRUER LA IR A LSS K AERA], AT fRIETE
i U P A e 19 2% v AT SE A PR 5

EDCA (Enhanced Distributed Channel Access, 3R/ ZE V7)) & WMM 5E X
H—E(EIESE I, AR T S0 e g iR S 0 50 R AR R EE £ (1717 56 .

AC (Access Category, A , WMM ZIAL5E M = 2R IRIUT 53 AC-VO (GiF
D « AC-VI (AR « AC-BE US T AH) « AC-BK (T 55ti) UM ZEZBA
H, PRUEB SIS S 3RS, e AR TE 1 RE B

3.2 AR1200 373587 WLAN QoS 4¥4

AR1200 ZHF1) WLAN QoS R ELFE S 1) QoS I B, VAP [ QoS HM& i

STHRRY QoS KA

7£ 802.11 PS4 A1 X Wp i B it DCF(Distributed Coordination Function) ¥l 5E T AP Fl%
J o A FH 2800 W T/ 9 3k . CSMA/CA(Carrier Sense Multiple Access with Collision
Avoidance) A TT o 76 dT B REHHE T, AP 8% P imss i 5. SEES W
I PR K A5 R () 20 R S AR N ), AP B2 i £ 3 2 T 130 BBl A BB L 32 B Fsf
(AT IR E . S e 4l AR BN & S BIMF T

WMM W iSCE RS A 4 A AC BAFI(AC_VO. AC VI, AC BE. AC BK), =it
HIH) AC HEERIHLS K TR AC. B4 AC PAIlE X T —E(5iE 554 EDCA
(Enhanced Distributed Channel Access)Z 4, %S5y T A T FEE IR 1K/

EDCA Z# 45

®  finifa) B4 AIFSN(Arbitration Inter Frame Spacing Number), AIFSN {{iH ik K,
FH P B 228 R A AR BT T B
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® /N HIRHUE L ECWmin(Exponent form of CWmin) Al K 5% 4+ & I FREUE
ECWmax(Exponent form of CWmax), #E T V3518 BN A{E, XN UEBCR,
FH P IR ~F- S5 30 2 N )R

® (LHINLE PR TXOPLimit(Transmission Opportunity Limit), F /7 — X 5&F %I 5,
Al T G TE R K IK e XANEEEOR, A — ke by S E R IR, il 2
0, TR G HIEE G R R — MR

® ACK #Mf: NORMAL ACK JE48Xf T RN AL A HFRR L,  $RMCH 2 D2
FIERICG, HREERIE DN ACK HEATHIIA . No ACK JREMA S FTEARLF . T
AR DGO R, BATAHAT NG ACK, XFERIERIGMMAS TR, HiEn LA

WLAN FHErf, % EDCA 280 HoA ) WMM S804 78 WMM B i 4T45 B,
WMM KR 08 5 T 05 SIS SRR P, L 5 1RO SR ATRERR S P 38 A
VAP B QoS EEE

I EATI, AP R 2 7 i A Y 802.11 Hdad 3C)n, H5 HHE 0 802.3 4
3, ARJA ) LR AR SERE o AEBEAME IR R A 802.3 #R LA S P AT I L

HWCFATH, AP KM MR R 802.3 # 3L, 4ol 802.11 3L, FAKHEH L H 1) UP
AR BRI AC BABIC Lk K% 45 FH P 2y o

VAP ] QoS Zl& 4 Bl i Traffic BIMGHEATH B, Traffic Btk S H0ui B 1R 3-1 .

3 3-1 Traffic RS Ei% A

SR 2 5% BR

Client/VAP fTC4k | BRIFITEL % i aldE 4> VAP _BAT I TE 4 % .

AT BRI

802.3 AL | Bl'E AP AT 802.3 T ZMT 802.1p HLedh: KA 45 e (H ik
fic & PRICLR & P R 1 802.11 3L UP Ao g it .

802.11 ALY | Bl E AP F4T 802.11 HRILIMLFE4k .

[TV

Traffic BN E 5 75 95 & 2Rk 555 Sevice-Set 11, Rl IR 45 S M FH B0 V) VAP .

3.3 BLE 5B QoS Kk

FiC B MY QoS Hels, $RAARIEEI LT RE S, SCIA R 55

N IR
TELR AW AP 2[RI TE L fefn, i A R TE LR, o T SR Tk
FH P AR R R RS, LB B WMM BRSOk 520

MEES
BB QoS HEME 2 W, TSRl AT
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® WLAN FEATIRECARCE TN, AMIEZ N 14 RETLLA T EA

HiEEE
TEREE I QoS Sl 2 AT, 4 LL R A

F5 iR
1 WMM Fif 2R, (Af3E) WMM fiRk 1D
2 (7[i%) WMM EDCA Client: AIFSN (75 R 2545 i)

£) . ECWmin 1 ECWmax (/N KB BERFE])
TXOPLimit v {518 KD

3 (H]3%) WMM EDCA AP: AIFSN CFHRZAEN K |
ECWmin 1 ECWmax (H/N I GBREE TR
TXOPLimit (7 F{5 18 KD

BRIESE
LB1 HATH 2 system-view, N RGAIE.
$B2 T4 wlan, A WLAN #LE,
$,3 AT 14 wmm-profile { id profile-id | name profile-name } *, Bl E WMM iR .

WMM b G D, BN S 805 B E D sk4A (. (8] 474 display wmm-
profile { all | id profile-id | name profile-name }, 245 WMM KR HCE 115200 14 -

#0114 WMM B “wp” , I L& S8 h B A (E

[Huawei-wlan-view] display wmm—profile name wp

Profile ID : 2
Profile name T Wp
WMM switch . enable

Client EDCA parameters:

ECWmax ECWmin AIFSN TXOPLimit

ACVO 3 2 2 47
AC VI 4 3 2 94
AC BE 10 4 3 0
AC BK 10 4 7 0

AP EDCA parameters:

ECWmax ECWmin AIFSN TXOPLimit Ack-Policy

AC VO 3 2 1 47 normal
AC VI 4 3 1 94 normal
AC BE 6 4 3 0 normal
AC BK 10 4 7 0 normal
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L0 s5emm
Ko Fe AP Z M R A itk sy, @it b AFERRELLRL, AT FARRIRLRFRE LA
ARG, BAVERIBRIGA T 4 MRARINI L E, BAMMLARING] & AEE G R—HF,
WAL S BINT 64 4 AR A S GOS8 . AC_VO(ESE) > AC_VI#FLIR) > AC_BE(K A #a A) >
AC BK(#%).
VAN R RPN G 69 P SR S R 4t 6y, T AR A RS BOR AR ARG, X e R AAR
# EDCA %% (Enhanced Distributed Channel Access). #.4& AIFSN (arbitration inter Frame spacing
number 1¥ MW A R4 ) . ECWmin ( exponetn form of CWmin f /0 F% % 2 454K X ) . ECWmax
(exponent form of CWmax & X Z4 & 2 4544 X). TXOPlimit ( transmission opportunity limit 4% #r
HATEAH] ) VAR ack-policy (ACK w4 ) .

® AIFSN: WMM 413+ R E] AC TTUABL B R 892 W48, ATFSN #aMik, AP = RE

Rl ALK
® ECWmin f» ECWmax: ZANSAEART FHRERFEE, HAMK, AP a9-F 2R
AR,

® TXOPLimit: AP —kZEHFRHE, TEAGEMRKEK, IAMMAAEK, AP —KiEEA
fFE KRR, wREZO0, NEKEAREE, RELE—MRIL.
® ack-policy: A normal ack(fZ £°)F= no ack(T~ i &) Pt 5wk, &4 2 noraml ack.

& AFHE L FEIRI AR, Loha b A ELBRIA, AR E, SEETRANEXTRE
FRRNEARAR, £F8% 0 0E N AP L ERER A #ATIRE, Rt RBEGLEE TS
1538, FFH¥ R AR,

FE4 (i) HATH 4 wmm edea client { ac-vo | ac-vi | ac-be | ac-bk | { aifsn aifsn-value | ecw
ecwmin ecwmin-value eewmax ecwmax-value | txoplimit txoplimit-value } *, Wc & 3 1Y
> WMM (A% () EDCA 24,

FBS5 (L) HATH2 wmm edca ap { ac-vo | ac-vi | ac-be | ac-bk } { aifsn aifsn-value | ecw
ecwmin ecwmin-value ecwmax ecwmax-value | txoplimit txoplimit-value | ack-policy
{ normal | noack } } *, ficE AP LPU/> WMM BAFIf) EDCA Z%4.

R

BERELR

T4 display wmm-profile { all | id profile-id | name profile-name }, #x5 WMM 4R
e 18D 45 T e 12k

3.4 ELE VAP B QoS H B

Hitg ZNHA VAP GE IR E VLW SR INHISEh RIS, B A N ) SR AR

FEgh e B AR SS EH .

I IR
STA K i) 802.11 #iSCE Mk AP HEA LKA, 75 B84k 802.3 3¢, XA AT LA
ANFEATAR S, A DU AN F G VAP BB AR e, MU 1) QoS
A5 i i

BT
FERCE VAP [ QoS RIS Z |, Fs5E L F AL
® WLAN EEARTRE O AN E 58k, HARES I 1.4 BRERBLH A
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HiEHEE
{ERLE VAP () QoS 5elis 2 i, T4 LU N Hcht -

Fs 6

1 TR A FR, (AT FEEBU ID

2 (AJEE) up-map-8021p WH{H . 8021p-map-up IR {E
3 CAJIE) ST PRt

HRIETR
T PAT 2L system-view, ARG K.
HIE2 PATMm4A wlan, A WLAN HLKE .
$E3 P AT traffic-profile { name profile-name | id profile-id } *, T & f R .

IR RIS B 84 . P AT T4 display traffic-profile { all |
id profile-id | name profile-name }, 27 75IE MM ERABCE o

#17A Traffic SR “traffic-profile-17 14T & 7

[Huawei-wlan-view] display traffic—profile name traffic—profile-1
Profile ID : 3
Profile name . traffic—profile-1
Client Limit Rate : 4294967295 Kbps (up)
1 4294967295 Kbps (down)
VAP Limit Rate 1 4294967295 Kbps (up)
1 4294967295 Kbps (down)
802. 1p Mapping Mode: mapping

User—priority 802.1p
0

N OO WD~ O
N OO W DN

802. 1p to User—priority Mapping List:

802. 1p User-priority
0

N OO WD~ O
~N O Ol WD

Tunnel priority(up) Mapping Mode:ToS(inner) to ToS (outer)

ToS (inner) ToS (outer)
0 0
1 1
2 2
3 3
SRR 01 (2012-04-20) e G %
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4 4
5 5
6 6
7 7
(1) +mm

802.3 a5 it AP 45K 4 STA B, kg% 802.11 4k, H P49 UP 3R 7T vA4R3E DSCP. CoS Bt
Mk, XA RASEELE.

PB4 (iE) PUT4 8021p { designate value | up-mapping value0 valuel value? value3
value4 value5 value6 value7 } , TC'E AP ¥ AT 802.3 R 31 802.1p Lo JiH

STA Ki% 802.11 )5, & AP &4s, [AIi#iE 802.3 R 4T . NIRIEIR CHE AP
ORI R AT B e MRS i, 5 B e FLA e (B DAME A JE

S5 (L) AT 2 8021p-map-up valuel valuel value2 value3 value4 value5 value6 value7,
FC & FATI 802.1p DLAE B 2 A 56 AR AR 50 &R o

$E6 (v[ik) AT rate-limit { client | vap } { up | down } ratelimit-value, BRifi|H./>Z 5%
HEAS VAP NI AT A i JC 8 R ATHROCGHE % .

R

BERELR

AT T4 display traffic-profile { all | id profile-id | name profile-name }, X4 Uit BN
BH A IR

3.5 BC H 15l

3.5.1 it  WLAN QoS % Eg gl & 751

BRI
& 3-1 iz, STAl. STA2 i1k AR1200 33| M 4% . AR1200 /4 FAT AP, I
STA2 J VIP %), Hi3K.
® ST A P IR K
®  CYMZAT WAL, PLAEiE e VIP &) Al R K.
& 3-1 it & WLAN QoS £ &5l [E
BRAS
VLAN 101 E
stal 4
Network
VLAN 102
stz 4 Router
(FAT AP) =
RADIUS Server
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e & 45 P -WLAN

3 WLAN QoS L&

BCERR

% 3-2 UMK R
&I iz
WLAN %% ® SSID: huawei-1
® Traffic ##: huawei
® Sccurity #5#: huawei
® SSID: huawei-2
® Traffic f4K: huawei-vip
® Sccurity #fi: huawei
AP 5 Bk b SRR -huawei-vi; WMM FEH: huawei-vi
M5 VLAN VLAN 101. VLAN 102
[ 0 CN

AR1200 {E 3 FAT AP, BtE WLAN QoS V45 i3 A LB ik

1. FCHE ARI200 HIFEAThRE, ALFEACE EZKAS. DHCP Server, SZIL N H P20 Ac IP

hETh e

2. WiE WLAN-BSS #:1, JF7EMRSAE RO e, SEEL MR SCH)ik AR1200

G BEEI% A WLAN V55 A PR I fE

3. AUl WMM BB B ERE T, B IRAR ,  IF SRR T SR WMM 4%

B, SEBLIE i A T BT A (1 755K

4. QUEUREASOFEC B R YE, SO M SEA L, JUSETAL VIP 2 E

. BRI, SR STA 8N M 2% (1) ‘2 4 e il
6. QMRS LE, IFEMRSEE NEhE BB, BB
f1% VAP, SEIIANE STA i WLAN P24 1] QoS 1l .

Bl & AP HFEATIRE .
HILE AP E S, 5 R BRI HE

<{Huawei> system—view
[Huawei] wlan global country-code cn

#014 VLANIF £ 10, BCE P Mk D Bl i k) — 280, fii5E DHCP JIk%5DhRe.

1 VLANIF101 4 STA1 4rfic 1P #ihik. 4% 11 VLANIF102 & STA2 4rfic IP k.

[Huawei] dhcp enable

[Huawei] vlan batch 101 102

[Huawei] interface vlanif101
[Huawei-V1anif101] ip address 192.168.0.1 24
[Huawei-V1anif101] dhcp select interface
[Huawei-Vl1anif101] quit

[Huawei] interface vlanif102
[Huawei-V1anif102] ip address 192.168.1.1 24

fw

#
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[Huawei-V1anif102] dhcp select interface
[Huawei-V1anif102] quit

$IE 2 [ilH WLAN-BSS &1,

[Huawei] interface Wlan—Bss 1
[Huawei-Wlan-Bss1] port hybrid tagged vlan 101
[Huawei-Wlan-Bss1] quit

[Huawei] interface Wlan—Bss 2
[Huawei-Wlan-Bss2] port hybrid tagged vlan 102
[Huawei-Wlan-Bss2] quit

$IE 3 JLE AP 1) WMM BB RS SRR o
® i WMM HikR

#OHE WMM Biti “huawei-vi” , FHAESAGTIPLE RS EL, AL LBABIT A -
AC_VIFLA) >AC_VO(i& ).

[Huawei] wlan

[Huawei—wlan-view] wmm—profile name huawei-vi

[Huawei-wlan-wmm—prof-huawei-vi] wmm edca ap ac-vi ecw ecwmin 1 ecwmax 1 aifsn 1 txoplimit 36
ack-policy normal

[Huawei-wlan—wmm—prof-huawei-vi] wmm edca client ac—vi ecw ecwmin 1 ecwmax 3 aifsn 1 txoplimit
36

[Huawei-wlan-wmm—prof—-huawei-vi] quit

® #{lI%E Radio B, JF48E WMM HidR .

[Huawei-wlan-view] radio—profile name huawei-vi
[Huawei-wlan-radio—prof-huawei-vi] wmm—profile name huawei-vi
[Huawei-wlan-radio—prof—-huawei-vi] quit

$IB4 E AP 12 SRR
#AEE 44 “huawei” B Security Fb, KHSREHCE .

[Huawei-wlan-view] security—profile name huawei
[Huawei-wlan—sec—prof—huawei] quit

$E5 [E AP KRR

#ANEE 4k “huawei” [ Traffic Bifi, % H VAP FATIRIE A 1024K, STA FATIRIE R
512K,

[Huawei-wlan-view] traffic—profile name huawei
[Huawei-wlan—-traffic—prof-huawei] rate-limit client up 512
[Huawei-wlan—traffic—prof-huawei] rate-limit vap up 1024
[Huawei-wlan—traffic—prof-huawei] quit

#BIEE 4N “huawei-vip” [#) Traffic it . 3% VAP FATHRIE K 2048K, STA FATHRIHE
H 1024K .,

[Huawei-wlan-view] traffic—profile name huawei-vip
[Huawei-wlan—-traffic—prof-huawei-vi] rate-limit client up 1024
[Huawei-wlan—traffic—prof-huawei-vi] rate-limit vap up 2048
[Huawei-wlan-traffic—prof-huawei-vi] quit

$®6 JE AP RS,

® #B)FE4 N “huawei-1” [ service-set, SSID & “huawei-17 , 45€ Traffic B

“huawei” , Security i “huawei” , wlan-bss #11 “wlan-bss 1”7
[Huawei-wlan-view] service—set name huawei-1
[Huawei-wlan—service—set—huawei-1] ssid huawei-1
[Huawei-wlan-service—set—huawei-1] traffic—profile name Huawei
[Huawei-wlan-service—set—huawei-1] security—profile name Huawei
[Huawei-wlan—service—set—huawei~1] wlan-bss 1
[Huawei-wlan—service—set—huawei-1] quit

® #O)FE4 N “huawei-2” [ service-set, SSID & “huawei-2” , Z5€ Traffic FHR
“huawei-vip” , Security #<H “huawei” , wlan-bss #11 “wlan-bss 2”
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[Huawei-wlan-view] service—set name huawei—2
[Huawei-wlan—service—set—huawei—2] ssid huawei-2
[Huawei-wlan-service—set—huawei—2] traffic-profile name huawei-vip
[Huawei-wlan—service—set—huawei—2] security-profile name Huawei
[Huawei-wlan—service—set—huawei-2] wlan-bss 2
[Huawei-wlan-service—-set—huawei-2] quit

$IB7 EE VAP,

#¥5 AP BSR4 2 SRR . IRSSEE “huawei-17 F1 “huawei-2” , AR1200 - Hz)
AIEEAH R ) VAP 15 B o

[Huawei] interface Wlan-Radio 0/0/0
[Huawei-Wlan-Radio0/0/0] radio—profile name huawei-vi
[Huawei-Wlan-Radio0/0/0] service—set name huawei-—1
[Huawei-Wlan-Radio0/0/0] service-set name huawei—2
[Huawei-Wlan-Radio0/0/0] quit

IS WIERCES R

AR1200 FH Al LA 2R 5] 2 4~ WLAN W%, H 2R 14514 huawei-1 Al huawei-2.
STA1l. STA2 %3 HiE+¢ huawi-1 Fil huawei-2 [f] WLAN M2% .

-

BB

#

vlan batch 101 to 102

#

dhep enable

#

interface Vlanif101

ip address 192.168.0.1 255.255.255.0
dhep select interface

#

interface Vlanif102

ip address 192.168. 1.1 255.255.255.0
dhep select interface

#

wlan
wmm—profile name huawei-vi id 1
wmm edca ap ac—vi aifsn 1 ecw ecwmin 1 ecwmax 1 txoplimit 36
wmm edca client ac—vi aifsn 1 ecw ecwmin 1 ecwmax 3 txoplimit 36
traffic—profile name huawei id 1
rate—limit client up 512
rate—limit vap up 1024
traffic—profile name huawei-vip id 2
rate—limit client up 1024
rate—limit vap up 2048
security—profile name huawei id 1
service—set name huawei-1 id 0
Wlan—Bss 1
ssid huawei-1
traffic—profile id 1
security-profile id 1

service—set name huawei-2 id 1
Wlan-Bss 2
ssid huawei-2
traffic—profile id 2
security-profile id 1

radio—profile name huawei-vi id 1
wmm—profile id 1

#

interface Wlan-Radio0/0/0
radio—profile id 1

service—set id 0 wlan 1

service-set id 1 wlan 2

SCRAFEA 01 (2012-04-20) LA I 1 5
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#

interface Wlan—-Bssl

port hybrid tagged vlan 101
#

interface Wlan—-Bss2

port hybrid tagged vlan 102

#
return
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