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BEE Tunnel # L8 H @uiibhl . BEAN AR E S Frah &M i, B RS E Tunnel $%
1 TP Hiuhik

EBETE P A % s _EIEAT I NI .

PAT 4 system-view, HEAN RGALIE .
1774 interface tunnel interface-number, 1% Tunnel £:11, FfiE A Tunnel £ 1141

R

s

{774 tunnel-protocol gre, 4 Tunnel 3/%%°4 GRE B&ii

AT A4 source { source-ip-address | interface-type interface-number }, ¥ & Tunnel $%

(R b Bl 2
R T YR CUANBESR & o0 1 51 Tunnel 211, {H AT LLFE @ 4 FoAMBEE ) Tunnel #2111 .
(1 sem

® GRE [%i# 6 R T vARL B 2 VRRP &40 69 B Hu ik,

® bridge-if # 7 R A & ) GRE &y RiEw,

PUT 4 destination ip-address, ¥ & Tunnel 32 14 H (Mot
(L) PATM4 mtu meu, FCEEZH MTU.

G R T E AR Tunnel £ 1 B KA. IT, WECE LD IR BUT1Z0 )G /7 2 a0 1
4T shutdown 772, FFH4T undo shutdown - OHE)E, DMRIERE N MTU 4
Mo

g€ Tunnel 210/ 1P Hubil:, &EFEWTF HHz—:

® PTM 4 ip address ip-address { mask | mask-length } [ sub ], BCHE Tunnel £ 11 IP
Huhk,

® /T4 ip address unnumbered interface interface-type interface-number, WC'H

Tunnel £ L& H] 1P Huhk,

A REE RSB M, EEECE Tunnel 82 H 2k . Tunnel 382 KX 28 3
HERT AAN IS W kb o B v g 1 DX 8% b b A A ) — X B o

AR, ARWE Tunnel 3 E M2 k.
R
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Huawei AR1200 414V i d1 2

fiL & 45 R -VPN

1 GRE thilFiL &

1.3.3 it & Tunnel BYESH

PRV B £ R H (0 e 46 LA AUEAE S I Tunnel ¥ ik i, IXAE, FHZEAT GRE
BPRERRSCA BEIEM L A . 280 Tunnel $ HHE 1P DLOR RS 1, 0 rT DL B AR
.

E=ER
LE R P iy R 6 s B AT a0 R B
(10 33em
JE Btk &Fa B 693835 & L ARG NG L 23T Tunnel 354 6934 &1, XAE, & Z 34T GRE #5094
XA B AR .
BRIES T
FE1 HATI 2 system-view, ARG
S 2 HELT Tunnel 2O, &M HEZ—:
® HUT74 ip route-static ip-address { mask | mask-length } tunnel interface-number
[ description fext |, PCE A H .
T B AR I N, R 1R A R )iy A £ AR T L e SR i H (A & Tunnel
1 H ik, AN Tunnel #: D HuhE, 102 A T GRE B2 1R S R 46 H
Fodihl, B O S A Tunnel #2170,
o [ilENEM M. v LM IGP Bt BGP, AT ERHE & ik, 13 Ksh &b
BLE, WS I (Huawei AR1200 F Y VS Hi 7% P B 75 RI-IP B5H1) o
e B AD AR I B, 7E Tunnel 32 15 FA R AH I (1) 3% B A 82 _E A R 1% 8035
B, JEH, FCE 24T Tunnel H A5 SE Frdk M RER B B, 9 ORIUERERS 1L 5
IEHARES ,  NYE R Tunnel $2 EUANBEAE A i el i) —Bk.
i, 7B 1-3 7, T RouterA M=, Tunnel0/0/1 [V 4% 11k RouterA 1)
GE1/0/0, Hsi#Fz10 % RouterC ) GE2/0/0. WA 5h &M i, W) Tunnel
BORHEN PC 1) GE #:1 FA T B S M s, JFH, Skt L4t
RouterC [1) GE2/0/0 M Bt ¥ H1 % T AN GE & Tunnel0/0/1 .
SEFRECE R, AT DGR 2 3RS B E R Tunnel $2 0 &1H, &% Tunnel £
RN F24E Tunnel H B0 Smdn B M0k 1% i B
1-3 B & GRE sh7ZSE& i A M E
Backbone
GE1/0/0 GE2/0/0
RouterA \ﬁ/ Tunnel @ T{/ RouterC
GE2/0/0| Tunnel0/0/1 Tunnel0/0/2 | GE1/0/0
SCRSRRAS 01 (2012-04-20) LA RS B 5
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Huawei AR1200 F 514 i#% 1%

fiL & 45 R -VPN

1 GRE thilFiL &

1.34 (A%

s
) B E GRE BYR£%IR

T #4958 GRE PBEIE 2241, LUK GRE P 9 i R4 T s ) 0 A2 56 B 4 138 B GRE Fig
T R e 7, T IX Rl AN LD E AR . B e T R R

A B T8 P i 1 5 PR s BT W IR

PAT 4 system-view, HEANRGHIA

HUT 4 interface tunnel interface-number, BN Tunnel £z AL

AT AT % gre checksum, & Tunnel B4 Ui B A5 o

B TEOL T, 281k Tunnel P34 T i 2 i A2 56 o

YT i gre Key key-mumber, B Tunnel SIS

U RAEREE WY VA key-number, 25195 € AH R key-number; B3 B 3E P 3 A 1

key-number-.
BN, Tunnel AN R S&8E 7
(AR 15t AR

W3 Fe R 4 L RF A,

s

1.3.5 #ﬁﬁﬂﬂﬁéﬁ%

Bl M

BRES R

E5 w6

i GRE B&IENC & )G, 0] LLAE 3 Tunnel £ 1110 TARR SR {5 B o
C5E 1l GRE FRIE DI RER T A TC ' -

® f{i}{] display interface tunnel [ interface-number 1% x4 Tunnel $% 1115 &L,
® {{ii{] display ip routing-table 1y % 7 & 1Pv4 EE?%@ B
® {{i/] ping -a source-ip-address host iy % £ 75 %18 W i 4 75 B8 FLIH

s

e B I, AEREE P AT 4 display interface tunnel, 7] A& I T HPIRAS N
Upo Wjﬁﬂ

<Huawei> display interface Tunnel 0/0/1
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Huawei AR1200 R 414V % iy 4%
AL B fER-VPN 1 GRE i &

Tunnel0/0/1 current state : UP

Line protocol current state : UP

Description:HUAWEI, AR Series, Tunnel0/0/1 Interface

Route Port, The Maximum Transmit Unit is 1500

Internet Address is 5.5.5.2/24

Encapsulation is TUNNEL, loopback not set

Tunnel source 150.1.1.1 (Ethernet4/0/0), destination 150.1.1.2

Tunnel protocol/transport GRE/IP, key disabled

keepalive disabled

Checksumming of packets disabled

Current system time: 2008-03-04 19:17:30
300 seconds input rate 0 bits/sec, 0 packets/sec
300 seconds output rate 0 bits/sec, 0 packets/sec
0 seconds input rate 0 bits/sec, 0 packets/sec

seconds output rate 0 bits/sec, 0 packets/sec

packets input, 0 bytes

input error

packets output, 0 bytes

0 output error

Input bandwidth utilization : ——

Output bandwidth utilization : ——

P74 display ip routing-table, 1] &I R A S ZREE R R . 4l
.

<{Huawei> display ip routing—table
Route Flags: R — relay, D — download to fib

0
0
0
0

Routing Tables: Public

Destinations : 8 Routes : 8
Destination/Mask Proto Pre Cost Flags NextHop Interface

10.1.1.0/24 Direct 0 0 D 10.1.1.2 GigabitEthernet2/0/0
10.1.1.2/32 Direct 0 0 D 127.0.0.1 InLoopBack0
10.2.1.0/24 Static 60 0 D 40.1.1.1 Tunnel0/0/2
20.1.1.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
40.1.1.0/24 Direct 0 0 D 40.1.1.1 Tunnel0/0/2
40.1.1.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0

PAT T4 ping -a source-ip-address host, 1] KILMNA b E 2 11 ping H )i % $2 1 Hb
ik, fE ping 1.

<{Huawei> ping —a 40.1.1.1 40.1.1.2

PING 40.1.1.2: 56 data bytes, press CTRL_C to break
Reply from 40.1.1.2: bytes=56 Sequence=1 tt1=255 time=24 ms
Reply from 40.1.1.2: bytes=56 Sequence=2 tt1=255 time=33 ms
Reply from 40.1.1.2: bytes=56 Sequence=3 tt1=255 time=48 ms
Reply from 40.1.1.2: bytes=56 Sequence=4 tt1=255 time=33 ms
Reply from 40.1.1.2: bytes=56 Sequence=5 tt1=255 time=36 ms

— 40.1. 1.2 ping statistics ——
5 packet (s) transmitted
5 packet (s) received
0.00% packet loss
round-trip min/avg/max = 24/34/48 ms

1.4 Bt & CE-PE |8/ GRE [&&

i & CE-PE [8][) GRE P%iE, FZSCIFAM R Fil%i% £ CE {1 ] GRE FREFEAN A M .

141 BIRBES

FENCE CE-PE [0] /) GRE BEIE R T fif sbhr P 0 NI PAE L 10 A ks Y 1) i A 55 A K df
e, PRI B HERIHL S R BAT S5

SCRSRRAS 01 (2012-04-20) LA RS B 7
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Huawei AR1200 51V H o5
AL B fER-VPN 1 GRE thilFiL &

Bz R EREE

W% CE N5 PE H4LEH, 1H CE AWM 7 Z48: N3] MPLS VPN 1, XFhiisR
Al LAk 7E CE-PE [MECE GRE B&IESCIL. 221k CE FreEfI M 7 #: A %] MPLS VPN H1,
WEWEEE PE _EY MPLS VPN, VLX& PE 5 CE [a] % H .

W, FEUF 2 P o N 75 2414 CE-PE Z [8]11) GRE F%iE

® CEZNMAMYEPE Hik,
® CE & —Ziz8w K VPN 5 PE Hi%E

HEES

#EHLE CE-PE [A][f] GRE FEIE 2 |, 558l FAE5%:

® [id% CE 5 PE L4z 1P uhik.

® [itE CE-PE W[ .

® Uil CE-PE [H]f] GRE P& 2 id 75 4N VPN, & T 2256 81% VPN (LS .
RIRES

fENC & CE-PE [H]ff) GRE B&iE 2 1, e LU £l

Fs | 53R

1 CE |- GRE Tunnel £ [ ({14 5

2 CE I GRE Tunnel ¥ttt A1 H 1)k

3 PE |- GRE Tunnel # [ 1#%i*5

4 PE I GRE Tunnel #% 1[5tk A0 5 (7 lk

5 12 GRE Tunnel %3 534M1 VPN, IEFFAIE % VPN )47

1.4.2 #£ CE Bt & Tunnel $#0

7t CE )¢ Tunnel #2115, 7F5%4REHE$E)7 0 GRE. W& Tunnel £ 1115 HhE SR,
PR WE Tunnel #: HHH EI’J mihht, Hrb, CE _LBEEM b S PE HBEIEM H
FhbAH TR, CE _EREER H bt 5 PE b REIE s bk A7 [

ERER
fE CE L#bAT R E
BREDE
$E1 AT 4 system-view, HEARGWIE .
P ?}tl‘ T4 interface tunnel interface-number, % Tunnel #:11, FF@EA Tunnel £ L
.
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Huawei AR1200 51V H o5
AL B fER-VPN 1 GRE i &

S 3 AT 2 tunnel-protocol gre, K Tunnel %% GRE Fxid

T4 PATH 4 source { source-ip-address | interface-type interface-number }, & Tunnel £z

s bk s 11
B&IE U5 AN BE T € o A BF 9 Tunnel $2 11, (H ] LI E 2 AR BEIE ) Tunnel #211 .

CE LFEiEMJEHNES PE EREER) H kAR, CE RS H b5 PE ER%iE
(1 Y5 e - A 1]

(1 ssmm
® GRE [%id #9833 T VAR B 5 VRRP &40 64 & sk
® bridge-if # 7 R+ fc. & >4 GRE &8 69 R3E 1,

PS5 AT 2 destination ip-address, ¥'E Tunnel 4% 1) H stk o
6 (k) HATH4 mtu mew, BE R MTU.

SRR Tunnel $2 1 i KALHTR G, TRRCE P PATZS )G T2 0
$AT shutdown 74, FFHAT undo shutdown iy 2 K582 1 H )5,  DAGRIE 3 & [ MTU &
o

ST FembEs O P bkl RN T

® HTM 4 ip address ip-address { mask | mask-length } [ sub ], BCE Tunnel £ 11 IP
Huhik

® H/T74 ip address unnumbered interface interface-type interface-number, WC'H

Tunnel £ L& H] 1P Huhk,
—4R
1.4.3 7£ PE BECE Tunnel # 0
7t PE _EA# Tunnel 1 )5, 2@ EHT7 A8 GRE. #'E Tunnel 42 F ¥ ER

PRI WA Tunnel 4% L0 H sk, b, PE _LRREMJEMBIES CE _EREIE H
b AH TR, PE EREIER) H Ridikty CE b FEIE Y5t bk AH 7] o

ERER
7 PE BT U R AL
BRIESER
FE1 HAT 2 system-view, ARG
P2 T2 interface tunnel interface-number, )% Tunnel #%1, FEHEXN Tunnel $2 41
A
$IE 3 T 1r4 tunnel-protocol gre, K Tunnel 3135 % GRE i .
PB4 HATHT 2 source { source-ip-address | interface-type interface-number }, & Tunnel %1
(s B4 1 .
R 152 TSRS 72 4 B 51 Tunnel #2171, {H 0] LLF A HABEIE 1) Tunnel #2111,
PE FFEIEM NS CE ERSER H bbb AH[A, PE RFEER H Wb 5 CE ER%iE
(R HEAH ]
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Huawei AR1200 Z 41 AV 4% 1 2%
fiL & 45 R -VPN

1 GRE thilFiL &

(1] ssem
® GRE [#i# 69 Bk 7T VAL E 5 VRRP S-4r206h 8 bk,
® bridge-if # 7 R AL E A GRE i ) R4ED .

PS5 HATH 2 destination ip-address, & Tunnel £ 11 1¥) H Futi bk o

F$Ee6 (iR PATHS mtu meu, HEE DI MTU,

G AR T E AR Tunnel £ 1 B KA LT, WECE LD IR, BUT 120G 7 B a0 10
4T shutdown 772, FFH4T undo shutdown > O HE g, DMRIEEE K MTU 4
o

Fa e b e ) 1P Mo, EFEWIN vk

® HUTA4 ip address ip-address { mask | mask-length } [ sub ], FC# Tunnel $211] IP
Huhk

® P IT14 ip address unnumbered interface interface-type interface-number, W E

Tunnel £ {5 H] IP ik,

-

1.4.4 7£ PE }% GRE Tunnel 5 CE FR#E8Y VPN #H{T45E

de B g2 gy

7£ PE _ERCE VPN 5241 53% 4 CE 1) Tunnel #% 1 HEA TR, SCHKS, Tunnel 4% FEY
FARIRZ o MAZ3% CVE N (AR SCAE T VPN S R R e A A Bt A T A

B=RIao
£ PE LTI MG E .
RIESR
SB1 HATHT 2 system-view, AN RGAIE.
P2 AT 4 interface tunnel interface-number, )5 Tunnel #:11, {3t N\ Tunnel £ 1141
E o
S 3 P T4 ip binding vpn-instance vpn-instance-name, ¥§ Tunnel 15 VPN SZHIHEATHRE .
(AARTY
4T ip binding vpn-instance 4~ Mk Tunnel 41 £ 228 F 69 IP 3ok, B athlsF = 24
M, REENEHRE,
Tunnel 3 7 R85 R A& AT L7589 VPN 52414052,
4 2L G VPN 6 Kbk ki, MR L VPN 4972 Tunnel 32 F 49 IP sbik, &b ih
W Z B4, 4406k VPN 4] T AR sk sk iy, 4248 Tunnel 4 7 5% VPN 32469405,
PB4 WE Tunnel £ K IP #ikk, EFWFHEL —, ERFWNTEL—:
® HITAr4 ip address ip-address { mask | mask-length } [ sub ], Bt & Tunnel $% 1] IP
Hohl,
® HAT7i4 ip address unnumbered interface interface-type interface-number, WHLE
Tunnel £ L £ H 1P Huht,
R
SCRYRRAS 01 (2012-04-20) LR AE R 10
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Huawei AR1200 F 514k % i e

fiL & 45 R -VPN

1 GRE thilFiL &

145 ERESER

HIR M

BRESER

E5 w6

CE-PE [1][1] GRE FFiEHCE b5, 0T LA A 2 F5 2 VPN 115 S .
CLZ5¢ % CE-PE [A] ) GRE B&IE I RERI T H IC &

® fii[] display interface tunnel [ interface-number 7% x4 Tunnel £ 1) TAEIRES .

® {i{] display ip routing-table vpn-instance vpn-instance-name iy % 4£ PE - 5& VPN
PR

® fi [ display ip routing-table iy 2 7E CE & FH K HK.
® {{if] ping -a source-ip-address host iy £ 4 b P i 2 75 e H.H .

s

OB I, LEBSIE P 5 AT 2 display interface tunnel, 1] A5 B IE L L FPRASH
Up. LA PE i ) 5k 7= 4y 451«

<Huawei> display interface Tunnel 0/0/1
Tunnel0/0/1 current state : UP
Line protocol current state : UP
Last line protocol up time : 2008-03-03 10:51:44
Description:HUAWEI, AR Series, Tunnel0/0/1 Interface
Route Port, The Maximum Transmit Unit is 1500
Internet Address is 5.5.5.2/24
Encapsulation is TUNNEL, loopback not set
Tunnel source 150.1.1.1 (Ethernet4/0/0), destination 150.1.1.2
Tunnel protocol/transport GRE/IP, key disabled
keepalive disabled
Checksumming of packets disabled
Current system time: 2008-03-04 19:17:30
300 seconds input rate 0 bits/sec, 0 packets/sec
300 seconds output rate 0 bits/sec, 0 packets/sec
0 seconds input rate 0 bits/sec, 0 packets/sec
0 seconds output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes
0 input error
0 packets output, 0 bytes
0 output error
Input bandwidth utilization : ——
Output bandwidth utilization : —

1.5 BL & GRE X #¥ Keepalive $51%

ML EREE RIS, EPE GRE 1E4 VPN BEIEHT, SE1f i GRE R4 1) Keepalive YJfg, 1]
7 11 VPN 355 i AN 03k () GRE P&, 8 it s 2 2% .

1.5.1 B BES

FEMCE GRE SCFF Keepalive FpPEHT T ARILRATE NI FASE L O E RS VE KA EAT 55 A2
PAEsS, FTLATE BRI, AR M e i B AT S .
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Huawei AR1200 Z 414V % iy 4%

fiL & 45 R -VPN

1 GRE thilfiL &

Bz R EREE

HEES

HiEkES

1-4 3 #¥ Keepalive HJ GRE F&iE 40 W &

Destination =2

R " GRE tunnel

RouterA w

@)

RouterB

FEY i AC # SCHF Keepalive F5PER) GRE, A A 06 A0 i FEECIRAS, 38 G DD i AN vl 3k

7ERCE Keepalive Z 1, i 56 LA F A%

o  NCHE IR RS .
® CEFLIIN IP ik,
® {3 GRE f&iE, HFEIEIRZESN Up.

ML & Keepalive Z i, rifies LA Ed

Fs | BiE
1 K% Keepalive i 3C 11 & 1
2 AR TS S5

1.5.2 {§§E Keepalive T

GRE F%IE ] Keepalive DA B ) (1. LA P i #5 L 25 Keepalive DIRE, 5 £ P9 iy 4 ff7
fit GRE FZ1E 1) Keepalive Jifig.

d6 B ==
=8 I=II§\

HRMESR

FE BALAE Keepalive LhAEMIHE th s EHEAT I L E

P$EE1 AT 2 system-view, ARG

S 2 AT 2 interface tunnel interface-number, It Tunnel # IALE .

S 3 T2 tunnel-protocol gre, K Tunnel 2% 4 GRE FiE .

SCRYRRAS 01 (2012-04-20)
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Huawei AR1200 51V H o5
AL B fER-VPN 1 GRE i &

S 4 P74 keepalive [ period period [ retry-times retry-times ||, & GRE [¥] Keepalive 1j

&b
He o

GRE F%IE ] Keepalive D BEAE B[] (1. LA P i £ L 25 Keepalive DIRE, 7 75 P iy 4 A7
fit GRE FZIE ) Keepalive LRE. XA 15 2 FF Keepalive LIREAN LM AU [ Keepalive 2
e o (H ISR R 1 o 751 B8 Keepalive Zfg
0= #57]
FERLE WS Rk, 44k GRE ¥4 VPN i3], &1%4E GRE %38 49 Keepalive 4, ¥ 7k VPN
FET G T iA 49 GRE 18, # % mMdBEE%. AA:
FERAT %55 Keepalive 40 L, BPAE 3% R o734, A% Tunnel 4% 2K SALT 484 Up.
1% B8 K3 4 Keepalive /&, %o RT3 RTiA, A% 469 Tunnel 4% 2RSS E H Down, Eb, d=
RfimRTIR, A% VPN st R2i4459% GRE il, #5& RHHEEK.

s

153 ERELR

GRE 3 ¥F Keepalive it & )5, %07 LIE A 2 GRE tunnel £ UK Keepalive $i SCA
Keepalive Wi B4R LRI o

HTR S

L& 58 8 GRE SCFF Keepalive DJRe M) T L & .

BRIES TR
FB1 HATI 2 system-view, ARG
S 2 AT 2 interface tunnel interface-number, I\ Tunnel # I4LE] .

SIB 3 HUT display keepalive packets count 772 1A GRE tunnel % Ik Keepalive i SCHl1
Keepalive Wi W ST O o

B

E5 w6

EMBE T GRE [¥) Keepalive B fig (1) Tunnel %11 #4714 display keepalive packets
count, AJ DL F|i% GRE BEIEHE 1A IE25 00 Ui ) keepalive R S (4L 1EF keepalive M3
o EE, LR i) keepalive i ST ()5 A keepalive Wi AR SCHERE . W
AU GRE Tunnel #1111 Keepalive T RERL & T, A A& 2625 X it 1 keepalive $i
SCHIBCE A GBI keepalive M N4k SCHIEE AN A 0,

[Huawei] interface tunnel 0/0/1

[Huawei~Tunnel0/0/1] tunnel-protocol gre

[Huawei-Tunnel0/0/1] keepalive

[Huawei-Tunnel0/0/1] display keepalive packets count

Send 34 keepalive packets to peers, Receive 34 keepalive response packets from peers
Receive 0 keepalive packets from peers, Send 0 keepalive response packets to peers.

1.6 4£3P GRE

FERREEOSUHME R W% GRE th il PRI,

SCRAFEA 01 (2012-04-20) LA I 1 3
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Huawei AR1200 251V H o5
AL B fERI-VPN 1 GRE thilfiL &

1.6.1 EEREEZOZITER

T E PRI DG S BN, AT AT reset ir 20K GRE B&IE #5611 A% 45 X iy
(1) Keepalive 4 SCE A1 Keepalive Wi AR SCHCE,  BA S MR FE ) Keepalive 4R 3CEL
TH Il Keepalive Wi W AR SCE R S0 HE B %

BRIESER
® HERGMIE FHUAT reset counters interface tunnel [ interface-number |1y % &
Tunnel #£ WSS .
® ' Tunnel # 1 Keepalive i ARG 115 B .
1. PUTM4 system-view, HEAN RG] .
2. PUTM4 interface tunnel interface-number, 3t Tunnel £ AL

3. fiiH] reset keepalive packets count 174 5 'H Tunnel £ [1[1] Keepalive i SCAH K
gitfE e

L] e
44> reset keepalive packets count R #£/E Tunnel 42 2 ALE FHAT, HiZd: 0 ) 8 Hhil s
/RBLE A GRE.

s

1.6.2 53 GRE MBI TR
EH Y TAET, 0475 GRE MG display 74, T fi# GRE WMY B TIE M.

e B ==
B E1I=I I

EHE Y TAESY, WA S M ERPATLL N4, T GRE MHXURIZAT IS O,
BRIEDE

® fii[f] display interface tunnel [ interface-number 1172 £x & Tunnel £ 11115 H .

® fii[{] display ip routing-table vpn-instance vpn-instance-name i %7t PE &% VPN
PRI

® fii[{] display ip routing-table iy 2 7E CE L &F K hk.

® i f] ping [ -a source-ip-address | -vpn-instance vpn-instance-name | * host 1% &G b
TE P i 2 17 e L3 .

-
1.6.3 A1 GRE BL &

7EHH I GRE 11T H R, 04T debugging fr AT, EHMEGE, 00 H77
T w5 F s A o

SCRAFEA 01 (2012-04-20) LA I 1 14
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Huawei AR1200 51V H o5
AL B fER-VPN 1 GRE thilFiL &

A“ﬁ
R
b =

TR KK rm & et bt. AR ZHEE, AR #4T undo debugging all 4%
PRI X .

EHH I GRE 1217y, 3 2EH P ALE FHUT NI debugging iy 2T, A&
PRSBSOS  BT R 1) S A
BRIETE

o FH P ME NI4T debugging tunnel keepalive 72 ] 7 GRE Tunnel ] Keepalive
D ik 5%

B

1.7 BC & 55451

TSI E R TR B AR BCE SO P AR A MR B R R

38

>

1.7.1 B2 & GRE {EH##SEEB R

CLILRIZE P 15 5%, S 4Rl iC B GRE AEFIRS AR i 97 i [R] (i GRE
BEIE A4, L% B RO A5 i 2 8] i 2 e B R A 1

ER R
& 1-5, RouterA. RouterB. RouterC J& T- VPN ‘& T M, EA 1281247 OSPF.
RouterA Fl RouterC 2 [afff | = )25 0 GRE, =£HL PC1 Al PC2 H.HK.
PC1 F1 PC2 |43 7465 RouterA. RouterC 4 [ CLIIH48 P56
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Huawei AR1200 414V i d1 2
AL B fER-VPN 1 GRE i &

1-5 Fc & GRE £ 2SI HAME

RouterB
GE1/0/0
20.1.1.2/24

GE2/0/0
30.1.1.1/24

RouterA /GE1/0/0 GE1/0/0
20.1.1.1/24 30.1.1.2/24
Tunnel

GEZ2/0/0 | Tunnel0/0/1 Tunnel0/0/1 | GE2/0/0
10.1.1.2/24140.1.1.1/24 40.1.1.2/24]10.2.1.2/24

PC2 g‘;

10.1.1.1/24 10.2.1.1/24

RouterC

[To= 585
fic & GRE i FH i 2 i i 10 R B
1. RIS T A B M B,
2. 7 RouterA F1 RouterC 6% Tunnel #:, F5% Tunnel FJYEHbIEFT H bk, 18
7= Tunnel YIS A AR SCIOsEFRge 1 1P Huhik,  H bk 2 e SO 52 bk
1 IP Hbhk .
PR TE S R AN AS I M, T ECE Tunnel 22 11179 X 25 1kt .
4. A PCL M1 PC2 2 [a]HyiEl T GRE f¥iEf&%i, RouterA Fl RouterC L FHEHLE F
HEHAIER) PC FIH A t, 810 AN Tunnel #2111,
HiRES
e I IEC E B, FRHERS R BB -
® iz1T OSPF Jit 75 ¥k
® GRE BFEMun bt . H k. Tunnel £ 10 1P bt
BIETER

PR ACE S HE 1P Hik

PR 1-5 Pl B 42 LG TP Mk, LA & i FEmg .
$E2 fiE VPN BT M IGP

# it & RouterA.

[RouterA] ospf 1

[RouterA-ospf-1] area 0

[RouterA-ospf-1-area—0. 0. 0. 0] network 20.1.1.0 0.0.0. 255
[RouterA-ospf-1-area-0.0.0.0] quit
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1 GRE thilFiL &

[RouterA-ospf-1] quit
# & RouterB.

[RouterB] ospf 1

[RouterB-ospf-1] area 0
[RouterB-ospf-1-area-0. 0. 0. 0] network 2
[RouterB-ospf-1-area-0. 0. 0. 0] network 3
[RouterB-ospf-1-area-0.0.0.0] quit
[RouterB-ospf-1] quit

0.1.1.0 0.0.0.255
0.1.1.0 0.0.0.255

# it & RouterC.

[RouterC] ospf 1
[RouterC-ospf-1] area 0
[RouterC-ospf—1-area-0. 0. 0.
[RouterC-ospf—1-area-0. 0. 0.
[RouterC-ospf-1] quit

#MLE ST, 1E RouterA Al RouterC #4147 display ip routing-table 74, 1 LLE £
TIIRERS 2% 21 24350 w4z 11 9 B kb 1¥) OSPF i i

# Ll RouterA 278 M.

network 30.1.1.0 0.0.0.255

0]
0] quit

[RouterA] display ip routing-table
Route Flags: R — relay, D — download to fib

Routing Tables: Public
Destinations : 8 Routes : 8

Destination/Mask Proto Pre Cost Flags NextHop Interface
10.1.1.0/24 Direct 0 0 10. 1. 1.2 GigabitEthernet2/0/0
10.1.1.2/32 Direct 0 0 127.0. 0. InLoopBack0
20.1.1.1/32 Direct 0 0 127.0. 0. InLoopBack0
30.1.1.0/24 OSPF 1 2 20.1.1.2 GigabitEthernet1/0/0
127.0.0.0/8  Direct 0 0 InLoopBack0
127.0.0.1/32 Direct 0 0 InLoopBack0

fii & Tunnel $z0
# It & RouterA.

oo oog

[RouterA] interface tunnel 0/0/1

[RouterA-Tunnel0/0/1] tunnel-protocol gre
[RouterA-Tunnel0/0/1] ip address 40.1.1.1 255. 255, 255. 0
[RouterA-Tunnel0/0/1] source 20.1.1.1
[RouterA-Tunnel0/0/1] destination 30.1.1.2
[RouterA-Tunnel0/0/1] quit

# It & RouterC.

[RouterC] interface tunnel 0/0/1

[RouterC-Tunnel0/0/1] tunnel-protocol gre
[RouterC-Tunnel0/0/1] ip address 40.1.1.2 255. 255. 255. 0
[RouterC-Tunnel0/0/1] source 30.1.1.2
[RouterC-Tunnel0/0/1] destination 20.1.1.1
[RouterC-Tunnel0/0/1] quit

# BLE 55, Tunnel #2 FRZSAE) Up, Tunnel #2112 [H] 7] LA Ping 1
# L\ RouterA ] 57 4 441 -

[RouterA] ping —a 40.1.1.1 40.1.1.2
PING 40.1.1.2: 56 data bytes, press CTRL C to break
Reply from 40.1.1.2: bytes=56 Sequence=1 tt1=255 time=24 ms
Reply from 40.1.1.2: bytes=56 Sequence=2 ttl1=255 time=33 ms
Reply from 40.1.1.2: bytes=56 Sequence=3 ttl1=255 time=48 ms
Reply from 40.1.1.2: bytes=56 Sequence=4 tt1=255 time=33 ms
Reply from 40.1.1.2: bytes=56 Sequence=5 tt1=255 time=36 ms
—— 40.1.1.2 ping statistics ——
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5 packet(s) transmitted

5 packet (s) received

0.00% packet loss

round-trip min/avg/max = 24/34/48 ms

T4 EFHSHK N
# I E RouterA.
[RouterA] ip route—static 10.2.1.0 255.255.255.0 tunnel 0/0/1
# Il & RouterC.
[RouterC] ip route—static 10.1.1.0 255.255.255.0 tunnel 0/0/1

#BLE5CHE, 7E RouterA Al RouterC #4417 display ip routing-table iy %>, W LUE £
FH Tunnel #2111 2343565 g FH P (0 1Y B (1) 28 1% 1l o

# L1 RouterA BB~ A4

[RouterA] display ip routing—table
Route Flags: R — relay, D — download to fib

Routing Tables: Public
Destinations : 11 Routes : 11
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.1.1.0/24 Direct 0 10.1. 1.2 GigabitEthernet2/0/0
10. .2/32 Direct 0 127.0.0. 1 InLoopBack0
10. .0/24 Static 60 40. 1. Tunnel0/0/1
20. .0/24 Direct 20. 1. GigabitEthernet1/0/0
20. .1/32 Direct 127.0.0. 1 InLoopBack0
30. 0/24 OSPF 20.1.1.2 GigabitEthernet1/0/0
1

1.1
0 1.1
0
1
40. 0/24 Direct 0 40. 1. Tunnel0/0/1
0
0
0

1.
1.
40. .1/32 Direct

127. 0/8 Direct
127.0.0.1/32 Direct

7.0.0.1 InLoopBack0
127.0.0. 1 InLoopBack0
7.0.0.1 InLoopBack0

O O = e N —
OO OO N O OO OO
Do OoOoOUooOoooo

PC1 il PC2 W LLAHH. Ping 3.

e

B & 3

® RouterA HHCE

#
sysname RouterA
#
interface GigabitEthernet1/0/0
ip address 20.1.1.1 255.255.255.0
#
interface GigabitEthernet2/0/0
ip address 10.1.1.2 255.255.255.0
#
interface Tunnel0/0/1
ip address 40.1.1.1 255.255.255.0
tunnel-protocol gre
source 20.1.1.1
destination 30.1.1.2
#
ospf 1
area 0.0.0.0
network 20.1.1.0 0.0.0.255
#
ip route-static 10.2.1.0 255.255.255.0 Tunnel0/0/1
#
return
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Huawei AR1200 R 414V % iy 4%

fiL & 45 R -VPN

1 GRE thilFiL &

1.7.2 B2 & GRE {175 B iR 5!

DU O TS5, A4 T E GRE ﬁiﬁﬁdlu%ﬂﬂ A5 i 2 Ta] (Rt il i GRE
BRIE A4, Bk B I % ) i 2 [)

RouterB 17 & SC14F

#

sysname RouterB

#

interface GigabitEthernet1/0/0

ip address 20.1.1.2 255.255.255.0

#

interface GigabitEthernet2/0/0

ip address 30.1.1.1 255.255.255.0

#

ospf 1

area 0.0.0.0
network 20.1.1.0 0.
network 30.1.1.0 0.

#

return

RouterC 1P & SC14F

#
sysname RouterC
#
interface GigabitEthernet1/0/0
ip address 30.1.1.2 255.255.255.0
#
interface GigabitEthernet2/0/0
ip address 10.2.1.2 255. 255.255.0
#
interface Tunnel0/0/1
ip address 40.1.1.2 255.255.255.0
tunnel-protocol gre
source 30.1.1.2
destination 20.1.1.1
#
ospf 1
area 0.0.0.0
network 30.1.1.0 0.0.0.255
#

e e

0. 255
0. 255

ip route-static 10.1.1.0 255.255.255.0 Tunnel0/0/1

#
return

& 1-6, RouterA. RouterB. RouterC J& T VPN & T M,

i 2 C BB A R

‘B2 11847 OSPF.
RouterA Fl RouterC 2 [A]f# ] = JZF%iE X GRE, 28I PC1 Al PC2 H K.
PC1 1 PC2 435138 % RouterA. RouterC N H O B4 N 6,

Tunnel #2213 31 A& 0 OSPF. VPN ‘& T/ _LA#i ] OSPF #EFE 1, A
1% /] OSPF 3£ 2.
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Huawei AR1200 414V i d1 2
AL B fER-VPN 1 GRE i &

1-6 EL & GRE 15 F s 75 % | 118U 4R W B
RouterB

GE1/0/0
20.1.1.1/24 30.1.1.2/24

Tunnel RouterC
, S Tunnel0/0/1 Tunnelo/0/1 WP
\ OSPF 2 g N
/ GE2/0/0 40.1.1.1/24 40.1.1.2/24 ~ / GE2/0/0

@;1021 1/24

........
~~~~~~~~~~~~~~~~~

(TR s s
fic & GRE 14 FH 20 2 % i P s i) BB
1. ElTMESHESET IGP P s, X 5 H OSPF #HFE 1,
2. 5 PCHIEM M h 22 R %57 GRE Pxid, {HHAN M2 L H#RE L GRE B¥iE.
3. PCENE T WIS > W BB AT A i, X B )72 OSPF #E7% 2.
HiRES
JTE R R E ], TR A
® GRE B Wi rdsithht . H i Hbhk
® ¥ Tunnel B0 1P Huhl
BRIESER

P FLE SN P bk

2 IR 1-6 i E SR L1 TP ki, LA B R
$®2 fiLE VPN T K IGP

HELE GRE {6 HI#F AR g, HAARNE B P .
I3 filE Tunnel F11

5HBCE GRE B SE HaBIAE, HANE R
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Huawei AR1200 R 414V % iy 4%

e & 15 F-VPN 1 GRE Pl it &
$E 4 [t 'E Tunnel 82 ¥ OSPF X
# I 'E RouterA.
[RouterA] ospf 2
[RouterA-ospf-2] area 0
[RouterA-ospf—2-area—0. 0. 0. 0] network 40.1.1.0 0.0.0. 255
[RouterA-ospf—2-area—0. 0. 0. 0] network 10.1.1.0 0.0.0. 255
[RouterA-ospf-2-area—0.0. 0. 0] quit
[RouterA-ospf-2] quit
# L& RouterC.
[RouterC] ospf 2
[RouterC-ospf-2] area 0
[RouterC-ospf—-2-area-0. 0. 0. 0] network 40.1.1.0 0.0.0. 255
[RouterC-ospf-2-area-0. 0. 0. 0] network 10.2.1.0 0.0.0. 255
[RouterC-ospf-2-area-0. 0. 0. 0] quit
[RouterC-ospf-2] quit
G SR RN WERATE

o & 32

#BLE 5EHUE . 7E RouterA Al RouterC _|-#447 display ip routing-table fiy %, 7 LUE |4
I Tunnel $2 K 245wt P00 W9 BEF) OSPF #6 i, JFH., 294 Tunnel H A4 EE ik

(30.1.1.0/24) I~ —BEAS & Tunnel #2111,
# L) RouterA 1) 527 K1l .

[RouterA] display ip routing-table
Route Flags: R — relay, D — download to fib

Routing Tables: Public

Destinations : 11 Routes : 11

Destination/Mask Proto Pre Cost Flags NextHop
10.1.1.0/24 Direct 0 0 D 10.1.1.2
10.1.1.2/32 Direct 0 0 D 127.0.0.1
10.2.1.0/24 OSPF 10 2 D 40.1.1.2
20.1.1.0/24 Direct 0 0 D 20.1.1.1
20.1.1.1/32 Direct 0 0 D 127.0.0.1
30.1.1.0/24 OSPF 10 2 D 20.1.1.2
40.1.1.0/24 Direct 0 0 D 40.1.1.1
40.1.1.1/32 Direct 0 0 D 127.0.0.1
127.0.0.0/8 Direct 0 0 D 127.0.0.1
127.0.0.1/32 Direct 0 0 D 127.0.0.1

#PC1 F1 PC2 1] LIAH H. Ping i .

R

® RouterA [JHt &

#
sysname RouterA
#
interface GigabitEthernet1/0/0
ip address 20.1.1.1 255.255.255.0
#
interface GigabitEthernet2/0/0
ip address 10.1.1.2 255.255.255.0
#
interface Tunnel0/0/1
ip address 40.1.1.1 255.255.255.0
tunnel-protocol gre
source 20.1.1.1
destination 30.1.1.2
#

Interface
GigabitEthernet2/0/0
InLoopBack0
Tunnel0/0/1
GigabitEthernet1/0/0
InLoopBack0
GigabitEthernet1/0/0
Tunnel0/0/1
InLoopBack0
InLoopBack0
InLoopBack0
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ospf 1
area 0.0.0.0
network 20.1.1.0 0.0.0.255
#
ospf 2
area 0.0.0.0
network 4
network 1
#
return

® RouterB ML E A

#
sysname RouterB
#
interface GigabitEthernet1/0/0
ip address 20.1.1.2 255.255.255.0
#
interface GigabitEthernet2/0/0
ip address 30.1.1.1 255.255.255.0
#
ospf 1
area 0.0.0.0
network 2
network 3
#
return

® RouterC [ & 31

#
sysname RouterC
#
interface GigabitEthernet1/0/0
ip address 30.1.1.2 255.255.255.0
#
interface GigabitEthernet2/0/0
ip address 10.2. 1.2 255.255.255.0
#
interface Tunnel0/0/1
ip address 40. 1. 1.2 255.255.255.0
tunnel-protocol gre
source 30.1.1.2
destination 20.1.1.1
#
ospf 1
area 0.0.0.0
network 30.1.1.0 0.0.0.255
#
ospf 2
area 0.0.0.0
network 40. 1.
network 10. 2.
#
return

1.7.3 BL & GRE # 3£ IPSec £ ii4RIBEHE 1

LA 5 5%, S 4L B GRE £ TPSec L4 il ¥l . B 2 1037 GRE
BRI, STRHAIRRSCHEST GRE 3%¢, K5 T IPSec BEIE N GRE £4)5 KR 3.

o O

0.1.1.0 0.0.0.255
0.1.1.0 0.0.0.255

o O

0.1.1.0 0.0.0.255
0.1.1.0 0.0.0.255

1.0 0.0.0. 255
1.0 0.0.0. 255

BN TR
kg 1-7 fii7~, RouterA F1 RouterC Z [AAERIAEE s, FFEXN Edn 34T IPSec In“%.
T REEAE TV N H 1PSec,  [RIb e H I H 3617 GRE &2, #UE4T IPSec
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Huawei AR1200 414V i d1 2
AL B fER-VPN 1 GRE i &

1-7 B2 & GRE #13£ 1PSec &4 1B LI LE M

RouterB
GE1/0/0 &> GE2/0/0
20.1.1.2/24 R 30.1.1.1/24

RouterA /GE1/0/0 GE1/0/0\_RouterC
20.1.1.1/24  30.1.1.2124 &=
GRE with IPSec Il R

GE2/0/0 | Tunnel0/0/1 Tunnel0/0/1 | GE2/0/0
10.1.1.2/24140.1.1.1/24 40.1.1.2/24110.2.1.2/24

dr a

10.1.1.1/24 10.2.1.1/24

N

EE R
it % GRE %% IPSec 1) BB W
1. & TR RouterA. RouterB F1 RouterC 11247 OSPF i3 S8 B3 .
2.  RouterA 5 RouterC 2 [f]## /. GRE f&iE, 2GR SCHEAT B35,
3. 7£ RouterA F1 RouterC % 37. IPSec f%i& 1% GRE 2 J5 IR .
RuEER
JTE R ECE ], T A
®  CEE T B U R A
®  GRE Mt H i HuHEFT Tunnel £ 17 TP Hutik
® JiL'¥ IKE Ji 74, Wi pre-shared-key. remote-name
® [iL'E IPSec NPT HE, WA, ACL
EEIE
1. JCHE & th il
7E RouterA. RouterB. RouterC W& B H VML, LI HIE . AHKH OSPF )
W ELARECE o R
SERUEAPICE S, RouterA 5 RouterC 2 [A]f5 Al IA ¥ . RouterA ] LA ping 1
RouterC ffJ4% 11 GE1/0/0; RouterC 1 L ping il RouterA ff]#% H1 GE1/0/0.
2. fid'® GRE BFid#z0
# 7f RouterA L& .
[RouterA] interface tunnel0/0/1
[RouterA-Tunnel0/0/1] ip address 40.1.1.1 255.255. 255.0
[RouterA-Tunnel0/0/1] tunnel-protocol gre
[RouterA-Tunnel0/0/1] source 20.1.1.1
SCRAFRA 01 (2012-04-20) T s 23
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1 GRE thilFiL &

[RouterA-Tunnel0/0/1] destination 30.1.1.2
[RouterA-Tunnel0/0/1] quit

# 7F RouterC & .

RouterC] interface tunnel0/0/1

RouterC-Tunnel0/0/1] ip address 40.1.1.2 255. 255. 255. 0
RouterA-Tunnel0/0/1] tunnel-protocol gre
RouterC-Tunnel0/0/1] source 30.1.1.2
RouterC-Tunnel0/0/1] destination 20.1.1.1
RouterC-Tunnel0/0/1] quit

o

# _FIAKCE 5E )5, RouterA 5 RouterC 2 7)) GRE %1 U437, Tunnel 4% LA

4 Up.
fii 20 #%

# 42 Rl A BEZL 3R % (00, 7E Tunnel $2 H F {2 PIM DM, JEAEY PC AHIERI#ZL 1

ffifie PIM DM F1 IGMP.
# Bl 'E RouterA.

RouterA] multicast routing-enable
RouterA] interface gigabitethernet 2/0/0
RouterA-GigabitEthernet2/0/0] pim dm
RouterA-GigabitEthernet2/0/0] igmp enable
RouterA-GigabitEthernet2/0/0] quit
RouterA] interface tunnel0/0/1
RouterA-Tunnel0/0/1] pim dm
RouterA-Tunnel0/0/1] quit

# It & RouterC.

[RouterC] multicast routing-enable
[RouterC] interface gigabitethernet 2/0/0
[RouterC-GigabitEthernet2/0/0] pim dm
[RouterC-GigabitEthernet2/0/0] igmp enable
[RouterC-GigabitEthernet2/0/0] quit
[RouterC] interface tunnel0/0/1
[RouterC-Tunnel0/0/1] pim dm
[RouterC-Tunnel0/0/1] quit

# A HEAHE )5, RouterA Fl1 RouterC 2 [R] 1 ZH s %410 ik GRE B & £
fic. &' RouterA F1 RouterC 2 [8] K ] BF 2545 03k 4T IKE Hp i
[RARYY:

[ e e R s s

%84T GRE 41 %, 347 IPSec 7%, &K ike peer X, T 49 remote-address # A% Tunnel

#9 destination %93k,
# I & RouterA.

RouterA] ike local-name rta
RouterA] ike peer RouterC vl

RouterA-ike—peer—routerc]
RouterA-ike—peer—routerc]
RouterA-ike—peer—routerc]
RouterA-ike—peer—routerc]
RouterA-ike—peer—routerc]
RouterA-ike—peer—routerc]

# It & RouterC.

[ e s R s e

exchange—mode aggressive
local-id-type name
pre-shared-key 12345
remote—name rtc
remote-address 30.1.1.2
quit

[RouterC] ike local-name rtc

[RouterC] ike peer RouterA
[RouterC-ike—peer—-routeral
[RouterC-ike—peer—-routeral
[RouterC-ike—peer—-routeral
[RouterC-ike—peer—-routeral
[RouterC-ike—peer—-routeral

vl

exchange—mode aggressive
local-id—type name
pre—shared-key 12345
remote—nhame rta
remote—address 20.1.1.1

[RouterC-ike—peer-routeral quit
5. MG IPSec
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Huawei AR1200 Z 414V % iy 4%
AL B fER-VPN 1 GRE i &

(1 ssmm

%34T GRE 313, Hi#AT7 [PSec /w%, &K ipsec policy # ACL It e A% Tunnel 49 source.
destination #u3k, F353Z policy A A 12 5 IRAE £ ARG M3 T,

# 7t RouterA Fl1 RouterC [iF4T IPSec fit &, A4 FH L4 1) L 43 IS HL

# Bt & RouterA.

[RouterA] acl number 3000

[RouterA-acl-adv—-3000] rule permit gre source 20.1.1.1 0 destination 30.1.1.2 0
[RouterA-acl-adv—-3000] quit

[RouterA] ipsec proposal pl

[RouterA-ipsec—proposal—pl] quit

[RouterA] ipsec policy policyl 1 isakmp
[RouterA-ipsec—policy—isakmp—policyl-1] security acl 3000
[RouterA-ipsec—policy—isakmp—policyl-1] ike—peer RouterC
[RouterA-ipsec—policy—isakmp—policyl—-1] proposal pl
[RouterA-ipsec—policy—isakmp—policyl-1] quit

[RouterA] interface gigabitethernet 1/0/0
[RouterA-GigabitEthernet1/0/0] ipsec policy policyl
[RouterA-GigabitEthernet1/0/0] quit

# M. & RouterC.

[RouterC] acl number 3000

[RouterC-acl-adv—-3000] rule permit gre source 30.1.1.2 0 destination 20.1.1.1 0
[RouterC-acl-adv—-3000] quit

[RouterC] ipsec proposal pl

[RouterC—ipsec—proposal-pl] quit

[RouterC] ipsec policy policyl 1 isakmp
[RouterC—ipsec—policy—isakmp—policyl—-1] security acl 3000
[RouterC-ipsec—policy—isakmp—policyl-1] ike—peer RouterA
[RouterC—ipsec—policy—isakmp—policyl-1] proposal pl
[RouterC-ipsec—policy—isakmp—policyl-1] quit

[RouterC] interface gigabitethernet 1/0/0
[RouterC-GigabitEthernet1/0/0] ipsec policy policyl
[RouterC-GigabitEthernet1/0/0] quit

# SE AP, ATRURIHTIE L IPSec N 1¥) GRE F#3E 7L RouterA F RouterC 2 [H]
TR
6. FEFEIE AU B AT H S A EECE Tunnel #5# H
# PiL & RouterA.
[RouterA] ip route-static 10.2.1.0 255.255.255.0 tunnel 0/0/1

# lic & RouterC.
[RouterC] ip route-static 10.1.1.0 255.255.255.0 tunnel 0/0/1

7. KARCESR
#PC1 #1 PC2 AHH. Ping 3 5, 7Eik 4y B 2] IKE Wiy s, 1PSec N Uk

[RouterA] display ike sa
Conn—ID Peer VPN  Flag(s) Phase
16 30.1.1.2 0 RD 1
17 30.1.1.2 0 RD 2

Flag Description:

RD——READY  ST-—STAYALIVE  RL-—REPLACED  FD-—FADING  TO——TIMEOUT

HRT-—HEARTBEAT  LKG——LAST KNOWN GOOD SEQ NO. BCK——BACKED UP
[RouterA] display ips sa

Interface: GigabitEthernet1/0/0
path MTU: 1500

IPsec policy name: “policyl”
sequence number: 1
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AL B fER-VPN

1 GRE thilFiL &

mode: 1isakmp

connection id: 17
encapsulation mode: tunnel
tunnel local : 20.1.1.1 tunnel remote: 30.1.1.2
[inbound ESP SAs]
spi: 2970386335 (0xb10c7f9f)
proposal : ESP-ENCRYPT-DES ESP-AUTH-MD5
sa remaining key duration (bytes/sec): 1887434624/3081
max received sequence—number: 32
udp encapsulation used for nat traversal: N
[outbound ESP SAs]
spi: 1720763150 (0x6690c30e)
proposal : ESP-ENCRYPT-DES ESP-AUTH-MD5
sa remaining key duration (bytes/sec): 1887434112/3081
max sent sequence—number: 33
udp encapsulation used for nat traversal: N
[RouterC] display ike sa[RouterA] display ike sa

Conn-1D Peer VPN  Flag(s) Phase
20 20.1.1.2 0 RD|ST 1
21 20.1.1.2 0 RD|ST 2

Flag Description:

RD——READY  ST--STAYALIVE  RL-—REPLACED  FD——FADING  TO-—TIMEOUT

HRT--HEARTBEAT =~ LKG——LAST KNOWN GOOD SEQ NO. BCK-—BACKED UP
[RouterC] display ips sa

Interface: GigabitEthernet1/0/0
path MTU: 1500

IPsec policy name: “policyl”
sequence number: 1
mode: 1isakmp

connection id: 21
encapsulation mode: tunnel
tunnel local : 30.1.1.2 tunnel remote: 20.1.1.1
[inbound ESP SAs]
spi: 1720763150 (0x6690c30e)
proposal : ESP-ENCRYPT-DES ESP-AUTH-MD5
sa remaining key duration (bytes/sec): 1887434624/3041
max received sequence—number: 32
udp encapsulation used for nat traversal: N
[outbound ESP SAs]
spi: 2970386335 (0xb10c7f9f)
proposal : ESP-ENCRYPT-DES ESP-AUTH-MD5
sa remaining key duration (bytes/sec): 1887434112/3041
max sent sequence—number: 33
udp encapsulation used for nat traversal: N

e & 3

® RouterA [N HE

#
sysname RouterA
#
ike local-name rta
#
multicast routing—enable
#
acl number 3000
rule 5 permit gre source 20.1.1.1 0.0.0.0 destination 30.1.1.2 0.0.0.0
#
ike peer routerc vl
exchange—mode aggressive
pre—shared-key 12345
local-id-type name
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remote—name rtc
remote—address 30.1.1.2
#
ipsec proposal pl
#
ipsec policy policyl 1 isakmp
security acl 3000
ike—peer RouterC
proposal pl
#
interface GigabitEthernet1/0/0
ip address 20.1.1.1 255.255.255.0
ipsec policy policyl
#
interface GigabitEthernet2/0/0
ip address 10.1.1.2 255. 255.255.0
pim dm
igmp enable
#
interface Tunnel0/0/1
ip address 40.1.1.1 255.255.255.0
tunnel-protocol gre
source 20.1.1.1
destination 30.1.1.2
pim dm
#
ospf 1
area 0.0.0.0
network 20.1.1.1 0.0.0.0
#
ip route-static 10.2.1.0 255.255.255.0 Tunnel0/0/1
#
return

® RouterB 1 & 31

#
sysname RouterB
#
interface GigabitEthernet1/0/0
ip address 20.1.1.2 255.255.255.0
#
interface GigabitEthernet2/0/0
ip address 30.1.1.1 255.255.255.0
#
ospf 1
area 0.0.0.0
network 2
network 3
#
return

® RouterC KB E A

#
sysname RouterC
#
ike local-name rtc
#
multicast routing—enable
#
acl number 3000
rule 5 permit gre source 30.1.1.2 0.0.0.0 destination 20.1.1.1 0.0.0.0
#
ike peer routera vl
exchange—mode aggressive
pre—shared-key 12345
local-id-type name
remote—name rta
remote—address 20.1.1.1
#
ipsec proposal pl

0.1.1.0 0.0.0.255
0.1.1.0 0.0.0.255
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1.7.4 B2 & CE /M GRE [&i&EN VPN =41

#
ipsec policy policyl 1 isakmp
security acl 3000
ike—peer RouterA
proposal pl
#
interface GigabitEthernet1/0/0
ip address 30.1.1.2 255.255.255.0
ipsec policy policyl
#
interface GigabitEthernet2/0/0
ip address 10.2.1.2 255.255.255.0
pim dm
igmp enable
#
interface Tunnel0/0/1
ip address 40.1.1.2 255. 255.255.0
tunnel-protocol gre
source 30.1.1.2
destination 20.1.1.1
pim dm
#
ospf 1
area 0.0.0.0
network 30.1.1.2 0.0.0.0
#

ip route-static 10.1.1.0 255.255.255.0 Tunnel0/0/1

#
return

LI ZH Y 75 5, A4 anfTlic & CE 1 FH AW GRE fEiE#: N\ VPN. PE %5 CE
RO, TE VPN S S5 8Es: itT4e e . Wi 7E CE 5 PE Z Al —4%

GRE BRIEZFHAM, ¢ PE [ VPN 5 GRE B4, S8 CE it GRE fFEH#AF|
VPN 7,

W 1-8 is:

% 2% PE1 1 PE2 /7 T MPLS ‘B T-M.
CE1 F1 PE1 Z[A] AR g, JLiajmal % & R1 A&,

CE2 5 PE2 Hi%.

CE1 5 CE2 J& T [d—> VPN, ZR'EATZ ] fe B,
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il B 45 - VPN 1 GRE il Il &
1-8 it & CE {# /M GRE Fxi&E3EN VPN 4H X &
Loopback1 Loopback1
e
—w PE2
GE1/0/0 IR 5£2/0/0
Tunnel0/0/1 CE2
CE1
o Pl IP Mt
CEl GE1/0/0 21.1.1.2/24
CEl GE2/0/0 30.1.1.124
CEl Tunnel0/0/1 2.2.2.1/24
R1 GE1/0/0 30.1.1.2/24
R1 GE2/0/0 50.1.1.1/24
PE1 Loopbackl 1.1.1.9/32
PE1 GE1/0/0 50.1.1.2/24
PE1 GE2/0/0 110.1.1.1/24
PE1 Tunnel0/0/1 2.2.2.2/24
PE2 Loopbackl 3.3.3.9/32
PE2 GE1/0/0 110.1.1.2/24
PE2 GE2/0/0 11.1.1.2/24
CE2 GE1/0/0 11.1.1.1/24
CE2 GE2/0/0 41.1.1.2/24
(T8
PEl F¥A 5 CE1 HIEMB, Jov¥ VPN s2il 5P e: O dtT465% . Bk, 76 CEl
5 PE1 2 [al# . —% GRE B%i&, 7F PE1 ¥ VPNI 5 GRE fgidfe, =<8 CE1
GRE F%iE#: N3] VPN 1,
fic'& CE 1 ] A’ GRE P4z N\ VPN (KBS k-
1. BT MiE4 PEL M PE2 iZ4T OSPF10 8% H M seBl His, Ff HAFfE MPLS.
2. {EAMEE CEL. Rl M PEl Fig4T OSPF20 ¥ HH HMS S B o .
3. 4£ CEl 1 PE1 X |n)%E 7. GRE f&i&.
4. {EPEIl A1 PE2 L& VPN 5E49], JE4E PE1 2K VPN 32415 GRE bsiEf: 034745
5, {E PE2 ¥ VPN SEf) 5% H: CE2 M BEH: 40 5E .
5. 7F CE1 il CE2 AC& BIA% Hi%E#H: PE M, 1X §LHH] IS-IS.
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6. f{EPE Z A% BGP, 58k CE1 Fil CE2 2 [A] [ H i .

BiEHES
SRR R, AT S

® B IP Hbdik. B PMCHERE S K AS
®  GRE P&isE )ik & H ik
® {i: PE GZ1 VPN S|4 FR. RD Ml VPN-target

BRIETE
$I1 CE SR IP Mkl &2 MPLS BT R4 (1) % bl

£ PE1 F1 PE2 Z [Wiz4T OSPF10, Mc'# MPLS. LDP, H KWL iFEms.
$IE2 FE AWM CEL. R1 A1 PEL 2 6 ¥ 1 il

7t CE1. RI1 I PE1 Z[iiz4T OSPF20, HAHCE RN .
$®3 it E CEl M PE1 2 Ji(¥] GRE f%iE

#7E CE1 L&,

[CE1l] interface tunnel0/0/1

[CE1-Tunnel0/0/1] ip address 2.2.2.1 255.255. 255. 0
[CE1-Tunnel0/0/1] tunnel—protocol gre
[CE1-Tunnel0/0/1] source 30.1.1.1
[CE1-Tunnel0/0/1] destination 50.1.1.2
[CE1-Tunnel0/0/1] quit

# 7 PE1 FJiCHE.

[PE1] interface tunnel0/0/1

[PE1-Tunnel0/0/1] ip address 2.2.2.2 255. 255.255.0
[PE1-Tunnel0/0/1] tunnel-protocol gre
[PE1-Tunnel0/0/1] source 50.1.1.2
[PE1-Tunnel0/0/1] destination 30.1.1.1
[PE1-Tunnel0/0/1] quit

# FIRECE SRS, CEl 5 PEL 2 Al GRE B&iE L T,

P4 (& PEL @ VPN 554 vpnl Jf 55 GRE FEiE 46

[PE1]ip vpn-instance vpnl

[PE1-vpn-instance-vpnl] route-distinguisher 100:1
[PE1-vpn-instance-vpnl-af-ipv4] vpn—target 111:1 export—extcommunity
[PE1-vpn-instance-vpnl-af-ipv4] vpn—target 111:1 import—extcommunity
[PE1-vpn-instance-vpnl-af-ipv4] quit

[PE1-vpn—instance-vpnl] quit

[PE1] interface tunnel0/0/1

[PE1-Tunnel0/0/1] ip binding vpn-instance vpnl

[PE1-Tunnel0/0/1] ip address 2.2.2.2 255. 255.255.0

[PE1-Tunnel0/0/1] quit

$IES5 {F PE2 )% VPN 5241 vpnl I+ 5 GE #1140

[PE2]ip vpn—instance vpnl

[PE2-vpn—instance-vpnl] route-distinguisher 200:1
[PE2-vpn-instance-vpnl-af-ipv4] vpn—target 111:1 export—extcommunity
[PE2-vpn-instance-vpnl-af-ipv4] vpn—target 111:1 import—extcommunity
[PE2-vpn—instance-vpnl-af-ipv4] quit

[PE2-vpn—instance-vpnl] quit

[PE2] interface gigabitethernet2/0/0

[PE2- GigabitEthernet2/0/0] ip binding vpn—instance vpnl
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[PE2- GigabitEthernet2/0/0] ip address 11.1.1.2 255.255. 255. 0
[PE2- GigabitEthernet2/0/0] quit

il & CEl 45 PE1 Z[a]f) IS-IS #%
#7F CE1 FiE,

[CE1] isis 50

[CE1-isis—50] network—entity 50.0000.0000. 0001. 00
[CE1-isis—50] quit

[CE1] interface gigabitethernetl1/0/0
[CE1-GigabitEthernet1/0/0] isis enable 50
[CE1-GigabitEthernet1/0/0] quit

[CE1] interface tunnel0/0/1

[CE1-Tunnel0/0/1] isis enable 50
[CE1-Tunnel0/0/1] quit

# 7 PE1 FJiCE.

[PE1] isis 50 vpn—instance vpnl

[PE1-isis—50] network—entity 50.0000. 0000. 0002. 00
[PE1-isis—50] quit

[PE1] interface tunnel0/0/1

[PE1-Tunnel0/0/1] isis enable 50
[PE1-Tunnel0/0/1] quit

il & CE2 45 PE2 Z[R]f) IS-IS ¥
# 70 CE2 FitE,

[CE2] isis 50

[CE2-isis—50] network—entity 50.0000. 0000. 0004. 00
[CE2-isis—50] quit

[CE2] interface gigabitethernet1/0/0
[CE2-GigabitEthernet1/0/0] isis enable 50
[CE2-GigabitEthernet1/0/0] quit

[CE2] interface gigabitethernet2/0/0
[CE2-GigabitEthernet2/0/0] isis enable 50
[CE2-GigabitEthernet2/0/0] quit

#7F PE2 L.

[PE2] isis 50 vpn—instance vpnl

[PE2-isis—50] network—entity 50.0000. 0000. 0003. 00
[PE2-isis—50] quit

[PE2] interface gigabitethernet2/0/0
[PE2-GigabitEthernet2/0/0] isis enable 50
[PE2-GigabitEthernet2/0/0] quit

{E PE 2 [] %27, MP-IBGP X454k

PRAZ e VPN-IPv4 % 135 R

[PE1] bgp 100

[PE1-bgp] peer 3.3.3.9 as—number 100

[PE1-bgp] peer 3.3.3.9 connect—interface loopback 1
[PE1-bgp] ipv4—family vpnv4

[PE1-bgp—af-vpnv4] peer 3.3.3.9 enable
[PE1-bgp-af-vpnv4] quit

# 13E N BGP [#) vpnl SEB, 5 NEIEEE A IS-IS B H .

[PE1-bgp] ipv4-family vpn-instance vpnl
[PE1-bgp—vpnl] import-route direct
[PE1-bgp-vpnl] import-route isis 50

PRAZ i VPN-TPv4 2% H s B

# WL E PE1, 485 PE2 24 IBGP X454k, ii/] loopback 4 1 7 IBGP 4%, i 8% 4

# liLE PE2, 4175 PE1 4 IBGP Xf4544, AliH loopback # H i 537 IBGP 4%, JH 345
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[PE2] bgp 100

[PE2-bgp] peer 1.1.1.9 as—number 100

[PE2-bgp] peer 1.1.1.9 connect—interface loopback 1
[PE2-bgp] ipv4—family vpnv4

[PE2-bgp-af-vpnv4] peer 1.1.1.9 enable
[PE2-bgp—af-vpnv4] quit

# 13E N\ BGP ) vpnl SE6, 5 NEIEE A IS-IS B H .

[PE2-bgp] ipv4-family vpn—instance vpnl
[PE2-bgp—vpnl] import-route direct
[PE2-bgp-vpnl] import-route isis 50

SIE9 7F IS-IS 5| N\ BGP #
# L& PEL.

[PE1] isis 50
[PE1-isis—50] import-route bgp

# & PE2.

[PE2] isis 50
[PE2-isis—50] import-route bgp

TR0 ARE LR

# UL ERCE 55, CEL A1 CE2 2 Ja]nf LLAH H. ping i .

<CE1> ping 41.1.1.2
PING 41.1.1.2: 56 data bytes, press CTRL C to break

Reply from 41.1.1.2: bytes=56 Sequence=1 tt1=253 time=190
Reply from 41.1.1.2: bytes=56 Sequence=2 tt1=253 time=110
Reply from 41.1.1.2: bytes=56 Sequence=3 tt1=253 time=110
Reply from 41.1.1.2: bytes=56 Sequence=4 tt1=253 time=110

Reply from 41.1.1.2: bytes=56 Sequence=5 tt1=253 time=100

——— 41.1. 1.2 ping statistics ——
5 packet (s) transmitted
5 packet (s) received
0.00% packet loss
round-trip min/avg/max = 100/124/190 ms

<CE2> ping 21.1.1.2

PING 21.1.1.2: 56 data bytes, press CTRL C to break
Reply from 21. 1. bytes=56 Sequence=1 tt1=253 time=120
Reply from 21. 1. bytes=56 Sequence=2 tt1=253 time=110
Reply from 21. 1. bytes=56 Sequence=3 tt1=253 time=120
Reply from 21. 1.

DO DO DN DN

1.
1.
1.
1.

ms
ms
ms
ms
ms

ms
ms
ms

bytes=56 Sequence=4 tt1=253 time=90 ms

Reply from 21.1.1.2: bytes=56 Sequence=5 tt1=253 time=60 ms

—— 21.1.1.2 ping statistics ——
5 packet (s) transmitted
5 packet (s) received
0.00% packet loss
round-trip min/avg/max = 60/100/120 ms

s

® CEl MM &3t
#
sysname CE1
#
isis 50
network—entity 50.0000. 0000. 0001. 00
#
interface GigabitEthernet1/0/0
ip address 21.1.1.2 255.255.255.0
isis enable 50
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#

interface GigabitEthernet2/0/0

ip address 30.1.1.1 255.255.255.0
#

interface Tunnel0/0/1

ip address 2.2.2.1 255.255.255.0
tunnel-protocol gre

source 30.1.1.1

destination 50.1.1.2

isis enable 50

#
ospf 20
area 0.0.0.0
network 30.1.1.0 0.0.0.255
#
return
® RI MMCE
#
sysname R1
#

interface GigabitEthernet1/0/0

ip address 30.1. 1.2 255.255.255.0

#

interface GigabitEthernet2/0/0

ip address 50.1. 1.1 255.255.255.0

#

ospf 20
area 0.0.0
network 3
network 5

#

return

® PE1 [RlLE

#

sysname PE1
#

ip vpn—instance vpnl
route—distinguisher 100:1

vpn—target 111:1 export—extcommunity
vpn—target 111:1 import—extcommunity

.0

0.1.1.0 0.0.0.255
0.1.1.0 0.0.0.255

#
mpls lsr-id 1.1.1.9
mpls
lsp—trigger all
#
mpls 1dp
#

isis 50 vpn—instance vpnl
network—entity 50.0000. 0000. 0002. 00
import-route bgp
#
interface GigabitEthernet1/0/0
ip address 50.1.1.2 255.255.255.0
#
interface GigabitEthernet2/0/0
ip address 110.1.1.1 255.255.255.0
mpls
mpls ldp
#
interface LoopBackl
ip address 1.1.1.9 255.255.255. 255
#
interface Tunnel0/0/1
ip binding vpn—instance vpnl
ip address 2.2.2.2 255.255.255.0
tunnel-protocol gre
source 50.1.1.2
destination 30.1.1.1
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isis enable 50
#
bgp 100
peer 3.3.3.9 as—number 100
peer 3.3.3.9 connect—interface LoopBackl
#
ipv4-family unicast
undo synchronization
peer 3.3.3.9 enable
#
ipv4-family vpnv4
policy vpn—target
peer 3.3.3.9 enable
#
ipv4-family vpn—-instance vpnl
import-route direct
import-route isis 50
#
ospf 10
area 0.0.0
network 1
network 1
#
ospf 20
area 0.0.0.0
network 50.1.1.0 0.0.0.255
#
return

®  PE2 [FfLE S

#

sysname PE2
#

ip vpn—instance vpnl
route—distinguisher 200:1

vpn—target 111:1 export—extcommunity
vpn—target 111:1 import—extcommunity

.0
.1.1.9 0.0.0.0
10.1. 1.0 0.0.0. 255

#
mpls lsr-id 3.3.3.9
mpls
lsp—trigger all
#
mpls 1dp
#

isis 50 vpn—instance vpnl
network—entity 50.0000. 0000. 0003. 00
import-route bgp
#
interface GigabitEthernet1/0/0
ip address 110.1.1.2 255.255.255.0
mpls
mpls ldp
#
interface GigabitEthernet2/0/0
ip binding vpn-instance vpnl
ip address 11.1.1.2 255.255.255.0
isis enable 50
#
interface LoopBackl
ip address 3.3.3.9 255.255. 255. 255
#
bgp 100
peer 1.1.1.9 as—number 100
peer 1.1.1.9 connect—interface LoopBackl
#
ipv4-family unicast
undo synchronization
peer 1.1.1.9 enable
#
ipv4-family vpnv4
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policy vpn—target
peer 1.1.1.9 enable
#
ipv4-family vpn-instance vpnl
import-route direct
import-route isis 50
#
ospf 10
area 0.0.0
network 3
network 1
#
return

® CE2 [flic & ik

#
sysname CE2
#
isis 50
network—entity 50.0000. 0000. 0004. 00
#
interface GigabitEthernet1/0/0
ip address 11.1.1.1 255.255.255.0
isis enable 50
#
interface GigabitEthernet2/0/0
ip address 41.1.1.2 255.255.255.0
isis enable 50
#
return

.0
.3.3.90.0.0.0
10.1. 1.0 0.0.0. 255

1.7.5 BL& GRE X #F Keepalive 147451

ARER

o E B

DL R RS B, AL S GRE SZHF Keepalive 551, Bl 1l VPN 35 s A af
i5f) GRE Figild, 8 il o 2 2%,

& 1-9 fi7n, RouterA F1 RouterB ¥iiC & | GRE P M, %K GRE B&IE ¥ 9 i H
#% Keepalive DJfE

1-9 Ec & GRE 3 #¥ Keepalive #5428 W

GE1/0/0
20.1.1.1/24 / Internet 30.1.1.2/24
R GRE Tunnel @

RouterA ( RouterB
Tunnel0/0/1 \/*J Tunnel0/0/1

40.1.1.1/24 40.1.1.2/24

GE1/0/0

ARSI GRE BT Koopalive AFFE, S5 (e A i S BEEE: 1 UL TN keepalive
[
c= 507

R 3% I Keepalive o 46 F & Kot sk B4 Keepalive 46, 3% R F LKL 6,
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HiEHEE
T RUERL S, A T (s

JiC B E T WY 3% b BB 7 B
GRE W3 (il . H ik A Tunnel 32201 1P Hohik
R 1% keepalive H 3L J 1

°
°
°
o Rk SH

BRIESHE
$1E1 5230 RouterA 5 RouterB 1) Hill
# FLARTC L FEm
HIE2 7F Router A FHLEFEIE, {fHE Keepalive

<{RouterA> system-view

[RouterA] interface tunnel 0/0/1

[RouterA-Tunnel0/0/1] ip address 40.1.1.1 255. 255. 255. 0
[RouterA-Tunnel0/0/1] tunnel-protocol gre
[RouterA-Tunnel0/0/1] source 20.1.1.1
[RouterA-Tunnel0/0/1] destination 30.1.1.2
[RouterA-Tunnel0/0/1] keepalive period 20 retry-times 3
[RouterA-Tunnel0/0/1] quit

PP 3 1t Router B L ERLE, f1ifE Keepalive

{RouterB> system-view

[RouterB] interface tunnel 0/0/1

[RouterB-Tunnel0/0/1] ip address 40.1.1.2 255. 255. 255. 0
[RouterB-Tunnel0/0/1] tunnel-protocol gre
[RouterB-Tunnel0/0/1] source 30.1.1.2
[RouterB-Tunnel0/0/1] destination 20.1.1.1
[RouterB-Tunnel0/0/1] keepalive period 20 retry-times 3
[RouterB-Tunnel0/0/1] quit

P4 A ELSR
# M Router A _-f¥] Tunnel #% 1 1% ¢ ping i Router B [f] Tunnel %11,

{RouterA> ping —a 40.1.1.1 40.1.1.2

PING 40.1.1.2: 56 data bytes, press CTRL C to break
Reply from 40. 1. . bytes=56 Sequence=1 tt1=255 time=9 ms
Reply from 40. 1. . bytes=56 Sequence=2 tt1=255 time=7 ms
Reply from 40. 1. . bytes=56 Sequence=3 tt1=255 time=7 ms
Reply from 40. 1. . bytes=56 Sequence=4 tt1=255 time=7 ms
Reply from 40.1.1.2: bytes=56 Sequence=5 tt1=255 time=7 ms

——— 40.1.1.2 ping statistics ——
5 packet(s) transmitted
5 packet (s) received
0.00% packet loss
round-trip min/avg/max = 7/7/9 ms

# $T7F Router A PRI K& E Keepalive R SCHIH E .

<{RouterA> terminal monitor

<{RouterA> terminal debugging

<{RouterA> debugging tunnel keepalive

May 18 2011 11:36:11.590. 1+00:00 AR1220 TUNNEL/7/debug:GRE_KEEP: Judge keepalive

finished. Received keepalive detecting packet from peer router

<{RouterA>

May 18 2011 11:36:11.590.2+00:00 AR1220 TUNNEL/7/debug:GRE KEEP_NSR: Mainboard u
1KeepaliveReceiveOppositet++ then send mbuf to slave when RECEIVE keepalive packe

— =
DO DO DO DN

t.
<{RouterA>
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o & 3

May 18 2011 11:36:11.590. 3+00:00 AR1220 TUNNEL/7/debug:GRE FWD: Receive peer kee
palive on mainboard successfully. Put into decapsulation.

<{RouterA>

May 18 2011 11:36:15.120. 1+00:00 AR1220 TUNNEL/7/debug:GRE _KEEP: Judge keepalive
finished. Received keepalive response packet from peer router.

<{RouterA>

May 18 2011 11:36:15.120.2+00:00 AR1220 TUNNEL/7/debug:GRE FWD: Receive the resp
onse keepalive packet on mainboard successfully, keepalive finished

<{RouterA>

May 18 2011 11:36:15.120.3+00:00 AR1220 TUNNEL/7/debug:GRE KEEP_NSR: Mainboard s
end mbuf to slaveboard when RECEIVE response packet.

-

® RouterA FIMLE L

#
sysname RouterA
#
interface GigabitEthernet1/0/0
ip address 20.1.1.1 255.255.255.0
#
interface Tunnel0/0/1
ip address 40.1.1.1 255.255.255.0
tunnel-protocol gre
source 20.1.1.1
destination 30.1.1.2
keepalive period 20
#
return

® RouterB & 31

#
sysname RouterB
#
interface GigabitEthernet1/0/0
ip address 30.1.1.2 255.255.255.0
#
interface Tunnel0/0/1
ip address 40.1.1.2 255.255.255.0
tunnel-protocol gre
source 30.1.1.2
destination 20.1.1.1
keepalive period 20
#
return

SCRYRRAS 01 (2012-04-20)

A R s
WKL AT © HE A AAT IR 7

37



Huawei AR1200 R 414V % iy 4%

fiL & 45 R -VPN

2 BGP/MPLS IP VPN L&

BGP/MPLS IP VPN BEC &

XTARE

BGP/MPLS IP VPN Jit & £ 4% VPN ML VPN % UWLZH 9 R TC ', VPN A SE PR .

2.1 BGP/MPLS IP VPN #tik
/41 PE. P Al CE WA HIMESFIER .

2.2 AR1200 Z ¥ BGP/MPLS IP VPN
AR1200 3Z#F ) BGP/MPLS IP VPN T #4045 BGP/MPLS IP VPN f3EAZ] W, A
R, A EEPERT QoS SR

2.3 it BAEAE IPv4 Huhib 5K VPN SE49)
VPN SEGHIAE ] 25 VPN FA R % 5 28 W0 i e B 2 o B0 A8 e TPv4 Mk Y VPN 5K
%], {# PE ¥ % 0] LAIE 15 IPv4 % RS I 5t

2.4 Wit B 3 A BGP/MPLS IP VPN
FEA BGP/MPLS IP VPN J&:f5: HAFE—/N2E 1. MPLS & TMAEER, PE. P. CE
WHRAFATHL T IIRE (KH 5 WAEE L PE, & CE) .

2.5 il & Hub and Spoke

Hub and Spoke 2H % 23 it 78 VPN Hsg & Oy s hil e &, e 1P i B v g rh
Loy e P AL A AT

2.6 it & #5158 VPN-OptionA

51 VPN-OptionA ', ASBR %3 ASBR FHAEH CIf CE #i4, f#i /] EBGP J7 2\ [}
i AT VPNv4 i

2.7 M B 51 VPN-OptionB

55 VPN-OptionB 1, ASBR 2 [flifiid MP-EBGP & #eEIT A% H AS () PE #4421k
(K] VPNv4 i H

2.8 it B 515, VPN-OptionC (J5%—)

ANIH] AS 1) PE Z [H] 457 Multihop /7 3X[%) EBGP i%42:, AC#t VPNv4 % .

2.9 it B 51 VPN-OptionC (J7% )

T AR’ BGP #1737 LDP LSP, {EANA] AS [#) PE 2 [f] 837 Multihop 5 3%
(*) EBGP 4%, ZZ#t: VPNv4 B .

2.10 i i HoVPN
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Huawei AR1200 414V % d1 2

AL B fER-VPN 2 BGP/MPLS IP VPN fit &
HoVPN /& A JZ R H VPN 4%, tHZ A PE ARAFRM A M, FEERZREER, 1t
[A 52—~ PE [ HhaE, AR XS PE B OPERE K .
2.11 BicE Multi-VPN-Instance CE
I AE CE L E OSPF 2 52451 SO Ry dak A [R] M 45 1T B 25
2.12 il & VPN 4 Internet H Bk
—f% VPN W R Bl {5, BEES Internet )l tRAGEHEN Internet. 11
B VPN & site FELYj 0] internet, FEACE VPN 5 Internet T Ff,
2.13 fid & A IP FRR
VPN site F1 {24 CE #: A\ F[i]—% PE LK, JBCHE IP FRR #5E, X4 PE 5 CE 2%
RANERS, B PAPEOR R V)32 7 — 4% PE 5 CE AEZERBER .
2.14 il & VPN FRR
£ CE ZH@4lMH, ECE VPN FRR 1] LLLRUE PE B84 A AR O i S VPN b 453 2]
ity PR BRI D) 46t
2.15 BeE M b e S g5k VPN B2
{5 FH % i S 2%, mTLLJR/D PE 2 [H) () MP-IBGP ZE:108&, B 7 PE (M4, W
Y YA R A PR A SR T
2.16 e & Mt S 2t VPN #2 A2
M PE M HFEANKZ A CE ML TIH—A> AS i), #2 BGP i i 2%, "I LAk/> CE 2
(8] ff) IBGP ZEHL B, 4R ey FNas A >R 7 (8 .
2.17 49" BGP/MPLS IP VPN
4t BGP/MPLS IP VPN (i #rF L3VPN Jitt. Wil W4 im . &A1 BGP iE#.
2.18 it & 25451
A48 VPN 2R I A E 2800 o e B s rh AL FE 20 I A ok . BB R R, il R
B E R R SO
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Huawei AR1200 414V i d1 2
il B 45 - VPN 2 BGP/MPLS IP VPN fit &

2.1 BGP/MPLS IP VPN #fi&

N4 PE. P Ml CE &4 MIMESFIEH .

BGP/MPLS IP VPN S VPN ik /7 % PPVPN (Provider Provisioned VPN) Hi—Fj
3T PE 1Y L3VPN iR, ‘B H BGP 7ER &St i &+ W _L & A VPN 1, ]
MPLS 7EAR S5 S it i B+ W i & VPN $i 3.

BGP/MPLS IP VPN 4/ 77 R NE . w9 REtELr, JFRef% 7 i 3 FF MPLS QoS, At
GEI IS SUEAINATR

& 2-1 & BGP/MPLS IP VPN #&M [f) 7R i K] «

2-1 BGP/MPLS IP VPN #&%!

Service provider's
p backbone p

BGP/MPLS IP VPN ## ) = #4341 )%: CE. PE FlI P,

® CE (Customer Edge) : JilJ" WM ZBE#, A8 HESRASIEILE SP (Service
Provider) F%tA1E. CE nJLLZEE tHas, ST, Rarbbg—& Ehl. mH il
T, CE “J&&1” ANE| VPN [M774E, WATTESIFF MPLS.

® PE (Provider Edge) : JRFH{RILATIAG B #, MR MLINIALZ A%, 5 CE
HHAIE. 75 MPLS W&, Xf VPN KT LB A 4L PE L.

® P (Provider) : [RFEMLRT ML R E &%, A5 CE HIEEMHIE. P s L2
HAATAR MPLS # 5 RET), AYE VPN {2

2.2 AR1200 % #¥89 BGP/MPLS IP VPN

AR1200 37 #7#) BGP/MPLS IP VPN - %40 HE BGP/MPLS IP VPN FFEA] W #iL A 2]
M. ATEETEAT QoS A5 .

F 7KL
AR1200 f | MP-BGP 7E PE Z [1]ff] VPN i H45#e, PE Al CE [R]ff) % A e v LR H i
A, RIP 2524, OSPF 25244, 1S-IS 5245, 7w LKA EBGP; AR1200 1ii
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Huawei AR1200 51V H1 o5
AL B fER-VPN 2 BGP/MPLS IP VPN fit &

VPN-Target J& 44 VPN Bl Wk, AsEl 2 5 VPN 4104 $h, 40 Intranet.
Extranet FlHub&Spoke.

— AR LSP P& /E o VPN BT FEE; Wik PE H2% MPLS ZhRE, {H P a5 it
4li TP ThHEAS 4 MPLS Dhfig, Wn[{#H GRE.

LAY 2H [
ARI1200 SEILLL N #7 VPN 41«
® 5k VPN
WR VPN B M2 AS, WIFTEAE S VPN, A =M S ElE 5 VPN,
435 OptionA 530, OptionB J5 L H! OptionC J5 3.
® HoVPN (Hierarchy of VPN)
T URE PE WA 4H, W38 HoVPN, 1EHI 3R E i N2 K% & 1E 4 UPE,
58 TZK PE (fEk SPE) JLFE %€M PE [HThfE.
® Multi-VPN-Instance CE
HHET, Rk AS [RINME 25 iR 2 — oS it A2 #e L VLAN DhRESEELR, (HAZ#AL
(3% EH DD REARRT L5990 DA T PRI Fy sk W 1 22 4 58 25 I 4 SR 3l R0 B e e g, mlaps
2 Multi-VPN-Instance CE 5,  PUBIE ) Rl AN AfE e Jo ke o4 1) 22 4[] 3t
® VPN 5 Internet H Ft
AR1200 3ZHF VPN 5 Internet LI INRE. AFEA2HLE PE ()i o) e B i 25 % i Al
HWg % thSZEL VPN 5 Internet HEE.
AT

T A VPN PSSR FENE, 3SR L A

o HTERMAER:, Z%AUMI MPLS W%, &35 — el w0 . Y
PE W42 I, K BGP % 1 S 28410, [t VPNv4 B i1, LLyg/> MP-IBGP
BEHH .

® IIRJZARE Fr AL AR BIAIR KA o

2.3 BLE{FaE IPv4 HhitFEAY VPN 2451
VPN SEH AR 2K VPN FA M i 5 A 9 2% R B 5 . B ER R TPv4 Hhhib 1) VPN 52
B, 1 PE ¥4 0] LLE S TPv4 B b A & £ .

231 EBiIRBES

FERCE VPN SEOIHT T RIS PR N IR I5C B e R A B B 55 A v 2, vl LA
HE P HERf I e NC EAT S5

N2 IR
BGP/MPLS IP VPN B VPN AT SEGIAL, #EA VPN RAAT# A RS, B VPN
5:45] (VPN-instance) . VPN SEHIHHFRA VPN #% Hi%% &K & VRF (VPN Routing and
Forwarding table) . £ RFC4364 (BGP/MPLS IP VPNs) ', VPN SZHI#FR A per-site
forwarding table.
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Huawei AR1200 251V H o5
AL B fERI-VPN 2 BGP/MPLS IP VPN fit &

VPN SE6H] T-K VPN FA R 4% 5 A P e B 25 . AN TR VPN S5 (1) 4% 1t 22 TR e AH EL R
). 78T BGP/MPLS IP VPN A M 7 &, # T 20 E VPN 524,

VPN SE44] IPv4 i ik RD SEEUHuhE = [A) 57, 35t VPN Target J& P SEH00 HIE site
(1) VPN Jal (72 9% 28 FH i bl R0 004 1

FEMEE VPN Target J& 6] VPN i iSO RIRIN, W03 2 BOR i b 17 1) VPN 2%
i LTuﬁﬁH)\ﬁﬁ%‘ﬂﬁﬁ%Hﬂ R o N7 In) i o SR AT LU 9 5 |21 VPN S5
TPv4 HiUBERR (K386 RGN, 1 EE 75 170 % ey SR JU) vy Lt — 20 i T A 45 FoAt PE (1325

o
MEEE
fic & Al 8 TPv4 Hudil ik ) VPN SE61 2 17, 7558 L FAE455
® X} VPN S 1Pv4 Huhb e S H BN 1) % pH SR, T M SR
® 1 VPN S| IPv4 Hhhb A TREIE F1 2500, B 244 LSPGRE B&IE (1 ERAE
PP, e e B T TR
BIRES
TERCE VPN SEf 2 1/, FFiEes DU £ .
Fs | BiE
1 VPN S 1) 44 Bk
2 (A[3E) VPN SEH1 i 5 B
3 VPN 3451 IPv4 bk % ") RD VPN Target &
4 (AJ3%E) VPN S 1Pv4 Bk jige i fo /5 1) dm R % il 5k
5 CRTEE) ¥ VPN % e A5 SUIRCR [ B SR
6 (A3 ) P iE Tems
2.3.2 Bl|#& VPN 3241
BT A 2 VPN HOHC S A0 75 ZEh0 & VPN 24, HAEF 26048 VPN FA M % i £ fE &
%o
E=ER
TEHN CE [ PE 4 BT FECE .
BIETER
L1 HATHT 2 system-view, N RGAIE.
L2 T2 ip vpn-instance vpn-instance-name, B3 VPN L4, FFEEN VPN SEHIRLE
(1 ssem
VPN ZH89.8 F R oK 5. #Hlde, “vpnl” F= “VPN1” F54KIAH & TR E 49 VPN £ 4.
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Huawei AR1200 Z 41 AV 4% 1 2%
fiL & 45 R -VPN

2 BGP/MPLS IP VPN L&

PE _LWA B4 VPN 241, —A> PE _LATLAEIEE 24> VPN SE4.
(AJ3E) T4 deseription description-information, TCH VPN L4 (IR (R &

RS SR ST LA AR R R, O P 538 O hlid 5 S AT e

Ho
(Al AT A2 service-id service-id, BC'E VPN S KMV 45 bR -
NP2 AR UE B SR X B 2% EAS[RI Y VPN RS, fEfRl—& W& E A mE—E,

-

2.3.3 Eid B VPN 34| IPv4 #hht FERSAE KB 1%

FOTAEHVE B VPN S IPv4 HUhE RS i, 7 ERCE A OB, i VPN-
Target. % PRI 2% G S5

ERER
FEFCE T VPN S PE W 4% BT a0 FICHE .
(AARTY:
HE 6 g T FRAELFX—BE.
BRIESE
$BE1 HATHT 2 system-view, AN RGIE.
S 2 T2 ip vpn-instance vpn-instance-name, HEN VPN SZEIRIE .
PR3 PATIA ipva-family, {F5E VPN 45 IPv4 Hudiljge, FFiEN VPN 2] IPv4 Hiuhik iRt
o
$B4 P74 route-distinguisher route-distinguisher, FC'E VPN 341 IPv4 Hulil & ) RD.
VPN 345 IPv4 Hdik AT BCE T RD JEA 4% [7— PE _EANE VPN SE4) IPv4 Mk
5N ) RD ANREAHTA .
(RARTY
RD Bt B & T RS s MR, 4o R 457 RD MR RD, % MR 49 VPN %4 R4 &
1% 4% VPN 52 4] IPv4 Hodik k.
S5 AT 2 vpn-target vpn-target &<1-8> [ both | export-extcommunity | import-
extcommunity |, 4 VPN 549 1Pv4 Hihb%HCE VPN-target 9 & 44 JE 1
VPN Target /& BGP 9 R4 A @ Pk, FR#=H] VPN B s B k. —4% vpn-
target 77> f % 7] LINLE 8 > VPN Target.
HI6 (AL #1714 routing-table limit number { alert-percent | simply-alert }, & VPN &
f51] TPv4 11k 75 1) 5 K B EH
B ik PE 45 M CE 5l E% thEiEid 2, v DABCE —A> VPN SEA RE6E S 471K s K %
H 2
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Huawei AR1200 F 514 i#% 1%

fiL & 45 R -VPN

2 BGP/MPLS IP VPN L&

Bz Y

2.34 (Wi

(1] ssem

A & 7 routing-table limit 44>, % EZAZF| VPN F4) [Pv4 Huibiksk by R 6938 MR IRAT, R4%2%
42715 &. AT routing-table limit 4438 X VPN 54 IPv4 Mok ik T 3469 R K%ty A
47 undo routing-table limit 443K 35 & R FR) /5, st TR ARG d, EEo T T2

o st TRMRHEKE, FEFHEHMRE.
o it IGP % 4 h il CE 34954 d, 52/ PE L& BRGNS L s,
i#iF MP-IBGP ¥ 24953 R X etk CE L5 k) BGP %@, Z % TV 8 FhRl#.

(AliE) AT 4 prefix limit number { alert-percent [ route-unchanged | | simply-alert },
Fic & VPN 52451 TPv4 Hiutik e (¥ 5 K6 Fh a4 4

Ak PE B A CE SIARI TSR 8L 2, W DACE A VPN L4 IPv4 kiR
RENE SCRF IR foe K T A

(W[3E) P74 limit-log-interval interval, BCL'E VPN SEA 1Pv4 bk 1 % w8 Hi B
Je i H AR AR

(A[3E) T4 import route-policy policy-name, Tt & VPN SZ{| IPv4 Hudil it N\ Ty ) 4
FH SR B

(HI3E) #4714 export route-policy policy-name, [it'E VPN SZH4 1Pv4 bl ik H 7 ) 4%
H S o

) EEEETF VPN 3245 IPv4 Hblit &4 B MPLS R
fic & LT VPN 5261 1Pv4 ik %70 Bic MPLS #5345, A PE W 4% 4 VPN SE401] TPv4 Hh

BB T Bt e MR2S . 29 VPN 5 R LR 2 1), T DARHIE PE #4556 MPLS
PRSI AEP 5 .

BEER
FERCE T VPN 545 IPv4 Hidibi%e () PE 4% BT an ML E
RIES
H$1 PAT 2 system-view, FEANRGAHE.
$B2 P AT ip vpn-instance vpn-instance-name, HEN VPN SZHIHLE .
$B3 P T4 ipva-family, {6 VPN 924 IPv4 Huhl, HEA VPN SEf 1Pv4 Huhk s o
$I; 4 474 apply-label per-instance, L& 3T VPN 524 1Pv4 Mk 43 fic MPLS #1455,
A8 VPN S48 o 1) T B R B A8 ) — A A2
WHENOLT, PR LT L RE A T — 525 (one label per route) o 4 HH
LR Z I, (MRS R ESIE 2
AR1200 SEHLEET VPN SEHI) MPLS #5250, B, VPN SE45) IPv4 Hshik e o () i A7 it
HI AL R — A2
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Huawei AR1200 R 414V % iy 4%
AL B fER-VPN

2 BGP/MPLS IP VPN L&

235 MERELER

FCE T VPN SEfl)m, TBUE RIAB % EAIEER VPN S 1Pv4 MRS R, 65 RD

fi AR
AR

EZe 58K VPN SEA D RE B A7 e

RMESR

i i} display ip vpn-instance verbose vpn-instance-name

WA ETGE VPN Sl 1

15, AFE VPN 5L IPv4 sk & B .

1§ F display ip vpn-instance vpn-instance-name i &G 7 E VPN S4B 1) 245 K.
i i} display ip vpn-instance import-vt ivt-value fiv % 26 BT H &8 € A\ vpn-

target J& T VPN SEZ6145 .

R

E5 6

EMECE I, AT Hr 4 display ip vpn-instance, 1] LLE RIA A FAIEK) VPN 524

Ry 2245 8, fln:

<{Huawei> display ip vpn-instance
Total VPN-Instances configured :
VPN-Instance Name

vrfl

vrf2

vrfd

vrf4

4
Address—family
ipv4

ipv4
ipv4

BC & I, AT A4 display ip vpn-instance verbose, 1] LUE Bl A B 24 A VPN

SBIITE (R, Bl

<{Huawei> display ip vpn-instance
Total VPN-Instances configured :

VPN-Instance Name and ID : vpnl,
Description : vrfl
Service ID : 123

Address family ipv4
Create date :

Up time : 0 days, 00 hours, 09
Route Distinguisher : 100:1
Export VPN Targets : 1:1
Import VPN Targets : 1:1

Label Policy :

Per—Instance Label : 1029
Import Route Policy : rpl
Export Route Policy : rp2
Tunnel Policy : tpl
Maximum Routes Limit : 200

Threshold Routes Limit :
Prefix Routes Limit : 200
Threshold Prefixes Limit : 20%
Install Mode : route—unchanged
Log Interval : 30

10%

2010/03/05 16:26:

verbose
1

1

27
minutes and 12 seconds

label per instance

e B T, $hAT A4 display ip vpn-instance import-vt ivi-value, A A LITH R
#%F8E AN M vpn-target JE LN VPN SEAIE B .

<{Huawei> display ip vpn-instance import-vt 1:1
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Huawei AR1200 51V H o5
AL B fER-VPN 2 BGP/MPLS IP VPN fit &

The number of ipv4-family matched the import-vt : 3
VPN-Instance Name and ID : vrfl, 1
VPN-Instance Name and ID : vrf4, 5
VPN-Instance Name and ID : vrfb, 4

2.4 Bt B E A BGP/MPLS IP VPN

FA BGP/MPLS IP VPN J245: HARE—/N2E /. MPLS &M AL, PE. P. CE
WA EIhEE (B — 6% &2 PE, XJ2 CE)

241 BIRBES

FERC 358 BGP/MPLS IP VPN Hi T AR SRR R IREE . T R PE B i BT 45 Ak
PEUESS, TTDATS B bt . MERf b o8 A B AT 55

Bz FEREE

AT BEEEAK) BGP/MPLS IP VPN 1 C & : RARF— /N2 E /. MPLS & T M AL
1, PE. P. CE W&ANHATH NG (K —a®&%E PE, XJECE) .

T LS B B — B B ) BGP/MPLS IP VPN 4/ 75 %€, i1 HoVPN. P54, VPN 2%,
N T ZE S AN TAI DS BC S, 155 WAE AN NS4 .

fic & BGP/MPLS IP VPN [ ¢4 7r T4 B VPN 8% tH7F MPLS ‘BT M F kA6, %5 PE-
PE [1] [1% H & AT 5 5 DL &2 PE-CE [A) [F1% i & A v 3,

PE-PE [A][#) 8% H A5 #: 5% ] MP-IBGP. PE-CE |7 ()% fi A8 4 1] LLR I # A % H. RIP £25¢
%1, OSPF %545, 1S-IS 2541, W] IR BGP. R4 SLBrH 1 Dl ik e — R AT I
HHIT,
(1 s3mm

Ju R —A~ VPN 3K VPN vASh4g. 3k PE A A 6934wy, FHHFX s L A4 PE, X & VPN #&
# it VPN (transit VPN) .

KA VPN 3&®1 2L & PE X A ¢35 e84 VPN R4 stub VPN, B FHELT, #%4A% 2T stub
VPN 4 CE 5 PE d] {4549,

EESH
{Efil B A BGP/MPLS IP VPN 207, 58 L FAR4:

® Xf MPLS &+ (PE. P) MLHE IGP, SZHUE MM 1P il
Xf MPLS 5T/ (PE. P) Ji# MPLS JEAfEJ) Al MPLS LDP
7t PE 2 [A) R 405 % i S s 2 7 ol 5 B
7t CE R HE BN PE [ 1011 1P Motk

ik

LEMC B A A BGP/MPLS IP VPN 2 i, TEAS UL R i .
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Huawei AR1200 251V H o5
AL B fERI-VPN 2 BGP/MPLS IP VPN fit &

£ ki3

1 e & VPN S5 B i (1 B, B35

® VPN S 44 FK

® (n[ik) VPN SEHfHid (5 B

® VPN 3] IPv4 Huhil %% RD. VPN Target J& %
o

[ ]

o

)
Jio

(Al $4H) VPN B e SOCA 1) 4% 1 S ms
CRIE) P SFomes

(ATIE) VPN SE46] 1Pv4 Huhik b so i i) % th 5k
2 PE L3\ CE W /) 1P Huht

3 PE-CE [HRH B Ac# 7 20: ##S# il . RIP. OSPF. IS-IS @ BGP

4 PE #J AS 5
5 PE HI>K 7 BGP X444 ) TP bk Rz

2.4.2 fit & VPN 324
BC'E VPN SEf5], FH LA BE VPN B .
BRIETER
$IE1 VPN LI & 752 LR E VPN 5241,
243 BE#NOS VPN LHILE
T FE RS VPN SEBISRE, &8 DS R, Azt LTk N R SC i VPN

SR e AR RBEAT R B [P RE I R 124 1 B e OB TP Hhik L % e BN =
JEEIE, QR N R E

ERRAN N CE (1) PE b7 FECE

FE1 HAT 2 system-view, ARG
L2 AT 2 interface interface-type interface-number, BENELLE VPN SLB 13z AL .
S 3 4714 ip binding vpn-instance vpn-instance-name, ¥4 Hi% 105 VPN SEHI465E
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Huawei AR1200 F 514 i#% 1%

fiL & 45 R -VPN

2 BGP/MPLS IP VPN L&

(1] ssem

47 ip binding vpn-instance 4445 MR4E 0 L e 28 E 49 IP ik, Bl F Z B4FH, R
FEEHEHRE.

BT RS RAE A ATHOE 35 69 VPN 4455,

L A 5k VPN 524069 3L 3b bk it, A5 MIRS VPN E£F9 240 T49 IP ik, RdhiF =2
b, B4 VPN 40 F AR shibsknt, H1E4848 0 5% VPN 4169482,

SB4 P72 ip address ip-address { mask | mask-length }, W& 4% 1) IP Huhk.

BT

244 (AJi%) BLE BGP VPN 34§ IPv4 % Router ID

32 BGP VPN 82441 IPv4 Hihibiglc & Router ID, f§15[6— 4 % & _F AW BGP VPN 5£
1) 1Pv4 Hulik &) Router ID AN[A] .

=6 B =
=58 n:%\

BT, BGP VPN 3241 IPv4 Hulilb & B ECE Router ID, FLEAFH 1) 2 BGP
Router ID, XFE[R]— & W& HIAE VPN 24 IPv4 il % Router ID & AH A . A
RSN, T EONASE VPN 524 1Pv4 bk iEd & A ) Router ID, 40 [ PE
AN VPN 5241 IPv4 Hbdilk i 75 2543 57 BGP X254

73 BGP VPN 524 IPv4 Hihik i Tic & Router ID A5 P Fh 7 20

BRESR

® JHTH Y BGP VPN SEf4] IPv4 Huhb % fic & Router ID

1.
2.
3.

PAT 4 system-view, AN RFEME .
BT 5% bgp as-mumber, A BGP B

P74 router-id vpn-instance auto-select, 4715 ft) BGP VPN 3L IPv4 Hb
HEEC & A 3)1E % Router 1D

[ARETE?
# BGP VPN %4 IPv4 duht% § 3hi%£4F Router ID #9310 4 F

® o F AL 4L IPv4 dbitik ) VPN 4] X8 T L E [P Huhkbé) Looback v, N4
Loopback 4% 7 ¥4t & & K 49 TP #bib4E 4 Router ID.

® o RAEAE IPv4 3bak ik 69 VPN L4148 XIRALE T IP ik #) Loopback #£ 1, A
VPN 44552 69 b4 0 d i 8% K49 [P #bib4k 4 Router ID ( R# &4 1 49 UP/
DOWN K& ) .

® iR BGP VPN sEf4] IPv4 Huhb % Hd & Router ID

1.
2.
3.

TR

BT system-view, JEARAHI.

T4 bgp as-number, 1N BGP R

A7 ipv4-family vpn-instance vpn-instance-name, 1\ BGP VPN 54
1Pv4 itk A .

T fir %> router-id { ipv4-address | auto-select }, J*ifif BGP VPN 545 IPv
Hhik % IC & Router ID 847 H 3£ Router ID.
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245 fit® PE 5 PE [8{FFH MP-IBGP

RMESR
L1
LB 2
L3
SH4

$iE5
$iE6

MP-IBGP il i 7£ BGP 5| N¥ R FRJEYE, (FILAEWAE PE W &% 2 (ML 3% VPNv4 i
.

LEREEN CE B PE FbAT I FECE

HAT system-view, FEANRGALE.
AT bgp as-number, N BGP M.
HUT peer ipv4-address as-number as-number, ¥§XJu PE e & A 5 2544

HUT peer ipv4-address connect-interface loopback interface-number, T 7€ #37. TCP iEH;
R I

(1 ssem

PE Z ] 848 ) 32 45464044 Loopback 4% 0 ¥l sk # 5 MP-IBGP 3t 5K % 4, WAMZAE95 14K 2
%i8. 3| Loopback 4 7 #934 dyif i¥ MPLS & -F M L #9 IGP & A 4%t 3% PE.

AT ipv4-family vpnv4, 3#EA BGP-VPNv4 [ Hihk i LK .
$WAT peer ipv4-address enable, {f BEXTZEAALE #: VPNv4 2 {5 B 1 g
B

2.4.6 Bt & PE #0 CE QA H

BRiER

BRIESER

PE 5 CE Z A {8 il il ULt : EBGP. IBGP. &4 . RIP. OSPF. IS-IS. fil®
AR 4 S B 1 i PR L — B AT,

PRAE S PR AE O, RN N AR
fi. & PE Al CE [A{fi /] EBGP
fic'E PE M CE 8§/ IBGP
lid B PE 1 CE [ FH#FA#H
B2 E PE Al CE 8 RIP
Fc & PE M CE 8§/ OSPF
fi.'E PE Al CE A [ 1S-IS

® it PE I CE [f{§ ] EBGP
{E PE _HAT U0 NG &

1. fEPE L, AT 4 system-view, S ARFEME .
2. AT 4 bgp as-number, BN BGP MK,
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T4 ipv4-family vpn-instance vpn-instance-name, i3t BGP-VPN 545
IPv4 bk AR & o

(A[i%) 4714 as-number as-number, 25 VPN SZ{5] TPv4 Mk e HC & B 1)
AS 5,

MIATMEER B S FRRE, WL - SR SR LR 2 &
BGP %%, Tl as-number 174 A& VPN S| IPv4 bk e EC AN [H] 1)
AS 5,

[RARVY:
/£ BGP-VPN 524 [Pv4 ¥uhbik b B B #0464 AS S0, R vA5 BGP ALE FELE 4 AS
AR .
AT 4 peer ipv4-address as-number as-number, 15 CE BLE A VPN FA M X} 4%
A

(A3 PATM 2 peer { ipvd-address | group-name : ebgp-max-hop [ hop-
count |, WC'H EBGP JEF2 1) k%L

WHEOUR, EBGP X SR [ A0 B AT ELEM D PREERS, W AN 2 X — 2L
3K, WLZiff A peer ebgp-max-hop iy & LVFEA12 A1 2 Bk 7. TCP iE
.

(AJ3E) M E 2IAM CE M EIE Y| VPN R, LURATZ X i PE
N, "EFWFREL

- 47 7ir4 import-route direct [ med med | route-policy route-policy-name 1*,

FINFIA M CE 1) HIER

- PUTH 4 network ipv4-address [ mask | mask-length | [ route-policy route-

policy-name ], KATE|AH CE ¥ HIER H
L0 st

PE 2 A %)% J 2|3 CE Hikskdy, ZmiT AM CE @it EBGP A it ko) A
Esd, Fsbie R AR ELTIR, PE RE¥iZ AiEH i i& MP-BGP & A 44-4F 3%
PE.
(&) PUAT A4 peer { group-name | ipv4-address } soo site-of-origin, X1 ¥i
SEM CE #2544, BL'E Site-of-Origin (S00) J@ 1.

VPN ik i3 24~ CE X H BGP Wil A [ PE I, M CE &4+ PE [
VPN %t A 2o B 1 W X R3] 7%k s, IXAEE A RE2 515 VPN 3 N 1%
FEEZN L

I SoO 1), 24 PE W H CE AR G, 20 & g Soo J& P+
RATE AR PE X544, HAth PE XK R A\ CE KA i &4 A VPN
B SoO @i, B S5 AL E 1 SoO JEYEAME], PE WAL CE &
A% .

(ATHE) AT 12 peer ip-address allow-as-loop [ number ], FCVF IR
I B8 HI T Hub and Spoke 4 J5 %o

WO, BGP il AS SAT IS HIA . {H7E Hub and Spoke 1% J7 =
T, WHRALE Hub F5 554 PE Al CE 2 [Ai21T EBGP, 4 Hub-PE ¥ 15 FUE &
%5 Hub-CE 45 EARHIG RGN AS 5. F M Hub-CE 0% th 58, Bl
FOHH R ASTTE A BB RS AS 5, IXFE, Hub-PE A fERI0X 4 % i
BB B o WARIE Hub and Spoke 41/ 7 = A i HHAERS IEAfi 1538, M Hub-CE
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KA % 2] Spoke-CE i 281 (IAH ¢ BGP X4 T EENC & R 1F AS R
1 R HE L .

10. (AJi%) $14T 74 peer ip-address substitute-as, ffifit BGP [f) AS 5 &1t .
B SR T B3 CE B AS S HI4LM %, 75 PE ERCE.
1 CE 3 3BT, 1448 BGP AS 544 3 66 7T 4 5| AL 2 oy 3154,

7t CE EHATUNI FHCHE -

1. $ATH2 system-view, HEANRGAIE.

2. AT bgp as-number, BN BGP 1K,

3. PAT4 peer ipv4-address as-number as-number, 4 PE Hit &k X4E1K

4. ("[iE) PUATA 4 peer { ipvd-address | group-name ; ebgp-max-hop [ hop-
count ], W& EBGP 211 i K%L .
WHEOUR, EBGP X SR A 20 BAT BLE M P BRAE RS, an SRAN L ixX— 2L
K, WLAZifd H peer ebgp-max-hop 7% VT EBGP X &5 & 2 [A| 285 2 Bk a7
TCP %#%.

5. HATA4 import-route { direct | static | rip process-id | ospf process-id | isis

process-id } [ med med | route-policy route-policy-name 1%, 5| NASu, i i) i

CE % H C.f) VPN W Btihl & A 4582 N/ PE, J8id PE KAGL %T i CE. AR 4k
SEFRH M DL, 2 B T B S NS th 2R A B AN [

® [il'® PE I CE [a]{# /] IBGP
7 PE LHATUI FRCHE :

I.
2.

PAT 4 system-view, HEAN RS
PAT 4 bgp as-number, 3N BGP F1LK .
T4 ipv4-family vpn-instance vpn-instance-name, 3N\ BGP-VPN 545
IPv4 Hihik AR I o
(F[3E) AT A4 as-number as-number, A VPN SEH] 1Pv4 Huhb i HC & S0 T
AS 5,
YT TR BV S B I, WIR TG - s YRS LR 2 &
BGP &%, Wil as-number 7% A EEA VPN S50 IPv4 Hibk G & AN [R] 1)
AS 5,
(AARET:
7£ BGP-VPN 54 IPv4 duhbik F B B #4549 AS 58, RT1A5 BGP ALE FAE 4] AS
SAAR .
T4 peer ipv4-address as-number as-number, 5 CE FL'E A VPN FAR X4
Ao
(AT Y FFEER R A CE (W EIER 5N VPN Bg &, BURANS X i PE
I, AlERE AL E
- T4 import-route direct [ med med | route-policy route-policy-name 1*,

FINFIA M CE 1) HIER
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- PUTH 4 network ipv4-address [ mask | mask-length | [ route-policy route-

policy-name ], KATE|AH CE ¥ HIERK H
[ARRVL

PE & A 3% 3 3K CE A&y, %545 w4k-F As CE @it IBGP A Ait ke Hik sk
g, FtbdeR REEHFE, PE RAA¥iZ A% gl il MP-BGP & 4% 3% PE.

£ CE _EBATIn ARG :

b=

4 system-view, AN RGALE

4> bgp as-number, N BGP #LIE .

4 peer ipv4-address as-number as-number, ¥ PE ECE K IBGP X 4544,
4> import-route { direct | static | rip process-id | ospf process-id | isis

process-id } [ med med | route-policy route-policy-name 1%, 5| NASU. w5 K1 th

CE # H &) VPN M Bl & A7 458 N8 PE, 3L PE BATL i CE. MR
LR RO, 1R TG NI 2R AN A

.
THTA

= EFEE

fr i
7
fren

® il PE Fl CE [ &M
7 PE _LEATa0 PGS . CE FRINCE U7 5l i A A, AR .
(RARTY:

HA#HABBIFmERE, H4 0 (Huawei AR1200 Z 7|4k 3i 38 Be B4 1P %l .
PAT 4 system-view, HEANZRGAIE.

AT 4 ip route-static vpn-instance vpn-source-name destination-address
{ mask | mask-length } interface-type interface-number [ nexthop-address ]

[ preference preference | tag tag 1™, Jjfi € VPN SEf] IPv4 Ml i S i A %
HE] o

AT 4 bgp as-number, BN BGP FILE .

AT 4 ipv4-family vpn-instance vpn-instance-name, 3t N\ BGP-VPN L4
IPv4 bk AR 1 o

HUT 4 import-route static [ med med | route-policy route-policy-name 1*, ¥

T B P S % 5 ) N BGP-VPN SZ4] 1Pv4 Huhl i % fH ¢ o

® [it'® PE I CE [alff [ RIP
1E PE LTI FRCE . CE _LFECE 158 RIPv] B¢ RIPv2 B, BEALAFER.
(RARYT

A % RIP t4i#mfic B, #4N (Huawei AR1200 A 7|45k 38 Be BE45% [P %) .
PAT 4 system-view, HENRGAIE .

PUAT 4 rip process-id vpn-instance vpn-instance-name, 1% PE A1 CE [4] 1]
RIP 544, Jfk N\ RIP #L K

—> RIP MR AR JE T4~ VPN 524l WilRAE 5 3l RIP BEREIN AZEE 3] VPN
Sefi], MRz R E T AMERE. BT AWK RIP HEFEAREFFSE 2 2] VPN L4,

HAT 72 network network-address, {F VPN S5 4 52 (3432 T BT £E W BB AT
RIP,

T4 import-route bgp [ cost { cost| transparent } | route-policy route-policy-

name 1*, 5|\ BGP ¥ H .

7t RIP #L & N $44T import-route bgp @< J5, PE {1 AKX PE 2% ) VPNv4
HeGINEI RIP o, BRI KA 4y A CIF CE.
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5. HATAA quit, BFIRFALE

6. AT bgp as-number, N BGP 1K,

7.  #ATH4 ipv4-family vpn-instance vpn-instance-name, 3t BGP-VPN SE4
1Pv4 Hihb AL

8. AT 4 import-route rip process-id [ med med | route-policy route-policy-
name 1*, $ RIP #1151 N\ BGP-VPN 324 IPv4 Hubib i i 2 .
7t BGP-VPN 5245 IPv4 bR R 4T import-route rip 7% )5, PE {8 M
L% CE 242 VPN B 151\ BGP 1, JER VPN-IPv4 % K AT 45 %) by PE.

(AARTY:

M4 VPN 4] 3 E 1% 4% VPN 4] IPv4 Rohb k5, P 483569 RIP #4240 23Rk Mg,

® [il'® PE I CE [a/{# | OSPF
7 PE FiE474n FECE, CE LR E ¥ OSPF Rin], JWACARF LR,
(RARTY:

H % OSPF ¢9i¥ e &, #§ 5L (Huawei AR1200 % 7k 3hdy 5 e 48 IP %) .
PAT 4 system-view, HENRGAIE .
HUAT 4 ospf process-id [ router-id router-id | vpn-instance vpn-instance-name,

@17 PE-CE [H] ] OSPF 545, Jfi3E N\ OSPF #11&.

—A~ OSPF #FE HBEJE T~ VPN 3241, 41 R7E 5 8)) OSPF BERERT AR e 3
VPN 324, MEZdtRE e T AMIERE. BT A MK OSPF SHFEAGEF4PE 2] VPN
S

485 3] VPN sE41 ) OSPF SEREAEH RS FACE 1A M Router ID, Fi
T AR BRI FE %€ Router ID. WHR AR E Router ID, ] OSPF 24
Router ID JEBUKUNZE BT A 4558 T 1% VPN S5l 4% 11 1P kb b e B—AME N
Router ID.

(") T4 domain-id domain-id [ secondary |, FCE L ID.
5 ID W] LA B, Wa] DU R ki s

A~ OSPF #EFE R PARC & P /M 1D, ASFESEFERIE ID A %A . PE _EAS
i) VPN 1) OSPF Bk ID fe & & A B #l. {H[H-— VPN [{ i OSPF HEFEN
JC B AR A (R4 1D, DUARIE % i & AT ) TE A o

OSPF BEFE 138 ID A5 7E pbBEFE AL B B b, 764 OSPF # H 5| A\ BGP
I, 48 ID #% P in%l BGP VPN % h |, 1F4 BGP M9 & Ak & A% i
Bl N, 8 ID R 0.

(ATE) $UT4 route-tag rag, fit'& VPN route tag.

BRATEOUT, OSPF ARYEHE L A )4l —> Tag.

- WRAHE AR JHH BGP i, WSS IS OLT, Tag {HA 0.

- WURAHL A R T BGP R, WGk, Tag {80 ATTHIPY A7 4
] 32 (1) 0xD000, fi= [HI RPN AN 579 A Aty BGP 1) AS 5, Rl Tag fii =
3489660928 + BGP ] AS 5.

HUT 4 import-route bgp [ cost cost | route-policy route-policy-name | tag tag |

type type 1", 51\ BGP #H.

PUAT A4 area area-id, N OSPF XA
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7. PATH4 network ip-address wildcard-mask, 1£ VPN SEHIE0 5 (145 L BTAe X B
1217 OSPF.
— BRI T AN X, B B AR IE AT OSPF WM H A ZitdiE Wl s T
He— AR E X
Wi T MAN AR, B0 B BEIE S 81T OSPF #hil:
- AR 1P Ml S K = network iy UHERS K
- B 1P Mk A ZIAE network iy 245 2 1) I B Y [ Y o
X}F Loopback #2111, #4850 F OSPF LA 32 A7 ALt 1) 5 0 oh kA 2L 1P
ik, S5¥:0 ERCE RS C,

8. T4 quit, iE[7 OSPF #{A.

9. HATMWA quit, B[FIRGEME .

10. $UT14 bgp as-number, Bt BGP #1LK .

11. $UT14 ipv4-family vpn-instance vpn-instance-name, 3N\ BGP-VPN 35
IPv4 ML AR o

12. #4714 import-route ospf process-id [ med med | route-policy route-policy-
name 1", ¥4 OSPF ¥ 5| A\ BGP-VPN 54| IPv4 bk i3 .

(AARTL

A VPN 524 3 & 4% 45 VPN 524 IPv4 Huht ik 5, A8 69 PT A OSPF #4235 43R AL M)

® [it'& PE FI CE [alfff F 1S-1S
£ PE LT FACE, CE _LFECHE Y8 IS-1S Biml, HCAAFIEIA .
(RARTY:

A K IS-IS ¢y mfe &, AN (Huawei AR1200 Z 7| dkik 35 Be B 45 1P 35y
PAT 4 system-view, HEANRGIE .

AT A4 isis process-id vpn-instance vpn-instance-name, % PE-CE [A] ] IS-
IS 544, FFBEN IS-IS FLK .

— AN IS-IS #ERE L BEJE T VPN L6 . SR JH 8l 1S-1S HEFE IS AR & 3]
VPN SEf], NhZgtReE A MRS . J&T A ME 1S-1S BEFEANRE 40 3] VPN
SEA

PUT 4 network-entity net, B&'E M LSEARZ R,

K28 524K 4 B NET (Network Entity Title) [AJ 32 ST 2411 IS-IS [ X 4t bk Al
PR RG ID. fE— B8 s — MR R 2 0 I E 3 4~ NET.
(AT PAT M4 is-level { level-1 | level-1-2 | level-2 }, & i Hi#5 1 Level 2%
il

BATEOUT, B AR Level 40024 level-1-2.

AT 74 import-route bgp [ cost-type { external | internal } | cost cos? | tag tag |

route-policy route-policy-name | [ level-1 | level-2 | level-1-2 11", 5| X\ BGP i#
R

BB iZ% a2, W %A TEE 1S-IS [ Level, BGP B H# 5| A F Level-2 [#]i%
RN

AT AT % quit, BRG]
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10.
11.

12.

HUAT T4 interface interface-type interface-number, HENHEE VPN SEA 142 11
MK

AT 4 isis enable [ process-id |, 1Ei%¥:11 FIZ4T IS-IS.

w4 quit, EBFRGEUE.

AT 2 bgp as-number, HEN BGP #LK .

T4 ipv4-family vpn-instance vpn-instance-name, i3\ BGP-VPN 345
IPv4 i AL & o

PUT T4 import-route isis process-id [ med med | route-policy route-policy-
name 1", ¥4 IS-IS B th5] N\ BGP-VPN 54| IPv4 Hhih s 3 .

(1 ssmm

R

A VPN 524 3 & 4% 45 VPN 5245] IPv4 Motk 5, A8 69 BT A IS-IS A2 445 A 21 ik M|

247 HBEELER

Bl M

RESR

E5 75

it T34 BGP/MPLS IP VPN Ji&, 1] LALE PE % %l CE ¥ 4% FA 7 B AU 0l s R0 i
il A IPv4 VPN B HAE 5.

D452 A BGP/MPLS IP VPN DI R TG e S

i display ip routing-table vpn-instance vpn-instance-name %1t PE LG5 E
VPN 5245 IPv4 Mtk I 8% £ 6 o

/] display ip routing-table @iy 27 CE & % 15 5.

{iH] display ip vpn-instance [ vpn-instance-name | interface iy 2 £ 5 5 5 VPN L4
I Y kA REEYE

—HETR

TERCE I, 7E PE L4714 display ip routing-table vpn-instance vpn-instance-name
MAIRE VPN K {5 &, ATLAE 3| PE _EAFEARSC CE [ VPN il

7t CE L3 47774 display ip routing-table, 7] LUE £ CE A7 2% i CE (U H .

fic & Bh ), PE L3474 display ip vpn-instance [ vpn-instance-name ] interface, 1]
LA E BIE N Y8E 2] T VPN 541,

2.5 BLE Hub and Spoke

Hub and Spoke ZH W2l it 7 VPN g & 0 Vg i) 4550 %, Hees F P (0 B D i o o
V7 ) 4R TR A AT
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251 BIREBETSE

FEFC . Hub and Spoke il 1 i BLHEFPE N FHIASE . C B R IR R R BT 25 A Sl v
FTLATE s Rage . RS M e e BAE S5 .

[ RS
WA EAAE VPN R O Ul ds il e %, e P 1 B U AR I e iy e 428 11
47, W LA Hub and Spoke 40 774, {#115 Spoke 3l il 2 W] FIH {5 L4 Hub ¥ £,
EEE
TENCE Hub and Spoke Z I, 75 5¢ U F T4
® Xf MPLS ‘& T (PE. P) FlE IGP, SZHLE T M IP i Mk
® X MPLS 5T (PE. P) Mii'® MPLS 3 AfE
® (£ CE Rt &N PE (8 LK IP bt
HiRES
7ENCE Hub and Spoke 2 1, 754 LA T £#i
F5 | g
1 Bo & VPN S BT i Eds, .
® VPN L4 4 FR
® (k) VPN SEf ks B
® VPN L4 IPv4 k% ¥ RD. VPN Target J&
® (n[ik) ] VPN % i1 KUK ) % i 25 i
® (H[i%k) VPN Sz IPv4 Mk fo Ve it i KB Ak
® (1[¥E) VPN S IPv4 Huhikjige v fo 120 ) B R % T 25 5k
® (1[iE) VPN 3L IPv4 Mk jit i) 4 b i H B A1 i it R AR
2 PE LN CE RY32 0 # IP Mtk
3 Hub-PE 5 Hub-CE [i], & Spoke-PE 5 Spoke-CE [H] L & i lHAC ¥ (FRA %
i, RIP. OSPF. IS-IS 5 EBGP) Ji# %
2.5.2 it & VPN 345
fie & VPN 245, H LA EE VPN B .
E=ER

#E454> Spoke-PE ¢ Hub-PE _L3EAT 4 FHCE

%3/~ Spoke-PE Ll &4~ VPN 5:4; Hub-PE FFHCE W4 VPN 54 (VPN-in Al VPN-

out) :
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®  VPN-in H T 4E4 47 Spoke-PE AT VPNv4 B,
®  VPN-out H F-4EH" Hub 3 55 & T3 Spoke ¥ s i th, FERAZ T AT Spoke-PE.
(1 sem

® &/~ VPN Z #4698 BARARM, RAEF —4i%&LRE VPN 4], 24, RD AH#idfE.4R
Bl

o Eif 6 hFTHFRELFX —FE,

RIESHR
$BE1 HATHr 2 system-view, N RGIE.
$IE 2 1T 4 ip vpn-instance vpn-instance-name, B3 VPN SZ4], FEHEAN VPN SZEIALA] .
VPN 20l 44 7 X2 KNS o B, “vpnl” F1 “VPN1” $4iA N A AR VPN 52
il
$BE3 (W) #ATHr4 description description-information, Tt'E VPN SZ (5 K.
FIRAE AR LT LA A O AE S, U e E Al A S
PB4 AT 2 ipva-family, fliHE VPN 526 IPv4 Hubibik, JF3EN VPN SE4] IPv4 Hihb sl
o
PS5 AT 2 route-distinguisher route-distinguisher, W' VPN L4 IPv4 Mtk 1) RD.
VPN 2 HLARCE T RD Ja A AR, fERCE RD 201, BT/l (5 546, AREN e HAD
AT S5
$B6 (i) $ATHr2 apply-label per-instance, &1 VPN 524 IPv4 Hihk % 43 Fid MPLS A5
25, ff VPN S 1Pv4 kg 00 A7 i e B8 R — b2
RN, PRI T SO A48 5% (one label per route) » AR1200 5T
FLT VPN ] MPLS #5570 1C, B, VPN S IPv4 st - (0 ey i e 84 F 3] — A
/\“§ o
SB7 (A ATHr4 routing-table limit number { alert-percent | simply-alert }, [t VPN 5C
1) TPv4 Ik T ) e K% 2
JBi ik PE Sac o I AN R 2, T DARCE —A> VPN SE4 1Pv4 Hhulik i RE % SCRF I
SPN AL
(AARTY
At & 7 routing-table limit 44>, % EZAZF| VPN %4 [Pv4 Huht k5% o) R 6934 m R IRAT, R4%A%
32715 8. MAT routing-table limit 47438 X VPN 545 IPv4 ik T X 369 R K3y SR A
47 undo routing-table limit 4~4FH 34t R R#] )5, xt-FiXsbBIRaskd, BEHT4o TR IE:
o xfTRReyHARY, F2FHEHME.
® At IGP % S4B hthiUN CE 2] 6938, 2/ PE L& AR b % EHldtie,
1B if MP-IBGP % 3| ¢4t 5% X L& ek CE £ 3 koY BGP %1, RL Tl B ShAIE.
FES (i) AT 2 prefix limit number { alert-percent | route-unchanged ] | simply-alert },
FC ' VPN SE] IPv4 il i 1) e K % el i 44k
A1k PE B ST MBS HATS A L 22, WTLARCE > VPN SEH IPv4 Hihb R RE I 52
FF 1 B K B HHATEER
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P9 (i) AT limit-log-interval interval, FCE VPN S| IPv4 HuUhb i i ph i o R
Ji i H A A

TR

2.5.3 B2 & VPN LHIa9& KB 14

Tt AL E VPN-Target K428 il 1% H (1) & A F 2

BRIESTER

® [it & Hub-PE

1.

2
3.
4

10.

11.

12.

PAT 4 system-view, HEANRGAIE.

AT 4 ip vpn-instance vpn-instance-namel, 3t\ VPN-in [1] VPN SZ6]F1 & .
PAT T4 ipva-family, HEXN VPN S5 IPv4 Huhik a1 .

AT 4 vpn-target vpn-target! &<1-8> import-extcommunity, A VPN SZ{
IPv4 HiUhEJRAC & VPN-target 97 RE A&, AE4F% 5540 1Pv4 Hubik i v DLEOT A
Spoke-PE & Aii [] VPNv4 ¥ HH

XY vpn-target] H| RS I Spoke-PE V) vpn-target 7 i) 14K & PEAE

(A[3%) #4714 import route-policy policy-name, & VPN L] IPv4 Huhib ik
T I0) % EH SN

(A[i%) #4714 export route-policy policy-name, HC'E VPN L4 IPv4 Huhk ik
HH 7 1) 6 EH S

PAT 4 quit, BFIRAFEME.

PUT 4 ip vpn-instance vpn-instance-name2, it )\ VPN-out [1] VPN SZ41#1

o

174 ipva-family, HEAN VPN 524 IPv4 bk AR

AT A4 vpn-target vpn-target2 &<1-8> export-extcommunity, BC'% VPN-
target eI, KA Hub 3 50 M IT A Spoke uifi s FI#K i

X B vpn-target2 H\ERALEEFTAT Spoke-PE [ vpn-target N7 [n) A4 J& PEAH
(A[3%) $ATHr4 import route-policy policy-name, Tt & VPN L] IPv4 Hubib ik
NTT 1) 6 b S o

(A[k) $1AT14 export route-policy policy-name, HL'E VPN 24| IPv4 Huhik ik
HH 7 1) 6 EH S

s

® [iLFE Spoke-PE

1.

2
3.
4

PAT A4 system-view, FEANRGME .
T4 ip vpn-instance vpn-instance-name, It VPN-in [f] VPN SZHIHLE
HAT 4 ipvd-family, BEA VPN 524 IPv4 ik A0 o

AT A4 vpn-target vpn-target? &<1-8> import-extcommunity, [i.'% VPN-
target § JEFAA, Afi75% 5201 TPv4 Huhb i v] LAFEIL Hub-PE K 4[] VPNv4
EB o

X vpn-target? T 2405 T Hub-PE 1) vpn-target Hi 7 n) BIEE HAE SR o
AT A4 vpn-target vpn-target] &<1-8> export-extcommunity, [C'% VPN-

target J i A, KA A Spoke-PE AT 42 A IR0 55 1K) 1
X 5P vpn-target] 75 AL T Hub-PE (1] vpn-target NJ7 [n) K@ PEAE SR A o

SCRYRRAS 01 (2012-04-20)

LR AE R 58
AT © AR IR A+



Huawei AR1200 51V H o5
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6. (A[ik) $ATHr4 import route-policy policy-name, T 'E VPN L] IPv4 Huhb ik
T 0] % EH SN

7. (A& $UTH 4 export route-policy policy-name, BL'E VPN SZ41 IPv4 Hihb ik
HH 7 1) 6 EH S

-
254 Bt E#ENOS VPN EHI457E
SLRCE B2 55 VPN SCBIS0E, 26 MO AR L, 2 CIHE A R SR VPN

SB[ R AE BT A TRIINERE AN BR i 4 1 L2 O B TP ik e b PR =
JERFFIE, R E N R .

H=ER
Hub-PE 78 BN O 8720 — /N0 VPN-in, T4 Spoke-PE KK
B 55— AN98E VPN-out, HT /&A1 Hub 3 55 T3 Spoke 3t 5 1 2% FH
7£ Hub-PE M JITH5 Spoke-PE LiE47 4 FECE .

BRIETE

S HAT 2 system-view, FENRGIE.
S 2 HATHr 2 interface interface-type interface-number, 3 NELSEF: L 11H DM

S 3 AT 4 ip binding vpn-instance vpn-instance-name, K544 105 VPN SZH40E .

R 15 BA
4T ip binding vpn-instance 44~ MIRiE D L 2R E 49 IP ik, B EHF=BHKH, X
EENEHRE.

0 REE L R AR AT AL 69 VPN 245|982,
45 AE 48 VPN 2469 sk 2 B, MR L VPN 2647240 T o9 IP sk, BdthilF =&
MM, B HAEEE VPN 4 T HA bk, H12483E 0 59% VPN SH6940 2.

T4 HAT 2 ip address ip-address { mask | mask-length }, BC& 111 IP Huhk.

s

2.5.5 it & Hub-PE 5 Spoke-PE [&{#F MP-IBGP
MP-IBGP J# i 7E BGP 5| A e Ak g P, (FILREME7E PE & (i f%HF VPNv4 %

o

%%Lﬂ l%\
Hub-PE 5 {7 ] Spoke-PE #fSif7 2% 37 MP-IBGP %}%%44&, {H Spoke-PE [H]ANEE7 7. MP-
IBGP X 2544
7E Hub-PE 5 Spoke-PE [H]#: . MP-IBGP X444, 5t /2 4 %I7E Hub-PE 1 Spoke-PE -1t
AT AL E.
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RIESR
$B’1 HUT system-view, HEANRGHLE .
S 2 AT bgp as-number, N BGP L.
SBT3 PUT peer ipv4-address as-number as-number, F5X1 4t PE JCE A X S54A

$BE 4 4T peer ipvd-address connect-interface loopback interface-number, 5 TCP %
HE 2 S
(0] ssem
PE X [A] 56442 A 32 4546749 Loopback 4 1 bk k& 5 MP-IBGP 3F 54k X &, vAMEZALHS K3
%8 . %| Loopback 4 7 #9534 dyi@ i¥ MPLS B -F M _L#9 IGP & A 43134 PE.

$H5 P AT ipvd-family vpnv4 [ unicast ], #F N\ BGP-VPNv4 T Huhib AL A
$IE 6 J0AT peer ipv4-address enable, i HEXTAEAAS e VPNvV4 i H{E B .

— 4k

2.5.6 Bt & PE 5 CE [8) i& H 323

PE 5 CE Z A/ M T DAL : EBGP. # AR A1 IGP. e B ISR 40 52 b i 1 14 %
H—RpT],

468 (=
H>= n:%\

Hub-PE Y Hub-CE [a]i# HAZ #ef LL R E .

RIESR
® Hub-PE 5 Hub-CE [al{{i Jf] EBGP
XA 720, Spoke-PE 5 Spoke-CE [A]n] ff FH EBGP, IGP okt i
" Spoke-PE 4 Spoke-CE [A] &2 Hub-PE 5 Hub-CE ff{H{ EBGP I}, 7%/t Hub-PE
FHATU T A4
1. PUTM4 system-view, HEANRFALKE .
2. PUT 4 bgp as-number, Bt BGP FLIK .

T4 ipv4-family vpn-instance vpn-instance-name, N\ BGP-VPN 545
IPv4 HUHERALI .

4. AT 4 peer ip-address allow-as-loop [ number ], FRVFE IR . X HLH
number B 1, SOVF AS B 1 XM tHaE Lt

® Hub-PE Y Hub-CE [8{# /] IGP
XFh 7+, Spoke-PE 5 Spoke-CE [H] K figfi ] IGP sl A i, ANAEAH BGP.

TEAAN4H1EZ W, (Huawei AR1200 R A4V i #% FprERiA VPN)Y [£) “BGP/MPLS
IP VPN” —ix,

®  Hub-PE 5 Hub-CE [al{fi ¥4
XF 74, Spoke-PE 5 Spoke-CE [H] 7] {# H} EBGP, IGP i A H .

Wi Hub-CE # F BRI 4%\ Hub-PE, 4 T ¥ HBRIA M i R A5 %5 BT Spoke-PE
T Z/E Hub-PE L TLA FRCE .
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1. $ATH2 system-view, HEANZRGAIE.
2. AT ip route-static vpn-instance vpn-source-name 0.0.0.0 0.0.0.0 nexthop-

address [ preference preference | tag tag |* [ description text |

X BL vpn-source-name & VPN-out, nexthop-address =45 & VPN-out [ 1
FITE4E % 119 Hub-CE U2 11 TP kil

AT 4 bgp as-number, BN BGP FILE .

4. AT ipv4-family vpn-instance vpn-instance-name, 1N BGP-VPN 54
IPv4 Hihi AL .
X B[ vpn-instance-name & VPN-out.

5. f£ BGP-VPN sS4 IPv4 Ml ALK T HCE network 0.0.0.0 0, i MP-BGP &
A48 % 45 T Spoke-PE

s

MRS BR s O0, ERE ) — A7 EI AT, HARRECE S R 2 WG E PE F1 CE [A)#%
AL o

25.7 B ELER

HI R M

BRESR

E5 76

BCE T Hub and Spoke /5, W LA{E PE &£ Hl CE &% FAH 3 VPN ) H1E E.

B2 5¢ i Hub and Spoke L g 1T A ic &'

®  f{ii}f] display ip routing-table vpn-instance vpn-instance-name fir %1t Hub-PE L &%
VPN-in Fl VPN-out [ FH {5 &

® {{i/f] display ip routing-table iy % 7L Hub-CE F1JTfi Spoke-CE |7 F5 % 15 &
—4R

FEFC B I, #5G VPN-in f1 VPN-out [ tif5 B, W LLE 2] VPN-in % thR
B Spoke ¥ s H ;s VPN-out [1) % B4 2 Hub ¥4 5 & 2T Spoke 3t £ 11934 HH

Hub-CE F1fif5 Spoke-CE 45 5] Hub ¥} RIS T A Spoke 3 4 /)% 1 o

<{Huawei> display ip routing—table

Total Number of Routes: 6

BGP Local router ID is 100.1.1.1

Status codes: * - valid, > - best, d — damped,
h — history, 1 - internal, s - suppressed, S — Stale
Origin : i — IGP, e — EGP, ? — incomplete

Network NextHop MED LocPrf PrefVal Path/Ogn
%> 100.1.1.0/24 0.0.0.0 0 0 ?
* 100. 1. 1.2 0 0 100?
%> 100.1.1.1/32 0.0.0.0 0 0 ?
%> 110.1.1.0/24 100.1. 1.2 0 100 654307
%> 110.2.1.0/24 100.1. 1.2 0 10092
%> 120.1.1.0/24 100.1. 1.2 0 100 65430 100°?
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<{Huawei> display ip routing—table vpn—instance
Route Flags: R — relay, D — download to fib
Routing Tables: vpnl
Destinations : 3 Routes : 3
Destination/Mask Proto Pre Cost Flags NextHop Interface
1.1.1.0/24 Direct 0 0 D I.1.1.1 Ethernet2/0/0
1.1.1.1/32 Direct 0 0 D 127.0.0.1 Ethernet2/0/0
5.5.5.0/24 Static 60 0 RD 1.1.1.2 Ethernet2/0/0

2.6 BL & %18 VPN-OptionA

518 VPN-OptionA ', ASBR %} ASBR F1EH G CE ¥4, i EBGP J5 )%}
i AT VPNv4 i

2.6.1 BIMBES

FEMCE S 5 VPN-OptionA Fif 1R MR AN FPAEE L 150 F5 IR P PO D A 55 A0 s
Foo ATUATE DR PRE A M 5 BOAC BT S5

[z FIREE
R A Z VPN % 111 MPLS B+ M S A AS, BT L0 & F548 VPN,
M PE B4 ANI) VPN £ 2 VPN i t1 £ A LR/ ) o] LR F #5358 VPN-OptionA J7
%o KM VPN-OptionA J7 %, H3K AS [0 7 3% ASBR 3ZHF VPN 524, Refigiy
P VPN . 7 H, ASBR LA ARENET VPN HER L H 0 (] LU 1
F. ¥PiEe 0. g8 o Bk, 75 ASBR [P REZE Sk, {H ASBR
AN Ay S ST AR R TR B

BT
FEBL'E OptionA J5 UL VPN 21, 558l FAE5S:
® % AS ) MPLS ‘B TP/ ML & IGP, SZHL[A— AS W T Wi 1P %18 1
® i PE f1 ASBR LJit & MPLS J:Afi& /7 #1 MPLS LDP
® Jlil— AS [fJ PE 55 ASBR 2[R £ 7. [%i& (LSP 5{ GRE)
® £ CE L&A PE R 1K) 1P Huhik

HigHESE
7ERCE OptionA J5 zUESik VPN 2|/, TdES& LN Ed
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£ ki3

1 PE F1 ASBR L:Jit'& VPN sl prifs 5, dG:
® VPN S| 44 F5K

® (n[ik) VPN SEH F ik B

® VPN 34| IPv4 Huhilb %% RD. VPN Target J& %
[

[ ]

o

T
Jio

CAl3E) $4H) VPN B e SOCA 1) % 1 S ms
CRIE) P SFomes

(ATIE) VPN SE46] 1Pv4 Huhikigerh so i i) % Hh 5k
2 PE L3\ CE W /) 1P Huht

3 PE #] AS 5
4 ASBR 2 [H]4Z L) 1P Huht
5 PE A CE MR H M8 Az #720: #aSEH . RIP. OSPF. IS-IS 5 BGP

6 PE 5 ASBR [d] SR IBGP %254k 1) 1P Huhil A1 1

2.6.2 B2 B OptionA R FEE VPN
7t PE A1 ASBR 43 Jilfic & VPN S, g H 8B CE, a3 H T8 A X i ASBR.

e B 4=
B> Ell%\

518, VPN-OptionA FISZHLELEL T8, 24 PE B VPN 38 & VPN B i 8O #S L b i
AT LUK Xl
BRIETE
$EE1 K15 AS 739l E A BGP/MPLS IP VPN,
$2 X T ASBR, ¥ixfii ASBR HAFH K CE BLE RIAJ,

$IE 3 {F PE fl ASBR L3 IlLE VPN 261, [ F4N CE, J&#& H TR ASBR.
[ARETE

JE353% VPN-OptionA 7 X, ¥, *FF—4A VPN, Fl— AS M # ASBR 5 PE #) VPN 5444 VPN-
Target M A IEBE; AR AS #) PE #9 VPN 524149 VPN-Target U R % & L.

B

263 MEREBELER

il & T #54% VPN-OptionA J&, T LAEE 2 BGP XA X R UL. PE 8¢
ASBR | [#] IPv4 VPN % 115 KL,

OB $aa
O\ 5 U 1, VPN-OptionA T fig () T i &
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HRIETR
® f{ifif] display bgp vpnv4 all peer @4 {F PE i ASBR K £ 15 BGP X &5 AC R 1
JELRVA N/
® fiiff] display bgp vpnv4 all routing-table iy % #1 % PE 5 ASBR _|*[1J VPNv4 .

®  f{ifi}f] display ip routing-table vpn-instance vpn-instance-name i1t PE 5{ ASBR |-
WA VPN K.

BT

E5 B

BL & Ny, 7€ PE 5 ASBR _#i{T display bgp vpnv4 all peer @74, FIFE 2| AS [
PE il ASBR 2 [#] BGP VPNv4 X} 254A5C R PR A “Established” .

<{Huawei> display bgp vpnv4 all peer

BGP local router ID : 10.1.1.1
Local AS number : 100

Total number of peers : 1 Peers in established state : 1

Peer A\ AS MsgRcvd MsgSent OutQ Up/Down State PrefRcv

2.2.2.2 4 100 2 2 0 00:00:00 Established 0
# PE 1§ %ASBR AT display bgp vpnv4 all routing-table 7%, 7 LAE %] ASBR L[
VPNv4 % Hi .

{Huawei> display bgp vpnv4 all all routing-table

Local AS number : 100

BGP Local router ID is 2.2.2.9

Status codes: * — valid, > — best, d — damped
h - history, 1 - internal, s — suppressed, S — Stale
Origin : 1 - IGP, e — EGP, ? - incomplete

Total number of routes from all PE: 5

Route Distinguisher: 100:1

Network NextHop MED LocPrf PrefVal Path/Ogn
#>1 10.1.1.0/24 1.1. 1.9 0 100 0 ?

Route Distinguisher: 100:2

Network NextHop MED LocPrf PrefVal Path/Ogn
*>10.2.1.0/24 192.1.1.2 0 200?
x> 192.1.1.0 0.0.0.0 0 0 ?
* 192.1.1.2 0 0 200?
%> 192.1.1.1/32 0.0.0.0 0 0 ?
VPN-Instance vpnl, router ID 2.2.2.9:
Total Number of Routes: 5
Network NextHop MED LocPrf PrefVal Path/Ogn
#>1 10.1.1.0/24 1.1. 1.9 0 100 0 ?
*> 10.2.1.0/24 192.1.1.2 0 200?
*>  192.1.1.0 0.0.0.0 0 0 ?
192.1.1.2 0 0 200?
%> 192.1.1.1/32 0.0.0.0 0 0 ?

7E PE 5 ASBR _|"#i{T display ip routing-table vpn-instance #ir%, 1] LIE % PE Al
ASBR L[] VPN it (iR 5 A A5 VPN K i .
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<{Huawei> display ip routing—table vpn—instance
Route Flags: R — relay, D — download to fib
Routing Tables: vpnl
Destinations : 3 Routes : 3
Destination/Mask Proto Pre Cost Flags NextHop Interface
1.1.1.0/24 Direct 0 0 D I.1.1.1 Ethernet2/0/0
1.1.1.1/32 Direct 0 0 D 127.0.0.1 Ethernet2/0/0
5.5.5.0/24 Static 60 0 RD 1.1.1.2 Ethernet2/0/0

2.7 BL & #18 VPN-OptionB

#5145 VPN-OptionB 7, ASBR 2 [flifil MP-EBGP A2 # & IT A% 1 AS [ PE B 58
(] VPNv4 ¥ .

271 BB EBMES

FERC B B55K VPN-OptionB i 1 fif s P (0 NI BAS5E L I B e P PO i 504 55 A el
£, TTLAHE BRI . HERA L E O EAT S

L IRE
L K%, VPN B B MPLS ‘5 TS EZ A AS, w5 B & 51 VPN,
% ASBR e HE VPN i h, (HEEA LW O A VPN L, nJDLEFE
518 VPN-OptionB. It /7 55k ASBR % %2 5 VPN-IPv4 i i (K 4E 37 F K A
EES
TERCE OptionB J7 X E5Hk VPN Z /1, 758 EL T4
® Jj&% AS [f] MPLS ‘B T M2 MIBC & IGP, SZHL[E— AS NE T M (K] IP &8 P
® Jy% AS ) MPLS ‘BT M 4 5 lc & MPLS &7 fE 71 F1 MPLS LDP
® 7L CE MHi%ff) PE L VPN S, JfRdE B0 5 VPN S SCHR
® {f CE FJdE N PE (8 LK IP Huht
HiR S
FEBLE OptionB 77 NS, VPN Z 1, FiuE# LN Hids .
F5 | g
1 PE LM ® VPN SE6lpr s i, fohh:
® VPN S| 4k
® (H[ik) VPN LKk (5 B
® VPN 24| IPv4 Hidilj& ) RD. VPN Target &%
® (k) ] VPN B e ECA 1) 4% i Sms
® (1[iE) VPN 524 1Pv4 Hihk it fo i it d i 4k
2 PE 3\ CE W LR 1P Huht
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fic B F-VPN 2 BGP/MPLS IP VPN fit &
Fs | BiE
3 PE [f] AS 5
4 ASBR Z [ 1) TP Hiuhik:
5 PE I CE AR IRt A #e7 2: asik th . RIP. OSPF. IS-IS =k BGP
6 PE 5 ASBR [i] JH 2K 37 IBGP %2544 TP btk A4 1

2.7.2 Bit & PE #0i3,A ASBR [8){¥ F§ MP-IBGP

MP-IBGP il 7E BGP | Ay IR, fTLAE 7 PE 1 ASBR  [Hf4Hk VPNv4
B

36 B 4=
B> Ell%\

7E[7— AS (1 PE 5 ASBR _F4» il 4Tan FHCHE .

BRIECE
P$EE1 AT 2 system-view, ARG .
SBE2 HATHr 2 bgp as-number, HEN BGP #E.

S 3 HATr 4 peer ipv4-address as-number as-number, 1E[]— AS W) PE il ASBR 2 [a] £
7. IBGP W 2544,

p=1

S 4 HATHr 2 peer ipv4d-address connect-interface loopback interface-number, &3 Loopback
FH4 BGP 2 i i H .
(1 stem
PE Z ] 5648 ) 32 45364049 Loopback 4% 0 ¥uik sk 3 55 MP-IBGP *t 5K % A, WMZ L9514 K 2
%8 . 3| Loopback 4% 7 #934 dyi@ i¥ MPLS F T M _L#9 IGP & A 4%t 3% PE.
L5 P AT1r4 ipva-family vpnv4 [ unicast ], 3k A\ BGP-VPNv4 il it & .

$E6 AT peer ipv4-address enable, fiifit[i]— AS P[¥) PE Fil ASBR Z [A] 55 #: VPNv4 [t
HH I BE
(1 ssem
% ASBR £ PE 4 i% VPNv4 3% #10F, ARI200 /L% 3 ASBR A s ttd T—oik T AH H H 4
IP M4,

s

2.7.3 BEEEA[E AS B9 ASBR (8 MP-EBGP
ASBR 2 [A] 57 MP-EBGP X554 5, HRAERE A AS SKH) VPNv4 B B 215060 iy

ASBR.
BERER
7 ASBR AT FALE .
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fiL & 45 R -VPN

2 BGP/MPLS IP VPN L&

RMETER
L]
SH®2
S]3
SR
S|S5
S;6
SR

TR

$IE9
I 10

AT AT % system-view, 71 ASBR L@ ARGAHE

AT A4 interface interface-type interface-number, HENIEFEXT v ASBR H1Hz AWK
PAT 4 ip address ip-address { mask | mask-length }, WCE$: 1P Hudik.

AT M4 mpls, {FfE MPLS fig

PATE 2 quit, B RFEMAE.

AT T4 bgp as-number, BN BGP HLH .

PUAT T2 peer ipv4-address as-number as-number, FiE X i ASBR 4 H CU) EBGP %) %%
(NS

(AfiE) $WAT 142 peer { ipv4-address | group-name } ebgp-max-hop [ hop-count ], &
EBGP 4% 155 KL

WHEGOUT, EBGP WKL W HA HIER P B, WA 2 X — 25Kk, W
254§ ] peer ebgp-max-hop iy 4 LV EA 12 M £k Z Bk 7. TCP E4%.

PAT A4 ipvd-family vpnv4 [ unicast ], #F A\ BGP-VPNv4 - Huhl AL o

AT T4 peer ipv4-address enable, {585 X i ASBR A2 VPNv4 I i (1) g

BT

2.7.4 {ERRIZIZH] VPN BEH %

ASBR AT LRAEFTA 119 VPNv4 B, 1] LLIE Ik 1% fh 508 %) VPN-Target HEATid 9,
HARLEH 4> VPNv4 5 .

ERER
7E ASBR ¥l VPN s itk 2 Rhorik, X EAHLL N
® [NHEFT VPN-Target it 3§, HJ ASBR LRI ] VPN-IPv4 EB
®  JI4T VPN-Target il &, R ASBR L IUfRAFHR/ VPNv4 ¥ iH, ik 4 bh SRS S
SRR R, SRR — R
BRIETCE
® [\it4T VPN-Target i €
7t ASBR AT U FHCE
1. AT 4 system-view, 7 ASBR Lt A ZFALK .
2. AT 4 bgp as-number, XN BGP 1K,
3. HATH 4 ipv4-family vpnv4 [ unicast |, #E X\ BGP-VPNv4 FHuhb AL
4. AT 4 undo policy vpn-target, X} VPNv4 % H 14T VPN-Target i€ .
BBETEDL R, PE XTIEI VPNV4 B (4T VPN-target i 8. 18 3 1 98 (1) %6 i
WM B R, B ERE I g R S . Rk, Wi PE BTG
‘B VPN 24, & VPN 2 AT Ie s VPN-Target, I PE E 3G W E1K)
VPNv4 B i,
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2 BGP/MPLS IP VPN L&

2.7.5 (W[ik

TE¥51 VPN-OptionB J7 201, ASBR 1] LAARAE VPN SE445 B, {H/& ASBR
TEARAE T VPNvV4 B {5 B, AES 405 ASBR. X P4, ASBR M.

PEUCHTAT 1) VPNv4 B 55, X EA 14T VPN-Target 1 €.
® T VPN-Target i)
7t ASBR LTI FACE
1. AT 4 system-view, fE ASBR [HEANRFGHA.

2. AT 4 ip extcommunity-filter { basic-extcomm-filter-num | basic basic-
extcomm-filter-name | advanced-extcomm-filter-num | advanced advanced-extcomm-
filter-name } { permit | deny } { rt { as-number:nn | 4as-number:nn | ipv4-

address:nn } } &<1-16>, FCEY R4 JE ML I8
HPUT T4 route-policy route-policy-name permit node node, L' i i A0 o

4. 4714 if-match extcommunity-filter { { basic-extcomm-filter-num | advanced-
extcomm-filter-num } &<1-16> | advanced-extcomm-filter-name | basic-extcomm-

flter-name }, Jo it Hewe B AT e IO TP T B R4
P74 quit, SRR,

AT A4 bgp as-number, N BGP ML

BT fir % ipv4-family vpnv4 [ unicast ], #£A BGP-VPNv4 i ibLA.

HAT 4 peer ipvd-address route-policy route-policy-name { export | import },

I % £h S 45 VPNv4 1% A5 B % -

B

) ASBR {#7F VPN 58

X7l ASBR Wk VPNv4 B 15 EL VPN, 7E ASBR _ECE AN R VPN SE4 .

® =N W

ERER
X 4 5d ASBR UK VPN-IPv4 ¥4 {5 EU% VPN, 7& ASBR ERCEAHM KIS, AT
LT 1% ASBR WUR M HIAF S VPN, ANDAC X W 1) 52481
£ ASBR FHEAT U FICE
BRIETCE
S HATHr 2 system-view, £ ASBR FiHEANZGAIK.
P2 1714 ip vpn-instance vpn-instance-name, B3 VPN 24|, FEHEN VPN SZEIAL A
$BE3 PUTin4 ipva-family, ffE VPN 241 IPv4 Hubibik, 88N VPN S241 TPv4 Hubik A0
@ o
$BE4 AT 2 route-distinguisher route-distinguisher, Ft'E VPN 341 IPv4 Huhikji& ) RD.
S5 HIT4 vpn-target vpn-target &<1-8> import-extcommunity, 4 VPN 3Z41 IPv4 Hihb i
fic & VPN-target 4 & B4 & 1
1E¥518, VPN-OptionB J7 201, XFT[i—4> VPN, [i]— AS P¥) ASBR 5 PE [{] VPN 5
% 1Pv4 Hubil %) VPN-Target N.AEULHC, AN[F] AS 1) PE | VPN S 1Pv4 bk jge )
VPN-Target th 75 Z2/LHLC.
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fiL & 45 R -VPN

2 BGP/MPLS IP VPN L&

L6

(Ali%) AT 1< apply-label per-instance, P& &1 VPN 524 IPv4 Huht % 7 lic MPLS
FREE, Af VPN S A (1 B 5 e BB A R s

(") P74 routing-table limit number { alert-percent | simply-alert }, P& VPN 5K
151 TPv4 ik J 1) foe K B P

(HJ3E) AT A4 prefix limit number { alert-percent [ route-unchanged ] | simply-alert },
HC B VPN SEH) 1Pv4 Huhl 5 i) i K% H A2

(W[3E) P74 limit-log-interval interval, BCL'E VPN SEA] 1Pv4 bk i % e H B ol
Ji i H A A

(A[3%) AT ir4 import route-policy policy-name, HE VPN S IPv4 Hubil i N 7 4] 4%
$ %Eg o

(A[i%) $ATH4 export route-policy policy-name, BCE VPN SZ{5] IPv4 Huhik i i 7 1) %
HH SFEHE

s

2.7.6 (AJi%) ASBR R T—BESRE

RIESHR
$E1
T2
TE3
SR 4

Jy T4 ASBR FAUFREHVE, TLAYE ASBR Effiedk F—Wlirbiss. TS, ASBR
FAT B BRE PE_F OS2 A bR 7 B A A

P51 VPN Option B I 5tm, ASBRAFRESZ F—BE R385, AT F — B HI AR AH ]
] VPNv4 B H, ASBR HAHL—/Mr%s. HLE AEE—4 VPN B H 00558, 1% F—Bksr
FREETT LAY ASBR IR %5

W ASBR i TI NECE .

AT 2 system-view, HEANRGAIE.
BT % bgp as-number, 3N BGP B

P AT A4 ipv4-family vpnv4, 3N BGP-VPVv4 #1&] .
$AT 74 apply-label per-nexthop, f{ifig ASBR 4% F—k°Ah VPNv4 i HH /R

R
Zﬁ&;f%

1# fE R H F 1848 ASBR 4% TF —3 47507, ASBR WiHMirE L LA T, FHAEE
%,

R

2.7.7 B2 & CE 0 PE |8) B H 32

CE 5 PE Z [MJHI & MY T LA : BGP. FRAMH . IGP. FCE N, WP bR hlik £
H—Hnf,
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Huawei AR1200 51V H1 o5
AL B fER-VPN 2 BGP/MPLS IP VPN fit &

RMETER
SB|T MBI, SERICR—F, FUAIE S ILLE PE FI CE M) i 5cHe

s

278 MEMELR

BiE T #5318 VPN-OptionB J&, 7] LAEEE 23 BGP XS8R R E ML, PE 84
ASBR I {] VPNv4 8% 15 5.

AR FMH
O 58 % 5 VPN-OptionB L BE M TG lC & .

BRIESR
® {{i}{] display bgp vpnv4 all peer 77 %7t PE 8 ASBR G2 7 BGP X 4544 ¢ & 1)
JERVA TS
® {{i/{] display bgp vpnv4 all routing-table 174 217 PE 8 ASBR _|-[f] VPNv4 .
® fii[{] display ip routing-table vpn-instance vpn-instance-name iy %7t PE 4 £ VPN

Y B
® fi{i}{] display mpls Isp 7% 1 F ASBR ¥ LSP FFR%E(5 & .

E5 w6

7t ASBR 1T fir4 display bgp vpnv4 all routing-table, 1] LI #| ASBR 245} VPN
Y1) 1IPv4 B

<{Huawei> display bgp vpnv4 all all routing-table

Local AS number : 100

BGP Local router ID is 2.2.2.9

Status codes: * - valid, > - best, d — damped,
h - history, 1 - internal, s — suppressed, S — Stale
Origin : 1 - IGP, e — EGP, ? - incomplete

Total number of routes from all PE: 5

Route Distinguisher: 100:1

Network NextHop MED LocPrf PrefVal Path/Ogn
#>1 10.1.1.0/24 1.1. 1.9 0 100 0 ?

Route Distinguisher: 100:2

Network NextHop MED LocPrf PrefVal Path/Ogn
*>  10.2.1.0/24 192.1.1.2 0 200?
*>  192.1.1.0 0.0.0.0 0 0 ?
* 192.1.1.2 0 0 200?
%> 192.1.1.1/32 0.0.0.0 0 0 ?
VPN-Instance vpnl, router ID 2.2.2.9:
Total Number of Routes: 5
Network NextHop MED LocPrf PrefVal Path/Ogn
#>1 10.1.1.0/24 1.1. 1.9 0 100 0 ?
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Huawei AR1200 R 414V % iy 4%

AL B fER-VPN 2 BGP/MPLS IP VPN fit &
*> 10.2.1.0/24 192.1. 1.2 0 2007
*> 192.1. 1.0 0.0.0.0 0 0 ?
192.1. 1.2 0 0 2007
*> 192.1.1.1/32 0.0.0.0 0 0 ?

7t PE 8¢ ASBR #4774 display bgp vpnv4 all peer, ] LLE R [i]— AS ] PE 5
ASBR Z [Alf{] IBGP X} %A AR N “Established” ; FIAEAS [ K P54 3% ASBR
2 [a) ) EBGP X284 58 Rk A WA “Established”

<{Huawei> display bgp vpnv4 all peer

BGP local router ID : 10.1.1.1
Local AS number : 100

Total number of peers : 1 Peers in established state : 1
Peer \ AS MsgRevd MsgSent OutQ Up/Down State PrefRcv
2.2.2.2 4 100 2 2 0 00:00:00 Established 0

7t PE #4774 display ip routing-table vpn-instance, ] LLE | PE [ VPN % b
AT AHIE VPN (15

<{Huawei> display ip routing—table vpn—instance
Route Flags: R — relay, D — download to fib

Routing Tables: vpnl

Destinations : 3 Routes : 3

Destination/Mask Proto Pre Cost Flags NextHop Interface
1.1.1.0/24 Direct 0 0 D 1.1.1.1 Ethernet2/0/0
1.1.1.1/32 Direct 0 0 D 127.0.0.1 Ethernet2/0/0
5.5.5.0/24 Static 60 0 RD 1.1.1.2 Ethernet2/0/0

7t ASBR [ AT1ir 4 display mpls Isp, 7] LAE %] ASBR 1) LSP FlARZE(E H . Wi
ASBR bAfRE T4 T —Bk o Anas, wLLE 20601 F — BRI AR ZEAH A (1) VPN B, H
I3 HBE— MR

<{Huawei> display mpls lsp

LSP Information: LDP LSP

FEC In/Out Label In/Out IF Vrf Name
2.2.2.9/32 NULL/3 -/Pos1/0/0
2.2.2.9/32 1024/3 -/Pos1/0/0
3.3.3.9/32 NULL/3 -/Pos1/0/1
3.3.3.9/32 1025/3 -/Pos1/0/1

2.8 Bl B #18 VPN-OptionC (FE—)

ANIF] AS 1) PE 2 [ 57 Multihop 77 5[] EBGP 4%, AZ#t VPNv4 B (H .

281 IR EMES

FEMNC B ¥51K VPN-OptionC i 1 fif SERFPE I DI A L I EE R P PO i 24 55 A Sl 1
o FTLATE BRI . AERHE T O BAT S5

FI FAFR 5%
WKL VPN B 0 MPLS 5 T MESHE A AS, BT S0 B 55, VPN,
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Huawei AR1200 F 514 i#% 1%

fiL & 45 R -VPN

2 BGP/MPLS IP VPN L&

MBS AS #A KB VPN %t T AT i, g%, VPN-OptionC J738, Bk
ASBR 8 A BRI 4830t — 54 R (. S2PP% 4 VPN-OptionC J5 2 1] A LL R Wi
Ji 2

JT%E: A ASBR MOt ) ASBR % 2T Ui AS I A R AR 25 BGP 2 [ HH

Jei, IS Dy i A HOARAE,  RATE SCRFRRZE fE T TBGP 4B PE, Myt a7
ARSI A LSP.

J7% " 1 PE Ml ASBR Z [ ANHIMC  IBGP 46 )% . 4 ASBR MX i) ASBR %%
X AS S bR 2E BGP AWk ih 5, IR A ASBR LR BGP # 5] A\ IGP
PR, JFA N AR 22 B BGP 57 LDP LSP, MM — 4S8 BN &
# LSP.

KRN E—AT U, R TAE 2.9 BLE B, VPN-OptionC (7R ) A4,

BT
7EBCE OptionC 5 RS VPN 2 0, o8Bl FAE%
® % AS [y MPLS ‘B T-M 2> L& IGP, SZHLE-— AS W T M1 1P i
® Jy% AS ) MPLS ‘BT M 4 5 lc & MPLS £ #E 71 F1 MPLS LDP
® Jylil— AS [f] PE 5 ASBR [l & 7 IBGP %254k X &
® {rL5 CE (X PE IJit® VPN S, JEMCEHE005 VPN S G
® 7i CE EFE$:AN PE BB 1P Huhik
HiRHESE
FEMCE OptionC J7xUF5 Ik VPN 2 i, FHHER LU Edh
F5 | g
1 PE LC'E VPN SZ61 BT s i 8, (0.
® VPN S|4 FR
® (T[ik) VPN L4 itk (5 5
® VPN S5 IPv4 Hihibj%¥ RD. VPN Target J& ¥
® i VPN % {5 EUROR ) 4% 1 SR mes
® (i) VPN S| IPv4 Huhik i fo e it 5 KB F %k
2 PE L4\ CE H#2 O/ 1P Huhik
3 PE [1] AS &
4 ASBR Z [HJ4Z1(1) TP Huhl:
5 ASBR A FH i eh S
6 PE-CE [H>RH M Ac# 5 5X: i#AS#E H. RIP. OSPF. IS-IS & BGP
7 PE 5 ASBR [8] HSR 2257 IBGP %2544 1) 1P btk Fd2 1
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Huawei AR1200 F 514 i#% 1%

fiL & 45 R -VPN

2 BGP/MPLS IP VPN L&

[RARTT

#3% OptionC 7 X, £ ASBR X [a] &% 4t LDP.

A, 4R ASBR Z A ¢94 0 E4E 4 LDP, W47 ASBR Z A # % LDP Session, X4, ASBR
# 3 Egress LSP 5F%) L7469 ASBR & i% Mapping ¥ &, _LE#I2]iZ Mapping 74 & /5 & 3 Transit
LSP. &£ BGP % @R KM H AT, /£ ASBR XA #3E0 Lig48 LDP, &K% &/ LDP 474

2.8.2 {FREFRZ IPv4 BRI AT HE

P53k VPN-OptionC 375 , 75 2. —4k #5381 BGP LSP, Zi3k BGP XS5 AAREMS AZ #t
FR%5 1Pv4 B 1

BRIESER

® [iC# PE Il

1.
2.
3.

PAT 4 system-view, FEAN ARG
AT 4 bgp as-number, BN BGP #ILE .

T4 peer ipv4-address label-route-capability, Ft'® 54 AS ) ASBR 2 [f]
RERE ATy b2 1) TPv4 1% 1 .

® [il'5 ASBR il

1.

N kW

10.

T4 system-view, AR

T4 interface interface-type interface-number, HENZERLNT U ASBR I 1
LK.

AT
I

ip address ip-address { mask | mask-length }, FCE #2110 1P itk
T mpls, f#§E MPLS & 7).
AT quit, B[FIRGEME.
AT 4 bgp as-number, BN BGP FLE .
AT A4 peer ipv4-address label-route-capability, it E 54 AS [ PE 2 [A]fg
AT i bRAG ) TPv4 B

7t OptionC J7 0, 28, — 45530 ¥ VPN LSP, #H2C PE. ASBR X [i] K
A 25 W % FH I 577 MPLS bR2845 &

ASBR 5%} ASBR #:37 EBGP X2 KK &, REWATHbr2s IPv4 M1 .

a7 MPLS Fr25 128 % il ik MP-BGP & A M4l RFC3107 (Carrying
Label Information in BGP-4) P H5iR, — 2% th bR AS WL 45 ST LUE I &
AiiX 4% 11 1) BGP Update W5 21477 (piggyback) o iXFPaEJ1{# ] BGP 9 Ji¢
JEPESZIL, ESK BGP X EE AR RENS AL HFRZE IPv4 % H

BRATEOL T, BGP XAFAAAGEAL PEARSE 1Pv4 % .
AT 4 peer ipv4-address as-number as-number, F¥4% i ASBR it & 4 EBGP
X AR

(A& PATa 4 peer { ipvd-address | group-name : ebgp-max-hop [ hop-
count ], W& EBGP 211 i K%L .

WHEOUR, EBGP X AEAZ (A A 20 B A ELE M BREERS, W R 2 X — 2
K, WLZiifl H peer ebgp-max-hop iy & SLVFEA12 M2 2 Bk 7 TCP iE
T%o

HUAT 4 peer ipvd-address label-route-capability [ check-tunnel-reachable ],
B 5% i ASBR - [A] GEAEAZ 44l FR A5 () IPv4 I i

> > P

A
A
A

i
il
il
il

PS
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Huawei AR1200 51V H1 o5
AL B fER-VPN 2 BGP/MPLS IP VPN fit &

- WHAFHE check-tunnel-reachable ThEE, W24 B M k& 1E AN BT 1k i 1a) &1 J R AR
IPv4 FR e, SPRiEn Ik A Abr M . 6 VPN 5, IXFEa] LAR;
1B PE 1] 4837, MP-EBGP X 28R pl D Horb— Bt LSP &7 2, 1Rk

Pt R R s Do
- WAL HE check-tunnel-reachable TIHE, WIANR S N i FEE & 15 ] 1k 8 k&
A bR

s

2.8.3 Bo & B RIS R iR 47 B

51k BGP LSP 5 B0 B 4t S ms R bR 2 1 0 e, X T 1A AS 1 PE &AM
I R ATFRES ) IPv4 B, R IEET 0L MPLS FR2%; WFT A AS () PE B2 %
B, TEMX % ASBR KAGH, 4rfC MPLS #1125,

BRIESE
® (K h RN
£ ASBR AT 8 N BCE .
1. $UTH% system-view, HEARGALE .
2. HUT14 route-policy policy-namel permit node node, B H T Ak PE [
HH S
KT MK B () ASBR I AR 25 (1) TPv4 B (1, 7EIR A AS [ PE RAGH, N
FCHH 43I MPLS #7255
P AT 4 if-match mpls-label, VG FRZSM IPv4 .
P74 apply mpls-label, 4 IPv4 % H 3 e bR .
PAT @4 quit, BRI RGEMAE.
T4 route-policy policy-name2 permit node node, % T %}t ASBR [
% H SRS .
KT MA AS 1R PE il 7EID 0 3 ASBR KA, J3AE MPLS 45%5.
7. $ATHr4 apply mpls-label, & IPv4 i /3 Fl bR .
® N HH I HH SRS
it £ SR B £ ASBR L
1. T4 system-view, N RGIE.
2. AT 2 bgp as-number, BN BGP 1K,

3.  HAT4 peer ipv4-address route-policy policy-namel export, [ [7] Alfi PE
AT i EH I FH ) 6 E S

4. T4 peer ipv4-address route-policy policy-name2 export, BCE 7] Xi ASBR
DA % EH S FH 3 F SRS

2.8.4 PE 8323 MP-EBGP W& {Kx %
MP-EBGP i £ BGP H 5| AY Bk EYE, ILEENAE PE 4% 2 [MAL 4 VPNv4

Hi. ANF AS A PE W AE HIER), h TAEEANIZE. EBGP 4%, 7 2N E PE
PALIpNERE S FNTS

AN
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Huawei AR1200 F 514 i#% 1%

fiL & 45 R -VPN

2 BGP/MPLS IP VPN L&

RESR

® £ ASBR & PE FCE KN PE FH T BGP 4 i) Loopback #z M Hubil A& A 45 1L
b AS f¥) ASBR, 3Ty & AT 45 X} i PE.

(RARTE:

1.
2.
3.

A5 3% VPN-OptionC 48 F F , 4o RE ZAL 353849 TE REAEMAZ, W6 PE EHAT
ATEE, ¥ F BGP 4349 Loopback 4 2 ik & A7 #5-%¢ 5% PE.

PAT 4 system-view, HENRGAIE .
AT 4 bgp as-number, BN BGP FLE .

HUT 2 network ip-address | mask | mask-length ] [ route-policy route-policy-

name ], KATIA PE _LH T BGP 4 i) Loopback % Ml

® {r¥:A CE [ PE FidtiTin FIECE .

1.
2.

5.
6.

PAT 4 system-view, AN RFEME .
BT 5% bgp as-number, A BGP B

PAT 4 peer ipv4-address as-number as-number, ¥&5EXI%4 PE 4 H C.ff) EBGP
XA

AT T4 peer ipv4-address ebgp-max-hop [ hop-count |, L& 57 EBGP X 4%
RSOV I KRS

ANTF] AS 8] H) PE 3 AE HIER,  TEEAIZE EBGP 3E#, 4 1
B PE Z W) SEVFII s KBEG JF H, NARIE PE Z R WTIA

AT fir 4 ipv4-family vpnv4 [ unicast |, #F A\ BGP-VPNv4 Tl A& .
AT AT % peer ipv4-address enable, fiifig 55X/ ¥ PE A2k VPNv4 % 1 HE

® (niE) MCE 44 RR (Route Reflector)
A 2% A 2% RR B2 VPNv4 2% SO0, 752575 RR _EHT U0 G E

A e

e

AT systemoview, JEARIHLIA.

T % bgp as-number, 1N BGP ¥

B4 7% ipvd-family vpnv4 [ unicast ], A BGP-VPNv4 F-HUHEICHLIE .
AT T4 peer ipv4-address enable, fIHE 5%/ RR A2 #t VPNv4 % H ¥ fE

T4 peer ipv4-address next-hop-invariable, [t % [i] EBGP X 454K K 1% %
H I AN 2 T — Bk

2.8.5 fit & CE #A PE |8 B 3 i

PE 5 CE Z W& th i T L : BGP. ERAESHI. IGP,

RMESR

$B’1 iF 2 I E PE F CE 7)1 A2 # .

BT

286 NERBELER

BeE T #55 VPN-OptionC J&, 7] LAEE 24 BGP X454 0C R IMHE LA PE 1k
ASBR Fff] VPNv4 % 115 B A1 ASBR 1) IPv4 % k255 B .
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Huawei AR1200 F 514k % i e

fiL & 45 R -VPN

2 BGP/MPLS IP VPN L&

HIR M

RESR

E5 75

OV 28 58 s 1 VPN-OptionC D RE I IT AT Iid &

® fiif display bgp vpnv4 all peer 772 7E PE FAG Y BGP X544 ¢ R MG O o

® fii[{] display bgp vpnv4 all routing-table 7y % 7F PE 5, ASBR £ 7 VPN-IPv4
% o

® fiiff] display bgp routing-table label 7747 ASBR L7 F IPv4 % il AR %15 B o

® fii[{] display ip routing-table vpn-instance vpn-instance-name 1% 7t PE k£ VPN
PR AR

s

# PE _E04T 4 display bgp vpnv4 all peer, 7] LL#57 %] PE [#] (1) EBGP X4 A ¢ Rk
&Yk “Established” .

7t PE Al ASBR 3474 display bgp vpnv4 all routing-table, ©] LI #| PE 5 BGP
VPNv4 % tH 1 BGP VPN SEf % tH, ASBR %A

7t ASBR _L#477i7%4 display bgp routing-table label, =] L7 2| IPv4 Bt bR o

7£ PE #4774 display ip routing-table vpn-instance, 7] DL % PE 1] VPN i &
17 2T AHSC CE 1) VPN B ih .

2.9 B & %18 VPN-OptionC (FEZ)

T R ARSI 2 W BGP B 37 LDP LSP, {EAN[A AS (1) PE 2 [H) 7. Multihop /7 2%
(] EBGP i%4;, ZCHt VPNv4 .

291 BIMEBEMTSE

[ R

FERCE IS 58 VPN-OptionC (J5 5 ) 1l 1 R BLRF PRGN FIFAEE L e B e PR AT B 55
AR, T A B D ERf I e I C AT 55

A& VPN % 111 MPLS ‘B T- RIS EZ A AS, w7 200 & 55 VPN,

HEAS AS #ARE) VPN B 75 2284, k%5 i VPN-OptionC 7750, i1k

ASBR % g BG4 33— 4 IS SEILEE K VPN-OptionC J5 xU R LRI LR P Fh

Tk

® % AU ASBR WX ) ASBR “E X Ui AS PN [ braE BGP 2 M i
S, RE NG A B AR, RATL SCRFPRRERE Y IBGP 485 PE, AT AESE
2R SEHER 3 P LSP.

® Ji% . {f PE fl ASBR Z [HANHIFELE IBGP 4 J#H. 4 ASBR X ) ASBR 4%
XFui AS WA bR% BGP A M i, i A ASBR E1) BGP #H1 5]\ IGP
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Huawei AR1200 51V H o5
AL B fER-VPN 2 BGP/MPLS IP VPN fit &

SR, bR A RS A W BGP i @t 37, LDP LSP, M 37— 4 5e 4L 10
" LSP.

) ASBR L EE AN KE M) PE &I, i KM VPN-OptionC (7% =) , %J7:fE
BRI A T P R

BT
FEMCE OptionC 772051 VPN 20, 7558 L F T4
® % AS (] MPLS ‘BT P43 i & IGP, SZEL[E— AS W TP 1P 3438 1
® 7% AS 1 MPLS ‘BT M43 5]l & MPLS £ A g/ #1 MPLS LDP
® {FL CE MR PE Efid®E VPN 24, JFACE B0 5 VPN SZf| ekt
® /£ CE LAd® 2 PE K45 1014 1P ikl
o U T ARSI A BGP 1% H ) IP Hi 43 41 2% 4 %
BiE &
ZERCE OptionC J5 :U5 4 VPN 2 i, mivE& DL Ed .
Fs i
1 PE LAd'E VPN SE6I BTy I8, .
® VPN L4 FR
® (n[ik) VPN S| ik A
® VPN 344 IPv4 Hiuhilk % RD. VPN Target J&
[ )
[ )

(A3 #al VPN B b (s SOBCR R i Hh S ms
(AJ3%) VPN SZ45) IPv4 Mk v s e i o R % Hh 3

2 PE AN CE (W1 1P Hihik

3 % ASHIAS 5

4 ASBR Z[H#E 1) TP Huhik

5 ASBR _FA ] (% S

6 PE #1 CE Z [A] ¥ % tHA¢ e 75 =X

7 (M) FHFRbsEF bR 28 1 22 1 BGP # 1) TP 144 51145 44 7
(1 sem

#53% OptionC 7 X, , £ ASBR X 8] ~R&4% 4% LDP.

F 4, 4% /£ ASBR Z i@ #9412 44k LDP, M4 7£ ASBR Z i@ % LDP Session. XA, ASBR
# 3 Egress LSP 51 &) L7549 ASBR % i% Mapping ¥ &, _LE#IK2|iZ Mapping /¥ & /& # & Transit
LSP. /£ BGP %#ARKX&HE AT, /£ ASBR Z 4941 L4E4 LDP, 2 K& & A LDP 474,

2.9.2 ASBR |81 &3 EBGP W& KX R
ASBR [i1]##: v/, EBGP X} 254K & H - & Aii PE 1Y Loopback % 114 Hi .
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Huawei AR1200 F 514k % i e

fiL & 45 R -VPN

2 BGP/MPLS IP VPN L&

RESR

® iH{F ASBR FHHTLL R E .

1.

S »n AW

— 4k

PAT T2 system-view, FHANRGAE .

T4 interface interface-type interface-number, HENZERLNT U ASBR M
LK

T4 ip address ip-address { mask | mask-length \, T & #:10 1P bk,
T4 quit, B[FEIRFEE .
T2 bgp as-number, ¥\ BGP M.

AT 4 peer ipv4-address as-number as-number, ¥4 ASBR it & & EBGP
XFEEAA

(ATiE) AT 2 peer { ipvd-address | group-name + ebgp-max-hop [ hop-
count ], Wc'#& EBGP ZEF) K% .

HHEGOUT, EBGP XAEAR Z [AI AU AT FIE P PSR, G RA L IX— %
3K, WAZAE ] peer ebgp-max-hop i & SLVFEA 12 [A14 0t 2 Bk 7. TCP %
o

= = ¥

1
1
1

2.9.3 1§18 A PE BYIEHH &R 45w PE

BN PE 1Y Loopback 2 % i A A 45 im PE, FLLEESE PE 2 7)) MP-EBGP X & .

RESR

® J5Ik N PE 1) Loopback Ml & A1 45 %) i () ASBR
W7E ASBR FHEAT LU FACE

1.
2.
3.

4,

PAT 4 system-view, FEANRGEME.
PAT 4 bgp as-number, 3t N\ BGP FL& .

AT 4 network ip-address [ mask | mask-length ], F53% N PE ] Loopback b
Hik A4 % i (1) ASBR.

AT AT % quit, BRG]

® % BGP ¥ hig| AF| IGP
THALEA U ASBR _FHEAT DL R ECE .

1.
2.
3.

4.

R

PAT A2 system-view, HEANRFGHLE.
PAT 2 ospf process-id, XN OSPF AL .

AT 4 import-route bgp [ cost cost ] [ route-policy route-policy-name ], 1%

BGP 5| A E| IGP.
PAT A4 quit, B[P RFEMAE.

2.9.4 {EEFRZE IPv4 BREAZHABE

KT AT EESL K BGP LSP, ASBR 2 [A] 75 BLAH GEAT Hibr 2 IPv4 I H o

SCRYRRAS 01 (2012-04-20)

LR AE R 78
AT © AR IR A+



Huawei AR1200 F 514k % i e

fiL & 45 R -VPN

2 BGP/MPLS IP VPN L&

RESR

® O Hms
fE£ ASBR _ib47 00 PR .

1.
2.

3.
4

PAT 4 system-view, HEANRGAIE.

AT 4 route-policy route-policy-name permit node seg-number, %5 %] i
ASBR AT FH IS H PR % H SRS

AT T4 apply mpls-label, >4 1Pv4 #% /3B hr%s

PATE A quit, BFIRFEMAE.

® Vi SRS
i R SEms Y 2 ASBR L.

1.
2.
3.

4.

PAT A4 system-view, FEANRGME.
AT A2 bgp as-number, HEN BGP #L& .

AT A2 peer ipv4-address route-policy route-policy-name export, [0 7] %5 i
ASBR AT 4% HH IS FH (13 S

AT AT % quit, BRG]

® fIifEFRES IPv4 I th AT it
1E ASBR FHEATan ML E .

1.
2.

AN AN S

TR

PAT 4 system-view, AN RFEME.

AT 4 interface interface-type interface-number, 1ENZEFX v ASBR [FH: 1
LK

AT T4 mpls, {#fE MPLS fig /).
HAT 4 quit, B RGWE .
A

AT 4 bgp as-number, 3N BGP #1LK .

HUT M4 peer ipvd-address label-route-capability [ check-tunnel-reachable ],
P E 503 ASBR A BENS At bR 25 1K) TPv4 % i

- WHAEHE check-tunnel-reachable LIHE, W) 2% rh BEIE AN nl 1A B [a) 48 J A AT
IPv4 FRRIE e, BETE IR R AFR M . 75 VPN 50 K, X FEn] LA
1EH L PE [R]% 37, MP-EBGP XA S Ui S — Bt LSP 7 R, i s
i e R R LR R o

- WRAMLHE check-tunnel-reachable DJfig, WIARE M A FEE 5 rl ki &k
kR

2.9.5 HEFRZER M BGP gHE LDP LSP

WL E ASBR {fifi LDP J BGP 40bi%k, nf LAyt IP 485 i TIN5 bR s 24
k) BGP % % 7. LDP LSP.

HRESR

®  yilint IP AR AR I YE A AR SR B A M BGP # f1 % 37 LDP LSP
7 ASBR LT R E .

I.
2.

PAT 4 system-view, HEANZRGAIE.
PAT 4 mpls, HEA MPLS #K.
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Huawei AR1200 51V H1 o5
AL B fER-VPN 2 BGP/MPLS IP VPN fit &

3. AT 4 Isp-trigger bgp-label-route [ ip-prefix ip-prefix-name |, }iEL 1P §i
ZRH R IE AT AR 1) 20 W BGP % th #2537 LDP LSP.

s

2.9.6 PE [8]% 3 MP-EBGP MZ{kx &

MP-EBGP it 7E BGP 5| Ay Bk EYE, LA TE PE 44 2 (B 45 VPNv4
M. ANE AS W[ PE 5 A E HIEN, A TEENZE EBGP &, FEME PE
2 8] Fe VR B KB

BRIESE
® {£PE FHMTWI MALE .
1. AT % system-view, HEANRGWIE .
2. PJIT4 bgp as-number, N\ BGP ALK& .

3.  HITM4 peeripv4-address as-number as-number, 15X i PE A H L) EBGP
XFEEA

4.  PITM 4 peer ipvd-address connect-interface interface-type interface-number
ipv4-source-address, T5EKiL BGP RICIMEEE .

5. PAT4 peer ipv4-address ebgp-max-hop [ hop-count |, T & 7. EBGP X}4%
(EINZRIE PN S

6. T4 ipv4-family vpnvd, HEA BGP-VPNv4 ikl ALK .

7. HATAT4 peer ipvd-address enable, i 5E-5 X i PE AC 4t VPNv4 B 1) g

TR

2.9.7 it & CE #A PE |8 B H 32

PE 5 CE Z M i i "] L& : BGP. ERAESH. IGP,

RIESR
® [iiE PE
1. #UTH4 system-view, #EARGME.
2. AT bgp as-number, BN BGP 1K,
3. $AT4 ipv4-family vpn-instance vpn-instance-name, 1N BGP-VPN SZ{5]
IPv4 Mk AL o
4.  PJUTHr4 peer ipv4-address as-number as-number, 5 CE FL'E A VPN FAR X4
Ao
5. (A[ik) PUTH 4 peer { ipv4-address | group-name } ebgp-max-hop [ hop-
count |, WC'E EBGP &) k% .
6. (AL $ATM 4 network ip-address mask, RAGEIAM CE ) B .
7. (A PATM4 peer ip-address allow-as-loop [ number |, FCVFE A
8. (H[IE) $WAT7r4 peer ip-address substitute-as, 55 BGP [f] AS 58 #I)RE
® [iiE CE I
1. AT % system-view, HEANRGWIE .
2. PJIT4 bgp as-number, N\ BGP ALK .
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Huawei AR1200 F 514k % i e

fiL & 45 R -VPN

2 BGP/MPLS IP VPN L&

PUT 4 peer ipv4-address as-number as-number, ¥ PE [t & Ay % 5544

4. ("[iE) AT peer { ipv4-address | group-name } ebgp-max-hop [ hop-
count |, WC'H EBGP JEF2 1) k% .

5. #ATA4 import-route { direct | static | rip [ process-id | | ospf process-id | isis
process-id } [ med med | route-policy route-policy-name 1", 51 NAUE 5114 H

—HETR

298 B BELER

Bl F M

BRIESTR

E5 76

fic'E T #548 VPN-OptionC (5% ) Ja, " LIEHRITHE BGP XA R A
M. PE L[#) VPNv4 8% 115 B f ASBR 111 IPv4 8% FHFRZSAE .

O 5e B B VPN-OptionC (J5 % ) ThEE BT A&

® f{i}{] display bgp vpnv4 all peer iy %7t PE A0 7 BGP XJ 554K ¢ R M HE AL o

® fii[{] display bgp vpnv4 all routing-table iy 2 7F PE o, ASBR 7 VPN-IPv4
e

® fi'f| display bgp routing-table label 774 {- ASBR b7 IPv4 % i AR5 B o

® {{i/] display ip routing-table vpn-instance vpn-instance-name iy %1t PE K7 VPN
P .

® {if{] display mpls route-state [ vpn-instance vpn-instance-name | [ { exclude |
include } { idle | ready | settingup | * | destination-address mask-length | [ verbose ]fi
£ ASBR _E A Al th A LSP FRXS A Bt o

® fii[{] display ip routing-table 7y % 7F ASBR 45 &% th .

®  {{i/f] display mpls Isp [ vpn-instance vpn-instance-name | [ protocol Idp ][ { exclude |
include } ip-address mask-length | [ outgoing-interface interface-type interface-

number | [ in-label in-label-value | [ out-label out-label-value | [ Isr-role { egress |
ingress | transit } ] [ verbose ]fi7 2 #E ASBR & LDP LSP (1) 1%

TR

7t PE L3 AT 774 display bgp vpnv4 all peer, 1] LL7Y 7 3| PE [1][¥] EBGP X &4 5C R4k
¥y “Established”

7t PE Al ASBR _ 117774 display bgp vpnv4 all routing-table, 7] UL7% % PE 45 BGP
VPNv4 % 1 BGP VPN 24 i#% (11, ASBR LA

7 ASBR #1774 display bgp routing-table label, 7] L& 2| IPv4 #% tH AR5 Mo

7t PE #7774 display ip routing-table vpn-instance vpn-instance-name, 1| LI %] PE
(¥ VPN i i A7 2 Fr A #H58 CE 19 VPN B

7E ASBR #4714 display mpls route-state verbose, 1] LAE 2 2R “L” , Bl
ARSI 22 1 BGP #% H o

7t ASBR L3414 display ip routing-table, 1 LI 3Lt PE (K15t A A bRZE I A M
BGP % Hi: Routing Table 4 “Public” , WhRAY “BGP” , WBHANZE,
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Huawei AR1200 R 414V % iy 4%
AL B fER-VPN 2 BGP/MPLS IP VPN fit &

[ASBR] display ip routing—table 4.4.4.9 verbose
Route Flags: R — relay, D — download to fib

Routing Table : Public
Summary Count : 1

Destination :4.4.4.9/32
Protocol . EBGP Process 1D : 0
Preference . 2565 Cost 1
NextHop :192.1.1.2 Neighbour: 192.1.1.2
State : Active Adv Age : 00h12mb53s
Tag : 0 Priority : low
Label : 15360 QoSInfo : 0x0
IndirectID: 0x0
RelayNextHop :0.0.0.0 Interface . GE2/0/0
TunnellD : 0x6002006 Flags . D

£ ASBR L #fT 14 display mpls Isp, 1] LLE £ ASBR Fliz it PE 2 [H]# 57 T4 LDP
LSP, Jf HAE PE LW LUE $| 33554 b PE ] LDP Ingress LSP.

[ASBR] display mpls 1lsp protocol ldp include 4.4.4.9 32 verbose

LSP Information: LDP LSP

No o1

VrflIndex :

Fec © o 4.4.4.9/32
Nexthop o 192.1.1.2
In-Label . 1024
Out-Label : NULL

In-Interface e
Out-Interface e

LspIndex : 13313
Token : 0x0
FrrToken : 0x0
LsrType . Egress
Outgoing token : 0x6002006
Label Operation : POPGO
Mpls-Mtu e
TimeStamp : 15829sec
Bfd-State Do
BGPKey e

2.10 it & HoVPN
HoVPN J& A 2L VPN W4, £ PE ARIEAFRIKMA, JFERZREER, 1t
[Al5E R —A~ PE BUIhRE, LDLBRMEXT PE & B PEREEIK

2101 B EMTEE

FERCE HoVPN HI 1 A e PR ORI PR« C B ek P A0 B EAE S5 A e o, ] AR
s . HERf 5T RC EAT 55

[z R GE

KT JZRACLEAE] 2 (1 VPN 2%, rTER A HoVPN Jr %, DLERINT PE e iR g 22

AEES

ZENC'E HoVPN Z BT, T 58 M55
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Huawei AR1200 F 514 i#% 1%

fiL & 45 R -VPN

2 BGP/MPLS IP VPN L&

iR

fil & H: A BGP/MPLS IP VPN

ZENC'E HoVPN 2B, s LA 2l .

Fs | BiE
1 UPE F1 SPE (%W 5% &

2 W] UPE A4S 2% 1 VPN S 11 44 F

2.10.2 #§ € UPE

BRIESR
TH’1
TR2
SH]3

P4
PR5

Bt E UPE [MRTHE /& UPE 1 SPE 2 [A]#t 57 T VPNv4 42,

PUT 4 system-view, HEAN RS
AT A2 bgp as-number, PN BGP FLK .

AT 4 peer { ipv4-address | group-name } as-number as-number, 53 UPE 14 H
(1] BGP X454k,

P74 ipv4-family vpnv4 [ unicast |, #f A\ BGP-VPNv4 1 Hubib i A0 & -
TH 4 peer { ipvd-address | group-name } enable, 1 GEXTEEAAAT# BGP-VPNv4 % th

HAT 2 peer { ipvd-address | group-name } upe, F4XI5EKR 0 H I UPE,

TR

2.10.3 %% VPN LfIp95 & |t

6 B =
B> I=II§\

BRIESHE
S
T2
PE3
T4

SPE [i] UPE K Ai—4¢ N kbl A Mtk (5 % 1, B BAFE S UPE L) VPN #
R

7t SPE AT P .

PAT 4 system-view, HEN RGAIE.
HAT 2 bgp as-number, #t N\ BGP FLE .

'-I:l
4

AT T4 ipv4-family vpnv4, iE A\ BGP-VPNv4 F-Hihib AL

AT A2 peer { ipv4-address | group-name } default-originate vpn-instance vpn-instance-

name, [} UPE Ki%F57E VPN SEA 544 14 i o
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Huawei AR1200 51V H1 o5
AL B fER-VPN 2 BGP/MPLS IP VPN fit &

PAFIE A2 IR, i AL et LA 1EHAT B , SPE #5410 UPE RAi—% F—
BHLL A BB 1 524 B 1

e
2104 REEESR
BLH T HoVPN Ji, W RAEA 24N CE Lk #xhm CE M B b, (HA &1
—Bk UPE (644 56 HH o
AR S
L4856 1) HoVPN Zh B BT A 1L . .
BRIESER
® {{i/] display ip routing-table iy %7t CE L& % tH&.
ey
E 5B

#{£F 2 CE L4474 display ip routing-table, /2 CE ¥4 #% i CE $11M Bt
Wk, (HA 4~ —Bkh 7 JE PE (UPE) IIGREER .

<CE> display ip routing-table
Route Flags: R — relay, D — download to fib

Routing Tables: Public

Destinations : 5 Routes : 5
Destination/Mask Proto Pre Cost Flags NextHop Interface
0.0.0.0/0 BGP 255 0 D 10.1.1.2 GigabitEthernet1/0/0
10.1.1.0/24 Direct 0 0 D 10.1.1.1 GigabitEthernet1/0/0
10.1.1.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0GigabitEthernet1/0/0
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0

2.11 fit § Multi-VPN-Instance CE

M AE CE LECE OSPF 2 545 S Ja 3 9 AN [ b 55 R K 12

2111 BB BES

FEME & Multi-VPN-Instance CE Fif T i AF R R AT . 0 B RS P8 PR A 25 AN bl
HEes, PRI B . HERGHL S OC BAT S5

R AT
Multi-VPN-Instance CE ££ Ja3s % ] 4# FH, 1l #F CE % 4% AT OSPF £ s 45| sSZEAN ]
N& 3]
—~ OSPF @2 H e 8 T—A VPN SEfl; —> VPN L4 n] LLizAT 24> OSPF #F42.
Multi-VPN-Instance CE 7] PAF A — P i #48% b b9 25 s ik 45 B B i Ay %, Iid & B IF
BERIR 2 AL, (T EEE L IR A
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Huawei AR1200 51V H o5
AL B fER-VPN 2 BGP/MPLS IP VPN fit &

EES
{E Bt & Multi-VPN-Instance CE 21, 5/l FE%:

® {rZsifi| CE KHABEAN PE FELE VPN S| (RFANY AL E —4 VPN S

© R AT DG HE IR RE B S W DURT I 48 JE 00, B SR N 21 2 5245 CE L
BN AE ] —ME A2 524 CEs

® {5 CE MREANE N & PE S AL S0 CE AU M EARIRE AN VPN 524,
FERCE TP Mkl

HiEkES

LERC B Multi-VPN-Instance CE 2 |, fafEs A N EHE .

Fs | 53R

1 PN ST (1) OSPF BEFEFITAT Y1) VPN 451 44 Fk
2 Fb 5% ) OSPF HEFEHJHERE 5 A1 Router ID

3 % OSPF HERS A AT 1%

2.11.2 #£% 32f5] CE # B PE LE.E OSPF % 3245
AR P 55 7 B B R AN IR R S, [R) I 2245 F AN [R] ) OSPF dEFE %5 o

d4E B f
B 511I=I l%\

{EZ 5240 CE ¥ PE Fdk47Tn FECE .

BRIET R
$B1 HATH 2 system-view, N RGIE.

P$BE2 HATHr 2 ospf process-id [ router-id router-id | vpn-instance vpn-instance-name, &
OSPF £ 5451,

ANFE RS AE ) OSPE 25 ARl router-id v UAHTR], AT ELANA]
$E 3 T2 area area-id, HE\ OSPF X IHALK .
L$B4 P72 network ip-address wildcard-mask, RAiFENZ 246 CE 42111 IP Huhk.

gz SR A

>

quit, iE[5] OSPF #L1&.

$B6 1714 import-route bgp, 5| A\ BGP .
$B7 AT 2 quit, BREIRGE.
S8 AT 2 bgp as-number, HEN BGP #K.
$BE9 T2 ipv4-family vpn-instance vpn-instance-name, N BGP-VPN L4 IPv4 Huhl i
LK
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Huawei AR1200 51V H o5
AL B fER-VPN 2 BGP/MPLS IP VPN fit &

F$E10 $hiT1r2 import-route ospf process-id, 5|\ OSPF % S i

s

2.11.3 #£% 35l CE LB & OSPF % 3=
EZ L] CE LR E OSPF £ SLW b FE S i 2 5 PE _LMdkfE 5 3.

1=31
=] R1I=I l%\

EZ 524 CE ERH T FECE .

BRIET R
$BE1 HATH 2 system-view, N RGAIE.

LS 2 HATHT2 ospf process-id [ router-id router-id | vpn-instance vpn-instance-name, Mt '&
OSPF £ 5451,

ZFE S 5 PE EROHERE S 6 o
HE 3 T2 area area-id, HE\ OSPF XIHALIK .

FB4 HAT 2 network ip-address wildcard-mask, KA PE 1132 1 1P Huhk .
(1) +mm

4o R % FZ 4| CE A28 i3 Ki#tA249 OSPF % 415 3] B3 M3k dy, &% 28 Kit4249 OSPF 34
AP NAERRELEZS::

R

2.11.4 BE % 3524 CE LRI BT
R PHATI IAMR A, W CE & ZEFK H PE 1 DN A7 & A7 14 i o

HRER
7E MCE LTI FRECE
BREDE
S HATHT 2 system-view, AN RGAIE.
$iE 2 W THF> ospf process-id | router-id router-id | vpn-instance vpn-instance-name, AN
% IR o
$IE 3 AT 2 vpn-instance-capability simple, ANIEAT S IR A A .
R
2115 B ELER

it & T Multi-VPN-Instance CE )5, 7] PAEFH 2524 CE L) VPN %t & o T 48—Fp
M55, CE L8 31 Jaidel i iy % b A 20326 B il 5 (4 3% 1 o
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Huawei AR1200 51V H1 o5
AL B fER-VPN 2 BGP/MPLS IP VPN fit &

HIR M

B4 52 % Multi-VPN-Instance CE DI T A L& -

BRIESPR
® {{ii display ip routing-table vpn-instance vpn-instance-name [ verbose |7y % 7E % 5L
] CE E#F VPN E .
R

E5 w0

#LE I )G, EZ2 56 CE $UT 74 display ip routing-table vpn-instance #r7& VPN i
R, A2 RLSS, 256 CE LA 21 e s i 5 i Az 21370 s sty 55 FRT %

[MCE] display ip routing—table vpn—instance vpna
Route Flags: R — relay, D — download to fib

Routing Tables: vpna

Destinations : 8 Routes : 8
Destination/Mask Proto Pre Cost Flags NextHop Interface

10.1.1.0/24 0_ASE 150 1 D192.1.1.1 Pos1/0/0

10.1.1.1/32 0_ASE 150 1 D192.1.1.1 Pos1/0/0

10.3.1.0/24 Direct 0 0 D 10.3.1.2 Pos3/0/0
10.3.1.1/32 Direct 0 0 D 10.3.1.1 P0s3/0/0
10.3.1.2/32 Direct 0 0 D 127.0.0.1 InLoopBack0Pos3/0/0
192.1.1.0/24 Direct 0 0 D 192.1.1.2 Pos1/0/0
192.1.1.1/32 Direct 0 0 D 192.1.1.1 Pos1/0/0
192.1.1.2/32 Direct 0 0 D 127.0.0.1 InLoopBack0Pos1/0/0

2.12 it & VPN 5 Internet HEx

— % VPN W S REEMEE R, 468 Internet F )8 (E, tBAREREAN Internet. U1
B VPN %A site F5 3550710 internet, T2 22l0E VPN 5 Internet H .,

2121 BiEEES

FEBCE VPN & Internet TLIGCHT 1A A ML A N I BAS L C B AP M 1 i B A 55 AN el o
o TTLATE BRI . MERA T R EAT S

[ IR
LECHSEEH) VPN P rp i i — 283 AEE &, 8 VPN P 0] BAUT ) Internet %5 Y5
BT

Al E VPN 5 Internet HELZ R, 775l FT55:

® A% VPN M4,

BIRES
FEBCE VPN 5 Internet HIEZ I, 75l LN Eds .
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Huawei AR1200 51V H o5
AL B fER-VPN 2 BGP/MPLS IP VPN fit &

iz
1 VPN S 44 Fx
2 FRAS I B H r

)
Jio

2.12.2 CE EEEFSHEH

CE FRCEHAKE, HU$ES VPN 2 Internet i SCHIFE K o

7 CE _EiEATI FRCE .

$BE1 HATHr 2 system-view, N RGIE.

P2 AT 2 ip route-static ip-address { mask | mask-length } { interface-type interface-number
[ nexthop-address | | nexthop-address } [ preference preference | tag tag |* [ description

text ], BCEZI2 M H Kbk RS o

BH ip-address T LATCE A W 10 TP Hudtk, 20 LARC B A% 0.0.0.0 CHIHC RN B4
i, SN AZ) . MO PEAEMET: R Bbh PE 1554k CE A B

1 TP Hiudil:.
(RRRTT

40 CE 5 PE Z 18 VA K WAAE, W seiR4s 2 F—3k IP #uik,
TR

2.12.3 PE AR BEFAMER SR
PE FECEFSEH, HLIES VPN 3 Internet R 3155 K& o

=6 B =
=8 Ell%\

£ PE _LiEATON FRCE .

RIESR
LS HATHT 2 system-view, HENRGAIE.

FI2 AT 2 ip route-static vpn-instance vpn-source-name destination-address { mask | mask-

length } nexthop-address public [ preference preference | tag tag 1" [ description text |, it
B VPN HIJ7 2 Internet (UEHAEE HT, JFHEE T —BERIHLIE A 2 R L.

s

2.12.4 AWM BB F EEES VPN B PSR SIEE
BeE F] VPN P s o, HLLE S Internet 3R [F] VPN 4R SCIH#E K
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Huawei AR1200 F 514 i#% 1%

fiL & 45 R -VPN

2 BGP/MPLS IP VPN L&

fE PE _LiEATON P RCE .

PAT & system-view, ARG,

AT 4 ip route-static ip-address { mask | mask-length } { interface-type interface-number
| vpn-instance vpn-instance-name nexthop-address | nexthop-address } | preference
preference | tag tag |* [ description text |, FLE MM E] VPN H P I0FSEEH CF—BAy
FAPIHHE) .
([ARRTY

4R CE 5 PE X8 A KMABE, W o648 2 T —sk.

s

2125 B ELE R

HI R M

HRMESR

E5 w5

BtE T VPN 5 Internet HECS, A PAEE 2| VPN i & A 2 CE AW H 1 & 1)
B, AW HPBES BE S CE .

CA5E % VPN 5 Internet B ECTIRERI AT B L E -

® fii{] display ip routing-table vpn-instance vpn-instance-name %7t PE &% VPN
PR

® fiif display ip routing-table #7475 CE I AP HI% s B AR HK.
—&R

7£ PE #4774 display ip routing-table vpn-instance, 1] &I VPN i &+ 3| CE
Je 08 WA PR B R 2 PR

{Huawei> display ip routing—table vpn—instance vpnl
Route Flags: R — relay, D — download to fib

Routing Tables: vpnl

Destinations : 7 Routes : 7
Destination/Mask Proto Pre Cost Flags NextHop Interface
0.0.0.0/0 Static 60 0 RD 100.1.1.2 P0s2/0/0
10.1.1.0/24 Direct 0 0 D 10.1. 1. 2 Pos1/0/0
10.1.1.1/32 Direct 0 0 D 10 1. Pos1/0/0
10.1.1.2/32 Direct 0 0 D 127. O 0 1 P0s2/0/0
10.2.1.0/24 BGP 255 0 RD 3 3.3.3 Pos2/0/0
10.2.1.1/32 BGP 255 0 RD 3.3.3.3 P0s2/0/0
10.2.1.2/32 BGP 255 0 RD 3.3.3.3 P0s2/0/0
100.3.1.1/32 BGP 2556 0 D 10.1.1.1 Pos1/0/0

7t CE #4714 display ip routing-table, AILILAT 220 M H IK1E% A H, AWM H
(1% FH 2t 2 CE HI# .

<{Huawei> display ip routing—table
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Huawei AR1200 R 414V % iy 4%

fic B F-VPN 2 BGP/MPLS IP VPN fit &
Route Flags: R — relay, D — download to fib
Routing Tables: Public
Destinations : 10 Routes : 10
Destination/Mask Proto Pre Cost Flags NextHop Interface
1.1.1.1/32 Direct 0 0 D 127.0.0.1 LoopBack1
2.2.2.2/32 O0SPF 10 2 D 100.1.1.2 Pos2/0/0
3.3.3.3/32 OSPF 10 3 D 100.1.1.2 Pos2/0/0
100.1.1.0/24 Direct 0 0 D 100.1.1.1 Pos2/0/0
100.1.1.1/32 Direct 0 0 D 127.0.0.1 Pos1/0/0
100.1.1.2/32 Direct 0 0 D 100.1.1.2 Pos2/0/0
100.2.1.0/24 OSPF 10 2 D 100.1.1.2 Pos2/0/0
100.3.1.0/24 Static 60 0 D 10.1.1.1 Pos1/0/0
127.0.0.0/8  Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0

] ping AT A& CE 552 B H i e a2 8] (1 LA 1

<Huawei> ping 100.3.1.1
PING 100.3.1.1: 56 data bytes, press CTRL C to break

Reply
Reply
Reply
Reply
Reply

from
from
from
from
from

100. 3. 1. 1: bytes=b6 Sequence=1
100. 3. 1. 1: bytes=b6 Sequence=2
100. 3. 1. 1: bytes=b6 Sequence=3
100. 3. 1. 1: bytes=56 Sequence=4
100. 3. 1. 1: bytes=b6 Sequence=bH

—— 100. 3. 1.1 ping statistics ——

5 packet (s) transmitted

5 packet(s) received
0.00% packet loss

round-trip min/avg/max = 62/62/62 ms

2.13 Bc EFAM IP FRR

VPN site F1{HZ A CE #: A 2[F—4 PE _EIf, BUE IP FRR #iPE, 4 PE 5 CE 2 [6)%
RANTERS, A DA i V) 2 55— 4% PE 5 CE A& R85 1.

2131 BB EES

tt1=254 time=62
tt1=254 time=62
tt1=254 time=62
tt1=254 time=62
tt1=254 time=62

ms
ms

ms

FERCEFA R TP FRR A T AR CEAFPE A A A« C B R P A i B S5 A Bt e 2, T
DA B S bkl s e b 58 BORC EAT: 55

B R EREE

AW TP FRR FEPE@EH TR M A P L& EA . 2R AR BUR TS . BCE TR M 1P
FRR #5PEJA, 24 PE 4E CE (1Bl R —BAS ol ik i, It b b) e8] 7 — 4 PE-CE
B b, NIARAIE IP b4 AN il

EES

LERC B AL IP FRR Z 1, f7oc bl FAE%:

® 7EMHIY DCE B P, SZILMLE H I .
® JE7 VPN M %%,
o HIIHUEAFMEEM, AN EAAEIEEE

kS

FERCEFAR TP FRR 2, 5 2% LA T Edfs .
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Huawei AR1200 F 514k % i e

fiL & 45 R -VPN

2 BGP/MPLS IP VPN L&

)
Jdjo

iz

1 it FH SRS 114 44 B
2 VPN S 4 F%

3 Fe A i R HE A
4 ORI Bk

2.13.2 EEE F zhFAM IP FRR IhiE

BRiER

BRIESR
TH’1
T]’2

PS5
P 6
S 7
$IE8

TR SRS AR E & T Bk, 24 PE LAE CE BB N —BEAN ATk I, FARIUR &)
LUETRE M#40 ~—Bk CE.

£ PE _EREATON P RCE .

BT % system-view, UEARZHLI.

H
I

)

4> route-policy route-policy-name { permit | deny } node node, %1% S 0& (1115
FFHEN B h SRS LA o

4774 apply backup-interface interface-type interface-number, & &4,
(A[%) 4474 apply backup-nexthop ip-address, V& &4 F—Bk.
T P2P iR, WL REE & T Bk moe TR P2P BEEE, ARCE & N —Bk.
PATAT A quit, BRIRGME.

S AL

)

frdim

s

T4 ip vpn-instance vpn-instance-name, Bt VPN SEHIFLE o

s
‘_(

174 ipvd-family, #EA VPN SEH IPv4 Hubik i 1K .
AT 4 ip frr route-policy route-policy-name, ffRET-ZIFAM IP FRR Jjfig

2133 B ELER

Bl M

BRESER

' 7 FARY IP FRR Jio, 7] LLAT A3 VPN B i b &0 e & Bk s B

D52 AL TP FRR ThREIF T A HCE .

® {{i] display ip routing-table vpn-instance vpn-instance-name [ ip-address ] verbose i

& B T A 0 LB DR ) F B
TR
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fiL & 45 R -VPN

2 BGP/MPLS IP VPN L&

E5 w6

7t PE 44T 4 display ip routing-table vpn-instance vpn-instance-name [ ip-address ]
verbose, T FIAHMN K VPN B A 2 0 HB OFT R —Bk.

<{Huawei> display ip routing—table vpn—instance vpnl 10.5.1.0 verbose

Route Flags: R — relay, D — download to fib

Routing Table :
Summary Count :

vpnl
1

Destination: 10.5.1.0/24

Protocol: OSPF Process ID: 1
Preference: 10 Cost: 3
NextHop: 10.1.1.2 Neighbour: 0.0.0.0
State: Active Adv Age: 00h00m03s
Tag: 0 Priority: low
Label: NULL QoSInfo: 0x0
IndirectID: 0x0
RelayNextHop: 0.0.0.0 Interface: GigabitEthetnet1/0/0
TunnelID: 0x0 Flags: D
BkNextHop: 10.2.1.2 BkInterface: GigabitEthetnet2/0/0
BkLabel: NULL SecTunnelID: 0x0
BkPETunnelID: 0x0 BkPESecTunnelID: 0x0
BkIndirectID: 0x0

2.14 it & VPN FRR
7E CE Z HJE4 M+, HLE VPN FRR 1] LULRAE PE ¥ & & A Wb I SE B VPN b 45 iy 21
ity (4 BT D) 46

2141 BB ETS
FEBLE VPN FRR R T A P i S R 3  JC 5 I 1 1 B A 45 A B v 4%, Al LA
P . A SE A AT S .

N FAEREE
T VPN W&+ EA . SE I R Uik 45 .

EES
7EBCE VPN FRR Z |, 752l FT5%

® /Eikrhds BRCE R ML, SKOLMLEHIE.
o HHCEAF R EERAL, AP AN
® A4 VPN &%,

==
A ITE

VPN & F M L4 LSP B, P ¥ & LR AE Isp-trigger 04>, /A Bikfe &
BT, E %4 $% VPN FRR &4 %K.

LR AE R
AT © AR IR A+
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AL B fER-VPN 2 BGP/MPLS IP VPN fit &
HiBESE
ZERCE VPN FRR 2 HI, 5 BEEA DU N H0k .
F5 | #uE
1 % FH SR 1R 44 R
2 VPN 5451 44 Fx
3 BTN —Bk

2.14.2 it HF 51 VPN FRR
1 SRS TR e 4 N —iBk, X4 PE Z IR A AIERS, VPN s n] LUERS T —Bk
PE.

Hde B ==

B> l=|l§\

7 PE _LICE F5) VPN FRR IhRE, 75 EOCHCE B th ks 45 2 2 Nk, SRJE7EFAM
SEH) R A RE VPN FRR D BE Y FH XA 4% FH SRS
BRIEDE
$BE1 HAT S system-view, N RGWIE.

H2 P AT route-policy route-policy-name { permit | deny } node node, A1l7H i 1 HW& 1+
R IFRENES B SRS

S 3 HAT1r2 apply backup-nexthop ip-address, $5E &40 F—Bk.
A

PB4 AT quit, BITRGAE .

L5 HATHr2 ip vpn-instance vpn-instance-name, HEN VPN SZEIRRIE .
FE6 AT 2 ipvd-family, IEAN VPN 3241 IPv4 Mtk A0 K

SBE7 PUTHr4 vpn frr route-policy route-policy-name, fffg VPN FRR ZfE .

2143 B ELE R
Bic® T VPN FRR J5, AlUEFE R VPN B HEH S0 T8k (PE) &b A &4
FREEAH o

CIEics s
D452 % VPN FRR ZhREA T e & .
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HRIETR
® fii[f] display ip routing-table vpn-instance vpn-instance-name [ ip-address ] verbose iy

SEFBRMBN G B (PE) + A GBI A% GhFFAE .
s

E5 61

7ENCE T VPN FRR [¥) PE 3147 display ip routing-table vpn-instance vpn-instance-
name ip-address verbose 114, F ZE K H & F—Bk PE, 240 BEE FIAR%E .

215 Bc B R EEEME VPN BT E

5 FH 8% b S i 2%, T LLJRZD PE 2 [6) () MP-IBGP 451080, BEWE 7 PE [, 1
SR N PR A SR T

2151 BB BES

FERCE B 1 S a4 VPN B T2 A0 T MRS PR N AR L I5C B A R R B EA T 55
AEAEHESS, ol DA D | R M e G EAT 55

[z FIREE
BGP Speaker M IBGP K131 tH AN 1) 'e 1) IBGP X454k KA. oA T ik PE ¥ H S M)
VPN [ B R AT Rl— AS 1) BGP VPNv4 G284k, 1% PE W40 5 B w24k 4d 7 IBGP
R, UMEEBEACE VPN B SR . B MP-IBGP %454k () f gy ek R, |
WAE—A AS 15 n & PE 4% (fUFE ASBR) , AT LS n(n-1)/2 % MP-IBGP %}
SR, IBGP X2 AR HAIR 20, 55 EVHFE & M 4% FE I
FIF BGP )% 1 [ 5t RR (Route Reflector) nJ LA#HX — )i, 7F— AS Nik#E—6
WRAERH RR (4T VPNv4 % H1) , & PE Fl ASBR i A% /7 #L (Client) . RR 1] LA
2P H. PE 4. ASBR WA BE HAREA .
A FH 2% S 5 2, o] LD PE 2 ][ MP-IBGP 3020 s, BERER T PE [dH,
Y YA RN A TR A SR T

EES
FEMC B 6 S AL VPN S T2 200, T 58l R4
® (£ MPLS ‘&M & 5 P, SEBET M 344 1 1P FLIE
® {FRR SFTAMENE ML PE Z IR 7k (LSP & GRE)

HiRHES
TENC & BGP VPNv4 i i s 2 7, /e ES DL Hidls

F5 | BiE
1 A AS 5. KPR AS 5
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AL B fER-VPN 2 BGP/MPLS IP VPN fit &

Rz
2 ST TCP EFA F 142 1 2R A 4 5
3 BGP WK A4 FR . S 25AR  Hdik

T
Jio

2152 e EZ Al PE 5§ RR E3I MP-IBGP &%
fil'E PE 5 RR &7 MP-IBGP %92, UM [ 5F VPNv4 % .

FEFTAAE N E LR PE _E3EAT 0 L

FB1 HAT 2 system-view, AN ZRGAE.
LI 2 AT 2 bgp as-number, BN BGP MK,
T3 PUTH 2 peer ipv4-address as-number as-number, #53E RR A BGP %f %544

PS4 HATHr 2 peer ipvd-address connect-interface interface-type interface-number, T8 € T
TCP #EF M1 %31 L) TP k242015 MPLS LSR-ID 1%, #i4 Loopback %
D o

HB5 472 ipvd-family vpnvd, HEA BGP-VPNv4 Hibl A&l .

S
5
(@)
SF

{774 peer ipvd-address enable, ffifit5 RR <C# BGP [ VPNv4 I .

R

2.15.3 it E RR 5HFABE & F#1 PE #iL MP-IBGP &%
fii & RR 5T % S HlL PE &7 MP-IBGP 4%, LUME 5T VPNv4 B

PN 72— X RR MHATRCE

® JiLE XA AL AT MP-IBGP %
WA % Bl PE AT SRR, JFd 7 5 0 S5 AR 41 1Y) MP-IBGP 145
1. PUTM4 system-view, ARG .
2. PUT4 bgp as-number, Bt BGP FLIK .
3. HATA4 group group-name [ internal |, 1% IBGP X &4 4 .
4

PUT T4 peer group-name connect-interface interface-type interface-number, i
SEAENT TCP EREIIBE . %4810 11 TP Htik 0420 5 MPLS LSR-ID #H%%, #
WA Loopback #11.

5. AT 4 ipva-family vpnv4, HE N BGP-VPNv4 Ml i .
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AL B fER-VPN 2 BGP/MPLS IP VPN fit &

6. AT peer group-name enable, ffife5 %] SR A2 #: BGP [1) VPNv4 4 H .
7. PUAT4 peer ip-address group group-name, [w] % SERL AN SR

® L E LR AERE L MP-IBGP 4%
7£ RR _EEEIATUN P 1 ~ 6 (A, 8 RR ST RI%HL PE @57 MP-IBGP

pUEESN

1. $ATfr4 system-view, HEARGUIA .

2. $ATM2 bgp as-number, BN BGP 1K,

3. }iﬁfﬁé\ peer ipv4-address as-number as-number, 155 % ¥l PE Jj BGP %} %%

4.  PTH4 peer ipvd-address connect-interface interface-type interface-number, g
SEREN. TCP R IH 1 o % 1 (1 1P k420 5 MPLS LSR-ID 14, &
WA Loopback #2111,

5. PATHr4 ipva-family vpnv4, HEA BGP-VPNv4 Ml i & .
6. AT peer ipv4-address enable, {{fE5 % FHLAZH BGP 1] VPNv4 % .

R

2.15.4 f2 8 BGP-VPNv4 I&H & 5t Th ik
{fifit BGP-VPNv4 i 1 [ S ShAE T #2424 RR S5 H T % ' L PE 237 MP-IBGP 4%,

ERER
76 RR _FE AT F L
BRIECE
$B1 HATr 2 system-view, N RGIE .
T2 PATHr 2 bgp as-number, SN BGP FLK .
$E3 T4 ipv4-family vpnv4, HEN\ BGP-VPNv4 T Hiuhk AL A
$IE 4 {iAE RR [f] BGP-VPNv4 % 1 S 5 B -
® UI'ft RR S H T % L PE 37 MP-IBGP &2 XK 4, AT T4 peer
group-name reflect-client
® I RR 5L % /Ml PE H7. MP-IBGP M2 I A A FAT 0k 4, A Hh AT
T4 peer ipv4-address reflect-client, 1§ f8 55 Fr % F ALY BGP-VPNv4 [ i
YW, 5 T4 undo policy vpn-target, AXHEI K] VPNv4 2% HH A GE VPN-Target #4714 38
TETe6 (k) HATA2 rr-filter { extcomm-filter-number | extcomm-filter-name \, T & 4 B & 5
A5 [0 S SR
A B B AR B4 2 v] LU I S S S ¥ IBGP 2%t A 4 S5
—-Z5R
2155 B ELSR
FUE T B8 1 SO A VPN BT 25, ATLAYE RR 50% )L PE LA FH BGP VPNv4 Xf
SERAE B VPNVA B AR B
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Huawei AR1200 F 514k % i e

fiL & 45 R -VPN

2 BGP/MPLS IP VPN L&

HIR M

BRESER

E5 76

CLER 58 ik tH SO #8046 VPN i )2 DhRE M I A C

i display bgp vpnv4 all peer [ [ ipv4-address | verbose |2 #F RR 5% 'l PE

7 H BGP VPNv4 W54 (5 H.

i /] display bgp vpnv4 all routing-table peer ipv4-address { advertised-routes |

received-routes } 3¢ # display bgp vpnv4 all routing-table statistics 7% 7F RR [},

Z B PE B MR SE AR % i SO AT 2 R S5 VPNvA % 45 5

1§ F display bgp vpnv4 all group [ group-name |#i % {E RR & FH VPNv4 G254k 2

(EISY

B

WA E B, )
® /f RR 5% /" Hl PE L4447 display bgp vpnv4 all peer 774, 1 FH % RR HTH %)

LI MP-IBGP JEH2IRA A “Established” .

<{Huawei> display bgp vpnv4 all peer
BGP local router ID : 1.1.1.9
Local AS number : 100

Total number of peers : 3 Peers in established state : 3
Peer N AS MsgRevd MsgSent OutQ Up/Down State PrefRcv
2.2.2.9 4 100 2 4 0 00:00:31 Established 0
3.3.3.9 4 100 3 5 0 00:01:23 Established 0

Peer of IPv4-family for vpn instance :

VPN-Instance vpna, router ID 1.1.1.9:
10. 1. 1. 1 4 65410 79 82 0 01:13:29 Established 0

fE RR _L8& P ¥l PE 3147 display bgp vpnv4 all routing-table peer 7%, 7] %

RR F1% L2 [0 B AT R VPNv4 B 4

<{Huawei> display bgp vpnv4 all routing-table peer 2.2.2.9 received-routes
BGP Local router ID is 1.1.1.9
Status codes: * — valid, > - best, d — damped
h - history, i - internal, s — suppressed, S - Stale
Origin : i — IGP, e — EGP, ? - incomplete
Total Number of Routes: 1

Route Distinguisher: 100:1

Network NextHop MED LocPrf PrefVal Path/Ogn

1 1.1.1.1 2.2.2.9 0 100 0 i

W EAE X5, 7E RR 44T display bgp vpnv4 all group #iv4%, A & F X4

MG, H RR 50 R 51 2 (8] () BGP ZEHSIRASHAT A “Established” .

<{Huawei> display bgp vpnv4 all group vpna
Group in VPNV4:

BGP peer—group: vpna

Remote AS: 100

Authentication type configured: None
Type : internal

Configured hold timer value: 180

SCRYRAS 01 (2012-04-20) Sl A RS B
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Keepalive timer value: 60
Connect-retry timer value: 32
Minimum route advertisement interval is 0 seconds
Connect-interface has been configured
PeerSession Members:

2.2.2.2

Peer Preferred Value: 0
No routing policy is configured
Peer Members:

Peer V AS MsgRevd MsgSent OutQ Up/Down State PrefRcv

2.2.2.2 4 100 13 15 0 00:11:12 Established 0

2.16 Be BB R FEEML VPN EAE

2 PE MHAENIIZAS CE AL Tl —A AS B, #% BGP B s 2%, n Ll CE 2
(6] [{) IBGP ZEHL 05, A4y R B K 518 .

2161 BB BEES

FENC B B 1 S s O0AL VPN SR JZ AT T MRS PR N TR I5C B e R R B EAE 55
AEAEHESS, ] DA D | R I e G EAT 55

N IR
M PE MHFBEANMIZA CE A FH—A> AS I, nJ{ [ PE /E24 RR (2 VPN 2451 #%
), CE WA L (Client) , XFER[Jk/> CE Z 0]/ IBGP &R H, 24
PR B AR T E
EES
FEBCE % i SO VPN N2 20T, W58 BL M5
® 7t MPLS ‘BT W _LFECE B s, SEILE T W 1B 45 (1) TP FLjl
BiEgEE
FERCE M SO AR VPN N2 2T, TR LU Edh
Fs | #FE
1 AL AS 5. KPR AS 5

2 ST TCP RS FH H 52 1 2R AR 2
3 BGP X 2R A HR . SR bl

2.16.2 BEEEZ F1l CE 5 RR &3 IBGP EiE
BeE % 0L CE 5 RR 2257 IBGP &8, DMl 5T VPNv4 1% H .
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AL B fER-VPN 2 BGP/MPLS IP VPN fit &

TEFTAAE N E P L) CE _E#EAT I L&

BRIES TR
$BE1 HATH S system-view, N RGIE.
PHBE2 HATH 2 bgp as-number, HEN BGP 1L,

T3 PUTH 2 peer ipv4-address as-number as-number, ¥53E RR A BGP %f %544,

LS4 AT 2 peer ipv4-address connect-interface interface-type interface-number, T8 7€ HAT
TCP IER I o 1%L 1) 1P Hilb 20U A & ¥ 4% 1) MPLS LSR-ID, #E47 H Loopback
Bz 4R TCP %2
R

2.16.3 it & RR 5 HEFEEFP#L CE &#3iL MP-IBGP &
B 'E RR 5T % 7' HlL CE #57. MP-IBGP %42, LM S 4 VPNv4 % i 21 T % 7 Bl

CE,
BRER
BRI 2% RR ATHLE -
RIESHR
® IUE 5N AR AT MP-IBGP 1EH:
1. $ATH% system-view, HENRGIE.
2. AT 4 bgp as-number, XN BGP 1K,
3. AT 4 ipv4-family vpn-instance vpn-instance-name,i3t \ BGP-VPN 34| IPv4
HHE AR
4.  PJIT4 group group-name [ internal |, % IBGP X252,
AT 4 peer group-name connect-interface interface-type interface-number, &
5T G TCP EHE I HE 1
6. T4 peer ip-address group group-name, [w) % SERZHL A IS S5
® JIE LR SE A . MP-IBGP JEH%
BEPATUN P 1 ~ 5, W% HL CE &AL MP-IBGP 4%
1. $#UTH4 system-view, #EARGMIAE .
2. AT bgp as-number, BN BGP 1K,
3. #4774 ipv4-family vpn-instance vpn-instance-name, YN BGP-VPN SE4
IPv4 bk A I o
4. AT 4 peer ipv4-address as-number as-number, P'E BGP IPv4 VPN S )
XFAEAA
5. HATM4 peer ipv4-address connect-interface interface-type interface-number, ¥i
ST @A TCP SEHE I3 1
R
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2.16.4 it & BGP-VPN L3851 Th &k
{fife BGP-VPNv4 %t [ S Sh R AT 22 RR S5 H A % 7§l CE #:37 MP-IBGP %% .

a6 B =
B> Fll%\

fE RR AT R LR .

$B1 HATH 2 system-view, N RGIE.
PB2 PATr

S 3 T2 ipv4-family vpn-instance vpn-instance-name, 1N BGP-VPN SZ{5] 1Pv4 Hiuhtjik
LK

PB4 fliHE RR ) BGP-VPN 3241 1Pv4 Hubik ik 4% i s 50 D fg
® {1t RR S5HT %" HlL CE #37. IBGP JERIHT 444, AT 4 peer group-

name reflect-client

® 15 RR S Al CE & 17. IBGP M A AT X S54RI E & AT 4
peer ipv4-address reflect-client, i G 53 1% )7 LK) IPv4 VPN 2%

PS5 (W[iE) T4 reflect between-clients, {HE7R /7 WL 8] i B S5 o
BT, RVER SR I S

I SO AR R P L EE e iR, AT LMEH] undo reflect between-clients iy 4
AR A R, DA RD ?F’flél

$®6 (n[ik) PATHS reflector cluster-id cluster-id, Mo M H S 28 EERE ID.

- AMEREAT 2 d RSN, AT DU T My 45 B A A TR NSRRI 3 e
ST E A R cluster-id, VAot 3R . AR08 Router ID 1 4
ID,

TR

2165 ERELER

BO'E T B O g1k VPN 2N 2 )5, ATLAFE RR LA F BGP VPN SEA 6 SEAA(E B
KSR 1) 65 PR B3R A 205 X SR VPNV4 B 15 R .

4> bgp as-number, N BGP fLIE .

)

AR &M
B4 1 S 284 VPN 32 N2 DhREm T A BL .
BRIESR
o fliH dlsplay bgp [ vpnv4 vpn-instance vpn-instance-name | peer [ ipv4-address |
verbose iy 4 {f RR 7T F BGP VPN SEHI6H 454445 5
® fi [ display bgp peer [ ipv4-address ] verbose it 2 1E 4% FFI‘IL CE L #7%A BGP X454k
fF5
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® {ii{] display bgp vpnv4 all routing-table peer ipv4-address { advertised-routes |
received-routes } 5% display bgp vpnv4 all routing-table statistics 72 7F RR [ £
B WA EEAR B 2% B R AT AR S5 R 1) VPNv4 2% 15 R .

® {{i/f] display bgp routing-table peer ipv4-address { advertised-routes | received-
routes } 5 display bgp routing-table statistics 1y & 7% ' Hl CE L& & MW 254k
PRI % 1 A AT 45 0 S5 R 1R % RS R

® {{i}{] display bgp vpnv4 vpn-instance vpn-instance-name group [ group-name |ty 2 1E
RR L& VPNv4 X SR 2115 &

® fi{i}{] display bgp group [ group-name ]fii %15 CE L2E VPNv4 X 55K4115 B
—-SR

&5
TR B s,
® £ RR L#i47 display bgp vpnv4 all peer 774, A &% RR 5% P HLIY MP-IBGP

EPLIRAN “Established”

<{Huawei> display bgp vpnv4 all peer
BGP local router ID : 1.1.1.9
Local AS number : 100

Total number of peers : 3 Peers in established state : 3
Peer V AS MsgRcvd MsgSent OutQ Up/Down State PrefRev
2.2.2.9 4 100 2 4 0 00:00:31 Established 0
3.3.3.9 4 100 3 5 0 00:01:23 Established 0

Peer of IPv4-family for vpn instance :

VPN-Instance vpna, router ID 1.1.1.9:
10. 1. 1.1 4 65410 79 82 0 01:13:29 Established 0

® {FXFHL CE 4447 display bgp peer fi7%, T EZ|% /" #HL CE 5 RR ] IBGP i&#%
RN “Established”

<{Huawei> display bgp peer
BGP Local router ID : 1.2.3.4
local AS number : 10

Total number of peers : 2 Peers in established state : 1
Peer V AS MsgRevd MsgSent OutQ Up/Down State PrefRecv
1.1.1. 1 4 100 0 0 0 00:00:07 Idle 0
1.2.5.6 4 200 32 35 0 00:17:49 Established 0

® £ RR _L#iL{T display bgp vpnv4 all routing-table peer 7%, FJ & 2| RR RALES
ML CE % th A5 B P LA A4y RR 8% A B

<{Huawei> display bgp vpnv4 all routing-table peer 2.2.2.9 received-routes
BGP Local router ID is 1.1.1.9
Status codes: * — valid, > - best, d — damped
h - history, i - internal, s — suppressed, S - Stale
Origin : i — IGP, e — EGP, ? - incomplete

Total Number of Routes: 1

Route Distinguisher: 100:1

Network NextHop MED LocPrf PrefVal Path/Ogn

1 1.1.1.1 2.2.2.9 0 100 0 i

® (£l CE 4417 display bgp routing-table peer ipv4-address { advertised-
routes | received-routes 57 display bgp vpnv4 all routing-table statistics %>, 1

B 27 P HLEA S RR K d A5 Rk RR AATE 2 LI
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<{Huawei> display bgp routing-table peer 1.1.1.1 accepted-routes

BGP Local router ID is 10.1.1.2

Status codes: * - valid, > - best, d — damped
h — history, 1 - internal, s - suppressed, S - Stale
Origin : i — IGP, e — EGP, ? — incomplete

Total Number of Routes: 2

Network NextHop MED LocPrf PrefVal Path/Ogn
i 1.1.1.1/32 1.1.1.1 0 100 0 ?
*>1 10.1.1.0/24 1.1.1.1 0 100 0 ?
<{Huawei> display bgp vpnv4 all routing—table statistics

Total number of routes from all PE: 4
VPN-Instance vpnl, router ID 1.1.1.9:
Total Number of Routes: 4

VPN-Instance vpn2, router ID 1.1.1.9:

Total Number of Routes: 0

o NI FIXIAEIK, 7E RR AT display bgp vpnv4 all group 1iv%, 1] A A XEEAL]
IS, H RR SR K G 2 (1] 1) BGP EEARASHS A “Established” .

<{Huawei> display bgp vpnv4 all group vpna
Group in VPNV4:

BGP peer—group: vpna
Remote AS: 100
Authentication type configured: None
Type : internal
Configured hold timer value: 180
Keepalive timer value: 60
Connect-retry timer value: 32
Minimum route advertisement interval is 0 seconds
Connect—interface has been configured
PeerSession Members:

2.2.2.2

Peer Preferred Value: 0

No routing policy is configured

Peer Members:

Peer V AS MsgRevd MsgSent OutQ Up/Down State PrefRcv

2.2.2.2 4 100 13 15 0 00:11:12 Established 0

2.17 %P BGP/MPLS IP VPN

#i9" BGP/MPLS IP VPN 152 E L3VPN Vi Wil p kit . 547 BGP & #.

2.17.1 BFFFE IPv4a VPN LSS KBS ER
VPN SEBI 254 i th v B2 T VPN SEBI % g ik s B2

BRIESE
® P T4 display ip routing-table all-vpn-instance statistics, % /T IPv4 VPN 5L
B ZRA B S5 B
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2.17.2 ¥4 BGP/MPLS IP VPN BJE{TIRES

“Emwmmsmww%ﬁﬁ%%@%:ﬁ%vmummw%%\ﬁﬁwwwﬁ%
/TZIS'TF( /@\\ ﬁ% BGP Xj:éﬁg El I Fl l_nﬁ‘

=6 B 4=
=8 Ell%\

BRIESTER

EH WYY TAEH, "M FEFERATLL a4, T fi# BGP/MPLS IP VPN [1]
BATIEI

/] display ip routing-table vpn-instance vpn-instance-name 1% £ %t VPN-
instance AH G 1P 2% HH 3K

{{i | display ip vpn-instance [ verbose | [ vpn-instance-name 1% 2% VPN-instance
fFR.

ﬁﬁﬁ display bgp [ vpnv4 { all | vpn-instance vpn-instance-name } ] routing-table label
T A BGP i iR ARSI 5

{{iH| display bgp vpnv4 { all | route-distinguisher route—diszinguisher | vpn-instance
vpn-instance-name } routing-table ipv4-address [ mask | mask-length % &% BGP

VPNv4 FLAKEE i T,

fi Ff] display bgp vpnv4 { all | route—distinguisher route-distinguisher | vpn-instance

vpn-instance-name } routing-table statistics 172 X & BGP VPNv4 % H & MG TH5E
S|

{§ F display bgp vpnv4 { all | route- distinguisher route-distinguisher | vpn-instance
vpn-instance-name } routing-table 172 F BGP VPNv4 i &[5 .

ﬁﬁﬁ display bgp vpnv4 { all | vpn-instance vpn-instance-name } group [ group-name |
T VPNv4 [ BGP XS5 R4 (5 .

1§ display bgp Vpnv4 { all | vpn-instance vpn-instance-name } peer [ [ ipv4-
address ] verbose |12 21/ VPNv4 [1] BGP X 254415 B o

{# F] display bgp vpnv4 { all | vpn-instance vpn-instance-name } network fir %
BGP il i network J7 KA ] VPNv4 i HHAE .

1 display bgp vpnv4 { all | vpn-instance vpn-instance-name } paths [ as-regular-
expression |~ 2/ BGP VPNv4 [1] AS #4215 .

i /] display bgp Vpnv4 vpn-instance vpn-instance-name peer { group-name | ipv4-
address } log-info 174 £r 7 VPN £ 1) BGP % 4544 H &5 K.

ik
2.17.3 i P €% B 14/ A] Ik T

FEALFE ping v A A Ak 2] H AR Rk 2 18] ) 2% 08 A5 3 T N tracert 1y 2 B & B
A0 M ik v 1) H 0 bk By 2855 1 4

HRIESR
® {{iH] ping [ ip | [ -a source-ip-address | -¢ count | -d | -f | -h ttl-value | -i interface-type
interface-number | -m time | -n | -p pattern | -q | -r | -8 packetsize | -t timeout | -tos tos-
value | -v | -vpn-instance vpn-instance-name | * host iy 2 K N A i%vm 2] H (1) bk 2
T 1) D) 2% 1 A5 323
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E5R6

® fii] tracert [ -a source-ip-address | -f first-ttl | -m max-ttl | -p port | -q nqueries | -vpn-
instance vpn-instance-name | -w timeout | * host i3 £ & H4 M K% i 1) H (1 thk
Jr& i Rk

® {{iH] ping Isp [ -a source-ip | -¢ count | -exp exp-value | -h ttl-value | -m interval | -r reply-
mode | -s packet—size | -t time-out | -v | * vpn- instance vpn-name remote remote-address
mask-length 72 frill L3VPN LSP i 104 1w 14

s

VPN Bl 5E 5, 1l LAFE PE 154 3T 7i7-vpn-instance vpn-instance-name Z 4[] ping
A& PE 58 T[Al— VPN 1) CE lx%ZIEﬂH'JH%zEé . iR ping AN, A
i -vpn-instance vpn-instance-name S tracert iy 2 7T W 45+ 4 M7 R AR T U

<{Huawei> ping —vpn—instance vpna 10.1.1.1
PING 10.1.1.1: 56 data bytes, press CTRL C to break
Reply from 10.1.1.1: bytes=56 Sequence=1 tt1=255 time=56 ms
Reply from 10.1.1.1: bytes=56 Sequence=2 tt1=255 time=4 ms
Reply from 10.1.1.1: bytes=56 Sequence=3 tt1=255 time=4 ms
Reply from 10.1.1.1: bytes=56 Sequence=4 tt1=255 time=52 ms
Reply from 10.1.1.1: bytes=56 Sequence=5 ttl1=255 time=3 ms
— 10.1. 1.1 ping statistics ——
5 packet (s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 3/23/56 ms

Wi PE BHZANEEE T IH-—/ VPN [, ping B¢ tracert X% PE ¥ A1) CE I 245
SEYR TP Huht, B$5 52 S40-a source-ip-address. WIRAFREVR 1P Hisik, PE BFEFEA K
% bghe iz VPN [T TP Huhik S/ IMEAE A ICMP #CSCH itk . 402k CE %A 24kt
H IPv4 HUEEREK L R [R18) ICMP - SCH B CE &5 .

<Huawei> ping -a 202. 38.160.243 —c 8 10.1.1.2

PING 10.1.1.2: 56 data bytes, press CTRL C to break
Reply from 10.1.1.2: bytes=56 Sequence=1 tt1=255 time=32 ms
Reply from 10.1.1.2: bytes=56 Sequence=2 tt1=255 time=32 ms
Reply from 10.1.1.2: bytes=56 Sequence=3 tt1=255 time=32 ms
Reply from 10.1.1.2: bytes=56 Sequence=4 tt1=255 time=32 ms
Reply from 10.1.1.2: bytes=56 Sequence=5 tt1=255 time=32 ms
Reply from 10.1.1.2: bytes=56 Sequence=6 tt1=255 time=32 ms
Reply from 10.1.1.2: bytes=56 Sequence=7 tt1=255 time=32 ms
Reply from 10.1.1.2: bytes=56 Sequence=8 tt1=255 time=32 ms

——— 10.1.1.2 ping statistics ——
8 packet (s) transmitted
8 packet (s) received
0.00% packet loss
round-trip min/avg/max = 32/32/32 ms

2.17.4 55B% VPN 3241 1Pv4 #ult &R BGP &itH{E 2

BRMESR

R VPN S 1Pv4 il BGP el 5 Ba, CAATIAS B Teyk s, 55 A7 i
Ao

®  {EfIATT EE R € VPN 524 IPv4 Hihilk i (K) BGP X APk it 5 B )5, 15 1E

AL R AT reset bgp vpn-instance vpn-instance-name ipv4-family [ ipv4-

address 1flap-info 4.
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®  EHATELERR YR E VPN SEH IPv4 Mtk sk g v 5 B 5, 7R P AL B
1T reset bgp Vpn-lnstance vpn-instance-name ipv4-family dampening [ ipv4-address
[ mask | mask-length | %% o

R

2.17.5 §4i BGP &EE
BGP it &40 )5, 0] LB E B E A7 BGP EATH A E A%, . 247 BGP

B LB VPN L1 T

E=ER
£ 45 BGP 454553 VPN L 4 i, £501F 0 #3A2 & 5L MIHAT 545 BGP 326948
£,
24 BGP it &A84k 5, DL 8 2 A7 5B A7 BGP JEREAE BT (B & AR R, A 73
BGP 254K HL & 4 T E 1) (3Z¥FF Route-Refresh 4 &)

RIES B

o (HFMET, 44T refresh bgp vpn-instance vpn-instance-name ipv4-family { all |
ipv4-address | group group-name | internal | external } import iy KAl & A\ J5 7] VPN

S 1Pva ML BGP MR, AT A E B AR

o FEHFMET, 44T refresh bgp vpn-instance vpn-instance-name ipv4-family { all |
ipvd4-address | group group-name | internal | external } export 1y 2K Al &k H 75 7] VPN

S IPv4 Hihik % BGP JEH G AT, AT IRRC & A K

o ZEHFMET, AT refresh bgp vpnv4 { all | ipv4-address | group group-name |
internal | external } import iy %Kil & A\ J7 7] BGP [1] VPNv4 B G AL, 08T
OB A

o TEHIMET, AT refresh bgp vpnv4 { all | ipv4-address | group group-name |
internal | external } export iy 2 K fil & tH 7 1] BGP [f] VPNv4 B E AL, AR
[LERa

® EH MK, W4T reset bgp vpn-instance vpn-instance-name ipv4-family { as-
number | ipv4-address | group group-name | all | internal | external } iy 2K 2715 &
VPN 245 TPv4 ik I¢) BGP 4, BT I IC B A%

o TEHIMETT, 4T reset bgp vpnvd { as-number | ipv4-address | group group-name
| all | internal | external } fi7 % K2 A7 BGP [1) VPNv4 342, A5 10 & A4

B

2.18 B & Z& 45

4 VPN SRR B B2, B B R Bl AL M ok BoE S S iE
B MR RN B
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2.18.1 fii & BGP/MPLS IP VPN R4l

AEHFEA ) BGP/MPLS 1P VPN it E b 72, fFGECE MPLS LSP. VPNv4 X} 254K F1 VPN

AR TR

B & B

SAIAE

npE 2-2:

® CEl. CE3 J&T VPN-A.

® CE2. CE4 & T VPN-B.

®  VPN-A filf 1) VPN-target JE A 111:1, VPN-B 24 222:2,
® A VPN H /' Z WA HAHVT )

2-2 BGP/MPLS IP VPN 2B

AS: 65410 AS: 65430
VPN-A VPN-A
Eth1/0/0 Eth1/0/0
10.1.1.1/24 10.3.1.1/24
Loopback1
Eth1/0/0 2.2.2.9/32 Eth1/0/0
10.1.1.2/24 PEA Eth1/0/0 Eth2/0/0 - 10.3.1.2/24
Loopback1 172.1.1.2/24@==3172.2.1.1/24 Loopback1
1.1.1.9/32 Eth2/0/1 R Eth2/0/1 3.3.3.9/32
Eth2/0/0 172.1.1.1/24 P 172.2.1.2/24 Eth2/0/0
10.2.1.2/24 MPLS backbone 10.4.1.2/24
AS: 100
Eth1/0/0 Eth1/0/0
10.2.1.1/24 10.4.1.1/24
R R
VPN-B VPN-B
AS: 65420 AS: 65440

K F A 1 S B% id & BGP/MPLS IP VPN::

FT M FACE OSPF 528 PE 2 [a) 1 HLif .
Jit & MPLS JEACfE /71 MPLS LDP, #:37. MPLS LSP.

PE [Mid® VPN 24, Jf4EY CE AHIE ()4 ORI MK VPN SEHI 455 .

1
2.
3. PE ZI[iJfic & MP-IBGP A4t VPN % rifis &
4
5

CE 5 PE 2 [A]it & EBGP AC#: VPN % {5 ..
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HiEHEE
T UEIL S, A T K

® PE /2 P L) MPLS LSR-ID
® VPN-A 5 VPN-B ({1 X /345 RD
® VPN-A 5 VPN-B UK % & 7 VPN-Target

RIES B
$E1 £ MPLS ‘BT ™ FELE IGP UMY, SZHLE Tk PE A1 P [K) Ll
# lid'E PEL.

<{Huawei> system—view

[Huawei] sysname PE1

[PE1] interface loopback 1

[PE1-LoopBackl] ip address 1.1.1.9 32
[PE1-LoopBackl] quit

[PE1] interface ethernet2/0/1
[PE1-Ethernet2/0/1] ip address 172.1.1.1 24
[PE1-Ethernet2/0/1] quit

[PE1] ospf

[PE1-ospf-1] area 0

[PE1-ospf-1-area-0. 0. 0. 0] network 172.1.1.0 0.0.0. 255
[PE1-ospf-1-area—0. 0. 0. 0] network 1.1.1.9 0.0.0.0
[PE1-ospf-1-area—0.0.0.0] quit
[PE1-ospf-1] quit
#lCE Po
<{Huawei> system—view
[Huawei] sysname P
[P] interface loopback 1
[P-LoopBackl] ip address 2.2.2.9 32
[P-LoopBackl] quit
[P] interface ethernet 1/0/0
[P-Ethernet1/0/0] ip address 172.1.1.2 24
[P-Ethernet1/0/0] quit
[P] interface ethernet 2/0/0
[P-Ethernet2/0/0] ip address 172.2.1.1 24
[P-Ethernet2/0/0] quit
[P] ospf
[P-ospf-1] area 0
[P-ospf-1-area—0. 0. 0. 0] network 172.1.1.0 0.0.0. 255
[P-ospf-1-area—0. 0. 0. 0] network 172.2.1.0 0.0.0. 255
[P-ospf-1-area—0. 0. 0. 0] network 2.2.2.9 0.0.0.0
[P-ospf-1-area—0.0.0.0] quit
[P-ospf-1] quit
# ILE PE2.
<{Huawei> system—view
[Huawei] sysname PE2
[PE2] interface loopback 1
[PE2-LoopBackl] ip address 3.3.3.9 32
[PE2-LoopBackl] quit
[PE2] interface ethernet 2/0/1
[PE2-Ethernet2/0/1] ip address 172.2.1.2 24
[PE2-Ethernet2/0/1] quit
[PE2] ospf
[PE2-0spf-1] area 0
[PE2-ospf-1-area—0. 0. 0. 0] network 172.2.1.0 0.0. 0. 255
[PE2-o0spf-1-area—0. 0. 0. 0] network 3.3.3.9 0.0.0.0
[PE2-ospf-1-area—0. 0. 0. 0] quit
[PE2-ospf-1] quit
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BLESEHUE, PEL 5 Py P 5 PE2 Z [N BT OSPF € f5 K&, 4T display ospf peer
2 n LUE BILR IR A A Full. 44T display ip routing-table fiy2 1] LLE 2] PE 2 [1]2% 3]
FI%J 75 1) Loopback 1% H

LA PEL (1275 4 91 :

[PE1] display ip routing-table
Route Flags: R — relay, D — download to fib

Routing Tables: Public

Destinations : 8 Routes : 8
Destination/Mask Proto Pre Cost Flags NextHop Interface
1.1.1.9/32 Direct 0 0 D 127.0.0.1 InLoopBack0
2.2.2.9/32 OSPF 10 2 D 172.1.1.2 Ethernet2/0/1
3.3.3.9/32 OSPF 10 3 D 172.1.1.2 Ethernet2/0/1
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
172.1.1.0/24 Direct 0 0 D 172.1.1.1 Ethernet2/0/1
172.1.1.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
172.2.1.0/24 OSPF 10 2 D 172.1.1.2 Ethernet2/0/1
[PE1] display ospf peer
OSPF Process 1 with Router ID 1.1.1.9
Neighbors
Area 0.0.0.0 interface 172.1.1.1(Ethernet2/0/1)’ s neighbors
Router ID: 2.2.2.9 Address: 172.1.1.2

State: Full Mode:Nbr is Master Priority: 1
DR: None  BDR: None  MTU: 1500

Dead timer due in 38 sec

Neighbor is up for 00:02:44

Authentication Sequence: [ 0 ]

7& MPLS ‘&M AL E MPLS JEAfE /1 F1 MPLS LDP, #37. LDP LSP
# Wl '® PEL.

[PE1] mpls lsr-id 1.1.1.9
[PE1] mpls

[PE1-mpls] quit

[PE1] mpls 1dp

[PE1-mpls—1dp] quit

[PE1] interface ethernet 2/0/1
[PE1-Ethernet2/0/1] mpls
[PE1-Ethernet2/0/1] mpls 1dp
[PE1-Ethernet2/0/1] quit

#HBCHE Po

[P] mpls lsr-id 2.2.2.9

[P] mpls

[P-mpls] quit

[P] mpls ldp

[P-mpls-1dp] quit

[P] interface ethernet 1/0/0
[P-Ethernet1/0/0] mpls
[P-Ethernet1/0/0] mpls 1ldp
[P-Ethernet1/0/0] quit

[P] interface ethernet 2/0/0
[P-Ethernet2/0/0] mpls
[P-Ethernet2/0/0] mpls 1ldp
[P-Ethernet2/0/0] quit

# L& PE2,

[PE2] mpls lsr-id 3.3.3.9
[PE2] mpls

[PE2-mpls] quit

[PE2] mpls 1dp

[PE2-mpls—1dp] quit

[PE2] interface ethernet 2/0/1
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[PE2-Ethernet2/0/1] mpls
[PE2-Ethernet2/0/1] mpls 1ldp
[PE2-Ethernet2/0/1] quit

FRECEERSE, PEL 5 Py P 5 PE2 ZHINAEEES. LDP 431, 44T display mpls 1dp
session 772 1] LG 3 B/~ 45 b Status W4 “Operational” « 44T display mpls 1dp Isp
fir4, A[LLF ] LDP LSP L% i o

PLPE1 [ &R A

[PE1] display mpls ldp session

LDP Session(s) in Public Network

Codes: LAM(Label Advertisement Mode), SsnAge Unit (DDDD:HH:MM)
A’ % before a session means the session is being deleted.

PeerID Status LAM SsnRole SsnAge KASent/Rev

2.2.2.9:0 Operational DU Passive 0000:00:01 5/5

TOTAL: 1 session(s) Found
[PE1] display mpls 1ldp lsp
LDP LSP Information

DestAddress/Mask  In/OutLabel  UpstreamPeer  NextHop OutlInterface
1.1.1.9/32 3/NULL 2.2.2.9 127.0.0.1 InLoop0
*1.1.1.9/32 Liberal

2.2.2.9/32 NULL/3 - 172.1. 1.2 Ethernet2/0/1
2.2.2.9/32 1024/3 2.2.2.9 172.1. 1.2 Ethernet2/0/1
3.3.3.9/32 NULL/1025 - 172.1. 1.2 Ethernet2/0/1
3.3.3.9/32 1025/1025 2.2.2.9 172.1. 1.2 Ethernet2/0/1

TOTAL: 5 Normal LSP(s) Found

TOTAL: 1 Liberal LSP(s) Found

TOTAL: 0 Frr LSP(s) Found

A’ * before an LSP means the LSP is not established

A’ * before a Label means the USCB or DSCB is stale

A’ % before a UpstreamPeer means the session is in GR state
A’ % before a NextHop means the LSP is FRR LSP

SE3 (L PE Z A7 MP-IBGP X 45K R
# I PEL.

[PE1] bgp 100

[PE1-bgp] peer 3.3.3.9 as—number 100

[PE1-bgp] peer 3.3.3.9 connect—interface loopback 1
[PE1-bgp] ipv4—family vpnv4

[PE1-bgp-af-vpnv4] peer 3.3.3.9 enable
[PE1-bgp—af-vpnv4] quit

[PE1-bgp] quit

# LA PE2.

[PE2] bgp 100

[PE2-bgp] peer 1.1.1.9 as—number 100

[PE2-bgp] peer 1.1.1.9 connect—interface loopback 1
[PE2-bgp] ipv4-family vpnv4

[PE2-bgp—af-vpnv4] peer 1.1.1.9 enable
[PE2-bgp—af-vpnv4] quit

[PE2-bgp] quit

fic & 5¢ %G, € PE %45 LT display bgp peer ZX display bgp vpnv4 all peer fir4, T
LA 2 PE Z [0 1) BGP X484 C RS, JfikF Established JRZ
[PE1] display bgp vpnv4 all peer

BGP local router ID : 1.1.1.9
Local AS number : 100

Total number of peers : 1 Peers in established state : 1
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Peer v AS  MsgRevd MsgSent O0utQ Up/Down State PrefRcv
3.3.3.9 4 100 12 18 0 00:09:38 Established 0
$B\4 /¢ PE W4 LECE VPN 524, 4 CE #: A\ PE
#MU'E PEIL.

[PE1] ip vpn—instance vpna

[PE1-vpn—instance-vpna] ipv4—family
[PE1-vpn—instance-vpna—af-ipv4] route-distinguisher 100:1
[PE1-vpn—instance-vpna—af-ipv4] vpn—target 111:1 both
[PE1-vpn—instance-vpna—af-ipv4] quit
[PE1-vpn—instance-vpna] quit

[PE1] ip vpn—instance vpnb

[PE1-vpn—instance-vpnb] ipv4—family
[PE1-vpn—instance—vpnb-af-ipv4] route-distinguisher 100:2
[PE1-vpn—instance-vpnb-af-ipv4] vpn—target 222:2 both
[PE1-vpn—instance—vpnb-af-ipv4] quit
[PE1-vpn—instance-vpnb] quit

[PE1] interface ethernet 1/0/0

[PE1-Ethernet1/0/0] ip binding vpn-instance vpna
[PE1-Ethernet1/0/0] ip address 10.1.1.2 24
[PE1-Ethernet1/0/0] quit

[PE1] interface ethernet 2/0/0

[PE1-Ethernet2/0/0] ip binding vpn-instance vpnb
[PE1-Ethernet2/0/0] ip address 10.2.1.2 24
[PE1-Ethernet2/0/0] quit

# LA PE2,

[PE2] ip vpn—instance vpna

[PE2-vpn-instance-vpna] ipv4-family
[PE2-vpn-instance-vpna—af-ipv4] route-distinguisher 200:1
[PE2-vpn-instance-vpna—af-ipv4] vpn—target 111:1 both
[PE2-vpn-instance-vpna—af-ipv4] quit
[PE2-vpn—instance-vpna] quit

[PE2] ip vpn—instance vpnb

[PE2-vpn-instance-vpnb] ipv4-family
[PE2-vpn-instance-vpnb-af-ipv4] route-distinguisher 200:2
[PE2-vpn-instance-vpnb—af-ipv4] vpn—target 222:2 both
[PE2-vpn-instance-vpnb—af-ipv4] quit
[PE2-vpn—instance-vpnb] quit

[PE2] interface ethernet 1/0/0

[PE2-Ethernet1/0/0] ip binding vpn-instance vpna
[PE2-Ethernet1/0/0] ip address 10.3.1.2 24
[PE2-Ethernet1/0/0] quit

[PE2] interface ethernet 2/0/0

[PE2-Ethernet2/0/0] ip binding vpn-instance vpnb
[PE2-Ethernet2/0/0] ip address 10.4.1.2 24
[PE2-Ethernet2/0/0] quit

# 158 2-2 BL B 4% CE 142 10 1P dhhk, 0% i FEms .

Bo & 5e)5, 7E PE W 40T display ip vpn-instance verbose iy % 7] UL £ VPN SE4]
MECE GO, % PE BE ping 18 H O A/ CE.

(RRRTT

4% PE A A% T Fl—A> VPN #9421, N{% /A ping -vpn-instance 44> ping %t3% PE 389
CE Bf, Z38T /R IP 33k, PPE38T ping-vpn-instance vpn-instance-name -a source-ip-address dest-
ip-address 44~ 9 54k-a source-ip-address, % W T #% ping il .

Pl PE1 f1 CE1 Jfl:

[PE1] display ip vpn-instance verbose
Total VPN-Instances configured : 2

VPN-Instance Name and ID : vpna, 1
Interfaces : Ethernet1/0/0

Address family ipv4
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2009/01/21 11:30:35
0 days, 00 hours, 05 minutes and 19 seconds
100:1

Create date :
Up time :
Route Distinguisher :
Export VPN Targets : 111:1
Import VPN Targets : 111:1
Label Policy : label per route
The diffserv-mode Information is :
The ttl-mode Information is : pipe
Log Interval : 5
VPN-Instance Name and ID :
Interfaces : Ethernet2/0/0
Address family ipv4
Create date : 2009/01/21 11:31:18
Up time : 0 days, 00 hours, 04 minutes and 36 seconds
Route Distinguisher : 100:2
Export VPN Targets : 222:2
Import VPN Targets : 222:2
Label Policy : label per route
The diffserv-mode Information is :
The ttl-mode Information is : pipe
Log Interval : 5
[PE1] ping —-vpn—instance vpna 10.1.1.1
PING 10.1.1.1: 56 data bytes, press CTRL C to break
Reply from 10.1.1.1: bytes=56 Sequence=1 ttl1=255 time=56 ms
Reply from 10.1.1.1: bytes=56 Sequence=2 ttl1=255 time=4 ms
Reply from 10.1.1.1: bytes=56 Sequence=3 ttl1=255 time=4 ms
Reply from 10.1.1.1: bytes=56 Sequence=4 ttl1=255 time=52 ms
Reply from 10.1.1.1: bytes=56 Sequence=5 ttl=255 time=3 ms
—— 10.1.1.1 ping statistics ——
5 packet(s) transmitted
5 packet (s) received
0.00% packet loss
round-trip min/avg/max = 3/23/56 ms

1f PE 5 CE 2 [aJ## 37 EBGP X1 254A% &, 5|\ VPN &
# lid'E CEl,

[CE1] bgp 65410
[CE1-bgp] peer 10.1.1.2 as—number 100
[CE1-bgp] import-route direct

(RRRTT

uniform

vpnb, 2

uniform

# L E PEL,

[PE1] bgp 100

[PE1-bgp] ipv4—family vpn-instance vpna
[PE1-bgp-vpna] peer 10.1.1.1 as—number 65410
[PE1-bgp-vpna] import-route direct
[PE1-bgp-vpna] quit

[PE1-bgp] ipv4-family vpn-instance vpnb
[PE1-bgp—vpnb] peer 10.2.1.1 as—number 65420
[PE1-bgp—vpnb] import-route direct
[PE1-bgp—vpnb] quit

(1 ssmm
PE2 ¢9B.E 5 PEl £, BEidf2 4%,

$H93 A CEi%4%& (CE2 ~ CE4) e 55 CEl #& BB RN, BREILZ L%,

BeE5ERE, fE PE %45 L3UT display bgp vpnv4 vpn-instance peer 7%, W LLE 3| PE
55 CE Z[H] 1) BGP * %A G R U dar, JFik % Established IRAS.

LL PE1 5 CEl HIXFEEARIE R A

[PE1] display bgp vpnv4 vpn—instance vpna peer
BGP local router ID : 1.1.1.9
Local AS number : 100
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VPN-Instance vpna, router ID 1.1.1.9:
Total number of peers : 1
Peer \ AS MsgRevd MsgSent

BEe6 MARELR

Peers in established state : 1
OutQ Up/Down
10. 1. 1. 1 4 65410 11 9 0 00:06:37

State

Established 1

7f PE #%#% 347 display ip routing-table vpn-instance 7%, 7] L& $|2:4: %15 CE [

B
LLPE1 15 7R Al

[PE1] display ip routing—table vpn—instance vpna
Route Flags: R — relay, D — download to fib

Routing Tables: vpna

Destinations : 3 Routes : 3
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.1.1.0/24 Direct 0 0 D 10.1.1. 2 Ethernet1/0/0
10.1.1.2/32 Direct 0 0 D 127.0.0. 1 InLoopBack0
10.3.1.0/24 IBGP 255 O RD 3.3.3.9 Ethernet2/0/1
[PE1] display ip routing—table vpn—instance vpnb
Route Flags: R — relay, D — download to fib
Routing Tables: vpnb
Destinations : 3 Routes : 3
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.2.1.0/24 Direct 0 0 D 10.2.1.2 Ethernet2/0/0
10.2.1.2/32 Direct 0 0 D 127.0.0. 1 InLoopBackO
10.4.1.0/24 IBGP 255 0 RD 3.3.3.9 Ethernet2/0/1

[i]— VPN [{J CE REf¥AHH. Ping il

#i4n: CEl % Ping i CE3 (10.3.1.1/24) ,

[CE1] ping 10.3.1.1

, AN[F] VPN [f] CE ANfgAH H. Ping 1@
{HRfE Ping {8 CE4 (10.4.1.1/24) .

PING 10.3.1.1: 56 data bytes, press CTRL C to break

Reply from 10. 3.
Reply from 10. 3.
Reply from 10. 3.

1.
1.
1.
Reply from 10. 3. 1.

———

. bytes=56 Sequence=1 ttl1=253 time=72 ms
. bytes=56 Sequence=2 ttl=253 time=34 ms
. bytes=56 Sequence=3 ttl1=253 time=50 ms
. bytes=56 Sequence=4 ttl1=253 time=50 ms

Reply from 10.3.1.1. bytes=56 Sequence=5 tt1=253 time=34 ms

—— 10.3.1.1 ping statistics ——
5 packet(s) transmitted
5 packet (s) received
0.00% packet loss

round-trip min/avg/max = 34/48/72 ms

[CE1] ping 10.4.1.1

PING 10.4.1.1: 56 data bytes, press CTRL C to break

Request time out
Request time out
Request time out
Request time out
Request time out
—— 10.4.1.1 ping statistics ——
5 packet(s) transmitted
0 packet(s) received
100. 00% packet loss

BT
BLE X

® PEI [FRLE

#
sysname PE1
#
ip vpn—instance vpna
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ipv4—family

route—distinguisher 100:
vpn—target 111:1 export—
vpn—target 111:1 import—

#
ip vpn—instance vpnb
ipv4—family

route—distinguisher 100:
vpn—target 222:2 export—
vpn—target 222:2 import—

#

mpls Isr-id 1.1.1.9
mpls

#

mpls 1dp

#

interface Ethernet1/0/0

1
extcommunity
extcommunity

2
extcommunity
extcommunity

ip binding vpn—instance vpna
ip address 10.1.1.2 255. 255.255.0

#
interface Ethernet2/0/0

ip binding vpn—instance vpnb
ip address 10.2.1.2 255. 255. 255.0

#
interface Ethernet2/0/1

ip address 172.1.1.1 255.

mpls

mpls ldp

#

interface LoopBackl

255.255.0

ip address 1.1.1.9 255.255. 255. 255

#
bgp 100

peer 3.3.3.9 as—number 100
peer 3.3.3.9 connect—interface LoopBackl

#
ipv4-family unicast
undo synchronization
peer 3.3.3.9 enable
#
ipv4-family vpnv4
policy vpn—target
peer 3.3.3.9 enable
#
ipv4-family vpn-instance
peer 10.1.1.1 as—number
import-route direct
#
ipv4-family vpn-instance
peer 10.2.1.1 as—number
import-route direct
#
ospf 1
area 0.0.0.0
network 172.
network 1. 1.
#
return

® P (HECE ST

#
sysname P

#

mpls lsr-id 2.2.2.9
mpls

#

mpls 1dp

#

interface Ethernet1/0/0

1.1.0 0.0.0
1.9 0.0.0.0

ip address 172.1.1.2 255.

vpna
65410

vpnb
65420

. 255

255.255.0
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mpls

mpls ldp

#

interface Ethernet2/0/0

ip address 172.2.1.1 255.255.255.0
mpls

mpls ldp

#

interface LoopBackl

ip address 2.2.2.9 255.255. 255. 255

#

ospf 1

area 0.0.0
network 1
network 1
network 2

#

return

® PE2 [HRLE S

#
sysname PE2
#
ip vpn—instance vpna
ipv4—family
route—distinguisher 200:1
vpn—target 111:1 export—extcommunity
vpn—target 111:1 import—extcommunity
#
ip vpn—instance vpnb
ipv4—family
route—distinguisher 200:2
vpn—target 222:2 export—extcommunity
vpn—target 222:2 import—-extcommunity
#
mpls lsr-id 3.3.3.9
mpls
#
mpls 1dp
#
interface Ethernet1/0/0
ip binding vpn—instance vpna
ip address 10.3.1.2 255.255.255.0
#
interface Ethernet2/0/0
ip binding vpn—instance vpnb
ip address 10.4.1.2 255.255.255.0
#
interface Ethernet2/0/1
ip address 172.2.1.2 255.255.255.0
mpls
mpls ldp
#
interface LoopBackl
ip address 3.3.3.9 255.255. 255. 255
#
bgp 100
peer 1.1.1.9 as—number 100
peer 1.1.1.9 connect—interface LoopBackl
#
ipv4-family unicast
undo synchronization
peer 1.1.1.9 enable
#
ipv4-family vpnv4
policy vpn—target
peer 1.1.1.9 enable
#
ipv4-family vpn-instance vpna
peer 10.3.1.1 as—number 65430
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import-route direct

#

ipv4-family vpn—-instance vpnb
peer 10.4.1.1 as—number 65440
import-route direct

#

ospf 1
area 0.0.0.0
network 172.
network 3. 3.

#

return

CE1 [Fid &

#
sysname CE1
#
interface Ethernet1/0/0
ip address 10.1.1.1 255.255.255.0
#
bgp 65410
peer 10.1.1.2 as—number 100
#
ipv4-family unicast
undo synchronization
import-route direct
peer 10.1.1.2 enable
#
return

CE2 [1Jic & 4

#

sysname CE2
#
interface Ethernet1/0/0

ip address 10.2.1.1 255.255.255.0
#
bgp 65420

peer 10.2.1.2 as—number 100
#

ipv4-family unicast

undo synchronization

import-route direct

peer 10.2.1.2 enable
#
return

CE3 M & Sk

#
sysname CE3
#
interface Ethernet1/0/0
ip address 10.3. 1.1 255.255.255.0
#
bgp 65430
peer 10.3.1.2 as—number 100
#
ipv4-family unicast
undo synchronization
import-route direct
peer 10.3.1.2 enable
#
return

CE4 HIlC & A

#
sysname CE4
#
interface Ethernet1/0/0

2.1.0 0.0.0. 255
3.9 0.0.0.0
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ip address 10.4.1.1 255.255.255.0
#
bgp 65440
peer 10.4. 1.2 as—number 100
#
ipv4-family unicast
undo synchronization
import-route direct
peer 10.4.1.2 enable
#
return

2.18.2 it & BGP AS &4

24 VPN site AS ‘S #A[A], PE 5 CE Z[AIS% ] EBGP &R, F524E VPN site #: A ff] PE
B FAFRE AS S IhRE, ISR AS #H[F], EBGP Whl 23 AS = AH[E 1%

i
BN TR

& 2-3, CE1 #l CE2 J& T[F]—4> VPN, 4;ul#: X\ PE1 fl PE2.

CE1 F1 CE2 ZH] AS 5 600.

2-3 BGP AS S #5240 W

Loopback Loopback Loopback1
1.1.1.9/32 2.2.2.9/32 3.3.3.9/32
PE1 GE1/0/0 PE2
GE1/0/0 20.1.1.2/2 GE1/0/0
10.1.1.2/24 GE2/0/0 10.2.1.2/24
0.1.1.1/24 p 30.1.1.1/24
GE1/0/0
10.1.1.1/24 B?'S":%'Se GE1/0/0
GE2/0/0
200.1.1.1/24
VPN1 VPN1
AS 600 AS 600

[T s 8

A it ' o S

1. BT M _EEfT IGP PpY s PE 2 [7] )2 PE 5 P 2 [H] [ i

2. PE xIu)#% 57 MPLS LDP LSP; PE [iA#if)#d VPN 5241, A\ CE.

3. PE M CE 2%k EBGP X &, ¥ CE #% 5| A% PE .,
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ik

RESR

4. 7f PE LAdH BGP [f] AS S8 #IhfE.

hSE R E A, AR W 1 -

® PE }% P Lff) MPLS LSR-ID

® PE1 fil PE2 LB VPN 5L

® CEI1 Al CE2 MR AS 5 ((HEHFM AS 5 AH)D

$B1 i HHA BGP/MPLS IP VPN
AR FRLH:
® £ MPLS ‘BT M /it % OSPF, PE fl P 2 [A]fEM5*% 2%} /7 Loopback % I Hi;
® i MPLS BT EFCE MPLS S:Afig J) fil MPLS LDP, #17. LDP LSP;
® PE 2 [H% 7 MP-IBGP X 5K KR, KA VPNv4 i
® /£ PE2 [il'® VPNI [f] VPN 54, #2\ CE2;
® (I PE1 [l VPNI [¥) VPN 54, #A\ CEl;
® PE1 71 CE1. PE2 Fll CE2 Z[H]lC & BGP, ¥ CE [ th5| A PE.
sel FIRECE S, #E CE2 L4047 display ip routing-table 174, 7] UL 2| CE2 fefg 3
CEl A\ PEI [\ 0 4E M BL (10.1.1.0/24) %k, {H¥A 2% CE1 Wi VPN
(100.1.1.0/24) 1. CEl FARAFLERFEIIING .
[CE2] display ip routing-table
Route Flags: R — relay, D — download to fib
Routing Tables: Public
Destinations : 9 Routes : 9
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.1.1.0/24 EBGP 255 0 D 10.2.1.2 GigabitEthernet1/0/0
10.1.1.1/32 EBGP 255 0 D 10.2.1.2 GigabitEthernet1/0/0
10.2.1.0/24 Direct 0 0 D 10.2.1.1 GigabitEthernet1/0/0
10.2.1.2/32 Direct 0 0 D 10.2.1.2 GigabitEthernet1/0/0
10.2.1.1/32 Direct 0 0 D 127.0.0. 1 InLoopBack0
127.0.0.0/8 Direct 0 0 D 127.0.0. 1 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0. 1 InLoopBack0
200.1.1.0/24 Direct 0 0 D 200.1.1.1 GigabitEthernet2/0/0
200.1.1.1/32 Direct 0 0 D 127.0.0. 1 InLoopBack0
7t PE 47 display ip routing-table vpn-instance 7%, 7 LI %] PE [ VPN S|4 45
F&x i CE WS VPN ) .
P PE2 (1) {27 Ry 61«
[PE2] display ip routing—table vpn—instance vpnl
Route Flags: R — relay, D — download to fib
Routing Tables: vpnl
Destinations : 8 Routes : 8
Destination/Mask Proto Pre Cost Flags NextHop Interface
10. 1. 1. 0/24 EBGP 255 0 RD 1.1.1.9 GigabitEthernet2/0/0
10. 1. 1. 1/32  EBGP 2556 0 RD 1.1.1.9 GigabitEthernet2/0/0
10. 1. 1. 2/32  EBGP 2556 0 RD 1.1.1.9 GigabitEthernet2/0/0
10.2.1.0/24 Direct 0 0 D 10.2.1.2 GigabitEthernet1/0/0
10.2.1.1/32 Direct 0 0 D 10.2. 1.1 GigabitEthernet1/0/0
10.2.1.2/32 Direct 0 0 D 127.0.0. 1 InLoopBack0
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100.1.1.0/24 EBGP 255 0 RD 1.1.1.9 GigabitEthernet2/0/0
200.1.1.0/24 EBGP 255 0 D 10.2.1. 1 GigabitEthernet1/0/0

1t CE2 34T display bgp routing-table peer received-routes %, 1 LLE | CE2 ¥H
P2 100.1.1.0/24 1R 11
[CE2] display bgp routing—table peer 10.2. 1.2 received-routes
Total Number of Routes: 4
BGP Local router ID is 10.2.1.1
Status codes: * - valid, > - best, d — damped
h - history, 1 - internal, s — suppressed, S — Stale
Origin : 1 - IGP, e — EGP, ? - incomplete
Network NextHop MED LocPrf PrefVal Path/Ogn
%> 10.1.1.0/24 10.2.1.2 0 100°?
%> 10.1.1.1/32 10.2.1.2 0 100°?
* 10.2.1.0/24 10.2.1.2 0 0 100°?
%> 10.2.1.1/32 10.2.1.2 0 0 100°?
P2 [iLE BGP 1) AS SR g
£ PE LECE BGP ¥ AS 584768
# UL PE2 LIATC & A4 o
[PE2] bgp 100
[PE2-bgp] ipv4-family vpn-instance vpnl
[PE2-bgp—vpnl] peer 10.2.1.1 substitute—as
PR CE2 H % th 15 AN 36
[CE2] display bgp routing—table peer 10.2.1.2 received-routes
Total Number of Routes: 6
BGP Local router ID is 10.2.1.1
Status codes: * - valid, > - best, d — damped
h - history, 1 - internal, s — suppressed, S — Stale
Origin : i - IGP, e — EGP, ? - incomplete
Network NextHop MED LocPrf PrefVal Path/Ogn
%> 10.1.1.0/24 10.2.1.2 0 100?
%> 10.1.1.1/32 10.2.1.2 0 100?
%> 10.1.1.2/32 10.2.1.2 0 100 100?
* 10.2.1.0/24 10.2.1.2 0 0 100?
* 10.2.1.1/32 10.2.1.2 0 0 100?
*> 100, 1.1.0/24 10.2.1.2 0 100 100?
[CE2] display ip routing—table
Route Flags: R — relay, D — download to fib
Routing Tables: Public
Destinations : 10 Routes : 10
Destination/Mask Proto Pre Cost Flags NextHop Interface
10. 1. 1. 0/24 EBGP 255 0 D 10.2.1.2 GigabitEthernet1/0/0
10. 1. 1. 1/32  EBGP 255 0 D 10.2.1.2 GigabitEthernet1/0/0
10.2.1.0/24 Direct 0 0 D 10.2. 1.1 GigabitEthernet1/0/0
10.2.1.1/32 Direct 0 0 D 127.0.0. 1 InLoopBack0
10.2.1.2/32 Direct 0 0 D 10.2.1.2 GigabitEthernet1/0/0
100. 1. 1. 1/24 EBGP 2556 0 D 10.2.1.2 GigabitEthernet1/0/0
127.0.0.0/8  Direct 0 0 D 127.0.0. 1 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
200.1.1.0/24 Direct 0 0 D 127.0.0.1 GigabitEthernet2/0/0
200.1.1.1/32 Direct 0 0 D 127.0.0. 1 InLoopBack0
7 PEI tﬁgﬁaﬁ BGP ] AS 5 ##I)fE)5, CE1 Ml CE2 ) GigabitEthernet # 1 it i 4]
H. Ping il
[CE1l] ping -a 100.1.1.1 200.1.1.1
PING 200.1.1.1: 56 data bytes, press CIRL C to break
Reply from 200.1.1.1: bytes=56 Sequence=1 tt1=253 time=109 ms
Reply from 200.1.1.1: bytes=56 Sequence=2 ttl1=253 time=67 ms
Reply from 200.1.1.1: bytes=56 Sequence=3 ttl1=253 time=66 ms
Reply from 200.1.1.1: bytes=56 Sequence=4 tt1=253 time=85 ms
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B & 3

Reply from 200.1.1.1: bytes=56 Sequence=5 ttl1=253 time=70 ms
——— 200.1.1.1 ping statistics ——

5 packet(s) transmitted

5 packet (s) received

0.00% packet loss

round-trip min/avg/max = 66/79/109 ms

Gk

CE1 [FHd & e

#

sysname CE1
#
interface GigabitEthernet1/0/0

ip address 10.1.1.1 255. 255.255.0
#
interface GigabitEthernet2/0/0

ip address 100. 1. 1.1 255.255. 255. 0
#
bgp 600

peer 10.1.1.2 as—number 100

#

ipv4-family unicast

undo synchronization

import-route direct

peer 10.1.1.2 enable
#
return

PE1 & SCF

#
sysname PE1
#
ip vpn—instance vpnl
ipv4-family
route—distinguisher 100:1
vpn—target 1:1 export—extcommunity
vpn—target 1:1 import—extcommunity
#
mpls lsr-id 1.1.1.9
mpls
#
mpls 1dp
#
interface GigabitEthernet1/0/0
ip binding vpn—instance vpnl
ip address 10.1.1.2 255.255.255.0
#
interface GigabitEthernet2/0/0
ip address 20.1.1.1 255.255.255.0
mpls
mpls ldp
#
interface LoopBackl
ip address 1.1.1.9 255.255.255. 255
#
bgp 100
peer 3.3.3.9 as—number 100
peer 3.3.3.9 connect—interface LoopBackl
#
ipv4-family unicast
undo synchronization
peer 3.3.3.9 enable
#
ipv4-family vpnv4
policy vpn—target
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peer 3.3.3.9 enable

#

ipv4-family vpn—-instance vpnl
peer 10.1.1.1 as—number 600
peer 10.1.1.1 substitute—as
import-route direct

#

ospf 1

area 0.0.0.0
network 1.1.1.9 0.0.0.0
network 20.1.1.0 0.0.0.255

#

return

® P [FfLE S

#
sysname P
#
mpls lsr—id 2.2.2.9
mpls
#
mpls 1dp
#
interface GigabitEthernet1/0/0
ip address 20.1.1.2 255.255.255.0
mpls
mpls 1ldp
#
interface GigabitEthernet2/0/0
ip address 30.1.1.1 255.255.255.0
mpls
mpls 1ldp
#
interface LoopBackl
ip address 2.2.2.9 255.255. 255. 255
#
ospf 1
area 0.0.0.0
network 2.2.2.9 0.0.0.0
network 2
network 3
#
return

® PE2 (Rl E

#
sysname PE2
#
ip vpn—instance vpnl
ipv4-family
route—distinguisher 100:1
vpn—target 1:1 export—extcommunity
vpn—target 1:1 import—extcommunity
#
mpls lsr-id 3.3.3.9
mpls
#
mpls 1dp
#
interface GigabitEthernet1/0/0
ip binding vpn—instance vpnl
ip address 10.2.1.2 255.255.255.0
#
interface GigabitEthernet2/0/0
ip address 30.1.1.2 255.255.255.0
mpls
mpls ldp
#
interface LoopBackl
ip address 3.3.3.9 255.255. 255. 255

0.1.1.0 0.0.0.255
0.1.1.0 0.0.0.255
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#
bgp 100

peer 1.1.1.9 as—number 100
peer 1.1.1.9 connect—interface LoopBackl

#

ipv4-family unicast
undo synchronization
peer 1.1.1.9 enable

#

ipv4-family vpnv4
policy vpn—target
peer 1.1.1.9 enable

#

ipv4-family vpn-instance vpnl

peer 10.2.1.1 as—number 600
peer 10.2.1.1 substitute—as
import-route direct

#
ospf 1

area 0.0.0.0

network 3.3.3.9 0.0.0.0
network 30.1.1.0 0.0.0.255

#
return

® CE2 [MALE S

#

sysname CE2

#

interface GigabitEthernet1/0/0
ip address 10.2.1.1 255.255.255.0

#

interface GigabitEthernet2/0/0
ip address 200. 1. 1.1 255.255.255.0

#
bgp 600

peer 10.2.1.2 as—number 100

#

ipv4-family unicast
undo synchronization
import-route direct
peer 10.2.1.2 enable

#
return

2.18.3 it & Hub and Spoke 7R fjl

Hub and Spoke #&7E VPN 1% & Ho0 U ) il e &, Hoe FH P B9 By R ad i o0 iy il 4

B REAT

4 2-4, Spoke-CE 2 [8] {1 {5 18 i Lozl £ Hub-CE #27], Bl Spoke-CE 2 [8] F it &
23 Hub-CE # %, MiAEH 4 Hub-PE #£ K
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BB R

kR

2-4 Hub and Spoke 2H

Eth1/0/0
110.1.1.1/24

AS: 65430
Hub-CE

Eth2/0/0
110.2.1.1/24

Eth1/0/0
100.1.1.2/24

Eth2/0/1

Eth1/0/1
110.2.1.2/24

Loopback1
1.1.1.9/32

110.1.1.2/24

Eth1/0/0

10.1.1.2/24

Eth2/0/0
10.1.1.1/24

Spoke-PE1

J

2.2.2.9/32

Backbone
AS100

Loopback1

Eth2/0/0

1.1.1.2/24

Eth2/0/0
11.1.1.1/24

Spoke-PE2

Loopback1
3.3.3.9/32

Eth1/0/0
120.1.1.2/24

Eth1/0/0,
100.1.1.1/24

&

Spoke-CE1

AS: 65410

A e TR A

1. Hub-PE 4 Spoke-PE 37 MP-IBGP X ZAK R .

Eth1/0/0

5520.1.1.1/24

Spoke-CE2

AS: 65420

2. 1F Spoke-PE _LfiJ—A~ VPN 5241, H Import Target J&1E Y Export Target J& VLA

ENGIE

(Spoke-PE 2 [H]AEE 7. MP-IBGP

3. {F Hub-PE LI#EPA~ VPN 5241 (vpn_in, vpn out) o 7, vpn in #UH VPN-
target A& A P> Spoke-PE K A1) VPN-target A JEVE(E; vpn_out KA T
VPN-target 114 J& PE(E S5 #2011 VPN-target FKJEPEANR],  H oA Spoke-PE #2
e 1¥) VPN-target 4144 )& 14

4. CE M PE Z[i/{ /il EBGP.

Hub-PE i & SR VFHI AS S5 1 IR

A SERR IR B, R T R K
® PE /) MPLS LSR ID
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®  Hub-PE F1 Spoke-PE ] VPN 32444 . #HFr&E (Route-Distinguisher) 2 VPN-
Target

BRIES T
PE1 EH MW ERE IGP ¥, SIUE T M Hub-PE F1 Spoke-PE [ FLif
A K OSPF,  HLAARD B i FEmg

EE SEMU, Hub-PE il Spoke-PE Z [H]W g4 . OSPF £ fE X &, T display ospf peer
4 0] LA 248 R Al Full. $447 display ip routing-table iy 4 1] LA 75 %/ Hub-PE I
Spoke-PE 2 [11]2% 2] %} 57 ] Loopback % Hi .

$®2 FH TR LR E MPLS 2EAHE ) F1 MPLS LDP, %57 LDP LSP
HART o R .

B 5E )5, Hub-PE il Spoke PE 2 [A]WiZ A e LDP XA SC R, 7R B a L
17 display mpls 1dp session 7% 1] DL Z s 45 L 1 Session State ik “Operational” .

$B|3 {E% PE W LACHE VPN 24, ¥ CE #\ PE
L1 35eem
Hub-PE k3 % —4> VPN ¢ Import-Target 5| & 54/0 @4-F7 A Spoke-PE #) Export-Target /&4
Hub-PE k£ % —A~ VPN #9 Export-Target 7| & 5647 €147 A Spoke-PE #4 Import-Targetsh /.5%'? .

# it & Spoke-PE1,

{Spoke-PE1> systemview

[Spoke-PE1] ip vpn—instance vpha

[Spoke-PE1-vpn—instance-vpna] ipv4—family
[Spoke-PE1-vpn—instance-vpna—af-ipv4] route-distinguisher 100:1
[Spoke-PE1-vpn—instance-vpna—af-ipv4] vpn—target 100:1 export—extcommunity
[Spoke-PE1-vpn—instance-vpna—af-ipv4] vpn—target 200:1 import—extcommunity
[Spoke-PE1-vpn—instance-vpna—af-ipv4] quit

[Spoke-PE1-vpn—instance-vpna] quit

[Spoke—PE1] interface ethernet 1/0/0

[Spoke-PE1-Ethernet1/0/0] ip binding vpn—instance vpna
[Spoke-PE1-Ethernet1/0/0] ip address 100.1.1.2 24
[Spoke-PE1-Ethernet1/0/0] quit

# i & Spoke-PE2,

{Spoke-PE2> systemview

[Spoke-PE2] ip vpn—instance vpna

[Spoke-PE2-vpn—instance-vpna] ipv4—family
[Spoke—PE2-vpn—instance-vpna—af-ipv4] route-distinguisher 100:3
[Spoke-PE2-vpn—instance-vpna—af-ipv4] vpn—target 100:1 export—extcommunity
[Spoke-PE2-vpn—instance-vpna—af-ipv4] vpn—target 200:1 import—extcommunity
[Spoke-PE2-vpn—instance-vpna—af-ipv4] quit

[Spoke—PE2-vpn—instance—vpna] quit

[Spoke-PE2] interface ethernet 1/0/0

[Spoke-PE2-Ethernet1/0/0] ip binding vpn—instance vpna
[Spoke-PE2-Ethernet1/0/0] ip address 120.1.1.2 24
[Spoke-PE2-Ethernet1/0/0] quit

# N & Hub-PE.

<Hub-PE> system—view

[Hub-PE] ip vpn—instance vpn_in

[Hub-PE-vpn-instance-vpn in] ipv4—family

[Hub-PE-vpn—-instance-vpn in-af-ipv4] route—distinguisher 100:21
[Hub-PE-vpn-instance-vpn in-af-ipv4] vpn—target 100:1 import—extcommunity
[Hub-PE-vpn—instance-vpn in-af-ipv4] quit

[Hub-PE-vpn—-instance-vpn in] quit
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[Hub-PE] ip vpn—instance vpn out

[Hub-PE-vpn-instance-vpn out] ipv4—family
[Hub-PE-vpn—instance-vpn out-af-ipv4] route-distinguisher 100:22
[Hub-PE-vpn—instance-vpn out-af-ipv4] vpn—target 200:1 export—extcommunity
[Hub-PE-vpn-instance-vpn out-af-ipv4] quit
[Hub-PE-vpn-instance-vpn out] quit

[Hub-PE] interface ethernet 2/0/1

[Hub-PE-Ethernet2/0/1] ip binding vpn—instance vpn_in
[Hub-PE-Ethernet2/0/1] ip address 110.1.1.2 24
[Hub-PE-Ethernet2/0/1] quit

[Hub-PE] interface ethernet 1/0/1

[Hub-PE-Ethernet1/0/1] ip binding vpn—-instance vpn_out
[Hub-PE-Ethernet1/0/1] ip address 110.2.1.2 24
[Hub-PE-Ethernet1/0/1] quit

# 1% 2-4 BiC &A% CE 8210 1P bk, Bc B Femg .

B 5E 5, 7E PE ¥4 4T display ip vpn-instance verbose 772 1] A& 2| VPN £ 45
FIBCE S 4% PE fEH ping -vpn-instance vpn-name ip-address 7% ping i H A
CE,

L0 s5emm
4% PE A A9 T Fl—A> VPN #9481, N4% /A ping -vpn-instance 44~ ping %t3% PE 349

CE Bf, 238k IP 3ok, PPE38T ping-vpn-instance vpn-instance-name -a source-ip-address dest-
ip-address 44~ F #) 54k-a source-ip-address, % W) T #& ping il .

7f PE 5 CE 2 [aJ& 7. EBGP A 454K %, 5] VPN %
(AR
Hub-PE -% 28 & A4 AS T EHE —K, VA0 Hub-CE £ A 493%- &1 .

Spoke-PE L% &8 E AF AS T E A —K, B A% B IBGP 31K E A 6455 & 0 5F 7 ae
# 4 49 AS-PATH &1t

# Wi & Spoke-CEl.

[Spoke—CE1] bgp 65410

[Spoke-CE1-bgp] peer 100. 1. 1.2 as—number 100
[Spoke-CE1-bgp] import-route direct
[Spoke-CE1-bgp] quit

# I & Spoke-PEl .

[Spoke-PE1] bgp 100

[Spoke-PE1-bgp] ipv4-family vpn-instance vpna
[Spoke-PE1-bgp—vpna] peer 100.1.1.1 as—number 65410
[Spoke-PE1-bgp—vpna] quit

[Spoke-PE1-bgp] quit

# W& Spoke-CE2.

[Spoke—CE2] bgp 65420

[Spoke-CE2-bgp] peer 120.1.1.2 as—number 100
[Spoke-CE2-bgp] import-route direct
[Spoke-CE2-bgp] quit

# i & Spoke-PE2,

[Spoke-PE2] bgp 100

[Spoke-PE2-bgp] ipv4-family vpn-instance vpna
[Spoke-PE2-bgp—vpna] peer 120.1.1.1 as—number 65420
[Spoke-PE2-bgp-vpnal] quit

[Spoke-PE2-bgp] quit

# it & Hub-CE.

[Hub—CE] bgp 65430
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[Hub-CE-bgp] peer 110.1.1.2 as—number 100
[Hub-CE-bgp] peer 110.2.1.2 as—number 100
[Hub—CE-bgp] import-route direct
[Hub—-CE-bgp] quit

# Bic & Hub-PE,

[Hub-PE] bgp 100

[Hub-PE-bgp] ipv4—family vpn—instance vpn_in
[Hub-PE-bgp—vpn in] peer 110.1.1.1 as—number 65430
[Hub-PE-bgp—vpn in] quit

[Hub-PE-bgp] ipv4-family vpn—instance vpn_out
[Hub-PE-bgp—vpn out] peer 110.2.1.1 as—number 65430
[Hub-PE-bgp—vpn out] peer 110.2.1.1 allow-as—loop 1
[Hub-PE-bgp—vpn out] quit

[Hub-PE-bgp] quit

BUE SEE, 154 PE 4% 3T display bgp vpnv4 all peer i %,
Z ] ff) BGP XS5 R TV, FF1AF| Established RZ o

r LI 2 PE 55 CE

HIE5 {F PE Z A4 MP-IBGP %2544k % %
# Il & Spoke-PEl .
[Spoke-PE1] bgp 100
[Spoke-PE1-bgp] peer 2.2.2.9 as—number 100
[Spoke-PE1-bgp] peer 2.2.2.9 connect—-interface loopback 1
[Spoke-PE1-bgp] ipv4—family vpnv4
[Spoke-PE1-bgp—af-vpnv4] peer 2.2.2.9 enable
[Spoke-PE1-bgp—af-vpnv4] quit
# fiC & Spoke-PE2.
[Spoke-PE2] bgp 100
[Spoke-PE2-bgp] peer 2.2.2.9 as—number 100
[Spoke-PE2-bgp] peer 2.2.2.9 connect—interface loopback 1
[Spoke-PE2-bgp] ipv4—family vpnv4
[Spoke-PE2-bgp—af-vpnv4] peer 2.2.2.9 enable
[Spoke-PE2-bgp—af-vpnv4] quit
# I & Hub-PE.
[Hub-PE] bgp 100
[Hub-PE-bgp] peer 1.1.1.9 as—number 100
[Hub-PE-bgp] peer 1.1.1.9 connect—interface loopback 1
[Hub-PE-bgp] peer 3.3.3.9 as—number 100
[Hub-PE-bgp] peer 3.3.3.9 connect—interface loopback 1
[Hub-PE-bgp] ipv4-family vpnv4
[Hub-PE-bgp—af-vpnv4] peer 1.1.1.9 enable
[Hub-PE-bgp—af-vpnv4] peer 3.3.3.9 enable
[Hub-PE-bgp—af-vpnv4] quit
le & 5e G, fE4% PE %% 44T display bgp peer X display bgp vpnv4 all peer 17 %,
A LAE 2| PE ZIA]f¥) BGP % 45K KR CUdar, 153 Established IR7 .
PE6 MEMELNR
e FIARCE )5, Spoke-CE X 0] ] IAHE. Ping i, i Tracert i LA % Spoke-CE 2
[ (i 4k Hub-CE %%, i aT Ll Ping 45 5574 1) TTL {5 #E5E Spoke-CE 2 /6] 5
P RS -
L Spoke-CE1 (1457~ A i :
[Spoke-CE1] ping 120.1.1.1
PING 120.1.1.1: 56 data bytes, press CIRL C to break
Reply from 120.1.1.1: bytes=56 Sequence=1 tt1=250 time=80 ms
Reply from 120.1.1.1: bytes=56 Sequence=2 tt1=250 time=129 ms
Reply from 120.1.1.1: bytes=56 Sequence=3 tt1=250 time=132 ms
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Reply from 120.1.1.1: bytes=56 Sequence=4 tt1=250 time=92 ms
Reply from 120.1.1.1: bytes=56 Sequence=5 ttl1=250 time=126 ms
——— 120.1.1.1 ping statistics ——
5 packet(s) transmitted
5 packet (s) received
0.00% packet loss
round-trip min/avg/max = 80/111/132 ms
[Spoke-CE1] tracert 120.1.1.1
traceroute to 120.1.1.1(120.1.1.1), max hops: 30 , packet length: 40
1100.1.1.2 8 ms 2 ms 2 ms

2 110.2.1.2 3 ms 2ms 2 ms
3 110.2.1.1 3 ms 2ms 2 ms
4 110.1.1.2 3 ms 2ms 2 ms
5120.1.1.2 6 ms 6 ms 6 ms
6 120.1.1.1 6 ms 6 ms 6 ms

7E Spoke-CE _[" 4/ 1T display bgp routing-table 775, 1] L& 2|44 Xt it Spoke-CE
BGP %t AS BRAE P AF/E T 1) AS 5.

L Spoke-CE1 1]\~ Ay i -

[Spoke—CE1] display bgp routing—table
Total Number of Routes: 6
BGP Local router ID is 100.1.1.1
Status codes: * - valid, > - best, d — damped
h — history, 1 - internal, s - suppressed, S — Stale
Origin : i — IGP, e — EGP, ? — incomplete
Network NextHop MED LocPrf PrefVal Path/Ogn
*> 100.1.1.0/24 0.0.0.0 0 0 ?
* 100. 1. 1.2 0 100?
%> 100.1.1.1/32 0.0.0.0 0 ?
%> 110.1.1.0/24 100. 1. 1. 100 654307
%> 110.2.1.0/24 100. 1. 1. 100?
*  120.1.1.0/24 100. 1. 1. 100 65430 100?

TR

[eNeNeNeR-]

Ao & 3

®  Spoke-CE1 [FJlc & 3L

#
sysname Spoke—CE1l
#
interface Ethernet1/0/0
ip address 100. 1. 1.1 255.255.255.0
#
bgp 65410
peer 100. 1. 1.2 as—number 100
#
ipv4-family unicast
undo synchronization
import-route direct
peer 100.1.1.2 enable
#
return

®  Spoke-PE1 [FHC & LA

#
sysname Spoke—PE1l
#
ip vpn—instance vpna
ipv4-family
route—distinguisher 100:1
vpn—target 100:1 export—extcommunity
vpn—target 200:1 import—-extcommunity
#
mpls lsr-id 1.1.1.9
mpls
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#
mpls 1dp
#
interface Ethernet1/0/0
ip binding vpn—instance vpna
ip address 100. 1. 1.2 255.255. 255. 0
#
interface Ethernet2/0/0
ip address 10.1.1.1 255.255.255.0
mpls
mpls ldp
#
interface LoopBackl
ip address 1.1.1.9 255.255. 255. 255
#
bgp 100
peer 2.2.2.9 as—number 100
peer 2.2.2.9 connect—interface LoopBackl
#
ipv4-family unicast
undo synchronization
peer 2.2.2.9 enable
#
ipv4-family vpnv4
policy vpn—target
peer 2.2.2.9 enable
#
ipv4-family vpn—-instance vpna
peer 100.1.1.1 as—number 65410
import-route direct
#
ospf 1
area 0.0.0.0
network 10.1.1.0 0.0.0.255
network 1.1.1.9 0.0.0.0
#
return

®  Spoke-PE2 [F)L & LA

#
sysname Spoke—PE2
#
ip vpn—instance vpna
ipv4-family
route—distinguisher 100:3
vpn—target 100:1 export—extcommunity
vpn—target 200:1 import—extcommunity
#
mpls lsr-id 3.3.3.9
mpls
#
mpls ldp
#
interface Ethernet1/0/0
ip binding vpn—instance vpna
ip address 120. 1. 1.2 255.255.255.0
#
interface Ethernet2/0/0
ip address 11.1.1.1 255.255.255.0
mpls
mpls ldp
#
interface LoopBackl
ip address 3.3.3.9 255.255. 255. 255
#
bgp 100
peer 2.2.2.9 as—number 100
peer 2.2.2.9 connect—interface LoopBackl
#
ipv4-family unicast
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undo synchronization
peer 2.2.2.9 enable
#
ipv4-family vpnv4
policy vpn—target
peer 2.2.2.9 enable
#
ipv4-family vpn—-instance vpna
peer 120.1.1.1 as—number 65420
import-route direct
#
ospf 1
area 0.0.0.0
network 3.3.3.9 0.0.0.0
network 11.1.1.0 0.0.0.255
#
return

®  Spoke-CE2 [fJlc & 3L

#
sysname Spoke—CE2
#
interface Ethernet1/0/0
ip address 120.1.1.1 255.255.255.0
#
bgp 65420
peer 120.1.1.2 as—number 100
#
ipv4-family unicast
undo synchronization
import-route direct
peer 120.1.1.2 enable
#
return

® Hub-CE i &

#
sysname Hub—CE
#
interface Ethernet1/0/0
ip address 110. 1. 1.1 255.255.255.0
#
interface Ethernet2/0/0
ip address 110.2.1.1 255.255.255.0
#
bgp 65430
peer 110.1.1.2 as—number 100
peer 110.2.1.2 as—number 100
#
ipv4-family unicast
undo synchronization
import-route direct
peer 110.2.1.2 enable
peer 110.1.1.2 enable
#
return

®  Hub-PE [y & 34

#
sysname Hub—PE

#

ip vpn—instance vpn in
ipv4-family
route—distinguisher 100:21
vpn—target 100:1 import—extcommunity

#

ip vpn—instance vpn out
ipv4-family
route—distinguisher 100:22
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vpn—target 200:1 export—extcommunity

#

mpls lsr-id 2.2.2.9

mpls

#

mpls 1dp
#

interface Ethernet1/0/0
ip address 10.1.1.2 255.255.255.0

mpls
mpls ldp
#

interface Ethernet2/0/0
ip address 11.1.1.2 255.255.255.0

mpls
mpls ldp
#

interface Ethernet2/0/1
ip binding vpn—instance vpn in
ip address 110.1.1.2 255.255. 255.0

#

interface Ethernetl/0/1
ip binding vpn—instance vpn out
ip address 110.2.1.2 255.255. 255.0

#

interface LoopBackl
ip address 2.2.2.9 255.255. 255. 255

as—number 100
connect—interface LoopBackl
as—number 100
connect—interface LoopBackl

ipv4-family unicast
undo synchronization
peer 1.1.1.9 enable
peer 3.3.3.9 enable

#

ipv4-family vpnv4
policy vpn—target
peer 1.1.1.9 enable
peer 3.3.3.9 enable

#

ipv4-family vpn—-instance vpn in
peer 110.1.1.1 as—number 65430
import-route direct

#

ipv4-family vpn—-instance vpn out
peer 110.2.1.1 as—number 65430
peer 110.2.1.1 allow-as—loop
import-route direct

#
ospf 1

area 0.0.0

0

network 2.2.2.9 0.0.0.0

network 1
network 1
#
return

0
1.

1.1.0 0.0.0.255
1.1.0 0.0.0.255

2.18.4 Bt & OptionA A EEE VPN Rl

Wl #E ASBR R E VPN SEf, SZHL VRF-to-VRF J5 U # VPN % H1 %) OptionA J7

ES

o
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AR Tk

& 2-5, CE1 f1 CE2 J& T-[d]—/> VPN. CE1l i#iid AS100 f] PE1 2\, CE2 iliid
AS200 1] PE2 .

%M OptionA 77 2 Sz B L ) BGP/MPLS IP VPN, R[I=KH] VRF-to-VRF J5 045 # VPN
HEH .

2-5 13 VPN 40

BGP/MPLS Backbone BGP/MPLS Backbone
AS 100 AS 200
Loopback1 Loopback1
2.2.2.9/32 3.3.3.9/32

GE1/0/0

1721 1.1/24 %52240401/24 — ?Eéfgge GE1/0/0
Loopback R Al 1.1, BN 162.1.1 ﬂé%% ok
1.1.1.9/32 ASBR1 ASBR2 4.4.4.0/3
GE1/0/0 T
— GE1/0/0
PE1 172.1.1.2124 162.1.1.2/24 % PE2
GE2/0/0 GE2/0/0
10.1.1.2/24 10.2.1.2/24
GE1/0/0 GE1/0/0
;0.1.1.1/24 10.2.1.1/24
CE1 CE2
AS 65001 AS 65002
[T 85
A P B SR A
1. PE Y CE Z[a]## 37 EBGP X}451A% &; PE 5 ASBR X [H] 7. MP-IBGP X} 4544
2. FEP/N ASBR L3 VPN SEf, FFKf b se) gt e 2 H 55— ASBR 4211, JELE
ASBR 2 [H] 37 EBGP X254k K £,
HiRHESE
e B E R, TR E AR B .
® PE /% ASBR | [) MPLS LSR-ID
® PE /& ASBR [ VPN 54|44, % tHAs RD Al VPN-Target
BIET R
B 1E AS100 A1 AS200 (1) MPLS ‘&1 M_L 0 BIBcE IGP ¥, SZILe B &1/ ASBR 1 PE
Z R ) HIE .
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AR OSPF,  ELAKTC B0 SR .
(11 +smm
- Z¥A4EH LSR ID 49 LoopBack 4% 7 49 32 {53 3ki# 1T OSPF X A &%

MCE ST, [A— AS [ ASBR 5 PE Z [A] N fig 7. OSPF 4B J& K&, 44T display ospf
peer 72 1] LUE 240 R Full,

[i]— AS [ ASBR HI PE fig# 2] 2% J7 ) Loopback Hulil:, FfEEW HAH ping 18 .

S22 7 AS100 FI1 AS200 ft) MPLS ‘B T M _F43 WIfc & MPLS JEA<fE /) F1 MPLS LDP, %7
MPLS LDP LSP.

# ICE PEL 1) MPLS JEARE J), JFTES ASBRI AHZERH: O AT fE LDP.

<PE1> systemview

[PE1] mpls 1sr-id 1.1.1.9

[PE1] mpls

[PE1-mpls] quit

[PE1] mpls 1dp

[PE1-mpls—1dp] quit

[PE1] interface gigabitethernet1/0/0
[PE1-GigabitEthernet1/0/0] mpls
[PE1-GigabitEthernet1/0/0] mpls ldp
[PE1-GigabitEthernet1/0/0] quit

# Iid'E ASBRI1 () MPLS 3L ARE ), FEAES PE1 AHERI# 1 _LA#EE LDP.

<ASBR1> system—view

[ASBR1] mpls 1sr-id 2.2.2.9

[ASBR1] mpls

[ASBR1-mpls] quit

[ASBR1] mpls 1dp

[ASBR1-mpls—1dp] quit

[ASBR1] interface gigabitethernet1/0/0
[ASBR1-GigabitEthernet1/0/0] mpls
[ASBR1-GigabitEthernet1/0/0] mpls ldp
[ASBR1-GigabitEthernet1/0/0] quit

# L' ASBR2 [1) MPLS 3L ARE ), FE4ES PE2 AHIERI#: 1 _LA#HE LDP.

<ASBR2> system—view

[ASBR2] mpls 1sr-id 3.3.3.9

[ASBR2] mpls

[ASBR2-mpls] quit

[ASBR2] mpls 1dp

[ASBR2-mpls-1dp] quit

[ASBR2] interface gigabitethernetl/0/0
[ASBR2-GigabitEthernet1/0/0] mpls
[ASBR2-GigabitEthernet1/0/0] mpls ldp
[ASBR2-GigabitEthernet1/0/0] quit

# & PE2 [1) MPLS L ARE )y, JEES ASBR2 AHIERI#: O _AfifE LDP.

<PE2> system—view

[PE2] mpls 1sr-id 4.4.4.9

[PE2] mpls

[PE2-mpls] quit

[PE2] mpls 1dp

[PE2-mpls—1dp] quit

[PE2] interface gigabitethernet1/0/0
[PE2-GigabitEthernet1/0/0] mpls
[PE2-GigabitEthernet1/0/0] mpls 1dp
[PE2-GigabitEthernet1/0/0] quit
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FIRECE SERE, [F— AS [¥) PE Fl ASBR Z [NV 1% 7k LDP 44544, {8 PE s
ASBR _[#4T display mpls Idp session 7% 1] LG 2 T /s 25 5 Session State Jii A
“Qperational”

LL PE1 h .

[PE1] display mpls ldp session

LDP Session(s) in Public Network

Codes: LAM(Label Advertisement Mode), SsnAge Unit (DDDD:HH:MM)
A’ #* before a session means the session is being deleted.

PeerID Status LAM SsnRole SsnAge KASent/Rcv

2.2.2.9:0 Operational DU Passive 0000:00:02 9/9

TOTAL: 1 session(s) Found

HIE3 4 AS100 A1 AS200 43 7 BL & 3£ A BGP/MPLS IP VPN,
[RRRTY:

E]— AS M%) ASBR 5 PE #) VPN %4149 VPN-Target i 46 Ae, TF] AS 9 PE %) VPN 5444
VPN-Target | 7% & L fe,

# L& CEl,

<CE1> system—view

[CE1l] interface gigabitethernet 1/0/0
[CE1-GigabitEthernet1/0/0] ip address 10.1.1.1 24
[CE1-GigabitEthernet1/0/0] quit

[CE1] bgp 65001

[CE1-bgp] peer 10.1.1.2 as—number 100

[CE1-bgp] import-route direct

[CE1-bgp] quit

# W0 E PE1 5 CE1 437, EBGP W& AK &,

[PE1] ip vpn—instance vpnl

[PE1-vpn—instance-vpnl] ipv4—family
[PE1-vpn—instance-vpnl-af-ipv4] route-distinguisher 100:1
[PE1-vpn—instance-vpnl-af-ipv4] vpn—target 1:1 both
[PE1-vpn—instance-vpnl-af-ipv4] quit
[PE1-vpn—instance-vpnl] quit

[PE1] interface gigabitethernet 2/0/0
[PE1-GigabitEthernet2/0/0] ip binding vpn-instance vpnl
[PE1-GigabitEthernet2/0/0] ip address 10.1.1.2 24
[PE1-GigabitEthernet2/0/0] quit

[PE1] bgp 100

[PE1-bgp] ipv4-family vpn—instance vpnl

[PE1-bgp—vpnl] peer 10.1.1.1 as—number 65001
[PE1-bgp-vpnl] quit

[PE1-bgp] quit

# Bl E PE1 5 ASBRI #37. MP-IBGP X254k £ .

[PE1] bgp 100

[PEl-bgp] peer 2.2.2.9 as—number 100

[PEl-bgp] peer 2.2.2.9 connect—interface loopback 1
[PEl-bgp] ipv4—family vpnv4

[PEl-bgp-af-vpnv4] peer 2.2.2.9 enable
[PE1-bgp—af-vpnv4] quit

# i ASBR1 5 PE1 %37 MP-IBGP X Z5A X &,

[ASBR1] bgp 100

[ASBR1-bgp] peer 1.1.1.9 as—number 100

[ASBR1-bgp] peer 1.1.1.9 connect—interface loopback 1
[ASBR1-bgp] ipv4-family vpnvd

[ASBR1-bgp—af-vpnv4] peer 1.1.1.9 enable
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[ASBR1-bgp-af-vpnv4] quit
[ASBR1-bgp] quit

(1 ssem
CE2. PE2. ASBR2 L#BELE 5 %5 CEl. PEl. ASBRI £, st REFA,

BL'E 5E i n, 1E PE 7% 44T display bgp vpnv4 vpn-instance vpn-instancename peer
WLLEF] PE 55 CE Z 8] BGP X &k R LA, JFik % Established qR7&. #hAT
display bgp vpnv4 all peer 774, 7 LIFEF PE 5 CE 2 [i]. PE 5 ASBR 2 [A]ff] BGP %}
SRR R O, A3 Established R

PLPE1 B R A1

[PE1] display bgp vpnv4 vpn—instance vpnl peer
BGP local router ID : 1.1.1.9

Local AS number : 100

VPN-Instance vpnl, router ID 1.1.1.9:

Total number of peers : 1 Peers in established state : 1
Peer V AS MsgRcvd MsgSent OutQ Up/Down State PrefRev
10.1.1.1 4 65001 10 10 0 00:07:10 Established 2

[PE1] display bgp vpnv4 all peer
BGP local router ID : 1.1.1.9
Local AS number : 100

Total number of peers : 2 Peers in established state : 2
Peer \ AS MsgRcvd MsgSent OutQ Up/Down State PrefRcv
2.2.2.9 4 100 3 7 0 00:01:36 Established 0

Peer of IPv4-family for vpn instance :

VPN-Instance vpnl, router ID 1.1.1.9:
10. 1. 1. 1 4 65001 13 13 0 00:04:00 Established 2

$4 il VRF-to-VRF J5 R K5, VPN

#WiC'E ASBR1: % VPN 26|, FRRs b seflgh e 21)i%EH: ASBR2 114211 (ASBRI1 AH
ASBR2 & H K CE) .

[ASBR1] ip vpn-instance vpnl

[ASBR1-vpn—instance-vpnl] ipv4—family
[ASBR1-vpn—instance-vpnl-af-ipv4] route—distinguisher 100:2
[ASBR1-vpn—instance-vpnl-af-ipv4] vpn—target 1:1 both
[ASBR1-vpn—instance-vpnl-af-ipv4] quit
[ASBR1-vpn—instance-vpnl] quit

[ASBR1] interface gigabitethernet 2/0/0
[ASBR1-GigabitEthernet2/0/0] ip binding vpn-instance vpnl
[ASBR1-GigabitEthernet2/0/0] ip address 192.1.1.1 24
[ASBR1-GigabitEthernet2/0/0] quit

# ML E ASBR2: @14 VPN 524, FERIbsep gt e 2% #: ASBRI f#:H (ASBR2 AN
ASBR1 £ HCH CE) .

[ASBR2] ip vpn-instance vpnl

[ASBR2-vpn-instance-vpnl] ipv4—family
[ASBR2-vpn-instance-vpnl-af-ipv4] route—distinguisher 200:2
[ASBR2-vpn—instance-vpnl-af-ipv4] vpn—target 2:2 both
[ASBR2-vpn-instance-vpnl-af-ipv4] quit
[ASBR2-vpn—instance-vpnl] quit

[ASBR2] interface gigabitethernet 2/0/0
[ASBR2-GigabitEthernet2/0/0] ip binding vpn—instance vpnl
[ASBR2-GigabitEthernet2/0/0] ip address 192.1.1.2 24
[ASBR2-GigabitEthernet2/0/0] quit

# il E ASBR1 5 ASBR2 #37. EBGP %25 A K &,

[ASBR1] bgp 100

[ASBR1-bgp] ipv4-family vpn—instance vpnl
[ASBR1-bgp-vpnl] peer 192.1.1.2 as—number 200
[ASBR1-bgp-vpnl] import-route direct
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[ASBR1-bgp-vpnl] quit
[ASBR1-bgp] quit

# it & ASBR2 1 ASBR1 %37 EBGP %45k &
[ASBR2] bgp 200

[ASBR2-bgp] ipv4-family vpn—instance vpnl
[ASBR2-bgp—vpnl] peer 192.1.1.1 as—number 100
[ASBR2-bgp-vpnl] import-route direct

[ASBR2-bgp-vpnl] quit
[ASBR2-bgp] quit

BCE 5S¢ G, E ASBR _L#UT display bgp vpnv4 vpn-instance peer 7%, 7 LLE #
ASBR [H] ] BGP Xf 55 {ASC R E 3, Jfik#] Established R75.

TS5 KA ELSR
LR FCE e )5, CE Z IR FE: S BIX Jy # A th, CE1 F1 CE2 BERSAH H. ping 1 .
PL CE1 1927 J 4 -

[CE1] display ip routing—table
Route Flags: R — relay, D — download to fib

Routing Tables: Public

Destinations : 7 Routes : 7
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.1.1.0/24 Direct 0 0 D 10.1.1.1 GigabitEthernet1/0/0
10.1.1.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
10.2.1.0/24 EBGP 255 0 D 10.1.1.2 GigabitEthernet1/0/0
127.0.0.0/8  Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
192.1.1.0/24 EBGP 255 0 D 10.1.1.2 GigabitEthernet1/0/0
192.1.1.2/32 EBGP 255 0 D 10.1.1.2 GigabitEthernet1/0/0

[CE1] ping 10.2.1.1
PING 10.2.1.1: 56 data bytes, press CTRL C to break

Reply from 10.2.1.1: bytes=56 Sequence=1 ttl1=251 time=119 ms
Reply from 10.2.1.1: bytes=56 Sequence=2 ttl=251 time=141 ms
Reply from 10.2.1.1: bytes=56 Sequence=3 ttl1=251 time=136 ms
Reply from 10.2.1.1: bytes=56 Sequence=4 ttl1=251 time=113 ms

Reply from 10.2.1.1: bytes=56 Sequence=5 ttl1=251 time=78 ms
—— 10.2. 1.1 ping statistics ——

5 packet(s) transmitted

5 packet (s) received

0.00% packet loss

round-trip min/avg/max = 78/117/141 ms

7t ASBR /1T display ip routing-table vpn-instance 7%, 1 LIF& %] ASBR Iy VPN

YA 1 H 3

[ASBR1] display ip routing-table vpn—instance vpnl
Route Flags: R — relay, D — download to fib

Routing Tables: vpnl

Destinations : 7 Routes : 7
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.1.1.0/24 IBGP 255 0 RD 1.1.1.9 GigabitEthernet1/0/0
10. 1. 1. 1/32  IBGP 255 0 RD 1.1.1.9 GigabitEthernet1/0/0
10.2.1.0/24 IBGP 255 0 D 192.1.1.2 GigabitEthernet2/0/0
10.2.1.1/32 IBGP 255 0 D 192.1.1.2 GigabitEthernet2/0/0
192.1.1.0/24 Direct 0 0 D 192.1.1.1 GigabitEthernet2/0/0
192.1.1.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
192.1.1.2/32 Direct 0 0 D 192.1.1.2 GigabitEthernet2/0/0

7 ASBR /4T display bgp vpnv4 all routing-table 174>, 7] L% %] ASBR [ VPNv4

H

[ASBR1] display bgp vpnv4 all routing—table
Local AS number : 100
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BGP Local router ID is 2.2.2.9
Status codes: * - valid, > - best, d — damped
h - history, 1 - internal, s — suppressed, S — Stale
Origin : i - IGP, e — EGP, ? - incomplete
Total number of routes from all PE: 5
Route Distinguisher: 100:1

Network NextHop MED LocPrf PrefVal Path/Ogn
#>1 10.1.1.0/24 1.1. 1.9 0 100 0 ?

Route Distinguisher: 100:2

Network NextHop MED LocPrf PrefVal Path/Ogn
%> 10.2.1.0/24 192.1.1.2 0 200?
*>  192.1.1.0 0.0.0.0 0 0 ?
* 192.1.1.2 0 0 200?
%> 192.1.1.1/32 0.0.0.0 0 0 ?
Network NextHop MED LocPrf PrefVal Path/Ogn
#>1 10.1.1.0/24 1.1.1.9 0 100 0 ?
%> 10.2.1.0/24 192.1.1.2 0 200?
*>  192.1.1.0 0.0.0.0 0 0 ?
192.1.1.2 0 0 200?
%> 192.1.1.1/32 0.0.0.0 0 0 ?
s
® CEIl W&
#
sysname CE1
#
interface GigabitEthernet1/0/0
ip address 10.1.1.1 255. 255.255.0
#
bgp 65001
peer 10.1.1.2 as—number 100
#
ipv4-family unicast
undo synchronization
import-route direct
peer 10.1.1.2 enable
#
return
® PEI1 [MRCE i
#
sysname PE1
#
ip vpn—instance vpnl
ipv4-family
route—distinguisher 100:1
vpn—target 1:1 export—extcommunity
vpn—target 1:1 import—extcommunity
#
mpls lsr-id 1.1.1.9
mpls
#
mpls 1dp
#
interface GigabitEthernet1/0/0
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ip address 172.1.1.2 255.255.255.0
mpls
mpls ldp
#
interface GigabitEthernet2/0/0
ip binding vpn—instance vpnl
ip address 10.1.1.2 255.255.255.0
#
interface LoopBackl
ip address 1.1.1.9 255.255. 255. 255
#
bgp 100
peer 2.2.2.9 as—number 100
peer 2.2.2.9 connect—interface LoopBackl
#
ipv4-family unicast
undo synchronization
peer 2.2.2.9 enable
#
ipv4-family vpnv4
policy vpn—target
peer 2.2.2.9 enable
#
ipv4-family vpn—-instance vpnl
peer 10.1.1.1 as—number 65001
#
ospf 1
area 0.0.0
network 1
network 1
#
return

® ASBRI B E

#
sysname ASBR1
#
ip vpn—instance vpnl
ipv4-family
route—distinguisher 100:2
vpn—target 1:1 export—extcommunity
vpn—target 1:1 import—extcommunity
#
mpls lsr-id 2.2.2.9
mpls
#
mpls 1dp
#
interface GigabitEthernet1/0/0
ip address 172.1.1.1 255.255.255.0
mpls
mpls ldp
#
interface GigabitEthernet2/0/0
ip binding vpn—instance vpnl
ip address 192.1.1.1 255.255.255.0
#
interface LoopBackl
ip address 2.2.2.9 255.255. 255. 255
#
bgp 100
peer 1.1.1.9 as—number 100
peer 1.1.1.9 connect—interface LoopBackl
#
ipv4-family unicast
undo synchronization
peer 1.1.1.9 enable
#
ipv4-family vpnv4
policy vpn—target

.0
.1.1.9 0.0.0.0
72.1.1.0 0.0.0.255
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peer 1.1.1.9 enable

#

ipv4-family vpn—-instance vpnl
peer 192.1.1.2 as—number 200
import-route direct

#

ospf 1

area 0.0.0
network 2
network 1

#

return

® ASBR2 )it &

#
sysname ASBR2
#
ip vpn—instance vpnl
ipv4—-family
route—-distinguisher 200:2
vpn—target 2:2 export—extcommunity
vpn—target 2:2 import—extcommunity
#
mpls lsr—id 3.3.3.9
mpls
#
mpls 1dp
#
interface GigabitEthernet1/0/0
ip address 162.1.1.1 255. 255. 255. 0
mpls
mpls 1ldp
#
interface GigabitEthernet2/0/0
ip binding vpn-instance vpnl
ip address 192.1.1.2 255. 255. 255. 0
#
interface LoopBackl
ip address 3.3.3.9 255.255. 255. 255
#
bgp 200
peer 4.4.4.9 as—number 200
peer 4.4.4.9 connect—interface LoopBackl
#
ipv4-family unicast
undo synchronization
peer 4.4.4.9 enable
#
ipv4-family vpnv4
policy vpn—target
peer 4.4.4.9 enable
#
ipv4—-family vpn—instance vpnl
peer 192.1.1.1 as—number 100
import-route direct
#
ospf 1
area 0.0.0
network 3
network 1
#
return

® PE2 [RLE

#
sysname PE2

#

ip vpn—instance vpnl
ipv4-family
route—distinguisher 200:1

.0
.2.2.90.0.0.0
72.1.1.0 0.0.0.255

.0
.3.3.90.0.0.0
62.1.1.0 0.0.0.255
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vpn—target 2:2 export—extcommunity
vpn—target 2:2 import—extcommunity
#
mpls lsr-id 4.4.4.9
mpls
#
mpls 1dp
#
interface GigabitEthernet1/0/0
ip address 162.1.1.2 255.255.255.0
mpls
mpls ldp
#
interface GigabitEthernet2/0/0
ip binding vpn—instance vpnl
ip address 10.2.1.2 255. 255.255.0
#
interface LoopBackl
ip address 4.4.4.9 255.255. 255. 255
#
bgp 200
peer 3.3.3.9 as—number 200
peer 3.3.3.9 connect—interface LoopBackl
#
ipv4-family unicast
undo synchronization
peer 3.3.3.9 enable
#
ipv4-family vpnv4
policy vpn—target
peer 3.3.3.9 enable
#
ipv4—-family vpn—-instance vpnl
peer 10.2.1.1 as—number 65002
#
ospf 1
area 0.0.0
network 4
network 1
#
return

® CE2 HyfcE 3t

#
sysname CE2
#
interface GigabitEthernet1/0/0
ip address 10.2.1.1 255.255.255.0
#
bgp 65002
peer 10.2.1.2 as—number 200
#
ipv4-family unicast
undo synchronization
import-route direct
peer 10.2.1.2 enable
#
return

2.18.5 Bt & OptionB AR EE VPN =l

it ASBR [HJ# A7 LBk () MP-EBGP X454k, SIS VPN OptionB 77 % .

0
4.4.9
62. 1. 1.

0.0.0.0
0 0.0.0.255

GRS

& 2-6, CE1 fil CE2 J& T-[7—/> VPN. CEl it AS100 [¥) PE1 # A, CE2 it
AS200 ff] PE2 #:\.

SCRSRRAS 01 (2012-04-20) LA RS B 138
WRBIT A © 1 AR A PR 2



Huawei AR1200 R 414V % iy 4%
AL B fER-VPN 2 BGP/MPLS IP VPN fit &

K] OptionB 7 2 5 8L ¥ 4 [¥) BGP/MPLS IP VPN:

® ASBRI 5 ASBR2 [f]ilii} MP-EBGP A2 VPNv4 % 1
®  ASBR AXF#:UL ) VPNv4 % 4T VPN-Target it j .

2-6 15 VPN 2B M [&]

BGP/MPLS Backbone BGP/MPLS Backbone
AS 100 AS 200
Loopback1 Loopback1
2.2.2.9/32 3.3.3.9/32

7YY S GE2/0/0 GE2/0/0€=3 GE1/0/0
e R 192.1.1.1/24; 192.1.1.2/24 =3 162.1 '1'|1(/_-)204E)back1
1.1.1.9/32 GE1/02)SBR1 ASBR2 4.4.4.9/32
PE1 172.1.1.2/24 162.1.1.2/24 =t PE2
GE2/0/0 GE2/0/0
10.1.1.2/24 10.2.1.2/24
GE1/0/0 GE1/0/0
;0.1.1.1/24 10.2.1.1/24
CE1 CE2
AS 65001 AS 65002
[T s 8is
A A5 P S
1. FHTM EiafT IGP U seHiH-— AS i) ASBR 5 PE Z [ali HiE, JF HIA— AS
] ASBR 5 PE  [H] #4357 MPLS LDP LSP.
2. PE 5 CE 2z a3 EBGP XA &R PE 5 ASBR 2 [0]# /. MP-IBGP X 2544 %
. {FPE LEECE VPN 26 (FF ASBR G iHACE VPN 241D .
4. 1F ASBR 5% — ASBR #H&EH: 1 L m{lisE MPLS, H ASBR 2 [f] 437, MP-
EBGP X2 A K 2, I HAGHE K VPNv4 B 31T VPN-target i €.
HigHES
Jy o B E R, T E A R B -
® PE /% ASBR | ) MPLS LSR-ID
® PE1 fl PE2 LA VPN SEBI 4 FK. RD Fl VPN-Target
BRIESER
SEE1 7 AS100 F1 AS200 1) MPLS &+ M 3 AIBCE IGP WX, sEELA BE M PE Z[8)
il
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A % OSPE,  ELAARMNC & A5 180K
(1 ssmm

% Z444E 4 LSRID 49 LoopBack 4% 7 89 32 {3 3ki@ i3 OSPF £ i %

Eaﬁmﬁjziﬁ, [i]— AS [] ASBR 5 PE X [H] W GV OSPF 4BfE K &R, 447 display ospf

peer iy 21 LUG 248 AR ZS A Full,
[d]— AS [¥] ASBR F1 PE

B2 > BIXJ7 10 Loopback Huhl:, JFAEWSLLAH ping i

1E AS100 A1 AS200 ) MPLS ‘&1 M _F 4 5] lic & MPLS 3£ A f¢ 71 F1 MPLS LDP, #4r.
LDP LSP
BLE P RIES WAL E OptionA 773\, VPN 7”61, SLAATIESIA.

i AS100 F1 AS200 P& 54 BGP/MPLS IP VPN
(1) +mm

PE1 #= PE2 L 49 VPN %449 VPN-Target &
HARRLE D BE S
fic & %545, VPN-OptionB /7 3,
# I 'E ASBRI1:

I fe.,

<ASBR1> system—view

[ASBR1] interface gigabitethernet 2/0/0
[ASBR1-GigabitEthernet2/0/0] ip address 192.1.1.1 24
[ASBR1-GigabitEthernet2/0/0] mpls
[ASBR1-GigabitEthernet2/0/0] quit

# it & ASBRI:
1T VPN-target i

[ASBR1] bgp 100

[ASBR1-bgp] peer 192.1.1.2 as—humber 200
[ASBR1-bgp] ipv4-family vpnv4
[ASBR1-bgp—af-vpnv4] peer 192.1.1.2 enable
[ASBR1-bgp—af-vpnv4] undo policy vpn—target
[ASBR1-bgp—af-vpnv4] apply-label per—nexthop
[ASBR1-bgp—af-vpnv4] quit

[ASBR1-bgp] quit

[ARETE
ASBR2 #9ft. B 5 ASBRI £, sbib RE#iE,
o A 4
LA ECE e, CE ZIRIfE2E ) 207 8 1% i

LL CE1 [ &os M.

<{CE1> display ip routing—table
Route Flags: R — relay, D — download to fib

L T PR G ST, SRAR AN IR

7t 5 ASBR2 M 132 11 GigabitEthernet2/0/0 L1 & MPLS.

5 ASBR2 #:37 MP-EBGP XJZ54AC R, I HAX I VPNv4 14 i it
9, Jf HAFRE ASBRI 3% F Bk hr%%.

CE1 Il CE2 #Ef%4H . ping 1l

Routing Tables: Public

Destinations : 5 Routes : 5
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.1.1.0/24 Direct 0 0 D 10.1.1.1 GigabitEthernet1/0/0
10.1.1.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
10.2.1.0/24 EBGP 2556 0 D 10.1.1.2 GigabitEthernet1/0/0
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
<CE1> ping 10.2.1.1
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o & 32

PING 10.2.1.1: 56 data bytes, press CTRL C to break

Reply from 10.2.1.1: bytes=56 Sequence=1 ttl1=252 time=120 ms
Reply from 10.2.1.1: bytes=56 Sequence=2 ttl1=252 time=73 ms
Reply from 10.2.1.1: bytes=56 Sequence=3 ttl1=252 time=111 ms
Reply from 10.2.1.1: bytes=56 Sequence=4 ttl1=252 time=86 ms

Reply from 10.2.1.1: bytes=56 Sequence=5 tt1=252 time=110 ms
—— 10.2.1.1 ping statistics ——

5 packet(s) transmitted

5 packet (s) received

0.00% packet loss

round-trip min/avg/max = 73/100/120 ms

7t ASBR _I'#1T display bgp vpnv4 all routing-table 7%, 7] LLFEF] ASBR _[-[f] VPNv4
.

LA ASBRI ) 7R 4451

[ASBR1] display bgp vpnv4 all routing-table

Local AS number : 100

BGP Local router ID is 2.2.2.9

Status codes: * — valid, > - best, d — damped
h - history, i - internal, s — suppressed, S - Stale
Origin : i — IGP, e — EGP, ? — incomplete

Total number of routes from all PE: 3

Route Distinguisher: 100:1

Network hextHop MED LocPrf PrefVal Path/Ogn
#>1 10.1.1.0/24 1. 1.9 0 100 0 ?
#>110.1.1.1/32 1. 1.9 0 100 0 ?
Route Distinguisher: 200.1

Network NextHop MED LocPrf PrefVal Path/Ogn
*>10.2.1.0/24 192.1.1.2 0 2007
s

® CEIl [MALE S

#
sysname CE1
#
interface GigabitEthernet1/0/0
ip address 10.1.1.1 255.255.255.0
#
bgp 65001
peer 10.1.1.2 as—number 100
#
ipv4-family unicast
undo synchronization
import-route direct
peer 10.1.1.2 enable
return

® PEI [HRLE

#
sysname PE1

#

ip vpn—instance vpnl
ipv4-family
route—distinguisher 100:1
apply-label per—instance
vpn—target 1:1 export—extcommunity
vpn—target 1:1 import—extcommunity

#
mpls lsr-id 1.1.1.9
mpls
#
mpls 1dp
#
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interface GigabitEthernet1/0/0
ip address 172.1.1.2 255.255.255.0
mpls
mpls ldp
#
interface GigabitEthernet2/0/0
ip binding vpn—instance vpnl
ip address 10.1.1.2 255. 255.255.0
#
interface LoopBackl
ip address 1.1.1.9 255.255. 255. 255
#
bgp 100
peer 2.2.2.9 as—number 100
peer 2.2.2.9 connect—interface LoopBackl
#
ipv4-family unicast
undo synchronization
peer 2.2.2.9 enable
#
ipv4-family vpnv4
policy vpn—target
peer 2.2.2.9 enable
#
ipv4-family vpn—-instance vpnl
peer 10.1.1.1 as—number 65001
import-route direct
#
ospf 1
area 0.0.0
network 1
network 1
#
return

® ASBRI B E 4

#
sysname ASBR1
#
mpls lsr-id 2.2.2.9
mpls
#
mpls 1dp
#
interface GigabitEthernet1/0/0
ip address 172.1.1.1 255.255.255.0
mpls
mpls ldp
#
interface GigabitEthernet2/0/0
ip address 192.1.1.1 255.255.255.0
mpls
#
interface LoopBackl
ip address 2.2.2.9 255.255. 255. 255
#
bgp 100
peer 192.1.1.2 as—number 200
peer 1.1.1.9 as—number 100
peer 1.1.1.9 connect—interface LoopBackl
#
ipv4-family unicast
undo synchronization
peer 192.1.1.2 enable
peer 1.1.1.9 enable
#
ipv4-family vpnv4
undo policy vpn—target
apply-label per—nexthop
peer 1.1.1.9 enable

.0
.1.1.9 0.0.0.0
72.1.1.0 0.0.0.255
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peer 192.1.1.2 enable
#
ospf 1
area 0.0.0
network 2
network 1
#
return

® ASBR2 it & 1

#
sysname ASBR2
#
mpls lsr—id 3.3.3.9
mpls
#
mpls 1dp
#
interface GigabitEthernet1/0/0
ip address 162.1.1.1 255.255.255.0
mpls
mpls 1ldp
#
interface GigabitEthernet2/0/0
ip address 192.1.1.2 255.255.255.0
mpls
#
interface LoopBackl
ip address 3.3.3.9 255.255. 255. 255
#
bgp 200
peer 192.1.1.1 as—number 100
peer 4.4.4.9 as—number 200
peer 4.4.4.9 connect—interface LoopBackl
#
ipv4-family unicast
undo synchronization
peer 192.1.1.1 enable
peer 4.4.4.9 enable
#
ipv4-family vpnv4
undo policy vpn—target
apply-label per—nexthop
peer 4.4.4.9 enable
peer 192.1.1.1 enable
#
ospf 1
area 0.0.0
network 3
network 1
#
return

® PE2 [JRLE

#

sysname PE2

#

ip vpn—instance vpnl

ipv4-family
route—distinguisher 200:1
apply-label per—instance
vpn—target 1:1 export—extcommunity
vpn—target 1:1 import—extcommunity

#

mpls lsr-id 4.4.4.9

mpls

#

mpls 1dp

#

interface GigabitEthernet1/0/0

.0
.2.2.90.0.0.0
72.1.1.0 0.0.0.255

.0
.3.3.90.0.0.0
62.1.1.0 0.0.0.255
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2.18.6 FL & OptionC A FEiE VPN R4l
JILAEAN AS ) PE 2 W €37 2 Bkt MP-EBGP tH4544, SKBLESISLI VPN OptionC Jj

£H P 355K

ip address 162.1.1.2 255.255.255.0
mpls
mpls ldp
#
interface GigabitEthernet2/0/0
ip binding vpn—instance vpnl
ip address 10.2.1.2 255.255.255.0
#
interface LoopBackl
ip address 4.4.4.9 255.255. 255. 255
#
bgp 200
peer 3.3.3.9 as—number 200
peer 3.3.3.9 connect—interface LoopBackl
#
ipv4-family unicast
undo synchronization
peer 3.3.3.9 enable
#
ipv4-family vpnv4
policy vpn—target
peer 3.3.3.9 enable
#
ipv4-family vpn—-instance vpnl
peer 10.2.1.1 as—number 65002
import-route direct
#
ospf 1
area 0.0.0
network 4
network 1
#
return

CE2 HMc & A

#
sysname CE2
#
interface GigabitEthernet1/0/0
ip address 10.2.1.1 255.255.255.0
#
bgp 65002
peer 10.2.1.2 as—number 200
#
ipv4-family unicast
undo synchronization
import-route direct
peer 10.2.1.2 enable
#
return

.0
.4.4.9 0.0.0.0
62.1.1.0 0.0.0.255

K H OptionC 77 X SE B 1 ) BGP/MPLS IP VPN,

& 2-7, CE1 fl CE2 J& T-[Fl—4> VPN. CEl i AS100 (] PE1 # A, CE2 it
AS200 1] PE2 .
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2-7 ¥&13 VPN 4R X

BGP/MPLS Backbone BGP/MPLS Backbone
AS 100 AS 200
Loopback1 Loopback1
2.2.2.9/32 3.3.3.9/32

GE1/0/0

R e SRR
Loopback1 R o o R 162'1'1{(/)20%back1
ASBR1 ASBR2
1.1.1.9/32 4.4.49/32

GE1/0/0
E=2 GE1/0/0
PE1 = 172.1.1.2/24 162.1.1.2/24 == PE2

R
GE2/0/0 GE2/0/0

10.1.1.2/24 10.2.1.2/24
GE1/0/0 GE1/0/0
10.1.1.1/24
.5 10.2.1.1/24
R
CE1 CE2
AS 65001 AS 65002
[T W55
A7) i B SR
. fEARIE AS T8l PE A3 57, MP-EBGP % 454A5¢ &, JFECE PE 2 ) i) KBk % .
2. {E ASBR L' % 15l : X MAS AS 1 PE M4 45 MPLS Token [¥] Loopback
M, FEAu ASBR KA, 4MHC MPLS FRZ5; T A AS [ PE KA1 (115
i, R RARRZS ) IPvA B, A LA SH Y MPLS R4
. PE 5K AS [1J ASBR Z [H] REM% AT Heai bR 25 1] IPv4 5 FH
4. ASBR 5Xfuii ASBR Z A BENEAZ i bR i) IPv4 41 o
HiBHES
J e IR BB, TR R
® PE }7 ASBR | #] MPLS LSR-ID
® PE EAIA VPN 5244 B thibrids RD AWk % th & P VPN-Target
® ASBR Pt & % H Sk
RIESER
SIE1 (£ AS100 A1 AS200 ) MPLS M _F2 A E IGP Wpl, SEELA BT M WS PE il
ASBR [t H il
AIrh IGP WK OSPF,  ELAAMN & D 18I
(1 smm
- Z¥A4FH LSR ID 49 LoopBack 4% 7 49 32 {x3.3ki# 1T OSPF & A &%
SCRSRRAS 01 (2012-04-20) ey LA R (5 S 145

BRI © SR AT A 7



Huawei AR1200 Z 414V % iy 4%
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MCE ST, [A— AS [ ASBR 5 PE Z [A] Vg 7. OSPF 4B /& K%, 44T display ospf
peer 172 1] LU B4R A Full,

LL PEL A1

<PE1> display ospf peer
OSPF Process 1 with Router ID 1.1.1.9

Neighbors
Area 0.0.0.0 interface 172.1.1.2(GigabitEthernet1/0/0)’ s neighbors
Router ID: 2.2.2.9 Address: 172.1.1.1

State: Full Mode:Nbr is Master Priority: 1
DR: None BDR: None MTU: 0

Dead timer due in 31 sec

Neighbor is up for 00:28:11

Authentication Sequence: [ 0 ]

[i]— AS ] ASBR Fll PE fit*# > 2% J7 ) Loopbackl [ IP Hiht, JFEERS HAH ping 1.

S 2 7 AS100 Fll AS200 1) MPLS &+ M _E 4 7B & MPLS JEASHE JJF1 MPLS LDP, ##57
LDP LSP

Ml B BRI S WCE OptionA J7 IR VPN /- f, AR FEOR .
PR3  AS100 F1 AS200 73 HIACE IPv4 HubE ) IBGP X 45K K &
HARBC EE S W5 1 R E SO, IR ATER .
$EE4 £ PE LJiLE VPN SLfl, JE#%A CE
HARFCEE S W5 R E SO, AR .
(0 sem

PE1 #9 VPN %449 import VPN-Target % % IE f2 PE2 4 VPN % 4] 49 export VPN-Target; PE2 49
VPN 54144 import VPN-Target % & IL #2 PE1 4 VPN 52444 export VPN-Target.

$E5 [ EHRLS IPv4 A e
# L PEL: ffifsS ASBRI AZ#bR2% IPv4 % HH 11 fig

[PE1] bgp 100
[PE1-bgp] peer 2.2.2.9 label-route—capability
[PE1-bgp] quit

#lil'E ASBR1: 7£5 ASBR2 M (#2171 GigabitEthernet2/0/0 - {fiE MPLS.

[ASBR1] interface gigabitethernet 2/0/0
[ASBR1-GigabitEthernet2/0/0] ip address 192.1.1.1 24
[ASBR1-GigabitEthernet2/0/0] mpls
[ASBR1-GigabitEthernet2/0/0] quit

# W E ASBRI1: ARG H 5% .

[ASBR1] route—policy policyl permit node 1
[ASBR1-route—policy] apply mpls—label
[ASBR1-route—policy] quit

[ASBR1] route—policy policy2 permit node 1
[ASBR1-route—policy] if-match mpls—label
[ASBR1-route—policy] apply mpls—label
[ASBR1-route—policy] quit

#WC'E ASBR1: XJ[a) PE1 A A Ao W HH % b ks, JFd R PE1 RS #bR2% 1Pv4 B ih
KIRETT o
[ASBR1] bgp 100

[ASBR1-bgp] peer 1.
[ASBR1-bgp] peer 1.

route—policy policy2 export

1.1.9
1.1.9 label-route—capability
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#MC'E ASBR1: X ] ASBR2 KA 1)k HH N I e Aems, JFlife S ASBR2 A#bR45 IPv4
B RE ST
[ASBR1-bgp] peer 192.1.1.2 as—number 200
[ASBR1-bgp] peer 192.1.1.2 route—policy policyl export
[ASBR1-bgp] peer 192.1.1.2 label-route—capability
[ASBR1-bgp] quit
#JilE ASBRI: Kt PE1 (17745 MPLS token [¥] Loopback it &A% ASBR2, i1 R Af
% PE2
=] o

[ASBR1] route-policy policy3 permit node 1
[ASBR1-route-policy] if-match mpls—token
[ASBR1-route-policy] quit

[ASBR1] bgp 100

[ASBR1-bgp] network 1.1.1.9 32 route—policy policy3
[ASBR1-bgp] quit

[ARETT
PE2. ASBR2 L#9BeE 455 PEIL.
PE1 5 PE2 %37 MP-EBGP &A% &

# L& PEL,

[PE1] bgp 100

[PE1-bgp] peer 4.4.4.9 as—number 200

[PE1-bgp] peer 4.4.4.9 connect—interface LoopBack 1
[PE1-bgp] peer 4.4.4.9 ebgp—max—hop 10

[PE1-bgp] ipv4—family vpnv4

[PE1-bgp-af-vpnv4] peer 4.4.4.9 enable
[PE1-bgp—af-vpnv4] quit

[PE1-bgp] quit

# & PE2.

[PE2] bgp 200

[PE2-bgp] peer 1.1.1.9 as—number 100

[PE2-bgp] peer 1.1.1.9 connect—interface LoopBack 1
[PE2-bgp] peer 1.1.1.9 ebgp—max—hop 10

[PE2-bgp] ipv4—family vpnv4

[PE2-bgp-af-vpnv4] peer 1.1.1.9 enable
[PE2-bgp—af-vpnv4] quit

[PE2-bgp] quit

o i B gk R
AR E e, CE ZIRIRE24 2 2% 4k 1%, CE1 #1 CE2 fi
PL CE1 5o A .

[CE1] display ip routing—table
Route Flags: R — relay, D — download to fib

ASBR1 £, dbib REFE,

Routing Tables: Public
Destinations : 5 Routes : 5

Destination/Mask Proto Pre Cost Flags NextHop
10.1.1.0/24 Direct 0 0 D 10.1.1.1
10.1.1.1/32 Direct 0 0 D 127
10.2.1.0/24 EBGP 255 0 D 10.
7
7

Interface

127.0.0.0/8 Direct 0 0 D 12
127.0.0.1/32 Direct 0 0 D 127.
[CE1l] ping 10.2.1.1
PING 10.2.1.1: 56
Reply from 10. 2.
Reply from 10. 2.
Reply from 10. 2.
Reply from 10. 2.

data bytes, press CTRL C to break

. bytes=56 Sequence=1 ttl1=252 time=102 ms
. bytes=56 Sequence=2 ttl=252 time=89 ms
. bytes=56 Sequence=3 ttl1=252 time=106 ms
. bytes=56 Sequence=4 ttl1=252 time=104 ms

—_
—_

InLoopBack0
InLoopBack0

Ef%FH H. ping 1 .

GigabitEthernet1/0/0
1 InLoopBack0
.2 GigabitEthernet1/0/0
1
1
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o & 324

Reply from 10.2.1.1: bytes=56 Sequence=5 ttl1=252 time=56 ms
—— 10.2.1.1 ping statistics ——

5 packet(s) transmitted

5 packet (s) received

0.00% packet loss

round-trip min/avg/max = 56/91/106 ms

ASBR ¥ VPNv4 . £ ASBR 44T display bgp routing-table label @iy %>, 1] LA

F 2 ARG B
LL ASBRI1 Al

[ASBR1] display bgp routing-table label
Total Number of Routes: 2
BGP Local router ID is 2.2.2.9
Status codes: * — valid, > - best, d — damped
h - history, i - internal, s — suppressed, S - Stale
Origin : i — IGP, e — EGP, ? — incomplete

Network NextHop In/Out Label
*> 1.1.1.9 172.1. 1.2 15360/NULL
*> 4.4.4.9 192.1. 1.2 15361/15361
e,

® CEIl [MRLE S

#
sysname CE1
#
interface GigabitEthernet1/0/0
ip address 10.1.1.1 255.255.255.0
#
bgp 65001
peer 10.1.1.2 as—number 100
#
ipv4-family unicast
undo synchronization
import-route direct
peer 10.1.1.2 enable
#
return

® PEI [HRLE

#
sysname PE1
#
ip vpn—instance vpnl
ipv4-family
route—distinguisher 100:1
vpn—target 1:1 export—extcommunity
vpn—target 1:1 import—extcommunity
#
mpls lsr-id 1.1.1.9
mpls
#
mpls 1dp
#
interface GigabitEthernet1/0/0
ip address 172.1.1.2 255.255.255.0
mpls
mpls ldp
#
interface GigabitEthernet2/0/0
ip binding vpn—instance vpnl
ip address 10.1.1.2 255.255.255.0
#
interface LoopBackl
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ip address 1.1.1.9 255.255. 255. 255
#
bgp 100
peer 2.2.2.9 as—number 100
peer 2.2.2.9 connect—interface LoopBackl
peer 4.4.4.9 as—number 200
peer 4.4.4.9 ebgp—max—hop 10
peer 4.4.4.9 connect—interface LoopBackl
#
ipv4-family unicast
undo synchronization
peer 2.2.2.9 enable
peer 2.2.2.9 label-route—capability
peer 4.4.4.9 enable
#
ipv4-family vpnv4
policy vpn—target
peer 4.4.4.9 enable
#
ipv4-family vpn—-instance vpnl
peer 10.1.1.1 as—number 65001
import-route direct
#
ospf 1
area 0.0.0.0
network 1.1.1.9 0.0.0.0
network 172.1.1.0 0.0.0. 255
#
return
® ASBRI L E AF
#
sysname ASBR1
#
mpls lsr-id 2.2.2.9
mpls
#
mpls 1dp
#
interface GigabitEthernet1/0/0
ip address 172.1.1.1 255.255.255.0
mpls
mpls ldp
#
interface GigabitEthernet2/0/0
ip address 192.1.1.1 255.255.255.0
mpls
#
interface LoopBackl
ip address 2.2.2.9 255.255. 255. 255
#
bgp 100
peer 192.1.1.2 as—number 200
peer 1.1.1.9 as—number 100
peer 1.1.1.9 connect—interface LoopBackl
#
ipv4-family unicast
undo synchronization
network 1.1.1.9 255.255.255.255 route—policy policy3
peer 192.1.1.2 enable
peer 192.1.1.2 route—policy policyl export
peer 192.1.1.2 label-route—capability
peer 1.1.1.9 enable
peer 1.1.1.9 route—policy policy2 export
peer 1.1.1.9 label-route—capability
#
ospf 1
area 0.0.0.0
network 2.2.2.9 0.0.0.0
network 172.1.1.0 0.0.0. 255
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#
route—policy policyl permit node 1
apply mpls—label
route—policy policy2 permit node 1
if-match mpls—label
route—policy policy3 permit node 1
if-match mpls—token
apply mpls—label
#
return
ASBR2 [HlC & 3
#
sysname ASBR2
#
mpls lsr—id 3.3.3.9
mpls
#
mpls 1dp
#
interface GigabitEthernet1/0/0
ip address 162.1.1.1 255.255. 255. 0
mpls
mpls 1ldp
#
interface GigabitEthernet2/0/0
ip address 192.1.1.2 255. 255. 255. 0
mpls
#
interface LoopBackl
ip address 3.3.3.9 255.255. 255. 255
#
bgp 200
peer 192.1.1.1 as—number 100
peer 4.4.4.9 as—number 200
peer 4.4.4.9 connect—interface LoopBackl
#
ipv4-family unicast
undo synchronization
network 4.4.4.9 255.255. 255. 255 route—policy policy3
peer 192.1.1.1 enable
peer 192.1.1.1 route—policy policyl export
peer 192.1.1.1 label-route-capability
peer 4.4.4.9 enable
peer 4.4.4.9 route—policy policy2 export
peer 4.4.4.9 label-route-capability
#
ospf 1
area 0.0.0.0
network 3.3.3.9 0.0.0.0
network 162.1.1.0 0.0.0. 255
#
route—policy policyl permit node 1
apply mpls—label
route—policy policy2 permit node 1
if-match mpls—label
apply mpls—label
route—policy policy3 permit node 1
if-match mpls—token
#
return
PE2 (Wi & S04
#
sysname PE2
#
ip vpn—instance vpnl
ipv4-family
route—distinguisher 200:1
vpn—target 1:1 export—extcommunity
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vpn—target 1:1 import—extcommunity
#
mpls lsr-id 4.4.4.9
mpls
#
mpls 1dp
#
interface GigabitEthernet1/0/0
ip address 162.1.1.2 255.255.255.0
mpls
mpls ldp
#
interface GigabitEthernet2/0/0
ip binding vpn—instance vpnl
ip address 10.2.1.2 255. 255. 255.0
#
interface LoopBackl
ip address 4.4.4.9 255.255. 255. 255

bgp 200

peer 1.1.1.9 as—number 100

peer 1.1.1.9 ebgp—max—hop 10

peer 1.1.1.9 connect—interface LoopBackl
peer 3.3.3.9 as—number 200

peer 3.3.3.9 connect—interface LoopBackl

ipv4-family unicast
undo synchronization
peer 1.1.1.9 enable
peer 3.3.3.9 enable
peer 3.3.3.9 label-route—capability
#
ipv4-family vpnv4
policy vpn—target
peer 1.1.1.9 enable
#
ipv4-family vpn-instance vpnl
peer 10.2.1.1 as—number 65002
import-route direct
#
ospf 1
area 0.0.0
network 4
network 1
#
return

CE2 )i & 3CA

#
sysname CE2
#
interface GigabitEthernet1/0/0
ip address 10.2.1.1 255.255.255.0
#
bgp 65002
peer 10.2.1.2 as—number 200
#
ipv4-family unicast
undo synchronization
import-route direct
peer 10.2.1.2 enable
#
return

.0
.4.4.9 0.0.0.0
62.1.1.0 0.0.0.255

2.18.7 Bt & OptionC AR B VPN R~ (FEI)

PE Ml ASBR Z[MJ A7 #57. MP-IBGP XA, tinl LU LDP iy BGP 70526, SCHLES
I f¥) VPN OptionC J5 %,
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AL B fER-VPN 2 BGP/MPLS IP VPN fit &
LHMFH K
i 2-8 ffizs, CEl A1 CE2 J& T [6—4> VPN. CEl ifiid AS100 [ PE1 ¥\, CE2 it
AS200 [f] PE2 #: A\,
2-8 ¥4 VPN 22X
BGP/MPLS Backbone BGP/MPLS Backbone
AS 100 Loopback1 Loopback1 AS 200
2.2.2.9/32 3.3.3.9/32
GE1/0/0 s L, GE1/0/0
HEARR = oRERT TR (13522//02/2 162.1.1.1/24
Loopback1 R T T R Loopback1
1.1.1.9/32 ASBR1 ASBR2 4.4.4.9/32
o= / GE1/0/0 GE1/0/0 N
PE1 \IE{/ 172.1.1.2124 162.1.1.2/24 =l pE2
GE2/0/0 GE2/0/0
10.1.1.2/24 10.2.1.2/24
GE1/0/0 GE1/0/0
10.1.1.1/24 10.2.1.1/24
CE1 CE2
AS 65001 AS 65002
7t PE A1 ASBR [l A HIBCE IBGP 4B fH K AR, 29 ASBR M i) ASBR 2% 2% iifi AS
WA AR ZE BGP AMERH )G, i 7F ASBR ¥ BGP % H 5| A IGP Wiz H, LDP
ALAENS XSS 0 EChRAS,  fil A S S ) LDP LSP. IXAERAESLHN OptionC J5 2 its
1% /¥ BGP/MPLS IP VPN,
(T8
A R S
1. 3N PE MRS R AT S % i PE: SE7E A% ASBR i BGP ¥y PE (19 H
RATLE X i ASBR, {Eidi ASBR K BGP # 5| A2 IGP, Wiz PE K SE
IGP 222 T Auids N PE 86 o
2. ff ASBR it E B Mg : XA AS 1) PE B2 171745 MPLS Token (1) Loopback
PR H, LE 3G ASBR RAGI, ZMiC MPLS #125; XFT[A14< AS [ PE K AR 1) %
i, W RAARZE I IPv4 i, S AL B MPLS 4525,
. ASBR 5XJ¥i; ASBR 2[RI GE#EAS #eiy bR2E (1) IPv4 B H .
4.  7F ASBR LBCE N HTARZE) 22 M BGP i HH 37 LDP LSP.
FEANIA] AS (8] PE [8) %37, MP-EBGP X Z54A5C &R ANA] AS [A]f) PE 0 A2 Hi&
1, N TAE 2 ad s, EBGP &4, T80l & PE 2 8] o VF 1 d KBk EL .
HiRHES

N SEIRIERCE B, AR 1 -
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BRIESTR

® PE & ASBR ') MPLS LSR-ID
® PE LA VPN sS4, 2% bR RD Ak 2% H & ' VPN-Target
® ASBR )i s mg

$BE1 (£ AS100 A1 AS200 () MPLS M _E2 A S IGP Wpil, SEELA H 5T M W ES PE Al

ASBR [ H il
A IGP WK OSPF,  HAKHED B A0 BREK .
[ARRETT

FZ¥A4EH LSR ID #9 LoopBack 4% 7 49 32 {53 3ki# 1T OSPF & A4 %

Eaﬁmﬁjzié, [i]— AS ] ASBR 5 PE X [H] WGV OSPF 4BfE K &R, W4T display ospf
peer 1721 LG 248 R A A Full,

LL PE1 K3l

<{PE1> display ospf peer

OSPF Process 1 with Router ID 1.1.1.9
Neighbors

Area 0.0.0.0 interface 172.1.1.2(GigabitEthernet1/0/0)’ s neighbors
Router ID: 2.2.2.9 Address: 172.1.1.1

State: Full Mode:Nbr is Master Priority: 1

DR: None BDR: None MTU: 0

Dead timer due in 28 sec

Neighbor is up for 00:01:04

Authentication Sequence: [ 0 ]

[i]— AS [*) ASBR Fl PE fit2% 2] %} J5 ) Loopback1 [ IP Hbtik, FFRENS HAH ping i .
7F ASBR [i1] & 37 EBGP %464k

# Il ASBRI1:
[ASBR1] bgp 100

[ASBR1-bgp] peer 192.1.1.2 as—number 200
[ASBR1-bgp] quit

# il E ASBR2:
[ASBR2] bgp 200

[ASBR2-bgp] peer 192.1.1.1 as—number 100
[ASBR2-bgp] quit

Bl & 5E)n, 7E ASBR 347 display bgp peer iy 1] LLE B4R IR AN
“Established” .

LL ASBR1 Jjfil:

[ASBR1] display bgp peer

BGP local router ID : 2.2.2.9

Local AS number : 100

Total number of peers : 1 Peers in established state : 1

Peer V. AS MsgRevd MsgSent OutQ Up/Down State PrefRev

192.1.1.2 4 200 129 134 0 01:39:21 Established 1
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$IB 3 KN PE (1) i AL 25 i PE.

# lic' & ASBRI: ¥ PE1 475 MPLS token ] Loopback il & fii%5 ASBR2.

[ASBR1] route-policy policy0 permit node 1
[ASBR1-route—policy] if-match mpls—token
[ASBR1-route—policy] quit

[ASBR1] bgp 100

[ASBR1-bgp] network 1.1.1.9 32 route—policy policy0
[ASBR1-bgp] quit

# Il '®E ASBR2: ¥ PE2 [{i1745 MPLS token [¥] Loopback il & 445 ASBRI.

[ASBR2] route—policy policy0 permit node 1
[ASBR2-route—policy] if-match mpls—token
[ASBR2-route—policy] quit

[ASBR2] bgp 200

[ASBR2-bgp] network 4.4.4.9 32 route—policy policy0
[ASBR2-bgp] quit

# WE ASBRI1: ¥ BGP %15 A% OSPF, ik OSPF ¥ PE2 1% Hi &K Ai%5 PEL.

[ASBR1] ospf 1
[ASBR1-ospf-1] import-route bgp

# WLE ASBR2: ¥ BGP %15 A% OSPF, it OSPF ¥ PE1 [ i & Ai 4 PE2.

[ASBR2] ospf 1
[ASBR2-ospf-1] import-route bgp

K& 5EM)n, fE PE 40T display ip routing-table iy & A &k, UL PEL Jfl.

[PE1] display ip routing—table
Route Flags: R — relay, D — download to fib

Routing Tables: Public

Destinations : 8 Routes : 8
Destination/Mask Proto Pre Cost Flags NextHop Interface
1.1.1.9/32 Direct 0 0 D 127.0.0.1 InLoopBack0
2.2.2.9/32 0SPF 10 1 D 172.1.1.1 GigabitEthernet1/0/0
4.4.4.9/32 0 ASE 150 1 D 172.1.1.1 GigabitEthernet1/0/0
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
172.1.1.0/24 Direct 0 0 D 172.1.1.2 GigabitEthernet1/0/0
172.1.1.1/32 Direct 0 0 D 172.1.1.1 GigabitEthernet1/0/0
172.1.1.2/32 Direct 0 0 D 127.0.0.1 InLoopBack0

HEE 4 7E AS100 Al AS200 (1) MPLS ‘&1 M _L 3B L& MPLS JEARE 11 MPLS LDP, %7
LDP LSP
# liC & PE1 ) MPLS B:ARE )y, JFAEY ASBRI AHIEM#E 1 EAERE LDP.
[PE1] mpls lsr-id 1.1.1.9
[PE1] mpls
[PE1-mpls] quit
[PE1] mpls ldp
[PE1-mpls—1dp] quit
[PE1] interface gigabitethernet 1/0/0
[PE1-GigabitEthernet1/0/0] mpls
[PE1-GigabitEthernet1/0/0] mpls ldp
[PE1-GigabitEthernet1/0/0] quit
# it & ASBRI1 [f) MPLS AEARE Ty, JFAES PE1 AHIEM#E 1 EAEE LDP.
[ASBR1] mpls lsr-id 2.2.2.9
[ASBR1] mpls
[ASBR1-mpls] quit
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[ASBR1] mpls 1dp

[ASBR1-mpls-1dp] quit

[ASBR1] interface gigabitethernet 1/0/0
[ASBR1-GigabitEthernet1/0/0] mpls
[ASBR1-GigabitEthernet1/0/0] mpls ldp
[ASBR1-GigabitEthernet1/0/0] quit

# IC'E ASBR2 [1) MPLS HEARE ), FHES PE2 AHER#: 1 AT fE LDP.

[ASBR2] mpls 1sr-id 3.3.3.9

[ASBR2] mpls

[ASBR2-mpls] quit

[ASBR2] mpls 1ldp

[ASBR2-mpls-1dp] quit

[ASBR2] interface gigabitethernet 1/0/0
[ASBR2-GigabitEthernet1/0/0] mpls
[ASBR2-GigabitEthernet1/0/0] mpls ldp
[ASBR2-GigabitEthernet1/0/0] quit

# IC'E PE2 [1) MPLS JEARE )y, JEES ASBR2 AHIZERI#: 1 _LAfHE LDP.

[PE2] mpls lsr-id 4.4.4.9

[PE2] mpls

[PE2-mpls] quit

[PE2] mpls 1dp

[PE2-mpls—1dp] quit

[PE2] interface gigabitethernet 1/0/0
[PE2-GigabitEthernet1/0/0] mpls
[PE2-GigabitEthernet1/0/0] mpls ldp
[PE2-GigabitEthernet1/0/0] quit

ARCESERUE, PE1 5 ASBRI. ASBR2 55 PE2 Z [HIWAE#E. LDP £31%, #h47T display
mpls Idp session 772 1] LLG B 7~ 45 B Status T4 “Operational” o #4147 display mpls

1dp Isp fi7%, W LLFE 2] LDP LSP EE A% L.
LA PEL (1557 Aol s

[PE1] display mpls ldp session

LDP Session(s) in Public Network

Codes: LAM(Label Advertisement Mode), SsnAge Unit (DDDD:HH:MM)
A’ * before a session means the session is being deleted.

PeerID Status LAM SsnRole SsnAge

KASent/Rcv

2.2.2.9:0 Operational DU Passive 0000:00:01

TOTAL: 1 session(s) Found

<PE1> display mpls ldp lsp
LDP LSP Information

DestAddress/Mask  In/OutLabel  UpstreamPeer NextHop OutInterface
1.1.1.9/32 3/NULL 2.2.2.9 127.0.0. 1 InLoop0
*1.1.1.9/32 Liberal

2.2.2.9/32 NULL/3 - 172. 1. 1. 1 GigabitEthernet1/0/0
2.2.2.9/32 1024/3 2.2.2.9 172. 1. 1. 1 GigabitEthernet1/0/0

TOTAL: 3 Normal LSP(s) Found

TOTAL: 1 Liberal LSP(s) Found

TOTAL: 0 Frr LSP(s) Found

A’ * before an LSP means the LSP is not established
" before a Label means the USCB or DSCB is stale

" before a NextHop means the LSP is FRR LSP

HTE5 7 ASBR L EARSE IPv4 H HHACHefE

A *x
A’ % before a UpstreamPeer means the session is in GR state
A x
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# [LE ASBR1: 7E5 ASBR2 #HI% 1211 GigabitEthernet2/0/0 [ {f & MPLS.

[ASBR1] interface gigabitethernet 2/0/0
[ASBR1-GigabitEthernet2/0/0] ip address 192.1.1.1 24
[ASBR1-GigabitEthernet2/0/0] mpls
[ASBR1-GigabitEthernet2/0/0] quit

# BLE ASBRI1: 628K HSEmg .

[ASBR1] route—policy policyl permit node 1
[ASBR1-route—policy] apply mpls—label
[ASBRI-route—policy] quit

# L E ASBR1: X ] ASBR2 AR [154% FH N FH 2% 3kl ,  FFATTRES ASBR2 AZHbr2s 1Pv4
B fE

[ASBR1] bgp 100

[ASBR1-bgp] peer 192.1.1.2 route-policy policyl export
[ASBR1-bgp] peer 192.1.1.2 label-route—capability
[ASBR1-bgp] quit

(1 ssem

ASBR2 L #4FeE 455 ASBRI £, #AJLEE XAF, sbab RAEHEAL,
$IE6 X ASBR L E N AR5 W BGP % h1 737 LDP LSP

# Il 'E ASBRI.

[ASBR1] mpls
[ASBR1-mpls] lsp-trigger bgp—label-route
[ASBR1-mpls] quit

# L & ASBR2.

[ASBR2] mpls
[ASBR2-mpls] lsp—trigger bgp-label-route
[ASBR2-mpls] quit

$E7 (£ PE FRCE VPN 24, Jf3:A CE

#HlE PEL.

[PE1] ip vpn—instance vpnl

[PE1-vpn—instance-vpnl] ipv4—family
[PE1-vpn—instance-vpnl-af-ipv4] route-distinguisher 100:1
[PE1-vpn—instance-vpnl-af-ipv4] vpn—target 1:1 export—extcommunity
[PE1-vpn—instance-vpnl-af-ipv4] vpn—target 1:1 import—extcommunity
[PE1-vpn—-instance-vpnl-af-ipv4] quit

[PE1-vpn—instance-vpnl] quit

[PE1] interface gigabitethernet 2/0/0

[PE1-GigabitEthernet2/0/0] ip binding vpn-instance vpnl
[PE1-GigabitEthernet2/0/0] ip address 10.1.1.2 24
[PE1-GigabitEthernet2/0/0] quit

# L& PE2,

[PE2] ip vpn—instance vpnl

[PE2-vpn-instance-vpnl] ipv4-family
[PE2-vpn—instance-vpnl-af-ipv4] route-distinguisher 200:1
[PE2-vpn-instance-vpnl-af-ipv4] vpn—target 1:1 export—-extcommunity
[PE2-vpn-instance-vpnl-af-ipv4] vpn—target 1:1 import-extcommunity
[PE2-vpn—instance-vpnl-af-ipv4] quit

[PE2-vpn—instance-vpnl] quit

[PE2] interface gigabitethernet 2/0/0

[PE2-GigabitEthernet2/0/0] ip binding vpn-instance vpnl
[PE2-GigabitEthernet2/0/0] ip address 10.2.1.2 24
[PE2-GigabitEthernet2/0/0] quit
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$IES

Be e 5e 5, 76 PE W 44T display ip vpn-instance verbose v 4 7] UL £ VPN SE45]

AL & L. %% PE fg ping 1l H 4% A CE.
UL PE1 1 CE1 M.

[PE1] display ip vpn-instance verbose
Total VPN-Instances configured : 1

VPN-Instance Name and ID : vpnl, 1
Interfaces : GigabitEthernet2/0/0
Address family ipv4
Create date : 2008/02/27 09:53:47
Up time : 0 days, 00 hours, 35 minutes and 43 seconds
Route Distinguisher : 100:1
Export VPN Targets : 1:1
Import VPN Targets : 1:1
Label Policy : label per route
Log Interval : 5
[PE1] ping -vpn—instance vpnl 10.1.1.1
PING 10.1.1.1: 56 data bytes, press CTRL C to break
Request time out
Reply from 10. 1.
Reply from 10. 1.
Reply from 10. 1.
Reply from 10. 1.

. bytes=56 Sequence=2 ttl1=255 time=50 ms
. bytes=56 Sequence=3 tt1=255 time=40 ms
. bytes=56 Sequence=4 tt1=255 time=30 ms
. bytes=56 Sequence=5 tt1=255 time=10 ms

——— 10.1.1.1 ping statistics ——
5 packet(s) transmitted
4 packet (s) received
20.00% packet loss
round-trip min/avg/max = 10/32/50 ms

{f PE1 5 PE2 Z [l MP-EBGP #4544 % &
# il '& PEL.

[PE1] bgp 100

[PE1-bgp] peer 4.4.4.9 as—number 200

[PE1-bgp] peer 4.4.4.9 connect—interface LoopBack 1
[PE1-bgp] peer 4.4.4.9 ebgp—max—hop 10

[PE1-bgp] ipv4—family vpnv4

[PE1-bgp—af-vpnv4] peer 4.4.4.9 enable
[PE1-bgp-af-vpnv4] quit

[PE1-bgp] quit

# L& PE2,

[PE2] bgp 200

[PE2-bgp] peer 1.1.1.9 as—number 100

[PE2-bgp] peer 1.1.1.9 connect—interface LoopBack 1
[PE2-bgp] peer 1.1.1.9 ebgp—max—hop 10

[PE2-bgp] ipv4—family vpnv4

[PE2-bgp-af-vpnv4] peer 1.1.1.9 enable
[PE2-bgp—af-vpnv4] quit

[PE2-bgp] quit

7f PE 5 CE A7 EBGP X5k &, 51\ VPN
# L& CEl.

[CE1] bgp 65001

[CE1-bgp] peer 10.1.1.2 as—number 100

[CE1-bgp] import-route direct

[CE1-bgp] quit

# i E CE2,

[CE2] bgp 65002
[CE2-bgp] peer 10.2.1.2 as—number 200
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FE]10

[CE2-bgp] import-route direct
[CE2-bgp] quit

# ML E PEL,

[PE1] bgp 100

[PE1-bgp] ipv4-family vpn-instance vpnl
[PE1-bgp-vpnl] peer 10.1.1.1 as—number 65001
[PE1-bgp-vpnl] import-route direct
[PE1-bgp-vpnl] quit

# i & PE2.

[PE2] bgp 200

[PE2-bgp] ipv4-family vpn-instance vpnl
[PE2-bgp—vpnl] peer 10.2.1.1 as—number 65002

[PE2-bgp—vpnl] import-route direct
[PE2-bgp—vpnl] quit

Bl & 5E )5, fE PE %45 34T display bgp vpnv4 vpn-instance peer 175, 1] LG F] PE
55 CE ZINlff) BGP X %54A K R UL, JFIAZF Established R4 .

LL PE1 5 CEl HXF&EARIE R A

[PE1] display bgp vpnv4 vpn—instance vpnl peer

BGP local router ID : 1.1.1.9
Local AS number : 100

VPN-Instance vpnl, router ID 1.1.1.9:
Total number of peers : 1 Peers in established state : 1

Peer \ AS MsgRevd MsgSent OutQ Up/Down State PrefRcv
10. 1. 1. 1 4 65001 3 3 0 00:00:52 Established 1

Ko 2 e 4 R
FIARCESERUE, CE Z IR > BN 7 8 %, CE1 #1 CE2 e AH H. ping i .
LA CE1 [ 7R Al

[CE1] display ip routing—table
Route Flags: R — relay, D — download to fib

Routing Tables: Public
Destinations : 5 Routes : 5

Destination/Mask Proto Pre Cost Flags NextHop Interface
10. 1. 1. 0/24 Direct 0 0 D 10.1.1.1 GigabitEthernet1/0/0
10.1.1.1/32 Direct 0 0 D 127. 1 InLoopBack0
10.2.1.0/24 EBGP 255 0 D 10. .2 GigabitEthernet1/0/0
127.0.0.0/8 Direct 0 0 D 127. 1 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127. 1 InLoopBack0

[CE1l] ping 10.2.1.1
PING 10.2.1.1: 56 data bytes, press CTRL C to break
Reply from 10.2.1.1: bytes=56 Sequence=1 tt1=252 time=102 ms
Reply from 10.2.1.1: bytes=56 Sequence=2 tt1=252 time=89 ms
Reply from 10.2.1.1: bytes=56 Sequence=3 tt1=252 time=106 ms
Reply from 10.2.1.1: bytes=56 Sequence=4 tt1=252 time=104 ms
Reply from 10.2.1.1: bytes=56 Sequence=5 tt1=252 time=56 ms

—_

—— 10.2.1.1 ping statistics ——
5 packet(s) transmitted
5 packet (s) received
0.00% packet loss
round-trip min/avg/max = 56/91/106 ms
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Ao & 3

BeESEMn, 78 ASBR1 34T display ip routing-table dest-ip-address verbose 7%, T
DL 3 ASBR1 2| PE2 1% Hi s FR25 1 A W BGP B tH: Routing Table & “Public” ,
iCRAY “BGP” , FRZEANZE.

PL ASBRI1 ) 57 5] :

[ASBR1] display ip routing-table 4.4.4.9 verbose
Route Flags: R — relay, D — download to fib

Routing Table : Public
Summary Count : 1

Destination 0 4.4.4.9/32
Protocol . BGP Process 1D : 0
Preference . 255 Cost c 1
NextHop :192.1.1.2 Neighbour :192.1.1.2
State : Active Adv Age : 00h12m53s
Tag 0 Priority 0
Label : 15360 QoSInfo : 0x0
IndirectID : 0x0
RelayNextHop :0.0.0.0 Interface : GigabitEthernet2/0/0
TunnelID : 0x6002006 Flags : D

JF HAE ASBR1 Fll PE2 |43 53T display mpls Isp protocol Idp include dest-ip-address
verbose fir %, A[LLEF] ASBRI I PE2 Z [WJ##57 T —4¢ LDP LSP, Jf H7: PE LAJLLE
2| 2|7E X} 35 PE 1) LDP Ingress LSP.

[ASBR1] display mpls 1lsp protocol ldp include 4.4.4.9 32 verbose

LSP Information: LDP LSP

No o1

VrfIndex :

Fec : 0 4.4.4.9/32
Nexthop c192.1.1.2
In-Label : 1024

Out-Label : NULL
In-Interface :
Out-Interface :
LspIndex : 13313

Token : 0x0
FrrToken : 0x0
LsrType . Egress
Outgoing token : 0x6002006
Label Operation : POPGO
Mpls-Mtu Lo
TimeStamp 15829sec
Bfd-State -
_—

® CEIl MRl E 3

#
sysname CE1
#
interface GigabitEthernet1/0/0
ip address 10.1.1.1 255.255.255.0
#
bgp 65001
peer 10.1.1.2 as—number 100
#
ipv4-family unicast
undo synchronization
import-route direct
peer 10.1.1.2 enable
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#
return

® PEI R &

#
sysname PE1
#
ip vpn—instance vpnl
ipv4—-family
route—-distinguisher 100:1
vpn—target 1:1 export—extcommunity
vpn—target 1:1 import—extcommunity
#
mpls lsr—id 1.1.1.9
mpls
#
mpls 1dp
#
interface GigabitEthernet1/0/0
ip address 172.1.1.2 255.255. 255.0
mpls
mpls 1ldp
#
interface GigabitEthernet2/0/0
ip binding vpn-instance vpnl
ip address 10. 1. 1.2 255. 255. 255. 0
#
interface LoopBackl
ip address 1.1.1.9 255.255.255. 255
#
bgp 100
peer 4.4.4.9 as—number 200
peer 4.4.4.9 ebgp—max—hop 10
peer 4.4.4.9 connect—interface LoopBackl
#
ipv4-family unicast
undo synchronization
peer 4.4.4.9 enable
#
ipv4-family vpnv4
policy vpn—target
peer 4.4.4.9 enable
#
ipv4—-family vpn—instance vpnl
import-route direct
peer 10.1.1.1 as—number 65001
#
ospf 1
area 0.0.0.
1.
1

7

network
network
#
return

® ASBRI B & A

#

sysname ASBR1
#
mpls Isr-id 2.2.2.9

mpls

lsp—trigger bgp—label-route

#
mpls 1dp
#

interface GigabitEthernet1/0/0
ip address 172.1.1.1 255.255.255.0
mpls

mpls ldp
#

interface GigabitEthernet2/0/0

0
1.1.9 0.0.0.0
2.1.1.0 0.0.0.255
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ip address 192.1.1.1 255.255. 255.0
mpls
#
interface LoopBackl
ip address 2.2.2.9 255.255. 255. 255
#
bgp 100
peer 192.1.1.2 as—number 200
#
ipv4-family unicast
undo synchronization
network 1.1.1.9 255.255.255. 255 route—policy policy0
peer 192.1.1.2 enable
peer 192.1.1.2 route—policy policyl export
peer 192.1.1.2 label-route—capability
#
ospf 1
import-route bgp
area 0.0.0.0
network 2.2.2.9 0.0.0.0
network 172.1.1.0 0.0.0.255
#
route—policy policy0 permit node 1
if-match mpls—token
route—policy policyl permit node 1
apply mpls—label
#
return
ASBR2 [ & S
#
sysname ASBR2
#
mpls Isr-id 3.3.3.9
mpls
lsp—trigger bgp—label-route
#
mpls 1dp
#
interface GigabitEthernet1/0/0
ip address 162.1.1.1 255.255.255.0
mpls
mpls ldp
#
interface GigabitEthernet2/0/0
ip address 192. 1. 1.2 255.255.255.0
mpls
#
interface LoopBackl
ip address 3.3.3.9 255.255. 255. 255
#
bgp 200
peer 192.1.1.1 as—number 100
#
ipv4-family unicast
undo synchronization
network 4.4.4.9 255.255.255. 255 route—policy policy0
peer 192.1.1.1 enable
peer 192.1.1.1 route—policy policyl export
peer 192.1.1.1 label-route—capability
#
ospf 1
import-route bgp
area 0.0.0.0
network 3.3.3.9 0.0.0.0
network 162.1.1.0 0.0.0. 255
#
route—policy policy0 permit node 1
if-match mpls—token
route—policy policyl permit node 1
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apply mpls—label
#
return

®  PE2 [WfLE

#
sysname PE2
#
ip vpn—instance vpnl
ipv4-family
route—distinguisher 200:1
vpn—target 1:1 export—extcommunity
vpn—target 1:1 import—extcommunity
#
mpls lsr-id 4.4.4.9
mpls
#
mpls ldp
#
interface GigabitEthernet1/0/0
ip address 162. 1. 1.2 255.255.255.0
mpls
mpls ldp
#
interface GigabitEthernet2/0/0
ip binding vpn—instance vpnl
ip address 10.2.1.2 255.255.255.0
#
interface LoopBackl
ip address 4.4.4.9 255.255. 255. 255
#
bgp 200
peer 1.1.1.9 as—number 100
peer 1.1.1.9 ebgp—max—hop 10
peer 1.1.1.9 connect—interface LoopBackl
#
ipv4-family unicast
undo synchronization
peer 1.1.1.9 enable
#
ipv4-family vpnv4
policy vpn—target
peer 1.1.1.9 enable
#
ipv4-family vpn-instance vpnl
import-route direct
peer 10.2.1.1 as—number 65002
#
ospf 1
area 0.0.0
network 4
network 1
#
return

® CE2 [Mfd'E

#
sysname CE2
#
interface GigabitEthernet1/0/0
ip address 10.2.1.1 255.255.255.0
#
bgp 65002
peer 10.2.1.2 as—number 200
#
ipv4-family unicast
undo synchronization
import-route direct
peer 10.2.1.2 enable

.0
.4.4.9 0.0.0.0
62.1.1.0 0.0.0.255
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#
return

2.18.8 i & HoVPN 745l

M ACE HoVPN, A PE ARHAE MG, IFRRIZXE ), SKEHZER—> PE )
fE, LABE(ENS PE MTEREZEK

Wik 2-9, CEl. CE2 J& T-[A—A> VPN, ffiH[#) VPN-target J& 14— +F; CE1ifiid UPE
BN, CE2 @il PE #\. UPE. SPE 5 PE 2 [a]fid & OSPF SZH H.if .

2-9 57 E3X BGP/MPLS IP VPN A

Loopback1 Loopback1
2.2.2.9/32 3.3.3.9/32

GE2/0/0
GE1/0/0 @€=172.2.1.1/24

Loopback1 172.1.1.2/24 =} GE2/0/0

1.1.1.9/32 . 172.2.1.2/24

GE2/0/0 GE1/0/0
172.1.1.1/24 10.2.1.2/24
UPE | GE1/0/0 AS: 100

10.1.1.2/24

o E B

GE1/0/0 GE1/0/0
10.1.1.1/24 10.2.1.1/24

CE1 cE2 =

VPN-A AS: 65410 AS: 65420 VPN-A

A e R A

1.

A

e T W _ERCE IGP WrCsEI Bl , Jf H PE 2 [8)f8 HAH2~ 2] 2% 77 1 Loopback
Hohk .

PE Z [R5, MPLS Fr% 4y K 45 LSP.

UPE Al VPN 524, Jf B CEl @37 EBGP X5 A K &
PE L)% VPN 526, Jf5 CE2 #37 EBGP X454 R,
UPE 5 SPE. PE 45 SPE X [/ MP-IBGP X 25445 %

f£ SPE % VPN 524, J8% UPE A HCK F)Z PE (8 AHFJZE PE) , JEW
UPE & Aii VPN S0 K154 4 1
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HiEHEE
TSI, AT s

® UPE. SPE & PE [ MPLS LSR-ID
® UPE. SPE X PE &) VPN 54 FK, RD Ml VPN-Target

RIES B
S$B1 7E MPLS & T M L& OSPF, SZHFE

*EXEE, UPE 5 SPE. PE 4 SPE X [0 AE#. OSPF 4 %k &, #4147 display ospf
peer 2] LLE B4R PR A4 Full. $447 display ip routing-table 14 1] LA 3 PE 2 [H]
2% 2] 3%F 75 1) Loopback % Hi .

FARRD B RN .
$E2 £ MPLS ‘BT ™ _Ffid & MPLS FEAHE /Al MPLS LDP, #:57. LDP LSP

ﬁk)ﬁ, UPE 5 SPE. SPE 4 PE X [A] g4 7 LDP <31, 4447 display mpls 1dp
session iy v A LU 21| 7R 45 R Session State Tk “Operational” o 447 display mpls
Idp Isp 7%, W LA F] LDP LSP [ A% .

HARTE T R .
$IB 3 [ii'E PE #% A\ CE, PE Y5 CE X [al{#H BGP
# It & UPE.

<UPE> system—view

[UPE] ip vpn—instance vpna

[UPE-vpn—instance-vpna] ipv4—family
[UPE-vpn—instance-vpna—af-ipv4] route-distinguisher 100:1
[UPE-vpn—instance-vpna—af—ipv4] vpn—target 1:1
[UPE-vpn—instance-vpna—af-ipv4] quit
[UPE-vpn—instance-vpna] quit

[UPE] interface gigabitethernet 1/0/0
[UPE-GigabitEthernet1/0/0] ip binding vpn-instance vpna
[UPE-GigabitEthernet1/0/0] ip address 10.1.1.2 24
[UPE-GigabitEthernet1/0/0] quit

[UPE] bgp 100

[UPE-bgp] ipv4-family vpn—instance vpna

[UPE-bgp—vpna] peer 10.1.1.1 as—number 65410
[UPE-bgp—vpna] import-route direct

[UPE-bgp-vpna] quit

[UPE-bgp] quit

# & CEl,

<Huawei> system—view

[Huawei] sysname CEl

[CE1l] interface gigabitethernet 1/0/0
[CE1-GigabitEthernet1/0/0] ip address 10.1.1.1 24
[CE1-GigabitEthernet1/0/0] quit

[CE1] bgp 65410

[CE1-bgp] peer 10.1.1.2 as—-number 100

[CE1-bgp] import-route direct

[CE1l-bgp] quit

# MU'E PE.

<PE> system-view
[PE] ip vpn-instance vpna
[PE-vpn—-instance-vpna] ipv4—family
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[PE-vpn—instance-vpna—af-ipv4] route—distinguisher 100:2
[PE-vpn—-instance-vpna—af-ipv4] vpn—target 1:1
[PE-vpn—-instance-vpna—af-ipv4] quit
[PE-vpn—-instance-vpna] quit

[PE] interface gigabitethernet 1/0/0
[PE-GigabitEthernet1/0/0] ip binding vpn-instance vpna
[PE-GigabitEthernet1/0/0] ip address 10.2.1.2 24
[PE-GigabitEthernet1/0/0] quit

[PE] bgp 100

[PE-bgp] ipv4—family vpn—instance vpna

[PE-bgp-vpna] peer 10.2.1.1 as—number 65420
[PE-bgp-vpna] import-route direct

[PE-bgp-vpna] quit

[PE-bgp] quit

# Il E CE2.

<{Huawei> system—view

[Huawei] sysname CE2

[CE2] interface gigabitethernet 1/0/0
[CE2-GigabitEthernet1/0/0] ip address 10.2.1.1 24
[CE2-GigabitEthernet1/0/0] quit

[CE2] bgp 65420

[CE2-bgp] peer 10.2.1.2 as—number 100

[CE2-bgp] import-route direct

[CE2-bgp] quit

Bl & 5¢ i Jm, 7E UPE Al PE L4447 display ip vpn-instance verbose 7ir4 1] LI %] VPN
S R B 1% . UPE F1 PE figJH ping -vpn-instance 774 ping il H 2 A [¥) CE.

[ARETE

34 PE A A% T Fl—A> VPN #9451, N4% /8 ping -vpn-instance 44~ ping %t3% PE 349
CE Bf, 238k IP 3ok, PPE38T ping-vpn-instance vpn-instance-name -a source-ip-address dest-
ip-address 44~ 9 5-4k-a source-ip-address, % W T #% ping il .

$®4 [i'E UPE 5 SPE. PE 5 SPE (] MP-IBGP X454k % &
# Il & UPE.

<UPE> system—view

[UPE] bgp 100

[UPE-bgp] peer 2.2.2.9 as—number 100

[UPE-bgp] peer 2.2.2.9 connect—interface loopback 1
[UPE-bgp] ipv4-family vpnv4

[UPE-bgp—af-vpnv4] peer 2.2.2.9 enable
[UPE-bgp-af-vpnv4] quit

[UPE-bgp] quit

# L& SPE.

<{SPE> system—view
[SPE] bgp 100
[SPE-bgp] peer 1.1.1.
[SPE-bgp] peer 1.1.1.
[SPE-bgp] peer 3.3.3.9 as—number 100

[SPE-bgp] peer 3.3.3.9 connect—interface loopback 1
[SPE-bgp] ipv4-family vpnv4

[SPE-bgp-af-vpnv4] peer 1.1.1.9 enable
[SPE-bgp—af-vpnv4] peer 3.3.3.9 enable
[SPE-bgp-af-vpnv4] quit

[SPE-bgp] quit

# L& PE.

<PE> system-view

[PE] bgp 100

[PE-bgp] peer 2.2.2.9 as—number 100

[PE-bgp] peer 2.2.2.9 connect—interface loopback 1

as—number 100
connect—interface loopback 1

© © © ©
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[PE-bgp] ipv4—family vpnv4
[PE-bgp—af-vpnv4] peer 2.2.2.9 enable
[PE-bgp-af-vpnv4] quit

[PE-bgp] quit

fic & SPE
# Wit E VPN 249,

[SPE] ip vpn—-instance vpna

[SPE-vpn-instance-vpna] ipv4-family
[SPE-vpn—instance-vpna—af-ipv4] route-distinguisher 200:1
[SPE-vpn-instance-vpna—af-ipv4] vpn—target 1:1
[SPE-vpn-instance-vpna—af-ipv4] quit
[SPE-vpn—-instance-vpna] quit

# 15 7%€ H 1Y UPE.

[SPE] bgp 100
[SPE-bgp] ipv4-family vpnv4
[SPE-bgp—af-vpnv4] peer 1.1.1.9 upe

# [n) UPE K AT VPN 5241 645 2% i o

[SPE-bgp—af-vpnv4] peer 1.1.1.9 default-originate vpn—instance vpna
[SPE-bgp—af-vpnv4] quit

o P B R

MeE e )5, CEl LA £ CE2 #: MBI i, {HAH —4 F—Bkh UPE 64 %
t; CE2 _L47%| CE1 2 1M B BGP # 1. CE1 F1 CE2 n] LA H. Ping i

<CE1> display ip routing—table
Route Flags: R — relay, D — download to fib

Routing Tables: Public
Destinations : 5 Routes : 5
Destination/Mask Proto Pre Cost Flags NextHop Interface
0.0.0.0/0  EBGP 255 0 D 10.1.1.2 GigabitEthernet1/0/0
10.1.1.0/24 Direct 0 D 10.1.1.1 GigabitEthernet1/0/0
10.1.1.1/32 Direct 0 D 127.0.0.1 InLoopBack0
127.0.0.0/8  Direct 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct 0 D 127.0.0.1 InLoopBack0
[CE1] ping 10.2.1.1
PING 10.2.1.1: 56 data bytes, press CTRL C to break
Reply from 10. 2. . bytes=56 Sequence=1 tt1=253 time=85 ms
Reply from 10. 2. . bytes=56 Sequence=2 tt1=253 time=70 ms
Reply from 10. 2. . bytes=56 Sequence=3 tt1=253 time=57 ms
Reply from 10. 2. . bytes=56 Sequence=4 tt1=253 time=66 ms
Reply from 10.2.1.1: bytes=56 Sequence=5 tt1=253 time=55 ms
——— 10.2.1.1 ping statistics ——
5 packet (s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 55/66/85 ms
[CE2] display ip routing-table
Route Flags: R — relay, D — download to fib

0
0
0
0

[
—_

Routing Tables: Public
Destinations : 5 Routes : 5
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.1.1.0/24 EBGP 255 0 D 10.2.1.2 GigabitEthernet1/0/0
10.2.1.0/24 Direct 0 10.2. 1.1 GigabitEthernet1/0/0
10.2.1.1/32 Direct 0 127.0.0. 1 InLoopBack0
127.0.0.0/8  Direct 0 127.0.0. 1 InLoopBack0
127.0.0.1/32 Direct 0 127.0.0. 1 InLoopBack0

[=NeleNel

D
D
D
D

{£ UPE 40T display bgp vpnv4 all routing-table @74, 7 LAIFE 245 —4 VPN 344 vpna

g i, Bkl SPE.
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B & 3

[UPE] display bgp vpnv4 all routing-table
BGP Local router ID is 1.1.1.9

Status codes: * - valid, > - best, d — damped
s — suppressed, S — Stale
i — IGP, e — EGP, ? — incomplete

h - history, 1 - internal,

Origin :

Total number of routes from all PE: 3
Route Distinguisher: 100:1

*>
*

Network NextHop MED
10.1.1.0/24 0.0.0.0 0
10. 1. 1. 1 0

Route Distinguisher: 200:1

*>1
*>
*

Network NextHop MED

0.0.0.0 2.2.2.9 0

Network NextHop MED
0.0.0.0 2.2.2.9
10.1.1.0/24 0.0.0.0

10. 1. 1. 1 0

s

CE1 [1Hd & S

#

sysname CE1
#
interface GigabitEthernet1/0/0
ip address 10.1.1.1 255. 255.255.0
#
bgp 65410

peer 10.1.1.2 as—number 100

#

ipv4-family unicast

undo synchronization

import-route direct

peer 10.1.1.2 enable
#
return

UPE [ & A

#
sysname UPE
#
ip vpn—instance vpna
ipv4-family
route—distinguisher 100:1
vpn—target 1:1 export—extcommunity
vpn—target 1:1 import—extcommunity
#
mpls lsr-id 1.1.1.9
mpls
#
mpls 1dp
#
interface GigabitEthernet1/0/0
ip binding vpn—instance vpna
ip address 10.1.1.2 255.255.255.0
#

LocPrf

LocPrf

100

LocPrf

100

PrefVal Path/Ogn

0 ?
0 654107

PrefVal Path/Ogn

0 i

PrefVal Path/Ogn

0 i
0 ?
0 654107
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interface GigabitEthernet2/0/0
ip address 172.1.1.1 255.255. 255.0
mpls
mpls ldp
#
interface LoopBackl
ip address 1.1.1.9 255.255. 255. 255
#
bgp 100
peer 2.2.2.9 as—number 100
peer 2.2.2.9 connect—interface LoopBackl
#
ipv4-family unicast
undo synchronization
peer 2.2.2.9 enable
#
ipv4-family vpnv4
policy vpn—target
peer 2.2.2.9 enable
#
ipv4-family vpn—-instance vpna
peer 10.1.1.1 as—number 65410
import-route direct
#
ospf 1
area 0.0.0
network 1
network 1
#
return

® SPE [{fc & 3

#
sysname SPE
#
ip vpn—instance vpna
ipv4-family
route—distinguisher 200:1
vpn—target 1:1 export—extcommunity
vpn—target 1:1 import—extcommunity
#
mpls lsr-id 2.2.2.9
mpls
#
mpls 1dp
#
interface GigabitEthernet1/0/0
ip address 172.1.1.2 255.255.255.0
mpls
mpls ldp
#
interface GigabitEthernet2/0/0
ip address 172.2.1.1 255.255.255.0
mpls
mpls ldp
#
interface LoopBackl
ip address 2.2.2.9 255.255. 255. 255

.0
.1.1.9 0.0.0.0
72.1.1.0 0.0.0.255

#

bgp 100

peer 1.1.1.9 as—number 100

peer 1.1.1.9 connect—interface LoopBackl
peer 3.3.3.9 as—number 100

peer 3.3.3.9 connect—interface LoopBackl
#

ipv4-family unicast
undo synchronization
peer 1.1.1.9 enable
peer 3.3.3.9 enable
#
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ipv4-family vpnv4
policy vpn—target
peer 1.1.1.9 enable

peer 1.1.1.9 upe
peer 1.1.1.9 default-originate vpn—instance vpna
peer 3.3.3.9 enable

#

ospf 1

area 0.0.0.0
network 2.2.2.9 0.0.0.0
network 172.1.1.0 0.0.0. 255
network 172.2.1.0 0.0.0. 255

#

return

® PE [NCE

#

sysname PE

#

ip vpn—instance vpna
ipv4—family
route—-distinguisher 100:2
vpn—target 1:1 export—extcommunity
vpn—target 1:1 import—extcommunity
#
mpls lsr—id 3.3.3.9
mpls
#
mpls 1dp
#
interface GigabitEthernet1/0/0
ip binding vpn-instance vpna
ip address 10.2. 1.2 255. 255. 255.0
#
interface GigabitEthernet2/0/0
ip address 172.2.1.2 255.255. 255.0
mpls
mpls 1ldp
#
interface LoopBackl
ip address 3.3.3.9 255.255. 255. 255
#
bgp 100
peer 2.2.2.9 as—number 100
peer 2.2.2.9 connect—interface LoopBackl
#
ipv4-family unicast
undo synchronization
peer 2.2.2.9 enable
#
ipv4-family vpnv4
policy vpn—target
peer 2.2.2.9 enable
#
ipv4—-family vpn—instance vpna
peer 10.2.1.1 as—number 65420
import-route direct
#
ospf 1
area 0.0.0
network 3
network 1
#
return

® CE2 [MHLE S

#
sysname CE2
#
interface GigabitEthernet1/0/0

.0
.3.3.90.0.0.0
72.2.1.0 0.0.0.255
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ip address 10.2.1.1 255.255.255.0
#
bgp 65420
peer 10.2.1.2 as—number 100
#
ipv4-family unicast
undo synchronization
import-route direct
peer 10.2.1.2 enable
#
return

2.18.9 B2 & Multi-VPN-Instance CE 7=
Wt fE CE LA H] OSPF 2SI S B Jey 3l o AN [) MU 55 1 B 25

AREK
Wk 2-10 o, W N4 M
® CEl 1 CE2 J& F[d— /& ™, MCE, CE3 1 CE4 J& T [7]— sk %
®  MCE & i fHAE VPN 2 SEBIAS el 3 4% o
® CEl. CE3 & T VPN 54l vpna, CE2. CE4 J&T VPN SZ4i vpnb.
®  vpna fl vpnb i AN [F] ) VPN-Target J& 1
FRJE TAHTE VPN I 2 il B EAR VT ), (EANTE VPN [ Z [ ASRE AT i), A
TSR3k X A AN [A] VPN 22 T PR 45 e 155
2-10 Multi-VPN-Instance CE 7= {§l4H X
vpna vpna
=2 <>
—ad CE1 CE3 r—w
Eth1/0/0 Eth1/0/0
10.1.1.1/24 Loopback1 10.3.1.1/24
Eth1/0/0 22.2.9/32 Eth2/0/1
10.1.1.2/24 Eth2/0/0 Eth1/0/0 ]10.3.1.2/24
Eth2/0/1 192.1.1.1/24 19211 2124 s vpna
Loopback1 172.1.1.1/24 = s
11.1.9/32 Eth2/0/1 Eth2/0/0 R vpnb
Eth2/0/0( PE1 172.1.1.2/24 PE2 15551 1/24 192.2.1.2124 |Eth1/0/1
10.2.1.2/24 10.4.1.2/24
Eth1/0/0 Eth1/0/0
10.2.1.1/24 10.4.1.1/24
=2
vpnb vpnb
(T34
A S
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iR

1. PE 5 PE Z[Af.'E OSPF SZHL PE 2 [Alf @, FL'E MP-IBGP A0 #t VPN & H {5 .

2. PE 5MER CE I8 7. EBGP X554k, 2 VPN 5] PE [f] VPN & .
MCE 4 PE2 Z [HIic & OSPF £ 545, #&#k: VPN 115 E; MCE 5 CE3. CE4 2
[P & RIP-2 A2 4k VPN 2% HH A5 Lo

(1) +mm
MCE 5 PE2 Z 18] # & OSPF % 4ot & #ATvA FHLE.

J£ PE2 #) OSPF #LA T (1% OSPF #42 £ 454& MCE 5 PE2 Z 18] &t. & OSPF % 52| B Fi4£ /A 49
OSPF #42 ) 3| A\ BGP % #1, X # PE1 4442 34 ¢4 MCE;

J£ PE2 ) BGP #LE F 31 NiZ OSPF #42 (4.2 48/ MCE 5 PE2 Z [a]f2 & OSPF % 3z 19| i A4 Al
#) OSPF #42) , &A% MCE #4 W% d11% &4 PEl L.

hSE LI E A, TS T (0 -
® (i PEl. PE2 & MCE | %F/MAH HLRE 25 1)k 256 — A~ VPN SE4] CAN[R] VPN SE
%) VPN-Target H A, #H[H VPN SE41 ] VPN-Target N AH[))

® [ilE OSPF i dds ChAENLSS L E OSPF 2 524 s i fifi Fi ) OSPF #ERE 5 N B
AHTED

® 7 MCE 45|\ CE3. CE4 [f] VPN % i i ) RIP JEFE (N B ANK[A])D

= 1=
BRIETER
$E1 7EH TN PE _LECE OSPF l, SZBL PE 18] [ il
FLRTC B FERE
FERML P ICE G, PE Z IR BE ELAH: ] F% 7 ) Loopback1 fy#hiil: .
LL PE2 Ayl :
<{PE2> display ip routing—table
Route Flags: R — relay, D — download to fib
Routing Tables: Public
Destinations : 7 Routes : 7
Destination/Mask Proto Pre Cost Flags NextHop Interface
1.1.1.9/32 OSPF 10 2 D 172.1.1.1 Ethernet1/0/0
2.2.2.9/32 Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
172.1.1.0/24 Direct 0 0 D 172.1.1.2 Ethernet1/0/0
172.1. 1. 1/32 Direct 0 0 D 172.1.1.1 Ethernet1/0/0
172.1.1.2/32 Direct 0 0 D 127.0.0.1 InLoopBack0
B2 7MY PE ERCE MPLS JEARE /) F1 MPLS LDP, PE X [H]/# 17 LDP LSP
FLREC B RN
SERMAERCE G, 7 PE _EHUTHr4 display mpls Idp session, NfEE W PE 2 [A]ff) MPLS
LDP 1 ik& 4 “Operational” o
LL PE2 Hy -
<PE2> display mpls 1ldp session
LDP Session(s) in Public Network
Codes: LAM(Label Advertisement Mode), SsnAge Unit (DDDD:HH:MM)
A’ % before a session means the session is being deleted.
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PeerID Status LAM SsnRole SsnAge KASent/Rcv

1.1.1.9:0 Operational DU Active 0000:00:04 17/17

TOTAL: 1 session(s) Found
$BE3 {F PE %4 LHCE VPN 524, ¥ CE1. CE2 #2A PEL, ¥ MCE # A PE2
# i & PEIl.

<PE1> system—view

[PE1] ip vpn—-instance vpna

[PEl-vpn-instance-vpna] ipv4-family
[PE1-vpn—-instance-vpna—af-ipv4] route-distinguisher 100:1
[PE1-vpn-instance-vpna—af-ipv4] vpn—target 111:1 both
[PE1-vpn-instance-vpna—af-ipv4] quit
[PE1-vpn—instance-vpna] quit

[PE1] ip vpn—instance vpnb

[PE1-vpn-instance-vpnb] ipv4-family
[PE1-vpn—-instance-vpnb-af-ipv4] route-distinguisher 100:2
[PE1-vpn—-instance-vpnb-af-ipv4] vpn—target 222:2 both
[PE1-vpn-instance-vpnb—af-ipv4] quit
[PE1-vpn—instance-vpnb] quit

[PE1] interface ethernetl/0/0

[PE1-Ethernet1/0/0] ip binding vpn-instance vpna
[PE1-Ethernet1/0/0] ip address 10.1.1.2 24
[PE1-Ethernet1/0/0] quit

[PE1] interface ethernet2/0/0

[PE1-Ethernet2/0/0] ip binding vpn-instance vpnb
[PE1-Ethernet2/0/0] ip address 10.2.1.2 24
[PE1-Ethernet2/0/0] quit

# L& PE2,

<PE2> system—view

[PE2] ip vpn—instance vpna

[PE2-vpn-instance-vpna] ipv4-family
[PE2-vpn—instance-vpna—af-ipv4] route-distinguisher 200:1
[PE2-vpn-instance-vpna—af-ipv4] vpn—target 111:1 both
[PE2-vpn-instance-vpna—af-ipv4] quit
[PE2-vpn-instance-vpna] quit

[PE2] ip vpn—instance vpnb

[PE2-vpn-instance-vpnb] ipv4-family
[PE2-vpn—instance-vpnb-af-ipv4] route-distinguisher 200:2
[PE2-vpn-instance-vpnb-af-ipv4] vpn—target 222:2 both
[PE2-vpn-instance-vpnb—af-ipv4] quit
[PE2-vpn—instance-vpnb] quit

[PE2] interface ethernet2/0/0

[PE2-Ethernet2/0/0] ip binding vpn—instance vpna
[PE2-Ethernet2/0/0] ip address 192.1.1.1 24
[PE2-Ethernet2/0/0] quit

[PE2]interface ethernet2/0/1

[PE2-Ethernet2/0/1] ip binding vpn—instance vpnb
[PE2-Ethernet2/0/1] ip address 192.2.1.1 24
[PE2-Ethernet2/0/1] quit

B4 £ MCE %44 FACE VPN SE49], # CE3. CE4 A& PE2 #:\ MCE

<{Huawei> system—view

[Huawei] sysname MCE

[MCE] ip vpn—instance vpna

[MCE-vpn—instance-vpna] ipv4—family
[MCE-vpn—instance-vpna—af-ipv4] route-distinguisher 300:1
[MCE-vpn—instance-vpna—af-ipv4] vpn—target 111:1 both
[MCE-vpn—instance-vpna—af-ipv4] quit
[MCE-vpn—instance—-vpna] quit

[MCE] ip vpn—instance vpnb

[MCE-vpn—instance-vpnb] ipv4—family
[MCE-vpn—instance—vpnb-af-ipv4] route-distinguisher 300:2
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$E6

[MCE-vpn—instance-vpnb-af-ipv4] vpn—target 222:2 both
[MCE-vpn—-instance-vpnb—af-ipv4] quit
[MCE-vpn—-instance-vpnb] quit

[MCE] interface ethernet2/0/1
[MCE-Ethernet2/0/1] ip binding vpn-instance vpna
[MCE-Ethernet2/0/1] ip address 10.3.1.2 24
[MCE-Ethernet2/0/1] quit

[MCE] interface ethernetl/0/1
[MCE-Ethernet1/0/1] ip binding vpn-instance vpnb
[MCE-Ethernet1/0/1] ip address 10.4.1.2 24
[MCE-Ethernet1/0/1] quit

[MCE] interface ethernetl1/0/0
[MCE-Ethernet1/0/0] ip binding vpn-instance vpna
[MCE-Ethernet1/0/0] ip address 192.1.1.2 24
[MCE-Ethernet1/0/0] quit

[MCE] interface ethernet2/0/0
[MCE-Ethernet2/0/0] ip binding vpn-instance vpnb
[MCE-Ethernet2/0/0] ip address 192.2.1.2 24
[MCE-Ethernet2/0/0] quit

{E PE 2 [0 257 MP-IBGP % %54A&, 7F PE1 5 CE1. CE2 2 |a]% 7 EBGP X} &544k

HAKKC B R o

SEUEPILE S, fE PE1 L3474 display bgp vpnv4 all peer 7] UL L. PE1 5 PE2 [
IBGP X 45fA X 5 & PE1 5 CEl. CE2 Z[AJ@ 7. EBGP XI45AK R34 “Established” .

[PE1] display bgp vpnv4 all peer

BGP local router ID : 1.1.1.9

Local AS number : 100

Total number of peers : 3 Peers in established state : 3
Peer \ AS  MsgRevd MsgSent OutQ Up/Down
2.2.2.9 4 100 13 10 0 00:03:45 Established
Peer of IPv4-family for vpn instance :

VPN-Instance vpna, router ID 1.1.1.9:

10. 1. 1. 1 4 65410 9 11 0 00:04:14 Established
VPN-Instance vpnb, router ID 1.1.1.9:

10.2. 1.1 4 65420 9 12 0 00:04:09 Established
£ PE2 F1 MCE Z [A]Jic & OSPF % 5:451
# i & PE2.

<PE2)> system—view

[PE2] ospf 100 vpn—instance vpna

[PE2-0spf-100] area 0

[PE2-0spf-100-area—0. 0. 0. 0] network 192.1.1.0 0.0.0. 255
[PE2-0spf-100-area—0. 0. 0. 0] quit

State PrefRcv

[PE2-0spf-100] import-route
[PE2-0spf-100] quit

[PE2] ospf 200 vpn—instance
[PE2-0spf-200] area 0
[PE2-0spf—-200-area-0. 0. 0. 0]
[PE2-0spf—-200-area-0. 0. 0. 0]
[PE2-0spf-200] import-route
[PE2-0spf-200] quit

[PE2] bgp 100

bgp
vpnb
network 192.2.1.0 0.0.0. 255

quit
bgp

[PE2-bgp] ipv4-family vpn-instance vpna

[PE2-bgp-vpna] import-route
[PE2-bgp—vpna] quit

ospf 100

[PE2-bgp] ipv4-family vpn-instance vpnb

[PE2-bgp—vpnb] import-route ospf 200
[PE2-bgp—vpnb] quit
# L& MCE.
<MCE> system—view
[MCE] ospf 100 vpn—instance vpna
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$IES

[MCE-0spf-100] area 0
[MCE-ospf-100-area-0. 0. 0.
[MCE-ospf-100-area-0. 0. 0.
[MCE-ospf-100] quit

[MCE] ospf 200 vpn—instance
[MCE-0spf-200] area 0
[MCE-ospf-200-area-0. 0. 0.
[MCE-ospf-200-area-0. 0. 0.
[MCE-0spf-200] quit

0]
0]

0]
0]

network 192.1.1.0 0.0.0. 255
quit

vpnb

network 192.2.1.0 0.0.0. 255
quit

1F MCE i1 CE3. CE4 2 [a]jil & RIP-2

# L & MCE.

[MCE] rip 100 vpn-instance
[MCE-rip—100] version 2
[MCE-rip—100] network 10. 0.
[MCE-rip-100] import-route
[MCE-rip-100] quit

[MCE] rip 200 vpn-instance
[MCE-rip—200] version 2
[MCE-rip—200] network 10.0.
[MCE-rip-200] import-route

# L& CE3.

<{Huawei> system—view
[Huawei] sysname CE3

[CE3] rip 100

[CE3-rip-100] version 2
[CE3-rip-100] network 10.0.
[CE3-rip-100] import-route

# L& CE4.

<{Huawei> system—view
[Huawei] sysname CE4

[CE4] rip 200

[CE4-rip—200] version 2
[CE4-1ip—200] network 10.0.
[CE4-1ip-200] import-route

vpna

0.0
ospf 100

vpnb

0.0
ospf 200

0.0
direct

0.0
direct

fE MCE Lt & AHEATIRE A A, FE5] N RIP %

<MCE> system—view

[MCE] ospf 100 vpn—instance
[MCE-ospf-100] vpn—instance
[MCE-ospf-100] import-route
[MCE] ospf 200 vpn—instance
[MCE-0spf-200] vpn—instance
[MCE-0spf-200] import-route

UTREN WP S

SER FIARCE JG, 7E MCE ¥ % 34T @74 display ip routing-table vpn-instance

vpha

—capability simple
rip 100

vpnb

—capability simple
rip 200

A LA B L AL 5 CE 4 H

PL vpna A

[MCE] display ip routing—tal
Route Flags: R — relay, D -

ble vpn—instance vpna
download to fib

Routing Tables: vpna

Destinations : 8
Destination/Mask Proto
10.1.1.0/24 0_ASE
10.1.1.1/32 0_ASE
10.3.1.0/24 Direct
10.3.1.1/32 Direct
10.3.1.2/32 Direct

Routes : 8
Pre Cost Flags NextHop
150 1 D 192.1.1.1
150 1 D 192.1.1.1
0 0 D 10.3.1.2
0 0 D 10.3.1.1
0 0 D 127.0.0.1

Interface
Ethernet1/0/0
Ethernet1/0/0
Ethernet2/0/1
Ethernet2/0/1
InLoopBack0

i<
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192.1.1.0/24 Direct 0 0 D 192.1.1.2 Ethernet1/0/0
192.1.1.1/32 Direct 0 0 D 192.1.1.1 Ethernet1/0/0
192.1.1.2/32 Direct 0 0 D 127.0.0.1 InLoopBack0

Ao E

7t PE _L$4T display ip routing-table vpn-instance 174, 7 LUE 2] LA %] CE F# .

LL PE1 L) vpna Jy i

[PE1] display ip routing—table vpn—instance vpna
Route Flags: R — relay, D — download to fib

Routing Tables: vpna

Destinations : 5 Routes : 5
Destination/Mask Proto Pre Cost Flags NextHop
10.1.1.0/24 Direct 0 0 D 10.1.1.2
10.1.1.1/32 Direct 0 0 D 10.1.1.1
10.1.1.2/32 Direct 0 0 D 127.0.0.1
10.3.1.0/24 EBGP 255 2 RD 2.2.2.9
192.1.1.0/24 EBGP 255 0 RD 2.2.2.9

CEl. CE3 Z|a)a] LA Hif, CE2. CE4 X [a)w] LA H .
LL CE1 .

[CE1] ping 10.3.1.1
PING 10.3.1.1: 56 data bytes, press CTRL C to break
Reply from 10.3.1.1: bytes=56 Sequence=1 tt1=252 time=125
Reply from 10.3.1.1: bytes=56 Sequence=2 tt1=252 time=125
Reply from 10.3.1.1: bytes=56 Sequence=3 tt1=252 time=125
1
1

—

Reply from 10. 3. . bytes=56 Sequence=4 tt1=252 time=125

Reply from 10.3.1.1: bytes=56 Sequence=5 tt1=252 time=125
——— 10.3.1.1 ping statistics ——

5 packet(s) transmitted

5 packet (s) received

0.00% packet loss

round-trip min/avg/max = 125/125/125 ms

ms
ms

ms

Interface
Ethernet1/0/0
Ethernet1/0/0
InLoopBack0
Ethernet2/0/1
Ethernet2/0/1

CE1 ANfit 5 CE2 Il CE4 Hil, CE3 i Aftl CE2 FIl CE4 L.

L CE1 L ping CE4 [#) 5% K.

[CE1] ping 10.4.1.1

PING 10.4.1.1: 56 data bytes, press CTRL C to break
Request time out
Request time out
Request time out
Request time out
Request time out

——— 10.4. 1.1 ping statistics ——
5 packet(s) transmitted
0 packet(s) received
100. 00% packet loss

—HETR

® CEIl Bt &

#

sysname CE1
#

interface Ethernet1/0/0

ip address 10.1.1.1 255.255.255.0
#
bgp 65410

peer 10.1.1.2 as—number 100

#

ipv4-family unicast
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undo synchronization
import-route direct
peer 10.1.1.2 enable
#
return

® CE2 MR & S

#

sysname CE2
#
interface Ethernet1/0/0

ip address 10.2.1.1 255.255.255.0
#
bgp 65420

peer 10.2. 1.2 as—number 100
#

ipv4-family unicast

undo synchronization

import-route direct

peer 10.2.1.2 enable
#
return

® PE1 [RLE

#
sysname PE1
#
ip vpn—instance vpna
ipv4-family
route—distinguisher 100:1
vpn—target 111:1 export—extcommunity
vpn—target 111:1 import—extcommunity
#
ip vpn—instance vpnb
ipv4-family
route—distinguisher 100:2
vpn—target 222:2 export—extcommunity
vpn—target 222:2 import—extcommunity
#
mpls lsr-id 1.1.1.9
mpls
#
mpls 1dp
#
interface Ethernet1/0/0
ip binding vpn—instance vpna
ip address 10.1.1.2 255.255.255.0
#
interface Ethernet2/0/0
ip binding vpn—instance vpnb
ip address 10.2.1.2 255.255.255.0
#
interface Ethernet2/0/1
ip address 172.1.1.1 255.255.255.0
mpls
mpls ldp
#
interface LoopBackl
ip address 1.1.1.9 255.255.255. 255
#
bgp 100
peer 2.2.2.9 as—number 100
peer 2.2.2.9 connect—interface LoopBackl
#
ipv4-family unicast
undo synchronization
peer 2.2.2.9 enable
#
ipv4-family vpnv4
policy vpn—target
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peer 2.2.2.9 enable
#
ipv4-family vpn—-instance vpna
peer 10.1.1.1 as—number 65410
import-route direct
#
ipv4-family vpn—-instance vpnb
peer 10.2.1.1 as—number 65420
import-route direct
#
ospf 1
area 0.0.0.0
network 1.1.1.9 0.0.0.0
network 172.1.1.0 0.0.0.255
#
return
PE2 [ & SO
#
sysname PE2
#
ip vpn—instance vpna
ipv4-family
route—distinguisher 200:1
vpn—target 111:1 export—extcommunity
vpn—target 111:1 import—-extcommunity
#
ip vpn—instance vpnb
ipv4-family
route—distinguisher 200:2
vpn—target 222:2 export—extcommunity
vpn—target 222:2 import—-extcommunity
#
mpls lsr-id 2.2.2.9
mpls
#
mpls 1dp
#
interface Ethernet1/0/0
ip address 172.1.1.2 255.255.255.0
mpls
mpls ldp
#
interface Ethernet2/0/0
ip binding vpn—instance vpna
ip address 192.1.1.1 255.255.255.0
#
interface Ethernet2/0/1
ip binding vpn—instance vpnb
ip address 192.2.1.1 255.255.255.0
#
interface LoopBackl
ip address 2.2.2.9 255.255. 255. 255
#
bgp 100
peer 1.1.1.9 as—number 100
peer 1.1.1.9 connect—interface LoopBackl
#
ipv4-family unicast
undo synchronization
peer 1.1.1.9 enable
#
ipv4-family vpnv4
policy vpn—target
peer 1.1.1.9 enable
#
ipv4-family vpn-instance vpna
import-route ospf 100
#
ipv4-family vpn-instance vpnb
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import-route ospf 200
#
ospf 1
area 0.0.0
network 2
network 1
#
ospf 100 vpn—instance vpna
import-route bgp
area 0.0.0.0
network 192.1.1.0 0.0.0. 255
#
ospf 200 vpn—instance vpnb
import-route bgp
area 0.0.0.0
network 192.2.1.0 0.0.0. 255
#
return

® MCE i &

#
sysname MCE
#
ip vpn—instance vpna
ipv4-family
route—distinguisher 300:1
vpn—target 111:1 export—extcommunity
vpn—target 111:1 import—extcommunity
#
ip vpn—instance vpnb
ipv4-family
route—distinguisher 300:2
vpn—target 222:2 export—extcommunity
vpn—target 222:2 import—-extcommunity
#
interface Ethernet1/0/0
ip binding vpn—instance vpna
ip address 192. 1. 1.2 255.255.255.0
#
interface Ethernet2/0/0
ip binding vpn—instance vpnb
ip address 192. 2. 1.2 255.255.255.0
#
interface Ethernet2/0/1
ip binding vpn—instance vpna
ip address 10.3.1.2 255.255.255.0
#
interface Ethernetl/0/1
ip binding vpn—instance vpnb
ip address 10.4.1.2 255.255.255.0
#
ospf 100 vpn—instance vpna
import-route rip 100
vpn—instance—capability simple
area 0.0.0.0
network 192.1.1.0 0.0.0. 255
#
ospf 200 vpn—instance vpnb
import-route rip 200
vpn—instance—capability simple

.0
.2.2.90.0.0.0
72.1.1.0 0.0.0.255

area 0.0.0.0

network 192.2.1.0 0.0.0. 255
#
rip 100 vpn—instance vpna
version 2

network 10.0.0.0
import-route ospf 100

#
rip 200 vpn—instance vpnb
version 2
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network 10.0.0.0
import-route ospf 200
#
return

® CE3 [l a3t

#

sysname CE3
#

interface Ethernetl1/0/0
ip address 10.3.1.1 255.255.255.0
#
rip 100

version 2

network 10.0.0.0
import-route direct
#
return

® CE4 [Hfd &

#

sysname CE4
#

interface Ethernet1/0/0
ip address 10.4.1.1 255. 255. 255.0
#
rip 200

version 2

network 10.0.0.0
import-route direct
#
return

2.18.10 fit B VPN 5 Internet B X7~
Tt fE VPN i AR RS #%, fif3 VPN 1] LLY Internet FL1k.

B
g 2-11, FEEEAMFE CEL A1 CE2 7] Hjj, [F#4 CEl FiZEE T — &1 ARS
%, HA Internet P RHbE, CE1 B P w] PUE R ZACPEAR 55 28 Uj ) Internet. A7 {5
01, Internet H A 7% P RACHE,
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2-11 VPN 5 Internet BBt~

Loopback1

Loopback1 Loopback1

2.2.2.2/132

GE1/0/0 GE1/0/0
100.2.1.2/24
GE2/0/0 GE2/0/0

100.1.1.1/24  p 100.2.1.1/24

PE2

GE2/0/0

Internet
AS100

GE1/0/0
10.1.1.1/24
7/

Agent Server
100.3.1.1/24

vpn1i
AS 65410

(T8
A T ST A
1. FCEHIEP) L3VPN;
2. W' 3 AERAEH, HARW R
® £ CEl L¥ahn—48iAkh, ~—BkA PEL.
® 7t PEl EM&hn—4<M VPN # Internet FERINES th, N —Btk P. Bhi, ACHR R
Z5o5 LR sk vy LLRIA Internet T .
® 7t PE1 LMahn—4 M Internet [P ZMCERIRSS 2o ER A, ~—BEA CEL, HH¥
Z B IGP &A% Internet o JEHS, Internet AV &3k vJ LARIIL CE1 fATiE
RS T .
HiRHESE
JE R E B, TR E W L
® PE /P I"{f) MPLS LSR ID
® VPN fI X 4F RD
® VPN [ VPN-Target
RIES B

$E1 BE IGP il

BE T W SR R Loopback 42 (1) TP Hhik; 768 T Internet #5138 % 1217 IGP
s, ff PE1. P. PE2 Z[RIfigHl, HAHE 2 [EfFE24 2% 771 Loopback Hitik. HAKRL
B,

SCRARRAS 01 (2012-04-20) ey AT A (= 0
RABLITAT © RN BARATIR 2 ]



Huawei AR1200 R 414V % iy 4%
AL B fER-VPN 2 BGP/MPLS IP VPN fit &

$1® 2 737 MPLS LDP LSP 1 MP-IBGP ¥ 544
{E PE 2 [A]## 37 MPLS br25#% K #4% LSP, JE&E3 7 MP-IBGP 425k R . HARMC E 1K .

K& 58 G, 6 P 4T 44 display mpls Idp session, 7] LIFE#| PE1 5 P 2 A, PE2 5
P 2 [i][] LDP Session State j “Operational” .

P L) ER:

<{P> display mpls ldp session

LDP Session(s) in Public Network

Codes: LAM(Label Advertisement Mode), SsnAge Unit (DDDD:HH:MM)
A’ * before a session means the session is being deleted.

PeerID Status LAM SsnRole SsnAge KASent/Rcv
1.1.1.1:0 Operational DU Active  0000:00:05 23/23
3.3.3.3:0 Operational DU Passive 0000:00:04 18/18

TOTAL: 2 session(s) Found

{E PE L3714 display bgp vpnv4 all peer, 7] UL Il PE Z [A] ] MP-IBGP X254k
ROJEY, “State” 4 “Established” . L PE1 4.
<PE1> display bgp vpnv4 all peer

BGP local router ID : I1.1.1.1
Local AS number : 100

Total number of peers : 1 Peers in established state : 1
Peer \ AS MsgRcvd MsgSent OutQ Up/Down State PrefRcv
3.3.3.3 4 100 6 8 0 00:03:48 Established

$IB3 A4 VPN L4 fig 7. EBGP

76 PE @)% VPN 3261 vpnl, F£455¢5 CE MIER#EIT. € PE1 Al CE1 Z[0]. PE2 Al
CE2 2 [A]# 37 EBGP X4k R, 8 CE LM oI A% PE . HAKRC &I,

fid'E 5¢ )5, fE PE T4 display ip vpn-instance, 7t &.7~1i5 54 ) VPN-Instance
Name 4 vpnl.

LL PE1 J il

[PE1] display ip vpn—instance
Total VPN-Instances configured : 1
VPN-Instance Name Address—family
vpnl ipv4

H7E PE _E#UfT1r4 display bgp vpnv4 all peer, 7] DL UL IBGP Fl EBGP % &5 AR AR
4 “Established”

PLPEL i
<PE1> display bgp vpnv4 all peer

BGP local router ID : 1.1.1.1
Local AS number : 100

Total number of peers : 2 Peers in established state : 2
Peer \ AS  MsgRevd MsgSent OutQ Up/Down State PrefRev
3.3.3.3 4 100 127 134 0 01:39:44  Established 2

Peer of IPv4-family for vpn instance :

VPN-Instance vpnl, router ID 1.1.1.1:
10. 1. 1. 1 4 65410 107 110 0 01:26:33 Established 3

PS4 [CE VPN Ui i) 2 W T 75 i A %
#7E CE1 L E —4 80N H, F—BA4 PEL,

<CE1> system—view
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[CE1] ip route-static 0.0.0.0 0 10.1.1.2
# L& PEL,
# 0B — 2 FA Y AR R 2545 1) Internet FIERARE th, F—BA P, FHHEE T —BkP 1)
HhE A W HhE,  BIFE 4 b T — Bkt bk s 0 OCEE S public.
<PE1> system—view
[PE1] ip route-static vpn—instance vpnl 0.0.0.0 0 100.1.1.2 public
# lCE A5 BRI 5 25 SR B, BEY CEL
[PE1] ip route-static 100.3.1.0 24 vpn-instance vpnl 10.1.1.1
# %4 PE1 L[] BIACH R S5 4% (1 0 A8 2% (il IGP A 3 Internet Lo
[PE1] ospf 1
[PE1-ospf-1] import-route static
# IR AH RS2 o KRR S5 A5 1) 1P MRS A 100.3.1.1/24, RS54 16RO
B CEL, RI100.3.1.2/24. fEARLIRSS & b dis AT AR .
o2 LR
7t PE1 _F#4T154 display ip routing-table vpn-instance, ] LU 3| vpnl FAM % & A
o m, N8k 100.1.1.2, #2102k GigabitEthernet2/0/0,
[PE1] display ip routing—table vpn—instance vpnl
Route Flags: R — relay, D — download to fib
Routing Tables: vpnl
Destinations : 7 Routes : 7
Destination/Mask Proto Pre Cost Flags NextHop Interface
0.0.0.0/0 Static 60 0 RD 100.1.1.2 GigabitEthernet2/0/0
10.1.1.0/24 Direct 0 0 D 10.1.1.2 GigabitEthernet1/0/0
10.1.1.1/32 Direct 0 0 D 10.1.1.1 GigabitEthernet1/0/0
10.1.1.2/32 Direct 0 0 D 127.0.0.1 InLoopBack0
10.2.1.0/24 1BGP 255 O RD 3.3.3.3 GigabitEthernet2/0/0
10.2.1.1/32 1IBGP 255 O RD 3.3.3.3 GigabitEthernet2/0/0
10.2.1.2/32 1IBGP 255 O RD 3.3.3.3 GigabitEthernet2/0/0
100.3.1.1/32 EBGP 255 0 D 10.1.1.1 GigabitEthernet1/0/0
7t PE1 34T display ip routing-table, 1] LI UL 23 Wi b 3 AT BIACER e 4545 11 %
M, T8k 10.1.1.1.
[PE1] display ip routing—table
Route Flags: R — relay, D — download to fib
Routing Tables: Public
Destinations : 10 Routes : 10
Destination/Mask Proto Pre Cost Flags NextHop Interface
1.1.1.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
2.2.2.2/32 OSPF 10 2 D 100.1.1.2 GigabitEthernet2/0/0
3.3.3.3/32 OSPF 10 3 D 100.1.1.2 GigabitEthernet2/0/0
100.1.1.0/24 Direct 0 0 D 100.1.1.1 GigabitEthernet2/0/0
100.1.1.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
100.1.1.2/32 Direct 0 0 D 100.1.1.2 GigabitEthernet2/0/0
100.2.1.0/24 OSPF 10 2 D 100.1.1.2 GigabitEthernet2/0/0
100.3.1.0/24 Static 60 0 D 10.1.1.1 GigabitEthernet1/0/0
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
P I-ATLL ping AARTRARS 5.
[P] ping 100.3.1.1
PING 100.3.1.1: 56 data bytes, press CIRL C to break
Reply from 100.3.1.1: bytes=56 Sequence=1 tt1=254 time=62 ms
Reply from 100.3.1.1: bytes=56 Sequence=2 ttl1=254 time=62 ms
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Reply from 100.3.1.1: bytes=56 Sequence=3 ttl=254 time=62 ms
Reply from 100.3.1.1: bytes=56 Sequence=4 ttl=254 time=62 ms
Reply from 100.3.1.1: bytes=56 Sequence=5 ttl=254 time=62 ms

——— 100. 3. 1.1 ping statistics ——
5 packet(s) transmitted
5 packet (s) received
0.00% packet loss
round-trip min/avg/max = 62/62/62 ms

BEi, ACPEARSS ST AV P T .

-

® CEIl IHBlE

#
sysname CE1
#
interface GigabitEthernet1/0/0
ip address 10.1.1.1 255.255.255.0
#
interface GigabitEthernet2/0/0
ip address 100. 3. 1.1 255.255.255.0
#
bgp 65410
peer 10.1.1.2 as—number 100
#
ipv4-family unicast
undo synchronization
import-route direct
peer 10.1.1.2 enable
#
ip route—static 0.0.0.0 0.0.0.0 10.1.1.2
#
return
® PEI IR
#
sysname PE1
#
ip vpn—instance vpnl
ipv4-family
route—distinguisher 100:1
vpn—target 1:1 export—extcommunity
vpn—target 1:1 import—extcommunity
#
mpls lIsr-id 1.1.1.1
mpls
#
mpls 1dp
#
interface GigabitEthernet1/0/0
ip binding vpn—instance vpnl
ip address 10.1.1.2 255.255.255.0
#
interface GigabitEthernet2/0/0
ip address 100. 1. 1.1 255.255.255.0
mpls
mpls ldp
#
interface LoopBackl
ip address 1.1.1.1 255.255.255. 255
#
bgp 100
peer 3.3.3.3 as—number 100
peer 3.3.3.3 connect—interface LoopBackl
#
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ipv4-family unicast
undo synchronization
peer 3.3.3.3 enable
#
ipv4-family vpnv4
policy vpn—target
peer 3.3.3.3 enable
#
ipv4-family vpn-instance vpnl
peer 10.1.1.1 as—number 65410
import-route static
import-route direct
#
ospf 1
import-route static
area 0.0.0.0
network 1.1.1.1
network 100. 1. 1.
#
ip route-static 100.3.1.0 24 vpn—instance vpnl 10.1.1.1
ip route-static vpn—instance vpnl 0.0.0.0 0.0.0.0 100.1.1.2 public
#
return

® P [FfLE S

#
sysname P
#
mpls lsr—id 2.2.2.2
mpls
#
mpls 1dp
#
interface GigabitEthernet1/0/0
ip address 100. 1. 1.2 255.255. 255.0
mpls
mpls 1dp
#
interface GigabitEthernet2/0/0
ip address 100.2.1.1 255.255.255.0
mpls
mpls 1dp
#
interface LoopBackl
ip address 2.2.2.2 255.255. 255. 255
#
ospf 1
area 0.0.0.0
network 2. 2.
1
1

0.0.0.0
0 0.0.0.255

network
network
#
return

® PE2 (Rl E

#
sysname PE2
#
ip vpn—instance vpnl
ipv4-family
route—distinguisher 100:2
vpn—target 1:1 export—extcommunity
vpn—target 1:1 import—extcommunity
#
mpls lsr-id 3.3.3.3
mpls
#
mpls 1dp
#
interface GigabitEthernet1/0/0
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ip address 100.2. 1.2 255. 255. 255. 0
mpls
mpls ldp
#
interface GigabitEthernet2/0/0
ip binding vpn—instance vpnl
ip address 10.2.1.2 255.255.255.0
#
interface LoopBackl
ip address 3.3.3.3 255.255. 255. 255
#
bgp 100
peer 1.1.1.1 as—number 100
peer 1.1.1.1 connect—interface LoopBackl
#
ipv4-family unicast
undo synchronization
peer 1.1.1.1 enable
#
ipv4-family vpnv4
policy vpn—target
peer 1.1.1.1 enable
#
ipv4-family vpn—-instance vpnl
peer 10.2.1.1 as—number 65420
import-route direct
#
ospf 1
area 0.0.0
network 3
network 1
#
return

® CE2 [MALE

#
sysname CE2
#
interface GigabitEthernet1/0/0
ip address 10.2.1.1 255.255.255.0
#
bgp 65420
peer 10.2.1.2 as—number 100
#
ipv4-family unicast
undo synchronization
import-route direct
peer 10.2.1.2 enable
#
return

2.18.11 ECEFAM IP FRR 7=

VPN site T1{fJ £ CE #:A%[A—% PE LI, BCE IP FRR Fifk, 4 PE 5 CE 2|04
RANERS, 0] AP i Ul 2 5 — 4% PE 5 CE AHZE R BER .

.0
.3.3.30.0.0.0
00.2.1.0 0.0.0.255

ZH M ok
Wl 2-12 fros, ERAE PE _LECER M &0 8 ORI &4r F—8k, {8 Link B A%k
% Link A (44>, Link A H MR ] DLBRGE D) # 2 Link B L.
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2-12 B2 EFAM IP FRR IhRE

vpn1 site

GE1/0/0
10.1.1.2/3¢

GE2/0/0
10.3.1.1/30

GE1/0/0
10.3.1.2/30 GE3/0/0
10.5.1.1/24

GE1/0/0

backbone

GE2/0/0
10.2.1.1/30

GE2/0/0
GE2/0/010.4.1.2/30

10.4.1.1/30

GE1/0/0

(T8
K ) 8 B AL W TP FRR I E
1. FESEE A LA RE OSPF A TRE.
2. 7fPE LR vpnl, ¥ GE1/0/0. GE2/0/0 455E %] vpnl L; JHHECE OSPF £ SE4i.
3. ZrJAE PE Al RTA 1) GE2/0/0 # 1 _EFC & 3 K Cost 1, 1 OSPF {LiLEER A.
4. Y PE LEdEFAM IP FRR HifiE.
5. fid'E& BFD EANEFEHOIRA .
HiRHES
A eI E B, T R
® PE LffJ VPN S48 (vpnl) , RD (100:1) , VPN-Target (111:1)
® PE Fl RTA i) GE2/0/0 f¥] cost {H 100
® BFD ilE L HS1ESH
BRIES T

S AEAEOR IP Mk (g
S 2 (£ CEl. CE2 fl RTA FHE OSPF (H%)
SRS, CE1. CE2 Al RTA Z [a]Re HAH2A 2N 7 254 L p bt . B CE1 Jy 3l

<{CE1> display ip routing—table
Route Flags: R — relay, D — download to fib

Routing Tables: Public

Destinations : 9 Routes : 9
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.1.1.0/30 Direct 0 0 D 10.1.1.2 GigabitEthernet1/0/0
10.1.1.2/32 Direct 0 0 D 127.0.0.1 GigabitEthernet1/0/0
10.3.1.0/30 Direct 0 0 D 10.3.1.1 GigabitEthernet2/0/0
10.3.1.1/32 Direct 0 0 D 127.0.0.1 GigabitEthernet2/0/0
10.2.1.0/30 OSPF 10 2 D 10.3.1.2 GigabitEthernet2/0/0
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10.4.1.0/30 OSPF 10 2 D 10.3.1.2 GigabitEthernet2/0/0
10.5.1.0/24 OSPF 10 2 D 10.3.1.2 GigabitEthernet2/0/0
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0

S 3 (¢ PE _FHCE VPN 524 & OSPF £ 524

# 7€ PE _LCE vpnl, ¥ GigabitEthernet1/0/0 Fll GigabitEthernet2/0/0 #4552 7E vpnl
r‘ o

<PE> system—view

[PE] ip vpn—instance vpnl

[PE-vpn—-instance-vpnl] ipv4—family
[PE-vpn—-instance-vpnl-af-ipv4] route—distinguisher 100:1
[PE-vpn-instance-vpnl-af-ipv4] vpn—target 111:1
[PE-vpn—instance-vpnl-af-ipv4] quit
[PE-vpn—-instance-vpnl] quit

[PE] interface gigabitethernet 1/0/0
[PE-GigabitEthernet1/0/0] ip binding vpn—instance vpnl
[PE-GigabitEthernet1/0/0] ip address 10.1.1.1 30
[PE-GigabitEthernet1/0/0] quit

[PE] interface gigabitethernet 2/0/0
[PE-GigabitEthernet2/0/0] ip binding vpn—instance vpnl
[PE-GigabitEthernet2/0/0] ip address 10.2.1.1 30
[PE-GigabitEthernet2/0/0] quit

# 1t PE it & OSPF £ 524,

[PE] ospf vpn-instance vpnl

[PE-ospf-1] area 0

[PE-ospf-1-area—0.0.0.0] network 10.1.1.0 0.0.0
[PE-ospf-1-area—0. 0. 0. 0] network 10.2.1.0 0.0. 0.

$E 4 fl'E OSPF #2111 Cost {H
# 1t PE [f] GigabitEthernet2/0/0 FHiE Cost {E, 11 OSPF {Libff% Ao

[PE] interface gigabitethernet 2/0/0
[PE-GigabitEthernet2/0/0] ospf cost 100
[PE-GigabitEthernet2/0/0] quit

# 7£ RTA 1) GigabitEthernet2/0/0 it & Cost {H, fff OSPF fLiLHEH A,

[RTA] interface gigabitethernet 2/0/0
[RTA-GigabitEthernet2/0/0] ospf cost 100
[RTA-GigabitEthernet2/0/0] quit

PRSI S

# 78 PE _LNCE B b oems, MOEAS BN i . I ACE if-match 0, BRG]
G

[PE] ip ip—prefix frrl permit 10.5.1.0 24

[PE] route—policy ip_frr rp permit node 10

[PE-route-policy] if-match ip-prefix frrl

[PE-route-policy] apply backup—nexthop 10.2.1.2
[PE-route—policy] apply backup—interface gigabitethernet2/0/0
[PE-route—policy] quit

$1® 6 Jil'% BFD 4 IP FRR Btz
#{F PE FJii'® BFD 5 IP FRR B£3)

[PE] bfd

[PE-bfd] quit

[PE] bfd for ip frr bind peer—ip 10.1.1.2 vpn-instance vpnl interface gigabitethernet1/0/0
[PE-bfd-session—for_ip_frr] discriminator local 10

[PE-bfd-session—for_ip_frr] discriminator remote 20

[PE-bfd-session—for ip frr] commit

3
3
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Bz Y

o & 3

#7F CE1 L& BFD 5 IP FRR HX3z)

[CE1] bfd

[CE1-bfd] quit

[CE1] bfd for_ip_frr bind peer—ip 10.1.1.1 interface gigabitethernet1/0/0
[CE1-bfd-session—for ip frr] discriminator local 20
[CEl-bfd-session—for ip frr] discriminator remote 10
[CE1-bfd-session—for ip frr] commit

# {t PE F1 CE1 _L44{T display bfd session all verbose 1%, 1] LI %] BFD [KPIRA N
“@ UP ”» o

{fiHERAM TP FRR ZhfE

[PE] ip vpn-instance vpnl

[PE-vpn—-instance-vpnl] ipv4—family
[PE-vpn-instance-vpnl-af-ipv4] ip frr route-policy ip_frr rp
[PE-vpn—instance-vpnl-af-ipv4] quit

[PE-vpn—-instance-vpnl] quit

# BE SO O T BMEE.

<{PE> display ip routing-table vpn—instance vpnl 10.5.1.0 verbose
Route Flags: R — relay, D — download to fib

Routing Table : vpnl
Summary Count : 1
Destination: 10.5.1.0/24

Protocol: OSPF Process ID: 1
Preference: 10 Cost: 3
NextHop: 10.1.1.2 Neighbour: 0.0.0.0
State: Active Adv Age: 00h00m03s
Tag: 0 Priority: low
Label: NULL QoSInfo: 0x0
IndirectID: 0x0
RelayNextHop: 0.0.0.0 Interface: GigabitEthetnet1/0/0
TunnellD: 0x0 Flags: D
BkNextHop: 10.2.1.2 BkInterface: GigabitEthetnet2/0/0
BkLabel: NULL SecTunnelID: 0x0
BkPETunnelID: 0x0 BkPESecTunnelID: 0x0
BkIndirectID: 0x0
s

® PE [IHCE X

#

sysname PE
#

ip vpn—instance vpnl

ipv4-family

route—distinguisher 100:1

ip frr route-policy ip frr rp

vpn—target 111:1 export—extcommunity

vpn—target 111:1 import—extcommunity
#

bfd
#

interface GigabitEthernet1/0/0

ip binding vpn—instance vpnl

ip address 10.1.1.1 255. 255. 255. 252
#

interface GigabitEthernet2/0/0

ip binding vpn—instance vpnl

ip address 10.2.1.1 255. 255. 255. 252
ospf cost 100
#
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ospf 1 vpn—instance vpnl

area 0.0.0.0
network 10.1.1.0 0.0.0.3
network 10.2.1.0 0.0.0.3
#
ip ip—prefix frrl index 10 permit 10.5.1.0 24
#

route-policy ip frr rp permit node 10
if-match ip—prefix frrl

apply backup—nexthop 10.2.1.2

apply backup-interface GigabitEthernet2/0/0
#
bfd for ip frr bind peer—ip 10.1.1.2 vpn-instance vpnl interface GigabitEthernet 1/0/0
discriminator local 10

discriminator remote 20

commit
#
return

® CEIl [MBLE S

#
sysname CE1
#
bfd
#
interface GigabitEthernet1/0/0
ip address 10.1.1.2 255.255. 255. 252
#
interface GigabitEthernet2/0/0
ip address 10.3.1.1 255.255. 255. 252
#
ospf 1
area 0.0.0.0
network 1
network 1
#
bfd for ip frr bind peer—ip 10.1.1.1 interface GigabitEthernet 1/0/0
discriminator local 20
discriminator remote 10
commit
#
return

® CE2 Mfd '

#
sysname CE2
#
interface GigabitEthernet1/0/0
ip address 10.2.1.2 255.255. 255. 252
#
interface GigabitEthernet2/0/0
ip address 10.4.1.1 255.255. 255. 252
#
ospf 1
area 0.0.0.0
network 1
network 1
#
return

® RTA MIfic & S

#
sysname RTA
#
interface GigabitEthernet1/0/0
ip address 10.3.1.2 255.255. 255. 252
#
interface GigabitEthernet2/0/0
ip address 10.4.1.2 255.255. 255. 252

0.1.1.0 0.0.0.3
0.3.1.0 0.0.0.3

0.2.1.0 0.0.0.3
0.4.1.0 0.0.0.3
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ospf cost 100
#
interface GigabitEthernet3/0/0
ip address 10.5.1.1 255.255.255.0
#
ospf 1
area 0.0.0.0
network 10. 3.
network 10. 4.
area 0.0.0.2
network 10.5.1.0 0.0.0.255
#
return

1.0 0.0.0.3
1.0 0.0.0.3

2.18.12 it & VPN FRR =4l
7 CE Z HJE 45, HLE VPN FRR 1] ULRAE PE ¥ & & A iR I SE B VPN b 45 iy 21

ity PR BRI D) 46t
ZH M ok
i 2-13 fios, EoRAE PE1 _BRCE &4 F—8k, {f PE3 & PE2 K44y, PE2 HILMfs
A AP D) # 3) PE3 |
2-13 VPN FRR 7= 1514H M
Loopback1
2.2.2.2/32
VPN backbone
PE2
Loopback1 GE2/0/0
A 10.1.1.2/30 vpn1 site
POS2/0/0 GE1/0/0
100.1.1.1/3Q
GE3/0/0
10.3.1.1/24
100.2.1.1/30 10.2.1.1/30
POS1/0/0 GE2/0/0
100.2.1.2/30 10.2.1.2/30
Loopback1
3.3.3.3/32
[To= 585
KA A E VPN FRR I g .
1. 7£ MPLS T M I (PEl. PE2 1 PE3) FAc'& OSPF, ST Hif.
2. {E MPLS &M _EHiC & MPLS JEACHE /), fliiE MPLS LDP, # 37 LDP LSP.
3. MilfE# PE ¥4 (PELl. PE2 fil PE3) FACHE VPN =24, ¥ CE 2\ PE2 il PE3.
4. {¥% PE 5 CE Z[]&7 EBGP 4544, 5| VPN #iH: £ PE Z[AJ& . MP-
IBGP X254k,
5. 7EPE1 LFCE VPN FRR B3NS, BCE &0 F—Bk, flifig VPN FRR,
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6. PEl f1PE2 il & BFD £ BkA& il

HiEkES

N SE R RCE B, AR 1 -

® PE i&&FTLEM AS 5 100, CE W& FTEN AS 5 65410,

® PE & LNCE M) VPN SEHIA4 TR

(ARRTT

3 VPN % 4)F.E RD B, 43 PE2 #= PE3 9 RD /8F), H% PE1 4 RD *~F), Mf PEl L
e s, VPN FRR.

® i PEl FWCHE )% tH g 44 PR LU ip-prefix 4475,

® BFD it B4 Ml 4.

BRIESER

$B1 E VPN 5T W F VPN site W58 111 TP Hihl (B%)
$1B2 /£ MPLS ‘B+M _EECE OSPF i, SEHUE ™ PE HiE (B)

$1E3 7 MPLS ‘& T M Efid'E MPLS 4L AfE 771 MPLS LDP, %37 LDP LSP

# & PEL.

<PE1> system—view

[PE1] mpls Isr-id 1.1.1.1

[PE1] mpls
[PEl-mpls] quit
[PE1] mpls ldp
[PE1-mpls—1dp] quit

[PE1] interface pos2/0/0

[PE1-P0s2/0/0] mpls

[PE1-Pos2/0/0] mpls 1dp

[PE1-P0s2/0/0] quit

[PE1] interface pos3/0/0

[PE1-P0s3/0/0] mpls

[PE1-P0s3/0/0] mpls 1dp

[PE1-P0s3/0/0] quit

# Wi E PE2.

<PE2> system—view

[PE2] mpls lsr-id 2.2.2.2

[PE2] mpls
[PE2-mpls] quit
[PE2] mpls ldp
[PE2-mpls—1dp] quit

[PE2] interface pos1/0/0

[PE2-Pos1/0/0] mpls

[PE2-Pos1/0/0] mpls 1dp

[PE2-Pos1/0/0] quit

# i & PE3.

<PE3> system—view

[PE3] mpls lsr-id 3.3.3.3

[PE3] mpls
[PE3-mpls] quit
[PE3] mpls 1ldp
[PE3-mpls—1dp] quit

[PE3] interface pos1/0/0

[PE3-Pos1/0/0] mpls
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[PE3-Pos1/0/0] mpls 1dp
[PE3-Pos1/0/0] quit

IEINAE PE 40T A% display mplsIsp, 7]F %] PE1 55 PE2. PEl % PE3 Z [a]] LSP
S . LA PEL I ks A

[PE1] display mpls lsp

LSP Information: LDP LSP

FEC In/Out Label In/Out IF Vrf Name
1.1.1.1/32 3/NULL -/-

2.2.2.2/32 NULL/3 -/P2/0/0

2.2.2.2/32 1025/3 -/P2/0/0

3.3.3.3/32 NULL/3 -/P3/0/0

3.3.3.3/32 1024/3 -/P3/0/0

$ 4 {F PE %4 FICE VPN 5241, # CE # A\ PE2 I PE3
# lid'E PEL.

[PE1] ip vpn-instance vpnl

[PE1-vpn-instance-vpnl] ipv4-family
[PE1-vpn-instance-vpnl-af-ipv4] route-distinguisher 100:1
[PE1-vpn-instance-vpnl-af-ipv4] vpn—target 111:1
[PE1-vpn-instance-vpnl-af-ipv4] quit
[PE1-vpn—instance-vpnl] quit

# N0 E PE2.

[PE2] ip vpn—instance vpnl

[PE2-vpn—instance-vpnl] ipv4—family
[PE2-vpn—instance-vpnl-af-ipv4] route-distinguisher 100:2
[PE2-vpn—instance-vpnl-af-ipv4] vpn—target 111:1
[PE2-vpn—instance-vpnl-af-ipv4] quit
[PE2-vpn—-instance-vpnl] quit

[PE2] interface gigabitethernet2/0/0
[PE2-GigabitEthernet2/0/0] ip binding vpn-instance vpnl
[PE2-GigabitEthernet2/0/0] ip address 10.1.1.2 30
[PE2-GigabitEthernet2/0/0] quit

# IC & PE3.

[PE3] ip vpn—instance vpnl

[PE3-vpn—instance-vpnl] ipv4—family
[PE3-vpn—instance-vpnl-af-ipv4] route-distinguisher 100:3
[PE3-vpn—instance-vpnl-af-ipv4] vpn—target 111:1
[PE3-vpn—instance-vpnl-af-ipv4] quit
[PE3-vpn—instance-vpnl] quit

[PE3] interface gigabitethernet2/0/0
[PE3-GigabitEthernet2/0/0] ip binding vpn—instance vpnl
[PE3-GigabitEthernet2/0/0] ip address 10.2.1.2 30
[PE3-GigabitEthernet2/0/0] quit

S5 /£ PEl F5| ANEHIE VPN % H; 7F PE2 5 CE, /& PE3 5 CE Z A& . EBGP %24k,
5|\ VPN % H

# & PEL.

[PE1] bgp 100

[PEl-bgp] ipv4—family vpn—instance vpnl
[PE1-bgp—vpnl] import-route direct
[PE1-bgp-vpnl] quit

# liLE PE2.
[PE2] bgp 100

[PE2-bgp] ipv4—family vpn—instance vpnl
[PE2-bgp—vpnl] peer 10.1.1.1 as—number 65410
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[PE2-bgp—vpnl] quit
# il & PE3.

[PE3] bgp 100

[PE3-bgp] ipv4—family vpn—instance vpnl
[PE3-bgp—vpnl] peer 10.2.1.1 as—number 65410
[PE3-bgp-vpnl] quit

# MC'E CE.

{CE> system—view

[CE] bgp 65410

[CE-bgp] peer 10.1.1.2 as—number 100
[CE-bgp] peer 10.2.1.2 as—number 100
[CE-bgp] import-route direct
[CE-bgp] network 10.3.1.0 24
[CE-bgp] quit

SERUL RIS, fE PE2 Fl PE3 _L3h4T display bgp vpnv4 all peer 172, 775 %] PE Al CE

Z 6] [¥) EBGP XA alil, HORZAN “Established” o
LL PE2 ) B A

[PE2] display bgp vpnv4 all peer
BGP local router ID : 2.2.2.2
Local AS number : 100

Total number of peers : 1 Peers in established state :

Peer \ AS MsgRevd MsgSent OutQ Up/Down
Peer of IPv4-family for vpn instance :

VPN-Instance vpnl, router ID 2.2.2.2:

1

State PrefRcv

10. 1. 1.1 4 65410 46 46 0 00:37:41 Established 5
P 6 1L PE [ MP-IBGP X 4544
#HC'E PEL.
[PE1] bgp 100
[PE1-bgp] peer 2.2.2.2 as—number 100
[PE1-bgp] peer 2.2.2.2 connect—interface loopback 1
[PE1-bgp] peer 3.3.3.3 as—number 100
[PE1-bgp] peer 3.3.3.3 connect—interface loopback 1
[PE1-bgp] ipv4-family vpnv4
[PE1-bgp—af-vpnv4] peer 2.2.2.2 enable
[PE1-bgp—af-vpnv4] peer 3.3.3.3 enable
[PE1-bgp—af-vpnv4] quit
# L& PE2,
[PE2] bgp 100
[PE2-bgp] peer 1.1.1.1 as—number 100
[PE2-bgp] peer 1.1.1.1 connect—interface loopback 1
[PE2-bgp] ipv4—family vpnv4
[PE2-bgp-af-vpnv4] peer 1.1.1.1 enable
[PE2-bgp—af-vpnv4] quit
# Bl & PE3.
[PE3] bgp 100
[PE3-bgp] peer 1.1.1.1 as—number 100
[PE3-bgp] peer 1.1.1.1 connect—interface loopback 1
[PE3-bgp] ipv4-family vpnv4
[PE3-bgp-af-vpnv4] peer 1.1.1.1 enable
[PE3-bgp—af-vpnv4] quit
SsE SRS, £ PE LT display bgp vpnv4 all peer @74, 7% £] MP-IBGP X454k
NN T, HORASSA “Established” o
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PLPE1 [ &R A

[PE1] display bgp vpnv4 all peer

BGP local router ID : 1.1.1.1

Local AS number : 100

Total number of peers : 2 Peers in established state : 2

eer 4 AS MsgRevd MsgSent OutQ Up/Down State PrefRcv
2.2 4 100 20 17 0 00:13:26 Established 5
3.3

P
2
3 4 100 24 19 0 00:17:18 Established 5

.2
. 3.

fit & VPN FRR % [ 55 &

[PE1] ip ip-prefix vpn_frr_list permit 2.2.2.2 32

[PE1] route-policy vpn_frr_rp permit node 10
[PEl-route—policy] if-match ip next-hop ip-prefix vpn_frr list
[PEl-route—policy] apply backup—nexthop 3.3.3.3
[PEl-route-policy] quit

fid & BFD 22 BkAs il
# 7t PE1 [Jid & BFD £ Bkl

[PE1] bfd

[PE1-bfd] quit

[PE1] bfd for ip frr bind peer—ip 2.2.2.2
[PE1-bfd-session—for ip frr] discriminator local 10
[PE1-bfd-session—for ip frr] discriminator remote 20
[PE1-bfd-session—for ip frr] commit

# 7f PE2 [Jil & BFD £ 6

[PE2] bfd

[PE2-bfd] quit

[PE2] bfd for_ip_frr bind peer—ip 1.1.1.1
[PE2-bfd-session—for ip frr] discriminator local 20
[PE2-bfd-session—for ip frr] discriminator remote 10
[PE2-bfd-session—for ip frr] commit

# N0 'E 5E 5, 7€ PEL A1 PE2 4447 display bfd session all verbose 174>, 7] DL 2%

ST A2k (Multi Hop) [#) BFD Session, HARZEA Up.

{§ifit VPN FRR

[PE1] ip vpn—instance vpnl

[PE1-vpn-instance-vpnl] ipv4-family
[PE1-vpn-instance-vpnl-af-ipv4] vpn frr route—policy vpn frr rp
[PE1-vpn-instance-vpnl-af-ipv4] quit

[PE1-vpn—instance-vpnl] quit

#BERMD T Bk SR &S Tunnel ID 15

<{PE1> display ip routing—table vpn—instance vpnl 10. 3. 1.0 verbose
Route Flags: R — relay, D — download to fib

Routing Table : vpnl
Summary Count : 1
Destination: 10.3.1.0/24
Protocol: BGP Process ID: 0
Preference: 255 Cost: 0
NextHop: 2.2.2.2 Neighbour: 2.2.2.2
State: Active Adv Relied Age: 00h15m06s
Tag: 0 Priority: low
Label: 15361 QoSInfo: 0x0
IndirectID: 0x13
RelayNextHop: 0.0.0.0 Interface: Pos2/0/0
TunnellID: 0x6002002 Flags: RD
BkNextHop: 3.3.3.3 BkInterface:Unknown
BkLabel: 15362 SecTunnellID: 0x0
BkPETunnelID: 0x6002000 BkPESecTunnellID: 0x0
BkIndirectID: 0x15
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(1] ssem

A%, PE2 #= PE3 #f4%) PEl X4 10.3.1.024 X &3 dy, B3 dd) BGP B4 —A4, RAE
& F PE2 #) Router ID 42/, Ffvh PE1 46 7 PE2 A v thihdy, b 2449 Link A, 2R &L H
&R % PE2 #) Router ID X F PE3 #) Router ID, #fR4 PEl &it4¥ Link B AFH £445%, XAt R
RBER E@meiRE, 258 VPNFRR £, A T B XAF A4 I, T vAJE BGP-VPNv4 #iik
7% TS VPNv4 3459649 B, FR4E PEL 4Ri£4534 Link A. 1520 VPNv4 3% 49 B b6 7 iR 4R
%, ATRFAHHF,

® V. PEI ¢ BGP-VPNv4 3tk 3% F 4 PE2 & k6934 diX B & 69X G k14 (PrefVal) ,

FEE L L
route-policy policyl permit node 10

apply preferred-value 100
#
bgp 100

#

ipv4-family vpnv4

peer 2.2.2.2 route—policy policyl import

® STyl f PE2 #) BGP-VPNv4 #ulkik T 4 X A 6955 dik B4 5 69 A 82K (Local Pref)
FiEE L L
route-policy policy2 permit node 10
apply local-preference 200
#
bgp 100
#
ipv4-family vpnv4
peer 1.1.1.1 route—policy policy2 export

s

BB
® PEI fyfic &

#
sysname PE1
#
bfd
#
ip vpn—instance vpnl
ipv4-family
route—distinguisher 100:1
vpn frr route—policy vpn frr rp
vpn—target 111:1 export—extcommunity
vpn—target 111:1 import—-extcommunity
#
mpls lsr-id 1.1.1.1
mpls
#
mpls 1dp
#
interface Pos2/0/0
link-protocol ppp
ip address 100. 1. 1.1 255.255. 255. 252
mpls
mpls ldp
#
interface Pos3/0/0
link-protocol ppp
ip address 100. 2. 1.1 255.255. 255. 252
mpls
mpls ldp
#
interface LoopBackl
ip address 1.1.1.1 255.255.255. 255
#
bfd for ip frr bind peer—ip 2.2.2.2
discriminator local 10

SCRSRRAS 01 (2012-04-20) LA RS B 195
WRBIT A © 1 AR A PR 2



Huawei AR1200 414V % d1 2
AL B fER-VPN 2 BGP/MPLS IP VPN fit &

discriminator remote 20

commit
#
bgp 100

peer 2.2.2.2 as—number 100

peer 2.2.2.2 connect—interface LoopBackl
peer 3.3.3.3 as—number 100

peer 3.3.3.3 connect—interface LoopBackl
#

ipv4-family unicast
undo synchronization
peer 2.2.2.2 enable
peer 3.3.3.3 enable
#
ipv4-family vpnv4
policy vpn—target
peer 2.2.2.2 enable
peer 3.3.3.3 enable
#
ipv4-family vpn—-instance vpnl
import-route direct
#
ospf 1
area 0.0.0
network 1
network 1
network 1
#
ip ip—prefix vpn frr list index 10 permit 2.2.2.2 32
#
route—policy vpn frr rp permit node 10
if-match ip next—hop ip—prefix vpn frr list
apply backup—nexthop 3.3.3.3
#
return

®  PE2 [HRLE

#
sysname PE2
#
bfd
#
ip vpn—instance vpnl
ipv4-family
route—distinguisher 100:2
vpn—target 111:1 export—extcommunity
vpn—target 111:1 import—extcommunity
#
mpls lsr-id 2.2.2.2
mpls
#
mpls ldp
#
interface Pos1/0/0
link-protocol ppp
ip address 100. 1. 1.2 255.255. 255. 252
mpls
mpls ldp
#
interface GigabitEthernet2/0/0
ip binding vpn—instance vpnl
ip address 10.1.1.2 255.255. 255. 252
#
interface LoopBackl
ip address 2.2.2.2 255.255.255. 255
#
bfd for ip frr bind peer—ip 1.1.1.1
discriminator local 20
discriminator remote 10
commit
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#
bgp 100
peer 1.1.1.1 as—number 100
peer 1.1.1.1 connect—interface LoopBackl
#
ipv4-family unicast
undo synchronization
peer 1.1.1.1 enable
#
ipv4-family vpnv4
policy vpn—target
peer 1.1.1.1 enable
#
ipv4-family vpn-instance vpnl
peer 10.1.1.1 as—number 65410
import-route direct
#
ospf 1
area 0.0.0.0
network 100.
network 2. 2.
#
return

® PE3 [HfLE

#
sysname PE3
#
ip vpn—instance vpnl
ipv4-family
route—distinguisher 100:3
vpn—target 111:1 export—extcommunity
vpn—target 111:1 import—-extcommunity
#
mpls lsr-id 3.3.3.3
mpls
#
mpls 1dp
#
interface Pos1/0/0
link-protocol ppp
ip address 100. 2. 1.2 255. 255. 255. 252
mpls
mpls ldp
#
interface GigabitEthernet2/0/0
ip binding vpn—instance vpnl
ip address 10.2.1.2 255.255. 255. 252
#
interface LoopBackl
ip address 3.3.3.3 255.255. 255. 255
#
bgp 100
peer 1.1.1.1 as—number 100
peer 1.1.1.1 connect—interface LoopBackl
#
ipv4-family unicast
undo synchronization
peer 1.1.1.1 enable
#
ipv4-family vpnv4
policy vpn—target
peer 1.1.1.1 enable
#
ipv4-family vpn-instance vpnl
peer 10.2.1.1 as—number 65410
import-route direct

1.1.0 0.0.0.3
2.2 0.0.0.0

#
ospf 1
area 0.0.0.0
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network 10
network 3.
#
Return

CE fRCE S

#

sysname CE
#
interface GigabitEthernet1/0/0

ip address 10.1.1.1 255.255. 255. 252
#
interface GigabitEthernet2/0/0

ip address 10.2.1.1 255.255. 255. 252
#
interface GigabitEthernet3/0/0

ip address 10.3.1.1 255.255.255.0
#
bgp 65410

peer 10.1.1.2 as—number 100

peer 10.2.1.2 as—number 100

#

ipv4-family unicast

undo synchronization

network 10.3.1.0 255.255.255.0

import-route direct

peer 10.1.1.2 enable

peer 10.2.1.2 enable
#
return

0.0.3
0.0

0.2.1.0 0
3.3.3 0.0
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L2TP il B &

XTARE

L2TP J&—FF VPN $iAK, AL T X PPP 4% )2 B0 B I a4 2 £, JF R )2 5E
Uity )5 A PPP & 1y 3 B AEAN R i & b

3.1 L2TP il fajfr

L2TP #pX&54 T L2F Bl PPTP BRI AL, Bk IETF A 20 )2 BsiiE Pl (1 Dok bx
‘{&o

3.2 Fit® L2TP HEAfE

76 L2TP & ke & h, HAWEE T L2TP (AR Sy, A mTHHTHE L2TP A1 CThfE
RO &

3.3 il 'E LAC

THRTALE LAC M, a5l DL e P 2 5 e AN P 91 ) LNS R iER:

3.4 fid & LNS ]
LNS R LAC AR BRIk, I i B UGIE 7 R A v/ 0l i ) 2
L2TP F&iHE.

3.5 il E L2TP 855

A8 L2TP &35, n L L2TP A S 50T i B B 2% .
3.6 4y L2TP

s EIEE T E I . Wi s L2TP WhiSGE AT IR M .

3.7 Tic & 2545
A4 L2TP D & 2541
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3.1 L2TP i &4
L2TP #IpX &84 T L2F Bl PPTP BM AL AL, Bk IETF A 20 )2 B Pl (1 Dok bx
i

3.1.1 L2TP thiSLiEhiA

L2TP JE K 4EY UL K PPP B IR A6 45 32 il i L2TP ¥ B IAS ok 58 1l ff) o X 2Ly &
Wk UDP [ 1701 3 14k % T TCP/IP 22 b, L2TP WA 0T LAy A PRI, —Fp 2 das 4
HE, H—MEEdEE R

PPP WS LT — P EoR, nfDAAE 2 A 3 ki AR 2 R B, I,
H 5 NAS 2 [0)iz4T PPP, )28 i 5 PPP & i s AEAH [R5 45 b

L2TP Wrl it T % PPP £k 2 BRI B%IE (Tunnel) ARHISCHE, RVFZE8E MK 5
1 PPP & il S EREAEA AW % b, IR AR HEARMATE BAZEH, Ny T PPP
FER, L2TP WY 454 T L2F WU PPTP WAL 5, 5k TIETF 4555 2B iE b i)
Tl FRUE,

3.1.2 AR1200 #5489 L2TP st

AR1200 W3 FE L2TP Rt S AP A1) L2TP B i

=AY L2TP BEiEER

@ﬁ%%ﬁum%ﬁ%(@ﬁLHPWW%IN)5m62ﬁ%%ﬁﬁﬁmgyuﬁ
7N

3-1 = EiBI g L2TP BFEIR R EE

LAC
client

Remote
system

Internal
UJQ server
PC
Internal
server
A =y AT D I
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® NAS-Initialized: HIZEFEP'S H R, R RG0 it PSTN/ISDN #& A LAC, H
LAC 183 Internet [n] LNS A g7 bR IEIEFE K . T H P bk iy LNS 708g; X
TCRERR S FH P (I 5t 3 BE ] B LAC AR FE 52 i, WA 7F LNS 58

® Client-Initialized: B % LAC &5 (JEAIEARSZ R L2TP Pl ) K. ik
i LAC %7 i 2 0] LNS Al RgEiE8aG K, LHHad — A0 LAC %
%o RIS, LAC %7 Huhik i 20Bic B LNS K58

® LAC-Auto-Initiated: EHEHL T, L2TP &/ etk 5185 LAC 1 EHL.
B P 5 LAC WERL B2 PPP &8, WIRAE ] LAC [FERAE N, S
LAC Z R ERMA ST PPP iEH:. H P DL EBOEL IP &+, LAC LEE¥s
FH P TP #3031 LNS. B LAC [RIRAE RN % 7, 758 4E LAC Ry —A>
MEFAR PPP FH ), [RIB A —N5 2 X NI EFL PPP Server, MBS FIE
il Server AT PPP Pprd, REHL Server FHilil £ 7 L2TP FEIE¥s PPP Pppd sE 4L 4
LNS.

AR1200 SR A1 LAC & LNS, JFSCRFIRINAT 2 # PN I EE A A2
BRI, L2TP wJ LAR] N BRI AR 22 NIy

L2TP frES R RIE I T 12
L2TP () #7820 4 4 [ 3-2 JToi

3-2 L2TP B%ERY E B 4H W 7R & (&

RADIUS Server RADIUS Server

PC RouterB ~Ta-
LNS _y

PC
L2TP P& (R ey gt 7y B an B 3-3 Ao
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[&] 3-3 L2TP Bxi& AR 32 SRR
LAC LNS
PG R "‘:‘C A RADIUS LNS RADIUS
= outer Server RouterB Server
4 : ~
. R
+ (1)callsetup ; : . :
! : : ;
{ (2)PPPLCPsetup !
D ————_—
(3) PAP or CHAP .
authentication (4)accessrequest
§(§)access accept |
L (6)tunnelestablish
( ) PAP or CHAP authentlcatlon
i< (challenge/response) :
i‘ (8)authenticationpasses _
(9)user CHAPresponse, .
PPPnegotiationparameter _ ! (10)accessrequest |
; (11)access accept
(12)CHAPauthentlcatlont\Nlce(chaIlenge/respons )i :
i =: (13)accessrequest |
o i (14)access acceptVE
P (15)authenticationpasses i ;
1. )7 PC HLAE WIS K
2. PC HLAILAC %f; (RouterA) 31T PPP LCP Wi .
3. LAC X PC HLEAE I 7 45 LT PAP 5 CHAP WAdIE.
4. LACHINIEFR (HFP 4. %5 Rik4: RADIUS k%S 4 dEAT0IE .
5. RADIUS M5 s EZH 7, A SRR i U [H]422 FH P 6 2R LNS ik 5 AH 56
EIEY afFH LAC #E# &t Tunnel ZEH:1 K .
6. LAC ifla g€ LNS &L Tunnel ZEFZH K
7. LAC ¥l 5 LNS /3% CHAP challenge {i5 /8, LNS [F[i%iZ% challenge i i &
CHAP response, J: &% LNS {Il][\] CHAP challenge, LAC i [F]i% challenge [
71 )5. CHAP response.
8. |3;L_ gilﬁl_ Hids.
9. LAC ¥l FH /" CHAP response. response identifier £l PPP 1) £ f%1545 LNS,
10. LNS BHENE KA B I%4 RADIUS HR 45453247 IAE
11. RADIUS [ g5 as AE I RKAE L, 0 RAAUE IR D)3 [ wig 1745 SR o
12, 27 F 77 LNS QR E s 6l A5 CHAP ALE, W LNS X M #E47A0E, K% CHAP
challenge, J11)7fl|[=] . CHAP response.
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13. LNS FOB NG R AE B R I% 25 RADIUS R45 28 34T AE
14. RADIUS k%528 OUEIZ05 K45 B, W1 S UEIE i R [A] g A5 S
15, BiriiE, HH Uil s gt

3.2 it & L2TP E A&
7 L2TP &Il &, HAARE T L2TP MFEARE )1, A a7 & L2TP M= 1hfE
P L

321 IR EBEESE

FERCE L2TP FEARES AT T MR SLRF PE AN PRSI0 B AR I PR i A 55 AN B v 4
AT UAFE s R, AR M e BT BAE S5 .

[ IR
{F L2TP W& TEC & T, 405E 83 L2TP. GIEE L2TP 4, ARG FRadk e ohhs ket i
BB o M 282 VE A LAC B2 4E 5 LNS ), 78— FAR KL B k£ F A A
I o
L2TP 212 L2TP it & rh i) — N EEEAME &, G L2TP 41)5, AT RAFERS 8% bRy
Bo'E L2TP 5 Tidhfge, iy HAEW /7 S LAC A LNS 2 [a]—Xf—. —XF 2 (20 P
M.

BT
G

HiRHES
FERCE L2TP FEARE S 2 /0, e LU N $ds .
Fs | KiE
1 L2TP 41 1A4H 5
2 LAC il A1 LNS {0 (118 44

3.22 FCE L2TP EAgEH
76 L2TP &AL E T, AR5 20 L2TP. Al L2TP 41, AR5 kAT e Thaehr k1
BOE . ARPER A IEE A LAC M2 4E k) LNS ], 7628 BRIt & k88 F A A
I o

E=ER
L2TP Z04F LAC F1 LNS A7 45, HFFELRIE LAC A1 LNS 2 [8 CHK) L2TP 4141
I E AR FERS N2 R BI], U Al TE 6 i A4 FR . RS L2 TP JZEH:17 5R A LNS bk
aren
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3 L2TP Whid AL &

BUEE L2TP 41 )5, i PAYE L2TP 4I K R E T A% L2TP 4IAH R ERLE T, WA
SRR R L2TP RS K & LNS Hudik,

7E LAC AT LNS AT a0 F S

BRIESER
$BE1 HAT2 system-view, N RGIE.
$I2 AT 12tp enable, fiifg L2TP.
HWAAIRE L2TP 5, L2TP MiReA GefiH; WS4k L2TP, WIHMERCE T L2TP 112
B, BhsstASIRAH IR .
BRATED Y, L2TP DIRE AR 1E0), REA{TLM L2TP 4.
$IE 3 HUUT 4 12tp-group group-number, Q% L2TP 241, it L2TP 4141 K.
54 1 LRI L2TP 4. b T X FAN S0 44 Sk i 2 ES 1R 0 17 SR i B, sl
TR H A, AT PABEE — AN 1) L2TP 4.
HE 4 AT 2 tunnel name funnel-name, 1% B AN Ui % I8 2 FK o
F P AT E LAC Bk LNS N0 & A i B I8 44 R B vl &, A B 44 0% o i b 2 1)
LA .
[RARTT"
LAC 438 % #7225 LNS ME B 69450 18 258 % SRR —2.
3.3 EH.E LAC
TR AL E LAC M, a4 DL e P e 5 e AN 7 91 1) LNS R iER: .
331 BIIREBEES
TERC LAC AT 7 MR v i N P AEE . JC & s Pk O i B AT 2 A B 4%, AT LA I
TSR MR I O B AR S
Ri RS
RS Bl S H e AT LNS IRSSasid L2TP Bgid, 7 2t —E & a 44
g% ST L2TP SEBEESK .
TR E RN PR B A, PR e AN LNS S IP dhhl, B ias DA%
& H PR A P I LNS RERiERE.
R L2TP &R K b K& A P FR . 5238/ 4 (full-user-name) « irF g3k 44
MR (domain) o WAJNACE —Fhfil R4, Fn ki L2TP &G K .
LAC S E A B T 3 VIR SR I, 7 A i b (P P b & 45 LNS, AT LAC 5 LNS
(R
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Huawei AR1200 51V H o5
AL B fER-VPN 3 L2TP Wi fic &

EES
TEMCE LAC N2 /7, F55em bl R TS5
e T[iE L2TP E4AE

BiRHES
TERCE LAC 25y, e LA 5.
Fs | BiE
1 L2TP 445

2 LNS [ IP Hihk:

3 80 L2TP SRR 4 AF 10 F P 4 44 53 44
4 R B % T S SR A P 1) 1 2R BRI G 5
5 F T OAE R P 44 6

6 WHAEH RADIUS AE, TR IAMIET Z4F5. RADIUS B 45K, RADIUS
R4S 2% TP Huhik Finsm 11, 254, EAL RS

3.3.2 Bt & LAC gy L2TP &%

LAC e 3] LAC & i R IREIY 5, LAC #RRECE 1Y LNS BI5E 5 F 1 % LNS &
LT L2TP BEIl EBAE K, M 5] LNS [N 25, 1% LNS B/ kg 15t
Uiy A0 LAC [ F—/> LNS KRR EERHE K.

dHb B =
B R1I=I l§\

PG A EREAT I R

RIESHR
$B1 HAT 2 system-view, N RGIE.
T2 PUTHr 2 12tp-group group-number, HEN L2TP AWK .

P$BE3 FeeAuiEA L2TP LAC S Bf AR W Y () il ke 45 A1, JEREWT R 5k —
o UM AN, PUT A4 start 12tp ip ip-address domain domain-name, 155

fitk A S A R 84

o URH RSN, HATA4 start 12tp ip ip-address fullusername user-name,
fRE MR KA 24

R

3.3.3 (A[i%) BLE LAC B4 SIhkE
s A VPDN $85, B H#sBEAE & PPP % /' ui,  [AIH SCS2E LAC HI3hfg.
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Huawei AR1200 51V H o5
AL B fER-VPN 3 L2TP Wi fic &

RZ LSS0 BRI A R AE RS A VPN 4%, {H [ 4% IEE 7 HG ) VPN 48177
e . @i VPDN BR, Al BLE CAgE VPN M%s, 128 R KA 23 gLt
(1) Internet A THHERA AT, IXAE Ty AN 28 . B 2% 1 O3k 5 27 VPDN M 4%,
Iy S 2S BEA% PPP Client, M LAC.

PR A B T I R R

BRIESE
$E1 HATH 2 system-view, ARG
S 2 T2 interface virtual-template vi-number, Bl7EFEIEN BRI B
$IE 3 BCE BRI O 1P Huhl, wrRhEst = Aoy AR E, TR FE L — Ry AT
H:
® T4 ip address ip-address { mask | mask-length }, HFENCE K 1P bk,
® T4 ip address ppp-negotiate, i iL$52 PPP 13 5 A 1 b X6} iy 43 L ) TP i
k.,
® P T4 ip address unnumbered interface interface-type interface-number, &
P e Ah 2 ) TP bk
B4 FCE AV AW iy B A I UE IR 7 48 S, IR R ik —

® [ E X PAP 7 RIEGUEHT K IEF 4 F1 04 : ppp pap local-user username
password { cipher | simple } password

® BRI CHAP J7 NG UE N A& T 7 A4 M1 4
1.  $UT4 ppp chap user username, WBL'E CHAP NIEMH P 4.

2. PUTH4 ppp chap password { cipher | simple } password, FCLE CHAP A\IIEM
#h,

ERCE P AR DA, BRI b I BEE R P 2R 48 BSR40 5 A
PAP Jy sUIGAE I, AW & &L 0 7 22 F 438 00 25,

S5 PUT1r4 12tp-auto-client enable, {fE LAC Hik 5 ik,
TEEe6 PUTH2 quit, B REMAE.

S 7 PUTHr4 ip route-static ip-address { mask | mask-length } virtual-template vt-number, it &
E AT
H% AN E% EE o

WA LAC BRCE B d, HuhhEBOZ S, D2 BRI PPP ) 8210, IXAEIR ST
ALY PPP 21, JFl OO E T L2TP PRl K% 4 LNS.

-

3.34 (d[iE) HE LAC M{ER A A

LAC Xf H PSR A RS BT AR A . LAC b 752405 1% H - 44 R0 R R % 1,
W SOE R IWI S04, J BRI IR R, S S 2 e

S

=6 B 4=
=8 Ell%\

(1 ssem

% FIAGE, BARFitFegiEmiz &, 54 I Huawei AR1200 2 2] W34t % B2 B 458 - 24
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Huawei AR1200 F 514 i#% 1%

fiL & 45 R -VPN

3 L2TP Whid AL &

fEd i as EREAT I MG E

BRIES TR

FE1 HAT 2 system-view, N RGN
FE2 AT 4 aaa, HEA AAA WAL
P33 WEHH AN, AT 4 local-user user-name password password.

LAC fy BimFe ik A P 44 5 D2 R HAME N P 4 5 D2 MRF, B &G
%o LAC MR L 5 A4 E Al 37 BETE T (KT K

BRAATENL T, LAC USRECE A = AR 4o 58 IAUE 72 AR GIE, LAC
W2 B AS HL AR R T P 44 35 6

s

3.3.5 (Hi%) fitE LAC M{EH RADIUS i\

LAC B AEAEE B U 4. 369 Kik4y RADIUS JiR4253E4T7IAF. RADIUS
PR B H N T RE M EOH PRI TEP S, 6 P T AE, 2 BCRR LA

ATk .
RIETHR
o G AAA DIERIT 2T &
TER% s BT IR E .
1. T4 system-view, JEANRGALE
2. PUTMA aaa, FEAN AAA ML
3. #7714 authentication-scheme authentication-scheme-name, BIEE— " IAUETT
E N YNNI P
4.  HUT 4 authentication-mode radius, F5E INIERLA RADIUS AiE.
5. BATEA quit, JBE AAA HLE.
6. T4 accounting-scheme accounting-scheme-name, BIiE— N2 ITT%, I+
N9 TT ZAE
(ARTY
RADIUS # % & T4 B E.
7.  PUT4 accounting-mode radius, FC'E fi H RADIUS 45751 %% .
® [il'® RADIUS ¥H K LS4,
e Ay B T T L
1. P72 system-view, HENRGIE.
2. P74 radius-server template template-name, BZE—4> RADIUS JIR 55 %4
B
3. HUTir 4 radius-server authentication ip-address port, WBt'E RADIUS IAUEARSS
2% 1P Huhik AN
4. P74 radius-server accounting ip-address port, Tt RADIUS 112 IR 55 %%

IP s dik s 1 o
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fiL & 45 R -VPN

3 L2TP Whid AL &

5. PATHT4 radius-server shared-key { cipher | simple } key-string, HCLE RADIUS
R 25 245 2 EH o
6. PATHT4 radius-server retransmit retry-times, BCE RADIUS %548 EAL KA
® [iL¥k, NH RADIUS B A N UEFITE S 5 %
TERk i FEAT I IR E .
1. $UTfr4 system-view, HEARGUIA .
2. PUTMA aaa, FEAN AAA ALK
3. T4 domain domain-name, BNk, FUE ALK .
4.
5
6

ZERADIUS R B L EZRER P L4004 (5A Fshe—3) , FiXE NAS ME&4EAN
RADIUS &) IP ik, 2 F%4A. JAE (Foit i) #9550 %,

-

3.3.6 iR EZER

Bl F M

BRIESER

E5 w0

LAC & P 5, #n] LAAE 2] L2TP (WidE 5 A L2TP 4is {5 B

C2 58 LAC D) BE ) A7 e B

® f{i}{] display 12tp tunnel iy A F i ) L2TP 3 1115 £
® fii/i] display 12tp session iy & &A1 ) L2TP 115 B
® fii[{] display I2tp-group [ group-number |72 & F 5 € L2TP AN &E1F S .

BT

75 LAC fUlF1 LNS U #8AC B o HE R FE I, 75 LAC il 4> display 12tp
tunnel, 7] DLFE 3| L2TP &R Dl .

<{Huawei> display 12tp tunnel

Total tunnel = 1

LocalTID RemoteTID RemoteAddress Port  Sessions RemoteName
1 1 202. 38. 160. 1 57344 1 LAC

AT display 12tp session 774, R EFE L2TP & ifd g . .
<{Huawei> display 12tp session
Total session = 1

LocalSID RemoteSID LocalTID
2036 1469 1

AT display 12tp-group [ group-number 164>, R B AT L2TP 4HCE S B #lu:

<{Huawei> display 12tp—group 1
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Huawei AR1200 R 414V % iy 4%

fic B F-VPN 3 L2TP hiX i &
L2tp—index : 1
GroupType : REQUEST _DIALIN_L2TP
TunnelAuth : Use tunnel authentication
LocalName : lacl
Encrypt : 0
Hello : 60
Retransmit : 5
Timeout : 2
IfIndex : 4294967295
Srclp . 255.255. 255. 255
VtNum : 0
RemoteName :
ForceChap 0
LcpReg 0
LcpMismatch 0
tunnel each user 0
3.4 BC & LNS {1
LNS #3 LAC KR BIEREE T K, FFuhoe ot A A UE 7 2ORUZ AR Fuv/exd s i
L2TP fi%if
341 BB ETSE
FEFCE LNS UFT T MR R N PR L O AR P T AT 25 RN A P v 4%, mT AT
Bk . A oe e BAT S
[z IR
LNS a] DU F A [R] 1 R Flz B B2 O [H) LAC BB (i sk . B2 8] LAC KK (1)
GIERRIETE K 5, LNS K2 LAC I FRAE 1T 5 AiEBRE T i 44 AN AT, AT TR e 215
SOVF ] v 1) BRI
LAC X P #HTH RS, LNS W F OO A i AT I . B, XSEH P AT PRI R 5
—RAAE LAC U, 28 KR EAE LNS .
LNS 56 F i 5 7] LAREATH A 7 LNS FalAS, 75 058 %0 L2TP 3514t L2TP 3%
P DL, HAT LAC AT LNS U8 E 425 e th 5, L2TP i 4 fE g 57,
LNS Ut B P a6 aE 7 X =Rk ARBIGAE. 555 CHAP KAER LCP Ehii. JLr,
LCP S ML 56 g s i o
® LCPEWH
- LCP H 3 i i FAH R 4005 VR VT G & 58k 77 =K.
- X NAS KAL) VPN 24515k (NAS-Initialized VPN) , 7E PPP & if JFUHIT,
F 7 56T NAS #E4T PPP B . A7 thrgilad, W NAS #74h4k L2TP Tl iE %
e, IR E BAEESS LNS, H LNS R8I R BEEAEE B, JIWTH P e
ek
- R AR LNS MIEE T LAC Ul 58 7™ 4% I AGE, B3 LNS (55 22 R W P
RIFLEE R (5 LNS 5 LAC AR R i I il e AEIX A 00> T
DAFCE LNS 5/ BT LCP i, BhihE: 2% NAS (Ul (40 E 5 2 o
® iiifil CHAP %Kik
TR ARG B ) CHAP 3:IE, ) LNS ] )7 #847 CHAP %k
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AL B fER-VPN 3 L2TP Wi fic &

o [UHHIGHIF
WRBEARCE LCP HEEMRT, WMARCE T CHAP 54, W LNS XA & BT 2R
PHIGUE . AERXPEOL R, LAC ¥ e WH PSR AT A 50AE(S BORK %4 LNS, LNS
R LAC AR 50IE S ERAS Hi e B A 6k FH P JEAT 50 AIE .
2 LNS A HAREIIGUERS,  an B B VT BeE 3G uE 5 X8 CHAP, 1l LAC
Ui K AE 7 58 PAP, T LNS ZR [ CHAP g0 = T LAC figfis 4t
B PAP BGAE, I UER oy, SiEwai A e EaEar.
(RRRTT
RA —FF S LNS MRzt AR F 347 K E9E: B A LCP WA G, TAeA8 5 64 & s
O AR BB IE, XAT, AP RAE LAC M2 — kI,
A SR AT — Rk B8, BEAE X, (Authentication-mode) A “none” HLH —APISIE,

EESS

ERCE LNS 215, 758 LA T TS

® TilE L2TP HAKRES.

® O T4 7 L2TP 310 e 4% AR
BIRES

FERCE LNS 2 5y, Faifess LU £d .

FE | {FE

1 L2TP /40

2 FEAUFZ VSR G 5
3 X i 14 T 42 K
4 ASHLH] 7 4 AN

3.4.2 Bt & LNS g9 L2TP EiE

LNS #53) LAC AR QIR IE T K5, LNS £t LAC AR 5 GikBEE X i 44
PRARAT, AT R E A 77 SO VPR i B REIE . LNS W) DAt AN ] B RE2A4 VB PR AN )
LAC B FEIE 135K .

de
E=iER

fEk i as EREAT I NG E

BRIESR
$E1 AT 4 system-view, ARG .
HE2 AT T4 12tp-group group-number, HEN L2TP ALKl .
BTR 3 BCE AN S R 44 K

SCRSRRAS 01 (2012-04-20) Sy LA TR (5 S 210
AT © HhH AR A R 2 7



Huawei AR1200 F 514 i#% 1%

fiL & 45 R -VPN

3 L2TP Whid AL &

3.4.3 (H[i%

HRIESR
S
T2
$E3

® L2TP 4144 11, #4714 allow 12tp virtual-template virtual-template-number
remote remote-name.

® L2TP 414 1 i, T4 allow 12tp virtual-template virtual-template-number
[ remote remote-name ]

M L2TP 5 4 1 i) CGERE R L2TP 415) , A AR EIBIEX 44 remote-name. TR
76 L2TP 41 1 # W FHaexhum 48K, W) L2TP 41 1 AFAE N B 1) L2TP 4.

(1 ssem
RAESH 165 L2TP LA T A A4 448,

2+ FF—A L2TP 41, start 4-4-F allow Rtp #4- LK, BBET &4 Eh—405050%
.

BT

) BCE LNS 89 A FIE1E

LAC X H P TR S, LNS Al F OO P TR . 30UE 77 20H = A ARELIGAE
L] CHAP B4 F LCP . Horh, LCP B It Ped = o

(1 ssem
*F AAA 93 m1z 8, 54 L Huawei AR1200 2 7| b3 B L E/EH - 24

FE has EREAT I N RCE

PAT T2 system-view, FEANRGHE.

AT 4 12tp-group group-number, BN L2TP 410K .

[LGNCWAEVAY AT = o Ul NPT Pt

® il LCP BB, #44T7r< mandatory-lcp.

® il Ay CHAP % 1iF, 44774 mandatory-chap.

® UHATAEIEAE, AATADENE.

BRAETEST, AT AN CHAP $0iE, AT LCP BHbhr, M2 sk T AR L
PAT A quit, B RFEE .

PAT T4 aaa, AN AAA LK.

LNCRAEVRRNTIIE

® IR IHATAHINIE: AT A4 local-user user-name password password, B &4
SEITE

o HIGIF. sRHIAGT CHAP % UFA LCP H W i ix =Fhid ik J7 AR T 22 4E LNS )i &
EYREAIE- TR

® 4T RADIUS AiE, %2 ILEEE LAC Mif#H RADIUS AiE.
7E LNS MBS /44 F1 04 052005 LAC MBS i1 42 8 1E 4 —2
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Huawei AR1200 F 514k % i e

fiL & 45 R -VPN

3 L2TP Whid AL &

B IE T 1 AR A E
-

3.4.4 AN P ECHbE

RN IR T A, X T BATHE ST, R s A . M LAC
LNS Z[a] [ L2TP FRIEZERA N 5, LNS W B B i3 g kit O e A

?g?£§L1FJIL»

BRIESTR

53 I TP Hbhik o

7E AR1200 1, t’l‘?ﬁ)\ﬁﬁﬂ%‘ﬁ%?%/\ﬂi X EA R P, KA sy s
Ao M LAC 5 LNS Z [0 L2TP FEEIEE L J5, LNS MW BT (s )

A P 23 TP Sk

T TR RS E Al S B EGE N 4415 S 0L (Huawei AR1200 R4V s A

B Z4) L (Huawei AR1200 R4V A BUEFER IP LSS
R

345 MEAREFELER

LNS U E I 5, WA LAY S 3 L2TP (5 B L2TP (23 i% {5 B
BIE &

L2258 B LNS ) Dy RE ¥ B A c &
BRIESE

® {fif] display 12tp tunnel 7% A& 241 ) L2TP M IE 15

® fiiH] display I2tp session 77 22X A Y I L2TP 1515 B

® fii[f] display I2tp-group [ group-number |ty 2 & F 7€ L2TP AMEEF S

® fii}{] display access-user 7% £ 5 2 HI 7L H ) H1E B

B
E &R

7E LAC {1 LNS MU #REC B e FOEREORFFIS, 75 LNS AT 4 display 12tp

tunnel, A LPUEF L2TP ¥ k. #lin.

<{Huawei> display 12tp tunnel

Total tunnel =1

LocalTID RemoteTID RemoteAddress Port  Sessions RemoteName

1 1 12.1.1.1 1701 1 LNS

AT display 12tp session 774, W AFH L2TP &ihiEH O L. .

<{Huawei> display 12tp session

Total session = 1
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Huawei AR1200 Z 414V % iy 4%

fiL & 45 R -VPN

3 L2TP Whid AL &

LocalSID RemoteSID LocalTID

1

1 1

$UT display 12tp-group [ group-number 164, T EAETRE L2TP 4MEC &R B a0:

<{Huawei> display 12tp—group 1

L2tp—index : 1

GroupType : ACCEPT_DIALIN_L2TP
TunnelAuth : Use tunnel authentication
LocalName : Ins

Encrypt : 0

Hello : 60

Retransmit : 5

Timeout : 2

IfIndex © 4294967295

Srclp . 255.255. 255. 255
VtNum : 1

RemoteName : lacl

ForceChap : 0

LcpReg : 0

LcpMismatch : 0

tunnel each user 0

3.5 i & L2TP iEiES ¥
B8 L2TP &8 )5, n AN, L2TP A S H0 ATl B B 3,

351 B EESE

FEVHHE L2TP JERLHT T AR IR PR 0 DI PAE . B R M B A BT S R e 2%, wT LA
HE O st L ERf 58 RO EAT 5

N IR
AP EAT S4B L2TP (A HEiCE , T RIAE LAC 5 LNS WV
® [PYIEIGAF: PREIUFIE KT LAC 8% LNS AR — MR . SA s m H T G
IOAE, WIS 8O HA N S IEOL T, Bl A Reg s A WA 5 3K
TFREIEERE . 0 R RS P i A PRI IO E,  BEIE B (1K) 30— B S s AN AR
.
® AVP REjfL%n: L2TP Whid{di [l AVP (Attribute Value Pair, JEPEEX) HeAL i
B L2TP M EUEME. A TIRIEZ: 4, AT LUKE AVP Bkl K=& 4.
® Hello #R3CKIE: N THM LAC 1 LNS 2 6]l i@ (%@ e, LAC F1 LNS & W m) %
5t & 3% Hello 83, W5 B E] Hello I 3C /G HEATWIN . 24 LAC 2% LNS 745 €
B[] [11) o P AR IEC 8106 B 1) Hello M S 4RSI, B A0E, W E R R EE T 3 )4
BT RIS (K i N A5 B, IIRACA L2TP P&l e Wi JF, F7%4F LAC FI1 LNS 2 |i]
T PRI IR .
(AR
AP ABHARTRIE, 80 A FHRFHEZERT.
EES
o
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Huawei AR1200 Z 41 AV 4% 1 2%
fiL & 45 R -VPN

3 L2TP Whid AL &

kR

FEVSE L2TP BEFe 2 ay, wifE& LR 5ds .
F5 | &g

1 L2TP 415

2 Bk T 6 IE 25

3 Hello % 3C 2% 1) g i ]

3.5.2 FiL & L2TP EiE R 1%

Hb B 4=
B 5 FII%\

BRESER

w

x1
®2

T MG L2TP B 224k, vl DA & B s #4800 5 BEAT S0 AE L HE B A B
RIE T2 R HI BRI J0AIE DL E B AVP S840 e RS A et A% il o

76 LNS izt LAC M3 T N & .

PAT A4 system-view, FEANRFGME.

AT 4 12tp-group group-number, HEN L2TP 4140,
HAT T2 tunnel authentication, 5 HIBEE I .

oSN RV N Sl S S EE ATl

F P T AR S o i S i 7 A B S P I 1 2 i R B TE R . D PRAIEIE TS 22 4, 2
WA AT BRI S o

(1 ssem
Jo A LAC M3 LNS 2 A 7 i@ 3E, Natsgdd 2ATRIAFNEE.,

WERFIER R A, SR N T RL
® B LA IEXUE R, $W4THr 4 tunnel password simple password.
® N F LI LN FE TR, $AT T4 tunnel password cipher password.

BB OUT,  BEIE 50 R 35 ok
P AT T4 tunnel avp-hidden, ¥ AVP i DL (1) 77 AL

BB T, AV RFIWISORAf. Kidr AVP SIE LA EPT M IR RO E RS
BT A A

—HETR

3.5.3 A L2TP &%

B L2TP i%8:)5, Al LAXT L2TP (3018 Hello F 3¢ A2 I a) 0] Bg 1R 47 Hic & ki 3%
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Huawei AR1200 51V H1 o5
AL B fER-VPN 3 L2TP Wi fic &

El=3 =
=] %15 I

7E LAS 8¢ LNS 3700 FAdE -

HRIETR
FB1 HAT 2 system-view, TN RGN
L2 P ATr4 R2tp-group group-number, N L2TP MK .
H3 AT tunnel timer hello interval, ¥ E I IE Hello % 32 % 3% I 7] i) B .
& Hello i SCHIBAS A IR IS ][] RE 4 60 7D

-

3.6 43P L2TP
sl R . W9 L2TP WhisGs iRt .

3.6.1 sa | FEHTIEIE

U HON e G R s R 2 LB ZORFEWTBIERT, 1T EUAAT reset 12tp tunnel
A SR si I T T HE € RIS (Tunnel) SEHFIREIE N 431542 o

BRIETCE
e ﬁHFﬁET&ﬁ fir4 reset 12tp tunnel { peer-name remote-name | local-id tunnel-
id }, R T
i MR (M BEE A2 PRI, K MIBR T A A2 T IARETE; $85E twnnel-id Z500, B
i [P B&

M PO E. I‘J%Zz%ﬁ&[ﬁ;jzé’éfimazab;cj?#ﬁl_ I, ?)E"ﬁil%k/ﬁﬁf
ﬁEOLK%MNSEH &Tlﬂ&i%kﬁﬁmi PR B SR i —
RIEHME S (ACK) , FFEEAR— e i (i) F b AT B T 5 [ B4 uﬁﬁ%ACK%‘ﬁa
%%Fﬁé%ﬁﬁﬁaﬁéﬂ&ﬁﬁmi% LRI BRI 3K

sl BT IE 5, %IEE AT R R S S T R R bR . A WS
SRR Rk FN PR T 0 TF < RV

s

3.6.2 154 L2TP thiSUEITIRR
A U T, BT 5 LOTP AGCH display frd, T8 L2TP HMSLIRE FHiBL.

L=y
B>XIacG
EHE 4T TR, vUAAEEE T IEFPATEL N4, T#F L2TP Pl i T15 o,
BRIESER
® fii[{] display I2tp session 7y 22X A 4 HI 1 L2TP 215 15 &
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Huawei AR1200 F 514 i#% 1%

fiL & 45 R -VPN

3 L2TP Whid AL &

® {ii/i] display 12tp tunnel iy & A& 21 ) L2TP Ml IE K15 B
® fii[{] display access-user iy £ A I AEZE H 7 145 B
® fiiff] display 12tp-group 4 A F i L2TP 4115 E..

L
3.6.3 @i L2TP

BRIESTR

eI L2TP SEAT I, $04T debugging A A HHT IR, BB WIAGE, ERHRIF
3 W A A

AN
T =

FTTFERTT XK #rh 2 ey Eat, RIXT G, KA AT undo debugging all 44X
PRI %

FEIL L2TP s A7 by, 3§ 7EH - ML R AT NI debugging @y & TS, &5
IR, ERLHBEIE B b i S D]

FIF G BT REE P BE 2% ( EEH #4522 1) “fEEPhORE” .
K debugging 2 MERIE S ( Debugging %)

TEH LB R 4T debugging 12tp all wiv 21 IF A 1Y L2TP i35 B I K.

EF AL R 4T debugging 12tp control v 43T I IR SCIFR T4

2 AL R 44T debugging 12tp dump 741 JT PPP ) 30 25 1R TT % .

e P R 44T debugging 12tp error 447 JF L2TP 245 B RIR T 6.
TEH P ALK R 14T debugging 12tp event iy 2 ¥] HF L2TP HF4F A5 B IF K.

FEF P AL R 44T H debugging 12tp hidden iy 4T FFBR AVP (IR BT,
7EH P LB N AT debugging 12tp payload iy 441 JF L2TP Hdfs 4l SO
EH P AL R T debugging 12tp timestamp iy 41 JF L2TP W[l #k(5 BT ¢,

s

3.7 BL & =451

¢ L2TP [AIHC & 2541

3.7.1 fit & NAS-Initialized VPN = (FHRBZEN)

DL ZH K71 5, A B lic & NAS-Initialized VPN 7=, H P4, 1E
LAC AT LNS 345 F A A UE 7 A UE ] 7 44 Frsdis .
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Huawei AR1200 414V i d1 2

AL B fER-VPN 3 L2TP Wil fic &
GRS
& 3-4, PCI 8 HI 74 28 Modem 5 PSTN MIZE A%, TR A RS %5 LAC
(AR LAC 1 FH % HH 2% RouterA) o PC2 ifi b B%i# Tunnel &5 RouterA fHi%. LAC 5
LNS Z &) 3™, LAC 5 LNS E il pEiELdm. PN, 76 LAC Al
NS |34 i A s A UE 7 2N UEF 7 42 F1ss it
[ARETE
BB 5 AREKELAN, FRELFEAAIRAETEZREWERE FF X T Serial 4 0 448412
7.
3-4 it & NAS-Initialized VPN %8 ¥
J‘ Modem
PC1 RouterB
L] LNS Server
PC2 ( Tunnel 0 headquarters
(T8
Jit & NAS-Initialized VPN [ JE 11T
1. WP TS REEEEATE I, 1R P sk R 1 A ek, P evkaE
Internet ELFEVT I WIS 4% . [RIBL, T2 VPN, AFH 7 ] LA i) 35 X 25 1)
2. P EEARHE A4 huawei.com, LNS )75 35405, AL & 0 F ) 20 Bo dh ik i b ik
i
HiBESE
FTE R ECE ], TR A
® /M LAC Mg H#sH 4. ks X104 PSS LAC A P 4. 384
J A4 CRE s AR [RMED
® LNS MRAHMMYL, EPEEER U GX B CHAP 64F) « HIE % ; LNS
A i 44 TR S 328 i 44 FR
® BRGNS . 1P Ml RS
® L2TP 4%
® myiihbihgnts . YUl LN
BRIEDS B

1 MR E
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Huawei AR1200 R 414V % iy 4%
AL B fER-VPN 3 L2TP Wil fic &

QU AR ML, SH50 Huaweil Bl MR S5, oo LNS R 5525 i 20 Fic (14
Hhk

EBA R I3RS i Tl 1 A ' 44 vpdnuser@huawei.com, 1424 Hello (B 445
FACAEA R LNS i .

T2 B2 RouterA (LAC ) I &

(AR LAC ) 58 8 A2 K82 11 (Seriall/0/0) ) TP Hihik>h 202.38.160.1, LNS il
55 AL B 1 (Serial1/0/0) (79 TP itk K 202.38.160.2)

# £t Serial1/0/0 ¥z 11 & IP k.

<{Huawei> system—-view

[Huawei] sysname RouterA

[RouterA] interface serial 1/0/0

[RouterA-Seriall/0/0] link-protocol ppp
[RouterA-Seriall/0/0] ip address 202.38.160. 1 255. 255. 255. 0
[RouterA-Seriall/0/0] quit

# BEE AN L2TP 2H I Hc B A <)@ 1k o

[RouterA] 12tp enable

[RouterA] 12tp-group 1

[RouterA-12tpl] tunnel name LAC

[RouterA-12tpl] start 12tp ip 202.38.160.2 domain huawei.com

# J MY B 56 UE I ¥ B A S0k 5 5

[RouterA-12tpl] tunnel authentication
[RouterA-12tpl] tunnel password simple quidway
[RouterA-12tpl] quit

#BCEM A RS (SR E 20 .

[RouterA] aaa
[RouterA-aaa] local-user vpdnuser@huawei.com password simple Hello
[RouterA-aaa] local-user vpdnuser@huawei.com service—type ppp

# FoE NI R

[RouterA-aaal domain huawei.com

I3 &2 RouterB (LNS ) [rIfc &
# 5N AHE R O _ERCE TP HobiE .

<{Huawei> system—view

[Huawei] sysname RouterB

[RouterB] interface serial 1/0/0

[RouterB-Seriall/0/0] link-protocol ppp
[RouterB-Seriall/0/0] ip address 202.38.160.2 255. 255. 255. 0
[RouterB-Seriall/0/0] quit

# O AR Virtual-Template JEC B AH IS L.

[RouterB] interface virtual-template 1
[RouterB-Virtual-Templatel] ip address 192.168.0.1 255. 255. 255. 0
[RouterB-Virtual-Templatel] ppp authentication—mode chap
[RouterB-Virtual-Templatel] quit

# e L2TP M55, JFeE—> L2TP 4.

[RouterB] 12tp enable
[RouterB] 12tp-group 1

# U E LNS A 44 P e F2 M0 0 30 38 X i 44 o
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Huawei AR1200 R 414V % iy 4%
AL B fER-VPN

3 L2TP Whid AL &

B &

[RouterB-12tpl] tunnel name LNS
[RouterB-12tpl] allow 12tp virtual-template 1 remote LAC

# )i FH T T 56 U 18 0 3 U A

[RouterB-12tpl] tunnel authentication
[RouterB-12tpl] tunnel password simple quidway

# SR T A I CHAP 50l .

[RouterB-12tpl] mandatory-chap
[RouterB-12tpl] quit

#BCE M)A 4 (WY LAC A BEE 50

[RouterB] aaa
[RouterB-aaa] local-user vpdnuser@huawei.com password simple Hello
[RouterB-aaa] local-user vpdnuser@huawei.com service—type ppp

# T B B NI 13

[RouterB-aaal domain huawei.com
[RouterB-aaa—domain—huawei. com] quit
[RouterB-aaa] quit

# FC B4 1) 7 Be g i b

[RouterB] ip pool 1
[RouterB-ip—pool-1]network 192.168.0.0 mask 24

UTREN I WERATES

#BCE DG, 2 VPN HI P B2y, 7304 LAC ATLNS L4447 display 12tp tunnel
A AT R IR E ST ). LA LAC ) 27 A 431«
[RouterB] display 12tp tunnel

Total tunnel = 1
LocalTID RemoteTID RemoteAddress Port  Sessions RemoteName
1 1 202. 38.160. 1 57344 1 LAC

# W4T display 12tp session 17 % 1] B TR IEZLE I AF O LLLNS 1) 27 ok 41«
[RouterB] display 12tp session

Total session = 1
LocalSID RemoteSID LocalTID

2036 1469 1
# [A]IF VPN F 7 m] BLys in) 28 &) 35

® RouterA JHt & 4

#

sysname RouterA
#

12tp enable
#
aaa

authentication—scheme default
authorization-scheme default
accounting—scheme default
domain default

domain default admin

domain huawei. com
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Huawei AR1200 Z 414V % iy 4%

fiL & 45 R -VPN

3 L2TP Whid AL &

local-user vpdnuser@huawei.com password simple Hello
local-user vpdnuser@huawei.com service—type ppp
#
interface Seriall/0/0
link—protocol ppp
ip address 202.38.160. 1 255.255.255.0
#
12tp—group 1
tunnel password simple quidway
tunnel name LAC
start 12tp ip 202.38.160. 2 domain huawei. com
#
return

® RouterB KL E A

#

sysname RouterB
#

ip pool 1

network 192.168. 0.0 mask 255. 255. 255. 0
#
aaa

authentication—scheme default
authorization—scheme default
accounting-scheme default

domain default

domain huawei. com

local-user vpdnuser@huawei.com password simple Hello
local-user vpdnuser@huawei.com service—type ppp
#

interface Virtual-Templatel

ppp authentication—mode chap

ip address 192.168.0.1 255.255.255.0
#

interface Seriall/0/0

link-protocol ppp

ip address 202.38.160.2 255.255. 255.0
#

12tp—group 1

mandatory—chap

allow 12tp virtual-template 1 remote LAC
tunnel password simple quidway

tunnel name LNS
#
return

3.7.2 fit & NAS-Initialized VPN = (BPRZEEEN)

DL 0 K 5, A B it & NAS-Initialized VPN 7=/, VPN fH P38 id PSTN 88
ISDN W45 ARG 28 (NAS) &

L 3-5, VPN I jriliid PSTN 5 ISDN W48 &E B 20 AR S5 2% (NAS) , A FE] R
LNS % £ Router A i i Internet 5 NAS AHiZ .
(1 ssem
f B 5 A k& LB, HARERIRE AT RTE SR EIER T 7 X F Serial 4 0 49874012
5.
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Huawei AR1200 414V i d1 2

AL B fER-VPN 3 L2TP Wil fic &
3-5 fit & NAS-Initialized VPN £H X
e J
-
VPN RouterA
Client LNS Headquarters
g B B
Jit B NAS-Initialized VPN [ E &1 T
1. HPRARSE RS BT
2. FEANIRS S (NAS) AbXTH FHHTIONE, KIE VPN H 7, 00 H N IR S5 45 10
LNS A BE I IE L 15 K .
3. TEEARS#EH LNS FRIEE G, ARG SES VPN H P C& Vi i 515 K
WL BAL 4 LNS.
4. LNS HHEFUE RS 0 N R e S sz i
. P EAE R R F S B A RS g8 5 LNS 2 8] i B A% 4
6. M EAE (4 default) N, A FIA AR, MR o fd
Hko XFTR, AR LNS MU AAA KRR S kit
KIS
FySE I E B, FRAER R B -
® VPN 4. O4. hANFY
® RADIUS BAFR )" 440 VPN (I 1 44, 11428 VPN 1 14
® NS B2 I RE L bR g« AR TP Muhik A HLFERS . L2TP 4% 5
® muiihbihgn T VU A HuhE A
BRIESER
$E1 H MR E
EH M, 73RS ME A L A VPN J 7 44 vpdnuser, 14 Hello, RN 5524 170,
TEVS Ja it 4k 5 2o i 1 P A T RADIUS 55 UE# H ' 44 username A1 H 4>
userpass.
dE=

v

2 NAS I E

# LIRSS 434 0 LAC MBE#% . AERRARSS 4% LR EIRA S04 170,

# {E RADIUS %5+ L & — AN P 48 username. 144 userpass [) VPN H )/, Ff
TCE AR LNS #4516 IP Mokt CASE, LNS 05 38 8 AHZE 4 1) 42 11 1P Mk 2y
202.38.160.2) -

# KA (R B A FRE O AB010, i BEREAT I S, A IR E Yl huawei
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Huawei AR1200 Z 414V % iy 4%
AL B fER-VPN 3 L2TP Wil fic &

(1] ssem
* T A8010 #9480 KB & 3 A% A8010 A8 4B & F#.
$E3 Whs (LNS D Kkl E

# PO B L TS AR 0 1 TP kit

<Huawei> system—-view

[Huawei] sysname RouterA

[RouterA] interface serial 1/0/0

[RouterA-Seriall/0/0] link-protocol ppp
[RouterA-Seriall/0/0] ip address 202.38.160.2 255. 255. 255. 0
[RouterA-Seriall/0/0] quit

# A I IC B RE AU T REAR

[RouterA] interface virtual-template 1
[RouterA-Virtual-Templatel] ip address 192.168.0.1 255. 255. 255. 0
[RouterA-Virtual-Templatel] ppp authentication-mode chap
[RouterA-Virtual-Templatel] remote address pool 1
[RouterA-Virtual-Templatel] quit

# ffifE L2TP RS, AUZE—A L2TP 41,

[RouterA] 12tp enable
[RouterA] 12tp-group 1

# O LNS A 55 4% R A 42 A1 T8 T X s 42 K o

[RouterA-12tpl] tunnel name LNS
[RouterA-12tpl] allow 12tp virtual-template 1 remote A8010

# )i P T80 T8 56 U 18 B0 3 U 2 A

[RouterA-12tpl] tunnel authentication
[RouterA-12tpl] tunnel password simple huawei
[RouterA-12tpl] quit

# 8 SOk, SRR o ek

[RouterA] ip pool 1
[RouterA-ip—pool—-1]network 192.168.0.0 mask 24

#BCE M A S OSSR EE S0 .

[RouterA] aaa

[RouterA-aaa] local-user vpdnuser password Hello
[RouterA-aaa] local-user vpdnuser service—type ppp
[RouterA-aaa] quit

Y4 AR ELSR
#BCE RS, 247 VPN HI BEI, 73 004E LAC A1 LNS L4147 display 12tp tunnel
2 AR BIPRIE G ). L LNS [ 5o A .
{RouterA> display 12tp tunnel

Total tunnel = 1
LocalTID RemoteTID RemoteAddress Port  Sessions RemoteName
1 1 202. 38. 160. 3 1701 1 A8010

# $AAT display 12tp session 77 A F B S TEERHE LGN . L LAC B W A

<{RouterA> display 12tp session

Total session = 1

LocalSID RemoteSID LocalTID
1469 2036 1
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Huawei AR1200 Z 414V % iy 4%
AL B fER-VPN 3 L2TP Wil fic &

42 I VBN PP T BT ) 4 7 34 7
R

EEXH
(1 ssem
X E RF| T LNS ¢ E LA,
LNS [PHC & S

#

sysname RouterA
#

12tp enable
#

ip pool 1

network 192.168.0.0 mask 255.255. 255.0
#
aaa

authentication—scheme default
authorization—scheme default
accounting—scheme default

local-user vpdnuser password OUM!K%F<+$[Q="Q MAF4<1!!
local-user vpdnuser service—type ppp
#

interface Virtual-Templatel

ppp authentication—mode chap

remote address pool 1

ip address 192.168.0. 1 255. 255.255.0
#

interface Serial 1/0/0

link-protocol ppp

ip address 202.38.160.2 255. 255. 255.0
#

12tp—group 1

allow 12tp virtual-template 1 remote A8010
tunnel password simple huawei

tunnel name LNS
#
return

3.7.3 fit & Client-Initialized VPN 745l

DLILTRIZH Y K e, A-B e E Client-Initialized VPN 740, % i3k PSTN 4534
R ARS 7S (NAS)

BN TR
Wl 3-6, HiZE i Lilid PSTN MEER B ARS 45 (NAS) , An] B H LNS il #%
tH %% RouterA 1 i Internet 5 NAS AH%E . ZoR di 2 00 T H L n) LNS RS ZERIE K,
5 LNS I8 TR 8 i fF 1 Tunnel 1&%i
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Huawei AR1200 414V i d1 2
AL B fER-VPN 3 L2TP Wil fic &

3-6 fit & Client-Initialized VPN 2B/

Staff on RouterA
erra _nds/r LNS
[ 7“; PSTN ==
I \_’J Server

Headquarters

<

E( Tunnel d

[T
il ‘& Client-Initialized VPN f{JJE BRI -
1. H )/ i%E#: Internet J5, B W LNS &L Tunnel ZEHEK
2. LNS ERZIERGRZ G, VPN 5 LNS 2 (i) # 37— 4 Tunnel.
3. AP EAF SR FEEEN VPN B )5 LNS 2 8] ) Tunnel #E47,
4. HpPasd g 4408 default) A, A A LE, M HhE 4
ko XFTAUT, FFEEAE LNS ME AAA AL BC ki
HiRHEE
K SE IR E ], TR W R -
® VPN HI'#4. N4
©® NS il 5l AHEE B 1 5 ) 1P bk
o EWEEOFRYS . bk 1P Hubib. 6D A L2TP 4w
o mumihhbvhgE T . HhhbMYE . HERY
BRIESER

TR R E

# P O BN B Zike Ay L2TP & 7 s, IFlid k5 N 2 Internet. SR 1523k
TR E GBS AN % i A A 5D

# LEH R VPN I 4424 vpdnuser, 1424 Hellos

# ¥ LNS [ 1P Huhbi5z o % B 25 11 Internet $2 1 3hE CAE] A LNS -5 30 08 AH & £ 1 5
F i) IP #b3ikh 202.38.160.2)

#BESOEREYE, KR PECE A L2TP,

# WU P E LR TPSec ThfiE, 75 E4EH] TPSec.
$E2 #ise (NS HidE

# A T B R 0 AR

<{Huawei> system—view
[Huawei] sysname RouterA
[RouterA] interface virtual-template 1
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Huawei AR1200 Z 414V % iy 4%
AL B fER-VPN

3 L2TP Whid AL &

o & 3

[RouterA-Virtual-Templatel] ip address 192.168.0.1 255. 255. 255. 0
[RouterA-Virtual-Templatel] ppp authentication—mode chap
[RouterA-Virtual-Templatel] remote address pool 1
[RouterA-Virtual-Templatel] quit

#fiHE L2TP M55, JFBIE—A> L2TP 41,

[RouterA] 12tp enable
[RouterA] 12tp-group 1

# PO B LNS AR 44 Bk e R 10 30 38 X 3 44 o

[RouterA-12tpl] tunnel name LNS
[RouterA-12tpl] allow 12tp virtual-template 1 remote vpdnuser

# 25 [ I AIE

[RouterA-12tpl] undo tunnel authentication
[RouterA-12tpl] quit

# o Ak, DI AT o B

[RouterA] ip pool 1
[RouterA-ip—pool-1]network 192.168.0.0 mask 24

#BCEH 2 DA (NS IRBE S0 .

[RouterA] aaa

[RouterA-aaa] local-user vpdnuser password Hello
[RouterA-aaa] local-user vpdnuser service-type ppp
[RouterA-aaa] quit

UTREN I WERATES

#BCE TG, %1% VPN H P LRI, 7 LNS L30T display 12tp tunnel iy & 0] 7 21| %
SEREIYNDR P

[RouterA] display 12tp tunnel

Total tunnel = 1

LocalTID RemoteTID RemoteAddress Port  Sessions RemoteName
1 1 192.168. 0. 2 2134 1 vpdnuser

# £ LNS 40T display 12tp session iy 4 1] & 2 2 15 EH 8 5 DL
[RouterA] display 12tp session

Total session = 1
LocalSID RemoteSID LocalTID

1576 1036 1

# [AI VPN P a] BATG ) 2\ BB
4R

(AR

X P RF)$ 5 L2TP 48 % 69 e B AF.
LNS (B & S

#

sysname RouterA
#

12tp enable
#

ip pool 1

network 192.168. 0.0 mask 255. 255.255.0
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AL B fER-VPN 3 L2TP Wil fic &

#
aaa

authentication—scheme default
authorization-scheme default
accounting—scheme default

local-user vpdnuser password OUM!K%F<+$[Q="Q MAF4<1!!
local-user vpdnuser service—type ppp
#

interface Virtual-Templatel

ppp authentication—mode chap

remote address pool 1

ip address 192.168.0.1 255.255.255.0
#

12tp—group 1

undo tunnel authentication

allow 12tp virtual-template 1 remote vpdnuser
tunnel name LNS
#
return

3.7.4 it & LAC-Auto-Initiated VPN 7451

DL ZH 9 R 1S B, Al E LAC-Auto-Initiated VPN 741

ERER
ANV B EBE Z AT, ASFRBIE FHAMSL N B . AL I A 2 AT i L, ANIA]
RT3 TAY SN H CEB T T MIZs, e a] DUIE 49 =2 4% s Ak S i3 37 L2 TP
P SIS . Wi 3-7 Fios, 0311 PC i LAN M M iE# 214y 2R %545 LAC
(AR LAC 1 FH % FH 2% RouterA) , LAC 5 LNS 2 [alifiid Internet 1442, ifid LAC
5 LNS Z[alffkgiE, Sl PC 5 2 ] IR e il (5
(AR
BB 5 ARk & BB, HARE LIRE LA AT E S8 B8R F 5 X T Serial 31 690413
7.
3-7 Bit & LAC-Auto-Initiated VPN 4H [ [&]
RouterA RouterB
Serial1/0/0 SHHHWO<€>
12.1.1.2/24 12.1.1.1/24 g
R
LNS Server
i headquarters
( Tunnel @ 192.1&?8.0.2/24
[T 85
il & LAC-Auto-Initiated VPN [F]JEE& 1 -
1. 7€ LAC FECE L2TP Thfgifaad 4l PPP H /7', PPP HH /i ik L2TP B&is in) Sl &
WEAENR,  RAE A 5 2 FEE 2 7 P RA B ik
2. {FLAC EBECEMRE, HAHhEBSE R, O ER PPP 810, FH{EhE
LAC Bk 58E.
3. LNS {75 ZAr ik N E A 7 20 e s kb i) skt
SCRSRRAS 01 (2012-04-20) Sy LA TR (5 S 226

WKL AT © HE A AAT IR 7



Huawei AR1200 51V H1 o5
AL B fER-VPN 3 L2TP Wil fic &

HiBESE
Jy e B E B, T E AR B
® LAC EfUMZIOEN ST IP Hulik, HEAY
® L2TP4A%w's
® NS RAMPML, EEEESU T GXEH CHAP %iF)  JBIEM %, LNS
) A S 44 R % 32 it 44 7R
o mimiihbihgn T . VORI LAY

BRIECE
$IE1 RouterA (LAC ) [Hfic'E

(A LAC ) 538 18 AR 32199 1 (Seriall/0/0) (19 IP Hukik4 12.1.1.2, LNS ] 53
A 2 10 (Serial1/0/0) (7 IP Huhk A 12.1.1.1) &

# 1F Serial1/0/0 # 11 A & 1P Huhik.

<{Huawei> system—-view

[Huawei] sysname RouterA

[RouterA] interface serial 1/0/0

[RouterA-Seriall/0/0] link-protocol ppp
[RouterA-Seriall/0/0] ip address 12.1.1.2 255.255. 255. 0
[RouterA-Seriall/0/0] quit

#BCEH A 04 (NS R BEE — 20 .

[RouterA] aaa

[RouterA-aaa] local-user huawei password 123
[RouterA-aaal local-user huawei service—type ppp
[RouterA-aaa] quit

# BEE S L2TP 4 I fic B AH <)@ 1 o

[RouterA] 12tp enable

[RouterA] 12tp-group 1

[RouterA-12tpl] tunnel name LAC

[RouterA-12tpl] start 12tp ip 12.1.1.1 fullusername huawei

# et FH T8 30 56 UF 1A T R B A
[RouterA-12tpl] tunnel authentication

[RouterA-12tpl] tunnel password simple 123
[RouterA-12tpl] quit

# L E R R0 PPP I (R P A R, B PPP 3G 77 5 DL A TP Hhudik
[RouterA] interface virtual-template 1
[RouterA-Virtual-Templatel] ppp pap local-user huawei password simple 123

[RouterA-Virtual-Templatel] ip address 13.1.1.2 255. 255. 255. 0
[RouterA-Virtual-Templatel] quit

# BCE A B, V7 0] A AR SR AR SORAR IS L2TP BRIE K
[RouterA] ip route-static 192.168.0.0 255.255.255.0 Virtual-Templatel
# fili &z LAC # 57 L2TP FiA

[RouterA] interface virtual-template 1
[RouterA-virtual-templatel] 12tp—auto—client enable

ST 2 RouterB (LNS ) HIfC &
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Huawei AR1200 R 414V % iy 4%
AL B fER-VPN 3 L2TP Wil fic &

# LI IEANE R O _ERCE TP ik

<{Huawei> system-view

[Huawei] sysname RouterB

[RouterB] interface serial 1/0/0

[RouterB-Seriall/0/0] link-protocol ppp
[RouterB-Seriall/0/0] ip address 12.1.1.1 255. 255. 255. 0
[RouterB-Seriall/0/0] quit

# Q43 AR Virtual-Template J-H0 & AT A & o

[RouterB] interface virtual-template 1
[RouterB-Virtual-Templatel] ppp authentication—mode pap
[RouterB-Virtual-Templatel] remote address pool 1
[RouterB-Virtual-Templatel] ip address 13.1.1.1 255. 255. 255. 0
[RouterB-Virtual-Templatel] quit

# fiRE L2TP %%, i —> L2TP 4.

[RouterB] 12tp enable
[RouterB]12tp—group 1

# P E LNS AR 44 P e R M 10 308 38 X g 44 o

[RouterB-12tpl] tunnel name LNS
[RouterB-12tpllallow 12tp virtual-template 1 remote LAC

# Jo T T A 6 IR I 1 I TE R 5

[RouterB-12tpl] tunnel authentication
[RouterB-12tpl] tunnel password simple 123
[RouterB-12tpl] quit

# BCEHI 4 04 (MY LAC s —50 .

[RouterB] aaa

[RouterB-aaa] local-user huawei password 123
[RouterB-aaal local-user huawei service—type ppp
[RouterB-aaa] quit

# T B 25 P 0 L bty
[RouterB] ip pool 1
[RouterB-ip—pool-1] gateway-list 13.1.1.1

[RouterB-ip—pool-1] network 13.1.1.0 mask 255. 255. 255. 0
[RouterB-ip—pool-1] quit

FE3 KARELSR

#BCEINE, 9 VPN H P B2t 23 E LAC #1 LNS _E#AT display 12tp tunnel
A AT IR TE S T LA LNS il 1 S 7s g 44«

[RouterB] display 12tp tunnel

Total tunnel = 1

LocalTID RemoteTID RemoteAddress Port  Sessions RemoteName
1 1 12.1.1. 1 1701 1 LNS

# $AT display 12tp session 7% A F B S R ERE A OL . DL LNS ) s A 1)
[RouterB] display 12tp session

Total session = 1
LocalSID RemoteSID LocalTID

1 1 1
# [A) I VPN H 2 o] LAy in) 28 &) 56
4R
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Huawei AR1200 414V % d1 2
AL B fER-VPN 3 L2TP Wil fic &

B &

® RouterA M0 E

#
sysname RouterA
#
12tp enable
#
aaa
authentication—scheme default
authorization—scheme default
accounting-scheme default
domain default
local-user huawei password OUM!K%F<+$[Q="Q MAF4<1!!
local-user huawei service—type ppp
#
interface Virtual-Templatel
ppp pap local-user huawei password simple 123
ip address 13.1.1.2 255.255.255.0
12tp—auto—client enable
#
interface Seriall/0/0
link-protocol ppp
ip address 12.1.1.2 255.255.255.0
#
12tp—group 1
tunnel password simple 123
tunnel name LAC
start 12tp ip 12.1.1.1 fullusername huawei
#
ip route-static 192.168.0.0 255.255.255.0 Virtual-Templatel
#
return

® RouterB ML E 1

#

sysname RouterB

#

12tp enable

#

ip pool 1

gateway—-list 13.1.1.1

network 13.1.1.0 mask 255.255.255.0
#
aaa

authentication—scheme default
authorization—scheme default
accounting—scheme default

domain default

local-user huawei password OUM!# (%<+$[Q="Q MAF4<1!!
local-user huawei service—type ppp
#

interface Virtual-Templatel

ppp authentication—mode pap

remote address pool 1

ip address 13.1.1.1 255.255.255.0
#

interface Seriall/0/1

link-protocol ppp

ip address 12.1.1.1 255.255.255.0
#

12tp—group 1

allow 12tp virtual-template 1 remote LAC
tunnel password simple 123

tunnel name LNS

#
return
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3.7.5 fit & LAC-Auto-Initiated VPN 7=~ ({£HMH 3G ##EQ)

PL 3G M4 AT 5, AU fid & LAC-Auto-Initiated VPN 754

MV ZATBIT, ASFET ST B, ALy SEHUAE 2 AR R T, AN
BRI G TAV RN CEB T M4, i ] DU I 43 32 % g Ak S i T L2 TP
P TE SEHUE S, ooy S A 3G Bl Rl i e gk y AR RIS . il 3-8 i
TNy S SCERIT PC aE it LAN I 42 21 7 S r 2548 LAC CABI) LAC A5 1 2% 4
RouterA) , LAC 5 LNS 2 [ali@it 3G W45z, il LAC 5 LNS Z 8] fb%iE, Szl
PC 5 R EB2 1] 5 815

3-8 fit & LAC-Auto-Initiated VPN %A X

3G Node B

PC RouterA (((40))
GE1/0/0 Cellular0/0/0

[8°) 192.168.1.1/24

Internet

LAC

( L2TP Tunnel 0}
5 VT113.1.1.1/24 |

(TR 85
il & LAC-Auto-Initiated VPN [P JEE& 1 -

1. FCE LAC L 3G B4k 5, U5 in) 2 P tbik ey % i o

2. f{ELAC LACHE L2TP Dhfg, PPP H /- idiid L2TP B&IE [ A5 R TG K, BEIA
UERCDD J5 N BEIE

3. 7ELAC LECERH, HhkBE SRR b, D& L PPP P #21,
e LAC Hik 5 IhEE.

4. ¥ LNS FJECE L2TP Bhfg Az PPP JH /7, L E VI M) A W 8% i o

Him k&
TR A, TR R O

® 3G HHIMIL T 9%, HARIL 'S higE i 3G M4 Ik55 i
® LAC R LB S 1P Mk, 6D

® L2TP 445
[ ]

LNS R H P, ERmEseir 7=t GXE A PAP IGUE)  HIERZY, LNS
A0 A i 4% R % 32 it 44 R

RESR

$I1 RouterA (LAC ) MfcE
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3 L2TP Whid AL &

(A LAC 538 38 A1 3G 8210 (Cellular0/0/0) [ 1P Mol FHIZE 7 804y
e, LNS U5 Ar g e 008 11 (GE2/0/0) (1 1P #uhlk A 12.1.1.1) &

# 7 Cellular0/0/0 #2111 _FRCE K5 .

<{Huawei> system—view

[Huawei] sysname RouterA

[RouterA] interface cellular 0/0/0
[RouterA-Cellular0/0/0] link-protocol ppp
[RouterA-Cellular0/0/0] ip address ppp—negotiate
[RouterA-Cellular0/0/0] dialer enable-circular
[RouterA-Cellular0/0/0] dialer—group 1
[RouterA-Cellular0/0/0] dialer timer autodial 60
[RouterA-Cellular0/0/0] dialer number *99# autodial
[RouterA-Cellular0/0/0] quit

# ICE ALY TP Hdik.

[RouterA] interface gigabitEthernet 1/0/0
[RouterA-GigabitEthernet1/0/0] ip address 192.168.1.1 255. 255. 255. 0
[RouterA-GigabitEthernet1/0/0] quit

# % H AN L2TP 4 IfHc B AH % & 1k .

[RouterA] 12tp enable

[RouterA] 12tp—group 1

[RouterA-12tpl1] tunnel name LAC

[RouterA-12tpl] start 12tp ip 12.1.1.1 fullusername huawei

# Jo T T 56 UE I v L T R

[RouterA-12tpl] tunnel authentication
[RouterA-12tpl] tunnel password simple 123
[RouterA-12tpl] quit

# W & AL PPP F I . 4 Gy, K PPP 56 AIE J5 =G LA A TP bk,

[RouterA] interface virtual-template 1

[RouterA-Virtual-Templatel] ppp pap local-user huawei password simple 123
[RouterA-Virtual-Templatel] ip address 13.1.1.2 255.255. 255.0
[RouterA-Virtual-Templatel] quit

# PO EAL M, D7)~ AR IR SCRIE I L2TP FEIEHE o
[RouterA] ip route-static 192.168.0.0 255.255.255.0 Virtual-Templatel
#HCE AP, 7~ A SR OSCRIE I 3G # R
[RouterA] ip route-static 12.1.1.1 255.255.255. 255 Cellular0/0/0

# filt ) LAC 357 L2TP FFiH.

[RouterA] interface virtual-template 1
[RouterA-virtual-templatel] 12tp—auto-client enable

RouterB (LNS fll}) AHc &
# HEE A E R A 1 B TP Mkt

<{Huawei> system—view

[Huawei] sysname RouterB

[RouterB] interface gigabitEthernet 2/0/0
[RouterB-GigabitEthernet2/0/0] ip address 12.1.1.1 255.255. 255. 0
[RouterB-GigabitEthernet2/0/0] quit

# e B ALY TP Hdik.

[RouterB] interface GigabitEthernet 1/0/0
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B &

[RouterB-GigabitEthernet1/0/0] ip address 192.168.0.1 255. 255. 255. 0
[RouterB-GigabitEthernet1/0/0] quit

# O AR Virtual-Template I & AH A B .

[RouterB] interface virtual-template 1
[RouterB-Virtual-Templatel] ppp authentication—mode pap
[RouterB-Virtual-Templatel] ip address 13.1.1.1 255, 255, 255. 0
[RouterB-Virtual-Templatel] quit

#AUfHE L2TP M55, JFeE—A> L2TP 4.

[RouterB] 12tp enable
[RouterB] 12tp-group 1

# U E LNS AR 44 Pk e F2 M 10 30 8 X g 44 o

[RouterB-12tpl] tunnel name LNS
[RouterB-12tpl] allow 12tp virtual-template 1 remote LAC

# Je TR AE 6 R I ¥ F Il TE R 2

[RouterB-12tpl] tunnel authentication
[RouterB-12tpl1] tunnel password simple 123
[RouterB-12tpl] quit

#BCE M)A 4 (WY LAC BEE 50

[RouterB] aaa

[RouterB-aaal local-user huawei password 123
[RouterB-aaal local-user huawei service—type ppp
[RouterB-aaa] quit

# L ERA N 2%, V5 0] 43 SEHLA AR ORIl IS L2TP BRI K&
[RouterB] ip route-static 192.168.1.0 255.255.255.0 Virtual-Templatel

o e

#ACE NG, 2 BI7E LAC A1 LNS 44T display 12tp tunnel 4> 1] & R 18 2 7 il

i, LLLAC iy 7 A 4«
[RouterB] display 12tp tunnel
Total tunnel = 1

LocalTID RemoteTID RemoteAddress Port  Sessions RemoteName
1 1 12.1. 1. 1 1701 1 LNS

# T display 12tp session iy % 1] G B iEIE B LG, LA LNS Ul i 27 4y 41«
[RouterB] display 12tp session

Total session = 1
LocalSID RemoteSID LocalTID

1 1 1
# 9 AU PC AT LAY 0] 28 7] BB AR 55 25 o

® RouterA Mt & 4

#
sysname RouterA
#
12tp enable
#
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interface Virtual-Templatel
ppp pap local—user huawei password simple 123
ip address 13.1.1.2 255.255.255.0
12tp—auto—client enable
#
interface Cellular0/0/0
link-protocol ppp
ip address ppp—negotiate
dialer enable-circular
dialer—group 1
dialer timer autodial 60
dialer number *99# autodial
#
interface GigabitEthernet1/0/0
ip address 192.168. 1.1 255.255.255.0
#
12tp—group 1
tunnel password simple 123
tunnel name LAC
start 12tp ip 12.1.1.1 fullusername huawei
#
ip route-static 192.168. 0.
ip route-static 0.0.0.0 0.
#
return

® RouterB AL E 1

#
sysname RouterB
#
12tp enable
#
aaa
local-user huawei password !9$70Z$+1"-",917] 2Y71!!
local-user huawei service—type ppp
#
interface Virtual-Templatel
ppp authentication—mode pap
ip address 13.1.1.1 255.255.255.0
#
interface GigabitEthernet1/0/0
ip address 192.168.0. 1 255. 255.255.0
#
interface GigabitEthernet2/0/0
ip address 12.1.1.1 255.255.255.0
#
12tp—group 1
allow 12tp virtual-template 1 remote LAC
tunnel password simple 123
tunnel name LNS

255.255.255.0 Virtual-Templatel
.0.0 Cellular0/0/0

(=)

#
ip route-static 192.168.1.0 255.255.255.0 Virtual-Templatel
#
return
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4 IPSec B &

IPSec B &

XTARE

M2E4E TP 2B I S EAREVAESE T30, SRARIE IR AE W 48 ARSI AL e
SEREE EMHDI%EE& IKE 4y IPSec $2it T Hal W i AZ e 4] sl vr 2 A B 1 R
%%, LAk IPSec W% RIS B,

4.1 IPSec fiftik

IPSec P& /& IETF (Internet Engineering Task Force) {5 — RPN, ‘&4 IP %L

PALERAL T BT o AR SR TR AR e ek REE IMIRAE XU A5 TP J2 08

b BRI VAIEE T 50, RORIEEHEIRAE M 2 ARSI A P e, sk
I

4.2 AR1200 SZ¥7 1) IPSec k¢
AR1200 4511 IPSec K. T 1.7 XL IPSec B&iti. IKE Wi /7 27 IPSec f#id
K H IPSec REUREE % 1 @37 TPSec f¥iE . X H] Efficient VPN Slg &7 TPSec i

4.3 BeE K T 15 A1 IPSec BEIE
K F 7 s /) TPSec P 5= W T+ 9 25 9 1 EL I 1) B FR R O o

4.4 id &K A IKE J7 2B i i) IPSec fgid
IKE B —E AR, AT PAEA 2 AN L% L Ay R 8. AANIESH . 87
IPSec 4=

4.5 Fid B R H 1PSec Mz 0L F% & #2 £ 57 1PSec % 4% iE
BL'E IPSec MEIREEH 1, FFLE IPSec eI REE 12 AL R Y H 22 A HELLAT 13 TPSec K
FOUB I 1) E A5

4.6 It & ¥ 1] Efficient VPN 5f 1% 2 37 IPSec [%iE
k25 Efficient VPN 7] UfAALIiZFAE B4 HOAC B, B B 53 BB ) TPSec & A g i HY
*xo.

4.7 4EH 1PSec
R IPSec IBCE (S B, 15 IPSec IG5 B

4.8 Jic & 5541
448 ] 1PSec & iy Hoin A 2 A VIR 5 Bl .
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4.1 IPSec #hiA

IPSec Wi /& IETF (Internet Engineering Task Force) fil5E — RPN, ‘&4 IP %L

PALERAL T BT N o] HERE . SR TR0 e R E RGN A5 TP JZ I8

b BRI AIEETT 50, RORIEEH R M 2 ARG AP e s, sk
YN

IPSec 1 i AEk AH (Authentication Header) Fl3%& %24 # i ESP (Encapsulating
Security Payload) XA SR SEIL A H bR, DR 3 A He i IKE (Internet
Key Exchange) A IPSec $&fit H 2P i A% B @ r Mgy AR Ikg, BATRifk
IPSec A HIANE B,

IPSec FFEAME & (45
o LAY
- 22N SA (Security Association) Sl {7 X AR A0 SELEEL R (W L) . i,
A FIWE AP CAH. ESP. AH A1 ESP PR MY S &) o WS 3 A5 2
kB IE R ) o n#s & (DES. 3DES f1 AES) . HrE S fx

P L DI A A P IS . 224l /& TPSec RFEAT, )& IPSec
HIA 5T

- AR R, AEPIASKT SR TR XA A, /DA AN SA SR )
WA T 1) B i AT 22 R TR, G SR AN X S5 AR BE Rl AH I
ESP KB T 22 A, ARG SR ES B R —Fh B SO g — AN AT 11
SA.

- SA I A=JedlkME—FRiR, XADZ e 242 50% 5] SPI (Security
Parameter Index) . HIF IP #hk. 245 (AH 8 ESP) .

®  [PSec P A df A

- AR, RN, AH % ESP #R4E AR IP k2 B T A LR E X

Z AT ik 4-1 Pios.

- A, ERFERRT, AH BE ESP #iAE LG IP L2 Hi, BAMER AN 1P
Sk #) AH 5% ESP 2 . W& 4-2 fTR.

4-1 R EER T B93R 3CHE N
Mode

transport
Protoco

AH IP Header |AH |TCP Header| data

ESP |/IP Header|ESP|TCP Header|data ET§:I° ESP Auth data

AH-ESP ||IP Header| AH| ESP | TCP Header|data| ESP TailESP Auth data

SCRSRRAS 01 (2012-04-20) Sy LA TR (5 S 235
AT © HhH AR A R 2 7



Huawei AR1200 F 514 i#% 1%
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4-2 FFIEFRER T IR 3TN
Mode
tunnel

Protoco

AH new IP Header|AHfraw IP Header|TCP Header|data

ESP new P EsA [P [TCP HeaderfdataESP TailESP Auth data
AH-ESP |new IP Header|AH|ESPraw IP Header|TCP Header|data[ESP TailESP Auth datg

® ik

AP ACRPR

- IPSec 1] LI# ] MD5 (Message Digest 5) « SHA-1 (Secure Hash Algorithm)
SHA-2 =FHAIES . MD5 HIARTHAE L LE SHA-T HIAR, 1l SHA-1 53k
()2 45w L MDS 895y, SHA-2 FEADN T SHA-1 Skt Inas £t 7 25 )
TN AR RS, Al PRI & T SHA-1.

- IPSec 1 LIA{ ] DES. 3DES (Triple Data Encryption Standard) F1 AES
(Advanced Encryption Standard) —#in#5 &y, Hrf, AES{FH 128bit. 192bit
B 256bit 5K R0 25 S0) B SO T N

® i

Ji

IPSec A MR i 7 N7 2 B, —MEF T8 (manual) , —F & IKE H

)P

B 7 C(isakmp) .

4.2 AR1200 Z#H) IPSec $51%

ARI1200 SZ 51 IPSec fu4h: T 177 IPSec i IKE Bhrg Jy 27 IPSec B&iE
K IPSec MU R 2 13357 IPSec B%id . KM Efficient VPN SlE 357 IPSec B%il .

AR1200 S T Bl A1) IPSec 4= HBINHE -

o FT
2 1]
W
(e
L.

2.

77 R IKE P 77 a7 IPSec % 4=BEIE Al 2L T ACL. @i IPSec, X444
($5 TPSec XJA5E4AK)  BeMs 6 AN Rl (B it SEHEAS [F) 10 22 0R T GAE Ins ek
[ A D .

A R

TE AR B . B E ACL SR IX 2 Bk i .

B Xz AR T E 2 A PR UOR I i A R BT B 2 i, RS
N | ol = S E STy e W

TE SUE A MG B 2 A G A o T O 2 A SN B 2 4 SR 2E I B S B TR
AP ICIBE R SE SO Fh B HE it S AT B AR« SA [T 720, %t
SR TP HiHE S CRIMRPERAR S/ 2 D Tl B 355 SA A 1E

LN

FE % A b St 22 4 SR .

IPSec it 57 #F MPLS VPN A, fi45:

- VPN S5 5 22 A1 B dh AT DGk

- PEHAHEN PE 4, VPN SLH 5 PE 4% CE B 1 ET OCHK,
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K H 1PSec fEAUIBE i $22 L1857 TPSec B R T 0. XA, hidik
PR EARY BT, WA E 2 S HESE T AE TPSec MEAUIBE I 2 1 Y 22 4 HE
k52 Y, IPSec [HBCE
fry L e R T R

1. B JHIHSE 2 VORI € 24 R BT H 31 2 Al IR
E) [E k= R I E S By v
2. X IKE Peer.

3. ENCEAHESE. I E A RORE R ORI BRI A R 2 a3, TKE
SR SHOR SA IR %S

4. AR LN RS

Efficient VPN J7 %1, Remote ¥ £ 77 lc BN BT R IP Huhl . Fidt s s gy 2

IPSec FEiE 2524, 17 IKE Whi A ESyE . IKE Wi I8 59, IPSec HemgaE K
43 IPSec VPN 404K 0] LLZE Server Ui 3E 47T FAC &« Remote 15 £ AT IPSec P& IE )
LI, Remote WK1 BT S #7110 IKE PhidAUERE 1+ IKE Bl DAE (19 0 fige 3% fig
Ji+ 1PSec MRS H A3 R A% Server, Server Ui MR B 53 TRAC B (1] IPSec f%iE 2
#5j Remote % % 3R IPSec G815 bl i 4 37 IPSec P#IE .

(1 ssem

Efficient VPN Zh #84% i License %48, # 4 1E T, &%&4) Efficient VPN 48 SR EE R . 4o
R E 2% /A Efficient VPN Zh48, HIE A LA DEL PFHF M E 4T License,

®  ARI200 4 L 438{A 6,

43 BEEFXHAFITHANEILR IPSec f&iE

KT L7 5 SL A TPSec BEIE T2 2N HT T 2% #0040 LERL TR BRI RS DL T

431 EIBRBES

FERC BRI T L5 U7 IPSec BRI, 1AL IR, LR E R A - 005 3G
AT [ TPSec B IE iy B I 56 AT 55 FIAE % 1O K8t

R FIERES
WY 255 40 4 A R IR T B, SR T 72U 7 IPSec BEIE .
MEESE
TERC & K H Manual J7 2057 1) IPSec BEIE 2 AT, 77 Z5E A 55
®  ICE A SIS EL, A O R BCIRASA Up.
® iLEMH, TRIE IPSec M55 At 2% 4% 1 TP Mk Al IPSec ik 55 £ 4 iy 150 £ 1Y) 4%
F1 1P Hiuhik 2 [8] 2% Hh AT ik
RIRES
{E i B K B Manual 77 [ IPSec FFIE 2 07, 7Bt LU N B .
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Fs iR
1 Hg ACL XS5
2 LAEPENAFR AR AT AH BRUIAER . ESP BrAE
% ESP MU N & Sk ocE 3B
3 ARG L PRRFH) 5 BRI A S I i 1P Mk AH PRSNTT [0 FH 7

[ ) SPI. ESP #RX N J7 [ FLH J7 1] [ SPI. AH #RUNJ57 [a) R 7 1) (A
WA (LLARFER 7208 A ESP BRSO J7 [ ATH 7 o) AIE SR8 (R
FREREREAN) « AH BT A H 5 T AE 8] (L 16 3617 =X
I+ ESP HRM T AT 7 [ AR (L 16 BRI =D |
ESP PRSNJy [ R0 5 [m) s 580 CRL 16 B =0 « (ATiE)
VPN SEA 44 Fx

4 I A S AL OB DRI 5

RARTY
TARIE EFRAL ), iE4F AH 3K ESP W6 —FF SE 4748 B 69 2L3B ALK
4.3.2 | EEEFRIPREIER
IPSec AEME XA A I BHR R BEAT 222 5. SeBrN b, T E el ACL & Uk
Wy PR H 1% ACL, M T B 1% 50 i E H
BIETE
F$E1 PUTH 4 system-view, HEANRGALE.

S 2 U712 acl [ number | acl-number [ match-order { config | auto } ], BJ#— =i
P72t N IEAL A

HE3 HAT 2 rule, 76 ACL BN, HCE T A3 H1 5000
(1 ssem

® FTERAEHAE ACL, ENAMHEE E IPSec FrIF 938 R ATRY, BPBLE 2T 49 ACL #L
) 64 A RAEF A permit.

® X TH RR %A RNKIER, FELERRF ) ACL Fatfl 5 6932 R % .
s

4.3.3 Bt & IPSec 412N
P i P 2%, Lt AIERYE. INEEE:, ROCERER 2T e B A [F] .

RIETR
$BE1 HAT S system-view, N RGIE.
T2 PUTHr4 ipsec proposal proposal-name, G574 HEVGFIEN 22 HE A .
$B3 (L) PATH4 transform { ah | esp | ah-esp }, L& AL
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BN esp, B RFC2406 #15E I ESP HHi.

$E4 (1]i%) $AT14 ah authentication-algorithm { md5 | shal | sha2-256 | sha2-384 |
sha2-512 }, W& AH PhSCRAFIAER L,
WAL, A IPSec #2101 AH MhCRH MDS5 Ak,

FBS5 (L) HATH 2 esp authentication-algorithm [ md5 | shal | sha2-256 | sha2-384 |
sha2-512 ], & ESP WMSCRHIIATES ..

ST, ESP WSURT AH BMICE I HGUE S 45 mds.

T il transform Ay 2L FE T AN 2P, A RERC 1% 2 AT F 1 %
5. i, WREH transform Ay 2 IEFE T esp, NI BERCE ESP T (M & 4257
W, T AH PFrils 2 SRR & .

FEo6 (i) HATH 2 esp encryption-algorithm [ 3des | des | aes-128 | aes-192 | aes-256 |, ¥
B ESP PSR I # SH%

BRI, ESP BRI S des.
$B|7 (%) 714 encapsulation-mode { transport | cunnel }, 4% IPSec 4] IP 4L 10

.
B SN KA Tunnel, BPBEIEA A .
et
4.3.4 B E IPSec RE KK
fic -5 s LI TPSec B IE 1) 22 42 SME
E=ER
%18 7 5% 691X &, 24 B A4k SPI. string-key. authentication-hex #= encryption-hex &
ZEMGEE, BPASHIIAN T 6] TR AL Auxt 58 00 b 7 @ e AR A —HE, K
5% 64 th 7 8) 2 TR B AR SL IR AT 58 GO N T &) 2 TR B A A —HE
BRIECE

H$E1 AT 2 system-view, HEARGWIE .
S 2 T2 ipsec policy policy-name seq-number manual, B 22425

— AN R I 2 SCRFICE 10000 2522 500E . AT OL R, B LA SRIE AL .
HBE3 P ATi4 security acl acl-number, {E%4A S 5] V5 R 261512

— RIS HAET I 4% ACL. WIRRE LRSI T2 T 4% ACL, RJalicE
INEEpY®

HIE 4 PAT 4 proposal proposal-name, FE2Z4HMEH 5| H 2 24213
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4 IPSec B &

PR

FER12

IRz g o T L7, — S g e oI H — e i, JFHWR A wE 1«
R ISR B S I U BE VBTN il o A5 204 BB T Y i T LT
LA SR T 5 | P IR 22 A B B A5 B R Y IRIAE IR e sy SRR AR SO R T 2
PUT 4 tunnel local ip-address, B0 & BEIE A b bk o

T4 tunnel remote ip-address, T & & 1 X mihhlk

T4 sa spiinbound { ah | esp } spi-number, BC'E NJ7 0% 4B 1) SPI.

(BT
PATIZG ST B 0o e NG 4.3.3 B E IPSec 244+ transform 4-4-Ft & ¢ 5 2l —
. 4eR A transform 44 F Be B 69 %A WX ah-esp , | sa spi 444 F B B2 B ah #= esp F
Ab g2t

AT T4 sa spi outbound { ah | esp } spi-number, [it'E H 7 17 % 4B T SPL.

(0 352em
® [LfEAMMAN, %24 73XE inbound 4= outbound B4 &) 44 G A B 49 AL

O LA TRENMRE BN ZEBARMLAR T ALY, KSHHANF G R BE SPI &
At 54 0 k7 B A TR B4 SPI —A%; ASh )t 5 @) 22T AY SPI s i Fust ik 9 N T 5] 3
AR H SPT —4%.

AT 74 sa authentication-hex { inbound | outbound } { ah | esp } hex-key, Wt E ML)
INIEZEH (LA 16 #EH5 XA

T4 sa string-key { inbound | outbound } { ah | esp } string-key, HC & WM INIESS
NGV IR 1Y D

AN
TE

LAY AN, BEAAER T KMANEA. R SEAFH ST XMNER, 7
—3mrA 16 A7 KEMANES, W RGEEM BT 5 2 2ME,

o RS ANAFAAE 77 I T B4, N RIE I B R 3.

AT 74 sa encryption-hex { inbound | outbound } esp hex-key, BC'E ESP WrITI N 2%
LA e #Efl XA .
RARTY
® 4ok B 49 AH %4, £4F sa authentication-hex #= sa string-key £ ¥ ¢4 — &40 4347
BpT,

® 4oRi% F 492 ESP 24X, ¥ sa authentication-hex. sa string-key #= sa encryption-hex
Fo o 6y — Feo A RAT B T

® saspi 44 % £ 5 sa authentication-hex 3X sa string-key X sa encryption-hex 3t F £ /A, 7 4
BRI F L IPSec [EiH,

(nJi%) #4774 sa binding vpn-instance vpn-instance-name, W'E VPN S5 22 41k
KBk

TR

4.3.5 R F IPSec £ &5 B&

T L5 UBCE R 2 s 2 L REN T 21— M D
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fiL & 45 R -VPN

4 IPSec B &

RESR

L1 HATH2 system-view, ARG

S 2 HATr 2 interface interface-type interface-number, HENAZIIIE .

S 3 T2 ipsec policy policy-name, {E# 1 1N 224 TR

A REN AN AR 4L, SR IKE [ 8P e E 10— AN 2 A g 41 n] LU
A0 e T AR E M 2 R AU BN B — AN 0 R TN T ) 2 4
S T L AL i, SRR R ke

G5
43.6 RERELER

HTR S

BRESER

fic ‘& K F Manual 77 s\ W 1 IPSec BEIE5E R G, PIULEFR LB 2l w
AR AR S o

EV5E K Manual 5 3 W0 RS 1) TPSec BEIE (19 BT A B E -

®  HUT display ipsec sa iy 2 A & %A W A OG5 B .
® JIL{T display ipsec proposal [ name proposal-name 7% 2 & %A PG

® I fT display ipsec policy [ brief | name policy-name [ seq-number | |1y % & %425
LIRS

LR

4.4 BEE XA IKE AR R AY IPSec f¥iE

IKE A —E B MRPPUE, TRAEA Mg Lt iy k8] ANES . T
IPSec 4=k .

441 BB BES

FEMCE R M IKE W 5 UL IPSec FEIEZ I, T ARFENHIAEE, DAL EEHET o8
FRIAE: 55 AN HAE 2% ) K dfs o

R FAERIE

W28 3R G5 R IR, SR IKE Wi )5 20T IPSec FFiE .
BT

LEEE K IKE 7R R IPSec Z 1, TH25¢ UL PRS-

o ilE R LM ZNYSE CFIIP Hihib) , {1 M BERR B SUIR A R Up.
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® LA, PRUE IPSec ARSS A i & 142 1 1P bR IPSec AR 55 2445 i 15 2% 1142
1P Huhb 2 [8] #% fhml ik .

RIRES

ARG E K IKE J7 sUHh B0 TPSec 2 Ry, 7 BivE 4% DL 508

Fs iR

1 Eg ACL M3 31

2 IKE 2243 Se g IKE W is 6 1 1n 2 5032, IKE P s 458 FH B AIE
k. IKE Whiidi FH AIE 732, Diffie-Hellman ZHFRiR. 224060 A A7 A
L1

3 IKE peer PR, Wi, IKE %2424 PR, IKE Peer [1) ID 884, 5Xf

33521 pre-shared key IKE Peer %3 fuditi,  (WI3%) IPSec hgiti g
(1) VPN SEA X o 44 B

4 ATRBARR AT AH BRSO IERE . ESP B fAE
Bk ESP UM Sk RO IE A

5 LARRMELFENPI S CAlik) P A PES H51E

6 CAI3E) 22 4 SRR AR 44

7 Tk A SRS AL R A St Ik . DA I D SR AR A R A A SR YT IR T L

DALk FEUE (0 A e AR A A B . R 3% Keepalive #5311 7] 1] B
245 Keepalive HROCHIFBIS IR . A2 3% NAT 5B 46 S A A 1) 1) i

8 W 22 4 SR 1R 1 L SR I AN G 5

(1 sem
STARIE SE PR AL, 4F AH 3 ESP Wi 69 —FF #4748 B2 69 SLIEHLR .
44.2 QI EFERPIEERER
IPSec fg XA [F I B AT 22 84 . sEBr A, T E el ACL e U
W, FE AR TR g % ACL, M AR 2IE S % SR i /E
BRIESE
$B1 HAT S system-view, N RGAIE .

$2 P74 acl [ number | acl-number [ match-order { config | auto } ], GIE—/NE i
FEHIAR AN .

$B3 AT rule, £ ACL MLEF, BECE 7 b2l .
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(1] ssem

® FZAHAE ACL, B AL E £ IPSec HRIF 69348 R BATRY, BPBLE T 89 ACL #L
W 64 A K42 F A permit.,

® X THRFZLERNUMER FROURETF M ACL FoAl & 1922 R %,

s

4.4.3 (A[i%) BLE IKE Z£3RiY
FH P 0] A B S 0 B8 2 4 TKE 4233, (ELAE BB XU 6 40 28 A0 45— 46 UL 1) TKE 4
WA R VR
BRIESE
ST/ TS system-view, HEARLHLA.
HI2 474 ike proposal proposal-number, G IKE 22442 3N IKE 2244213 E .
B T3 L 0 TKE ‘e AR DA AUTIE A e i 1l

$BE3 (A[iE) #ATHr 4 encryption-algorithm { des-cbe | 3des-cbe | aes-cbc-128 | aes-cbe-192 |
aes-cbc-256 }, IEFEINE L,

AL, A des-cbe N ik,

PS4 (A[%E) P74 authentication-method { pre-share | rsa-signature }, %%~ IKE $¢
VU AR 5.
BAAIEHUR, Al pre-shared key FIIAIE 5%

TS5 (%) 17742 authentication-algorithm { md5 | shal | aes_xcbc_mac 96 }, EFEINIE
ﬁ‘]io
AT, A SHAT AUESE.

$BE6 (n[iE) #ATHr4 dh { groupl | group2 | group5 | groupl4 }, %F¥ Diffie-Hellman ZH b5
P

SB7 (A[iE) U712 prf { hmac-mdS | hmac-shal | aes_xcbe 128 } , it & IhBENLE 2L
L.

HIES (n[ik) PATH 2 sa duration interval, WE SA FHIAEIENE] .
1R duration Hf[HEERS, IKE SA ¥ Hah ¥ .

AR RO T isakmp 7 SN X 2 AT R, XIS manual i CEE T 4%
IR WA AAT A BRI, BPFR TS A 2 A I R K AN 23 2R

R
4.4.4 tit & IKE Peer
Bl E IKE MR — 24 EE, g IKE Vg el 1A . IKE Pl i 1D 28

L XFu e 1P Mk B s A4 FR . PSR H . 2 B BT NAT 998k, EFX%Y
IKEv1, 0 & H B aOa S B as i E1T IKE P o
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AL & 15 F-VPN 4 IPSec Fii &
RIESR

1 PATIA system-view, FANRGAE .

T2 HATH 2 ike peer peer-name [ vl | v2 ], fI%E IKE Peer 7N IKE Peer ML,

S$E3 (A[E) AT 2 exchange-mode { main | aggressive }, [t & P i 2
TERFEE R AL AP 3R Slocal-id-type i &1L A ID 2874 ip 8¢ name, AR
AEmt & A 1P Mk .

S ) IKE PSR, A2 IKE v2 WA, WA TR ERCE P r X, BPAS AT
IR
4 (Wik) PATAA ike-proposal proposal-number, FCE IKE 4110,
PS5 (L) HATH 2 local-id-type { ip | name }, FC# IKE Peer [1] ID K7,
B TEOLT, AHh ID 2570 1P Hidik .
$E6 (1ik) $hAT#r4 local-address address, ' IKE A< 1P Hulik.
A THOLT, A 1P Hidik & 2858 It IPSec HEg 14 H ik o

7 (Wik) PATA4 peer-id-type { ip | name }, [t & i IKE Peer ) ID 2574,
BATOLT, 1D R 1P HhETE . Adr & HAE IKE V2 AN E A 24

IS (A[LE) HATHT2 nat traversal, it H /&5 75 ZUHT NAT 551,

e E NAT 78, 75200 E local-id-type name.

SE9 (n[iE) T2 pre-shared-key key-string, WC'H 5% JL =) pre-shared key .
WIRIEFE T pre-shared key JGUE 7 V%, 7 B2 0y BN KT o 0 i PUE 258 o g T e A
(1R R Ao ity ) A 2 20— B
i ] pre-shared key (156 UF 77 V25 I 400 25 P B 560 UF--

FE10 T2 remote-address { ip-address | host-name }, FCE X 1) IP Huht 5384
(AR

IPSec &2 F M T XN T, REZHATIZ4S.

TE11 (%) $ T4 sa binding vpn-instance vpn-instance-name, WC'E VPN S5 22 421
%H%O
I HCE IPSec BEIE b T (¥ VPN #1175 AT LASEIL IPSec K12 S48 . X FIC B 7
TR BEAE R A 7 AT 8 o BRI (1) R T RIRARSCIN 5 AN TE OO R Ak
T 1 i A BEE N i TR 1K VPN, AT ANTE R SO A& 1, KR SOk
Zo MR KU, BRI A HAT VPN @k, R E Zdr %, Maehs
MR S

FE12 (i) AT 4 remote-name name, FCE XA CRAER AR HAE 4 FAAIE
AL .
WSIE IKEV2 [iUAS, local-id-type 4 ip, peer-id-type 4 name, W Z45E remote-
name.

$EE13 (i) AT 4 inband ocsp, F5 il IKE P& Z OCSP iR A OCSP Wi W 3477
HAE PR INUE
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$B14 (A[E) T4 pki realm realm-name, 7 IKE %5548 4552 PKI 1.,

7F IKE X254 3552 PRI &8, A LUHEHE PRI &8 K R0 &S BAREUAS R 1K CA F B A& #%
W,

TTE15 YT quit, RPIRZRFEMAE.
F$EE16 (A[ik) T2 ike local-name local-name, V& IKE i I AL FR .
AT 4 local-id-type Fit & A ID J57 %4 name I, 75 ERECE AN ID.

-

4.45 B E IPSec 4123
P IE PRI 2%, 2t AIESE . s, FROC S 2 2 iy 2 e B A [ o

BREDE
TE1 PAT 2 system-view, HEANRFGHLAE.
T2 PUTHn4 ipsec proposal proposal-name, Bt Z 4 HEVIFIEN 22 $E A .

P$E3 (A[iE) $ATHr2 transform { ah | esp | ah-esp }, [t & 24,
Bt LR, IPSec HEBUR K 24 Bl REC2406 A ¥ ESP Bl .

$E4 (L) AT 2 ah authentication-algorithm { md5 | shal | sha2-256 | sha2-384 |
sha2-512 }, ¥ & AH th3CKH FGES %,
SETEOL R, AE IPSec #21LH AH BHICR T MDS AL,

$EES5 (1[ik) FAT4 esp authentication-algorithm [ md5 | shal | sha2-256 | sha2-384 |
sha2-512 ], %% ESP WrisCR A MIAIES %,
BT, RA MDS WEE L.

FBo6 (i) AT 4 esp encryption-algorithm { 3des | des | aes-128 | aes-192 | aes-256 }, X
B ESP PSR A I # 56%
oL, KM DES I k.

$E7 (ik) P74 encapsulation-mode { transport | tunnel }, EFEAR CEREE A
BRATEOL R, s TP #0238 AR B B

— 4k

4.4.6 Bt E IPSec ZLHERE

fic & 5¢ %) IKE Peer 75 Zi4E IPSec F 224> SR R 51 H, A fe A shthib IPSec.

BRIESER
1 PATIA system-view, FANRGAKE .

S 2 HATHr 2 ipsec policy policy-name seq-number isakmp [ template template-name |, G5 %
AR

YB3 P74 proposal proposal-name, 511 IPSec %A,
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Huawei AR1200 Z 41 AV 4% 1 2%
fiL & 45 R -VPN

4 IPSec B &

IKE s 52U 2 4 s e 2 nl LS | INAS 2410 BRIE P Sm EAT TKE Bih g IR £ %
IS P iR G T T RENS S ALK 2 APl

AT A4 security acl acl-number, 511 ACL.
(A[%) AT r4 sa trigger-mode { auto | traffic-based }, M IPSec SA ik 772\,

15 IKE 55— BB i e, iRl 77 XL i IPSec SA. W SRINCE 1 A sl & J7
1 W IKE 25— B i e S o JF AR P i IPSec SA; T LB ik T-Im Rk & 7
2 W B WO A 2 il 0 RS IPSec SA.

BRAEEBL R A A sl k7 2.

(ATi%) 44T 14 sa duration { traffic-based kilobytes | time-based interval }, WL & IPSec
SA [RIAEA7 ] o

® U IKE VI FRASIN, 6 S5 s 1 7o 0 FH A 3t 16 5 140 A A o) SRR S S S8 PR A4
SR — AN, Ak 2 AR B R A7 R

® Ui H] IKE V2 [, S 8544 Wy sig AN 1 i 22 4 106 B K A A I o 22 B B 1 A A7 )
W A B N S HROE
® [PSec SA [FI2EA7 I ] ()48 {54 3600s, ¥t 2 (1644 {H 4 1843200 kilobytes.
AT T2 ike-peer peer-name, 5|H] IKE Peer.
(1) +mm
fit & IKE #5449 ik A 0L 4.4.4 BL E IKE Peer.

(Ali%) #4742 pfs { dh-groupl | dh-group2 | dh-group5 | dh-group14 }, % & Ppi5 )
) PFS bk

WA R E T PFS, A /5 AR W i I 262002 PFS ACHe. Adi MU i 4 7€ 1) DH 20 04
80 B2 RN WSRO S AR s sC I, DH 4] BIAS— 2

-

4.4.7 BLE IPSec & FERGIEY

BRIESER

$E1
TE2
$IE3
TR 4

PC . 22 42 SRS SR P] LRI 4K 22 4 TPSec PEIEE 2 IN O IC & TAF &

PAT 4 system-view, HEAN RS
T4 ipsec policy-template policy-template-name seq-number, G324 FHEIAR .
(Al AT 4 security acl acl-number, 5| ACL.

AT A4 proposal proposal-name, 51 %4

IKE Pps 77 2 22 A g d 22 o] LAG I I SAN 2l BEE P omdEAT IKE P s I 4 1 22
A S R S 5 | FH RERE 58 A UL ML IR 22 A

(A[%) AT 4 sa duration { traffic-based kilobytes | time-based interval }, Wt & IPSec
SA A7 Y]

AT 4 ike-peer peer-name, 5| IKE Peer.

(Al $4714 pfs { dh-groupl | dh-group?2 | dh-group5 | dh-group14 }, % &t
i FH 1Y) PFS H51E
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4 IPSec B &

4.4.8 (W%

BRI, e e R By I AR T 52 35 1931 170224 PFS (Perfoct Forward

Secrecy) Fifk-.

s

) REHREFIESH

A RO isakmp U7 AU 22 I BT A I manual U7 2UEE T R 2 AT
WA AT R A R B A1

BRIESE

P11 AT 2 system-view, ARG .

S 2 T4 ipsec sa global-duration { time-based interval | traffic-based kilobytes }, W'H 4
SR IR 2 A e B AR AT T o
Ay JE B O I isakmp U7 U LA A R, A IEIE manual U7 2UE T 24
S A A A7 A BR ), BP0 8 7 1) 22 A B A AN 2 R R
N A BN B2 A TR B e AT B AR A R, SR FH e 14 R AR AT 3
oA A SR AR AT T, AN AL E T B AR A B fa‘éﬁ’iﬂi%,‘ WAL L&
BT A, AE A S AR AT R I 1 2 A B WEAE T IR IKE P s A 2 Al T I 4
SR AT SR A

$E 3 ST 2 ike heartbeat-timer interval interval, Bt 'E /%i% heartbeat % ST (7] 8K

HIE 4 T2 ike heartbeat-timer timeout interval, Fr B 551 heartbeat FI% 3 ;8 I s [a] o
il & ike heartbeat-timer timeout £/l ike heartbeat-timer interval [, interval 1 timeout
BRI, BIfE—N e ERCE T timeout 244, X it ZLAL'E interval 4L,
TEM 2 I — A2 BB I 2 = IR IR SCE R, PrBAnT DABCE timeout 24 5% ¥ e 2 11
interval [ =%, WA %5 ARumd T R

S5 AT 4 ike nat-keepalive-timer interval interval, T K& 1% NAT {RIEFHR SC 0] )R o

FI6 AT 2 ipsec anti-replay { enable | disable }, & P NIIHE.

PHIB7 HATHr 2 ipsec df-bit { clear | set | copy }, HC'E IPSec F%i& 1] DF Ar&EA7 .

HIE8 T2 ipsec fragmentation before-encryption, [t & IPSec BEIEFR ST 5 F 77 =,

S 9 T2 ike peer, i IKE XJ 2 AL

HE10 AT A2 local-address address, Bt'E IKE Asui IP Hudik .
TTE11 PATW F s, HHATHEARLEER DPD (Dead peer detection) AHICHE '
® T4 dpd { idle-time seconds | retransmit-interval seconds | retry-limit times },
WC B AR T A I 25 PR TR . DPD 2 3 5 A% 8] [ A1 EA % IR
® P74 dpd msg { seq-hash-notify | seq-notify-hash } , P& DPD % 3CH ) 28 iy )it
¥
® JifT 14 dpd type { on-demand | periodic } , fit ‘& DPD ki,
%R
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4 IPSec B &

449 (A%

BRIESR
T8’1
T2

$E3

) EEEREEAN

WA 1PSec B%iE Up, 1PSec X454 1% HH vl LLAS IR A M I [0 4 KA s a0 1PSec f% i
Down, [PSec % 4544 r ] LA H M B 40 AT, SN 4 3t i (1 1B % 55 TPSec
[ SERINAYEPN T

T % system-view, HEARZHLIAL.
AT a2 ipsec policy policy-name seq-number isakmp, JEAARTF-SHRCE K IPSec S A

E o
AT 4 route inject { static | dynamic } [ preference preference 1, i REi FHIEATIfE.
B TOLT, RIEARMTREH Hd A DiRE.

s

4.4.10 I AR &R

—MEOHBEN AN 2 ug 4, KA IKE A s pilE ) — AN 2 5ng 41 o] LAY H
E2IEZghec JuN up

PUT 4 system-view, HEAN RGAIE.

PUT 4 interface interface-type interface-number, HEN$Z XL .

HAT 4 ipsec policy policy-name, TEF:11 N R IPSec 224 Hm& 4 .
—AMMEOHBEN A2, — MR ] DY B 2 A0 F.

BeE 58 BRI IRIS, TPSec B&IE P i 5 A L 1A AOE AR ST, Kl IKE MEAT B 5722
AW WERECEN AP a0, W) IKE Phig sl e i s A SAs W SR B B o i i
fil k772, AT I RS K IPSec 224 SR (B RN %3 AR IR, A 25 ik IKE 2
P IPSec AW o IKE P RS D) JF G e T 2 RIS, 1 i 1o T (1) 2500 s s 4

Al .

B

4411 IoERELER

HI R

BRMESR

F

fic &R H IKE W ps 75 A7) IPSec BEIESE N G, P LAE R %42 iE S B IKE Peer

IR E NG 2L IKE R E S5

ulll

CLIECR ] TKE J7 (W3 ) TPSec & IE I FTATHLE -

® HUT display ike sa [ v2 | [ conn-id connid | peer-name peername | phase phase-
number | verbose 1%, & XA i IKE &7 (1) 22 4=bE 1
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® {17 display ike peer [ name peer-name | [ verbose 12, 21 & IKE X 2544 (1) L B 17
o
®  JIU{T display ike proposal 17 %, 1 F &A™ IKE $&IACE IS4

® HUT displayi lpsec sa [ brief | duration | policy polzcy—name [ seqg-number | | peerip peer-
ip-address 14, B i 22 A W I A OCAE B

® P47 display ipsec policy [ brief | name polzcy—name [ seq-number | 1%, 54 IPSec
LS

® 4T display ipsec proposal [ name proposal-name i, B & 2 AP B
%W

4.5 e B IPSec [E#IB¥1EIZE O T IPSec £ £f%iE

BL'E IPSec MEIREEHE 1, JFAE IPSec MEHULREE 2 AL ISR Y H 22 A HELLAL 1S TPSec K
FOUB I (1) i A5

451 BB BES

ENCE K H IPSec fEAUBEIE #2657 IPSec 4P 2 1, T LN HEREE, DUACHCE
K TPSec HEAUMRIE 1% 101 437 TPSec 274 B Il 77 B 4R Ay o 1 A AR 55 A 4 O B0

I IR
Jy itk IPSec T e L 1) &2 A% E, PROET IPSec A HELL L) RE . 7E IPSec MEFUPEIEHE M
T 22 RS 5 S — 4% IPSec B&IE, JEXTHTH E%EB%W[% TEE: O BT
IPSec 147,
EES
WS K H 1PSec REFUBSIE T L1437 IPSec LM 2 7, I UL N ES:
®  JiCE B MR UM S E TP Mk, AFE L AR DM BCIRA S Up.
® CEMH, TRIUE IPSec M4 At s £ 4 1 1P Hubil A1 IPSec 45 2% 45 i £ 142
1 1P Mtk 2 [A) % th AT ik .
HiRHES
LEHCE K H 1PSec REFUBSIE 3 11457 IPSec P58 2 B, TR UL I EE.
FE iz
1 AW AATR . 2. AH PRUAES Y. ESP U FAE
Bk ESP PR nas Eyk . HocE R P N R G PES H5
2 IKE peer % FK. Wi, IKE &3I4 FK. IKE Peer [1) ID 5H, 5}
Uit 3L 5 1) pre-shared key
3 SA MIAAFEW. 42 )5 SA WAA7 53
4 Tunnel 10145+ Tunnel 32 11 1P #uhik. Tunnel 35 D yE b aE A0 H 1K)
Hihk
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4 IPSec B &

£
5 IO P 22 A HEZR (R 1 9 5

T
Jio

4.5.2 ie B R EHEL

Jyfaitk IPSec SRS HLIIH I, REGHL IPSec L4 HEZL I RE .

GAMESEE T IKE X254, IPSec ‘2441 4B AL LA & PES. W ARAF
IKE B sy, 22 AsHESE rp BT AT Tc B 1) 2 B0 Z0U A A ity R0 %) s AH UC i

o

AT A4 system-view, HEA RS

T4 ipsec profile profile-name, QN RHELE, JFuE N2 HELEALE .
A HESE AT W FH T Tunnel $21H1.
AT T4 proposal proposal-name, BL'E % AHESE S| F ()& 431

AR N IR Z AT G I AR WD N, R AeHERBAT S IR %
AR

(00 stem
AL & IPSec %R FTHF AN 4.4.5 B E TPSec 44X,
PAT 4 ike-peer peer-name, 1EAEHEREH G| IKE % &54K
BRAETEOLT, R HESRRAT 5| H IKE X454k
1 sm

f. & IKE 3T 54K 4 4 Bk AL 4.4.4 Bt B IKE Peer.

S

(Al 4714 pfs { dh-groupl | dh-group?2 | dh-group5 | dh-group14 }, it & £ it
A HESR A P RS IS ¥ PFS R

AT, 2 AHERUAGR R I BT 8] PES Htk

(AliE) AT 14 sa duration { traffic-based kilobytes | time-based seconds }, HL'E SA
(A=A A o

PAT A4 quit, R[PRGALE

(W) AT 4 ipsec sa global-duration { time-based seconds | traffic-based kilobytes ,
ML E 4S5 SA MAEAE A .

BN, SA FE TR 4 R AEAE TR 3600 75, & TR E G4 R A Rk
1843200 -7,

TR
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4.5.3 it & IPSec [EfIFFEIEO
IPSec FEAIBEE £ 1R N 2 4 HESE

de B = g
B = 1I=I G
IPSec JiEFUREIE B2 e K H IPSec SO SCH TR kR E R 1, LA E 1PSec &
FURRIERE 1T, JHAE 1PSec MEFIRETE £ IR R N 2 A HE SR 75 TPSec 1 H0LR% & 1 &
AR
BRIEDE

1 AT 2 system-view, ARG

P2 T2 interface tunnel interface-number, I\ Tunnel £ A& .

T3 PUTHr4 ip address, JCE Tunnel $2 11 IPv4 FA R L,

S 4 T2 tunnel-protocol { gre [ p2mp ] | ipsec | ipv4-ipv6 | none }, it & F% 18 £ A
(RARUY:

[ 38 4 O 493 F AR XARIE L FE 295 F 4 IPSec. GRE K # MGRE 7 X, #+ #44& Tunnel @ F 4§
& IPSec %4 HEZR,

S5 AT 2 source { [ vpn-instance vpn-instance-name | source-ip-address | interface-type

interface-number }, PCLE Tunnel #2215 HbAL o
([ARRTY

# BB E source Rk At $5 m%n KA R HBEIZ P Hl, wRiZIPHMEEETHER
IE|4, W4 IPSec e B IR AN, 2F 7@%&&7 BTS2 IPSec BL B A A K.

$B6 (n[i) #ATHr4 destination dest-ip-address, Tt'E Tunnel % 11 1¥) H 1Bk .

an FEBEIE 2 1 ) R s B TPSec 72, IR 7558 IKE X 43R 1 —im e & H 1tk
BUvys SRRk 8 1 (B % B GRE X,  TUIBE 44 o #0 d Ee & H (bl

S 7 HATHr2 ipsec profile profile-name, (£ Tunnel 4% 111 LW H 22 4HESL,
BRATEOLT, B0 ERA N e,
—45 R

454 IEEMELER

fic & K IPSec JEAIBEIE 2 11 2237 IPSec % PRI 5E il J5, W LA IPSec ¢ 4HE
IR AR, A L Tunnel #2101 BORC &S B

AR &M
CL5E R A IPSec MEFURSIE$2 11 437 IPSec 224> FEIE I T A i & -
RIESHR
® {17 display ipsec profile [ brief | name profile-name 1%, 21 & 1PSec % HEHLHI{E
® JIL{T display ipsec proposal [ name proposal-name | fiv %, &5 L AFE WK B .
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® 1T display ipsec sa [ brief | duration | policy policy-name [ seq-number | | profile
profile-name | peerip peer-ip-address | i3, B A AR AE B

® FH: MK FHAT display this 7%, 2% Tunnel $2 1 F FIRCEE B

LR

4.6 B2 B 5% Efficient VPN B B%3E ST IPSec P&

1% Efficient VPN A LRI RE B ML, K4 BE 53 NI IPSec MO Hh i i t
Ko

46,1 BB BES

ZENC 'S Efficient VPN W& 2 B, T EILN HIAEE, DA 'S Efficient VPN 75 ELHEHT 5
G RIAT: 55 FHUE £ A8

R FIER S
AN SR 2 TR 2 37 TPSec FEIE, 20 AN S5 EASOR 11 IPSec FiL'E . ELHENCE
IKE Wh i AIFS % IKE Whiiin#s 5%, Diffie-Hellman. IPSec Proposal 25. 724k
B SRR M 275, Remote %4 _E ) TPSec Bt BB AEH S 2%, 1M Efficient VPN
TTE, T RE o SN A S, K B 3 BB TPSec BLE HH AR H K
EESE
e S Efficient VPN ZHT, T 3858/l L N AE45
o JiUE R LM Z UM SE, DR T CIRE N Up.
® [LEMH, PRUE IPSec M4 Kt hi b & (12 11 1P bk F R 45 2¢ 45 by v £ $52 L1 1) 1P
Hohil 22 [R) % Al ik
HiRHES
TENCE Efficient VPN SRIE 2 0, 7 ZEE#4 DL 2l
F5 iz
1 % ACL M=%
2 IKE ‘43S IKE 28I IKE Wi 438 0 in a8 50
IKE P4 AR S IKE Wh g H AIE 774 Diffie-Hellman 41 b5
WL A A7 A . IPSec Proposal )44 %%
3 G TRME AT T L 284 SRS AR AR 44 FR R 1) 5
4 DNS fR452eitihl. WINS R4s 25 hil . 4=t bkt ™ v 20 e i i Bt ik
5 IKE Al %fi IKE Peer (bl Xoh i 42 Fk
SCRSRRAS 01 (2012-04-20) Sy LA TR (5 S 252

AT © AR IR A+



Huawei AR1200 51V H1 o5
AL B fER-VPN 4 1PSec Mt &

4.6.2 Bt E client 1&5%
Efficient VPN Client #5515 NAT J& BB IR T 22 897

de B3 = g

B=RIac
Remote % %5 FAN L & B2 Server w1 1P #ulik . I B85H4E 1PSec B iE W20 S50 .
IKE i AESTE . IKE Wppd #5532 . IPSec Proposal 25 K34 IPSec Z4(A(E Sever ¥iij
FHHTRCE .

BRIES TR

$IE 1 {F Remote w1t 25 LT W FACE
1. AT 2 system-view, TR

2. PIT 4 ipsec efficient-vpn efficient-vpn-name mode client, 1%—/ client =¥
IPSec Efficient VPN 3%, JFHEA Efficient VPN SIS o

3. AT 4 remote-address { ip-address | host-name } { v1|v2}, BCEX G IKE X 254K
1 1P Hhhik s 44

4, (k) FATHT S remote-name name, BB X IKE $T2EK 42 K.
(Ali%) $4T 14 authentication-method { pre-share | rsa-signature }, it & —4>
IKE $& B FHIRAE i
(A[i%) AT T4 pre-shared-key key, [LE pre-shared key WAIE /7 VAR
PAT A4 quit, REIRGAAE.
AT A4 interface interface-type interface-number, BENFZIFLE
PATH 4 ipsec efficient-vpn(3Z ¥R efficient-vpn-name, 4% LN Efficient VPN
M
W2 1E Server (Mg HI#s BT W FRCE .

1. PUTMW4 system-view, ARG

2. BUTM4 ip pool ip-pool-name, BIE—/N4RHhbHE.

3. PUT4 network ip-address [ mask { mask | mask-length } |, BCE 4 Jmihbis Rl
53 HC R Y Btk o

4. AT A quit, RFEIRFEME.

. PUTHr4 aaa, HEN AAA MK

6. PUT4 service-scheme service-scheme-name, BIE:—"ML5 T %, FHIEANSTT
FAE

7. (A[iE) PUTHN 2 dns ip-address, W ENV55 7 %48 H # = DNS k4543 .
(AT 3E) $ATH4 dns ip-address secondary, it &MV 55 )7 Z A% FH 145 DNS IR 5545

9. HUTM4 ip-pool pool-name [ move-to new-position |, W'EH AAA NS5 T7 % T IP 3
Wyt OOl bt A B . o

10. (Ali%) AT A4 wins ip-address, FCEMS 77 ZAE ) FE WINS R4

11. (AJiE) $AT A4 wins ip-address secondary, JC'E MV 55 77 A% H 1% WINS R4
o

12. PATMH2 quit, R[] AAA FLE.
4 q jg

(9,

e Y

13. PUTH2 quit, R RGHE .
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4 IPSec i &

14.

15.
16.

17.
18.

19.
20.

21.
22.

23.
24.
25.

HAT A4 ike proposal proposal-number, 5 IKE % 4=$H¢18 .

& IKE 24P BRIE S I 443 (iE) FLE IKE 242310

(ARRTT

Efficient VPN %% %, IKE WP %4717 i AT428 49 DH % 4R s A 40671 4 dh group2.

PATT 2 quit, RIFIRGALE.

AT 4 ike peer peer-name { v1 |v2 }, QlE— IKE %f %544,
Bl & IKE Peer [P35 2 I 4.4.4 Bl & IKE Peer.

(AARYT:

® 1A IKE vl B AR}, exchange-mode s6/Mi% & 4 aggressive 7 K.

® IKE *f 54K T & 24744 service-scheme, #FA T4 4 AAA L 457 %.
PAT A4 quit, R[FTRGE .

AT A4 ipsec proposal proposal-name, )% %431

BL'E IPSec %R BIES I 4.4.5 BLE. IPSec 2RI
(AREVY:

® Efficient VPN 2% encapsulation-mode 54 7i% & # tunnel A£X..

® Efficient VPN R %A 3 H ESP %2 Wi,

AT A4 quit, BRI,

AT T4 ipsec policy-template template-name seq-number, Bl7E— 2 4= TMEARR .

Jit & IPSec ‘2 4= SRS ARAR ()20 1R 5 I, 4.4.7 BEE TPSec 204 FRBEHEAR -

PAT S quit, R[EIRGEAE

HAT A4 ipsec policy policy-name seq-number isakmp template template-name, T8

R FH SR M AR ) gt 2 AT

o & IPSec %42 SRNE (1 0 P15 5 L 4.4.6 BUE IPSec R4 5ME .
PAT S quit, RIFIRGHE.

AT T4 interface interface-type interface-number, HENAZIIRLIA .

AT T2 ipsec policy policy-name, 1F#z10 LN HITE E 1) 22 29G4 .

s

4.6.3 fit B network &3\

Efficient VPN Network #3 N X454 ACL FE KB M AT 4R .

=6 B 4=
=8 Ell%\

7E Remote iy Al Server ¥ 15 th % B AT FECE

BRIESTR

S HAT S system-view, FENRGIE .

B2 HATHr2 acl [ number | acl-number [ match-order { config | auto } ], BJ#— =i
PR R N AL
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4 IPSec B &

$1%3

FE10

FE11

TR12
FR]13

FR]14

FR]15
FE;16
TR]17
TR]18

Y19
P& 20
PP 21
IR 22
IR 23
PR 24

AT rule, 7 ACL #LIE T, FUE D7 4 6l
(0 i52em

518 ACL, rule #LI R =T A Ef2 IP 3550, BP permit ip.
PATET A quit, RFIRGEME.

AT T4 ipsec efficient-vpn efficient-vpn-name mode network, /% —> network #=1)
IPSec Efficient VPN #ilifs, Jfik A Efficient VPN HEHE AL o

PUAT 4 security acl acl-number, 514 ACL.

PUT 4 remote-address { ip-address | host-name } { v1|v2}, BCE X uf IKE X244 (7
IP Hiudih a4

(AJ#E) FATHT2 remote-name name, M0 & X4 IKE Peer B4 FK o

(W) #4714 authentication-method { pre-share | rsa-signature }, Fc'% —> IKE $%
WAL IR T

BRAIEHLR, ATHEIAIEJ7758 pre-shared key .
(A[iE) 4T 74 pre-shared-key key, PLE pre-shared key WAUIE /7 V2 IAIE S
BB TEDLR, pre-shared key WAIIE 7 A IIE T

(Al 4714 pfs { dh-groupl | dh-group2 | dh-group5 | dh-group14 }, % '&7EV i
4 B PFS H¢1k

(AliE) #4742 pki realm realm-name, {55 PKI 15,

(Al PAT sa binding vpn-instance vpn-instance-name, ¥ IPSec FEiE 4P € 1]
VPN 524

[ARRVY

PATIZ LA, FHERARE VPN L4,

(AJ3E) $AT 4 local-id-type { ip | name }, 55 IKE [1J ID K7,
FRTESLT, ID A 1P il B,

(A[3E) #4714 local-address address, Bt E IKE A< IP Huhik .
PAT A2 quit, R RGME .

(3E) BUTA4 aaa, BN AAA FLKE.

(A[ik) AT 64 service-scheme service-scheme-name, GE— M TTE, FHEALS%
757&%%@ o

(F[IE) BAT A4 dns ip-address, BLEMSS 7 21T DNS %545

(A[%) #4714 dns ip-address secondary, & V55 77 248 45 DNS fiR45 2%
(A[HE) AT M4 wins ip-address, TCEN4577 ZAEH 10 WINS 45

(F[3%) AT @74 wins ip-address secondary, TiC E V2577 A8 H (14 WINS fIR45 58,
(A[3%) AT 4 quit, R0 AAA KK .

(3% $ATMH 4 quit, R[FIRFEMAE .
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LS 25 HAT12 interface interface-type interface-number, HENFZIIRIE.,
T 26 hAT1r2 ipsec efficient-vpn efficient-vpn-name, %11 LN Efficient VPN 0% .

R

164 MERELER
it & Efficient VPN S€/8 2 5, W RAEFZ4aWERS R 8Pl 2450 LA IPSec
Efficient VPN 20 fr 1 5145 E .

AR &M
L 5¢ A% Efficient VPN [T i & .

BRIETER

® AT display ike sa [ v2 ] [ conn-id connid | peer-name peername | phase phase-
number | verbose 174, 5 i tH IKE H V7. (1) 224 P IH o

® HT display ipsec sa [ brief | duration | policy policy-name [ seq-number | | profile
profile-name | efficient-vpn efficient-vpn-name | peerip peer-ip-address | iy %, B3 G %42
1 L AR AH DG A5 B

® {7 display ipsec proposal [ name proposal-name %, &G 2 EHE MG & o

® 1T display ipsec efficient-vpn [ brief | capality | name efficient-vpn-name f %, &5 &
Efficient VPN {5 B

BT

4.7 #4E3P IPSec

R IPSec IBCE (S B, 158 IPSec IG5 B

4.7.1 7~ IPSec B &

WA IPSec [IFEAME BN, wJLUEE Bonmd &5 ZaBENMHAE R, S8
ZATEIE . IPSec AbFRIR S48 HHE B IPSec HEZE(E JE DL A Efficient VPN 5 B& {5 5 o

IR
S 4 52 % IPSec KT AL E -

RIESHR
® HJT display ipsec sa [ brief | duration | policy policy-name [ seq-number | | profile
profile-name | peerip peer-ip-address | iy % 7 1PSec 224k FIAH G H
® AT display ike sa [ v2 ] [ conn-id connid | peer-name peername | phase phase-
number | verbose ]7ii 4 7R Y HIT O 1) 2 A2 EIE
®  JIU{T display ipsec statistics { ah | esp } #7227 IPSec MBI LG THE E o
® {17 display ike statistics { all | msg | v1 | v2 } it 7R IKE A B SCHI G0 HE B
®  JI{T display ipsec profile [ brief | name profile-name ] 4 .7~ IPSec HEZLIHI{i5 &
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® P47 display ipsec efficient-vpn [ brief | capality | name efficient-vpn-name [, '0.
Efficient VPN )15 K o

B

4.7.2 & IPSec 52

15K IPSec F IKE M8t B 2B A IKE 224 i .

9{

dE B 2 g

B>XIlao
HRAZ &, AATeE &R KA, S FmAin.
BRIESE

® (RN EERR G RS, THAEH BB T AT reset ipsec statistics { ah | esp } iy
A1 BR IPSec AR CGETHE E -

® (EATENHIRIE RS, TEEM L T IUT reset ike statistics { all | msg } 7%
T FR IKE AR SCEE T B

® EINTENERIE )G, G P LB N HAT reset ipsec sa [ remote ip-address |
policy policy-name [ seq-number | | parameters dest-address {ah | esp } spi | 7 25
2.

® (LN EE RGBS, ELEH AL T AT reset ipsec sa profile profile-name
i1 bR HESL A U SA.

®  EHATEEERRINE RS, BRI ALE AT reset ipsec sa efficient-vpn efficient-
vpn-name 172115 % Efficient VPN SRBS 2L BT SA

® {EHATENGRIIGE R, WHEH K FHUT resetike sa { all| conn-id connection-
id YA MR AT O I 2 AT .

s

4.8 ELE %5451

I AT TPSec 3 i Al A& 22 A VR & Al 6l o

481 RMEXAFIARNEI LKA TH

KT L5 22 i, — e SR R A LA T PN B T o 2 I 2 rh s i 2
I, T RCER AR N, 1Mo ELXE LAORAE 22 41k

B>
& 4-3 flizn, 7 RouterA fll RouterB 2 [H) & 3. — AN 4% iE, X PCA ACE )+ M
(10.1.1.024) 5 PCBAREM T (10.1.2.0/24) 2 [ R ARRBEAT 22 A3 24Pl
K ESP s, hIn#& &Rk H DES, AIFESA K SHATL,
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4-3 B & IPSec 2HM &

Eth 1/0/0 Eth 1/0/0
202.138.163.1/24 202.138.162.1/24

RouterA RouterB

Internet

IPSec Tunnel

0

10.1.1.2/24 101.2.224] PCB

[T 85
KR BB E R T Ly A e e
1. BdER 0 1P Hubik.
2. ME ACL, D@ SCERP ST
3. BCCE B A B
4. ME AP
5. BCE 4, JE5IH ACL flZe 44,
6. AfERE:O ENH 24 .
BIESE

I 1 254 RouterA A1 RouterB | Ht B &332 1[4 TP Hbuhik.
# 1F RouterA it & #1110 IP Hudik,

<{Huawei> system—-view

[Huawei] interface ethernet 1/0/0

[Huawei-Ethernet1/0/0] ip address 202.138.163.1 255. 255. 255. 0
[Huawei-Ethernet1/0/0] quit

# 1F RouterB " Ht & # OV 1P Hbhtk.

<{Huawei> system—view

[Huawei] interface ethernet 1/0/0

[Huawei-Ethernet1/0/0] ip address 202.138.162.1 255. 255. 255. 0
[Huawei-Ethernet1/0/0] quit

$IE 2 ) 51F RouterA Fl RouterB _LHCE Vs | #5512, & 3% H BRI I EHR -
# 7 RouterA | JC & Vs Rl #5 51 2
[Huawei] acl number 3101
[Huawei-acl-adv-3101] rule permit ip source 10.1.1.0 0.0.0. 255 destination 10.1.2.0 0.0.0. 255
[Huawei-acl-adv-3101] quit

# {t RouterB _EC & V5 ] 4%l 51 % .
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[Huawei] acl number 3101
[Huawei-acl-adv-3101] rule permit ip source 10.1.2.0 0.0.0.255 destination 10.1.1.0 0. 0. 0. 255
[Huawei-acl-adv-3101] quit

$B 3 3 5IAE RouterA F1 RouterB e B 25T im (R ER A KK H .

# 1t RouterA L0 & 2 H M )it i, IRAMECBE2IIA PCB ) T~ — Bkl
202.138.163.2.

[Huawei] ip route-static 10.1.2.0 255.255.255.0 202. 138. 163. 2

# 1E RouterB LA 21 H 193 (15F A8 1, ALK 211X PCA 1971 Bkihk
202.138.162.2.

[Huawei] ip route-static 10.1.1.0 255.255.255.0 202. 138. 162. 2
$IE 4 5 5I7E RouterA fl RouterB 2 2223213,
# 1F RouterA it & %431,

[Huawei] ipsec proposal tranl
[Huawei-ipsec—proposal—tranl] esp authentication—algorithm shal
[Huawei-ipsec—proposal—tranl] quit

# 1F RouterB it & 24121,

[Huawei] ipsec proposal tranl
[Huawei-ipsec—proposal-tranl] esp authentication—algorithm shal
[Huawei-ipsec—proposal—tranl] quit

BEIN 23 5 7E RouterA F1 RouterB 04T display ipsec proposal <= & 7 it & (K15 &, LA
RouterA Jy {4

[Huawei] display ipsec proposal
Number of Proposals: 1

IPSec proposal name: tranl
Encapsulation mode: Tunnel

Transform . esp—new
ESP protocol : Authentication SHA1-HMAC-96
Encryption DES

HIE 5 S35LE RouterA Fll RouterB 615 204 570 .
# 7F RouterA Wit & 224> TR W .

[Huawei] ipsec policy mapl 10 manual
[Huawei-ipsec—policy-manual-mapl-10] security acl 3101
[Huawei-ipsec—policy-manual-mapl-10] proposal tranl
[Huawei-ipsec—policy-manual-mapl-10] tunnel remote 202.138.162.1
[Huawei-ipsec—policy-manual-mapl-10] tunnel local 202.138.163.1
[Huawei-ipsec—policy-manual-mapl-10] sa spi outbound esp 12345
[Huawei-ipsec—policy-manual-mapl-10] sa spi inbound esp 54321
[Huawei-ipsec—policy-manual-mapl-10] sa string-key outbound esp abcdefg
[Huawei-ipsec—policy-manual-mapl-10] sa string-key inbound esp gfedcba
[Huawei-ipsec—policy-manual-mapl-10] quit

# 1F RouterB it & 224> TR I .

[Huawei] ipsec policy usel 10 manual
[Huawei-ipsec—policyl-manual-usel-10] security acl 3101
[Huawei-ipsec—policyl-manual-usel-10] proposal tranl
[Huawei-ipsec—policyl-manual-usel-10] tunnel remote 202.138.163.1
[Huawei-ipsec—policyl-manual-usel-10] tunnel local 202.138.162.1
[Huawei-ipsec—policyl-manual-usel-10] sa spi outbound esp 54321
[Huawei-ipsec—policyl-manual-usel-10] sa spi inbound esp 12345
[Huawei-ipsec—policyl-manual-usel-10] sa string—key outbound esp gfedcba
[Huawei-ipsec—policyl-manual-usel-10] sa string—key inbound esp abcdefg
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[Huawei-ipsec—policyl-manual-usel-10] quit

LERS 43 7 7E RouterA A RouterB 3047 display ipsec policy 2 275 T L & 115 B, LA
RouterA 4.

[Huawei] display ipsec policy

IPSec Policy Group: “mapl”
Using interface: {}

Sequence number: 10
Security data flow: 3101
Tunnel local address: 202.138.163.1
Tunnel remote address: 202.138.162.1
Proposal name:tranl
Inbound AH setting:

AH SPI:

AH string—key:

AH authentication hex key:
Inbound ESP setting:

ESP SPI: 54321 (0xd431)

ESP string—key: gfedcba

ESP encryption hex key:

ESP authentication hex key:
Outbound AH setting:

AH SPI:

AH string—key:

AH authentication hex key:
Outbound ESP setting:

ESP SPI: 12345 (0x3039)

ESP string—key: abcdefg

ESP encryption hex key:

ESP authentication hex key:

S 6 47 HI4E RouterA Al RouterB #2111 _F 5] %% H ) 224 50 o
# {E RouterA [f145 101 15| 2 4= 5m

[Huawei] interface ethernet 1/0/0
[Huawei-Ethernet1/0/0] ipsec policy mapl
[Huawei-Ethernet1/0/0] quit

# 7F RouterB [14% 1 5| H 22 4= 5w o

[Huawei] interface ethernet 1/0/0
[Huawei-Ethernet1/0/0] ipsec policy usel
[Huawei-Ethernet1/0/0] quit

LIS 435 7E RouterA Al RouterB AT display ipsee sa 2 Wos FTiC & 115 B, A
RouterA A,

[Huawei] display ipsec sa

Interface: Ethernetl/0/0
Path MTU: 1500

IPSec policy name: “mapl”
Sequence number: 10

Acl Group: 3101

Acl rule: 0

Mode: Manual

Encapsulation mode: Tunnel
Tunnel local : 202.138.163.1
Tunnel remote: 202.138.162.1
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[Outbound ESP SAs]
SPT: 12345 (0x3039)
Proposal : ESP-ENCRYPT-DES-64 ESP-AUTH-SHA1
No duration limit for this SA

[Inbound ESP SAs]
SPT: 54321 (0xd431)
Proposal : ESP-ENCRYPT-DES-64 ESP-AUTH-SHA1
No duration limit for this SA

B]7 MAERELR

BCE G, fEFHL PCA EHUT ping #AEVSA T LA ping 18 £4L PCB, #7742 display
ipsec statistics esp 1] LA F EH A0 1 48 015 B

—HETR

e & 3

® RouterA M E

#
acl number 3101
rule 5 permit ip source 10.1.1.0 0.0.0.255 destination 10.1.2.0 0.0.0. 255
#
ipsec proposal tranl
esp authentication—algorithm shal
#
ipsec policy mapl 10 manual
security acl 3101
proposal tranl
tunnel local 202.138.163.1
tunnel remote 202.138.162. 1
sa spi inbound esp 54321
sa string—key inbound esp gfedcba
sa spi outbound esp 12345
sa string—key outbound esp abcdefg
#
ip route-static 10.1.2.0 255.255.255.0 202. 138. 163. 2
#
interface Ethernet1/0/0
ip address 202.138. 163. 1 255. 255. 255.0
ipsec policy mapl
#
return

® RouterB AL & CLF

#
acl number 3101
rule 5 permit ip source 10.1.2.0 0.0.0. 255 destination 10.1.1.0 0.0.0. 255
#
ipsec proposal tranl
esp authentication—algorithm shal
#
ipsec policy usel 10 manual
security acl 3101
proposal tranl
tunnel local 202.138.162.1
tunnel remote
202.138.163. 1
sa spi inbound esp 12345
sa string—key inbound esp abcdefg
sa spi outbound esp 54321
sa string—key outbound esp gfedcba
#
ip route-static 10.1.1.0 255.255.255.0 202. 138. 162. 2
#
interface Ethernet1/0/0
ip address 202.138.162.1 255. 255. 255.0
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ipsec policy usel
#
return

4.8.2 ZHBIANEEET IKE thB ARB LIRS ERG

GBI T RAL IKE Wi Jy U 37 2 A AR (G B0 3R

ERTER
L& 4-4 fi7n, {F RouterA I RouterB X [AJ# . — AN 4xfid, X PC A ARFE K F M
(10.1.1.024) 5 PCBAAEMN M (10.1.2.024) 2 [fEEmET 227 . 22l
KH ESP WM, 55K H DES, AMESF KA MDS.
(1 sem
® LU FAAME ike proposal, KA 492 R LR —Sbk g 69 IKE #23X.
® 7L1% /i ipsec proposal 4443 —AN#7 49 IPSec #1UE, H &R A48 4 1E 5 %) 4 ESP W
3. DES % H k. MD5 AiEH ik Feld A2 X,
4-4 BLE X IKE th AR B L 2B IR E M
Eth 1/0/0 Eth 1/0/0
202.138.163.1/24 202.138.162.1/24
RouterA Internet RouterB
IPSec Tunnel O
PCA [10.1.1.2/24 10.1.2.2/24| PCB
[To= 58
SR U E SR IKE Wi 7 R e B
1. W& H I 1P Hdik.
2. BCHE IKE B 7 2 AL ID F1 IKE Peer.
3. BUE ACL, PLE SCERYIIEEE
4, TCE B i IR A
5. MlE eI
6. BUE LKW, JF51H ACL Flzz4=$¢il,
7. fEEEO BN 24N .
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RESR

FE]1

$IE3 4 5I7E RouterA Fl RouterB - Jit &y [ ¥4 1 1) 3,

23 54E RouterA F1 RouterB _FHit B #4321 (4 TP Hbhik.
# 1F RouterA it & % 111 IP Hudil,

<Huawei> system—view

[Huawei] interface ethernet 1/0/0

[Huawei-Ethernet1/0/0] ip address 202.138.163.1 255.255. 255.0
[Huawei-Ethernet1/0/0] quit

# 1F RouterB [t & % 1) IP Hbhk o

<{Huawei> system—-view

[Huawei] interface ethernet 1/0/0

[Huawei-Ethernet1/0/0] ip address 202.138.162.1 255. 255. 255. 0
[Huawei-Ethernet1/0/0] quit

4r WILE RouterA 11 RouterB It & AHL ID F1 IKE Peer.
# 7t RouterA _Aic & #E4T IKE 15 B 75 B ASHL ID AT IKE Peer.

[Huawei] ike peer spub vl

[Huawei-ike—peer—spub] pre—shared—key huawei
[Huawei-ike—peer—spub] remote—address 202.138. 162. 1
[Huawei-ike—peer—spub] quit

(1 stem
RN Y, 4ok local-id-type FR{A 4 name 49 &, *F T LALH & 5% F L34 0 remote-adress
XXXXWBE .,

# 1t RouterB FPC 34T IKE 1 i i 75 2L AHL ID FT IKE Peer.

[Huawei] ike peer spua vl

[Huawei-ike—peer—spua] pre—shared—key huawei
[Huawei-ike—peer—spua] remote—address 202.138. 163. 1
[Huawei-ike—peer—spual quit

LERS 43 7 4E RouterA A RouterB #4047 display ike peer 2 B /R & 115 &, LA
RouterA A4,

[Huawei] display ike peer name spub verbose

Peer name : spub

Exchange mode

: main on phase 1

Pre—shared—key : huawei

Local ID type . IP

DPD : Disable

DPD mode : Periodic

DPD idle time : 30

DPD retransmit interval : 15

DPD retry limit : 3

Host name :

Peer Ip address : 202.138.162. 1
VPN name :

Local IP address
Remote name

: Disable

Nat—traversal

Configured IKE version : Version one
PKI realm : NULL

Inband OCSP : Disable

# 7F RouterA Wt & 1y n] #1141 .

[Huawei] acl number 3101

5 XA H ORI B
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[Huawei-acl-adv-3101] rule permit ip source 10.1.1.0 0.0.0.255 destination 10.1.2.0 0. 0. 0. 255
[Huawei-acl-adv-3101] quit

# 7F RouterB it & 1y ] #2511 512
[Huawei] acl number 3101

[Huawei—acl-adv-3101] rule permit ip source 10.1.2.0 0.0.0. 255 destination 10.1.1.0 0.0.0.255
[Huawei-acl-adv-3101] quit

HE 4 53 5I4E RouterA 1 RouterB [ e & 2150 v RIS H -

# 7t RouterA _Ac & 2 H 1m0 A tr,  eAE# 21)IA PCB 1) F — kil
202.138.163.2,

[Huawei] ip route-static 10.1.2.0 255.255.255.0 202.138. 163. 2

# 7 RouterB A 'E B H um 5 AR th, TLAMEK 2)IE PCA 10~ —Bkihht
202.138.162.2.

[Huawei] ip route-static 10.1.1.0 255.255.255.0 202. 138. 162. 2
HIE5 354 RouterA A1 RouterB 617 22 44218,
# 1f RouterA it & 44421 .

[Huawei] ipsec proposal tranl
[Huawei-ipsec—proposal—-tranl] quit

# 1F RouterB it & 24321,

[Huawei] ipsec proposal tranl
[Huawei-ipsec—proposal—tranl] quit

IEHS 73 S /E RouterA Fil RouterB 44T display ipsec proposal 2 ws Bt & 115 &, LA
RouterA 4.

[Huawei] display ipsec proposal
Number of Proposals: 1

IPSec proposal name: tranl
Encapsulation mode: Tunnel

Transform . esp—new
ESP protocol : Authentication MD5-HMAC-96
Encryption DES

FIE 6 /7 HI4E RouterA Fl RouterB [ Al 4 22 4= TS
# 1F RouterA it & 22 4 TR0 .

[Huawei] ipsec policy mapl 10 isakmp
[Huawei-ipsec—policy—isakmp—mapl-10] ike—peer spub
[Huawei-ipsec—policy—isakmp—mapl-10] proposal tranl
[Huawei-ipsec—policy-isakmp—mapl-10] security acl 3101
[Huawei-ipsec—policy—isakmp-mapl-10] quit

# 1f RouterB it & 224> TR I

[Huawei] ipsec policy usel 10 isakmp
[Huawei-ipsec—policy—isakmp-usel-10] ike—peer spua
[Huawei-ipsec—policy—isakmp—usel-10] proposal tranl
[Huawei-ipsec—policy—isakmp-usel-10] security acl 3101
[Huawei-ipsec—policy—isakmp-usel-10] quit

I 43 5I7E RouterA Fil RouterB 34 AT display ipsec policy 23 &7~ T L& 15 &, LA
RouterA 4.

[Huawei] display ipsec policy
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IPSec policy group: “mapl”
Using interface: {}

Sequence number: 10

Security data flow: 3101

Peer name: spub

Perfect forward secrecy: None

Proposal name: tranl

IPSec SA local duration(time based): 3600 seconds

IPSec SA local duration(traffic based): 1843200 kilobytes
SA trigger mode: Automatic

Route inject: None

HIB7 43 5I4E RouterA F1 RouterB 114 H_E R A& H 0 202K
# {E RouterA #1115 | H 2 A 50

[Huawei] interface ethernet 1/0/0
[Huawei-Ethernet1/0/0] ipsec policy mapl
[Huawei-Ethernet1/0/0] quit

# 7F RouterB % 111 L5 | F 2 42 TR W o

[Huawei] interface ethernet 1/0/0
[Huawei-Ethernet1/0/0] ipsec policy usel
[Huawei-Ethernet1/0/0] quit

IEI 43 S /E RouterA Fil RouterB 14T display ipsec sa 23 /R TRLE (5 S, LA
RouterA 4.

[Huawei] display ipsec sa

Interface: Ethernet 1/0/0
path MTU: 1500

IPSec policy name: “mapl”
sequence number: 10
mode: isakmp

Connection id: 3
encapsulation mode: tunnel
tunnel local : 202.138.163.1 tunnel remote: 202.138.162. 1
[inbound ESP SAs]
spi: 1406123142 (0x53cfbc86)
proposal : ESP-ENCRYPT-DES ESP-AUTH-MD5
sa remaining key duration (bytes/sec): 1887436528/3575
max received sequence—number: 4
udp encapsulation used for nat traversal: N
[outbound ESP SAs]
spi: 3835455224 (0xe49c66f8)
proposal : ESP-ENCRYPT-DES ESP-AUTH-MD5
sa remaining key duration (bytes/sec): 1887436464/3575
max sent sequence—number: 5
udp encapsulation used for nat traversal: N

FES KARELR

ML E A, AEEHL PCA 14T ping #AE(I8 W] LA ping 3 4L PCB, EAT1-Z[A] 1 2cdha A
SR AR I o

/£ RouterA 1 17T display ike sa #1F, 253 a1F.

[Huawei] display ike sa

Conn—1D Peer VPN Flag(s) Phase
14 202.138.162. 1 0 RD|ST 1
16 202.138.162. 1 0 RD|ST 2
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Flag Description:
RD——READY  ST--STAYALIVE  RL-—REPLACED  FD——FADING  TO-—TIMEOUT
HRT--HEARTBEAT  LKG——LAST KNOWN GOOD SEQ NO. BCK--BACKED UP

-

o & 3

® RouterA [FJHt &

#
acl number 3101
rule 5 permit ip source 10.1.1.0 0.0.0. 255 destination 10.1.2.0 0.0.0. 255
#
ipsec proposal tranl
#
ike peer spub vl
pre—-shared-key huawei
remote—address 202. 138. 162. 1
#
ipsec policy mapl 10 isakmp
security acl 3101
ike—peer spub
proposal tranl
#
ip route-static 10.1.2.0 255.255.255.0 202. 138. 163. 2
#
interface Ethernet1/0/0
ip address 202.138.163.1 255. 255. 255.0
ipsec policy mapl
#
return

® RouterB & 3

#
acl number 3101
rule 5 permit ip source 10.1.2.0 0.0.0.255 destination 10.1.1.0 0.0.0.255
#
ipsec proposal tranl
esp authentication—algorithm shal
#
ike peer spua vl
pre—shared—key huawei
remote—address 202. 138. 163. 1
#
ipsec policy usel 10 isakmp
security acl 3101
ike—peer spua
proposal tranl
#
ip route-static 10.1.1.0 255.255.255.0 202. 138. 162. 2
#
interface Ethernet1/0/0
ip address 202.138.162.1 255. 255. 255. 0
ipsec policy usel
#
return

4.8.3 LB IKE th@ AR B R 2B R

) IKE B 3hit Ay 2 e KRR 7 5 s A AS#, AT BURIE BT 240%, i H.
T LLRIE 22 4
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fit & 45 H9-VPN 4 TPSec it &
2H [ 3Kk
Wik 4-5 7R, 7E RouterA Fll RouterB 2 [t v7— A4 4xf%iE, X PC A ARERIT M
(10.1.1.024) 5 PCBAREMTM (10.1.2.024) Z [ IEER R BAT 222454 . 2220
KH BSP WM, I &K DES, WEFSK A SHAL
4-5 FL B IKE thA AR B L 2L BEME
Eth 1/0/0 Eth 1/0/0
202.138.163.1/24 202.138.162.1/24
RouterA Internet RouterB
( IPSec Tunnel Q
PCA |10.1.1.2/24 10.1.2.2/24| PCB
g & B %
KGN B E R IKE Wi 72U e A e
1. ECERIM P Huhk.
2. B IKE $#33.
3. BCHE IKE B i R AHL ID F1 IKE Peers.
4. JHE ACL, Lhw CERYBIEE .
5. MBI v A
6. MBLE L.
7. FCE LK, J51H ACL fre il
8. TEFI LNV 4T .
BRIES T
HIE 1 4 5ILE RouterA F1 RouterB Wt & &322 Y TP Hbhk.
# 1F RouterA it & #1111 IP Hudil,
<{Huawei> system—view
[Huawei] interface ethernet 1/0/0
[Huawei-Ethernet1/0/0] ip address 202.138.163.1 255. 255. 255. 0
[Huawei-Ethernet1/0/0] quit
# {F RouterB it & 2 111 1P Ml
<{Huawei> system—view
[Huawei] interface ethernet 1/0/0
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[Huawei-Ethernet1/0/0] ip address 202.138.162.1 255. 255. 255. 0
[Huawei-Ethernet1/0/0] quit

&2 3 54E RouterA F1 RouterB Lt & IKE $#21.
# 7F RouterA it E IKE $#¢1%.

[Huawei] ike proposal 1

[Huawei-ike—proposal-1] encryption-algorithm aes—cbc—128
[Huawei-ike—proposal-1] authentication-algorithm md5
[Huawei-ike—proposal-1] quit

# 1f RouterB il & IKE $&1%.

[Huawei] ike proposal 1

[Huawei-ike—proposal-1] encryption-algorithm aes—cbc—128
[Huawei-ike—proposal-1] authentication-algorithm md5
[Huawei-ike—proposal-1] quit

I3 A 5ILE RouterA Al RouterB _AE & AN ID #1 IKE Peer.
# {F RouterA L' E AT IKE V)i I 75 ZE AL ID F1 IKE Peer.

[Huawei] ike local-name huaweiOl

[Huawei] ike peer spub vl

[Huawei-ike—-peer—spub] exchange-mode aggressive
[Huawei-ike—peer—spub] ike—proposal 1
[Huawei-ike—peer—spub] local-id-type name
[Huawei-ike-peer—spub] pre—shared-key huawei
[Huawei-ike-peer—spub] remote-name huawei02
[Huawei-ike—peer—spub] remote—address 202. 138. 162. 1
[Huawei-ike—peer—spub] local-address 202.138.163.1
[Huawei-ike—peer—spub] quit

(AR

FEAEXF, 4R local-id-type BAL 2 name 9 854%, s+ F L ALW 3% E 23 /o remote-adress

XXXXWEE,

# {E RouterB _FPC & 4T IKE Wi i 75 2L AHL ID AT IKE Peer.

[Huawei] ike local-name huawei02

[Huawei] ike peer spua vl

[Huawei-ike-peer—spua] exchange—mode aggressive
[Huawei-ike—-peer—spua] ike—proposal 1
[Huawei-ike—peer—spua] local-id-type name
[Huawei-ike-peer—spua] pre—shared-key huawei
[Huawei-ike-peer—spua] remote-name huaweiOl
[Huawei-ike—peer—spua] remote—address 202. 138. 163. 1
[Huawei-ike—peer—spua] local-address 202.138. 162.1
[Huawei-ike—peer—spua] quit

B 737375 RouterA 1 RouterB E4UAT display ike peer 2% 7= I & 1115 &
RouterA 4.

[Huawei] display ike peer name spub verbose

A

Peer name : spub
Exchange mode . aggressive on phase 1
Pre—-shared-key . huawei
Proposal 1
Local ID type . Name
DPD . Disable
DPD mode . Periodic
DPD idle time 030
DPD retransmit interval : 15
DPD retry limit : 3
Host name :
Peer Ip address : 202.138.162. 1
VPN name :
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Local IP address : 202.138.163. 1
Remote name . huawei02
Nat-traversal . Disable
Configured IKE version : Version one
Auto—configure : Disable

PKI realm : NULL

Inband OCSP . Disable

$EE4 J3))1E RouterA FI RouterB L E s | #4573, & % HE LR HIEHA -

$IES5

# 1F RouterA it & 1y n] #1151 K .

[Huawei] acl number 3101

[Huawei-acl-adv-3101] rule permit ip source 10.1.1.0 0.0.0. 255 destination 10.1.2.0 0.0.0. 255

[Huawei-acl-adv-3101] quit
# 7F RouterB L& U ] #5514

[Huawei] acl number 3101

[Huawei-acl-adv-3101] rule permit ip source 10.1.2.0 0.0.0. 255 destination 10.1.1.0 0. 0. 0. 255

[Huawei-acl-adv-3101] quit

23 54E RouterA A1 RouterB - Hit & 215 vt (5 A 1% HH -

# 1t RouterA FPCE 2 H M )i st i, IRAMBCBE2IIA PCB i Bkl
202.138.163.2.

[Huawei] ip route-static 10.1.2.0 255.255.255.0 202. 138. 163. 2

# £ RouterB - INC & 21 H (193 (15H A1 1, AL 21X PCA 17T Bkl
202.138.162.2.

[Huawei] ip route—static 10.1.1.0 255.255.255.0 202. 138. 162. 2
23 5LE RouterA A1 RouterB 61 22 44218,
# 7F RouterA [t & 24310,

[Huawei] ipsec proposal tranl

[Huawei—ipsec—proposal-tranl] encapsulation-mode tunnel
[Huawei-ipsec—proposal—tranl] transform esp
[Huawei~ipsec—proposal-tranl] esp encryption-algorithm des
[Huawei-ipsec—proposal—tranl] esp authentication—algorithm shal
[Huawei-ipsec—proposal—tranl] quit

# 1F RouterB it & 24321,

[Huawei] ipsec proposal tranl

[Huawei-ipsec—proposal-tranl] encapsulation-mode tunnel
[Huawei-ipsec—proposal-tranl] transform esp
[Huawei-ipsec—proposal-tranl] esp encryption-algorithm des
[Huawei-ipsec—proposal-tranl] esp authentication—algorithm shal
[Huawei-ipsec—proposal-tranl] quit

LI 23 I 7E RouterA F1 RouterB U 4T display ipsec proposal <= i 7 it & (K15 &, LA

RouterA hjf .

[Huawei] display ipsec proposal
Number of Proposals: 1

IPSec proposal name: tranl
Encapsulation mode: Tunnel

Transform . esp—new
ESP protocol . Authentication SHA1-HMAC-96
Encryption DES

HIE 7 S5LFE RouterA Il RouterB 615 204 570 .
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$IES8

# 1F RouterA [0 E 2450 .

[Huawei] ipsec policy mapl 10 isakmp
[Huawei-ipsec—policy—isakmp—map1-10]
[Huawei-ipsec—policy—isakmp—map1-10]
[Huawei-ipsec—policy—isakmp—map1-10]
[Huawei-ipsec—policy—isakmp—map1-10]

# 1F RouterB [t & 22 4= 50K o

[Huawei] ipsec policy usel 10 isakmp
[Huawei-ipsec—policy—isakmp—usel-10]
[Huawei-ipsec—policy—isakmp—usel-10]
[Huawei-ipsec—policy—isakmp—usel-10]
[Huawei-ipsec—policy—isakmp—usel-10]

ike—peer spub
proposal tranl

security acl 3101

quit

ike-peer spua
proposal tranl

security acl 3101

quit

IEES 43 5 7E RouterA A1 RouterB 4T display ipsec policy < /< T & 115 B, LA

RouterA K.

[Huawei] display ipsec policy

IPSec policy group: “mapl”
Using interface: {}

Sequence number: 10

Security data flow: 3101

Peer name: spub

Perfect forward secrecy: None
Proposal name: tranl

IPSec SA local duration(time based): 3600 seconds
IPSec SA local duration(traffic based): 1843200 kilobytes

SA trigger mode: Automatic
Route inject: None

43 AI4E RouterA 1 RouterB 4% 11 _F W HI % H 1022 4 50

# 1F RouterA #2110 F5] 224 50 .

[Huawei] interface ethernet 1/0/0

[Huawei-Ethernet1/0/0] ipsec policy mapl

[Huawei-Ethernet1/0/0] quit

[Huawei] interface ethernet 1/0/0

# 7F RouterB H4% 1 5| H 22 4> 5wk o

[Huawei-Ethernet1/0/0] ipsec policy usel

[Huawei-Ethernet1/0/0] quit

LEI 535 7E RouterA Al RouterB 4T display ipsec sa 2 Wos e & 1115 B, A

RouterA K.

[Huawei] display ipsec sa

Interface: Ethernet 1/0/0
path MTU: 1500

IPSec policy name: “mapl”
sequence number: 10
mode: 1isakmp

Connection id: 3
encapsulation mode: tunnel
tunnel local : 202.138.163.1
[inbound ESP SAs]

spi: 1406123142 (0x53cfbc86)

tunnel remote:

proposal: ESP-ENCRYPT-DES ESP-AUTH-SHA1
sa remaining key duration (bytes/sec): 1887436528/3575

202. 138.162. 1
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max received sequence—number: 4
udp encapsulation used for nat traversal: N
[outbound ESP SAs]
spi: 3835455224 (0xe49c6618)
proposal : ESP-ENCRYPT-DES ESP-AUTH-SHA1
sa remaining key duration (bytes/sec): 1887436464/3575
max sent sequence—number: 5
udp encapsulation used for nat traversal: N

FE9 KARCE S

ML E ) Jn . AETHL PCA AT ping BAEIIR AT LL ping 8 141 PCB, "EATZ 1A {1tk
Wk g .

{E RouterA _[-#17T display ike sa #:1F, Z5RUNT,

[Huawei] display ike sa

Conn—1D Peer VPN Flag(s) Phase
14 202. 138. 162. 1 0 RD|ST 1
16 202. 138.162. 1 0 RD|ST 2

Flag Description:
RD--READY ~ ST--STAYALIVE  RL--REPLACED  FD--FADING  TO--TIMEOUT
HRT--HEARTBEAT ~ LKG--LAST KNOWN GOOD SEQ NO. BCK-—BACKED UP

R

e & 32

® RouterA L E L

#
acl number 3101
rule 5 permit ip source 10.1.1.0 0.0.0.255 destination 10.1.2.0 0.0.0. 255
#
ipsec proposal tranl
esp authentication—algorithm shal
#
ike proposal 1
encryption—algorithm aes—cbc—128
authentication—algorithm md5
#
ike local-name huaweiOl
#
ike peer spub vl
exchange—mode aggressive
pre-shared-key huawei
ike—proposal 1
local-id-type name
remote—name huawei02
local-address 202. 138. 163. 1
remote—address 202. 138. 162. 1
#
ipsec policy mapl 10 isakmp
security acl 3101
ike—-peer spub
proposal tranl
#
ip route-static 10.1.2.0 255.255.255.0 202. 138. 163. 2
#
interface Ethernet1/0/0
ip address 202. 138.163. 1 255. 255.255.0
ipsec policy mapl
#
return

® RouterB 1t & 34

#
acl number 3101
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rule 5 permit ip source 10.1.2.0 0.0.0.255 destination 10.1.1.0 0.0.0. 255
#
ipsec proposal tranl
esp authentication—algorithm shal
#
ike proposal 1
encryption—algorithm aes—cbc—128
authentication—algorithm mdb
#
ike local-name huawei0O2
#
ike peer spua vl
exchange—mode aggressive
pre—shared—key huawei
ike—proposal 1
local-id-type name
remote—name huaweiOl
local-address 202. 138. 162. 1
remote—address 202. 138. 163. 1
#
ipsec policy usel 10 isakmp
security acl 3101
ike—peer spua
proposal tranl
#
ip route—static 10.1.1.0 255.255.255.0 202. 138. 162. 2
#
interface Ethernet1/0/0
ip address 202.138.162.1 255. 255. 255. 0
ipsec policy usel
#
return

4.8.4 BB XA IPSec [ERIFFEZOEIL IPSec £ 2FFiER Gl

) IPSec REUBZIE 1 LI ST IPSec F&IE, fiifk THRCE, b T I I8N S5 N A BN

R o

AR ER
1l 4-6 flr7n, 7E RouterA 1 RouterB 2[RV, — AN 4f%iE, %) Tunnel #2110 F V&=
WATRY . UK AH-ESP Ph30, N 505k H 3DES, AMIESRVKH shal .
4-6 B & K FH IPSec [E#IRF1E1E ORI IPSec &£ FFiELH W &
Eth1/0/0 Eth1/0/0
202.138.163.1/24 202.138.162.1/24
RouterA Internet RouterB
Tunnel0/0/0 Tunnel0/0/0
192.168.1.1/24 192.168.1.2/24
( IPSec Tunnel ()
10.1.1.2/24
10.1.2.2/24
Network A Network B
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[Th=gsdic
S P01 U SR TKE B 7 sl oy e e

1. BCEFEIM IP Mokt

2. MOV BN AR

3. FE IKE #i%.

4. BCE IKE Pris it a5 2 A1 ID F IKE Peer.

5. ME AR

6. MCEZSHEYR, 522 IKE X554,
7. RO BN AHESE,

BRIEDE
HIE 1 S 5ILE RouterA F1 RouterB Wt & &322 O (4 TP bkt
# {F RouterA it & 2 11 #Y IP ik,

<{Huawei> system—view

[Huawei] interface ethernet 1/0/0

[Huawei-Ethernet1/0/0] ip address 202.138.163.1 255. 255. 255. 0
[Huawei-Ethernet1/0/0] quit

# 1F RouterB ["Hc & 4 1] IP Hbhk.

<Huawei> system—view

[Huawei] interface ethernet 1/0/0

[Huawei-Ethernet1/0/0] ip address 202.138.162.1 255. 255. 255.0
[Huawei-Ethernet1/0/0] quit

$E 2 3 HIAE RouterA 1 RouterB e & 215w (R FR S H .

# 1E RouterA LWL E 2| H (¥ (0 EF A # 1, SLAMBBE R4S B (KF Btk 2%
202.138.163.2.

[Huawei] ip route-static 10.1.2.0 255.255.255.0 202. 138. 163. 2

# 1t RouterB e E I H (¥ (K A 1, LA BIA R4 A TR — Bty
202.138.162.2.

[Huawei] ip route—static 10.1.1.0 255.255.255.0 202.138. 162. 2
1B 3 A 5HILE RouterA Fl RouterB AL E IKE #2313
# 7F RouterA [HLE IKE #2330,

[Huawei] ike proposal 1

[Huawei-ike—proposal—-1] dh group5

[Huawei-ike—proposal-1] authentication—algorithm aes xcbc mac 96
[Huawei-ike—proposal-1] prf aes _xcbc_128

[Huawei-ike—proposal-1] quit

# 1F RouterB it & IKE $&1%.

[Huawei] ike proposal 1

[Huawei-ike—proposal—-1] dh groupb

[Huawei—ike—proposal-1] authentication—-algorithm aes_xcbc_mac_96
[Huawei-ike—proposal—-1] prf aes_xcbc_128

[Huawei-ike—proposal—-1] quit

HIE 4 4 HILE RouterA F1 RouterB _FECE AHL ID A1 IKE Peer.
# {F RouterA AL E BT IKE P i I 75 ZE 1AL ID F1 IKE Peer.
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[Huawei] ike peer spub v2
[Huawei-ike—-peer—spub]
[Huawei-ike—peer—spub]

[Huawei-ike—-peer—spub] quit

ike—proposal 1
pre—shared-key huawei

# {f RouterB LI & 4T IKE W5 B 75 ZL 1AL ID FT IKE Peer

[Huawei] ike peer spua v2
[Huawei-ike—-peer—spua]
[Huawei-ike—-peer—spua]

[Huawei-ike—-peer—spua] quit

ike—proposal 1
pre—shared-key huawei

I 43 S /E RouterA Fil RouterB 14T display ike peer 2% w7 Tt & 15 &,

RouterA kil .

[Huawei] display ike peer name spub verbose

Peer name
Pre-shared—key
proposal

Local ID type

DPD

DPD mode

DPD idle time

DPD retransmit interval
DPD retry limit

Peer ID type

Host name

Peer IP address

VPN name

Local TP address
Remote name
Nat—traversal
Configured IKE version
Auto—configure

PKI realm

Inband OCSP

. spub
: huawei
1

: Disable
: Periodic
: 30
: 15
3

0 202.138.163. 1

: Disable

: Version two
: Disable

: NULL

: Disable

$HIE5 /) 5I7FE RouterA Fil RouterB [ 7 22 L.
# 1t RouterA L E 22421

[Huawei] ipsec proposal tranl
[Huawei-ipsec—proposal—-tranl]
[Huawei-ipsec—proposal—-tranl]
[Huawei-ipsec—proposal—-tranl]
[Huawei-ipsec—proposal—-tranl]
[Huawei-ipsec—proposal—-tranl]

transform ah—esp

ah authentication—algorithm shal
esp authentication—algorithm shal
esp encryption—algorithm 3des
quit

# 1F RouterB it & 24321,

[Huawei] ipsec proposal tranl
[Huawei-ipsec—proposal—-tranl]
[Huawei-ipsec—proposal—-tranl]
[Huawei-ipsec—proposal—-tranl]
[Huawei-ipsec—proposal—-tranl]
[Huawei-ipsec—proposal—-tranl]

RouterA 1.

transform ah—esp

ah authentication—algorithm shal
esp authentication—algorithm shal
esp encryption—algorithm 3des
quit

[Huawei] display ipsec proposal

Number of Proposals: 1

tranl
Tunnel

IPSec proposal name:
Encapsulation mode:
Transform
AH protocol

. ah—esp—new
. Authentication SHA1-HMAC-96

AN

BEI 43 7 7E RouterA Al RouterB _[-#AT display ipsec proposal 2 & 7~ T C & 1)1

LA

5!

ﬁll_n’

2L
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ESP protocol : Authentication SHA1-HMAC-96
Encryption 3DES

L6 7 77E RouterA fll RouterB [ % S HELE
# 7F RouterA i & 22 HESE,

[Huawei] ipsec profile profilel
[Huawei-ipsec—profile—profilel] proposal tranl
[Huawei-ipsec—profile—profilel] ike—peer spub
[Huawei-ipsec—profile—profilel] quit

# 1F RouterB it & 24 HEZE,

[Huawei] ipsec profile profile2
[Huawei-ipsec—profile—profilel] proposal tranl
[Huawei-ipsec—profile-profilel] ike—peer spua
[Huawei-ipsec—profile-profilel] quit

FIE7 S 5ILE RouterA Fil RouterB H)F: 1 R % H B 224 HELE,
# 7F RouterA 18210 L5 22 HESE

[Huawei] interface tunnel 0/0/0
[Huawei~Tunnel0/0/0] ip address 192.168.1.1 24
[Huawei-Tunnel10/0/0] tunnel-protocol gre
[Huawei~Tunnel0/0/0] source 202.138.163.1
[Huawei~Tunnel0/0/0] destination 202.138.162.1
[Huawei~Tunnel0/0/0] ipsec profile profilel
[Huawei-Tunnel0/0/0] quit

# 1F RouterB 14% 1 5| H 224> 50k o

[Huawei] interface tunnel 0/0/0
[Huawei-Tunnel0/0/0] ip address 192.168.1.2 24
[Huawei-Tunnel0/0/0] tunnel-protocol gre
[Huawei~Tunnel0/0/0] source 202.138.162.1
[Huawei~Tunnel0/0/0] destination 202.138.163.1
[Huawei-Tunnel0/0/0] ipsec profile profile2

HI8 MARELR

BB )G, 29 IAE RouterA il RouterB LT display ipsec profile < {27~ T HC 2 115
KL, LA RouterA 4.

[Huawei] display ipsec profile

IPSec profile : profilel
Using interface: Tunnel0/0/0

IPSec Profile Name :profilel

Peer Name :spub

PFS  Group :0 (0:Disable 1:Groupl 2:Group2 5:Group5 14:Groupl4)
SecondsFlag :0 (0:Global 1:Local)

SA Life Time Seconds 13600

KilobytesFlag :0 (0:Global 1:Local)

SA Life Kilobytes 11843200

Number of IPSec Proposals :1

IPSec Proposals Name :tranl
K

B & 3

® RouterA HJHECE

#
ipsec proposal tranl
transform ah—esp
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ah authentication—algorithm shal

esp authentication—algorithm shal

esp encryption—algorithm 3des
#

ip route—static 10.1.2.0 255.255.255.0 202. 138. 163. 2
#

ike proposal 1

dh groupb

authentication—algorithm aes xcbc mac 96
prf aes xcbhc 128
#

ike peer spub v2

pre—shared—key huawei

ike—proposal 1
#

ipsec profile profilel

ike—peer spub

proposal tranl
#

interface Tunnel0/0/0

ip address 192.168. 1.1 255.255.255.0
tunnel-protocol gre

source 202.138.163. 1

destination 202.138. 163.2

ipsec profile profilel
#

interface Ethernet1/0/0

ip address 202.138.163.1 255. 255. 255. 0

#
return

® RouterB Al & 1

#

ipsec proposal tranl

transform ah—esp

ah authentication-algorithm shal

esp authentication—algorithm shal

esp encryption—algorithm 3des
#

ip route-static 10.1.1.0 255.255.255.0 202. 138. 162. 2
#

ike proposal 1

dh group5

authentication—algorithm aes xcbc mac 96
prf aes xcbhc 128

#

ike peer spua v2

pre-shared-key huawei

ike—proposal 1
#

ipsec profile profile2

ike—peer spua

proposal tranl
#

interface Tunnel0/0/0

ip address 192.168.1.2 255.255.255.0
tunnel-protocol gre

source 202.138.162. 1

destination 202.138.163. 1

ipsec profile profile2
#

interface Ethernet1/0/0

ip address 202.138.162.1 255.255.255.0

#
return
SCARSRRAS 01 (2012-04-20) BRI E 276

WU © HE B A AT A 7



Huawei AR1200 414V i d1 2
AL B fER-VPN 4 1PSec Mt &

4.8.5 Bit & Efficient VPN X[ client R E L L2 £ EE R4
i F§ Efficient VPN client #5 2 2 V7 ‘22 4= 5k B3 48 S B 2H 9 A ) Y &

ZH M 5ok
& 4-7 flizn, 7 RouterA Fll RouterB 2 [H) & . — AN 4f%iE, X PCA QR+ M
(10.1.1.0/24) 5 PCBACEM T (10.1.2.0/24) Z [t NAT Ji B 3k T 22 43t
. Remote 5 Server [11] H sl AT 2 416 B3 10 8 37 5 S35 B AS He,  m] DK 5 Db A pic
BRI,
4-7 B2 & Efficient VPN X client 77 N 37 & £ X BB 40 X 5]
RouterA RouterB
Remote
Eth1/0/0
60.1.2.1/24
IPSec Tunnel () 10.1.2.2/24
FE R
RouterA % H 40 KL & Efficient VPN X H client J7 3 72 A W .
1. ECEREIM 1P Huhk.
2. MCEHASKH.
3. B client £2 1) Efficient VPN,
4. BCE IKE P oot sl o
5. BCETIALEREA,
6. 710 LN H Efficient VPN,
RouterB U0 KBS E Efficient VPN X client J7 =037 24 6 .
1. JCE B IP Hudik.
2. FEFEKD.
3. BCE EEHEE R TR
4. & IKE proposal Fil IKE peer.
5. M IPSec proposal. AR 5 & 1 S mE 21
6. AERED LT SRmE
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RESR

1B 1 7 RouterA FAEW FHCE .

1.

7E RouterA Wi & # A 1P Huht .

<Huawei> system—view

[Huawei] interface ethernet 1/0/0

[Huawei-Ethernet1/0/0] ip address 60.1.1.1 255. 255. 255. 0
[Huawei-Ethernet1/0/0] quit

£ RouterA W0 & 2 H i) (A il tesb i 2E k%5 B 1N — Bk

60.1.1.2,

[Huawei] ip route-static 10.1.2.0 255.255.255.0 60.1.1.2
BiE client #5201 Efficient VPN,

[Huawei] ipsec efficient-vpn 2 mode client

P E IKE PR I Ao oo g Mk
[Huawei-ipsec—efficient—vpn—2] remote—address 60.1.2.1 v2
e T

[Huawei-ipsec—efficient-vpn—2] pre—shared—key huawei
[Huawei-ipsec—efficient-vpn-2] quit

e8| )W F Efficient VPN,

[Huawei] interface ethernetl/0/0
[Huawei-Ethernet1/0/0] ipsec efficient—vpn 2

S 2 /¢ RouterB FAFEHI FACE .

1.

1F RouterB I c & #2 111 1P Huhk .

<Huawei> system—view

[Huawei] interface ethernet 1/0/0

[Huawei-Ethernet1/0/0] ip address 60.1.2.1 255.255. 255.0
[Huawei-Ethernet1/0/0] quit

£ RouterB _FAC & 21 H f3m A 1, BAMEBERIA M S A 1R — By

60.1.2.2,
[Huawei] ip route-static 10.1.1.0 255.255.255.0 60.1.2.2

PiC B AL R U B, HERS TP Hulib. DNS RS 2 Hbhl f1 WINS iR 45 g8 ik .

[Huawei] ip pool pooltest

[Huawei-ip—pool—-pooltest] network 100.1.1.0 mask 255.255. 255. 128
[Huawei-ip—pool-pooltest] quit

[Huawei] aaa

[Huawei-aaa] service—scheme schemetest
[Huawei-aaa—service—schemetest] dns 2.2.2.2
[Huawei-aaa—service—schemetest] dns 2.2.2.3 secondary
[Huawei-aaa—service—schemetest] ip—pool pooltest
[Huawei-aaa—service-schemetest] wins 3.3.3.2
[Huawei-aaa—service-schemetest] wins 3.3.3.3 secondary
[Huawei-aaa—service-schemetest] quit

[Huawei-aaa] quit

fic & IKE proposal Al IKE Peer.

[Huawei] ike proposal 5

[Huawei-ike—proposal—-5] dh group2
[Huawei-ike—proposal-5] quit

[Huawei] ike peer rut3 v2

[Huawei-ike—peer-rut3] pre—shared—key huawei
[Huawei-ike—peer-rut3] ike—proposal 5
[Huawei-ike—peer—rut3] service—scheme schemetest
[Huawei-ike—peer-rut3] quit

JiC & TPSec proposal. AR 5 & AT S M 41
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[Huawei] ipsec proposal tranl

[Huawei-ipsec—proposal-tranl] quit

[Huawei] ipsec policy—template usel 10
[Huawei-ipsec—policy—templet-usel-10] ike—peer rut3
[Huawei-ipsec—policy—templet-usel-10] proposal tranl
[Huawei-ipsec—policy—templet-usel-10] sa duration time-based 600000
[Huawei-ipsec—policy-templet-usel-10] quit

[Huawei] ipsec policy policyl 10 isakmp template usel

FEAR I N SR 41 o

[Huawei] interface ethernet 1/0/0
[Huawei-Ethernet1/0/0] ipsec policy policyl

$E3 MAERELR

1. BCERINE, {601 RouterA W4T ping #A/EIPA AT LA ping 18 41 RouterB, "BAI1Z
Vi) PRS0 A Aol A0 I 25
7E RouterA [ AT display ike sa 15, £ U1F,
[Huawei] display ike sa v2
Conn-1D Peer VPN Flag(s) Phase
64 60.1.2.1 0 RD|ST 2
62 60.1.2.1 0 RD|ST 1
Flag Description:
RD——READY  ST--STAYALIVE  RL-—REPLACED  FD——FADING  TO-—TIMEOUT
HRT-—HEARTBEAT ~ LKG——LAST KNOWN GOOD SEQ NO. BCK-—BACKED UP
2. 57 3I{E RouterA Fl1 RouterB 31T display ipsec sa <5 B /xTECE G, LA
RouterA A,
[Huawei] display ipsec sa
Interface: Ethernet 1/0/0
Path MTU: 1500
IPSec efficient—vpn name: ”2”
Mode: EFFICIENTVPN-CLIENT MODE
Connection ID : 64
Encapsulation mode: Tunnel
Tunnel local :60.1.1. 1
Tunnel remote :60.1.2.1
Flow source : 100. 1. 1. 126/255. 255. 255. 255 0/0
Flow destination : 0.0.0.0/0.0.0.0 0/0
[Outbound ESP SAs]
SPI: 3752053811 (0xdfa3cc33)
proposal : ESP-ENCRYPT-DES-64 ESP-AUTH-MD5
SA remaining key duration (bytes/sec): 1887436800/1390
Max sent sequence—number: 0
UDP encapsulation used for NAT traversal: N
[Inbound ESP SAs]
SPI: 4182141148 (0xf94668dc)
proposal: ESP-ENCRYPT-DES—64 ESP-AUTH-MD5
SA remaining key duration (bytes/sec): 1887436800/1390
Max received sequence—number: 0
UDP encapsulation used for NAT traversal: N
3. 7F RouterA 4T display ipsec efficient-vpn %7~ Efficient VPN 0% 115 B o
[Huawei] display ipsec efficient—vpn
IPSec efficient—-vpn name: 2
Using interface : Ethernet1/0/0
IPSEC Efficient—-vpn Name : 2
IPSEC Efficient-vpn Mode : 1 (1:Client 2:Network)
ACL Number :
Auth Method : 8 (8:PSK 9:RSA)
VPN name :
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Local ID Type 1 (1:1IP 2:Name)
Remote Address :60.1.2.1
IKE Version 0 2 (1:1KEvl 2:1KEv2)
FQDN :
Pre Shared Key . huawei

PFS Type : 0 (0:Disable 1:Groupl 2:Group2 5:Groupb 14:Groupl4)
Local Address :
Remote Name

PKI Object :

Interface loopback . LoopBack100
Interface loopback IP :100.1. 1. 126/32
Dns server IP 00 2.2.2.2, 2.2.2.3
Wins server IP 0 3.3.3.2, 3.3.3.3

s

B & 3

® RouterA HIHCE

#
ipsec efficient-vpn 2 mode client
remote—address 60.1.2.1 v2
pre-shared-key huawei
#
interface Ethernet1/0/0
ip address 60.1.1.1 255.255.255.0
ipsec efficient—vpn 2
#
ip route-static 10.1.2.0 255.255.255.0 60.1.1.2
#
return

® RouterB [ & A

#

ipsec proposal tranl
#

ike proposal 5

dh

group2
#

ike peer rut3
v2

pre—shared—key
huawei

ike—proposal

5

service—scheme
schemetest
#

ipsec policy-template usel
10

ike—peer
rut3

proposal
tranl

sa duration time—based
600000
#

ipsec policy policyl 10 isakmp template
usel
#

ip pool
pooltest

network 100. 1. 1.0 mask
255. 255h. 255. 128
#
aaa

service—scheme
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schemetest

dns
2.2.2.2

dns 2.2.2.3
secondary

ip—pool
pooltest

wins
3.3.3.2

wins 3.3.3.3
secondary
#
interface
Ethernet1/0/0

ip address 60.1.2.1
255. 255.255.0

ipsec policy policyl
#

ip route-static 10.1.1.0 255.255.255.0 60.1.2.2
#
return

4.8.6 fit B Efficient VPN [ network ARE T LB KA

ERER

[ =gasdiccy

1 FH| Efficient VPN network #5253 37 22 4 I W 7E S B 4 X R 1 N

P 4-8 Fion, 7E RouterA Fl RouterB 2 A4 v, — 22 =f%iE, % PCA LR HT M
(10.1.1.0/24) 5 PCB AREMTFM (10.1.2.0/24) Z 04554 ACL FHF B3R AT 224
1547, Network Bz, Remote ¥ 54N M) Server HifF IP #hlik, ASHBEH NAT/PAT
Difig.

4-8 it & Efficient VPN 3% H network AR IE TR £ EEEN

RouterA gh1/0/0 Eth1/0/0 RouterB

1. 100.1.2.1/24
Server
. Eth1/0/0.1
99.1.1.1/24 99.1.2.1/24
( IPSec Tunnel
10.1.1.2/24 101, 22/24

KT BB ECE Efficient VPN K H Network 77 R 24 B0
1. BoERR 1P Hubt.
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2. MEFHSKH.
3. MCE ACL, Do SCERP AR
4. MCHE network BizU[¥] Efficient VPN,
5. {EPi0 )V Efficient VPN $6l& .

BIETER
HI 1 43 5I4E RouterA A1 RouterB Wt B &332 (4 TP Hbuhik .
# {F RouterA _IJic & % /) TP Huht.

<{Huawei> system—view

[Huawei] interface ethernet 1/0/0

[Huawei-Ethernet1/0/0] ip address 100. 1. 1.1 255. 255. 255. 0
[Huawei-Ethernet1/0/0] quit

[Huawei] interface ethernet 1/0/0.1
[Huawei-Ethernet1/0/0. 1] ip address 99.1.1.1 255. 255. 255. 0
[Huawei-Ethernet1/0/0. 1] dotlq termination vid 1
[Huawei-Ethernet1/0/0. 1] arp broadcast enable
[Huawei-Ethernet1/0/0. 1] quit

# 7F RouterB _FJc & 2 /) TP Mk

<{Huawei> system—view

[Huawei] interface ethernet 1/0/0

[Huawei-Ethernet1/0/0] ip address 100.1.2.1 255. 255. 255.0
[Huawei-Ethernet1/0/0] quit

[Huawei] interface ethernet 1/0/0.1
[Huawei-Ethernet1/0/0. 1] ip address 99.1.2.1 255. 255. 255. 0
[Huawei-Ethernet1/0/0. 1] dotlq termination vid 1
[Huawei-Ethernet1/0/0. 1] arp broadcast enable
[Huawei-Ethernet1/0/0. 1] quit

HE 2 /3 5IAE RouterA F1 RouterB [ e B 2150 v (RIS B H -

# £ RouterA _FJ 2 H 1003 (KA e oy, EACR BRI I2% B 1R —Bkdtulik
100.1.1.2.

[Huawei] ip route-static 10.1.2.0 255.255.255.0 100.1.1.2

# £ RouterB e & 2 H (15 (0RH A B ik, PLAMBBERIA ML A 1R — Bkl
100.1.2.2.

[Huawei] ip route-static 10.1.1.0 255.255.255.0 100. 1.2.2
B3 53l{E RouterA Fl RouterB FALE Vs #1712, & L& H LY AL -
# 7 RouterA [ &y [ #1513

[Huawei] acl number 3000
[Huawei-acl-adv-3000] rule 5 permit ip source 10.1.1.0 0.0.0.255 destination 10.1.2.0 0.0.0. 255
[Huawei-acl-adv-3000] quit

# 7F RouterB FHC'E Uj i #5514 .
[Huawei] acl number 3000

[Huawei-acl-adv-3000] rule 5 permit ip source 10.1.2.0 0.0.0.255 destination 10.1.1.0 0.0.0. 255
[Huawei-acl-adv-3000] quit

FE 4 53 5I4E RouterA F1 RouterB [ SIEC & network #5531 Efficient VPN,
# 7F RouterA Pt E network 30 Efficient VPN,

[Huawei] ipsec efficient—vpn easyvpn_1 mode network
[Huawei-ipsec—efficient-vpn-easyvpn 1] remote—address 99.1.2.1 vl

SCRSRRAS 01 (2012-04-20) Sy LA TR (5 S 282
AT © HhH AR A R 2 7



Huawei AR1200 R 414V % iy 4%
AL B fER-VPN 4 1PSec Mt &

[Huawei-ipsec—efficient-vpn—-easyvpn 1] pre—shared-key htipll., ; [-09876543211; []
[Huawei-ipsec—efficient-vpn-easyvpn 1] security acl 3000
[Huawei-ipsec—efficient-vpn—easyvpn 1] quit

# {F RouterB Mt & network %3/ Efficient VPN,

[Huawei] ipsec efficient—vpn easyvpn_1 mode network
[Huawei-ipsec—efficient—vpn—easyvpn 1] remote—address 99.1.1.1 vl
[Huawei-ipsec—efficient—vpn—easyvpn 1] pre—shared-key htipll., ; [-09876543211;" []
[Huawei-ipsec—efficient—vpn—easyvpn 1] security acl 3000
[Huawei-ipsec—efficient—vpn—easyvpn 1] quit

SIE5 43 HI4E RouterA Fl RouterB 1114 11 )W H] Efficient VPN ZEH%

# 1F RouterA [T 0 ) H Efficient VPN %% .
[Huawei] interface ethernet 1/0/0.1
[Huawei-Ethernet1/0/0. 1] ipsec efficient-vpn easyvpn_l

# 7E RouterB []F#% 1 IV H Efficient VPN e .
[Huawei] interface ethernet 1/0/0.1
[Huawei-Ethernet1/0/0. 1] ipsec efficient-vpn easyvpn_1

Y6 AN ELR
BLE MG, 7 RouterA T ping #:4FE 1T LA ping i RouterB, ‘&A1 1 [ Ao A% Hnlés 4

In .
® /3 Jl|7E RouterA F RouterB 4 1T display ike sa 2 W 7s T C & 1115 B, LA RouterA
j\j1§[J o
[Huawei] display ike sa
Conn—1D Peer VPN  Flag(s) Phase
3 99.1.2.1 0 RD[ST 2
2 99.1.2.1 0 RD[ST 1

Flag Description:
RD——READY  ST--STAYALIVE  RL——REPLACED  FD——FADING  TO--TIMEOUT
HRT--HEARTBEAT = LKG——LAST KNOWN GOOD SEQ NO. BCK——BACKED UP

® /3 71E RouterA F1 RouterB | #1U1T display ipsec sa 2 W R FTECE {5 &, LA RouterA
j‘j 15“ o

[Huawei] display ipsec sa

Interface: Ethernet 1/0/0.1
Path MTU: 1500

IPSec efficient—vpn name: “easyvpn 17
mode: EFFICIENTVPN-NETWORK MODE

Connection ID: 3
encapsulation mode: Tunnel

tunnel local :99.1.1.1
tunnel remote 0 99.1.2.1
Flow source : 100.1.1.1/0.0.0.

0 0/0
Flow destination : 100.1.2.1/0.0.0.0 0/0
[Outbound ESP SAs]
SPI: 71167994 (0x43deffa)
proposal : ESP-ENCRYPT-AES-256 SHA2-512-256
SA remaining key duration (bytes/sec): 1887436800/1845
Max sent sequence—number: 0
UDP encapsulation used for NAT traversal: N
[Intbound ESP SAs]
SPT: 1488468104 (0x58b83888)
Proposal: ESP-ENCRYPT-AES-256 SHA2-512-256
SA remaining key duration (bytes/sec): 1887436800/1845
Max received sequence—number: 0
UDP encapsulation used for NAT traversal: N

SCRSRRAS 01 (2012-04-20) Sy LA TR (5 S 283

WU © SR AT A



Huawei AR1200 414V % d1 2
AL B fER-VPN 4 1PSec Mt &

B &

® RouterA M0 E

#
acl number 3000
rule 5 permit ip source 10.1.1.0 0.0.0.255 destination 10.1.2.0 0.0.0. 255
#
ipsec efficient—vpn easyvpn 1 mode network
remote—address 99.1.2.1 vl
pre-shared-key htipll., ;[-09876543211;" []
security acl 3000
#
interface Ethernet1/0/0
ip address 100. 1. 1.1 255.255. 255. 0
#
ip route-static 10.1.2.0 255.255.255.0 100.1.1.2
#
interface Ethernet1/0/0. 1
dotlq termination vid 1
ip address 99.1.1.1 255.255. 255.0
ipsec efficient-vpn easyvpn 1
arp broadcast enable
#
return

® RouterB L E 1

#
acl number 3000
rule 5 permit ip source 10.1.2.0 0.0.0.255 destination 10.1.1.0 0.0.0. 255
#
ipsec efficient—vpn easyvpn_ 1 mode network
remote—address 99.1.1.1 vl
pre-shared-key htipll., ;[-09876543211;" []
security acl 3000
#
interface Ethernet1/0/0
ip address 100.1.2.1 255.255. 255.0
#
ip route-static 10.1.1.0 255.255.255.0 100.1.2.2
#
interface Ethernet1/0/0. 1
dotlq termination vid 1
ip address 99.1.2.1 255.255.255.0
ipsec efficient—vpn easyvpn 1
arp broadcast enable

#
return
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Huawei AR1200 R 414V % iy 4%
AL B fER-VPN 5 DSVPN Ji¢ &

5 DSVPN BL&

XTARE

DSVPN g B3 & BT O30 HIor S0, Al AR s B &

5.1 DSVPN fiftik
DSVPN /& Dynamic Smart VPN [{J{&#X, 245 Hub-Spoke WZ¢ A, 73 SR 53 S0 ik
NHRP 330, g7 i Al i Rl i HoAR

5.2 AR1200 3ZH§[1) DSVPN %5k

AR1200 5] DSVPN $pPE E AR T 40 S I0) % th 308 7 £ A1 £ £ GRE Tunnel 4%
mR

5.3 i & DSVPN
DSVPN #BE 0}, mliE$AN S H IPSec, Wi )i IPSec X GRE Wi m#H TR, Tkt
NHRP Peer {5 5\ #5410 IPSec 451 .

5.4 49 DSVPN
%78 DSVPN [ & 15 B, 1R DSVPN 4 1HE .

5.5 Hic B 4545
AR AN R i 7 283538 DSVPN 71”491
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Huawei AR1200 Z 414V % iy 4%
AL B fER-VPN 5 DSVPN Ji¢ &

5.1 DSVPN #fiA&

DSVPN J& Dynamic Smart VPN ({5 #%, 245 Hub-Spoke WZ& A, 73 S 53 S3d ik
NHRP B, BhaS e v 3l 7 AO0m 18 HoR

£ 45 1) Hub-Spoke MZ 5 88rhr, Hdfiim i 248 h To0 S S rhub 2 18], aniRoy s 1A
D EER, JEHNHT IPSec HiAR, LT EAE R ILHAE 153 S R AR, TR
A G THIOR Al oS SR N ) | s 2 7 s A T = ey . e P %7 G e RT3 N8BS R DN T
I o 3L DSVPN $OR, 43 3T o] S g L8 i e Beal, ol T bk il J
By SR LRSI REIE, AT 0 ST IR BRSNS IR B R Bk AN R
SRR RS, AU AR S, AT LA B T

® Jr IR EFAEEH

Y03 ST I e B R A R, ORAF HA 2 S 7 R e, 5 500 S TR B ) A

[N

N
® Iy IR H A St

WA RN P, SIS0, S BRI A S . B b, sk
Loy IR e, BT I3, B T R R — 2 0. R 3
#& RIP B PR, 75 OCH] RIP PR ES ) 5 7R 2%t B s 7K~ 4% (Split Horizon) )
e, SEILA SR B BRI S o RS B )& OSPF B X, OSPF 2 HEERIRAS
BB M, ARG ANEAE KP4 1]

®  Ir 3 U BRI SR % e
SISO S, 4550 SO AR I vERE . ARk T HkAk. 405215 Ry
BB B B AT A BN R A, B H 4 S A5 B B NHRP (NBMA Next
Hop Resolution Protocol) ffHT N ZFBEATAIN, 58 M43 SC IR B HE S

[ARETE

DSVPN 3¢ E0f, TTik#ERB A IPSec. 4R E £ B A IPSec 4F GRE A E#ATRY, 4% peer 13
oo 3t 5 6 1P Hohb 13 B Jo Kok &, ) T2 [PSec [E1E.,

5.2 AR1200 3z #§89 DSVPN 4514%

AR1200 Y FFH) DSVPN R E AR T 40 S 10) 4% 308 7 R A1 2 /5 GRE Tunnel 4%
=R

73 SCIA] % 27 2] E 2 DSVPN F1p 3 AT BRIV S % th 38 DSVPN,  fij 220 B A
ERUR
1. 6% Tunnel ¥ 1: 5% Tunnel A5 HLAE .
2. PUE SR IR ATk
3. BUHE Peer RIN: 7E/r 31 A BRCE H Y S peer R,
(AT
DSVPN s f¢4% ) License 34X, # 4T, #X4&49 DSVPN i IR AREA ., 1w REZA
DSVPN g, §B&A 44 1 F 4§ # % 4o F License,
® ARI200 &ALk O
®  ARI1200 DSVPN (Dynamic Smart VPN ) 3} ¢
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Huawei AR1200 251V H o5
AL B fERI-VPN 5 DSVPN J¢ &

5.3 BEL& DSVPN

DSVPN #EI, nlEFEA S H 1PSec, WA A H 1PSec X GRE y =S ATIR Y, Tk
NHRP Peer 15 545 401 IPSec K71k .

531 BB EETS
ENCE DSVPN 207, T RN IS, PLRACE DSVPN 575 B A 58 1 AT 45 FIHE %
5 -

[ IRE

&) Hub-Spoke MZ& A, Frdfaifife TR T SC b 2w Wiy L2 A
PR HIEI, B IPSec, HHOvitg SEAE AL 7 SCHIBEIE B, FERRMCEHE I 70 32
BEIE L HHINE . 2 SR SR Ly, FETR T O BB S INE R,
. DSVPN, 73 3¢ [a) i 3l 25 3t 37 el e A i i

BT
TEMCE DSVPN ZHT, 7 2258 L T AR55
o [ EWHLE: O BERS Z UM S EON 1P Hhuht, [EMELRE O M2 BCIRA A Up.
HiRfESE
TENCE DSVPN 21, i 2l £ DU i
F5 i
1 Tunnel #2025 . Tunnel BYEHHEEYE U . Tunnel 32 0 H) TP Huhik
2 NHRP A UEFFFH . NHRP EMHE BB T . NHRP R IR K
3 (A[3k) ZZ24HEZE. IKE S8k, 24l
5.3.2 it 8 MGRE
Hie e J 2 7 50 Tunnel 42 F1 Y5 HIE R 25 3tk
BER2ER
g Tunnel #211)5, T 8ifee /720 MGRE. % & Tunnel $% Y5 HNE, BEAN A
i %30 S FF B A N, AT E Tunnel 322 1 B W28 HHE . 7820 3205 AT A0 %
1% e 2 E T R .
BIETER

S HAT 2 system-view, N RGIE.
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Huawei AR1200 51V H o5
AL B fER-VPN 5 DSVPN Ji¢ &

S 2 T2 interface tunnel interface-number, )% Tunnel #2110, FEIEXN Tunnel $2 141

o
S 3 HIT1r2 tunnel-protocol gre p2mp,i% & Tunnel £1%% % MGRE f%if .
(AARTY
SeIR S48 R B UG F AL AT IS 69 R M AL R L E A B B, 5B 8 3 R X A MR IZ %
# T i E 694 KA

T4 PAT2 ip address ip-address { mask | mask-length }, WCE Tunnel $% 1) IP Mk,

TS5 HAT 2 source { source-ip-address | interface-type interface-number }, V¢'& Tunnel 321

PRV ki By 4 1
ok

5.3.3 Bic & Tunnel ¥H
DSVPN K #1452 0] 1% 3B 5 7 %

BEERE
LEA 32 DT S EES A SAEAE 4853 Tunnel ¥ % 8 H, XFETFHEHE1T MGRE &
BEMHRSCA BEIE IS % o 43k Tunnel 32 S ] DLR S, BT LUREhA K
o ZE 32T AL S S R B T R R .

BIESE

FE1 HAT 2 system-view, ARG
S 2 AlE LN Tunnel L, EEEWF A2 —:

® HIT74 ip route-static ip-address { mask | mask-length } tunnel interface-number

[ description fext |, P& iHAHH.
(BARTY:
fo B AN, RoRiXEA B 050 &HE HRE,

® il EEHAM M. A LI OSPF. RIP 5f BGP, MWACAHEIHIAACE k. HRIE
P BCE, 52 W (Huawei AR1200 2710 H 355 -IP B 1)

[RARTT"
® R FHAMK A E A OSPF, M Tunnel 317 T, OSPF M4 EM e & A 457,
® WwEFHAKWHALE A RIP, W& Tunnel 12 F, F#H RIP K-P 42342,

5.3.4 B2 & 45X NHRP
O30 B NHRP K.
%%1§lh\
NHRP B~ Bkt oSO T-i# ¥k NBMA (Non-Broadcast Multiple Access) P24 - [1)35
A AU SRERIR HARTT AN B A MMk . £E S A gs BT N R .
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Huawei AR1200 51V H o5
AL B fER-VPN 5 DSVPN Ji¢ &

RIESR

$BE1 HAT S system-view, FNRGIE.

T2 PUTHr4 interface tunnel interface-number, HEN Tunnel $ R .

S 3 HATHr4 tunnel-protocol gre p2mp, it & f%iER ) MGRE.

S 4 HAT4 nhrp entry protocol-address nbma-address [ register |, it & NHRP Hudil g} 2=,

$EE5 (W) $ 4744 nhrp authentication string, FC'E NHRP P i FIAE 775 .
BAROUT, WA E NHRP VR FIAE A7 5

P 6 (L) ATHr2 nhrp registration interval seconds, FC'H NHRP ARG
BT OUT 0 SV R ) PO R I R ) 1] TR] R A 1800 5 o

$E7 (Wi%) PATA4 nhrp entry holdtime seconds seconds, Ft'E NHRP FIAREFIK:
BRATEL N, NHRP E IR A 7200s.

S8 HUT1r4 nhrp shorteut, i HE nhrp shortcut L fg.

BB TENL T, AA#EE nhrp shortcut LJfE .

(1 sem
Yo RF & F I XA B G IL R4 b3 F DSVPN ik, FRES R,
—-G5R
5.3.5 BE. & H ' NHRP
H S A EACE NHRP K00
BEER
NHRP F— BT i3 /% vk NBMA (Non-Broadcast Multiple Access) %% L (1515
ST SRR HFRY AR B A Rk 7E O S s AT A R
RIETR
F$E1 PATi2 system-view, FHANRGAHLE.
H2 P74 interface tunnel interface-number, it Tunnel $ THEE o
$H 3 P AT tunnel-protocol gre p2mp, Al & F%iE R N MGRE.
$E4 (k) T4 nhrp authentication string, TE NHRP i K UE 7455
B iEmL R, WA ECE NHRP B IAIE 755 5
WISy 3 BRCE T IAEF R SRR L 0 BB AL E DA R/, MR ST IA RS
R PNTIN
$IEE5 #4772 nhrp entry multicast dynamic, Bt & ZhZ80F MK 2 SN NHRP 2H %R 572 £ .
BTG T, BATICE ST 23 3O NHRP 481 01 % .
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Huawei AR1200 Z 41 AV 4% 1 2%
fiL & 45 R -VPN

5 DSVPN it &

(1] ssem

o RE LTI F 8% s 5 3] 3 E DSVPN Fh 48, FHATH T IE.

$®6 (1i%) FATA4 nhrp entry holdtime seconds seconds, Ft'E NHRP FIAREFINK:

Bt DL, NHRP R IR K 7200s.

S 7 PUTHr4 nhrp registration no-unique, it & NHRP v, SOV 56 P51 Peer BT

LI
SR TEOL T, NHRP I AN o 4 R Peer IS T
P8 AT 4 nhrp redirect, i HE nhrp redirect JIfiE.
BRATEILT, AAFHE nhrp redirect I fE.
(AARTTY
T REEFNS LRA B A0 ILRIE G E DSVPN ik, & IATF IR,

B

5.3.6 (A[i%) BLE IPSec REHEZE
J a4k 1PSec TRIEE BRI 42, RGPEHE IPSec L AMELINRE .

de B ==
B 5&1l=| %8
DSVPN & m, nliEFEA S A IPSec, WK T %8 H IPSec % GRE it & AT IR, T
% NHRP Peer {5 515 %11 IPSec fFPE o ZE43 ORI 1 s 1 b o8 - T RS &
RIES B

F$E1 AT S system-view, ARG .

N

2 AT 2 ipsec profile profile-name, AIH#—A IPSec % AHEHE, Ffdk N2 AHELAALIE

P 3 HATHr 2 ike peer peer-name, #85E IKE X244,
BRGNS I IKE 484K
(AR
fie. B IKE 5+ 5549 5 B35 A L 4.4.4 B E IKE Peer.
T4 HAT 2 proposal proposal-name, 455 1PSec $£13.
A TOUT, SRR 5 AR 2 32 13,
(RARTL

Bt B IPSec # A T HEF AL 4.4.5 Ko B IPSec 244X,

$E5 P4 pfs { dh-groupl | dh-group2 | dh-group5 | dh-groupl4 }, W&, 5%

IR %4> PES 5k
AT, e AAEYR RPN BT R PES 5k
HWe Wit quit, BIRGUE.

S 7 PUTHr4 interface tunnel interface-number, N Tunnel $ R .
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Huawei AR1200 51V H1 o5
AL B fER-VPN 5 DSVPN Ji¢ &

S8 iTr2 tunnel-protocol { gre [ p2mp ] | ipsec | ipv4-ipv6 | none }, it & FEiE A,

R 4 1 (B 2B T B Bl IPSec. GRE 503 MGRE 3%, 4 f87E Tunnel 1 45
€ TPSec “Z4HELE,

P9 AT 2 ipsec profile profile-name, FCE 1405 IPSec ZZ4HELL,

53.7 REBRELER

lii# DSVPN 58 J5, Tl LAIEEE NHRP Peer 5 5 IPSec 24 HESE (1 L & 15 Ol o
AR &M

.58 DSVPN f i 5 i & .
BRIES T

® P47 display nhrp peer 7%, 71 A NHRP Peer %15 E..
® I fT display ipsec profile [ brief | name profile-name 1%, 2r % 1PSec HEZL[F){5E & .

s

5.4 #4i$f DSVPN

57k DSVPN [RBCE (5 B, 5 DSVPN 45 5 .

5.4.1 27~ DSVPN Bt &
T BT A DSVPN [3EAME B, nl LUl /R v 4 75 F NHRP Peer 2 (141515 &
NHRP 4iiH5 B

AR KM
O 452 % DSVPN [T T E .

BRIETER

® {17 display nhrp peer 772 it/ NHRP Peer 15 ..

® P47 display nhrp statistics interface interface-type interface-number 1% .7 NHRP
goitfE 5o

TR

5.4.2 ;&5F% DSVPN 82

5 NHRP 4R X GiHE B
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Huawei AR1200 414V i d1 2

Ao B IR FI-VPN 5 DSVPN %
BERER

Zﬁ& EE

HIRAE &, AT S REIRIL, F1Fmanik,
HRIESER

® {EMIATENSRIE RS, W P LB R HUAT reset nhrp statistics interface
interface-type interface-number iM% Tunnel £2 11 K 1) NHRP R L4115 B o

R

5.5 Eo B %5451

I AHE AR % 1y 52898 DSVPN 74l

5.5.1 9 X 8 # TR B F S EE DSVPN 74l

K93 SCIRJEAT i £h 2 ) 625 DSVPN LESEBR2H 9 R T o

ERER
Wik 5-1 fif7s, "0 Hub. %) 3¢ Spokel F Spoke2 J& T-[f]— HIA RS0, A4 A i %%
FH PR AT IR 21 TP WY 4% 5. 3%
& 5-1 BEL B A9 2 EH#HITHBF I ERE DSVPN 4A M E
D
Tunnel 0/0/0 Eth1/0/0  Hub
172.16.1.101/24 44.1.1.1/24 g
Tunnel 0/0/0 Tunnel 0/0/0
172.16.1.1/24
S~——
R B Eth1/0/0 44.4.1.2/24
/337 Spoke2
(T8
K G & R 4 S ) 3R AT 1% 2% 21 358 % DSVPN::
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Huawei AR1200 R 414V % iy 4%
AL B fER-VPN

5 DSVPN it &

1.  1E% Router FIZATE MY, LWL HIE,

2. 7EH0 Hub. 43¢ Spokel F1 Spoke2 |- fi]4# Tunnel 11, F57E Tunnel [FYiHHL:.

3. {E5 3 Router L HE Hub [ peer 1.

HiRESE
PRI, A A

® % Router X A A Alik,
® £ Router [t Tunnel 32 M f1YF bk,

RIESHR
B BCE SO P k.
eI 5-1 BLE B0y 1P bk, FARRC B I RN
B2 JHLE S Router Z i) NBMA #% A1k
#7E Hub [ Ethernet % I'1_LCE OSPF #piX

[Huawei] ospf 2

[Huawei-ospf-2] area 0

[Huawei-ospf—2-area—0. 0. 0. 0] network 44.1.1.0 0.0. 0. 255
[Huawei-ospf-2-area-0. 0. 0. 0] quit

[Huawei-ospf-2] quit

#1t Spokel 1] Ethernet #2111 -Jic ‘& OSPF #piY

[Huawei] ospf 2

[Huawei-ospf-2] area 0
[Huawei-ospf—2-area—0. 0. 0. 0]network 44.3.1.0 0.0. 0. 255
[Huawei-ospf—2-area—0. 0. 0. 0] quit

[Huawei-ospf-2] quit

#11 Spoke2 [1) Ethernet #% 1 it & OSPF {33

[Huawei] ospf 2

[Huawei-ospf—2] area 0

[Huawei—ospf-2-area—0. 0. 0. 0] network 44.4.1.0 0.0.0. 255
[Huawei-ospf—2-area—0. 0. 0. 0] quit

[Huawei-ospf-2] quit

HIE 3 [ E % Tunnel 20 /) OSPF W13,
#0id & Hub

[Huawei] ospf 3
[Huawei—-ospf-2] area 0
[Huawei-ospf—2-area—0. 0. 0.
[Huawei-ospf—2-area—0. 0. 0.
[Huawei-ospf-2] quit

#ILE Spokel

network 172.16.1.0 0.0.0. 255

0]
0] quit

[Huawei] ospf 3
[Huawei-ospf-2] area 0

[Huawei—ospf-2-area—0. 0. 0. 0] network 172.16.1.0 0.0.0. 255
[Huawei-ospf—2-area—0. 0. 0. 0] quit
[Huawei-ospf-2] quit
#ILE Spoke2
[Huawei] ospf 3
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Huawei AR1200 Z 41 AV 4% 1 2%
fiL & 45 R -VPN

5 DSVPN it &

[Huawei-ospf-2] area 0

[Huawei-ospf—2-area-0. 0. 0. 0] network 172.16.1.0 0.0. 0. 255
[Huawei-ospf-2-area-0. 0. 0. 0] quit

[Huawei-ospf-2] quit

7E4% Router ' #E Tunnel #2171, F7E4 Spokel F143 32 Spoke2 43 HI L& Hub [

peer K,
#{F Hub /i % Tunnel $% 1

[Huawei] system—view

[Huawei] interface tunnel 0/0/0
[Huawei-Tunnel0/0/0] tunnel-protocol gre p2mp
[Huawei-Tunnel0/0/0] source ethernet 1/0/0
[Huawei-Tunnel0/0/0] nhrp entry multicast dynamic
[Huawei-Tunnel0/0/0] ospf network—type broadcast
[Huawei-Tunnel0/0/0] ospf dr-priority 10

#1E Spokel AL E Tunnel # LAl Hub [ peer £ il
[Huawei] system—view

[Huawei] interface tunnel 0/0/0

[Huawei-Tunnel0/0/0] tunnel-protocol gre p2mp
[Huawei-Tunnel0/0/0] source ethernet 1/0/0
[Huawei~Tunnel0/0/0] nhrp entry 172.16.1.1 44.1.1.1 register
[Huawei-Tunnel0/0/0] ospf network—type broadcast
[Huawei-Tunnel0/0/0] ospf dr-priority 8

#1E Spoke2 HC'E Tunnel £ 1-1F1 Hub (1] peer 31
[Huawei] system—view

[Huawei] interface tunnel 0/0/0

[Huawei-Tunnel0/0/0] tunnel-protocol gre p2mp
[Huawei-Tunnel0/0/0] source ethernet 1/0/0
[Huawei-Tunnel0/0/0] nhrp entry 172.16.1.1 44.1.1.1 register
[Huawei-Tunnel0/0/0] ospf network—type broadcast
[Huawei-Tunnel0/0/0] ospf dr-priority 8

R WERAE S
Bo B I 5, K fr spoke L) peer 7 HE B
#1E Spokel 1 1T display nhrp peer all £/, Z5HRUIT

[Huawei] display nhrp peer all

Protocol-addr  Mask NBMA-addr NextHop—addr Type Flag

172.16. 1.1 32 44.1.1. 1 172.16. 1.1 static hub

Tunnel interface: Tunnel0/0/0
Created time : 2011.08. 18-15:10:26
Expire time -

#1E Spoke2 '#T display nhrp peer all #:1F, 51

[Huawei] display nhrp peer all

Protocol-addr  Mask NBMA-addr NextHop—addr Type Flag

172.16. 1.1 32 44.1.1. 1 172.16. 1.1 static hub

Tunnel interface: Tunnel0/0/0
Created time : 2011.08. 18-15:12:53
Expire time [

(1 ssem

TR LB E S, AT display nhrp peer all 44>, spokel F= spoke2 L 2 %&% 2| Hub #9# % Peer

FE
¥ 7% Hub I Spokel A1 Spoke2 [KVEMHE & -
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AL B fER-VPN

5 DSVPN it &

7f Hub 34T display nhrp peer all #:1F, 2500,

[Huawei] display nhrp peer all

Protocol-addr  Mask NBMA-addr NextHop—addr

Type

Flag

172.16. 1. 101 32 44.3.1.2 172.16. 1. 101

dynamic

route tunnel

Tunnel interface: Tunnel0/0/0
Created time : 2008.01.07-18:07:45
Expire time 1 2008.01.07-20:07:52

Protocol-addr  Mask NBMA-addr NextHop—addr

Type

Flag

172.16. 1. 102 32 44.4.1.2 172.16. 1. 102

dynamic

route tunnel

Tunnel interface: Tunnel0/0/0
Created time : 2008.01.07-18:11:51
Expire time 1 2008.01.07-20:11:57

AT ping £1F, EHEMESR

1E spokel I ping 4337 spoke2 ) TP huhl: 172.10.1.102, WJLE spokel #l spoke2 v L4}

WA BRI Peer R0,

#1E Spokel _'#4 17 display nhrp peer all #:4F, 5T

[Huawei] display nhrp peer all

Protocol-addr  Mask NBMA-addr NextHop—addr Type Flag
172.16. 1.1 32 44.1.1. 1 172.16. 1. 1 static hub
Tunnel interface: Tunnel0/0/0

Created time : 2011.08.18-15:10:26

Expire time i

Protocol-addr  Mask NBMA-addr NextHop—addr Type Flag
172.16. 1. 102 32 44.4.1.2 172.16. 1. 102 dynamic route tunnel
Tunnel interface: Tunnel0/0/0

Created time : 2011.08. 18-16:09:31

Expire time : 2011.08.18-18:09:31

#{F Spoke2 '# 4T display nhrp peer all 15, £~

[Huawei] display nhrp peer all

Protocol-addr  Mask NBMA-addr NextHop—addr Type Flag
172.16. 1. 1 32 44.1.1. 1 172.16. 1. 1 static hub
Tunnel interface: Tunnel0/0/0

Created time : 2011.08.18-15:12:53

Expire time —-—

Protocol-addr  Mask NBMA-addr NextHop—addr Type Flag
172.16. 1. 101 32 44.3.1.2 172.16. 1. 101 dynamic route tunnel
Tunnel interface: Tunnel0/0/0

Created time : 2011.08.18-16:10:33

Expire time : 2011.08.18-18:10:33

Protocol-addr  Mask NBMA-addr NextHop—addr Type Flag
172.16. 1. 102 32 44.4.1.2 172.16. 1. 102 dynamic local

SCRYRRAS 01 (2012-04-20)

A A T B

WKL AT © HE A AAT IR 7

295
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fiL & 45 R -VPN

5 DSVPN it &

o & 3

Tunnel interface: Tunnel0/0/0
Created time : 2011.08.18-16:10:33
Expire time : 2011.08.18-18:10:33

— 4k

Router spokel [FJHCE A

#
interface Ethernet1/0/0
ip address 44.3. 1.2 255. 255.255.0
#
interface Tunnel0/0/0
ip address 172.16.1.101 255. 255.255.0
tunnel-protocol gre p2mp
source Ethernet1/0/0
nhrp entry 172.16.1.1 44.1.1.1 register
ospf network—type broadcast
ospf dr-priority 8
#
ospf 2
area 0.0.0.0
network 44.3.1.0 0.0.0. 255
#
ospf 3
area 0.0.0.0
network 172.16.1.0 0.0.0.255
#
return

Router spoke2 [1JHCE A

#
interface Ethernet1/0/0
ip address 44.4. 1.2 255.255.255.0
#
interface Tunnel0/0/0
ip address 172.16. 1. 102 255. 255. 255.0
tunnel-protocol gre p2mp
source Ethernet1/0/0
nhrp entry 172.16.1.1 44.1. 1.1 register
ospf network—type broadcast
ospf dr-priority 8
#
ospf 2
area 0.0.0.0
network 44.4.1.0 0.0.0.255
#
ospf 3
area 0.0.0.0
network 172.16.1.0 0.0.0. 255
#
return

Router Hub [ & S04

#

interface Ethernet1/0/0

ip address 44.1.1.1 255.255.255.0
#

interface Tunnel0/0/0

ip address 172.16.1.1 255.255.255.0
tunnel-protocol gre p2mp

source Ethernet1/0/0

nhrp entry multicast dynamic

ospf network—type broadcast

ospf dr-priority 10
#

ospf 2
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area 0.0.0.0
network 44.4.1.0 0.0.0.255
#
ospf 3
area 0.0.0.0
network 172.16.1.0 0.0.0. 255
#
return

5.5.2 9 X A E S ERRICE A ERE DSVPN Rl

K23 SCHEAT BRIV SR % 17 E DSVPN A8 5L B 4L I g A o

HMFEK
Wi 5-2 fizn, "ot Hub. %) 3¢ Spokel #1 Spoke2 J& T-[F)— HIA R4, AbAlIZ )it %
H PR AT IS 2 TP 2% FLI%
522 R BEXAN X R B2 2L R ERHERE DSVPN AW
i Tunnel 0/0/0 Eth1/0/0 *txHub
' 172.16.1.101/24
NHRP & Tunnel 0/0/0
472.16.1.102/24 Tunnel 0/0/0
: NHRP 172.16.1.1/24
\R/} Eth1/0/0 44.4.1.2/24
/332 Spoke2
[T =s Y3
SR SR C B R F 23 S A BRI 2R 8% & DSVPN::
1. 7E% Router FIZfTEE MM, LI HIE,
2. FEH0 Hub. 4332 Spokel F1 Spoke2 |- fi]4# Tunnel 17, F§7%E Tunnel [FJEH4L.
3. {E*P0 Router L f#fiE nhrp redirect ThRE, 7E43Z Router 2 ffifig shortcut g .
4. {£733 Router L E Hub [¥] peer I,
BREE
R TE B E I, A R A -
® % Router Z [H] % H 71k .
® % Router ) Tunnel 4 )35k
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RIESR
PR FUE S P ik,
F IR 5-2 Ml E A LU0 TP Mokt LA B R
$E2 il E % Router 2 [i] NBMA # 173k
#{F. Hub (1) Ethernet % F_FC ' RIP Hpi

[Huawei] rip

[Huawei-rip—1] network 44.0.0.0
[Huawei-rip-1] version 2
[Huawei-rip-1] quit

#1E Spokel 1) Ethernet £ I11_F L RIP #piX

[Huawei] rip

[Huawei-rip—1] network 44.0.0.0
[Huawei-rip-1] version 2
[Huawei-rip-1] quit

#{E Spoke2 ] Ethernet # I11_I-fic & RIP #pi¥

[Huawei] rip

[Huawei-rip—1] network 44.0.0.0
[Huawei-rip—-1] version 2
[Huawei-rip-1] quit

I 3 il 'E & Tunnel 3210 RIP ThHill.
#Wd & Hub

[Huawei] rip 2

[Huawei-rip—2] network 172.16.1.0
[Huawei-rip—2] version 2
[Huawei-rip—2] quit

#ML & Spokel

[Huawei] rip 2

[Huawei-rip—2] network 172.16.1.0
[Huawei-rip—2] version 2
[Huawei-rip-2] quit

#ILE Spoke2

[Huawei] rip 2

[Huawei-rip—2] network 172.16.1.0
[Huawei-rip—2] version 2
[Huawei-rip-2] quit

W4 5% Router LJCHE Tunnel #:11, JF435l{E45 3 Spokel #1433 Spoke2 FECL'E Hub [

peer Kl

#{F Hub [JiC % Tunnel #2171, {##E nhrp redirect ThHE
[Huawei] system—view

[Huawei] interface tunnel 0/0/0

[Huawei-Tunnel0/0/0] tunnel-protocol gre p2mp
[Huawei-Tunnel0/0/0] source ethernet 1/0/0
[Huawei-Tunnel0/0/0] nhrp redirect

[Huawei-Tunnel0/0/0] nhrp entry multicast dynamic

#{F Spokel AL Tunnel # 1 F1 Hub [ peer 1,
[Huawei] system—view

[Huawei] interface tunnel 0/0/0

[Huawei-Tunnel0/0/0] tunnel-protocol gre p2mp
[Huawei~Tunnel0/0/0] source ethernet 1/0/0

1§ B shortcut T g
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[Huawei-Tunnel0/0/0] nhrp shortcut
[Huawei-Tunnel0/0/0] nhrp entry 172.16.1.1 44.1.1.1 register
#1E Spoke2 Mt & Tunnel 4% I F1 Hub (1) peer %1, ffifE shortcut ZhfE
[Huawei] system—view
[Huawei] interface tunnel 0/0/0
[Huawei~Tunnel0/0/0] tunnel-protocol gre p2mp
[Huawei-Tunnel0/0/0] source ethernet 1/0/0
[Huawei-Tunnel10/0/0] nhrp shortcut
[Huawei~Tunnel0/0/0] nhrp entry 172.16.1.1 44.1.1.1 register
PS5 KR ELS R
B E IS, A A spoke Y peer VEMHE Bl
#1E Spokel I #11T display nhrp peer all £/, 530U
[Huawei] display nhrp peer all
Protocol-addr  Mask NBMA-addr NextHop—addr Type Flag
172.16.1. 1 32 44.1. 1.1 172.16.1. 1 static hub
Tunnel interface: Tunnel0/0/0
Created time : 2011.08. 18-15:10:26
Expire time -
#1E Spoke2 "#4T display nhrp peer all #:1F, 45041
[Huawei] display nhrp peer all
Protocol-addr  Mask NBMA-addr NextHop—addr Type Flag
172.16. 1. 1 32 44. 1. 1.1 172.16. 1. 1 static hub
Tunnel interface: Tunnel0/0/0
Created time : 2011.08. 18-15:12:53
Expire time i
(1 sem
TR LB E G, AT display nhrp peer all 44>, spokel F= spoke2 L 2 %&% 2| Hub #9# % Peer
FEN
fr 7 Hub |- Spokel I Spoke2 HIyEME B
#{£ Hub 34T display nhrp peer all #:1F, 5% U1K
[Huawei] display nhrp peer all
Protocol-addr  Mask NBMA-addr NextHop—addr Type Flag
172.16. 1. 101 32 44.3.1.2 172.16. 1. 101 dynamic route tunnel
Tunnel interface: Tunnel0/0/0
Created time 1 2008.01.07-18:07:45
Expire time 1 2008.01.07-20:07:52
Protocol-addr  Mask NBMA-addr NextHop—addr Type Flag
172.16. 1. 102 32 44.4. 1.2 172.16. 1. 102 dynamic route tunnel
Tunnel interface: Tunnel0/0/0
Created time : 2008.01.07-18:11:51
Expire time : 2008.01.07-20:11:57
T 6 AT ping #1E, EEMELS R
1E spokel _I* ping 432 spoke2 [ IP Hbhl 172.10.1.102, NIZE spokel F1 spoke2 L n] LL4)
A IR Peer R,
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#1E. Spokel LFh 4T display nhrp peer all #:1E,

[Huawei] display nhrp peer all

gy

Protocol-addr  Mask NBMA-addr NextHop—addr

Type

Flag

172.16. 1.1 32 44.1.1. 1 172.16. 1.1

static

hub

Tunnel interface: Tunnel0/0/0
Created time : 2011.08. 18-15:10:26
Expire time o

Protocol-addr  Mask NBMA-addr NextHop—addr

Type

Flag

172.16. 1. 102 32 44.4.1.2 172.16. 1. 102

dynamic

route tunnel

Tunnel interface: Tunnel0/0/0
Created time : 2011.08.18-16:09:31
Expire time : 2011.08. 18-18:09:31

#1E Spoke2 /1T display nhrp peer all £/,

[Huawei] display nhrp peer all

gy

Protocol-addr  Mask NBMA-addr NextHop—addr

Type

Flag

172.16. 1.1 32 44.1.1. 1 172.16. 1.1

static

hub

Tunnel interface: Tunnel0/0/0
Created time : 2011.08. 18-15:12:53
Expire time —-—

Protocol-addr  Mask NBMA-addr NextHop—addr

Type

Flag

172.16. 1. 101 32 44.3.1.2 172.16. 1. 101

dynamic

route tunnel

Tunnel interface: Tunnel0/0/0
Created time : 2011.08.18-16:10:33
Expire time : 2011.08.18-18:10:33

Protocol-addr  Mask NBMA-addr NextHop—addr

Type

Flag

172.16. 1. 102 32 44.4.1.2 172.16. 1. 102

dynamic

local

Tunnel interface: Tunnel0/0/0
Created time : 2011.08.18-16:10:33
Expire time : 2011.08.18-18:10:33

TR

®  Router spokel [FJHCE LA

#

interface Ethernet1/0/0

ip address 44.3.1.2 255.255.255.0
#

interface Tunnel0/0/0

ip address 172.16.1.101 255.255.255.0
tunnel-protocol gre p2mp

source Ethernet1/0/0

nhrp entry 172.16.1.1 44.1.1.1 register
nhrp shortcut
#
rip 1

version 2

network 44.0.0.0
#
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rip 2

version 2

network 172.16.1.0
#

return

® Router spoke2 AL E SCLF

#

interface Ethernet1/0/0

ip address 44.4.1.2 255.255.255.0
#

interface Tunnel0/0/0

ip address 172.16. 1. 102 255. 255. 255. 0
tunnel-protocol gre p2mp

source Ethernet1/0/0

nhrp entry 172.16.1.1 44.1.1.1 register
nhrp shortcut
#
rip 1

version 2

network 44.0.0.0
#
rip 2

version 2

network 172.16.1.0
#
return

® Router Hub [JHC & 04

#

interface Ethernet1/0/0

ip address 44.1.1.1 255.255.255.0
#

interface Tunnel0/0/0

ip address 172.16.1.1 255.255.255.0
tunnel-protocol gre p2mp

source Ethernet1/0/0

nhrp redirect

nhrp entry multicast dynamic
#
rip 1

version 2

network 44.0.0.0
#
rip 2

version 2

network 172.16.1.0
#
return
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6 SSL VPN L&

SSL VPN Ec&

XTARE

SSL VPN (Secure Sockets Layer VPN) j& L HTTPS ALt (12 B A1 VPN #iK, &
FIH] SSL Hh AL B N 25 . S Bl R S e B B L, 9 S Ry 1) 2
P8 D 2% 1t 2 4 O

6.1 SSL VPN /44
J8id SSL VPN (Secure Sockets Layer VPN) #AK, AV T 2~ AIGAEAAE AT LA
F A e, (EATATI ), AT f 8 i Internet B2 7] A HE 4%

6.2 AR1200 32§ (1) SSL VPN F5 %
AR1200 SZHF1] SSL VPN H5PEfuss: EIIMIC. SSL VPN AT HE. &2 SSL VPN H
F A1 SSL VPN M/ %%,

6.3 fit ‘& SSL VPN F:AThfiE
SSL VPN FEA T e A0 5 e 5 R F0L Y St Y. 45 1 RITC & R UL DR 48 52 AAA 5,

6.4 ‘&7 SSL VPN fH
EHE SSL VPN I 4G HC & P B SR . TP SO KA F
Nk

6.5 it & SSL VPN M) %%
FHPAE ] SSL VPN F#) HARNY 555 ] AV P X84 o 25 s

6.6 Bc & 2541
A4 SSL VPN [ & 2561 . BB/~ fl P ARl M Tk . e 8 G . A D IRAE,
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6.1 SSL VPN 4143

13T SSL VPN (Secure Sockets Layer VPN) $AK, 4k 5 T & A EK AT LAE A
B L e, FEATATI ] AT e s 3@ i Internet 22N 2w Y25

BE# Internet (1% K, FEFRKINAFRBIIMAWIFEENE, MR T B AEGVEIKEER
CH e BE I BE e A ANV PSR 2%, U7 Tl AL P 30 Y . AE A, Szt s B ) Al
NIRRT, S HBEEANH P SO Be NGk mimde N BN REAE 224
S R) A, IR EEHE R Al N R R 4 A R T e 4B R .

T E s s 2 A NI VPN HRERAIE T —Fh e ML, OR3P A I A 358 DX 28 AN 1 2K
i, WEB IR G .

TESEIRZ AN VPN HRH, SSL VPN UL HTTPS A JEfif, FIR SSL this etk it %k
P SRR B e B ICAENLE],  h H P I FE VS ) Ak S A BRI T e A AR
Uk o

SSL VPN fEIZEFE A T I AR 203, W T2 ME M4 HhE. Wik 6-1 fix,
SSL VPN JUIHLE & N H T F 5

® IiAIEREREAN: ARl R i e, AEARATIN R AR S Internet
BN L .

o  AFEIEAEREAM T BA ARV AR : fEAEH] SSL VPN BRI, i fEsi AH

JUTRERE A TG T A AR Bt B3, ANTR] T AT BAS i) ) B8 T AANAH
Il o

® LPFRZmKSATIMNE R TR R ] BE AR I ERAE RS, AR
IO FHRE > U5 1) 23 ) P S I 285 o

Bl 6-1 i@ SSL VPN W 3T i2 3 A LA M
(e BshhHa

SSL VPN 3¢

A Y P R 52
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6.2 AR1200 #5689 SSL VPN 45[%

AR1200 5/ SSL VPN Frthuff: M e, SSL VPN ReAIhfE. & F SSL VPN [
FUF1 SSL VPN W%,

FEHIR X

AR1200 fE SSL VPN M5, mILARI 2 A BRI G, AR1200 LU LN ¢k Frufy it
ATH P FEANY 2 BCE . 7F AR1200 #558 SSL VPN ZhfE, 5B 5 75 2256 01 2 i 0l )
X, SRIGTEFTANEE Y BRI ¢ FELE SSL VPN LA TN, 4 SSL VPN H /' Al fc &
SSL VPN I %%

SSL VPN & A ThaE
SSL VPN JEA Ty fig A 45 10 i R UL 19X ) I 1 42 1 FIAC B8 R 400 9 DG 0 . AAA 3586
® ARI200 24 SSL VPN W ICHT, LRI SN N1 A PRI b IR
RN

- AMRIEE ) AR1200 3%E4% Internet (1422 11, REAUL ¢ BT 85 24 () ) 7 m] LG ik 40 k)
PP TP HuhilS5EL SSL VPN W 56 18 5% T 1T .

- RO AR1200 HEAE A P R R S5 S (14 1, T 125 11 SR 0L ) G 5 4
b R Bl 554 (R T o
® AU ST EON G B P HEAT AAA YGIE, LB ARE A U7 1) A R B, fRAE
ANVAE B4, BCE RN YR E AAA 85, I it AAA E, A4 7] B
MRV W SR EHEVED 1) A D9 58 5 A A

81 AR1200 12 SSL VPN ¥, WAZINC B FEA DY REFF AL A D e A 3. W RIEAT)
REAAERL, H P GVEE A SSL VPN I8 G U [n] iyl o 19 IR 45 45«

18 SSL VPN H R
7 SSL VPN FH P 405

o REE
T BN AP A A BB B DL L 55 RIS K0 44 3
W, SR BRI ek . KD oM PP AT AMEUER . 1T
NI TaEZ A S AET VI ER T TNV AR AN R P (VAR = 3t HLL
X

o FUE AL A
e L UV SEPS ST PR TIVAE SIE): SUIEPSTE I Vak C et e
CIESNUPSE (A TP IR =

o LE R/ K
P ISR KLU . TR KN AP SSL VPN g6, TR R
8. 7RSSR, B BT LARC B L 011 B AR K, 2%
N TR BOCAELEIN RO PSR 2 PP Bl R, U (3 S R
TR e

o LE I T
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B O3 ] AR T 44 508 1™ D R UL 5% B 48 1 sl L sl B
Zeo HIPamifil Nek)E, FH R BARRAEAE RS R o

SSL VPN A%

AR1200 14 SSL VPN M SZFF=Fillk 5557 Web QB i 3 R ALY . H P
AT SSL VPN 5 13X =k 45 Ui 1] £\l A 9 R 25 24 H PR35 o 8

®  Web fCHIMYSS, BUFH g M 25 L)L HTTPS 7. W3t SSL VPN W 4] 4 M Web
AR5 2EARAE I IR T U ) o AEX DI FEH, SSL VPN M SCACER ] F 5 A M Web
RSS20V 8], AR U7 N Web R4S 42k 1 22 4 iR 4%

® i 1RV SS FT-Se B N FH AR A LA TCP B2 N7 20T N A IR 4528 T i 11 1224 15
) o JE L R RS, FH P AT BAT ) N PR TCP IR SS, B4Ry in) il
% (W Telnet)  HIMILFEARS < B R5545

® LKy ML S5 W] LI AR £ s LA TP 45 Ny 5L A R I 55 A R 4% 2= S B 22 40
fi, Holn, FEmREZ b ping IR 55 4% o

SSL VPN License

SSL VPN Ijfigfi H License $ZAL, S TEIL T, ¥ &1 SSL VPN DhfgZ R ICiAAE A

R T EAFH SSL VPN IIfE, 1EEC RN I FAL i I U License:
® ARI200 Zz 4Nk 45 E 0
(1 smm

SSL VPN X # 8RR KAELA P 4% License 24|, R 4 License X HF AR 4 B 69 LA F, HH
FPAERERMEAOME, SEFAT, HMERERRIF 2N F RHEL.

6.3 Bt & SSL VPN E A4k
SSL VPN FEA T 8 A H5 B R 48U 9 56 I R 422 11 R B R A I ST 58 AAA Jik o

6.3.1 IR ETSE

PFC ' SSL VPN JEATHRERT I A UL PE AN IR . A EAR S5 AN B e 25, 7l LA B
L HER S R C EAT S

[ IRE
SSL VPN JE AT e A0 F5 e 5 RS F0L Y S Y. 45 11 RITE & R UL DR 48 2 AAA 3,
] AR1200 1£ 4 SSL VPN M J¢, WAL E FEA TN RE IR AR DY e A2, R AL AT
BEANAERL, H P B ICHEAE R SSL VPN W I 1] Al A 9 IR 45 2% .
EES
FEBCE SSL VPN FEATIREZ |, T 258k L T4
®  CUNIHIE N AL TP Mk,
o CUNINALE AAA HH.
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KRR
FENCE SSL VPN FEA TR Ay, i & LA T el
FS | 8B
1 AU G 1 44
2 U9 DK IV 1 P A1 99 4 1 1 11 S B R4 1
3 REAU SCGR 5 AAA BT 44 7R

6.3.2 €1]32 SSL VPN El M %

f£4 SSL VPN M Z¢ft) AR1200 & LURE R 5 Ay 5y 3047 FH P 5 BEAINL 25 B .

=u§F

B=Iao
AR1200 /£ 4 SSL VPN W%, AT LARIZr A 2 /N REFAN ¢, AR1200 LR 481 W 5% g Jafey it
ATH P BN 2 BCE . 78 AR1200 #1558 SSL VPN IZhfAEN, 5B 5 75 3256 01 2 e 0l )
I, SRIGTEFT A I RERLM ¢ R0 E SSL VPN JEAT e, &3 SSL VPN JH /2 Fid
SSL VPN I %%,

BIETER

$BE1 P72 system-view, N RGWIE.
T2 PUTHr 2 sslvpn gateway gateway-name, G5 LM I FEIEN B RN SR
B TSoLR, AR1200 3 B HELN 6

TR

6.3.3 B B 2 M X X [ B9 4% 0
AT o S 1 55 41 A O 1

[z FIERIR
B 6-2 [ M X3 FiE O R B E
o Shmgn PR
TR | | 232
1 'S 53
SSL VPNM % ANV Y R ik 554
HIPE 6-2 3%, AR1200 {F SSL VPN [3HF,  H: Rzl 60 B 42 A BT RI AL, 4
5 119 19 2 1
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HRIETR
SE;1
T2
$IE3

P4

® HMMEELIh AR1200 4% Internet (18211,  REFUL S I #1A¢ FH  m DU o 4h k9 2
F1A TP Huhik 3R E SSL VPN W 96 fr) 8 5% BT I

®  NREZII AR1200 JEF AL A MR S5 & (8 1, i %% 1 SRR #0010 5 5 Al
W Il 55 PR A

(RRRTT
IR kT e INMAET H = BdEn, HiEUSHARE P Rk,

PATHT A system-view, HFEARGALE.
BT 4 sslvpn gateway gateway-name, 3N R HLIE

HUT T4 extranet interface interface-type interface-number, WL E g UM STV 1 &M W9 £
M,

BRAETEILT, HEHOL ST AT T BN PR AR 2 1
HAT 74 intranet interface interface-type interface-number, TC'E M FU ISR Y 1R) A 9 B2
-

BN, M 36 A RO BT REA By B 1.

B

6.3.4 BCEEIM KL E AAA 15

68 /=
H>X Ell%\

BRIES R
$E1
$E2

T]3

REAPL I 2 R P 54T AAA AIE,  DAB AR P U5 ) A R s, PRAUE AL AR B %
4o

FO B R KGR E AAA B85, 1 2l I AAA AIE, A 7T UMK UL SR R AV
V7] AR R AR o

PAT 4 system-view, HEARGIE

AT 42 sslvpn gateway gateway-name, HENJERLIN AL
AT 4 bind domain domain-name, BCE UM I E AAA 1K,
BRETEOLT, I SR E AAA 5.

F=F AAA BITEAECEE RIS W (Huawei AR1200 R4S 2 Bl B I6F 240
B ) AAA L

-

6.3.5 {E8E SSL VPN £ AIhgE

FEREREAUM SC ) SSL VPN FEARTRELL S, HEFLM K SSL VPN FEA T e 4 7T ALK .
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Ik
fEREMEAIY A0 SSL VPN JEAINAERT, SSL VPN JEADIREL AR E . (dE:

® AR INECE R R S R AN B TR B L. 2 0 6.3.3 T Rl P S oF I 1
0.

o EAMKTHIIGEE AAA . S 6.3.4 BLE BRI AAA B
HRIETR
FE1 $UT 4 system-view, FEANRZGEHE.
2 4T A4 sslvpn gateway gateway-name, HENFEIL KA .
B3 PATAT 4 enable, fHREMERIN G SSL VPN FEA T fE.
FAATEOUT, AMERERERAN G SSL VPN HEA T fE .

s

6.3.6 T ELER
REFA IR T RERC & P 5, ] LA R 40 0 e R e B4 L .

&> A

RIETR
® JifTi4 display sslvpn gateway [ gateway-name |, X5 R G KL & 15 8

R

6.4 % SSL VPN A
FH SSL VPN H P EFEECE S B RS 8. I B KA R i

k.
[z FIREE
P SSL VPN FH P 4.
o NEHIAMGEE
KT REX BIEH P T AR MAE, B 5 RT DABCE FH 8 S e 4L S 1 FH P 42 RN
i, FFEE A P S BARAAAE U D o REFULIY S P AT A UE T, F -
NI P 2 R 5 BN SR P 44 . #0050, A eV P o8 s gl
Ko
(RARTY:
Al — 4 IR ELEFHANR PR AT E MR X,
o [LERAELH 4
BRI AT DATC B RN SRR B AR P 8, 2 U DR 28 FH P Bk ot e
Wi N 5O, S P ik g k.
SCRSRRAS 01 (2012-04-20) Sy LA TR (5 S 308

AT © AR IR A+



Huawei AR1200 Z 414V % iy 4%

fiL & 45 R -VPN

6 SSL VPN L&

HEES

RMESR
TR1

T]2

HBERESR

(AARTY
ARI1200 X AF69 &L P #0% License 324], RE) %A 49 License L F TR B 69 EZLA P .

BAEHLT, HIMERERRXIF 2NN P RIHAELK. R FZ ARI200 XFH L LR PR
B, HARIE T RIRA 4 A B4 P 3511 E A8 X 49 License.

o ILE M B RAELIN K
FP D SR AU OC LR - P BERC I AN F] SSL VPN ME45, ATt A B8 1)
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® ILE il ek
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Zeo oM e, AR BAMRORAAE BRI G

TERCE S L SSL VPN H 20, W 58 LA M T%5
® SSL VPN JEHIMN I L Bh a2

PAT T2 system-view, FEANRGHE.
PATII N w4, BOEH G G H = 4 F 2R .
1. $UT#r% aaa, TN AAA LK.
2. T4 local-user user-name service-type sslvpn, it & H] 7 25%4 4 SSL VPN JEH
WISCH P .
3. AT 4 local-user user-name password password, WCE SSL VPN LM H 1Y
#h
4. PATA quit, RFIRGAE.
BRATEOLT, AR1200 AR E F 6 S RES0L I SC I = 44 Fs s .
HUAT T4 sslvpn gateway gateway-name, BENREALH AL
(F[IE) $AT 14 max-user number, BC'E RHEA0L W O SCRF 1 B KAEZE 7 30
L0 352em
AR1200 X Ha9 R K LM P $0% License 4£%), R R 2% 49 License X3 RF 4k B 69 R K £ L&A
P AT, HMERERRIF2AA P RANAX. REEZ ARI200 LHEZ 4 A PR
B, THARIEE KRR 4 A F AL 55 E 48 5 49 License.
(AT3E) 14T 14 max-online-time number, W& A O NI 7 i KAEZRIHK .
SRATEOLT, BRI ST A P B RAE 2K 120 4041

(AJ3E) #4774 cut user { name user-name | id user-id | all }, Fo &5 2L N H P
G ST

s
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® HUTM4 display sslvpn gateway [ gateway-name ], XA REHL M C B E R

® {74 display sslvpn gateway gateway-name access-user [ user-name |, 415 5E

AL OGN (K P A

6.5 it & SSL VPN A%

FPHAE ] SSL VPN R ARMY 557 ) ALl P 9 5% 7 5 5

6.5.1 B BT

P SSL VPN il 1 i BEF PER N A . i EAE ST A A 2, T LUSE P . HEff
eI EAT S5

N FRERE
6-3 Fi P33 SSL W 3375 8] 4 Ml 9 P AR 55 28
| Web /I 45 2%
SSL VPN Email §
@ﬁim
SSLIEE
ARENL  Erppggae
Wk 6-3 T/, SSL VPN P SCHREAE Al I 45 N I 28 11 2%, 5 e A e i 2oty L 11)
N2 DA AT DU S 2% B 80 F 3 & P i AR, ik SSL PR AR LE Internet |
ARSI P s, AR o6t o X AR 45 s ) 7 1) o
AR1200 £} SSL VPN WIS HE il 252878 Web ARHE, i L AL R AN 2. -
AT LAEF SSL VPN 9 S 13X = Fill 25 Ui 1] £k P 9 1 25 s HH 110 35 b 8 08
MEESS
TEBCE SSL VPN K4S 2 W, T 2258 i LA N AR5
® SSL VPN [EHIM CE I,
BiRES
FERCE SSL VPN K452 i, wi s LU ids .
FS | #uE
1 REFLIN K 1) 44 B
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FE | #E
2 SSL VPN MK4% 1 44 Bk
3 SSL VPN M 45Z:%%

® Web fUHNLS 24 WM Web [l 55 %% (1) URL Huhik

® i LU RS S8 W IR SS a1 TP btk At 15

® MY JEMLSS S HL: MY ML ST AEAT I TP Huhibith, ACL. B i URIpE
Ty B RO B R H K TP M ik, HERY

6.5.2 €l]3 SSL VPN EHI M %

£ 4 SSL VPN P[] AR1200 J& LA REFUL N 5 A BT JHEAT 7 8 BEANY 55 Bic . o

E=ER
AR1200 /£ SSL VPN B¢, R BARI A 2 N RN ¢, AR1200 AR 481 /9 5k Fafr it
AT PSRN SIS . 78 AR1200 #58 SSL VPN IhRE, & B T3 2ot 60 gt e 0l
I, SRIGTEFT A P RERLM ¢ RO E SSL VPN EEAT g, &3 SSL VPN H /& Fijid &
SSL VPN /%%

RIESE

$BE1 HAT 2 system-view, N RGIE.
S 2 AT 2 sslvpn gateway gateway-name, G5 HEFUM S FFUE N FEFLR AL .
BRI, AR1200 A G LR

s

6.5.3 fit & web X IE I &

Web ACHINE S, RIFH S o Y 42 BL HTTPS J5 3%, ik SSL VPN [ J56) 4 % Web fili%s
2R BB BEA T U 1) .

ERER
6-4 Web KIRAl 0 A=
R SSL VPNK < Weh I 4552
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BRMESR

A4

v

$i%3

WA 6-4 Fros, FH PR L HTTPS 728, it SSL VPN M) I % Web AR4s 5%
AL R PHAT ) . RN R, SSL VPN W JCF H Web ACBENE S, ACBEH P 6
I Web IRS5#5 0005 1), U5 N Y Web 45 28 4e 4t T 24 5+

EHL DI E Web ARFNESS I, FHEFEE NP Web A4S 5% URL Hihik, LUMEHR & nl LAV )
(1P 9 Web R 452,

AT 2 system-view, HENRGAIE.
AT T4 sslvpn gateway gateway-name, HEN RN AR o

AT T4 service-type web-proxy resource resource-name, Bl Web {REMY 55 Hf-1EAN
Web AAHE S AL

A TOLT, AU OCR A E Web AAERMLSS .

(Al %) 44T %4 description description, BCE Web AN 45 GRS L.
AT M4 link url [ web-tunnel ], Mt & P Web %5 #5111 URL Huhil-.
B OLT, REAL DGR AT L E N M Web Ik45#5 1K) URL Ml

(1 sm

4 SSL VPN B £ 89 AR1200 3 IUAKIE % e ag 1 sLaT, B P T oA B A4 X7 15 1 W Web
R5-55, f2iX AR TEKIF 9 oY s Atk

e

6.5.4 BL Bim O & 5%

s IV R 55 1T S BN T RE 2 L TCP 45 A J5 3O A 94 i 5544 T I8 11 PR 22 425 17

& 6-5 im Ot A\ SN Big s
SSL VPNP%&

IO FH i 5545

Wk 6-5 firow, i VRS, H P T BAYT RN I 3E T TCP R SS, Gdducfe vs
M4 (an Telnet) « ML EARS . BEAFIR S 55

m 151 BB
AR 5 M A IR 4-2% L3 T TCP 49 5L AR A 695% 0 LR — 3T A6 SR FLs% D 45 R Ak 4,
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T3R8 A oA 2% P s A Web Vi i) 50 H 8 N80, R
fﬂ i FH SSLIERAL IR N F JZ 504 o
BRIESR
$B1 HAT 2 system-view, FNRGIE.
HIE2 P AT sslvpn gateway gateway-name, HENFERLN ALK o

$IE3 AT 4 service-type port-forwarding resource resource-name, B 111%% kb 45 I3k
N3 3 b 25 A0

BB TEOUR, KBRS L i e Rk %5 .
T4 () T2 deseription description, HCE it ¥ RV 55 AR B .

LSS5 AT 4 server ip-address ip-address port port-number, [t & iy 115 KMV 45 0T I 1P 3
g 15 .

BRARGOLE,  REAPL N S VAT e & i 8% oMl 45 v FH 1R TP Mk Al 15
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1 PUTH 4 system-view, HEANRGALE.
P2 HATHr 2 sslvpn gateway gateway-name, HPENFHEFUM AL .
HIE3 AT 2 service-type ip-forwarding resource resource-name, B MY NS5 IHHEAN
B N =
BRAEIEOLR, RN S A E 48 k45
SB4 (i) #ATHr 2 description description, HC'E ML ML 55 IR IAE S .
S5 AT 2 bind ip-pool pool-name, 455 ML ek 254 HI 1) 1P Hohkith .
TRATEOLTS,  REAUA OGS 0 i I 254 b 2548 R 11) TP kit
(1 8
B E TP ALY, WALHILIA K F SSL VPN A & ik K &K K.
$6 (Wik) HITA4 bind acl acl-number, 455E L&Y JENS 48 HI I ACL.
W7 (i) FECE ML Jl 25458 FH ) s
® HUIT 4 route-mode full, i E 9 454 e Mk 454 FH 1 % pR A KOk 4 i AR L
® JI T4 route-mode split, i 'E 454 b 55l FH 1) 4% P A5 2 A B 1 23 B =X
TRA O, W2 b 2548 (1) i P oA 4 % p AR X
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REFAI MY 25 B E R D 5, m] A A 45 I B EAS .
BRIESER

® T4 display sslvpn gateway [ gateway-name |, 17 R M K IC &5 S o

® HT4 display sslvpn gateway gateway-name resource class { web-proxy | port-
forwarding | ip-forwarding }, &7 [0 S A B
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6.6.1 it & SSL VPN W x4

40 IR IR

BCER R

kS

PAAME T3 N SAE ] SSL VPN S A i), SV i A 52 5 i A b 48 o 190 5 3 o

WE 6-7 fin, FAIAIT Router 5 Internet #HiZEFRE. Router /E4 SSL VPN M=%, AT
AN AN T3 N B Router 1] BLZ2 4= () Al Py R 23 U5

SV PNAEEE I MR

o I AT EY AL A M) Web RS 2 FIHBAE AR 2555, T2 5 AN 0L (TP
Hihb: 10.138.10.21) SEILSEIHIFLE, BT E Ping WAL A PIEE2> EHL (R
10.138.10.64 ~ 10.138.10.95) .

TR S Router F3ATREE, W2 A0l v A By 7K o

6-7 Bl & SSL VPN [ %48 W ]
HISHA AR 55 4%

RPN Eth2/0/0  Vianif10

st -
FHL Web /I 45 2%

SRITG f 7 -

® 7t Router EyAl iz N 3 GUEE — ARG, I £ HEAUA IR S Hh E AR I [ B
DL AL AL T N BT 1R 73K

TSR B2, A T R

® Al UL R

FRAR IP ik im 0S
Web IR 45 & 10.138.10.1 80

S 61 ik 55 10.138.10.3 995
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® JEHUIMIAE R
MR | EBEL | ERIRX | BRI | AAA | BR&fE Ffr Stk B )
B | WX | ARA9S | XX | B
R 2 | MEA I M
N
3% | mark | Ethernet | Vlanifl0 | defau | liming I 10.135.30.
NG | et 2/0/0 It liming123456 0/24
wangjun A
wangjun654321
(ARRTT

BRIESER

HR P AR EIRE LR AEAIE ) AAA K. X T AAA R mie B 12 &5 AL (Huawei AR1200
27 LRdE RENLH ZLE) 4 AAARE.,

®  HMMHE Ethernet2/0/0 (1 IP Huhik: 1.1.1.1/24

® N4 Vlanifl0 i IP Hulik: 10.138.10.254/24

® LR RNV AAE H 1) TP Hubb I i I B 10.139.30.0/24
[ARETE

fF.E SSL VPN M £ 3T, & E3e Router Aie. B 4 HTTPS JR4-%, JF# 1% Router. £l B kA=A P
EALIE-S: e

fic & 1P Mkt

<{Huawei> system—view

[Huawei] sysname Router

[Router] ip pool market_pool
[Router—ip—pool-company_pool] network 10.139.30.0 mask 24
[Router—ip—pool—company pool] quit

A% R LM OC market
[Router] sslvpn gateway market

FUEFEAR T fE, G5 A SMRHZ IR AAA 15

[Router-sslvpn-market] extranet interface ethernet 2/0/0
[Router-sslvpn-market] intranet interface vlanif 10
[Router-sslvpn-market] bind domain default
[Router—-sslvpn-market] enable

[Router—sslvpn-market] quit

LN WAEPRE

[Router] aaa

[Router—aaa] local-user liming service—type sslvpn
[Router—aaa] local-user liming password cipher 1imingl23456
[Router—aaa] local-user wangjun service—type sslvpn
[Router—aaa] local—user wangjun password cipher wangjun654321
[Router—aaal quit

W B 55
# ML E Web ANV SS, SEHLHIZ A G177 1) Web Hiids &%
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[Router] sslvpn gateway market

[Router—sslvpn-market] service—type web—proxy resource market web—proxy
[Router—sslvpn-market-wp-res—market web-proxy] link http://10. 138.10.1:80/
[Router—sslvpn-market-wp-res—market web—proxy] quit

# WO B e R 55, SEILI N BT RIBA 554, Il LS Ak A EHL (TP b
fib: 10.138.10.21) SEHLE L

[Router-sslvpn—market] service—type port-forwarding resource market_port—forwarding
[Router—sslvpn-market—pf-res—market port—forwarding] server ip—address 10.138.10.3 port 995
[Router—sslvpn-market—pf-res—market port—forwarding] server ip—address 10.138.10.21 port 3389
[Router—sslvpn-market—pf-res—market port—forwarding] quit

# FCE ML g5, ST N BAT L Ping 3l Al A R 82> 4L (F9B: 10.138.10.64
~10.138.10.95) .

[Router—sslvpn-market] service—type ip—forwarding resource market ip—forwarding
[Router—sslvpn-market—-if-res—market ip—forwarding] bind ip—pool market pool
[Router—sslvpn-market—-if-res—market ip—forwarding] route—mode split
[Router—-sslvpn-market—if-res—market ip—forwarding] route-split ip address 10.138. 10.64 mask 27
[Router—sslvpn-market—if-res—market ip—forwarding] quit

[Router—sslvpn-market] quit

B e A

WA G (Lean PCO FTF IE JIBERS, A ML “https:/1.1.1.1/sslvpn” , HEA
Web B TN AP AR, IFEFRLHN “market” FIERINC. A
R )G, A G AE Web Ui ) GUIHT A AT LLYT ) R 3205 413K, GG Web %5 #5 %
Ysi AR IR 45 25 DU AN L 2 s i LTS, JF HLRTEA Ping 3@ Ak g PS4 0L (99
Bt: 10.138.10.64 ~ 10.138.10.95) .

TR

#
sysname Router
#
aaa
local-user liming password cipher !9$70Z$+17-",917] 2Y71!
local-user liming service—type sslvpn
local-user wangjun password cipher =S@P;D"[S 2)S(YTABROIQ!!
local-user wangjun service—type sslvpn
#
interface Ethernet 2/0/0
ip address 1.1.1.1 255.255.255.0
#
interface Vlanif 10
ip address 10. 138. 10. 254 255. 255. 255. 0
#
ip pool company pool
network 10.139. 30.0 mask 24
#
sslvpn gateway market
extranet interface ethernet 2/0/0
intranet interface vlanif 10
bind domain default
service—type web—proxy resource market web—proxy
link http://10.138.10.1:80/
service—type port—forwarding resource market port—forwarding
server ip-—address 10.138.10.3 port 995
server ip-—address 10.138.10.21 port 3389
service—type ip—forwarding resource market ip—forwarding
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bind ip—pool market pool
route—mode split
route—split ip address 10.138.10. 64 mask 27

#
return
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