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VLAN ID AMEATA#4E

B LG E VLAN ID 3B WAL I GERT, 08 %8 D IR 4 .
VLANIF A 37Z#F VLAN ID i AL ThaE, DOKTFHE O IUEH .
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R A 2 IE W

2-4 VLAN ID &R {& 4 5 F

RouterA RouterB
&= Eth2/0/0 Eth2/0/0.
R R
VLANZ | Eh1/0/0 Eth1/0/0 | VLAN2
SwitchA
PC1 PC

W3 TRUNK $2 1 2 (0] 75 2255 LUK R, BCE W& L VLAN ID DhRER o &
I LUK H 3 £ 5 i AN SC VLAN ID AMEATA44E . IXFEAR Y T4 & 134 11 TRUNK
PO HEARIE, B Ae 2 M PR B A S FE VLAN ID ALK VLAN ID Z 57 115 Ol
KA. e 2-4 fli7n, 1E RouterA 1 RouterB 1 & 2 L {#ife VLAN ID i& WAL oh e,
fic & 5¢ i Jm PC1 A1 PC2 Al LLSEELmAS o

2.6 NiE 5450815

Kig
"
HEREIE
HERGE BV LR R 2R
ARP Address Resolution Protocol HuHE AR BT PRI
LAN Local Area Network Jadak
MAC Media Access Control AR AT
TB Transparent Bridge 175 W M
SCRSRRAS 01 (2012-01-06) LA RS B 23
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VLAN

XTARE

3.1 ¢H

3.2 ZHEFRUEM ML
3.3 HERAFE

3.4 JRBEAA
3.5 W H

3.6 Rifr b ik it
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VLAN (Virtual Local Area Network) HIEHLRIEM, 28— DNELH LAN 7E2 5 L)
REANN T (24 VLAN) [FlfEHEAR. VLAN W ENLE AT LLEHEGESS, 11 VLAN
(B ANRE B4z FW, MRS B4R SR 7E—4> VLAN o BT VLAN [WAGEH 2 H
Vi, DRIHE s T M4 4.

LI SR B LAN $AGE R T R R A5, B AE DL F 2l L

® LI ZIA Z AN RF IR B AR B, B A AR MR

®  WAEE R I B AR AL B i, TERY T

® iy BN E SR, VAN P IE B A,
PR T P, L R TR LR ph ™ L, AR . [
I, P AN R, 2 RS AORE BT BRI N, )RRk

NP
DRI, At 8 0 28 AN T o SR AT R sk MR, 1y HL ik DR bt s R 22 4

ATV RAEG LAN, DIEATEZUHEL, [RREERrh i AL, WL T MRR 248
ML, EATREA R B o4
Bridge FIAZ#A LK AZ #0077 2062k B N3 1 45 B R 3 om0 b, vk THLEA bk
FIV7 )5 o) /5, TR P S 3ek 4 /N Bty 1 2 o SR FHACRALBEAT 2, et — )2 PR AL
Hrff e T oI n) @, R RIS B A W) AR IH A7 AE
RARTY

KT P 45— B By 3R P 3L 1) AR A A,
KRR, T EAERE LV R BN TR S . % d s 23T =2 IP Hubk(s
RORIEREMS th, JTLIEFEPIAN B AT DA Rl e &, HlsARR E. BRIt A
I ARZEY) B i ) R e 2 A28 R, Bl VLAN (Virtual Local Area Network) o
VLAN ¥ BELE LAN /2125 FRIr AT #8 (24 VLAN) . VLAN W3
HUE AT DL E RS, 10 VLAN [HAREEEL Bl . IXFE, | BRSO R HIE— VLAN
W, RIS $E e T g2k,
B, R AP RANEE Y, S B LAN, A W 288 78 oA
B E s S EPEOE R LAN, X258 E B2 L RIIE.

KM VLAN, AJLLSZEL & Al 45 LAN Wi, [RIHORAE & B 1 4545 R 2 4.
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3 VLAN

# 3-1 VLAN Y88 W R EE

Router

Switch1 Switch2 Switch3

B 3-1 2 N VLAN W HIALM S 3 S bUBCE A A LA, Bn 'S PR
ANFARE)Z . FEAZHNIIHIES 3 GUEHL A1 3E T 3 DAFE R VLAN, LA

Wb e fEEA, N RZHEA RS> VLAN.

3.2 SEFRMEFHIN

AFFPEIS 2 TR L E -

3 i #&it
RFC 3069 VLAN Aggregation for | -
Efficient IP Address
Allocation
IEEE 802.1Q IEEE Standards for -

Local and Metropolitan
Area Networks: Virtual
Bridged Local Area
Networks

IEEE 802.1ad IEEE Standards for -
Local and Metropolitan
Area Networks: Virtual
Bridged Local Area
Networks— Amendment
4

SCRRRAS 01 (2012-01-06) Ty AT A 1 B,
WAL © S HARAT IR 2 H]
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FEEHIA - SR

3 VLAN

3t

Eii:pa

#&it

IEEE 802.10

IEEE Standards for
Local and Metropolitan
Area Networks:
Standard for
Interoperable LAN/
MAN Security

YD/T 1260-2003

Technical and Testing
Specification of Virtual
LAN Based on Port

3.3 ARSI

M T
Tois He M It & o
License X 3F
JeTi 384 License VFRJ, AR ZEPERI RS
N
=& RARSTIFrA
AR2200-S V200R001CO01
3.4 [RIBHA
3.4.1 VLAN EA#R

VLAN Hyitg=

IEEE 802.1Q FrifEX] Ethernet Wiikg 24T TEM,  7EUE MAC il BOFI SR B 7 By
Z AN 4 77951 802.1Q Tag, 1l 3-2 Fir.

SCARYRRAS 01 (2012-01-06)
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P A - S 3 A

3 VLAN

HEER IR

3-2 EF 802.1Q #J VLAN Mt =X

6 bytes 6 bytes 4 bytes 2 bytes 42-1500 bytes 4 bytes

Destination| Source Length Data
address | address

FCS
[Type (CRC-32)

2 bytes 3bits1bit  12bits

802.1Q Tag HL. 7 4 NMFBL, & F:

Type

KBE 2 77, FonmiZsf, BUE K 0x8100 I F7r 802.1Q Tag Mi. A
802.1Q M B AU RNIZ AL, ¥ LT,

PRI

Priority, &4 3 by, RoRmirpLsegk, BUEVEEY 0 ~ 7, (HBRKL L
e T4 WA UBHZER, D050 R IEAR 56 2 i iR B ot

CFI

Canonical Format Indicator, K4 1 tbEF, Fox MAC Hilib 2 B4 Mg . CFI
J3 0 PR M, CFI N 1 R AR diig . H T X LUKMI. FDDI
(Fiber Distributed Digital Interface) MiF14 IR MM, FELLUKM F, CFII{E A 0,

VID

VLANID, KJEH 12 tbhy, £RiZmifTEr VLAN. £ Huawei AR2200-S &%+,
WTCE ) VLAN ID BUE G A 0 ~ 4095, {HIE 0 F1 4095 Bhist b 30 e K45 84 1)
VLAN ID, ANfegsH i H]

VLAN P [ 5 i AL 4 -

BNBEY (Access Link) : JEEH 7 BEHUFAS ML BEM N B NBERE . W& 3-3 By
7~y B PC HURIAZHH L (8] B i AR e N B o e N Fll ot (A NS Tag
1 LA A o

TIEHEE (Trunk Link) : RSN HAL BERE RN T 18 BEM . W 3-3 i
N, BRI A B A S T R R . T IE R LIl iRk A Tag 11
VLAN 1,

SCRSRRAS 01 (2012-01-06) Sy LA TR (5 S 28
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3-3 IR RITRE

[

Access Link
Trunk Link

i T 2R
1E 802.1Q H13E X VLAN Wii)i5, a4 A Ly L n] LRSI VLAN it, A g A FEH
S VLAN i, A4S VLAN i (fR= s o, #5243 28
®  Access [
Wik 3-3 fiis, Access ¥t HEAS ML BRI RERF P EHU G, e L AEEREA
BEM . AU R
- AV A VFEME—) VLAN ID 3@ A 11, X VLAN ID 5 L/ PVID (Port
VLAN ID, ¥ HEAA # VLAN ID) AH[H .
= G R Z iy ORI P56 st 1 £ AL RIS untagged (ANiY VLAN #R25) , AZH#edl
Fam bl n iz 0 i PVID.
- Access Ui I R AT X i 8 2% R LA A IR I 7K 28 2 AN BR 2SR it o
® Trunk ¥w [
Wik 3-3 Ao, Trunk S I ZEAZ HAL AR AL AT B LB 1, & N REIE 2
TEBE . A N
- Trunk % K fSVF£ 4 VLAN i Gy Tag #5id) it
- M Trunk 5 17K 32% (T Tag, H Tag 5 D E4 1) VLAN ID A5, A2
A2 ROZ W 1) Tag brid. B RN ) PVID BUEAAME—1. [ AEX R
T80T, Trunk 3t R IEIMWIAN T Tag.
= WS Trunk ¥ 2RI M Tag, (HJ2 50 54 1 VLAN ID ANF],  AS e
WX AZMWON AT B4, 4 &7 Tag (KM,
®  Hybrid ¥
Wik 3-4 firzs, Hybrid 5 238 HHL_ERE AT DUERE 7 EAL,  XOa] PUE R HAh A 4
ML o Hybrid Sty 1 RE AT DGR NG O] ORI 8E M . Hybrid 3 1 0VF
%> VLAN [ it, 0] DLAE ot 7 ) 6 5248 VAN M) Tag F44,

SCRAJA 01 (2012-01-06) B AR s 29
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B 34 isATFERE

O Hybrid Port
Access Link

——  Trunk Link

4 VLAN

R % b, B Access Trunk. Hybrid 2878 (1)t L AT PABCE — M4 VLAN. i
FIERURTE, 548 VLAN B8 A iAo
®  Access Ui H {4 VLAN
= XM Access Uity U AN Tag M, A2 #e ik &2 AEWTH N Tag #5id,
FEHF Tag 1) VID F-Be O B & A v T @ 6148 VLAN i 5 .

- XM Access %t A IERIMT, 41k Tag # A VID {4 E4 VLAN 45, AT
Pt 2 2 R PEZWIT I Tag bric. KA Access ¥ 11 & A3 X6 ity ¢ £ R DA R g 7k
T ANHT AR (P o
®  Trunk ¥ H 64 VLAN
= XM Trunk ¥ TR BI AT Tag (Wi, A2 &S 7EWH L Tag #xid,
JE¥s Tag 1) VID “FEBHIME & & i T8 154 VLAN 4i's o
- XFF M Trunk % 11 %326 FR i«

- R Tag 1Y VID {5 M 84 VLAN g5, WAS e £62 F P iZmiFh 1) Tag
Fricd. RSN A PVID BUE 2 ME— 1 .

= 4R Tag ") VID {8 530 H G K VLAN AN, AT B £ R IUAMEAT:
A, AR KL Tag KW

®  Hybrid i 11545 VLAN

= X1 Hybrid 3 FHZWCE] AN Tag 1O AZHBLAEWT INE Tag #rid, JF
K Tag H A VID 7BUFEBEE b v H TR A6 VLAN 2 5.

- XFF M Hybrid 5t 71432 i -

- nEZn 0 _EE 2R E port hybrid untagged vlan @4, W% T RE S
Access ¥ii I REAH A

- nHEZn I _ERA T E port hybrid untagged vlan @4, Zum I RE S

Trunk ¥ I ZHEFA ] o
SCHRRAS 01 (2012-01-06) Sy LA TR (5 S 30
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Huawei AR2200-S F A1 MV H #%

P A - S 3 A

3 VLAN

3.4.2 VLAN @E{EEIE

VLAN E#tiBERE

N T P AR, AL S E R i — A #8A T VLAN Tag, UA%E— 7 UAabeE. 4
— AN PEE AR el Lt I, @SR A Y VLAN Tag, HiZum I FRCE T PVID (Port
Default VLANID) , WZEHEMWRSbr0 i ) PVID. B8 dii 24454 VLAN
Tag, R CANE T PVID, AZHAIA L L EEMIARIL VLAN Tag.

H1 T3 ISR BUAN ], AT MU b L R AN ] o T TR AN ] A s 11 2828 53 70 A

ég o

M-S
B

FHEWAH Tag BIIR
p'a 155

MRS Tag BIIRICALE

ZEWEIE

Access
Uity 11

ez, T Bt
4 VLAN ] Tag.

® 4 VLANID 54y

VLAN ID AR, 4%
WL

4 VLAN ID 544
VLAN ID AN, %
FZIR L o

JE R EWIK PVID
Tag, RJAMKIL,

Trunk
Uity 11

Hybrid
Sy 1

® ] L4 VLAN
ID, %4ft4 VLAN
ID 7 fe Vst i
VLAN ID 413 HL
i, BSOS

® ] Lt VLAN
ID, %t VLAN
ID ANFE RV L 1)
VLAN ID #1) 3% HL
W, EFIZRL

24 VLAN ID 741 /o
VRl Y VLAN ID %1
FKHER, BBOXIR L.
2 VLAN ID AN/E#
SVl ) VLAN ID
YIRER, EFizk
o

® 43 VLANID 5t
4 VLAN ID #H
[, HiZiZEran
VFIEIL ) VLAN

ID i}, Z:f
Tag, KiLiZik
.

® 4 VLANID 5t
4 VLAN ID A~
A, HiZiZErfn
VFIEIL ) VLAN
ID I, fREFIRAE
Tag, KiLiZik
o

24 VLAN ID J&i%4%
H o ik ] VLAN
ID I, RIEIZIRIC,
Al LLE N A BEE K
LR R Tag.

VLAN W5 # 32 ALl (5 R i
TR T — A VLAN (0] EHUIE B ARSI Lo 1 VLAN BT el

I, s EAL

F 31| Trunk Link K.
Trunk Link 5 P /MEH -

HBLIE] 5 1 REAS [N SRR AR BT ALY VLAN fR3C. X, %

SCRYRRAS 01 (2012-01-06)
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o h4k{EH
! VLAN R 3C7%E AL 2 BRI AZ H b .
o T4AEH
—%k Trunk Link b 0] DIAEHTZ /1 VLAN R 3C.

VLAN [g)iB{5RIE

m VLAN J5&i, AA VLAN RN BARESZIL 2815 . WitkAE VLAN R385,
BT TP . A3 LA Sty

o RAHMLA g
ZHAEOL R, LAN M 2 BN LUK I3 0 (A2 LUK R FD - 5% d 4%
MILICK M Gt sARUR MR 1D AE, Wil 3-5 o

B 3-5 B Z R+ HE R VLAN [ERIE(E

% Router

Subinterface 7

VLAN Trunk

Access port I |

e A #AL E 2R 4 T VLAN2 fil VLAN3,

HSZEL VLAN2 F VLANS [A] [P0 A, 5 2R A S5 A #AUAHE M LUK 2 0 L
B4 2 N5 VLAN2 Fil VLAN3 435150 5

R ERCE 802.1Q B 1P Mtk
AT HAL L 2 FH AR A LUK H 2880k Trunk B¢ Hybrid,  foVF VLAN2 Al
VLAN3 (¥ it
TIRAT AL A B A AR A T
- WEZAwS, AR
- VLAN [ (E 0 I B a8 o i, 6 e as B0 o, 3R,
o —EATHL
SRR M EAR G BEAR S R — R, AL BT %
o, P T SRR RE . — 2 ALt % h R AL s — NS, &=k

— MAC Hihit 55 1P MBS R . 2 IR B HOGEE I, Rl R FLA%
MR AR =R, M ER 1% @ 3264 T 6 e b T 1S Y 2% SiE IR

BEE T SR L R R
SCRAJA 01 (2012-01-06) B AR s 32
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H T ARE S — A I B R E R A, M e R T A E A R,
HAIHE = 2R Bl 38 = 2 DI EER B B b, SE =28 nlik. VLANIF
O dm A,

VLANIF $£10JE = 2984845 10, nf LA BAE =28 bl b, o ny DL B e i o
.

1EE 3-6 FiniiMggh, ZTHHL EXI7 T 24 VLAN: VLAN2 F1 VLAN3. i a]
EHHL LAV 2 A~ VLANIF #:0, -0 EMICE 1P #hERE d, S2H VLAN2 5
VLAN3 [J3#15 .

& 3-6 i@id =R AL VLAN [ERYE1E

VLANIF VLANIF

...............................................................

ZJRATHNUE R T JRATHNL A i e ), BE S DU BR (1 A S S R
I Ao AR = SR AHML AT AELL T8

- SJRAHNIEH T ILP A ORI ) R 5

- ZJRACHHUE ] Tt BRE , AR EER A R 2%

3.4.3 VLAN Aggregation

PEER
AW 28T, VIAN SR DU T 380 R0 5 SRR & 7 4520 7 2 M. 3
FEAE R = JRASHAL, SRR A VLAN R A = R 1 10 )5 el
R M B, XS ECT P bR B, B VLAN Rl 3-7 Bk,
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Huawei AR2200-S F A1 MV H #%

P IA - ey bk 3 VLAN
3-7 i@ VLAN WM& r=E
VLANIF2:1.1.1.1
VLAN 2 § VLAN 3 VLAN 4
1.1.1.0/28 ; 1.1.1.16/29 1.1.1.24/30

% 3-1 &@ VLAN L #edt % 2 =15

VLAN FK P o< ik FTAMLEE | TRENE | E=BRTEX

2 1.1.1.0/28 1.1.1.1 14 13 10

3 1.1.1.1629 | 1.1.1.17 6 5 5

4 1.1.1.24/30 | 1.1.1.25 2 1 1

WIER 3-1 7w, VLAN2 Filih ARk 10 A EHHBEER TR, g5 Hr M — MRS K 2 28
B 1.1.1.0/28, Hrh 1.1.1.0 I 7M5, 1.1.1.15 I 7R Em) $FHhl, X P54 ik
AREHEEMLHbEE, BEAM 1111 1E TR EAE W St AN o/ =ML HbhE, ) R YEH]
76 1.1.1.2 ~ 1.1.1.14 fyibhbnr Dok =AU, 3L 13 4> IXFF, R4 VLAN2 HFRE 10
AHuhE, AEZIZ IR HI 45 e 13 AN

[AH, VLAN3 FiihRKA 5 A FENHIERIRE R, £0FES I — AN 29 1
M 1.1.1.16/29. VLAN4 il AR 2 1 AEHL, WHH— /MRS KB 2 30 1M
1.1.1.24/30.

iR VLAN —JLFE 5 10+5+1 = 16 MHuhl, (HJE %5 VLAN figatl 7, Bl
RACI T BT E G 16 + 8 + 4 = 28 Mk, JRZ TR Pk, i H, iR
VLAN2 J5k % 10 4 EML, mshar AT 3 6 E0L W2 HoRF bkt 2 A RE
A oA VLAN 48 FH 1 7R 2 .

[FIRE, X FP R ot gy Jm SE R W 48 THR AN AR TR KANME . % VLAN4S 45 5 2 F
wWhn2 6N, M NARERZCKLE) IP Hihlk. 3 HAE 1.1.1.24 J5 b c 49
Bess T HABNFIE LT, HEEFZS VLANS (58 H P E it —NME 29 A7 A -1 P Al
—ANHTIM VLAN, IXFE VLAN4 HH% 7 BAR A 3 & 0L, (HEE8 0B 7 M
i, I HEAZER—A VLAN N, ASF TR B,

SCRERRAS 01 (2012-01-06)
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g bpnd, RZ 1P b RS FIROE ) iR bhE . 7 RS R OCHL AR AR, T
ABEM T VLAN W) ENLIHhE . [FI, IX R bl 7 B 29t BAR 1 bk i) R, A
VP2 N EBHE B RIR S 4. T TR PIX— il i VLAN Aggregation mli Mz 11 7

IR

il

VLAN Aggregation i A (t# 4 Super VLAN, Bl VLAN Z&) #tEre /M EE R 2%
W, HZA VLAN B ) #3, A VLAN B T H—A 7M. ‘E5IN7T super-
VLAN #1 sub-VLAN f{HE .

®  super-VLAN: FUE¥H & X L) VLAN A, &R =280, 5% RN,
AR SR . v AR E RN EN = E S —3 T sub-VLAN 42
I

® sub-VLAN: HAEEYHmT, H TS #HE0 VLAN, Afeir — 2 VLAN £
Ho &5AMTR = 2825 super-VLAN ) = )28 LRSI

— ™ super-VLAN 1] DL & — Ml 2 AMREEE AN #5451 sub-VLAN. sub-VLAN A
AN R BE . AE R super-VLAN 1, JE8 EHLE TWF— sub-
VLAN, ‘&) 1P HuiE#87E super-VLAN X W[ 7 9 I B P

XFE, sub-VLAN (AL R — N =280, B 730 75 M Motk
FIF P E 1)) REHOHE S RE,  SCSEBL T ANIR) ) R 3aA FH [R)— 0 I Bt bk Py H Ao T B
TFMZES, 8T gahbr) R, Wb TN E LR 2R .

ILAZR 3-1 sl 3t AT i TP fskRANEE . J5IH & VLAN2 Fiivt AR KAT 10 4> TN
BERH K, VLAN3 Pk AkAT 5 A EHLHIER K, VLAN4 Fik ARA 1A Bk
Ko

J% 8 VLAN Aggregation [J5ZHL 720, Hr VLANILO JFHCE A super-VLAN, 253
ALK 24 10T 1.1.1.0/24, P 1.1.1.0 A 7RIS, 1.1.1.1 1 MRSk
& 3-8 J/i7x. sub-VLAN (VLAN2. VLAN3. VLAN4) [futl&l5r a3k 3-2 s
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3-8 VLAN Aggregation WM& REE

Super VLAN 10
VLANIF10:1.1.1.1/24

VLAN 2 VLAN 3

Sub VLAN 4
Host IP
1.1.1.17

Sub VLAN 2
Host IP
1.1.1.2-1.1.1.11

Sub VLAN 3
Host IP
1.1.1.12-1.1.1.16

% 3-2 VLAN Aggregation E#lit11E%] 97451

VLAN | FH Rl | AR | AR EHLE KERFK
#

2 1.1.1.024 | 1.1.1.1 10 1.1.12 ~ L1111 |10

3 5 LLLI2~ L1116 |5

4 1 1.1.1.17 1

VLAN Aggregation [FJSEILH, #% sub-VLAN [H] [ AL AN T2 AT 2 T, A1
A DARRIE 4% B EWLA T R ECH 7E super-VLAN X N 1 94 i 2 375 (1)1 43 bk v 1)

M 3-2 FATLLEF], VLAN2. VLAN3 1 VLAN4 JEH [FE—A1M (1.1.1.024) . T
MBI W el (1.1.1.1) FFRE R #Ehl (1.1.1.255) o &XFE, ¥ VLAN S23)
FRPHBNHAA TS (1.1.1.164 1.1.1.24) FIFMEE ML (1.1.1.17. 1.1.1.25) ,
DL T RS ) #E A (1.1.1.150 1.1.1.23+ 1.1.1.27) sh#sar LU SRAE A 0L 1P skl fd
.

XFE, 3 VLAN —3LE3E 10 + 5+1 = 16 PMhht, s2fr EAEXAD 7 W R KI5l T
16 NMbhEZS (1.1.1.2 ~ 1.1.1.17) o X 16 DMENHEEIN LMY (1.1.1.0) . FMEA
Mo (LD MM #dk (1.1.1.255) , —3LHET 19 4 1P Hulik, MW
1538 4% 255-19 = 236 [FHLHE AT LABEAT R sub-VLAN W =N o
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3 VLAN

VLAN (g5

MEig
VLAN Aggregation 7 SEIUANA] VLAN [H]3EF [R]——1 9 )9 Be kiR [R) it >k 7 sub-
VLAN [H] ) = J2 5 R 1) .
Wil VLAN SE8L 5 30, VLAN 8] 1) AL AT DUOd s & BN R O T = 23k
FKEFHMAIH M. {HE VLAN Aggregation J7zU N, [A]— super-VLAN W [ &
B PR [R]—> 9 B (R RIS [R]—AN o Sk . B2 J& T ANR ) sub-VLAN
PN, BT EfEE—AT M, E e R 2k, A ek
1T =28 K LR AR sub-VLAN [ EHUAE 2 AN BB 210, Xtk T
sub-VLAN [f] Jo il 45 1 ) L
i RX — [ 1) 5 ik 2 A ] ARP Proxy o
(AARTY:

%*F ARP Proxy #9/8¥, #AJL CAR2200-S 4 H44E - TP L 4D 49 “ARP” .
/N[F] sub-VLAN [8]f) =2 H.il
%40, super-VLAN (VLAN10) £ sub-VLAN (VLAN2 Al VLAN3) , HAK4]M
W 3-9 s .

B 3-9 ARP Proxy KA [E] sub-VLAN (B = E E i 4H W

Eth2/0/1 Eth2/0/2

Super VLAN 10
VLANIF10:1.1.1.1/24

I VLAN 2 ‘ VLAN 3
Host A Host B
1.1.1.2/24 1.1.1.3/24

VLAN2 NI EAHL A 5 VLAN3 WIRENL B IBfE . (RE 34 A (1) ARP
Frh L FENL B X R IIE H MG FAFRE T sub-VLAN [H] ] ARP Proxy) -

1. EHLABIENLB B IP Hikik (1.1.1.3) FEACHAEME 1.1.1.024 #HTHR, K
EHL B AEHCLER TR, {HIETHL A ) ARP KR IETHL B XN %
Tt

2. FEHLA KIEARP ) #E, iR FEHL B I MAC Hiht,
3. WL B IHATE VLAN2 (1)) #REk A, TEiEBEIE 0L A IXS ARP 153K .

4. MR F{HBE sub-VLAN [i] ] ARP Proxy, 4™ 0L A () ARP ik
G, JHRER R AR, RILARP RN B K TP Mk (1.1.1.3) 24
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B, RG] BT AT HoAh sub-VLAN $21kK % —4 ARP |7 #, ik
FHL B ) MAC Hbdik.

5. FHLBUWEIMOCAIXN) ARP | k5, X UILIF KT ARP Nid%.

6. MW TN B INZ G, BT A CH MAC Hidik241E B () MAC $ulik[A] 3 25
FHL A

7. PIOCHIENL A (1) ARP RIUHHAALE N B IR R I

8.  FHLAZJGERE B MR RIRL NG, NI =25 K .

TN B RIEROCL ML A REREA R A 2] B SRR, AN,
®  sub-VLAN 5445 11 — )2l 15

FEHET 3 H Y VLAN )2 E Y, ot S v A48 ko2& e 1R AN 2%
AEFX super-VLAN [ 3C. W1 3-10 Ffiox.

3-10 sub-VLAN 54 MM 401 — RiBEHM &

RouterB

Super VLAN 10
VLANIF10:1.1.1.1/24

VLAN 2 ‘ VLAN 3
Host A Host B
1.1.1.2/24 1.1.1.3/24

M HostA {lll Eth2/0/1 ¥ N\ % %% RouterA [ 44T I VLAN2 (] Tag, fE¥ %
RouterA H1iXA™ Tag AN£:[A2h VLAN2 & VLANI10 1] sub-VLAN [fij42 % VLANI10 [F]
Tag. ZEARWIN Trunk Z87 (8% 10 Eth2/0/3 HI 2506, KSR E 154 VLAN2 [ Tag.

a2, %% RouterA AAE AL VLANLO 4R wis HAhi% 454 VLAN10
ISR LR Z B 2% b, XSRS 2 RN 245 RouterA 3T VLANIO X A7 £
Uity B &5

Wf T %% RouterA 1M1 5, A2 VLAN B4 VLAN2 1 VLAN3, B 2 #g
EIX P VLAN i 5 11,

® sub-VLAN S54RI 1) = 2l
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& 3-11 sub-VLAN 55N &M KR = B @EHME

VLANIF20
1.1.3.1/24

Eth2/0/2 =
d

VLANIF10 Host C

1.1.2.2/24 1.1.3.2124

VLANIF10
Eth2/0/3 |1.1.2.1/24

£E=23
RouterA =

R
Eth2/0/1

RouterB S=2

Eth2/0/1

Eth2/0/2

Super VLAN 4
VLANIF4:1.1.1.1/24

I VLAN 2 ‘ VLAN 3
Host A Host B
1.1.1.2/24 1.1.1.3/24

& 3-11 ffion, RouterA FACHE T super-VLAN 4, sub-VLAN 2 1 sub-VLAN 3,
I E — AN IE ) VLAN10; RouterB it & AN 1E /) VLAN 10 Al VLAN 20,
fE¢i5 super-VLAN 4 H11f] sub-VLAN 2 R EHL A #87)7 i7] 55 RouterB A FHL C,
EAEAFAWT: (% RouterA L EVFCE T 244E 1.1.3.0/24 MBI HH, RouterB I
CHRCE T 54T 1.1.1.024 W B D

1.

THLA BTN C W IP Muhk (1.1.3.2) FIECHHEME: 1.1.1.024 $HTEHR, K
LML C ATE OATE R — AT ¥ .

LA KK ARP WRET H ORIMOE, 15K M ICH) MAC il

RouterA W #1i% ARP i#3KJ5, 53k sub-VLAN il super-VLAN XN KR, M
sub-VLAN 2 Ki% ARP W24 T HL Ao ARP NAHR TP Y5 MAC Hihik
super-VLAN 4 % i f] VLANIF4 ] MAC Hht.

THLA 2B SEH) MAC Hiht

FHL A 17 M55 3% H ) MAC 4 super-VLAN 4 %W ) VLANIF4 ¥ MAC. H
1 IP A 1.1.3.2 R L.

RouterA W B1Z R G 3T =27, F—oktibloh 1.1.2.2, 81024
VLANIF10, k%4 RouterB.

RouterB W E[ZIR W JGHHAT =28 Kk, 1l HiEH#:10 VLANIF20, Rk
B EMLCo
FEHLC WMV, 7E RouterB 34T = |25 % 1|3 RouterA.

RouterA W EIZAR LG AT =28 K, L super-VLAN, TR IES AL
Ao
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3.4.4 VLAN Damping

WRFRE VLAN 4884 W 1 VLANIF #:H, 2 VLAN FTH # 1DIRE4E S Down
M5 VLAN JRAZE 4 Down I, VLAN £3[f] VLANIF #2111 F4R Down ) ZEIE I A]
M5 1#E VLANIF 32 FRRESAS L

JyiEE e BT VLANIF £ DRSS 5 S M 455577, 7] LLZE VLANIF £ 11 _F A3 VLAN
Damping Hfg, H] VLANIF % R4S S Down HIHTH]

i i VLAN Damping HJfE, VLAN Hifg g —NMbTF Up &M 480 Down J5, &
PO A GBI R AT LD 7 E4RES VLANIF 8200, Wi AEfil i [/ )y VLAN
73 1 Up, W VLANIF $21 DRAS R FF Up AR A2, B, VLAN Damping Bhfignf LA
4 IR VLAN i) VLANIF 4% 1 _E3R$2 10 Down IRAS K], A i 0 A 0 B2 1) 1% ey

3.4.5 MUX VLAN
MUX VLAN (Multiplex vlan) #247 —Fudit VLAN HEAT 9 2 25 P AL o
B, e pZE Ak TR 2 a] LT A RS s o 6 Tkl Ay

SEAY P 3 T Ti) T UE AN, 4k %e ) Z B2 R K, ANRels BAH s ). JEid
MUX VLAN £ 1) — JZ 3 b 28 AR L A mT AS LAl A 8 63 2 i) ml BLUELARAZ 3L, T

A5 1 2 T) B 5 1)
A=
MUX VLAN 43 Principal VLAN FI Subordinate VLAN, Subordinate VLAN .43/
Separate VLAN F1 Group VLAN, I3 3-3 fiius
% 3-3 MUX VLAN X4 %
MUX VLAN | VLAN #® | fTRisO BEHIR
Principal - Principal Principal PORT 1] LAFT MUX
VLAN PORT VLAN W ) A7 3 1 354 TR
Subordinate Separate VLAN | Separate Separate PORT H A Principal
VLAN PORT PORT HEATIEAS, ANILARSER Kb
SR e 4 bR Y
£~ Separate VLAN A2k —A
Principal VLAN,
Group VLAN Group PORT Group PORT ] LLA Principal
PORT BEATIAS, 7E[—41A 3
FIHb ] BAHIEAE, (HANRERIHAhal
Ui 1 8% Separate PORT 15 o
4~ Group VLAN 2045 ¢ —A
Principal VLAN,
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[RARTT

® JoXiZ VLANID &£ A F Principal VLAN, #F 4% VLAN 468 A T VLANIF 3 9. Super
VLAN. Sub VLAN,

MUX VLAN @{5[E18

Wik 3-12 fro, M4 MUX VLAN %50k, Ak al BLA Principal PORT 3&E#:A LR 2525

Separate PORT &AM F', Group PORT #E4 ANV 53 1o IXAERLBENS SEBLAL P

AV B THBREMS VT AV RS %, AL 52 T3 nS LUl AS . A& ANGEm S . A
M P AR B3 T 22 Ta) AN BE EL V5 ) H

3-12 MUX VLAN R 5=

Group 1O I PORT
G0

Enterprise Enterprise Enterprise
employee customer server
3.4.6 Voice VLAN

Voice VLAN BJ5I AN

90 265 o 2 [l IR A A 5 R AT AR TR B PR it 5 e A A i I 7 2L RAT I
Al 25 Kol B v KDL SE 4, DABR A A R b ml e AR (IR A LS

PEETE S B A e A e b B T 125 ) ACL (Access Control List) X i 2k
HATIX 4y, FFEH QoS (Quality of Service) PRIFAEHI R . MRALH P HCE, B 5{H
M B S I AL, $2H T Voice VLAN k.

i fE Voice VLAN e 18z FURE E N2 11 (85l 3t 1098 MAC Huhik 7 Bk A Wiz 25
P& T AT S L. U MAC MR & R ICE (1 5 £ OUL (Organizationally
Unique Identifier) i3k (R4 SO A 2 18 H B . Hl 805 S 8uRm 8 0k A sl inA
Voice VLAN &8, Wi faifk 7R BCE, SEBL T 7 (04 35 A -

4 3-13 Fizn, HSI (High Speed Internet) . VOIP (Voice Over IP) . IPTV (Internet
Protocol Television) —=FMV55 A N\ Router. A T X iE S EdE i, XT VoIP [FHLi%
L M AN F ) VLAN BB RS, a5, Rk, e, nive
Router [#B2 Voice VLAN Ihifig. XFT VoIP [ L1k & i [FiE S, Router HILFT I
TRAEHCE ) VLAN, FF H OGBS R Re i s e g, A mnl MCse &, TRk

TG A
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3-13 Voice VLAN £H X

Router
=

~

R

HSI

Router A[F LT, ATLAFE A VLAN 4 Voice VLAN, {H 2 [F—AME0 T Hbg
}85E —> VLAN 24 Voice VLAN.

N

® Voice VLAN [f] OUI #tshk
OUI Huht£ IR —A> MAC HuihlBt.
4 48 711 MAC itk FFERD (10T N A 5z 5 a] LU 2 OUT Huhik. B A1
MAC HuhtF1 OUT #ihikUCEC (47 5, s id 4 “17 K ERE. #iltn, MAC i
WA 1-1-1, #4694 FFEF-FF00 - 0000, NI MAC Huhik 5 HAH N HERD A7 14T 5
IS5 I Ht 2 OUT Hudik 0001 - 0000 - 0000, 3 EH: A % %11 MAC HuhlwiT 24 47
F1 OUI Huhik (15T 24 FZUCHEDL, M EE Voice VLAN I 1142 FUERA K I P It S 18
HEARA, AR R TE T W

® I Voice VLAN [ 2
it 1IN Voice VLAN [ 4138 3-4 Fron.
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= 3-4 i O Voice VLAN B9HE =

# O/ Voice VLAN ByiEz%

EHAR

F B

fifi& Voice VLAN THE )4 AR B HE N2 11
FAR P MAC Bkl Bk ) Wiz 5o
BB REEHIGR . T MAC T & R4 %
B IR 4 OUL Huhik 4R S0 S 15 5 %
el BB B T 4R 1K B 3NN Voice
VLAN HAE%, it 2L 49" Voice
VLAN W O 80E . e 2R Ay

® UIHEE T Voice VLAN A #1545 AU
FUTAT R B %5 W% D E S RO, I
BB & B K B3I Voice VLAN
HOIB o

® UIAIE T Voice VLAN [AZ #4824 F- Ik
W ZTE & W R PE SR, ERE
A B FEIX A BN Voice
VLAN.,

TR

MBEiRE Voice VLAN Ihfg)E, T
KRR WA I ISR H Voice
VLAN 1, XFEARELRIE Voice VLAN Difig:

AR L VAT DL EAS R BN AN Voice VLAN, AR LI Voice VLAN
AR e A E T

® Voice VLAN [ T/ERER
Voice VLAN [ TAERC R 3-5 JIw.
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%% 3-5 Voice VLAN B9 T1/EtE =
Voice VLAN T | SEMARN NMAZ=
1EHER
LA {fifi¢ 7 Voice VLAN [0 | 2ot TH B 2 Rk
Wi ANk A\ Voice VLAN | #57i& (HSI. VOIP.
B SCER AT U MAC Huhk | IPTV) it MEOEA
1 OUT Hbhik DU 2 o JEM g, s 1 L
o HULHML), HockA | WAL
Voice VLAN H145% AR AT LT 1E Voice
o L ULH AT VLAN %2 5% & s = 1
%@iiz£WANm Yoits, (HAER AR S0 TAE
- e h — BN ARG K.
B arpe | o) EHARATER
VLAN e 3cidi, )
o R 2 VLAN
L2
- {#ifE Voice VLAN [¥]
P2 DR FovF HoAth 253
VLAN e 3Cid i, )
FEFEVCHEAS B R
e
A ffifE T Voice VLAN [{y42 11 | i T 1 A 2 R

FOVF A I A A o A D A
el B B

g & (HSI. VOIP.

IPTV) i AMEAEA
JEMEEI, e O 7T R
AERTVE 2 B A A 55 2

325
Uil o

Voice VLAN Z AL [A]

EHECT, BE T Voice VLAN [/ &I ik 27 2] v 35 3 2% K B S i SC R R
MAC Hihik, $EEES W& O B S Voice VLAN H1,  Jfallid A AL
47 Voice VLAN W [R3: 5= .
AT B S, R8T Voice VLAN ZHHERHE L AR EUT K B 215 & 3% HE
TR, EREE S W AR B3 M Voice VLAN bR . i A#HE T Voice
VLAN I RE 4 1 PRI BB W g RO B S O, IS W& 4L U R
K HBIA Voice VLAN.
TAEAET- LA R ) Voice VLAN A2 AL IR ] 5201
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3.5 iz FH
ETiw OB VLAN %49

3-14 EFix O#) VLAN X 44HME

e
outer R

Trunk Link

L2 Switch

CompanyA  CompanyB  CompanyC
VLAN 2 VLAN 3 VLAN 4

T 25K A IR PR ST L AR A 32 AL AN [ 28 W) 6 g 1 55K K> 2 ) BT (135 1
X7 BIAFK) VLAN,  SEBLZ ) )b 55 8l 1 58 4B B el LA BEAS 24 w7 HAT
(K “REIAZHNL” » A VLAN i —A> “ R TR .

VLAN Trunk B9} F
3-15 VLAN Trunk &Yz F32H M

LAN Switch LAN Switch
Trunk Link

ﬁéfl

CompanyA CompanyB CompanyC CompanyA CompanyB CompanyC
VLAN 2 VLAN 3 VLAN 4 VLAN 2 VLAN 3 VLAN 4

NTNbAS R, HRI ) S AN R AR 45T I Trunk Link AN FIRE T (140
AZHAL, SRS AN [ (ALK AN 3] 2 7 (R0 25 Bt b 2, LR SR)— 2 = NI 25 i 11
Hids
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VLAN (8 B &k F
SFARFER A R Z A BB R, TGl VLAN R E3E K AR
VLAN [a] 50 P73, BUR 20509 4
® AN VLANE TR N=R&

® 3-16 4 VLAN ETFR— 1 =B & EZHEAMNE

Router A

L2 Switch

\ﬁ@

CompanyA CompanyB CompanyC
VLAN 2 VLAN3  VLAN4

e 3-16 fizn, W1 VLAN2. VLAN3 Fil VLAN4 {¢J& T Router A, El VLAN2.
VLAN3 Fl VLAN4 AL #HHLK) VLAN, AJ7E Router A F h%E4) VLAN Ft & — i
W B, SZEL VLAN2. VLAN3 Fl VLAN4 8] [#1 1% 1

B 3-16 i = J2 B4 ] DL % i o8 ak = 2 AT L
® £/ VLAN Bl = 2%

& 3-17 £/ VLAN E#=2i& & EiBHMNE
Trunk Link

CompanyA CompanyB CompanyC CompanyA CompanyB CompanyC
VLAN 2 VLAN 3 VLAN 4 VLAN 2 VLAN 3 VLAN 4

W 3-17 ffin, VLAN2. VLAN3 fl VLAN4 & BEA5 # A LIr VLAN, T 7E Router A Fil
Router B _I' 4%~ VLAN Bo & — AN BRI i 0. FRiPAAS, IETRZELE Router A Al
Router B 2 [A] [0 & i A5 % th 5z 47 8% il o

B 3-17 [ = JZ B T LU i 8 s = 2 AL
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VLAN Aggregation HJR

3-18 VLAN Aggregation 7 F4HA M

Backbone
network

Router
Proxy ARP

=S o= =
L2 Switch \l_?/ L2 Switch \l_?/ L2 Switch T?/

..............................................................................

SuperVLAN1 33 §
&

: Sub VLAN 1

SuperVLAN2

(=7 VI‘
Cs
SubVLAN2: | SubVLAN3 Sub VLAN 4

...................................................................................

W 3-18 fis, 3£ 44 VLAN, W VLAN [A)F 2 08, {F Router 3 &4
VLAN Jit & —A™ IP ik,

¥ VLAN1 Fl VLAN2 %43 Super VLAN 1 15 ¥ VLAN3 Fl VLAN4 24 2| Super
VLAN 2 H, XFEH T 7E Router |24 Super VLAN 731G 1P $ihik, 5257 1P bk ¥ J5.

7t Router /it VLAN [A][f] ARP Proxy, {¥[F]— Super VLAN T [{JA[A] Sub VLAN [A] 1)
P Ay BLUH 38
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Voice VLAN By5%Z FH

3-19 Voice VLAN H4 L7 FIZE W
DHCP Server

Internet

4n P&l 3-19 frzs HSI (High Speed Internet) « VoIP (Voice over IP) F1 IPTV (Internet
Protocol Television) i WG 1% 4542 Router. FI /7 X2 @ o5 i B HUR, TR
BRI AR A e g, DARIEH & A IE 18

T4 Router il E Voice VLAN TN HEfR LI n] f

1 Router B Voice VLAN Difigf5, SAR¥zHE AN DA 8 MAC stk >k ) iz 4
PEoe B AES R . I MAC HuhEVURC RS0 & B % & OUL Mk, ALK
B . Router FWBITE-S A0 It 5 B 18 0 & Bl i AL it e 2, 9 HAe
Voice VLAN Wit 4% 4, PAERIE /7 I8 15 i .

3.6 NiE5 450815

. NE
TRRRIE X LR 2R
VLAN Virtual Local Area Network REL R4k Y
PVID Port Default VLAN ID 3 1 54 R LR B TD
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XTARE

41/
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45 NH
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i

A9
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GARP M3 EEE T M PEAL IS L], DAORUE PRSI AR BE I 1 A B 1%
JETE. GARP 10— AN @ MEEM OB, PTUARERALSR R . R GARP HRs(R 3CHY
PN LSS J AN (R PR i 1 B R SR AN R 2 s

GVRP & GARP [1—F N, H MRS VLAN JEPE.

GARP WGt H ) MAC HubEX /- AN[F A o £E TEEE Std 802.1Q H#4 01-80-
C2-00-00-21 434y VLAN W /], Bl GVRP.

T TR W2 T T A B B VLAN, b 752 W 24 1 7 5 W4 B kAT
T T, WA 4-1 ft7n, RouterA 4 VLAN2, RouterB il RouterC | -4 VLANI,
—“H WAL Trunk BEMIERAE—IE. J T1f RouterA I VLAN 2 {4 3T nT LAE 3|
RouterC, W% %5 B 51 440 7F RouterB F11 RouterC 43 1T T3 i1 VLAN2.

4-1 GVRP [ FH4E M E

RouterA RouterC

RouterB

T R M, T L3I VLAN (R 5, (E 2 2 SEBr 2 W A2 2% 31 0 4445 B 54 T0 1k
BRI T AR ML AR AN SR, BB R MIL% 1K) VLAN K2, TAERSARR A, 1
HARR AL B . XSG T, /e LUE GVRP ) VLAN Hahid M hggse
1% VLAN [ &

GVRP 3T GARP ML, FEH T4 #3075 VLAN &Pk, @it GVRP i, —&
Bt LI VLAN 15 B SR AL R B3N H N . GVRP SEIEI A & FEMRL IR
VLAN JE 1, MIfiA 290 N 28 8 03 1 T TRCE & & AR Ul VLAN BCE IEAf 1 H 1.
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IEEE Std 802.1D

Information technology—
Telecommunications and information
exchange between systems—Local and
metropolitan area networks— Common
specifications—Media Access Control
(MAC) Bridges

IEEE Std 802.1Q

IEEE Standards for Local and Metropolitan
Area Networks: Virtual Bridged Local Area
Networks

4.3 ARG

5 M 7T
T He M.
License X 3¥F
T3R5 License Y], a3k iZ4 MRS
R 5
) IR IHMA
AR2200-S V200R001CO01

4.4 [RIBEHHA
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GVRP H 5244 =
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VLAN B9EMFRESE
GVRP WM a] LLSZEL VLAN J& P 1 13 20 vE R 4
® VLAN My : Frr24% 9 A VLAN,
® VLAN 7SS : far e B VLAN,
GVRP W30k 75 B A0[RI B SE B VLAN & PR3 R4y .

® i LI E]—A VLAN J@YEA B, % CDUR e MHZ A W45 ) VLAN 5 &
(i TN VLAND &

® Y I E] Ay VLAN JEPEM RIS B, 20t URHAEAS 1% 7 B A5 1) VLAN
fi B Gt HE H VLAND &

GVRP B3 Ja Py R B A AN A 6 - F K 21 GVRP WIS SC i 111110 5 R
4-3 VLAN H;EMRFDE 54

= 1 i e=
= =

R 7 Y
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LeaveAll 1§ SR M A W JEME, DAL S N SEAR TR A SR F A 18
PEAR R, CLSER B s s B X 2 e i b 3 g e (il an A @ e g, (H ek
T TR, IV K% Leave W E KT 40 HAB SzAA =R LB )

GARP PRSI T UASE I #8, N2>l — N e fTH7ER] .
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> Join JE N A AU T AIRE, U0 RAE—A Join 5E I 25 I 4] )W 21 JoinIn i &L,
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MNTFP] Join 52 B 28 o
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Hold 72 I #5 42& F >k Join 74 B (£4FE JoinIn A1 JoinEmpty) I Leave ¥ 5 (HL$5
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FE RN SR B e T BN SRR R BN AN S S 2 B AR R R e ik
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F.
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BN SEAR$ZI R Leave 8¢ LeaveAll 1 BUG 253 8l Leave jEW 2%, WIIRTE Leave
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EMHER

4.4.2 I|RCEEH

B, A BN AEPRAIE, AEN SR A B b, At i H sk E
T SEEM TiEE. It ErE M HSER A EIHBRIGIN %, Sk A RI% Leave
WA, BT B FIFEZEEE, AR Leave 1 B2 )5, &K% Join 1
B, DRIREIEFZEE. HARN s Flc s 17 8 A s2k B &% Join 1
B WZEEAR R, Aewitdy. A S E N H SRR A Join € IN 2%
PL A BRI Z B PE) Join YHERT, A REUCH M Hfisedk A i@tk 17, Frblix
LK Leave ¢ I 25 IMEH KT 2 £ Join 5 B 25 11

Al T YE BT ) Leave 2B 25 o

LeaveAll &I 52§

A GARP N H IR G S G, BRI JE 2l LeaveAll @ 8%, 1% € I 258 I 5
GARP N HSEARKE AR I% LeaveAll 4 B, Bl 5 )8 8 LeaveAll W 2%, JFaAHr
I — 5 EE

B LeaveAll 14 B IR SEA BB A ST A IR e I 2%, B46 LeaveAll I #5. 7
H 2.1 LeaveAll €I a3 FHTEE I 2 5 A4 SR K% LeaveAll 5 B, XFERE % T
RIS 1) N R IE 2/ LeaveAll 15 B o

AR 451 LeaveAll ERS 28 [RGB, i[RI R IZE LA LeaveAll 14 &, 1
DAL B I CSCE R, A T AN B 2% R 2R LeaveAll 5E N 2SR, SERR & I
TIGATHMEZ KT LeaveAll :ENESHIME, /NT 1.5 £ LeaveAll 5& N A3 1)— N FHHL
fl. —IX LeaveAll FHAHT2M T A JE LM —IX Leave. T LeaveAll 52035 [H
RS, FTLA#E LeaveAll € B 83 IEAGER /DN, £/DWiZ KT Leave & B 25 {H o
AN RIE R4 — LeaveAll i€ 4%

T LHE ) VLAN FONERA VLAN, il GVRP Wl 1) VLAN Fx 434 VLAN.
GVRP A5 =FE M, ANFEFIEE AR A VLAN 34 VLAN b7 KA A .
GVRP [ = Fpds s X 23 il e LR -

Normal #5: fRVFEhA VLAN 785G 0 _EHE T, Rl 25 KI5 A VLAN fish
VLAN [P 75 B R

Fixed #:: AN ARVFSNIZ VLAN 7Eim 0 EyEM, HRIEFE S VLAN 17 9 B
Forbidden #:0: AN R F2hAF VLAN fEuh 1 FHH AN, [RIRHIER S Bk VLAN1
ANPIITAT VLAN, HUki% VLANT 75 B R .

GARP Y3 K 1EEE 802.3 Ethernet 335 E50, R CE M W& 4-4 s

SCRAJA 01 (2012-01-06) B AR s 54

WU © SR AT A



Huawei AR2200-S 41 il i#% 1 2%
P I -

4 GVRP

& 4-4 GARP #i83R 3T

DA| SA |length | DSAP | SSAP| Ctrl PDU Ethernet Frame
1 3 N
Protocol ID| Message 1 Message N | End Mark GARP PDU structure
1 2 N
Attribute Type | Attribute List Message structure
1 N
Attribute 1 Attribute N | End Mark Attribute List structure
1 2 3 N
Attribute Length| Attribute Event | Attribute Value Attribute structure
BT BB R R R,
FHB X EE
Protocol ID i 1ID. IE N 1,
Message HE, & Message Hi -
Attribute Type. Attribute
List 1%
Attribute Type RV, BRI GARP | X T GVRP, J&1ESEH
8 Y R o 0x01, o IERE A
VLAN ID.
Attribute List @A, HEANEMEN | -
o
Attribute JEE, BANEEE Attribute | -
Length. Attribute Event.
Attribute Value #J .
Attribute Length JE AL HUE 2 ~ 255, HAL N
e
Attribute Event JETER R A ® (0: LeaveAll Event
® 1: JoinEmpty Event
® 2: Joinln Event
® 3: LeaveEmpty Event
® 4: Leaveln Event
® 5: Empty Event
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P IA - ey bk 4 GVRP

FH aX e

Attribute Value Je PR GVRP [#))g@ HEIE K
VLAN ID, 1H LeaveAll J&
1 Attribute Value {H TG
End Mark 45k, GARP [ PDU | LL 0x00 HUfE %R .

(REEY Y A

4.4.3 T{EHTE

N AN R A GVRP ) AR . %6520 DUANBY Bediid 17—
VLAN J& PEAE R 2% b 2 U e A 4 1 o

VLAN E A E [
4-5 VLAN BRI B EE M

RouterA RouterC

5 Static vlan 2

RouterB

{E RouterA O #4& VLAN2, it VLAN J& M By, # RouterB Fil RouterC
(A 3 3 11 H BN VLANZ,

1. 7 RouterA EAI# A VLAN2 &, Portl J33)) Join 52 I 23 M1 Hold 5E I 4%, 254
Hold & i #5#1 J5, RouterA [1] RouterB %1% 55— JoinEmpty JH &, Join &I #%
RIS JE TR 5 Hold SEIN 8%, 454 Hold eI 2% 5, KI%H — 4 JoinEmpty
‘rﬁ, /%‘ o

2. RouterB A E|Z—/> JoinEmpty J5 34 VLAN2, F4EEAE] JoinEmpty 74
S Port2 IIAFZ)Z VLAN2 1, [A]I 25 %11 Port3 JH 2] Join & I £ F1 Hold j& B}
2%, 545 Hold 5 I 28I 5 ) RouterC K I%ZH—™ JoinEmpty 74 &, Join &I 44
i 5 PG 8 Hold el 45, Hold M #3 2 J5, KILH —A JoinEmpty 7H & .
RouterB It #1128 A~ JoinEmpty J&, 4 Port2 L& IMAZIA VLAN2, JrLAAE
REFE
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A IR - JR) dK A

4 GVRP

RouterC 3 55— JoinEmpty J5 8154 VLAN2, FE4#:c 3 JoinEmpty 71
B Portd IIAZIB)ZE VLAN2 #. RouterC _FULEIZE A JoinEmpty J5, KA Port4
&I VLAN2, i DAATEAREE,

W5, B4 Leaveall 5& I 25 I 5 3] LeaveAll 4 B, WS H B A5 Leaveall &
Bf 2%, Join EH 2%, Hold jEHf#51 Leave € %5, RouterA [ Portl £F Hold & ) &%
BRI 2 J5 A& EE—A> JoinEmpty ¥ &, TF5F4F Join 52 N #5-+Hold EW 282 )5, Kik
A~ JoinEmpty 745, RouterB [f] RouterC 1% JoinEmpty 7145 (IRt & i bt

VLAN EHRIW [EE A

4-6 VLAN &% HI X [a) 3 Aift

RouterA RouterC

=g Static vlan 2 Static vlan 2

. Port 4
JoinEmpt
Port 1 Yy
JoinEmpty

Joinin A)(inln

Port 2 == Port 3

RouterB

Wit Fik VLAN J@ R S a v fE, 3% 0 Portl. Port2. Portd CL4 I VLAN2, {H
J& Port3 i NN VLAN2 (AT E)] JoinEmpty ¥ & 5 JoinIn %4 8 155 114 fE In A3
A VLAN) . Jfi VLAN2 Jit & n] AR B, 5 253E4T RouterC %1 RouterA J7 7] )
VLAN J& ML R

1.

VLAN J&VER S a3 W 58 S, 7E RouterC _EAIEF 24 VLAN2 CE3hZ4s VLAN #
A VLAND , Portd JH 3l Join & I 2551 Hold J& I 2%, 5545 Hold & I 4% B 1}
J&i» RouterC [f] RouterB K %5 — Joinln V4 & (K4 Portd CLATEM T VLAN2,
P AKX Joinn {5, Join & I #5885 FFXE ) Hold %€ I #%, Hold JE I #5
25, KIEZ /> Joinln ¥4 .

RouterB U 2 5—A Joinln J&, $HM 2] JoinIn 78 B ¥ Port3 MR 575
VLAN2 1, [f]i 2541 Port2 JHi 5l Join % I 28 K1 Hold JE i %, 254 Hold & I 2%
)5, 17 RouterA KI%EZ—™ Joinln 4 5., Join 7 W #3#EE I 5 FH 3 Hold & I
2%, Hold B 88N 2 5, Kik%E —A4 Joinln 4 E; RouterB I F]%E — 4> Joinln
Ji, A Port3 C&MMABNZ VLAN2, FrLAAEALEE .,

RouterA W F] Joinln 2 5, 151117 RouterB /1% JoinEmpty 5. Itf5, 2
Leaveall 7€ B 23 A 5 R LeaveAll H B, &4 T H )83 Leaveall EHF#%. Join %€
I 28, Hold €I 28F1 Leave "€ #5. RouterA ff] Portl 7£ Hold 7€ N 258 2 J5 st IT
U K 3% JoinIn ¥4 B o

RouterB [r] RouterC &% Joinln ¥4 & .

RouterC Y% JoinIn V& )5, HTAS LA THA VLAN2, FTUAASEAIES)
A VLAN2,
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P IA - ey bk

4 GVRP

VLAN BRI £ o) E 5

4-7 VLAN B4R R [ 54

RouterA RouterC

Static vlan 2 5

LeaveEmpty  Port4

Leaveln
Port 3

RouterB

% f EARFETEEL VLAN2 I, mf LR VLAN 8 PE v 45 F2% VLAN2 ik E

B o

1. 7E RouterA FHERF#A VLAN2, Portl Jiz)) Hold s I &%, %4F Hold j& I 3% I
J5i» RouterA [ RouterB &% LeaveEmpty %5 . LeaveEmpty 4 5 75 &1k —,

2. RouterB Y #! LeaveEmpty, Port2 Ji5)) Leave &I 4%, %51 Leave i& I 2% I
2 J5i Port2 {184 VLAN2, ¥ Port2 \ZZ& VLAN2 HftlkR C(H TR VLAN2 ik
{7{Eut 1 Port3, FTLAASMER VLAN2) , [FII5 40 Port3 3 5) Hold 52 #5F1 Leave
EIN 8%, 2545 Hold 5B #8818 )5, 7] RouterC &% Leaveln VH E.. 1T RouterC [{]
FA VLAN2 IS MMER, Port3 7F Leave & 2RI 2 BT8R REWS I E Portd J2 %
1 JoinIn W95\, JTLA RouterA Fl RouterB /i8R AEWE 2% 2] $ 5 AR VLAN2.

3. RouterC W H] Leaveln Jii, BT RouterC FfE7EERZA VLAN2, fTLd Portd A4

M VLAN2 e .
VLAN BRI 6] 54

4-8 VLAN [E T4 RHIX [a);F 36

RouterA RouterC

LeaveEmpty
Port 1 LeaveEmpty

RouterB
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P IA - ey bk 4 GVRP

T WIS T ¥t B VLAN2, FF2EHET VLAN J& 2 i X 48 o

1. 7F RouterC R E A VLAN2, Port4 J5h Hold SEIN 2%, 254% Hold & IN #e 8 5
J&i» RouterC [f] RouterB & 1% LeaveEmpty 7H &.o

2. RouterB £ 2] LeaveEmpty ¥4 55, Port3 Ji 5 Leave iR #%, 54F Leave & W #%
HBHY 2 )5 Port3 44 VLAN2, ¥ Port3 MzIA VLAN2 il i -k 8) & VLAN2,
] i 45 %01 Port2 i3 2l Hold &I #%, 454 Hold & I #%HEHT 5, 17 RouterA & i%
LeaveEmpty 71 & o

3. RouterA £ F| LeaveEmpty Y. i, Portl i3} Leave jEH#5, 254F Leave iR #%
HI 2 5 Port] 1184 VLAN2, 4 Portl Maha& VLAN2 FllER I MIERZNZA VLAN2.

4.5 ¥ B

GVRP EFHAFFAN A W % _FH VLAN A5 BT L Vs sl A4 Fsogr,  FH P 758/
Bk 45 HEAT VLAN P R a) N B BEANAT 2%, T FE 2 K B ) 34 T 30 4 o A R
B, W 4-9 P T R A EMTRE GVRP e, a2 [AIAHE 5% 1135 4 Trunk 3%
[, FFRVF VLAN i@id. HF7E RouterA Fl RouterC 4331 THCE A VLAN100
~ 1000, %% RouterB #tn] LLE L GVRP Bl 2% 2] #IX L6 VLAN, #5585 3 7% L ARAT
7 VLAN100 ~ 1000.

4-9 B RVZA W 7 F

RouterB

=23 =2
RouterA =t —a RouterC
R R
VLAN 100~1000 VLAN 100~1000

4.6 N5 5 H50&E

GRm&iE
TR IE R EFR P EFR
GARP Generic Attribute Registration T J P A
Protocol
GVRP GARP VLAN Registration JHH VLAN VM
Protocol
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STP/RSTP/MSTP

XTARE

5.1 /44

5.2 ZHEFRUER ML
5.3 A 3RAFPE

5.4 STP/RSTP J5 B ik
5.5 MSTP JiZ B4k
5.6 M

5.7 Rik H4ingit
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Huawei AR2200-S F 414\ % H 2%
P IA - ey bk 5 STP/RSTP/MSTP

DAK AT e g vh oy T AT HE RS 250, Sem P nl SEk, T8 S TUARBERG . (H2AE

IR BER SRS W 2% b= A0, I 38U 7 AER BL A MAC bk R AT e 45 i e

WG, IS P EE aEsE, HERmE . iR as e i 2 R R ), 42

H T AE B #i STP (Spanning Tree Protocol)

STP £, P Fh 5 X

® ) X [¥) STP /45 IEEE 802.1D 15 X ] STP #pi¥s

® (1 STP fu4% IEEE 802.1D 1€ X 1) STP. IEEE 802.1W 1 LI PR A it
L RSTP (Rapid Spanning Tree Protocol) A1 IEEE 802.1S H 5 X122 A Alibs tpi
MSTP (Multiple Spanning Tree Protocol) -

HAT, A B Bl RFanR

® STP
IEEE T 1998 4Kk i f¥] 802.1D FrifkE X T STP.

STP Bl B /= (R BV, T R G IR D AN T . STP W] BHLZE )=
W2 R IR DU AR BERE , RE RIEAE BY JRPAR, IR B BRI 1) H K

{HSE, STP HhAMISGHE NS, RIE 210 L5 R W6 forward delay 52 I #%
BIHR] (B 30 Bb) ZEIR, i A AT 21 ROIRA .

® RSTP
IEEE T 2001 4F & Aii ) 802.1W kit E L. T RSTP.
RSTP 7£ STP Al AT T obeidt, SZEL T P24 40 $h P dfie s
{H RSTP I STP ISAEAE [Rl—ANEFE: i1 3 TG # VLAN (Virtual Local Area
Network) F:=—REA AT, R CEAE VLAN [ S B3R m = 1 ks, G
A] BE3E B 4> VLAN [RFRSC T R o
RSTP [n] FFEZ STP Whill, AT LIRS 4IM,

® MSTP
IEEE T 2002 4 & Aii i) 802.1S #nifEE XL T MSTP.

MSTP it %% VLAN W (B VLAN FIZE S Szl s Ve 524D , 8 VLAN
FOAR ISR SN IE R o [RS8 Kl o3 12 AN, RN N TE I 2 AR
PR RSRESA, AR RS S AR 2 TR AR ST . MISTP F- 2R % 0 2846 B 1 kg — AN TCER [P RY
T8, RS SCAEFR I R0 2% vh I A R TE PR ER ,  [RIIRHEt T Bedm 4 R 24
TURERAR, FEEUR e R FE A SEBL VAN 0 (1) 0 3 3 i

MSTP %% STP F1 RSTP. — A4 alobdf Ip i (1 EL A WiZR 5-1 oo

R 5-1 =Fh4E BRI I B9 EE 4R

ERR | FFR Rz Rias
i

STP TR AR BRI R | e DX P sl 55 i, AT
BT IICR AT o VLAN o BRA R -
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R PE R IA - Ry 5 STP/RSTP/MSTP

B | FR Bz Rsms
Wil

RSTP | ® JE—HRICIAEGHI: ek
RIS UR A -
® SIGH LR

o iU b VLAN s | 2
a3, AN VLAN B9
BN e R

MSTP | ® JEjs—HRICIE IR : ok | FZEX o0 7 sl o5t RSl i
JUREREBIFLIUTCAR G | I AFR VLAN TS A 4
® SR IR R, RERRAE R TR AH

BHAY
FE VLK AT 4 00 o 8 AR B DU, G SR R 2 r LIRS, A st P Sl 3 41 o
S, TS
® MERIAMG. AL BHIETCARBERR I R W 2% rh AT REAEAE (R 2K AR AR
®  HERKAAY: AR SIRIEAR R AR, BORIUR AR, IS

5.2 SZFRAEFITNL

MSTP FEPE 22 FORNE U

jﬁi‘ﬁ o

3t ik #iE
IEEE 802.1D IEEE Standard for: -
Local and metropolitan area networks
Virtual Bridged Local Area Networks
IEEE 802.1S IEEE Standard for: -
Local and metropolitan area networks
Virtual Bridged Local Area Networks
IEEE 802.1W IEEE Standard for: -
Local and metropolitan area networks
Common specifications
4B
5.3 A ERIG1E
M TT
T I BC & .
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P IA - ey bk 5 STP/RSTP/MSTP
License X ¥
TR AT License VFA], )R] SRIZEFIE RS -
N
T RS IR A
AR2200-S V200R001CO01

5.4 STP/RSTP [RI2HiA

5.4.1 STP HIM & =
STP J&— M T a3k I W B ER B B o 384T W P AT e v 45 i 4 e AT HAS BT
FRIN LG TP ER B, 0 2 HE e 334 T PH ZE DUVE BR IR IR« FH TR 358 D AR (1 A b 31
K, RN C LA T AT R R i —

[ 5-1 212 Sim M 4% R B E

port1
S$1
port2

---+ Dataflow

Wk 5-1 FrosM g, S R

® BN ETEMEATH,
R AE T RS, XREARPTRAMM. B 51, st s L H A STP Py
Wo WS HostA K HT #iEK, ISAT FEHCSOR Bl oAt Y 5 48 #% % 15t 1 portl
WG 1o N 1 port2 )G H 2, SRS 1 port2 SRR ) — B A #R B A% ik ok
B 3BAR ST, T2 0 AN 5 A e i 45 103 1 port] B5, b, HASEEEA
W2 R RE IS, e AN m] 11 .

® MAC Ml % EH S8 MAC Hihb R g pioR .
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A IR - JR) dK A

5 STP/RSTP/MSTP

WIE 5-1 fiow, BMEE Rl s, WA T ag S8k & 1 MAC Hiht R IR EL,
DL PR AS #1211 MAC Hihibk .

v 5-1 Fros i) 2 this f7 T 4 XU, HostA R AE— AN BB 34 HostB, Bk
VLIRS HostB I MM 28 s 2, IR AL B %% _FAT 5K HostB ) MAC HUhER TR 1R
MBS . LI HostA 4% HostB [ FLERRSC, REASH % ST 1% 1 portl 4%
W, mT ST EERATHIN K MAC HUIERE R R I, 2% FFER SOR AR A 13 1 port2
o SRJEACH R S2 1% 1 port2 SR MK S port2 S AR I HLFRR L, ARJA
M portl At Zz. Wk, FEM G L, AN RIETI A  port
port2 Y| ML A KRIHAFER S, ZHBF L AFHB A D) MAC bk
W, IS T MAC R E S it T 25, RS MAC il R IR .

5.4.2 STP A4
HAEAE

STP &k k J2 Uil o SBATIZ ML) e A I A AT BT R B 26 R iR BR B, OF

BRI REA Ui DV EAT BHLIE, S 2RI T N 4% 25 A6 18 BY R OJC PR B B TE I 28 25480, AT

B7 1EAR SCAEFATE 1 28 AN G A= FNOJCBRAR A, 38 S0 1 o6 T 3 52 R ISOAH [R] R4 S0 e

HRES) TR

1247 STP Pl i) e 25K HIC & Vi & BPDU (Bridge Protocol Data Unit, #fr i3 &4k 5

J6) RHAEE, —BEFA BPDU. BPDU 40 4 # A2K:

® [it’® BPDU (Configuration BPDU) : HISRIEAT Az st o1 S AN GE 5 28 il #1114
o

® TCN BPDU (Topology Change Notification BPDU) : 44fi4h gy i AR, Tilf
T FH A IH S b 152 2% D0 4% 4 40 &5 4 e 2B AR A IR L o

(1 sem
fi. & BPDU F &4 7 X% 942 SRER & A RAE RN T E, EF 04280 T:

® RHFID: WARMEK LA MAC HHLZA AR, &/ STP M 4% F A HALH — Mk,
O ARFEAZRTTHE: BIARMFOGRIAEIEIZTAL.
® 5 EAMID: wiR MG KA MAC b2 AR,
® IEEEU ID: mA5A IRV AL B A O L AR R,
®  Message Age: At & BPDU £ W4 153569 4 440,
®  Max Age: fe & BPDU ik & F i@ A 6 S KA &40,
®  Hello Time: FtE BPDU % i% 64 B #1.
®  Torward Delay: % W ARASEAag2Eat,
— IR
P TR Y 8% 2 R A B AR, T4 STP 5 AN TAR#F (Root Bridge) M.
XF—A STP M4, WMFEEM P A A, BN EY.0, HA—E LY
PR o KA AR i 0 25 1 1 IR A5 40 1 B 25 AR 1k
W ZEUCSIUG , MM 2 F2 B — 52 RO [ [R) g = 2E ) Ah S L & BPDU,  HoAh ¥ £ A0 1%
WOCHATE K, AR ANRE 3, TR IE S FM R ER 2
AMEE
PR BT ST PR EAS B e 1D AN R TS
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P A - ey ek 5 STP/RSTP/MSTP

e ID
ID X432k BID (Bridge ID) #1PID (PortID) .
- BID: #fID

IEEE 802.1D #5#E-H LT BID A& 16 L IHFE5E4L (Bridge Priority) H5Hf MAC
HuhbAE . BID MROLSGZ0 by di s 16 47, JLAHIME 48 A7 /& MAC ik,

£ STP [, #F ID fi/ M S HLEAS I MRNT . A BARAT R ] 1 e e
F BMEESCE T THCE, BUEEEDE 0 ~ 61440, SRETHLLT, Mg
32768,

- PID: i1 ID
PID HH PR R EIET, 1 4 AL AR SEg, AR 12 A7 25 5,
PID H7E Rt ol R Ik Fee wim A EH . FEHENHE ARG R A A B b, b

PSSR T TR E, BUEVE R 0 ~ 240, SREEOLT, dmILsEgod
128,

(AARTY:
S AR BTT VAR ohr 3 O JE S R A AR 0] Lo A &, iR A28 L STP J63R3H L.
® BRATTITAY
AT (Path Cost) J&2— i 13, & STP Wil THEReBERE 2% (. STP P

VOB TR BRARTTAY, PRy “oltt” Bkrs, BHIEZ RIVEERS, KK BEET K
TCIRER RIS T I 48 45K o

FE—A STP W&, Jhu 1 BIARMr BT I AR TF A 5 A B 283 i 88N i 8% 11
AR T8 ST R, X AME AR B8 42 JF8S  (Root Path Cost) o

IEEE 802.1t " RUE MR T WIRR 5-2 Flros, i 25 B af T 7 RH] (KD A T i s e

AT © 0 HARA IR A+

FAHIA
= 5-2 IR FFEH I
i EE | imOER STP ERZF 4 CEFED
802.1D-19 | 802.1T legacy
98
0 - 65535 20000000 | 200,000
0
10Mbps Half-Duplex 100 2000000 2,000
Full-Duplex 99 1999999 1,999
Aggregated Link 2 95 1000000 1800
Ports
Aggregated Link 3 95 666666 1600
Ports
Aggregated Link 4 95 500000 1400
Ports
100Mbps | Half-Duplex 19 200000 200
Full-Duplex 18 199999 199
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WmOEE | wmOEx STP BZF i GfEFEFED
802.1D-19 | 802.1T legacy
98

Aggregated Link 2 15 100000 180
Ports
Aggregated Link 3 15 66666 160
Ports
Aggregated Link 4 15 50000 140
Ports

1000Mbps | Full-Duplex 4 20000 20
Aggregated Link 2 3 10000 18
Ports
Aggregated Link 3 3 6666 16
Ports
Aggregated Link 4 3 5000 14
Ports

10Gbps Full-Duplex 2 2000 2
Aggregated Link 2 1 1000 1
Ports
Aggregated Link 3 1 666 1
Ports
Aggregated Link 4 1 500 1
Ports

(RARTY
st FRAEERS, a5k R RRBAMFTARE S Up #9R A 2 89k FZ fn,
ZERixY
NIRTEM 28 AN SR BIR TS5, BRI =250 IR, Mlim ORTHE & H o LA
FEEGE 52 A S
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[E 5-2 STP M4k 45+

root

bridge A B s2
g== PC=100;RPC=0 PC=100;RPC=100 g===

PC=100;RPC=0 PC=99;RPC=199

A B
PC=100;RPC=100 PC=99;RPC=199

S$3 PC=200;RPC=300 PC=200;RPC=300 S4

PC: path cost
RPC: root path cost
B oot port
O designated port

X blocked port

® iiHr RB (Root Bridge)
R MM ID f5e /MM, kA2 B E BPDU PSR S0k H f /M ) BID.
® R 1 RP (Root Port)

JITUR AR g 11 3t A AR B AR T4 o/ IS 3 11, AR 1 D S 17 AR 7 1 e K »
XA L IR ARHE AR IR B AR TT A P52 . 78— GBI LT ERE STP )3
WA RN, AU . R, AE—NIatT STP BN B AR b
HA HRA A, AR R .

® f53€u 1 DP (Designated Port)
F8E M 5 T8 E uti L A LS 5-3.

R5-3EEMSHEERABE N
S 5 EH & Ewm A

PG | SANERRMEIF B AATTm | 558 B AU e B B
i AWERBCEN BB | Ik

KN RN | G ST A X B R B R | TR e ) A B I R
ms SR E-S 3 11

il

Il

i 5-3 fif7s, AP1. AP2. BP1. BP2. CPl. CP2 Zr5IEK/R¥E44 S1. S2. S3 (1
]:]0
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Huawei AR2200-S Z 414\ % H 2%
P A - ey bk 5 STP/RSTP/MSTP

- S1aERbuG I AP i) S2 B R Bl &, W) S2 g EMrmt /2 S1, 5 um H it &
S1 1% 3 AP,

- SR LAN MERA W G54 S2 F1 S3, Witk S2 11 3¢ ) LAN %% R i & W
K., W LAN ¥ EMat 2 S2, F57E i L w2 S2 ) BP2.

B 5-3 I SiEEiR AT EE

S1

— EARME. W AR b LIRS, NIRRT e e R IMRE TR, R

AR R o L A R i, AR AR AR 2 o 1 AR AR F-FILZE (Blocking) RZ,
EATAHE STP PSR ST AL AT i

AN LR T
STP IEZSA VU LLAR IR, MRV BARSE R & { ARMr ID, BRUMARESARTTAY, Mik
# BID, K% PID }o
fic'& BPDU Hh #5415 A us M ) 1 5 B a3 5-4 Fiw.
F5-4 N EEFEFER
FEBEANR FSE L
HAF ID B~ STP W48 HAVA — MR
FU AR A A JIERCE BPDU (#3551 2R 186 55,
K%V BID KL E BPDU [ 45 [#) BID.
92 1535 1 PID % S BPDU (13 1119 PID.
STP W &% () HoAth B 25U 2 S BPDU W R )5, K LbaER 5-4 TR 7B, TN FEA
P R I
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A AR - JR) d5K A

5 STP/RSTP/MSTP

[RARTT

e STP i+ Fid A2 o, FRGABHALAR AR 49 R ),
® /N BID: HIRIEZRMT. 1247 STP WK 4% 2 [BAR R 5-4 PR 7r ID B

/MY BID,
o /N BIHRERARTITY . FORAE AR bk B 10 . EARME b, FEAN s 1 BRI
A2 TR AR 2 0.

® I/NKRIEFH BID: &84T STP WK & EAE WIS LA AR % A2 F A AH 45 (1) i 1]
Z R IEPE G TR, Jl Gk STP PS5, Rk B B B & v S k1% BID
BN AN . B 5-2 B, % S2 1 BID /T S3 [ BID, U1 S4 (1] A
B WA #2211 BPDU HL I AR B8 A2 AR A, 04t 1 B ROk R i 1 o

® N PID: A FAEMRESETFAAH RIS T, ASBHZES /N PID [ 1, i 2 FH 2E
PID {H5 KM . Wi 5-4 Frosfiol & PID A #24ER, S1 Wi A [#) PID /)
T4 B () PID, T 1 _EWc#) ) BPDU B, HRRAR TR . RIESH N &
BID #AHIE, Bt LAY BREA B Ak P55k LA PID.

5-4 7 A2 PID #1T LI #R 11

S1

9,

==

S~————

R
S2

O designated port

X blocked port

T fhim MRS

SEAT STP PHsL i 4 L3 FLIRA W 5-5 P

T 5-5 i RTS

i OR 7S

HAY

AR

Forwardi
ng

i I B e & AL i e th % & BPDU
WL

AR i 1 B € i A" BEREN
Forwarding R %,

Learning

B ARG R P R
MAC HihE, (HANEE K i

REORAS, B9IN Learning AREP 11
[T 2N

SCRYRRAS 01 (2012-01-06)

AR T B

BRI © SR AT A 7

69



Huawei AR2200-S F A1 MV i H #%

P A - S 3 A

5 STP/RSTP/MSTP

WARES | BR 1% Af

Listening | A€ s A (5, B2 AR, R | RS
Uity RIS 28 Uity 1 o

Blocking | dfif F AN I AL B BPDU, ANEe | BHZE 1R 20k A .
KR .

Disabled | 5 I AYANEL K& BPDU 30, A | i FRA A Downe
R PR .

i PR IE LI 5-5 o

& 5-5 i QRS TEBE

&)
@ Listening
€)) @
@D
Y Y
Disabled or D > . _ @ :
Down < Blocking [« Learning
7\ ©)
@ ©)
@ ;
Forwarding
1 i AT AR L B A e
2 iy 1 45 P B i 2 AL
3 iy I A Ay R i 1 R A i
4 Sy AN PR AR S 1] B4 o i )

5 Forward Delay Timer;&#

==
A =

Ak A PR 8] B3R B A5 5 &4 H LA T MSTP AZX,, 4 A MSTP 42X 9#:3] STP
X, 1BAT STP Wil 6938 & L 10 L Fradsn v R A RARFFF= MSTP X369 0 R &
—#, A FeRAEIL 4% Forwarding. Learning #= Discarding, 4=3& 5-6 Ff .
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P A - S 3 A

5 STP/RSTP/MSTP

% 5-6 ifm IR TS

im QRS | AR

Forwardi | 7ERXPRIRAS S, I DL & H F & e/ k3% BPDU i 3,
ng

Learning | iXJ& PP IRA . 7E Learning F, AW ASRIFBIMH FPiiE, #

#MAC Ml (HAER P da, by SR
Learning JRZ 13 LU/ k1% BPDU )30, AN R H i

Discardin | Discarding RZ )35 1 Y BPDU # 3L,
g

XFF STP, S b RN LSO LR 3 AN 24

Hello Time

1247 STP WML 2 RIX L & 5. BPDU FI [R] )RS, T e A Al B i A 105 A7
FEM kR AR Hello Time ISR 23 fi J] FBI R B2 4% 500X hello 4130, DAFIIABER 2
AT o

MM EIRMEE I, SRS ERMME US4 2. BRI ek
tHi ) BPDU $i% 3C P73 24 15 B DA i) FA ARAR A A i v I A8 25 R (H 2
AL G, TCN BPDU FJRIEAZIX AT e A HEL

Forward Delay

WAERSIT R W AE IR I (0] o B WS 25 5 | 5 9 28 ST b AT A6 o T E 5, A2 BSOS 1)
SERK R AN AR A o AN I FE T H AT 2 R T IO JE VA ST AR i A Y ¢
Qi SBr I S RR g VR R i S 0T G SO R B, ] e o B B PR B
i, STP R T —FRRZITAUN, ik ko RN Fi v 2245 2 £5 11
Forward Delay %L J5 A BEHE N3 RORES,  IXANGERLRAE T 587 A0 BC 27 B AR 4
W2, MRS L 7 I s A 1R A
(AARTY:
Forward Delay Timer 4§ —/~3% 7 & F Listening #= Learning K A 69 & 3 4: 0418, BKIAZ 15
#. BP Listening K A4 154, [/ Learning REFHFL 154, XIAMKRE T4
4 F Blocking kA&, XER STP A T %15 B 35864 K42,
Max Age

5ti 17 BPDU R SCEAI ], Al ZEAR M bl ok 6y & N s 2 et ] . S i i
T, ¥ %) BPDU $#3CZAG I A2 20 756
Max Age il i it & BPDU W SCHIMEH, W PRIE Max Age 7R3 i —3, 21T STP
PRSI N 28 AERR AR ¥ & B C & BPDU i 3C S5, R SCH 1) Message Age Al Max
Age ST ILEL:
- W Message Age /NT55T Max Age, WHZAEMRMr e 25 4k 225 R i & BPDU i
e
- W Message Age KT Max Age, NHZACE BPDU HOCK # 2 1k . iZAEMRM i
H#HBEEFZALE BPDU, AN HRE K, SERRMFER LN,
(0 8
4o R B E BPDU ZARHF L 49, W) Message Age 4 0. F M, Message Age Z AR K 1% 3|

L ATHR4EICE] BPDU 69 & 0510, @istbimatnt &, ER%EAF, B E BPDU RLZE—A4
#r, Message Age 387 1.
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P A - Jg 3 A

5 STP/RSTP/MSTP

IEEE 802.1D "} &4 e Xz 5-7,

F5-7STP &8 (BLAIZER)

SH HREE ElZEE BESEE

Hello Time 200 - 100 ~ 1000

Max Age 2000 - 600 ~ 4000

Forward Delay 1500 - 400 ~ 3000
5.4.3 STP 3R T8

TERTIHI A TH ID BRI AL ) ID S5 E, P X Ls(s B &l BPDU
PSR SCAR A -

® [ilE BPDU & —FMulBkiR 3, R EimI{ifE STP, WA E BPDU st <14 M Hello
Time 5 I8 B 2 A4 s ] 1) o Mg o iy 10 & HH o

® TCN BPDU i 7F 3 #5450l 21 9 25 35 40 K A AR I A H o

BPDU i 3C#E E4E LUK W B mi,  H i MAC J2 204k MAC: 01-80-C2-00-00-00,

Length/Type 7Bt MAC B K J%, Jaifise LLC 3k, IEEE & STP {&F | DSAP Al

SSAP iy 0x42 [f)fH, UI & 0x03, LLC ZJ5#& BPDU #R3Ck. VAR Bk X & 5-6
JIi7R o

5-6 LUK P &3 miA& =

Bbyte Bbyte  2byte 38~1492byte  4byte
| pvac | swac [lengthliidsnad  Data | cre |

|DSAP |SSAP|ControI org code |Type |
1byte 1byte 1byte 3byte 2byte

it ® BPDU
W% BT BPDU 4R 3C £ 345l & BPDU.
IR FE T, REANRER 8 R LR E BPDU. (HAEM 23 iasE LUE, RN
g RIERCE BPDU, HABMAEW R B kIR E BPDU f5, A filik ki% H NS
BPDU. fit'& BPDU M £ /058 35 NFEAT, A% TH ID. A2 FFaS g K 1D 252
o HAAYKI%E 1) BID 8 16 PID AN 7B b /045 — N RIAS MR 0 AN ]
BPDU R A WAL H, 0 EF. XFPEREG T AL HRI A S F {5 B — 201 BPDU 4R .
i & BPDU # SCIEAAS X WnFR 5-8 Ao
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R PE R IA - Ry 5 STP/RSTP/MSTP

%% 5-8 BPDU 3R 3CEAKIZ

15 Fi 158

Protocol 2 BE 0,

Identifier

Protocol 1 S 0o

Version

Identifier

BPDU Type | 1 17 BPDU 257
® 0x00: fic’# BPDU.
® (0x80: TCN BPDU.

Flags 1 ® Iif//=TC (Topology Change, #ifME1L) Priki.
® 55 {7=TCA (Topology Change Acknowledgment, ;i

IMARACHIND) FRi&.

Root 8 A RTARMF ) BID.

Identifier

Root Path 4 Aty BT BRI T4 o

Cost

Bridge 8 A4 (1) BID

Identifier

Port 2 K&i%1% BPDU [ 11 1D

Identifier

Message 2 % BPDU H1H B8

Age WIRECE BPDU JEMRM A 1K, U] Message Age 4 0. 77
I, Message Age J& MM A2 2 T 2] BPDU 1)
ST, CFRAE RN A . SEPRSEI, FLE BPDU it
YA —MF, Message Age B 1.

Max Age 2 HEZAFR

Hello Time | 2 %3 W5/ H1A8 BPDU FIIN TR

Forward 2 24 Listening A1 Learning R A5 RS2 0]

Delay

bR Boan il 5-7 fros,  STP A U T 1 Hodge i L AR ARAY

& 5-7 Flag FE &R

_ Reserved o
Bit7 Bit0
TCA (Topology Change TC (Topology
Acknowledgment flag) Change flag)
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A IR - JR) dK A

5 STP/RSTP/MSTP

TCN BPDU

fic'® BPDU fELL T 3 Fid& il & 774

o P STP, WIACE BPDU e %M Hello Time 5 I 2 e (19 5[] [ [ M Fi
SE Ui T HY .

® Uil MK EIBCE BPDU W, M I FT7E I 2 1n) 5 QRN 8 g b & i —
' BPDU.,

® Y4IEEim LI H [ O ZEMECE BPDU I, 233710 R ik & & i% [ . BPDU.,

TCN BPDU W25 LL#g o, HA53R 5-8 A H I 3 ANFB: Tl FRARIZRAL, 2K
7 B[ 2 0x80, KB A 4 M.

TCN BPDU 246 1F Filidh b AL ) B A ik dn M40 im %0, BRI A . TCN
BPDU ZEUT R RGO T 2772

® Ui [ RASAE Ay Forwarding K7, HiZk s L2 — Mg,

® J&Ei I F] TCN BPDU, [#R#r5H TCN BPDU.

5.4.4 STP R M+E
5 R RATE L T TR

W2 h BT I i RE STP PRisUs, R G B dliAy B ORI . U, BEEBER
SORCKRBCE BPDU, I AN AT Wi, DrAT (¥ D #04E T Listening ARa. Py i
MAZHACE BPDU Ji, #EATIERS AR, JEHIARMr. M A & i 1

1 RIS

wiEl 5-8 s, H O FREMPYCA R T AR ID (B EL S1_MAC 1 S2_MAC
REW S EAN BID)  BiHMISAITAY . Kk BID. Ai%uq I PID MR 7
41. MCHE BPDU 2344 M Hello Timer FHLE IF1 I [A]AIBE K A I%,  BRIA MR JE 2 75
(RART

o FHAAGAA § TRARK, FrA LA 0 BT 4 69 BPDU ¥, HRAFTEAZA 48

4 BID, Root Path Cost F ¥ & R it#) ZIARMF 4944, K24 BID £ A T4 BID, 3% 1 PID
K i%£7% BPDU 3 1 #4352 ID.

B 5-8 MIIA1IEEXE
{S1_MAC,0,S1_MAC,A_PID}

= o =
¥ A B A R
S1 {S2_MAC,0,S2_MAC,B_PID}  S2

— H AN DRI SRR BPDU $R3C, B H gt EiZ BPDU i 30 H ) 4k
R RS B 1% DA TS ) BPDU RS0, L ENE 1 E &% BPDU
3L,

40 k3% BPDU #-OCI, 45178 Sender BID F B (K] it [ % BID, 1Mt %
Root BID FE (A A H UMK BID. W 5-8 Jix, S2 [k B i T8
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Huawei AR2200-S Z 414V i d1 2
P A - ey bk 5 STP/RSTP/MSTP

2| 7L BPDU, MMIMACH IR ST 2Ry, 485 S2 it HAthds 1 F A% BPDU (1)
I, FERE BRI S 2 S1 BID 1o B BEARWIAS AT, EHBTAAL
0% £ I BT it ) AOA AR A A R 1K), DEBARM O i B se k. Wl 5-9 Frnil

Wiz~ B o
B 5-9 iRt =R = R
Priority 32768
A MAC 0000-0C12-3458
[1: iﬁiisz
I Priority  |32768
Priority {32768 S1 S3] ImAC 0000-0C12-3457
MAC 0000-0C12-3456 root
bridge

2. MR Ik R

BN MM e & AR — MR 1, Mo % F— AN gkl H A —1

R it 1 PR A 5 A2 B0 B MR e T ) it 1, X Bl R 7 S b A A 5 R VAR B A2 TS oKk

JE ), BB AR A A B/ I s e AR i 1 . G ] 5-10 B o ik 25 7R

%@0

(RRRTT
BRI AT A4S 6 B ik 38 2 k3] —A BPDU 35, %Iz BPDU 4R L+ R iH4R3%
PRI FEEMA, Ao Lok O K G 6935424 . P8 iZsn 0 KRG 693542 48 RARIL HL ik k34
F4E, IAMERBR O EF, TUANBEL., 4o B Loy ot FF 364 R iR 42
F4548R), R4 RAFIE| K % BID g A0 s O 4E hARsE O,

5-10 1Rifk DX ZERE

A S2

4 19 (cost) port5 porté 19(cost) I

S1 port1 port3

root &2
bridge @R< % 83
port2 port4
19(cost)
O root port
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Huawei AR2200-S Z 414V i d1 2
P A - ey bk 5 STP/RSTP/MSTP

3. R O RIEFE
7E W B E A e Ah g 0 g2 A CRIE & A& % 1) K1% BPDU L SCH g 1,
e M B R e u . Wik 5-8 Frow, e S1 1 MAC Hihik /T S2 1) MAC M
b, D) ST R DAA&%%EﬁDOE*¢M&L%ﬁ%%ﬁD%&%W%¢ﬁ
W B4R e MF . S1-S2 [a) W BE 48 e F & Sl
WIS, A e e it 1 RIAR Bty 11 AT DA 55 ROIRAS o« FoAh i 1 #4152 Blocking R
&, AR PR

HAFR 0 BT oty L 0 e i e o 1 CBRARMP A EE EAEAE IR ) o WP 5-11 Fondis e vt
HikzsRm i,

B 5-11 5 Eim MR =

m

BID:32768.0000-0C12-3456
A S2 RPC:38

= SBID:32768.0000-0C12-3458
Ll PID:0806
19 port5 port6 19 |

| | BID:32768.0000-0C12-3456

RPC:38

SBID:32768.0000-0C12-3457
ID:0803

S1 port1 port3

root S3
bridge
port2 port4
19

O rootport
@ designated port
X blocked port

FRIMETE
Wi sE o, MM AR 44 Hello Timer K& IS [a] [A] 55 A& 16 L & BPDU 30,  AEARMF
WA MRS D EIC & BPDU #)3C, Jl e e ek BB Bt e et A cm
(L e BPDU, ARFR MR & 2R B O HC & BPDU 455 45 BV EE BT 1 CURH N ) ity
LA & BPDU 15 8.

STP #hIp Tk
STP #i#h AL AL B FE an P 5-12 oo
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Huawei AR2200-S 41 4l i#% 1 2%
P I -

5 STP/RSTP/MSTP

5-12 PR Z M E R EE

Non-Root Non-Root Root BPDU Flags
Bridge A Bridge B Bridge Type TCA | TC
O — O TCN N/A N/A

-— ) Config 1 0
@ ® TCN N/A NIA

P - @ Config 1 1

A _ Config 0 1

- - }@ Config 0 1

- - Config 0 1

\

TC flag continues for a total of

Max Age + Forward Delay seconds (Default=35)

1. MBI RAEZIE, T & AN E W n) _EJ7 %K 4 &% TCN BPDU # 3.
2. BUFEACE] R A RSk TCN BPDU R 30 )5, R348 € i H 43 TCN BPDU

HIC. HE s WA AT AECE] TCN BPDU R, (HAZ LR,

3. USSR E BPDU R K Flags () TCA 738 1, AR5 KIEE k4,
0 NS 15 1 1% TCN BPDU 3,

4. EyREEE 4 TCN BPDU )30, [ARME 7 10 Ki%.
. HEPER L. 20 3. 4, HEMRME TCN BPDU #3C.
6.  HIHFERECE BPDU /301 Flags [f) TC A7 8 1 J5 k3%, A1 NG5 B B B

MAC Hbhik 7,
(AR

® TCN BPDU 4R & A k&) Lk & 7) ZARMFE Jodadb HAL.

® F /ity TCA #Fittife B BPDU R X T 22 3% &8 k& 4o T 3k & L 2 4nill 3640 B 40, @
4n T % &4 1L & 3% TCN BPDU 4R 5L,
® F (i) TC #7it#9fe E BPDU R XL %2 Lk & k440 Tk 40P R A T4k, FT#H
X & HEMRH MAC ¥obt £ 30, Mdmik 2| bkl sad) B 4,

LB 5-11 B WIAR A AR A0 0 s 1 20 390 A 7B MBI 2 3 b e 8

® RN M
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P A - ey bk 5 STP/RSTP/MSTP

B 5-13 $hiM U R EE-RIF AT MBS

A S2 B
| portj a port6 ‘ﬂ
root root
port2 port4
0 rootport

© designated port

W 5-13 Fios, R A RS, %4 S2 Ak % S3 Z IAPK Fpe 25 MM . ¥4 S2
F¥E 46 S3 Z AR AZ H.AEC & BPDU 30, & H AR .

® IR E I L A AR

5-14 }hiME U T EE-RIFIEEiR A L E W&

A S2 B
| port5 i i port6 4
S1 port1 port3
root sS3
bridge
port2 port4
O root port

@ designated port

W 5-14 fior, HRAFIGER 2 portl K AEMFE, S2 F1 S3 kxS HL'E BPDU i
SCH port6 A A MR 1

[, port6 4% forwarding IR )5, 24 KI% TCN #3C, MRMFIE] TCN R
Ji R Al 5 % 3% TC 4ROC, AN A 1% 2% ELIEMBR MAC £ I0.
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Huawei AR2200-S F 414\ % H 2%
P A - ey bk 5 STP/RSTP/MSTP

5.4.5 RSTP *} STP Rypi

IEEE T 2001 £ &A1) 802.1W Fr#fE X T RSTP (Rapid Spanning-Tree Protocol, $Rif
A0, I MBET STP B3, X EAT I STP WRsCiAT 1 5 0 40 B 42 o b
P

STP A B4

STP WS B AR BES At PR PA i 2, B oty - 230 SIS, S 1 I A .
R AR G R, A S B S LI, NI S BT Al A5 P
T, R R

STP (AN 2 ZA0UT T -
® 4G, STP By 4HEX b R VA 0, AR T W73 25 ) i
W 256 WML AR AT R T P S 75 8 3 0 m LA X 5
- MWHI M ERE, Listening. Learning F1 Blocking RS FHEA X, #RFEAR:

KR
- WA FHRNEE B A1 BRI, i 1 2 TR e A SR D I AN T3 IR, e T
S 1 B (14 A1 €2

v RN 5 B 0] A#RAR T+ Listening RA&, A GEERAL T Forwarding HR# .
® LUK, STP FLZMEaNMEE, HOBUE N5 1 77 A Wbt $hA8 4k, eSIod &

=

.,

® LK, STP [NANAESRAEARVE Mndhh, RIF LA HACE BPDU 3L, 1Al i
F AT, AR STP 4.

X FEIR MR I E R R Z —

RSTP X STP Agsuis

HUAR STP (/S AL, RSTP IR T 3 TR, HEHOIN T 2 MO f e, I HARI 1R
VEFS AR IR A B GRS R B SR 1, AT A 2 53 2
S TRt T Hb R

® it LA TR AL, SR T AR OB i IR B AR

SCRAFEA 01 (2012-01-06) LA I 1 79
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Huawei AR2200-S Z 414V i d1 2
P A - ey bk 5 STP/RSTP/MSTP

B 5-15 i O A r=EE

S1
root bridge

root bridge

O root port
@ designated port

X Alternate port
@& Backup port

b 5-15 Pras, RSTP Hovi A EIAT 4 B MmO, F5E 0 1. Alternate i 11
Backup i I .

FR ity VRN F8 2 ity I B 4E H [R) STP Bipist b e X, Alternate iy 1 Al Backup it [ F 5 A&
W

- MACE BPDU S0 KL S K E
- Alternate ¥ F gl e B 124 ) B8 MU A 24 0T & BPDU 4% S 1 BH 2 )

[,
- Backup ity 2 i T24 2 31 F S E R & BPDU ) 3 FHLZE it 1 o
- MNHP R EAERE:
- Alternate %fi 3L T MFG @ AT RIR 1) 75— 4 v DI A, AV AR it 1 R #44
Ui 11 o
- Backup ity /E A F8 20 20y, 3205 T 59— 2 MR AR Z1AH 13 I BE 1) 2443 il
%

25— RSTP 3N B A7 i 1 73 B A € R i R il A2 B SOt /e
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P A - S 3 A

5 STP/RSTP/MSTP

st PR ZS PR F0Br ) 73

RSTP PR HEIEIT JE R 1 5 PR GA00A 3 Fle M o 2 4% R H P it 2
> MAC Hisi Rk 5

- WRANEE R PR E A AN ) MAC #uhk, B4 FUIRA 2 Discarding R 4.
- MRS R PR AR AR 24 S MAC Hihb, FBA 0 FUIR A/ Learning R 45 .
- WUREEEE R AR X 2] MAC HihiE, T84 FDIR A ik & Forwarding AR 2
Wik 5-9 o, Hiitum  DRES S STP BUE o FUIRAS HhAs

(10 +mm

USRS FR O R ERRH LRIEAN, K593 7T 550 A s lhessaiks,

% 5-9STP 5 RSTP i RS A EINFE

STP & CR7S RSTP i AR WOERIMPRAE

Forwarding Forwarding AR T 45 € i ]

Learning Learning A FEAR G 45 v

Listening Discarding ALFE A T 45 i

Blocking Discarding AHLFE Alternate ¥ 1. Backup
Uity 1

Disabled Discarding AU Disable

fit & BPDU #% 0 es, 7843 FIH T STP Wristil X 1% Flag B, WIHG T 3t 114
.

EBCE BPDU #CIts =, B TARIEAT STP M IEA 2 4h, RSTPAET 1
4‘%5@6:

- Type 7B, MCHE BPDU KAUATLE O 1fi A& 2, FrLhigqT STP 1k %Y RSTP
fIfc & BPDU W& E5.

- Flag B, fiTH TIEREERE I 6 A7, XAEKCEECE BPDU MY fif RST
BPDU, #41f& 5-16 s

5-16 RSTP Flag FEZ &5

Bit7 Bit6 Bit5 Bit4 Bit3 | Bit2 Bit1 Bit0

TCA | Agreement | Forwarding | Learning | Portrole | Proposal | TC

Topology Change Topology
Acknowledgment flag Change flag
Port role = 00 Unknown
01 Root port
10 Alternate/Backup port
11 Designated port

® [it'E BPDU [\ 4bH KA A4k,

SCRYRRAS 01 (2012-01-06)

LR AE R 81
AT © AR IR A+



Huawei AR2200-S F 414\ % H 2%
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- RIMEE S, TCE BPDU HCH KRR T A

WAMEE IS, ML Hello Timer FE (S 8] 8] 5% A& G5B BPDU.  HiAth R4
BB 25 AE U R B3 46 R IE R R IIC & BPDU Ji, A2k & Hilid & BPDU,
W7 AqH 15 STP Wil i HE 2% Hefe . RSTP XhibkikdT 7 ododk, BIEFRAMEE
Ja, AR 2 e N B AL K I BL E BPDU 30,  JEMRMF & & AT58%
2 18 Hello Timer At 1) I ) 6] [ & 35 1 & BPDU, %47 A5¢ e i G #a H =
AT,
- S BPDU @ i
T R — A 3% 22 3 4> Hello Time B8] N B W B 37 & A i il R I Bic
BPDU, A% &IN5 AR fa Z TR P RS 8. 1iANMS: STP ARFE TG 2250554
—A~ Max Age.
- AP XEE BPDU
M —A EOECE 3 4R e MF & R 1K) RST BPDU #RSCH,  Zm H 2% H & -
f) RST BPDU S5 2] RST BPDU #H4T L4 o
W iZm A7 5 RST BPDU [AL5E 4 = TU R RST BPDU,  JS 4 %3 1143
HEEFUEIM RST BPDU, HP[RIRY H S A74i# 1 RST BPDU. 4 Ly 45U
B MU I A RST BPDU Ji, Ui &2 iR 211 RST BPDU i) 31 AH
I B Ar B R E 3 CA7FiB 1Y RST BPDU.
HHL, RSTP A3 REE BPDU $R SCAS P T AT AR i B 4 28 ok A e e e 4 0 e
5 O NITYI L RN E
®  PRidSk
- Proposal/Agreement Ll
A DR ZS O R e i D 2 5, fE STP A, 1% 1 /0 BAER—A
Forward Delay (Learning) [0 A4 & IE# # Forwarding {RZ5. 1M7E RSTP #, It
Uity 125 95 1HE Discarding JR7, FHE il Proposal/Agreement AL B EE A
Forward R7 . IXFPHLHIDAILE 3 5 X LM B .
Proposal/Agreement HLifiITaiF% P/A ML, TFEANHGES W RSTP AR5 1) P/
A P
= g R D 4L )
T S 28— AN TR, A 45 b AL Alternate i F1KS 8A A i 11,
HEN Forwarding R7. K IHILIXAS Alternate ¥ R (1 BB MRA MR E
i ] DB AL AR A
P A B AR g R R S 5 R R L, PRGN REIATE W RSTP HoAR40 5
[f) RSTP $h Mk AL B
L. SAREIEIPN
fE RSTP HLIfI, K —ANFae o AL T AW 2511140 2%, BIAN TS HADAS 4 1%
TR, M HR S A HAE, X ARl S .
& AR AL FRC E BPDU, A2 5 RSTP 2%, W LLH Disable H 4% 3
Forwarding IR, HAZLIINGE, st ¥ STP A5 H . (Had— Hil S
FEIfLE BPDU, ik TG g v, Oy IE STP & [, I HidiT
AR TEEL, NI 5 RS 2% 72 35
® {RIFIIAE
RSTP $2 LR I REWIER 5-10 R
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% 5-10 {RIPINAE

RIPIhRE

&

IR

BPDU {4
1

EAT P £ b, WH %
EH P &g (g PC HL B
AR S5 s S A 1 24 AH
T A i G A 3 S 1T
IEEAEOE, %00 ARES
e RST BPDU. WA A
thit RST BPDU W BiAL
Pt £, 24l S 11 R0 5
RST BPDU i}, AZ#pis54s
EELESUE ST ANES & WAE | Sl
Sgu 1, FFFHTEAT AR RO
TR, T 51 44 75 9

T4 LR s T BPDU {RI I
Jes Wi s RST BPDU, i/
ZEut CUEA % shutdown,  (H 230 2k 11
JEPEAA, AR RS, B
shutdown FrJi1 &kt 1 - RE H X 2 55 BE
BT

HRERY

R AN Ok P I E Y
WA 28 v ) B i,
BV T RE SRR 5L
2% W =% RST BPDU, {1143
PrFARMF R AR AL, T
5 RS DR 48 4 D 45 R I A R AR
8o IXFIAGIER ML
b, & FEUR RN ZIE 5
THURE I PR AR T | B
i e 5 A L E S HE

X H Root fR4P DI RE 45 2 i 11

oo A B B RFF R e im 1. — B
Ji3 I Root £R47 Dy fig (48 5 i B
SR I RST BPDU I, 3 FURZS
P51k Discarding IR, AN KR
o (RS — B GEs o A
Forward Delay) , W15 —H KA
R Se 2 =i i) RST BPDU, ¥ 143
H 8Pk &2 21 1E % 1) Forwarding JRZ .

1 ER

Root #R¥F 7 i R AL 4G T i 0 LB E A 2.

NS

{EIZ4T RSTP Phisl ity 4 2%

rh, R 1R A BH 2 g 11
RS RMEEAWTECOR A L
WA 25 1) RST BPDU 4
FFo

2 i T I T FE B )
PR 5 5 X e TSN 3
K H YA e 3 4% 1) RST

BPDU Hf, MEHAZHBE54
TP G o JR ST AR
Uiy 1o A0 g ¥ e v 1, T
Ji 5 1) B 2 s 11 23 % 3 %%
RARFS, I A 8 9 2%

EJR8) T ISR DIRe e, W S
8% Alternate ¥ I K I UEAS RISk B |
JEH RST BPDU I, I i 45 A H T8
HOAE R Cln S AR s 1 e N
Discarding IRA) o 1My FHZE s 1) 25—
BHRFFEBHFERES, AR, i
ANSAEM LTSI M. 2R o 1 5%,
Alternate %fi [T %] RST BPDU, i [-1HR
BA M I B Forwarding JRZS .

1 FA

IRHARY T fe R BEEAR IS 1 3, Alternate 5%
=0

T B B
SCRAFEA 01 (2012-01-06) LA I 1 83

AT © AR IR A+



Huawei AR2200-S 41 4l i#% 1 2%
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RiPThEE

=2
g2

IR3E

i TC-
BPDU 1%
i

TR E] TC BPDU
®CE, SPAT MAC Hihk
FIGUFT ARP 2 I () i B 45
fEo WA AN hig TC
BPDU ] S8 & Ui A8 e %
I, ATV AN ] N 2
W #1R £ TC BPDU 4R 3Z,
B MR S & 1E
AR K AAH, 45 R8I
TE T RAR K FE S

Ja HBj TC-BPDU R C ¥ hge ), 7
PRI, AZH R 2% A0 R TC BPDU
WSCHRE TG E (B ) BT I ) S
28, BB R ERIREUE 3 ) . R
TESRALI (R PY, ASHR B #& AEN R TC
BPDU R Hm KT ECE MBI, W4
B N A H I Fa e RS XL
A48 A ) TCN BPDU #3C, &It
PRBN e HORH g — A B IR X
FETT DUEE G A Z ISR MAC Huhik 5 I
I ARP LI, MIMIE B LR &1 H
o

5.4.6 RSTP ¥ AZHT

P/A #1!

P/A ML Rl Proposal/Agreement ML, I H FEAE— N5 e i S dE N Forwarding &
Ao WE 5-17 Jrox, P/A Brigid B 58 R 85 LU LA i 1132 £

5-17 Proposal/ Agreement Ji2 7R E
MntiasE s

=

I E it 1 2y
Forwarding
N

B

Jikproposalit 30, iR PIE VI

=

AR 11 PHLZE A AR S

K iZagreementiil

I, AN
Forwardingth#s, I L
Wi Kk i%agreementfi

O s H
© R

1. proposing: 44— M€ i 1 AbT- Discarding 5, Learning AR, %8 EL, Jf
IR 1 4 A 33 Proposal 4 4% E 47 (1) RST BPDU.

2. proposed: 43 FISCE i R4 i Sty 11 A K 4577 Proposal 1) RST BPDU I, %748
HEM . REEIRRA B FI R E i A S PE Forwarding JRZ

3. sync: 24 Proposed #{E N LLE, WH] Proposal [ KK B SR 1 &
f7 sync A, T E) Proposal ffeE4 S H W) 253k A\ Discarding R4 .

4. synced: 43 % 3| Discarding IR 5, 234 H T synced A2 B 7. Alternate iy
1 Backup it R S 14 1 A %A . HR o 1 A A3 11 synced.,
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T HoAt I 1 synced EACEAT, M 208 H O synced B4, R)54%A] RST
BPDU, H:H' Agreement {7 4% B A7 o

agreed: 4355 142 F]—> RST BPDU I, #1%i% BPDU 1] Agreement 74
B Hd AR O Boe AR, 1R BB A . Agreed AR HE - HARCE AL, $i5 € I
Ly % N Forwarding tR7 .

5-18 Proposal/ Agreement T2 7R &,

S16==

~

R

p0

1 Proposal

3 Agreement

2 sync 2 sync 2 sync

NS FPIRES)  CBHZE SR 1D CAN S0 o FRRES

O fgeum
X Alternateiii [l
GRS s

ke 5-18 o, MRAE S1 AT S2 Z [ABFds N T — 4k . £ UARREA T, S2 A AMLA
Ut 1 p2 J& Alternate ¥iij -1, p3 J&¥45 €40 - HALT Forwarding ARAS, p4 BilZim . #Hr
BRI G, P/A DRI FE A R

1.

pO Al pl PIANG 15 E#RSE 8 € i 11, & 3% RST BPDU.

2. S2 () pl HYREIFHLH RST BPDU, 5 Fnil 2] [ O i 1, A 248 5 b
1, {51k 3% RST BPDU.

3. S1 1 p0 #k A Discarding JR#A, &KX RST BPDU 4t} proposal & 1.

4. S2 WEIMMY Ak K #5717 proposal 1) RST BPDU, F4iKs B & HI T i 3k sync
B

5. p2 C&PHZE, REAL; pd BA&uH, AZ5EHE; U L EHEE LSS
JE Ui 1 p3.

6. p2. p3. p4 #BIEXN Discarding IR JF, 54 1) synced B & E A7, #RuH pl ¥
synced B, TEfE[ S1 & [1] Agreement £/ & 71 [A]% RST BPDU, i% RST
BPDU #5 Fl NI A MM A K (1) BPDU — #0155, BR T Agreement 47 # {7 2 Ak
(Proposal filiE%)
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7. 24 ST AT H SRR A H ) Proposal HIBINY, A& 1 p0 5 ik N Forwarding
KA

DL b P/A SRR AT DA gn) i Ak sl At

HS EXFT STP, 455 o H B R rT DUR TR TG, i B T O T B

B, AR RSN T, A4 00 10 s RS A E , WA Db B S A A b —

/I Forward Delay BT i I 4 GERE T4 & o 1 RSTP [ £ % H Wil & i B M, 18

FBAZE B SRR F R PR UEAN S R IER S o A P/A BLHIER T b i 1 5 2

Forwarding R4S (38 %

(1 sem

P/A MU B R T & ZIRE G N8 LR EaT B AR TAEX, —E P/A i Rm, 2%
Otk i3k E 25 A4 ™A Forward Delay, th#jit#2z L STP —#%,

RSTP #AFM (L A3

7£ RSTP F Al & 75 A AR A A — AV b —ANEIA Sk A% 3] Forwarding R
— HAGIN B30 D R A AR, BT R A
O AR AT AEL SR i 1 A 8 TC While Timer, 1% i1 H#5{H /& Hello
Time HIP %
FERXAN TR, 3 2R R A AR 1 11|24 2] 311 MAC Hbtik,
[FIRF, A s O m 4 &% RST BPDU, Hip TC B 7. —H TC While Timer i
i, 451k 3% RST BPDU.

o ATk & EME RST BPDU Jii, JEZSFTA Ui 1 272 2] 21 MAC bk, Br 74z
RST BPDU ¥ . SR 54 B S a1 aEID 4 e i AR 3 15 5 TC While
Timer, X FIRTHE,

ik, P& R4 4 RST BPDU 32 it

RSTP 5 STP BB R{E

RSTP "] LA STP HAEAE, (H LI 43 e Bt i 8145 RSTP 1 #4.

MW B BRI AT STP [AS#  # A 1817 RSTP A H#e i %, STP ALk 2.
fi% RST BPDU, [fia4T RSTP [MAS #2475 Fui [ EHARIEAT STP AT 2% A Hi 1)
BC'E BPDU, 7EM Hello Time B2 J5, (4 H O 48] STP TAER, Ki%
lL'E BPDU. XHf, Stscil 7 B4k

FEHE N B ARAT FR 2N 5 (B 0 A5 W4 L] LLEC B8 4T STP MAS Bl S M4 )5, ia
1T RSTP HIAZHe i & vl i #% [0 2 RSTP TAERE A,

5.5 MSTP [EIEEiA

5.5.1 MSTP HI & =

RSTP 7£ STP F&fith FabAT T ofedk, I T M40 FhPeidie 8. {2 RSTP Fll STP I A7 AE[A]
—ANEREE: H TR N T ) VLAN L5 — R aob, DRI CVAAE VLAN i) sZBL L
Pt i AR, BERK B ZE SR AN AR AT i i, JE T SR B, I NI e
53 VLAN [ SCTCERE K
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5-19 STP/RSTP By ELFE == B

S1 S4

VLAN2 % VLAN2 [ -

HostC I | HostA
(VLAN3) | |VLAN3 VLANZ1 (VLAN2)

VLAN3I

s2 VLAN2 % S5

| VLAN2 VLAN2I
HostB 1 HostD
(VLAN2) VLAN3 VLAN3 (VLAN3)

VLAN3

VLAN2

_________ -%Mga
S6

= = = = spanning tree(root bridge:S6)

W 5-19 FrRMggrh, 76 a3 M PR B STP 8% RSTP, & Fob 45 #7262k s
S6 MHRATHL V£, S2 F1S5 2 [f]. S1 1 S4 2 [A] (KIBERR W PH 2E, B TR briE T
“VLAN2” 8¢ “VLAN3” [FIHEEE RVFAT N VLAN #ROCHE 48, e s A R
VLAN2. VLAN3 il

HostA F1 HostB [flJ& T- VLAN2, [T S2 F1 S5 2 [A] 5% FH2E, S3 Fil S6 2 ] [ %
% AN F i VLAN2 B SCE L, R HostA A1 HostB 2 [/) G HAHIE T .

Sy 7 WRAh STP A1 RSTP (L[4, IEEE T 2002 4F K& A i 802.1S #nifiE LT MSTP.
MSTP %% STP #1 RSTP, BEAT DAPRdfesl, Nt T8 kI 2N TUR R, E5
Yoo J i B S B VLAN B30 (19 47 4 354

ik MSTP 88— NS4 W 28 K1 43 Bl 2 ANk, BN TE e 22 BRAE BT A2 SR 2 ) 487 itk
PRAT o BEARAE R MY AR — AN 22 A B 52451 MSTI (Multiple Spanning Tree Instance)
A4 —> MST 4, (MST Region: Multiple Spanning Tree Region) -

(1 ssem

P8 E 4%k A % A VLAN 69 —A~ %4, B34 A VLAN 38402 — AN L4, T oA g 845 44
FoF R &R &, MSTP &R Hl4e4 149t AAR A dk 5, X R BT A R0 G &39H. Tidde
S A AR 4B 414589 VLAN BAF 5| — A 4] 2, 3Kk VLAN fE3% 0 L9454 R AT T 0 &
St MSTP 524 694K 4.
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5-20 MST 15 A B9 % 1R 4 i R 2=

| S4 )

_ VLAN2 % VLAN2 /[
U'=- _________ — C/
HostC : Avee

|
(VLAN3) W\\H%:  (VLANZ)
|
_ VLAN2
s2 =ad S5
| |
1|1 VLAN2 VLAN2 1|
HostB HostD
1] :
(VLAN2) el ans)
Uq: VLANZ === — = = — = — = = LAY ga:
3 S6

- = = = spanning tree(root bridge:S4)
- = = = spanningtree(root bridge:S6)

& 5-20 ffizn, MSTP JEI B VLAN B CHP VLAN F1 MSTI X VIR L)
#© VLAN FIl MSTI Bt Rk . F:4 VLAN HAEXT N —A4> MSTI, EI[A]— VLAN f)% i
HEELE—A> MSTI F &4, 11—~ MSTI A BEXT . 2 > VLAN,

S, e P RR A B

® MSTII DL S4 AARAZ 45, # K VLAN2 [ 3.

® MSTI2 L S6 NMRA 2%, #k VLAN3 [,

AT VLAN WA LU, [RIINANF] VLAN BSRSCHTAN R Al e, S T 47

HoMH
5.5.2 MSTP E A4
MSTP IR EE X

W 5-21 fI7s, MSTP W& rh 05 1 ANsiZ 4> MST 3 (MST Region) , %4> MST
Region P& — k£ MSTI. 2% MSTI f)/£i21T STP/RSTP/MSTP (HJAZ ik %5,
MSTI J2& i fia4T STP/RSTP/MSTP (AL He 1 #525 MSTP WSt 555 T BRIk i 2%
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5-21 MSTP W& B X ~EE

5 MSTI 5, MSTH -
o MSTI2 MSTIO. ~ MSTI2 MSTIQ
t "~.MST Region..- ... MST Region.-~ 5
| MSTH §
: MSTI2 MSTIO."

“-.._ MST Region ..~ |

MST i3 (MST Region)
MST 32 2 2 i ek (Multiple Spanning Tree Region) , At W45l £ GAS ik &%
LA e I I BT e TRl —A> MST 311 e 5 A T 71 A
® #3351 MSTP,
o HAMFMIkA.
® LA HIFEM) VLAN 2 2E Jsb Si 45 i 5 e &
® A M) MSTP 51T ) i &
— AR AT AAEAE A MST 48, % MST S [l #E | B ek (a3 tiE . H o arLl
Mt MSTP fic & i 402 B A& R E R A MST 1A .

Wil 5-22 Frs(f) MST Region DO H EHAS# 54 ST, S2. S3 I S4 4k, b4 3 4>
MSTI.
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______________________________________________________________

MSTI2
root switch:S2

MSTI1
root switch:S3

MSTIO (IST)
root switch:S1

VLAN1 MSTI1
VLAN2,VLAN3 MSTI2

other VLANs MSTIO

_____________________________________________________________

VLAN MBf 3%
VLAN Wi R & MST S8 JE M, e/id T VLAN Fl MSTI 2 [A] (P B OC &R

Wik 5-22 frs, MST 38, DO ] VLAN LR /2
® VLANI i3] MSTII

® VLAN2 fil VLAN3 W5 %] MSTI2

® 4% VLAN WL %] MSTIO

iR
1R (Regional Root) 434 IST (Internal Spanning Tree) AR A1 MSTI AR .

IST I AR U1 & 5-24 fizn, 76 BO. CO A1 DO 1, IST Al b fH B Bf (CIST Root) %
TP AS e 2% 72 IST AR

—> MST S A AT LA 22 BRAZ SO, B RR A b A8 FR Ol — A MSTI. MSTI AR 2 4>
2SS SR . i 5-23 o, b A R MSTT A7 2% H R18R .
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5-23 MSTI BYE AL 2R E

i
1R

MST Region -
&20 N

~
N

_“VLAN
/10820830

=
MSTI MSTI MSTI Root
corresponding to correspondingto  corresponding to
VLAN 10 VLAN 20 VLAN 30
— MSTI links

— = = MSTI links blocked by the protocol

MSTI 2 [a)f§ b sz, MSTI 7] L5 —ANai35 £/ VLAN %W, {H—4 VLAN HiE5—

A MSTI 6%
E 5
FMr (Master Bridge) gl /& IST Master, ‘& &35k A B 25 Bl A B v o6 . i 5-22
) ST,
QS SARAE MST 38, TR AR A i3k 1) 3247
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5-24 MSTP W& E KB REE

CIST Root;

_______________________

BO .
— I
S !
Region Root
IST
CST

i 5-24 fis, B JE CIST (Common and Internal Spanning Tree) AR, BARJEX

A0 I G B

CST

ANFEAE R CST (Common Spanning Tree) i 8228 4 25 N T A5 MST 35k 1) —BR A2 B

B

T RIEEREAS MST SEF SN 17550, CST sty ixX 2645 )58 i STP & RSTP Whil 452k

JR AR S
Wi 5-24 fizs, B2 SRS N A & CST.

IST
P42 B IST (Internal Spanning Tree) J&: % MST 32k P ) — A= b o
IST J&—/MEFEEI MSTI, MSTI ) ID 24 0, % Fx k) MSTIO.
IST & CIST 7£ MST 3rh f)— > Bk
UNEE 5-24 IR, BN IR AE I A AT A He B A K 1 1S T
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CIST

SRR AE BB CIST J&3@ ik STP 8¢ RSTP WSS 2E i, e — N8 b 4% P i
AT AT H B 1) L

W& 5-24 Fr, A MST I8 IST bn b CST ik i — KR53 (1) A= sk, B CIST.

SST
K R AR B SST (Single Spanning Tree) A PR I«
® =/T STP 5 RSTP Atk & L feJE T — N E R
®  MST s A — NS BE#%, X ANAS 31 £ W) 1 m A b
P 5-24 frs, BO HRAS H T 8 iR — AR R AR RO
mOfAeE
MSTP {& RSTP FJERE Fgrs 7 2 Fhim 1, MSTP B A a3y 7 fpe Mim . 8¢
Ui 1+ Alternate ¥ 1+ Backup % [+ 1 %k3 1. Master ¥ A8 S 11
M . F8E 0 1. Alternate % [ Backup ¥ 1 A1 Sk H F4E F [F] RSTP Bhis  5E
X, MSTP H s ST 3 11 A (L 3R 5-11 s o
(1 ssem
Wi Yk a g, HAbsh o A &ARA L MSTP #94 Fid4z.
B] —3% O f£ R 89 £ AT 5245 b ST VAR R B 64 A &
F5-11iEOAE
wmOftE | %A
i iy 11 FEARRRAR b, BRI 1R ity e AR e e 45 (AR g 1 o ARASH e 25V
M o
AR i 11 47 57 1) WA 7 ) 3 i
il 5-25 Fios, S1 AR, CP1 24 S3 AR 1, BP1 & S2 MR I o
e | XA &S, E R E b e ) NI A &Lk BPDU i3
Uit H
Wik 5-25 s, AP2 Fl AP3 b S1 {45 & 1, CP2 4 S3 (4R &k 1.
Alternate | ® MACE BPDU R KIEME KA, Alternate %y 5t & 24 2 2| e
Uity 1 WX 1 326 G B BPDU 3 1717 BH 2 [ g 1
o N mEMEIKE, Alternate i 124E T WIS EMF BRI 7 — 4% n]
P Ae, A R 2543 11
& 5-25 fi7~, BP2 4 Alternate ¥ [,
Backup ® J\Jit'® BPDU R SCRE S KA, Backup i Hate 242 H AR
Uity 1 IEHIECE BPDU % 3T BH ZE 1) 3t 1 o
® MHI Vs MEEKA, Backup bty E A8 b L 444, $24E T Y346
2 DR T A A I A A4 A T B
i 5-25 s, CP3 A Backup i [ o
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A IR - JR) dK A
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mOAE

L RA

Master Ui
[

Master ¥ -] /& MST 3R R AHIE I BT A 442 Hh i A B 1, e
A PE 24 i MST Y B E AR 15 11

Master iy I A& 35 7 (I H SC 241 AR (M 48 2 1

Master ¥ii 1 2Bk 3k i 11, Master ¥ii 1 4E IST/CIST _E 4 452 Root
Port, 1F e 255240 1) (0 85 )& Master i - o

WIEl 5-26 i, ACH 4 S1. S2. S3. S4 eI 1) B4k g A4 Bl — A
MST 3k, S1 AZH#ei & i 1 AP ZES P R BT A g 1 381 R 1) 4% 428
/N, Ll AP1 24 Master % .

It G
|

Ik S AR A7 T MST 3100 25 17 Hoe, MST 458k SST f i 1 .
HEAT MSTP 5N, 8830 2k T 4F MSTI _F ¥ F (F0 CIST S (1) A (A5
Fr—2 Rpan Sk S 14E CIST S _E 11 £f €62 Master % [ GE IR F)
SR D, WE RSN B MSTI _E AR ()& Master 5 [ .

& 5-26 i, MST A AP1. DP1 1 DP2 #SFdL el M, &
1B A MST 4511130 23t 1 o

0 Sy 1V AE AR I SEAB L 1R £ €6 5 7E CIST Mt iREr 2. wiE
5-26, APl sedliiZim, ‘©AF CIST LRI €h & Master i [, T AP1 7
MST 35 N BT A b S 18] £ €0 4 /& Master ¥ 11 o

1%k

Un AR o AL TR IA S, AN AT A B A T 42, I Frfeg 11
M Zids 11
10 %k 1 —fi s L 2 b o HARERE

5-25 Rim O $#E8EHO . Alternate i AFA Backup in ARE
S1

[0 root port

© designated port

X Alternate port
&9 Backup port
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5-26 Master i O #0838 Sin O TR =

Connect to the
CIST root

AP1
Master

DP1 pp2 MST Region

X The port is blocked

MSTP Big OR7S
MSTP 5& X i FUIR & 5 RSTP Wil g XAHIA, tigk 5-12 fios.

< 5-12 im RS
im QRS | AR
Forwardi | 7EIXPCIRAS, i I BEH: & H] P i X/ ki% BPDU 4R 3C.
ng
Learning | iXJ&—FHILPOIRA . 7F Learning F, AR ASRITNRIH e, #
A MAC il (HAR R e, B A ey S R4 .
Learning JRZ 13 LU/ k1% BPDU )30, AN R P i
Discardin | Discarding R 13 H 2 BPDU 4R 3.
g

sy VAR M 1A (2 BT I ARIR AR K, 3R 5-13 S 1 25l 11 A (0 RES BAT ¥ 11

R
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% 5-13 i RS FiE O AR

WO | RimO/ e E iR O Hiih%imO | Alternate % | Backup i
s Master i [ | m|
Forwardi | Yes Yes Yes No No

ng

Learning | Yes Yes Yes No No
Discardi | Yes Yes Yes Yes Yes

ng

Yes: Ko HSCRFIRPIRES o
No: Kz A PIRES o

5.5.3 MSTP &3

MSTP 1 H 2 A= S it i3 dis 5.0 MST BPDU  (Multiple Spanning Tree Bridge Protocol
Data Unit) {5 442 sbd v 58044 . MST BPDU SO SR THEL A b (09 4h . i k2%
A AR AR ik ARl %

STP A5 X 9 & BPDU. RSTP A5 X 1 RST BPDU. MSTP #5& X i) MST BPDU J
TCN BPDU % 54t Lh R 5-14 Fios.

% 5-14 M7 BPDU Z 5 b3k

R A 3l B

0 0x00 fic & BPDU

2 0x02 RST BPDU

3 0x02 MST BPDU

0 0x80 TCN BPDU
MSTP R XH&Z

MST BPDU g5t &l 5-27 Fiors.
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5-27 MST BPDU 3R 3 4544

Octet
Protocol Identifier 1-2
Protocol Version Identifier 3
BPDU Type 4
CIST Flags 5
CIST Root Identifier 6-13

CIST External Path Cost 14-17
CIST Regional Root Identifier 18-25

CIST Port Identifier 26-27
Message Age 28-29
Max Age 30-31
Hello Time 32-33
Forward Delay 34-35

Version 1 Length=0 36

37-38

39-89
MST 90-93
special i
fields 94-101

102

103-39+Version
3 Length

Tow A2k N Y MST BPDU b &3 /] [, §I 36 /15 F1 RST BPDU Af[H] .

MER 37 AN UG /& MSTP T 7B, o i MSTI BL & A5 & 7B 45+ MSTI i &
{5 BALES M o

MST BPDU H ) 3 25 LR 5-15 Fir.

% 5-15 MST BPDU Hr £/ 2% A

THHR =45 i
Protocol 2 P SFRIRET
Identifier
Protocol 1 P BURASFRISE, STP 40, RSTP 42, MSTP 4
Version 3,
Identifier
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FEAS F1H Wt AR

BPDU Type 1 BPDU %4, MSTP 24 0x02,
® 0x00: STP [1J Configuration BPDU
® 0x80: STP ) TCN BPDU (Topology Change

Notification BPDU)
® 0x02: RST BPDU (Rapid Spanning-Tree BPDU)
2% MST BPDU (Multiple Spanning-Tree BPDU)

CIST Flags 1 CIST bri& 7B

CIST Root 8 CIST HIERAZ ik % ID.

Identifier

CIST External | 4 CIST AP AR TT B4R AAATH B4 T () MST 15

Path Cost F| CIST MRAZ#e v 25 FrJs i) MST 3 Rt #4201
. CIST AN ERAT I B H B e oy S8 1 H o

CIST Regional | 8 CIST MIBARAS ¥ %% 1D, HJ IST Master [ ID. Ul

Root Identifier RERIERXANRA, B AHRAZ # 45 1D il B AR
L D

CIST Port 2 A HIAE IST #4831 1D

Identifier

Message Age | 2 BPDU i 3 A7

Max Age 2 BPDU ) S d5 KAEAA I, I AR BIRRAS e 1
2 TR B B R

Hello Time 2 Hello &I #%, #4802 7.

Forward Delay | 2 Forward Delay 7€ 3%, #4015 .

Version 1 1 Versionl BPDU HJK 2, fH [ € 0.

Length

Version 3 2 Version3 BPDU [ Ji .

Length

MST 51 MST AUERRN, F£R MST Shr2fE e, a8 44

Configuration B, wiE 5-28 . 2 MST Configuration

Identifier Identifier "\ DY 7 Beog el | 1, JF LEHCAIAL
B, ABTR—MNE. FBUIHIER 5-16 Fix.

CIST Internal | 4 CIST W ARRARTTAH 4 AR [ 21 IST Master A2 # ¥

Root Path Cost KM RTFEARTT A . CIST PN IS 428 T4 S s e ¢ iy
ﬁi_"ﬁ o

CIST Bridge | 8 CIST ¥ E &L #% 1D.

Identifier

CIST 1 BPDU R 3C7E CIST H (1 F R Bk 4k

Remaining

Hops

LM E 98
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R PE R IA - Ry 5 STP/RSTP/MSTP
FEBENB FT 15 RA
MSTI 16 MSTI fid &5 B B MSTI IRC &S B by 16
Configuration bytes, AIHAT n 4> MSTL 3 /7 Hl nX 16bytes. H.4
Messages(may MSTI Configuration Messages [1 45+ W1 & 5-29 i
be absent) N, B 5-16 FR.

5-28 MST Configuration Identifier

Octet

Configuration Identifier Format Selector | 39
Configuration Name 40-71
Revision Level 72-73
Configuration Digest 74-89

%z 5-16 MST Configuration Identifier FE% 15 AR

SBRE i 0

Configuration 1 EHN 0,

Identifier Format

Selector

Configuration 32 “BR42” , 32 PR,

Name

Revision Level 2 2 FATAE R,

Configuration 16 I HMAC-MDS5 H3E44 481 VLAN F154
Digest (R BIRLSR % 2R 08 B8 16 7719 [P 2L o

5-29 MSTI Configuration Messages

Octet
MSTI Flags 1
MSTI Regional Root Identifier 2-9
MSTI Internal Root Path Cost 10-13
MSTI Bridge Priority 14
MSTI Port Priority 15
MSTI Remaining Hops 16
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% 5-17 MSTI Configuration Messages FE% ijt Bf

FEAE F1 LA

MSTI Flags 1 MSTI b5 o

MSTI Regional Root 8 MSTI AR A #1545 1D

Identifier

MSTI Internal Root Path | 4 MSTI P55 i 45 T4 48 MAS v 11 21

Cost MSTI SR AT #5451 R v AR TT
B, MSTI NSRS T AR K i
DR

MSTI Bridge Priority | 1 AT W25 A1 MSTI LK

MSTI Port Priority 1 At 1A MSTI AR AL 26 2o

MSTI Remaining Hops | 1 BPDU & 3CAE MSTI H 1138 42 Wk 2K

MSTP RN AJE &

H 1 MSTP ) BPDU i A7 AE P P 28 .
® dotls: IEEE802.1s # & 4R SCA% =Ko
® legacy: FAHIHMBUIRICIEA.

i s WA R SO O BRINSZ S dotls B legacy, XFFMUAAAE DA AL
WIS 5 (1 BPDU ORI, SRR T 0 B iy R R SCRpIR AR e N R SR
ULERINAE, H—HECEA R, wifr vl e T8 MSTP THELHHR, B

A ]y BARA B AR 3 RO MSTP 4R SO AT EC . (stp compliance) ThfE, RS
SEILAT BPDU S04 2R 3

® auto
® dotls
® Jlegacy

IXFERSOBCRAMBESEF dotls AT legacy %X, I AEIELL auto J7 sUHMEWC 2K BPDU 5L
##% 3 A U1 SRR BPDU R SCHS 3, AR SOk s X m LG . 6 F 3 R R
N BOYIASCRF dotls A%, WCERIRICR, A XA 1 )b SORs U ORFE — 2

54" Hello Time B} B Nix O &R % & ix BPDU RUIRCE AT L E

Hello Time JJ 542 b bSUE I AR IC B B 4B AL b AR E » A RATHBE 8 AE— B
IS 18] Y BATYCE] BPDU $03C, U2 3 JEL R I i 6 28 Bt A T B v 6

AT AR AT B2 I, AT £ o i IR BB (B A IS [ [A] B &% BPDU 4R
o ARMRAS R R AT 40 B 45 T ¥ B 1) Hello Time I [RIE

HE S ARAT PR W) B A B AL AR Hello Time IFIH) A 3 11 B 22 g A% 1) BPDU
WA BOTECE  (Max Transmitted BPDU Number in Hello Time is Configurable) IJfE,
A LA ST 2 Wi 1 7 Hello Time B[R] Y G BPDU 185 K AIXEH
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FH P & B EOR,  3R7~%F Hello Time B 8] Y R IE AR SCEGERZ o 36 410 Bz mT
LB 3 145 Hello Time IN 8] N fg & 3% (%) BPDU $tH, Bii-7E M 3a 433, BPDU
7 e 22 17 5 YR

5.5.4 MSTP 3R$MTE

MSTP K& KR

MSTP ¥ A 2 MG RI 3 22 A~ MST 3k, AN (Al i v A2 % CST. 35 D
TSR B BR A B, R RR A BSOR ER B FR A & — A 2 AR B S . L SizAg] 0 B RR A
IST, HAh 2 A b 5248 MSTI. MSTP [6) STP —Ff, A A & 4 B3 T4 b 1+
S, FURECE N B i S &k MSTP R E (S S

L mE
MSTI A1 CIST # ML IE I v SR v 5, XL el ) =15 B AVE & 7E MST BPDU
., B HAE A HAHAZH MST BPDU k/E it MSTI #iT CIST.
® LA diin E i

- 25 CIST 1M WAL SE 500«

{ AT e % ID, ANEBEGARTTAY, AR ID, WEEAEITRY, FREsc#® % ID,
fese s 1D, Felk H 1D }

- 25 MSTL IFE AR ) ok

{ B ID, W ERERARTTAY, TREACHES ID, f55Esm 0 ID, 0 1 ID }

FE5 HP IR ) 2 I S G AN 2 BT K ik o

R 5-18 KRR ) R TR

2 5-18 [ £}t FA

@AE2 5t BB

WA ID | RATH % ID FHFIEHE CIST HFARAS B ikt % o MRATH N %
ID = Priority(16bits) + MAC(48bits).

AN AR T M CIST AR 208 AR IS 42 FFAY . MST 3P BT A2 # 14

(ERPC) 2% FARAERI AN AR TS AH [R5 CIST ARAT i g A,
W3k P T AL #8125 L ARAF AR IR AR TS 4 0.

AR 1D B ID HIT-3kFE MSTI PRI . 18AR ID = Priority(16bits) +
MAC(48bits).

PN 0 A2 T4 AHr BIIA AR () AR T8 o ol S 1 ERAF 0 PN 508 B 428 T

(IRPC) KT3I Sty 1 ERAT 1 S B A2 TS o

R CIST 58 MSTI S8 [R5 2 A8 480 15 2% e A 20 A1 35AR 1) 5 4B 3T
M Gn A g B AR BRI e A 25 B
[

8 % iy 1 e A e 2% bR AR A AR g AR (135 11 . Port ID =
Priority(4 £7) + i 15 (12 A7) o 3 LR SG A Z0IE 16 (13
it
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CIST Bt E

MSTI it &

(242> o I ARSI IIE 16 FIHEELY

EEZ i5tRA
el H B3] BPDU R 3CI% 1. Port ID = Priority(4 i) + %f 115

® LLig sl

] — I i bR, A e /N ) i B s L SE

e 2 1) i LA S U 4
B, R A H 4 1D,
WAARA 50 %% ID ARIR], P LU AR A T4
WASNBEARTFAS AR, PRI ID.
WA ID J5SRARIR], PR LU A R R AR TS
WA PR ARSRAH R, P LU A e i 7% D
U AR e A e ek ID AR A, i LR sE i I ID.
7. WRFRE N O ID eAHE, R 1 1D,

A

U A 2K BPDU A8 (G L DL 1 L ORAF IO B R, W3 1
JEURARAF A C B3 B AORT 2 g e B3 R A S 1 [ I OB A e % RAF I A2 )

PLE . &, Pl BPDU #Z 5

e L C B S5, AEHEAN P Rk B M s = A e s 45 E D CIST R
Mo 7EREA MST 34 MSTP 3t 154 1% IST;  [FIS MSTP #4434 MST 345 H 648
Yo & 04, I AE MST $8a) 2 i CST. CST A1 IST MRl T BEANAS H2 158 4% X 2% 1)

CIST.

7E MST 38N, MSTP 45 VLAN FIA= Bob SEG) I ¢ 2R, EFRTANF Y VLAN A2 pliAs
I () A AR S8 o ARFAR A A T BEAT VAR, TR RE S STP 15 AE Wob (1) ik R AL,

W2 STP I .

MSTI (¥4 55 :

A MSTI MOZ VM A A, EAT .
A MSTI AR TH 57720 5 STP JEACHH [F]
FEAS MSTI (1925 B o] DA AN R R, A4
A~ MSTI #E H S AL b N 3% BPDU.

BEAS MSTI (1 #h 0 I I iy A B YRUE

FEA U CAEAN ] MSTT L (A b 2 800] IAN ] o
FEAN I IEAR ] MSTI e, IR AIASH .
FEIEAT MSTP PRLB RIZ8 H, —> VLAN 0SB E I R A28 4 4 -
® {E MST N, Wy HX 1) MSTI 8% .

® i MST I, ¥4 CST # k.
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MSTP 3 #h3M T L B9 438

MSTP #i4hZALALHL 5 RSTP $ih R UAL P FEZRALL, 752 WL RSTP £R45 (1) RSTP
AN RALAL B

5.5.5 MSTP |8 Y4 41,51
MSTP SCRFEE f =URE 5 7 X Fh P/A (Proposal/Agreement) ALl :
® iE ral
MSTP 37 £53%38 77 i P/A WIS 5 RSTP SCFFH P/A HLHISZBUAHTA], RSTP 3%
FF () P/A HLEIE WL RSTP HAZ S 1% P/A ML .

®
& 5-30 #&358 5 AT P/ A #LE]
o3& R
% K i%Proposalii 3, [%
TSR P D] o i i 2t
g
K i¥agreementtit 3 feFaE
i Rty 11
K iXagreementfit 3L Forwardingik
feeun 5 [
Forwardingik A

O
Q FreumH

wnkE 5-30 fiow, 76 MSTP 1, P/A LI TAEE R T
1. BB #Kki% Proposal 3L, IHRIFATIGEITHE . FilF&E KRG, 5 1
TFE VR4 AHIZE () iy 11 R AR 1, IR BHLZE A7 i kg 11 o
2. LIRS YR IE Agreement - 3C. TR EAHAES, Mm% 4 Forwarding
RS
3. PMUFRAAEINY. Agreement 3. FUFR ARG, 05 TR A AR N 1
W AR, 452 HHEN Forwarding (R 2.
AT, A E A5 e i S A PO B L o SRRk Hicpie a5 v e AL
by 325 PR T A AT FM, i LA R R PR A P/A WL Rl (DU R ML,
I, AR AR A Bees LIl v 4 stp no-agreement-check ¥ E P/A HLili o 1)
PG RE AL, AT S B A A B 00 1 o RN ELAth f 32 S 1 12 4% JEAT T3
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5.6 [ FH

STP #1817
TE— AN RIS, BRI T T0AR R U KT, — I 1) - 1 4 2 3 2

DAY EEE, Firb TR, AR AR ) o PRI S T A I I 4%
A MG PAPAEIA S, ATRES SIEET HE XA MAC MR I «

5-31 STP B8R 7 B 25 W [&]

STP

CE1 % % CE2

g g

PC1 PC2
X Blocked port

W 5-31 o, LEMIZE S STP PR, ML AZ BAG BRI 2% o (13 h i, JF A
PRI HEA i AT FHIE, e R TE W 45 5 KB BT G IR R I TE M 2t K, AT
B LEARSCAEIATE R 28 R AN BTG ARG BRAA A, 38 S e 26 e T F SRRSO [l O St Jle Ak
BRES MR,
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MSTP #8! FH

5-32 MSTP

S 7Y [ 2B ) [

MST Region >
all VLAN

VLAN  |VLAN '
20&30 [20&30 ;
20840 sS4

P E MSTP 4 5-32 AN Al VLAN FRIRSCHZ JEAN ] (0 A2 o Sl o AT BN -

® BT A HHLE T IRl —A> MST 35;

® VLAN 10 [IRSCUT 552 1 ¥, VLAN 30 Y35 5240 3 #%, VLAN 40 %35 524
4 %9, VLAN 20 W5 S245) 0 % o

& 5-32 d1 S1 M1 S2 MU SRZ&A, S3 1S4 AEANZEHS. VLAN 10, VLAN30 78

RIZBAHRLLS,

VLAN 40 fEHN JZ 5 44,

DRI AT DA B s 1 RS2 4] 3 (IR AR 23 )

3 S1F1S2, SEBI 4 FIRAR K S3.

5.7 KiES54EREIE
Az

Ri&

R

STP

Spanning Tree Protocol AL RIS, AN A SR i B
Mo IEAT IR PSR BE A& A R AR A AT R A I 19 2% v R A
B, JFIE 0] S L EAT PHZE LA BRI B

RSTP

Rapid Spanning Tree Protocol——Rd A4E B HpisL, i POV 7
IEEE802.1w T 1E4iH#A . RSTP 3T STP #pif, (HX A i
AN SRS SO 78, AHXT STP et PRl sl

MSTP

Multi-Spanning Tree Protocol——2 A Bt #313, +& IEEE802.1s H1 & X
H—FlH B A ) s 4 dak(region) A1 52 49 (instance) AR &%, £F—A4NK
(IR, S AN E KRR o AN R R, S T e, 59l VLAN
BEAT MRS s WM 2 T 3 3 AL Aty A7 S 5249145 )L 1K) BPDU, - M i
BPDU 15 B AT F D2 78 T3, BNz 1r 2 SEBIAL T RSTP,
BRIB)IZ4T RSTP F 2 AP
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HEBRIE

RiE R

VLAN Virtual Local Area——Hg{Ll R #, I FiRAEACH R 9 (12 4tk E, R
FH 194 24 47 T A AP g A P 5 AN [ IO B AN [ o 8 1 iy 38 i 114 322 4 A
4. —A> VLAN 4 — N7, RI—ANZ8 i, rTEG2
NS &

TRMIE KXEB IR

STP Spanning Tree Protocol A= R B L

RSTP Rapid Spanning Tree Protocol PR RS B

MSTP Multiple Spanning Tree Protocol Z 4

BPDU Bridge Protocol Data Unit Mt s 5ot

CIST Common and Internal Spanning Tree N LT PN A R

CST Common Spanning Tree OSSR R

IST Internal Spanning Tree N B AR Rl

SST Single Spanning Tree FALAE RSB

MST Multiple Spanning Tree EZeN5 7

MSTI Multiple Spanning Tree Instance 21 b S48

TCN Topology Change Notification A4

VLAN Virtual Local Area Network MEFU LK M
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