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LA R ARP AR INENE Hy T ORAE R A L ARP Uiy, BRI EIE =P ARP
W, AIMTORY A5 1 CPU SR, PRUEFARMY 55 1 IR 1817

B LK) ARP RGN T ORIEAERE A0 1 H L ARP BGlii,  ANR2m LAt S 1
ARP 222, [AIBFIE T LAR Y B4 (1) CPU B, ARUEILARNDY S5 (1 1E 384T

5.4.2 ARP Miss ;8 2%l

ARP Miss /& 45 5 AE % R i IRITEEC AN 260 W Y ARP R I 3R Miss 74 5L, fil & Ko
ARP Miss 71 B, S &1 RS+ . ARP Miss 71 EHHIELFE ARP Miss 1 BJSEHIEIF ARP
Miss T S TEZ0H], Hr ARP Miss 7l B HEHIE T2 )5 .

TN P, SR A2 A SO IS ) P ik A KT ARP Miss TH R, IR HU IR
ERMEGL, AT TG . % A X R G, T DOl X AN P ARP
Miss JEHIR AR B 410 CPU %, fRUE CPU n RLIE AL BENE 45,

H T4 R ARP Miss i SUgERAMHE A T ORIE B il KR ) ARP Miss JH G, - BR
EIE LYK ARP Miss $R3C, I ERY B4 1K) CPU BEU,  ORUEILARND 55 1 1EH 384T .

5.4.3 FF 3 %% ARP X

o % ARP 4R SCE EHUEH B R TP Mk 4 H i 1P Muhik &% ARP 30, HLEEHK

HHA:

o HTKAESLNIP Hbl: IEWHEN FASUE] ARP RN, Gn5lic®], R HIA M
P fEfE 5 35 1P ik =S Ak,

® fHTIE—ANH MAC #ihik: RIET75 e T, MAC HuhlAZ T, o T RERSTE
ARP RIUEALRTIE S P EAL, RIET ] LR IE— 9k ARP )3,

HI T 25 9% ARP ROSTEA TG e, AEAT— A #8T LUKIE % 2% ARP 130,
WL % 2 ARP RSO LA A 7 1 TP ki, W2 i BT 1 ARP S SCh R
R ARP, JER ARP WHii. [, KE % ARP ;S0 Al fElE it % CPU 4K,
S AR MY 55

ML ARP WESR A 2% 3] ARP I, & AN WAN 42 1124 2] 9% ARP it
X, DABEAE ARP KR AT BEdE

(1 ssem
& & R H 3 Vianif 30 % 3 %% ARP 3R X.
5.44 1% 3 APR TN

PR 2% ) ARP RIUE TR AR2200-S (A 2] H CURIE I ARP i RIRSCI N ZF R, IF
A2 S H B % £ ) AR2200-S KIEH) ARP SRR, XFE, nf LR pi k3470 1) ARP
177 SR B4R S ot
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B - 54 SARP 2%
5-1 ARP RYF=1%% 3]
PC ARIEITF R ] Router
BEAE KAL) TR >RAR L —
R

gyi

IP: 192.168.0.1 IP: 192.168.0.2
MAC: 0000-0000-00aa MAC: 0000-0000-00ab

i 5-1 fli7n, PC A 7] AR2200-S K3% ARP K30, IEHMEULF, AR2200-S £317)
PC A Ki% ARP WA, 3 H AR ¥ PC A 1) MAC Hulib in A% B [#) ARP #I0 (5i#
HEHG ) ARP R . {HJE AR2200-S Fit & T /™ 4424 >) APR £ J5, AR2200-S £
IEH I PC A K% ARP MR, {H AR2200-S I:AVE PC A 1K) MAC Hihik i A%} v
K] ARP I (& 5OHT 6 N ARP K30 o 430 ARP i RIS KK ARP %
TA—ZU IR, AR2200-S 2517 PC A Ki%k—A> ARP iR, FRRCENZIE RV K] PC
A RPN ZRSC G, AR2200-S 445 PC A 1) MAC Hulik ip AX B[] ARP R I0 (5§
FEHA NV ARP RID

5.4.5 ARP FTI{R#A

Yt tECEIIH OS> ARP OO, 27 ARP A ARP 65, Je 4t
FHRCELIE I 119 ARP 0, 2 ARG ARP HOSCH B ERIZT0, 445 015 MAC Hh
BE. 3. VLAN {5 SR . RAFERGE Y, SO RS ARP 3L
S AP ARP %, 2 S804 L0 ARP RIS, A iSOG I3
K.

AT B A ARP Buily, ] LAFESE — IR 2] 8 ARP LUJE, A5 v HoAd R 7 558
IR I Ek I RE TR R I M .

AR2200-S AL =FPE5 L fixed-all. fixed-mac il send-ack.

® X[ T fixed-all Bk, WAAFEWE] ARP R SCH, AN B2t a], Ay A s

BT, WRICRR S ) MAC Hihk. 3. VLAN {5 BT ARP 26+ 045 AR L
Bd, CEZEST

® X T fixed-mac A2, WAALEWE] ARP R CHF, AUV H MAC {5 5., AT
DU ot . VLAN FUZACRTR], 2N T H P D 2 U1 ris 5.

® f T send-ack #ixt, WAWE] AL MAC Hihik. VLAN. #2850 ARP i3
W, ASSTRIEE TS, T2 e0 L ARP £ 9 5 i ARP 4132111 MAC Hohikxof iy
B R — A AR A

5.4.6 7S ARP #&3]

#)#& ARP £l (Dynamic ARP Inspection) W FH7E & #1280 L, FH DHCP
Snooping KB ARP Bt & ULE] ARP $)-3CHF, H# itk ARP R SCH U8 1P
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JE MAC. 3. VLAN {5 81 DHCP Snooping 465 £ (45 BT LR, S5 BT
e, e EAv 7, ARV i ARP RO, BN Sd, EF 1% ARP
.

5.4.7 F5 ARP [ 3%h3s

CEAE AP OCHT, W RIEA TR K% ARP SROTE MG, S SEILNENTA P
(K19 % ARP RANE SO R 1 ARP, T3 I AAE W SR M R A 0d B i, il
Bon] LU B (R W 21 P KA R

ARP M B B hReflife o, R4 ARP BB R I, 78 )5 48— B a) Py 5 i
FI A M AR MAC Huhk iR SCHBE LS, XFEAT LA 115 W S b vh 58 ) ARP $) SCHE
VLAN W) #%. AR2200-S SZHFR L2 ARP ROCINRE, IR LAFREINIhfE, RI%IE
B ARP R C, 1% R BT T, T URGEOR ey e I ) ARP
BMCN IEAf ARP, FRUEH 1% 4.

5.5 i FA
5.5.1 ARP FI{#p
FEAN A, AR2200-S fEAH MG, M ks, 78 AR2200-S LA A 1 I ARP
RI, RS —ANH P PC Ri% ARP MRIRFRSC, strl L& AR2200-S I 1F 5
P H ARP I, SEUEH H P LIEE#EE R .
KRS R, ATLAZE AR2200-S EFCE ARP RIS, B kAR G600k & LK ARP
RIG, LRI AV P IEH U5 A 2%
5-2 ARP FRKIR{RP
P: 1.1.1.1
MAC:0000-0000-0001
RouterA
Internet
. / o~
Attacker
il 5-2 fios, WP EZ)E, 78 AR2200-S FZERGHH (0 ARP 2%, 7 a] DUIE 3 5 1] ()
2%, BB BE k% ARP IRIm R SCRAE SO P I ARP 38, HTACE T ARP K IR
1, AR2200-S /7 ) ARP A
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5.5.2 #175 ARP #&/(DAI)
1E AR2200-S 154 )2 e s I, iy TR 1R N IER 7 19 ARP 8% Xeids, vl Ll 7E

AR2200-S FACE A ARP #0 (DAL SKAS A ARP RSG5, XHEdise seirdt
WL, ARECCEEEES, ARG 16 2 e P B o i Bt .

5-3 F7ZS ARP #&37

Attacker

i 5-3 firon, AR2200-S 154 )2 s, WPt DHCP bk, HIf L2k)m, R

DHCP ACK 3B gk 2, ghm R AR P I 1P, J§ MAC. %@, VLAN
fi B MR ARP O, B4 ARt ARP 15 B2 A% 7 4k e R ILES, 40
RIEAHEIE), W e Scilad, S 0EFRi% ARP R, SEH P ek, HoRik
(1) ARP RS9 o vrlid, B A% AR ARP R3¢, JCVEULECRIGR e R, )L

WeE3T
5.6 KiES5HERRIE
N7
o
GEmRTE
TR IE R EFR I EFR
DAI Dynamic ARP Inspection A ARP fll
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AAA FI P&

XTARE

6.1 /4

6.2 ZHEFRUER ML
6.3 T 3RAFPE

6.4 JR B IA
6.5 W H

6.6 Rifr b 4k ik
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AAA (Authentication Authorization Accounting) & —FiHEftAUE. FEBRCRITE R I HEAR .

® i (Authentication) : JGiER A& 75 0] LASRAG U5 ) B, Aff e WIS L6 FH P m] LA 1) )
%,

® FZHL (Authorization) : #ZAUH ;1] LI HIMRLE AR 55 o

® ' (Accounting) : ci3r A8 FH X 48 B2 U5 IRV 1R 400 o

(AR
B 3T AR2200-S R &3 Abit .

AR2200-S SZEF AR5

AL

SCRRANAUE T Vo B AEAAAE 22 AT, A SCRFE L P AGIE 7 v ASIE

SRR TV

% FF RADIUS AiIF J5i2: .

% H HWTACACS AIF 7%

SCERFZANIE RS . AN UE A N LR, S A N —AMAE ik

VNI

Y FE EAP & 4500F .

S HE EAP B AL NIE .

Y PAP/CHAP AIE. SZRFSIE NI, S e iRl g .

SCRFE L A B D1 AR o

Y RFENT HWTACACS BEAT45 B B D) HAAIE .

SCRRE I A AT E O DI E .

SCRRE I AU T4 B 5 V1A IE o

SRR super WA UESEAT A B0 D) E o

PR

SCREATAUT

R MBI

Y+ HWTACACS 287,

7 ¥F if-authenticated FZA J712%0 WA FHAAUEE I I HAE T EARANIE, W%

PR LE, 75 AR ML

SEFEANRBUTEA G . TR AN E LR, S A NN RBO

B

SREE R P AT AL

Y HWTACACS #E Ty 24718 .

RFIE AR AT Ay AT AL

%+ RADIUS COA.
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6 AAA FIf g #e

® I fF RADIUS DM,

2k

® FEAIHTR.

® 7 FF Radius il

® 7 fF Hwtacacs 119%,
®  CHRRIN K.
®  SCRFSEIN IR

BEANATT BLZE AR2200-S b e B v 2% S Wi s -

W TV r R G, WMEA T Bgk, AR2200-S Hf i v 2 IR 4548 KR T IR TE i

Ko IEHTOLR, THERIRSEWIN. AR2200-S [FiE K. T P48 b 52, ) feid ik
AR2200-S HATEITH Bl R 55 & 1R Wi 2 I3 J vt 2 R T B RO, 7 ZERAT AN

T

® 7k DA IR 2%t e S B T Bl SRR P T G, W ARG fo i T R
o LR RN T kO P BRI 55, AT LA EE AT 2k

=]z

O R BEATINIE . BRI 9 =Fh 2 2 D fE

6.2 S FRAEFIIN

AEFPEINZ 2 BERRGE S F

3t ik &iE

RFC 2093 Generic AAA Architecture -

RFC 2094 AAA Authorization Framework -

RFC 2095 AAA Authorization Application -
Examples

RFC 2096 AAA Authorization Requirements -

RFC 2058 Remote Authentication Dial In User -
Service (RADIUS)

RFC 2059 RADIUS Accounting -

RFC 2138 Remote Authentication Dial In User -
Service (RADIUS)

RFC 2139 RADIUS Accounting -

RFC 2865 Remote Authentication Dial In User -
Service (RADIUS)

RFC 2866 RADIUS Accounting -

RFC 2869 RADIUS Extensions -
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FEPERIR-22 4 6 AAA FILH] & B
Y A =iE
RFC 0927 TACACS user identification Telnet
option
RFC 1492 An Access Control Protocol, Sometimes
Called TACACS

6.3 A IR1S M

WM IT
RADIUS fili45#%. HWTACACS li%5 %%
License
TEZ0 Licence .o
FRZS 32 #5
=& IR A
AR2200-S V200R001CO01
6.4 |RIBHIA
6.4.1 AAA 18
AAA BIERHZE
AAA JBHRH “H P um—IREs a7 Gk, XML A RGOy e, E T4
hEHHPER. WE 6-1 frx.
6-1 AAA EXHMEREE
| Server/client model of AAA
Access users Router Server
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PR -2 4

6 AAA FIH &3

TAE
AAA CFFLUTF IR JT 2
® AAIE: XHPHERGE, AXHIHT AR, — B AKX R T 2
(RART"
IR P REFH AAA B RIAET K.
R IR A % BRI R ) RLFLE I
AR 2% bo ARMOAERIE B, ] DUOIEE PR A; Sl E a0 B E
B2V AT A B
® mymiAilF: AR CREEAMA P A SRS R E )l B A A EAR
23 . AAA Y HET RADIUS (Remote Authentication Dial In User Service) 1
&, HWTACACS (HuaWei Terminal Access Controller Access Control System) 1/}
AT A . MR AN IRSS 25 NAS (Network Access Server) 1% i, 5
RADIUS %5 #8588 HWTACACS AR %5 233015
TRAE— AR 7 Z P R Z AR, B G A7 BEA TR
®  CYPLE ALy AR ST iy AL J5 AR M D E S
WG K S e i 25 s LA AR, (HOEfEAHUEAAER, 2otz bk
B, B IE R, AR AN A HAE .
HAETEE i NUE RS 25 TC NI, A S AARHIAE
® HLEH TAAIE (none) EUAMLIAUE (local) , ‘& ZAE At )G — MR,
=
AAA STRELL R AU A
®  AFHL: AN TR B,
O RHBFRAL: MR X L5 AR S5 i A K T A 5 B P BEA T AL
® HWTACACS #40: tH TACACS R4 2855 Fl P HEAT 44
® ifauthenticated ¥ AL: WA Pt TOAE, 17 HAE R AERB A R A AE, W)
M kit
® RADIUS WNUEMIN G AL: RADIUS BMSPIAE R AUE SR e A2 — 211, ANHE M
i RADIUS #ATHZHL .
WRAE— MR EH A 2 R, BRI PAT I P B E e, RATEY
B A A MR, A2 N — MR, WSRO AN 2 TR 3R T 4%
o
it
AAA SZRELLU R T A
® AP AXTH PR
® iyijil?%: @ik RADIUS JIg %5 # 5 HWTACACS JR 55 #4347 i vl 2%
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6.4.2 RADIUS {#¥

AAA W] UUHZ R HSCRSEEL, e )& RADIUS 103 . RADIUS f 4] FH ok & B A
BRI R 2 KB SO s Aok 2 N T A AR SS %5 NAS (Network
Access Server) R5t.

A AHELE R A M2 TR R4 ) 5 NAS 7344 T HCAJ7 i) HLAth o) 25 A
I BHAGAL FH HE L8 0 25 B AR IS, NAS &2 T YGIEH - 3o N IEREH o

NAS 70 7 AR 2845 EAL 3 45 RADIUS 4525 . RADIUS Whil3iE T NAS
5 RADIUS JI} 45 %% 2 [ ] 356 4 BRI 245 B L AGATERIT T 9 45 5, RADIUS Jiik
25 2R N DTS P IE R SR, SEAE,  FFEIAIE S5 SR T I R R B2y
NAS.

NAS 1 RADIUS 2 [A] {56 TEAF B R A% 3 0 Sl 1 55 B O 25 B ok s iy, UIRE S J T ) 1)
R AEAN 22 AR ) 0 5B i I B

1L SEI
RADIUS {#{ UDP (User Datagram Protocol) 1E MALHitML, HA RLFHSZNE; RN
WS FFFALH LI & F AR5 28 WL, AT HA e ar v Sk
WA 232 N IR 45 24 ) RADIUS WML %8 ) v, SEELLL R IhfiE:
® fnifi RADIUS X ¥ 7@, B45 RFC2865. RFC2866.,
o EHY RIS B,
® X} RADIUS &2 IRAEM LR thae: W E] AAA FIAES T B G, iy
RS 28 (KRS ) DOWN, i B IR 45 2SR AL B, B v B4 )-S5 ) 2410 ik
Fees Rk, ZIRSCAE R IRSS S BRI SC, WU E] RADIUS R4S 28 HRIN,  JUSA
MRS A TR AT
® AU RADIUS R4 43 2hfe: WER MR R IE RS 2SR AT KIE, ik
TE VBT 250 R 25 A8 I B O AR O, )5 BRI AR IR 45 28 A b e 8 2 A i
2% o RILR L
INIEFN 3
RADIUS R %5 8l ok 2 3r —ANE— B P BRI, Aefg P 4. Skt i P k7%
k.
RADIUS % J7 i 5 R 25 7 1) 1 S A2 an B 6-2 B
O /B SRE HAR B NG AR S N A e A5 N, S P A4 RN A R 4 i M 4 N
4528
® LMK RADIUS % /7 i (MZRHE ARG 28 U 44 Fnas i, i)
RADIUS 4% AL A UIETE K 5
® RADIUS JIR45 s BIAER KRG, S8 OAE, FEIEHTE I - #2RUE Bk [RlZy
s ARG SR, RADIUS A4S 28R [BIRAUE M5 BEA %5 ) St o
P Al RADIUS RSS2 2 18] &35 10 F P 84 B il s LUG A 7E 2% AL, DLk
G 1 PV B HAE AN 2 4 IR R 2% E 9k B B
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® 6-2 RADIUS % Fim 5 k55 =5 B HIE 212

User name
, 2) Request
- (1) password (&= (2) Req > =

o a R

Response (3)
User Access device RADIUS server

2% T B R AR EAZA I B R AR,
6.4.3 HWTACACS iYL

HWTACACS /& 7E TACACS (RFC1492) Jhfi FRbAT T ThREMASR I —Fh e il %P
WA RADIUS PSRl EEUEM T “& P ui— kg4 #5 HWTACACS %54

WG RSZIZ M 1) AAA ThEg, W T PPP. VPDN (Virtual Private Dial Network)

NP EAE . ZBCRT5k .

HWTACACS i JE
® A ATHIAL

- M P IELE Telnet 5 SSH & 2k th#% L5, Wi T EXHZH P A 21T
HEHATINUE, AT LCRAZ 0 P e AT 66 8 HWTACACS, % 7 i
N4 A #2301 HWTACACS R4 25870 . W R4 AGH i, a4 anl
IBEIAT . 750, HWTACACS R4 2eftifs B, A0 iZdr & AU,
A ANBEIAT

- A AT BT LI A B2 B 7954 23k ik, KRR, W R4S 2
M (IR45%8 Down. AA[IAELRINBN) SEATSATHBCRMON, w] LK i
AT N A HAZ R AT

- AR T PG B RIS S TR P, B RS R R HWTACACS ARG 2% 152 AL
GERL, PRGN, %A AR AT .

- HWTACACS ¥y AT I HAT R (B 6-3 TR,

& 6-3 HWTACACS 1z s S TR ITIRIE
Command Author-cmmd REQ

o 2

Author-cmmd ACK
PC Router TACACS server

o X HOERTTHEATIAIE
- JI/ilnd Telnet 2 SSH & sk BBk thas o, A LA AR R A H] super
AR TH B CIIZ . IXINE, B ERE P R R A T IR
- HWTACACS w] LI P G0 3R THEAT AL, HSAAT AR W 6-4 Pros. % i
A H P 85 0% 3 HWTACACS ks BT INIE, aniAubdst, Hi~
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MBCPR i) AFF RIS T, A0, HI IR ANBESRT T RF BRSO i 4 R
S AR YOG 3K o

& 6-4 HWTACACS B9 PR AR FABIHITIRIE

Tel/ssh Super authen REQ
Super authen ACK
PC Router TACACS server

- WA BCE N I T A, SO R HWTACACS kg5as I 2%
ARTHERAES A, WVGIEEE, P AR TR .

P T AT LA FH AR IV 43 7 i, A FH B4 L super Z5RREGIE .
BORE, LR M RS SR 0 R Cr, FR454% Down. ST IAIRI N RIS S5k
IR ISR TF I, T LUK AR TH o A A A B,
HWTACACS i F1 RADIUS i &Y bt

5 RADIUS #itt, HWTACACS HA3 5 N el SER LA N & 4e vk, & & T2 i
#]. HWTACACS i 5 RADIUS Wrs ) X B 6-1 s

% 6-1 HWTACACS %5 RADIUS /i3 B9 EL &L

HWTACACS RADIUS
i TCP, W48 4 o A 1§} UDP

B T ARUER HWTACACS 30k, SHRSCH AR | FURSHAUEHRSC b (1% i <7 BT
A ER AT N I

WIE S HR & WWUE S # A — ik b

T BT 22 A & T REAT U2

SCHREXT I ph 3 E I iy A R T AL AL

6.44 E T AP ERE

7EH AT AAA [ISEEL, A P ERE Tk, F - & TN 2 it FH P 44 rh i 10
‘@7 FETRFEORGER, L “user@hua” 5 FET “hua” i WUERH P ATHERE
WY@” , MTESEE P, BT RAEHA default 1, XFHEEH T, BT REHAM
default_admin .

HRHSAHEANR P EE

% R A WOk BEAT P A B, 1R n] A TR AU E . RADIUS/HWTACACS 5
BEC B . AUE R 2 7 22 10 1 B A%
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PR -2 4

6 AAA FIH &3

6.5 i FH

AT TR AL S8 TR AR AL N A % BT % i3k
JI RSB, (e AAA PLIET R 20 L EA N NI 58 3RBUT S T3k
jﬁ‘%o

AAA HEAAE TR TR WHRTE, KA RIE . AR ANt
o WHFENE—NE, BAEETNNHWNET SR BBOFE. FT%E, A AAA
380K K B R AE T B2 07 %o BB E AU & Beah, ik
FXFH K H RADIUS/HWTACACS 7%, WATHUEHE R IE N ELE RADIUS/
HWTACACS MR&5#stiti, AR 576 7 e 3k A0 R Y 12 R 45 2 AR

AR R R I TS R, T i C B G S TR e B G
%o

S O RIS B AL AAA IS5 a3 IBUE BALEHU, B, HUOGAEH] AAA RS54%
NRIIFBUENE, 7E AAA B S5 85 T IUBALEA SCFRRZ RN, kAU PR
o IXFRARBRAE Rt T DASEAR B BRI 55, AN A 32 BT AAA IS5 aedie
Bt

6.5.1 {€F RADIUS XHEANFA R HTEE

{fH RADIUS X AN P HHATEEL, Wil 6-5 Pian. H AL By C#BE TR R
HIF, 1#id Router #2 A Internet. BEAHRIEH 7 BT @ 3k, 8 HAR RADIUS AR 55 4%
SR TIAIE, W AUEEE, A ginl LUyl Interneto

6-5 { A RADIUS X##ENFH P i#{TEIE

RADIUS Server

6.5.2 £ HWTACACS M3ENFA P37

ffi il HWTACACS X N P 3T 2, Wl 6-6 frn. H AL CJETREMNME T
5, il Router 2 A Internet. Router #R#E M 7 B @ Htk, #EHFHARK HWTACACS Ik
S HOAT U, A iEdEeL, H P AL C EtnTBAYsA) Internet.
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6 AAA FIH &3

HF BB, TEGRR AT E .. i H HWTACACS X H M TEEE, Xf
P B B & I E A — 4 in S UHATIRAL  DISRIS B i 2 4k .

6-6 £ HWTACACS FHHENF F#HTEIR
HWTACACS Server

6.6 N1E 545815
HEmRiE

HREETE FEL 2R R 2R
AAA Authentication. NIE B T3k
Authorization. Accounting
RADIUS Remote Authentication Dial in | 5% T 7 $8 N AIE RS
User Service
HWTACACS HUAWEI Terminal Access M 2 B Uy 1) 128 ) g 32 ) R GE
Controller Access Control
System
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77NAC

XTARE

7.1 - ¢

7.2 Z AR UEFITIY
7.3 W ERAGE

7.4 J5 FEAEIR

7.5 N H

7.6 Rk 5 4ns i
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FEPERR-22 4 7 NAC
7.1 48
EX
NAC (Network Access Control) FRA ML AT, J&— P2 A N IPHESE LN
AR BT I
B 7-1 NAC HWEAXHZRTERE
BANRF M%@Aﬁ% %%W%ﬁ
il 7-1 Fios, NAC AE MRS 2 A NTSHI— PO &, EEARELUR LT
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