Huawei AR1200 &%)l BE ==
V200R002C00

it k-2 £

X#EhRA 01
E%HEH  2011-12-30

S

B ARGRAT HUAWeEI



BT © HAHEAREMRAT 2011. LRE—TIA.
AREA AT BMVFR], AT RN NATHE AT REASOR AR 8, ARG LUEMB L4k .

T b 7
Q) o e
noawel AN LA A g T BR34) g HE R F AR BR 23 B I T
A RYEE M P AR BT AR e E M R AR, A BB AT .

EE
TR SRR 7= AR5 B S5 I 52 4k 28 W] B A TRV R sk I 20 TR, AR SRS PR (1 A3 sl o 7 iy IR S5 X

P AT BEAERS I S B HVE I 2 W o BRARS R S5 A58, o0 A RN AR SORS P9 A ] B 73 BEER 7 1) 75
W B ORI

17 S AT R BRI, A SO R AN EIREAT BB BRARSIATLAE, AU TR T, A
PP RRE A5 B AT BN BAT AT W 7R B s g 4R R

ENTARA A F]

Hudik: I e i DX 3 A8 Ky s B A A B W% : 518129
[ZIRE http://www.huawei.com

RS HEAE:  support@huawei.com
= PRE HIE: 4008302118

SCRERRAS 01 (2011-12-30) Sy LA R 5 :
LT © N BARA R 7


http://www.huawei.com
mailto:support@huawei.com

Huawei AR1200 F 51 1Ml i i 5%
FEPE R IR -2 4 il

hfll3

ao

i

3

IFEEXR
SRR EF A A, KA SRR = A7 A 41 T e b b
SR 5 B ST AL &, T AR 1) 5 DL

AR SCRS T ESE T LR TR
® LIk TR

® I TR

® Ml E TR

® ALYy TR

3
Jj0
s
al

FEASCH A REH L M bR, eI k.
AR

Hs
PAAKR G TR I SCAR R R B fE G, W RN bt
= o, 2SR BT EY .

PAAKR TR (1 SCA RS AT I SR S e, R
g ABEEEG, TTREF BN R R A

DAAKR EFF AR SCAR R R AR, W 2 5L
;i% ZIK’ ﬂﬁ%%%&&%*ﬁiﬂ\\ iﬁﬁ%%\ -&%’Tiﬁ'éﬁ%’ﬂiﬂjzz:
o AT 5 5

o= %307 DLASKR & T AR 1) SCAS RE 75 Bh 148 it e AN ] Rl s 45 145 114)
i 1E]

RRRTT DAASR G TFF 46 0 SCAS S IE SCHI BRI B, A0t IE ST 5
PRTHN T

SCRRRAS 01 (2011-12-30) Sy LA TR (5 S i
AT © HhH AR A R 2 7



Huawei AR1200 F 514k % e

R LA 2 4

WEITRAYE
TN =94
il TR T (R AT RS L SRR 5) R
R 5 275
P27 AATBH (e hab A S B AT AR K349 ST
PR -
[] FRH 117 AR I E A7 fir A WO R TR 1
{x|y|..} RN E A LT I — A
[x]y].] RN B Z AT D I A s Rk
(x|yl..}* JRMNHADREA RN IEIEA, BRI, #%
AT LI
[x|y]..T" FR MBI L A LT D IR 2 A8 ik
&<l-n> KRS &R Z T LLES 1~ n K.
# th“#” FFIR AT IR MIERRAT o
EiTie%
SR BB T RRUCCRE SRR BT JBOHTARAS 19 SR LA BT SCRARAS 10 S 57 4
o
AR 01 (2011-12-30)

S E R ScAi

SCARYRRAS 01 (2011-12-30)

LM E
AT © 0 HARA IR A+

il




Huawei AR1200 414V % d1 2
R iib- 24 H %

BT B veeeveeeseeesseesesessasessssesssestasestassstossssassssssasessasessasessasestasestasestasentesessessssssssessntessnsesssessnsessnsesssente ii
T A C L eeeeeeceeereeeeeeeesseesseseesseessesseessaessesssesssessesssessassssessesseessasssesssessasssesssssssesssessessaessesssesssesnsessassnes 1
|0 12 OO OO OO PO 2

1.2 BFERRIETII U oot 3

L3 T BRI ettt 3

LA JEEEIR ..ottt 4

14T ACL BIFEA I oo es e 4

1.4.2 ACL [RITEIRIET ... e 4

1.4.3 ACL [0 KB TE oot 6

144 ACL X0 TR S B S0 oo 6

1.4.5 ACL ZEBITHLBE ..ot 6

L5 T ettt 7

1.5.1 ZEBS A ACL L BEEE A5 B oo 7

1.5.2 76 QOS FH ] ACL HEAT TR 32 oot 7

1.5.3 ZEBT KEEH I ACL..oooeeeeeee et 8

1.5.4 £E TPSEC HH T ACL ...t 9

L6 R G I TEr oot 9

2 EEETMH ceueveverererererereeesssessessesessssesessssssasssssassessssssssssasassesassssssssssssssesesssssssssssesssssssssssassessnsses 11
2L TG et 12

2.2 BHERFVETIIIIUL covoeeeeeeee et 12

23 T BRI oot 12

204 JEFTFEIR .o 13

2 S T ettt ettt ettt ettt 14

26 R G M T ..ottt 14

B LTI evurerrerressessesnssnssssessessssssssssesssssssssssssessssssssssssessessesssssssessessesssssssassessessesssssssessessessessssens 15
B Il e 16

3.2 BERRHERITIIIL .ot 17
RTINSO 17

34 JEFHFIIR .o 17
341 CPU BT oo 17

382 TIITR ..ottt 18
383 T IR oot 18
SCRARRA 01 (2011-12-30) BRI E iv

WU © HE B A AT A 7



Huawei AR1200 414V % d1 2

FEMEAIAR -4 H %
TR 174 £ OSSOSO 18

3.5.1 CPU BH BT ot 18

352 TUEEMITE oottt 19

353 T IR et e 19

3.6 RIELGARMETE .ot 20

BIP JEBT T e.vvevrerreeresiceessessessessesssssssssssssssssssessessssassasssssassasssssessessassassassassssssessessassassassasssssesses 21
B L AT ettt 22

8.2 BZERFVEFIIIIUL oot 22

B3 T HRATVE ettt 22

B4 JEFEFEIR .ot 23

BT URPE ..ottt 23

A5 TV ] oottt 23

A5 1 URPF ... 24

8.6 ARG GHMETE ...ttt 25

B ARP ZZuvrterererneressesssessssssesssssssssssessssessessssssssessssessessssessesessessssssesssessssessesssessssessesssessssesas 26
S L T et 27

5.2 BERRHERITIIIL ..ot 27

53 T R et 28

54 JEFHFHIR .o 28

540 ARP ARSI ..o 29

5.4.2 ARP MiSS T ST ..ooooeeeoeeeeeeeee e 29

5.4.3 AZESJRLBE ARP TR S oo 29

5.4.4 TEREZE ST APR I ...t 29

545 ARP IR .o 30

546 B ARP T TEIHDE ..ot 31

TR 17 £ OO 31

5.5 1 ARP ZEITAR Y oo 31

5.0 R G A TE ..o 32

6 AAA FIJH JUE . ooueeeereeresseesessessessessessnsssssssssessessessassssssessessessassassasssessessessassaessssessessassassaessenss 33
0.1 T 1 e 34

6.2 ZHFRUEFITIII ..ottt 35

0.3 T FRAG L et 36

6.4 JEEEFIIR oottt 36

0.4 1 AAA TIFUL oot 36

6.4.2 RADIUS Moot 38

6.4.3 HWTACACS T c.oeeeeeeeeeeeeeeee e 39

0.4.4 T I P T ettt 40

0.5 T e 41

6.5.1 AT RADIUS ST J U BEA TR TE oo 41

6.5.2 44 H] HWTACACS FFHEAT S BEIT AT oo, 41

0.6 AT G AR TE ..ottt 42
SCRARRA 01 (2011-12-30) BRI E v

WU © HE B A AT A 7



Huawei AR1200 414V % d1 2

R RR - A H %
T INAC. i iiiteriereeeteeeesseessesssesssessesssesssesssesssssssssasssasssssssessasssssssesssessasssessssssssssesssessssssssssssssessssssassns 43
T L AT e 44

T2 BERFHERITIII oottt 44

T3 I R AT e 45

T JEBRFEIR oottt 45

T4 1 802 1X VAT oo 45

T2 MAC TATE .o 51

23072 5 = OO OO OO 51

7.5.1 802.1X TATETEIIVH 1o 51

7.5 2 MAC TATEIEIL T oot 52

To6 ARFEEGARMETE ..ot 52

8 BT I evverrerresresseesessasssessessessessessasssssssssessessessassassasssssessessessassassaessessessessessassasses s s sessassassaessessenee 53
Bl A et 54

8.2 B RRUETIIII I ..ot 55

8.3 T BRI TE ettt 55

8.4 JETIIHIR oottt 56

84 L LI YEIIT K ..ot 56

A2 MRASBIT I oo oottt 57

B3 B A2 Bl ettt 57

B TAAA Bl oottt 58

845 T TIIIEE ..ot 58

846 T TRV oot 59

84T PRI GETE LI oot 66

848 I K EE L A oot 67

849 HEALLBIT I ..ottt 68

8.5 W e 68

8.5.1 BI KEBERLFHAE P AR ZTH oo 68

8.5.2 BI KEBEAE PITBIZE IR FH oo 69

8.5.3 7 KBS TAERE I ..o 69

8.0 AR I G M T ..ot 70

O PKL....eeeeeeceeeeeeseeceesseesseessesssesseessassssessesssesssessasssssssssssessssssssssesssssssssssessassaesssesssessessassssesssessaessassns 74
0L 1B ettt ettt 75

9.2 BEIERRHETITIIIN ..ot 76

0.3 T B R E et 77

9.4 JEUEEHIA ..ot 77

9.4.1 PRI ZEAME RS ...t 78

9.4.2 PRI AR ZRZEFA . oo.oooeeeeeeeee e 79

9.4.3 PKI TAEIEFE ..o 82

9,44 RSA IR oo 84

0.5 o ettt ettt ettt e ettt et n ettt narans 85

9.5.1 TPSEC VPN I ..ottt et 85

SCRARRA 01 (2011-12-30) BRI E vi

LT © N BARA R 7



Huawei AR1200 414V % d1 2

R iib- 24 H %
0.5 SO W ettt ettt ettt ettt ettt ettt ettt ettt eeeene 85

0.5, 3 W A P N oo ettt et ettt ettt e e r ettt et ereeeens 86

0.6 AR T G M TE ..o et e oot et e e e et e e et 88
SCRRRAS 01 (2011-12-30) Sy LA TR (5 S vii

LT © N BARA R 7



Huawei AR1200 R 414V % iy 4%
FEPE R IA- 22 4 1 ACL

ACL

XTARE

1.1 /44

1.2 ZH AR AERIP L
1.3 343

1.4 R B A

1.5 N

1.6 ARE5 4ing i

SCRRRAS 01 (2011-12-30) Sy LA TR (5 S 1
AT © HhH AR A R 2 7



Huawei AR1200 F 514k % e

FEPE R IA- 22 4 1 ACL

i #5112 ACL (Access Control List) & permit 5% deny i) 2R 11— R 516 Wi
IR A, IX L IR 4 B L i sl . H iRl Y5 . B 0 1355 B
Ao ACL R I VCPCHR S AR B B A AT 20, 6 H e A AR 3K k0 U4
LERH 0 ) AR, IR s L A R 4

BT LLH ACL 6 4841 Ar] F 7 Zuii{ ] Telnet S5 AN, 8035 RVFREANH T &g 4
SMTP (Simple Mail Transfer Protocol) [i] AHL A 1% HL 1 I

ARIEANFT IR 73 B, ACL AT LA AR 22, 4n3R 1-1 o

F1-1 ACL 9%

X143 3 VS NMA%= i AR
FeRar 2720 | 07 ACL | /£481) ACL bniirik, H
B4 ACL I, FeE— Ak
FIECFRRIR,  JEEErEErT
PLIE I IR AN I — R h iR
X ACL AT AH G A
25 ACL | FIZERIEE ACL 1, v LY | ZRRANT- 807 kil
ACL #8528 — N4, JEE: | A A B AR R
EEVE AT LB IXANME— 14 | IZRCRE, AR1200 $2
FREf 32— ACL, MIfef 3L | At T RiE) ACL 44 7
AT A CHEAE o
EFRE 4 T ACL ]
i, AT D] B
TR W R ECE
BAhnil, REEILxR
447 ACL 2300t —A
B AR %4 T
ACL,
ACL #FR 7 B4 Jry
—, H AN,
2l ACL BN | A ACL | AR SCIYE TP Muhb. 2 | gw'5 a4 2000 ~
I hfe Fr AR e AT TR B AR Sk e X | 2999,
KL,
SCRRRAS 01 (2011-12-30) Sy LA TR (5 S 2

AT © AR IR A+




Huawei AR1200 Z 41 AV 4% 1 2%
FEPE R IA- 22 4 1 ACL

253 F 0 S Bz Rsm= i AR

i ACL | BE R4 FH AR SCIUR TP Hidik, | 45 Ya ok 3000 ~
Wl H k. TP A5 | 3999,

2% . ToS. DSCP. IP fhil2k
A1, ICMP 254, TCP J5
F1/H i3 1. UDP Y5 1/
ERSEIRREE IS =88 )
.,

R 2y i) 45 A1) 2 ] DL X
PSS ARV ) 428 1) 71) 2% 5 HE
s TR RGN,

IR | nl A4 R S ORI | 45 e 4 4000 ~
3k ACL SR SCHUN, R 4 5 4999,

MAC Huhib. H¥) MAC Hh
Hbs DUORME SR 4%

ACL 2 58 1 e B (10— AR F1 DL A Ry 52 I B A BEA T g, AT R = 2 JE 6T
o FEVUNHRFE S BI5GB X SR oV B LA Y ) St f i i

AR1200 JHRAC E - R 5 ARG JEE L, IX LR e L U5 ) 42 51 ACL &
X

ACL 7] DIME R BRI B DI RE B H], LN g Bt e . BRI JE. QoS. %2
A, BikBE. IPSec S IhREREE S .

1.2 SEFRAEFTN

5 ACL FFPEAH ORI 2 Rt S il F

X5 ik &

RFC 4314 Defines several new access
control rights and clarifies which
rights are required for different
IMAP (Internet Message Access
Protocol) commands.

1.3 A[3E1EH

R MIT

Jo i HAt M T R A o

SCRRRAS 01 (2011-12-30) Sy LA TR (5 S 3
AT © HhH AR A R 2 7



Huawei AR1200 F 514k % e

FEPERIR-22 4 1 ACL
License X ¥
Jowi3k43 License 1], BT 3RAFZEFE R IRSS
RS S35
= BIRSHARA
AR1200 V200R001C00
R
AN I Ad A
EHEX
ACL )7 $R M BE R I 25 1) 5 e 2% IR RE AR P BE A O
1.4 [RIEHIA
1.4.1 ACL BEKEE

ACL FF B ST R OFTAT A, PSR ORUERE: . 45 R UL BB
RV SR L) TR

ACL By m) &8

KA ACL 20— A RUWAL, Wl DA 2 A R0 BEOWTERE RN 1D SKAR L, A 1D A]
DA BT RO &, el DL ARS8 B ARYE S KA. > ACL HH A7 LI 242 JERR
W ID MANEIRHER?

FUU ID 2 )28 T —m k. WA de e M 1D i, BARREIBE RNl “ACL 128
K7 kg, W KdEl 5, ACL ) ID 0Bl M8 5. 10, 15+--++ KA o
WSS KALIE 2, AN ID M 2 FFdh. FH ] URRAE AR 1D 77 (6 Ha 5 )
Fli N B0 2 ) B — A7

ACL H9# 0 PTg

WICFNPE BN, BRGNP BCR AR SR e, S-S LA g Ak
ArUCHEE, HEA AR SCULRE, S ik, Bouarrh RN, SRR AR U K 3h
VEEATAC B, “ SevF” WIARSEHRARSC,  “Hhgs” W Z IR,

BARSEHT A N, W R TS SRR, FRA AR, AR SCAEAT AR A #E
1.4.2 ACL By PCECIIRF
—ANACL AJLAHH £ %% “deny | permit” 15 A2, BB AR — 0, I L )

R BEAFAE AR B G IS C 20T AR5 59— 20U, (R 2 AN vl ESE 42 A1
D .

SCRRRAS 01 (2011-12-30) Sy LA TR (5 S 4
AT © HhH AR A R 2 7



Huawei AR1200 Z 414V % iy 4%
FEPE R IA- 22 4 1 ACL

AR1200 ZFF B FUCELGE, BIECE Y (config) AAZHETF (auto) o 4K — A%
AL ) 2 1 40 2 0 DU E AT G T F IR A, p 90 D0 FD DG JRC S v R U FrO £ 52 4%, ACL
3 3 A ) 63 PR S 20 Sk Ak B U 27 ) 2 A S (S 7

B & I F
i B L 32 e P G S ACL BRI 56 S AT USRS, S & R SG VEE . S ol -
VT oA 42 F P A C B HE I
BahHEF
HaHE 7 Cauto) fFH “UREEMIE” 1 )5 SE4T IERC .
CURFEARAE” M4 ACL FEFEORS A FEHE RS, G R UCHECE Clnph s R B, AT H 1Y 1P
Mok A PR, B e TE R .
Ebtn 129.102.1.10.0.0.0 355 7 — & EHL: 129.102.1.1, 1fi 129.102.1.10.0.0.255 WFEE T
—NMB: 129.102.1.1 ~ 129.102.1.255, BARFATEFE K ENWEE/N, 25U a) 428 50 )
HEERT T . HARBRAEDT R o
® JLAR IPv4 ACL ¥ “YRBEDLAE” WU I I 4 R
1. SEFEHNA R VPN S261, 7 VPN SEB R L 46 «
2. FLERE IP HhbYu L, YR 1P HbhbYa /N CRUEECSFHERS €07 A7 s
EDN:F WK
3. WIS TP HuhEYS AR A, DS EC BRI AR 5
(RARYT
B EF IS ARG, A S st HtR AT, B4, CEFW 192.168.1.0 3t 5 49F Mk
A 255.255.255.0, dmiB ECA#AL ) % 0.0.0.255.
® 57 IPv4 ACL ) “YRBEALAE” I ST B ) 4n R
1. BB SN VPN 5261, 7 VPN SEE] IR 56
2. FHRIIGER, f5E T IP PRSI PSSR B 5
3. WUR PTG EAER, WG 1P Mk VG, Y5 1P Mkl Y N R AT
Co” MLEEEZ D) RIAL G .
4. WERPRGER . 95 1P HuhEYEEAHE, W EEE H A 1P HhbyaE, H i 1P Mkt
/N CEIEBCATRRAS R “0” AEBE 2 ) RN,
5. RERBGER Y5 TP Huhbve . H i 1P HuhEVE AR, ) bR DU 2 b 1
(TCP/UDP it 145D Ju [, PU)Zum 15 Ya AN AL oG o
6. G ARG EIESAR A, U5 T AR AR S
® T ACL 1) “YRPEDLIE” M)W S D s
1. JeHIE MAC Huhbya e, J8 MAC Huhbya N CHIERS A “1” f8aE %)
TR I 5
2. WHYE MAC HihEYs EAH R, W ERE: H B MAC Hhbya R,  H A MAC ki
FEl/N CRRFERS A “1” AERcE2) UL SG .
3. WIS MAC HibETE . H 5 MAC Huhk 3 FEAE ], 005 e 2 e 56
SCRRRAS 01 (2011-12-30) Sy LA TR (5 S 5

WU © SR AT A



Huawei AR1200 Z 41 /Y 4% 1 2%
FEPE IR -2 4 1 ACL

1.4.3 ACL 895K E
EE N E RS

MWt 4 step, ILCA—AN ACL #ldl$s e “PK” , BKIE E: Hah ACL #i
Ny Eedm S i, RS 2 M2 8. Bltn, PR 5, g5 2 i & 4 18
5. 104 15 XFERTREN A BC . AT DL, ACL MU I2B KR 5,

20K AR i, ACL FUWZL A MEN % 52 A s BOHEE ]« B, ARG 5
H: 5. 100 150 20, Wil A4 step 2, B KEESCH 2, WG SAZ R 2.
4, 6. 8,

U SRASKHIN 25 AN 51534, AT step 2 e, FUSAZ 5] A, B, Wiy
AEK A s, MEgRS R 1. 3. 104 12, @it m4 step 2, DK BN 2, WHNSR
SHNLRK: 2. 4. 6. 8.
(1 ssem
R YT F KA 2, ANEHTH: 1. 3. 10, 12, BiT44 step 2 AN %5 LA T, BK
2

A
Z: 1. 3. 100 12, R EE2HZAN % T T A 4. 6. 8, FTVAIMAT undo step 44
M%FER: 5. 100 15, 20, BT step 2 44, MU BT ER: 2. 4. 6. 8.

W8 KB REE
3% undo step fird, T MEL KRS B B, RN MG 530647 T 81

undo step 74 7] DL 2% B DK% ACL MK 4w 5 . . ACL M4 1,
A 4 %00: %58 1. 3. 5. 7, KK 2. WHRILE 4 undo step 74, W) ACL
NG SA8 i : 54 104 15, 20, KK 5.

ERSKBIEMR

STB Ui 78 SOL W1 el 1< S R 9 1 P E D 1 R 2/ L 1 NG9 LT R
AN ) PR U BT o

1.4.4 ACL 349 FiRSCBISZF5

PG IETF AN BT AT TP RS0 By I HO SR A G ) 23 Rk SCEAT IR S
ReBE, JE S0 Fr— AT . IXKE, PRI T BERE 5 2L 0 20 AR S TR R G
0P ee o

ARI1200 FIELIE JEIR AL 1020 i SCEUERIDIRE, QAR T 70 koSG T =)2 (P J2)
INLTRORY) 3

7 ACL FEH, 3lIE S 4L fragment KARiR1% ACL U IT A 43 A #CCA 20, Xt e
J ARSI 2 e RN 38 ik 2220 none-first-fragment SKAR YUZ A AE B 43 Al
A TR AR SCRE 20 R 2288 R . A% 248 fragment BY none-first-
fragment [P0 BRI T000F By A3 SIS 20

1.4.5 ACL A 3AT 8] %

IS 1) B T4 — MR R IR RIS o T T REA R AR SR, B —28 ACL BN 5 2
FERAN BB S I 1) A AR T EFCA N ) BOUAN A28 B A 2 A7 ™48 53 T B URINS
)0 AR AR PRty i B D e VI i e D W R R Pty DU R] U ACL BRI
2y AR TR Bee XN, APl BUGHCE D AN TR B, AR5 T AT rule drd
SIS (A BL, - AT SEBLEE T I [0 BE i) ACL i 8.

~

SCRSRRAS 01 (2011-12-30) Sy LA TR {5 S 6
WRALFTE © H b H AR A R 2 H



Huawei AR1200 414V % d1 2
FEPE R IA- 22 4 1 ACL

1.5
1.5.1 EEHP{ER ACL ZEEHER

ACL AT LLRY FIAE & Fh s it pasc ey, o e by B SR A R W i) it b £ L EA T 1 0K

ANV R PLE 5 Internet AHIEE Y AR1200 U5 [0) Internet MZ% . S840 F 5 CUnBIE A& 4
FI5R 1D T BRI ) A5 ) (PR R, T el 454 (L A i gs 4 ) Az
KESNNH PV, RIEAR S MG S %4 FET DL TRl N R ok 225k, mT A
7E5 Internet FHIE (1) AR1200 (1) HAT7 1) 5E L ACL BN, HIkad AN [\ 26 B4R S

1-1 ZERE I E P ER ACL

Internet
172.1.17.0/24

2= 172.1.18.0/24
OSPF RouterA 172.1.19.0/24

RouterC 172.1.20.0/24

=
Department2 R

Wkl 1-1 fro, {Eiz1T OSPF PRI R4, RouterA 154 AR IERL I i a%, 7E
RouterA FjE X ACL #13&, -7t OSPF WSl W] ACL i i, ] 2 i vl (4 A A R 4%
e, e

® RouterA [UHEfE 172.1.17.0/24. 172.1.18.0/24 F1 172.1.19.0/24 45 RouterB.
® RouterC U FENI H 172.1.18.0/24.

1.5.2 £ QoS H{ER ACL #iTR9 &

& 1-2 fizn, NetworkA. NetworkB Jfi il Router 111 NetworkC, NetworkA .
NetworkB X155 A, Eda A AR DT TR W Network A XA 107 i) 75 =K LL A
SEEY, AT RIE NetworkA HV5 R, AJ LAYE Router FAfiH ACL, #RJ57E QoS Mg
RS HIXA ACL, IXFE, T K H NetworkA K13 SCER 247 Router #E4T QoS AP j5 #%
Ky MRUEF . Tk AL MR ITAIC, FABA LA ACL Ik Mk, %
H QoS MRk,

SCRRRA 01 (2011-12-30) LA R E S 7
RRAUBTA © HE A HARAT L2 ]



Huawei AR1200 414V i d1 2
FEPE R IA- 22 4 1 ACL

1-2 7£ QoS H{EF ACL

Router

NetworkB

e Packets sent by NetworkA
------------- > QoS-guaranteed packets sent by NetworkA
_ Packets sent by NetworkB

1.5.3 fEFF A IEFR{ER ACL

FEARMER AN BT 10 485 ) Internet FABRAN 22 R R5 75 KA —4F,  PIHEIRE
(RIBT7 it Sems S A —FER), FERT KBTI ACL, RTLLRE ACL Hhd i HH i SCiE AT —
RO 2 A ab B

1-3 7ZEfA K& {ER ACL

Marketing
Department

—— > Packets sent by Marketing Department
------------- +  Firewall-guaranteed packets
e Packets sent by R&D Department

SCRYRRAS 01 (2011-12-30) oy A R = A, <
RBUITA © 4N HARAT R4 W



Huawei AR1200 414V i d1 2

PR -2 4

1 ACL

il 1-3 s, HEANE R AN T T ISR A, an SRR T 1 ] LA A
Internet 2% H A€ 1 00E, W& R L AGEVS ) Internet M4%, 7E Router
B ACL JEECE Bk BE, il LA BX ALK,

1.5.4 #£ IPSec F{EH ACL

76 1P &g, XFEERIE L IPSec I 5 H s IAUESE 72, SRAORUES PR AE M 2% |-
FERTIN R FAE P SRR LSt . IR e A AR A R AR N 4 T 5 1 2%
NI, RN NI P R T R AR AR, FR L AR, AT
B, Wt IPSec PRI H Z 0. X AE RN H O RS E ACL, S8
FEPEN IPSec MIE I IC, ACL fRUF (perimt) IR SCKE# LAY, ACL #E44 (deny) 1
WAL

1-4 7£ IPSec H{EF ACL

Network1

PCAUJ

Network?2

RouterA RouterB

........... > il IPSecii (14 3L
—» kil IPSecili i 4R S

4n¥e 1-4 flr7x, RouterA F1 RouterB 2 [R5 7. T IPSec 1li&. 7F RouterA [{# A ACL,
Permit >k H PC A FIITH I, SRJG7E IPSec g 5| XA ACL, 1XFE, FrfakH PC
A R SCHR 29 RouterA N Ja e, ik A PC B KIFTARIC, B EA UL ACL 1
IEH IR

1.6 7k 'ﬁé‘f‘"fﬂ%h
RNig
Rig 7R
LAV o) g2 5 A FYR TP Hodik 23 B bsid e
FA ACL B B A BAE Ry e XU [l 4 B R G 3R
2 ACL 1o 0 In) 97 i 1) 2 T DAASE FH 0 AL i Y k£
S HEHAEE R 1P AR PRRA, B 5
vxE’thrét fian TCP FY&s . H g, ICMP
RS code 25 N 22 AR
LK MMk ACL B o iy =0 ETE A6 P2 S oy i R 7 NS R ETE
IR, AT AR B2 ST i LUK i Sk A5 L e
SCHEI o
SCRRRAS 01 (2011-12-30) 1l B A TR B 9

WKL AT © HE A AAT IR 7




Huawei AR1200 F 514k % e

R RR -2 A 1 ACL
HERRIE

HERGIE R LR Rz £fR

ACL Access Control List Ui Il 4= 551 %
SCRRRAS 01 (2011-12-30) Sy LA TR (5 S 10

AT © AR IR A+



Huawei AR1200 Z 414 45
FEPEAR- 4 4 2 A

a1

XTARE

2.1 4

2.2 ZEhrAER Y
2.3 IR

2.4 JRBEHIA

2.5 W

2.6 Rl 5 ing it

SCRAFEA 01 (2011-12-30) LA I 1 m
WKL AT © HE A AAT IR 7



Huawei AR1200 F 514k % e

Pt - 2 4

2 Y E

BH

KK
Ek

AR1200 (R4 1 SCREA A B ) 3RS0 AR R SONURJI1 R 40 S0 B i it
TR 4 R AIR ST i KU I BB R BRI, R GUR 25 Tl I B AR ) %
FRIC, A %A RS R AR BB (2 Y, AT PRAIE R 2831 55 1) IE 384T

4 AR1200 [5EAS 2 DUKHE FHECR T RS0, ALRR R SCHUR KN FR SO, 2 AE TR
—N VLAN W R AR Y =2 LUK DB R IR S0, iz dskocd 2, KRS
PR A e BRI, JF HLEW AR1200 )22 axVERE,  DIIERR EERHZSRR S R it & AT 40
il fe KPR PRAEIE I AR1200 )2 AR H RZ SRR SCRIUR B HIE — € I BIEZ

MR RS, WD), PRIE AR1200 R IERE .

2.2 SEFRAEF Y

MRS i3
IEEE 802.1d Media Access Control (MAC) Bridges Specifies an architecture and

protocol for the interconnection of IEEE802 LANs below the MAC
service boundary.

2.3 AJ RIS

R M IT

Jo i HAt K T R A o

License 37§
JCT53k45 License VFl, BIRIIRTF IR S

SCRYRRAS 01 (2011-12-30)

LR AE R 12
AT © AR IR A+



Huawei AR1200 414V i d1 2

FEPE R IA- 22 4 2 S
RRAS S #5
T 2-1 A
= ARSI A
AR1200 V200R001C00
TP
NG I Ad R
EHEX

TR, SRR

2.4 FIRHHA

4 AR1200 [REA 2 DURE: R 0. R SCECR A B IR ST, S e
—/N VLAN W [ HAR ) 2 DU HE V6 R X Sl S Tl 204 1110 B i B Ak T
AT DOKE T RS0 A RSB AR J RR AR S s BRI — 2 VB2 Y, AT PRAIE Y 2%
ME 45 IE H B AT

ik 2-1 fiiz, RouterA 45 3 N ZRIRKEEIA VLANLO, 4 PC A K% KE) #EiR
L, IR SCEAE AR N VLANILO [ 2k 8%, 7834 VLAN WIE) &
M, NI KB S i 58 5. n] DAEIEHEE PC A I 2 LUK O ERCE S
HThae, AiZzde DR RS A T

& 2-1 it £ 400 28 X =]

VLAN10

i

SCRAJA 01 (2011-12-30) B AR s 3
RRUITAT © S0y B ARAT IR 24 ]



Huawei AR1200 414V % d1 2
FEPE IR -2 4 2 A

BRAATEIL T, BN ARRRIR SRR AR

2.5 W
ikl 2-2 Fion, RouterA 14 2 M4E 3 = )2 % d 4% RouterB A+ AT, 77 B H] —
JEM R IR ) 1 A R i ocn, nf LUE i E RouterA (12
PURHEE O LR E =PI D e ke se it .

2-2 EL & it SN H

==
L2 network =3
RouterA RouterB

2.6 NiE 5450815
Rig

R
HERRIE

c
SCRGRRCAS 01 (2011-12-30) Sy LA TR {5 S 14

LT A © N BARA R 7



Huawei AR1200 F 514k % i e
PR -2 4 3 AL Bt

3 A BB E

XTARE

3.1 ¢H

3.2 ZHEFRUEM ML
3.3 HERAFE

3.4 JRBEHEIA
3.5 W H

3.6 Rifr b ik it

SCRAFEA 01 (2011-12-30) LA I 1 s
WKL AT © HE A AAT IR 7



Huawei AR1200 R 414V % iy 4%
FEPE R IA- 22 4 3 AHLT Bt

AHUBT R A5 CPU BB« Mrdi s i =8

AR1200 FIAHLBT BLef Rt AT B0 S0 Eik CPU 3, 2R TR th i s 2 &
24, AR AR S BB I ORIIE CAT 55 T LU R s #

CPU By B B 45 LA Rk

® CAR RV

CAR ZFFPE S HE A4 88 . CPCAR. Deny VL4 — & hRs. H, B4
BFRAREH RS, Wi ACL 55 AR e FRIE M H P AN B B s, g
AR TR AR SCEIE AR1200 JE ) EFE; CPCAR % WM SRS 4R
M CAR {HBRHE; Deny H4%EFFHAIMSRAIAR L, Gt RBEFR 0 Fi% CPU
ARG — PR, fRAE B4R 3% CPU R CA S 2, 147 CPU %24,

o IASHEM AP

AR1200 3# it ) &5 EE Ry Rt R 2 TSl BN 24030, 1 FTP Session £ Al
BGP Session H( it . ) AREM AR PR CRIE O A WV 4532 B B I GEW 1 1817 .

4 AR1200 #5921 HTTP Session. FTP Session 8% BGP Session ZE /., £ fEah%f 1t
Session M ZZSEEME PRI DhRE, 52 FIEHRCSCUIVLRC ML Session FFAEME B, HEIEE
B 2 mioR RO, L RIE T G Session AN S5 HIs 4T ] SEME . Fase
.

Kk

Kb L iR A AN gETE, A PONBGRIR, AR I R AR B 0L, DU
HUREATINE],  PRUEM 2% 2242

IV RS

IO RIS B850 B SCRINL 35 SR TT G, P BOT RGN, R AT X s (K3 S
FAEETT, R RGNS WERMOTRATIT, AR1200 #] LUE CPU By Brdi
BRI RE, AHEMARSCLAR E I Fi% CPU, fRIUE CPU M IR AL, TRUEM 2%
MIEHIEAT.

B

BEAT ELIDE R BOR AN E . 9 28 B AN T4 K LA B 2 1 ) H 2 K, BRI 11
AP R AR B R 2SI B R i o BT E — AN T TR 199 2% N A B v AR 1 )
Pl AR %A, XA RS ORI 1k .

T4 CPU, LRUE CPU X 1 Mk 55 (0 A BRI N H AT F 253 o HRAEM T, fFAEIE
T EIX CPU ALBEAR L, WAFAEET XS CPU KR M 3. #1%F CPU HIEE
B AR S 51 A IE LS5 [ I EL A R ST, KR SRR R E AR 25 380 CPU

AR1200 FIAHLBT Bk hREET XS A0 G bik CPU MRS, 2R TR i s B &
e hr, AEBRAE R BN I ORALE A M 95 W] DATE 32 e LA A B o5 T8 2 Bk I o e 45l
55 Z [ (R AR LR o

SCRAJA 01 (2011-12-30) B AR s 6
BB © H I HARA 26 )



Huawei AR1200 F 514k % e

HEYEHib- 54 3 AH Bt
%J—L
e

TR AE EANE B ThRE, R I 24, PRIEB& RIRUEIZTT .

3.2 SEFREF N

e

3.3 A[ 354

HEMIT
TG T HoAb R TG R L £
License X }F
To T34 License VFr], BN vT$RIGZE M AR S5 o
FRZAR S #5
F 3-1 A
= AR FERA
AR1200 V200R001C00
R
A G Ab R
EHEX
SRR A TG R R
3.4 [RIRHA
3.4.1 CPU Bl
ARI1200 2 90U, RIER &I 24, Sl T B4 I .
AR1200 38 3 LR S S 45 102 R A 2
® 2. LA ok E Rk CPU ROAETER 3.
® . X ik CPU IR MM SR I AT I AR SR, ARuE R R i ik CPU
R R EZ .,
SCRRRAS 01 (2011-12-30) 1l B A TR B 17

AT © AR IR A+



Huawei AR1200 F 514k % i e

Pt plid- 2 4

3 AL Bt

® % X LK CPU MRS, HZMMMSUIRSE RAEAT ML, DRAEDRSE S i L
(EELILOEE N

® EPUZL. X ik CPU HURICEGE— PR, B 48— PR R SCRENL 257, fRIE
B4k BIX CPU R IA 2T Z, f/Y" CPU %42,

3.4.2 iR

Kb WL X B4 CPU [ DOS Bt AT Rl JHRbxs 13k CPU IR SCHAT /0 4t
vy T AR SRR B, B B RN SR R 2 B RS, X e 1Y
RSO AR SCAS B M e L BE BEhR 1, ARl HE Ay U i
R, DU B DR AL AR R R 5

Wl 3-1 o, U WIRE SRRSO T SR AT Bo IR AR G I A
OIS RE

B 3-1 W iRERIE

Wt
BT | R P ) R
|
_ B R |

LA 3-1 PP RE, S e, SRR HLOLUE R ACL Bfc & 2 44 5. (15 2K
BRI, LLER Y BE% CPUL

3.4.3 N BELTN

3.5

I ZBRBIAR LR A 3B 53 USRI 2 3 HETFOC, B BUTF I OCHIRT, B iz Bl 4 SC L 3
L, RN RGUE I . WM SUOTRFT I, AR1200 1] LU i CPU B Bt 1 B ik
Dhfe, AHPRSERSCLUR 2 R L% CPU, fR1F CPU MR IEAHAER, LRUEMIZ 1 E
WIBAT

I JEBEEh N F T AR1200 i3 FH 2 B D e fib 25 I8, i it 5¢ P SELe sl 7 1k Bt %
Xt AR1200 #H47 Bk .

3.5.1 CPU BT
CPU Py B s = H T ¥ 4 CPU WIBG 47, RUEEA B -G~ CPU 1R RS 1F 3 ia
3,

SCRiRRA 01 (2011-12-30) ENLA RS R 8

AT © 0 HARA IR A+



Huawei AR1200 414V i d1 2
FEPE R IA- 22 4 3 AHLT Bt

& 3-2 CPU BRI A
RouterA

///;;%i

Attacker

Internet
OSPF#Z H.1MY

W 3-2 fros, Bl ROE KR MBGEEIRS, (S 2 M CPU BHl, S EM L OSPF
H P CVE A, PTG AL

7F RouterA FPC'E CPU BiiXuts, BRI 9 Bei i S0, Brdih 3ol B e — AR/ )
TR, AN FEI CPU [IEH ALFE, {f4F CPU /] LIAT 2%\ 4L #E OSPF B, OSPF #J LA
IEH IR, AR A2 P o] BLIE 7 18] 199 2%

3.5.2 Wi iR

T W 2 B0 1 B R PSR SO B i By, fRe 4 19 CPU

& 3-3 iR A

1
| RouterA

[l

Attacker

Internet

Wk 3-3 i, Bk RIS KEREGEEIR S, SRk & CPU i, ikt elk % .
7E RouterA [ Hc B Bl iy, Wil gt $h i Mol & 1 MAC Hihilk, &4 ki%sds
MM ASTH Y AR A PR OGS 3) RouterA b, MBI HEMEL R, FHRIHH B
R, PRP A CPU,

3.5.3 . FH B B£ 50
N JE SN 2 eI 3 i AR 8 B AR SC, Bk AR1200 38 52 X .

L& 3-4 jizx, Router 3 FR 2 4%, L1 FTP Server. BED. BGP il VRRP 2%, {HA
7% Ji | UDP Helper. 4 T Bjj 1 Hacker & 26 K UDP ) #F#3C, S 2 Router #E7%

SCRAJA 01 (2011-12-30) B AR s 9
RRUITAT © S0y B ARAT IR 24 ]



Huawei AR1200 414V i d1 2

Pt - 2 4 3 AL Bt

1R 2 B PR AN X e e S, ] BAZE Router | 5¢ 15 UDP Helper, XA TGI8 HEH# K
5% /b UDP ) #5430, Router #IAMATACEE, BHIEEFT, RUF T REMBYIEH T

fE.
3-4 [y A R EEEN4E M
Internet
HWTACACS
server
Router

UJ; User

UDPJ #&#
User Hacker

T D TF T 26 RIS, Router it CPU Wikt (R TN RE R I 133, fi
LR I 3%, (RUF CPU RSBl {RUFLS iE R IEAT .

3.6 NiES5Ha081E

GEME
FEHIE B EHR IR
CAR Committed Access Rate AR NE R
SCHERRAS 01 (2011-12-30) LA MRERE R 20

WKL AT © HE A AAT IR 7



Huawei AR1200 Z 414 45
FEPEAR- 4 4 4 1P YR Kt

IP R BB

XTARE

4.1 4

4.2 ZHERRERHIL
4.3 T[ER1FIE

4.4 JFBAAR
4.5 N H

4.6 R 5 4ing i

SCRAFEA 01 (2011-12-30) LA I 1 21
WKL AT © HE A AAT IR 7



Huawei AR1200 R 414V % iy 4%

Pt - 2 4

4 1P J5R; B s

=]y

KH
Ek

URPF (Unicast Reverse Path Forwarding) & FL4% 100 [n) #4086 K B TRiFR, JL 3 EIhRE &R
5 R B (1) 19 28 LA T

BRI ) R AR R BT LARR O <3, AR IR IR A R S . RSO T,
AR1200 FWCRHRIC, FREBURSCH) H fdhl, B H gk dr g e, R4k s 1 mt
BRI, M ZEFFIZARIL . 1M URPF S SRR SCHIVEHEIE AL 11, AR A3k
FRUGTHLIES B U 7 N GRS, I RANDLES, WOt 2 Db e, BARE
FAZARIL . WRLIXANT7E0, URPF BEME A7 2007 70 19 25 rh il il A2 i SIS 1P Hiuhik iy AT
BEBGET .

URPF

UAE, B T8 1P BRSO A A 28 ks, 28R Internet bl 15 3t ) 20 o P
o URPF AJ LUISRRT b3 50 a5 i 1) I 2 A0k 4 724 o

Ak 32 2
® L% LI TP YR, FEARKS TP JRBC E lA
I 52

® LA ML, AHIHHL IP EBGE DL, SRR R E 2% IR 55

4.2 SEFREFTIY

T
4.3 I3RS
H M T

TG 7 HoAth WX TG I BC A
License X ¥F

T 3R4S License VFr], BRI FRAFZ4r RS -

SCRYRRAS 01 (2011-12-30)

LR AE R 22
AT © AR IR A+



Huawei AR1200 414V % d1 2

B R R -2 4 4 TP JE B By
RRA S
41 FRAR
Faal- RIEZIFA
AR1200 V200R001C00
HS R
oG
BHER
KR AF TR AR 5K
4.4 [FIRHHIA
4.4.1 URPF

URPF G SRR SC APt iR AE 11, DA O H ik, #Efe Ak rp ddkiist it
XF IR PO S NE DL AC . WERANVLFCIA Yt ki D2 1), B FFiaioc. it
Tty 3 URPF 8l GEAT 280 B 3 199 2% o i A8 et b vy A7 PR i oA D R R A

4-1 URPF JR1E

1.1.1.1/24 2.1.1.1/24

2.1.1.1/24
—

RouterA RouterB RouterC

Pk 4-1 Fion, 1F RouterA AN YEHNE A 2.1.1.1 B ST IR 55 2% RouterB ALK,
RouterB i N i K IN W [ B AE ) “2.1.1.17 Bl RouterC KiEFR Lo X FpIEIEFR ST
RouterB Fl RouterC #Fid ik T Xiti o

W 7E RouterB )i ffl URPF, I RouterB ZEWCE YA, 2.1.1.1 (R S, URPF £
73 3 DR SCUR ik 1 B i ASE R B2 AR S 0 b, R SC A E .

4.5 [ FH

SCRAJA 01 (2011-12-30) B AR s 23
BB © H I HARA 26 )



Huawei AR1200 414V i d1 2

FEERR -2 4 4 1P 5By Bt
4.5.1 URPF
FESL AR I 2 BR355 v 3 ]l URPF I, 233838 ARG, GX B, URPF ANREIE
T Ak
N T RPN 4 Y URPF 18,  AR1200 5230 T URPF PR
& R

® R

URPF /= 1&R30 B R A

A UUAE I W BRI IAEE A URPFE PR, B ARG 3R AFEAH N 3R
T, R 0 — g ULfd A GEif ik URPF 2.

U RPN P L8 3 5 AR1200 2 [ RAT — ZR AR I U, IXIN, % i BE RS DR X RR A, Al
A8 A 2 RE W oK B S8 P DR AIE W 2% (1 2 A

& 4-2 Fron, AS1 A AS2 5 AS3 2 [a] JyHuikHz:. 7E RouterC [ GE1/0/0 $2 1Al
GE2/0/0 #11 L3 %) URPF, 0] LR~ AS3 %52k 1 AS1 FIT AS2 135 Hhk W 9w e s

Wi AST I FENL PC A Dhids T —ANEME S 2.2.2.2 IR SC, 9] AS3 H1H) Server £ 1%
i>K. RouterC 7EHZ BIX AL G, AT AN R A, KIEHNES 2.2.2.2 1R
RZM GE2/0/0 #EN, AN ZM GE1/0/0 3E, T RouterC A K iZ4R SCUs M bk 2 £h
I, HBEETZNIER .

M AS2 K In) Server IIEFIC, KAWL, #OEH K.

4-2 URPF =188 MR R & E
AS1

RouterA AS3

Server

source:2.2.2.2
destination:3.3.3.3

GE1/0/0

URPF
enabled
AS2 RouterB / GE2/0/0 33.3.3/24
K / RouterC
PCB U
2.2.2.2/24
source:2.2.2.2
destination:3.3.3.3
SCRifRA 01 (2011-12-30) EHERAMRERR 24

WU © HE B A AT A 7



Huawei AR1200 Z 514 1 #5
FEPEAR- 4 4 4 1P YR Kt

FREUEN

A LAFEANBECRUE RS HO PR AP B A6 URPF AR RO, Bl ASK A 1O 75 UL,
SUBAAAEAT AU IR R RS0 aT DU .

P 4830 2 TR B R 22 N RS, 6 e O R PR AR RECRIE, ZEX RSO T,
URPF PRI BORSE 3 A0 T DUPRAIE 50 50 1) 22 4k o

4.6 K& 5 dams 75

Kig
pn
HeBETE
EREE RN LR I EFR
URPF Unicast Reverse Path Forwarding | H. 4730 [n] i 124 &
SCHARRCAS 01 (2011-12-30) BRI E 25

AT © AR IR A+



Huawei AR1200 2514 i 42
Pk R -2 4 5 ARP %4

ARP &%

XTARE

5.1 /44

5.2 ZHEFRUER ML
5.3 A 3RAFPE

5.4 JEHLH A

5.5 M

5.6 RiE L kit

SCRAFEA 01 (2011-12-30) LA I 1 26
WKL AT © HE A AAT IR 7



Huawei AR1200 F 514 % e

Pt plad- 2 4 5 ARP %4

EX
ARP ‘4 5T ARP (224K, Wid ARP k2% ). ARP R Ui{EH Fl ARP 2 3CH
RIS, AU AES BV E % ARP B Beds, 6 w] ARG J5 M BE A B 24 3 1
ARP WY BL T
E]:p)
T LB SaET T ARP 30 [ i o
UL ARP B35 ARP KU AT ARP 12 LW,
® ARP KIS il it R 1 ARP $30, 16 oy 2% i I 4% 1y LA 3= ML
ARP FRI0, 35 R i 2% AR SCHE e R . ARP R i LA 4 -
- PiEH P EN
L ES
® ARP Z I TR B 3 1) WG K ik K AR K ARP ISR 3R S0k f 2% ARP 132,
VA AT SRR T ARP ACBE,  s2mg HAt MY 25 (g Ab B8, ol i ik 4 b
) ARP R IGEIT JAS, s i, TOEEZAFEH T 1) ARP 2630, A ity BELAS 1F %7
(RS J o ARP V2 R AT LA Ay s
- R RSBk
- EAEuS B
- Pk
=i
b2
® iM% FiY ARP Briki, BRAGXT ARP MU 4 A .
M523

o H ARG, AHIHHL ARP BUl I REE, SRS E KM 28 IR S5 .

5.2 S & FRAEFITN

PRS2 GERRS S 0F

X iR
RFC826 Ethernet Address Resolution Protocol
RFC903 Reverse Address Resolution Protocol
RFC1027 Using ARP to Implement Transparent Subnet Gateways
RFC1042 Standard for the Transmission of IP Datagrams over IEEE
802 Networks
SCRYRRAS 01 (2011-12-30) e T A AR A S 27

AT © AR IR A+



Huawei AR1200 Z 514 1 #5
FEPEHIR- % 4 5 ARP %4

5.3 A[ 3R15 14

H R M IT
To i HAth W T I BL A
License X ¥
To 75345 License VFr], BN vT$RAGZ R I HRSS o
RRAS S #5
< 5-1 RS
Pl =R A
AR1200 V200R001C00
R
AN LA AR
EHEK
PORTELS R R
5.4 [RIBHEIA
M A RN B 28, v DUEC B AN 1Y) ARP A5 oK v . Wiz 5-2 fin.
% 5-2 ARP £ 25 3 RAE T KRB R 7 5%
Kresy ARP 2454
ARP flood LT TP 5l 1) ARP 1]
JET-U5 TP 1) ARP Miss 15
ARP 35 B ARP %% 522
ARP K I 2] Ry
i ARP 58
SCRYRRAS 01 (2011-12-30) AT AR 5 B 23

AT © AR IR A+



Huawei AR1200 414V i d1 2
R 2 4 5 ARP %4

5.4.1 ARP g3l

WK ARP 30T HE S BB T HEAT ARP 2% ) F1 ARP Wi, Joiksb Bl
55, DL 2 ARP SCHEATHI],  LLORYT CPU Wi, ARP HRICHIHI U ARP ) 3C
YSAHIAN ARP 5 SCHCAR AN, Horf ARP 3 SCH AT T4 5 ol 1

ST AP, AR A KAL) ARP 730, R PR s, Af
LN A STt o 243 ae R I BX Fh s J5, A DA %6 3 AN 1 7 () ARP S54RI A
WK CPU %, {#iF CPU HJ LLIE B kb FENY 45,

AR ARP SR NELE Ny T ORI L ARP ZCi iy, BRI I8 EFER ) ARP
W, AIMTORY A5 1 CPU SR, PRUEFARMY 55 1 IR 1817

B LK) ARP RGN T ORIEAERE A0 1 H L ARP BGlii,  ANR2m LAt S 1
ARP 222, [AIBFIE T LAR Y B4 (1) CPU B, ARUEILARNDY S5 (1 1E 384T

5.4.2 ARP Miss ;8 2%l

ARP Miss /& 45 5 AE % R i IRITEEC AN 260 W Y ARP R I 3R Miss 74 5L, fil & Ko
ARP Miss 71 B, S &1 RS+ . ARP Miss 71 EHHIELFE ARP Miss 1 BJSEHIEIF ARP
Miss T S TEZ0H], Hr ARP Miss 7l B HEHIE T2 )5 .

TN P, SR A2 A SO IS ) P ik A KT ARP Miss TH R, IR HU IR
ERMEGL, AT TG . % A X R G, T DOl X AN P ARP
Miss JEHIR AR B 410 CPU %, fRUE CPU n RLIE AL BENE 45,

H T4 R ARP Miss i SUgERAMHE A T ORIE B il KR ) ARP Miss JH G, - BR
EIE LYK ARP Miss $R3C, I ERY B4 1K) CPU BEU,  ORUEILARND 55 1 1EH 384T .

5.4.3 FF 3 %% ARP X

o % ARP 4R SCE EHUEH B R TP Mk 4 H i 1P Muhik &% ARP 30, HLEEHK

HHA:

o HTKAESLNIP Hbl: IEWHEN FASUE] ARP RN, Gn5lic®], R HIA M
P fEfE 5 35 1P ik =S Ak,

® fHTIE—ANH MAC #ihik: RIET75 e T, MAC HuhlAZ T, o T RERSTE
ARP RIUEALRTIE S P EAL, RIET ] LR IE— 9k ARP )3,

HI T 25 9% ARP ROSTEA TG e, AEAT— A #8T LUKIE % 2% ARP 130,
WL % 2 ARP RSO LA A 7 1 TP ki, W2 i BT 1 ARP S SCh R
R ARP, JER ARP WHii. [, KE % ARP ;S0 Al fElE it % CPU 4K,
S AR MY 55

ML ARP WESR A 2% 3] ARP I, & AN WAN 42 1124 2] 9% ARP it
X, DABEAE ARP KR AT BEdE

(1 ssem
& & R H 3 Vianif 30 % 3 %% ARP 3R X.
5.44 1% 3 APR TN

PRS2 2] ARP R IETE AR1200 VAL 2% 3] H ERIE) ARP i RICCHINZRSC,  FEA
2 HE WA AR1200 AIE) ARP iR L. IXFE, w DA 4 5 70 1) ARP =K
W B4 B it

SCRAFEA 01 (2011-12-30) LA I 1 29
WKL AT © HE A AAT IR 7



Huawei AR1200 Z 414V % iy 4%

FHERLIE- 5% SARP 8
5-1 ARP B8 3]
PC AR £ )i K41 S g Router
B A B TR =
R

gmi

PCA PC B

IP: 192.168.0.1 IP: 192.168.0.2
MAC: 0000-0000-00aa MAC: 0000-0000-00ab

W 5-1 fizn, PC A [] AR1200 3% ARP 1R, EH M N, AR1200 231 PC A
K% ARP N2, I H AR ¥ PC A ) MAC Hilib AR ) ARP 30 (il 558 ot
NI ARP I o {H& AR1200 BLE T ™k~ 2] APR KIZ J5, AR1200 2 1EH 1)

PC A /i% ARP W& I, 1H AR1200 H-A¥ PC A 1] MAC Hulibin AKX M. [#) ARP 3255
(L S NI ARP R0 o 431 ARP i SRR SCFI R (1) ARP 26 10 A — S5 1) I
%, AR1200 Z1F[0 PC A K% —A> ARP iR, FRENZIERAT N PC A K HIR RN 2

WG, AR1200 A 20K PC A ) MAC Hubi In AT R ARP I (B8 36 M. ARP
XKD

5.4.5 ARP TR

WAALEWCEIH P A —/ ARP RCHT, 27E ARP RHUII—A> ARP I, JE8:uif

FRUCEN I T F) ARP #8030, BT ARP 0505087 IR Sl (26 10, 045 58 5 MAC
hbs B VLAN {5 BAREARI ] Wi RAFfE et 7, WORORE RS Y ARP ) 3C LA

FEA M) ARP £, 293054 FIF) ARP RINESS, A P AR SCTCTE IE H
Ko

H T BiEIZ R ARP Bk, W n] DAZESR — IR 2 31 ARP LU, AT AR VIR 5 B
IR Tl LA T R T s R

AR1200 $2 AL =Fh B fixed-all. fixed-mac F1 send-ack.

® if T fixed-all BixX, WALEW ] ARP R SCHE, (B biin], HABIIYAS ;o
BT, WRICRR S ) MAC Huhk. 3. VLAN {5 BT ARP 26+ 45 BT
Bic, oCEZE ST
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VLAN W) #%. AR1200 5 &k% 5% ARP #RCIhRE, LI LIEREILINRE, K% IEM
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AAA (Authentication Authorization Accounting) & —FiHEftAUE. FEBRCRITE R I HEAR .

® \il (Authentication) : G UFH /" &5 0T LISRIG VT AL, ffi s WIREE ) my LA T; [ )
7%,

® AL (Authorization) : FZAUH F o] LU FWFLEAR 25

® ' (Accounting) : ci3r A8 FH X 48 B2 U5 IRV 1R 400 o
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H 87 AR1200 R £ 3 Ait 3.

ARI1200 SZEF R HIEEME:
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SCRRANAUE T Vo B IEAFAE 224U, A SCRFE L P AGIE 7 v ASIE

SRR TV

SCFE RADIUS AiIE v
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NI
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SCEE EAP B & IAE
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BOBRE, 75 FERR I .

%E%’l\?}ﬂﬁ&éﬁéo MHTEAUTE N LT, SR T — MBI
RFE L i AT AL

YHFER HWTACACS HHAT i 24T H AL .

YRFE R A AT A AT
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% ## RADIUS DM.
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® U ¥F Radius 117k
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® SRR KT,
®  LERSEIN TR

PEARE T BLZE AR1200 _bJe B 1 25 2 M sk m

N TRy 5, WA RS 4, AR1200 ¥ 11T 28R4 28 R L TG T 2s K
IEEEOLT, ThoR RS Asm R, AR1200 iR, BT MR, nl g AR1200
BEAWCRNTE 2 IR 55 % T I 1110 3 Je vk 2 R . T3 RO, 75 B A T AH N 1) S -

® 1k DT IR 2%tk e S SR T Bl SR IBORE P e, n] ARG SR T R
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B
PR P BEATINUE . SBURTE 3% =Rl e 2T fig.

6.2 SEFrMEFIHIN

AFFPE KIS BORRE SR -

Xt R &iF
RFC 2093 Generic AAA Architecture
RFC 2094 AAA Authorization Framework
RFC 2095 AAA Authorization Application
Examples
RFC 2096 AAA Authorization Requirements
RFC 2058 Remote Authentication Dial In User
Service (RADIUS)
RFC 2059 RADIUS Accounting
RFC 2138 Remote Authentication Dial In User
Service (RADIUS)
RFC 2139 RADIUS Accounting
RFC 2865 Remote Authentication Dial In User
Service (RADIUS)
RFC 2866 RADIUS Accounting
RFC 2869 RADIUS Extensions
RFC 0927 TACACS user identification Telnet
option
SCRYRRAS 01 (2011-12-30) AT AR 5 B 35

AT © AR IR A+



Huawei AR1200 Z 414V % iy 4%

FEER A -4 6 AAA R &1
3ty 1137 #it
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6.3 A IR1S

R M TT
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IR P REFH AAA B RIAET K.
R IR A % BRI R ) RLFLE I
AR 2% bo ARMOAERIE B, ] DUOIEE PR A; Sl E a0 B E
B2V AT A B
® mymiAilF: AR CREEAMA P A SRS R E )l B A A EAR
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TRAE— AR 7 Z P R Z AR, B G A7 BEA TR
®  CYPLE ALy AR ST iy AL J5 AR M D E S
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B, B IE R, AR AN A HAE .
HAETEE i NUE RS 25 TC NI, A S AARHIAE
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=
AAA STRELL R AU A
®  AFHL: AN TR B,
O RHBFRAL: MR X L5 AR S5 i A K T A 5 B P BEA T AL
® HWTACACS #40: tH TACACS R4 2855 Fl P HEAT 44
® ifauthenticated ¥ AL: WA Pt TOAE, 17 HAE R AERB A R A AE, W)
M kit
® RADIUS WNUEMIN G AL: RADIUS BMSPIAE R AUE SR e A2 — 211, ANHE M
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WRAE— MR EH A 2 R, BRI PAT I P B E e, RATEY
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6.4.2 RADIUS {#¥

AAA W] UUHZ R HSCRSEEL, e )& RADIUS 103 . RADIUS f 4] FH ok & B A
BRI R 2 KB SO s Aok 2 N T A AR SS %5 NAS (Network
Access Server) R5t.

A AHELE R A M2 TR R4 ) 5 NAS 7344 T HCAJ7 i) HLAth o) 25 A
I BHAGAL FH HE L8 0 25 B AR IS, NAS &2 T YGIEH - 3o N IEREH o

NAS 70 7 AR 2845 EAL 3 45 RADIUS 4525 . RADIUS Whil3iE T NAS
5 RADIUS JI} 45 %% 2 [ ] 356 4 BRI 245 B L AGATERIT T 9 45 5, RADIUS Jiik
25 2R N DTS P IE R SR, SEAE,  FFEIAIE S5 SR T I R R B2y
NAS.

NAS 1 RADIUS 2 [A] {56 TEAF B R A% 3 0 Sl 1 55 B O 25 B ok s iy, UIRE S J T ) 1)
R AEAN 22 AR ) 0 5B i I B

1L SEI
RADIUS {#{ UDP (User Datagram Protocol) 1E MALHitML, HA RLFHSZNE; RN
WS FFFALH LI & F AR5 28 WL, AT HA e ar v Sk
WA 232 N IR 45 24 ) RADIUS WML %8 ) v, SEELLL R IhfiE:
® fnifi RADIUS X ¥ 7@, B45 RFC2865. RFC2866.,
o EHY RIS B,
® X} RADIUS &2 IRAEM LR thae: W E] AAA FIAES T B G, iy
RS 28 (KRS ) DOWN, i B IR 45 2SR AL B, B v B4 )-S5 ) 2410 ik
Fees Rk, ZIRSCAE R IRSS S BRI SC, WU E] RADIUS R4S 28 HRIN,  JUSA
MRS A TR AT
® AU RADIUS R4 43 2hfe: WER MR R IE RS 2SR AT KIE, ik
TE VBT 250 R 25 A8 I B O AR O, )5 BRI AR IR 45 28 A b e 8 2 A i
2% o RILR L
INIEFN 3
RADIUS R %5 8l ok 2 3r —ANE— B P BRI, Aefg P 4. Skt i P k7%
k.
RADIUS % J7 i 5 R 25 7 1) 1 S A2 an B 6-2 B
O /B SRE HAR B NG AR S N A e A5 N, S P A4 RN A R 4 i M 4 N
4528
® LMK RADIUS % /7 i (MZRHE ARG 28 U 44 Fnas i, i)
RADIUS 4% AL A UIETE K 5
® RADIUS JIR45 s BIAER KRG, S8 OAE, FEIEHTE I - #2RUE Bk [RlZy
s ARG SR, RADIUS A4S 28R [BIRAUE M5 BEA %5 ) St o
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® 6-2 RADIUS % Fim 5 k55 =5 B HIE 212

User name
, 2) Request
- (1) password (&= (2) Req > =

o a R

Response (3)
User Access device RADIUS server

2% T B R AR EAZA I B R AR,
6.4.3 HWTACACS iYL

HWTACACS /& 7E TACACS (RFC1492) Jhfi FRbAT T ThREMASR I —Fh e il %P
WA RADIUS PSRl EEUEM T “& P ui— kg4 #5 HWTACACS %54

WG RSZIZ M 1) AAA ThEg, W T PPP. VPDN (Virtual Private Dial Network)

NP EAE . ZBCRT5k .

HWTACACS i JE
® A ATHIAL

- M P IELE Telnet 5 SSH & 2k th#% L5, Wi T EXHZH P A 21T
HEHATINUE, AT LCRAZ 0 P e AT 66 8 HWTACACS, % 7 i
N4 A #2301 HWTACACS R4 25870 . W R4 AGH i, a4 anl
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A ANBEIAT

- A AT BT LI A B2 B 7954 23k ik, KRR, W R4S 2
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- AR T PG B RIS S TR P, B RS R R HWTACACS ARG 2% 152 AL
GERL, PRGN, %A AR AT .

- HWTACACS ¥y AT I HAT R (B 6-3 TR,

& 6-3 HWTACACS 1z s S TR ITIRIE
Command Author-cmmd REQ

o 2

Author-cmmd ACK
PC Router TACACS server

o X HOERTTHEATIAIE
- JI/ilnd Telnet 2 SSH & sk BBk thas o, A LA AR R A H] super
AR TH B CIIZ . IXINE, B ERE P R R A T IR
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Tel/ssh Super authen REQ
Super authen ACK
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- WA BCE N I T A, SO R HWTACACS kg5as I 2%
ARTHERAES A, WVGIEEE, P AR TR .

P T AT LA FH AR IV 43 7 i, A FH B4 L super Z5RREGIE .
BORE, LR M RS SR 0 R Cr, FR454% Down. ST IAIRI N RIS S5k
IR ISR TF I, T LUK AR TH o A A A B,
HWTACACS i F1 RADIUS i &Y bt

5 RADIUS #itt, HWTACACS HA3 5 N el SER LA N & 4e vk, & & T2 i
#]. HWTACACS i 5 RADIUS Wrs ) X B 6-1 s

% 6-1 HWTACACS %5 RADIUS /i3 B9 EL &L

HWTACACS RADIUS
i TCP, W48 4 o A 1§} UDP
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WIE S HR & WWUE S # A — ik b

T BT 22 A & T REAT U2
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B TINE .
W 7-4 s, 2 AR1200 K H 2 UGAMEIER, KumBE NG, AR1200 3R1G 201
MAC Huhl:, {1 MAC bk 4 F 7 A RS i 1T AAA AIIE.

& 7-4 MAC EERIAE
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8.2 ZEREF Y
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FHEF. WHE 82 Fn.
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RS EE
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Ko e e dE/ H ) TP Muhik . Y5/ H i 5. PMSEAYS, MR VT Il R A
eI SCl L, FEAATF A VCHC A IR SC . B KBS B A s Bk R T
IP. TCP &% UDP fi k.

o yiRsCidyE: Ak R T AR CSCRH TR I SR ) S R . Bk R KRR AR
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JT R ICH) ACL ILRC S RAEATH K
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R KB S FORASFE K 42 TCP/UDP 231, H1 ACL K psg M Le 23 136 f V4t
N AT S PV AR MR I Bt A B Ko [RIINPIRAS B K81 TCP/UDP 2
W AT BRI N IR R, AR & i R IRS B .

RSB K I 415 T I DERT KR AR KSR (DL, ANOCH R, 1y H2e 4tk
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ASPF (Application Specific Packet Filter) s&%tx M H 2 AR SO I8,  BIZE TR IR SC
RUE. e RE RN By k8 R R e AR R, R AR il RS
SITEARSC O  5 85 45 B BEEASER S RN B B S ol By kB o ) T i
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L, R A 2 e uE D Re,  Hei ACL WidJE. ASPF. Wi Zivh M, 2 st
17, LAERIW; K5 0 deo K 2 4 SEROR -

JHP AT DABC L 1 44 R 2 A I 1)
R RIS A4 R B S S RSO, BT BUER SO E R A4 R E

8.4.5 i [ BR &t

N2 T2 Wb ISl A6 P o0 4 i 15 EA TR AR o i 0 RS SRVE T AN [] B8 2T 2 B E3UE SC
A S, 3R U E AT AR AL S ) A LVE .

Uity TR A R ASPF NAT 515 Mb 45 SUsK (145 1 1638 FH 1R I e A~ A s B i o
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e SOy, A RS H A TP Mk 2 DCEC LA ACL R0 00w fic & 1 1P dhudik.

& 8-4 fizw, AN PC IEIE AR1200 Ui N5 WWW k428 iy 154 8080) , FE4k
H PC R SCHE L AR1200 B, iy ACL (4R SCedb 47 om i, 1A H ik 2
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WWW Server PC
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HRHL P AN RERR AN SE R L

Kl BT LL it SYN HR3C,  FLHi 2 Ot (K BB AN AE RO ILAE, 1) HAs TSR
NG

ICMP Flood M
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PRt AL, SEH bR EHUT T AL FEX L8 UDP 4R ST T4k SE A0 T 1 13K 3
HbtkFI4E 5 im O I
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PR W BN 1, NRWEA IP R — N K IP Wiy A, Hh w7 BHe i T A
WrEREAS TP AL R 7 o B2 ety T DU S Sk R I 2645 A SR 1% TP A

etn, —MECKHIIRSCAE MTU BUNR R EARRIIIR, B T PIAS TP #R3C, XM
A TP RSCRAE H A AT A, IR 50N S A6 ) TP 4R 3T Wi 8-13 s

8-13 E B AR TREE

IP Header | ISR, | IP Data A

IP Header IP Data B

IP Header | ICE | IPDataA|  IP Data B

W —N B TP EF GO, O 7 B B A IERRI(E,  BU o] g s I8 EE A5 B
Wi IR 5 o8 TCP/IP PSR AE I BN AL P A T SR A 1) Dk 3 20 B I 25 J3 ¥t
Xk 2 FTIE I Teardrop Biiti. Gnl&l 8-14 s,

8-14 Teardrop W~ EE

TCP
IP Header| Header IP Data A
RS -
Bl
IP Header IP Data B
TCP
IP Header Header 7?7

Fraggle i

Fraggle BGiti (¥ R B 5 Smurf Boki (1) JUBRRAL, Aid, Fraggle B K%k /& UDP ) 31
A ICMP 130, KA RI% )& UDP 473, Fraggle T v LAk — 28 1| ICMP $§ 30k
NI e P
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8 B K

Tracert 7

Fraggle Bl AR FE/E: UDP 3 7 (ECHO) Al 19 (Chargen) 7E4] UDP
X, e, W

® UDP /) 7 T W BIIR C 5, £:% ICMP Echo Reply —FF [F] N i B 1) 4 %5

® UDP (1 19 S ARG, 27 A — B4

IX PN UDP i #8257 AR KBRS, HF by P4 o«

Bkl LA H bR EHUITAE I 48 S 65t bl g e Boek ML, i H ik 2ERT A 1
(1)) R bk B P ) 4% Lk (1Y) UDP 4k 3C,  H Wi 1524 7 (ECHO) 8 19 (Chargen)
TW TR T BRI R o 17 52 F FHURIE R RAR ST, T = A K B i
T F I 45 11 B 2 2 T LD

WA H bR ENUTAEM S EENBA R ShIX S Thfe, X2 G 42— ICMP ATTiA
R, USRI FET S . R H 5O N 19 (Chargen) , H B3 H 24 7

(ECHO) , XFES A EH= L NRor, HfaFiEE .

Tracert & A F TTL (Time To Live) & 0 IR [BIfF) ICMP R SC, Ak 2] H 1) IR
[]f¥) ICMP ity VAN AT IE R SCR B IR SC 205 H 1t 263 (1) 642

Hili T AR Tracert AR W25 A A o 0T W4 48328 bk E R AE S o

B TCP X ¥ &

W32 TCP i 3OSl i O A R W & TCP k11 6 Nhidhr, & dEW s TCP sk i
AEPREEE, kRN B H .

8.4.7 MES i+ K& tEf=

B K AU IR SR AT I, S Py A1 2 O B AL PR,
HEAFAREROZET T FL A0 HT o B3O ZE 57 TP LA T 5P oty s
RIAFIR AT, 55T, Bk RGAE W LLSER M HEIRE, SR
S

B, JEIE 53 A 1S 199 2% 1) Py 38 9 2% A 2 1) TCP/UDP 3 B850 A58 o v e BfE, v LA
B 5 2 15 i B PR AR BT B, mla PR T pAY 8 19 5 25— TP btk A B i 45
B 8-15 J Bl KR (1 — AN BN TS, 2R 5l 1 AR I 2% 21 A F I 2% (K3 - TP ik ()
Gt T DRERS, WERANEEFI SRS Web IR 5545 129.1.9.1 K1) TCP ERLEI T #E
(RIBAEL, RE BRI A5 190 45 16 12l 55 s SORSHTIERE, BRI R A 2 1E W JE

& 8-15 TCP EEHBRT~EE

Bouter
~
=~ £
g WWWHk 25 <5
TCPRER 129.1.9.1
SCRARA 01 (2011-12-30) ER LA RS R 66

WU © HE B A AT A 7



Huawei AR1200 R 414V % iy 4%
FEPE R IA- 22 4 8 i kB

ARI1200 SZHm gt s i R .

RERHRESITFINEE

RARIMEL AR, S RETIA G H T B K5 DR 2 3 a 1 B i A2
B AR1200 ML 245 it T AT 224 %] () ICMP. TCP. UDP Z5%E8:5, i 3u st ie
BB, AR1200 FHCR IR HIE Rt H R IEREERBELT .
ARGV TRE A LLEF XA R E I RN & HE (. 94 TCP a4
PR B VB R 15000, N B BIE 3 E A 12000 I, DY BTG 224 R (0] g 57 (% TCP 344 2
o 15000 B, AR1200 FUBCKFE 48 FT A 22 3 R (18 1 TCP & HaE K, Frar7
A, i RIE L. IEIRE R R EME 12000 LLURE, S EE HE,
e B B

BT 22 R RGEHkE

ST IR E LT R, KA 22 4 DX SR HAth 2 4 X dak 2 [R) PR B v AR 3, B
AR1200 FAR S BE VT AR 2 A X IR HoAh i 7 22 A3k ) 37 () TCP. UDP S8 #: s 4. 4
A g A DR RN LA BT A 2 A3l ) S N7 (1 3 8 S B HEAN T T 1 32 2 o 5 et i 1
I, AR1200 FARCR LR HEREGE i, HAEERAEE AT,

B N Ty ) TCP JEFZEUSIE A 15000 B, A DX a8 g H A X 45 A L 1) TCP 42 12
BOHE 15000, AR1200 FUARKS 5 200 AR X 3 ) A [X 388 A 6 1) TCP #2115 K .
T IP it R E St Fo s

BT IP Hobik g s, T T A e 2 A DX I o BpAS TP Mk B ST A) TCP/
UDP %8, AR1200 FAGHE /5 TP Hohk A&t ok H ik TCP 5% UDP 4% 5
FOE BB e, AT DA A2 75 75 BRI 7 M) OB R Rk, LA Ik R4
% B ) Bk al R 2R G AT A A 246 1 45 (R AR 0 o

24 TCP/UDP Y& 4 S I LA N5, U5 1P Huhiksg H i skl o] DLEE BT & B 352 TCP
&, UDP 3%E#.

8.4.8 BFNIEHE
B % AT LLSIZ IR C S B KBS S VERDIRAS (A0 St 1 SERh B KRS it . RS 381 5 oA
S , JPEE R kB HE .

Xt H AR 7 HTRTARS, RENS AL P 1R AT KB ) 2 Al Aol I ARG 1S %
AR LB AR, SEIN Y H ARG s mT LT RAG I EAEREAT AR

T G5 KR (S ERR ASHEAT IO, MR AR I 102 A R 9 4% T o A
AR, T DA B K AR TR
AR1200 *FBf A tE B AR 45
AR1200 S HFLLF B i H s
o MuyHE

ARI1200 7EARBUA IS L I D3I B (K IN, E B4 AR O 230
SERRA R HE.

FEIMA KB R 2 Al R A% H A
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AL R TR EBRAL R RZUN )5, SRR B H
&=

® ILhiHE
BER RIS MBLR IS, AR HAE, e BRI 24
® JiEiEHE
MARGEAJR . BN TR RO I e B 1 JE R e BRI, Bt A iR
AR H &, WU T PrBe B RS (RN, BB B E H
o il
AR1200 [RJ3it H S A IR ZAMTEOU T, B HSE R, AR H SRS
ar, BT HEGEEER, WH SR bR, ks ik H SRS 4 .

MamHE, WHEHE. WEREHERH A HEESRN RZERE P, F
S ET DARC B o H ) SYSLOG g5 8% . AcHh CF F4%.

8.4.9 FEHRE A3

VPN 45

w24

8.5 i F

AN ALY G AT I, X LB 2% oS RN Alb e ESRHT A T g

L S R G RGeS Vi R EN T N
® U LLAH B LA L an®.

AR1200 SZRFMIEH EXI7 4 2 6 REAURE KA, 209000 22 A /INRUAAAT A 2% S AH A 3 1) 22
Exz

G REPLBE K REHR & VPN (Virtual Private Network) 524 (VPN-Instance) ‘224524
I EAR. B RENS g KEFLET KB P SR 1 fR 4% Pl 224 RS«

VPN Sy RE DRSS K 55 1 P SR BEAH LR 2 (1 VPN Bt 1, 5 AU KB —— X[, IX 4t
VPN i R 2 25 K2 FUL 97 K S AP SO (At i o S8

LA BT K R AN EL R B 1 2 iR 55, 5 BB K —— X, X7
YIRS FAAT RN 2 agin) . ACL MTNAT MU, JF6E 4 K 4UBs K i
M SRR i g, RS A . BohBiie. ASPF A NAT S8 FAH 12 42
% o

8.5.1 B K3 [ F FE R 51N 2 [8]

P 8-16 s, Bl Kb AL NN ERIA LR AL, B AN 2806 N I R AR o X T
A IRAAT Bl (R PO 45, T LLIE IS NAT. ALG BRI KA L &, SEI R dE—
PRI E AR
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[ 8-16 B3 A 35 A FE I SNW Z [8] Y 7R &

8.5.2 BA N IETE I ER M & 5 B9 52 F

W 8-17 i, B KEEHI T s rh, B8 Tk B N EIEGE, ORBE R
Btz Bl O APl TOREI A RN . XN, (5 Sl 5 2 0 ™ L2 11 SRS
CLER G gl

& 8-17 [ X IE R A N ER M & K R B E

8.5.3 Bh A 3E TAEHES

N T GBI KGR RS, AR1200 ANPEE SCBEA B8 (K AR, i g SCHE 1
W LAERE, e LR

® i
W AR1200 $2 1 28 = 2 X ANER:, B0 BA TP Hulik, WK &8 0 TAETER
FEL TS
B HER
24 AR1200 {7 T P FS I 4 FIANER I 4% 2 [a],  [R]) ZOR HL 5 BRI L% . AN 2% DL K. DMZ
(Demilitarized Zone) — A [X3gAH I 1142 11179 I BC B AN [R) X B TP Sk, I 30L&l
JRAT R Z8 b ah i . BT AR1200 A2 T — & 4 th 8% .
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& 8-18 Frzn, ARI1200 ) Trust X3z 115 20 5] WEB N 25 AH1E, Untrust X 3z 1 546
B AT

FET RS, Trust X AE O Untrust X 3843 0 25 5 F NSRBI T- R,

& 8-18 B A= ZH M E

Router
Trust Router Untrust =

K s iU, nL5E R ACL (Access Control List) flidy€. ASPF zh&d €. NAT
A SR, AR, % R T S I Fh 5 M AT IE L, Blan, PN g T
THC O, A T M B A . AT AR s R, 1 AT R R

BHERX TEEE

ARI1200 [R5 1 TARERS BB NN, B R 20 E 1P ik, %82 DT I 2 X
IR, AR =R DR SR R R R AN R T AN R T R

RSO =2 DA R TR Ay, AR PRSIy TP MR A kit ik . BT AR1200
RIA— A HJE, AR1200 5 A, AR1200 & k1) 1P 300 75 Z3HAT
RS AL B, TR A AU R B ACL B DA E 215 VR iz Cilad . Btk
Ak, AR1200 i 75 2 58 il H & B B Yok £ o

8.6 NiZE54a0&IE

Ri&
RiE R
A
ASPF B PR LA ML, A R 0k PR A 3 K O P2 D
MR B, MY 2T MRS FR 2 2 RS PSR 1 245
S BELLE S 2 U SR 5 e
F
By K 1 —ANE ST RSB RS, TR TR RS AT
HFL) RANEATRLS G TAREMN%) 2 0007 B, LA
A1) 41 s e 5 HE ) P RS 24
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R HA - 22 4 8 Bl Kk
N R
R PR R (] IR ARE R D BRSBTS 30 IR
BB AEH
G
BB B K BEH— IR Th E, Rl 2 R R I 2 ek, I RERIBORH Y. R 43
JEORT PN Y 2% o 52 BBy, PRUE AR 48 S R ST IE #2817
H
B HRAE R ST TP ke AT i SO B i —Fh oy 2o
J
LRSS Mk 55 SR EE P T U7 1) A BB U 35 5K
S
RN B0 R G sl SRS T A I B B . MIBR . SR, B
LA N REABOH B A A, A s (0 — SRR .
w
Wzl | B R g 4 b TR 224 B 4 4 i
5%
X
5 B #%e BaiZ A EHNZ HAR RS, 12 38 1 55 Wr 19 26 Sk T 540
B
Y
Bk FEVT 1) ) 25 115 e ) 24 (4t i 55 i A 36 il T 5 40 ) i
HEHE
YEREIE R ER R &R
A
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FEPERTIR -2 4 8 [y K4k
YRR IE EXER v
ACL Access Control List USRS
ALG Application Layer Gateway IV VRGPS
ASPF Application Specific Packet Filter N 2 2 A SR K B
D
DoS Deny of Service FE 4 R 55
F
FTP File Transfer Protocol SCAFAE ML
H
HTTP Hyper Text Transport Protocol JEE SCAAL IR L
I
ICMP Internet Control Message Protocol FIR PR AR S
IGMP Internet Group Management Protocol | 5k /4 21 45 B
IP Internet Protocol TR L
M
MAC Media Access Control BRAA S ) 455
MPLS Multiprotocol Label Switching Z AR AT He
N
NetBIOS Network Basic Input/Output System | 2% F A4 N R4
NGN Next Generation Network A 2
NMS Network Management System W 2 P A 4
|
PC Personal Computer MANTHEHL
PDU Protocol Data Unit s # T
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FEPERIIR -2 4 8 [y Kbk
] EXER v
S
SMTP Simple Mail Transfer Protocol o] BRI B
SNMP Simple Network Management i 5 X 28 B S
Protocol
T
TCP Transmission Control Protocol fE A 1M
TTL Time to Live A A I TE]
U
UDP User Datagram Protocol JZEDREAE/ RSN
\%
VPN Virtual Private Network REFUFALT 4
w
WWW World Wide Web JT4EM
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PKI

XTARE

9.1 M4

9.2 ZF hrAERITIY
9.3 WAk

9.4 J5i FHAHIK

9.5 N H

9.6 Rik 5 4rns 5
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EX
PKI (Public Key Infrastructure, ASHIEMITBEI) A2 ik A5 H 2 FHE AR FNE Ik k4 fit
RGME RS, NSRRI A UE T RAT & S —F AR R . PKI JEA B3 it R IE
PAFIAH, WIS = E TN AR, 3B AR i HAh & 05 5
R —iE, e —ANEAAE N e, 2 REBIRS R
PKI 1) B8 A2 10 ik 25 e B0 UE K 0 e UE T REAT 38 10 B FIAH DG A TF 28, S 3k
HGUEFS S U5 e P AT UE At T 7 (B @A [R) I E5 e 15 S AH DR 1 25 P IR 45
GIEF AT BABRATE) SEWUEAF R S-SRI S0 E, AR UE T 3845 £ L
B SEEEMEL AR RAEE .
® R IINLE MR IREIR AR R, ANRER AR BGE
®  EUdn e M R AR A (e AR i R PN RE R ARV B
®  HURIMAT IR IR RIEE AR IN D AEIE R .
® KU N UEPE R FR A A IS SEAR I B S o
PKI SCRFEEA LA IS EAR 225, WSCFRE A b N IXFERAAT 2% AR S
o ANk, PKI ik n] LUgE HISK AR 7 [R] 22 A M A 3 B A5 5%
HEY
PKI AR N FH B f2 AATIRE Y 28 A8 5 e AR B i 75 =Kk o A b —FhEal & iti,  PKI
PN HE AR T2, FFHAEARIR RS, g ) LA W N H 5.
1. ERLHME (VPN, Virtual Private Network)
VPN & — PR 7 28 0 5 St v it b 10 2 P Bl £ 0 485, 1) FH I 28 J2 2 A it
(4n 1PSec) MEEAZAE PKI L[ IN%EF 55 87 25 44 AKRAF IV LR
2. A THReE
HL IR I 2 A R L . 5288, IANIERIAN AT FRIA, X et n] LLRI A PKI A
RS HHTR AR P 22 4 7 BB A S/MIME(Secure/Multipurpose Internet
Mail Extensions, “%4%/% HI& Internet HBLFY 78N, A& AN FRVF A N3 A 25
AT IR o S SE B R AR T PKI AR
3. Web %4
h T B Web 224, (RN SR TG 2 0y, J62d57 SSL (Secure
Sockets Layer, 2B T)E) 1, CALSZIU N ZEH 2485 . M PKI
FiR, SSL W Ve Vi as FIR 5548 < I AT I8 A5 o« BeAk, RS d v A b
P A I ST AT DA ek B U A AR 7 B S
Z 5
® My aza
- i PKIAEUERIAR, H el UG U N & Ay rE, N o] PLERIE R
BNGAE, AL,
- JEE PKINESHOR,  wl UGRTIE P9 2 A6 Jan iy - B 16y ek, H P Bl A2
BB R ERAR
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9 PKI

- JEI PRI ZEXEOR, ATLAORUEA] S BE AL T, R B A - s &

- W PKI R, AT LAAE T 7R 00 45 ¥ o6 2 ) 3 N7 22 4 R R0 a0 e i At o

o azai

- AT BLBE 1 EARE ] A A 2%
= ARMb Iy SCZ AT LA N 2 AT T, PRAUE AL E G 0 2 4k

9.2 SEFREF YL

X4 iR

PKCS#1 RSA Jn#5#3% V2.1(RFC 3447)
PKCS#7 s SiEYE VIS(RFC 2315)
PKCS#8 REE BB V1.2(RFC 5208)
PKCS#9 ALIEXT SR E 2R Y V2.0(RFC 2985)
PKCS#10 UE PG R IBE U VI7(RFC 2986)
PKCS#12 ANNAF B A W LA UE V1.0

REC 2511 X.509 kA5 K A% 2

RFC 2560 TELUE TR (OCSP)

RFC 2585 PKI #:4EHM%: FTP F1 HTTP

RFC 3279 X.509PKI iE-J5 /1 CRL 575 AIAR I
RFC 3280 X.509 UL V3 kAT CRL V2 #%
draft-nourse-scep-20 ] FRLIE T3 P (SCEP)

X.208 BB ERIRTE T ASN.1

X.209 SRS FLN] BER

X.609 AT 4 iR DER

X.509 T UE AR

PEM Fa AL HEsR LA (RFC 1421-1424)
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9 PKI

9.3 A 3514

R M T
M 7T ik
End Entity A SR, RUET GRS, AR1200 ffi €8 R[1h i si
Ao
CA WEPH, UETB R # .
RA MR, 0T HAZUE G R E G015 R
SCEP Server ] SR B IR SS 2, S DT AL BE SCEP %% ) diig O UIE 15
TR AT CRL K.
OCSP Server TEGUEFARAS T, S TT AL OCSP % 7 dife R E 5K
CRL Issuer CRL % An#, 4153 %kAii CRL.
Cert/CRL Repository UEFA CRL f2i %, 50Uk A1 CRL -t A )
License X #F
JC5 3453 License Vi, BRI IRTFIZRFME RS o
RS X FF
R 9-1 A #+
P BAIRSHHRA
AR1200 V200R002C00
e ELN T
AR AT o
BEHEK
XA TC R R LK
H e
9.4 [RIBHIA
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R iib- 24 9 PKI
9.4.1 PKI E A&
MRINEE X

PRI Sk, SO AT Sk, BRI L, SR RN s S A s O R
WO E L. DL, AR AEE A B IRCE fEREA T B A L A BRI, 14
L AR I

SE I SRR AT R, BRI, BN, R T ARG IR T S T
frzth, Brel, fEATFITHENL LS b2 LR IR A B P12 — N IR ) 1)

EXFRINE

AERIFR IR Sk, SO SE, BB s Sk, RN E s P R R 5 wy
AP APPSR T RS, e T s A4
a5 MR S, s s Az A, IOV AP asy]
Hifif s NFAE DR A, B FAR e AR — AN P iAs B REH o5 — M Pl

o

B RGO FE I A SR A i B AT ZR ST A 210 — A REDE KRB 7 741
XA FPUAT I ARAE S, R A R i e Ay SO S e A T B o A R R R
2L

By B2 a 7 I B SRR I n Kl 1) B v fia 8. CRITRES S 45 S 20 2E47n
W JE PR A B ST A R R e A SR SR IR AR Bt (A R AL SRR
TARGCEATRYIINGE AN r 24

R B A TR B AL I A DI I E I A S5 I S A AT e, SRy
IR0 RIS H O Ua s vH 5 AR i B FE SO AT UL G, ARPEVL OSSR, Al e
JEURAR DR A BB, IR ORI T A A A AN R] A

e R )

BT RS T IR, 7 B RN BT A BRE U SRR B A e
B BN

SRR T ARSI BT I fo BRAL # A RU BOHL ™ i
LML BRI T RIS i L R BT 10 A PR B, b 2 I 00
T UESI E AT

RO B RS BN, R AUEH B CRRAIR S B AR, AR RRE S, AR A A

PRI R f e P 20 A5 B, SRR ORAIE T B A i (10 S S E AN AN AT R
RN )

By e Ak e, Bt HE- PR A I i 7 8l 2 PKT BORAHER . £ iE1s

KRS SR B ORUE T, RISk B AN A B IR SR DU CSEAR 5 A IR DL K
Fo UEPRAPINEAR, T BRI AP ME Sk S h e
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9 PKI

UEH BIETIR

CRL %% &5

WEFE M

R SR T A AR X500 brvlE, BRARQHEE: FPols. ol JsSEdmes
S BENU IR B BENU IS4 . IE B A RO .

FRAE R P A 8045 R T 4554 RSA. DSA. Diffie-Hellman (DH) . KEA (Key
Exchange Algorithm, #4835 #547%) . ECDSA. ECDH (Elliptic Curve Diffie
Hellman) %%,

BT 80 HPEBEGEE - AHMSAE . PR CA RHME. WER
AU EH Pl S RS R R, TG AR — RO S AT AT FE TR, RIRE A8
KA S5 Bghe X &R . £ PKIH, 770 CRL (Certificate Revocation
List, UWE Mm% , BB 45,

WHRAUET BA— KA, 5 CA ATl Uk i i Pk i X — A 2500 CA K
A MEB ML, S PO ARERAE I IIEB P85 . CRL #5537 frii & LL
UEBIRE ARG 2 . CA M RIAE CRL I AEP B A AP . A5 A HE T 21
W25, CRLIIAT I HAMER, LAZEkE CRL SRR

FEAT—MUEB LR LS, IEBHUY CA #2547 CRL KA WHZIEF 2 B4, JF41
HITA R BRE 1 28 R # AP F 5 CRL M2k HIL E BB H . CRL T
YR AT I T8 3545 S

CRL 241 7 — Pk S0 A R 7 2K, 22 28 0 S R T BB E A S i 15 Gk i, 3
T ZERAO i UE U IE) CRL, BT 20 e 75 e HRY o

CDP (CRL Distribution Point, CRL &Afif) , &AL FIEBHIGEE, fiidunfrsi
HGET5f) CRL %13, % Ff) CDP J& HTTP URL Al LDAP URL (Lightweight Directory
Access Protocol, g Hax im0 , Wl DU AR AR ) URL 8% LDAP Hr it
B, —/> CDP f{%—> URL 8 H it .

RSN, RIEFHTE, wURsikn CA BIRAHIFRPAE KR, AT CA R4t
SR, DL A8, IR BRSO U 4512 SEARUEAS (10 T2 Bl 7 o
SEAR T CA SEHHET B, A RERAMAEL AT B HRIETT, CA v HiiE

MR AN (s WAL, H T IERRAED ) CA Rt G R, fEZAE P HIEH T
TR A By A R T

9.4.2 PKI Kk &ZEH#)

PKI 2244

PKI ({14 R 2 Wi 9-1.
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FEPERIA -2 4 9 PKI
9-1 PKI {R & 2324
GZAVIE:
4—
PKT ] F SE4K
PKI & FH 5244
N
% %
e it
% N
$\P H
=
HEFS AR CA
X
1k
4
WEFSHLFICA
PKI R R 588 2 i DUR JLAN A4 -
® PKI Szfk
PKI £$5 PKI H 7 SEARFN PKI B EESLAK
- PKI A 7 SRS ECAIE Tl sk F A R 3, RO 2 siik,
- PKI HHSIARFRECAUE BRI R E FE B, BFHE B CAL ML RAL
CRL KA, HW CRL KAt AA (Attribute Authority, JEYENLF) fCFHsE
Mo
® PKI 1
PKI 72 51 300F A CRL [IAEfE &, 2Fifss,
® PKI Wil
PKI th 3040 7 PKIX (Public Key Infrastructure And X.509, X.509 Fl/3 83 Al 15
jiti) A1 PKCS (Public-Key Cryptography Standards, 8IS ARAE) P MG .
7E IETF [ 2z 48skrp, Hodh— AN TAR 4L 5T A B RE Bt 12 X.509 btk oE
TR PKIX TAE . 385 ] PKIX SRKF84C PKI ATk 1) — R A FRvEFI 0L
PKIX %€ T PKI S24&2 [R]. PKI 52445 PKI A7 1 2 IR AT HEAEAS BV FRAS |
H— RYIEF A BCAIE B IsE =R N 28 CRL [k CRI A 28 PRI H
R AN 2844 55000 PRI S 420 SRmE . PKI AFAE B BCA e B BN
faray
PKCS 58 T AP RGN HEAEYE, B RSA 5286 % 5 HABH R S AE T K1
PKCS ¥ M ANKTR 1) PRI #4 aCbrvE. FIEFIN R 1 ik PKI X 1%
VIR TE 5 ARG AL . PKCS FRUEHLAL T RA (0 B i e ORSTyde
X, BRI PKI SEEL ISR
SCRRRAS 01 (2011-12-30) 1l B A TR B 80

AT © N EARA AT



Huawei AR1200 R 414V % iy 4%
FEPE R IA- 22 4 9 PKI

Horp RSA 5k PRI Frifis i I AL Z —, PKCS RAUARAET 1) PKCS#1
€ T RSA IN#515k5UE (RSA Cryptography Specifications) , iZFr#Ediid T RSA
NHREIIEAR I, & B4, SRS W5 R Bl st s
AL EHEAER T RSA AFRFAGITETL .
® ILAbEMSUK

WA SRR AE, Bl ASN.1 (i ZBELH IARHE) .« DER 4w #i). BER %
TR, BASE64 il A IN%E, HARAE T PKCS WhilU%, {H PKCS WhsUG ik
JOX G AGRISAL T 3X L0 g A LI o

H:H ASN.1 (Abstract Syntax Notation One, 5 X.208) & X T — &5 4ufd M),
M THER N G SE M, R T X RIATRIR . dbd ., R, &

SRR g ) .
MEH A
® FPHLMEK
UETIHUR 2 PRI AR R AL, T0H K 2 Z IR S50, FRYEIE BRI 12
U, A LRI MR CA FIMNJE CA.  EZRUF-BHR 572 RANE H R ZAE B ML I
WS, I R UE B EEm . B 8eAiE s B84
UEFAHOCHER, meZamat ik HeEE 2] — MRIE B, R CABERA — 1 A%4
WA,
- R CA BRAAMRARPE —METMANM, ERGEIEN. 1 CA LU
CA MURAET, WrrPoyEth &ML 7 IREMURUET . X K2 HSE THE
HIN R Rt , A FHAIE 0 AR A AT DAE i 3E P B ER I 2R
- W& CA DZIMR CA B N—A AR CA BRI M E CA IETIMNE CA
AESREGIE TS, MJE CA v HEURIET .
FEFENT CA I, MJE CA Bt 4 CA 315 H A CAET, MR CA & a) s
H A AR5 .
o FTIHLRRAY
UEFHLA CA IZERIELFE DL = Ffr:
- AL CA: fEAZSA CAY, UETH AR TR UEIE 12544 1 AP EAH R
o
- WE CA: EMJE CA f, UEPBTH AR FIAEUE B4 B A H A F I
- IR CA: I CA J&—FMFERII CA, ER2BNE P TLAIMHAGAT, AL TE1 2 kg
M m 2. T B2 ETH CA. R CA D2 A CiF B2 44, K
HAEUET 2 IR PR A T s R UGEAL T
o FHLMThRE
CA W O TRt & RO B IR, AR IEBMMA. IEPRHER. iED
IS . UEBMA® . IEPEMER. CRL 1AM, HARRIALIR:
- UEPHTEARE. Bl KU S BRI HG
- UL e R A R P AR T I I
— UEPSMUARARBE : ) HORE R B AR 4R B RS
- AEP AR Rl ANFE B T K .
- UE P AR A B PR R A R
- kAW CRL: F=AEMKEAER M#FIER (CRL) .
- AEPRVIRY: BUFIE T R
- BN I .
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LS AC ISR

AL

RA ZECFUE M S HEN A, RA A& CA THIXTH P RIE I, J& CA FIE BRI, &)
REMIIEMH, & H T3 7 BOAE oy AR S H s, S P i S (s BBk T &, JF ok
FESE T[] CA $RAT R B A Bl i Hs

RA 14 CA ThEEM R4, SEBrMNHH, % RA FHA—EMIAFE, MEM CAH
FEE . 244k RA AT DIk, 4304H CA I—30ThRE, e CA s, HE5s
CA ARG ML 4,

9.4.3 PKI T {518

WE$ 5558 E
NI () 2 ERO T AT AN AR & Ef A S0y, i A 5
LU HOER T B ALY, mskbs EXNA ISR T ¢ B4 ASHEH C
B2 RsebrkE B (XELLEC 3R B) .
KEAE— AN P BCFAED, TESRAS R XA IR CA A, A ek a i
IE L CA IRV 4 . — N C AT RIAES — A8 S 2R C A SKRAE H AL FIE P &
AR, XFEEIE RS, BAEBCAUE PR T AN BRI, B IXANBE A A
AEAT AT (EAEAS, WETES, — AR AL UE TR C A B8 & TR ]
CA) A4,
Pl BIE 8%, e N L SEAARIE 1 RIARAIE 15 1 — R A 05 AT IE A B FE T 41 o ATA]
Sl SEAR, IR eI A AR CA 57 CA, FF H.E3KE CA UE1S, #8AT LLIGIEXS
S . —EMR, YIS SRR, 6 UE I FEERE B AN WS AR AR Pk
CA BRI &5,
EPBER) I UE ISR — N HARIER (FRFSIE A S2ARUE ) 35 S UEP & 26 AF 15
BZ Uy S

e E
PKI SEARSRIUE 1 (I& 28 7 1A 2 Fh .
® SCEP i (FEZmM/ Fa7 0
T LAY FAE By M, I HTTP Ppi5 CA B RA A5, RIZUE B MHE kL
WP FEGEREE, T8 CARAED. W&AIET, B HIHBRAIUET . SCEP /7
S MRS B 8 M7 =
® PKCS#12/PEM/DER /530 GIFHSATIZD

it a7 Can FTP. RédE. W IRfF5E) HUf4 PKCS#12. PEM. DER &1
CA/RA UEPB . WAAUE TS0, SR E RIS S AN AR,

® PKCS#10 7 (FLA M=)
MTGEIE L SCEP Wpil a] CA AEZE HIEUEPI, 7] LUl ] PKCS#10 A& 2CHT B HL A
HOFAIE 0 HEE (S B e P BL PKCS#10 4% 20 ARAFIE 15 HRd A BB SCh b, st e
AT RIS CA BEHATIE P Hi

o HEZIFH
PKI %454 HOWR — N AZZUET, BIE2 K ZFE E A .

SCRAJA 01 (2011-12-30) B AR s 82
BRI © S0y BARAT A



Huawei AR1200 R 414V % iy 4%
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9 PKI

B EH

UEH R $H

1IE:E 'lklh\*b.ﬁ

WEHIEIE

ARI1200 fEAUEFS B RE Y, Semiiis —MEPE N “SrEts” , fESAEBEE,
SRS O RIS, S8 IS BB DI RE

HIE S8 et B, SER RSB A L AR

UETS B DIRER 2 CA M5 s IS RF, Bl CA M55 ds e AU UE 1S 3BT D g

AP S0 G REEE P AR SAS . P R sl ok 45 A B 25 A,
P 5508 A SRR B, BHROE A S P 8005 SRY8E R K. 7E PKI T,
CA RS UEFAS H 1 7 vk A UE R4S 22 CRL, i SEAARREN B O HiE B &l i 4k
A .

AT RS A CRRET, S s iR A A7 0 (s E-mail 4577 20) @40 CA Rk
Ll

G TSR & SEARSRAE 3 CU ) Challenge Password (Challenge Password ZEiIE 13 i
CEh PKCS10 UE IR JE R4 T CA).

G R L SEARSEAIE ] Challenge Password 5 CA R4S 25 PRAFI) 3, CA &AF CRL K4l
BHE1

LR SR IS IE X RAE I, 4% R A E B R AR, s i B R A
W, REINAGE R4 o, B AIE D ARPIRAS o T 5 2 SEARKS 2 E TR A ) 7 28
=% . CRL y=X. OCSP 5. None 5.
® CRL it
Wk CA SZ#F CDP, 44 CA S RkUEBRy, fEiFHh 444 CDP (CRL
distribution point) {F &, ik T IRMUZIET CRL f@Ef . ZimsSAF A CDP
rh3E E ML A HE Sk 2 7 F1 R 4, CRL.
% PKI B FECE T CDP ) URL Huhl, iZHbhbK 78 55 3F B rh #5205 1) CDP {5 .,
2 SRS FH T & 1) URL K3REC CRL.
- WHRIE T CDP 8l AL E T CDP, A ZUE 15/ CRL 4l CDP
TR R E I LHISREL
- W CA AZFF CDP, A A TCE CDP [ URL Huhl, HB4 AR1200 1
SCEP #pi33KHL CRL,
SCEP i B & UE B AT & 2 FFUER P55 . B4R SCEP /72K El CRL
My 72, AEXHT R E CRL MSREHER(# ] HTTP J7 (.
® OCSP (Online Certificate Status Protocol, ZEZIEFIRESHM) J7=0
WR CA ANSZFr CDP, B %A Te2 CDP, Jf H PKI & %Al 'E CRL )
URL #uht, ZusfAn] DL OCSP WU 2ok 15k 24
® None i3t
Ly 2w SEARVE A 0] ) CRL AT OCSP R4S #%, B8 AN T EaAG 2 56wl A0 IR 4,
AT AR None J5 X,  BIFAKS A 3FE 5 /& 15 e fiids

23y SEARRIBOMSUE TS T, = SN AT UE S A UER 0 o 205 0 S 7 22 A2 g
Wl 4, W T ERAER SR UE B ) St ORAIE A A BOUE P e A 39,
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9 PKI

ERTEH

CRL T%;

W% CA 2R I PTHATUE A A3 (HAE CA UEP I WINT, &< B3 B CA/RA
UEAS, SRR A S mBL CAIE B LA .

KGERAEPEAE, BT AN, AT NG R 51T CA E.
CRL. AUiHrib P R WA B S B .

UETIEAIF ) - 2 A R

1. 8 CA E15 A A FIEEIE - LR 25 44 15 T

2. ARFEBRA RN, KAFuE e maki.

3. KA BRRA, BT CRL. OCSP. None 2577 AR AOIE 5 & 75 B4 o

4. KEEP S AT CA FH,

UEFS N BUE SR I L ARIE I SCEP UM, i) CA JIRg5 s B JF MO MUK ESS, B
ML COP fREpLHIAAE, N O MIET . ZIEH T BUE B CRIES, mrfblg
CAE, B Al 2 SEAAIAE S o

CA/RA A2 EFHE CRL KRATL Lo SEAR, i & SE R 8 ke CRL &5 ). A M
N4% CRL W) J5%:: CDP Jyx{. SCEP Ji .

CA T3+ CDP, 78 0 &3 SeAR M R AE I, 4 CRL %& A7 &% URL Hudik-gw6id il CDP
JEVEREAEIE P, & sSERMR s CDP Sk M3k CRL.

WRIEP AR CDP 58, 3F &AM WA A R S CDP [ URL Huhl, W48
i SCEP #pil i) CA R4S #5155k CRL. £ SZiAkilial SCEP WM ERBGIEF I, PAIEPH4S
KRG A FRE T 95 A A v ek -

9.4.4 RSA ZAXt

g

FARAIRIP

RSA AHEEE 70 FEACK,  H3EE WA K2 JUAL 228 R B, DA T 44 - (Rivest.
Shamir. Adelman)fiy % 4 RSA 5.7k, RSA SyEREREH T-Hdi =, MNaeH TETFE4.

RSA S HIXHALE /4 RSA ZAHIF—1- RSA AWHT, L AL A IS, F 153
SR AR B LA BB TIESIR, R @S AR, A
EHL B ATLU R TR A AN IR AT A 065 . RAPIHIZOR EHL A
FCARTE, SRS R B B IR INECR. B0t 1 LRI SR A2 44

RSA 0B, Bl RSA BHHIKEE A7 bit) o BIEpHOR, e 4, MR 4E
L N A SR I TR K

AP R DR AT, W AR T B 72540, WERAADIHER s N SRE, Mo it T LA
B A, AR R, mMgiR ek .

N T ORIFAYT, B R AAYTINE ThRE, AR PIALENAE P IRAF, HEAT 3DES I
Ja LSO OR AT, AR IR ST e
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B R R -2 4 9 PKI1
FABH I S 8 A SRR N8 5592 3DES BEAT I Mg, s o W RAEH A AR ml AAdE FH 4t
NUHTH) 24

9.5 W F

9.5.1 IPSec VPN [z F

IPSec VPN N FH 41 M G B 9-2 flT 7 o

9-2 IPSec VPN |3z Fi 42 ¥
CA/RA  SCEP Server OCSP Server

T A FIF B P P AP A EIE S, AR1200 1E KM 4% A A1 B ) H 1M
Ko FUAAMWRAZAETIMES, A TR P AN 24, AR1200 KA IPSec 4
A, 5kt g 38T IPSec JIE, R4 s 11 4t

IPSec 1HEAF A SA (Security Association, ZZ4M) , WLIF LRECE, s fiH IKE
BUHAT NS . 8 T W46 IPSec A FHFIE 2, J@id IKE (Internet Key Exchange,
PRI 19 5 AT 4 0080 O TPSec 424 A ) B i A He B 40 . S RN 4Ed 22 T0E E IK IR 55
IKE J TR UEEA LA 2 b Aoy B0 07 TPSec SA, 7 B I8 AE XU AT
S AE, IKE O UhCE H, A B ASHXUTT I E il 4, IR uE ek, BRI
BT PKI M HCT-UE TS UIE 76 B IPSec FEIE (¥ 2257

IPSec {EHEAT IKE PR i, IKE 045442 ) 5 2 HAH ARG U X7 k4, e
PG U HUE AR IS UE D g B PKI R PE 58 .

9.5.2 SSL W 1
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SSL 21 M 5 FH an & 9-3 Frowo

9-3 SSL [z FH4E M &
CA/RA  SCEP Server OCSP Server

= = =

HTTPS HTTPS
Client s SSLY¥pE  Server
<—SSL£”E ————— _ — >

G Internet

SSLi%E 2

SSL (Secure Sockets Layer, %R EHE) &— el AT TCP N ZE X
feflb 2z 4xikde, W SSL AT Lk HTTP Wil fe it 2e4iE sz . SSL Wil 2 1 T HL 13
% W EEAT ARSI, A M B AR R At e A PR ARAIE

SSL N 2 AR RE T, 5 258 il TS A9 B O A UE A Bk B Bl 7 1 R

SSL fEiER L FE T, HTTPS %7 i Al HTTPS AR 4% 2% A] Bt i B HAHAZ $ A1 56 31E X
JrUETS, PR HE . E SR ANIE IR D AE PRI RFPESE .

9.5.3 WAPI

WAPI 41 N Wi 9-4 Fiors o
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Pt plad- 2 4

9 PKI
9-4 WAPI [z F 28 M [&]
FAT AP
STA g FIT AP
WLAN | /7 STA i WAPI-CERT 77 4T WLAN WE%)\W%EP, INIFARSS 28 4
ASU, CA MUEPBHL, —MIEHH T ASU il CA &= h—-
WAPI-CERT AiE, JE3ETUE BRI AIE T2, A2+ WLAN H 7 F WLAN B 4%
KT HUEP BT EATIRAAIE . IAUERT WLAN F 7 WLAN % #5520 F5E 44T 4% 3 1IE
5, SR)5iHL ASU (Authentication Service Unit: SR ARSSHLIC) FTXUTT S A BE4TIA
k.
WLAN B8 ARG AT EIURET, & H 2% WLAN &% # STA fiEthimist WAPI
BRSO R LS ASU, H ASU IR 28 41 57 I IFIE 5 .
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FEPEREIA- 22 4 9 PKI

WAPL W HH T ZLUE I ge, BN & AF it as s BOIE 15 S0 gk 2 W A7 i 2h
fie 1 PKI 51 58 1.

9.6 NiE5a0& 15

GRREIE | KB H SRR

ASN Abstract Syntax Notation One G IEERR TR
BER Basic Encoding Rules FEAR Yy B R )

CA Certificate Authority UE AL

CDP CRL Distribution Point UEAS R AT R

CRL Certificate Revocation List WE s AR

DER Distinguished Encoding Rules AT e B )
LDAP Lightweight Directory Access Protocol B H S5 i Y
OCSP Online Certificate Status Protocol TESUEARA PN
PKCS Public-Key Cryptography Standards NI E bR E

PKI Public Key Infrastructure YN AR SRS

PKIX Public Key Infrastructure And X.509 X.509 F1AFHHREA
RSA Rivest. Shamir. Adelman — Tl 25

RA Registration Authority TN

SCEP Simple Certificate Enrollment Protocol A B UE A WY
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