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KT L2TP HIVEAN A 2H, Al LLZ 2% RFC2661 (Layer Two Tunneling Protocol "L2TP") .
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2-3 {£F L2TP #J# A9 VPDN #&5!
e P

Internet
backbone

L2TP tunnel LNS

PR IR 55 4%

LAC 7£ LNS Fliz i R4 2 (B4 5 Mz 2 Fo0 8 18R 354 T L2TP & fi%
fELNS; B LNS W31 6 Bt A T ) 2 IR 16 A 2 ity R 4 o

LAC 5zt A4 [0 v K H A EFEE PPP 8514, VPDN N s & H PPP 8. LAC
EE%B%EJH JIEIY ) — g, ﬂzm PPP 24k —ii. NAS "] LI &3 h—A4> LAC
i, WA PUSR AR S LAC ¥

LNS

LNS (L2TP Network Server) &5 PPP 2x1h )i, ik LNS %4F, F o] LU
i@ﬂ%ﬂi Pi AR YR . A, LNS 1EH L2TP BRIE ) 5 — s &, & LAC [}
Uty A, AR LAC BEATREIEALHI PPP 2 Uk I 4 28 1 i 0

LNS PETFFAW 5 8 W 5, T8 2 Al OG5 2% o I S SIZ it 9 2% 42 N h gl LNS Iy

o MBI, LNS bFffy I‘J%ﬂﬁﬁtﬁ%%ﬁé (NAT) Zhfg, SHbEEERIZE N K% 1P 3
th% IP W25 ) TP Hihil HEAT 4. LNS ﬂ%ﬂz@ﬁi&%%ﬁlﬂ%w, WA DL TP A FE M
2%1¥) PE.

ZHIHRAEIRER

L2TP HHAELE PRI L«

o L. WHOVBRIER, M TRREMSEERIE. 4 RIPEER, LA A
Pllo AR AR S R o N T 9 SR 25 AR AT R I N3 S A 1 A5 L
BIRORUE L2TP JZAL R A AT AP, SCRPXHZ I S R 2 A 2 2

o MR JH Tk PPP WOFEREE bR . RIDA IS tlhdn, BI, ANEALZEKM
AR, AR B B AU A A e

AVP

EEHI S S g — R E(EX AVP (Attribute Value Pair) KE7R, IR
AIRGF HARAEER AT . 6 B & 24 AVP,

SCRAJA 01 (2011-12-30) B AR s 2
BB © H I HARA 26 )



Huawei AR200-S R 5140 % i1 28
Fr AR -VPN 2 L2TP

S EEAESIEEE
L2TP JE [ [AERE ), fE—/ LNS Fl LAC X 2 [B) A7 AE P FP 2 1) 32 -

® 1] (Control) ¥EHz: & L —~ LNS Fl LAC X%, #HlpEE i . 4e A
Pbro BHER AR ORI L2TP JAR . miZAY . R AL4m ARl &
(EHSY I EE

® 25if (Session) . HHEMBIEIERZ b, KRS EEZT—A PPP &
THIL R

[ %} LAC FII LNS Z [8)a] LA N7 24 L2TP F%it, B&iE AN HEEREM— ANk 24
SUEERA . SUTER DI HEB S I G T, AR IEIERN N LAC F
LNS Z [H][f]—> PPP 4 i -

PRI BAEEEN E (PPP #R30) #EbEE A,
2.1.4 L2TP 4

L2TP 1 89435
L2TP thill A LA L

® RGNS O RAEHLEI LK v LI 2 ax b

- L2TP A G HARUEER N 24, (HEn R PPP $24L A UENLE] Cln
CHAP. PAP) , Kt HA PPP HIFTH itk

- L2TP wJLLYj IPSec 454, Ak L2TP Bt i B 58 e Bt o
- TR E IR e EsR, F L2TP 2 bR HEIE s AR . s sk b o
ol N FH 2 B N S5 7 ok i A
o LN

L2TP 1&4i PPP H#li €, PPP A G v] LLHIZ VM, M AMNAUE IP. 1] LAZE PPP 4
PN BB L R, H SRR )2 MY (40 Ethernet)

® U EF RADIUS JIR% %8 (15 iF

LAC 3 3¢ F¥ 7 4 RS R A RADIUS R4 #5 TS0 UE /i, th RADIUS R4
A IO 7 RAETE K, 58 RE .

® RPN MLAE A

LNS AJJECE TV M (R kB 2 S5, kg F P b BEA T 328 0 A £, IS
A AN (RFC1918, Address Allocation for Private Internets)

® LRl B R
AJ4E LAC Al LNS [A]if3F2%, B ISP &b (HFreEmk ) KA oe (T4 2% &
Hil) o L2TP AEMSHR LB A M AN, P BT RI R A 45 A Ta)
SRS s, AR X S B A A T 21 2

o [HEM
L2TP W 2 &4 LNS, 24— F LNS A2 5, LAC A LLE &4y LNS #tar
BER:, WAaRT VPN RS (P a] SEPER 248 1

L2TP 1B A B
L2TP thilAFE L FANAL :
SCRGRRCAS 01 (2011-12-30) ey L RS B 13
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Huawei AR200-S R 514k % i1 28
IR - VPN 2 L2TP

® L2TP [%i N EI%E T3 PPP i, 7F L2TP 15 5 b Z k4T UDP Al IP Sk &f
B, FFEHARK, WTREF= A AL AR ) fL,

® PPP NI HEANEE IR AL AR P ke B, P EUH T R K 5 220 A7 K 5 PPP
SRS EEE, MRGE DT EBCRKEN, W RSN R,

® 1T PPP [¥] LCP Jz NCP WprixJ I [R50,  BEi RO PR S 1 Bl PPP X 1 N 45 )
8

2.2 SEFREFTMYL

AFFERI S 25 TR LT -

MRS ik

RFC2661 Layer Two Tunneling Protocol "L2TP"

RFC1918 Address Allocation for Private Internets

RFC2809 Implementation of L2TP Compulsory Tunneling via RADIUS
RFC2888 Secure Remote Access with L2TP

draft-ietf-12tpext-12tp- | Layer Two Tunneling Protocol - Version 3 (L2TPv3)

base-15

draft-ietf-12tpext- PPP over L2TP Tunnel Switching

tunnel-switching-07

2.3 AJ RIS

HEMIT
Tois HE IR .
License X }F
Jow3k%3 License VFr], W n]3RAFZEFE R RS o
N
) IR IHMRA
AR200-S V200R002C00
2.4 L2TP i JRIE
A4 L2TP [ S0 U Je it 2
SCRYRRAS 01 (2011-12-30) AT AR 5 B 12
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Huawei AR200-S R 514k % i1 28
FEPERIR-VPN 2 L2TP

2.4.1 L2TP Wil &4

& 2-4 L2TP #hislsE#

PPP 1
L2TP Hudhi i1 B L2TP il
L2TP ¥cfis it (Rnf4e) | | L2TP s (a4
WikfM L ¢ UDP, .

&l 2-4 ik T PPP WU HIE 18 DL s MAE 2 (8] (9% R . PPP i/ AN T 52 (1) L2TP ¢
Vem B A, PN R AE AT SR L2TP $2 s A A&k

L2TP H i ORI il SC 438 L UDP 30Uk % . BN AT R, ANRELRIIE ] ¢
P FEHIY AT A R HLH],  RECRUE AT S 4. L2TP ¥ £/ 7 UDP %1 1701, iX
AN A T HIEREIE A #2 . L2TP Bl R AT — A2 Wi 1 CROJE 1701)
BT 119 1701 3 VR IE RS BB )S, WATE— AN b 1 CRI% 2

1701) , 25 R3ETT 48 € om I BEHR . Zk, X7 i e, JEAE B 343 1 st ()

WA
2.4.2 L2TP #R32k

L2TP F3F5 v S AT i JE AL A ] A4 S0k
& 2-5 L2TP &3 k&X

0 7 12 16 31

T L| x| x| 8| x|O] P x| x| x| x| Ver Length (opt)

Tunnel ID Session ID
Ns (opt) Nr (opt)
offset size (opt) offset padding (opt)

L2TP fRICKHFRC A ATEE Copt) [7-Be, SEdRAEEn I S mlik, AEFEHIE S 2
LI o

& 2-1 L2TP {3k FER A

FHRA ‘’X EEER
T KA (Type) , WUEA “0” WEE/REH | #=H Bl “1”
MR, BUEHR “17 IR oRTEHIE B
L KIEAEAIARE, BUEA “17 RS | SRl “1”
SRR K FE - B Length
X TR B A7 —
SCRARRAS 01 (2011-12-30) ey A R 35 15
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Huawei AR200-S R 54V th 5
R iid-VPN

2 L2TP

FEZ aX B{EER
S 7 F- B AR AT bR, BUEA “17 IWEoR | i i 17
S AFAE Ns FIl Nr 2B
0 WA “17 IR IRSCR T AAAE offset | #HIM B HL 44 “0”
size T-B%
P fLoed (Priority) , HHTHHHENEE FEHIY SR aich “0”
Ver A5 X1 L2TPv2 FrsAE h
“2 »
Length MRS, AT —
Tunnel ID FEIEFR AT, WA AR Hello #1530 B BG4 5
P, I Tunnel ID 2420
00
Session ID SRR, HEAA AR X —
Ns YT S S —
Nr A U — S 2 5 B B & R B B
offset size RAEAE,  Fi5 7~ Biar 0dhs T U5 A —
offset padding | IH A7 _

L2TP 303k 40 4 B IE AR RS (Tunnel ID) LG FRIRAF (Session ID) 13

K AR

WRFE AR ATt 0 e, FORAR IS R BEIE AT 20 o BEIEARUARIA] . 21l il
AN RSO 5 R A 4Bl L

2.4.3 L2TP B3R c 44

P PPP #3575 IP $R 303k J2 PPP R SC3k) AEAFLMZs DL TP i) SCTE AL R

e LU sk

® 1 NL2TP 33k (16 771D
® | /NUDPHHIKL (8FF)
o

L2TP i ik X i 2-6.

& 2-6 L2TP #Ek X

1 AN IP R30Sk (20 #745) , 87 L2TP BEIE stk Al H il kb

2070 B 167795 2797 . 207
BrIPsLk | UDPL | L2TP3Lk | PPP3L | Pk Data

LAC 2] PPP 4 3 J5, BEATWI T &4

SCRYRRAS 01 (2011-12-30)

AT © 0 HARA IR A+

AR T B

16



Huawei AR200-S R 54V th &5

FRERR-VPN 2 L2TP
® e B L2TP 30k
® PIH L% UDP #3Ck;
®  SRJGEBEHN IP 3k, FEAMERE A LRI IR R IR H 2.
(1 sem
LHPWﬂ$§mﬁ%ﬁAﬁ% s 2R AEHATIP HEN, TAEEZI#ITHH . ARIERT
ok, FHEEHRIK ik%ﬁ&G%MﬂJ

LNS I SE 28 13 O Rz SCs . BEAT W R AR 2.

® L5 IP KA UDP 3k, KERICALE L2TP PSRtk

®  L2TP PG 25 L2TP i kA1 PPP 3k, BiZR GBI H 2 1P 3, FERIZRIRL
P PN S I 25 %

244 IEHIEEMSEERNEIISRE
HEMRX

TE AR200-S HsEEi, #EBA S ihiER g rd FErh b S mE B

® SCCRQ (Start-Control-Connection-Request) = K [ X st it >R 3 37 2 Wi 4% o

® SCCRP (Start-Control-Connection-Reply) : FoR2 kX s, A 21 1 5% iy 1
SCCRQ VM &, fvrdr#shliEsk.

® SCCCN (Start-Control-Connection-Connected) : FR& VRN i, Aumie ) 1 %] i 1)
SCCRP M 5, AN 58 BBEIE (1) A7

® StopCCN (Stop-Control-Connection-Notification) : FIIH A iRy hliEs:, A
Uiy CEBRIT A S1RER:, KR HBRIERE . StopCCN Hi&ar T kb hlidE B4R b
Ji AT

® ICRQ (Incoming-Call-Request) : S LAC A4 Ki%E; &F K02 ey i
3K, LAC #itki% ICRQ VM B.45 LNS, VR A TEIER: . ICRQ HHEH S TESHL.

® ICRP (Incoming-Call-Reply) : HAf5 LNS A4 4ki%; WF| LAC ) ICRQ, LNS il
{fi /] ICRP [15, Fos AV im R

® ICCN (Incoming-Call-Connected) : HA5 LAC 4% ki%; LAC Y| LNS [
ICRP, #ffiH] ICCN 0[5, #7x LAC TIRIEH Y, @41 LNS #7215
$2.

® CDN (Call-Disconnect-Notify) : Il A0 sidfr b os i,  JF &5 K06 b bR i
JR AL

® Hello: JHRANIBEIE & ME

® ZLB (Zero-Length Body) : WA A3 PA S BAT AL B, KiE ZLB 455}
Ui FETEIEB A HIE R NPFRRRET, K% ZLB iR NI E] StopCCN B4
CDN. ZLB 27 L2TP 3k, WA 0oy, B4 .

5 I P A ST RN TR B 0 1) B DA i R

o IEHIEEMEIL

o SIEEENEN

o IEHIEBMAER:

o LIHEEMITRR

o IEHIEEMITER

SCHARRCAS 01 (2011-12-30) BRI E 17
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Huawei AR200-S R 5140 % i1 28
Fr AR -VPN 2 L2TP

=l R AL

SRR e TR, A EGER @ik T, SiRIEEA Rk,
LﬂP%%%ﬁ%@jﬁﬁmE27

B 2-7 ZHIEEE TR = ETF
LAC LNS

SCCRP

SCCCN

ZLB No messages waiting in queue

1. LAC FILNS 2 Al A H niA )5, LAC dmis &AM AVP, [[] LNS %6k H SCCRQ
s, iR E R

2. LNS Y F>kH LAC ) SCCRQ. REILI) AVP, WA= bgiE, (# k%
SCCRP 347 LAC.

3. LAC XU SCCRP i CiH TR, MHHUHFEIEE S, FF7 LNS &% SCCCN
L, RoREE IR
4, W RS EAT W AR, LNS Ki% ZLB 45 5%} i o

7E AR200-S H1, fiiff] display 12tp tunnel iy % 1] DL A F A 152 2% b Rl D 37 1 W bz
R o

SIREENEL
BHERNIIE 2 )5, — BAREIE e, gtidska@r sihiEs . SEEERAE
m% SARERE BT G )T . 7E AR200-S 1, S iE S SR E H LAC KM .
UGS A R A 2-8

B 2-8 SEEREENIIE
LAC LNS

Call Detected W»
ICRP

ZLB ACK . No messages waiting in queue

SCRAFEA 01 (2011-12-30) LA I 1 I3
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Huawei AR200-S R 54V th &5

Fr AR -VPN 2 L2TP

L2TP ¥4 i @ B PPP fil &
7t AR200-S ', {fi/] display 12tp session iy 2% 1] LAY B AN £ b Dy a7 1 W Ee 25 15 i
.
=l E R R Ry

L2TP 1 [ Hello & SCH M B 1340 1 . LAC AT LNS 58 s [a) %] i & 3% Hello R3¢, #
FE— B ] Y AR IR Hello fRSCII N2, NI HE A 0% Hello R 3. AR H A R IEHR ST

U\iﬁlt 3R, WIRACH L2TP P& & Wi IF, 1% PPP i iis 4. N T S o 8T
B i

AR200-S ' Hello # 3 A& 3% BT [R] [RIBE T LA L. AT OL N, Hello ) SCHEKE 60
PR I%E—K. LNS Al LAC ) n] DA & AN E] 1) Hello $i% SCH 8] [ o

STREEIRER

A

ST BARIRI) KEI T LL2 LAC 5E LNS. it &% CDN Q?&I@Jﬁ bl
NIRRT MR R JE K% ZLB ACK 31 EE RN . & 2-9 J& LAC il & ik
SRR R R

5l 2-9 L2TP SR EERIRE

LAC LNS

CDN

R A IRRR

P BRI A R AR ) LU LAC B8 LNS. &l g &2 StopCCN ¥ IR S 355 Ui
SR RN AR R R . I B S R A% ZLB ACK W EE A [FI R, ) I £E — 52 I [
AR FR AR LB 1E ZLB ACK W B E % . B 2-10 J& LAC ) A il v i 10 ik
.

2-10 L2TP #=#1EIZ RV IR IR

LAC LNS
StopCCN
SCHARRCAS 01 (2011-12-30) BRI E 19
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Huawei AR200-S 414V i d1 2%

FrEIA-VPN

2 L2TP

2.4.5 BFiE LG IE i 2
R 168 565 117 2 A1 33 A7 s [R] I R4 T 1R, AN PR T .
R B i R R .

1.

B4 LAC 1) LNS & SCCRQ i RIH &, P2 E—ANENA PR B A1) CHAP
Challenge (SCCRQ #5417 )7 B) K47 LNS.

LNS i #] SCCRQ J&, FH SCCRQ #45[f) CHAP Challenge FIA St fic B 1) 2057 2F
—ASHFAF R, H MDS B A 16 ANF71911) Response;  [A] I A A — AN BEATLIY
F4FH (LNS Challenge) , ¥ Response F1 LNS Challenge /i SCCRP H—ft & %5
LAC,

LAC % #] SCCRP J&, %} LNS #H4THIE:

® FIf H C.If) CHAP Challenge. ASUfific & )% 5. SCCRP, F=4—ANHi 747
GEp

® I MD5 H i —/> 16 F A FAF

® 5 LNS i &K fr) SCCRP i ff) LNS CHAP Response M ELE, it R, %
BRI, ENBEES A AE R, W T R

WIREIEEN, LAC ¥ H i CHAP Response Ji{E SCCCN ¥ B & 45 LNS.

LNS i #] SCCCN 4 B )5, WRHTIALE:

® FIJHAui[f] CHAP Challenge. ASUific & )% 1. SCCCN, 193] —M 745

® RJ5HI MDS Sl —A> 16 F 17

® 5 SCCCN 74 B H 15211 LAC CHAP Response i LLH. Wi AHIR, 56 E
o, A NHREREEE

2.4.6 L2TP ¥ E SRR LT FE
L2TP iy $ R 20 (9 G B 2-11 Fio:

& 2-

11 L2TP R ERY BV M R E E
RADIUS Server RADIUS Server

PC RouterA EJ:

LAC LNS
PC
HEAT BRI 9 L2 TP BEIH I gt o7 0 ) 212,
SCRAFEA 01 (2011-12-30) LA I 1 20
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Huawei AR200-S R 5140 % i1 28
Fr AR -VPN 2 L2TP

& 2-12 L2TP B iE PR 1A

LAC LAC LNS LNS
PC RouterA RADIUS Server RouterB  RADIUS Server

4 ¥ ?

(1) call setup
(2) PPP LCP setuq
«———————————»

(3) PAP or CHAP|

authentication
- . eat >|(4) access request

(5) access accept
16 ) tunnel establish

(7) PAP or CHAP authentlcatlon
(challenge/response)

(8) authentication passes
(

9) user CHAP response, PPP
negotiation parameter

»1(10) access request

(11) access accept

(12) CHAP authentication twice(challenge/response)
" |(13) access request

-«

14) access accept

(15) authentication passes

A

\

1. M3 PC HUAR P HEHE K s

2. PC HLF LAC ¥ (RouterA) HE4T PPP LCP )7

3. LAC X} PC LI ML FH 15 B4 T PAP 8 CHAP AiIE;

4. LACKINIEfERE (HP 4. %i9) Kikgy RADIUS R4 45 47 NIE

5. RADIUS R4 IANIEIZH P, a0 SEAAUEE o R [B1HZ H P Y LNS bk 25 e
58, JFH LAC #E45 A&HE Tunnel 121K

6. LAC i n) $8 %€ LNS A2 Tunnel 53K

7. LAC ¥ [n)$5 % LNS &% CHAP challenge 15 &, LNS [F[i%1% challenge M W 7 &
CHAP response, Jf- &% LNS ][] CHAP challenge, LAC i [F]i% challenge [
71 K. CHAP response;

[SESEE ANV
9. LAC ¥t H /' CHAP response. response identifier #1 PPP P i Z 5441525 LNS;
10. LNS B8N iR B KI%ES RADIUS R4 25T IAIE;
11. RADIUS JR55 a5 AUEIZ I8 RA5 R, An SR A UE T 2o DUk e g 1 £ 6

12. A5 H 7 L8 LNS RCE s ) A< s CHAP AUE, 1) LNS XFH F‘J&ﬁmﬁ, &% CHAP
challenge, F/ ][5 CHAP response;

13. LNS FICE NG R A5 B R IE4 RADIUS AR45 28 3E4T AL

SCRAFEA 01 (2011-12-30) LA I 1 21
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Huawei AR200-S R 54V th &5

FrEIA-VPN

2 L2TP

14. RADIUS %528 NUEIZI5 RAG B, W G R i R [a] g W A5 &
15, BuFmE, F U Ak R .

2.4.7 LNS X PHIIAEA R

LCP £t

LNS w5 P BT IR IR : 55— RO AEAE LAC U, 28 WO AEAE LNS . WA —Fp
T LNS AT N Pt AT ik EAE: A H LCP BT f5, ANTEAH N 1 M flHE
W ERCE IR, X, P AR LAC M52 —IREGE . HARAE SUERREA T — IR IGuE, 46
IFFE R, (Authentication-mode) & “none” &L FhiGiIF .

LNS Mt F 7 56 aE 5 XA =Fh: ACHIGIE. 5% CHAP BUFA LCP Eihig. L,
LCP FE g L se S, LCP BRI e H k.

WHR T EAE LNS MEE T L LAC M5 ™A% RIAIE, B8 LNS (75 2 B3 A P R R L
HE CYHLNS 5 LAC BAE) R4 i n] e A A IXRE AL, WmT DARCE LNS 5 H
FEREAT LCP T HpiH. LCP S r A FH AN R LBAR VT B E 5eE 7 . Shi
20 NAS I ARG UEAS B .

sR#] CHAP &3

RERIEE

an AL E 5 ] CHAP B6AE, W) LNS XFH F 2T CHAP %0iiF, WEREAEA L WE, &
AN RE ZE T T

WRBEABCE LCP H R, WAEC & 2R H) CHAP K, W) LNS X/ HEAT I 2 A Q5
i

ARBELIRIERLZ LAC K& WA A5 2K P AT S0 A S & LAC Silic B (1 56 Uk At 4
LNS, LNS &7 HX 25 BT LAC st A& R i 50E 7 200 F P EA T 50

f i NAS &AL VPN R4k (NAS-Initialized VPN) , {E PPP i IFEARE, FH P 4G
FINAS #E1T PPP hidi. #rihpaidid, Wk NAS #1444k L2TP iliEids:, KM 5 R
fEidi25 LNS, H LNS M4 AR B ICAR(S 5, AW e B k.

2 LNS A RIS UE RS, R g 4 OB VT BL & 1996 77 X8 CHAP, 1fif LAC ¥
fic B 1 3eAE T 28 PAP, T HF LNS 25K CHAP $AiF 25 5 T LAC AERS ALK PAP
IAF, WU LR, Sintat AR IEmE .

WRAE LAC wiffiH AAA NONE [FAUE 73, A JEie LAC kA PAP kit &
CHAP KF, AAA #EASIAF. {HIEF] LNS i LAJS, LNS digt i AAA BCE FGE
J73% (41 Local. Radius Z¢# NONE) HEATIAIIE,

MRHEIAE S VT _ERE 7 At LR

® VT EMSE T SUARRELL LAC M 2. Wi LAC MEE 7 2k PAP, {H LNS [
VT ERIEAE T CHAP, WSS IFANE .

o HABEM N, KM LAC ALSkREIE T, A VT BRI A 50F 7 .

[RARTY:

F* T bk fe ik o Be bl i tm /- 48F 2L (Huawei AR200-S 7 7 &b 34 oy % 45 HAGR 224
VA% (Huawei AR200-S % 7| &b 34 8y 38 45 M5 1P W 4) .
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Huawei AR200-S 414V % i1 2
Fr AR -VPN 2 L2TP

2.5 L2TP Lz FH

AEN ] L2TP (1)) LR i B 20 %9

2.5.1 =FheaFIRY L2TP BRiEHER

@ﬁ%%éﬁﬁc LAC % /7 (Giz47 L2TP ¥ 01 5 LNS Z 8] ff g a = an & 2-13 fit
7N

2-13 =Fhea Bl L2TP BRiEER

LAC
client

g

Remote
system

Internal

U! server
PC

Internal

server

A =Py AT DA T I
® NAS-Initialized

® Client-Initialized
® LAC-Auto-Initiated

NAS-Initialized

W 2-14 P, HERER S H P AR, R RSl PSTN/ISDN $i AN\ LAC, H LAC
iW 3T Internet [7] LNS AR 23 B IERE K. $k5 F sk it LNS 20 ld ;s fHgfidk 5
P BGAE 5 vH 2 BEv] B LAC AR EESE A, R 7E LNS 7€ .

NAS-Initialized K45 fi e

® /iR A PPP ) )y 4% A3 Internet, 9 7] LLJE PPPoE 2510 i% o

® ZERMIRABE LAC i ZITAH N B VPN JIR55. M its 22128 Ry Ak i izl
%o

SCRAJA 01 (2011-12-30) B AR s 23
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Huawei AR200-S 414V % i1 2
Fr AR -VPN 2 L2TP

®  L2TP [ i 4 55 B 76 LAC AT LNS ], H-—/> L2TP ¥ n] Lhak#k 244
o

2-14 Fi Fi@33 PSTN/ISDN # X\ LAC

LAC LNS Headquarters
user &8 R =3

Client-Initialized

HEEH LAC %/ (GRAZEAM SR L2TP Ul ) Rl & 5 408 LNS 1) 1P
ik, LAC &/ 0] HzIn) LNS RlRgE EHE K, TR g —/ N LAC & &
TE LNS %45 BRI T LAC % P sk Jm, MRigH P 4. SHTeur, I+ e LAC

B ECRAE TP Hidik,

X5 3

® I dE L2TP k5 #4: . {#H Windows [1FH /7 7] LLA# Windows #:4F &
45 FH I VPN #8534

o /T EME T M A PR, AT ISP AN

®  L2TP [l s 20 i B B4 46 FH P AT LNS ], —AN L2TP f¥i sk — 4 L2TP & i .

o /R E B xR IE S B TR T . 2 T B O ) Ak
i, H PR LLER] IPSec.

— A — AN M, NAS-Initialized A1 Client-Initialized &5 Rl AE7E . A HAEH
Client-Initialized #52X [KI1E AL, (HIXFHLL MG LNS [r g7 B Bk =, A Client-
Initialized BixX 1, —A> L2TP &I A& —4 L2TP &1

LAC-Auto-Initiated

WHIEWVCR, L2TP % bk 51683 LAC B B0l i 5 LAC #idER:
BUE PPP 4. WERAM] LAC FIRE A% P, F S LAC Z RIPEREAZ IR T
PPP ¥%E4:. F P W UAE Ba@nt 1P %4, LAC SN 1% TP #S0H: R %) LNS. 14
LAC [RIAE R 2% 7 3, 584 LAC _F@r— AN ERUK PPP ™, [l gt —A> 5 2 %t
N[ REFUL PPP Server, iZREFUH B AL Server HE4T PPP VY, REH Server Pl ik
7 L2TP B&IE¥ PPP PRI 4E4: 4 LNS.

LAC-Auto-Initiated B4 52 :

® IR HRA IP HEEREAN LAC,

® LAC W42 PPP 1), JEAI LNS & s .

®  L2TP [l Wi 4 B B AE LAC A1 LNS ], H-—> L2TP B&i v] LAk & 2 A2
e

LAC-Auto-Initiated #z0H, ALK —AN RN B4 5 LAC A1, Wl 2-15 Fios.
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2-15 R EZES LACHiE

Internal

LNS server
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IPSec

XTARE

3.1 44

3.2 ZHEARAERITIMY
3.3 A 3RAGE

3.4 JEHHEA

3.5 W H

3.6 Rifr 5 Hang
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EX

IPSec (Internet Protocol Security) /3% & IETF (Internet Engineering Task Force) ffill &
P—FRHE & 1P E R et T i i), 2 T3 22 () 2 AR et . e 1
TAS AT AE TPl N 5 5P AE S 7 2, PRE 1P Bdn i /e M 25 AL AR
PR SE R R H
® fAfi (Confidentiality) F5XfH P&t fry, % S04k,
® SEHME (Dataintegrity) FEXTEEHE AT INIE, PLADEHR SR BT HE K.
® [ (Anti-replay) Fi5E5 115w H Pl i 55 52 A A il sk 21 i B0 A B B4 T 1

i, BBy &4 40 1H B 5 2 AR .
3-1 IPSec B SA thiE &

SAV
IKE < > IKE
RouterA RouterB
" —
R SA SA R
TCP/UDP TCP/UDP
! . S
AH/ESP AH/ESP
IP Y
» I I TPHR S

IPSec WU R R AESE S W& 3-1 o, IPSec it NiESk AH (Authentication
Header) 3435224 # 7 ESP (Encapsulating Security Payload) XA~ 4 WSk S
IP H i e asAkid; DRI 3 HAZ # b i IKE (Internet Key Exchange) $fit 240 )
R~ BRI AW AR SS,  LATRIAL TPSec 3B FIEH
®  AH IEShl: $EHEEm IR IE . Eodn se A S0 RN R S B BT fg . 1% %)

IP SKIANRH A3 FI TP ¥ BEAT BSOS 5, AR MRS B Bl AR B el i)

IP #3C, SR SCHFH M S, M S B, R SCHE I 4 AL

[ BE B . AH DE S PSR X TP ey A fin 2 5 4 o
®  ESP HEeadinr il FRIgAt AH AIESLI U T Thaez 4k, IEnX 1P #3C

Har AT % . BSP WS R V% TP 4R SCH far b AT I AUGIE . o sl A

iE, ESP %A XS IP kI A AT RS
® IKE [AEF MRS He sl 58 % IPSec T %) A5 4] 1) 22 4 152 SA(Security

Association) P F, BT H O AR [ B0 22 A A S AR RE L s S AR

125
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[RARTT

® AH #o ESP T A2 gk4# A, T AR 2. AH 4= ESP B 4% F of, 3RLAE [PSec L4 43
BF, 34T ESP #14, H#H4T AH #3%; IPSec MR8 nT, Ai#4T AH M4, BiH47 ESP
HEK.

® [KE B4R A HRRELIEY, IPSec Fifd i o4 F ok Fo ik FHTAF LHE .,

El:n
5 1P W28 AR R, A0 Bl (0 9 A O W SR ), IXPE e A AR AR 2B AE I
ek, Ll w . BRATIOT S REiG. HP S E 785, 2 Hh i TPSec
Ja s AR TP AR REA T ORI AR B, B R RS ) XU

i

N s = T )2
&5 /A

WAL K2 At SR, B TP 2 Jcdla A an fr) vl S

FIP 3
© /LSS 1P LRI, D T R R STV KU, AR T 2
it 24

® I/ HIHES N R A S TLS S8 RFPERIIT S, 2 k55 B A

3.2 SEREF YL

AFFPE KIS 2 BORRE S E .

3t iR

RFC2401 Security Architecture for the Internet Protocol

RFC2402 IP Authentication Header

RFC2406 IP Encapsulating Security Payload (ESP)

RFC2407 The Internet IP Security Domain of
Interpretation for ISAKMP

RFC2408 Internet Security Association and Key
Management Protocol (ISAKMP)

RFC2409 The Internet Key Exchange (IKE)

RFC2367 PF_KEY Key Management API, Version 2

RFC3706 A Traffic-Based Method of Detecting Dead
Internet Key Exchange (IKE) Peers

RFC4306 Internet Key Exchange (IKEv2) Protocol

RFC4478 Repeated Authentication in Internet Key

Exchange (IKEv2) Protocol
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FEERIR-VPN 3 IPSec
3CH ;13
draft-dukes-ike-mode- The ISAKMP Configuration Method
cfg-02.txt

3.3 A 3514

WM T

IPSec Kty M 5o = )2 ¥ 45 B0 BB HLAE, o = J2 84 77 Ji ] IPSec Thfig.
License

T4 Licence S o
MRS S5

- g E =T PN
AR200-S V200R002C00

Ed e ]

® [PSec Xf IP R SCHIMEEMER (L 22 kYT, W& T8 H =2 ThRg,

® IKE B HEFAR, B H{EEK BT IPSec 4 n&H ACL 1€ o

® [PSec I, MM THE I MTU 4

® [PSec ¥| Tunnel HEIATIRY", J6HAT GRE d%e, FHHT IPSec Akl A

X Tunnel H R EREAT IPSec 24554

3.4 [FIEHIA
3.4.1 IPSec EA#EX
IPSec 3% {k

IPsec JH T4 W5/ s 2 TR BRI 22 4 10 TP S84, T8 A5 AP AN i s FR Ol TPsec X 4544
e o5 )

SA (Security Association) “ZZ4EM, 5 X T 1PSec I8 {75 6 &5 A4 [A]AF 48 FH WIRFf 47 £ 00

WALV AT AR B AT B 10 22 A e B R
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3 IPSec

SA JEHA R, AEPIAXS AR LIRS, fe D7 A SA KIS0 A5 17 (1
HA AT 2Ry WORMASXAF A BRI AH A1 ESP KT 22 TifE, WA
AR S A A PSR ZE R N OLY SA.

SA H—A = el RME—FriH, XA e B %42 40R 5] SPI (Security Parameter
Index) « HIJIP Mk, 24 Ppid 4 (AH 3 ESP) . SPI&—/> 32 LWF4(E, '©7F AH
A ESP Sk Ao

REKBERATR

HHFOT L R R T T7 (manual) , —FhJE IKE &0
(isakmp) J7 5,

F LI T P IR R s, TR A E BAuiiF ThCE, F 1L
BT A I B KN AL
mEm*WﬁﬁﬁLiﬂéﬁﬁwmfm$%,R%ELhﬁmwmmﬁ%mfmm%
¥, W IKE Pl @i ket @ myidr SA. it IKE Wi 87 10225 3 B 417 5
1

® LTIl A AT SR

® LTV IAALE

AEAE WA B FR 8 (I I B R, S R e AT, IKE ¥
g TPSec T B s BT ) 22 A B A

M2, BEATIEAR 1) IPSec X SRR B & B /DI, B A/ NS IRE , F 1A

L ERER AT Xy KBS M, HEFAAE ] IKE ShaS P rg e ar 2
Eoli7S e

IPSec $EEHER,

IPSec PISCAT PR B A

o [EiEFi. 7ERRERIR T, AH B ESP HH7E RIS IP k2w, HAMER AN IP sk
% F) AH 8¢ ESP Z Hij. L TCP M#l, Wi 3-2 iR,

[ 3-2 [PSec F&E#ET

Mode
Tunnel
Protocol
AH New IP Raw IP TCP
Header AR Header | Header data
New IP RawIP | TCP ESP ESP
ESP Header telF Header | Header data Tail | Auth data
New IP Raw IP| TCP ESP ESP
AH-ESP
Header AH | ESP Header| Header data Tail | Auth data

o (HHIiI, AT, AH B ESP #dd A2 IP k2 S5 B ALEAE M 2 L B .
LLTCP A, Wil 3-3 s
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FPEHER-VPN 3 IPSec
& 3-3 [PSec 1L ifitEs
Mode
transport
Protocol
AH IP TCP
Header AR Header data
IP TCP ESP ESP
ESP Header = Header data Tail | Auth data
IP TCP ESP ESP
AH-ESP
Header A Bl Header data Tail | Auth data

T P b i A A S AR R AR T LU BL R 7 T % 18

o Nz atEkik, BREME TR, e Rl LLSE A RS TP Bt A e
Fahnas, i H, LMl IPSec X AEAAN TP Mtk Sk Ba A& 7 HLIK 1P Hutik,

° Mﬁh%ﬁ BT AR A R ANESNT TP Sk, BT LU e AR Snase X o 2270y

@

WIEE R 5m#E B %
® IEFE
AH HI ESP # et 0T 1P R SCH 58 BEPEREAT IAUE, DA SCAEAL e R v 2 5 4
FL o IR SEIl BRI A sk B, A2 RO — R RS E AT KT
%%A,ﬁﬁélmkF%$Mﬁ&,@%ﬁ%ﬁ%%ﬁ%Am@ﬁ%%m%m
WCHE, HEREE, RPN B AHEI, WRORIROOR e, RAZLM .
— R IPSec R LU HI PRl A UE 5%
- MD5 (Message Digest 5) : MDS5 il i AT E AR R, 77 4E 128bit (17 &
e
- SHA-1 (Secure Hash Algorithm) : SHA-1 JliH A KN T 2 1) 64 Y5 ELEET
MR, P74 160bit HITH R,
® Ak
ESP fi %ﬁmﬁiW@ﬁﬁWfﬁﬁyU%EWIW@E%%LH*WM% i
HENLII B AR R G, e AT A R A SR R A T I i . —

Mokt IPSec /4] DES. 3DES (Triple Data Encryption Standard) /% AES
(Advanced Encryption Standard) — il % 5k

- DES: fii[{] 56bit 28X —A> 64bit 1 SCHRIEATINE .
- 3DES: fii[ ] =~ 56bit [] DES %4 (JL 168bit B%7) X B SCHEAT I
- AES: f#i/] 128bit. 192bit 5% 256bit Z4H K 1 AES B0 B SCHEAT I

X AN I Lk R 2 AP s BRI . AES. 3DES. DES, Ze4thmiins &
VESCIIALHIE Y, B NS . X T E ) Aok, DES Jikat vl DL & 7 2

IPSec XX F
® [PSec W EHFEHH
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IP R SC3E4T TPSec BB 4EH 5, W15 1PSec R 3CEE I 42 11{#) MTU  (Maximum
Transmission Unit) , XF IPSec R XM 421 MTU 3474 F o

® [PSec R LRI H
IP i SCEAT 1IPSec B 25T, RASTHHEIR AT 1PSec B2 5 M pivh K&, i
IPSec 1 JG R e Wi K B B2 L MTU, 5EXF IP RG34 s SHr G
MR B 3EAT IPSec TN,

DB BN AR SCHEAT 43 v, fif 2 s e 2 o] AAS I BAT T #6 CPU 1) IPSec 43 i3
HHTAE, WROCHEA TAFE B 2 m EL5E .
3.4.2 IKE 18
IKE 1%
IKE B3 AE Internet 22 A AN 25 B ISAKMP (Internet Security Association
and Key Management Protocol) & X [WHESE b, $EMLT —EAEA LA RN 24ty
KEY WAES . FESL IPSec ZARMKMMRIRE, 4L T IPSec FE BLAIAEH] .
IKE BI% 245!

IKE SZEFUT R 22 4L

® DH (Diffie-Hellman) AZ#t & % 914) & : Diffie-Hellman 532 2& —Fh A TF 315
TAFE X7 CEAEIE B IGO0 T 8 A2 e— Y6, TF A IL =% ] . s i
PRIE AT 02 FAR (P 0T W AT SLE 8 . IKE WOREBE(E T e AR AN TEA L4
MM b AL, TR — RAVEBHR A, R XU LR
e BIMEEE =3 CanfB&) #ak 70307 RS A s s, A 2 BAvt
O EIE A .

® SEEMET N 224 PFS (Perfect Forward Secrecy) : A& —FPzcafitt, &%
Bemifdt, A AR SR e Ak, BRI e s A A YR AE R R IPSec 2
B B2 R DR — I B 3 B T I, 2R — P B IKE g s, Buhi ok
A RECEE B LS5 SOk T HZE i BE TPSec SA [%4H, PFS @il $ AT — k&4t
) DH A2 4, FRAEZE B BUE AR %4,

®  LHMIE: IS UEFRA NS S AU S . €LFE pre-shared key S0 uE AU IE T
YA . XF T pre-shared key J6ilF 777k, BUET-HKAE AN — NN H, BUET
ANTRLEANTT BEAE X7 = A AR R 25 50 1

o iRy S ERTE R H A SR N ALIE, SEL TN B B AR

IKEvl ANk

RFC2409 (The Internet Key Exchange) "', *f IKEv1 S48HAZ # A B3 52 ST AN B :
HBr B B AL IKE A ST )22 4l 28 BB, M Cill 7 uEmMm
LR L 2TIE, ) IPSec g AR IPSec 15T F) SA.

IKEv1 25— BAZ #op s Y1 u g g SCT P 18I (Main Mode) FHEF 245 X
(Aggressive Mode) , IKEv1 5 —r BAZHAN = PR KA — MG, PR (Quick
Mode) -
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3 IPSec

% 3-1IKEvl i RiBEEXFE

RiE 3434 B3R

HDR ISAKMP header ISAKMP 3k

HDR* RN A N

SA SA negotiation payload LA IR AR AT

KE key exchange payload AT B Ay

Nx nonce payload Nonce #ifif, x BUE M i858k, 5
Il 27 BB T AN Y. 77 . Noncee
BAT I N e A T ORI
H5 1k E R B ) BEATL £

IDx identification payload SEr, x BUEN i 8 ir, £
IR W B R AR T 5 A R
Tty ci B er FORE T BUK
i T7 B A N7 7

HASH 1 Hash Payload Hash #fi7, H K% UE ISAKMP
R SE M SRRy s

HASH R 1k

3-4 IKEvl £—M B FEXHEE

P A

(1)HDR,SA

| —(2)HDR.SA

(3)HDR KE,Ni

| (4)HDRKE Nr

|« (B)HDR*,IDirHASH R

(5)HDR*,IDii,HASH_|
>

i

i 3-4 Fion, & IKEv BB rg ke, PRI .

1 KA IKEv] 55— Be BRI, A% —NERPEAT IKE $&i I SEA,
WIESESOANIETT 20O 1) SA #ifir, SA i P AHh — DA™ IKE $2i%;

wok wD

Wil 2 5 A3 A~ SA g, BRI 532 1) TKE $2i8 CRLUBEAT— M0
L BB B AR B AT
Wi 375 326 5 AT H84 »
HEFE A ALK DH 38, s A% 5435 SN HASH WAIEfE &

A # DH P50
AC# DH % P15
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6. WINEIGUFRILEF Sy, AR DH %8, sk A SIS 0aEE, Rk
FAE.

3-5 IKEvl F—ME B BEX hEE

(1) HDR, SA, KE, Ni, IDii
-
(2) HDR, SA, KE, Nr, IDir,
Initiator |« HASH R Responder
(3) HDR, HASH._|
-

Wik 3-5 fin, A& IKEv] 88— BE iU i i fie, BB R .
1. REHME IKEV] 58— BB B, KiE— A5 SA 2. A K
fif « Nonce 3 fuf A5 4715 S IH L5

2. WAV RIE SA Hifr . RS HE AT . Nonce #ifif S5 BAIAE Kk &4 1K)
HASH AUEf B

3. JORFHAEMNE IR, K0X HASH AAUERS &L, At 5 Ak

3-6 IKEv1 £ M ERRFRER

(1)HDR*,HASH(1).SA.NI[KE][IDci,IDcr] |

(2)HDR* HASH(2),SA,NF[KE][IDci,IDcr]
rte# [T g

(3)HDR,HASH(3)

Ui 3-6 Pz, TKE SRR T 5 #mT LUAGRS S —f Bebh i, BARLERUE
1 KGR KIL DT TPSec SA [NAFINSAL, LS HGE M Tl 2 S REAT BUAI K 5838

FRRT 1) 22 4Pk PFS Bhs s
2. WM RIEYIE IPSec SA MA IS, WHIESHCE M T 2 AT HAMA 58
(TR 7 2242 E PFS Wi s

3. RO A
AR OB 2 X P AL
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o ERAZHIHE N 6 A, BFERUN 34, BPARUAEYS BRI B IKE SA.
o R R A G RS S0 RAEE EAR B, IR B R TS 5
(GRS

o HFERBLAH 3 M R B L g, SE BRI, BN E AR
&

o EMAUARERH 1P bty sUAR RS, iy P AR T ISR TP ity sl
Name J7 PR UK. KR DU B AR TE 3+ 4 TR LUA, 7 2l fide 5
YLK SKEYID, 24— DB A ZDRAFRIN, 202 H B2 A0 Y. 1 T3
S, AR 30 4 PR TP SR SCUR IR TR B 0T R R R A A

IKEv2 %A i Fn3S
IKEv2 {8 7 IKEv1 R4, TKEv2 7F RFC4306 g X, 5 IKEv1 5B
AEHRANGE I B AR, IKEV2 5 X7 =FhAgHe, )48 (Initial Exchanges) £

7 SA ACH#t (CREATE_CHILD SA Exchange) LAAJEAIAZ#: (INFORMATIONAL
Exchange)

3-7 IKEv2 #]3A 3 E

(1)HDR,SAi1,KEINi

>
<(2)HDR,SAr1 ,KEr,Nr,[CERTREQ]
WIS R (3)HDR,SK{IDi,[CERT,J[CERTREQ,][IDr,] I T W R
AUTH,SAi2,TSi, TSr} -

(4)HDR,SK{IDr,[CERT,JAUTH,SAr2,TSi,

< TSr}

W& 3-7 iR, IKEV2 WIUEAS M Fe i

1. KREH K% KE BT e 8 faf A 2 A B 25

2. WNAE RIE KE BAHAS ey fl 2 A Bk B S 40

3. ARIEEEAA A R MR, R N RIEE A AT . S B, AT AR

B
4, RUREYIACHE BB, IR N R B WS BB, WAL
B
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3-8 IKEv2 £l SA X#E

(1)HDR SK{IN] SANI [KEIL[TSi. TSt} _|

R ML

<(2)HDR,SK{SA,Nr,[KEr],[TSi,TSr]}

Wi 3-8 s, QU SA PR PSS EL, R IKEv] s B Bebhea, i
KALE A LU IKE PIEAS it R, nl LUJE IKE WIHAAS e v B+ SA B
BRI RANEAT— % DH AZHe, ARHit KE, TSi A1 TSr JH T-WhT [PSec X 2544 8] (il (=

s EL
UL o

3-9 IKEv2 B 13 #k

(1)HDR,SK{IN JIDJICP ..},

R Wi 3 225
(2)HDR,SK{[N,]JID,J[CP,]...}

i 3-9 o IKEv2 1l 5148 3 T3 AR Lt s il 8, nl DUE IKE_SA [ B
AT DL T SA Iy B .

IKE BHEAN
IKE 8ty AN 1452 O 2544 2%t n] A TPSec kA . IPSec B&il UP, i 74 1% Hi
AR INE £ B L T If AN KA IPSec B&iE down, 31~ B H A M FH 26 i 54
FERCRS R AT I 4% 0 5 I % 55 TPSec B TR A IS HL
PE M LS BRas E i, B AT RE AN A A, e DA e A .

3.4.3 IPSec RSN T 12

XL IPSec, XS5 1A 2 [a) EA XS AN 7] (KD 408 UL S AN R IR 22 A ORGP AR 0 By &
FINAEHTD o fa ZER S R
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Lo 8 AR OB . 3l A ACL SRIX 7 Hdi it

2. EXRAEFEN. M RCE Z AR PO E 2 AR BT R 2 Al s AIESE.
PG RP I ESE U B

3. E AR B A A A o T I A RN 2 A SRS LR E R I
WA Z AR CBIVE SO R Bt i St P ORD © 2243d A5 1) IKE X 5
RET T SA 4

4. FEARI LS A RN

E X ORI BT
Bl AR Ctraffic) W08y, MUBAAERD. H OIAETD. 1P SR
SN SRS NS NG SR S S o

AR 1, HEiRH ACL Group K X, — /M LUNEE P & B [ —1H
TCP iEHz:, AT LUK SN AT P Z B T i i . IPSec BER% LL ACL Group Jj XA
[Fl R At ik 4 TPSec ML 14 55— D alto o SUEH A -

EXRERY
LAEBOE T LS IPSec (R4 MEARLITR AT I 2 Al BB, IS
AU BS S5

AH A1 ESP A thil, WAEBLAT o MAi A, wofBeaiH. Hp, AH SZRF MDS #
SHA-1 IAIFS %, ESP Phid 32 Er MD5. SHA-1 iAIFEF1 DES. 3DES. AES jif#4s
o SRR3R A 55 A A o B T A

Kot [6)— B IR, AE 22 4B T W9 i (1) 6 SR AR M 00 B AR [A] A sl . SRR A, 5
Ab, AR AN 24 G 2 IA) St IPSec, B UCR HI BB, ARSI L FriE A rys Al H
) 1P Mk,

EXRERENEERIGE
2 A S L 3 | F G A ORI PR (0 B SR AR 00 2 AP S S
Bk — LA AT M IR SRR E . A T TR

SRS IKE Bhis 22 4 5ms, frd s ZH ) T LRCE S Y], SPIAESAL, (EfFEmis Tk
i AT L 2 4B Ao s 6 TP Hhiks S I IKE B S b 2R X £ 24 .

HAMIFEA T AR5 1) %4 RS R R IE — N AR . 7E— N4 TR 4,
Hh R RN R 2 A TR, A SR
FEIEO LR AR S Rne e i & Rk
MO FNH— NS, S2br P2 RRNH T 24 RS T 12740k
W, AT BENE X AN [) ) B i A AN [R) i 22 4 B0, BIR AN ) G 22 4 SRS HEA T AR 47 o
3.4.4 X IKE A3 E 3L IPSec b%i&E

KR IKE 77204 7 IPSec 55 (1 SZ 0 40 F -
1. FE IKE Wppa i fANL ID

WCE IKE Wi ok B2 oA BT H 1 & 43 1D, 1D & X 5 KNE .
2. WECE IKE 223
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FrEIA-VPN

3 IPSec

fifio IKE P b FE AT IR B0y . s vk, S0E J7vAR DH 4, [RIN 3eE %
A I AEAE Y, R e A B A AE IS (R IA B I B O, TR T e
Y

it IKE %2544

PE IKE SRR — R A0 @M, 55 IKE Wi Tl R4S . IKE Pria s i) ID
KA Xhum ) 1P kb u ) A AR FOL . S T BT NAT 558, &
X IKBEv1, 377 B H R Ga 2 By s i X dh AT IKE PR .

S8 SURFORIT B T

Bt — i E (traffic) WS, bt LS. H bk . 1P ;-3¢
AR . W E S H R DS 2R E .

AR200-S H1, HHEi KA ACL Group k& X, — M LUNEEN & EHLC
] B — ) TCP 38z, thnl LUK EE PN ¥ W 2 8 T 3 . IPSec g ACL
Group X AN A IEER M AT R4, TPSec Be & 15— Dt i X B HEi -

58 Al

G A PRSOREE S TPSec PR BRI BT K ) 22 il B, IAUESVER
TR SR T e

AH F1ESP Z4stis, W& B el sl i, afBeaiH. Hrh, AH 2R MDS fl
SHA-1 IF5:; ESP WMUAY S H: MD5. SHA-1 AFF V%4 S 7 DES. 3DES.
AES &5 SCRF I E B A FR AL R R s i@ 4552

S ) —BUHE IR, AE 2 AR T 9 i 1K) o 2 AR A 00 B AR ) R s Sy a2 2
AN, RPN 224 W e 2 (8] 5L TPSec, ESCR RS IERET, DL Sepril (s 11
J5 1P Huhib AT H G 1P ik,

S L2 A RN B2 A TS 4

LA SRR L 5| 22 4R IOR M e X R a2 PO BRI R F R 2 ) 22 il Sy FNdR
WEBE N —FuEEMEH “H77 M “pS” LR, LAk
F LA IKE Pred 22 40k, ars w2 P F LRCE®H. SPI S8, £
B T AR S IS T T G 2 AR P A s ) TP btk A Ui IKE A shb i
AR SR

HAMEA T AR5 1022 4RI R G D LAk . e D g
b, W5 BN 2 A s, e g .

5 TP 2 11 _E N 22 4 SRS B2 4 SR s 241

O BN AN g, Sebs BRI N H] T 2 A Sms 4L rp B i) 2 4
SR, DTN RE 8 AN 7] (RO E i S8 AN [R] R 22 4B, RICR AN IR] 0 22 A Semk 1A
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3.4.5 Tunnel E O E /Y IPSec R

IPSec HEZ2

ZARGNEH “AF7 R RS IR ME e, AH R4S SR — AN SRS 2. RS
S ] LUE L C B ACL R PUNFH I BRI . R sk 28 0 B, 41T
P P LAZ L LV, TPSec 2 MR 2% SRS SR I LB T B R SR EEAT DR, XA
FE— MR 2B % 5 TPsec BEIE .

JTRiA IPSec SREMSET LI R A4S, RGP IPSec LRMELLTIRE. 524 RMEAH [T
, WAHERE AT MERE, e RESE N KA NG, RECE ACL.
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L0 s5emm
2 AAER AT F T GRE ( Generic Routing Encapsulation ) Tunnel # 2 . IPSec Tunnel 4 & Fo
DSVPN ( Dynamic Smart IPsec VPNs ) ¥ #) MGRE ( Multipoint GRE) Tunnel 39 ,

GRE Tunnel £/ IPSec {R$7

1. A3 Tunnel #5ERE:0, WK E Tunnel #: HFIZ5%4 GRE.
2. {£ GRE Tunnel 11 F455E IPSec HESE, Xt GRE Vit s 1T IPSec L4 fR4,

IPSec Tunnel 3ZF[HY IPSec R
1. {3 Tunnel @510, WE Tunnel # K258 4 IPSec,
2. % Tunnel ¥ 1 N 4F %€ IPSec #EZY, Xf Tunnel 42 1 7 = 3H4T IPSec ‘224 {RY.
RARTY

% 8 AR X 49 &.3F .5 IPSec Tunnel 4 2 ¥ 45 2 3 2h 35 st

3.4.6 IPSec By NAT ZFif

NAT Fi# (NAT Traversal)

IPSec ] —ANFZEN HJEEE . VPN, (HAESEBRAIM N A, A —Fh il & 6525 1PSec
VPN P25t i fifi: Wi R i F— AR N 5B, s AR, mefsSEaeEd S
53t v N 35 2 R) BB T — 4% TPSec B&IE, Xyl & 2 IPSec [ NAT %) i, F-%%
WEUE T, TKE 760 R ik A% A an ] e IR A i s 2 T A7 E NAT WO, BLR anfa s ESP
O IEH 78 8 NAT M 2K

5, FR7 IPSec BEIE AW Ui ity ZLUEAT NAT RSP, 83 Vendor ID #dar i 1A 1)
BRI, BT EE ) E BT R T TKE RRAS (AN [ 1 AN ] o

1M NAT PRI i NAT-D &5 RSB, %380 H TP HI: 7E IKE Peer 2
] R NAT [IAEAE; Hi5E NAT %S LE Peer [RME—, NAT ) Peer 1 A R E, T
FE WK% NAT-Keepalive ) 30, LUBATR IPSec 224 s AE NAT W% LA Z AL IR .

(1 ssem

AH #3X3T IP R XA BT B i 2 T A IP R, T IP IR TR B4 F3K AH % %
W, B tiE R AH PR3P 49 TPSec [# & T AL F AR NAT 49, ESP WL 3 4% NAT #9 F AL,

IPSec itk NAT BYALIE A%

IPSec %5 NAT, a5 ml /48 J5 4R S0 TP SLF1 ESP 3k (R & AH J720) [a) 38 i
—/NFRAE) UDP 4k IXAF, 4 ESP ST NAT WOCH!, NAT SR sz 1P
SN AN UDP Sk BEAT kb Rl 15 s 480 J5 (4R SCEIIA TPSec P IE X i
558830 TPSec AbRE 5 A AH A o 7E 326 M W i SC R [ R v

=
A i =X

B A7 AR 1L X #¥F IPSec [ AE X 49 NAT F A, I L IPSec /£ #AEX 49 NAT F A4,
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3.4.7 IPSec Efficient VPN

&1k IPSec EBc &

AN A4 2 [B) 37 IPSec FEIE, AZ0AE AN S8R EASOK & 11 IPSec FiL &, BHEACE
IKE P AIES YL IKE Wppg i 453% . Diffie-Hellman. IPSec Proposal 2. {40 &%
HA SRR M 2847504, Remote %45 11 IPSec At B FJFH H 2%,
Huawei Efficient VPN 77 %9, Remote WA T ACE A Server 4[] IP Hubl, fiithszs
B4 IPSec BEIE LS4, 11 IKE WhRTIESEYE . IKE PRI H3% . IPSec Proposal 55
K843 IPSec VPN S4#E ] LALE Server Uit 1T 72 . Remote B4 AL IPSec BEIE )
FIEEN BT, Remote W 2K BT SCHEI IKE Wi AIERE J)« TIKE Pppa AR (PN fig % 5E 1
IPSec Proposal 552 44> k4 Server, Server SR $i5 i £ 03 TG E 1) IPSec BE1E S 405
Remote B4 LRI IPSec fE Bty IPSec f%i. 1XFf, 7E Efficient VPN Remote
Uiy, EEE O T AR B IR D, AL T IPSec BLE
® UfTiAH, %FXFIKEv1, IPSec Efficient VPN 45 40 PR

- ANSZFE Main Mode, 137 #F Aggressive Mode.

- WAHA AT H DH2,

- IKE thriiy, [E e $ 3des s &k,

- IKE Whiimy, [EEit$ shal NIEH .
® X IKEv2, IPSec Efficient VPN 4541 Rl

- EHAZ AT DH2,
®  EPX) IPSec Ak, [ RHBEERI, AR LRI,
®  EPXTLAPIIL, ANGCHEE ESP BN, ANZCRE AH B

IKE &=L &

Remote % %3 Server I, WM Server AEfS F 2 HOKE L 25 BEIR, 51141 DNS A 557t
hk. WINS RS 25 bk #E1% 45 Remote 4332 4%, AT DA 4L Remote P25 (i & A% .
54k, Remote W% 1 A1 IP Hitik— /% i Remote S A7 2 FRAI 0 C, V%455 Server %
FIM 22—k, i Server dmAEMEHS TP Huhik#EE 25 Remote 1% &, Remote ¥ #5314 H
HEIZACH ) TP HbhbST T M N R 4 i AT NAT/PAT ¥4, W] LLfEj{k Remote Fll Server
(] 1P kb e vh AR TAE . IKE B0 E ) T ASE At FIR D fE .

IKE #4300 B E SCT U R AR B SR

3-10 IKE &R L &

ISAKMP_CFG_REQU EST>

< ISAKMP_CFG_REPLY

Remote Server
< ISAKMP_CFG_SET

ISAKMP_CFG_ACK
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Remote % 4] Server i K 2% Y5

ISAKMP_CFG_REPLY

Server Jiii[1] Remote ¥ii V%, 1% [7] Remote it H
T R

ISAKMP_CFG_SET

Server ¥ 3=/ 1] Remote ¥ W& Server i ) 75 ki

ISAKMP_CFG_ACK

Remote 2% Server i 182 AT R

HTHRUA, IPSec Efficient VPN S T IKE BEA N B DhfE, GAESCEF DNS kg5 2t ik

ik

HEIXIBITIE

H BT S Fr R ERE B 4T 1
® Efficient VPN Client £z

WINS R 45 #s sk Fl 1P Huhk i SR AN HEE,  {HASSZFF Server i i X ) ACL {5 B

Remote ¥ii[i] Server Ui 1 1P Hikik, SREXE] IP HulilbJ5, Remote W1 N2 H 3l
B — loopback £ H, Remote ¥ it KARILK) 1P Hihik B E 4 loopback #2111 ) IP

Mokl Remote BE4% 1 8h At NAT/PAT #4340 TfE, Remote 1M Py 1) PC ML HidR

o WOCHSEH R LS NAT/PAT %4 )5, alid 1PSec FEIEHEA Server i, 411&]

3-11 iR

& 3-11 Client 153

f:' N < — >

e

Remote iy [ 1L NAT/PAT Difg 58 10 EF T B M ERZS NAT/PAT JhRE

- IPSec Efficient VPN [ UP, F LI E 1 NAT/PAT Ha)k%%, i H Remote 15
% B NAT/PAT ThiE,
- IPSec Efficient VPN [#i& Down, Remote % %5 H 2 4EK] NAT/PAT ZhfE k%%,
i F T T B 1 NAT/PAT Thfg.

Client 203 #F Server i (K] DNS R4S 25 Hudik . WINS AR S5 25 H ik (135 SR F4EI%
Remote ¥fi ¥ /M P ] PC HLiE L DHCP #E4T 1P Huht 4> FeAy, Remote %4 ) DHCP
Server S FFR U B HEE AR 55 28 kA5 B R &3] PC WL, PC AL Server ik
P%(F) DNS IR%s skl . WINS R 25 %% bty ) R 2% .
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] Server HIE FIHfEL% 1P Hutik, A E 305 H NAT/PAT Thfig.
Network #2357 DNS R4 2e il . WINS RSS2 bk (138 SR RS, X #6545 DRk
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3.5 W FH

3.5.1 il EHEX

3-12 uh S ] R £ HEX
IKE SAWF
IPSec SAW i

\

A

A
\

IPSec %44

\/

A

il 3-12 o, Ak s el 1IPSec Bhfg, {#H IPSec H . 22 AL il i . Akl i
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313 miBubm 5l B EH T £ HEK

B

Wl 3-13 fros, @R SCHUR . IR I IPSec SRR SRR 4. Ak s &6
(K] TP Mokt [ 5E 1), sm L i PC HLAR TUGHCE; LA Bl s PC AL 1P 3
HERT BRI, R ABAN T EE TGRS .

3.5.3 GRE over IPSec

3-14 GRE over IPSec
GRE

IPSec 4 i

[PSec H 345 1P P, ik GRE over IPSec, 1] LA3k%h IPSec WAL . &l 3-14 fif
7N, 1F GRE Tunnel [ #58 % HWL, ZEPAS Tunnel ¥ £5, 1% IPSec AR%s, AN B E X}
GRE Ji & 154", GRE over IPSec T 8 KHETF 41 (1 72 35k
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3.6 NiES5Ha081E

TRRRIE RN ER R EFR
IKE The Internet Key Exchange Internet % £ AC #it
ISAKMP The Internet Security Associationand | Internet 2241 FN 2 EHE PRI
Key Management Protocol
IPSec The Internet security protocol Internet 22 4= PlpN
SPI Security Parameter Index BRG]
AH Authentication Header UNIEiSS
ESP Encapsulating Security Payload LA AR AT
SA Security Association AR
GRE Generic Routing Encapsulation 0 FH % ph 3 2
EVPN Efficient VPN 2L VPN
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EX
DSVPN & Dynamic Smart VPN [F]{&#8, /24575 Hub-Spoke MR b, 43 SR 3 5[]
B A ST B e R ) PP AR

HaY
il 4-1 fros, L4510 Hub-Spoke W44 # R A, Fdlint & 2P T2 50 2 .
WA 2 AT R R, FEN T IPSec HiAR, 0T Ei/e 852 50 16 2y S bgi -
fifta, AERILEEIEI ST EE E BN . R0 SR E s R t, ey Hub #2105
4332 SpokeA IV il % J5 T N6 ik 25 73 32 SpokeB, #E7% T H O YR FH 5 I ALERT
JEIF DSVPN iR, 43210 ] s &2 B n i RO IE, e T ik i) i,
4-1 54595 Hub-Spoke M 4Z &%

Hub
g

Nl = e vl s v VY
® ZHMXm

WAL TP SR AE . BPERERE R K
o JiIEH

%ﬁiﬁw%ﬁﬁﬂuﬁﬁﬁﬁ,W&Tﬁ%%ﬁ%ﬂﬁ,%ﬂ?%ﬁﬁ%ﬁﬁ

4.2 SEFRAEFHIYL

AFFPERI S 25 TR T .
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RFC2332 NBMA Next Hop Resolution Protocol
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T4 Licence Y fro
X
fal KT IFA
AR200-S V200R002C00
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® DSVPN i+ NHRP (Next Hop Resolution Protocol ) Hutikf##r ¥4, NHRP 7E
RFC 2332 5 X, H Ty NBMA M 2% F Y6 f e 3R E 200k H #y 2n
NBMA ik,
® DSVPN ##iT GRE Hi K. 1PSec BEIEA SZREXT 2 sk &A%, Wil GRE
over IPSec, 1] LAfajfk IPSec M 4% 15825
® DSVPN 4K 32 55 GRE Tunnel #%11. 1£4: 1) GRE #B e i 31 55 1 E By i i
B, BRIEIEABETE H 1Y 1P bk A 2EEE RERSECE W . 2 SR S ) g T HLE R
T, XY AR, B IP HuhEANRETISE RSN, oK H T NHRP suhbAgEdT 613
FAh, M5y RS Hub #:57 GRE FgIE, N5 HE 3087 GRE FRIER, 54 &
i E 5 A2 GRE #: 1. /b £ GRE #2106 15 8 R4 IR 1) & FH AN & A
ZRPE, R vebzE H b sh A e e, FFECSR A MGRE (Multipoint
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® DSVPN HKHfi T4 2RI i e i B 7 5. Bl 7 ) e vl 5 mE, o+
WA ) ) L0, 0 ST TS B R B ANBE & LT AL, 20 i 4 32, W)
TR REAR Y I S T & .
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4.4.1 FEHEE
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BEANE L B th s, AU HAR /S A LU R T %
® Al EER A
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Yoy SR RS ER L B H ko H 3 S M, B e ki E O H
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® (R B AR X ¥

WA A BhEh A G, SEI S5, 3 B A S . R b,
h SRy SRV B B B 2] AT 100 S A T R I [R)— 12 4R e . X
RIP “5 0 25 ) 5 B P P, 75 K 17K P43 (Split Horizon) TjRE, SIS 3R]
HEPWS . RS 3)1 2 OSPF Bt , OSPF /&4 Bk AT i, HoA
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H 7 MR B A R, S5 SR S0 1) H IR 23 31 IR e f AR 4 S0 H R kA5
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4.4.2 m8% 5 GRE
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GRE (Generic Routing Encapsulation) 18 % R Bl mT LIOGERE 26 )9 25 2 B sl i1 4%
PaR AT B 25E, (X Loyl B E B B AE 1Pv4 I rh AL 4
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% 5 GRE B&E#EQO
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NHRP Rl g AT id sk BV 25

NHRP 7 K

NHRP Resolution Reply 2

NHRP Registration Request | 3
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