Huawei AR150&200 Z 5|t B& 28

V200R002C00
FEHIAR-IP Al 55
MHERRA 02

Z%WHH 2012-03-30

S

B ARGRAT HUAWeEI



BT © HAEAREMRAT 2012, RE—TIA.
AREA AT BMVFR], AT RN NATHE AT REASOR AR 8, ARG LUEMB L4k .

T b 7
Q) o e
noawel AN LA A g T BR34) g HE R F AR BR 23 B I T
A RYEE M P AR BT AR e E M R AR, A BB AT .

EE
TR SRR 7= AR5 B S5 I 52 4k 28 W] B A TRV R sk I 20 TR, AR SRS PR (1 A3 sl o 7 iy IR S5 X

P AT BEAERS I S B HVE I 2 W o BRARS R S5 A58, o0 A RN AR SORS P9 A ] B 73 BEER 7 1) 75
W B ORI

17 S AT R BRI, A SO R AN EIREAT BB BRARSIATLAE, AU TR T, A
PP RRE A5 B AT BN BAT AT W 7R B s g 4R R

ENTARA A F]

Hudik: I e i DX 3 A8 Ky s B A A B W% : 518129
[ZIRE http://www.huawei.com

RS HEAE:  support@huawei.com
= PRE HIE: 4008302118

SCRERRAS 02 (2012-03-30) Sy LA R 5 :
LT © N BARA R 7


http://www.huawei.com
mailto:support@huawei.com

Huawei AR150&200 R 5140 8% i 2%
RPN 55 il

hfll3

ao

—t

i

IEE TR
ASCREEE R PR SSRPE, RIS S BERA AN ] =ANJ7 245 1 1P M 55451k
ARSI SRR T ML &, T BB RN E IR R PR e B
ARSCRS T EEE T LUR TR

® LIk TR
® Il TR

® il E TR
® ALYy TR

3
Jj0
s
ol

FEASCRATREH L P AR, eI AR IS LR .

i5AA

Hs
PAAKRE TR I SCAR R R IS, W R A
Ty o, SR BT B

PAAR TR (1 SCA RS A P SR RS e, R
g ABEEER, TTREFHEON R A .

DA 35 TFUE TN SO A A e K, 0 SR R 3
= A, WHESEE AT, BORE, WAL
- AT 25

o= %57 DLASKR & T AR ) SCAS RE 75 Bh 48 it e AN ] Rl Y 44 145 114)
A 1E]

RRRTT DAAR 75 FF 46 0 SOAS S IE S B INAG B., A0 IE ST 5
PRTEN T

SCRSRRAS 02 (2012-03-30) Sy LA TR (5 S i
AT © HhH AR A R 2 7



Huawei AR150&200 Z 414V i d1 7%

R PERER-TP Al 55 -
WEITRAAE
i =04
Lk AT T (A PR A . BRI R
KL PR 2755
Pells AT (A d hb 2 SEBRE TR AR 40 ) R
FUFT
[] BRI “[17 FERDA TS 1 fir 4 LB I W 6
{xlyl.} R MNP Z A LT IEH A
[x]y]..] FR NP Z AN T I — A B Ak
(x|yl..}" FRMHADEEZ AR T IEREA, BRI, B2
AT LI
[x|y]..T FoR AN B 2 I A Bk AR5k
&<1-n> FORF S &I ZHTLLES 1~ n iR,
# H“#” THRINATOR B IERAT
f&iTic3%
SR BB T RRUCCRE SRR BT JBOHTARAS 19 SR LA BT SCRARAS 10 S 57 4
o
SCRRRZS 02 (2012-03-30)
FHGFTRRCAS 01 (2011-12-30) 11284640 R -
%
o 43 THAH
CRYRR A 01 (2011-12-30)

- RIER KA

CRYFR A 02 (2012-03-30) ey LA R (5 S
WRALFTE © H b H AR A R 2 7

il




Huawei AR150&200 Z 414V i d1 %
AR TP k4 H >k

B 5 eeeererereseesesesessesessassssessassessasasessssssassssasasessssasasesessntasessstatesessstatesessasasesessatsessssatsssssssessssnssessssnse ii
T TP HEBE e eeeeeeeeeeetceeetecececteseesese e ssesesessesesesessesesesessssesesessssesesessrsesesesessesssensssesesesessasesessnsasnenen 1
L L A0 e 2

1.2 BFERRIETII U oot 2

L3 T BRAFTE oot 2

L JEFIIIR oottt 3

LA T TP HBEE T2 et 3

142 TP HIIE IR F oottt 4

LA IR TP HIHE oot 4
144 FATT TP HIHE oo 5

L5 T bbbttt 5

LS 1 T PR RIAT e 5
152 TP HBHE 3 TR oot 7
153 TP HBEEFE FH e 8
LS4 TP HIEE AT oo 8

1.5.5 73 B2 11 TP btk S5 B 2 B IE IR IR, .o 8

L6 R G I TEr oot 9

2 ARP..eeeeeceeeeeeseeeeessteseessesseesseesessaesseesaesssessaesaessaessaesaaesaessaesaassaae st e s aesa et et e e s e e saaesaeesaeaaerasesaens 10
2L TG et 11

2.2 BHERFVETIIII UL oot 11

23 T BRI oot 12

204 JEFTFEIR .o 12

241 ARP JEFE oo, 12
A2 B ARP ...ttt 14

DA TS ARP ..ot 15

244 ProxXy ARP....oociiiie e ettt st e 15
D45 BT ARP......ooeooeeeeee et 16

24,0 ARP-PING ..ottt ettt ettt ettt e e ta e be st e e ae e s e e seeeseenae e st e beenteereenbeaneeeaeenseeseeneentens 17

2.5 T ettt ettt ettt n s e e 19

2.6 AR G AT ..ottt 21

B IP VA eeeceeeceeeeeceeeeesseesseessesseesseessesssessessseessesssesseesseessesssessssssesssssssesssessessssessesssessessnsessessaessaesnasnns 22
B Il e 23
SCRARRA 02 (2012-03-30) BRI E iv

WU © HE B A AT A 7



Huawei AR150&200 Z 414V i d1 %

FFPERR-TP Mk 55 H
32 BHFRUEFIII I oottt 23
RTINSO 23
34 JEBEFIIR oottt 24

341 TCP JFEIHIR ..ot 24
342 UDP JEEEFIIR ..o 25
343 RaWIP JEUHEHIA ...oooooioceeeee s 25
R Y e i 1115 % TSRS 26
B3 T e 26
3.0 R G AR TE ..ottt 27

B TPVO...cueeeeeeereerreeraecsaessaesseessesssessassseessssssessaessasssesssesssessasssassssessessassssessaessesssesssessasssesssesssessssssasssessnes 28
B L AT e et 29
8.2 BIERFVETIIIIUL oot 30
B3 TTBRIFNE oot 31
B4 JEFEFEIR ..ot 32

BATTIPVE HIEE ..o 32
BA2TPVE [HIEF FT oo 34
BABTCMPYO ...t 36
BB A ABTEIZI oot 37
B4.5 PaAth MTU ... ee e 40
B0 TUITIIUFR ..o 41
BT TCPO ..ot 41
BABUDP........ooeoeeeeee et 42
B4.9 RAWIPO. ... 42
A5 T ettt ettt ettt nen e e 43
8.6 AR GGG TE ..ottt 44

B DINIS...cceeeceeerteereeceeeeesseesseessesssesssesseessssssessasssasssasssesssesssessaessasssesssesssesssessssssasssesssesssessasssasssesssessaens 46
S L T ettt 47
5.2 BERRHERITIIIL .ot 47
53 T R ettt 47
54 JEFHFHIR oo 48

54T S DINS oot 48
542 BlIER DINS ..ottt ettt ettt n et enanaes 48
55 I ettt ettt ettt 50
5.6 ARG ARMETE ..ottt 50

6 DIHCP........eeeeeeeeeeeeeeceeeneeereeceeessesseesssessesssesssesssessasssssssssssessassssessasssesssssssessaessaessssssesssesssesssessasssasnns 52
0.1 UL oo 53
6.2 BERRHETITIIEIN ..ot 53
0.3 T R AL e 54
6.4 JEFHFHIR ..ot 54

6.4.1 DHCP FH oot 55
6.4.2 DHCP JETT......ooieeeeeeeeeeeeeee ettt naan 57
SCRARRA 02 (2012-03-30) BRI E v

WU © HE B A AT A 7



Huawei AR150&200 F 51 /% 2%

FFPERR-TP Mk 55 H
6.4.3 DHCP CHENL........ooovoeeeeeoeeeeeeeeee e see e s e s s eses e s s ene e 59

0. 4.4 DHECP SOIVET ...ttt et et et e e e e e et e eeeeeeeeeeeeeeeeeeeeeeeeeeeeeseesessasssssssssssssssnsssssssssnssnnes 59

6.4.5 DHECP REIAY ... tteuieiieieiee ettt ettt et ettt et e e bt ekt ebe et e eb e e st eneene e e enbesseabeabesaeateaneaeea 62

6.5 T oot 63

6.5.1 DHCP Client [ HLIZT IR ©.oovoeeeeeeeee e 63

6.5.2 DHCP Server FIHLIRIZH X FH ....ooceeeeee e 64

6.5.3 DHCP Relay MBI LI FH ..o 64

0.6 ARTEIGARMETE ..ottt 65

T N AT ..o eceeeeeeereeereeseesssesseessesssesssessasssesssssssessaessassssessessassssesssessesssesssssssessasssesssesssessasssesssesssessasssasnns 66
T LTI et 67

T2 BHERRIEFIIII oottt 68

AR E 7 = OSSOSO 68

T JEFRFIR oot 69

TA L NAT FIFEIHLE oo 69
TA2NAT HIHEEL I oo 69

TA 3 EASY TPttt ettt ettt et e h e e it e e bt e e beeeabe e naeenbeesabeetteenteeenbeeneeens 71

R\ N BT < G URRRRRPRRRROPRRRPRRNt 72

TS TR INAT oottt 72

7.4.6 VPN IR IITE NAT ..ot 73

747 VPN JEHRIE NAT SEIVET ..o eeeee e e e e s s s s sanees s ree e eseenennes 74

T4.8 ALG-IVHJE T T oot 75

TG NAT BRI ..ottt et ea e n s 76
TATONAT TETE oottt 77

75 ARFEEGARMETE ... 78
SCRARRA 02 (2012-03-30) BRI E vi

LT © N BARA R 7



Huawei AR150&200 251 A Ml i Hy 4
FEMERER-TP 55 L 1P Mkt

IP ik

XTARE

1.1 /44

1.2 ZH RN
1.3 "J3RA3E

1.4 JR B A
1.5 % H

1.6 KRG 5 g i

SCRSRRAS 02 (2012-03-30) Sy LA TR (5 S 1
AT © HhH AR A R 2 7



Huawei AR150&200 R 4140V i d1 7%
FEMERER-TP 55 1 IP Hiuhl:

1E 1P W% I, FRBohMEE F NI TP kb, iR P 2 — S v HE L&D Internet
b, BRESEL ) ISP HE—AN 1P Hbdik.

IP Huhib S AETH AR 26 FR T R ME— AR IR — G BRI — 4187, B GBI
H] TP P EEAT IS o TP HUBEA R R 42 M G R AT R 9, —A> TP Ml i 4t
MBS 1 57 2 B

Im@mﬂn&:ﬁﬂﬁﬁﬁﬁ,@%T@?%Fm%ﬁﬁﬁ,%%T“ﬁﬁ+ﬁ%%
™ o%%Tﬁﬁ%?&%mﬂﬂ&4A£A+ﬁﬁﬁﬁ%%? AT I EL
K =AY B, A FEHLH TP bk H =35 7R E 28 00001010 00000001
mmmmmmmm KH S H R ORTER R 10.1.1.2,

IP Mk dy 38 40 2 ke -

®  FMEIITE (netid) « JITIKARRMG . 104 5007 B A LA A 20 7
Bt CURRRAIEAS) o RIS 1P bk e,

O EHLSRFE (hostid) « HIFIX 5L i AR 3L

TP 110 P25 5y B PR AR AL — /NP0, LS B R L 2 o I 24 5

AN, WAL AWM R, TR TAEmAE, NI A

WIS, ABITARAER] — 28 . g i, fEAILMBANNZ G M iE e it T
FF M 28 5 AT AL B B TE G

1.2 SEFRAEF I

AFFE IS 2 BORRE T -

Y Wik %=i*
RFC 1166 Internet Numbers

RFC 1918 Address Allocation for Private
Internets

1.3 AT RIS

R M IT

Tt e IR A

License X }F
To3k1S License VFn], ¥R IRAFZEFERI RS

SCRSRRAS 02 (2012-03-30) Sy LA TR (5 S 2
AT © HhH AR A R 2 7



Huawei AR150&200 Z 414V % d1 7%

Hr s -1P ML %% 1 1P Hiufil:
RS
T THRRA
AR150/200 V200R002C00
d MR
AT AR PE
BHEX
PORTEES D7 T
1.4 [RIEH5HIA
1.4.1 IP Huit 42

KT 70 P HuhER R B A N, TP HhE 4y K, T 1-1 B

TR W25 0 BETET LA e E sk vl LRI TP duhib g T —28,  IX 2 X &Ik
Ty B T v

1-1 HZE IP #hiit

0 7 15 23 31
Al0] Netid | Host-id |

BM|0| Net-id Host-id |

cl1]1]o] Net-id Host-id

D| 1 | 1 | 1 |O| Multicast-address |

E|1|1|1|1| Reserved |

Har KA 1P ihbE T A By C =R 1P bk —Fk. D bbb & 41 # 1
b, BZEHuhEfREE . 7E IETF (Internet Engineering Task Force) &Aiif#] RFC1166 Internet
Numbers £ T %28 1P Hidik.

FEAEH] TP MhE Ny 20 5, — 28 1P bk @ R B R R T a1, — R P ANREAE T
£ 1-1 41 %26 TP Huhk (S L

SCRSRRAS 02 (2012-03-30) Sy LA TR (5 S 3
AT © HhH AR A R 2 7



Huawei AR150&200 R 4140V i d1 7%

FEMERER-TP 55

1 IP ikl

F1-11P it E R IEH

Mg | HutSERE HAPRAHAE | %A
i) IP M4&SE R
A 0.0.0.0 ~ 1.0.0.0 ~ 420 B BN SRR Z TP Huhik & 2% 1)
127.255.255.255 | 126.0.0.0 Hotik, AT H; 4 1 EN 5 EERR
IRkl ROXHZ M BT I BN T
#&; 1P Hihik 0.0.0.0 14K DHCP J5 ([
RGBT VAR MR e 2T I i
i, I HACEAEA R HE ks W5l
0 [ 1P HhhEFe o a4 i = AL, wT B
TEHLEE 5T R 9258 1717 AN S0 38 G X 4%
o FTE TR 127.X.Y.Z R E R B AR R
FIER, K RNXASHhE 43 2 AN i H )
itk b, eI AR B I A E RN A A
B 128.0.0.0 ~ 128.1.0.0 ~ | 4= 0 N TR IR1Z TP Huhib il 2 I 25 1)
191.255.255.255 | 191.254.0.0 Hotk, MM H; 41 ENSIEER
IRkl ROXHZ S T I BN T
o
C 192.0.0.0 ~ 192.0.1.0 ~ | 40 I ENTHFRIRIZ IP Huhik i j& M4 1)
223.255.255.255 | 223.255.254.0 | Huhik, HTMLEE; 41 B ENSIEERR
JUREMhE, ROXHZ M BT I SN T
1.
D 224.0.0.0 ~ ¥ D JEHuhb st — a4l btk
239.255.255.255
E 240.0.0.0 ~ ¥ ¥ . 255.255.255.255 TRl T % Hh
255.255.255.255 hk.

1.4.2 IP Hhhk a3 =5

IP Mhuhik (1 3= B 5 1

® [P Hhb 2 —FhAEE R AL 25K, ANFETHEIE SR WU, 1P HihbA
e I AT AT 5% EHUAL B G S, FUREIE I W 4% 5 0 7 BRI T =0 L T4~
R 28

o YA THLEINERRIEA ML BN, 1Z BNk 0 AT PN AR TP My
hk, HWZES 00 net-id SEANFE ), X ENIFR £ itk 4L (Multihomed Host)
FHLEEAN B OHEA NS — A TP Mk, P28 0 BT 24 1P Hiudik.

® i Internet (R AL, FHAL KA BB R AU TN SR AT o — A 2%, A
L2 R ok ) #8 ELAT [ R 19X 256 met-id

® i IP ikl P BCEI LR T net-id IS CANE /R JRiE k) it
R A

1.4.3 ¥5%k 1P bk
LESCRRAT SRR P, G —Sef e mk iy 1P bk, HJEERHGAIZE 1-2 .

FEARKIT

SRR AR 02 (2012-03-30)

LR AE R 4
AT © AR IR A+



Huawei AR150&200 R 414V i d1 %

FEME IR -TP 45 1 1P Hiuhik

R 1-2 5550 EY IP #uik

IP bt | IP #udit | IP bl | BER1EA | BEBEANB | ik

MES | FHMS ENS | iRigtbit | BYimitbit

40 40 AJ L ANET LA TP L1 01

40 THLT | AT AH LA T M 2% F s 2 AL

127 REE R G T 2R 0] ik

41 41 ANHT LA A LA T2 BRI 37 GagAs
B R )

net-id 41 ANHT LA G FHT- 1 LA net-id 2 H 11
W25 1

net-id subnet-id | 4> 1 N GNP FH-T16) LA net-id, subnet-
id A HEFM) 7

net-id 41 41 ANE LA ] LA T 10 LA net-id 4 H 111
i 1M %

[RRRTY:

net-id, subnet-id 23| & T ARAH 0 Fo RA A 1 #3t 5 FH,

1.4.4 FAF 1P Mk

h TR IP HOEAT SR R, S T RAAT BRI S . FAAT i hE & di P I 2% Bl L
Hodik, XL HBEH] TR B L, ABEH] T ASER4E . REC1918 fifiid T AR A
ZRTRRE K 3 S TP Hhk B,

IP bbb 3 FCZH 23008 ¥ T Z11F TP bk O B3 VR R bk, iR 1-3 o

R 1-3FAF 1P #udik
P £ BY it SE B
A 10.0.0.0 ~ 10.255.255.255
B 172.16.0.0 ~ 172.31.255.255
C 192.168.0.0 ~ 192.168.255.255
1.5
1.5.1 FM Xl 4%

TP HiUIE PR R 208 58 0 Mk Oy W gt il P9 2o Sl T ME— B iR — AN R B g ) 5 bl
R AETAT W, SR T 22 167 2 7S

SCARYRRAS 02 (2012-03-30)

LM E 5
AT © 0 HARA IR A w



Huawei AR150&200 R 5140 8% i 2%
PR R TP D 4 1 IP i

MHHE I FE KT, F Mo BB 7. O T4 TP bk A I s R 3%, R
7y e TP Mk P 2% 585 net-id, 170 1T (¥ ML 5 18 host-id W2 S A L7420 BIZEAS L
R HR B IPHBAER, SEfs EIURIAT T — AL 51 net-id,  FLARRI A EHLZ 1 host-
id W HHZ AT AAT 20, SRR S R P v P B R LS RS R AT

AN MR 2210 B A AEAR R O VS L RE, 8 T TR0 5, lke s o7 P )
TS AL DR AZ AT T Ry, ALk R U2 R 2 1))
W2

TR B2 A R IIAT A, WANERE, XA — A g 5. A AR
ROCHENBIA BTG G, A AT 6 b e 2 A AR 1 RS i AR T e i, kB H KT
Hle

W 1-2 s, > B 2R IP Huhb I 4E 00, Horp -7l — B IELE) “17 il
—HIELN “0” . “17 N TMSSIH-FR- S 7B, M “0” XN BT

B
1-2 IP sk 7 %1 4
7 15 21 31
Class B Net-id Host-id
address

Mask 11111111111111110000000000000000

Subnet Net-id Subnet-id Host-id

Mask 11111111111111111111110000000000

B 32 A7 F TP Huhk R X AL (R 6 A A 532 55 nT DURf 52 TP Mk 2% 5 . i, TP
Huhkh 10.1.1.2, FMHERS A 255.255.0.0, A% IP bk 5 HAH N B s A7 04T 512 5510
2 Bt 2 M 2% Hi ik 10.1.0.0.

Z 5y AN WS P BOE AT AR . 28R, AR —AS B JS TP Hulil ] DL
4 65534 N EHL TG, HEIHH 6bits K TMT7BUG, &EWH 64 AFM, SATM
H 10bit B EHLSHY, EIEEADNFREZ A 1022 (2102, EHi4 1 14 0 NS5
ANEHSE, FILENSEREREUE (64x1022=65408) 4, AR TR ZED 126

A

AN AT AT RIS, T SRS RO BRI, I RS <17 K
BER I M SR KB . R, WP T A B AT C 2RI 1P #iuhl, 6T R P9 HER (R BR A
{43510 255.0.0.0. 255.255.0.0.F1 255.255.255.0.

TR 5 TP Mk R, 38R LR A G R LAR SO, SO B R R 4

Bt
SE 4 0 Z IR MERN 53, T B G S [E RN 25 R 25, ] REFINY 4% )2 IRARRS N, SR
H BT R 720 AR A HE M, ik R Hbr. — ST
L I oy N e e G e 1 L el 9 ) G 2 S G R ) T Y R 58154 = W
® X FATEIX R L%, K2 K MLl T2
SCRSRRAS 02 (2012-03-30) Sy LA TR (5 S 6

WU © SR AT A



Huawei AR150&200 R 5140 8% i 2%
PR R TP D 4 1 IP i

HEANEAE IR G R 2 b By TR AT i SR S, ROR A 3, SR m i Ak
INE &

® SN BUHESL ) TP HhE A H]
® R AT AR RNV 55 R LA RE (¥ 0 £ 73 FUIE S (1) TP Mk
® WM T SCHEHME TS 1) MPLS/VPN 45K, MRS ANERRI A A7 [

iR

IyHCHBNEIS, PR R IR B R A R ST R I B SRR s ) T I 2
P, S 2% s B

BT 2% N AT SRS IR S 20 RS K FR SR, A4 TR MY R B A R,

At
K737 WIS, LRI 78 20 A P e E U5, A5 I A ) 2 2 LA B K

® FIHAARK T MAL (VLSM) K, Z0BC 1P Huhl, 7846 HE A H Mk 28
® SIS LIS A, AR ORI k2SR, bk R

Al 5 HE K 1
H TP LI, [N % A S B I B4 4 BRI 262000 TP St

o T Enumig tgs. IP HAGM G, TP HiERISF. #%FF Internet AR 55 #%. Bl kKBS, 1%k
B N 2SR A, MRS TP Hiukib, VPN 5% H VPN J5 CHE4T B IR 2% AT LA
1E VPN W &B43 BCAA Y Hi ko

®  FFAE B B AL ) Loopback 11, IR A HLAr L Bl 1) — BOE S bk,
FENSAEH 32 47,

® T I, R R IR R — BOE S b, FERDAE T 30 47,
1.5.2 IP #iit 43 fic
F 797 ) Internet D284 G20 TP Hudik, DRIk, P73l B9 48— 20 ORI A5 382 5 i %
MRS B LA AR T RE . HarE LU JUR =21 1P kb4 iic 77 20
F T 48¢ IP Hbhit
A CLE AR P SR BT DR 1P ki, ROy R T R IR S R e
FER T T, Blin Web JRSs 2%, Mrhigeds. MBhbiX 2R 1P bl g s i, AT LI T8
HE NS v BCE IP/VLAN. IP/PVC 45 5E.
£ DHCP BR55 4 EC IP it
DHCP X% /IR de il (i . M4R 4 P i 4E DHCP IR 4548 L e —> 1P kvl

[l 20 o 1) IR 55 A S A BC & A (S0 O TP Mulik . IR . G RS
O o S5 AR A SRS AR [0 AR P A R

SCRSRRAS 02 (2012-03-30) Sy LA TR (5 S 7
AT © HhH AR A R 2 7



Huawei AR150&200 251 Al i Hy 4
FEMERER-TP 55 L 1P Mkt

1.5.3 IP #biit & F

— AN N RBEA TP HuhE oy A ik o, Ao Ak SC. 1P Ml {5 (TP Address
Unnumbered) FEfEARTE WA IP Ml F, T RMEHILER O IP Huhtk. Br

W AEH P Huhk” , HSERUE: — /N0 BB RCE 1P sk, (H2 IR %R

F1glt 1) Fo e TP Mk 32 18— AN TP bbbt >k, DS i3 L Reis (E o o

IP HuhbA ) =2 H 254 TP Hhhb 986 A i 38 O PO R, X PP s it
O A DA It O TP Mk, WA b IS N SRR TP bk

1.5.4 IP it fiR4h

— OB HBEADGERE AL, BAZAMSE P bk, ERyEE IP HuhbIEAGEE
PRBEATIEAT . HARB AR

® [P It IR ENUAE L2 T L, S B 2 2 AR B A AT 4 H ) E AL,
/BB RE S ByININE /B 18-k | R G 1 WVAPIE o ol A (W G TS K7 B LB |

® VI AR A I AE T A2 TP ik, i SE R B TAd iz i AL, Bl
W EOR LA MR O TP il

E 1-3 Kox T ENA. 1P bR e bt 2 [R][19¢ R 7F Ethernet I, EALAYEEHhE
s MAC Mtk B ML M TP Hhk 4/ 2 B DNS IRS-# k58, ks 1P
HEfENT R MAC HuhE 8 2 B ARP K58 RGTT -
1-3 £H14Z. IP bt Fn4 et > B Ay X &

DNS:Hosthame->IP

Source
Hostname:HostA

IP:209.0.0.5/24

Destination
Hostname:HostB
IP:209.0.0.6/24
MAC:0800-2B00-EEQA

1.5.5 [T $E O IP Hbht 54558 B i3 bk Bé R B

PR A, BR T YRS LUK 1 TP HUhE S MAC HhE RISk, /4R S
IP Mk 558 6 2 sk (Y s, X SR AT

o 7R 4k |, TP bk 5 DLCI (Data Link Control Identifier) [fHRET.
® 7EATM %11 1, 1Pl PVC R .

EIRRKEEE, SRRy IR e D T ORAIE TP LS5 RENEISATAEIX ST I B L

T E A X L - e i o
SCRSRRAS 02 (2012-03-30) Sy LA TR (5 S 8

AT © AR IR A+



Huawei AR150&200 R 414V i d1 7%
FEMERER-TP 55 1 IP Hiuhl:

1.6 K& 5 9Ek&E

Rig
RiE R
BAFERERRNE | AR R R R SR R T A 3EEI TP My
bk, BEIP uhbgy <7 SrBR VUSRS, BRSO B TR A ok
KR
P Hbdik % FEARFL VAT TP Muhik s ~, AEF e B0 1P ik,
FAAT 1P Huhil TEN BB g B AL, Xl RS TR NI L%, ANfiE
HF A JLm%s,
R TS & 32 LRI b, AT RS T DL T AR TP M
R 245,
SCRSRRAS 02 (2012-03-30) Sy LA TR (5 S 9

AT © AR IR A+



Huawei AR150&200 Z 414V i d1 %
FEMERER-TP 55 2 ARP

ARP

XTARE

2.1 eH

2.2 ZEhrAER Y
2.3 IR

2.4 JRBEAA

2.5 W

2.6 Rl 5 ing it

SCRAFRA 02 (2012-03-30) LA I 1 10
WKL AT © HE A AAT IR 7



Huawei AR150&200 Z 414V i d1 %
FEMERER-TP 55 2 ARP

EX
ARP (Address Resolution Protocol) & H K4 1P Mtk fgdT  MAC kA 1riL. ARP £
AT LA A B ARERA P FEAL, J34h ARP IS N ZhEE, 845 Proxy ARP I
AE. 7% ARP LM ARPing.

By

JRi R s ML A > 32 A0 TP Mk, XA T AL A
AIEAF . 1P HIEA 7 BC A T HLAS AR P IE o e LIOK R, AL d 452 R
P 48 A7) MAC HUhEAAE . BN BUR B, XA MAC ik )RRy ) P ik
PRl R I M RC R ORI b i BRI, AESERRR RS Bk, 752 —
Tofr sty AP ATT FRIATL AR DAy T i ol AN [ st P2 B AR o

ARP [ B fR g LA, RS N R -

® A& ARP: FJH ARP .3, ARP shA#ATH ASNHET IP Huhk 2| LUK MAC bk
HIfERNT, Joms WL B 0 T T AL,

® A ARP: NV IP Ml MAC Hudik2 [AI[A 8 FORES SC &R, A2 EHUNIES i AN
REBN A BE LWL R AR o 7 2 R4 B 53 T s

® Proxy ARP Jjfi:

- E A Proxy ARP: Y ENL BTG B N el CREAN 5038 Qo] 2158 A% 9 2%
B 2R80) , Bl UKL A ARP iR Gk H 0 EHLEK MAC Huhl) , fif
fie Proxy ARP ZhAE s s BX ARG, 2T B C MAC Hihbff 4%
ARP &R I, AFA5AL T AN [F) P R0 2% 11 ) — 99 B f SE AL 2 18] AT AL 5 (R A
B

- VLAN W Proxy ARP: WURPANH P8 T4H[FY VLAN, {H VLAN HECHE T H
FURE B, flift T VLAN N Proxy ARP Zhfg K4 8 H kAN 2L H 2
ARP KRR )5, M tH 28 AL B B3R 40 30, i A %8 1) ARP R0,
W EACTE S, WDKK 2810 MAC Huhk R 2645 ARP 53K 7, 47540
VLAN W, H VLAN FC'E B8 2 5 0 0 2% ) MLz 8] i AH FL A

- VLAN [i] Proxy ARP: QUM P @ T AN VLAN, {§ifig 7 VLAN [H] Proxy
ARP DIfig i DB R H b A S 1 O ARP W SRIRSC S, % f s FEAS L/
AR, MRS i 1) ARP RIS 2 ACER A 1E,  RKE % b #5311
MAC Hilil & ik4T ARP W5 K 7, Ef3 AR VLAN Z 18] () FAUAH T30 AE .

® 9 ARP: HITH &R N IP Huhb Al 258 i MAC Huht,

® ARPing: fUf% ARP-Ping IP fil ARP-Ping MAC, XM ELH A ARPing, T
TR T L

2.2 SEFREFTYL

AFFERI S 25 TR L E -

SCRAFRA 02 (2012-03-30) LA I 1 m
WKL AT © HE A AAT IR 7



Huawei AR150&200 R 414V i d1 7%
FEME IR -TP 45

2 ARP

3t ik

&

RFC826 Ethernet Address Resolution Protocol

RFC903 Reverse Address Resolution Protocol

RFC1027 | Using ARP to Implement Transparent
Subnet Gateways

RFC1042 | Standard for the Transmission of IP
Datagrams over IEEE 802 Networks

2.3 AJ RIS

HERTT
Tt e M TTHIBC A -
License X ¥
T 384 License VFRJ, A FRAFZEERI RS
AR 3 #%
=i XFFhRA
AR150/200 V200R002C00
FHE R
AN ICAT R
K
XA TC R R K
2.4 [RIBFEIA
ARP JEHIRSHL LUK =2 1P hik 5 )28 MAC Huhk 2z [ A edgt, o DUK AR 1
BEfilio
2.4.1 ARP [RI8
DA (1 1] 4 B A LA 8 1) 77 A AN TP MBIkt K MAC ik, DASEEL =)= 1P
Huhk 5 TR MAC ik 8] i) Zhas Wiy, XA AR A PUK R LB A SR i) — N il
A HIRHERR ARP y 2.5 Z WYL
SCRYRRAS 02 (2012-03-30) AT AR 5 B 12

AT © AR IR A+



Huawei AR150&200 R 414V i d1 7%
FEMERER-TP 55 2 ARP

ARP Ml R332

TCP/IP B3I BETH N GRS LUK IR BLAT T 3k Re R (K P 28 Tt 1K) ARP LI fr b
W TEHUAEAE ] — P B 2% 10 H K 1 1P b o0 1, T8 ARP 6T 21 H 13
I MAC $tudik. RIAERI L E R BV AR, Hetn BRI In @ AL E T 5l
(IR 45, AT LLSE B TP Hihik 2] MAC bk, If HIX AR T LT
e

ARP JH I LR AN 20 SRS Bt bk A A i R

2-1 ARP iFk 1358

Ethernet

-

\/

ARP Requesw

W 2-1 Fion, MEHL A AUHEE EHL B K 1P Hudik i AS%0iE H MAC Hudikie, &) #—
AN ARP G KR, 1R EIENL B 1 MAC bk,

2-2 ARP My 372

R ML A AL S A S, AT EHL B ZEWN IITFE ENLAR S Hal BIX A

WKe M ARP R SCHI H i TP Hudik2 4L B (1) 1P Huhik, AT RLURAT ML B S0 ay
XN ARP 53K Wil 2-2 s, AL B BN A K — M MAC Hubik 1) ARP i
MRS

HEHL A SREI TN B FImINAR SR, AU IXA MAC HulibRT L B 815 .

ARP Z1LHL#
o AT
WA ENL A ML B RIE— A T HEE R % — AN R 10 ARP 3#K4R 310
W, SRR P RS . i) FLZS E BT B E0A 2R B R B AN 1R
(f) ARP %R0, IXABARA LI T M IZ 1T A0

SCRHfA 02 (2012-03-30) B AR s 3
BB © H I HARA 26 )



Huawei AR150&200 Z 414V i d1 %
FEMERER-TP 55 2 ARP

K TR L B, G BN AR S A EE AT, X T ARP UL
AT . FEIXNETEEAL, AE AT SAF ) TP #uhl 3] MAC Huhk i 56 & .
RAETTAERRR LY A, HBCAE A A3k H bR TP Huhik Tt N MAC Hahik. 4
B ARP ZZA7 AT X NI MAC Hidik, FEHUEE A SRS ARP SRR, 1/ %
B R B iXA MAC Hihik. 415 ARP ZB47 7R B X ) MAC Hihkiss, FHLA 4
RIET FEIF ARP 5 KR,

® 375 ARP RIN K L AL I I A)

Wik 2-2 frs, MEHLB RN T EHLA I ARP KRG, 7EEHLA MEAFATSTEIK
THL B 1) 1P kA MAC Huhilk iy ¢ R . HE, WER ML B KA Wk 5 5
BT R, BN A BESENTAOCT BN B AT, T2 3N A hadk
G R AIEZE FHL Bo 385 i AT H R A 5 (K R R A 2 0L A TP AR R RS
BTS2 S 1R B
T U M A R B P A i, ARP DGR AR R T i e E A
FERT . IR B E I 25 1304 ARP RIUZAE I I f5, MR /> 0,
W CEE A, AEHEE AT I AR T IV R I R AR B T B H IR A e AT
B, JIRAAETHIE. e 8 1sh A& ARP R BR8] & N F2, kik
7 RS N B a4 Rk i B 0O07 I T ks, 7E bR &0 T7 A7 3R 15 Bk
FEVAT1S 2 S TR 5B o

® A7 ARP R INPZ AR KL
B T CE E R A A ARP RIS I ], 8w DUl i v B ) A R IIR
Bk D Mk R ES R . 7E— AN BIA ARP RINEZ T, REEHATHN, 4
DRI B R RS AT A N, Ik ARP 2R I50KEs I -

® )5 ARP BRI Z AL BN
ARP £IEALZ T, B2 K1% ARP ZALERMIAR . ZAL BRI SC ] DL B %R
S, WATRUR SRR . SRR, B O LA UK ARP SEALERIINR S,
2456F it B A5 1) TP AN AT MAC S S, AU ) ik 1% ARP
AL L
g MAC HHEANAR, Y W9 280415 58 T YRR ol BE 5k, H ARP R I (1) 2 A0 i)
TR LEE /N, U A B U 1% ARP AL BRI L o
LA R e AR A T, JLAth R e B B H 1 MAC HuhE T HE R
HE) ARP EALERIMAR SO, 47 ARP R CAFLEAE R 24 1 TP Hiuhik 5 MAC Huhik:
WL, AN Z) #% ARP ZALERIR SC o IXPIRFR GO0 A8 4 15 2% 75 B C Bl
PLIAE 7 R I%E ARP 2L BRI ST, B FRA% T ARP EAL IR

2.4.2 Fh7S ARP

ARP RIGHEI& 5 E#

K5 ARP PhSLHA, JLT-FTAT LUK MIEEH L ARP JF4R, BT DUEAT LUK M 4L e
HSCFEEA IS, 10 B 1P HuhEEI LUK MAC ik (9 g AT 32 BB & A i, o2 kg 4%

BT LA
— S, SR ARP HROGH L L R AT T —4%, R ARP
KT :

® ARP R CIHYYE 1P Huhlk 5 A0 1P MuhbAE[R]— B, HAZ T #EHuhlk, HIP
AR O TP Mk,

SCRHfA 02 (2012-03-30) B AR s 4
BRI © S0y BARAT A



Huawei AR150&200 Z 414V i d1 %

FEMERER-TP 55

2 ARP

ARP ##ITh&E

®  ARP #ROCHE 1P Hohik 55 N8 10 1P MuhibAE[R) — M B, HASE) #k Mk, H IP
HEARAE Y VRRP (Virtual Router Redundancy Protocol) KL IP Mk,

® ARP IR IP Hbhik 5 A 0 IP HbhbfE R — M EL, B #&ibht, A0
IPoEoA W JH ] Virtual-Ethernet 217,

®  ARP [T H 1 IP Hhb /e A% 1 RO E (K NAT ki b ik .

R ARP HROCHIYE 1P HIhEAEA$L TH) ARP R CAAFAEX N ARIT, X ARP
RINHEAT S

TERFIRZ W B 8 52 31 ARP KUk iy, RGeAE [R]— I IR) Py 2 B3 2 A6 TP sk A [ 1)
ARP 30, Xif EARGN ARP RIHATER W H. A T4 Racrkae, Kgcn A
) ARP I RE, BIAE 1s WU E) 2 s 1P HuhEAH A ARP 4R3C, Rgef Al sk ik
ARP R CHI B4 EUCE) ARP 30, 1A BHT 4 ) ARP 3.

S0 A 2 LR ARP #1023t R 2842 1) ARP SR IUE N VA IEH 50T . ARP 4
il X VLANIF F1 Eth-Trunk Pi2REE 0, SR TEULR, % VLANIF 442347405,
He B L R4 T A A o

ZEHRIMRNTIEE

CRRIMENTIRE, AR R D FRE t Down 220 Up I, JRHEPTE VLAN
XV FT ARP I 2 AL BN IR (R AZ 0 0, e 26 F08 & ik ARP FRIIRIC, S8 —
JEFZ It JE VLAN X BT F ARP 230

2.4.3 275 ARP

A ARP 245 IP MR MAC bhit 2 [ [ 52 RIS OC R, 7R e EANRESD & T L
AT R AR

B 55 A ARP I INE (G 1) 24t . BlEES ARP R LA G158 52 1P Huhik i i
B AE I AT TR 2 ) MAC bk, O S0 R SO 8 st R 3001 1P HuhikFn MAC
BRI 5 28, AT T AS V45 TN 7 Ve 4% 0] A 1E 5 A .

A ARP RIUEN T TRCEMLAEY, ASel, Aashds ARP RINE i .

2.4.4 Proxy ARP

Proxy ARP =202 1 i ACBR (1) 77 AR e 194 28 FLA [n] JLIK) ARP SEL D) BE

Proxy ARP 5 L N4F s

® [IfgALEEE ARP F M MK (ARP Subnet Gateways) HEAT, FITIEM 4% T (1) EHLA
(CEROBER

® EENINEARTM, FEAFRAE P 4%

®  Proxy ARP JUZ I LN ARP =ik 247, A ICH) ARP (Rl 97 A7 MK th &5 AT 5%
M 5

® [l Proxy ARP J&, TN iZjk/N ARP ZZALESTH], DUSPRAEICH ARP Wi, Ik
D 25 % R 2 T i EH A BN AN BR 3G R AR S

N A = Proxy ARP:

SCRHfA 02 (2012-03-30) B AR s 5

AT © AR IR A+



Huawei AR150&200 R 4140V i d1 7%

FFPERR-TP Mk 55 2 ARP
Proxy ARP A3 PR 4 12] R
i#% HH = Proxy ARP AR ) — D% BBE AN [) 4 B DX 8 U B AL P 3 i) S8
VLAN P Proxy ARP iR YA VLAN By, H VLAN Bo & 50 o i p 2% E it
SREATL L 3 )
VLAN [i] Proxy ARP R RANIF] VLAN Z [R50 B 1 BRI = )2 B3 )
B Proxy ARP

# 115X Proxy ARP il I SE7E [A) — 4 BEIANCE [R]— Ay PRI 2551 A oh SN L ik Hhr 2 e
R ABAE (K —FhLhfE o

FESE PR N, T RO R R A A 2 T L A e B e R ScHht CRIN ST ey 21
AWM P ARG, PR AT B K

% 38 Proxy ARP 1] LU HOXAN )@,  EHLARE— ARP iR Gk H ML MAC
Hotib) , ffifE Proxy ARP DIREM I th#s i BIIX AL 3G K5, M B i MAC HulibfE
hi% ARP AR EIN,  DURIEATH 4 O

{87 Proxy ARP T HE % 1 #eid v] By B I 25 A5, A4 Ab T AN [ A0 B 194 2% (L k) 5%
AP Ethernet (¥ P9 8 LB 18] ] ATE 3 (A L8 -

VLAN A Proxy ARP

TR AN P 8 T A VLAN, {2 VLAN NECE 7 0885, bt Al P ) 2 B,
T EAEREL T VLAN [ 10 5 8) VLAN I Proxy ARP Jhfg.

A A EE D RE T VLAN P Proxy ARP Djfig, # LEHE] H kA B 2
ARP WRIR I, # s I F AL ZFTZARSC, e B IZ4% ) ARP &, AR
SAARHZAT, WK% 281 MAC Hihil & IX %5 ARP 53R .

VLAN W Proxy ARP T2 FHCE 7 )7 M@ ¥ VLAN A - H] )™ 1e) B3

VLAN |[g Proxy ARP

WRWAH P& TAFR) VLAN, H P RIZHAT =2 058, W RAEGHE T VLAN [1)#:
I1_FJH 3 VLAN [1] Proxy ARP i .

TR AR I RS T VLAN [i1) Proxy ARP DhfE, % 7B S H A & B E
ARP VR CIG, B8 AT BRI E S, Mg A HRZE 1 ARP R I, W1 55%;
JEARFIEAT, WP 251K MAC Hihk & 3%25 ARP 15K )7 .

VLAN [i] Proxy ARP 2] T4b T AN VLAN HIH] 7 84T = 2015

2.4.5 %% ARP

TSN A O/ IP kAR H AR bl &% ARP 1K, BRI AR 9 ARP. 2k
ARP A3 =51 (R4 -

o JTRAEENIP Ml IEH L FASHCE ARP WM, WERWCE], TR WIA K
B PR S H 5 TP Huhk 54 (¥ bk

SCRHfA 02 (2012-03-30) B AR s 6

AT © AR IR A+



Huawei AR150&200 R 414V i d1 7%
FEMERER-TP 55 2 ARP

® JHTHEE —ANH MAC Hiuht: AOXT5 e TR, MACHBMEAR T, 8 T HESAE
ARP RIUEACHIE & Py B, RIETT v BURIE — A2 ARP.

® £ VRRP {2l A H kil o 1 5 R A AR
2.4.6 ARP-Ping

ARP-Ping: {Lf% ARP-Ping IP Il ARP-Ping MAC, HT#B5 — J2HF I Jy (4.

ARP-Ping IP

ARP-Ping IP fAFRAEE ARP B3l G AE & PP I3RS S N (0 TP il A 4
CHHEZ PR , AR5 41 ARP Request #3C, 76z ) #RZR . 7idih el
TR A, AN BRI AR S, W1 P i 1P Mt NS eI 4R,
F RS SCr rn]vi MAC HidibHCH,  SoRgg .

ARP-Ping IP /& F ] ARP S0 Jayak % py 4800 TP bbb 2 5 5 e 10 e 4% A5 FH 16— Feb
o
FH P06 ¥ 4 0B TP Mk B, T BN i% [P Mol A5 B e M 4% bR A e & A, AT LA
R A X ARP AR (2D, #fiNi% IP B F 0, DS it A B 32
st ping Ay At Al AR 2% TP skt & 75 4 i 4% E i HAh w & A ] . (H& W R A ik
BETHBEN H 0 SRSt BB E T4 Ping IRSCABH TR Z ITHAER), SUASSI N, Ping
W, EROZ TP BAA AT MBS . BT ARP 02 2P, K2 HUHH Tl LlUE
I E T ping RSO EATIRIR M5 K dk, AT ikE G T B2 Bl kA .
ARP-Ping IP [ 3
ARP-Ping IP &%) J& ARP 15K L. LL & ARP-Ping IP ¥ HARSCILEFE
1. Al A TR E SR IP Hiht)5, &% ARP W5 R I H A 85 ARP Reply
SCHER S 52 B 2%
2. JE R P % A B LR ARP SRRSO, A5 ARP Reply #1730,
Pk i 25 e 5 ARP Reply #3054 Reply R 3CH (95 1P Hudil A iy 447 hin A ()
IP HhEREAT LU A5 VCHED, D)) P 2o 5 B N TP kb AR MY 1 MAC Mkt If
H R Reply HRSCIIFEI & I 25, AN IRERAE 25
47 ARP Reply i SR & I 28 I, i H % 1P Mk JE s 4448 I Bor 5 B .

Wi 2-3 fi7n, RouterA mJif ik ARP-Ping IP JK3R4%M 10.1.1.2 iX /> 1P Huhik & 75 w48 .
RouterA 21 % 4% 4 TP Hiuhik A 10.1.1.2 ML A 1 ARP Reply R 3CJ5, FFXAFEHLH
MAC Hihk s ke 38 (s BTG A0 A TP Hidik 4k 90 26 P9 IR =R LAE A

2-3 ARP-Ping IP B9SKHL T 42

Host B Host A
10.1.1.3/32 10.1.1.2/32

13
GE1/0/0
| | 10.1.1.1/24
| | =
CJ‘; CJ‘; RouterA

Ethernet A

SCRHfA 02 (2012-03-30) B AR s 7
BB © H I HARA 26 )



Huawei AR150&200 R 414V i d1 7%
FEMERER-TP 55 2 ARP

ARP-Ping MAC

ARP-Ping MAC A1l Ping 4bFE—F¢, {H ARP-Ping MAC F W I 7E 3% LUK JRydak ) 2%,
T2 VPN LUK 4%, 3% ICMP [ iE K SC, B ICMP Reply 30, bR SC, 48
TRAFAEARSCE R X I MAC i RIAHLORAT I MAC HhbAH Pe o Gn SAH 7)) J5t 7= 1%
WL TP Hitik, FH4ER 1% MAC Hiht Rl R, SCHTEE I @ N8y, ARKEREL R, 4
ICMP Request $ SCHi N I [A]EE I, 6 H 1% MAC Huhk 6w &4 H 75 B .

ARP-Ping MAC )37 5 78

ARP-Ping MAC K 3£[1)2E) # 1) ICMP 153K (ECHO Request) 3. LA FJ& ARP-Ping

MAC ¥ HARSZILE 72

1. AP N R E R 2 1 MAC #ihb )5, ARIET 37 11) ICMP $) S0 HoA 28 I
e E

2. SR N R B A Bk AL R ICMP i SRR SCE, I ICMP N2 (ECHO
Reply) # .

3. YEEE AR E] ICMP N SC)S, % Reply FSCH YR MAC sl Al ay 247 4
AN MAC HubEAHEE . VR, Bos HUZR S TP Hudil, JF47R1% MAC ik &
A IF HOCPB I e I 2%, A RERAESE N .

47 ICMP N 2545 SC ) i 37 I 1] 5 B 2 AR A, i 2% MAC Ml Jo o &40 FH 145 L.

(1 ssem
Je R Z AR T & LR BRIIRIGER, KiEFH RIKARE] ICMP w6 AR T4 .

P 2-4 fli7s, RouterA nJifiik ARP-Ping MAC K384 0013-46E7-2EF5 iX /> MAC Huhi:

AT HEATH . RouterA W2 2% N B A EHLIFIZ 1) ICMP M N4 SC 5, K MAC Huhk

4 0013-46E7-2EF5 [F1 =ML 1P bl W ik 1l BonfE Bl 13 40X /> MAC bk fr
SoF NV FE) TP ik .

2-4 ARP-Ping MAC RYSEI 72

Host A
0013-46E7-2EF5

CJ J GE1/0/0

101 1.1/24 6=

R
@: @i RouterA
Ethernet A
SCHARRCAS 02 (2012-03-30) BRI E 18

WKL AT © HE A AAT IR 7



Huawei AR150&200 R 414V i d1 7%
FEMERER-TP 55 2 ARP

2.5 7 FH

¥ Proxy ARP

ik 2-5 7R, BT Host A HAT 16 iR, el h H O HIES] 172.16.0.0 ME:, 4 Host
A FELY 172.16.0.0 BB 14546141 Host B {5, &K% ARP #3Ci K Host B K]
YyEihl. BT Host B Fll Host A ANEE[R]—AN) #Fdak, BrPA Host B A% Host A &
HIH ARP K.

2-5 B EHR Proxy ARP BLZUZH X
ARP request
—
172.16.2.2/16 ARP reply  IP packet

172.16.4.4/24

—_—

00e0-fc39-80aa™* 00e0-fc39-80bb
Host A Host B

RouterA
[:/‘ (Proxy ARP) RouterB

Eth2/0/0 J | /j<
J_\ Eth1/0/0 Eth2/0/0 Eth1/0/0

00e0-fc39-80ab 172.16.4.1/24
172.16.2.11/24 00e0-fc39-80ba

WIRAE RouterA 4% 11 Eth1/0/0 _FAf g% 1 x0 Proxy ARP, H RouterA %% Host A &5
Host B Z [H][1] IP 4R 3, Host A 5t 7] LL5 Host B H.il T .

VLAN W Proxy ARP

& 2-6 [Fi7~, Host A A1 Host B 2 A #A L4 FIIPN . 3%E$: Host A 1 Host B [
WANE O FEAS HH L % FJE T[R4 VLAN10. B T7EAC#bLk % FRCE 7 VLAN i
ANEE OGS, Kt Host A 1 Host B AN B4 2 H il

SCRHfA 02 (2012-03-30) T R s 9
BRI © HE I HARAT 26 )



Huawei AR150&200 R 414V i d1 7%
FEMERER-TP 55 2 ARP

2-6 VLAN [ Proxy ARP HEI4H X [E]

Router
:g § A
g“ Eth1/0/0 kS
o Eth-trunk1.10(Proxy ARP) £| | .,
gl |a 00e0-fc39-80ab bt I [
§ % 172.16.2.10/24 % ?;
3 )
gl |z Switch £ ]
ol B & =
|l [< @
< iv

<
-}
\
\

‘&

. Host A HostB |
\ 00e0-fc39-80aa  00e0-fc39-80bb
72.16.2.20/24  172.16.2.30/24.

VLAN 10

U HAE Router A% F #2110 Eth-trunk1.10, fifi 745 11CHE VLAN10. 7F Router 1) 14%
[T Eth-trunk1.10 _-{§iff VLAN P Proxy ARP, Host A 1 Host B it i LIZE 2 HIB T .
FH: 10 Eth-trunk1.10 1) TP Huhik 5 VLAN10 S M1 1P Huhik 20 46 [/ — AN Bt .

VLAN |[&] Proxy ARP

P 2-7 iz, Host A 1 Host B /& Router IS ). 1344 Host A 1 Host B ¥
iM% I £E Router )& T-AH ) VLAN, [Kt: Host A F1 Host B AN EAZSZHL 2 H.
i .

2-7 VLAN (& Proxy ARP B25UH

= CJ: Host B

VLAN3O0

SCRHfA 02 (2012-03-30) B AR s 20
BB © H I HARA 26 )



Huawei AR150&200 R 414V i d1 7%

FEMERER-TP 55

2 ARP

WIERAE AR150/200 )% SuperVLAN 40, ¥ VLAN20 F1 VLAN30 I\ VLAN40, Jf

H A% 1T VLANIF 40, 7t VLANIF 40 Fffi§8 VLAN [] Proxy ARP, Host A fl Host B
HUTT LBl = 2 HAE T . VLANIF 40 [ 1P #iiik 5 VLAN20 1 VLAN30 (1) EHL IP Hs
BEAE R AP B

2.6 KiZE 5450815
FEREIE

FERRIE | EX 2R 32 FR

ARP Address Resolution Protocol HiHEAF AT B
VRRP Virtual Router Redundancy Protocol | FEFLEE 11043 WpX
VLAN Virtual Local Area Netw JREALL SR A5 M

SRR AR 02 (2012-03-30)

LR AE R
AT © AR IR A+

21



Huawei AR150&200 Z 414V i d1 %
FEMERER-TP 55 3 IPv4

IPv4

XTARE

3.1 ¢H

3.2 ZHEFRUEM ML
3.3 HERAFE

3.4 JRBEAA
3.5 W H

3.6 Rifr b ik it

SCRAFRA 02 (2012-03-30) LA I 1 2
WKL AT © HE A AAT IR 7



Huawei AR150&200 R 4140V i d1 7%
MR -TP 45 3 IPv4

EX
IPv4 (Internet Protocol Version 4) & TCP/IP WU P & h#% Ot il . & TYE4E TCP/
IP PRSI BN 2% 2 . % )25 OSI AR NS JZ AN N o TP JE3e4 T o3
PaALam i gs, RS BB e oo, PAEHEH T 0 X 25 ) — AN &35 31 ) —
AU

BHAY

IR Y Fe bz S M w7 P o | KB D e

3.2 SEFREF N

AFFPE KIS 2 BORRE T -

XY iR =iE
RFC793 Transmission Control Protocol
RFC768 User Datagram Protocol

3.3 Al RIS

HRERMIT
6 i HAR M TT B
License 3 F¥
JoTE 3k A5 License VFnl, BIAISRAFIZRF RS o
R 35
% 3-1 HRIRARAZHr
=i X FERRA
AR150/200 V200R002C00
IR
ARG AR
SCRYRRAS 02 (2012-03-30) ey A R 35 23

AT © AR IR A+



Huawei AR150&200 R 414V i d1 7%
FEMERER-TP 55 3 IPv4

EHEX
RHREPF AR R

3.4 [RIRHA

3.4.1 TCP [R5 iA
Rty (TCP) H RFC793 52 3, F A EAUR SEEH &8 ) vl SE k45 TCP
CHH PR X T A0 3R mRERER . X T RS .

TCP [ ) R (3 R K AT SE M B SR 2 MR I R TCP BOE T 2 A REdR
PEATTFE BRI AR SS, & T LAE 2 PR R R 2% EI2 1T

& 3-1 %7~ T TCP EZ IR E M P IR S, B R IP PR, TCP W] LURYE IP HpiX
RIS ALILRNASE KB, TP PPN STR B AT 20 BL A, A2 TR 2 il
ik,

& 3-1 B RN %
| M2 IR IR

{E ISO JZ Ik &itymh, TCP L2 &N, T)2& IP Bl

BT L E N FHRERE, TCP NiZAeW F b 8dis. T2 IEE N IP . AT
FEFFAN T FE W0 4 b ST 7] 14 2 16 ] SE AL B, TCP A% :

®  fRyRIEENE . VR )

o RN ARFFRMZ M

® /NN RPN S

LI (ST

® fRYLEAE A VEM )

A 3-2 KR T TCP EEH A AHRER I L
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3-2 TCP iEZE L NIRRT T2

Clienti; Serverrij
4 F Socket {3 [H] 1 F Socket )i |7
i fl Connect SYN Uil Fibind/listen 12 7]
RV (EE lﬁﬁﬁaccept
ATHEES SYNJACK B
Connecti[v]
- i Hirecv - acceptig [l
. FH 2& i Send 31k [1]
B < recvik Al Data|ACK i Frecv
I Send| FH %&
L ACK recvii 1]
. . i Hrecv
: %
~ M Closejfi&[n| FIN e
0T T 4% ACK recvik [7]0
9 FIN HIClose iR A
ACK
3.4.2 UDP [RIBFiA

UDP (I B b i 2 AR A I8 P 28 PR h 3R Bt A e v SEA LIl A5 D e b
BERI A RIBRER (IP) 2 FE R R UM, $RAE 1 1) 5 — I Ry A AR SR AR e f P 11
WL, UDP 21 3, ARIGHEAEIEZMZ IR WK B FE P R AT SRR 5
P8 NAZAT AR I (TCPY o Hdlsiehs U 3-3 fior.

3-3 UDP 3R 3CH& R

0 78 1516 2324 31
o e oo e oo - I _______ d-

L wmn ) Hmmn |
N e oo F------ L_______ -
I

I | '
RS oo ___.

Fi P B

3.4.3 RawlP [RIE#iA

RawlP HUIAFS IP B LA 7B HE RVFNTER R A R IP . &8
UDP RABL, sEANWTEER, BIBCA AR HI BRI 2 RawlP Aadhd & S, €2
EFER,  WE TN, AT EAEASRAY K R . RawlP AHLEL UDP i) X5 4E
T2 RawlP SRV HFEF HEGH T Socket # LA 1P J=o X TVF 2 i 2 N R HARAL
HANH], ARHE I
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3.4.4 Socket [RIRHIA

Socket 72— GFEIL L (APD , A TR SN TR 20, bidldtm/z2m, M
JRSRBEGE— I g REdE o N HJZE AT LA, T il TCP/IP BhSUI4R1Y, HARIEE X Socket
1 BRI U 58 AR A7 TP W5 rp (K0 4% 4. B 3-4 37 T Socket £E TCP/IP Bp3UH

HOEATR

3-4 Socket 9 EH&EEY

Application Layer

&

Socket API

L

Transport Layer

TCP UbDP

RawlP

<

NetworkLayer

DatalinkLayer

PhysicalLayer

Btz 225, HArsCR DU SRR Socket:
® JLJ TCP (¥ Socket, [ W FHJZ SR A AR —Fofr] 5 () s A At THUIR 55
°

JLF UDP [ Socket, [l N JZ 4 Ib4h—BlCIERL Y, ANl SEr Bttt (2K

FhIE T Eh i 0 A& S T DASR AR S S
LT RawlP ) Socket, 41 Raw Socket. 53T UDP ) Socket 3L, 02 Toi%HL

(K1, ANREER SR, [FRE A DR AR SO S (BRSNS RS RE AL N T FE

FLAEVT I 2R

® JLTHEE)ZM Socket, XAt IS-IS M HPMMELMEIT) Socket 210, A IS-IS % rh

W] PLE % Socket 2 1 B V5 W B )2

3.5 W
ICMP R30S FF %

TEIER ST, %4 LUERI &% ICMP EHLA AL IR SCA ICMP &g 3R 3. (A2,
M ER RIS, I £ 23 K% KR I ICMP $R3C, 3k M 2% [l & 4 dt . R,

SCRYRAS 02 (2012-03-30) Sl A RS B
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ICMP ZE4 R SC AR AR I 28 Bale, 28 5 AGMEIRER, NI R P9 4% £ 41 28 o
UHESE () ST EAR DR A s pR A AR B

AR150/200 $24E7E ICMP $)SCI H 82 D BGIn AN T 2¢, - 20l FSRHT T 0C ] ICMP
FEHA A IER AT ICMP 5 [m R SCA A TTF G WIS AIX AN TTF G, UG i 2% AN
S HILIX PRI SC, T BRI ZRAa FRARBE A T 4H . Bl Ll 200 2 s i 4

.
A \E \£
3.6 KNiE 5 45 B&i5
KiE
o
HEREIE
FRHETE = 7
TCP Transmission Control Protocol
UDP User Datagram Protocol
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IPv6

XTARE

AEA L IPv6 JEFEFN .

4.1 /v 44

4.2 ZHEFRUERITRYL
4.3 nERTHE

4.4 JEFEHEA
4.5 NV H

4.6 R 5 4ing i
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EX
IPv6 (Internet Protocol Version 6) & %% 20 128 —ACKRHEEM S, W#EFR A IPng (TP
Next Generation) . ‘&/& IETF (Internet Engineering Task Force, Internet T F{T-4541)
Wit —E#{E, 42 IPv4 (Internet Protocol Version 4) HIFFZRRAS . TPv6 Fil IPv4 2 [H]
T 0 E T DX TP e B M JROR I 32 A THE k128 i, TPve LATLTR AL 1) SC SkAf
A AARHHEA ] JE IR R g R . RIE YRSk BE R AR R R LML AE AR
KB 5E 4 b 7e S )
AR150/200 SCRFAE N F1)432 FIBCE IPve DjfE:
®  Ethernet £ 11 & 731
®  Serial #10 (}H A link-protocol j PPP B, HDLC f¥] Serial % 37 F IPv6 Jjig
® Tunnel #0
® Loopback $2[1
® Eth-Trunk #: 1. Eth-Trunk T#:H
® VLANIF #/11
HaY
PLIPv4 %O BRI Internet 3RAF BT, (R4 IP AR R)) 12N H . SR1m, BEE
AR Y RIS A J, TPva Wil AN Rt H s ., AR LA
® IPv4 HuhlAF[E) AN 2
IPv4 HihE R A 32 PeARpnil, Eig LREwS ROt fiht 2 2 43 /4. Hl bk
R, SEBRlfE R AT 43 12, 5345, 1Pva sk o BC AR A . SE[E]
AT A ERHEE A ) 2 A0 A, T RRIHUAR XS B = s ORI N EE e = . S5t
N, B8 IP FvEar BRI &K T 2 E 22 10 TP Mk . TPv4 Mkl 985 ok H BRI T
IP B AN H 1t — 2 k.
EF X IPv4 i bR Bl e 8, e s L LA i v T % . LB I ARR PR 2
CIDR(Classless Inter-Domain Routing) il NAT(IP Network Address Translator). {Hj&
CIDR FI NAT #4545 H 1) 8 MU GEME W 7], G HESD T IPve IR &
® T IRAAYEY S R R I R R
T IPv4 VI A Be R a8, & 2 IPva Mk sr e AN IESE:, ANEEARUE
G, HEm RS R Z WAL, KB AT R BCR P2 A58, X —
I A AT A2 24 )38 P AN T T L= i, AR R i PR T B R A A PR RE
o A5HtAT BB E B gm bk
tHT 1Pva st HA7 32 tedks, F HthbE e A8y, SEEMSRY 25l FE kS
I, S FHEEHOE P #ll. 4530 T/EER K.
® NHEMRYEH RIS H 1) 2 4 n) i
Bt DRVRE I O R R, 224 ) BRI SE o TPv4 WM SUI 5 IS AT AT Al BT %) 22 4k
BT, R A RAE 22 25 40 I AN BE S R 210w (1K) 22 4. IPv6 ¥ IPSec 1E A& 11
FRUEY e SIS B, AT DASE Ao 2] i 1) 22 A5 1
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IPv6 HARMAHRAS LA 1 TP Sl Jed ol (1) 1) it

HLo) T8, RS MR w25l

HE D5 R B I . T IPv4 A2 AE L BRI BGmATAN L, TPve ORI
M5 W, AL TPv6 F5ARAF DUVAR A JiE

4.2 SEFRAEF L

AEFPEIIZ 2 BERRE S F

3t

faig

#i

RFC793

Transmission Control Protocol

RFC768

User Datagram Protocol

RFC1981

Path MTU Discovery for IP version
6

RFC2460

Version 6 of the Internet Protocol
(IPv6), also sometimes referred to as
IP Next Generation or IPng.

RFC2461

Neighbor Discovery for IP Version
6 (IPv6)

RFC2463

Internet Control Message Protocol
for the Internet Protocol Version 6
Specification

RFC2465

Management Information Base for
IP Version 6:

Textual Conventions and General
Group

RFC2466

Management Information Base for
IP Version 6:

ICMPv6 Group

RFC2473

Generic Packet Tunneling in IPv6
Specification

RFC2711

IPv6 Router Alert Option

RFC2893

Transition Mechanisms for IPv6
Hosts and Routers

RFC3056

Connection of IPv6 Domains via
IPv4 Clouds

RFC3068

An Anycast Prefix for 6to4 Relay
Routers

RFC3484

Default Address Selection for
Internet Protocol Version 6 (IPv6)
Section 2.1
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3t

Eii:pa

#it

RFC3971

SEcure Neighbor Discovery
(SEND)

RFC3972

Cryptographically Generated
Addresses (CGA)

RFC4191

Default Router Preferences and
More-Specific Routes

RFC4214

Intra-Site Automatic Tunnel
Addressing Protocol(ISATAP)

RFC4291

Internet Protocol Version 6 (IPv6)
Addressing Architecture

RFC4443

Internet Control Message Protocol
(ICMPv06) for the Internet Protocol
Version 6 (IPv6) Specification

RFC4861

Neighbor Discovery for IP version
6 (IPvo)

4.3 AIER1SMH

W RMIT
IG5 HoAh M e I L o
License ¥
IPv6 DJRETT 2T H License 4. @RI, WA IPv6 DIfes2 RICIEMH . a1
RFTEALTH 1Pve ThRE, TEECRE N IP AL HIEIFIE AT License:
®  AR150&200 ik 45 (it
A 2 F5
F 4-1 RIRARAZFF
i SR
AR150/200 V200R002C00
MR
AN ILARAR 1 o
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EHEX
SRR TATRER

4.4 [FIRHEIA

IPv6 AT e EEAUFE IPve 4B K. TPv6 54F: MTU K. 4B &ILFT Path MTU &
PRI 5T ICMPV6 BSUR ST T

4.4.1 IPve6 Htudik

IPv6 bk 595 5=
IPv6 [1) 128 7 TP Huhik A7 LA R P R 2
® X:X:X:X:X:X:X:X

- FEIXFEA, 128 A7 IPve Hikibgi sy 8 4, REALI 16 A7 4 AN/ 2kl
fF(0~9, A~F) KKy, ARz HE S ¢ BIF. HLhsgs “X” AR
T NBEREE. e R TEIXAS TPv6 Ml
2031:0000:130F:0000:0000:09C0:876A:130B
KT PG, FAPHES “0” AT LIENg, BTl BikHuhk el 5 .
2031:0:130F:0:0:9C0:876A:130B,

- 54k, b E RNESE AN EZ AN 0 B4, WTBLHRUE T T SR,
EAEAT LURZE 1Pve Huht B E I, Brbl BiAstiht a7 L2054
2031:0:130F::9C0:876A:130B,

E—AN IPv6 Ml HEEME A —UOWE 5“7, SRS THENUR R 46 )5 i bk
PR N 128 A b, Toikaf e BB 0 BN 2.
® X:X:X:X:X:X:d.d.dd

= SN AP

- IPv4 3 1Pve Hilil. HublA%=h: 0:0:0:0:0:0:1Pv4-address, 5B 96bits 4
H0, HARKY 32bits S&—A> IPv4 Hidik. % IPv4 M Z002: TPv4 4% a] ik

(K IPv4 Hutik, HANREZAIEAE R bk P4l bl oK i ) i
(0.0.0.0) ©

- IPv4 Wi IPve Hodik. Huhib#% 30k 0:0:0:0:0:FFFF:1Pv4-address. i%iihlFH >k
B IPva Y SR hER IR TPve k.

Horp 1Pv4 FE 75 1Pv6 itk H THC S IPv6 over IPv4 B4IE o

Hod “Xe XX XXX ” B IANEE T, A /NHERIBORERFHN 16 L
Fro  “d” MFARM UL ECT, ISR RS ALR 8 Lhkr. JailrEssy
(d.d.d.d) SRt —MARAE 1Pv4 Mtk

(1 ssmm
AR150/200 % 7~ ¥ IPv6 over IPv4 [ 18 3h i F= [Pv4 over IPv6 [E8 3h 4.
IPv6 btk Y454
— AN 1Pv6 bk ] LAy A R s 4y
®  WZRETZL: n LUHE, AT IPv4 ik 4% 1D
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® bR 128-n ELkE, A124T IPv4 Huhbr i) =41 ID
Hodil: 2001:A304:6101:1:0000:E0:F726:4E58 /64 [t i W1 B 4-1 7o

4-1 Hbik 2001:A304:6101:1:0000:E0:F726:4E58 /64 BItG K=~ E &

Network prefix Interface ID
—— 64 bits 4>~—> 64 bits ———»
2001:A304:6101:0001 0000:00E0:F726:4E58

IPv6 Bttt 432
IPv6 24T — Pl

o iEHibE (Unicast) : ME—ARiR— N, LT IPv4 [HRFEHUNE . A0k 21 58k
Mk B ER AL S B stk B R R U E— 2 1

FLE RIS TT LAy A DUR, iR 4-2 FoR.

F 4-2 IPv6 S iE b 28R

bbb AERY b .5 )T IPv6 RIZEHRIR
IR A I LR 1111111010 FE80::/10
EZNEEIF: (bl 00...1 (128 bits) ::1/128

A Fe e Mkt 00...0 (128 bits) /128
BRI oA

Frh B R LR R

- GEREAH R L T AR SR AR I SR TCAIRAS 1 B B R B ARk B
S TR PRIAEAR o Ao P A S e 4 DA 5 8 H R btk PR s AN 2 e A i 31 3L
TR b A0 BE M A HL T 2% FES0::/10(1111 1110 10)A1 IEEE EUI-64 %208
HFRRST (EUIL-64 7] KVE T EUL-48) A 4F LA DA LI T A3 & .

- IR[EHAE 0:0:0:0:0:0:0:1 88:: 1, ASPEHBCLTATE . ERVERSTE IPv4 i
127.0.0.1 A#HIF], BPAY A0 IPve UK XS H E .

- ORIREMNE G, AREBITECA AT R, WA H k. A NI
e HBA I B DRy, 4R Hhk af UHAE IPve i SCIR b7 By, 4
AN R RGN, NS 5 SCA I bk A AR fa e ik

- ARREEEHIIESE [ T IPv4 A PR, T T DRSO, fn SR A4 M2k
SSIRALRT . XAl SR R S5 SE VR E TSR A0SR S, DT AL A BRI 1 00
(RGP . bk G512 7 B 48 (7 b BT ST Al k5 3 BRI 16 471
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WD, DLK 64 A28 ID. WJCHFR BN, ABk ik it A0 500l A H R
k.

® [LHEHubE (Anycast) : AIRbRIA—413:0 GEHEXHABOETARK S « &
6 BT R Mk iR B0 B0 AL 45 et bk B R ) — 2L 4 11 b B By Al i — A
O Gl “an” W—A, EFaRAEE h PR R AR .
NHSE: Y4B TENEES TN “home” T M FIF Sy —@ SN, ¥4 H
%7 W 4% R % AT R g
EARH RN E . AT 3L B ST bk 43 6], AT m A AT ] S b il (X A =X
R, 75 8PP vk X T G bk R S Rk btk

o AFHubl (Multicast) : HIRFRIE T AR mf—4dl8: 00, KL IPv4 4 # Hb
hbo RI% B R M hE A E s B R A B s e b T AR RIS BT R .
IPv6 ANELFE FEHuhl, | % bk 6 oh Ae 2 i 4 G Hb bk kgt

IEEE EUI-64 183\ O FRIR AT

IPv6 Hiuhik (1) 64 £7 4% AR IRAF (Interface ID) I RFRINEERE FIGME—32 00, XA Hihik
S NEE P RE RS 2 Rl (Can MAC Hihik) R4k . 1Pve Mtk Fh )42 AR TRAT 2 64
£7, 1 MAC Hulik 2 48 £7, P F52E7E MAC Mok i v [m) A7 B 3 N+ /N2 1%% FEFE

(1111 1111 1111 1110) » SR8 U/L AL CNEAALTFLERISE 7 07) BEE N “17 , IXFEk
537 EUI-64 #2045 10 1D, BARE: o Fetn B 4-2.

& 4-2 MAC #ti1iE| EUT-64 &35 B4t 12

MAC: 0012:3400:ABCD
Binary:
00000000 00010010 00110100 00000000 10101011 11001101

Insert FFFE:
00000000 00010010 00110100 1111111111111110 00000000
1010101111001101
Set U/L bit:

00000010 00010010 00110100 11111111 11111110 00000000
10101011 11001101

EUI-64: 0212:34FF:FE00:ABCD

4.4.2 IPv6 BY45 &S

® AL bEEE
IPv6 (Rt A (8 R T2 AC I 454y, A i D 4k, (RN B i o 2R
s A TPV6 B BRI/, 3 il B (R AR

o il AZINCE

N TR ENCE, IPv6 SCHATIRA LG E (Stateful Address
Autoconfiguration) FIIGIRAHIUERNCE (Stateless Address Autoconfiguration) o

- W TAAREHAERCE,  EAUE ARG5S S ST B S
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- RTIRRASHAERCE, BN A SR E AR R R, kb o A b R T
FRRT M LR bR IR . i R R i ik, AL AE A S B R
AH I, SEHLS ALY R L

® i/HI¥bhtikFE

W 2% B i AR AN AR A IEAR SRR/ H Kbk iy, w BLg -2 ik
MEPEREI,  TXAE R IIAE e Bl PSRN 2 o 2R T BR i3, A e KDL e J )
AN o St ke (10 45 R e AT H K3tk 3E R g

(YIS DN SN BEi Wbz 1| 8k =< S WL N E T RS NP 1 v 4 LA
YR AT H R AR ]
B IE I AR
e AT L8 PR 5 )
XK Z itk (home address)
% F1 itk
PEHOHE ) Label {HAN H (L) label fHAHR]
N UNTWE
MR LT R EAT H O H b e, AU )4 5 80N, AR5 gk sy
Tt G A AN T I H
B R AR
T AR AT FH 28 2% 57 1R Hu ki
K Z il (home address)
H Kbk 1K) label {E RS HIL ) label {HAH R
815 1 precedence {H
TEAMI KA, AFTEALH] 60verd B 6tod FEiH
BN AR
N IR
TEAG S5 A Ry
(AT
AR150/200 % 7~ £ # IPv6 F 54t 7 fe.
HF QoS

IPV6 LT B e T i N A% T bR R AL B . 3 3 4R S0 Sk LR AR 2
(Flow Label) B bril,  SOVFH b e & 3 — I 4R SCHEA T S 443t
Rk AL L

HH T IPv6 Sk A AT U0, B &1 IPSec D5 (MRS T % 3 QoS
AT ERIIE
(ARRTT

AR150/200 % 7= Z 3 AT IPv6 49 QoS #¥1HE.
W 2k
IPv6 4 1PSec 1E N B MY eSS, St onm 2 m (1) 22 A RE M o 1K — PR A i o Y
g A R T hRUE, IR TTI‘J IPv6 ST B4R EYE

(A 15 AR
AR150/200 % R £ 3 IPv6 49 1 B a4k,

NS kW=

O X N kW=

_.
e

® RGP Ik
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IPv4 ik U BESCRF 40 T AYLEIT, 15 IPV6 9 R Sk /N 32 21 TPve SR/
FIBR Al o

IPv6 HUH T 1Pv4 R IIET 7B, JFSIAN T 2R IR, fESR mAL PR
RIS E 5 T 1Pve (YR EYE, i TP BRIt 7 RAeF Y fERe Jr. Wil 4-3 Pros.

IPVEHR 3Lk -t IPVEEIHEIX
CIPVBHC e SPHATESK d IPVBBUEN |
PV o B o TR peie

LAY AR A AR R — AN AL, i Sk 25T IR ZIU H B

® IPv6 SEAR L
o ZPEIY Rk
® IRy ek
® iRk
® YRk

AT Y R AR T B b i e 2 A B RN AL 1) o (% Ph A 45 2 R I AR A B AR i
Sk Next Header {ECR #E & 5 ZAC B 3k o

B3 T H I ARk M BLPIR (IR ) ARk AT, o0 —IRAE R Rk 2
B o HRT IR B —IK

4.4.3 ICMPv6

ICMPv6 (Internet Control Message Protocol for the Internet Protocol Version 6) #& IPv6 [f]
APz —, BAZERHRSCHIE BARSCPRR, T IPv6 5 iRk i R SC AL BEE R P i
HIRANE . ICMPv6 ) SCHIR SO X0 B 4-4 s

4-4 ICMPv6 R 3THER

0 7 15 23 31
Type(1) |  Code(1) | Checksum (2)

Packet Content

IR BT BRI R -
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® Type T-BURWIVHEMIEAY, 02 127 RoRnZZ65CR), 128 3 255 i Bk
.,

® Code T-B R n Iy S2RAIGl /0 1R 28
® Checksum £ 7~ ICMPv6 I 3[R 56 T

ICMPv6 $8iR$R R4 3
®  HIUARTT KA SR

FE TPV 1 i B 5 TPv6 ST RE R, AL H It ANRTIA IR, b2 1) AR R SR
T RRIE ICMPY6 H AN ATIA SRR S [l I SO 2485 17 5 DR Z B R R SO R AR
Js Ao H AIAN AR R AR S LA 73 B LR

- AR H R
- kAR
- I EARA

® Bt KA R
TE IPv6 15 fi e R IPve #OSCIEREH, IR SGE I B Fe O EE R MTU B, 00 )
IEHCCHIYETY SR IE ICMPY6 B i KA R SC,  Ferp a2 D s % MTU
{H. Hdn st KRR S0 Path MTU A IALHI R FERT

® IR/ A R S
1E IPv6 SOOI RET, 445U 3 Hop Limit {555 T 0 BB, B8 sk
HopLimit {4 0 I, 2R SCIYETT 2RI ICMPv6 BB ERIR SC. X T Bl
AR, I e R, s R AN ICMPV6 B S .

o AR L
2 H BT SR A IPv6 HROCHE, S xR SCHAT A R A, W BRI LA iR
23 ) 4R SCHGYE T SR N —N ICMPv6 28U R 255
- IPv6 FEASL B g Sk 1 SN A R
- IPv6 FEASL B i k1) NextHeader {5 A4~ 1] 45
= Pk B R Sy ak

WRA5 & (Echo Request) AN ZAEE (Echo Reply) o 1 LAFIH ICMPv6 41 SCSZHL M 4%
W2 W, PMTU AILFNALfE AR INAEDNRE. ZEPI T s Tl PEAS I, Wi 2] Echo Request
FROCH Y A A YRS 5 1. Echo Reply $3C,  SEBLPT Y A AR SCHIICK -

4.4.4 SBEEI

LB JE &I ND (Neighbor Discovery) e fiffi i 408 Ji 15 i 2 [8] ¢ R 1) — 4L B A EFE . 48 )%
KRIMBOFAC T 1Pv4 1) ARP (Address Resolution Protocol) .« ICMP % Hi#5 &L (Router
Discovery) Al ICMP Z €1 (Redirect) VH.E, FFHeft 7 HALTIRE.

XN R, UHIE S IPve Hidk 2 5, EES e bbb 2w L Al
Ko =D RUEENUN, B & 77 200 AN BNk E H AUk ARk SR BAR R — ik
Hohits AT RUEEE AR, W ER A B Ol bk ATEA AR O S R S
THHATSHICE . AL IPv6 ROCHE A TR, 57 RO 20 2 405 9 R i B i 2= ik A
Honpiktk o 1Pve B fa R OIHLEISE I T 5 Bl A F ALK ICMPy6 3L
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® I HZsiE kI RS (Router Solicitation) : TALAZN G, WL RS [ 8 ik &
KR, B A 2 BL RA R SCIR AY

® IR #E &R RA (Router Advertisement) : 5% FH 4 B ITE I K AT RA 3R,
HoA S ET R — LR B AT S AL

® AlJHiEKH L NS (Neighbor Solicitation) : IPv6 15 fiiliidt NS 3¢ ] BATS 2148 fa 1
Rk Sl R AR Rk, WA DA T EE A b AS W

® ZRJHIM 4R S NA (Neighbor Advertisement) : NA i 3C5& IPv6 15 5506 NS i SCH
W, RIS IPV6 1 i AE BE S 2 A8 A I AT LR Bl 0% NA i3

® HE R (Redirect) : B HH W& AR SCIINEE AT B2 AR RN, AT DOdE i
HOE [0 O AN EAUERE S 4R — Bk,
(AARTY:

AR150/200 % R X #HF 2 & IPv6 L.

IPv6 485 AL B T ZEALHG DA R T e -

bk is 34 Th BE

MERITHE

Hutkph 58K DAD (Duplicate address detect) & fiffi 2 IPv6 bk /2 75 AT H () —FR AL
e FAAPATIE QT

Lo AR T IPv6 A, T R MU R LA A BT,
I 0 A AR SOR I ST I

2. SHUBARE T ORISR ARG TPv6 UL R A7 (E AT R TPy S
b, AR LIRS AU A, L Pve MLHLF .

3o SN AU AR e [E] RAR ST K % 1Pv6 bk DU AR R . Rz, AR A
et PR AT Jo i SRAR SCBAT WO RAR . (1 [ AR SC, - 7R S B 1Y) TPve ik 2wl T o

SBJE A ILIIHER IPv4 (Y] ARP THRESSAL, 32 BSOS 48 b dak (1 g A A0 408 e A P
TR, AR08 e U SR AR Jeer it 75 3 S 52 ko

A R AR B F] AR B 5 AT R B2 LI, e K% ICMPY6
MK 135 HIARJE T KA IC . BEAR TR T IPv4 i) ARP 5 R IC, ANl HIZH
BT AMER]) S, R HAE R R 24 BURF AT AR LA ] 7Y R i
FUMARSS, b T HE BRI T RE . H 1Y ROAE M AR SC A B U BRI 2 ik

A8V SRAR STt I RAE & (B i 2 ik LN, SRR AT S TP TPve & Jm il 4
SRR TPv6 <08 i SRR SCIIMA . . WO AR Faiis SRIRSOR, H AT rOE I AE A B i E

HIE ICMPy6 JRMY g 136 FAT il i R SCHEAT WA o WS 4R Sl o i, P19 sl A0 H KT
AT DA TIAS o 29— N5 RO AS BT A B R 2 Ll SO I s 2 sl Rk A S i
WL

B 23 A TUTh BE

6 A A I T i A s (6 &0 Jie 6 H B %, [N 27 ST R HE 1 Bl B AT R IR AT ER AN B 2
Ho TPv6 i AL 1 I A AR AL A S -

® ARk

SCRHfA 02 (2012-03-30) B AR s 38

AT © AR IR A+



Huawei AR150&200 R 414V i d1 7%

FEMERER-TP 55

4 IPv6

YEPLAA R E PR (B RGENE S0, St kiR sk RS,
% HH 381 SRS B T BN URIR AT B ShECE AL AR TPv6 1% 2% 1 Fa S
AR AR O, 1Pv6 B # A K2 ICMPve $) 30, RAH 133,

® kldsi
B TPV6 B4 A5 B8 T AEBL & T IPv6 RA 4RI A AT HR N 23 J8 ) A 26 1% v s d
AR AEAHAERS USR] IPV6 T AR 1 888 SRR SO, 4% th i gt £ a1 %
#8025 SC . IPv6 % HH #8105 O R IE B A 1T A 2 Rl (FF02::1) Biki%
P P SR AR ST ) IPve Bk bk . B8 b 2% 45 O ICMPv6 30, 285004 134,
AE LT N
- AT HuE s E
- AROSCER B E R (RS EAIRS HBhECED
- —ANELEZ AN AR BT O HAE R E Y AT DU T IX S R 4 e b ik [ 3

=)

- JE A R A Hb B ) A A

= RAL I AR I 0 B A T R B i R e, WERRTRL, IR
HBE A R A e e ph e A (KN TR) AR RS

- MEHRKREE R, WG] AR 3R SO U R Bk MTU

AL BER L) IPv6 13 s BRSO A 35 150, I HL L 05 8 e S BEERT I B4 i
B ArERAIR LA E R

Mok B ZhECE T RE

A P % Al T RSO SRRV AORS AL, % e vl DAOE N E R L0 T e 7 bl
FZNBCE . B, B dis o] DR E B ATIRZE (DHCPvG) Hihikid B ik etk
At B Bhlc B VAT kA E .

YIRS AL A AIECE S, G EHLICEES faE A RSO, I RS B
AR 1D A BB IPv6 Huhil, [RI 48 m] DU 4 FEHb i BRIA B b 152 4615 B B B B %
A o

IPv6 £ 4B E R INThEE

IPv6 4B JE KB (NDP, Neighbor Discovery Protocol) FH SR ARIEANEE 4 AR & 1 al ik
P, PR L ZERY NDP {146 4%, TPSec J7ikn] LIfE— @ B {447 NDP, {Hj&
A AT E RS BT TRCE . i n] DO ol {8 B L IPve A48 Jm A I
(SEND, Security Neighbor Discovery) i, SZILGH IPv6 A1 J& A I HRS R .

(1 ssem
ARI150/200 % R % 3 IPv6 A48 E LI 48,

SEND 4§51 I K ff v /E NDP b K 22 4 1a) @,

®  HE [l NS/NA MK, RGPk ey BRI E M. B
e

Tl 5 ROn] LA 5 5 AN [RIV5/ H I 5 S22 i i RE T (¥ NS 3, 3did NS/NA K
B, A ALY SR SR AT HA IR 2 2 bk Ak B e () H 1

® H#iflRZ Ul (DoS, Denial of Service) : ZBJEAAIIAERM (NUD: Neighbor
Unreachibility Detection) 2. DAD Hiti. R AL E ATEE . ZH0W i .

Wi B i A i R A NA Wi, NUD () NS, LGS LIk R R MO w2 i v
Wk Z AR R R IC %, 38 ol Mok & JovkdB s o Mot 2 3ds m DL Ik i 3 BT A5 1)
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DAD i #8, W5 AR T g BB id sk st & popi o & R ICA 21 1P bl
MEIE R IBT .

N TR BT 24 ) @, SEND HH g NP AETIIET: CGA L3 (Cryptographically

Generated Addresses) F1 RSA #£1ii (Rivest Shamir Adleman) -

® CGA s& Mttt 52042 sl l, AT LR KIS UE ND $i SC 1 A 3% 38 0 i SC i
WA R EEETE Qlhbbdg ND dcrgs bl

® RSA X ND #2544, HRIGUEFR SC 1) 58 FE MR A28 38 IR B8

SEND H§PE R 5E 7 ND $RSCH PRI, i LA o NDP (#2242 i) i«

® [l (Nonce) MEI: FHRAETHHRAMBINAZ L ARk HROM:,  EEAIFE NS A1 NA
IR E A, NS 4RI Nonce LEI, M1 ) NA i 3C W #5447 kI, &k
IR AL (R 2 T W 75 ik R [ R S

® IEEK (Timestamp) ZEX: FHRORY AR K AIE 40 SO RE [ S0 Bofles i
B DR AR AL (R R SOOI TR B L b — M R PR SR

M F BRI 2242 1 ND RSO, AT LABC . IPve 224 8R e A BLIh g U 2R
AELLURFAF R AEST— 2%, BIOMAR 2421 ND ) 3

o A ND RO H I CGA FI RSA 1EIH, HI RIS AR ¥ AL E CGA
Hiudik,

®  FAHIMY ND L2 A A 11 mT L2 (A K Y

®  FRI ND S R ) R G2 IRV [

® P E ND H LI R 55 A% ND #7288 B AR 10 n] DA A2 R I ) 2290
il o

RRIABE H BF LR R TR ER

FERR i A B O ISLIR) RA ARICH, 52 SCT BRINHS i ae DU SEZOm s ih 5 A7 B,
HUAE AR SCIN I3 38 PR R B T 45 o

TR BERS HAAE 2 AN B s I, N URT EARPEIR ST B (bbb 24 5 %
Ho FERXBIEOLR, b el i A AT BRI ph 2SO0 SE N 2 R A5 s AL, SR
HURRE AN FIIR) H (R0 35 15 38 1) e 5 it e 2 1R i

TR i 5 B RA RCR, 2300 A OBt daR. 2 LR FAl e Ak
S, EE ISR TR, B RIS Rt AR

EHUBEI & BN R a0 C A5 B0 RA RIS, 2308 A CMBOAB s s, =
FMUR HABBE R AIEIRSCIT, WEREAT IS dl ik, WIESEEMIZIIR, RIGIERA S
WAL S Scdme et (R R s SRR ST I SRk eh A, AU DL SE B0 BRI
Jr, MRUGEFE A i as .

4.4.5 Path MTU

4% _E B MTU

HH T IPv6 R SCAEAE R RE R A SRVFAE R M5 50 i e, T AR RS R 4 &
IR SO KT 428 TPve MTU (15T, Xl /7 B8 AW b AT EAL,  FRAK T48 %
(A, eI A S/ NEE RS TPve MTU (12800 1E 40 F ik KK, K%
HIGOLT, BRI IPve MTU J& KT/ MR IPv6 MTU [, — AN sUR 40 e
INF AR IPv6 MTU, X2 X] W48 YR 1 —FlyR 3%, O T AR PR AN, $e i T B 4s

MTU KIS

SCRHfA 02 (2012-03-30) B AR s 20
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Path MTU BT {EJRIE

Path MTU (LU REFR PMTUD , efiffie I 21 H 1540 E A IE i IPve MTU {E ) —
MLl PMTU AKILPMSIE T —FshaS KT R B2 E PMTU 5. 24— IPv6

W RIE KBRS A A, HEEN R IPv6 2r B ALk, 2IX ey B HA

RS S RS AE Y SRR IR T ARV R KK E S, BRATA N BIE B BALRE, XA
A3 P KBRS FR o B 4% MTU.,

—ANET TR SR AR AR N PMTU A& 542 28— Bk 2401 IPve MTU, T2 M
A AR R SOR K UA R TANREAT G B AR e, HRR) Y A 25 3 e i S IR [l — A
ICMPv6 it R ZE R R SCER 61T i, AR F B ik RV S h 1) TPve MTU R K & B I %
A8 PMTU fH.

TS A B PMTU /N T 805 % T 52651 PMTU K, PMTU BIRILERESE R, ¥

AL PMTU ARG R Z AT, AT RES IS S AIEAR SO RSO B, X2 A
N AT RE S AN A B EE e (1) A5 BE AT S /N[ TPv6 MTU

4.4.6 WiHiLt%

4.4.7 TCP6

XEF IPv6 19 RiOK UL, AR IPv4 1B ELAEAT BN IMNE S TR B — A 58 21K TPv4 SRR,
OAE AR R R BB RS Ao B SRR S B SR S5 44 7= 1 2 P 45 s

& 4-5 B S WHL L (LLKM)D

| IPv4 Application | |  IPv4/IPv6 Application |
v v v v
| tcp || uwep | | TCP || UDP |
'} I Y
vx///] y:>x<:v
[ tPva ] [ Pva ][ Pw ]
% Protocol ID: \ Protocol ID: # Protocol ID:
¥ 0x0800 Yy 0x0800 y 0x86DD
| Ethernet | | Ethernet |
IPv4 Stack Dual Stack
BRSO AT LR A

® L hBEM PSS
Z AR CANCLURID SCREAU ISR o I P R B % J 2 A UK I, 7 LUK I o
b, W SRR ID FBIE A 0x0800, Ko M 4% JZ B e IPv4 F)3C, Wi h
0x86DD, F/nM%%)JZIE IPve R .

® I H SRR AR
Z % (i DNS/FTP/Telnet 26) SRR . FERN A (it DNS) 1] LLIEH
TCP 5% UDP 15 A &4 2 sl (EAPLSEIERE IPv6 Pisik, AN IPv4 PSR
KL JE L

TCP6 St 1 75 1 A st RO RERR ()3 37 kg Lt (ML, — > TCP6 RIS AR AE R 4L R
ARIBEAE AT . BT TCP6 3 fit 1 bR ) Kl 1) vl e A, DA b o mT

SCRHfA 02 (2012-03-30) B AR s 4
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PR IR R TR 2 B R AR AOR A A S PR RERUBILII . 76 A3 S 34 ml Wi 2 AR
IIOL T, ARSI AT LA . SERPRE T SO BEHAENCRIEE— D A T AR
TCP6 M ] TAZH NN, W WEB 238, BLBe il i O Z= B K 5 i 1 1) A g
J1. TCP6 M H] T “ =k T-” HUHIRIE . MBI, A A kE ri sl (] DUk 4R

T Prbko AR AT LR 2 MR S A T SEVE DI RE, EZE N T4 TCP6
R4 SRR T UDP6.

UIFE 4-6 LR T TCP6 ERL AT FIFRER I AR

4-6 TCP6 FHIEZ LRI S IE =B

Clientii Serverii;
i Fl Sokdet I3 [H] 4 FH Sokdet {3 [H]
4/ Connect SYN i Hbind/listenJf i 1]
AT B FH € SYNJACK i Tlaccept
Copnectifilﬁl ACK BH %€
f T rgg"% Data acceptix [f]
) ) 4 Send 1% 7]
B AL _ recvig[] Data|ACK i Hirecv
Ik HiSend ACK FE:
recviz 1|
~ i Close i [H] FIN
i Hrecv
W T ACK e
9 FIN
ACK recviz[0]0
1 H Close i [
4.4.8 UDP6

UDP6 Ji: JH RAE T3 W) 26 PR 358 3 A A2 e R v SLIEA il e A 00 TR A

®  UMTRIURH A5 R, T T A SR/ B s A
o AAIEE, RNAETHEHIRENE UDP6 Hidlidi 2 77 S
® JUER:, RIFEEHUIALREE N, AN EATA SR L .

UDP6 HJJCIERRF 4T UDP6 W] LA i) 2L bl A 8 s 0 TCP6 WA, "8 SRy
SE UL IEAT H st .

4.4.9 RawlIP6
RawlP6 BN, HIE7E IPve B IRJLAN 7B Ser R it A 2 IPve ¥

%Bo

RawlIP6 XL+ UDP6:

SCRHfA 02 (2012-03-30) B AR s 75
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® AulEE, RNEATAEATHEHIRERE RawlP6 Hdidh it 7 CApHRI
® JUER:, RIFEEHUIALREE N, AN EAT A SR A o

RawlIP6 A Et UDP6 X 5I4ET-, RawlP6 f VR L H il ik Socket 2 F1#:4F TP )2,
HHFVF 2 T B N2 EAAS B RN KU, A5 T8

4.5 7 FH

VLAN A ND &

76 IPv6 MZ& R, AN @ TAHIFIIY VLAN, {H VLAN WECE TR B,  Shi a5
FH PRI T W, 758 4E VLANIF $#10_FAfife VLAN 4 ND /CH Dhfg .

& 4-7 Fion, PC1 A1 PC2 J&J& T VLAN1 WP . e faIas #ebl S1 Bl s T
VLAN WAN[RI#2 A4 e RE 25, IRk PC1 FI PC2 ANRE 4% il . il 7E Router ¥
VLANIF1 #2110 FElE VLAN P ND fCHIZhfE, SZHl PC1 AT PC2 [ H.ifE .

4-7 VLAN [ ND X 1% 8151 25 [ [&]

.——

Router
R

VLANIF1

Switch1

_________________________________________

PC1 5 PC2 i}, PC1 5Ekik—A~ NS isk#fccid=k PC2 ) MAC Huht, HF+iE S1
WAL E TERES, FrbA NS i RISCTICIE KL R PC2, DU th 44340 NS Rk 2
PC2, JH4 NS RCHENT I MAC Huhik o0k 8% 1 3245 VLANIF1 ) MAC $iuhik. PC2 [1])3%
NA 3045 PCL I, % i A5 20 2 NA [RINAR SR 24— 4% PC2 [ ND £I0, If
AL RSN I IR AR I, (R AR NA R OSCH MAC Hiuhik 2038 g 28 2% i 13 411 MAC
b, ARG A PCl. IXFF PC1 53] 3] PC2 ] MAC A % HH X 4[] MAC.,

PC1 AR HE2% 2] B[ ND RIUEER S, 4R R I% E] Router, FF 11 Router H s L1 2% %)
ML PC2 114 FR B R SCHE & 31 PC2.
VLAN [g ND I8

WA & TSI VLAN, P R BT F0E, 7524 Aggregate-VLAN (R4
VLAN) X} [ VLANIF #: 1 5 %) VLAN [6] ND ARFEIIfE, S Access-VLAN [i]
J HE

SCRHfA 02 (2012-03-30) B AR s PR
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P 4-8 i, PC1 A PC2 43yl il ik A2 4l S1 F S2 A& 32 31 % Hh 152 45 1) VLANI
(Access-VLAN) F1 VLAN2 (Access-VLAN) , VLANI1 5 VLAN2 J&F VLAN3
(Aggregate-VLAN) . il 7F Router ] VLANIF3 #11 FJCH VLAN [i] ND fCHL I fiE,
SZEL PCL A1 PC2 (R T .

4-8 VLAN [8] ND {3 828 25 ]
RouterA
—

. —

GE1/0/0 M GE2/0/0

VLAN1 VLAN2
-

VLAN3

Switch1 @ @ Switch2

| - 4 <
- - ~ - . - ~ -
- -

- - ~

P = S -, —t ~
- ~ -, = ~
’ // = N , L N
1 - ) 1 \
1 J Y ’

o VLAN1 - “._ VLAN2 .-’

PC1 5 PC2 Hilii}, PCI 5G&E—> NS iRk 3CiE K PC2 1) MAC Huht, DU %
A NS O R 2 PC2, FFHE NS #OCHET 1) MAC Bk SOk B B % % VLANIF1 (1)
MAC Hidil:, PC2 [P NA 3045 PC1 I, B H & & BEI Bt NA [FINR G e e
2% PC2 I ND I, JAE R0 B R0, A4 NA $) 30 MAC bk o
A A MAC Hulib, SRGH K %E PCL. iXFE PCL %> 5] PC2 [f] IPv6 Xt [K] MAC
i i 2% 1 MAC,

PCI HR4 27 ) 2 ND RIE he i 3C, HERICAILF] Router, JfH1 Router M4 L i 5% 5]
(K1 EHL PC2 (138 thIT IR SCHE K 2 PC2,

4.6 K755 dElE 75

RNig
Rig % 2
IPv6 Internet Protocol Version 6, 4K Ertipisl
ND Neighbor Discovery, 2BJE K, 1E IPv6 R 3CH R IREH, HFHuhbpo
Kol AR Fa bk fdT . e S8 nlaks e, DA T BN IR B E i — 4L
PRSCRERE . FHANIA] ) ICMPV6 i SC SR 2% A RN AR Je A T RE o
SCRYFRAS 02 (2012-03-30) BRI E 44
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Rig B
ICMPv6 Internet Control Management Protocol Version 6, Internet E.J5¢ ) #51ill i 3¢
LR 6 i, A2 IPve BIERIPINZ —, BA ZEER SCRIE SR ST A,
FHT 1Pv6 2 i a5 H A P R (R A R S B
PMTU Path MTU, #4% MTU, M ICMPv6 $di ik K245 S se M40 3045
() de RAL R TT I T
GaRgiE
GRR%IE KX LR 2R
IPv6 Internet Protocol Version 6 W B B SLER 6 iR
ICMPv6 Internet Control Management | Internet FIK M $ HilHi SC WML 6 hik
Protocol Version 6
ND Neighbor Discovery A0 s I
RS Router Solicitation e B8 ok
RA Router Advertisement P FH I
NS Neighbor Solicitation LB R IR K
NA Neighbor Advertisement A e
ARP Address Resolution Protocol | il f# i tpi%
PMTU Path MTU H4t MTU
IPng IP Next Generation W 285 = R ESL ) 5 — AR HAE BMY
TCP6 Transmission Control Protocol | f&##Hl1/pi% 6
6
UDP6 User Datagram Protocol 6 P Els i i3l 6
RawlIP6 Raw IP6 J5hs TP6
SCRYRRAR 02 (2012-03-30) e AT AR S B 45
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DNS

XTARE

5.1 /44

5.2 ZHEFRUER ML
5.3 A 3RAFPE

5.4 R IA

5.5 M

5.6 RiE L kit
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TCP/IP $2{it 7 1P bk ARAE B AU hRE, (EDG A ORBE, DAERE & B TP Mk
A 2 N HEFT, llﬂ:j? Mt 7 — %*?ﬁ%ﬁiﬁﬁ‘]ﬁiﬂﬁ%ﬂ%ﬂ, XL TP H
k3R AE TP HbIIE L WA ) BT — PR AT HIRLG], e BEX AL &
At ek 4 248 DNS (Domain Name System) o

B &Y
544 54 DNS M — R R i a4 7, I B B e — MRS 7 JF

HAEM % EREE AT AR ST 4%, @il 5 TP bk (X NG R o XA st n] LA
AME T2 AR SCREA, AR ZAC 2= 2% 1P k.

5.2 SEHRAFAHIY

AFFPEKI S 2 R T -

& | iR &iE

RFC1034 DOMAIN NAMES - -
CONCEPTS AND
FACILITIES

RFC1035 DOMAIN NAMES - -
IMPLEMENTATION AND
SPECIFICATION

5.3 ARSI

WRMIT
PR e e PG Te

License X }F
Jow3k%3 License ¥Fr], n]3RAHZEFERI RS

RRAS 325

- SFFhRA
AR150/200 V200R002C00
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FrIE AR

e

AR IAR R -

XA JCRF IR K o

5.4 [RIRHIA

A MR > P B ZSERT ANERAS AT, — T LUAARAT I, rTRARC A . AR 14
I, SERMERST RN ARSI MNR) 10535, WURERSMWNT AR, K
iiﬁ?&‘\ﬁﬁﬁﬁﬁﬁ&o R L83 A TN TR S AL AT, vl DA el s i A 2%

5.4.1 8875 DNS

U SRR A I3 U ) FOA e 26 (K R BUR 2D BE BAT AT AT DNS g5 3 i, i 20
B DNS. BCE A DNS 5 2 0 4645 BB RE AL 5 1P M hiE R oG R, HAEA
55 1P M hEFRIXT R R R ARG, 5 2 T35 DNS K.

R Sl A A AT L o A A AR AT R AT, RT3 e AN TP Mk RV B SG AR
Ry R BRI TINR o 2% BUT A et B K TP A, oG SR s
A AT AR KA TIZRAT IR M) TP ik, 488 4 AT IR R

5.4.2 Z7S DNS

B fENTE L H ) DNS IR554s, 0101852 DNS %% ) w13k 44 g A i sk . DNS
R 55 3% 1 SCAE AN L e A N SR ENT, Wi AN & T AN 2 W, s kas s b
(%) DNS H45 4%, BLRISCHUSENT, FENTIOSE RukE b 1P sk, siF il AfrrE, I
fENT IO &5 R S 154 DNS 2 F b

H P #EF (Bi4n Ping Tracert) X DNS JlRZ5+#% (DNS Server) [#iJj[a]/2id ik DNS % )7
s (DNS 2 /0) — N HulEi##T 2% (Resolver) 52 .

P FRET (500 Ping. Tracert) « fi#HT#5F1 DNS 4525 LA fi#bT 2% 2247 X S &
& 5-1 iR

5-1 #1175 DNS

=

Requesti
User - P Request

program | : -«
Response! A i | Response
i Save Read: |

DNS
Server
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FLrP T 2R RN 2R A7 X AR BAE — I HY Ji DNS 267 iy, e IRAE I A2 8252 H P R2 P11 DNS %%
W, XA RN . — ek, PR (11 Ping. Tracert) « Z2A7 X FIfEHT# /2
fEF—& TN L, DNS RSEAE 7 FMNA TN E.

7S DNS B T{Ed 2

1. MR (Fn Ping. Tracert) B 5% DNS 2 F i & Hi K s

2. DNS Z /i RGBS E WA/ GeAr s WEREAT R DL 2 A R Ik
ST, g 1a] DNS g% ds SR B ik 3

3. DNS 55 a8 AW SOR, 1IN R A 2 A5 AT B S B BT 13
B, PR FE I A AL, 1) DNS %5 3 36 AR S R i AR S

4. DNS /sl RN T, i AT DNS B 55 A (BRI NAR ST, R4 Wi 3 41 S
WA HRE DA,

A IR 5 R TNRE

BN IRA R SCFF AL JE SRR TIE, F 7l AT RO S8l IR 4L, AR il AT 1Y)
I, P /G S A (0> 7 B RGTey F B A M 0 B AR ¥ )5 2024
it o

WA AR

BRI AT 7 B IR AT IR 554, 12 IR S5 axis Ay 1l A4 AT AR 55 28 A, $RAEAN
14 2 TP M hE ARG DGR, T TAR B 3R Y (444 T oK

S A PN R 55 AP B b R KA AT SR, ORI SR (kA 2 A Ak T
CRBUT B TH . WA, At A s, JCRA S0 TP bk, JfHs a4l
RRAEG B oo QLRI AT 55 4 ANRERRATT A%, e AR 2 7 £ A AR ST P
TR o GEBIR R AT BCE IAACIAT ) RBEAT T — 8t

AT LA P A4 gt s 2K

® fIfENT
AR IS5 a5 N HL A BEAE AT 1Z2 05k 42 R IR 45 S DR, oK A &5 FL Rk 44 Bt 1 1)
1P HbkaR [F145 2 ) vt o

® KUY
LI ENTIRGS d AN RE TR AN &5 I, S AELR 2 ) St IR W) S SCH i B 24 g Y.
BRI — /MR IENTIRS 3% o 2 P a2 3R B R — AN A AT IR 45 2% PRV OR
WK

EigRR
HAET, W& DNS &/ umbhie, S2#F A 288, PTR 28, SRV Al NAPTR & .

® A REMEET AR, H TSRS XN TP #ikik. 5 W17E ping F1 tracert
(g, BILL ping BE tracert —Mik44, BLE ping BY tracert 1E 4 H PR & 1 R 4E
W DNS &7 iy £ T2 I A% 6 W IR TP itk o G0 S R 8 H B 13 44 6 T TP Mk
{55, DNS %/ 25 1] DNS k55 2 At A KA, SRIBGZINAS X W 1) 1P 1
Ht, 528 ping F tracert I ZHHE

®  PTR A ] T3RHC IP HuhlX% [ (138 44
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5 DNS

5.5 7 FH

® SRV EHIMRYE T PR AN IZ BRI AR S5 ae AN OGAE B, AR SS e lids « i
BEESEISE

®  NAPTR SR 0 IR 55 45 034 R IRIBOZ IR 55 25 AR AR B, Wil b &l
INEZE SN 2 i S E S S

1T Internet PR (IP) HubikSERIANE THd42 CEbln A4 R oR 1) 202.112.131.109)
TR Z B LUR 48 50 o = X447 (BRI 44, W www.sina.com.cn) SRE /RN
bk, AR 1P Huhl. (H3E, Wil ikdE IP bRy A4S s o TP HuhkWe 2 1P bk
5L AL 2 1) (P LS S A SRR 2% M3 4 45 35 RS2 J KT . DNS 2% 77 ity 5 2 58 I AAATT %
(KIThfE, B2 Re &5 R TP Huhik A =LA 2 1) (R e

QS A 3844 U ) H A B A4 IR /D, BE B T I TY) DNS IR 4528, 75 2
B A DNS. Al E A DNS 752 M 48 1 G AE 4 5 1P bk Xt vk R, HAEkk4
55 1P Huhk ok b o RARKIN, 58T 3052 DNS £ 0.

A AT A U AR 2 (e 4%, HA W Y DNS g4, N ic & sl &
DNS. #25 DNS 7554 DNS 55 28 132 FF.

i 5-2 fi7n, RouterA fE24 DNS % P55 DNS JIjRZ5 #8005, {#f RouterA e8I il 4k
% (www.huaweibookshop.com) j ] IP it >4 2.1.1.3/16 1) FHL.

5-2 Bit & DNS % P £A o [&]

= 1.1.1.2/16

R

DNS Client RouterB
RouterA

RouterC DNS Server
3.1.1.2/16

bookshop.com
2.1.1.3/16

5.6 AiES5Ha0%1E

RiE

Rig RE

DNS Server | DNS 44 55 5. ASTEMI% 14 % P W AR 44 AT IR 55 (0 B 4o
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e AR -TP V4%

5 DNS

RiE i

DNS Client DNS % 7o [n] DNS 3844 Mk 45 2 & 1 K I TS840 i W PR 152 45
FEERE

HREEE WX EHR R £FR

DNS Domain Name System W4 25
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DHCP

XTARE

6.1 /4

6.2 ZHEFRUER ML
6.3 T 3RAFPE

6.4 JR B A

6.5 W H

6.6 Rifr b 4k ik
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6 DHCP

B

KK
bk

DHCP (Dynamic Host Configuration Protocol) & —FH T4+ %) H 7 FHLINEC & A7 S 1t
AT BN AR BRI B I H A

DHCP R HI % ™ i/ Wi 55 s B AE R, R ™ o 1) e 95 s 408 Y E & R CRUHS TP stk
TR SAERRESHD RS A HRYE AR [ A N L A S

BEZ 28 BRI R R R 28 S5 P R v, AR B kel i 2%, TN B AR (i
fEHENLE TG Z M40 AT EHLECE @I T 0 Be s 1P bk, J&pk 1P sk AR fb S DL Je 1P
HibE ARSI T BhASHE A IP #bk4s FHUE T, 5% 73] DHCP.

DHCP 38 /27E BOOTP (Bootstrap Protocol) s EA F & gk, {H BOOTP izf77E

FEXTERS (e BT E 2% E) MMEEt, B S EHECE LT 10

BOOTP ZHCA, 23U AEA 2 K HIN H] LR FF AN . 17 DHCP MAPYJT Tf% BOOTP

AT T e

® DHCP SLVFIFHHIIE .. ShAHIRI P Hotil, A REES &S B e k.

® DHCP fiA T IP Hubik ¥ 204 B D) e AN SR EL I DA Bk i () h e, nl Al SEEHLIR
e P it R A LS R

DHCP i ARGAE T 1P Huhik (& BEAMEC ) i, AT T IP bk i yR 2%, $mn 741
IP Hhuhb A H % .

Ak A2 o

DHCP Hi ARSI T H P IP Huhb AITAC &5 S IBh A0 BRI A R B, Ad Ak mT DA
AR A P O B hE, B BB T TRCE, PREE Y W 4% AR 1

6.2 SEFREFIN

AFFE IS 2 TR T .

3t ik &/iF
RFC1534 Interoperation Between DHCP and
BOOTP
RFC2131 Dynamic Host Configuration
Protocol
RFC2132 DHCP Options and BOOTP Vendor | -
Extensions
RFC3046 DHCP Relay Agent Information
Option
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MR -TP 45 6 DHCP
6.3 A 3RS 14
HEMIT
DHCP JIR45-#%. DHCP F4kfLHE . DHCP % /7 i o
R 5
i SRR
AR150/200 V200R002C00
R
AN A
EEEK
PORTELSR 27 U
T REM &
MAGIN AR150/20 | AR1200 | AR2200 | AR3200
0
FEANHUhEM T B nl o e k2 H | 256 512 1024 2048
G A R g 1R 1 A i KR ECH 32 32 32 32
2 Jry bt iy B RECH 16 64 128 128
e bkt iy B KECH 16 64 128 128
AR R 2 R E R O |8 8 8 8
KEH
A HHEN T 2 & ) DNS k4548 | 8 8 8 8
HH
AR 5 2 S ) NetBIOS il | 8 8 8 8
e H
Hodibi ™ IP/MAC 455 i KB H 256 512 1024 2048
6.4 [RIEHEIA
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R R IR-IP Ml 5% 6 DHCP
6.4.1 DHCP %X
DHCP #3053 4 8 BhieAd, DHCP JIR4s 35 F0% ) sty 2 [ X 8 P2 AL (4 SC AT 38
15
® DHCP DISCOVER: X DHCP % /7 iy I {5 3% P 45 I8 1#E47 DHCP 3 R0 55— MR

X, FkS-#k DHCP AR5 %% .

DHCP OFFER: DHCP JiR4%%% ki, DHCP DISCOVER 830, MR Sc#si 7%
il EAS B

DHCP REQUEST: MR CHFLL N = FiHi&.
- KPS, R #E ) DHCP REQUEST 4R 30K 1] 3 K 4% #% () DHCP
OFFER R 3.
- FPVRERYIMAALS . RIE]T ) DHCP REQUEST $i SC KA A 2% B4z 20 Bic (4
IP HuhbE 451 B A5 L.
- MR PR 1P HhEgEE f5, &i% DHCP REQUEST #i SR 4EK: 1P bk
AL
DHCP ACK: JIRZ%#8$%1 % /i ) DHCP REQUEST R 3C A M N AR SC, %5 )7 Sl
PR G, AEIESRAG T 1P Huhk A e A e B A5 S .
DHCP NAK: fR45#8%1% /i i) DHCP REQUEST R SC KR 4amig AR S, Lt fikss
PENF A Siti 4 FC PR TP Mk 8 o AL S R Bl 2 ) i B 2 T S — AN 4%
DHCP DECLINE: 4% /7 iifi & IR 55 %% 20 e 25 e 1) TP Mkt & AE v 5 i 25 3 ik i
AR SR AN IR S5 2, I HLA 5T n) A4S 2% Hid ik
DHCP RELEASE: 7% /7 iy v 3 o A2 326 IE i SC T 8B UIR 55 28 7 Bie 25 e 1Y TP Mk,
RS 2RI RN AR SO S, XA TP kb e 45 H e 108 i
DHCP INFORM: %" V43R5 T 1P Huhilk, RIEIAR ST H A28 T MRS 283k
AR P — e R AL E S B, ERan oGk, DNS R4S s sthhik 25,

LAE 8 FhIAURSCROR AR, U B P B AN Rl . DHCP i SCR U3+ BOOTP
A Sk A BARKE B 6-1 Prox (55 ECy Rom iz v BN 710D
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6-1 DHCP R 32485

0 7 15 23 31
op(1) | htype (1) | hlen (1) | hops (1)

sname (64)

file (128)

options (variable)

FFBUARRE T -

® op: RICHHRAESRAY, 43 i RASCHm AR, “17 AIERIRIL “27 gy
3. HARMHRCCEAAE option F BT HR IR

htype. hlen: DHCP % /= diig (R A Mk 2 40 K K

hops: DHCP R £ () DHCP HH4k[{%(H . DHCP 1R L AF£85—4~ DHCP H
a4k, X TBSHm 1.

® xid: &AM —IKIESRINE BRI FENLEL,  FoRbR IR — R bk SR FE .
® secs: DHCP %) JT4fi DHCP 1K JG it it fal . HArseAa -, Feh 0.

® flags: ZF—/NLURR ) FEM N FRIRAL, HISKARTH DHCP 452 i A 2 % FH Ak
)i%:z%r“ Foraki%, 0 FoR KRR, 1 R R # 5. AR A

® ciaddr: DHCP % )"l IP Mk,

® yiaddr: DHCP JIRZ5#5 50 BC4h % 7 v ¥ IP Hhudik

® siaddr: H45#% IP Huhk,

® giaddr: DHCP % /7 i & (M5 K SCHr it (15—~ DHCP Hh 4k (1) 1P Hiuhik .

® chaddr: DHCP & /" i [P REAF Hutik

® sname: DHCP &7 uisR BN IP Huhb 4545 B IR 55 %8 44 P o

® file: DHCP JIg%5#% >4 DHCP % )7 v 45 5 13 S L & SO 44 0K s AR A5 R

® options: FIER KL B, WEISCHIZEA, ARG DNS IkRFG A1) 1P iy
HE. WINS Hegs 2816 1P Hhhk S50 E A5 B .
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6 DHCP

6.4.2 DHCP j£IR

DHCP A} Option "7 BB Hl (5 B M LN E 240, SCHEahas o ie, A% b
SEMEEE s AP 2 EAS S .

DHCP jZIngER

DHCP #1511 #% X B 6-2 P

6-2 DHCP j£In&

0 7 15 31
Code Length Value
% 0 DHCP j£I5
# ULIY DHCP JEIA -
®  Option3: HHIAREIN, HISKAEE A% b 3 BC i 9 SCHbl o
® Option6: DNS JIR45-#siEMT, HRIEE M%7 bin 3 HL K DNS ik 45 &tttk .
® Option51: IP Huhl A £k .
® Option53: DHCP #§ERAIEL, Ari DHCP %48 HIFEA,
®  Option55: WiKSHINRIELIL. 25 )7 diig M H1Z L TR B 75 22 RS54 R R 46 Y 2%
BCE SR AIBITA 2 0 25 7 i i SR PR 2 H506) IV R 126 T4
® Option66: TFTP R4 4k T, FIRERE A% P i /3 B ) TETP ARk5s 2% 14 o
®  Option67: JABNSCIFAIEIL, HIKSEE K% ) b 0 Be A ) 344
® Option150: TFTP fes5asbhbabsil, FIoKFEE %) om0 B i) TETP Hds & Ktk
® Optionl21: Jo/rI8EK HIEI. IR P A& — 4o /0 S (i CHDE 1k 1)
R AT AL, PTLOE Rk M) , BRI, A d R
VN X SEE A % o
®  Option33: FfFASEE AT, I A& — A 0 2REA g i CRITH A ik At
] A FARHES, ANReXI M) R ENZIE TS, KA B A i g
EAE . WIRAELE Option121, T 20K %306 37
% DHCP @I /41, 5 EF RFC2132,
B X DHCP &5
ATREIR I N 2E, RFC2132 HHBAT4E— e, B4 Optiond3. MIHPKE/ 44 B4 1 3T
JURFIZE TS 2
® | RikFESFEIEN (Optiond3)
Optiond3 R4 ) 4 15 ML . Optiond3 (4R 3% R WIE 6-3 s
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& 6-3 option43 &=

0 7 15 23 31

Options type(0x2B)| Options length Sub-option type | Sub-option length
Sub-option value(variable)

DHCP %5 %% 1 DHCP % J" i i Optiond3 A2 #e) #4515 B . 24 DHCP %5
AR K Optiond3 {55 5L ) DHCP i3k 3C (Option55 i 43 240 Ja, ¥
{ERIE I 57 Optiond3, 4 DHCP & /i L) iifaw iIfE B W&1EN
DHCP % /3, 7] Ui Optiond3 SRHCLL T 1% &
- ACS (Auto-Configuration Server, HZIACE RS #) MIZH, A4H URL Hulik,
FH = 44 Vs b
- MRS-$EtRIFRIN, CPE (Customer Premises Equipment, H /7 fli% %) M DHCP
MG weRMZAE G, Kzl BB S 4 ACS, DUME ACS EFER SO R 11
OB S 405
- PXE (Preboot eXecution Environment, A ZIHATIAELD) 51 3RS asHuhl, DUE
7% s PXE 513k 45 45 3R U 8 S0 sl AR5 145 B .
h T HRAE R, i@k Optiond3 2%/ Ui /3 L BE 2 [¥115 ., Optiond3 SR ik
R e, WIS A IR0 P BCA R S LS S48, Wl 6-3 is. +
Il RS E S O F
- Sub-option type: FIETIRM ., HAEY, FEIZEAERTLIA 0x01 K/x ACS 24k
FIEIT, 0x02 FRMRSALALRIFRIRFIETT, 0x80 7 PXE 5|3/ s5 bl -1
i
- Sub-option length: J-IEI0H K&,
- Sub-option value: &I EUE
PP ARACEIE EE T (Option82)
Option82 FRA FP 4R EE BE I, 1%L % T DHCP & /7 Ui R4 &A% 5. DHCP
Hi4k s DHCP Snooping 1 % #: £| DHCP % /7 i ) 3% 4 DHCP 454 (11375 SRk 4R 3¢
Joi, AEIZIRSCH RN Option82, 4% /& 4 DHCP AR 55 %% .
BT LA Option82 H3k43 DHCP & /w4 B A% &, LA E A2 DHCP &/
Uiy,  SEIRRTR U 1) 2 A AT 9l S i o SCHF Option82 11l 257 148 nT LARR B 1 3k
I B TP Mokl A3 At 240 2 BE S ms,  $RAM S I R 3% i kb 23 B 7 %6
Option82 5 % 1] LIS 255 ANFikdil. #5% LT Option82, MI&/DE g L —/F-ik
Ui, HETw & RN FIED0: sub-optionl (Circuit ID, Hi# ID F3ET) F1 sub-
option2 (Remote ID, LEFE ID FiEMD)
1T Option82 N A G — e, ANA)) Ryl o i Hs F 2 AT A .
AR150/200 $24t T =Fh RG1i5E XK Option82 #% 3, 4374 Default. Common.
extend, I&3CHF HE XA User-defined.
- Default #% X EBRIAKE I, XA Option82 IER AL T K.
- Common & &3 2 RF 2 T M6 Option82 AR E, 11 H& 4455 5t 1 7y =X,
- Extend #6323 & A A HAD) R 2% 4511 Option82 HAE I,  [RIINW 2& il 1)
Option82 F 7~ /7 o
- User-defined: & AHF i A 16 X n] LA R B e U7 Aok Ab 2R
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6.4.3 DHCP Client
DHCP Client El DHCP % /i, i/} DHCP 13 M. DHCP Server 35HX TP Bl FIfC B (5
B

AR150/200 SZ£57E 410 Eid % DHCP Client Dhfig, XFE4% 100 LLYE A DHCP Client, i
FH| DHCP /i \\ DHCP JIR 45 82043545 1P b2 5, Jri i s, il T4
.

(1 sem

AR150/200 R ¥ #F A= EHIEiE 0 LELE DHCP Client 48, R E4F— B4 o4 VLANIF #122,

6.4.4 DHCP Server

ﬁll\\
DHCP Server Bl DHCP JIli45#%, 515045 v IP bk i 40 fc o 257 i [ IR 45 8 A L
RS CELRE TP Huhb, FIAERD . SR MRS ED) , RS AS AR I HEms iR (Rl 4% 5 A1
N EAR B IR R i 18 SRR SCRN A N4 SCHR ) UDP #7823,

DHCP ZFPim 5R&ER[IZ HER

DHCP % /75 K T 3REUCE VAR ZNAS TP Hihik, 76 AR B 5 R4S 2% 2 1048 H AN A I
B, AR A GiRAE RFC2131 23 -

® DHCP & /7 b B IR B K M 2%

B 6-4 B EFMER DHCP EFin5 DHCP BRESEMAZ EiITE

Client Server

:‘ =
a R

DHCP DISCOVER

Step1 >
DHCP OFFER
< Step2
Step3 DHCP REQUEST
DHCP ACK/DHCPNAK
< Step4

W& 6-4 Fin, DHCP % P i 1 O s 28 N, 20t DU By 5 DHCP RS 2%

HECR

- KRIBL, BN DHCP % )7 i 54k DHCP R4S 2510 B o 25 ) um LA) 4% )5 20k i%
DHCP DISCOVER #3, N7 DHCP 45 28 A4 43047 W Y
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- BLERNEE, W) DHCP RS- Se5i it 1P bl Bt . DHCP IR 4522 Bl 3% 1 ik (1)
DHCP DISCOVER 8.3, M IP bbb o pkide — AN 1 R 20 e i 1P kb 70 Bic 45
2PV, (A% P U AR AL A R TP Mk R 1 B ) DHCP OFFER 3.

- EEH B, B DHCP %7 wiik £ IP Hulik (B B . 545 £ & DHCP R4S 2% 1) 1%
B P oK DHCP OFFER #3C, & g S G — M 21 1Y) DHCP OFFER )
X, ARJE LA #7E 7 R % DHCP k452571 DHCP REQUEST # 3¢, %5 B H
A5 W] T IE 2 1) DHCP R85 #51 =K 1P Huhk )y 25 .

- HARTEL, B DHCP R4 25t prdefit 1P Motk B Bt . 24 DHCP 4% i 21
DHCP % )i M| #) DHCP REQUEST #R )&, 8 [n) 25 F it A I AL & e TR L i)
IP Huhlt AIH S 152 E [) DHCP ACK #fiiA i 3¢, DHCP & )7 v 2 i A A SC )5
2 PU)HE I R 3 ARP R C, BRINGE BA EHUEF AR S5 #8840 B 1K) TP My
hb, G SEAERE WO A N BRI R N, & A bk . I, &
42x/i% DHCP DECLINE # ¢4 DHCP flR 55 %%, 8% DHCP x5 #% iZ kAT
H, FEEB A 1P Mk,

& DHCP %% i ik vt (R AR 45 8 40, ot DHCP R 45 28 A R A4 L H 160 TP HuchkA7 7]

FT-HAh 5 7 i () TP kb F i .
® DHCP &} b F5- 05 55k W 2%

24 DHCP & 7 i -8 S M gg i, FEE DL JLAN P S DHCP R4S a3 3 G

£

- DHCP &/ ity i R IEA S KM 5, DG PRk Mgy, HFE e a ks
fic TP #huhik: () DHCP REQUEST # SCHIT], AFFELFFIR k1% DHCP DISCOVER
3

- DHCP I %5 #3053 DHCP REQUEST . 3CJ5, S %5 i HH i i bk e A5 45 0
fic, i[9 DHCP ACK il 3, %1% DHCP %% ) b 4k S48 H I ok 1) 1P 3
HE o

- R TP M HE TGRS A4S 1% DHCP % 7 s (il 2 e s ez
W), DHCP RS 284432 0] DHCP NAK 0. & Pl ®l )G, = ki DHCP
DISCOVER #3015 3R B i) 1P k.

® DHCP & /" i 2E K TP Huhik: (K1 AH F A5 2000

DHCP JI%55 25 0 Begh 2 7 i I Zh A TP Hhbal & 45— 52 FOALAS PR, 3019 )5 IR 45
SWelaliz 1P Huht. Wi DHCP & 7 i Ay B4R A iz i ht, #5200 1P 1
JEK TP HUbEFHZ))

DHCP 7 i ST 1P il AR A 00 1 B AR L R 2 DL st Bk R AR — 15 A i i

IP ik BOFRZSFIFN S S ED

XFF 1P Mk 5 I A), AR AT AR K RS A8, ) B ZEA Y H
SEMIP Huhiks X FRLETNL, FIRETR ZAHIE A 1P ok e AU mT fig XA
it LN BRI BE AN N TP s dik v BL T

B X IXLEA[R [P 752K, DHCP AR5 #s et = Ff IP Hohik 7 e Sms :
® FUrfcHhht: PO A/DERE BN (0 WWW IRZS 2855 TCE [l 2 i) TP Hh

hik.
® [z rliiihl: b R B ER KL L HE I E TP ik, bR
ZEHUEH

® i riidiihk. LU “RLAE” (107 SRR ik o gn B 7 s R, A PR 215
Ja s i it T LR 2K 2 B e R AL 2K R IR B AR 2 BC IR 3
b1 8
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DHCP Ji 55 S 42 B R 07 0 % - g i £ 1P ik

1. DHCP 458t B b 5% i MAC Huhl 254852 160 1P Huhl;

2. R LAY AF ) TP Hohl, BI%E i 3% DHCP DISCOVER ) 3CH i sk
IP HuhtETi (Requested IP Addr Option) [FJ3ik;

3. 7t DHCP Huhbytirr, 0w A a0 fe i 1P bk, H 5B 1P Hudl;

4. WRAE DHCP sttt R SR 2 AT gE 7 B 1P duhik, WK A ALY, Az op
S TP Mk, W R E W] K 1P shik,  WIBEAT 73 B

BFLE IP #hit S S BBy A%
S5 1k TP Mk T8 M S EOBHE IS, DHCP 448 4% P/ i e b 37, T8 st
AT

HHEPRI 20 1 Ping 4 SEERM), K2 5 REAE T 2 I () )N 15 21 Ping V2. WA EA
PRI, MGka k3% Ping 30, HE2KIE Ping B EEE R AE. SR

BF, ] BAIA K3 A TP kb 16 0 B N B0 e e A 1% TP Mtk A TTAf DR %0 7 i g 0 15
() IP Mkt & mfE—1) R #i RFC2132 528 &

B N, DHCP k45 %% & 3% Ping R CEGE 0 0, HIRBEST Ping $#4F, Z54F Ping i
IRy B K B TR DR 500 =D
IP Hbiik i B8

DHCP ZH5 T8 1P Hohk25 % i, THEE A 1P Huhik w] DL Mk o (g ik, tm] DAA
o TR, R HASH N B bk T S0 BE ) TP Huhikrp, S SUTEA H 2 i ik — R
T-H:A~ DNS R4 251 1P ikt

Mok B9 FE HB

XFFANFEI AL, DHCP g5 & n) LAE g AN R (kAL A R, {ER]— DHCP Hihikits
HH Ryt A EAT AT TR] R IR

DHCP I 555 73 Bi 4 % ) i (R 828 1P ik id A — 2 FIRLAE IR, 3009 5 I 5 s s i
13 1P Muhik. QIR DHCP 20/ by BARELAG I 12 bk, iy 22508 TP ALY (WIEE TP
HHEREZ)

24 DHCP %7 it 3645 TP Hudkint, <sHEARIEERE, &/ ® 3 NMER S, 2051
FH A HIAR TS0 0 . EE G e MU 25 D4 RA L ] . DHCP %) 20 1P Huhik i,

AL E B AR R e e . B RS A W E e a0l & umst s . ©
I 23 B R 6-1 FioR.

< 6-1 ERTSSHIEREE

ERER BAE

FHL3 o MALHIR) 50%

I E ML 87.5%

BB A

2 CHIAT R e 287 2R, DHCP &/ um b2t 4T 1P Huhk i 58 8. DHCP % i 2>
) 8 20k [ SR TP #ulik i) DHCP IR 4% #% 4 3% DHCP REQUEST 4R, Ihik
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BBk N B EPOIRAS, Witk 1P sk %L, W DHCP AR5 %% 71 DHCP ACK 3¢,
THATDHCP % /7 ity L3R 150 1P MLy, R Fprdb N B0 RAS . A& iz
DHCP J# 4% 4¢3% [A]f#) DHCP NAK 832, WHE A BIWIERES o

2% P e 3% ZE KA ) DHCP REQUEST R 305, ARFFAE B HRR A A N . 45 5
B CEGREEM LY B, K i BRI RS AR IR, % e R ) DHCP
R4 aATTH, IR &L #51) DHCP REQUEST i 3.

M2 L ATA] DHCP i 4573 m] LA Y I 7 i s =K, I ) & 7 3 A0 1% DHCP ACK
R EFH DHCP NAK #3¢.

R 7 wlcE)—> DHCP ACK R 3C, Hamtiz PR ghw ik, HER s “fis
BRE e E gy, W P B 1 AR DHCP NAK 30, B4 iR Rl B 461k
R . BRI 7 S 40 ST BE 43 0 TP ik, I FLIR [P 3H)BA 4IRS, J 0 i T
] TP Hbhik,

78 AL RIS I B I ET A B R N, B S ST B AR ik TP
Hohil, JIF HAR [PIBIWIEAIR A, FEH &% DHCP DISCOVER % SCi sKHr i 1P #uhl: (FR
P2 RFC2131 528

6.4.5 DHCP Relay

B RS

HHTAE 1P Huhkgh & RBUL R A R ) #6720k & T SR #SC, A1k DHCP L& - DHCP
B MR SS SAE T R — N N s Ol . NHFTEh A NG S, T SAE AT B A
BEE A DHCP IR%5 2%, X BARIEIRALTHN,

DHCP HF4RINAeM 5 I A ffH T IX—HEdl: 25 )7 i n] LUBIE DHCP Hgk 5 HoAh M B ) DHCP
45 s iBAE, BeZRIE] TP Huhk, IXAE, Z2ANMZ L) DHCP %5 /7 sty v LU [A]—A>
DHCP x%5#%, BETTE TR, AR T4 h g8, mmp¢%mF%H%ME6s
v

& 6-5 DHCP w4k By FIRE

J
. Internet

[ B DHCP Relay

DHCP Client

DHCP Server

EAR[RIE
DHCP % /7t 5 DHCP R 45 #%i#f i DHCP H 4k (142 B FEn & 6-6 Jis.
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6-6 DHCP & Fim 5 DHCP BR5585181d DHCP Aakay3 Bidfz

Client DHCP Relay Server

4 = =

Sten1 DHCP DISCOVER (Broadcast) | DHCP DISCOVER (Unicast)
ep > >

DHCP OFFER DHCP OFFER (Unicast)
< Step2

-

DHCP REQUEST (Broadcast) | DHCP REQUEST (Unicast)

-

Step3

DHCP ACK/DHCPNAK

DHCP ACK/DHCPNAK :
(Unicast)

Step4

A
y

DHCP 4k (1) TAEILFE N :

®  HLff DHCP 4k IR M 2% 1 £ Wi 1) DHCP % 7 i LA™ #% 77 20k 3% ¥ DHCP-
DISCOVER & DHCP-REQUEST % 3 )i, FHR CH#) giaddr 7Bt dE 784 DHCP
AR TP bk, AR P B KR SO R A R 45 1R A8 1) DHCP JIR%5 45 -

® DHCP 554t giaddr 7B % P ufi 0 iC IP k5524, JFi@k DHCP H bkt
e B B R AR R P b, S8 N 2 7 i IR B A L 2

6.5 1 FH

6.5.1 DHCP Client Y248 ) 57 F

DHCP Client f) #5021 B U1 B 6-7 T o

6-7 AR150/200 % HA1E24 DHCP Client Ky #EI4H K

RouterA
DHCP Client =
R
RouterC
DHCP Server
RouterB
DHCP Client

AR150/200 SZHeAER: 1 _F I E DHCP Client Zhfg, WK 6-7 . XFER: LT LAE RN
DHCP Client, {#H DHCP B3 ) DHCP R%5 2580 &3K15 1P k2524, 78 H Fid
B, WE TIPS,
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[RARTT
AR150/200 R X ¥ £ = EH@iEo LieE DHCP Client 4%, T X3 — B30 f2 VLANIF 0,

6.5.2 DHCP Server 481740 [ 7 FH
DHCP i 557 $L 784 1 F an & 6-8 i .

6-8 DHCP Server BRI FINE
==

I R
J J DHCP Server

DHCP Client

LELL R 3745 R DHCP RS 28K 52 1% 1P Hukik 43

® RIZEMBEN, T LACE RN TR, JFXEL A M T i B

® L EHUEH R T SRR TP Mhhb s, Tovkah A~ NI — AN 1)
IP ik, KEHI 208 DHCP 55 aha 345 B iy 1P ik, i H., Xt A H
JIECH AT R

® L% E ] E 1P ML EALELEL D, E S ENLRT AANE HI [ E 1) 1P Hadk .
6.5.3 DHCP Relay A9 #2725 i [ F3
DHCP H 4% i) L84 N H 1] 6-9 P o

6-9 DHCP 4k a4 R FAERE

DHCP Server
%‘z
— Internet
S
g‘ DHCP Relay
DHCP Client
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DHCP kN AT AT DHCP P & H T DHCP & 5 big Al AR 55 25 4k T [/ —A>
MBEN IO, AREESMBL. Kk, AIMTEhATFHICE, FHFEARANMECE 4> DHCP
MRE52s, IXEARIEIRANETEN .

DHCP 14k (DHCP Relay) Zhfigft) 5 I A Mok TiX—xE#l: 2 )7 iy n] LU DHCP 14k
5 Al M Be 1K) DHCP RS54l 15, SRS GEN 1P fuhk. XA, 24SM B ¥ DHCP
% Pt ] DS R —A DHCP fgs#s, BEA TR, AT T T4 i B,
—fkUt, DHCP 4kBE v LUE 0L, W DU = )ZA8 e, 2 hay, HEfER
#% 1533 DHCP " 4kACHE IR IR 55 R P B Al

6.6 NiZE5 30815

HemgiE
GRR%IE KX LR I £FR
DHCP Dynamic Host Configure Protocol | z}j2% FHLAC & HHiX
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77NAT

XTARE

7.1 - ¢

7.2 Z AR UEFITIY
7.3 W ERAGE

7.4 J5 FEAEIR

7.5 Rk 545065
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7NAT

NAT 2K 1P EdlidRk fi Sk AP ) 1P M bR o —A> 1P MUhE i Re, 2 TS 6
W2 CRAAT TP Htik) Dl Ah R4 CAAT TP k) [K1Zhae.

TESEBRN P 2% — A FHAA A Hulk . RFC (Request For Comments) 1918 A
HHhEE T =N 1P Hihk g, HARaR .

® A £10.0.0.0 ~ 10.255.255.255 (10.0.0.0/8)
® B 172.16.0.0 ~ 172.31.255.255 (172.16.0.0/12)
® (C2£192.168.0.0 ~ 192.168.255.255 (192.168.0.0/16)

IR ZANE A I HEASTE Internet EAE B, R LA DA ] ISP (Internet Service
Provider) By MOy R I AE 2 7] B Ay N 38 B e 4R .

NAT T E 0 TSI X U5 R A 8 R D) g . JEIL W ] NAT, REfs Al 2 Hmaey
1P Mkl #e4 g D A TP ik, 9z T T TP M1k 2 (] A o )0 i

B 7-1 ik T — A IEAR NAT W H

7-1 st AR Y B AR T 12

PUEE

Bl 1

192.168.1.3| y5192.168.1.3 ||| 14:202.169.10.1 202.130.10.3
PC [111:202.120.10.2 ||| H #1:202.120.10.2 PC
-
- TSt Ehoioip Router ooy UNtrUst
192.168.1.1 €= 202.169.10.1
R
= -
B 2 . Bk 27 -
J:202.120.10.2 J:202.120.10.2
Server H1:192.168.1.3 H 1:202.169.10.1 Server
192.168.1.2 202.120.10.2

NAT RE#ALT-FAH WS RN I Z4 [FIZERR AL, I PC 55 AN IR 45 % i AZ ELAR SC 430
L% NAT RE-28 ., b4 o ftn T,

1. WHEPC (192.168.1.3) KAEAMTMRSS %% (202.120.10.2) FIEHEIR 1 258 NAT 5%
PeI5, NAT RS G LN, RIAZE IR K AE SN R 2% ()7 5

2. NAT &4 5 1 Iyt 7 B i A kit 192.168.1.3 #pl— >Rl 7E Internet
IR A HEE 202.169.10.1, KIEBIAMNTARSS A5, (R IAE 25 bk 4 gk bl
S M hE L i

3. AMEARSS S RIS 17 5, [N PC RGENV AR, RIEdE 27, IR HE M
Hohik A 202.169.10.1.

4, ¥R 27 Fk NAT RE28)5, NAT RS EHIM LN, A Y [7 R 2 bl 4%
PR iicst, A HubE 192.168.1.3 B H bk, & E45 N &8 PC.
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7NAT

IR NAT I FEX) PC FIAMI RS a3 K Ui 2 iE . N PC A SHMEIRSS 25 M AC H.
WA It NAT RS0 T30; AMBIRS 25 A K AR PC 1 1P bkl &
202.169.10.1, HAKIEAFAE 192.168.1.3 XA

7.2 SEFRAEFTY

AFFPE IS 2 BORRR L .

3t iR

RFC 1631 The IP Network Address Translator (NAT)

RFC 2663 IP Network Address Translator (NAT)
Terminology and Considerations

RFC 2709 Security Model with Tunnel-mode [Psec for
NAT Domains

RFC 2766 Network Address Translation - Protocol
Translation (NAT-PT)

RFC 2993 Architectural Implications of NAT

RFC 3022 Traditional IP Network Address Translator
(Traditional NAT)

RFC 3235 Network Address Translator (NAT)-Friendly
Application Design Guidelines

RFC 3519 Mobile IP Traversal of Network Address
Translation (NAT) Devices

RFC 3715 IPsec-Network Address Translation (NAT)
Compeatibility Requirements

RFC 3947 Negotiation of NAT-Traversal in the IKE

RFC 4008 Definitions of Managed Objects for Network
Address Translators (NAT)

RFC 4787 Network Address Translation (NAT)
Behavioral Requirements for Unicast UDP

7.3 Al ERAS 1%

W RMIT
o it HAt M TCHIBC 75
License Y #F
T3 AZ License VFA], R Al SREZEF RS -
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R IR TP k4% 7 NAT
R T35
- TR
AR150/200 V200R002C00
SRS
AN LAt R P
BHER
XA TC R R 5K
7.4 [RIRHEIA
7.4.1 NAT R9%EHaf 4

NAT HuhbEFE 3 RIALH] 2 A i R AN 9

®  NERIILE ML TP Hudk Al I F530h AR150/200 A0S Y 28 ik At 11
©® AP L% HuhE A G4k AR150/200 (574 58 2% =ML TP Huhik Fio O .
Wk 2 A Mk R Foim 10 55 A A5 ik R o 2 18] i 5 3

MHE N AN 2 A X T A AR, AR150/200 A0 12 e 34 12 0 15 7
FMAT NAT Feffe. WERT 2, WIS JsUNREAT NAT $4.

® JEIPHRIMIHIO, AR150/200 #4RSCHE L CRAFHUIE) B4 A bk, Jf

) A R 4% g 325
® FIP KM, AR150/200 K SCi) H bl (A Bl ) 5 ok FA W
F 1m) N X 2% K %
7.4.2 NAT Hbht 55
% 3t 55 b ki e R 455

NAT foiF NAT R& 24l 2NN 1P Hidl, SZL T 9f ke, 45— AW ENLT R4
HERE% IS, AR150/200 iE£ A kit IP1 VE LA TP Huhiks 2455 — IS8 =ML UT 9] A
ML, AR150/200 EREA Ak 1P2 FEH AR 1P Hubk, DAEEHE, WM E 2 6 W
B EMLVT R AP 2% (R 3K o IXFh NAT $EHRR R “ 2% 2 Hhk#4”
[ARETE
NAT IR £ S 404 6904 TP ik sk B 232 v F R R M &6 THE , B AHFH A3 ENFRAR
B35 SN 3R R %, AT TP o ik 40 B 093052, FLARSE W % 5% 20T 8537 15 9130 M 4564 19 3k EALICE
WA R AR

FESEPR N, F P R REAY SR Y R EHLEAT Ui ) Internet FOROM, 28 1ML
Ao I NAT BERE AR B R ARCSL A A, R AL TP Hiudiko o IS 4E AN fe vy i) Ab
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7NAT

NAPT

TS DR 2% [ N S E AL A 1, AT NAT 4. 3t 2 — ANk bk S e R4 T4 51 1)
i) 7

AR150/200 sl g bk itk LB 22500 22 bk e, [m] ISR 5 i 2 16 41 e Skaont i
P AT 0 o FLAAMRRE LR »

® bbbt TR ) L TP MRS . H T AR B O A TP
Mol H L AR 2 UKL H DOR SRR N TS DL, OB 2 ki . kA e
AR, Ko A it Bl — A AROA B 4 s L

® T 1) 45 b 1) 2 BRI bk S P 3 S e bkt o 224 R 30 9 4% A B 40 S R AT A I
241, AR150/200 5 SEARYE U7 ) 45 i 22 4 e 2 5 02 ARVFIER 0, AR AR His DGk
KA, B b,  FEY8E bk e Rl AN skt A g e — N kb . X AT DA
AR i Bl 4 R A Y B, AR e B LREE A BT ) Internet.

AR150/200 {EALFR ST, QS A IR SO 75 2N R AE SN I, F o feivridt
ATHBRESE, FRAR “He3 o wT LLA) T bkl p 30 90 2% SR TP M bk R 11k 46
9 AR150/200 FIARA R 2 bl Al 11, R0 0C Rl sk B SR s X T 5 2L
RAEN MBSk E LSRR, 8 AR150/200 P4 25 sk Flg 1%
8k PN 2% ML TP Mk A 1

B2 % 22 i) NAT #5377 5048, NAPT (Network Address Port Translation) HHESZHLIf K&
IR hE AL, e FRVF 22 AN S e S 21 [R]— /N Atk b, JEEMm el “£2
Xk 7 sitihlk = A

NAPT WS TP bt Al 15, K H AN [R] P3 FR bk (1 K i T LA B[R] 247 ik A

[ 5 b, R SR RE A L2 [ — A A Hodk.
& 7-2 #& T NAPT (354 5 5,
& 7-2 NAPT = E
Al 1 - BRI
J5:192.168.1.3 || | J§:202.169.10.1
JEuEI . 1357 || YEuid . 1357
‘ >
é&ﬁ*& 2: ! ﬁﬁﬂi 2,:
192.168.1.3 J6:192.168.1.3 | | V:202.169.10.1 202.130.10.3
PC Y . 2468 | | Wi . 2468

U- = Trust Untrust }
= Rout
4 Eth2/0/0 oY Eth1/0/0

192.168.1.1 202.169.10.1

B 3: Hubra 37
U5:192.168.1.1 %5:282.16133.11101.1
P . 11111 Yo 1
Server g 1] - Sarver
192.168.1.2 ;&ﬁ*& 4. ‘ W 4 202.120.10.2
#7:192.168.1.2| | }:202.169.10.1
P 1= 11111 | PG H - 22222
- >
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Nl 7-2 o, DYASAT AT O A B I BIA NAT fledsas . Horh:

® HryEdi 1 AR 2 SR A RS A S AR AT AN [ (5
® gl 3 RIEHER 4 K B AR P AR AL (E A AR R 0

XS NAT Wb, DYt i A e 21 [ — A AN ik (AN ) 115 F, - DT O
TR SCZ IR D) o

IR SRR, NAT BERR AT HEUEAR e [0 W 3 S0 H AR ik R 115 X520 5
TP IR PRI NAT $6de)a, He R g AN A B 3L

Bl & NAPT LiRE)a, NAT &4, AR150/200 & e 55 bkt b prade £ i ik, 3
FURBIRE S IR G, FHERE ) — Mok e . X [0 2 56 2 Mok de, 3]k
KUk b bkt rp A Bk B H o

#75 NAT/NAPT

A NAT, 2487007 NAT I, N EERIZE ML TP [H) A M 1P A& — X &40 e 1,
B NAT KA M TP H A me— L 52 1 W B4 TP e el .

1% NAPT, 245 “ A4 EHLI TP+ 157 [/ “ 2 W) TP+ s+
GO HASYRE R, TS NAPT AR 1P 1T LUA £ NAPT 4% HAL

A& NAT/NAPT, SCRFA R U S EHLI 5T, USSR ERUAGES XS 3 R 324
IV ) o

A NAT/NAPT, & SZERE SR 2 SO A 1 P58 0L TP Fe i K $5 2 A W W B 1P, ek
TR A R BRI T R e, R NI EANAS o 2 3 LT ) AR R 2, TR
FEHLHBHEESR € N B RE T Y, SR N A WL [FIRE, MiEak 2
I X BBtttk o A FEWLEA T Ui i) B, AT DA BT ) B S8 B AL G P bk AE 46 5 7
FRERIN I EN RTINS

7.4.3 Easy IP

AR150/200 {EMUESE YR NAT B, T2 ECEFAMY NAT Mok, bbb ok
10 /N 31 B L < S 4 5251 0 N/ 5B e e R O RV N 1B S S 2 |
AR150/200 XFAMZE TR W TP HuhEAE Jg NAT (adithl, 5oy LAA 45 A Wl 2835, Ho
R AR N E 7-3 B

7-3 Easy IP ;R EE

WML TEHLA P, 1P JEIP: IPp M4 EHLB
g
- ‘ - R -

JHIP: IPa wIP:  YEIP: IPc
HiIP: IPb IPc  HMIP: IPb

[RIAE, e AR Uy T 422 1 27 2 2 AR 2 pAy g itk m AR T Mtk e 4 o

Easy IP J5 2URF 3G A /N J5 3 (9 15 1) Internet (11550 1% 5L /N Y JRpdal ) = B2 g v /N 7Y
RONEL, NP AN SR, — AT I E VLD IS e o T IX M, w LA
Easy 1P J7 2UA% Ry W9 H - #8342 1 (1 A ) TP b2 N Internet.
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7.4.4 NAT server

NAT Baj T NSRBI gty , HA “Bil” WIBENIER, (HAAESEERN S, [T
Ae T PG AN — NV I N BN S, AL AN — 6 WWW RS54, g
— & FTP fd54s. 1 NAT server ZhRgERT LA R iGN IS B AR 55 4% . AR150/200 $243t
P RR S A IR A5 7 4 e Ak,

® 1 LIFH 202.169.10.10 1F K Web 45 25 )4 Hudil .

® 1 LUHHH 202.110.10.12:8080 154 Web 4525 (1 4haf ik

AR150/200 f¥] NAT server DIBEREMWS Ay MBI 2% T 3R BE07 IR KT R IIR ST 45« AMESHT 7
[) A B IR 5% A N AT 0001 A 0 R A -

®  ARI150/200 3 HMR T (R SRR S H A0 btk i pl o4 P 55 45 (K0 AA AT b
®  ARI150/200 H Py # ik 55 % ) [E] MR SCIRIs i CRA R Mtttk ) et ple 2 W b it

ARI150/200 325 AN P EE 2 & FIFER IR SS 4%, Bilhn, $Rft2 & Web 5525
7.4.5 @)% NAT

WX NAT Bl Twice NAT, 3535 [P 1 H 1 1P [FI I 64e, %H AN FH T &8 M 2% AL HL
5 AMRM 4 BN hE S SO

7-4 Bk NAT ~=E

T4 S 1) S b i 2 B
AL PR SR < A Y 45 - HLB
1.1.1.0-3.3.3.0, #&hd2417 www.example.com
fic & FLNAT outbound IP:1.1.1.1
{1 HEDNS NAT-ALG U =

—

F—a—

B 4% FEHLA Router
IP: 1.1.1.1

DNS/Jk %54

e 7-4 7~, HFAE AR150/200 e e 558 ol v 20 s B Hihk i e 50 28, 1) B 7 o
(IR NAT, Huhik % e Fian 1

1. AR ENL A Byl S R AME M EAL B, EHLA B4 T-AME 4% 1) DNS Hiz
% RILVi A EHL B [ DNS 4K, DNS R4 2302 4L B 1 1P il Ky
1.1.1.1, DNS W& AL AR150/200 I, #E4T7 DNS ALG, AR150/200 % DNS
NSO MRS A 11101 F 8 g mE—1im e it 3.3.3.1, S8R5 L R4y 0L
A,

2. ENLAVIMENLB, HEIP RIEH bk 3.3.3.1, TS AR150/200 i,
AR150/200 ¥ 2] H 1) TP G bk, 647 H I NAT, CEHRSCH H 1 TP #6400k
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LB B SEZHuhE 1.1.1.1, [RIEETIEH 1 NAT outbound, KFHi SCHIUE TP %4 4k 5
NAT Huhibih bk, AR150/200 ¥4 S04 &= 2 EHL B,

3. EHLBRHINEHLA, HEIP AFEHL A [ NAT outbound HuhitythHuhl, 5 IP 4y FHL
B [fdk 1.1.1.1, 3RCAEL L AR150/200 I, AR150/200 #2x 25 1P 2 5 S b
hb, HEATUE NAT, B4R SCIOVE TP B ok 6k b (st ok 3.3.3.1, RIS HEAT IE 5 1)
H I NAT, 3R SCH E I TP A NAT Motk % 34 01 A (7 P9 9
1.1.1.1;  AR150/200 KR Sc#6 k2 L A

FIERINMAE Z A VPN F13g 5, HWNMZAS VPN Fiibht—FEE oL, £
AR150/200 DNS ALG I, #8514 B VPN 15 B4 by 5138 bkt 1115 s b bk g it 8 5 & G
fic stk —, W 7-5 fro:

7-5 UM % VPN 157 TR X NAT == E

T E A S 117 8 bk s 11 Ff
It ) R <
VPN A:1.1.1.0-3.3.3.0
VPN B:1.1.1.0-4.4.4.0 S 2 LB
www.example.com

VPN B

FHLB N
P: 1.1.1.1 s
‘U]: Router ,
VPN A
FHLA DNSJR %5 25
IP: 1.1.1.1

7.4.6 VPN XBEXHYIE NAT

AR150/200 (1] NAT AL AT A 35 B9 25 (1) 05 i) AR 9 2%, 3k Sei/F 0 J8 T AN R VPN
(Virtual Private Network) ] F il [J]—ANH VU ] ARSI 4%, BEM fid ek N S Y 2% TP
Motk 5 S 1K) VPN ]I U ) 40 X 2 HLI ) 85

Wt 7-6 Fion:
SCRRRAS 02 (2012-03-30) B AU 2545 E 73

WKL AT © HE A AAT IR 7



Huawei AR150&200 R 414V i d1 7%
FEMERER-TP 55 7 NAT

7-6 VPN XELRYIE NAT

S

NAT LI NATHLI
VPN 2 10.1.1.1-202.1.2.1 VPN 1: 10.1.1.1-202.1.1.1
EHB EHLA
IPHshik: 10.1.1.1 P

10.1.1.1

VPN 1HIVPN 2FA
AL ES

Vil A~ ik -
1. VPN 1 WNMENLAF VPN 2 NN B Hilib RS, #oARAMHEE 10.1.1.1, #PE[H
I ) A0 3 9 2% 1) — AN RS 2% .

2. AR150/200 7E45%05 NAT I, K AE5 VPN AE 5 —A NAT IUCEC A, B3N A K
AR SCHIE TP #6305 202.1.1.1, ¥ EHL B AR SCIIYR 1P #4604 202.1.2.1, [FIHS
TERESL [ NAT &R, WM/ 1 VPN (5 B

3. USR8 RS A IEl R Y 2% EAL A T B IR SCZit AR150/200 I, ARYE OV g
L NAT 16K, NAT BEHUE & A ENL A S H I TP A 202.1.1.1 #4h
10.1.1.1, FFRAE VPN 1 B H LML B RAE TN B IS H I 1P M 202.1.2.1 %
4 10.1.1.1, K44 VPN 2 [ H P ENL.

7.4.7 VPN XEXH] NAT Server

AR150/200 [f] NAT FB 328 VPN SCHER) NAT Server, $2HE45 4080 2837 1] VPN A 3=
WL, BERS S FF N N £ A VPN Hihk & (137 5.

s in i 7-7 Fios:
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7-7 VPN X B£HEJ NAT Server

AP 4%

NAT Server:
Local: VPN 110.1.1.1
Global: 202.1.10.1

NAT Server:
Local: VPN 2 10.1.1.1
Global: 202.1.20.1

WWW Server B
IPHihl: 10.1.1.1

WWW Server A
IPHbE: 10.1.1.1

Router

=

VPN 1FIVPN 2FA VPN 1
4 Hb i T

B, VPN 1 N WWW Jlig5%s A F1 VPN2 N1 WWW IR 2% B (1) dl 2
10.1.1.1; {4 202.1.10.1 {4 VPN 1 NI HRSS#8 A AN HUEE, {FH 202.1.20.1 fiCh
VPN 2 A1 Ik%s# B IANHHLAE . XA, AMHIZS R AR 202.1.10.1 5t 0T L ) 2
VPN 1 #2411 WWW %%, 8 202.1.20.1 507 LAY ] VPN 2 32451 WWW RS .

Yy AR S pridk

1. AMBMZER AU VPN 1T NIIRRSS 4% A, SCH B TP J& 202.1.10.1; Vi) VPN 2
WIFRS 4% B, HROCH B TP & 202.1.20.1,

2. ARI150/200 7E4% NAT server B, M#ndSCHH B IP A VPN 15 BT AW, K H 1
IP 2 202.1.10.1 (IR H K IP 4k 10.1.1.1, 4RJGK4F VPN 1 1 H ) WWW
Server A; K¢ H 1 IP & 202.1.20.1 AR SCH H I TP H 4k 10.1.1.1, 2R )5 K1 VPN
2 W H B WWW Server B;  [A]ISE BT ) NAT 252, 058 FRBEA) VPN 15 5.

3. N WWW RS 4% A R B RN AN N 4% EHLFIHRSCE L AR150/200 B, A4 E
A NAT 2163, NAT BHOR MRS 2% A & H R SCHIYE TP A 10.1.1.1 #ed5 ok
202.1.10.1, FFRAEAMEMLE; B MIRS#5 B A H AR SCIIPE TP A 10.1.1.1 #4y
202.1.20.1, FFRAESMTIILE

7.4.8 ALG-M FHEM X

NAT FI NAPT HAEXT IP 8 30 13k 0 Huhik Fl TCP/UDP k36 (v 4= B T#e4 . % T
LR R, 140 ICMP. FTP 4%, BT SCA A 3 vl sE AL & TP Huhb it 145
S, IXEE P ZNREE NAT AR08, i n] G 80 81,

i, — AL PR TP btk (1) FTP ARk 5545 il REFEAN SR B I 28 T WL L 1 I Re b s
TR A O 1P MU AIRLS X7 o TSRS SRR TP RSB 7r, NAT Joik
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