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SCRSRRAS 02 (2012-03-30) Sy LA TR {5 S 6
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Huawei AR150&200 Z 414V i d1 %

P 5 e - i e

Sy
I
>
=\

XTARE

FP 5 iy AT XS B B A Tl i & SR SE BN B (M B R4 54t

2.1 AT A

FH P8 56 2 8 2y Iy AT 3RS, Bl N7 44742 10 CLI (Command Line
Interface) , w178 EH P 5 2S48 B H T H .

2.2 Rk B

M P AER N AT BT RO E Y A, T DA A2 T B DUSRECAE C B T 2 A s
I B o

2.3 i AATHRIE

AT HEAE LU RR I, AT USRS B o RS 7 A iy AT

2.4 HRpEHE
FPar DO kA0 R g sl sl [ e SO PLBEsE,  se soet N dr & N, AL qE .
2.5 Bo B 244

A, AT RL T i B i AT AL .

SCRSRRAS 02 (2012-03-30) Sy LA TR (5 S 7

AT © AR IR A+



Huawei AR150&200 R 414V i d1 7%
B fEr - S & 2 ABMAAT

2.1 TR

H PG sk 2 o B I AT RN G, BIEEAN M 2474#: 1 CLI (Command Line
Interface) , MATHIEM P S B BARIATLHMEH T .

AT R A R

® fuVFilt Console HIHEAT A HIL '

®  AVFE Telnet. SSH AT A ol izt FE L

® fi telnet 772 H G EHIL E B A%

® RfLFTP k5, T BAL. TESCI

® {2t User-interface FLII, & P& & F P 1) 2 Bl &
® A RARY, ARG HBEATAH N G0 ) d 4 o
[ ]

FEHEAINIE. password. AAA =FPIGIET720, L password 5 AAA 56 UE 77 U
TRARBAH P TGRS s, TRUE RGN %4,
® JH/ LB BEN “27 MRS .
® T AT AR AN TE A VLN LR SCOGHRAE 2 M e i S WA 5, A
Ao
o LIRS, Wl tracert. ping 5%, IHEIZ WL LT IEH
o IRLRETFE. WATERIIAGE, HUNS W28 .
® {R{ILIMl DosKey MIDRE, nIABAT RS 4.
(AR
® ZLTEHPITHFARERKA S2AFH, QA RTEEXGHIL, FIEEAXZ
BRAMAGHIHZERK, RERAGSGENRE AN TH, 22RIRA LT EH
KA ARG R B R A" —— %4 4. F4e display current-configuration 44>, T VAL

AATHFH d cu. dicu K dis cu FET APAT A S, ERfEHAde R discF, BAHld
c. dis ¢ Tkt —,

0 LR fFA R ESXMTRE, b TEARAINRE P ER R TERX, THRFK
B P AEKERESDAFHYTS., ZREBN, ZEPABLEKRE. B, £
1B R XL HETREN, LE2IELNEKRE.,

2.1.2 (v SR 5

N T WA A, REKGHAIAT A, BRI LA R S
A GRS L (0 2030 AT SEEBIS 25A4S FE P (807 TR A BRE R B 71 o

FAETEOLY, oL 0 ~ 3 WHATEN, M 90 0 ~ 15 HatArEmt, 1 4
R GRS R R IR 2-1 P

SCRSRRAS 02 (2012-03-30) Sy LA TR (5 S 8
AT © HhH AR A R 2 7



Huawei AR150&200 Z 414V % d1 7%
B r - S & 2 ABMAAT

% 2-1 SR 5|

AP | w< |&512 | %A
KA | R | R

0 0 MK | M2 T a4 (ping. tracert) « MAE % HK Ui il 4t
A4 (Telnet /73D #4) display v 425

1 0. 1 | ¥ | HTRG4dy, Wi display 2.
15 EA

FRAFTA display 9402 KAER, Hodod 32 E S 49 display
current-configuration 4~4~#= display saved-configuration 442 3 %
FHE, Eb BRI HAIL (Huawei ARI50&200 F 7 £k
B PRE) FH.

2 0. PoES | WoBCEm S, Wiild. SAMBRXNGS, R

1. 2 P H R4 IR S .
3~ |o0. EHE | HTFREEARZITHmL, SHESRACEER, a3
15 1. fF &4, FTP. TFTP F#k. BoE SO A, i)
2.3 fird. AP E G S . MAY0NREMS . REANESH

BCE A2 TSR WY debugging i 245

(1 tem
® LIREIF, RBGANERAZE, A THEIERGL08E B 25T AGLIER G4
HI 2 SBT3 L 6 B
® A P I AAT 4G Rt R P G BB R T
o EFAPRINAI6R, SHLBAE., RRBANGA P ERE, REEAFTRIETAT
BR a4~ T AL user privilege level level 474X F F P 5.
BENERGS
AT JPAEAE, 7 RT DA iy O IEAT Ay A8 ER BR[O RS R T
ﬁﬁé\;f]ﬂfg /E\ o '/E\‘ {z{:};“éﬁ;j:gf%ﬁﬂ _F:
1. 474 2% CHM (Y.
2. gk “MRY, FREAR IO, R 2-1 k.

SCRSRRAS 02 (2012-03-30) Sy LA TR (5 S 9
AT © HhH AR A R 2 7



Huawei AR150&200 R 414V i d1 7%

P R - AL A B

3.

B 21 #EAEERE
(=13
o] h e
i FTED  ETH (@)
BRO | #3lw | RO s -
500 EE A ) Bl = E
| | | ~]- BEHR
EETT T 3 0 AR 4T VEP
wE (B @8 PN B R
%, BEBEHS
g, WE. &
HEH. HE. 5
. {HHTEE. H
i HEm .,
A EREsH
FlE-nHEls, &
BiEEEER Fa
SR,
ey FUHEEEHT
[ _‘? 25 [:Hj L o .
v TUERHRLED S o AT LFzim :
 REEEE @) . _—

FE “H N AR R R AT AR e g0, JF s “AIH TR 1%
BN X I AT, RN 2-2 .

HL, BRI A A g

SRR AR 02 (2012-03-30)

A A T B

WU © HE B A AT A 7
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Huawei AR150&200 R 414V i d1 7%
B fEr - S &

]

SATE 3 AT

B 2-2 =R AT Am

CITRER

o o« 5 [
FETH; RIE FIED  JETH (@)
-
ARO | FBlo ®RO | _
AEB A BiE U connection
3
=™ RO

ST ()

FEH]. 500 connect ionii
import-route i... #y... 1 Knmpellaﬁﬂii
port vlanmapp. .. 6H... 2 .
import-route 1. .. EE... 3
1zs-lewvel o4
bert ( TIHEOM. .. #n... S undo .
bert (CT3EEO. .. #r. .. 6 connection
ipvl import-ro. .. g 7 ce-offsetii%
port cngy | @3 sk IECE LAY
%nnp;free—alte. .. g .. ilil Eompellan2iE

sp—tragment=—. .. L
qing mapping p... W, 1E .
eportcronte (. B 14 REHAT, 3
ipvf default-r... .. 15 - Yo R
;pvﬁ import-ro. .. HE... 12 Kampella}‘?itii
- BELAERQ B
v FLACTELIF8E] ()
T EREED @) LUt S bt
AN A

| TN

H
THOLT, A HE A fir & TR A BEAT 1% 2
N LEAN T PR L R GELL A aaa PLIE B
# L s I, WURIE A s B, WEEA T LA .

<{Huawei>

# BN system-view Ji5 W14, HEANRGAIE

<{Huawei> system—view

WL, P a2 AENHERA (BRI SRR

[Huawei]
#UERGALE NN aaa, WATHEAN AAA FLI .

[Huawei] aaa
[Huawei-aaa]

(1 sem
O HAATIR T “Huawei” ZH {09 EMN G,
® EIRTFHAT A BT GNE, Hlde:  “<HUAWED" 254 PAE, “HUAWEIL-
ui-console0]” & 7= Console A & F @A .
SRR 02 (2012-03-30) e T
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Huawei AR150&200 Z 414V i d1 %
B fEr - S &

[\S}

‘\gk
g>
A\
—l

ALAE RS NI A&, AEERE N el LUSEEL, ESCHLNZhRES dr &t
LB

2.2 TELLF BN

Y H P ER N AT AT B TR B A5, AT DU P AE £ 3 Bh AR ECAE C & T 2 A s
N EN

221 £ BE)

PG, WERANER LA & OB T BB HL, AT DU A AT IR SE A B ak
A OCHE 7 SN .

RMETER
o A AATHITEA T UG LL F A R
- TEAE AR, A 27 SR A WL R BT 4 B A

{Huawei> ?

User view commands:

arp—ping ARP-ping

autosave <Group> autosave command group
backup Backup information

cd Change current directory

clock Specify the system clock

cls Clear screen

- BN, RV BRI 27, WAL E N ORHE Y, WA A Oc B
TR HAGIE . 28I

[Huawei] interface ?
Bridge—if Bridge—if interface
Cellular Cellular interface

Hrr “Bridge-if” « “Cellular” & K8# ¥, “Bridge-if interface” 1 “Cellular
interface” X S 7 1) 4 Bl IR o

- BN, RIS BRI <27, MR E NS, WA S HOUE R
VLIRS AR IR . 25610 T

[Huawei] ftp timeout ?
INTEGER<1-35791> The value of FTP timeout (in minutes)
[Huawei] ftp timeout 35 ?
{cr>
[Huawei] ftp timeout 35
Hrr,  “INTEGER<1-35791>" Z&ZHUPUEMBEY], “The value of FTP timeout
(in minutes)” XS EAEH R AL, <c>RRZAE LS, EEEER T
—NM AT EM AR IR, HEEA PRI AT AT .

B
2.2.2 RSN

S A AT, AR IHCR A & B T IRk AN BULAS R, AT DM Ay AT
(K328 733 BRI A 545 £ TSk I P AT B 7 1

SCRHfA 02 (2012-03-30) B AR s 2
BRI © S0y BARAT A



Huawei AR150&200 R 414V i d1 7%
B r - S & 2 ABMAAT

BRIESR
© AT HY T LB AT = SRR
- BATREE, HURRHE “2, SIS IR AT

{Huawei> d?

debugging <{Group> debugging command group
delete Delete a file
dialer Dialer
dir List files on a filesystem
display Display information
- BN, JEE TR <07, S LUZ TR B IR I T R
—r
?‘o
<{Huawei> display b?
bfd Specify BFD(Bidirectional Forwarding Detection
) configuration information
bgp BGP information
bootp Bootstrap Protocol
bridge <{Group> bridge command group

- AT IS R IR LA T RE 4% R <tab>B, AT RLGR H e R S0 B
T AR LA PR DAME—BRoR A2 OCHE T, I, MESHE N <tab>BE, W]
A F I OCBE T, H a] U AR £ Pty 2L O 7

R
223 ELITIBIRIER

PFra P AN S, mASE AR A, WIEFHRAT, WA 2 10 s d ik
R

HOLH RS B2 I 2-2,

R22HLITEREIREER

EXHIRER HixlE
Error: Unrecognized command found | A5 Ar$k #| iy 4
at "M position. - o
A BRSO H
Error: Wrong parameter found at " SRR
position. -
SR
Error:Incomplete command found at "' | i A\ iy 2 A58 44
position.

Error: Too many parameters found at | I ASEKZ
"M position.

Error: Ambiguous command found at "' | %y A iy 2> A~ BH A
position.

& ,—
2.3 e S1THIE
T ATIRAL DU N R, mT LA B A R (S B A A 247

SCRAFRA 02 (2012-03-30) T I 1 3
WERUTTAT © HE A AT IR 7



Huawei AR150&200 R 414V i d1 7%
B fEr - S & 2 ABMAAT

2.3.1 fmiE45

AR150/200 [ 247 # DI S 9t IhRE, 2T, MM R AKE
K512 DNFHF .

— LB T 2 4B T RE SR 2-3 P

< 2-3 HREEThREER

INRESE INgE

S e LIRS T DR, MR ZY A AR, FEmA B 3)
JebR, W, M,

IE#4E BackSpace MRS ERRAL B TR — NP5, ek i®, FHealilas

. m e,

JEthstE—Bi<Ctrl B> | Jehri B8 DN PR, oLk aen, Wk

Pa o
s,

Ak~ Bi<Ctrl F> | Jebria A B sh— DN AR, HoarliiaeR, Wik

==%
B,

Tab FANATERER) KRB 5 4% T Tab 8, R & H SR AT 7

-

® IR L PRSI IBE T E—, TR G e e BE ) S i 7
PSS AT HAT S, ehRBE i A H s

® X P AULACEE VLRSI SBE T ANE— 5 DL, EE R
B2, ZRSE Tab SEAOGIAENTE, BLIN ebrifin A
1%, FE AN R AR

® NN AR IRICH T, 4% Tab #)5, #HATER, HIAK
R TAZ

2.3.2 B4
A A AT A L [ 0 wos e tE, JF BT DU F P ik, RaE R i om 7 2
W b AT DR A R R
® i RnE R, AR DI, AR oI R AT DA AL,

<t

W 2-4 iR,
%+ 2-4 RIRINEER
TheESE TheE
A\ <Ctrl_C> (IR TN A R /AR
BN A BEERN T —hHER.
SCRSRRAS 02 (2012-03-30) 6y B A AR S 14
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Huawei AR150&200 R 414V i d1 7%

P 5 e - i e

DhRes Thie
NI BRELT S T AT E

2.3.3 IEN|FRIER

IENIRIE IR T — R P A7 B DL OB, Il 77 (747 a 2] z) Rk 4%
(ERR “OUPAE” ) e IENIZRIE AN — AR, R RS PR P R 0 74
A REATVRAC . P AT DM IR SRR R D8 Won (5 R, 5 S DR 25 4k 21 P 75 4
B

RS LY Ry
© BT &R T T LA T
©  HRIRILREALIIA 57 AT K

IE W RiX 3R 1E T A

TFE U IE 2 3730 45 FHARE IR - R A o

L ST i
WM AR ICEC S SRR ARG . BRIE IR SRAVNG R B bR s
AR SRR TR . Biltn: a UURC abe HF a, 202 VUAL 202.113.25.155, @ULHL
xxx@xxx.com @

o T
TR A Y 7 R TE O AR PRI 0 AL . 3R 205 SEAPISR 75 B BE3F
HEROUI A

R 2-5 FiRF A REERE ik

YSTRFR | ThEE 245
\ L e R L €27 S N
FRFECE AT sl A E
I
A VEHCAT B A E A0 ULREE 10.10.10.1, ASPUL
20.10.10.1
$ VCICAT R4 & 1$ULHE 10.10.10.1, APLRED

10.10.10.2

DCSC Ry T 145 1E U ik U ksl
Z Ko

10*u] BAUTFE 1. 10, 100
1000.
(10)*A] LAPLEE A% 104
101010.

1010+

SRR AR 02 (2012-03-30)

LR AE R
AT © AR IR A+
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Huawei AR150&200 R 414V i d1 7%
LB r - S &

HSHRFF | Theg Z450
+ VG BC T 9 7 1E W) 2Rk A —kE | 10+ LAUEEL 105 100, 1000+
2w, e
(10)+7] LLVCAL 104 1010+
101010, =++==
? DL A T )7 IR A U kel | 1020 BAVLAC 1 53 10
— U (10)77 LAVE A2 458 10
DERCAT B A T4 o 0.0 AJ LAVTHC 0x0+ 020, ====
.00. 7] LLVGT book. look. tool.
0 RS NI IENEREAAE R | 100(200)+7] ELVLHC 100200
—AFIENFRIAS, ULEF3RE | 100200200, «----
A IFFRPUX— VL. [ H5 5 A
LIS
x|y VLHE x B yo 100[200 VEAE 100 B35 200
1(23)4 VLT 124 5% 134, 1A
VLHC 1234, 14, 1224, 1334
[xyz] VURC IE A a5 AT — | [123]ULAL 255 H1 2
A==
["xyz] DERE WA AP AR S 4T | [M23]ULRCKR 123 ZAMNIAT 45
[a-z] DLHCIE N5k U e Ya N AT | [0-9]ULEC 0 31 9 2 [ f¥ A7 $+
B
["a-z] VCHCIE MR IA g e e I AMOAT | [20-91CHL BT SR8 7 74
BT
_ VERC—ANES () ZAfedhS | 2008 ATLAVCHEL 2008, “54% 2008
(O« Afedss ) AREE | K. 2k 2008, 2008 S
Ty AR 2008,. {2008}. (2008).
VSRR R TF e . | 12008) (2008
UM 2 = SIS ST A
LR —N 2k
[RART"

Mabdd A58, LR ¥ AR 6 F AR 6 R T AT 69 F4F .

® RPIRKTATIIRAL

FEBBRP IR AT WUARAEAE QT P IE W FRAGE AR IR BN, 25 1EIR A, O I 5

Fo

- REREART AR ATV

- R 27 L C7
VLHC+45, abe(*def)VLAL abe*defs

e WRARS, AN LR T AEA L o
“O7, MEFIENERIE MR AN TR E . Bl +45

SCRYRAS 02 (2012-03-30) Sl B RS B

AT © 0 HARA IR A+
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Huawei AR150&200 R 414V i d1 7%

P 5 e - i e

L
2 ﬁ/ﬂ‘lm\éﬁ/\‘(\’TT

- RS “n” ) AEIENRIERPE —NFEALE . Bl abe VLR abe’s
- FERTERF 87, AEIENFRE WS G — N E . Bl 12$2 VUAE 1282,

- AT )7 BEE Y AR AR S C(7 8“7 . Bl abe)lLRC abe), 0-9]
UCHE 0-9].

(RARTY:
MRS A BLIA, A EENEAX QRS < ()7 AaAHTENRKX.
® AT SRR AT I A S AL ]
SEERR A, AR SN EE R b MR AR A A, T 2
TRAFR TS, VLB RS R I I A R

EaSHhEETEAR
Huawei AR1508&200 # 71| R ) E ) & ik X L IE B AT 69128 fe. JHIEPTA display 44
HEIBFEEF. AR TEEATIRZ T, ddisplay 94 X HFFES;, YETREEAS
ARV B, M display 474 LFFE AT
FAPEFMHTE NN, D TAZNE—TEEFT, AOSEFAEHELZ ISR
¥, mARILIR AT B AE A AL,
ARG CFHATH| count, ol I uE S AF a4 i 45 R 1047 £ mT BL Y k7 Al
M.
FESCRFIE MR IE i 2rh, A =R 9807 Tl
® | begin regular-expression: iyt LAULFCHE & 1E WA X AT THLR I T AT 4T
® | exclude regular-expression: iy ANVCECTE & WA A 1T
® | include regular-expression: St VLACHE &€ IE WA I 4T .
(RARUY:
regular-expression 7{7 —’1"4-/7:]: $ ‘}f/} i&, ‘KE&?@ E’] iEl'Z; 1 ~ 255, H regular-expression CF ;l': ﬁlé/%\;ﬁ “_”
234 WL
AT LR Doskey Dhfie, BERL H B ERAZH P EEAN R S22 H P 75 2k
AZHIEEPATRE 2, T LA dr AT 8 DR D s w4, PR AT, JifE
TR
B TOLT, ABREASE A RAE 10 57 4. W LAl I history-command max-
size size-value 17 AEAH N (] SR N BT 3 B ARAT D s 2 538 e KIWCEN
256,
[ARRVL
FHAR P AR i K, BATHRALRRKI A4 AR IEEN A L4, RahT
HME,
X I3 S iy 4 R A A 2-6 T o
SCHRRAS 02 (2012-03-30) MRy LA LR B A I 17
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Huawei AR150&200 Z 414V % d1 7%
B r - S & 2 ABMAAT

R2-6 B EWL

BRIE & ThRERE gR

BRI A display history-command BRI PR LA

vill B4 iland | BehrEEsE <Ctrl P> WA L A,
MECH E—4& s, &
RSt

Vil F—4%& i | FIehbrioiE <Cul N> WA B A A
MECH R —4& s, &
MG =2, MRS,

[RRETE

%t F Windows 9X #9#BHL4SE, 1 ALK, X2 & -F Windows 9x 4948 BLksp X ANEAE T R
B, 3BT IT VAR 4 AE<Ctrl P> t RARSE IR B RIAE B 49,

FEAE I D S i DO REIS s 7 B
®  ARI150/200 fRAF N1 S i 455 AL SN R i A% AR IR, A R A T i 2 AOAS
SERILA, RAFI P LA g AN e BB

o IR ZUHATIRI 4@ 4, AR150/200 (¥ )] 5 v 4 o HUAR B e I — ko (D
RPAT I AR XAT, R AR fir 2 X o

Bl 2 XPAT display ip routing-table 774, [y & H U RAE—4% . WIERPAT
display current-configuration Fll display ip routing-table, 1§ {r&A7 4 W 4% S 4o

2.4 RiEGE

P AT DIGE I AE ] R G B el 1 SCIRIPRGERE S8 o I i & (KN, fr AL dedle.

2.4.1 RIFHER 53

FEAEAIPRFEREIN , SRR B PIRILSERE, B UM REER A R et bR . T T 202K
Jeis PRI DA EE PR R A A ) A5 P DA

ARG I IREE ) PR :

o RUtLSH AT LLA HE U TREERE: I8 4 4>, {045 CTRL_G. CTRL_L. CTRL_O
HAICTRL_U. H /o] LIRSS B O 21X 4 MERE SRR ar QU T O%E, 4 fd
RGBT, RE BIPATE PN 2. 8 SR IRGER K 752 W 2.4.2
7B XARHERE .

®  ARLGPSEHE: ARG MER . XRMREERA BT e X, AR MEDRE. RS
500 T ELRGE B LIR 2-7 P

(1 ssem
W F R 6 4 S st T AL s A g SRR TR, Bk eksh b S0 R ) 4G Bt a5 R P75 3R 6 dikt
AT R £ 7.
SCHRRA 02 (2012-03-30) RS B 3
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Huawei AR150&200 Z 414V i d1 7%

L B4 - L 2 W AT
% 2-7 RYIRIEGE
LheESE Thie
CTRL A Bk s 2 4 14T Ik
CTRL B BehRIn e 8 — A1 .
CTRL C 15 1 AT IEAE AT IR D BE .
CTRL D IS S T B Y d o VA= WSO
CTRL_E B BN B 4 1T AR R
CTRL F S W AN IV Y 2 I M= G
CTRL_H TR SCRR e ) — A4 6
CTRL_N ETVNVIE iRl P L0 SR S ot
CTRL P ETRAN A st -l o P R T R S O
CTRL_ W B SEhR M) — SRR () .
CTRL X THIBR St 2 0 e A7 1R -4
CTRL Y I b B A B A A BT AT (R4
CTRL Z AR PREDREI AN
CTRL ] L[N PR B ) R
ESC B Kobhsm A s —A 5 (word) .
ESC D B Sehs A M —A~ (word) .
ESC F Kobbsm A #s)—A 5 (word) .
2.4.2 TESCIRAERE

SR 2 PEHAE A B — AN B LA 2 I, T UK S iy 48 SOtRaiesd, i A
JURAE, RTMCR . A EEGN A E SCRAERERRLR .

THERGE N AT MR E
#BRME we
5T P hotkey { CTRL_G | CTRL_L | CTRL_O | CTRL_U } command-text

CTRL G. CTRL L. CTRL O =/MREEHEMERINE LT
® CTRL G: X{JWfir4 display current-configuration

® CTRL L: X174 undo idle-timeout

® CTRL_O: X[Wfi74 undo debugging all

SCRYRRAS 02 (2012-03-30) g A R 35 19
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Huawei AR150&200 R 414V i d1 2%
B r - S & 2 RBMAAT

CTRL_U PREEFEERINE N 2

TE SCPRFEERIN, 0T 2 A2 4L 2, Bl 2 g o, f 2 HXG 54x
o X T AL ML, M h&aa, AREiHxEy.

(1) +mm

“Ti@ it undo hotkey 4-4~1k 5 7 4o b bl B 44,

2.4.3 RIEFEAER

FEATATT SOVFS N A 2 1 5 #r] DU N BB, RGEPATHS, 2% PR s ok Y 1 iy 2

BoRFERSRE L, WREAN T 52—

o WS OGN T ANy, AR BN A LRIA, BRI P
B LT AN I PR s =S, TSR N ) & Bon e fi s b, S
P BR T BN, AR5 TR RN e i & —FE.

o RFEHMIPIT WA, WK AR IC SR AE A 2P X R H & DL ) e
7 ANEEH

[RRETE
AR AR LT 6% ) P P R 948 Bh, Bl P sk g B 2 A bttt 53k B A% 4Y
PR HER AR, it 4o R R P AR R AR LSE AR B B IE T AR ATE Pt R 8 4 A

AT,
A DAEAE SR AT AR A
#HRIE we
A PR B ) A 1 D display hotkey

2.5 BL %445l

A, T RL T i B i AT AT

2.5.1 Tab §&{F R HI

Tab SEAT IR E] . FEABIT, Z AT R 545 T Tab 8, ATLRA3 P
AR Y, B R AR 7 7 1IEH

de B 2 gy

B=RIao

P RN B NS o B, SRS AT M AR LR,

F Tab Bk o] DO OGN A D7 (EH P A4k DA A I 75 i 2
BRIESE

® T Tab BEMMEH, AW 3FMEL, 4mzsEIan

- IR A SRR - UL ) OB M —
1. HIAATERE SR
[Huawei] info—

ORI 02 (2012-03-30) FEHE AR 2
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Huawei AR150&200 R 414V i d1 7%
B fEr - S & 2 ABMAAT

2. %K Tab .
W) 22 498 FH 1 50 22 1) OB P AR B AN AT 0, oAb B 8 — .

[Huawei] info—center
- TR AN DT B DU PR DG B AN —
# BT info-center J5 [ ] LAUERAN R 3 METESUE “log” MIORBET .

[Huawei] info—center log?

logbuffer Setting of log buffer configuration
logfile <{Group> logfile command group
loghost Setting of logging host configuration

1. IANANTERE SR
[Huawei] info-center log

2. $%F Tab %,
MRS 8 5 BRI A TLRC IR S BE A AT SR, AP RrgtE “log”

[Huawei] info—center logbuffer

AkSEA% Tab OGBSI OUFRERIT AT .

[Huawei] info-center logfile
[Huawei] info-center loghost

T SRR 3 e T L OCHE  logfile f5, W45 1E 4% Tab
3. HEkKHE, AR KT path,

[Huawei] info-center logfile path

- ENARRIOCEE SN Tab B R A& B 72 W IERD
1. EIAATEEE) ST loglog.
[Huawei] info-center loglog
2. %N Tab .
[Huawei] info-center loglog

RGHAT W, AT loglog AAE, T HOGAR IR AT, 1
PSS =

-7
2.5.2 EX RIEHE TG

FE SCREESE R AEAGI R, R I B2 SONPREERE, S\ dir & I L (]
RN RGESE, J7 (A, $RTIRCR.

ERER
WG S Bt bow T RERE, IS AT B PRI LS, AN H P g0
BRIETCE
1w UHPSERE CTRL U, 54 display local-user 3H172CH, JFHAT.
<{Huawei> system—view
[Huawei] hotkey ctrl u "display local-user”
(1) +smm
SR AR R, ﬁ%m§4W7%m&%W7, Poded B A B, F BRI RG] S ARR, AT
Eﬁ/\“[’?;j‘éﬁ\’[’?> “P—(‘:P/x;ﬁ’ #%, jrﬁ%’fﬁ[ﬂ)‘g\g]'ﬁ_
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Huawei AR150&200 F 51 /% 2%

PiC 45 R - SR AT e A AT
2 IR [Huawei] FEEARSER “CultU” B GRS,
[Huawei] display local-user
User—name State AuthMask AdminLevel
admin A H -
root A A -
Total 2 user(s)
-
SCRYRRA 02 (2012-03-30) ey A R 35 )
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Huawei AR150&200 Z 414V i d1 %
B fEr - S & 3HTHARE

BITEARACE

XTARE

PGS 1 5 LIRSS BT AL ARLE, ARG R S AL SR ER 551

3.1 it B RGNS
FPARME B Tk, BE LN RERAIR G,

3.2 R RGIEALE H
M PR R T ARG FIAEANCE G BN, nT AT AR display 4> o

SCRAFRA 02 (2012-03-30) LA I 1 23
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Huawei AR150&200 R 414V i d1 7%
B r - S & 3HTHARE

3.1 BB RFEAFINIE

RIS B R, BCE LN RGEEAIA L.

311 IR EESE

FEREAT RGN BEAIA BT HC B AT TRV I D HIPASE « C R R R i A 55 A0 a4
o AR AR S T B A S .

I FAEREE
R EN SR, H P BT RGN REAIRGACE, DUMERF &SR 2k, &
FEIBTIR] . WG R FREE
MBI
TFRCE REIREEZ 0T, T B el bl FAE45%:
® ks AL EAKIE
iR
FHE RGNS 5, T Bl LU N8 .
F5 | #uE
1 EX A
2 EHLL TR
3 Bl A
4 i 2 2
3.1.2 LB E AN
MWL P 2 AR T B PR, PR DU RSN R S WCE R E SRR, DUMET P8
> Ja VR INAS [F) PR 12 4% o
HEEE
W84 44 B T i A B AE R
IRMESE

S HATHr 2 system-view, N RGIE.
$IE2 AT 4 sysname host-name, B E TR

BB TEOCR, A ENLA A Huaweis

SCRAFRA 02 (2012-03-30) T I 1 24
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Huawei AR150&200 R 414V i d1 7%

P 5 e - i e

3 T HATCE

B AR B A B AE i, A n] AR o 2 5 OB % 4 PR

R

3.1.3 & & R G

RESR

RGP RE R

N T PRAIE A 255 T R BE A A [R]— I BN B AR, T 5 e s s R G

ARG Pl R G BN B 7S (I ) o T3l AR R, T Al AR AR [ AR [X
FIRE, B HBERG

KRN PP=UTC (Universal Time Coordinated) i F1/piH I [a]+i X A A2+ A I 5%
T ARE S HoAh 5 # E i P A, P 75 R R G B HEA .
EIEA P R AT LT R AE .

T4 clock datetime HH:-MM:SS YYYY-MM-DD, V&8 47 R F1 H 3.
[ARETE
HAaFR A 0 0F, @iTARGARE R EAOAA £ UTC B, UL E BATet e, 463207
AR, KB EAG UTC B R, PAPRIEARHLAT R E A,
AT 4 clock timezone time-zone-name { add | minus } offset, B&'E FTAERI X,
® add H¥AE UTC Al o] () 3EAt 38 hn+s e i X fmfs & . BI, #F RGERIAR UTC I
X IREEAL b, b offser, AT A4S 3 time-zone-name PThRIR IR DX IS [H] o

® minus K75 UTC bRAE [a] 126 Eyk 452 I K mts & B, 72 RGBT UTC
X EEAL b, I offser, LR LAF 3 time-zone-name JT bR IEIIS X IR TA] o

AT A4 clock daylight-saving-time time-zone-name one-year start-time start-date end-
time end-date offset &Y, clock daylight-saving-time time-zone-name repeating start-time

{ { first | second | third | fourth | last } weekday month | start-date } end-time { { first |
second | third | fourth | last } weekday month | end-date } offset [ start-year [ end-year1], W

BHHEAW
BT, RERAREELLSN,
e B R A, A I IR I A2 SRR S H i+ H I, R+, H+A
M. R IDUAECE . BLE 71512 clock daylight-saving-time 174 o
(RARTY:

BB FT AT a4 A2 B AR, $hAT4 4 clock timezone time-zone-name { add | minus } offser % B B X

ZRITTVARI . AR AT 4 display clock BR80T R & 4 B A 4, 4 BANLRZE,
HALTZAR BN S,

s

AL clock datetime. clock timezone. clock daylight-saving-time — 457y 2 B 5
JE o

SCRHfA 02 (2012-03-30) B AR s 2
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Huawei AR150&200 R 4140V i d1 7%

P 5 e - i e

3 T HATCE

® INRLL LKA AR E, WIATHr2 display clock K W7 ¥ iR ZE i £
o AL E=Ain AMERAGUATHCE, BUES RGN R WL 3-1 Pios.

TP 280 JE RGeS TR & 2010 46 1 A 1 H 08:00:00,

® 1: KISIUAT clock datetime iy, FL'E 14T N R A HIYE date-time.

® 2: FIRHUT clock timezone 7%, HLE T X SEL, BAWES & /2 zone-offset.
® 3: FIRHUT clock daylight-saving-time 174, ML T EZ A4, AW &2

offset.

® [1]: #Ur clock datetime 74 J& iJ MEMC & .

% 3-1 AR HEETRGIR

#HRIE

i B /5 B R e (8]

24

1

date-time

Fo&: clock datetime 8:0:0 2011-11-12
e & 5 1 R G ] «

2011-11-12 08:00:03
Saturday
Time Zone (DefaultZoneName) : UTC

JR A G 8] £ zone-
offset

fii & : clock timezone BJ add 8
(R E IR

2010-01-01 16:00:20+08:00
Friday
Time Zone(BJ) : UTC+08:00

1. 2

date-time X zone-offset

Ml & : clock datetime 8:0:0 2011-11-12 F1 clock
timezone BJ add 8

B A I RGeS TR -

2011-11-12 16:00:13+08:00
Saturday
Time Zone (BJ) : UTC+08:00

[1]s 2. 1

date-time

fi & : lock timezone NJ add 8 FlI clock datetime
9:0:0 2011-11-12

WL

2011-11-12 09:00:02+08:00

Saturday
Time Zone (NJ) : UTC+08:00

J5 AR G [A) ANAE A I
B, I Js 2R e 1)

Fit&: clock daylight-saving-time BJ one-year 6:0
2011-8-1 6:02011-10-01 1

P i R ARSI )

2010-01-01 08:00:51
Friday
Time Zone (DefaultZoneName) : UTC
Daylight saving time :
Name : BJ
Repeat mode : one-year
Start year : 2011
End year . 2011
Start time : 08-01 06:00:00
End time : 10-01 06:00:00
Saving time : 01:00:00

SRR AR 02 (2012-03-30)
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Huawei AR150&200 R 4140V i d1 7%

P 5 e - i e

3 T HATCE

#BRME

e & S5 B R GERT (8]

=307

JE ZR G I (A7 2 A I B
WL A R R G )
+offset

B E: clock daylight-saving-time BJ one-year 6:0
2011-1-1 6:0 2011-9-1 2

M ETVESSNIRIEIE
2010-01-01 10:00:34 DST
Friday
Time Zone (BJ) : UTC
Daylight saving time :
Name . BJ
Repeat mode : one—year
Start year : 2011
End year . 2011
Start time : 01-01 06:00:00
End time : 09-01 06:00:00
Saving time : 02:00:00

date-time NEE A B
W, WA date-time

it & clock datetime 9:0:0 2011-11-12 F clock
daylight-saving-time BJ one-year 6:0 2012-8-1 6:0
2012-10-01 1

H B A IR SEI [ -

2011-11-12 09:00:26
Saturday
Time Zone (DefaultZoneName) : UTC
Daylight saving time :
Name : BJ
Repeat mode : one—year
Start year : 2012
End year . 2012
Start time : 08-01 06:00:00
End time : 10-01 06:00:00
Saving time : 01:00:00

date-time 1835 A Bk
W, N4 date-time
+offset

fic & clock datetime 9:0:0 2011-11-12 FI clock
daylight-saving-time BJ one-year 9:0 2011-11-12
6:02011-12-01 2

LWeWETVERZN NI EE

2011-11-12 11:02:21 DST

Saturday

Time Zone(BJ) : UTC

Daylight saving time :
Name : BJ
Repeat mode : one-year
Start year : 2011

End year ;2011
Start time : 11-12 09:00:00
End time : 12-01 06:00:00
Saving time : 02:00:00
SCRAfA 02 (2012-03-30) LA I 1 27
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Huawei AR150&200 R 414V i d1 2%

P 5 e - i e

3 T HATRCE

#BRME

e & S5 B R GERT (8]

=307

[1]s 3.1

date-time NTEXE A I B
W, WA date-time

Jid & clock daylight-saving-time BJ one-year 6:0
2012-8-1 6:0 2012-10-01 1 1 clock datetime 9:0

2011-11-12
Pic B e (K AR GE ) -

2011-11-12 09:00:02
Saturday
Time Zone (DefaultZoneName) : UTC
Daylight saving time :
Name : BJ
Repeat mode : one-year
Start year : 2012
End year ;2012
Start time
End time

Saving time : 01:00:00

: 08-01 06:00:00
: 10-01 06:00:00

date-time 1t 5 I B
W, WA date-time

Jid & clock daylight-saving-time BJ one-year 1:0
2011-1-1 1:0 2011-9-1 2 F clock datetime 3:0

2011-1-1
Pic B (K RGeS )

2011-01-01 03:00:19 DST

Saturday

Time Zone (BJ) : UTC

Daylight saving time :
Name . BJ
Repeat mode : one—year
Start year : 2011
End year : 2011
Start time
End time

Saving time : 02:00:00

: 01-01 01:00:00
: 09-01 01:00:00

W R RGN ) £ zone-
offset FEALER A I
B, T Jst 2R G 1)
*zone-offset

FiLE: clock timezone BJ add 8 I clock daylight-
saving-time BJ one-year 6:0 2011-1-1 6:0

2011-9-12
WWEEIER N EE

2010-01-01 16:01:29+08:00
Friday
Time Zone (BJ) : UTC+08:00
Daylight saving time :
Name . BJ
Repeat mode : one—year
Start year : 2011
End year . 2011
Start time
End time

Saving time : 02:00:00

: 01-01 06:00:00
: 09-01 06:00:00

SCRYRRAS 02 (2012-03-30)
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Huawei AR150&200 R 414V i d1 2%

P 5 e - i e

3 BT AN E
B1E BB SR RS ) 2451
W R RGN W] - zone- | BiLE: clock daylight-saving-time BJ one-year 1:0
offset WHAEE AITEBE | 2010-1-11:02010-9-1 2 il clock timezone BJ add
W, WY R RGeS |8
* zone-offset T offset Wi 528 15 4 A S T ]
2010-01-01 18:05:31+08:00 DST
Friday
Time Zone (BJ) : UTC+08:00
Daylight saving time :
Name : BJ
Repeat mode : one—year
Start year : 2010
End year : 2010
Start time : 01-01 01:00:00
End time : 09-01 01:00:00
Saving time : 02:00:00
1. 2. 3 8% | 1R date-timetzone- | BUE: clock datetime 8:0:0 2011-11-12. clock
1. 3. 2| offset KUEATEE AW | timezone BJ add 8 Al clock daylight-saving-time

BN, WY date-time
* zone-offset

BJ one-year 6:0 2012-1-1 6:0 2012-9-1 2

Pic i R AR SIS )

2011-11-12 16:01:40+08:00

Saturday
Time Zone (BJ)

Name

Start year
End year
Start time
End time

Saving time :

. UTC+08:00
Daylight saving time :

. BJ
Repeat mode :
. 2012

0 2012

: 01-01 06:00:00
: 09-01 06:00:00

one~-year

02:00:00

R date-time + zone-
offset AT AN Bt
W, WA date-time
* zone-offsettoffset

FL&: clock datetime 8:0:0 2011-1-1. clock

daylight-saving-time BJ one-year 6:0 2011-1-1 6:0
2011-9-1 2 F1 clock timezone BJ add 8

L 1) R G 1
2011-01-01 18:00:43+08:00 DST
Saturday
Time Zone (BJ) : UTC+08:00
Daylight saving time :
Name : BJ
Repeat mode : one—year
Start year : 2011
End year . 2011
Start time : 01-01 06:00:00
End time : 09-01 06:00:00

Saving time :

02:00:00

SCRYRRAS 02 (2012-03-30)
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Huawei AR150&200 R 414V i d1 2%

P 5 e - i e

3 T HATRCE

#BRME

e & S5 B R GERT (8]

=307

1]+ 2.
3. 18
[1]. 3.
2. 1

date-time NTEXE A I B
W, WA date-time

B E: clock daylight-saving-time BJ one-year 6:0
2012-1-1 6:0 2012-9-1 2, clock timezone BJ add
8 Al clock datetime 8:0:0 2011-11-12

LWEWETVESZN NI EE

2011-11-12 08:00:03+08:00

Saturday

Time Zone (B])

Daylight saving time :
Name
Repeat mode :
Start year
End year
Start time
End time
Saving time :

. UTC+08:00

: BJ

one-year

1 2012
1 2012
: 01-01 06:00:00
: 09-01 06:00:00

02:00:00

date-time 1t X5 2 B
W, WA date-time

BiL: clock timezone BJ add 8. clock daylight-
saving-time BJ one-year 1:0 2011-1-1 1:0
2011-9-1 2 1 clock datetime 3:0:0 2011-1-1

P i K AR S )

2011-01-01 03:00:03+08:00 DST

Saturday

Time Zone (BJ)

Daylight saving time :
Name
Repeat mode :
Start year
End year
Start time
End time
Saving time :

. UTC+08:00

. BJ

one-year

: 2011
: 2011
: 01-01 01:00:00
: 09-01 01:00:00

02:00:00

3.1.4 WEIRB XA

YR R ) 5 O SR i e s 1O T P SR R e AR L, AT DA R N s S T i
(RIbR L SCA

PRBUCASE T RIS B thds . HEAT SR ISR DL SO IR AC T L B N R 48 o i) — Bl

e
NME R

ity ZE M SR A W I 4R 5 B, TR e

S

KNI

h
PATT4 h

Tt % system-view, ARG

eader login { information rext | file file-name }, ¥ &5 I FRESCA

eader shell { information text | file file-name }, V& & & 3R JG FIFRECA
Tt BT L RS (F P W AR T A UE I bR A S, AT 24K login
=

SCRYRRAS 02 (2012-03-30)
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Huawei AR150&200 R 414V i d1 7%
B fEr - S & 3HTHARE

(1] ssem
® ATH %&ii\ﬂ"/l‘%if?ﬁ#’ﬁai&éﬁ, HVUAIR 6 FHAE A R, MANA—ANELFH
BE A AMAREITAR, MAFEQELEBMAMAGELTH, 24 0FRE AT,

o B Ak file B, FBAAERATMATIL 89 I A AL BN ARG B T o RAE St
HERT, A A&%E, FNHAERERS.

° %%E%P%&ms&nxmiﬁi%mﬁ,Mmﬁéiﬁxiiéﬁk@mﬁﬁ%ﬁﬁﬁ
, AT VAR R ALK shell % E 6913 &

° %%E%F%&HS$U0M$Ki%@w,Wuﬁ%“iﬁ%“iﬁ%F%# 212 EART VA

BT,

—HETR

3.1.5 B STH 7
FIARAIE ¥ 8 1 22 4 P Bl A A Zon) P B = 20 e 2 1 75 228, i DLWCE ir 2 2
Mo BRATENT, a4 0~ 3 TN, R P 75 E SR RS S #E, mbL
P g2 0 ~ 15 4.

CI9= 3=

B=RIao
ANV RS A 1 A g . A5 )2 s e A A o) iy A R AR
BRIEDE
i PATAT 2 system-view, HEANRFGHLAE.

1
S 2 HIT1r4 command-privilege level level view view-name command-key, 1&'E$& EE A

LRIV

command-privilege level @i % 7] LL— (K45 7E £ 5% (command-key) W23 SRR
&,

P a2 #8 A BOA IR B AL e 4, — AT EH P T B E .

R

3.1.6 £1F undo S E| E—RMENIT

¥|ﬁﬁ)ﬁft%/\ﬁ@??ﬂﬁﬂiizliﬁ@éﬂﬂﬁﬁ undo I, BRI AP R E— ”&ﬁ@
2% undo 4. WHRIMM RS, MW undo 4%, 4 EHME R 1% undo iy 4
B, RGESmE E—ROEHTHR, —HERIARZFEUWE, AHFR R,

HRIETR
SE1 HATHT 2 system-view, ARG
S 2 AT 4 matched upper-view, VT undo i 4 F| L — AR K AT
BRETES T, undo fr %A HBE| E— AL BT,
([ARRTY

® matched upper-view 44~ R 3T AT H A48 L AT PR A
® %, TiFHALE undo A FhIE A L —AALE %

R
SCRYRA 02 (2012-03-30) B AR s 31
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Huawei AR150&200 Z 414V i d1 %
B fEr - S & 3HTHARE

3.1.7 (A[ik) ®ERENH BEE
QS P A MO g g ) RCE, TLAR e Y R B i A b O B E SO E R

e (09t AL
BRER
KA B4 L1 reset 3] (5 APLALD L ATLUE A AL E A A LB, JRIELAE
e i ELH P & 220K 8 SR A 6
FHL P T AR 5 SRAR A £ S R0 R (AP B B ) R, SRR AT T e
RS o R B A L T
RMETER

T EH S WE F AT a4 set factory-configuration from { current-configuration |
filename }, F&E YHEIECE B & L OA BCE SCHE D 2 1 H ) e E

FE2 (i) HATH 4 set factory-configuration operate-mode { reserve-configuration | delete-

configuration }, FEEWKE ) FECE N ERAE T 208 Or B AR Bl I i X

W RHREWE W) RO E N B KO R BB, IR HL reset IR ) L E
Ja s EORIHA ) o B2l R i

DR AR E R ) BN (A 7 SO IR, IR A% reset fBE AR ) L&
Jas ORI HE A SRR o

A N IR R AR

s

3.2 BRRAGERER

I TR AR ARG IEA RSB, w DA MM display fir <.

ERER
FIH display fiv 4 1] LOKUEE RGUIRSAE B, HE Dhgenr LLRIA A LU L
® IR RSGALEE BN display fr 4
® LR ARZRIZATIRASM display T4
® IR RZIZWIE LN display A4

RPN ST 1 display fiv@3H 2 WAIRE . NHEIANH LG RAR LN

display 77 %o
EEFTA AL R HEAT R T AR
321 RRAZEERER

P E AR RRRCES BN, WAL N e BE BIRGRA . REMN B R
PUER R i E s A R

SCRAFRA 02 (2012-03-30) LA I 1 32
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Huawei AR150&200 R 414V i d1 7%

P B 5 R - 3 BT AN E
RIESR
® HUTr 4 display version, /R BRI
® AT 4 display clock, B8 RGN,
® I fTr 4 display saved-configuration, ‘E NHCUAHCE (S R
® T4 display current-configuration, F7~ [T E A R
(RARTY

o Pt EFmAL, Tua%?%ﬁm&ﬂﬁhﬁm$»ﬂ%%ﬁ FEMRAIE TR
#4948 %1% B, 1£ /4 display current-configuration 44, #i7feE F0, R I E
AAIR TR, LI AL R P, AR AR 4 AT E ).

® ALILET BAZ B AR L E W HATIR &AL TAF 0 B B U915 8, M ETHL B AT 624K
Bam AT AR E A A R EAE G, ERRREF AN (Huawei ARIS0&200 Z 7] £#Ab7%
BB REIH AT EY T “BREAERI o,

-

3.2.2 BIRARGITIRE
AP EEE REBATIRER, FTRMEH LR A A A A Y E R s AT I A R
RIESR
® i iTdr4 display this, T R 4ETMLEIZITHCE
(RART

A% ) dlsplay this 4 4H/TEH I, eREFERALHRD TR, T EQLEA P, Lkt
J A8 B A2 AT B 96) .

-

3.23 WEARGICHEIER

HUP T DM R R G2 {6 dn U S i R SU AT BER (145 8.

Hde B 4=

H E1|=| i
TR ARG th L Bl o e sy, O TAE T I8 Ar, T 2 URIRZ M5 8, (HAHRNI)
display iR %, RME—AEE B4, X LT display diagnostic-information
AT RS &R e AT B .

RIETTR

® T4 display diagnostic-information, 78 R4 2 Wi1{E K.

display diagnostic-information 74— X WA T 41 F iy 20T 5 1 28 i oo 115

&, fU45: display clock. display version %%,

B

324 R REHHEEEFER
o P AT W 1 H T £ L, AT DU DA 4 PR A R
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Huawei AR150&200 R 414V i d1 7%
B r - S & 3HTHARE

RIESR
® JiT4 display factory-configuration, G s M) FLE S
L0 semm
o R A P AR T 474 set factory-configuration from { current-configuration | filename }, %

B 7% & 0 ) BuE 12 8.5 AT display factory-configuration 44, & & 2|49k R E 12 &
AREEH OB BEA L.

® T4 display factory-configuration operate-mode, ‘E N & IKE H) T E

TS
G
SCRYRA 02 (2012-03-30) T R s 34
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Huawei AR150&200 Z 414V i d1 %

P 5 e - i e

4 FeEH - S

4 EcEMFS|

XTARE

i Console . Telnet 5 SSH J7 U8 S 4 tH 281, RS BeAI N 1 H - 5t
I, AREHEYTH S SBBa ASth.

4.1 H P St fai A
RS P SRS Console FH /7 S A VTY F /2 Fiifii o

4.2 Wil & Console )™ Tl
M P IE L Console 178 5% 15 £ SEIA L AE P, v AR Hs A Y i sk slond 15 £ 22 4 10 2%
g, BeEAHMI Console [ 77 FL1 & 1

43 Wi VTY H P 5L
APl Telnet 5% SSH 7 28 S i f 2 S A Hh al e FE g fr i, ] UAR 4 - i
TR LSO W A% e, i VTY H P A4 .

4.4 Tt B 254
fic & Console F /" At VTY H /T SHHIKI RG] BeE sl P RG24 W dg sk e e s
TR IC S
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Huawei AR150&200 R 414V i d1 7%

P 5 e - i e

4 FeEH - S

: sk
41 AHRSFEE T

G FR O A Console [ AR VTY T S

P AT SR PRI . FR™ SR (User-interface) MLJELR RAEIRALH

Pl AT, RRMC BV B TARAE AR DA Ty s M I B D AZ Rz 0,
IMIEBIGE— 6 B R~ F i 1) H Ko

BRI RS HAASE

RAPRAERES

Console (CON)

#iil11 (Console Port) & —FilAf5 HiAT8m I,  HHI & 1) T maRft.
—HEFERIR Bt Console 1, i HI2R7Y 0 EIA/TIA-232 DCE. Fl ™ #3m ¥ 347
Uiy 0] L5 12 %6 Console B4, SN 4 (A H T ] o

VTY

eI L (Virtual Type Terminal) & — P RE FU 2R i it 1 o

F et 285 55 % 0T Telnet 58 SSH 45, HIEESL T —45 VTY, HIHIAILL
MR VTY iUk & AT A BOE RE Vi ) o 2 SCRF 15 AN AIHE S VTY
J5 2\ ) B4 o

MG, RGN T, BEh A 2T I Hogi S )
(RN ZE AL X AN o HP S g 547 PR 53K AT 4 5 U4t
95 7 o

FEXS 45 77 X

AN G5 7 KGR P SR 44 o

R g 5 5 SO R —Fi8 8 SRR S I — AN B4, AN RS S A
VEo A 4 5 7 ISy (R0

- FEHP %5 : CONO.

- BRGNS BN VTY 0, A VTY 1, K28
HUPAE TRE WY

G of 2 5 ] DARE— [ 48  —ANH SRiinE— 41 2 St

A%t g 5 AL RGN 5 0t 0, FF4%HE CONL VTY NP IR A3 B o

RN FEFMC L CON L HFH—AS, (H VTY RAWH P Aimf 20 A~ (b o ~ 14 H
RS 0 Telnet/SSH I 42100, 16 ~ 20 T 45 WA FH D R 1D
Al LAZE R G R {# F user-interface maximum-vty iy 2 & i K H P A AN,
LEBE N 5,

BAEDL T, CON M VTY BiRlH 8 7 R 4N 9w, WK 4-1 Fion.

F 41 BRPREREIT RS R

BITRS AR%m|
0 CONO
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B fEr - S & 4 Tt E H P S

BITRS ARS%m|

129 VTYO 5%—> VTY ZE8H )7 S

130 VTY1 A VTY K P 5w

131 VTY2 %= VTY K8 P

132 VTY3 U4 VTY K8 )/ 5L

133 VTY4 55 1A VTY 88 P 3

(L s3mm

TR 695 &£R, VTY £8 68 P K@ a4t %5 T 864 FT A F.
Al LA display user-interface v 2 & A& 41l R4 40 90 5 .

FA R 5T &Y B R SEHiE
BCE P S P sE T UG, H PSR, RGO 1S 0y AT RE .
X P EAEA 3 Fh sl AIAUE. password K AEFT AAA KAF. X 3 Rl 77 4351

E 1D/ (I
®  AIGUF: AWEHF ML, nWHESX &G, NN, NS
16

® Password WilF: HFFEIO4L, AREH 4.
® AAA BiF: FHH P ERMH LRI04, S Telnet F 7 — R AAA BE,

RPRSREMRAPRER
RS T P AT S U F

L A d—Fe, R RIS 16 MR, BRI 0 ~ 15, bk )
PIEGE -

FP B g Vs 1] iy 2 1R 2893 D (R0 000 R 5

® bR PR HIANES UEER password JiE, 63k BB I HT T T REVS IR (1) i 4 2031
H SR IR 0 T T 8 R

® WA R AAA BAIE, Gk e KT BT REVT 1) (1w 200 il AAA B
R A LS R DO PRE o

4.2 fig & Console A AR H

A i Console FVE s 24 SEIUA I AE S iy, v DUR 3 A8 FH 5 sk B0 ¥ £ e = 1 2%
FE, B AV Console F 7 Fit i & 1k .

421 BB BMES

FEREAT Console ™ F I A MC ELHT 1 M Re PR (K0 B2 P PABE L P B e P P i A 25 AN 5
e, AT B TP, AERIHL T R EAT S5
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Bz R EREE

M R Console 116 S 6 FH A% % B FH 28 BEAT A H E 4 i, ] DABC & AH Y 1
Console F /" #L1H, fuHE Console H F' AL M B )@ M . g e /e g BL A H
JUGUE T A (HIX LS EOA R B, BN R as BA S (E. Al DU s
A 75 2R DL B 156 % 6 22 A PRI 2% R TG B AT N () S 40

MEESE
FENC'E Console H 7 Ftii 2 7, 752 5E LA FAT5
©® i Zumn] DS S Ay

BIRHES

TERC'E Console F 7 A 2 /Y, 75 ZEHE& LR £ids

FS | 8iE

1 fefidie, A R . B

2 AT L BRI WoRAT R D A R X R
3 REDRK VWi

4 P A7 . P4, 14

(1] sszem
VALBIBERA P 4. bk BA AL, —RAEELBMRE.

4.2.2 Bit & Console I RS AR
Console 1 S ) # JE M $5 Console H L H R, Wz, KRWAL. (1147

AL ET T A
E=ER
Console P e MEAE M th#s DISA B, — AT 2Rt & .
(1) +mm
L P i@ it Console U AR w BT, BARLZN T B2 ik BT EREEF—K, &
B NR & B2
BRIEDE

H$E1 AT 2 system-view, HEARGWIE .
HIE2 P74 user-interface console interface-number, HENJ 7 FIHALE .
I3 HATHT 2 speed speed-value, W EALHHER .,

BRAATEOL T, ARHE A 9600bit/s.
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$IE4 #4712 parity { even |none | odd }, P EFIKAT
FATEHL R, BRALH None.

HIS5 PATHT4 stopbits { 15|12}, WEE LA,
FATEDLN, AF IR R 1bit.

$I6 ITHr4 databits {5678}, W EEIA.
BT, BARAL 8.

s

4.2.3 Bit & Console I P AL iRE TS

AT DAL & Console P F 1 1) 2% i J& 1, A04& FH - B IS T Dl Re . 28 b (1) W7
ATEA T s i A XK/

b B8 /=

B R1I=I 5
Console H] ™ S ) £ S i 1 AE i Hh 4 LA BB . P T DURRPE 75 oK, E0B I & AH
S P Je

BRIETR

$E1 AT S system-view, HEARGWIE .

T2 PUTHr 4 user-interface console interface-number , SENJH 7 LA

HIEE3 YT 2 shell, JHshZugs .

S 4 PUTHr 4 idle-timeout minutes [ seconds |, B & B IN WD g
TEVE I TR, an SRR 24 T RARAS,  RGeH B 8T % He .
BRAETESL T, F P S & AR N IR R 10 Zr A

HIE5 AT 2 screen-length screen-length [temporary], % & &3 5t 5= 55 b BoR AT 5.
i FHZ 4L temporary 7] LAF5E 5 28 3 ik 10 i I8 2 7547480
BATRUL N, S B s ATECN 2447
L1 s5eem

WETA G IR L SR ) LR B L RE, AEFIRE.

$6 P AT12 history-command max-size size-value, & L2 IX KN,

SR TEOL R, T S S Gt X RN 10 4P S a4

-

4.2.4 Bit F Console AP FEBIFH RLER

RO T ARG E A6 2, SZOUREAN R U 1) i 2 PR VT BRI, 18 it ey 45 L1
zaert.
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o Ly Smtsedt -k, ALY 16 NG, GONAR N 0 ~ 15, Frifik
AL SE ot o

® LSRG a2 LSO A A, RIDH R BEAEH A% T AR H 401

T4

TSRS W5 .

RIETR
TE1 PATH 2 system-view, HEANRFGHLAE.
P2 AT 2 user-interface console interface-number, 3t console H F FHIALE

HBE 3 P T4 user privilege level level, BEE /IS
L1 i5m

® S BT, Console O P dxt i & BiAG4-i7 FIRA 2 15, daiibm P Rt i 4 2Kk
BHNZ 0,

® WA FRE TEEHPASBIN G EREE R P o A3t BRI R, AR PF LAY
xR 649 BR) o

-

4.2.5 fit & Console B PR {EBAHRIGIER T
RAARE AAA BoUF . BRSO T =R e, LB 2 Wi 7 2 AT LA

4tk
%%1%1&»
R 4-2 Fron = FpEGir .
FT4-2 WIEARK
AAA BAE | AAA USRS H FOAE, 2atEE, FCE AR A%, T2l
WA TR P AT, iy | AA R R
I T B SN G S P A RS A e
ok
HALIOAE | WIS T VTY I8, FCEEMRIR, | A6 AAA BAE, Z2aetik.
AEARE, RTEIEEREMATT . | gyl & s, iy
ﬁHF‘i’JT PR
TCHAIE T E 157 o To AR
BRATEDL T, Console 7 S 7 35 AiE J7 X ANSRAIE
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P 5 e - i e

4 FeEH - S

RESR

4.2.6 FEHC

Bl F M

BRIESTR

E5 w6

o EH AAA WL
1. PUTM4 system-view, HEANRFHLIK .
AT T4 user-interface console interface-number, HEN Console F 7 FHHIARIE .
PUT 4 authentication-mode aaa, V&M 7 HAE A AAA KHiE,
PAT A4 aaa, FEN AAA WL,

AT T4 local-user user-name password { simple | cipher } password, Fo & A

IRV T

PAT 2 quit, BH AAA K.

SR

PAT AL system-view, FHARFME .

2. AT 4 user-interface console interface-number, ¥\ Console H ' FHIALE
3.  HAT74 authentication-mode password, % & F F 50 E 7 2O AL 5IE
4

AT 4 set authentication password { cipher | simple } password, W&
password JiiE #1114

® WEANH SRR
1. T4 system-view, N RGIE.
2. AT 4 user-interface console interface-number, ¥\ Console H F ALK
3. #4714 authentication-mode none, ¥ 'E H /7 50AIE 7 2N AL

TR

BEER

Console /" S ML & B, AT AEA B SR AIE B W BE AR E . A
HHI P BIRAHEL ] S5 A A

woR N

E&}

N

[
- % 9

.5 i Console F 7 F 11 A AH S B e

® f{i}{] display users [ all Jfiy% %= H 7 A )48 A5G B .

® fi [ display user-interface console ui-number! [ suammary |72 ‘27~ H 7 S (14 2
JE R E

® fiiff] display local-user i & & A M T 7 51 % .
—45R

JAT A4 display users, HJ LA i 7 S i A4 L

<{Huawei> display users
User—Intf  Delay Type  Network Address AuthenStatus AuthorcmdFlag
0 CONO 00:00:44

Username : Unspecified
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P 5 e - i e

4 FeEH - S

AT 4> display user-interface console ui-numberl [ summary |, & H & A 2L E

PEFIHCE

<{Huawei> display user—interface console 0
Idx Type Tx/Rx Modem Privi ActualPrivi Auth Int
0 CON 0 9600 - 3 - N -
+ : Current Ul is active.
F : Current Ul is active and work in async mode.

Idx : Absolute index of Uls.
Type : Type and relative index of Uls.
Privi: The privilege of Uls.
ActualPrivi: The actual privilege of user—interface.
Auth : The authentication mode of Uls.
A: Authenticate use AAA.
N: Current UI need not authentication.
P: Authenticate use current UI’ s password.
Int : The physical location of Uls.

AT A4 display local-user, ] LAETH A 413,

<{Huawei> display local-user

User—name State AuthMask AdminLevel
admin A H -

ftp A F -

guest A A 15

Total 3 user(s)

43E VIY HRRE
Y PE LT Telnet 2% SSH /7 20 & S 2% sEIUA b Blm AR i i, v DURYE A 48 A

R LU B 2 % 8, BUE VTY 7 S

431 BIEEMES
FEREAT VTY H 7 SO E w7 R P i W R PRSE . TC  HeRs P P i AT 45 R i

I ARG

EES

kS

e, AT, G SR B AT S

M EE Telnet 588 SSH /5 A UAS b sl ize B e B A BRI b 28 i) ] DABC & AR [ VTY
F P JUm, AHE VTY 5 SO i fe KA, BRI R, ZKumgE k. s g

#

FERCE VTY JH AT, #5258 A M RS
® i A ] LUE R A

FEFCE VTY U S iy, 2 LU Bl

B PUE T A5 o P AT ARG T o R LB o0 B e A I 25 LSO AR R IR 2
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P 5 e - i e

4 FeEH P S

)
Jdjo

i

1 VTY R Frifi (1 e KA KL

2 CRIIED X VTY SRR F i e A HEAT PR AR ACL 5

3 i L JER IV W RN IA) 28 4 ) Sl s RO RORI I L2 i & G XK/
4 EVRK Wi

5 M PsaET . P4, 04

(1 ssem

VAL BF5dirhst VTY £8 R P R @ Art B #7469 ACL 5. AP LA sb AP iEs X
Shkh BHHEEE, —RARERERRE.

43288 VIY ARRENmAIME

F AT LABC & A I 6 s B i 2% (0 VTY SEBUH] 7 S il dse KA, Sl s i
FRIBR I -

%%1§lh\
VTY F P F ) 5 R AN B0 1 H 8 Sk % FH 45 1) Telnet FH 2 A1 SSH H - 1A
BRIETER
$BE1 HAT 2 system-view, N RGIE.
S 2 HATHr 2 user-interface maximum-vty number, WC'E 0 DLA] 2 562 5 h 810 VTY 2%
T P SR e KA, SRR 5.
LEE VIY A P RERAANEA 08, AP (QERERAF ) #HAFEE VIY B
KE| B d B,
W ERCE N VTY H PO B K EUN T 29 a0 e KRR, ARS8 e H 1
WATFEL R E .
R E N VTY BP0 s N E KT Y B KA, b 200 B s i i -
2 0 B 50 g SRRt o DR A 6 T8 88 2 1 R GE BRI R AT FH 5 R 50 AE
B HET R 5 N VIY HP RIS FEL, BIAERCE o foir 15 > VTY H)7 RIS £E
%, WA VTY )80 5 ~ 14 #2018 authentication-mode f11 set authentication
password iy 2 FC B 50 UE 7 AR, BUE R
<{Huawei> system—view
[Huawei] user—interface maximum—vty 15
[Huawei] user—interface vty 5 14
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P 5 e - i e

4 FeEH - S

4.3.3 (A%

de —
H=ER

RMESR

P 1
P2
PR3

=
=

[Huawei-ui-vty5-14] authentication-mode password
[Huawei-ui-vty5-14] set authentication password cipher huawei

-

) BLE VTY A PR EAIFEIE H R
PR LI BRI (ACL) o S8 VY FILP LT IO A 377 .

FERCE VTY F7 S e AR BREIT, 7 20 R P AT acl dir &GN
) ZEHRIA R IR EN ACL ALK, AR5 IAT rule -8 INAH WY 5 i 22 15 47102 A8 0 o

(1 ssem
® i F R H A EESF) A (2000 ~ 2999) Fo Ky A 4245 & (3000 ~ 3999) .

0 XTACLEREMESZALR, HwANLLAEE (Huawei ARI50&200 7 7] £Ab2k by 2§ B2 B 45
B-REHED .

PATA A system-view, HEANRFGALE.
AT A4 user-interface vty first-ui-number [ last-ui-number 1, 3t VTY H S A% E

PAT 4 acl acl-number { inbound | outbound }, FECE VTY ZEM A/ S e AT H B
IR

® Uity EERRAIE AN bk st ik B P S sk Btk th 43, ] inbound..
® U BRI S B M R B 4, 1] outbound.

B

ﬂ

434 08 VIY AR A A LinR1E

ﬁ 511I=I G

BRIESR
$8®1
$E2
T3
T4

R AT DAREE VTY HI 7 S ) 2 sm s QR8N W Dhae . 28 3m b4 1Y) AT
KA L S G X RN o

VTY FH = F1 0 2 i J P AE 26 th 2 38 e, F P T DURIE ok, FT R B AR,
Rk

PAT 4 system-view, HEANRGHIA

AT 4 user-interface vty first-ui-number [ last-ui-number |, YEN VTY F 7 SifvL Kl .
AT A4 shell, JiiH] VTY 23k %

AT % idle-timeout minutes [ seconds |, ¥ & BT WIZE D RE

TEBCE M Y, W RERIG AL TR WIRES, KRG Ak ZER.

BAAEOU R, GBI 10 234,
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S5 AT 2 screen-length screen-length [temporary], % & 23 5t 5= 55 5 Bon AT 5.
i 241 temporary 1] DLFR & 20 5 S 10 s I 0 s A7 400
BRI OLT, Lt ik Wos AT ECh 24 17,
(BARTY:
ATV R SHARIB LR 6 R s LR, AEF T RE.

<k

®6 AT 4 history-command max-size size-value, W& )] L2 X IR/ N
BB TEOUR, A 10 &0 a4

BT

4358 E VTY ARFEHRMER
AT DARCE P 2e gk, SeBREAS R 7 il i o 2 A PR R PR AR, 390k d 285 B )

24
BRiER
o i MREg R, OSSN 16 G, GUNFREN 0 ~ 15, BRI
e S S
o OSSR A IS GURARR N, B P B AR TG T A i
R
ARG S AT S
RMESR

S HAT S system-view, N RGIE .

L2 HATHT 2 user-interface vty first-ui-number [ last-ui-number |, SN VTY H 2 FHALE

N

S 3 HATHr 2 user privilege level level, W& LK.

A TEOLT . VTY T FE DY R ERIA & U7 17 2152 0.

(1 ssem
e R PR B T BB )64 BA T AR S B P 4 R 3 R R AR T R, AR P8 R TR
R A .

—

43.6 BcE VTY AR EBE PIGIEA R
R AAA B6F . BILEAEA AL UE = . e 86 3E 5 2] LA N % i 23

H 224k o
E2ER
RGP R 4-3 s =FPI6UE )7 2.
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TAIWIEAR
LiEAR | fis F7.9=1

AAA BIE | AAA BUERE T P NE, 224t PCEANR %, w5 Al

HELRATIF R P AT, Gk | AAA T SRR
I SRR T 4 RS A f

o

SERLIGUE | FAGIGUERE T VTY il BCERW R, | AN AAA BE, 2etERK.
Bz fr, HFaa e, A B R KT, T
A S ok 4% o

P Al e B ] AL oz AR

B TEULT, VTY F P S A 2 0 50AE .

RIESHR
o KE AAAKIE
1.  $ATH4 system-view, HEARGALAE.
2. AT 4 user-interface vty first-ui-number [ last-ui-number ], BN VTY H 5
[HIETHE
3. HATr4 authentication-mode aaa, B M IIF 7 8 AAA B6iE.
4. PATHEA quit, BH VTY H SR E .
5. PUTH4 aaa, TN AAA LKL
6. HATHT2 local-user user-name password { simple | cipher } password, W& A
FH P 24 F b
® U E ML
1. $ATHr4 system-view, ARG
2. AT 4 user-interface vty first-ui-number [ last-ui-number ], ¥\ VTY H 5
RN
T4 authentication-mode password, W& ]I UE 7 2k B 3G AIE
4. AT f4 set authentication password { cipher | simple } password, B'&
password 5 UE 1) 14>,
®  E AN E
1. #UTH4 system-view, #EARGMIE .
2. HUTA4 user-interface vty first-ui-number [ last-ui-number |, BEN VTY H )5t
TR
3.  PUTHr2 authentication-mode none, ¥ & H 7 36UF 77 28 ANIGAIE .
wn
437 B EER
VTY M7 FHHECE D fa, nTAEE B 2 S G B VTY 2R8H] - 7 ) fx
RANEG LA S ) B2 Jed P R T 55 A 2%
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Ik
CLoEHe VTY JIL P JH T LE

HRIETR
® {{iH display users [ all [fy2 & H - A A HAS B
® {{i{{] display user-interface maximum-vty @22 A VTY A H P S i i KA

® {{if] display user-interface [ [ ui-type | ui-numberl | ui-number | [ summary [#i % &
DR TR NE /BN E- i I

® {{i/f] display local-user iy %2 FH AL P 413K .
® fiiff] display vty mode fii 27 FH VTY iz,

s

5B
PAT A4 display users, 1] LLEEE 7 H 7 S A HAE S o

<{Huawei> display users
User—Intf  Delay Type Network Address AuthenStatus AuthorcmdFlag
34 VIY 0 00:00:12 TEL 10. 138. 77. 38

Username : Unspecified

+35 VIY 1 00:00:00 TEL 10. 138. 77. 57

Username : Unspecified

AT 4 display user-interface maximum-vty, T ULZHE VTY 8 H P 5L i) e kA

<{Huawei> display user—interface maximum—vty
Maximum of VTY user:15

AT A4 display user-interface vty [ ui-numberl | ui-number | [ summary |, 7] LL&FH H

J G R e AT
<{Huawei> display user—interface vty 0
Idx Type Tx/Rx Modem Privi ActualPrivi Auth Int
+34 VIY 0 - 14 14 N -
+ : Current Ul is active.
F : Current Ul is active and work in async mode.

Idx : Absolute index of Uls.
Type : Type and relative index of Uls.
Privi: The privilege of Uls.
ActualPrivi: The actual privilege of user—interface.
Auth : The authentication mode of Uls.
A: Authenticate use AAA.
N: Current UI need not authentication.
P: Authenticate use current UI’ s password.
Int : The physical location of Uls.

P74 display local-user, ] DL FAML F1 4136 .

<{Huawei> display local-user

User—name State AuthMask AdminLevel
admin A H -

ftp A F -

guest A A 15

Total 3 user(s)

AT T4 display vty mode, 1] LA BLRE THLHLEE: CERRE B Hild:
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P 5 e - i e

4 FeEH - S

<{Huawei> display vty mode
current VTY mode is Machine-Machine interface

4.4 BcE 2451

il '# Console F " Jitiil. VTY H /7 FL <41 .

TR P B S B A

4.4.1 it & Console FFJ F'«??ﬁﬂ_?ﬁll

FEATR I,

RN IE % ﬁtﬁ, SEHLE T Console i Password J7 708 S 1% HH 25 o

ARER

FERIUR A S C B 1 P 2 AR s 2 3 % 28 ), P R 2218 3T Console FH 7 AL 1HIE 5%

L I AR N N U A b

LA Console Hl /7 S B Jm k. Zomfm it A, Kby

Tt

ITECE . B B G a] DU AL /SRl xh et e Pk 5 18, Bt & Console HIJ™
FHHRI AR S 1 o

%M Console &
G, WM @t

B & B

KA P RSB T 5 o it e -

1
2.
3.
4

iR

HENH P FOmA K, BlE Console H /7 FH1i 14 B s 1
JiC & Console FH /= F 1M F 2% iy J& 2

i & Console FH /- FHIfI FH A6

JiC & Console FH /= F [ PRI 1E g RS0 UE 2565 o

N SERIERCE ], e R A

BRIESTR

Console 1]/ FHIf A% i i# 4 4 9600bit/s .

Console I/~ F I AL I A7 A4 evens

Console H /- S F5 1R A 2.

Console H] /7 SR BT A 8.

Console HI /= IR WIS 18] 4 30

Console HI /= S [HI (1) 2 i %5 B B B (AT H0CR 30
Console F /" 11 [ g S i 2 22 X K/ A 200
Console F /7 FHI T FARSE A 15,

Console HI /7 ST H 7 5k 77 20k password FHEGHIE 524 huawei.

$IE1 i & Console /A (4 #EL g 1k

<{Huawei> system—view

G P AT Password B0 AIE, G S T BN EDS “huawei”
30 3B AT i A AT ERAE, WIS i e AR I
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[Huawei] user-interface console 0
[Huawei-ui-console0] speed 9600
[Huawei-ui-console0] parity even
[Huawei-ui-console0] stopbits 2
[Huawei-ui-console0] databits 8

FI2 JLE Console FH F' 1l 1) £ iy Jag 1k
[Huawei-ui-console0] idle-timeout 30

[Huawei-ui-console0] screen—-length 30
[Huawei-ui-console0] history-command max-size 20

HIE 3 [LHE Console H F Ftii ity H AL 58 2

[Huawei-ui-console0] user privilege level 15

S 4 JiL'E Console H ;AL P 56 1E T 28k S5 i 56 IE

[Huawei-ui-console0] authentication—mode password
[Huawei-ui-console0] set authentication password simple huawei
[Huawei-ui-console0] quit

Console P FAC & 5 iS5, M a] LLEI Console 114 ] Password /7 308 Sk %
2%, SEOUN S A AR AE Y . F P B SR A I AR RIS S LR B P Bk .

-

o & 3

#

sysname Huawei
#
user—interface con 0
authentication—-mode password
user privilege level 15

set authentication password simple huawei
history-command max-size 20
idle-timeout 30 0

databits 8

parity even

stopbits 2

speed 9600
#
return

442 8B VIY AR RmEH

feE VTY H P S atl. EA RG], Wi E VTY B2 S s KA, FEARE
BRI, &)@ M. BF 7 ARG IF 25, SePE I Telnet J7 2018 F Password 36iF 2

S AR o

AR ER
F P48 Telnet Hri%Ek SSH W VTY 38 S SR PR i 8. WA B 51 n] UM Al
H R RE TR & 2 A% RS, BCE VTY H ) S rAe o8 v
B'E VTY H )7 S e gl 15, S VTY Bk F 7 3847 Password %iiE,  F
JUG S T BN “huawei” o [RIE R ELPR T TP Mokl 10.1.1.1 R S ok i i
s,
Gk JE, WIS P 30 0P R X th as UEAT B, R T s R g IR .

il & B
K () JE S S S i A
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1 FEAHEOME, BUE VTY PR s R0k 15,

2. BCE VTY JH G R AR PR, SEELFR IS 1P Huhk ok BE i) - o it
SR

. BEE VTY A St 0 4 i
4. BCE VTY M S AR se .
e VTY P St it gk s ORI 2 6

BiEEE
LR B, v T (s

® VTY M/ A KAy 15.

® VTY HI /7 FHng AR ACL 524 2000,

®  VTY HIJ" S Wi 4 (1 I 1] 4 30 434

®  VTY HI )™ FrIHI 80ty bf w5 B /R AT HCR 30,

®  VTY HIJ7 Sl 1) )7 s i A 2 i X K /A 20,

® VTY M/ S skl 15.

® VTY HI/7 A H 5k J77 20k password, B il %654 huawei.
ik

ANOLE, AEPTAT IR SRR Sh 2 g5 . R & iR g5 %], AT A4 shell
fiE

L I S5 N R G

BRIES T
$B1 E VTY H ) A5 KA

<{Huawei> system—view
[Huawei] user—interface maximum—vty 15

B2 FUE VTY H P G e H BI85
[Huawei] acl 2000
[Huawei-acl-basic-2000] rule deny source 10.1.1.1 0
[Huawei-acl-basic-2000] rule permit source any
[Huawei-acl-basic—2000] quit
[Huawei] user—interface vty 0 14
[Huawei-ui-vty0-14] acl 2000 inbound

S 3 FLE VTY H S r g
[Huawei-ui-vty0-14] shell
[Huawei-ui-vty0-14] idle—timeout 30
[Huawei-ui-vty0-14] screen-length 30
[Huawei-ui-vty0-14] history—command max-size 20

BE4 BCE VTY A A s %

[Huawei-ui-vty0-14] user privilege level 15

PS5 BCE VTY H SR - 5E Ty X B 5 50 1E
[Huawei-ui-vty0-14] authentication-mode password

[Huawei-ui-vty0-14] set authentication password simple huawei
[Huawei-ui-vty0-14] quit

VTY H A & sei)a, AT LB Telnet 5% SSH (STelnet) i1 Password ﬁ’ﬁ
G A, SCHUMEE i As AR E G AR ey . P S R A AR RIS S
(Huawei AR150&200 F 7Y 1005 75 P& 75 R-2aiil &) 1 “TER P ExX” *Béa\

R
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Huawei AR150&200 Z 414V i d1 %
B fEr - S & 4 FeEH - S

B &

#

sysname Huawei

#

acl number 2000

rule 5 deny source 10.1.1.1 0
rule permit source any

#

user—interface maximum—-vty 15

user—interface vty 0 14

acl 2000 inbound

user privilege level 15
authentication—-mode password
set authentication password simple huawei
history-command max-size 20
idle-timeout 30 0
screen—length 30

#

return

SCRHfA 02 (2012-03-30) B AR s 51
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Huawei AR150&200 Z 414V i d1 %

P 5 e - i e

5BCEM ) E %

5 EEEMHAER

XTARE

)] DL I Console H . Telnet 2% SSH (STelnet) J7zUESRIE HSE, SCOUN I Has A
Hos R i

5.1 H P &k
P R SISk B &, ARSI &S 54y, H 8w &1 7 Af:
Console 1, Telnet B¢ STelnet.

5.2 Fid'E M iE i Console H &k R 5%
S P A — R A el B e R A M R 5 #sEY, R PLE I Console %5 5k

5.3 i E H i) Telnet ok R4

Mg — S B M EREMEH, AP LT a8 hsiEHmH] &
U AT AR ZEY . eI T DL Telnet J7 20 R 7 205 5 S5 B FH A%, SR 25 vh %
FH s I FE ey, AR RHB (8 T H P A

5.4 [ E H ) STelnet &5k 240
STelnet P SEINAEAN 224 I 2% A 22 A I RE Vs 0] o 25 1 s FHAR 25 % 2 [R) 28 3t Bl
W, @ aiEd, WP DS ERE Telnet —FE G B HHES

5.5 T I BRI
R AT, T LU ORI F B, IR P B L S
%

5.6 BB 454
Fi & il Console M. Telnet. STelnet &% RGN E . 1E4 S BEREK T fER
BIFE . BCE REIPARE TSR . B R R IR R A
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Huawei AR150&200 R 4140V i d1 7%
LB fer - S &

5BCEM ) E %

51 HR&EXREIT

P R RS B 4%, A RESEHUN W I B S5 44, H P Sk & 107 0f
Console . Telnet B¢ STelnet.

F PRl i insR 5-1 fros J LR 7 S8 skt 0 e AT IO B AN L

Fz5-1HRAERAN
BRAN NRi%= 15 FA
MEAPEDT | AHZamE SRS | BB, HP Tl EEZE
Console 1% | Console &% %, BT | Console HARMI G Sk 7%, &3 MAIE
XRG IR AN E . 77 A& None (AFFEEH A4 FN%05)
o PR Ry | R VIRIZUIE 3.
in) g I, Al
Console FEAT A E 5% .
® N ARG IILIAE)
ff, i console H
BT 2 et A
BootRom #1T RZ 4 F+
Ko
BREAEY | S ZumEEmamegg b, fF | SeaE T, HP AR Telnet J5 2t
Telnet F3FX %R | [ Telnet Jj 208 %545, HEE KB . WRTE T Telnet J5
X BHTAM B RERCE, B | X804, »25EIE T Console A

AN & 2 ] R Ok e
X P AT R .

Telnet &% J5 AAE X %
HEATIC R PR 4E D

HOG s 9%, JFoe b FRCHE :

o il F AT M N IP Mk, Al
2 R G S5 [ 152 2% 2 [0) % B AT IA
(BT, e LRARCE 1P H
i) I

® [i'E VTY H P Sty H ik 7 8

(BB TEMTY, VIY P RHEH
Password TAiE 720

® [E VTY H /S - 9o (Bt
BIEWR, VTY S m 7 4%
A 0) .

® [fifig Telnet %75 Thfe (B
N, &I Telnet AR5 IhEE IS
DI

SRR AR 02 (2012-03-30)
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Huawei AR150&200 R 4140V i d1 7%
LB fer - S & 5 BCEH P B s

EFRAN B s = 15 AR

FE R | LRI [, W | SRR, P RS STelnet )7
STelnet B | B9 AR, SSH | PSR R&. WRHEM STelnet
R4 (Secure Shell) T HEffhzz 4 | a8 g4, W2i4ciE e Console
E’J%Eﬁ%i??%ﬁ% PNt e ey

e, RIVBLS RIEASL P | @ i 4y 0 430 4 [1() TP Mk, i f
Wckli, WISCHERSEICEIC | gt e st i 2 1 3
i GBI R, ¥ CRATLE 1P
STelnet ﬁ%ﬁ@jﬁﬁﬁfﬁ% o .

PRUEHAS BAIRI S8 | @ g vTY P SR H0 PP E 54
(ERAHEMN, VTY P S %
Password tAIF 7 20) &

® Ji'E VTY HI /M SHmi i - g (ol
BIEOT, VTY J 7 S 4%
MIE0) .

® JitE VTY H S sZkF SSH #piX
BB IEMT, VTY B8 2 Rk
IS Telnet) o

® fififit STelnet AR&5 23 IhAE (BRA -
T, A1 STelnet IR 55 T fg 2 5 4]
f1) .

(1 ssem

Telnet £& 1V 2 A6 AGEF X, M0 EAE#r T2 R A TCP #ATH SAE 4y, HAEMBEKGZELRE, 5
Telnet #8bt, SSH 4-AET E—AMMEG R LA MAIRE T, RS BT R P 3% 09 IAIERINE) 8
FIEAE, A WL TG F R T 2094, SSH WX £ 4F STelnet, EP 44 Telnet.

SSH WL 89/~ F5 A I (Huawei ARI50&200 £ 7] £k g B #FM#L Rabf EY .

52 Bt EH FiEiT Console AR A4S
S T AL e S 1St A A S (2, 7 LU Console 113

521 BIIRBES

FEREAT I AL Console HE Sk ARG AINC ELHT T W MURAVE (R FHIASE L P B e PR P i
BARSS R e, A B TR AERH o8 Bt B AT 55

I IR
F AT DAAEA HLIE 3T Console FVE Sk %, Rl W & 58— Ik L HL U RER H b )7 0%
%0
® Y P ICVRIAT I RE VS M A4, AT IE I Console BEAT AN M E %
o YRR LIEFEBENN, wild console HEIT LW BN BootRom 4T R G T}
7
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Huawei AR150&200 R 414V i d1 7%
B fEr - S & 5 BCEH P B s

EES
TERCE H il IS Console IS SR 21T, 7 258 L RS
® {44 Uf Console JH {5 HLZE
® PC UL FURT (W1 Windows XP [ 2% ¢ 3 )

BIRES

FENCE H Pl Console 8 K44 BT, 7 e E44 LU £k o

F5 | i

1 I T <N ey e VO i s WA o | (YA A€ VAN T e B
® bt HEM WoR AT R DA A g R X ORI

® Jilj ek
o HIMKAE A A, 04

5.2.2 FHFi&iT Console O R RS
F P if ek Console 132 2 5 ¥ 8%, SEELM T P 80 8 Sk W 4% o
E=ER
® I P Al S S 5% 45 Console T 2 A & S 55 5 —2.

®  WIRAE Console HI /™ Ftifl EBEE T HI g8 uE o, W] s 2008 3 4k Jm A4 g ok
B, M TR et

RMESR
S 5 PC EATIFL EORIT (I Windows XP [UEIZE 26 , W 5-1 i —ME#E.

& 5-1 32z

LTI e s e g ol
EER W
‘commi| |
Bl (L)
- — =
7 MCT —!|
4
| ®E  |[ Bue |
SCRFRRCAS 02 (2012-03-30) oL AT MRS B 55
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Huawei AR1508&200 Z 51 i\ % 2%
Jic & 45 g - A A 5 P EH FOg R

$®2 WEERRD, WEs5-2.

5-2 Efin Qg E

S PRI FE RS B

B ) )

S E): |:|

FESH () | |
SR G2 ) vl

[ wm= |[ wm&E |

B3 WEImEESHS, SRS ERE 8L WA 5-3.

5-3 in QIBIESEHILE

CoN1l Bt
wmOEE |

R (B |'EIEDD vl

BB @: |8 v

Rk @) £ v

Iz 6 |1 v

SEvEs @ [EE—— |

[FEEHBAE ®)
| m= || B || FEAW |
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Huawei AR150&200 Z 414V i d1 7%
B r - S & 5 BCEH P B s

1B 4 3 Enter 8, B2 HIH P ME 6 AT ORE, ti<Huawei>, 3N TR PR
P A g

SR P T LB %, R EATRCE, W3 BT LIBEI S “27

(RARUY:
A P8t Console B AR dy)” (RIEA BHHEELM) 49 ARIS50200 B, RLART:  “Auto-
Config is working. Before configuring the device, stop Auto-Config. If you perform configurations when

Auto-Config is running, the DHCP, routing, DNS, and VTY configurations will be lost. Do you want to
stop Auto-Config? [y/n]:” ,

® R E Zi4T Auto-Config, &4 n, HE£;
® wRXRE E#4T Auto-Config, #Fy, FHE%;

R S
Zﬁ&;fa

4o R IE Z# 4T Auto-Config, f2ikdFe9 & n, 2 FHELMEE dhep. %W, dns Fo vty A 7
BLEXK.

-

5.2.3 (A[i%) ELE Console AR S{EH

AP B Console F1EFSRBEA& SEBLA M AEY IR, R ARS8 75 R mon) s % 22 4 1%
J&, WCEAHRY Console HI /- F 1t J& 1k o

Console H /' FHIli () @ YEAE B4 AR A (e, FHP AT E RS AMCE . H2H ]
DURR 9 FH 75 5 LS a6 e A i 2% 18, Be B AR SCIE e, Bt FH - St ) 8 i Jes M DA &%
F P 860 7 305

WAL E Console 1) FLifil, 152 WHECE Console F /7 L1 .

(1) +mm
X Console A F Rd Bk & BP A 3%, FivAiit Console P &K% & /E B E Console A F Fdm
BT fe B B iTAR P A A P, FPGEE H AT XECE Console A P d Bit. EA

P& 23T Console P HRAFIXE, FE2KE PCALEATH LS AAZFAMERE, #2585
X% LB E 9 Console Al P i@ B REF—5.

524 B ELER

J i d Console M &k RAMLE G, wILARA B A FHHAE S sk
AACE . AHH IR AAELH AR

IE7 3 4as
CLoe M H I Console HE 5k REGEMAH L
BRIESE
® {{i}] display users [ all 4 W7 H &~ Fm 48 4G B
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Huawei AR150&200 Z 414V i d1 %

[N e 3 SECEHP G
® {{i[{] display user-interface console ui-number! [ summary |3 2o~ P S 21
JE M FIC
® f{ili}{] display local-user fir & A& A L] /1 513
5K

2S5l
BT fir 4 display users, T LUR 4 SR G0 £ .

{Huawei> display users
User—Intf  Delay Type Network Address AuthenStatus AuthorcmdFlag
0 CONO 00:00:44

Username : Unspecified

PAT T4 display user-interface console ui-number! [ summary |, 255 H 7 A ELE

PR FIHCE

<{Huawei> display user—interface console 0
Idx Type Tx/Rx Modem Privi ActualPrivi Auth Int
0 CON 0 9600 - 3 - N -
+ . Current Ul is active.
F : Current Ul is active and work in async mode.

Idx : Absolute index of Uls.
Type : Type and relative index of Uls.
Privi: The privilege of Uls.
ActualPrivi: The actual privilege of user—interface.
Auth : The authentication mode of Uls.
A: Authenticate use AAA.
N: Current UI need not authentication.
P: Authenticate use current UI’ s password.
Int : The physical location of Uls.

AT A4 display local-user, 1] DL HAHLH /412

<{Huawei> display local-user

User—name State AuthMask AdminLevel
admin A H -

ftp A F -

guest A A 15

Total 3 user(s)

5.3 BLE A FiEd Telnet BER RS

WM G E Gl AT LS, H P Ew A6 B A &
AT ASBAEY . U T CUE L Telnet J7 AU ™ 285 5 R 2 BE s, SEHLNS 25 %
MRS I REZE D, AR T ™ A ER AT

5.3.1 B BMES

FEREAT R T Telnet X 5rk RETMIMCE AT T AR PRI R IR BC E LR PR R T AT
S MERAE S, A B TP, AERHb S RC EAE 55

SCRAFRA 02 (2012-03-30) LA I 1 58
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Huawei AR150&200 Z 414V % d1 7%

P 5 e - i e

5BCEM ) E %

Bz R EREE

EES

ik

U SR AN E ok B 1 TP Mk, Tl UGBS Telnet 75 s ™ &0 55 ok e &, X i
FRATIERE R E . T LUE R By e — G I i E4Ed g b i) 2 6 e, R
W7 AE T R AR

TERC & Pl Telnet B op w442 1, WL ZUH I Console &b #%, B XU & I EE
B E, DMEH T RESIE L Telnet 5 aUie B 6 ok W & HHSE LS BN 4E DT . B U S Iid
Wk

©® iU E AR FE R L) TP Hidik, B £ s R B S5 I R A% 2 AL AT
e TJiE VIY H - S FRAE A MRS, SCHUTREE ER 44 1 4
® {H#EE Telnet REZ25ThEE, LUMEH F REWSIE L Telnet /7 s FE B K o

FERCE Ml Telnet ¥ R GE L0, 7 ZEHERR LU N Eidhe

Fs | &ifE

L EAK W

MPRaET =, P4, 04

CAI3E) VTY SRBYH] P F i i s KA 4

CRIIED XF VTY SRR S AN 3T BRI ACL 5

CRIE ) 2 BRI W7 I ) s £ o e 1) S s A T BEOR D S i b XK

/N

1

2 TG BE A I IPvA/IPv6 Hitik % 4144

3 e e 24 HE At Telnet k451 TCP ¥ 15+ VPN 324144

53288 VIY AR R EE PR FIEIERA R

G N, VTY AR g2 0, BRIy 2 EAGE, o T scdll
Telnet /5 I FE B R W A 4EP A PR 4%, W ASGIE I Console & 51k 45, T
2RI R G uE gy 5K

de B g gy
B=RIao
VTY H /S i HAR B PR e a8 B A, HP — AT E S AMCE . (HER A
WAEFA AR SR, IEAGEY. RAREIES RS VIY B A m.
PURACE LI Pk R, (HEHE LI E
BRIEDE
® [iiE VTY H /" i H P iise g
1. PIT4 system-view, HEANRFALKE .
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Huawei AR150&200 R 414V i d1 7%

P 5 e - i e

5BCEM ) E %

2. AT 4 user-interface vty first-ui-number [ last-ui-number ], ¥\ VTY H P #
THIFL I
3. T4 user privilege level level, ¥ & H L.

BRATEOUR, VTY PSR 7 2ol 0o VTY P S i = g iy
A N K R UWIFR 5-2 PR

% 5-2 AP RAN T SRAN XK F R

L
g5 | BRI | B
0 0 ZM M52 T Hir 4 (ping. tracert) « MAB & A
% Vi AMB B A4 (Telnet % )70 ) %5,
1 0. 1 | ¥ | HTRG4EY, UFE display 4.
% L
FFRAFTA display 4R IR, e E AL E AT
#) display current-configuration 4»4~#= display saved-
configuration 442 3 R T, B4Ath A E AL
(Huawei ARI50&200 7 7] £db 5ty B w4 R#Y FHF.
2 0. BoE | WAECE A, BB, SNSRI, W
1.2 | % F P HR A L i 28 1R 55
3~ |0, EH | HTREHEAZITHMS, ShSHRASHEER, A
15 1. % X R4%. FTP. TFTP F#k. FCE XV
2.3 Ay FetEtlar A HAPE A ar o RCE
Ly RENTSHEmA: H TS HE 2w
debugging 11255
(1 mm

o A F WA LEGABRE, RRABANGH P EEE, REASFTRKTAHATA
R egard, MRIRIET R &AM,

® R P ORE T B E 6 ABA 5 FARIR G R P ARG xS e BRAEAR Y R, A
PR X e BA A

® id'd VTY ) Suli it s ir g =X
RGRMEAIAUE . BALEIEA AAA B =P 7. ) a R 7 B T = e B —Fh

- ANKIE
1. PUTM4 system-view, HEAN RG] .
2. AT user-interface vty first-ui-number [ last-ui-number |, JEN VTY H
JA SR
3.  #4TH4 authentication-mode none, ¥ & H ) U6 UF 7 2N ANIEAIE o
- B IGIE

1. PUTM4 system-view, HEAN RG] .

2. AT 4 user-interface vty first-ui-number [ last-ui-number |, JEAN VTY H
JA SR

SRR AR 02 (2012-03-30)
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Huawei AR150&200 Z 414V i d1 25
B fer - S & 5 BCEH P B s

authentication-mode password, ¥ & H] 7 5riE 7 U8 B EIE .

set authentication password { cipher | simple } password, B &%

- AAA BiF
FH P S EGAE 77 Ul E ) AAA SRR, WZ0R AL P NI,
1. PUTM4 system-view, ARG .
2. PUTAT4 aaa, HEA AAA WK

3. HATH4 local-user user-name password { simple | cipher } password, BiE

Zliﬂﬁﬁﬁ)j X BTN

4. PATH4 local-user user-name service-type telnet, it & A H ] 7 (1752 N7
4 Telnet.

5. BATEA quit, B AAA LA,

6. HATH4 user-interface vty first-ui-number [ last-ui-number ], BN VTY H
IREL RS

7. HATHE4 authentication-mode aaa, % E I3 AAA BHIE
B

5.3.3 {E8E Telnet BREF{INAEE

F 7 2 3 i N7 55 % 1 49 Telnet 42 B, 752815 S5 TR % 1 4% Telnet fIRS545 D) 1E -

BRER
BAIL R, B AR Telnet M5 T AR I ).
VEAEAFE Jy Telnet k45 #1001 i E0EA7 800 R IO MR .
BRIESER

BB HHE Telnet IR5S. ML ULEE T IPv4 32 IPv6, EFEIATUN FAPERZ —.
® WXL T IPv4
1. #AT7#r4 system-view, HEA RS
2. HUT *ﬁ/\ telnet server enable, {{i{E Telnet 55
® WL T IPv6
1. $ATHr4 system-view, ARG
2. T4 telnet ipv6 server enable, 1l ¢ Telnet AR 55 .
(ARRTY

® H4T4 % undo telnet [1pv6] server enable % ] Telnet IR 4-25 8F, 4oR L arA@id
telnet BF 69 A P ELK, HPAEPITRRIA.

® K] Telnet IR&Hfe/E, ¥ AfeiBid Telnet 7 XA FEL L, RALidit SSH X3+
o & XA KL E.
s
SRR 02 (2012-03-30) AR Al
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Huawei AR150&200 Z 414V i d1 25
B fer - S & 5 BCEH P B s

5.3.4 A Pi@ g% Telnet 2R B RS
:lﬁ)i Console |18k B4 5E AT CHCE Jo, FH 7 Al BUE H Telnet 180 28 i 55 213zt

B, SIS I RE LY o

1
1Ly
1]

Ml it Telnet Vs 0l 248, 0] LAIESAS H Windows iy 24T HE/R AT ELEE = J7 4t it
AELL Windows it 24T HE R 17 A B 3EA T IC '

AR P & B TLL I & .
BRIETER
FB1 A Windows M 2 THE R o
HBE2 AT Windows 114 telnet ip-address, 1Hid Telnet 5 X &K% .
1. BEN Telnet IR% %511 1P Hutik,
B 5-4 Windows B S1TIR T

v C: \WINDO¥S5\systen32\cad. exe

C:“Documents and Settings“Administrator>telnet 18.137_.217.221

2. 1% Enter £, LA MBS SITIRRET, W<HUAWELD>, RILH PSRBT
Telnet IR%545% .
W R AARCE TS EIE T B AAA AF T, BBk T S M N B sk T
KRG, IR N P A I 4% Enter 8, B R ILH PORLE A AT R
%, K 5-5 s,

5-5 % RREE

< Telnet 10.137.217.221

Login authentication

Uzername :huawei

Password:

Info: The max number of UTY wsers is 15, and the number
of current UTY users on line is 4.
The current login time is 2018-12-17 18:18:87.

[<HUAWEI >

SCRYRRAS 02 (2012-03-30) AT AR 5 B )
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Huawei AR150&200 Z 414V i d1 %

P 5 e - i e

5ACE g%

—HETR

535 EBRBSER

Bl M

BRIESER

E5 75

54EERPIE

MR Telnet X5k ARG B LG, 7T LEA 29§75 FHIERASO0 . RN 5t
HREREN DL LLECH TS P TCP 3B RS DLE A A

E e Sl Telnet B X RS T A ILE -

® {{i}i] display users [ all [y 2 &G H 7 SHEL TS I .
® f{i}{] display tcp status iy A F AT AL T TCP R
® fii}{] display telnet server status i %75 Telnet it 554 KPR A FIEL E A5 B o

s

AT 4 display users, 1] LA A 2[5 H P S A S S .

<{Huawei> display users

User—Intf  Delay Type  Network Address AuthenStatus AuthorcmdFlag

34 VIY 0 00:00:12 TEL 10. 138. 77. 38
Username : Unspecified
+35 VIY 1 00:00:00 TEL 10. 138. 77. 57

Username : Unspecified

AT 4 display tep status, 7] LLE | TCP EH2RZ . Established K7~ —> TCP i

[REZSYE YA

<{Huawei> display tcp status

TCPCB Tid/Soid Local Add:port Foreign Add:port VPNID State
39952df8 36 /1509 0.0.0.0:0 0.0.0.0:0 0 Closed
32af9074 59 /1 0.0.0.0:21 0.0.0.0:0 14849 Listening
34042¢80 73 /17 10. 164. 39. 99:23 10. 164. 6. 13:1147 0 Established

PAT T4 display telnet server status, 1] L7 2| Telnet /I 55 #% PR FIRCEAS B o

<{Huawei> display telnet server status
TELNET IPV4 server :Enable
TELNET server port 123

17 STelnet 2R A%

STelnet WM SEHLAEA 24 W26 EERAL 2 A RE VT il o 3 S AR 55 s 22 TR 483 P
[, RS AIER, HT AT DURERAE Telnet —FEE K Hids

541 BIiIMBES

FEREAT I A STelnet 85k AR G0 ARG ELHT 1 AERe R (K0S P PABE L P P P ) i
RS AR e, A B TR AR o8 BUE BAT 55

SRR AR 02 (2012-03-30)
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Huawei AR150&200 R 414V i d1 7%
B fEr - S & 5 BCEH P B s

Bz R EREE

Telnet #t/> 24 FAUE 3, M0 ARSI RERHA] TCP AT WIS, AAAEIRRIN 2 42
o 4 Telnet AIEL, SSH $EMl T — MEGA LA M IAET R, Ak 55 sl i Xl % ) i
(IR S I RSt s, ok W 28 U il S i 122 4R 55 . SSHIMMSZFF STelnet,

Sttp.
STelnet s&—Fl % 4= 1] Telnet k5%, SSH HI /7 vl LG H Telnet 55— #£#4F STelnet ik
%o
EES
RS Pl STelnet sk R4 21, Wil Console &SR #%, B XUk £ M6
BHCE, PMER P RENSIE I Telnet J7 R 5 S i 2 JE LV BRANZE Y . S0 U B I
BUE:
O PLEASEHL IR IP bk, A DR 2 i RS S5 )L 2% [R]85 F Al I8
e Ti'E VIY HF R FRAE A MRS, SEULFE & BRI 45 5 %
® FiE VIY AP 2K SSH . . FEE SSH A P48 R4S B E STelnet
{68 STelnet R 233088, LUEH] RSB it STelnet Jy wUI FE 2 K e 45 o
VRS

FERCE M il STelnet ¥k R GEZ 0T, H#E# LA 4

FS | 8E

1 MPUED S P44 @, (alik) VTY SRBR] ™ Fmm i de KA 5
CRATEE) ) VTY KA H] ™ G e AR 34T BRI ACL 5. (AJk) i ]
FORBIWOTIF R Carad) 2 A 10 Sl AT 5O g S iy & G XK/

2 SSH H I P s fnsmt . AE 0. kRSS20, 4 SSH P /0B X i RSA
N CEEZ

3 (nJ3E) SSH 5284 Mk . SSH s+ 4y W )3 15, STelnet %% 7 By 2]
SSH JIR 45 %8 5t A BT 36 I 26 590 . SSH IR 45 %%ty 21| STelnet %5 ) Sify [ 17 326 0 26 54
1%+ STelnet % )7 i 1) SSH IR 45-#5 i 1) B 38 HMAC 59 SSH e 554 iy 2

STelnet %% /' ¥ (A 15 1% HMAC 5%, Bk gAc ik, WA, ik

542 808 VIY AR REMERPRAFEIESAR

LSO, VTY AP FOmEHE 02 0, ) BeaE 2 GE, o 7 sedll
STelnet /7 ANICFE & KB AEP RIS PR 4%, W24 eil It Console HI & SR 4%, B OUH

SRR R 77 2L
ERER
VTY J /P SO SUAb R P e LA B L, T — R T T 5 AN . (L2 A
LT P R sk, OB . ELAR RS R VTY B RE.
DRI B TR, (H AL E
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RIESR
® [iLE VTY FH /S H AR se )
1. AT 2 system-view, PEARGANKE .
2. AT 4 user-interface vty first-ui-number [ last-ui-number ], BEXN VTY H 5t
THIAR I o
3. HAT4 user privilege level level, V& H LYK
B TEOLN, VTY JP A i G0l 0. VTY P i i) ™ o) A

AT N K R AR 5-3 FTR o
*x5-3 ARRAFGSRANTEXRE

AR | @< | &5 | H8A
A | &KA | &R

0 0 ZM | MK ZH L a4 (ping. tracert) « MARBEAH K

% Vi ) M 325 1 fr 2 (Telnet 257 3 ) 55,
1 0. 1 | ¥ | HT R4y, FE display 2.
% L

FFRZFTA display @ AARBEAZR, ot E AL E LA+
#9 display current-configuration 4>4~#= display saved-
configuration 442 3 R, B4At 8 A E AL
(Huawei ARI50&200 7 7] £-db 5t 8 w4 R#Y FHE.

2 0. P | SRR, SR, SNMSRXS, [
12 | % P P HAR 48 I 55

3~ |0, HE | HTRGEARSITImS, S sc#EH,
15 1. 7% FECAE RS, FTP. TFTP F#k. FoE SO ey

2. 3 A EEETla A P E AT A AN B Y
Ay RGNS E M LS M2 W

debugging 1T 255

(1] 568

® Al FBA GG A BRI, RRANGA P ARG, REEASETFRKRT A TR
R e, MmPRIE T R &6 24N,

® R P RE T EE AR FIRIRE B PG ARG 3 e RAEAR A R, AR
PR R e BA A

® JiE VTY I Frif i giEJy 5
RGIRMEARIE . 1 AAA BoukE PRy e H P AT s 2 e % — Ay 2.
- ANBE
1. AT system-view, FEANRFAE
2. AT 2 user-interface vty first-ui-number [ last-ui-number |, BN VTY H

J A
3.  FUTHr4 authentication-mode none, ¥ & F 7 ¥63F 77 258 AEIE .
- AAA BF

F P S sl 7 ARG E A AAA AR, A5G EASHBHT P AR
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1. PUTM4 system-view, ARG .
2. PUTHA aaa, HEA AAA MK

4.

AT A4 local-user user-name password { simple | cipher } password, L&

ASH T 7 A4 N EE

4. PUTM4 local-user user-name service-type ssh, [t & A F # N2EA
SSH.

5. PUTMA quit, 1B AAA L.
6. HATH4 user-interface vty first-ui-number [ last-ui-number ], BN VTY H

F S AL
7. PUTHr 4 authentication-mode aaa, &E /7 %HIE TR N AAA BAF.

-
543 HLE VTY Hi)i'ﬁﬁs'z?# SSH 1%

M IS STelnet 7 2G40, TR EALE VTY H AL S2F: SSH Wil

e B3 = g

B=RIao
BRATEIL R, F P RO SRS Telnet. G S ANEC B S AN sl 5 LA FH P 5 i <2
SSH #p3, W ARREE N STelnet J7 208 s B4
(1] ssmm
Yo R B E R P RE X FO L SSH, % E VTIY A P R&@IES XA AAA BHE, T
protocol inbound ssh 4852 & A%, 3 .
THAEVE N SSH RS #tw && Lat AT an FIMEC &
BRIES T

e

L1 HATHT 2 system-view, N RGAIE.

L2 HATHT2 user-interface vty first-ui-number [ last-ui-number |, SN VTY H 2 FHALE
$HI1E 3 PUTH4 authentication-mode aaa, WEKF 70 AAA BiiF.

S 4 T2 protocol inbound ssh, FitE VTY 2 #F SSH #pi¥.

TR

544 B2 E SSH AP HIEERFZ AN E S STelnet

JHIL STelnet JyxU 8 i il 2y, DAL E SSH H /7 FoE A RSA S8 . WE
P aeuE 7 s LA A FR 52 SSH 7 B AR %5 77 2K

db s
B>XIao
® SSH ¥ #F RSA. password. password-rsa fIl all PUFFIAIE 0. FREAE AAA AL
B[R 44 A T
® R RSA BN ) 5E i SSH S s I B AE . WAL SSH AT
password JiiF, W 2T SSH IR 55w o 2F AL RSA %40, Wik SSH A~ H
RSA UG,  WIAENR 55 dedin AN % ) i 8 7 2876 AR I RSA 4]«
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L0 s5emm
password-rsa IAIEFE FF) i i% & password FAIEF RSA JAIE, all JAIER 48 password IAIEF RSA A
PET Nt R — AR,

HAEVE R SSH IR 45 #1128 L b A7 a0 T~ e .
BREDE
$B1 HATHr 2 system-view, N RGIE.
$B2 P74 aaa, HEAN AAA R

=

HE4 AT S quit, BH AAA K.
PS5 HATHr2 rsalocal-key-pair create, 7=/EACHL RSA 8%,
(AR
® Z#t TH e SSH AL E X AT, 4440 % A rsa local-key-pair create B2 &, A R AMLZAALT,
® FHTARJE, AT display rsa local-key-pair public 44~ & A 5 45t #9473 5
e
$IE6 AT ssh user user-name authentication-type { password | rsa | password-rsa | all },
BeE SSH H P (k77 e
M PRSP B FR 2, R M EZ —:

® it E X} SSH H J 4T Password % UE

- AT 4 ssh user user-name authentication-type password, % SSH " &
Password %Kil .

BCE X SSH P #E4T RSA Bk
AT T4 ssh user user-name authentication-type rsa, X SSH ] ' lid & RSA KilF .
AT A4 rsa peer-public-key key-name, BENAFLEFIME .
AT T4 public-key-code begin, 1JEA AL LA AHAL A
N hex-data, WAL,
(ARRVT:

o HANLEFHRBENE S, HEAMNI B LR R I A X e+ T4 %,
W X SSH 498 F b SRR AR, EARIRVEA LA I 49 SSH & P 5 8R4 64 3 Bh A%

® HEANEFLARBANE S, BPTHE P 5% LT A 6 RSA AL E B RS- 50%, R A&
JUENE 7 Xo# RSA ~4ABL B 2|44 SSH IR 456934 h 55 L.

5. FAT74 public-key-code end, 1B H A LSRG AL
® UIHLRIINBTEIE YWY hex-data, HAAT peer-public-key end )&, ik Rk
.

® WL IR b HhiRE % key-name CEAEN NG T FHMIER, AT peer-
public-key end I, RFESHEIR: BHOEAEE, WK HEZRR RS,

6. U714 peer-public-key end, iEH ALK, MR RGN,
7. PUTH4 ssh user user-name assign rsa-key key-name, A SSH FH P 73 Hic A4

$®7 (Wik) HUE SSH H AR IFE B

Sl S
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1.  $UT14 ssh server rekey-interval interval, % & IR55 2% 56 1 5 B 18]

BB TEDLR, SSH RS 2% 5 B BEHr I a] [R]BE 4 0, RIRKATEHr o
2. T4 ssh server auth-timeout timeout interval, V& SSH AL I I [H]

BB TEDLT, SSH RN EAEIT I 5] A 60 5.
3. F4THr 2 ssh server authentication-retries auth-times, & SSH % ilF iR IKEL .

BRSO, SSHIERIKIAF BRI E N 3.
T
5.4.5 {EfE STelnet ARFZ B IN&E

BB TEDUR, STelnet A4 28 IREARAERE . F /- Al id STelnet S ok & 2 1, WAZIH
II Console & %1% 5%, FF w41 STelnet Ak 55 #3 D fig

=]
BRAETEILT, B STelnet R4 #yDhREVA flRE, HAMTRE T obIhfe)s, &) umA fg
PL STelnet 77 205 e 24 i L iz o
WETEVE N SSH RS 3 1 #& AT a0 F ic & .

RIESER

F$E1 AT S system-view, ARG .
HIB2 AT 4 stelnet server enable, {fifit STelnet /Ik55 24 TRt
AR, STelnet 4543 U BE A A BE

e

5.4.6 P i@ 3 2&i% STelnet ERBN RS

2l 3L Console 11 kw5 S8 UM RBC B Jm, HIJ7 AT LS ] SSH. P IS0 258 i X5 55 211320 S
B, SIS I RE LY .

M il STelnet 5 iu% AL 58 =7 A dd DA 58 =7
OpenSSH Fl Windows iy 24T #7857 A ATl E -

(EM P 263 122 OpenSSH HH A, WHFEIT] )/ 43 BT LA FIC
(RARTY:
OpenSSH %k 14 49 & ik A iZ 5 09 2 E 509,

1% ) OpenSSH #kAF M #3833 STelnet B K 2| £ 4Lht, F 2428 OpenSSH #5404, @441 A
BT VA S L B AR 64 7 B XA

RESR

$IE 1 kA Windows A 24 THE R o
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HIE2 AT OpenSSH 174, il STelnet J7 X & KB 5% .

5-6 i@3d STelnet AR ERIREREE
o C:AWIRDO¥WS\system32\cnd. exe — zzh uzer@ld2. 168.5.1

: gsh [=1246RaCFghkMngsTtUel=Y¥] [-h bhind_addressz] [-¢ cipher
[<D port] [-e escape_charl] [=F nfigfFilel [-i id
[=L port:ihostihostport] [=1 login_namel [-n Rac_s ] [=o optionl
[=p port] [-R portihostihostport] LuserBlhostnane [command]

uzerB192 168.5.

bt .5 sword :

.'T'l:' users II.'.i 2@.- -:|.II|.|. t]lL‘ I1I.IIF.JI.'E'
1.

aEE On ].J..“L' i'.'i

<HUAWET >

B

5.4.7 (TA[ix) B E STelnet RH£S%

Ry DA B2 15 A RE S A IRARCAS SSH ISl e B A2 B SSH Ik 554 Wi 115 LA
Pic B 55 ot D BB IR T L R 2 P

E=ER
RS S HUNZR 5-4 TR .
F5-4 PREFSE
RS H | HAR
FERACRA | SSH Pl SSH1.X (SSH2.0 Z FifffiiA<) F1 SSH2.0 fixA . SSH2.0
SSH % PRSUAH EE SSH1.X Pk e, #ES5 K B TH ke, T PASCHREE 2 1A
UE VAR H AT W 7k, [RIe i T IRSSREJ) (i SFTP) o« AR150/200
YRR TET 1.3 H/ANTEET 2.0 2181 SSH Wil iR A .
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5BCEM ) E %

e 2

LFA

i W s 1 5

BRAAREOLT, SSH RS as it MWty 1145 4% 22,  BEAS B Sk 2% mT PLAS
feae s S o HU R HARAER WG 155, W RES A B AW
) e 1, SECH 58 FIR S 2R PERER T R, 3 LA E P vk
). BTLART DLFE G & SSH RSS2 () M Wi 5, Wil # AN40iE SSH
WEWr s 5 IR R o, AR I T A 6 SSHAR 45 kv sty 11 (105 1)
MR T 24k

Ik 5545 % 0
X BB ]

e B Al 55 i s P BRI T, A5 SSH R 5545 (14 S8 J ) 2K I
H 3 EF RS A A0S, NI AT EAGRALE 22 417k

BRIESR

FB1 HATI 2 system-view, AN RGN
B2 BiE SSH &SRS H, MIETFE, nfHATWR 5-5 F— A2 MEE.

K55 EBERSHSH

BB _SH

#HRIE

FEREFE AR
ATfig

4774 ssh server compatible-ssh1x enable

BRATEDL T, SSH2.0 WSl FIHRSS #3236 7 SSHI1.X s #s Thfeny.
BRAAYF SSHI.3 ~ SSH1.99 (SSH MR AS K451 1.3 BT
5T 1.99) % e %, WHAT undo ssh server compatible-ssh1x
enable, X fFREMHAARRATIBE

fic & SSH Ak
2528 I W it 11

k52

AT 4 ssh server port port-number

WURPECE TR MR W im 115, SSH RS54 dim 56 W 24 iy L i () o
4 STelnet FlI SFTP 4z, AR5 A HB 1% 5 HFaa W o §RA8 10
N, SSH g5 as i i Wi 1452 22

e B 55 o
BIXF BN ]

AT A4 ssh server rekey-interval rekey-interval

FATEUOL N, SSH S5 A S 6 1 BB I (R Ta] B 4 0, &R AN BT o

— 4k

548 N EBHLBSER

o

HIE R
L Pl

I IE I STelnet X% REEHCE )5, ATLLEE £ SSH AR 554+ (4 Rl B A5 B S5 A

STelnet B RAEM T H L E .

SRR AR 02 (2012-03-30)
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HRIETR
® {{i}{] display ssh user-information username iy % 1F. SSH 5% #5 i #x & SSH H /15

JGho

® fii}{] display ssh server status 774 1 E SSH Ik 55 #4514 RTC & A7 E .
® {{iJf] display ssh server session 7iv 4 7E SSH JIi 45 #suii 5 5 5 SSH %% /i iE L 1 451

H/oho

s

EE 705
121774 display ssh user-information username, 1] UL & $55€ SSH H 15 B

<{Huawei> display ssh user—-information client001
Sftp-directory —

Service—type . sftp
Username Auth—type User—public—key—name
guest password null
rsa rsa RsaKey001
password password null

WIRASEE SSH /7, Wl LAAE SSH AR 25 % i B4 1) SSH 45 .
12174 display ssh server status, T PLFTE SSH 45 2% 4= JRilc & 15 &

<{Huawei> display ssh server status

SSH version :1.99

SSH connection timeout 160 seconds
SSH server key generating interval :0 hours
SSH Authentication retries :3 times
SFTP Server :Enable
Stelnet server :Enable

15174 display ssh server session, 1 UA#r 5 SSH 5525 5 % P o iE ¥ M 2 1515 B

<{Huawei> display ssh server session

Conn  Ver  Encry State Auth—type Username

VIY 0 1.5 BLOWFISH run password john

5.5 ZERERE BIRE
SRR, TR IO, W, B
i’

5.5.1 B BES

FEREAT G 5% (0 PSR AT T R RS PE A N PP L I B8 AP P PO i A 55 AN e v
e, AT TR HERSE B BAT S
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e B 95 e - At SICEM SR
Bz R
H T ORUESRAEH] T Reg 24 B i 2, W DARCE ] Zonl U . A ] Fitii 1) A3k v
S
HIEES
FEREAT 6 s Ja R FHERAE 200, it 58 B AT S5
® I A 6 s B A%
HEAEE
FEREAT 6 5% S W THERAE AT, i ZE A LU il
Fs | #iE
1 FH P ) 5 0
2 VAR (I BRI TASs
3 FERGEIIH BN A
5.5.2 i R4 5l
WRH P VARG 5 00 BBk i s 5, T D) B m B0 P S AT #
1B, AN EZON DI04 2O A RSN E .
%%1§lh\
AT B AR P RN, 22 RGO A P Ui 20 00 FH P I, EE3E4T P 5
PYIGAE, RIS EA AV it 4
RIESR

S HAT S system-view, N RGWIE.

S 2 T2 super password [ level user-level | { simple | cipher } password, Tt & V)44
FOoNHIA 4.

A TEOL R, X 3 B .

s
Zﬁ&;ia

4o %A% simple £, FAHK VLA I ARG LR E I T, AKREREFA R P =T A
Wit FRE 5 AR EH, el Bk, —#&ELTF, &R cipher it
T, F g mh A ER A

Rl BF, 1% cipher £ RXE T FAE, LEMRALRE, HXERE, AALRERER
x.
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$E3 PATarS quit, BB K.

$E4 U AT4 super [ level |, VI 905,
BATEOUT, UIHEI R o2 3 2.

PES5 WFERFEIR, WMAUIROS.

TR AR, BB E o . SR sl = o NSRRI 4, KRR R
W, A a3 ).
(1 ssem

LKA A BT R P ilit super 42 S AR, AL A LA trap 28, LR AR
AP, wRIEI|GEIET SATLS], MAGLEA &,

R
5.5.3 HiEM F%&in5tE
M R TR E L I, B R RIRA P A % S A, o] DA T
FH P 2 S8
?g?§§%1§§:u»
F P S4B 45 Console H 7 SR VTY H 7 Stii .
BRIESE

P PATA4 lock, BiE H - 4 FLT .
FE2 ARG, WARBRBUER N4, JFA 4.

<{Huawei> lock

Enter Password:
Confirm Password:

BUE KR, RGeS 2 im S DBl .
Bl ) S, # AN DS IRA. RERBIUE I, AU AR 4.

B

554 AiEHBLETECRARRE
FH P AT DAAE 2410 A P S A S s HoAd FH P i, s R 7 S 1a) A s v L

db B f=
B 5?{1::)%3

U 2 A PSS A AT E N, R A AR G AR e A S, W]
DLLE i Sk ACas i B2 SLA i F P Sk
BRIESE
TEBE1 PATH2 send { all | ui-type ui-number | ui-numberl }, B EAEH 7 A RALIEH B

PE2 R RGN, WAZLENE. M “Cul 2”7 sl Fssiddm A, i “Cul_C”
TR AR

SCRAFRA 02 (2012-03-30) LA I 1 73
WKL AT © HE A AAT IR 7



Huawei AR150&200 R 414V i d1 7%
B fEr - S & 5 BCEH P B s

FE3 MRS, BEEAHEIORME. A Y7 KIEHE, WA N7 HBUHkIE.

TN
5.5.5 BIRFEZ A P
HPBXARG G, TUAEALH ) 1ER.
LEEE
HPE BRIP4, b ERE R, DO P SRS A%,
IRES I

® f{i}{] display users [ all Jfiy% %= HI = S @) 48 A5 B
A5 all LR W A L S P o8 %45 5
—4R

5.6 B & 25451

FC#E M it Console . Telnet. STelnet %5k RAM /R 1G4S ERFEE T I
B BCE SO AR R G B R UM i B S B A

5.6.1 Bic B Fl F i@ 13 Console A& R AR

LEARGI T, A PC S T B B E, SEBLIE L Console % sk 2%

G BT 4 2% Console & AIINC & S HUP ERIAE, W 2 FkdE L Console
F18 S it 2, DA0AE PC uig BEAT AN, 2 B0 B

5-7 Bt &i# i1 Console A& FELHM[E
1—@

R
PC Router

BLE BB
1. it Console HIEH: PC FlE oo
2. {E PC uniHAT R IIWE .
3. EREHAE.
(1 sem

A AR BRI S8 A BIN-23.
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Jic & 45 g - S A A 5 P EH g R

HiEHEE
LIRS (PRFH N 4800bps HAEAI N 7. B even, 5 1LALY 2 R
JIRATD

RMETER

P11 @ AME RS, HF PC (k&) 18 HIE L FRAE RS-232 BL & FL45 S5 AR 11
Console Mi&EHz.

$®2 {F PC Liz4T&umffi EAEY . WE Limilifs S 80h 4800bps. 7 M7 £ A7 . B4 even.
2 pifss b AR 2, W 5-8 £E 5-10 Fios.

5-8 FiEiEE

Fi A SRR BRI BT

B )

COMML |
Elt (1)

A R .
B ) ©):
ES®: EE
HESBE): | |
A [
i | TN
SRR 02 (2012-03-30) A R T 7s
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P R - AL A B 5BCEM ) E %

5-10 ix; HiBE S8R E

conl Bt
mORE |

ST (B) |4aun vl

HE @ [s v

FiEt @) | Bk v|

B ©): [z v

FHEFEEH] ) S |

[ EEAEME B |
| m= || B || EAW |

SBT3 sy LHAK, REEADNTIE, AKEEREHRNAHP#EARE, HRHIaG 1T
PR (W<Huawei>) o
PE AT AN 4, AR M AR Is TIRAS, SO0 B 2 3 T RCE .
T
5.6.2 Bt Eifid Telnet & F R
EAREIR, ELECE R P SRS, LI P i G S i s
ZH Mk
HP AT D PC A5EHC S oty S ok B0 e W B B il ay, B T RedEd .
5-11 B2 B i#1d Telnet EFHM E
Eth1/0/0
202.38.160.92/16
PC Router Target
Router
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BCE R p -SRI A 5 FLEH g
ELE R
[ SRVt 7/ BB UEE
2. MEHPEXSH
3. sk i Ay
RBEE
® PC [ IP Hhli:
® L E K h A LUK EE 1) TP Mk
® Telnet Vi MINH ) EE (H/ 4. HARIEUETT 0O
® ffifr PC 5 Target i FH#% < 7] 4% HH Al ik
BRIETE
W1 7E PC i AT H A bt 20 ) R0 25 4%
W 2 1 Target ¥t s i ic & 5 5 FH P 240
# OB S Hh bk
<{Huawei> system—view
[Huawei] interface ethernet 1/0/0
[Huawei-Ethernet1/0/0] ip address 202.38.160.92 255. 255.0. 0
[Huawei-Ethernet1/0/0] quit
# LB sk e Uk 7 2
[Huawei] aaa
[Huawei-aaa] local-user huawei password cipher hello
[Huawei-aaa] local-user huawei service—type telnet
[Huawei-aaa] local-user huawei privilege level 3
[Huawei-aaal] quit
[Huawei] user—interface vty 0 4
[Huawei-ui-vty0-4] authentication-mode aaa
B3 FLER ) ok
£ PC 1217 Telnet (L Windows EEE RSB , W FE TN
5-12 PC E£HYJ Telnet R E
- VR ARERR. Jhiak, K%ﬂ Internet BFiERNE
T\E IR Windows AT HE
fTH @ |telnet 202.38.180.92 b |
L = ][ ww  |[ake. . |
CHIRA 02 (2012-03-30) TR 7
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<>

FEXF B A AR 4, SRl e, BT PR dr AT 34T,
<Huawei>. UL HEA T HLEIRC B8

s

5.6.3 Bt B FPiEid STelnet B R &G R4

FEARGI R, TR AE SSH S5 dsin A A M S P10, JFAE SSH e d5 4 imlic & SSH 1™
IR 2 AR, {ERE Stelnet 55, SEUL Stelnet 7/ diiidE 4% SSH IR 55 4% o

Wi 5-13 i, {eAER SSH IR4s a5 (1 45 F A RE STelnet k5545 hfES, STelnet %
Ji PC A DLl Password. RSA. password-rsa 8Y all IAIE ) /5 28 Sk 31 SSH R4S 2%
i o

i & Pl ik password TAE J7 78 5% SSH Server.
5-13 BL & F P i@ 3T STelnet & F RS A M E

Eth1/0/0

10.137.21 7.223/1%

SSH Server

(TR 85
KT (BB LR PC /E A STelnet 5 /7 i %42 SSH RS 25«
1. {E SSH 45 s i A= A M B A XT,  SEBIAE IR 55w it M550 ) it BEA T 22 A M B A Lo
2. MCE SSH HRSs#simt) VTY H 7 il
3. MCE SSH H P, BFEAE L, HP AR,
4. fF SSH 454 uiififi fE STelnet R 2% s L AE DL L HC B FH 7 IR R 452878

B
TERRUERLE ], FE AT A

®  SSH HI/ A UE 7 20K password, HI/ 4424 “client001” , #5654 “huawei” .
®  client001 [T FH P 4l R 3.
®  SSH AR % #s ity IP #hhik 2y 10.137.217.223.

IR A0S it A2 A b 25 B %)
<{Huawei> system—view
[Huawei] sysname SSH Server
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P R - AL A B

S5ECEHE

K

[SSH Server] rsa local-key—pair create
The key name will be: Huawei Host
The range of public key size is (512 ~ 2048).
NOTES: If the key modulus is greater than 512,

It will take a few minutes.
Input the bits in the modulus[default = 512]: 768
Generating keys..
,,,,,,, bt
,,,,,,,,,, bt

bttt

LERRSS 8 im i B VTY F 2 G

[SSH Server] user—interface vty 0 4

[SSH Server—ui-vty0—4] authentication-mode aaa
[SSH Server—ui-vty0-4] protocol inbound ssh
[SSH Server—ui-vty0-4] quit

(AR
ZHLEAF WA SSH, M AR150/200 5844 & 3h 21k Telnet 3 4%,
EARSS 2 um e B SSH R F7 (K FH 7 42 Fns it

[SSH Server] aaa

[SSH Server—aaa] local-user client001 password cipher huawei
[SSH Server—aaa] local-user client001 privilege level 3

[SSH Server—aaa] local-user client001 service—type ssh

[SSH Server—aaa] quit

Bo'E SSH 7 (5 ik 7 U4 password

[SSH Server] ssh user client001 authentication—type password

fi i STelnet Al 55 25 D fiE

[SSH Server]stelnet server enable
USANN L W=RAt N

# il OpenSSH R AF 5L Vs 0] SSH AR 45 %%

S\system3d2\cmd. exe — ssh clientD01@10. 137. 217. 223

C:“Documents and Settings“Administratorrssh

usage: ssh [-1246AaCfghkNngsTtUuvlxY¥1 [-b bind_address]l [—c cipher_spec]
[-D port] [-e escape_char]l [-F configfilel [-i identity_filel
[-L port:host:hostport] [-1 login_namel [-m mac_spec]l [-o optionl
[-p port] [-R port:host:hostport] [user@lhostname [commandl

C:\Documents and Settings“Administrator>ssh clientBB1R10.137.217.223
The authenticity of host “18.137.217.223 {18.137.217.223>’ can’'t be estabhlished.

RSA key fingerprint iz d4:6%:ef:fc:f5:hd:%b:a?:1d:1e:d?:ec:ae:?8:f5:%e.

Are you sure you want to continue connecting {(yes/no}? yes
Warning: Permanently added *18.137.217.223" (RSA> to the list of known hosts.
clientB@1E16.137.217.223"'s passuword:

Info: The max number of UTY users iz 18, and the number
of current UTY users on line iz 4.
The current login time iz 20080-91-B4 @7:13:88.
<szh server>

CRYFR A 02 (2012-03-30) Sy LA TR (5 S
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5BCEM ) E %

5

EEXH
®  SSH R4S 23 IMHC & SC1F

#
sysname SSH Server
#
aaa
local-user client001 password cipher N C55QK< =/Q="Q MAF4<1!!
local—user client001 privilege level 3
local-user client001 service-type ssh
#
interface Ethernet1/0/0
ip address 10.137.217.223 255.255.0.0
#
ssh user client001 authentication—type password
#
user—interface vty 0 4
authentication—-mode aaa
protocol inbound ssh
#
return

SCRARRCAS 02 (2012-03-30) Ty AT A 1 B,
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P 5 e - i e

6 B RG

6 BEENHRS

XTARE

TE % H A5 A7 il B8 T ORAF A B s A TRl R b P g B S0 F, 1) o] DU I SO R 4
DR PR s P KX LSO AR H SR, SEBG SCAF I sy Bl INBRSE#RAE

6.1 EHLSCAF R A
% 2SI SO R Gy X R B A W% LT S

6.2 Tl i 6 sk R GEREAT AT HRAT
RIP AT DG S ok R T SO AT, AR B At v BRI H SRS B AT

6.3 it FTP 4T S0k
FH P T LU FTP WSS T A M R 2 L2 18] 1 S8, JCHAE M TR T+ 2. H
BN SRR E PR A7 S S B E 15 2 T2 N .

6.4 Wik SFTP #EAT CAF A

SFTP {859 F F ] LA IZE o1 22 42 8 S s 2 BEA T SCE P 8, KPR FE R G T 2 2 75 2
AR IE I TS, BN T B AR R e A

6.5 it B 254

BCE Pl B sk R 4. FTP. SFTP. FTPS BT SUAF AR s . i 454 i B i &
TAREE R . R S P AR A R SR T B Y e g ORI R A
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6.1 EIEHE It
B 1 B SRR AT AR A e ERER S FE

6.1.1 3 R G HEA

A RGOR IR AR A TP OCE . HR R B, AR kR, B EASCEATH
Ky DU SIRSCIF I N A

ARG I RE: BB B BRORAT AEAT filh BE a6 P R SCA

BERAGHITIOHIRE
1H3d Console I, Telnet 8% STelnet J5 R &K Hesf5, 7RG e H s F et
ITE P,
® i
A B A& AT AR B R4 5% o
% # H TSR AA B B % L5 Flash A1 U 4.
® ff
XA RG ARG S, G BT B — R L .
® [Ix
H st — P A SO S T H R AL, & SO LR a .

6.1.2 BB HEMEESN

M ATLLE A FTP. SFTP. FTPS 855 BT SCAF AT, SRR SCA (K4 2

B33 FTP BE1T3CHHIR4E

FTP WM& —Fh3E T TCP/IP WMSUi ) Internet ARyt ML, T 108 IS5 2e A A Hy

& P 2 AL SCE . FTP RISk TCP & — A SUEN— DN RGEEHIF Y AN R

4, GRS LNR T — RS e T RS, X4k TCP iER iR (RS

wum A 21 S ) FBEEER: JRSSEs N 20 SR .

®  PEHER: B B LIS B SS ws, SRR RIIRSS AN, TP XS hlE R
IR 5 A B R B B gk /D A IR

®  HUHiEE: TER RIS Ay 2 IR A, DR TP X e i B 1 R R e e K
B M B v A

FTP A W PP AL i X

o bR, FTAREFLY SO (LRSS 4844 4 app. bin Flbtm [K3C1F) .

® ASCI M, FH AR SCARS s tF (Lhinjs 4844 00 axt. bat Fl.cfg 1I3CHF) »

BT FTP DR

® WAAEN FTP %/ . ) AE PC il & BURE Pk Telnet Fi /734 52 1 4%
PUAT ftp A W S I FE FTP MRS 28 IERL U5 ME FE B ML R SCff, e

ML ST
SCRAFRA 02 (2012-03-30) LA I 1 82
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P 5 e - i e

6 B RG

® W AEN FTP RS #5: HIPISAT FTP & e, B AT SO A
PGSR, WA B b3 i OGO B I FTP IR S5 4 1) TP Hudik.

iBid SFTP #7344 1E

SFTP FH] SSH PSS ik (¥ 2 A THAE, A HI )™ 7T L 4 65 s e EA T SCAR A B
FSCAALIEE AR, Bt it 7w 2 fifs, [N, h TR s s
ST RE, I AT DLAASH B 6 2 4 ok BB R B b, BEATSCIF I 2 e fl

) SFTP [ 55 disdim sl 55 75 I i IR JE FR A7 AE BN, )7 o o 8 S T b e e ) A4
FESMOIFER. T EIR A AR, %l SFTP Jy sUE Sk e ds i), id B ¥l
PRI K2 3% Keepalive i S (14 18] B I 1) R 55 % B (14 J0 . 5 BRI CH -

®  WURAESRE I [m] Al b A AR B Rs , 20 7 gkt A% Keepalive i 304 i 554 i o

® RIS S R0 Y B CHGRE I G IR, B s R B W IR

BT FTPS ST IR4E

FTPS K¢ FTP F1 SSL &5, it SSL x4 ) s B 3 AR 55 s BEA TURAIE, - Xk A i 10 Kl 0t
A, M SEEL T3 ) 2 4 B

4811 FTP AR &2, K SCHE G5 . W FTP RS E T 8%
H P R0, ) FTP RS54 vl CAEG RS i 1 Sy, H& 2 i AN BE B0 UIE e 257 11
B, LR IEAR I SR B B S, AEIR KI 2 e, 75 FTP Is#% L8 SSL
Hmg, FIHEPE N S IR R S e BRI UEN L], Mg s AR e At e 4
PELRIE. SSL AT LA FTP MRS astefib 24k, MImIR KRR L oise T FTP RS #s &
A )

A TEOT, HPARREL FTPS 7l HE G ik . WIRFREIET FTPS 77Uk
%, WS LA TR

® JLiEid Console NIAMIG RS, HFECFUET _LALRIVER FTPS &4 ik % 1,

JEHE VB RS H 3 44 security I HW .

® PC Il & 223650 FF SSL [ FTP & /7 uifi i AF o

6.2 BB RAGEITCHIRE

R T DUE R S S RGUHAT SCAF AT, R B o5 . B B H SRV BT

6.2.1 EIREBEESE

FETE R SR RGEREAT SAHRAE 2T, SERT BAE S MBI A%, A B T Puk, HERf 5
J3AS T 1 R C BT 55

[ IR
MBS A LR IR TS B APEL, 75N e G W AT B R 7 B I
8 LR SCEE H TR BER, T DUE I HREESR RS 7 A SE DA BT . R
SRS AV A AR AE 75 Sl i e Rh 7 =X

BT
PRI B R IAT SO E 20T, TR S MRS

SCRSRRAS 02 (2012-03-30) Sy LA TR (5 S 83

AT © AR IR A+



Huawei AR150&200 R 414V i d1 7%

P 5 e - i e

6 B RG

iR

® CLIEMmER ) it R A5 A, B i Al DA SR A5 A

FERC B I R R GEHAT SO A 0T, 75 2R DU Bl

FS £ 67
1 At BEA IR A4 B
2 H k4
3 PEEEZ

6.2.2 EIBTFIHILE

b B8 /=
B>= nl%\

HRMESR

K H A AR SO E R GE IS I, T DA 18 5 it AR SRR 74 B %
R B

IRAFE B LSO R G BRI, B A N S gy MR R, B R
o

(1) +mm
B Ak% & T VA& Flash & U &, 8% LT, %&KAET Flash.
AR AT A A ARG IR S
ARG 5 T R B AN 75 A e A& LI T By, nr kg A7 i

“Lﬁ%’o

S =i
Zfi&;fsa

HRACFHE S, 2FBBIBELERE, WIRA.

® T4 fixdisk device-name, 165 AF RS H KIAL R & .
(RARTY
PATHA G, o RABKE] R AHBUE T 13 &, MR THIENTT i LEFR,
® T4 format device-name, & AATLAE 7% o
(ARRTL
4o R AT format device-name ¥4 /5 , FAkXEA AT, N VT 462 4 2 R B §- 30 69 -4k
EE TR,

TR
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PiC 45 R - SR AT 6 B RS
6.2.3 EHEZR
FH a7 DL sk 3 5 H Sk AR R SO A7 T
H2ER
X H PR, SO METH . B Bk BoR H R SO H gk LA
AR R H 5%,
BRIETER
® HUTH% ed { directory | device-name }, A8 4T FTALH H 3.
® T pwd, EFEMHTHTALKH 3.
® HUT 4 dir [ /all | [ filename | [ device-name ], ‘.7~ H kWP IR SCAFRTF- H 3 105138
® HUTHr4 mkdir { directory | device-name }, B3t H .
® HUTHr 4 rmdir { directory | device-name }, Mk H 3.
R
6.2.4 BRI
MR THEEE. MER. Ear gy LR SCrEmy, v POE I SO R o0 St 4
N IR
d6 B f==

== Ell%\

® XA AL BORSCHFIIN A B UISCIE. Bal SR EAr A SO R
PE IR ST LA S SN B iR SO« A0 ik [t o i SO as AT A SR AN
e B ARG R R T R

® YT ERN AN SO AT A, FTRASRAT ed { directory | device-name } %,
SR T H s B SO AL ) H %

RIETR
® T4 more [ /binary ] { filename | device-name } [ offset | [ all |, o= A
o
WIS more iy S IS HOESE, W] LLSEIU SCR IR R 3% 7 7 2K
- HUT more file-name 1%, BF LN file-name XA SIS 43 B W7R SCA
SCAFNEE, AR AT TE S EAWT R ARG, AT DA S s 5 .
/\EE?E/J%/I\%%/J\{&F
- 40T sereen-length screen-length temporary 2158 B (1) £ 5t i e 1B 57
ITHR IR T 0.
- XMRATECH KT screen-length FIH
- 4T more file-name offset 1%, TE LIS N file-name 3L, BEHT SRS 1)
offset FAFIFUR 3 BE Wos SURSCAF N EE, A2 i o i 2 om AW NS hg B, Af
DA S iy SRS o
Pl IR TR N AR TR S AR
- M HUAT screen-length screen-length iy 4V i 1 2% bt ek (1) 55 BEAT H0b 200K
T 0,
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LB r - S & 6 I RS

- AT R H S offset ZHURE R AU IS, RIRTFAHATEH LUK
T screen-length

- AT more file-name all 7%, BFH XA file-name (1) XAF . MEHAN B WoR
RSN Z, — I R 5 .

AT A4 copy source-filename destination-filename, # U1 1.

AT T2 move source-filename destination-filename, 531,

4 rename source-filename destination-filename, TLHTiv 24 XAt

=
A EE

S AL A A4 [ lunreserved |, TR 69 A AR WA,

® AT % undelete filename, VKM ERIISCAES

(AREYT:

o R LA R RRARE F, AT ARG BAL R L3 BAR,

® HT1r 4 reset recycle-bin [ filename 1, )R M [P, ) SC 4

it BOK AR — O R FF ST, AT LA T A0 SR B (R fSconls o () ST (R A o
® IniTHbAbBEE I

TR SO — AT Z A ER S, n] DU T AT AR R SR . dniR L L

AL BRSCATF TG ORAT AL 5 EH A8 IOAF i 25 T

IR O I HEAC SO, AW DARATZ SO, DASEBLAA T [ 52 AT 55 1 F 31
e

1. $ATH4 system-view, HENRGIE.
2. AT execute filename, IEATHUALPE AT,
o TE /RGN
MR TR, RG] LA TR EE R R CREER T 0] g 3 S
FTRBEIR A o WR T S SCR GO SO AR I3 e 7 SN, nT AT G &
ARG TT AR
1. AT system-view %, A RGEMIE
2. T file prompt { alert | quiet } iy 2>, FlE RS 72

AT, RN alert.

R
A EE

S R A BRAF 0 R EBE 7 KR E A quiet, Wb dy FA FRBAE (Phdo T
PHIRAE ) M FBEE R R G HIUTMER T, WA

R
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6.3 1813 FTP #7304 11E
H P Al UAd ] FTP PG T AR B L2 T8 ) SO, JCIEEM TR T 2. H
BN SO B ORAE S S B E TR A 2T 2 N H .

6.3.1 B ETE

FEIE I FTP BEAT SCAFIR A O BT T W Rr PE RO NI IS L C B LR VR (K I AT 25 A
e, A TIE. M e B AT 5

I R

s A FTP IkS5 a8 . Il FTP %) b ok Bk i LU, WTLAERS i by
555 45 2 ) SE B R AT A SCAT o

HIEES
(ERLEIIIL FTP ST SO ERAEZ BT, H 5L F AT 55
© UG B A T i

BiREE
(ERL TS FTP AT SCPRRAEZ B, 5 M4 LA R4

F5 | BuiE
1 FTP [ 41114, FTP H IR TAE H 3%
2 (AJ3E) FTP H4s#ste e I Wr i -5

3 (ATEE) FTP IRSS#AYshhE (BEJREE L)« (aJiE) FTP IR455 25 Fo 8 i)
T ) 1)

4 FTP R4 2414 1P Huhik sk =ML 4

6.3.2 it E FTP XA A~
F PRl DS E FTP H P 5 UEE B #8807 SRR H ¢, fRiEZzeatE, JToRERrH -~

FEARETT M) HE e H 5%,

E=ER
YA FTP b AT SO ERY, T EEAE/E N FTP RS- %t 2% L ECE A F 44
N4, FaE P BRI  n] Lus i) i) H sk 5 W PR okl FTP 1 in) 4%
o
WHEAVE N FTP R 55w 1 s Lt Tan FIgmcE .
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P 5 e - i e

6 B RG

BRIESER
TR1

TE|2

$1% 3

P4

6.3.3 (T[ik

b B (=
B> Fll%\

BRIESR
TR

T]2

PAT A4 system-view, HEANRGMIA
PUT 4 set default ftp-directory directory, Fi'E FTP H /7 (84 TAE H %o
(AARTTY
EH B RATXE TACACS Al P A7 2.
PAT T4 aaa, AN AAA LK.

HAT 2 local-user user-name password { simple | cipher } password, Pt &AM F* 41

B,

S

1714 local-user user-name service-type ftp, FCE A /RSy FTP.

S

1744 local-user user-name ftp-directory directory, P& FTP H AL H 3% .

s

) ¥87E FTP BRSS2inOS

P AT AR S FTP AR S5 as AW o 15 o AR B, U 03 2 i e W i 115 (R D 4
L g S 7oy

BURTOLF . FTP IR 4 S SIF S 152 21, LI e T LRSS 1 5, (L
S FTRRAERISVT I 115, TR 2 Bt TV L 11, S RIS B R
T, LA IE R R . BTLRT AR FTP RS S MUSIT S 115, ik
FONE TP WLV 015 MU0, 47305 11 T BCti#tf FTP IR bt 10 il

(1 ssem
o FTP R4 AKAE 48, B P T E & FTP IR B R rsn o 5,

e RE B340 5A FTP IRE- T2 83h, M ARAEE M. FHAT undo ftp server 474X H FTP i
4%, BATHO T EE,

THTEAE N FTP R 5545 (K8 b as_EHEAT 0 T A e

AT T2 system-view, HENRGAIE.
AT 4 ftp [ ipv6 ] server port port-number, “2 5 FTP IR 55 2%t 1 o

UARECE OB Mg 15, FTP RSG5 4sim G WioT 2 i D42 LAY FTP JEH, Ra
A5 BT 1) i 115 R AR T

B

6.3.4 {E8E FTP BRSS28ThRE

J IR FTP JEAT SO A A il ZEA0 e it th 4 1) FTP [ g% as Dfie .
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P 5 e - i e

6 B RG

El=3 =
=] %15 I

6.3.5 (A%

=6 B =
B> n:%\

BRIESR
TR1
TR2

6.3.6 (A%

BATEOUT, BT FTP RS 28 ThREE I, BT LM FTP ThRgwy 2 20 g se Al g
FTP 55w M D fe

VAN FTP RS54 (1% i s EREAT U0 R (e L

PAT 4 system-view, FEARGME .

AT 4 ftp [ ipv6 | server enable, )iz FTP k55 4%
(1 sem

HE P kG d B2 69 LA IRAELE R )G, HAT undo ftp [ ipv6 ] server 44, FAT X ] FTP
MRS he, MmPRIEH B a) %4,

B

) BLE FIP BRE B3
FTP JIR55- 28 406046 FTP e 5525 (U ik F FTP & 4245 PRI ]

® EE FTP MRS5Sttt MMy PRI S U i (6 H i, PRk 224k
®  Ji'E FTP JERZS RN IR], 55 I IR) Py BEA A IR I BCRORE I FTP 4 B U5

THAEAED FTP g5 as )i thas EREAT 0 M AOBCE .

PAT A4 system-view, FEARFGME .

PUT 4 ftp server-source { -a source-ip-address | -i interface-type interface-num }, BLHE

FTP i 55#% Y tilA5 B

FC'E T FTP 55 s k(5 55, AT ftp fiv & SRS, I A IR 55 255
Mol A0 2D B RC B — 8 15 WG IR B)  % IRS5 4% -

AT ftp [ ipv6 ] timeout minutes, FC'E FTP K55 w5 iEH I W% i) ]
TEVEMIRT I, FTP SRR AL T WIRASHS, RS0 A3 Wi T FTP &
R TEOL T, RGEIERE S R I 4] 2 30 2340

R

) B2 E FTIP 59354
H P AT DUBCE FTP U5 R #2502, SEEL I SO VEFe s 125 7 i 65 56 21 4% 2% .

EY =W 4=

B>XIlao
MK ARED FTP RS- # i, femreat, nLLE s ACL SEILL v/ L DL AT
SAF IR Ui U 1) R 5545 o
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THAEAE ) FTP RS54 (1% s _EREAT U0 B (e L

S HAT S system-view, N RGIE.
$B2 YT 2 acl acl-number, N ACL LK,

S 3 HATH2 rule [ rule-id | { deny | permit } [ { fragment | none-first-fragment } | source
{ source-address source-wildcard | any } | time-range time-name | *, T ACL BN,

(1 ssem

® 444 ACL FLN BRiAxT BT A 3BT deny 384, B E 2R EF@ET, £FEE ACL
AN F B E permit 4. Flde, BEEFRIP A 10.1.1.10 493REL, R4 ACL F 2 &% 2 L H
S WUR

® rule deny source 10.1.1.10 0

® rule permit source any

4o R %A £ X rule permit source any, AR IP ik 12 10.1.1.10 693R LA EF.
® FTP R ELFHEAF4 Fdzh7] K.

T4 PATH S quit, R ARG,
PS5 HATH2 ftp [ ipv6 | acl acl-number, L& FTP 3LA) ) #5H171 3%
R

6.3.7 Fl Fi@id FTP B {&i5 81 R 4t
58 I H 28 1) FTP H&R%E’H‘H% B S, A LGES FTP UM A PC i 0] B f 5%,

)

SEHLO I H s bSO
E=ER
M sl FTP Vs ) #% 1 2%, o] LLIE ST B Windows iy ATV /R Rk el =5 k. 1t
Kb LA Windows iy 2 AT HEnfF A B T & o
WHAE PC T UL R
BIETE
$E1 kA Windows [T S 1TH R 1T
S 2 AT Windows 12 ftp ip-address, Wi FTP J7 208 5 i 2% .
WRIEHE RN P 4 A O 4, % Enter 8, qH I FTP & P i ML I AT 5, W
ftp>, BLISFFSEEN T FTP RS540 TAE H 3%
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& 6-1 FTP X Fr=E

= C:A\WINDOWS\zystemiZycad. exe — ftp 10.137.217.221

sAdminiztrator>ftp 18.137.217.221

s

6.3.8 FIP{E R FTP A i 1T3HHR1E

IS FA RN FTP g5 s g thde)in, v LAZERG i ds EAT R4 iF . R S%

o H o SR
E=ER
FH 76 5% FTP s 4 o vl CLEAT Wi R 32 224584
® LB R SRR,
® CEAHLISCAE AL R RE FTP R4S %%, AT LA FTP R4S &% N8 SCAF I RAFAEA
Hh,
® 7f FTP 454y LibAT A0 aE . MIBREEE 2L H S #e1E
® LUEIR FTP eds#s boa e H el Scrfs B, sl bR FTP s 4% b 1fR
E A
M UGS FTP RS a3 3t N FTP & w AL f5, BRI e - At 4T DUR —Fp e L
BRIES TR
® L EARR A PR,
- AT A4 ascii B¢ binary, 0 E A& SO SR G ASCIT i ak# — 2k,
(ARRTT
FTP 4% ASCII 7. — 34| £R, —F X5 =
® ASCII A #r4%A ASCII F4F, few F 4t el fT40 0.
® it TR 44k KA X AL T2 FAF.
FTP 4 X 8 & P 3 4T3, ZAATIAASCI F X, &P T AKX i d 4ot
7% (ASCII #= Binary ) . A5#r SRAHEA ASCIL 7 X, 454 =it 4| X428 Binary
7 X
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P 5 e - i e

6 B RG

AN A .
- AEECN BRI
- PUTA 4L put local-filename [ remote-filename |, FAMFISCAF FAL 2] FE FTP
k55 25 o

- BUTHT 4 get remote-filename [ local-filename 1, M FTP R55#% F 8 SCF AR
AEAEAH .

HEATUNS —Fh el 2 MR P H

- YT 4 cd pathname, N7AZITHE FTP e 55+ i TAERR 4R

- BT A pwd, WoR FTP 554 TAEER1%.

- PUATE 4 led [ local-directory ], W/nBE T FTP % F i f) TAERK A%
- PUT 4L mkdir remote-directory, 7E FTP Jl454s LAl H %,

- AT 4 rmdir remote-directory , 1t FTP {5525 L MIBR H 5% .

HEAT AN — bl 2 Mg A R B S A o

- PUTH 2 Is [ remote-filename | [ local-filename ], ‘W7~ FTP Jj55 2% g e H
SRR RIS B

U SRR R R SCPFIN B Fi € BRAR AR, A RGURAEH] P A H 5% MR
FRE IS
I ZH local-filename, 7T LCREZFE SO A BORAFAEA L 55— S0

- PUTM4 dir [ remote flename] [ local-filename ], .7~ FTP k5543 L H
SR BT IR

ﬁ[l%Tﬁ%ﬁﬁiﬁ‘ﬁ?ﬁﬁ?ﬁ%%%%V\, M R GKAE AR H s T 8%
i 130
1S40 local-filename, 7] LLAFIERE AW BARAFAEA D T — AN 3L

- $UTHT 4 delete remote-filename, M5 FTP 4545 b5 2 34
WERAR E R S N B TR AR AR, A RGP B H sk TR
i B3

(0D tmm

FTP S AH4R4F 69 F b6 47T £ Windows 44T T 45 T #AT 44 help [ command |3RIH
8.

s

6.3.9 IEOLBELER

P 284N FTP IRSS#ell & kTN )G, LA E 3] FTP RSS2SR B ADIR A 8. Bk
1 FTP 7 i EZE N 2% .

IR &
OV 58 IR F 284 0 FTP IR 4% 4% it A3 i &
BETE
{1 display ftp-server iy 2 £xF FTP 5575 NACEFURSE B o
{fH display ftp-users fir 2 A F F 3% 1) FTP 15 &
—-G5IR
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E5 w6

T4 display ftp-server, 7 LLE | FTP k4545 IEAEIEAT .

<{Huawei> display ftp-server
FTP server is running

Max user number 5
User count 0
Timeout value(in minute) 30
Listening port 21
Acl number 0
FTP server’s source address 1.1.1.1

AT A% display ftp-users, W LLE B FTECE R FTP M 44 IS, #RALH
KA R
<{Huawei> display ftp-users

username host port idle topdir
z11 100. 2. 150. 226 1383 3 flash:

6.4 i@t SFTP #1730 %1k

SETP i I/ A DL 3 22 4 65 SR i @ EAT SO B, X FEATIE RE R ST S
SRR I Ty, BN T A A R i) e ek

641 BIRMBES

FEME RS SFTP ZEATSCAFHRAT I BCE B 1 e P 1R ML PASE L G B AR P 1) A 55 A
Bl s, AU TP ARG5S ONC BATL S5

[ FAIREE
SSH $2fl T lE—MERA MM IREE RS 2R % & iy (A UE S X ) (1) £ s
hnss, s i R Bt T 2 RS . SSH PRI RF SFTP.
SFTP J&—F 224 f) FTP IR%%s, HI vl DAt 22 A M B s 2 FTP IRS5 4%, W4T SCHEY)
G
EES
FERC B L SFTP BT SCAFAE 2 0, 558 BL M55
® i b5k A% 2 (Al ATk i
BEEE
{Ei L SFTP AT U ERE 2 1, i DU 2l .
FE | i
1 VTY ZERH = Fham i e N2 (Tﬁ)ﬁWWY%M%FﬁEEAMmﬁﬁ
BRI ACL 5 2 FH 7 8 I I TR [0 L 2% Bt e ) 3 s AT 20OR ) o8 1w & 2%
XA HPBAE 0. P4, DA
2 SSH M P R afiiE s, kX kg5, o SSH A P 2 FCi6) i RSA
N SSH H ) SFTP TAEH 3%
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R

3 (Al%) SSH MRZS 28 W Wrim 115,  (nl3k) SSH ARSS 55 B 58 B i I

4 SSH R4 2344 %% . SSH RS #% 4y WAWr (i 1%« SFTP & Fim 2l SSH AR SS 2%
SR R NS . SSH RS #uii 2 SETP 2% /7 i H 1 ik 25 443 . SFTP %
Jr i 5] SSH ARSS 23 ii [1) Bi%& HMAC 59%:. SSH AR %5 e uii 2 SFTP 2 7' i (1 1
1 HMAC 5k, Wi MO ARk, Yk

5 HSRAFR U4 TR

)
Jio

642 HE VIY ARARE
] SFTP s, st VTY H P Shies ik, AT EicE VTY H P S
Bk

E2Ea

FEBEIE LT, VTY F /7 S s 7 304 password, AT LLZEIE IS SFTP J5 X5 1) 3 %
B, ZNENCE VTY 5 S e 56 7 38, W R e S ke & .

VTY HIJ7 Fri At e P AE et BT s (i, T — BN 25 AR . (HZ AT L
MR IR, BCEACE M. AN E S WERE VIY J)7 5.

6.43 BE VIY AR E# SSH il

M IR SFTP Jy 2y il i i #gif, ZEICE VTY F )7 SR SCRF SSH B

E=ER
BRI, R GRS B SUE Telneto WS AN B SEAEE 5L TLAN 7 S 2 £
SSH #pi8, WIH P ANGE L SETP J7 2015 1) 4% 2% .

BRIESER

SBE1 HATHr 2 system-view, N RGIE.

1744 user-interface vty first-ui-number [ last-ui-number 1, FEN VTY H 7 AR E

o
$ o
3] N
o

AT 772 authentication-mode aaa, 1% & %iE /7 AAA B6E.

H4 #4774 protocol inbound ssh, FL'E VTY 32+ SSH HHLs
5K

6.4.4 it E SSH AR HIEERSFZ AR E S SFIP

WL SFTP Jy 2C iy in) #% th 28 0sF, QAN E SSH /7 pr 4B A RSA S50, W B H
FAE 7 A AR 2 SSHH P AR 25 07 SRR 55 3L H 5%

SCRAFRA 02 (2012-03-30) LA I 1 9
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BC B G - A 6 EHIM RS
ERER
® SSH % #F RSA. password. password-rsa fl all PUFPIALE 720, 77 27E AAA FLE T
B [ 44 A HL AT
®  u/AHh RSA B IR E ) SE i SSH B I i BB AR . it SSH A
password JiiE, Wi LEAE SSH AR S5 a4 pliA< . RSA #HH. Ik SSH H /™ i H
RSA Wi,  WILE R 5548 v A1 25 7 i 0 75 22 A2 A HE RSA %54H
(AL
password-rsa JAIEF F [F] B i#% & password IAIEF RSA FAIE, all AFEAZFE password JAFEF= RSA A
BT Kt AL —FP BT,
THLEAE R SSH RSS2 th s B EAT 4 R I e & .
RIESR
S HAT S system-view, FENRGIE .
$E2 AT 4 aaa, HEA AAA LK.
T3 HAT 2 local-user user-name password { simple | cipher } password, BC'E AL 42 F
B,
T4 PUTM2 quit, RFIRGEME .
P 5 AT 2 rsa local-key-pair create, ;~/EAHL RSA 8%},
(AR
® AE#4TH Y SSH AL Z AT, 5640 % A& rsa local-key-pair create B2 &, 4 R A FHAST.
® AT A ARG, ¥ LAAT display rsa local-key-pair public 44~ & & A AA T P 49 4026 5
k.
$Ee6 [ilE SSH A/ FAE K.
MR PESEPR L 7R 2, R N EL —
® [iL'EX) SSH A7 HE4T Password %KiilE
- T4 ssh user user-name authentication-type password, X SSH JH /"Il &
Password Kl .
RHAAMINER HWTACACS 45 S INIER, Wik SSH A B2, ] Bhas
bk 5 ] LA A B
® [iCEX SSH I/ 4T RSA ik
1.  $UT14 ssh user user-name authentication-type rsa, % SSH HJ /it & RSA Kl .
2. PUT4 rsa peer-public-key key-name, BENAFLEEAMAE.
3. HUTdr4 public-key-code begin, HEA /AL .
4. N hex-data, YwiH A,
(AARTL
o HANEFHRHBENAG, AN B LINR AKX G+ X5 F 4 E,
) X F SSH 695 P sn A RAUA iR, EARRAE A IUAR B2 69 SSH & P 5 31 649 2 84 A
o HANETHRBNEG, BPTHE P & L= 46 RSA MAE AR RS 383%. HRA#E
JUEIE 7 R RSA A48 B 2 4E 4 SSH IR B g5t 5 1,
5. P ATHr4 public-key-code end, iE /S HLS P gmEAL I .
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TR

® WIGLURIIN ALt hex-data, $AAT peer-public-key end J&i, ik RK

.

® UIIRIPIR b thig I M key-name CAAERIN T 1 F HMIER, AT peer-
public-key end I, RSN HHOEAIAAE, I HEIBREREME .

6. PUTH4 peer-public-key end, iEH ALK, MBI RGN
7. BUT4 ssh user user-name assign rsa-key key-name, >4 SSH H /73 Hic A4

® Jil'E % SSH M ) 34T Password-Rsa % iiF

- PUT 4 ssh user user-name authentication-type password-rsa, X SSH FH ' lic &

Password-Rsa J1iF

BEVIE /720 SSH AR 25 2 B3R 2 g 3EA T S VIR (P L B[R] B3 AT Publickey £ 43A
UEFN Password G4 AUE, A Y& RN L BT 0L, A AN P b 5 4y A F il

i,
® it E X} SSH H Fit4T All Bk

- AT A4 ssh user user-name authentication-type all, % SSH H L& All 5.
P IETT 2 SSH RS54 P LAESK 3 P i EA T S O WUk 1R R v EA T A B UE B A5 1
NIE,  HESE L —ANAE, gl & i S AR i .

(A6 fid'® SSH AR IFE K

1. T4 ssh server rekey-interval interval, % & JIRS5 2% 56 1 58 B 18]

BREEDL T, SSH MR S5 2% B8 PR ) SE BT IR ][RI B 4 0, eI K AN BB o
2. PUT4 ssh server auth-timeout timeout _interval, V¢ '& SSH VIR I (],

A TEOL T, SSHIERGAULE N I E] 25 60 75

3. F4THr 2 ssh server authentication-retries auth-times, & SSH % ilF BRI EL .

FEETEUL R, SSH SRk FIKIRACY 3.

-

6.4.5 {F/E SFTP FREZ S8R

fEIE I SFTP Jy s In) % #2107 28 B SG A RE R i & (1) SFTP g5 s 2h g -

=6 B 4=
== Ell%\

BRIESR
TH’1

T2

FATEOUN, B SFTP MR 55 s D RESRATAERE, RATAERE T ILIhfe)s, &) 4 he

PL SFTP Jy a5 i il 28 il vy i 4%,
TAEAVE N SSH R4S 2 i) % th 2 B 8E4 T 40 A e &

PAT A4 system-view, FEARFEME .

HAT T4 sftp server enable, fiffig SFTP JIu55#s Difie.

BAATESL T, SFTP kS A K HPRAS

TR
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6.4.6 (AJi%) BLE SFTIP RESESH

FI7 T AR B2 548 REHC A IRARCA SSH YL, Bl B A8 B SSH ik 55445 I Wi 15 LA
P F R 55 o s PG BRI 1) . R PR 1

SSH #p34 SSH1.X (SSH2.0 ZAifIARA) F1 SSH2.0 fitAx. SSH2.0
PhBSCHH EE SSHILX PSR i, FES5 M B T4 e, wTLASCHREE 2 199A
UEITVERNE A #7128, TRl & TGS REJ) (Wt SFTP) o« AR150/200
YRR TAET 1.3 H/ANTA5T 2.0 Z 081 SSH Wil A .

WAL F, SSH MRS ISIVTH 1152 22, JEI 5B th B T IR
PR 15 A RAE R ARUE T 115, 0T i &y S # AT U
FLECH 1, S 0 MR B PR RO R, X A IE %6 P 0
. LI BLA AL E SSH S8 MIGTH 015, Joedi# A SSH
YT LSS, #8004t SSH HRZS bR L1 1,

Pic i 55 i SFDO6H BEOBT IR IR, A5 SSHL IR 55 45% 14 5B J W 23K I
8l BB IR 55 4 B 0%F, AT AT BAERAIE 22 421k

E=ER
RS SR 6-1 .
% 6-1 [REZBSH
R[S E | %P
MR A
SSH il
Wt 5
e
IR 45 75 % 5
o} 5 S ek (1)
RIES B

F$E1 AT S system-view, ARG .
B2 BlE SSH MRS, MIETFE, nTHATWR 6-2 T — A2 M EE.

R-2MEMRFHSH

BREB[SEH | BRIE

{UREFEAMEIR | W4T 142> ssh server compatible-ssh1x enable

e BRAELL R, SSH2.0 Hhill MRS 22 e SSHIX RS #RThBem.
WA feiF SSHI.3 ~ SSH1.99 (SSH M RAS K F4F 1.3 BT
T 199 MR E sk, WHMAT undo ssh server compatible-ssh1x
enable, ZAUREMAAMCIATIRE

BC'E SSH ik | W4T w4 ssh server port port-number

G LD | gy TR AOMSUR 5, SSH IG5 S SE I T 24T £ 48 2 055

-~ 17 STelnet F1 SFTP ¥4z, SR AL BT 0 -5 FFAa Wy o SR 1 ol
N, SSH g% as i T o 15 2 22

fio 5 IR S22 | W4T 14 ssh server rekey-interval rekey-interval

BIRSERINI | ottt F, SSH MRS 8588 IR0 RN I 0, AR I

SRR AR 02 (2012-03-30)
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6.4.7 A P& SFTP il 8 R4

SER L EBRCE S, HT LR ] SETP Jy 35X 2 22 i 1y i i e s, AT S BT i e
i ESCIERYE B

M siitiank SETP Uyl % tHa%, AT DLE A0 28 =07 3k o s DAASE FH 28 =07 3 A
OpenSSH Fl Windows iy 24T #& 78 F A 1 E ATl E

TEH P % 12 OpenSSH ¥ AF)5, il AEH P o AT LU TG E .
RARTY
OpenSSH #k A4+ 4 2 ¥ ik A5 iz 4k 69 2 FL .

1% ) OpenSSH 2 A #4354 i8 i SFTP B35 3| A 4uft, F 2148 OpenSSH #9644, A~ 494& A T
VAB I AZ BRAT 64 55 B I AY

BRIESTR
BT HEA Windows [ ir 1T
HIB 2 AT OpenSSH 14, lid SFTP J7 21 i) 4% 2%

ML SFTP & F i AL ) dr AT R AT, W sftp>, BBl P HEN T SFTP RSS2/ T
1EH 3%

6-2SFTP 2R~ =E

e C:ANINDOWS\zsystem32?\cmd. exe — =ftp uzer@l92. 168.5.1

F szsh_configl
] [-R nurn_requestsz]
wer] host

sFtp [luserBlhostlzdiel 111
sfep ~bh bhatchfile [userBlhost

Fenefep user@192.
L ck J'.ll': il
nserPi92 .168.5.1% =
sFtp>
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6.4.8 B F{E A SFTP <37 3C8181E
Y PRI B SRAE N SFTP RS 25 I i 8% 5, n DAE S 2 A B H s A sSe ks

ERER
F P 5% SFTP IRk g5 s Ja ml LAREAT U1 32 24«
® RIN SFTP % /) i ir 245 B
® I SFTP 5% A5 1f H 3%
® I SFTP IRS-4% 130
Y P sk SFTP w5283k N\ SFTP 2 7 st B f5,  BIVAT A FH - 2 AT LA — APk 2
FhAE . X B LLR 2 oA FH 2 =07 A OpenSSH Al o
BRIESER
® T4 help [ all | command-name ], ‘7~ SFTP % bign 2 1 B o
® IR, PATWT AR A RS E X
- PUTI A ed [ remote-directory |, B F AT TAE H 3%
- PATE A pwd, BRI TAEH %
- PUTEA dir [d-a ][ parh ], WontEE B FIRSESIZR.
- PUTHr 4 rmdir remote-directory &<1-10>, MIERIRS % 1 H %o
—ﬂﬁﬁémdwmmwmmmW TEMRSS % LA H % .
® HMEFTE, PATWIF AN AN ERAEE B
- T}thﬁ'f/ﬁ/v\ rename old-name new-name, % R% 7 ¥R SIS
- PUTH 4 get remote-filename [ local-filename ], N8 FEMR 55 4% b 1S4
- AT 4 put local-filename [ remote-filename |, AL A A BRI S 7S o
- AT 4 rmdir remote-directory &<1-10>, MIERARS %5 3.
R
649 NERELER
I SFTP i AT S AERC & e S5, LAY A 3 SSH H P 5 BT SSH IR 45 #4314 i
Eﬂﬁ'fm Ian —J‘Ij‘]’ﬁ'
IR &4
C5EM SSH I I IC &
BRIESER
® {{i}{] display ssh user-information username iy 7E SSH R 5543 imi £x & SSH H {5
o
® fii}{] display ssh server status iy 1 SSH Ik 55 #4142 R TC B A7 B
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® fi{i}{] display ssh server session 7% 1. SSH /IR 55 #sdin & SSH 2/ i iE B 2516 {5

/%\ o

R

1217174 display ssh user-information username, UL $]4%J client001 /) SSH H /1)

Bk 77 28 password, %57 K sftp.

<{Huawei> display ssh user—-information client001
Sftp—directory D -

Service—type . sftp
Username Auth—type User—public—key—name
client001 password null

WA E SSH HI /Y, WIn LAY F SSH k45 23 BT A ) SSH /' 5 B
1217 1ir4 display ssh server status, 1 PLFTE SSH 45 2% 4= JRild B 15 &

<{Huawei> display ssh server status

SSH version 0 1.99

SSH connection timeout : 60 seconds

SSH server key generating interval : 2 hours

SSH Authentication retries . b times

SFTP Server . Enable

Stelnet server . Enable
(1 stem

R BAT M 5 R EE, REFHEAWRYTRE 5L,

181744 display ssh server session, 1 UATTFE SSH 552515 % o E ¥ M 2 1615 B

{Huawei> display ssh server session

Conn Ver Encry State Auth-type Username

VIY 0 1.5 BLOWFISH run password john

6.5 BL & 45l

BB Pl Bk 245 FTP. SFTP. FTPS AT U AR R . 15 45S I E

TFRCE R B E RG] P O RR A R R R G B R U SR

6.5.1 BT & R ARG HITCHRIELH

G SR R GHATSHRAE I FEARGI R, TR Rt s, HATEEHX. #

DU

ARER
H ;i Console . Telnet 5% STelnet J7 75 it s, X b 2% b1 SCFd AT #1E
AFEAA A P I A — B SE 1A, WERATR E HAR R4, W H b SO 42 BRI S
4, BRI E AR SCHERIYE SO R 42 o
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BC B - B 6 B RS
[ =558
K0T () JE B T
1. AFHEH AR,
2. HISFRZHR T .
BEIZH, AEIS O8I N 2R E H%.
3 Y,
RIREZ
h SE B E A, A W B
® i ARN H bR
® SRR AN H bR SO AR
L 1=
BRIESE
ST GRS PO B, 0 flashy/ A bR
<{Huawei> dir
Directory of flash:/
Idx Attr Size (Byte) Date Time (LMT) FileName
0 -rw- 47,584,256 Sep 17 2107 14:54:23  arl1201 23316 1220. cc
1 -rw- 4 Jun 30 2010 01:01:16  voip_feature. efs
2 —rw- 4 Jul 27 2005 11:02:05 voip protocol. efs
3 -rw- 45,794,304 Sep 03 2107 12:38:38 arll117 20921 1220. cc
4 —rw— 1,751,678 Jan 26 2008 16:24:13  web. zip
5 -rw— 3,856 Jan 28 2008 00:00:09 iascfg. zip
6 -rw- 396 Jan 11 2008 18:09:53  rsa_host_key. efs
7 -rw- 6 Dec 01 2007 15:35:31 1. txt
8 -—rw- 3,315 Dec 07 2007 12:54:45 mab600 license. dat
9 -rw- 6,656 Dec 07 2007 12:55:14  patch_lic.pat
10 —rw- 7,533 Dec 07 2007 12:55:50  pdt_keyfile. txt
11 —rw- 6,656 Dec 07 2007 13:13:39 patch_lic2.pat
12 -rw— 526,003 Jan 27 2008 00:00:36 private—data. txt
13 —rw- 540 Jan 11 2008 18:10:07 rsa_server_key.efs
14 -rw- 16 Jan 12 2008 14:53:53  dulei. tbl
15 -rw- 0 Dec 27 2007 15:27:49  dictionary. xml
16 -rw— 2,016,467 Dec 28 2007 17:58:26  arweb. zip
17 -rw— 477 Jan 10 2008 14:46:12 elabel. fls
18 -rw— 2,810 Jan 15 2008 13:57:02 aa. txt
19 -rw- 68, 750,848 Jan 26 2008 15:40:15 ar0312 34479 1220. cc
20 -rw- 0 Jan 28 2008 14:47:29  ar. txt
217,168 KB total (4,320 KB free)
T2 F DI SCLEM usb0:/sample.txt 2] flash:/samplel .txt.
{Huawei> copy usb0:/sample. txt flash:/samplel. txt
Copy ush0:/sample. txt to flash:/samplel. txt?[Y/N]:y
100% complete
Info:Copied file usb0:/sample. txt to flash:/samplel. txt...Done
PR3 WU HE FRXXHER, nTUERSF Ay I as e HX T,
<{Huawei> dir
Directory of flash:/
Idx Attr Size (Byte) Date Time (LMT) FileName
0 -rw- 47,584,256 Sep 17 2107 14:54:23  arl1201 _23316_1220. cc
1 -rw— 4 Jun 30 2010 01:01:16  voip feature. efs
2 -rw- 4 Jul 27 2005 11:02:05  voip protocol. efs
3 -rw- 45,794,304 Sep 03 2107 12:38:38 arl117 20921 1220. cc
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4 -rw- 1,751,678 Jan 26 2008 16:24:13  web. zip
5 -rw- 3,856 Jan 28 2008 00:00:09 iascfg. zip
6 -Tw- 396 Jan 11 2008 18:09:53  rsa host key. efs
7 -rw- 6 Dec 01 2007 15:35:31 1. txt
8 -—rw- 3,315 Dec 07 2007 12:54:45 mab600 license. dat
9 -rw- 6,656 Dec 07 2007 12:55:14  patch lic.pat
10 -rw- 7,533 Dec 07 2007 12:55:50 pdt_keyfile. txt
11 -rw- 6,656 Dec 07 2007 13:13:39  patch lic2.pat
12 -rw— 526,003 Jan 27 2008 00:00:36 private—data. txt
13 -rw- 540 Jan 11 2008 18:10:07 rsa server key.efs
14 -rw- 16 Jan 12 2008 14:53:53  dulei. tbl
15 -rw- 0 Dec 27 2007 15:27:49  dictionary. xml
16 -rw— 2,016,467 Dec 28 2007 17:58:26  arweb. zip
17 —rw- 477 Jan 10 2008 14:46:12  elabel. fls
18 -rw- 2,810 Jan 15 2008 13:57:02  aa. txt
19 -rw- 68, 750,848 Jan 26 2008 15:40:15 ar0312 34479 1220. cc
20 -rw- 0 Jan 28 2008 14:47:29  ar. txt
21 —rw- 1,605 Oct 24 2009 11:14:39

samplel. txt

217,169 KB total (4,319 KB free)

R

6.5.2 i@id FTP #1730 R 1EZE 61

BB R

kR

o Bl FTP BEAT SCAF AR RSBl AEARB R, T A3 IR K P A2 A i L
2L FTP Jy A8 2 FTP Jeds &, SEOLSCIRI EARRT R 3

Wi 6-3 i, AE04 FTP k55 ds )% @ A8 RE FTP o5 s Dhfien, MO 2 28 b 6 ok 2
FTP fiR55a%, SCBUSCHRIN _EARATT 2.

6-3 BL & FTP #1733 HIR{EA M E

_ Eth1/0/0
ga‘\ 10.137.217.221/1%
PC FTP Server

KA B BB B FTP 347 SO B RE A Tl g -

L 'E FTP Ik 25#5 11 1P Huik.

ffGE FTP 5528 Lhfig .

B FTP F P SR s B A7 8 % i i) H 5%
{FHIEME R P 2 R 0L FTP 7 08 5 3] FTP i4s 28
AR SCE R RS A NSRRI P K

A

N SEIRIERCE B, AR 1 -

SRR AR 02 (2012-03-30)
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BRIESTR

P4

TR5

FTP IR45#5 10 TP #uhik 4 10.137.217.221.
FTP JR 45 #s I W e i 18] 24 20 43t
TEARS PRumid & FTP 40 “huawei” , 55 “huawei” .

iR PC 5 FTP 4548 2 [REAE 15

Bl & FTP A4S 2511) 1P Mkt

<Huawei> system—view

[Huawei] sysname server

[server] interface ethernetl1/0/0

[server-Ethernet1/0/0] ip address 10.137.217.221 255, 255.0. 0
[server-Ethernet1/0/0] quit

fiHE FTP k4525 ThRE

[server] ftp server enable
[server] ftp timeout 20

7E FTP 55 4% LRCHE FTP H P ISR R S FAO AR H %

[server] aaa

[server—aaa] local-user huawei password simple huawei
[server-aaa] local-user huawei service-type ftp
[server—aaa] local-user huawei ftp—directory flash:
[server-aaal quit

EARRSCAEE I P Zm AR E B AR N, /7 P EIISCIEAE FTP IR S5 4346 7€ (12

HEN windows i SATHRFTRIAN AT fip fir-S, SRS ERH T 2 AL FTP i

S5 989857 FTP %4 .

& 6-4 \F P #%im%5 3% FTP BR558%
AFINDO¥Shsystem32icmd. exe — fip 10.137.217.221

C:“Documents and Settings“Administrator>ftp 18.137.217.221
Connected to 18.137.217.221.

228 FTP service ready.

User (18.137.217.221:<none>>: huawei

331 Password reguired for huawei.

Password:

238 User logged in.
ftp>

0 7 S0 SCBLSCAT (K EALRT N R TR .
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P R - AL A B

6 B RG

Ao &

6-5 i@ id FTP # T 3CHHHR1E

A\FINDO¥S\=system32\cad. exe — fitp 10.137.217. 221

238 User logged in.
ftp> put vrpcfg.cfy
208 Port command okay.
158 Opening ASCII mode data connection for vrpcfg.cfyg.
226 Transfer complete.
: 6526 F1, FB B.8@Seconds 6526000.00Khytes /sec.
vrpcfg-221 . cfyg

288 Port command okay.

158 Opening ASCII mode data connection for vepcfg—221_cfyg.
226 Transfer complete.

Ftp> o

[ARETE
J P AT I TR AT R _EAE ST UL dir 74, 55 F 2 T &6 I RA P A5 69 A
Witz .

s

®  FTP JIk45 asilc & ST
#
sysname Server
#
ftp server enable
ftp timeout 20
#
interface Ethernet1/0/0
ip address 10. 137.217.221 255.255.0.0
#
aaa
local—user huawei password simple Huawei
local—user huawei service—type ftp
local—user huawei ftp—directory flash:
authentication—scheme default
#
authorization—scheme default
#
accounting—scheme default
#
domain default
#
return

6.5.3 @i SFTP #4730 1R 1E =251

FoE M Il SFTP BEAT SCAFRAERI7R B . AEARGI, B AE SSH AR 554 i A= A 3
FHIRE, JFE SSH IRSSasimiic s SSH I I 4 A, fiihe SFTP k55, SHL SFTP
i SSH RSG5 #% Jr AT SCAFRAE

il 6-6 Jitw, TEAEh SSH RS 45 (1 th#s FAERE SFTP 4545 Dfe)5, SFTP & )3
PC #] LLifi i) Password. RSA. password-rsa &Y, all PAilE 1) /5 20I%E$23 SSH R 554 i o
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B fEr - S & 6 EH RS

HC & - ik password TAIIE 7 208 5% SSH Server.
6-6 B & il SFTP #1730 HREE M E

Eth1/0/0

10.137.21 7.225/1%

SSH Server

[T 85
SR ) R i B S dE Rt SFTP #3E4T SO A -
1. 7E SSH R %5 8 ity A2 A M AHXT,  SEBAE IR 55w ity A 50 it BEA T 22 A B A Lo
2. PMCE SSH MRS #sim ) VTY H - St
3. FCE SSH Y, WG 44ty ,
4. 7 SSH k%575 GE SFTP JIRk45 7 Thag LA & H P IR 45253,

BiREE
PRI, MR

®  SSH HH ANk UK password, H/ 4428 “client001” , #6528 “huawei” .
®  client001 ) 4l K 3.
®  SSH JIR%s #sui it IP Mk 2k 10.137.217.225.

RMETER
ST (LIRSS B A

<Huawei> system—view

[Huawei] sysname SSH Server

[SSH Server] rsa local-key—pair create

The key name will be: Host

The range of public key size is (512 ~ 2048).

NOTES: If the key modulus is greater than 512
It will take a few minutes.

Input the bits in the modulus[default = 512]: 768

Generating keys..

e

e

-

B2 S AumlcE VTY )7 S

[SSH Server] user—interface vty 0 4

[SSH Server—ui-vty0-4] authentication-mode aaa
[SSH Server-ui-vty0-4] protocol inbound ssh
[SSH Server-ui-vty0-4] quit

P33 ERS ARt & SSH H I H - 42 Fnnd
[SSH Server] aaa

[SSH Server—aaa] local-user client001 password cipher huawei
[SSH Server—aaa] local-user client001 privilege level 3

SCRRRAR 02 (2012-03-30) LA RS 105
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6 B RG

B & 3

[SSH Server—aaa] local-user client001 service—type ssh
[SSH Server-aaa] local-user client001 ftp-directory flash:
[SSH Server-aaa] quit

{fifi& SFTP Thfg

[SSH Server] sftp server enable
IR B g R
#il 14 OpenSSH #AFSEBL; 0] SFTP k45 #%

& 6-7 i [el SR E
FIRDO¥S5 system32?cmd. exe — sftp clientO0l1@10. 137.217. 225

C:“Documents and Settings“Administrator>zftp
usage: sftp [-1Cul [-B buffer_sizel [-bh bhatchfilel [-F szh_configl
[-o ssh_option] [-P sftp_server_pathl] [-R num_reguests]
[-8 program] [-s subsystem | sftp_server] host

sftp [[user@lhostl:file [filelll

C:*“Documents and Settings“AdmninistratorXsftp clientBBA1R18.137.217.225
Connecting to 18.137.217_225_ ..
The authenticity of host “18.137.217.225 {18_.137.217.225>' can’t be established.

RSA key fingerprint is be:Bc-B9:44:72:57:27:a5:e?:9e:5h:6a:cc ef :67:84.

Are you sure you want to continue connecting <yes no2}? yes

Harning: Permanently added "18.137.217.225°' (RHS5A> to the list of known hosts.
clientB@1@18.137.217.225"s password:

=ftp>

s

®  SSH JIR45 % HIlic & Sk

#

sysname SSH Server

#

aaa

local—user client001 password cipher huawei
local—user client001 privilege level 3
local—user client001 service—type ssh
local—-user client001 ftp—directory flash:

#

interface Ethernet1/0/0
ip address 10.137.217.225 255.255.0.0

#
sftp server enable

#

user—interface vty 0 4
authentication—mode aaa
protocol inbound ssh

#
return
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B fEr - S & 7 BB RS A8

7 BCERGRH

XTARE

B LA 0 SN K2 )8 S RGN B S A R A PR SRR RIC B SO AT B
DRAE % B 3% 1R R 3.

7.1 RGN
% FH 28 I Bl I T BN R G A AL B S

7.2 PR S
PP R UK 6 o 2 00 24 B IC B DA KRG 1 O 2l (R G S A e B
7.3 WE RS A ST

BOE ARGUA S A OFE BB TR E AR GERA AL B S, AT LAORERS 4% 1~ — k3 st
LASRRE 1) AR GER A IR 31 AR LA 52 R P B SO R AR A G

7.4 T & 4545
BLE H P A s KRG R BB RGP AT P TR S R ORI S s
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P 5 e - i e

- e

7.1 RGERAE N

I £ 8 I Bl N BN AR SR R S

7.1.1 AGE84E

RGP ZH s BRI RS, LM R AR RENS 1 W 1847 LR BER ol 55l 55 (LA o
RGN A4 IR ce MEAY 40, 1T HAL A TRAEAF A BER AR H % R o

712 EEEXHFSREE
B BT, TSR SRR, RPN
LS 24 T O 2

B BEH

P S Bt 1as A, MERIA/EREECE | @ ] display startup A& AIL)
PRI BT B B | ARSI S AL U
AL TAE, BMZRCESCHR | Shim
RO FONALIARLE, 0BT | o 171l disol d
s, g | & Y e
51z} 2N Mo YN =
USSR SIE B e B VR B PO S

.

MHTCE HRIGRCEANT Y, B EayE1T | TH display current-
TR A IEAE AR BLE RN 2T | configuration iy 4 7 A I 2% 1)
i TS

FIP TR Ay AT 1 T DB st % M AT L, O 7 R A RE S i i s R
HUN (R ARTIC R, 5 ZEH] save iy & ORAT A HITAC B BUBOAAT A B 1, R IRIC & S

7.2 EHEE Y

FP AT LA i o 2 10 2 TG B DA KRG Ok 3 (R e B S A T B

721 EIAEREESE

FEREAT A PRC B SO A C BT 1 WP MR A N PR E R W A A 25 AN e
Feo AT AR M 5 O B AT .

B RS

B BRC B SO AR R . TR DA LU B S 2 R T BT A s L
PR RIBOR . 5 2 B a8 0 3 n (O B IS DU, A AT PG B SO R 3
k.
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BC B M - A TRE RS )
HEES
TERTC B ST E B2 0T, 7 ZE 58 LA T AT 55
® BRhds Rt eIt EHIE R R )
RIRES
ERINCE SO AT, R LU ER
Fs ki
1 Wi S A S ST 44
2 H Bl R AT HC B SO 1) I 7] 18] g A S 35 IS ] 1] b
3 B0 B SO UM TR AR AT 2R
7.22 RFECE XM
FH P AT DUE N ORAFBC B SO, T LASE RIORAE > i C & S04
EEER
N T B T A B AN S R R E S SN E R, RIS N IR B )
ViRg,  [RII o R A s i RAF G B I S g
RIESR
® ENIRAFHLE
I\ g
B RGN, WwRBORRELSL, AXNRETRESEZR.
1. #4774 autosave interval { time } | { value } | { configuration time }, F.H R4
JE I PRAT L
f57€ interval time 40, JTGIWHCE RS RA 740, 48 & 18 I OR A7 L E I
() (] B BRI, R GEHR 2 AR AP E
- BRATEOT, RGH SN RAEELE R ) R 2 0, BEASJE 3 i A 3 A7
EIIRE.
- {FREE B IRAEDIRE ST, WERATRIE time, TRAE{HIE 30 7350,
® SN PRAFHLE .
- AT 4 save [ all | [ configuration-file 1, TRA7 24 HTHCE «
BC B SO L “.ofg” 8L “.zip” EAY R4, 1 H RS S )L E S 447
AR A AR H SR T o
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B fEr - S & 7 BB RS A8

F 3 I iy AT HE 1R] DUE St A R S TRC B, A 13 2 G 5 REVS 11 0
H#s N LA I E, T2 save dr A RAF M HTHEC E BIAZ MG a8, B
P S

AT A save all, BSIRAFUTATITA I E, SFAEMIR RS, 22
GNP

s

723 EREEXHEHARE
FH P A DAV B 24 0 e 25 b 28 i e e S i N 2%

ERER
ELL N PRI BLS e SR BRI B A
® RS IATI M fa, AN E SO AN VLA .
®  RILICE SO BN, BN TR G E S
RIESTR
o HIWIKTE, $hATH4 reset saved-configuration, IR 24 i B & SCAFI A
o
- WA AR ST A B S TR S G E SO B AT I 2 R IR BRI Y
ANBCE SO B T R 3R F s T B S
- ISR AR YA R S R IRE S E SCEEA B BT A AR R M
B P S
- ISR AR YT BB E SO N A, AT IR RS, RGOSR NELE U A
peaioe
it & S RIS, SR AN startup saved-configuration configuration-file fi %>
FORT IR E A BN E S B ECE SO, s AMEH] save A ORAFIC B DL, )
P EHAS N ORI, KSR S A B S B TG A
R
7.2.4 tERECE X
R P AT DA LGS 2 i e BN IR T &
BERER
TR A BT T LA
RIETR
S 1 T2 compare configuration [ configuration-file [ current-line-number save-line-
number 11, WWHCUHTINECE 5 TR SECE SO A — 3.
WRAASH, R NECE SR EAT I RIAT IR . current-line-number F1 save-line-
number XN ZH KA SN B SR Z AL fG, ki i A Rl b gk 42347 EL A
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P 5 e - i e

7 BB RS A8

ARGAE LB AR AR, R MANFEIIAT T 4R, 53 50 24 i G SO E AT OR A7 R TG B S
fF, BoR— @ B PR SCEN A GBRIAEZS 120 74P IR R Z A B30 AER
AL 120 DN75F, R s RIS 1k,

EURR = AT HC R 1 URIC B SO, R R ORIC B SO 2, s N OOR 3h R BC B SR A
e, HRENENS, RGBSR

BT

725 G EREER

HTIR S

BRIESR

E5 w6

LR SOOI B RN s AT DA B TG E SR B s N R Bl I In 8 R e S
PRI Bt JR SR (R SO AT A7 Al e 6w 1R SCA AR T A A A

C 58 B BHHE B SO R B A

® {{if] display current-configuration [ configuration [ configuration-type [ configuration-
instance | ]| controller | interface [ interface-type | interface-number | | ] [ feature feature-
name [ filter filter-expression | | filter filter-expression 153 display current-
configuration [ all | inactive |y 2 & & M AIACE S B o

® {fi[l] display startup 7% A G WA 3 SIS AT 1 SO B

{FH dir [ /all | [ filename | [ device-name 72 B & A7t U 7% 1 1SS R

® fii[{] display saved-configuration [ last | time | configuration |1y & & & i 2% N X3
B INA IR BC B SO 2

® fi{i}{] display autosave configuration 17 2 ¥ & H AR A2V REMIAC B (E S . BHE A3
TRAF D RE PR A BN RAF BIAS DU I

® fi{i}{] display this 77 A AL IS TR E

s

AT T4 display startup, W LA Bt o B0 I8 A ST B

<{Huawei> display startup

MainBoard:

Startup system software: ush0:/ar0210 30735 1220. cc
Next startup system software: ush0:/ar0210 30735 1220. cc
Backup system software for next startup: null

Startup saved—configuration file: flash:/arcfg. cfg

Next startup saved—configuration file: flash:/arcfg. cfg

Startup license file: null

Next startup license file: null

Startup patch package: null

Next startup patch package: null

Startup voice—files: null

Next startup voice—files: null

7.3 RERGRHNH

BEEARGUA S AR BEE R E AR GERA AL B S, AT LAGRAERS 8% kA st
AR E [ AR LA IR Bl LR AR 5 IR G B ST AR A e
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LB r - S & 7 HE RS A8

731 B EBES

FEREAT B E AR SR S SCAT I BC BT T e PR R N PR TG B R P R i AT 25 AN 5
PR, AR O AR ST O B AT S

[z FAEREE
J T ALES S AE R A S 4k et P EC & kS, P i BRI th2sAE N IX
JEFNIN N AR150/200 2 485 R B S0t
EES
TEX ARG A B SCHE R T W B 20, T Bl L R AT
® AR SE I R IR
BiRHEE
WE RGOS0, THER DL N .
Fs iz
1 AR150/200 RG A e Hc 44
2 Be & S K H SR 44

7.3.2 B B H AR X BB ISR RS

R FETT it o 2 R ST AT S DU, 75 23R € B % 1 UUR sy R gt

=N
B = 1ao
WISRANEC B S A R UUR s I REcik A, W i as NS SR BRI S 3o
BHIRG T U EHSCF RSN RG S (g9 i, WFHEESRE TIR)E
I I R KA
RGNS IEL “ec” VENY RS, 1 HAA A ARG R &R H X T .
BRIES T
SB1 EH P PE THAT A4 startup system-software filename, Fic &8 28 T %8 SN2
AR150/200 ARG
%W

7.3.3 BELHISHE N X BB mE v Ec & 30

FPAETR R B i, T AR SE % s 1 R SN A i il & 30
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Al LLE H display startup @2 255 6 A2 G ACE T NS shIN Ing Bl &30k Wik
BABCE, WH XA 3R was Bl S

P B SRR SO E A4 2B A ofg Bzip A0 3 44, 10 LA 20 TAEA il B 4 AR H SR

Ay LU, BRI Flash A7 it #s HH B HURC B SCAFREAT#0AR 1L, DRI S AR v )

PCEMONHIAERCE . WA Flash b RIBCA FOE SCHE, ik ey 4 e 22464k
RESR

®  JIU{T startup saved-configuration configuration-file fiv%, B 'E M s N5 SN
B E S

TR

734 HERELER

BB ARG S SCAFRCE I 5, T LB B as R ShIN N Be &SRR N A A i
e JA BN B0 SO R

RIS
ELSE ML RGBS A R

BRIESER
® {{i{] display current-configuration [ configuration [ configuration-type [ configuration-

instance | ]| controller | interface [ interface-type | interface number | ] ][ feature feature-
name [ filter filter-expression | | filter filter-expression |2 A& YA EAG S o

® fi [ display saved-configuration [ last | time |1y & 25 F B FH# F 00 3 I N2 e
BN
® {fif] display startup 7% G B A% 3 B I AL I SO B

s

EE 61
AT A4 display startup, 1] DALAA & & i s IE I SCHHE R

<{Huawei> display startup

MainBoard:

Startup system software: usb0:/ar0210 30735 _1220. cc
Next startup system software: usb0: /ar0210 30735 _1220. cc
Backup system software for next startup: null

Startup saved—configuration file: flash:/arcfg. zip

Next startup saved—configuration file: flash:/arcfg. zip

Startup license file: null

Next startup license file: null

Startup patch package: null

Next startup patch package: null

Startup voice—files: null

Next startup voice—files: null

7.4 BLE 215

FCE MRS RG] BOE G P AR AL R R . C B SR IO E B R A
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P 5 e - i e

7 BB RS A8

7.4.1 BCE RGBT B

FCE ARG BN Bl. AEATR B, S ORA7 OB S FRoE Bt as B R SN2

H

ZECE

BB B

HiEkES

#

RGUPAFMEE S, SCBLARS IR 3

SR BRI A, AER G N R S e B A

KU (1 BB G B R S 30

L ORAF TG

2. PCEHE O SN N e E S
3. BCEEHE TR SN ) R G AR AT

N SE L EC BB, i R R s

® EICAFIMICAA .
& ARG

BE ARG S BC E SR G

<{Huawei> display startup
MainBoard:

Startup system software: ush0:/ar0312. cc
Next startup system software: usb0:/ar0312. cc
Backup system software for next startup: null

Startup saved-configuration file: flash:/iascfg. zip
Next startup saved-configuration file: flash:/iascfg. zip
Startup license file: null

Next startup license file: null

Startup patch package: null

Next startup patch package: null

Startup voice—files: null

Next startup voice—files: null

DRAF 2 AT 24 0 S

<Huawei> save arcfg.cfg

RGN AL BN ORAE M0 S B arcfg.cfg SCMF. HiNy, WERAE D).

Pic B 5 R O Sl I N2 i SO

{Huawei> startup saved—configuration usb0:/arcfg. cfg

Pic B R s B OO Sh IR N Z i R STk
FE PR EHCE RO Sl I R g At

{Huawei> startup system-software usb0:/arsoft.cc

(1] ssmm

A G sk M arsoft.cc €. EAE E AR150/200 %4, ARk EAE A2 A£ it FTP #47 AHRAE M 4.

SRR AR 02 (2012-03-30)
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AT © AR IR A+

114



Huawei AR150&200 Z 414V i d1 %
B fEr - S & 7 BB RS A8

PEBS5 WIFRCES R

PCE e Im, AT N drd, AR s T UUR SN il & S A i as OO
I A R G HAT

<{Huawei> display startup

MainBoard:

Startup system software: ush0:/ar0312. cc
Next startup system software: usb0: /arsoft. cc
Backup system software for next startup: null

Startup saved—configuration file: flash:/iascfg. zip
Next startup saved-configuration file: usb0:/arcfg. cfg
Startup license file: null

Next startup license file: null

Startup patch package: null

Next startup patch package: null

Startup voice—files: null

Next startup voice—files: null

TR

o & X
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P 5 e - i e

8 Uy 1) JiAt e %

iR H At &

XTARE

SRR BT X 2% v A A A4 A T A PR B AT SO R VR, AT DAAE 2 AT il
Telnet. STelnet. TFTP. FTP ¥ SFTP Vj in) ¥ 4% I [f)iX L6 4 45 o

8.1 jj ] HoAth e 2% fij
AN T K Telnet. FTP. TFTP Al SSH J5 5 iv) HAb ¥ %

8.2 il il Telnet & s HoAth ¥ 2%

W2 A KR Ay T S B S AE Y, AT REA RN B AR BB P 2o, Rl a2
Ly 5 TR B fH s 2 RC Tk B BN, F o] U Telnet J5 XM AT 285
KEIME ) — G B EAE, AT SEIIN ZEFE B A 4 S Y

8.3 il it STelnet & s HAh 5 #%
STelnet s& —FZ¢ 4= [ Telnet Ik%5. HI )7 nl LLE L STelnet 77 20 251 4 2% 5 % 21 53—
S A, X TR

8.4 it TFTP i Ia) HoAth & £ 1 SCAF:
B YT FHAs/E S TFTP % P i, it TETP VX% 2 i e & 5% TETP RS 4%,
HEAT SO EAR R %

8.5 it FTP vy 1) JiAth i £ ) S
Bic B 2% 28 4E 4 FTP 2 /i, Sk Mg B FTP ARG 2%, SEHL ORI BALRT N 4454
k.

8.6 il ik SFTP i In] HiAth 15 45 (1 ST 1
SFTP /& —F 2241 FTP IR%s. MCE B the8/E A SFTP 25 7 ifi,  JR 45 ok %o 25 7 it )
TAAIE SO ] PB4 SO AR S AL T 2 A I R4S o

8.7 M & 45151
Jic B 2% U ) HoAth B 4 AR o 1 45 AT B IRAR I T RIS B AR . I E s R4S 2 Y
ok OB R S UG A
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B fEr - S & 8 Vi In) HoAth 15 %

8.1 ify o) E A& & E 1

SN T R Telnet. FTP. TFTP 1 SSH J5 27 1) Hofh 3 4 .

8-1 HETER MR Hitbig & REE

Ta= = =
U E et Network Server
a (-
PC

Client

Wi 8-1 firos, 7 AE PC bt 2 {17 HOR - BY Telnet 2y 22 57 55 i e 4 (R 45 )5
Aa] LUK 41t a4 D4 e 7 g, T i LR s 25 ) 2% B A B 4%

8.1.1 Telnet A3\,
Y PR A s AT B AV BRI, ) DULE 24T IR B 288 Telnet Client £
T E ) K AR S
Telnet PH A TCP/IP Bh iU JE@ TN BV, 8 1 X 48 HR s £ 2 S A R 0 28 i
fit.

AR150/200 $241) Telnet A5 £LF5:
® Telnet server: [ ] {F PC [iZ4T Telnet 2% /7 Ui Fe 7 5 s B 2%, o i i 283k 471
EEH, I, B 2sER At Telnet server k%5 .

® Telnet client: F /7 7E PC il id Z 3 {jj FAR T B Telnet %5 ) i e 7 2 75 5 FH 4 1)
ER G, AT telnet iy 2 G B g &, MIHLTRCES M. WE 8-2 Fix,
RouterA IFEE/E A Telnet server, o [a] I Telnet client k%% .

& 8-2 £t Telnet client BR 5%

Telnet Session 1 Telnet Session2
/"—_-~\\\ //"’ —5\\\
. z
UJ= % Telnet Server
PC RouterA RouterB

® il Telnet k5%
TE Telnet EHid e,  n] DAAT H P Rp P gk vh b bz

kg 8-3 7, RouterA i id Telnet Bk 3| RouterB, i Telnet £33 RouterC, &
R o

RouterA +& RouterB 1] Telnet %5/ %i, RouterB #& RouterC [ Telnet %)%, LAgd
F) i BH P b B 1 FH V2

SCRRRAR 02 (2012-03-30) LA RS 117
RRAUBTA © HEEARAT L2 ]



Huawei AR150&200 R 414V i d1 7%
B fEr - S & 8 Vi In) HoAth 15 %

& 8-3 Telnet 1R iERFERATE

Telnet Session 1 Telnet Session2
/"-—5‘\ ,r" -~\\\

Tellnet /’ S P Telnet
Client \ * Server
=) = =)

R
RouterA RouterB RouterC

<Ctrl_]> PR A Bt — 30 1 e 55 4 e T 4%

TEMZ RIS IL T, BEA<Ctrl_]>RFE 511 Telnet IR 4545 I ARIK Telnet %55, HI,
Telnet iz 55 #5 i 3 2 W 4%

B TR

<{RouterC>

IEEA<Ctrl_]>, KB [8 3] RouterB &R 4T

Configuration console exit, please retry to log on
The connection was closed by the remote host
<{RouterB>

UEINBEA<Ctrl_]>, ¥R [H 3] RouterA MIHE/RET

Configuration console exit, please retry to log on
The connection was closed by the remote host
<{RouterA>

(0D stmm

Ry TRk R A W KRR, ARG 454 TR B X Telnet IR5-353%, MATLAL,
<Ctrl_ T>PREERE—2 7 i 1 50 W P
2 Ik 45w i A HL 2 i JCIE NN, P i ANAT AT 5 2 IS5 4 38 o [, 3K b
TEIL T BEA<Ctrl T>PREEEE, W Telnet 2% /7 i £ &) 1 W7 3H1E H Telnet 4% .
N s

<{RouterC>

IEINBEA<Ctrl_T>, K 4 WrIFiR th Telnet %42,

<{RouterA>

=
Zﬁ&;ia

B sE F PR FEGAR| VTY 28 P R@m g m KA, RASRTAAGA P
BoHEAER, AT Telnet.

8.1.2 FTP A=
B R L RSO, T LUZE R B Al FTP 7R L SR FTP
R4 A3

FTP SEHLEHLR SOOI, RSt IR SO Ry &, LR AT SO R G g
B % T LU T8 AMARIYD FTP 25 7 b P L s p s b AT SRR A . R 380RT H 5%
Vi) SR s 3T A B AR K FTP 20 7 i Ry 5 HAb B 5 1K) FTP 5% 2w (K R
P AT SCA AR o
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P 5 e - i e

8 Uy 1) JiAt e %

FTP [ ] P S (AR FE R L K SO e, JCHAERATIROAT T 20, HAS 3. 3
PSR B DR A7 S5 55 e 2 N

8.1.3 TFTP 7\

5 ity MR 55 2% 2 TR AN T B A4 I AS LIRSS, FH P ] DALE A0 4% th 2l ik TFTP Jf
A Vi) TFTP ARk4s 2% L sc .

TFTP (Trivial File Transfer Protocol) & —Fiaj B S AL H sl o

5 FTP ML, TFTP ANHA R Z41IA8 B AR ORAEE S, &EH TR PIARS#2
M)A T R AAS B S . Biltn, REEE SIS TETP 3REUER 58 N AEE

TFTP WpilAE UDP il 528l .

TFTP WS AL b P At o M5 B N8O, B 7 i ) TRTP ik 2548 A% 1507
KA, SRJE MRS SR EBERAL, JE MRS B AN TR LA SRR, B G
1] TFTP 4548 KL BIERE, SRJE MRS 48 RIS E R, JFE RS 2 il .

TFTP A4 ST PR R

o HEHIE. AR SO
® ASCH fig#is: HFAL%SeA 1

HHI, AR150/200 HAEEVEN TFTP %/ i,  H A fefl ] — ki AL ok

8.1.4 SSH 73\

SSH &/

PR e A ) 2% Al g, nT DLl SSH 72 (f3§5 STelnet. SFTP)
MRS H g U ) oAt B 4%

P AN 2 42 ) P X A I R T Sk BB A I, 22 424h 7% SSH (Secure Shell) 7T LA
et (A5 B AR RT SR K LI RE,  PAORY B AN SZ T W1 TP Bk VE . W SOt
R

SSH &) i Hh g R 7 5 3 FF SSH Server F#% 2% . UNIX FHLZEd V. SSH % #: .

SSH & Pim I g

AR150/200 24 SFTP. STelnet %% ) i Iy fig

® STelnet %) i L fig
STelnet & Secure Telnet [F TR FK .

Telnet H /22 2 AUETT 20, 10 EAEM R R TCP 34T SCE 4, AAAER KIG %
A, A ERIE Telnet A4S A 5 #H2 DoS (Denial of Service)  F#L IP Huhikik
D I PR O S50 L

AEXT T Telnet, SSH ik DA N5 il SEIAEA 22 AW 21 F A2 A R s A2 7 ) -

- FFRSA (Remote Subscriber Access) HilE 7 X, AR P AEXTFR N AR Z 1 I i
M), AR A HRFARH, SEILE I A, AL e st il iE.

- RPN bRE DES (Data Encryption Standard) « 3DES. AES.
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P 5 e - i e

8 Vi i Hofth e %

- SSH & /7 ufi 5 AR 45 e it il vy, P 24 B IS8T N, A0 e 411
Givr .
— XML B I .
24 STelnet IR 55 %5 it Bl A& 15 25 7 ity HR IEFEATAE SO I, 30 77 o o 2 S I 7 it b s P
FAE, FEESWITFER. AT B HPR, %6l STelnet Jy 208 45 4%
I, CETC B B KN & 3% keepalive $% ST 1] i s TR RT AR 5% 25 it P4 JIG 8 258 BIR i vk
Blo WRAEFR e i) [a) R N R U BB, 25 ik &% keepalive R 2RSS 25
Uit o 1 TR IR B S P I I B YR BGER R T TR B, % R sl R T
SFTP % )i D fie
SFTP J2& Secure FTP [ TRiFR, 75 7 v DL it 22 4 1) 8 3% B i 4% kAT SO E
P, IXPAE R RS T P S T B AL IR I M Ty, 8 T AL s 4tk TR
i, TR TR uIhAE, AT RAEAR R B4 FTP B e i 4, HEAT SO %
AL,
2 SFTP R 55 % vt B AL 5 28 7 i PR EF2 A7 AE WS I, 0 P ity T 8 R I T it e s P £
8, FEsWIFiER. T SEE B HbE, &0l SFTP 7 208 RSS2 b, fid
BB B K 3% keepalive $ SC I 7] R s 8] RN AR 5528 it [ T 0 28 B A v 8. 2
RAE 5 g I R] 8] b Y A BB, % 7 il 0% keepalive i OSC 2 R 55 ds it o 1 5
IR 25 i 1) TG 8 B R BB o e i R B, P il R sl W R IE .

8.2 814 Telnet X FHM T &

W28 AT KR gy S B A, R AN AT RE N RN AR P i, Rl
i 5 5 LA PR % th s TRl Ak et i, P AT R A Telnet J7 380 224 i 1 4% 65
KBRS Eoy— G E Ay, My seIU g R s d 4% 10 2L e

8.2.1 I EESE

FEREATIEIT Telnet J5 UM 4 A BE 4 Bk BIHAB B BC BT, T ARILEFPER N AT L S
B (R EAT S AN B A, AT B TR HER M S R EAT S

i PR
8-4 HANEZHFH L HMIEERE
RouterA RouterB
MK 8-4 firs, FH/ A LAE PC _Eil T Telnet & 3% 3| RouterA, {H 2 T PC 5 RouterB
ZIRITEA R, P R AL B RouterB, WL A LLLE RouterA i@ T Telnet J7
B 5% %) RouterB, SZHL%T RouterB MG FEE
BRI, 4H7E H#8 RouterA & Telnet % /7 iy, fir 6 3645 PRI 4% i 28 RouterB 4 Il 45- %% .
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P 4 - SRR 8 V7 At Bt
HIEES

FEIE I Telnet Bk HAL B A LA, 5 258 LL MESS

o B/ E Telnet B R ARG
® Telnet % )i 5 Telnet Al 55 2% 2 0] Wik 5 i .

HiRES
TEI I Telnet & g HAB B2 2 /T, 7 B UER LT Hdh
F5 | #iE
1 TCFE RouterB (1) IP Hudik ok 4144
2 T FE RouterB $24it Telnet Ak 4511 TCP Ui H =

8.2.2 (Hi%) ELE Telnet X P ufiE it

P AT LABCE. Telnet %)~ s AOUEMBIERT B, AFRE I3 S L HEAES H ST Telnet 34
%, RiEz etk

d6 B f==
B>X I=II§\

P ATLLAE S thds BARE S, O RCE 1P Mk, AR5 (8] 1P Ml
Telnet SEFZRIYR TP Huhik,  ATTIE BIBEA T 22 256 (10 H ) o

2 S bk T LAME A Y5 1 s 1P
T AEAE N Telnet 25 )™ S (1) % b as_EBEAT 20 R AOBCE

BRIESER
H$E1 AT 2 system-view, HEARGWIE .

2 AT 2 telnet client-source { -a source-ip-address | -i interface-type interface-number } ,

it & Telnet 2% 1 i )5t bE A5 R

fit & T Telnet 25 il bbb {5 BUE, 7EARSS &% 7RI Telnet &/ i I HEAS B 51%
A R S B — 2

e
8.2.3 {EH Telnet HSERHMIEH

A1 Telnet fir-%, FIJ7 AT LAONCH AT #R 8% ok 20 ) — G b as,  JFx AT e A 2E

B>XIlacG
Telnet $& 4t 7 —Fpidiid 2 ui e #2552 Ik S5 2 7 20, BI— A8 B A EAE S, H P
ARV G B — & L, Rl Telnet 117 e FE 5 sk B 245 1 I0A ML E, X%
WATECE A B AT 2B — & FHVERIE R A 2o
WEAE A Telnet &) Ui (1) tH A 2% EbAT 00 B A9RC &
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RIESR
® RIEMZYIIET IPv4 IE 2 TPv6, IEFHATU R AL IRZ —:
- PUT 4 telnet [-a source-ip-address | host-name [ port-number |, & %I P

B
- $UTHT 4 telnet ipvé host-name [ port-number |, &I HAB 3 % .
R
824 BB ELR

F P it Telnet 77 0 2510 4% tH 28 T8 % o — G a5, w LA 22 5y @i
TCP EHAE 5515 B o

AT &1
B 5EAE I Telnet & 5 HoAth 3 2% 1 T A LS -

RIESR
® {{iJf] display tcp status iy > G 2 i L BT TCP 45 I
B

5B
AT 4 display tep status, 7 LAEE TCP iEFHRA. Established £/~x—4> TCP %%
REZYE YA
<{Huawei> display tcp status
TCPCB Tid/Soid Local Add:port Foreign Add:port VPNID State
39952df8 36 /1509 0.0.0.0:0 0.0.0.0:0 0 Closed
32af9074 59 /1 0.0.0.0:21 0.0.0.0:0 14849 Listening
34042¢80 73 /17 10. 164. 39.99:23 10. 164. 6. 13:1147 0 Established

8.3 i@ STelnet ZFH i &

STelnet & — 24> fF) Telnet fk55. 1) ] LI IL STelnet J7 2\ 241l 5 2% 5 sk 31 5 —
S A, X TR

8.3.1 EIMEBEMESE

FEIEAT Stelnet B SR HAB B TIREMBCE /T T WACRFIE RO NI IASE L C B EARr R P i AT
G R AE S, AT B TP HERb S R EAT 55 -

I RS
Tmmﬂ¢ﬁ%mmﬁﬁﬂ Ty HALSE FE R A TCP b7 B SO, AFAEIR R 22 4B
STelnet #&- SSH Telnet (TR, +&—Fh 441 Telnet ik%s. STelnet EE77F SSH LK)
fihz F, SSH FH /v LAZ 48 H Telnet IR4s—FE34E STelnet IR%5 -
BERS, YETd & SSH % iy, ek A SSH %545
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P 4 - SR 8 V7 LAt Bt
HIEES

FEBC BB I STelnet 7 /7 i X5 5% HAM ¥ 46 2 BT, 7 58 B M AE S5

o [CER FEIT STelnet B X RS
® STelnet & )i 55 STelnet k4525 2 ()45 Al L H .

BiEEE
(ERLEEIIL STelnet % 3 6% LA BE A 21T, 7546 AT ek«

F5 | #uE

1 SSH k4528 2 F5 2 i Ay SSH R 458 70 e 1 A 4H

2 SSH JIR%s 281 IPv4 Hulib ek 4144 . SSH RS- 2% 4 A AW (3 115, STelnet %
Fris ) SSH R SS-Ae i (11 1 e N5 4y . SSH RS 243 21| STelnet 25 /7 i [ 1 ik
8. STelnet 2 uiig 1) SSH k45 5 ity 1 15 1% HMAC 575, SSH %5 2%
53] STelnet 2 /7 5 175 16 HMAC 8075, 1 28 280 A0 #0550 v

Jii 45 2% v e A s sk fs A

8.3.2 BLE P ERAINE REMIZE ((E5E SSH & FimE XINIEL)
BEFTTV)

i fg SSH 2% i & UCNEIhBENS » 24 STelnet 2% /7 Ui 85— & 5% SSH RS 25 15, AN
SSH AR5 25 1) RSA AR TH R A o

E=E2
WAL E T RS SSH % 7 i i UGAIE S BE, RALE STelnet 25 /7 i 55— I &% SSH R %%
BEIF, ASKE SSH RSS2 1 RSA AHBHTHMMER . E%)5, R0k A I IRAT
RSA ~NEH, K F IR KIHAIE,
THAEAE A SSH 2 ity i) 4% HH 2 B EAT4n R BC &

BIETER

H$E1 AT 4 system-view, EARGWIE .
HIE 2 HATAT2 ssh client first-time enable, fffE SSH % /' ¥ 1 (KA ThBE
BRETEOLT, SSH %P S B CAE D RE R SRS -
(10 isem
® (%48 SSH & P 3% & KINEF ER) B 49, A& 4 STelnet &/ 3% 5 — KA F SSH IR F 80, Rt

SSH JR 425 ¢ RSA 2 4AUATH kA2, B 4 it STelnet & F 3418 5 A %4 SSH IR 4549
RSA 4.

® R XA AL4E SSH & P 5% B KIAIETABS, & STelnet & P 54 % — KAk SSH R4 %0, &1F
%F SSH R 423 49 RSA NMAR AT LK, 2FHAEAFTRER LK,
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0= 317

o STelnet & F 55F B F —RHRAAEFE SSH RS2, BT 1248 SSH & F 588 KIAEF B2
sh, BB FLAEL P %A SSH R4 %08 RSA 4% I,

s

833WMEAFPE MBI EFHMIEE (SSH ZEFisH SSH BRE£E4H
B AHAT)
WA fERE SSH 27 w1 A EThBE, 54 TFF2E4E STelnet 25 ) i & 5% SSH IRS5 252
T M RS 28 40 TiC RSA A .

b B 4=
B 5&1I=I l%\

W A RS SSH % i i AT g, 24 STelnet 2%/ Ui 85— Y& 5% SSH IR 45 281},
H %) SSH RS 2% 1) RSA A SR A R, T2 S80S RS 28 kM. BT AT
PAFE STelnet % /7 i 5 5% SSH R 55 2% 2 0 M Mk 5575 40 i RSA A8

THAEAE N SSH % ) b X o s EBEAT QR A TC L

BRIESE
$B1 HATi S system-view, N RGAIE .
S 2 T2 rsa peer-public-key key-name , HEN RSA A EE
$IE3 AT 1r4 public-key-code begin, HE A 23 LS5 g AR K] o
SB4 N hex-data, Pl A,
BN B B A2 42 N R UGS 1 /S B2 45 £, F SSH RS 28 Bl AL AE Ak o
(1 sm
® i SSHR% 4t RSA AMAZAT, FroaBet) RSA A4AL/A% B SSH IR4-%5%, XA4F
STelnet & P s SSH IR 42569 RSA A4AK ZHAE & F AL,
o VtANEFARBNEG, PPTHIRS 2 E5 A6 RSA A AR R P %, R 3 DA
7 XA RSA 48 E 2|44 SSH & P ax g% d &5 L,
$IE5 WAT1% public-key-code end, E /AL HEME
® UK N EIEN SN hex-data, 84T peer-public-key end J&, Kf CikA =
%H o
® IHLUPIR 2 hIRE N key-name CAAER W E L FHMIER, F34UAT peer-public-key end
I, RASER: FHHOEAAAE, W HERBREWE.
T 6 PUT1r2 peer-public-key end, EH AMSHIE, [FIZIRFAE.

P77 AT 2 ssh client servername assign rsa-key keyname, 3 SSH %575 77 lic RSA A4,
(AARTTY
4ok SSH & P 4tk /449 SSH IR 453 2M4A %K 3%, #4744 undo ssh client servername assign rsa-

key, f#M SSH & 7 %5 SSH R4 69498 F X %, AIATH 4 ssh client servername assign rsa-
key keyname, #* SSH IR 4-25 5 Be#749 RSA 24,
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8.3.4 (£ STelnet S EFHMIEHE

M SSH % /13 LA STelnet /7 & 5551 SSH kg5 B, B CYRTIER s &8 —6&
B, IR AT E

A= (e

B=RIa o
STelnet % 7 % /i 0] SSH 454 i v A, e Pess HAc e vk, s s
HMAC 55L& keepalive DjfiE.
THLEAE R SSH 27 i IR 2% s B EAT 40 R I TC & .

BRIESER

S HATHT 2 system-view, N RGIE.

T2 AT 2 stelnet [ -a source-address | host-ipv4 [ port | [ [ -vpn-instance vpn-instance-
name | |[ prefer_kex { dh_groupl | dh_exchange group } ]| [ prefer_ctos_cipher { des |
3des | aes128 } ]| [ prefer_stoc_cipher { des | 3des | aes128 } ] | [ prefer_ctos hmac { shal
| shal_96 | md5 | md5_96 } ]| [ prefer_stoc_hmac { shal | shal 96 | md5 | md5 96} ]]"
[ -ki aliveinterval [ -ke alivecountmax 1], UL STelnet J5 X & 5% 31 SSH k4545 1.

s

8.3.5 H AL E LR

3 STelnet G HAB B A IIRENC Bk )a, LA 21 SSH R 55 a4 1 42 Rlc B A5 5 LA
Lo SSH 55455 7% J i e FE R 2 145 L

AR &G
CL7e Bl STelnet ¥ sk HoAth ¥ o5 D RE I DT A T &

RIESHR
® fi [ display ssh server status 72215 SSH R4 4 FPIRE(E S
—45R

Rt

{E SSH % F i i 4T 174 display ssh server status, #r7F SSH R %525 PR A EAE B

<{Huawei> display ssh server status

SSH version :1.99

SSH connection timeout :60 seconds
SSH server key generating interval :0 hours
SSH Authentication retries :3 times
SFTP Server :Enable

8.4 i@ TFTP i o) H fb & & B9 344

BB YT s /E 0 TFTP % /', it TETP UM% 7 i Bh & 5% TETP I4s4%,
HEAT SO AL R R 2
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841 BIMEBEMTSE

FEREAT TFTP U 1) A BE 6 1 SCPHC BT T MR SERFVE B N PRSP B e P A i AT
G MR AE S, A B TP AER b 58 RNC B AT 55

I FAEREE
M P R A IR S5 A i 5 % i (AR L S EANTR B AR AC BB, AT LA AN
FAT AR08 HAR IV RIAERE S TETP Hh%.
DU, YETEE RS N S, REUT 45 A TFTP ARSS 3%
MEEE
ERCE ML TFTP V5 1) oA 52 285 (1 SO 2 1, T 2258 A R A4
® YFTER A TFTP R4 ik il ik
BIRHES

TERCE L TFTP U i) HAth 5 25 10 SR 2 1, 75 BEME £ DL 58 -

FS | KiE

1 CRIE) R 284 TFTP %% 7 s I 1Ytk (it 1o
2 TFTP fil %5 & 1P Huhlok 4144

3 TFTP R 454 HRE € SCIF IR SCAE 44 SCEF AR H 3%

8.4.2 (A[i) ELE TFIP % FiFiEHbht
P A ARCE TETP % 7 i R b5 B, AR E B i Hh ik & 57 TFTP %42, {4

W4,
E=ER
%FTUT%%%F?E% B, hUbEE O ECE P Huhl, ARS8 R % 1P HhhEAE R
TFTP S FE (YR TP Huhik, A BIHET 22 A5 10 B 1.
7% g P i T DARC B Ok Y5 1 B 1P,
WELEAE R TFTP 07 S i % 2% _EdEA T R i &
BRIES T

$EBE1 HAT 2 system-view, N RGWIE.

T2 PUTHn 4 thtp client-source { -a source-ip-address | -i interface-type interface-number }, M

B TFTP %) i (R Y kA5 6
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FCE T TFTP 2/ s k(5 BUR 7255 & s (K] TETP %) b (R Ik 2 5 1%
AR E 2

—HETR

8.4.3 (H[ik) ECE TFTP 716 bRl

Tt ACL HUUIEC E % 7 ity 2 5 TETP RSS2 07 i) BRI, SZE ACVF 2417 4% i1 2% LA TFTP
77 20 L 1) R4S TFTP IR 4525

E=ER
ACL (Access Control List) J&—ZFH ¥ HINZH A A, 1Sk DU)AR 4 5 4k 0 1) 5
Wbk, Bk, i A ﬂéi‘%ﬁi ACL 0 b B DU E i AT 40208, G L U 3 F 321
B, I P AL A8 AR i K LR D) ) b R A i T DAL, W SR A T AR 4
B ACL Ha] LUy LA, FRSRE I ) Dy B 0 e 11 ACL B, JEA ACL #)
HiEgk ACL #EI),
(1 sem

TFTP R X FH A7 M 4a 4|9 & (%558 E 2 2000 ~ 2999) .

THEAE A TFTP &7 Ui ¥ 4% FH s BEAT 4 R AL & .

BRIES TR

$BE1 HATHr 2 system-view, N RGWIE.
HIE 2 AT acl acl-number, AN ACL FLIKE .

S 3 HATH2 rule [ rule-id ] { deny | permit } [ { fragment | none-first-fragment } | source
{ source-address source-wildcard | any } | time-range time-name | *, W& ACL FN.

(1 sszem

A7 84 ACL FLI BRIAST FT A 38 LA deny #4F. 4o RE BB L EF@iE, £F &£ ACL ALY
P ECE permit #21E. Plde, BEEXFIRIP 4 10.1.1.10 894, AR 4 ACL ¥ & % & LA &AL

® rule deny source 10.1.1.10 0
® rule permit source any

4o R &A% 3L rule permit source any, HJR IP ik 752 10.1.1.10 #4948 L4k & 57,
4 PATH2 quit, BFIEIRFEAE.

FES5 HATI 2 titp-server acl acl-number, A§ U5 A #4511 51 3 B A1 45 i %) TFTP 457511
Vil

s

8.4.4 {£H TFTP s S T HH M X ZF RIS

H P ar LS TETP i &5 9w th s 8 s5as BRSC.
TELEAE N TFTP 20 i ) 2 1 A HEAT 0 T A
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HRIETR
® IR S5 A i 1P HHESR AN, HEAT AR R AR
- RS5 asum s IPv4 Huhl, $0AT 4> titp [ -a source-ip-address | -i interface-type
interface-number | tfip-server | public-net get source-filename [ destination-

filename |, U] TFTP J5 2 F 8004

- MRS s IPve Hilil, AT T4 titp ipv6 [ -a source-ip-address | tfip-server-
ipv6 [ -i interface-type interface-number | get source-filename [ destination-

filename |, L H TFTP J5 3 F 8004
K

8.4.5 £ TFTIP s S EM g & EEXXH

FP AT DA H] TETP i< A i b o B AR SO R 55 4%
TAEAED TETP 250 ) s R 6 s EAT 0 A C L

HRIESR
® R IR SS A 1P bR AN, HEAT AR R AR
- M Asiise IPv4 Hihk, AT 4 titp [ -a source-ip-address | -i interface-type
interface-number | tfip-server [ public-net put source-filename [ destination-
filename 1, ¥ TFTP J5 = _FAL A
- R #suse IPve sk, AT T4 titp ipv6 [ -a source-ip-address | tfip-server-
ipv6 [ -i interface-type interface-number | put source-filename | destination-
filename 1, HH TFTP J7 =0 _FAL A
K
8.4.6 o EACE LR
WAAEN TFTP 207 i B A5, AT LAEE R 2 7 i PO Ut Hb kRSG5 07 T 455 11871 2 1)
AU
AR
CLSE IR 4 AE A TFTP 25 7 i (1 T A T
HRIETTR
® f{i}{] display tftp-client iy % 5 5 B #5124 TETP %) diig ] (1) Y5 i dk
® f{i{i}{] display acl { name acl-name | acl-number | all } £x 5 TFTP %5 F i it & i V5 7] 4%
A2 R o
s
E 5B
PAT 4 display tftp-client, 1] LLAF &/ i (15 bk
<{Huawei> display tftp—client
Info: The source address of TFTP client is 1.1.1.1.
T4 display acl{ name acl-name | acl-number | all }, W] L& TFTP % 5 b fic & 1)
kS 7RIS
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<{Huawei> display acl 2001
Basic acl 2001, 2 rules,

Acl’s step is 5

rule 5 deny source 10.1.1.10 0
rule 10 permit

8.5 1@ id FTP iy [a) H it g &8935

P B A0 FTP %) b, SR 48 L0 FTP IRS54%, SCBLSCIRK_EARANF 28055 4
(=

8.5.1 IR EBEMESE

FEREAT FTP Vg ] A e 8 SOPFROBC BT 1 RS PR AN IR C B R M R B 55
MRS, AT YR8 B E AT 55

[z IR
M P RS RE FTP RS #8347 SO AR . H S PR Ve, o] DA & 24 50 4% th 2%
A FTP % /7, il FTP 7 R Mg i FTP RS 45 o
EESE
FERC B FTP U ) HAth 1% £ ST 2 10, 7 258 1 AR R4S
® IR HA S RS A FH Tk
HiptESE

UR A E L FTP s ) Fofh v 26 3P, a2k LU Hodle -

Fs | 8iE
1 CRJIE) B AAE S FTP %% 7 i i U5 s

2 FTP R4 281 EHLA B IP Huik . @37 FTP R HIRIR 105 . B 21
FH 7 44 i

3 FTP Wil A4+ AHu[ SO 44 FIEfE FTP RS 58 B4 e FTP %
2 PR TAR AR . FTP 27 i A s TAF A2 B e B2 FTP IR%s 2% H sk 4

8.5.2 (H[i%) ECE FTP %X i iE bt
F P AT PARC S FTP 25 5 i s A5 B, MFE € B & 7 i bk 2257 FTP 82, RIE

zatk.
E=ER
el LIRS as FAe e, R cE 1P Mok, ARJS 8% 1P Hudi-fE A ETP
EFERUR TP Huhl, NI BT 22 25601 H 11,
B s ik vy DARC A PR L EJE TP,
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THAEAE D FTP %) i (1% s _EEAT 20 B (TG L

BRIETCE
$B1 HATHT 2 system-view, N RGIE.

L2 HATHr2 ftp client-source { -a source-ip-address | -i interface-type interface-number } , i

B FTP & i st hbAS & .

BLE T FTP & umdith (5 85, ZEARS#Rimh AT display ftp-users fiv2 i, W R[] FTP
& YR E S B S22 B R B 2

B

8.5.3 1 FTP s S iEiEH MG &
F P AT LA FH FTP 72 MAE A FTP 2 7 i [ 14 FH 2% 8 55 23] HAh v 45 o

=6 B 4=
B> Ell%\

FEM AL AN FTP 2 St R, A 34 m] LU AR . A2 X5 5% FTP g5 #s o
TEAEAE Q2 7 s P e i s B EAT Q0 A E

RIEPR
o HPHET, @l FTP RS54 MiES:.
- Mkg5s it Pv4 ikt
AT A4 ftp [ -a source-ip-address | -i interface-type interface-number | host [ port-
number | [ public-net | vpn-instance vpn-instace-name |, 55 FTP 55 28 i34z

- RS i IPv6 Huhik.
AT 4 ftp ipv6 host [ port-number |, 5 FTP JR&5# i %4z .
® FTP#ME N, @5 FTP RS2 mids:.
- R4S i IPv4 Hudik.
1. HPWETFHAT@ 4 ftp, #EXN FTP M.

2. AT 4 open [ -a source-ip-address | -i interface-type interface-number | host
[ port-number | [ vpn-instance vpn-instance-name |, 5 FTP R4 a3 &z,

- MR S5 ddinE TPv6 itk
L PR N T2 ftp, BEA FTP AL .

2. AT 4 open ipvé host-ipv6-address [ port-number |, 5 FTP R 5528 5 37 i%
o

R

8.5.4 1833 FTP XHHRIEa SHEATICHRIE

I 5ok FTP RS54 )n, ATLGESE FTP SO AR A @ BEAT SO A . AR IC B SR A%
Wy, A FTP iy e, A FEocr, R H . B4
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P 4 - S 8 i LA % 4
HRER

M FTP % 7 i S ok Bl FTP R4 23 2 )5, H 7 vl LAFE FTP & P v AT W0 B #4E -
® it B AL SO IR B RSO AE i T 5K
® JEFTP &/ unflEl N &F FTP 2 MIAELT .

® CREAHISCF AL R RE FTP IRS54%, Wrl LU FTP 55 &% N8O IFRAFAEA
Hi

® {E FTP Jlid5 s LabATGQIE . MR H 5048 PR .

® W LU FTP g5 as Lfagimfe H s S HIE R, s IER FTP IR S5 4% LI
A

SRR Ui I 6 2 E N FTP %5 g IR V&) Ja JEAT 4 (L 2

BRIESER
® T E AR S A E A AN S A i 5
- PUAT A4 ascii 2 binary, FCE LRI SO REAESE T ASCIL A5 aas — 1kl
(10 +5mm
FTP 4§ ASCII 25, —#t#| XA RA ., —FejE A~
® ASCII i Bl ASCIL F 4%, Fem= FA4kfefT /47,
® G| R A4k A X AL T T4
FTP A5 A2 X 0 & P st 4T84, A %BKIA ASCHL 77 X, & 7 s T2 AR X a4t
4;?% (ASCII A= Binary ) . H##rXALAHEA ASCIL 75 X, A5 #r =it | LA Binary
- PAT AT passive, PCE UL T A BB T .
RGNS 7.
- AT 4 verbose, F]JF verbose JK.

1T verbose Ik, K Wonpr s FTP WA, FE3CAHARIETER)S, R RN won 1%
EHEARINGE E

® G FTP A MIfE4HE .
HAT 4 remotehelp [ command |, 37 FTP w2 I7EL ),
N B 1 = A L
- PARECRECRA S
- BUTA4 put local-filename [ remote-filename |, FEAMF SCAF AL R]ZEFE FTP
Jk g5 4o

- HUT 4 get remote-filename [ local-filename |, M FTP 55 %% N & CAF IR
AFAEA ML

® AT el R R B H X
- PATE 4 od pathname, SAZEFE FTP s a4 L0 TAES AR,
174 edup, 0% FTP kss#sim i) TAE 423 E—20 H 5.
174 pwd, TR FTP R4S 24 TAEMAS .
led [ local-directory |, W7mBUH U8 FTP 2/ I (1) TAFE4E
$ mkdir remote-directory, 1t FTP k5545 LAIEEH %,
® rmdir remote-directory, 1t FTP 5525 FMER H .

f
-
A7

4

TESEEE

B 2 B B
oA > >
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L0 sserm
® AW E KTUAFERUFTFOLEE, ERTUH<. > 20\« FHRFH
® o RIATH 4 mkdir /abe, NEARE X TFAE—/NLAH “abe” #9FH K.
®  UHTIIT —FhE R R
- PATIA s [ remoteflename] [ local-filename ], ‘w7~ FTP k5525 iRt H

KBS B
ﬁn%?ﬁiﬁﬁiﬁﬂﬁ&ﬁ? SERAR LR, ARG BB H % PR
FRAE IS

I ZH local-filename, 7] LCREZFE SO A BARAFAEA L 55— D30

- AT dir [ remote flename] [ local-filename ], ‘7~ FTP 45+ g it H
SR I TR

m%?i@ﬁiﬁﬁ&ﬁhﬁ%éﬁﬂ,%Z%%H?WF%W&H%T@?
i€ 13k
24 local-filename, W LIKGIERE SCAF N B ARAEAEA I 5 — A S0
- HUTM 4 delete remote-filename, M FTP AR5 L35 s
WIS TR SR A TR e AR R, A RGAEH 7 A H K TR

Fa e B S

—-ER
8.5.5 B EFHF

F P85 FTP RS 4805, U SCY AT IGS S P, F LA H 7 44 6 5% FTP IR%5 4%
E=E2

AR150/200 7] LLZEASIE HY FTP %7 S 40 B B 0 R UE@M%F% %553 FTP R %%

fe. FTEESLI FTP 3EH:, ST ftp fir S EL 0 FTP 4258 4 M 1A .

TEEAE h 2 5 b 1A 4% o BT 4 I
BRIES T

® 7t FTP &)/ it N AT A2 user user-name [ password |, 530 AT IS H P
AT %

AR A, TS FTP S5 s HERREWT -

s

8.5.6 BT 5 FTP AR EEHIEIE
M T DAY FTP IR 2 ii%4:, JHR A2 - AL FTP ALK

de B 2 gy

B=RIao
F AT LAFE FTP 2 7 v A0 B Ik BN R a2 Wi HF 5 FTP &5 48 1iE+z .
T AEAE A8 i 1 6t 28 B T a0 R A G .
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BB 45 P - S Al A B 8 1 i) HoAth v 45
RIES B
o RPEAFINCE T, EEPATL R AR
- JBE[EH A A
HAT A2 bye B¢ quit, 215k rERE:, JHEFIRIH A WE.
- JB[E 3] FTP #LIA .
HATT 4 close Ik disconnect, 2115428 1i&ER:, FHB M 2] FTP LA .
-5
8.5.7 BRI E LR
I FTP Uy i) HoAth 5 25 I SCAFBCE e D JE , v LA B FTP 45 7 e & IR S 40
AR &
C5e it FTP v in) HoAth 15 46 1) SCAF I BT A E & -
RIES B
® fii}{] display ftp-client iy % & F & & 14 FTP % 7 i I (U6 248
55K
&G

PAT A4 display ftp-client, 1 LAAYH FTP &) b (MRS 40

<{Huawei> display ftp-client
Info: The source address of FTP client is 1.1.1.1.

8.6 1@ id SFTP 7 ia) H b ig & B34
SFTP J& P41 FTP /5. BCE RS HAS1E N SFTP % i, RSS2l ok X & 7 v (1)
NUE LR E) OB s, o W& SO SRt T 2 e RS .

8.6.1 B ETSE

FEEAT SFTP Uy i) HoAthy i 46 SCAF (LB A T A URAs PE RO S HIA ST . G B St Re P (1 A AT
S MERAES, AR TP AERHb S RC EAT 55

[z FIRE
SFTP /& SSH FTP ik, —MiZe4 ) FTP. SFTP £ 77E SSH &R Entz F, wef
FH AT L2 A M8 s i 4%, HEAT SO BN SO AR AR 2304, B AR R AL T S = )
ARG, B, BT A IRAt T SFTP &) i Ihhe, nf LANAS T £ 22 4 8 s B i
SSH fIk4s#8 L, HEAT SO0 2 4 AR %

EES
FENCE I SFTP vy i) HAth % £ SCAF 2 /T, 7 58 A AT 55
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® )i by S5 A h RIA

HiptESE

FERC'E SFTP Uy i) HoAth e 25 SO 2 |, WA DL £dis

FE | B3

1 (AT BEAAEA SFTP 2% /7 b s [ Yt b il

2 (A[i%) SSH K555 4 71

3 (A% & ik SSH IR S5 2843 ) /A 4H

4 SSH JIR %2211 TPv4/IPv6 Hihik sk =ML 4

5 SSH A48 2% BT VAT (A3 115, SFTP 2% F' it 31 SSH AR 28 28 ot 1) 1 356 in 35 5
2. SSH R %5 #5 i 21 SFTP 25 7 iy ff) 1 26 I 83« SFTP & /- i 31 SSH R 55
2Rt ) BT € HMAC 59, SSH IR 4s-# i 21 SFTP & /7 iy 1 15 1% HMAC 5.9
B ARS HEE

IR 2% 28 i FiC i 4D P 8 ke

6 SSH AR 45 %% Hh¥8 2 ST SO 44 SCHRRREI H 3%

8.6.2 (H[i%) ELE SFIP X Fi%iEibit
T PABCE SFTP 28 v YRk A5 B, IR @ 1% P imdsi bl 2237 SFTP I8, 1/

UE A
BRER
FH P T LA B 46 D40, AR LR IP Mk, SRJS AL % IP HuhA % SFTP
SERENOUR TP Ak, TS FIUEAT 4 AR5 1 F I -
5 PR L T DA R 1 B TP
VLA SFTP 2 35 0 4 141 5 13T 0 F (IR
RMESR

$BE1 T2 system-view, N RGIE.

T2 PUTH 4 sftp client-source { -a source-ip-address | -i interface-type interface-number }, T
B

SFTP % )7 uiii [ HbHE A
8.6.3MEAPE XA ERHEMIZHE ((FE SSH TP in & IAUEL]
&b
BEATN)

{FRE SSH 2/ i I UGAIF I BE)S, 24 SFTP &/ i s — & sk SSH RS 2815, A%t SSH
AR S5 2516 RSA AU T RS 2 .
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P - S 8 i LAl e
HRER

W RECE T RE SSH & i 1 UGN UETNRE, IS4 SFTP % ' i 45— 8 5 SSH R %%
85, X SSH RS- #3110 RSA ANHBAT AR S . X5, REWH A3 A7
RSA A8, ARG R AIE.

THAEAE ) SSH % ) (1% w1 % HEAT 40 (R C AL

RIESER
$B1 HATH 2 system-view, N RGIE.
HI 2 i AT72 ssh client first-time enable, 1t SSH & /7 ¥ & /A UF LI BE
BRAETEGL T, SSH % S B UCAUE DI BE N S PAIRAS -
([ARRTY
® {k#E SSH & P sk B KINIETS L ey B 69, & Y STelnet & 7 3% % — K&K SSHIR S B0, Fat

SSH fR 4% 4 RSA NMAHATH 2kt &, B A kit STelnet & 7 5305 K %A SSH R4 %49
RSA 247,

® LN AE 4L SSH & P 558 KIAIES Y, % STelnet & 7 5% % — K5 SSH R4-En, & F
%F SSH R 425 49 RSA NMAF AT A K, 2 FHRHAFTMSBEK,
= %17
4o R STelnet & F 565 2% — Kb R HEF SSH R4, M T4248 SSH & 7 38 B KIAIES G62
Sb, BT AT E LA K P35 H SSH IR 4 £ Ft RSA AN R Z I,

T
8.6 4 BEERAPEXHINEREMIZEZ (SSH ZPinA SSH REH59
BN

W A e SSH % i B UGAIE T g, B4 F58AE SFTP %% )7 it 8¢ 5% SSH IR %55 2.
B A IRSS %40 e RSA A4

E=ER
IR RS SSH 2% /7 i | UM IEDhAE, 24 SFTP ) i 88— Ik & 5% SSH IR S5 251t
H T Xt SSH R45 25 1) RSA AP IR AT W, T2 P RS RS 28 M. A
BAE SFTP %5 ' Ui %5 5% SSH 454 2 1 M 4575 70 it RSA A%,
TAEAE A SSH % 7 i P 6 rhy o -4 T 20 A TiC '

BIETER

S HAT S system-view, N RGIE.

S 2 T2 rsa peer-public-key key-name , HEN RSA A G
FI;E 3 AT 2 public-key-code begin, A /A L&A g ALK .

A N hex-data, YA FLE.

NI A S YL AUEAL APIR GRS I+ BERI 745 85, t1 SSH AR S5 s BB Ao
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(1] ssem

® 2% SSH MR %3548t RSA A AT, ProrBet) RSA 454650k B SSH IR 4354, XA
STelnet & 7 55T SSH Ik %25 49 RSA MAK 2t & F Al i,

o HANNEFTHRHEANEE, B THIRSE 5 L7469 RSA N AMEAZ|E P 3k, HRA P N E0s
7 A RSA MABL B 2|4 4 SSH & P 3% 6936 d &5 L.
S5 HAT1r2 public-key-code end, iEH AL HgmFEA A .
® NH AN GIEN Z PGS hex-data, AT peer-public-key end 7, K JCiLA %
%ﬂ o

o WIRUPER 2 thiRE N key-name CAAERIN G L FHEMIER, #4447 peer-public-key end
I, RGSPn: BHCEAAFE, W EERI RS,

P 6 WITHT4 peer-public-key end, BIAILHPIHIE, (A2 RGHE

P 7 AT 2 ssh client servername assign rsa-key keyname, 3 SSH %575 70 lic RSA A4,
(BARTTY

ok SSH & F 36 4% 449 SSH R4 /A K3, 4744 undo ssh client servername assign rsa-
key, f#MR SSH & 7 %5 SSH R4 2569498 F X %, AIATH 4 ssh client servername assign rsa-
key keyname, #* SSH IR 4255 Bt #7469 RSA 4.

R

8.6.5 (£ SFTP < EEHMIE®E
FH T LA SSH & /it L SFTP 75 % 5 21 SSH R4 28 |

Hb B /==

=] E1I=I 15
SFTP % )" uifi J3 8l iy 2 BR STelnet 25 )7 %y J3 8l iy 2 ARAHEL,  SCRFUTR] SSH AR S5-#s i 455 7
PWHhE, MEPEEHAT AL N EIERA HMAC 83k, AN BEE keepalive ThEE.
TEAEN SSH %7 Uiy 11 3% Hi A _H1EAT 40 F B E

BRIESE

SBE1 HATHT 2 system-view, AN RGAIE.

T2 AT 2 sftp [ -a source-address | -i interface-type interface-number | host-ipv4 [ port ]
[ [ public-net | -vpn-instance vpn-instance-name | | [ prefer_kex { dh_groupl |
dh_exchange _group } ]| [ prefer_ctos_cipher { des | 3des | aes128 } ] |
[ prefer_stoc_cipher { des | 3des | aes128 } || [ prefer_ctos_hmac { shal | shal 96 | mdS |
md5 96 } ]| [ prefer_stoc_hmac { shal | shal 96 | md5 | md5 96 } | ] " [ -ki aliveinterval
[ -ke alivecountmax 1], LA SFTP J5 A& %3 SSH k4545 1.

(1 ssem

BRI TR SSH B b & LA A BB /" £ Ad RSA B4, E#ATHC SSH BLE AT, 5%
MBLE rsa local-key-pair create, 2 RAMLFE AT,

TR
8.6.6 i®id SFTP X {4#1Edp & 1730 H41E

AP af Ll it SFTP %% )/ b B SSH %S 2% L1 H s FISff, DA SFTP & 7 iy
LA
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P 4 - S 8 i S Al e
BRER

2 SFTP %/ i ¥ % 21 SSH M55 %2 J» M1/ il LAAE SETP %5 ) i HEAT U 54 -

®  GIEIFMIER SSH MRS #% Er H 3%, UK W= 40 10 TAF H s AR 2 H s R fsok
SRS AN

® AL MIBRSCHE. WonscRER . bR RSO

® I F SFTP % /)" iy 245 il

AR R SSH % 7 b (¥ % tH 2 10E N SFTP 25 7 i 0L 11 Jm AT 21 T AR TG 3

BRIETCE
o FILHHEAE
ATRRAR AR, BUATW R — AN AR
- AT 4 cd [ remote-directory 1, 2% H PR 4HT TAEH 3%
- PUATAT A edup, SR P TAE H SO YT TAE HSR M B g H %
- PATATS pwd, BRI R TAEH %
- AT dir [1-a][path ], BonteE HI PRSI,
- AT 4 rmdir remote-directory & <1-10>, WHERIRS%% 1 H .
- AT 4 mkdir remote-directory, EARS 4 LAVEH H %,
® EIISUAERAE
AIRRAE T 2L, BATW R AN AR
- T4 rename old-name new-name, LRSS FAGE SO 44 5
- PUTH 4 get remote-filename [ local-filename ], N 3G FEMR 55 4% b 1 SC Ao
- PUTH 4 put local-filename [ remote-filename |, _ALEA I SCAF BIEFE AR 55 2%
- AT 4 remove remote-filename, MIBEIRS %% F3CF.
®  SFTP %} iy fir 245 )
- AT A4 help [ all | command-name |, ‘B.7~x SFTP & 7 s 245 B o
i
8.6.7 N EELEHLER
Ik SFTP v ) Hofth 5 28 (R SCHFRC B D f, AT LA 21 SSH % Pl ikl %0 7 i Jr
A H) SSH g5 45 5 RSA APIZ KX R AR SSHRS% a4 Jry e B A B LR L %
Ui IR I 23 1 A B
IR &4
CoE BB IE SFTP V7 fit) FAt v 4 (1 SCAF (K B A7 e
BRIETCE
® f{i}{] display sftp-client #7475 SSH % /' diig 5 F 2 ) diig Y k- o
R
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EE =61
ER P i AT 42 display sftp-client, 7] LLATH W A& 1E N SFTP & /7 i i (YR 22

<{Huawei> display sftp—client
Info: The source address of SFTP client is 1.1.1.1

8.7 BL E %15l

P 182 U ) FoAt 180 6 B’J?WJ ?ﬁ%@ﬂﬁ/}lﬁf@] TRERCE IR . P E ) AR A

8.7.1 B2 E Telnet Z2i% RS 151

B Telnet £ R 55 (7Bl o AEASZR G TR, T ECE ] g6 Uk )y AN Y, 23 Telnet
Ko

UES
Ln& 8-5 flr7n, RouterA 5 RouterB g AH . Ping i, /7 1#1d Telnet 75 XM RouterA
I Telnet #I| RouterB.
8-5 Bt & Telnet i AR 55 2H M
Eth1/0/0 Eth1/0/0
./ 1.1.1.1/24 1.1.1.2124 ==
R R
RouterA RouterB
(T8
KL A BRI E Telnet Zum R4S IR A ThRE
1. £ RouterB LACE VTYO £ VTY4 {46E 5 R0
2. M RouterA &3¢ 2 RouterB I /7 55 255 N0 A e & 3% .
3. 1E RouterB LJC'E Telnet k45 #8115, F 7 AN FR 2 o 118 5%
VRS
A SE I E B, TR RS BB -
® RouterB [ FHLHubIE,
® Kk y R ALY
® Telnet IR55 280 5
®  YFrHEANRIH N 15,
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BRIEDE
ST BCE IP Huht
# M & RouterA.

<{Huawei> system—view

[Huawei] sysname RouterA

[RouterA] interface ethernetl/0/0
[RouterA-Ethernet1/0/0] ip address 1.1.1.1 24
[RouterA-Ethernet1/0/0] quit

[RouterA] quit

# ML & RouterB.

<{Huawei> system—-view

[Huawei] sysname RouterB

[RouterB] interface ethernetl/0/0
[RouterB-Ethernet1/0/0] ip address 1.1.1.2 24
[RouterB-Ethernet1/0/0] quit

[RouterB] quit

SIE 2 [l RouterB [ Telnet J:1F /72U 0

<{RouterB> systemview

[RouterB] user-interface vty 0 4

[RouterB-ui-vty0-4] authentication-mode password
[RouterB-ui-vty0-4] set authentication password simple hello
[RouterB-ui-vty0-4] quit

WK ACL J7 AR E Telnet 24l %%, 75 2E4E RouterB _FIFAT W FACE

[RouterB] acl 2000

[RouterB-acl-basic—-2000] rule permit source 1.1.1.1 0
[RouterB-acl-basic—-2000] quit

[RouterB] user-interface vty 0 4

[RouterB-ui-vty0-4] acl 2000 inbound

(1) +mm
£ ACL 7 X B E Telnet &38R 409 B AT E,
FIg3 KA E 4R
e ERCE S, A LA RouterA _E Telnet 2l RouterB.

<{RouterA> telnet 1.1.1.2
Press CTRL ] to quit telnet mode
Trying 1.1.1.2 ...
Connected to 1.1.1.2 ...

Login authentication

Password:
<{RouterB>

PB4 it i E % RouterB ) Telnet ¥ 15

{RouterB> system—view

[RouterB] telnet server port 1028

After the command is executed, logging in to the port through telnet fails, al
1 the telnet users exit, and a new port is created. If you need to set the port
through telnet again, wait for at least two minutes and then set the port again.
Are you sure to continue?(y/n)[n]: y

HIE5 {FHu 0 1028, M RouterA | Telnet £l RouterB

<{RouterA> telnet 1.1.1.2 1028
Press CTRL ] to quit telnet mode
Trying 1.1.1.2 ...
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Connected to 1.1.1.2 ...

Login authentication

Password:
<{RouterB>

-

o & 3

® RouterA [FJHt &

#
sysname RouterA
#
interface Ethernet1/0/0
ip address 1.1.1.1 255.255.255.0
#
return

® RouterB & 3

#

sysname RouterB
#
acl number 2000

rule 5 permit source 1.1.1.1 0
#

interface Ethernet1/0/0

ip address 1.1.1.2 255.255.255.0
#
user—interface con 0
user—interface vty 0 4

acl 2000 inbound

set authentication password simple hello
#
return

8.7.2 L H X & 1EH STelnet E Pimi%EiE SSH AR 555 Y R~ {51

i B B4 STelnet 2 P higiEFe SSH R4S 25 il o FEARHIH, it £E STelnet %
Frim Al SSH R4S w24 AN HUZR 55T, {8 SSH RZS 2% 4= % RSA AN H. I g8
1% RSA A4, SZPL Stelnet %5 P Ui 8 SSH RS 2% .

EBRER
W&l 8-6 fr7x, SSH JIR55 % STelnet It 55 AEJ5, STelnet 75 ) i ] LLIE L Password.
RSA. password-rsa BX all TAIE[¥) 7 205 % 2] SSH R 5528 i o
B B S S
® /7 Client001, #f3% “huawei” , & 3KUF T4 password.
® fil/" Client002, U774 RSA, Ff I AL /A4 RsaKey001 .
F P FHAN SCHE SSH 3.
SCRYRRAS 02 (2012-03-30) LR AE R 140

AT © AR IR A+



Huawei AR150&200 R 414V i d1 7%
B fEr - S &

8 Vi i Hofth e %

8-6 BLE X & 1EH STelnet % P %% SSH A 55 75 4H M

SSH Server

&= Eth1/0/0
=3 10.164.39.222/24

Eth1/0/0 Eth1/0/0
10.164.39.220/24 10.164.39.221/24
Client001 Client002

[T R8s
K () S BB B AE R STelnet %5 /i %48 SSH R4S 25
1. F/7 Client001 F1 Client002 [ B ) 7E SSH i ZS#8 b 52 ko
2. JyWIFE STelnet 25/ S A1 SSH R 55w i A= e AS b 35 4 %) o
& SSH Ik 55 4 4= i RSA 41, FF5 1) Client002 4852 SSH % )7 i [f] RSA 24
E
4.  SSH JIR 45 #8355 STelnet IR 4518 fE
F ' Client001 F1 Client002 43l LA STelnet /7 25 3% SSH AR5 4%
HiRES
J L BCE R, T E W L
® SSH H 4 MiliE Ty .
® SSH H /5t RSA A%,
® SSH k%24
RIES B

BB AFARSS 2% A A Hh 5 B ot
<{Huawei> system—view
[Huawei] sysname SSH Server
[SSH Server] rsa local-key-pair create
The key name will be: Host
The range of public key size is (512 ~ 2048).
NOTES: If the key modulus is greater than 512
It will take a few minutes.
Input the bits in the modulus[default = 512]: 768

Generating keys..
....... b
.......... b
bttt

S 2 (ERS2sum Al SSH H P
#WCE VTY /5.
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[SSH Server] user—interface vty 0 4

[SSH Server—ui-vty0-4] authentication-mode aaa
[SSH Server-ui-vty0-4] protocol inbound ssh
[SSH Server-ui-vty0-4] quit

® gt SSH H] /' Client001.
# W H P 444 Client001 ) SSH HH /', FC & %4694 huawei, HIAIET7 0
password..

[SSH Server] aaa

[SSH Server—aaa] local-user client001 password cipher huawei
[SSH Server—aaa] local-user client001 service—type ssh

[SSH Server—aaa] quit

[SSH Server] ssh user client001 authentication—type password

® {3t SSH H] /' Client002.
# B 440 Client002 [ SSH H P, it & %05 4 huawei, HAUE 734 RSA.

[SSH Server] aaa

[SSH Server-aaa] local-user client002 password cipher huawei
[SSH Server-aaa] local-user client002 service—type ssh

[SSH Server-aaa] quit

[SSH Server] ssh user client002 authentication—type rsa

PR3 AUE RS A RSA 21
# 7% 3 Client002 AE Bl 5 i [ A 1 25 5 6)
<Huawei> system—view

[Huawei] sysname client002
[client002] rsa local-key—pair create

# OE % i A RSA A .

[client002] display rsa local-key—pair public

Time of Key pair created: 2007-12-29 16:19:59+08:00
Key name: Host
Key type: RSA encryption Key

Key code:
3047
0240
BFF35E4B C61BD786 F907B5DE 7D6770C3 ESFD17AB
203C8FCB BBC8FDF2 F7CB674E 519E8419 OF6B97A8
EA91FC4B B9E18836 5ET4BFD5 4C687767 A89C6B43
1D7E3E1B
0203
010001

Time of Key pair created: 2007-12-29 16:20:05+08:00
Key name: Server
Key type: RSA encryption Key

Key code:
3067
0260
BCFAC085 49A2E70E 1284F901 937D7B63 D7A077AB
D2797280 4BCA86CO 4CD18B70 5DFACI9D3 9A3F3ET74
9B2AF4CB 69FA6483 E87DA590 7B47721A 16391E27
1C76ABAB 743C568B 1B35EC7A 8572A096 BCA9DFOE
BC89D3DB 5A83698C 9063DB39 A279DD89
0203
010001
[client002]

# 4% i AR RSA A PI4E 6 Bl 55 45 i o

[SSH Server] rsa peer—public-key RsaKey001
Enter “RSA public key” view, return system view with “peer—public—key end”.
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NOTE: The number of the bits of public key must be between 769 and 2048.
[SSH Server-rsa—public—key] public-key—code begin

Enter “RSA key code” view, return last view with “public-key-code end”.
[SSH Server-rsa—key—code] 3047

[SSH Server-rsa—key—code] 0240

[SSH Server-rsa—key—code] BFF35E4B C61BD786 F907B5DE 7D6770C3 E5FD17AB
[SSH Server-rsa—key—code] 203C8FCB BBCS8FDF2 F7CB674E 519E8419 OF6B97A8
[SSH Server-rsa—key—code] EA91FC4B B9E18836 SE74BFD5 4C687767 A89C6B43
[SSH Server-rsa—key—code] 1D7E3E1B

[SSH Server-rsa—key—code] 0203

[SSH Server-rsa—key—code] 010001

[SSH Server-rsa—key—code] public—key—code end

[SSH Server-rsa-public—key] peer—public—key end

S 4 & SSH H /7 Client002 455 SSH % /7 ufii (1] RSA A 4H .

[SSH Server] ssh user client002 assign rsa-key RsaKey001

HIE5 STelnet &/ i iEH: SSH R %5 2%
BB S, THEATRE SSH %7 i 1 VAIE LI fE

<{Huawei> system—view

[Huawei] sysname client001

[client001] ssh client first-time enable
<{Huawei> system—view

[Huawei] sysname client002

[client002] ssh client first-time enable

# STelnet %) %y Client001 H password WAIE /7 20%H: SSH Igs-#%, HT AL E M H 1 44 A

.

<{client001> systemview

[client001] stelnet 10.164.39.222
Please input the username:client001
Trying 10. 164. 39. 222 ...

Press CTRL+K to abort

Connected to 10.164.39.222 ...
Enter password:

B N EY huawed, o SR BN E BT

Info: The max number of VTY users is 20, and the number
of current VTY users on line is 6.
The current login time is 2010-09-06 11:42:42.
{SSH Server>

# STelnet %% F' i Clent002 ] RSA AIF 77 X IEH: SSH RS 2% .

<{client002> system—view
[client002] stelnet 10.164. 39.222
Please input the username: client002
Trying 10. 164. 39.222 ...
Press CTRL+K to abort
Connected to 10.164. 39.222 ...
The server is not authenticated. Do you continue to access it?(Y/N):y
Save the server’s public key? [Y/N] :y
The server’s public key will be saved with the name: 10.164.39.222. Please wait..
Info: The max number of VTY users is 20, and the number
of current VIY users on line is 6.
The current login time is 2010-09-06 11:42:42.
<{SSH Server>

BE6 WM E LR

B'E 5E ke, 7E SSH AR%s 253404 T display ssh server status 7% 1 display ssh server
session 7%, 1 LLAAE F] STelnet 25/ Uiy U 28 il D45 31 SSH R 4545 -

# T5F SSH ARAS(E E .
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Bo &

[SSH Server] display ssh server statu

SSH version 0 1.99

SSH connection timeout : 60 seconds
SSH server key generating interval : 0 hours
SSH Authentication retries : 3 times
SFTP Server . Enable

# B SSH IS5 s IEFEAS R o

[SSH Server] display ssh server session

Conn  Ver Encry State Auth-type Username
VTY 3 2.0 AES run password client001
VIY 4 2.0 AES run rsa client002
# & SSH JH /5 .

[SSH Server] display ssh user—information

Username Auth-type User—public-key—name
client001 password null

client002 rsa RsaKey001

B

®  SSH Jluss as iyl & 30/

#
sysname SSH Server
#
rsa peer—public—key rsakey001
public-key-code begin
3047
0240
BFF35E4B C61BD786 F907B5DE 7D6770C3 E5FD17AB 203C8FCB BBC8FDFZ2 F7CB674E
519E8419 OF6B97A8 EA91FC4B B9E18836 5E74BFD5 4C687767 A89C6B43 1DTE3E1B
010001
public-key-code end
peer—public—key end
#
aaa
local-user client001 password cipher huawei
local-user client002 password cipher huawei
local—user client001 service—type ssh
local—user client002 service—type ssh
#
ssh user client002 authentication—type rsa
ssh user client002 assign rsa—key RsaKey001
#
user—interface vty 0 4
authentication—mode aaa
protocol inbound ssh
#
return

® SSH % /7 ifii Client001 (110 B A4

#
sysname client001
#
interface Ethernet1/0/0
ip address 10. 164. 39. 220 255. 255. 255.0
#
ssh client first-time enable

0203
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#
return

® SSH % /i Client002 [FIHC & 3L

#
sysname client002
#
interface Ethernet1/0/0
ip address 10.164. 39.221 255. 255. 255. 0
#
ssh client first—time enable
#
return

8.7.3 fit & TFTP =fjl

BC & TETP [Rontl. fEA R, Sl 7E TETP IR #simiadT TFTP #t, 3% I SC
PRAEMR S5 2 AL, SEBL EAE RN R 80k

46 [ 35 3K
WP 8-7 iz, TFTP JIRgs# IP Hudik 2k 10.111.16.160/24.
MR LR i 8 e B tHAS, FRA TFTP RS- 4% T80 ar.ce.
[ 8-7 Bt & TFTP M &
10.111.16.160/24
4—a—3
- )
PC TFTP Client TFTP Server
BoE B
K@ (0 B E TRTP 45 28 2L AR Th g
1. 7E TFTP k%% #53ig A7 TFTP 84k, JFue B I SCE IS5 4 i AL
2. fEB%H#E LA TETP fy 4 Fasefts
3. fEBghas AEA TFTP 4 Ak soft.
K=
A oE UG B, A& R R
®  TFTP JIx45# i %% TFTP ¥ AT
® iSCETE TFTP RG24 mh it 4%
®  EI bR SCA4 AT B th AR AP IR 5 42
RIETTR

$BE1 o) TFTP RE2%, BEHE TFTP RS #5) Current Directory H 3%k 344 ar.cc FT/ER H
Ko FHunE 8-8.
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8-8 1% & TFTP FRE = &M B F

Current Direchary |D:'xtest Browsze

Server interfaces [EIEEERENETE - Show Dir

Thp Server l Thp Client ] Syzlog zerver

Current Action |Listening on part 53

About | Settings Help

". Tftpd32 by Ph. Jounin =3

[RARTT
W T it EAHUE A & TFTP RGBT, BREFTHAR.

W2 VU A R B th Ay, BN A R ot
{Huawei> tftp 10.111.16.160 get ar.cc flash:/
Info: Transfer file in binary mode.
Downloading the file from the remote TFTP server. Please wait...
69143936 bytes received in 42734 second.
TFTP: Downloading the file successfully
PB3 AR ESR, Wi dir 2 EE: NN ER RS TIRE S HaS EH R T
{Huawei> dir flash:/
Directory of flash:/
Idx Attr Size (Byte) Date Time (LMT) FileName
0 -rw- 1,738,816 Mar 28 2011 17:00:24  web. zip
1 -rw— 396 Feb 11 2008 14:34:17 rsa host key. efs
2 -rw- 540 Feb 11 2008 14:35:10 rsa server key.efs
3 -rw- 1,498 Apr 01 2011 09:49:37  iascfg. zip
4 —rw— 525,337 Apr 01 2011 09:50:00 private—-data. txt
5 -—rw- 1,215 Mar 26 2011 11:32:27 iascfg autobackup. zip
6 -rw- 1,703,936 Feb 27 2008 10:00:10 ar 1220 b230_smk2. cc
7 drw- - Mar 07 2008 15:44:46 dd
8 -rw- 69, 143,936 Mar 28 2008 07:34:54  ar.cc
9 -rw- 8,996 Apr 07 2008 14:56:24  1.cap
10 —rw- 5,602 May 27 2011 13:59:31  ab. cap
11 —rw- 220 Mar 28 2011 16:51:16  elab. txt
12 —rw- 1,686 Mar 28 2011 17:04:53  lic_ar.dat
217,168 KB total (145,536 KB free)
B4 WU A G R BB iy, WAL A AR S
<{Huawei> tftp 10.111.16.160 put flash:/iascfg.zip
Info: Transfer file in binary mode.
Uploading the file to the remote TFTP server. Please wait..
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TFTP: Uploading the file successfully.
3856 bytes send in 1 second.

s

8.7.4 Bt & SFTP & Fimi%EE SSH AR F 23R~

lic'E SFTP %% ) i SSH RS- sl o FEA NI, M 7E SFTP %/ 4 Al SSH ik
4 B i AL A U B, #E SSH RS 25 4= i RSA /\%H ﬁﬁﬁﬁ)ﬂ%ﬁmﬁ RSA A%,
SEPL SFTP %% 7 diiZe 2 SSH RS 2% .

RS

i 8-9 fron, SSH R4S 2%im SFTP R45-{Hife )5, SFTP Client ¥ ] LU ik Password.

RSA. password-rsa. all YIE[1) 77 3 & 5% 2] SSH 45w viii -

[® 8-9 BL & SFTIP % FimiE1E SSH AR 5525 2H M &

SSH Server
&= Eth1/0/0
R 10.164.39.222/24
Eth1/0/0 Eth1/0/0
10.164.39.220/24 10.164.39.221/24
Client001 Client002

(T8

KT BB SFTP 2 e SSH R 45 28 17~ 1) -

1. JHJ" Client001 1 Client002 [FJTiC & ¥ 4E SSH AR5 2% 15 ko

2. Ay HILE SFTP %5 )7 ¥ Fl SSH R 45 2% 3 A2 B AS H 25 40 %)

3. 1E SSH M55 asu B % RSA A%H, FE A Client002 632 SSH % F b ) RSA 24

.
4. SSH M55 #suny SFTP k551 e
. WdE SSH H MRS 7 AR AL H 5%

6. I Client001 F1 Client002 43 71| LA SFTP J5 & 5% SSH k55 %%
HigHES

FTE R ECE ], T A

® SSH H 4 MilikE iy .

® SSH /" #tgok RSA A%

® SSH k%5434 .
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RMETER
c2 SWEH R e )

<{Huawei> system—view
[Huawei] sysname SSH Server
[SSH Server] rsa local-key-pair create
The key name will be: Host
The range of public key size is (512 ~ 2048).
NOTES: If the key modulus is greater than 512,
It will take a few minutes.
Input the bits in the modulus[default = 512]: 768

Generating keys..
b

HHHHHHH
HHHHHH

$B2 (EiRS At SSH A 7
#E VTY A A

[SSH Server] user—interface vty 0 4

[SSH Server—ui-vty0-4] authentication—mode aaa
[SSH Server-ui-vty0-4] protocol inbound ssh
[SSH Server-ui-vty0-4] quit

® {i% SSH F J* Client001 .
# B 444 Client001 [ SSH H 7, it & %505 4 huawei, HAAE 5 20H

password.

[SSH Server] aaa

[SSH Server—aaa] local-user client001 password cipher huawei
[SSH Server—aaa] local-user client001 service—type ssh

[SSH Server—aaa] local-user client001 ftp—directory flash:
[SSH Server—aaa] quit

® {iz SSH 17 Client002.
# W P 448 Client002 (1) SSH A/, P B %4644 huawei, HiAUEJ X RSA.

[SSH Server] aaa

[SSH Server—aaa] local-user client002 password cipher huawei
[SSH Server—aaa] local-user client002 service-type ssh

[SSH Server—aaa] local-user client002 ftp-directory flash:
[SSH Server—aaal quit

[SSH Server] ssh user client002 authentication—type rsa

B3 BLE RS ARG RSA A4
# & 7 i Client002 A2 B T i R A 1 2% B 0]
<{Huawei> system—view

[Huawei] sysname client002
[client002] rsa local-key-pair create

# T EH %) FA R RSA A4 .

[client002] display rsa local-key—pair public

Time of Key pair created: 2007-12-29 16:19:59+08:00
Key name: Host
Key type: RSA encryption Key

Key code:
3047
0240
BFF35E4B C61BD786 F907B5DE 7D6770C3 ESFD17AB
203C8FCB BBC8FDF2 F7CB674E 519E8419 OF6B97A8
EA91FC4B B9E18836 5ET4BFD5 4C687767 A89C6B43
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1D7E3E1B
0203
010001

Time of Key pair created: 2007-12-29 16:20:05+08:00
Key name: Server
Key type: RSA encryption Key

Key code:
3067
0260
BCFAC085 49A2E70E 1284F901 937D7B63 D7A077AB
D2797280 4BCA86CO 4CD18B70 5DFACI9D3 9A3F3ET74
9B2AF4CB 69FA6483 E87DA590 7B47721A 16391E27
1C76ABAB 743C568B 1B35EC7A 8572A096 BCA9DFOE
BC89D3DB 5A83698C 9063DB39 A279DD89
0203
010001
[client002]

#OG P FPRAE RSA AN AL E B RSS2 i

[SSH Server] rsa peer—public-key RsaKey001

Enter “RSA public key” view, return system view with “peer—public—key end”.
NOTE: The number of the bits of public key must be between 769 and 2048.
[SSH Server-rsa-public—key] public-key-code begin

Enter “RSA key code” view, return last view with “public—key—code end”.
[SSH Server—rsa—key—code] 3047

[SSH Server—rsa—key—code] 0240

[SSH Server—-rsa—key—code] BFF35E4B C61BD786 F907B5DE 7D6770C3 ESFD17AB
[SSH Server—-rsa—key—code] 203CS8FCB BBCS8FDF2 F7CB674E 519E8419 OF6B97A8
[SSH Server—-rsa—key—code] EA91FC4B B9E18836 SET4BFD5 4C687767 A89C6B43
[SSH Server—rsa—key—code] 1D7E3E1B

[SSH Server—rsa—key—code] 0203

[SSH Server—rsa—key—code] 010001

[SSH Server-rsa—key—code] public—key—code end

[SSH Server-rsa-public—key] peer—public—key end

73 SSH H /7 Client002 4552 SSH % /7 uiii Y] RSA A4

[SSH Server] ssh user client002 assign rsa-key RsaKey001

SSH Ik 45 & uiis SETP IR fdifig
# it SFTP k45 Thfig

[SSH Server] sftp server enable

SFTP & F'umi% % SSH k4575
B OB Sk, TRELHRE SSH %% Ui 1 A IE T RE .

<{Huawei> system—view

[Huawei] sysname client001

[client001] ssh client first-time enable
<{Huawei> system—view

[Huawei] sysname client002

[client002] ssh client first-time enable

# SFTP % /¥ Client001 F password WAiIE /7 2% % SSH R4S 4% -

<{client001> system—view

[client001] sftp 10. 164. 39. 222
Please input the username:client001
Trying 10.164. 39.222 ...

Press CTRL+K to abort

Connected to 10.164. 39.222 ...
Enter password:

sftp—client>

# SFTP % J'¥ii Client002 J RSA TAIF 7 RI%E4% SSH RS 28 o
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B &

{client002> system—view

[client002] sftp 10. 164. 39. 222
Please input the username: client002
Trying 10.164. 39.222 ...

Press CTRL+K to abort

Connected to 10.164.39.222 ...
sftp—client>

LTRENWERATES

Bd E e i, 7E SSH IR 45 24P AT display ssh server status 74 fll display ssh server
session 7T %, T LI B SFTP R 5r L4 fiifie, I H SFTP %) i L4 i D)% H 3 SSH
ik 5544 o

# A SSH RSB

[SSH Server] display ssh server status

SSH version :1.99

SSH connection timeout :60 seconds
SSH server key generating interval :0 hours
SSH Authentication retries :3 times
SFTP Server :Enable

# 5% SSH 458 A5 B

[SSH Server] display ssh server session

Conn  Ver Encry State Auth-type Username
VIY 3 2.0 AES run password client001
VIY 4 2.0 AES run rsa client002
# &% SSH H {5 .

[SSH Server] display ssh user—information

Username Auth—type User—public—key—name
client001 password null

client002 rsa RsaKey001

"

®  SSH R%5#s b nc & Sk

#
sysname SSH Server
#
rsa peer—public—key rsakey001
public—key—code begin
3047
0240
C4989BF0 416DA8F2 2675910D 7F2997E8 5573A35D 0163FD4A FAC39A6E 0F45F325
A4E3AAID 54692B04 C6A28D3D C58DE2E8 EO0D58D65 7A25CF92 A74D21F9 E917182B
0203
010001
public—key—code end
peer—public—key end
#
aaa
local—user client001 password simple huawei
local—user client001 service—type ssh
local—-user client001 ftp—directory flash:
local—user client002 ftp-directory flash:
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#

sftp server enable

ssh user client002 authentication—type rsa
ssh user client002 assign rsa—key RsaKey001
#
user—interface vty 0 4

authentication—mode aaa

protocol inbound ssh
#
Return

® SSH % /73 Clien001 (10 & S04

#
sysname client001
#
interface Ethernet1/0/0
ip address 10. 164.39. 220 255. 255. 255. 0
#
ssh client first—time enable
#
return

® SSH & /7 Clien002 (170 & SC 4

#
sysname client002
#
interface Ethernet1/0/0
ip address 10. 164.39. 221 255. 255. 255. 0
#
ssh client first-time enable
#
return

8.7.5 Bt & SSH 33 RADIUS AERI =51

fC'E SSH 3Z£F RADIUS AR RG] . ZEARIH, 1lit RADIUS HR4s s AEH F 15
KB, SEHL SSH AR 2 AR B A UE 45 S vl s /& 15 SUVF SSH 2% g e v iz

i [T RS
W% RADIUS H Fi%E+: SSH s 45, AS44E SSH IMIEEFEH, SSH RS #43:#F SSH &
P E s B (HP 4. 3508) Ki%k4% RADIUS RS2 (3625 TACACS IR%48) i
AT INIE
RADIUS R NIEIZ T, BOUESE R (lh. R, R shic & 2590 ik
[Fl25 SSH k45 %% . SSH 45 #3 AR $ U UE &5 J vl i 4 15 L 1F SSH %% 7 i e 3% %
ZH W P G 8-10 Firas o
8-10 fit & SSH 3z 3% RADIUS A EZH M
Eth1/0/0
10.164.39.222/2 E _
=3 Eth1/0/0 =N
10.164.39.221/24 10.164.6.49/24
SSH Client SSH Server Radius Server
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B ERR

kR

RMESR

KT R B IC B SSH S Rf RADIUS AERI 73451 -

1. SSH g5+t & RADIUS #iti .
2. SSH JIR 2% i e o

3. RADIUS k&2 0l@ M.
4
5

I 0AE SSH ) i il SSH. R 55 4 i A= A 25 910

7t SSH Ik %5 # i A2 i RSA A8, F A ssh2@ssh.com 25 SSH 2/ i [f] RSA

N
SSH JIk %4 STelnet A1 SFTP IR fig
Bo'E SSH H P AR 45 5 NFNFE A H % .

o

I/ sshl@ssh.com Fil ssh2@ssh.com 435 LA STelnet A1 SFTP J5 &3 SSH %525

N SERIERCE B, AR B -

e E SFTP A R HIIAIE 72 RSA.
INIEREE ) RADIUS.

RADIUS #AR £ 7K o

RADIUS .4 Fx o

RADIUS H = &R A i

T SSH M55 bt A2 F A Hh 25 G %f
<Huawei> system—view
[Huawei] rsa local-key-pair create
The key name will be: Host
The range of public key size is (512 ~ 2048).
NOTES: If the key modulus is greater than 512,
It will take a few minutes.
Input the bits in the modulus[default = 512]: 768
Generating keys..
A

FHHH

-+

I B IR 55 2 i RSA A%
# 3P i A R i PR A b B 0]
<{Huawei> system—-view

[Huawei] sysname client
[client] rsa local-key-pair create

#BFER ) B RSA A4

[client] display rsa local-key-pair public

Time of Key pair created: 16:38:51 2007/5/25
Key name: Host
Key type: RSA encryption Key

fic & STelnet H /7 K H HIAIE T 4 Password.
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Key code:
3047
0240
BFF35E4B C61BD786 F907B5DE 7D6770C3 E5FD17AB
203C8FCB BBC8FDF2 F7CB674E 519E8419 OF6B97A8
EA91FC4B B9E18836 5ET4BFD5 4C687767 A89C6B43
1D7E3E1B
0203
010001

Time of Key pair created: 16:38:51 2007/5/25
Key name: Server

Key type: RSA encryption Key

Key code:
3067
0260
BCFAC085 49A2E70E 1284F901 937D7B63 D7A077AB
D2797280 4BCA86CO 4CD18B70 5DFACID3 9A3F3ET74
9B2AF4CB 69FA6483 E87DA590 7B47721A 16391E27
1C76ABAB 743C568B 1B35EC7A 8572A096 BCA9DFOE
BC89D3DB 5A83698C 9063DB39 A279DD89
0203
010001
[client]

# 4% P 2R RSA A PR IE I IR 55 45 i o

[Huawei] rsa peer—public—key RsaKey001

Enter “RSA public key” view, return system view with “peer—public—key end”.
[Huawei-rsa—public—key] public—key-code begin

Enter “RSA key code” view, return last view with “public—key-code end”.
[Huawei-rsa—key—code] 3047

[Huawei-rsa—key—code] 0240

[Huawei-rsa—key—code] BFF35E4B C61BD786 F907B5DE 7D6770C3 E5FD17AB
[Huawei-rsa—key—code] 203C8FCB BBCS8FDF2 F7CB674E 519E8419 OF6B9I7A8
[Huawei-rsa—key—code] EA91FC4B B9E18836 SET4BFD5 4C687767 A8IC6B43

[Huawei-rsa-key—code]
[Huawei-rsa-key—code]
[Huawei-rsa-key—code]
[Huawei-rsa-key—code]

1D7E3E1B

0203

010001
public-key—code end

[Huawei-rsa—public—key] peer-public-key end

HIE3 4% SSH

1t RADIUS fR45ds s, WImiA~H -, FH 24500008 sshl@ssh.com #1 ssh2@ssh.com;
JIANEIIHE E NAS [FHdE 10.164.39.222 FI#5 4 huawei. NAS [l 251 RADIUS

k452 BE 1Y) SSH IR 4528 1 H bl
#4F SSH IRZ- 28 imfic & VTY H P A4 .

[Huawei] user—interface vty 0 4
[Huawei-ui-vty0-4] authentication—mode aaa
[Huawei-ui-vty0-4] protocol inbound ssh
[Huawei-ui-vty0-4] quit

# £ SSH k%5 #8361 4t SSH F ' ssh1@ssh.com F1 ssh2@ssh.com,

[Huawei] aaa

[Huawei-aaa] local-user sshl@ssh.com password cipher huawei
[Huawei-aaa] local-user ssh2@ssh.com password cipher huawei
[Huawei—aaa] quit

[Huawei] ssh user sshl@ssh.com authentication-type password
[Huawei] ssh user ssh2@ssh. com authentication-type rsa
[Huawei] ssh user ssh2@ssh.com assign rsa—key RsaKey001

$IE 4 JiLE RADIUS FEHR

IR VAT e
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# BB IAUE 7 % newscheme, TAIUE /7748 RADIUS.,
[Huawei] aaa
[Huawei-aaa] authentication—scheme newscheme

[Huawei-aaa—authen—newscheme] authentication—mode radius
[Huawei-aaa—authen—newscheme] quit

# L& SSH ik 453 ) RADIUS FARCA sshe

[Huawei] radius—server template ssh

# I0 & RADIUS WAIE RS 25119 TP Huhik k) 10.164.6.49 ¥ 1 1812,
[Huawei-radius—ssh] radius—server authentication 10. 164.6.49 1812

# it & RADIUS Iz 45 #5248 huawei.

[Huawei-radius-ssh] radius—server shared—key cipher huawei
[Huawei-radius-ssh] quit

il ‘5 RADIUS k4

# Mi & SSH R4%um i) RADIUS 342 4 ssh.com, £EH T N HAUE /T % newscheme.

RADIUS ##4% sshe

[Huawei] aaa

[Huawei—aaa] domain ssh.com

[Huawei—aaa—domain—ssh. com] authentication-scheme newscheme
[Huawei—aaa—domain—ssh. com] radius—server ssh
[Huawei-aaa—domain—ssh. com] quit

[Huawei-aaa] quit

SSH & /7 iy ik 4z SSH R55 2% o
# fiHE SSH Ak 45 %% i 1) SFTP AR %5 LI fE .

[Huawei] sftp server enable
# Ok, T EATRE SSH % Iy i O IE DI RE -

[client] ssh client first-time enable
[client] quit

# STelnet % )" 5K RADIUS TAIF%#: SSH IS 2% .

{client> system—view

[client] stelnet 10.164. 39.222

Please input the username: sshl@ssh. com

Trying 10.164.39.222 ...

Press CTRL+K to abort

Connected to 10.164.39.222 ...

The server is not authenticated. Do you continue to access it?(Y/N):y

Save the server’s public key? [Y/N] :y

The server’s public key will be saved with the name: 10.164.39.222. Please wait..
Enter password:

iﬁﬁ)\%}ﬁ% huawei, E%%%’&ﬁj{%‘l%‘ﬁu—l:‘:

Info: The max number of VTY users is 10, and the current number
of VIY users on line is 2.
<Huawei>

# SFTP % i K RADIUS AIFi%$: SSH R4S 2% .

{client> system—view

[client] sftp 10.164. 39. 222

Please input the username: ssh2@ssh. com
Trying 10. 164. 39.222 ...

Press CTRL+K to abort

SCRYRAS 02 (2012-03-30) Sl A RS B
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Connected to 10. 164. 39.

Enter password:
sftp—client>

UTRENWERAES

222 ...

BUE5CR ), 1E SSH k45 25 dh AT display radius-server configuration 7% I display
ssh server session 7%, T LA 3| SSH k45w T RADIUS R4 25 MiCE, JFHAE
| STelnet % '3 8 SFTP %%/ 3t K H) RADIUS W IE CL 28 il Ui 3 SSH g% 4 o

# 5 RADIUS k%528 (T & 15 B

[Huawei-aaa] display radius—server configuration

Server—template—name
Protocol-version
Traffic—unit
Shared—-secret—key

ssh

standard

B

N"C55QK<" =/Q="Q MAF4<1!!

Timeout—interval (in second) )

LoopBack :NULL
LoopBack :NULL
LoopBack :NULL
LoopBack :NULL

Primary-authentication—server 10. 164. 6. 49 11812
Primary—-accounting—server : 0.0.0.0 10
Secondary—authentication—-server : 0.0.0.0 :0
Secondary-accounting—server 0.0.0.0 10
Retransmission 3
Domain—included YES

# 11 SSH g5 s AR K o

[Huawei] display ssh server session

Conn  Ver Encry State Auth—type Username

VIY 0 2.0 AES run password ssh1@ssh. com
VIY 1 2.0 AES run rsa ssh2@ssh. com

R

SSH JIk 55 s I ic & ST

#

radius—server template ssh

radius—server authentication 10.164.6.49 1812

#

rsa peer—public—key rsakey001
public—key—code begin

3047
0240

C4989BF0 416DA8F2 2675910D 7F2997E8 5573A35D 0163FD4A FAC39A6E OF45F325
A4E3AALD 54692B04 C6A28D3D C58DE2E8 E0D58D65 7A25CF92 A74D21F9 E917182B

0203
010001

public—key—code end
peer—public—key end
#
aaa
authentication—scheme
authentication—mode
#

domain ssh. com

newscheme

radius

authentication—scheme newscheme

radius—server ssh
#
sftp server enable

ssh user sshl@ssh. com
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ssh user ssh2@ssh. com

ssh user ssh2@ssh. com assign rsa—key RsaKey001
#
user—interface vty 0 4

authentication—mode aaa

protocol inbound ssh

#
return
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9 Tt 4y

9 THek S4ER

XTARE

WL THR S Y, KB as RAICE . B IB PR B RLIs T 44, %
IRz 5 T 128 A .

9.1 JH S 4Ed i
H P AT LLUE L30T GTL License SCPF. FHR ARG HAE. EEANT . I CPU FINATE 5 H
R OE SRS S T S e .

9.2 ¥43% GTL License 3 1
GTL (Global Trotter License) License A4 A 8wl $E L5 H P bt & 25 . Thig
1 PR AT B A 3 A

9.3 JFH R LAY

T2 U 4% SR A ] LS & I TERE RO AL « BT e A 18 0 DA R SR vk 24 I8 A 7 WA 58
AN K B 1 )
9.4 EHIAN T

%%T%Rﬁ@%ﬁ& T 254N T W DAAEANFR LS S L T, SEILR ST .
Lﬁ¢ SE NS T ST Lo R 4R NS 30 G AT AN T30k, i Eash
T L EBOEATT G RB LRI T, BE MR RGEATTLERANT SCF, TR B0 &
BN T X A2 ]

9.5 Wi¥ CPU MM FEI i H 2%
WX CPU AN AR & B R BT A (v LLSHE CPU AN AE KA R, A it
THARGISATIIYERE

9.6 THT BN &
MBS R ARG, TR s AL E AR B R KR I SO
SRS, WEREG .

9.7 Jic B 2545
BC B 5 b A R A T R T B T T IR S R A
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9 Tt 4y

9.1 Ak S4EFPE I

AP T ELE RS GTL License SCIF. THARGRAT AN T Hi¥% CPU MW A7 & H
R ERAES B T R S YR

9.1.1 License Y

AR150/200 #2141t T License A EF -5 H T LX) License SCAFBEATHIE . FHA0
VRS EAE, SRAFAH AR

M3 License $EAUREI, B AT AT DU i S0 SCAT W (K100 55 D REREBRAT BT IR, B
RIS RSAS s THRA 28 7 AT LAAE S 23 i AR BT License 15 285 19 78 LA 3]
REMISCRFANZEY™ o

SSL VPN Ijfed# License $24%.
fE AR150/200 4% I, 5351 PBX DyfE T 2 License $2AL.

9.1.2 IHFHLK

APRUERDS A TR RGUAE BCESCIF. PAF SCPERT License SCPFAFHEAT T 4035
P8, T T REUAT, LU B Sh R oK o

BAFTH G R A BRR SN

9.1.3 %M T EIE

M2 EHVRAE BN T, nTAEA R Wi 5 3a 47 (s 00 1 SO EHUERP I sh A a2k
TH, MM G s R eSS, AR TP A A5 B

FEVA ST IR, A7 I 5 20 BNV FREA T L@ NP E AT HE PR 2 T, e &
GEPAAAENIBREE . S IHr Dh e LG Nk 55 5 5K 55 o ARSEMIME X BNV AT 2 10
PN, R R GERINL S5 2 B0, AR T3 il A5 i g5 i

IR T HEAT A B, AT USRS TR AT I B A AR 2 T T g e 3k [t
B SR T RS TEAF B =R 9-1 Fiioss.

F 9-1 % T 8RS 15 AR
R W RA BREZ BT R
x VRIS, A T SCPRAFREAE B 1A | R b T AR A b n gk

/e et AHSTAFR R T8 | BINAAANT X, T PR
A INE BN AFAN T XA PR E 24T (running) o

1247 (running) | 4N T HARMEAE N AEAN T IX A, | P AT LI AL T2 AT
Hk Ad8470E, #8 T iAb T2 | (running) RSN T, T
17 (running) RZ. HERBEEE | WHFERN T X A B ER .
)5, MR AR AT Tz
1T (running) JRZSPEN TR ORFE
1247 (running) R
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LB r - S & 9 T2 54

FRE LA AR R W B 9-1 .
B 9-1 % T IRZSHEEIR R &

In#istr4h T

THT ],

MERAN T

9.14 CPU IR ELAEXLHERE

M AT LB BE & CPU A AE b A S e, 4% CPU NI A AE IS 00, A T
it RGBT HITERE -
® CPU 5JHAH A B BIMEI, o HAEEE

WA CPU IR B B, OB BN, RIS, oG
Ko fETHIT T % CPU IS

®  AF IR BB, Gl HARE R

T AR A RIS A, B B, RGN E, Wl H G
B AT TR DL

9.1.5 EF EHIEE

FH 7 a] DARE A 5 25 e I J 8 a S BV W, SR A T 4E
PERELCRR RS DL, BN RS TH S, s BT A Bl 4% H O AR R
BT Wi Ah, AR150/200 b B4 Rl i iy 247 T8 % A 1 77 5K

e HIFE)S
e EINEE

9.2 #5& GTL License 3 {&

GTL (Global Trotter License) License A4 &4 /8 w42 4L45 H P b e & 25 . Thig
1 PR AT BB A A

921 EIuFBEES

0 GTL License SCHE4r A LU R ARG I — P42 57 W SE 8 2% 10 FH 7 5 22 [R] ) B i ) 1
GTL License 3L, SRHUHMN ML EHAZEL . F—Fg i i & FAFE CE RIS GTL
License 3CfF, {H GTL License SCAHH IR 2], H A FEEFHHIE. T, #i% GTL
License A4, 75 I3 BSoolb 45 H W o

R FAERIE
® T IKIE GTL
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B fer - S &

9 JH 4D

W IEBE % (1 P 75 BE IR I B I % GTL License U, SRR (Il 25 B bz
Bo FEBLF L¥GE GTL License SCAF,  SCHURTAT M 55 ALK Y o

® JHZHEE GTL

Bt PATAE LA U5 M) GTL License (A4, {2 GTL License SCAAd HIHIE C 21, H
PEEE G T2, 0% GTL License X Af. 7, GTL License 34 {E 8

IR G 2 kA, IS ThRERER AT, k55 T

fifith GTL License FF R EAF R, 75 A0 & 5 2 FIE B ) GTL License 344, iR
FH P ZEREH Y GTL License SCHFRAUE /N T 24 1T GTL License SCAFMIFZAE, #EI
W SIRMIAHAS R, PR 7T BB B AUE /N T 2417 GTL License XA

BRUE R OL B AL A IEFET -
- WAREROE, SRR TR

- WS, ST GTL License U5, RIFIR P24 A7 GTL License IR
e

BN o

PATHEE GTL License A #AE 2 51, H 7 75 £ GTL License 3CAF /5484 “.dat”
345 GTL License J&, oG & A W T ESN 7415 & 5 M35 ) GTL License —
Mo HEH “dHAR” BIFEITT4T I GTL License XAFIAT & E .

(RRRTT

GTL License L% 4 “.dat” .

GTL License 3CA4 A COMM 1 DEMO PANA, HARX 3l

kA EiTEE B REXE
COMM ¥ A R e i ihe X, — At
90 K, IKAEIL 180 K
DEMO e X, —ANERE | P e X, AN
60 K 60 K

AT LA L display license
state 7% A H DEMO A
License A4 AT R
]‘ET,I )

AR KRB RS R EH S EPUR. R AEgRsf ],
B GTL License X 44

R YIVASINV S EL VTR

(RARTY
PR R H 245 GTL License iIE4AT#1E B #1/5, F P 7T A4k 448 ) 64 R34,
MEESE
FEWE GTL License SCAF 2 A/, 75 E 58 LA FAES
® i kL GTL License SC1F
BiEEE
LEPS GTL License A2 0, Wy BEAEUF LU B
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B fEr - S & 9 TR 54

)
Jio

iz
1 GTL License 3 fF 4k

9.2.2 k1% GTL License 314
Hi GTL License X5, AR Z U R & BIAEAG A b A B A T 0

=y

B 5&15 G
A% GTL License X2 I, W LAPAT 2 dir &5 & & AN I S O, T
LRAFAEAN T N A7t 25 [0 A7 7 GTL License 344 o

BRIETE

FB1 PUTHA dir device-name, T license A IE T AEA4E
AR _I' License (40 *.dat SCAF, TEAFACT Flash A1 U #LHHE H % F o
(1) +em
2 ﬂ"ﬂ‘”&é{u& GTL License X698 7, & & %4744 license revoke 3% GTL License % 2K
A, @it GTL License %k # ALy 48 4 3] 4537 ¢4 GTL License S, B34 GTL License A 4%
BB ST, RBP4 Ak S AR AR AR

—HETR

9.2.3 fit F¥F GTL License X

TS GTL License SCAF, SRIUM N IRFZAL, SR Fouf Wb S5 A H S FHARR
BRIESER
® IR GTL License X
1. AT 4 license active file-name, 1% GTL License S, SRIAHMNAZAL -
(10 s52m
*FF#R#E GTL License LA A 7, & & @4 4238 #3M% GTL License L.
® JIIE GTL License (1

1. #4774 license revoke, 33 GTL License K3
(AARET:
1% GTL License % 2 @) 4 % /23] ¥ ##7 69 GTL License X fF.
2. AT license active file-name, W% GTL License U, SR N AZAL .

s

9.24 (TA[ik) {E&E license #EHY Emergency K7
it Emergency IRA&Z A H 20T license SCAH4 PN A B T0URF PEARTERL (1) B KA

SCRSRRAS 02 (2012-03-30) Sy LA TR (5 S 161
AT © HhH AR A R 2 7



Huawei AR150&200 R 414V i d1 7%

BC B - B 9 JH 5 YEd
El=3 =
B %15 Gy
FERR A DT N ICE, Hf RIS AT & e TR Rz —:
® MGt Comm FRASH license U, JRA A Normal.
® St Demo WA license STAF, A& A Demos
® /i Emergency MRA M5 — KA H T —IX Emergency IRZA#AE.
= 1=
BRETE
1 AT 2 license emergency, {{fiE license HE 1] Emergency IR .
(1 sem
1% %% Emergency KA /6 ZZE VAT FM:
® Emergency KA RAHFFFHIEY .
® Emergency KRAR 4B 3k, HRTIARH 7 X Emergency KA.
® Emergency KA R GAN — KRG —R A TARAT B3 T —RBIE.
s
-\,
9.2.5 I BB B LR
0% GTL License A5, Al LA AR £ 3 &1 GTL License SCAFF B o
—_r
AT &
O 58 G GTL License SCAF I T il &'
= 1=
BRIESE
® fiif display license iy % {7~ = &R 1) GTL License X5 o
® fiiff] display license state fiy% {7~ License K287,
e
5B
<{Huawei> display license
Active License on master board: flash:/LIC ON77076 A6D2CEI1AEC3 AR. dat
Active license . flash:/LIC ON77076 A6D2CE1AEC3 AR. dat
License state : Demo
Revoke ticket : No ticket
Product name . AR
Product version . V200R002
License file ESN : AR00050123456789, AR00060123456789, AR00070123456789, ARO00801
23456789
License Serial No : LIC20110309010210
Creator : Huawei Technologies Co., Ltd
Created Time : 2011-03-09 19:36:14
Country : China
Custom : R&D of Huawei Technologies Co., Ltd
Office . Shenzhen
Feature name . ACCESS
Authorize type : DEMO
Expired date : 2011-06-07
Trial days ;60
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BC B - B 9 JH 5 YEd
Item name . LLEOIPPBXO1
Item type : Function
Control value 1
Used value 1
Item state : Normal
Item expired date : 2011-06-07
Item trial days : 60
Description . LLEOIPPBX01

9.3 AR ARG
TH 25 1% 25 A a] LSE IR e 5 I A PEBE R4k . BT P BE B3 0 DL R vk 24 T ia AT RRUAS 5830
AR IR R 1)

9.3.1 EIREESE

A fria ey, BT dRaT e BT EERIRT R e AR AT R PR
O, BRI, 5 EOR B AT 2 AE AT AT T 9, I AL AT 755K

[ IR
TEPITAATSS N, H 7 o] DO 4 75 S B 75 BT+ ) 9 Y S A
(1 ssmm
X REHATHEZA, FREBATER:
O A h N3] EHLE i BAT BT BT A FT R R ik A= GTL License X vA BAR B 449 MR A B
£ A,
o A AREKMREMANRGELS, FAkEARiEALe hNE) & Aty EXITBIEEH A
H,
® T A&, UFREANAABITE T A GRE, AR R IIRE RIS, BATHIE G 5T
R,
o R THRBEIMAELRMESLEES, RELEEREALHDERR = RE] AT
REA.
MEEE
EFCRIESCAEZ AT, T el FATS
©®  HLRFFT I a8 1E W AR, FERIh &%k,
BiE S
TERCE TR ARG A 2Ty, T LU 2dis
F5 | HiE
1 HATH OB R R
2 FTP AR 4523160 TP Muhik mlc % by 2% 11) TP ik
3 FTP &k H 7 44 Fls i
4 CRATEE) HTRRA I RS A BOE SCE. License SCAFFIAN T AL S
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Wit B 5 - 9 Jh25 5 Yk
9.3.2 ARATHE
T PRUEBE A4 TR TF 2, e B2 P 42 R B SR AT T a i v 46 A% .
RIESER
S AR T B T A SRR A, WE A N ARSI, T AR OHT I RS i 2 S0 kY
At
S22 A AT EHIEH I GTL License CF, MR FE, EMNENAFEIEEIRI .
(1] ssem
® JFHRZ|F Y R AR V RN E E2 54749 GTL License X .
® {RIEFRIRF| 94 GTL License X5 £ % F 69 K Lt &,
R T AR GTL License U0 (FIREE, 8 5 H SCRYnE 4547 FFAH MY GTL
License {4, 4+ Resource FEXf Function S E& FITF V [10 N 575 Bl 2 12 SO A4 41 11
PRI T RE I
S8 3 PRUIT T TR AT Ay 2w IR TE SR ZE T PR AR RGE AT (F.ee) LA
&IV TEN RS =
4 EHSMET, $UTAS display version, 755 WA 4 RS ITIRIRAT A . 0 SR pRA—
BEA TR T WA A FH T2
S5 Hid - RAN a8 AW & R A
HEHPET, #4742 display memory-usage, 755 4 W AT T2, M
WEF M TAE IEH
HEHET, $dTHr4 display health, icsk B8, HETHHIREH L E
LI, TR IX e B IE LA A N F) R SR TR IM A T 2 o
P 6 vl TFTP 5 FTP WMY TR AIIAET, (8 T840 TR0 i B W V5 SO Fn AL T2 it
7 BT YR SO
1L FTP Pl Tt 2 i
® UWNHAFTF R A N P, PCYEMRS 25, H P T54EH S PC LG 2e3%E FTP
Server NV HFEF. FTP Server N HFEFHH P B K. 2288, A AN air it
Bk,
® NIRRT EAE M as v (FrTH i 2 $¢ ik FTP Server Zhfig) , PC YE% ) ¥,
RT3 220 FTP Server N T FE o SR T 0L A TH A4 FTP ThRg 255 ]
(1), i ZAE RGAE T AT ftp server enable iy %1 5E FTP Server Lljfig.
Wik TFTP Wil Oy, T ik o5 LR ICA 25 P o A Be 32 it TFTP Server LfE,
K b Z0i4E PC 4 2235 TFTP Server W HFEF
P77 ST A& A G T I T .
BIE 8 KB TR AAAEN TP I3 42 2% 8], PRAIEAT A2 08 1) 20 () A T8 e AR T R A SO A S
(eSS e
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P R - AL A B

9 Tt 4y

9.3.3 THAREGFL NG

AATEAH AR150/200 /£ FTP JIRS-4%. FTP % /i TETP % /7 i A3 i BootROM
SRR ARG S AR150/200.

® Tii'E AR150/200 E4 FTP 454, PC 1ERHE ok R 430 H4E 3] AR150/200

B> 156

BRIESE
1
2.
3.
4
5.
6.
7
8.
9

PAT 4 system-view, HEANRGHIE

T4 ftp server enable, /33l FTP JlR45%%.

AT AT % aaa, BEAN AAA FLK

AT #r 4 local-user user-name password { simple | cipher } password, L& AHY
EPREZF I ST

AT 2 local-user user-name service-type ftp, FCE A IR SSSEA N
FTP,

PUT 4 local-user user-name ftp-directory directory, BL'E FTP H /7 FIHALH
jk‘_ o

7t PC Eii A\ Windows [ AT~ FT (AL Ll Windows $#:4F RG] o
HANTREMEER, ¥ RE RN, 41 D:\fip.

HUT Windows x4 ftp ip-address, i FTP J5 A Gk th 4 .

AR FE RN Z AT E W AR 4, $% Enter 8, I FTP %) v L&

W ar 2AT 5T, 0 fip>, BEI P HEAN T FTP g5 a5 (i TAE Hak. Wik 9-2
PR

9-2 )\ PC i % 3% FTP fR55 88

et | Co\WINDO¥S  sv=ztemI2%cad. exe

Microsoft Windows XP [ 5.1.26801
FH5 1985-20801 Microsoft Corp.

C:“Documents and Settings“Administrator>d:
D:~2>cd Ftp

D:~Ftp>Ftp 192 _168.2600._161

Connected to 192_168_.200.161.

228 FTP service ready.

User <192_168_.200_161:<none>>: huawei
331 Password required for huawei.
Password:

238 User logged in.

ftp>

10. AT binary BE AL T O B

SCARYRRAS 02 (2012-03-30)
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10 s5mm

FTP 24 ASCI #, —#t L RA . — 4 KA &
® ASCII #4irt Al ASCIL F4F, St & 484 AT 45 50T
® | A S A KA T A F AT
FTP A AE X & P s AT i4F, A YBIA ASCIL 77 X, &7 s T AR X ka4
AT (ASCII #= Binary ) . #&#r XARXAHE A ASCIL 7 ., 484 =t %) A1
Binary 7 X, b i4% A Binary 7 X

11. AT 4 put remote-filename [ local-filename 1M\ PC ¥ 2 48 KA A% 2 % th

%,
12. B EPATHS dir, WEE LA H X R e B Z RS A
(ARETE?

Jo Rohh BAME R THARIMS PC Bt KN R—5, THAESH TR T AR
¥, EEH A
® & AR150/200 fE24 FTP & ¥, PC 1EA RS 3K R0 H4£2] AR150/200
1. ¥£ PC LIZ47 FTP Server F2J7 (LA witpd32 AHIA4) , Wil 9-3 fizx.

& 9-3 PC i#izfT FTP Server 12/F

B Ho log file open — WFIPD =3

File Edit ¥iew Logzing Messzagez Security Help

For Help, press F1

2. TERREHIERE “Security” -> “Uers/rights” BLE 44, %A PC I FTP
M TAEH S, W 9-4 s,
FEBH IXHERE P Bk “New User---” WEIFH P 2 M#RS, WHP 44 AR,
S50k 123456, #F “Home Directory:” 4% PC L FTP () T4F Hk, 1D
\ftp, FFWERGAFINBLERAR N, ARG il “Done” %4 5 AIXGAE .
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9-4 FiiE FTP AP

Ozer / Rightsz Security Dialog

Usger Mame: | j Done

zer ...

Home Directony: [
Help Rights > |

TEM 8% L AT 2> ftp host [ port-number |, &% PC Y.
(10 s5mm

%3k FTP Server s% 77, #fRskd B ST A4 B T RSN =R FHRKEAAE ., B
K EMAZ AR BN P L FEA,

AT AT % binary BCE AL T 00 iR
AT A4 get remote-filename [ local-filename 1)\ FTP Server ity %% &9 A«

ARG T EI)G, AT 4 bye 5L quit, 215 RS AIIER:, FRB[FF]
EEDRE S

PATI A dir, TEF BB YA H X N 2SR S .

[RARVY:
IR AERAME X THEAAIML PC e K R—E, ThHIASHTEZTEAS
W, H B

° mﬁAmmmmﬁﬁﬂWW@%ﬁPCW%W%%%%%X#L%@%&%
[RARYY:

1.

B A7 AR150/200 R L #4E 4 TFTP & F 3%.
7F PC 3547 TFTP Server F&)¥ (UL TETP32 MHIA4D) , Wik 9-5 iR

SRR AR 02 (2012-03-30)
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2.

9-5 PC iz 1T TFTP Server 2 ¥

Y. Tftpd32 by Ph. Jounin

Current Directory |D:Htftp32 Browsze

Server interfaces | 10.128.78.95 ﬂ Showw Diir

Thtp Server l Titp Client ] Syzlog server

Current Action |Listening an port 59

| _. .............. 'E"I:":lut,,l Eettlngs | HEID |

TAEH ( “Current Directory” ) ¥ & N RGE A& BN 4%, Al Hd;
“Browse” K, FFWF ARG A NAIN #5428, RG240 ( “Server
interface” ) AbIHE TFTP RS54t IP Hikik, —f% R 404 AEhHEL 45T PC 1#)
IP bkt

FEM s L PAT A thtp tfip-server get source-filename [ destination-filename 1\
PC i 8 R GA.
10 358
TEAE ARG B LA A B TR R T ARLFR R
AT AT 4 dir, PR B A S AT H ok N R AR IZ R G
(ARRTY

T R BAME X THEAIMS PCameI N F—8, TRAASMIEZY BAR
F. OEEI A

® Eil BootROM EHE TH RS THZE AR150/200
(L ssem

o Ait BHE EA B ITAZIERE e, — R AREDUR AT R, RAEKGBEFLE
BB IR T B4R Ja 3h R R R G,

o THHmu BTN oL PC AL,

® ARI150 % 7]49% 32 W 2 % Ethernet0/0/3, AR200 % 7| #9% 32 2 4 Ethernet0/0/6,
ARI1200 % 7498 ¥ M 12 % GigabitEthernet0/0/0, AR2200 #9% 3 W 1 %
GigabitEthernet0/0/0, AR2240 #9% ¥ W v % GigabitEthernet0/0/2, AR3200 %7349 2K
O % GigabitEthernet0/0/2.

FERCE i EY PC 4217 FTP Server #2)7 (UL witpd32 4D , $8E RS AT

EMER AR IEE0E FTP I Aasad, w2 ILidE AR150/200 /5% FTP 2% F 4,

PC TE R RS 23K BRGS0 LAE3) AR150/200 F KI5 2.

Bt Console & sk gy, HARTEZ WHEIT Console 183 EE Hi%s.

B EAY, R LU N SRR BN % Crl B, #E A BootROM =,

SRR AR 02 (2012-03-30)
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Sep 16 2011, 17:14:28

Copying Data : Done

Uncompressing : Done

Initializing SMI Bus:0K

Init flash, please wait......

Base Address: Oxfffffffffc000000

Size is: 0x200000000K

flash drv init.

Initializing FlashPiece Module:
FlashPiece start offset at: 0x300000
FlashPiece size is: 0x100000
Initializing FlashDynamic Module:
FlashDynamic start offset at: 0x400000
FlashDynamic size is: 0x200000
Initializing 12C Bus:0K

USB2 Host Stack Initialized.

USB Hub Driver Initialized

USBD Wind River Systems, Inc

EHCI Controller found

Waiting to attach to USBD...Oxbfffdf0 (tRootTask): usbl base = 0xbff22000Done
0xbfffdf0 (tRootTask): usbBulkDevInit() returned OK

Press Ctrl+B to break auto startup ... Attached TCP/IP interface to tethl.
CL] stem

® 1T Cul B/E, M7 &R A4 % huawei 4 T AH#A BootROM X # .
HEN BootROM SRHLS, FEFEA 3 I, MWL TR

Enter Password:
Main Menu

Default Startup
Serial Menu
Network Menu
Startup Select
File Manager
Reboot

SN

Enter your choice(1-6):3

BEAMIS IR, JEFEER 2 T, BXURtE.

NetWork Menu

Display parameter
Modify parameter
Save parameter
Download file

0. Return
Enter your choice(1-10): 2

MR SEER S UL B fip 28 . R ARR. BEIM O R IP Motk fip R4S 5%
[ IP Huht . fip M 7 2 AL 5S40

NOTE:
Ftp type define: O0(ftp), 1(tftp),

W=

ENTER = no change; . = clear;

Ftp type : 0

File name :oar.cc

Ethernet ip address : 192.168.200. 174
Ethernet ip mask : FEEEEF00

Gateway ip address :

Ftp host ip address : 192.168. 200. 1
Ftp user :ar

Ftp password ©ar

SCRURTERCE)S, BRI 7R, JEHER 4 3, M PC g MRS
e

SRR AR 02 (2012-03-30)
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NetWork Menu

Display parameter
Modify parameter
Save parameter
Download file

0. Return
Enter your choice(1-10): 4

7. IEFERGUCE N EAF AL

Download file to: [ 1:flash 2:usb0 1:

BB IERER BN T Bl 1 RIRAE flash

haleli e

(1] 68
flash A% & BA 9 GHMANR, LGN RO UE, RASA PR 4R
=,
8. ARG NEKIG, FHE B hasRIAT .

9.34 8 P X BEhH
e s A s KRG iktE 2 )G, DAEER N %A shJa A TIRES St

B =R=la
TEFRE FIRIA SIS0, T B 5E L R 454k
RGBS R, HARPIRE S W P FTP fr &7 STFERE T FA%
BN B ER A3
T AERGIKAT AT, SR AR A A T AL A S A TR G A
(10 sem
SobiB it K. B BRI E R AR B B4 S E A
TR % thas BT N .
RIETR
W1 EH B T4 startup system-software system-file, A FFRIGE FIRE 3G

ARGt

PE2 V) HTRI ARG AT L RN S TRSCPER,  nTRARAT LT #4t
® AT startup patch file-name fi%, R FEFMARE TR BN AN T30

S 3 (AL AT startup saved-configuration configuration-file 4, HEFEMRIEE T IXIEE)
Je BTG S

-

9.3.5 BELE &4 B a3

BE DRGNP, BOr RS DU SO0 N BEEDRT IE R R 30
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El=3 =
B %15 :%\

MHT A SRR T EE ARG S IR ES, KBS ERGETEIER A8, &0 &R
SRR BT IR B
(1 sem

O ZLIRMFOLIAVL “oc” AT L, HLAGHAEARR TP,

O Bty BB AT A B AT B AL AAR], T VAR RE MR, (2R3 2
BB O — T RARIER G IET BF,

TR H g BT R R E .

BRIEDE
SE1 7ZEH P ME AT 4 startup system-software filename backup, 5 3E & 07  RGAF
(O
R

9.3.6 (HA[ik) HAZIEOH BootROM
RGP T )5, 2FE FRACTE 2T T AT T2 BootROM £1F .

EEER
(1 sem
47 diaplay device 44T A & B % &2 T A A2 M AR 49 2FE #45.,
BRIESHE

$E1 T
HE2 AT

SALRME, W LAPAT display version slot slot-id ¥ 2x BootROM FHZ &5 2,  H I
RO RS 1 2 7~ A5 S 15 BootROM N2 %)

—HETR

9.3.7 ERIE&

FEBATH SO RE S R R Ge b B E R SO EREA T B 8 o B A B o, AR R B AE AN S
PERI A RIS O PR B8 U B A 1 1 7 LE A o

upgrade slot slot-id startup bootrom, JI-254% 14 [1) BootROM.,

&> A

reset slot slot-id iy 2 =75 LA .

B

RIS E R, HIBLLL RO, TR R &

® FLIRE NI I ARG A BE X2 )5, R R A
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BRESR

[
Zﬁ&;fa

FFRBIH%EBZA, HAWAT save 4R A4 L AT B S,

REERE, FVAVXRBENTRBERMFOHITER, R AT TARB Gt QAR
W, MARGEWNHHS OB, wRABAREIK, KEFELGBEE LI R ARG HRMS G
B (FEWF: flash—U &) R E—FMXEFE S ARG QN L K26
F—ANBATRBF). e RIEE AN NG E N Z G B E X, &R 24
AP R ERE| — A RRASTEF B3, TN A%I51Z1EE BOOT %%,

o (P, YUTA4 reboot [ fast ], SCHLA B4 HIEH FIH.
—HETR

9.3.8 AL E LR

Bl R

BRMESR

E5 6

THRRGEY LR IR, AP B 5 0 B A PR A B L% 4
#.

CSET IR G AT T A E -

® fiiff] display patch-information iy % 2 & 41 T A 4N T 15 K.

® JfT74 display startup, 7ERRHNAETEE “Startup system software” Fl “Startup
saved-configuration file” “FE 0] WK SCAFFR, 55 R P Bivids J2 sh it SO 2 RRidEAT
EEXT o

TR

AN T JG, AT display patch-information 174>, T LLE 24N | ERN T FRICAES
AR ERPIRAS

<Huawei> display patch—information
Patch version : ARV200R002CO0SPH100
Patch packet name: flash:/patch lic2.pat

AT T4 display startup, ] DUEF A B KRG RIICE SCHE SRR Bl

<{Huawei> display startup

MainBoard:

Startup system software: flash:/ar0215 31345 200. cc
Next startup system software: flash:/ar0215 31345 200. cc
Backup system software for next startup: null

Startup saved—configuration file: flash:/iascfg. zip

Next startup saved—configuration file: flash:/iascfg. zip

Startup license file: null

Next startup license file: null

Startup patch package: null

Next startup patch package: null

Startup voice—files: null

Next startup voice—files: null
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A— +
9.4 EIB4MT
AN T I JURME R e 1B 2223540 TR LLAEAR RIS I TE LR, SEILR ST 9% .
WL TR AN T X LA R G te € N IR)a sl e AT A T 3CfF. it E£h
T A EIIEANFTE R ESRIPIAN T, A MR RS TEEZRIAN T 3, AR £
FEHCRN T X N A AT o

941 BB BES

T LR AN RGN BRI, AL R GEREAT AN T Ao G 2 A T AT LAZEAN
HWTE S DL, SEBLR ST

Nz RIS
FELIAN T, RS RI ) i O34 T,
KRG AN T SO T USRS 5 24 R RSN ASTEL T, Pl UOEFE LT pipf
J5 1
©® T HIZEEERN T SO/, AN T SO AE R RS EPAT A A G, BRI RN T SO L B E N
BATRMAHE R W&, FENZEERT .
® IRE NUJABIMIAN T X, N T SO AR TR R RS S 2 5 -
EES
TEEBAN T 207, e A TS
® MR A s TAE,
® T AEREAER th BRI AEAE B A
BiEgEE
RN RGE RN T 287, T L2k
FS | 8F
1 TR AR
9.4.2 BEAMT
F AT DLAE P L R PAT kb T RS T4 T8, AT SEIRN 152 2% 138 I PR A HE
BB NL L RGPERE
E=ER
H T R—WZ RGP e — NN T SUHEEAT, AR et T RrdR 23 T2 display
patch-information & T T E AN T 5B, BISITHANT XfF. W5 B B f
IEAEIBAT AN T 3, WGP AT BB RN T A EREAT AN T SO R D 30 5
PR T INEN T IEAE 2 17, T Z s il Ll N84
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o DAANT WM TSR, RULERS%M PR FTP fr& BT CH8E+ A%
o NS Y .

BRIEDE
SE1 AWK
FIE2 AT 2 patch load patchname all run, 4 ZGEIHHN T o
(1) +mm

® patch load patchname all run 474~ R 68 40F LA T &,

® ANTOZREELA, WwRALT LLIESTANT patchApat, A FgE T8 E 4T
patchB.pat /&, X F kBB E 2 HiZ/74MT pachA.pat Bf, & & L47 patch delete all 44~
MIRANT G, B EH B E AT patchA.pat 4@ 1T startup patch 443X & patchA.pat %
TFRBHOANT, @it 545 & 4447 patchA.pat £ 3L,

R
943 EE N XBEHI*NT

JPHE EARAN T SO RIAAAE Y R, ERAN T T B ARG, Il e N R s 1
SCAFAEAN T SCAFAE B T R A28, SRR R G R RIAL

HRER
EFRE N IR A B E AN T ST 21, 75 58 A AR5
®  [EPTEFR RN TSR H A AE A i, B E D R WA AR
FTP &3 47 SCHRAE b AR N 8O0
BRIEDE
HE1 AWM T, T4 startup patceh file-name, T TG E FIRIESE AN T
SO, SR A * pat
—-F5R
Rk E
fe FRaahRIAN T 3G, nT AT 4 display startup, &5 5 “Next startup
patch package” Bt JIr by N SCAE 4 FK
9.4.4 ENELAMT
WISRAN T RBEW AL RGLER, oE TFEENAEAN T ZAEAG S ANy, P o] DUE R P L
THATEIRRN T IR
EEER
TEN RSB T RE, ARG AN T SCPEEEAT, Bt L R 7 2
BB T ST, ARG RGP IS AT B NN T304, IS4 by 55 ZE M B A7 A T
T AR A TS AT RN TS0
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BCE R p -SRI A 9 FhHo L Y
BRIESE
T 1 PUTHr 4 patch delete all, MIEEARG T HITHARIANT .
—-Z5R
&b I8

KPR T SO AT I BRERAE JG, T DU DL N R SR Al B 45 0 o
® HT1r4 display patch-information, #&& % ] R4
KN T AT IR EAE f5 . $T A4 display patch-information, X5 RZ 4N 115 .

<{Huawei> display patch-information
Info: No patch in the system

945 T ELE R
RAN T HCE NG, nf DLEE BN TS AN TR N .

HIR &
CLoe e T A B E
BRIESE
® fii[{] display patch-information @iy 225 I ITH 4 T 15 &
B
E 5B
AN T )E, AT display patch-information 7%, T LLE B#N T &AM T FRITHES
AR _EIR A
<{Huawei> display patch—-information
Patch version : ARV200R002CO0SPH100
Patch packet name: flash:/patch lic2.pat

9.5 5% CPU FIRERI S AE

RN CPU AN A 5 HIR AT B BB G S, ) DU CPU A AE IS DL, Bedif
TRGIBITHITERE .

951 B ETSE

FEIEAT CPU PN A7 by P 75 0 3 0 PO T B8 0 0 PR ek R O S PR PR L P L P ) i
FARS AR eSS, AT HERf e e A 55

[z IR
CPU Fl N A7 R BIAZ B0y, MR AR oK s 5 B DRt b S A i
I, ¥osd KR CPU BHE, XS GE I REMTERE, & R A BEA SN
FTAE, BIEHEIROL. Xk shis *PF‘J‘EFW%%%/HTHH%%
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TE 6 2 A B EC (R e R v, A SR BB A 6T CPU AN A7 H B oy P 28 1 17 1 S I 5 2
A UAEAT R 5 CPU AN (A 0, AL R Zetkfe, ARIERSE— HAL T AL

iE k.

MEES
fEs T CPU R T2, Fse bl FAES
© R T TE

R EE
TR CPU I 7 AR 20T, i A6 A T e
Fe | HE
| CPU i FHL e s 45 4258 T R A 52 P
> P L 5 e

952 BitE CPU H X EEHE

fic'E CPU 5 H R &2 (i, SZEUX CPU 3 H % I AO  42

BREE
~ IR /LN
AWCE L IR S TT U8 B AN o R R PR
® EJTIRBIME: % CPU IR BZHMEN, RGKHEE.,
o HEYIIBIME: X CPU N R TIZBEN, REEENL.
RIETTR

FB1 HAT 2 system-view, ARG
T2 PUTHr4 set cpu-usage threshold threshold-value, P AR B 4R A S 1 AR
CPU b FH 2 W 48 25 8 1 0 13 {1 R M 4 2 2 i A2 1 11
RARTY
HEELT:
CPU & /A F o9 W 42 4 L1 44 BIMA 2 80%, MixE& LW g BMAR 75%.
4 CPU & A F4 2 PRAR N F 60%0T, Mde 5 XLE S8 69 BRIAAE A &L T FRARIR, 1%.
4 CPU & B R L ETRAAK T H T 60%0T, Wi ik G B4E 69 BIAME A &2 1] FRAL, 5%.

s

953 RENFLRAREENE
PR A b T B, S0 A A T 5 0

E=ER
AHE B0 R R T G s R R i A 1 A
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BRIESR
TB’1

L2 AT 2 set memory-usage threshold threshold-value, T & VAT 5 H R 2 2 5 (E .

i3

PAT 4 system-view, HEAN RS

AN

® POMHINAER AL/ T25T 128MB I, AF by R ) 25 2 A 2 90%:;
® LI NAEARAE 128MB ~ 256MB INf,  PIAE 5 IR 45 2 48 & 95%:;
©® LRI AFAEAE 256MB ~ S12MB ], PAF by 3 A0 45 2 [ 22 95%;
® IMRMINARERT S12MB I, A H R 15 2 B 2 95%.

s

954 ERELER
CPU FINAE IR BME R E N5, 1 LLEE 3] CPU AN A7 5 5 25 2 B R ) c & 15

Bl F M

RESR

E5 w6

B

CL5EJk CPU AN AL 7 T BRI T AT L

® {{iH display cpu-usage configuration 774, #iF CPU 5 H*.
® fii[f] display memory-usage threshold 7%, & NA-H .

TR

# BB T EERCPU N F ARG B . CPUM M7 F 2 BRILE B 7R 15 B MCPUS
<{Huawei> display cpu-usage

CPU Usage Stat. Cycle: 60 (Second)

CPU Usage : 0% Max: 100%

CPU Usage Stat. Time : 2011-01-30 15:41:37

CPU utilization for five seconds: 0%: one minute: 0%: five minutes: 0%.

& HEIFIABIME: HWAT N RBRNZBIEN, RGUK I EE.
TEWE B A R BER, R E R,

TaskName CPU Runtime (CPU Tick High/Tick Low) Task Explanation
BOX 0% 0/ 7097de BOX Output
“TIL 0% 0/ 0 Infinite loop event task
VCLK 0% 0/ d90e00
TICK 0% 0/ 38b72ad
co0 0% 0/ 1e677b co0 Line user’s task
TAD 0% 0/ 0 TAD Transmission Alarm Damping
RTMR 0% 0/ 18a307e RTMR
1PCQ 0% 0/ 1c18lc4 IPCQIPC task for single queue
IPCK 0% 0/ 0 IPCKIPC task for ack message
VP 0% 0/ 38700 VP Virtual path task
IPCW 0% 0/ 1lal67 IPCWIPC task of WVRP
VPWV 0% 0/ 19540d VPWVP task of WVRP
RPCQ 0% 0/ 1540dc RPCQRemote procedure call
VES 0% 0/ 0 VFS Virtual file system
VMON 0% 0/ 59002 VMONSystem monitor
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HACK 0% 0/ 0 HACKtask for HA ACK
MTP 0% 0/ 0 MTP
STND 0% 0/ 5de440 STNDStandby task
CFA 0% 0/ 28c9fa CFA Configuration agent
INFO 0% 0/ eTel INFOInformation center
SAPP 0% 0/ 39569 SAPP
NQAC 0% 0/ 0 NQAC
NQAS 0% 0/ 0 NQAS
VOAM 0% 0/ 0 VOAM
MINM 0% 0/ 532c94 MINMMac in Mac
APS 0% 0/ 570eda APS Automatic Protection Switch
1SC6 0% 0/ 0 1SC6
FIB6 0% 0/ 0 FIB61Pv6 FIB
BFD 0% 0/ 855717 BFD Bidirection Forwarding Detect
TNLM 0% 0/ 16dc594 TNLM
0AM 0% 0/ T7e0fb2 0AM 0AM
LSPA 0% 0/ 0 LSPA
L2V 0% 0/ 12eb43 L2V
SNPG 0% 0/ 552703 SNPG
CCTL 0% 0/ 0 CCTLBulk stat connect control
TCTL 0% 0/ 0 TCTLBulk stat transmit control
NAP 0% 0/ 0 NAP
PM 0% 0/  e509c PM
PMF 0% 0/ 0 PMF
EOAM 0% 0/  6c0c8 EOAMEthernet OAM 802. lag
1731 0% 0/  bbbaf 1731Ethernet OAM Y1731
TRAF 0% 0/ 0 TRAFTraffic Statistics
SLAG 0% 0/ 0 SLAG
ITSK 0% 0/ 176169 ITSKIPOS common task
CbhM 0% 0/ 9d3ca CbhM
CSBR 0% 0/ 0 CSBRCompare slave buildrun—info
NFPT 0% 0/ aablf NFPINFP timer task
SOCK 0% 0/ 61e702 SOCKPacket schedule and process
VTRU 0% 0/ 0 VTRUNK
FIB 0% 0/ 0 FIB Forward Information Base
MFIB 0% 0/  22b68 MFIBMulticast forward info
IFNT 0% 0/ 0 IFNTIfnet task
u o 0% 0/ 0 U 0 user command process task
PDTT 0% 0/ 0 PDTTPDT timer task
VTYD 0% 0/ 180all VTYDVirtual terminal
RSA 0% 0/ 0 RSA RSA public-key algorithms
GRSA 0% 0/ 0 GRSA
AGNT 0% 0/ 0 AGNTSNMP agent task
TRAP 0% 0/ ech2eb TRAPSNMP trap task
AGT6 0% 0/ 0 AGT6SNMP AGT6 task
FMAT 0% 0/ 262b90 FMATFault Manage task
MDMT 0% 0/ e825a5 MDMTModem task
NTPT 0% 0/ 1b3d998 NTPTNetwork time protocol task
CFM 0% 0/ 0 CFM Configuration file management
HS2M 0% 0/ 0 HS2MHigh available task
1SSU 0% 0/ 0 1SSU
WEBS 0% 0/ add886 WEBSERVER
CMDA 0% 0/ 0 CMDA
MACR 0% 0/ 10c76 MACRO
SNP 0% 0/ 0 SNP DHCP snooping function
AAA 0% 0/ 0 AAA AAA
RDS 0% 0/ 0 RDS RADIUS
TACH 0% 0/ 5d0a2l TACHWTACACS
WEB 0% 0/ 0 WEB WEB Authentication
ucm 0% 0/ bd69 UCM User Connection Management
LAM 0% 0/ 0 LAM Local Accounting Management
GTL 0% 0/ 0 GTL
CPPS 0% 0/ 0 CPPS
ROUT 0% 0/ 1dbd703 ROUTRoute task
LSPM 0% 0/ 1cOa4l LSPMLsp management
RSVP 0% 0/ 0 RSVP task
LDP 0% 0/ cffbbe LDP task
CSPF 0% 0/  cd083 CSPF task
GRES 0% 0/ 0 GRESM task
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GEM 0% 0/ 0 GEM
GEM 0% 0/ 0 GEM RUN
UTSK 0% 0/ 0 UTSK
APP 0% 0/ 16649 APP
1P 0% 0/  9ff0c 1P
LINK 0% 0/ 1f0b816 LINK
VRPT 0% 0/ 8daba VRPT
HOTT 0% 0/ 0 HOTT
TNQA 0% 0/  d9ele TNQAC
TTNQ 0% 0/ 0 TTNQAS
TARP 0% 0/ 0 TARPING
TTVP 0% 0/ 0 TTVPLS
L2 0% 0/ 67387b L2
VRRP 0% 0/ 25d5a0c VRRP
L2_P 0% 0/ bl8764 L2_PR
ARP 0% 0/ 0 ARP
PBBL 0% 0/ 0 PBBL
RMON 0% 0/ ab97a RMONRemote monitoring
0S 100% 20/98434960 Operation System

# 7R TR CPU Ay H 2 I RC EAS B

<{Huawei> display cpu-usage configuration

The CPU usage monitor is turned on.

The current monitor cycle is 60 seconds.

The current monitor warning threshold is 80%.
The current monitor restore threshold is 75%.

# B AT BRI A R AR .

<{Huawei> display memory-usage threshold
Current memory threshold of the main board is 90%.

9.6 EFEINKE
BRI T3S TS0 BB, SR 0 KB S
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®  HTMr4 reboot [ fast ], 7R EHT SN s,
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9.6.3 B BEEMNERIESE
FH o] DUBCE S 26 e a2 I 2258 Thfe,  JFvoe 0 19 FL AR ) 338 152 e 510 3 14547
INFIA]
E=ER
T AE E N F8T A 2 ) % i 2% 3E AT R it & .
RIESER
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AR &4
L 58 DT 3 20 % h 2 0 AT L

RIESHR
® {i{i}{] display schedule reboot iy % 71 7 i [ 2% x& I 5 )3 i S 400 & -
e

X551

# B 00:00 32 I 5 B A T GBS R o

<{Huawei> display schedule reboot
Info:System will reboot at 00:00:00 2009/07/01 (in 12 hours and 33 minutes).

# A AT 12 /NN i R I R e R TC A R

<{Huawei> display schedule reboot
Info:System will reboot at 23:27:14 2009/06/30 (in 11 hours and 59 minutes).
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1. ARG R A, A28 rh AL SO 7 X0 FTP J7 K, ¥ #&A/EN FTP
4528, H 402 userl, “5UJE huaweis
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4. RAEBCESR.

ik

N 58 U T

i PR Q0TS PR Kt
FAATHT B0 2 (KR GUARAERRCAS, - AR5 o T (R ARCAS ) V200R001C00.cc

TN RGeS0 Ja B AL, ARZR 4R 8 1) R G AT WA V200R001C00_backup.ce
BN AF A A it P 8 4% 2 0 B A7 5 )

°
® A EHRE MR GIRATIRA, AAEBIFRE I RGN TRRA T V200R002C00.cc.
)
°

BB AR RG-S
# KW &AE N FTP R4 4%

<{Huawei> system—view

[Huawei] ftp server enable
Info: Succeeded in starting the FTP server.

[Huawei] aaa

[Huawei-aaa] local-user userl password simple huawei

info: A new user added

[Huawei-aaa] local-user userl service—type ftp
[Huawei-aaa] local-user userl ftp—directory flash:/

[Huawei-aaa] quit
[Huawei] quit

FRECE sE R, T4 display local-user 1 LA A B E 1 H S B

<{Huawei> display local-user

User—name

State AuthMask AdminLevel

userl
user2

Total 2 user(s)

# 15 PC LI, PCE BERAL A% R c\temp iy T4E H 3%

(1 sszem
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B AL SRR E H3e (BUE R C:Mtemp H =) Y, 78 “TFUR7 SEH “i8477 it
A emd, RJEH “IIA7 B, ZJFEENFTP 10.1.1.1, 78 “user” $#&7n FIAM 4, 1
“password” $&/8 FHIAE Y, BUEGEWT:

C:\Documents and Settings\Administrator> ftp 10.1.1.1

Connect to 10. 1. 1. 1.

220 FTP server ready.

User <10. 1. 1. 1:<none>>:userl

331 Please specify the password.

Password:

230 User logged in

WE FTP 2 7 i A7 130 AL ST ) H SR AR TN SR IR AR H A 2
ftp> binary

200 Type set to I.

ftp> led c:\temp

Local directory now c:\temp.

# 15 PC L, ¥ PC _LERIFTIRA RGNS (Fee) ARSI ag 2%,
ftp> put V200R002C00. cc

200 Port command okay
226 Transfer complete

BE2 5 NIRER A SINE AT R G ANE B ST
#ARE N A S BAT I R G AT

{Huawei> startup system—software flash:/V200R002C00. cc
This operation will take several minutes, please wait..........
Info: Succeeded in setting the file for booting system

# $5 58 T XA shiis AT B E S
{Huawei> startup saved—configuration aa.cfg

This operation will take several minutes, please wait...
Info: Succeeded in setting the file for booting system

# AR N HHA SN R AR SRR B SO, AT R SR 1 E B RRCAS

{Huawei> display startup

MainBoard:
Startup system software : flash:/V200R001C00. cc
Next startup system software : flash:/V200R002C00. cc
Backup system software for next startup: null
Startup saved—configuration file: flash:/iascfg. zip
Next startup saved—configuration file : flash:/aa. cfg
Startup license file: null
Next startup license file: null
Startup patch package: null
Next startup patch package: null
Startup voice—files: null
Next startup voice—files: null

PR3 FE RGN A SR
# BB RGO RS AT, B R AR SO DU 5 DU e 8 1IR3 R 3

<{Huawei> startup system—software V200R001C00_backup. cc backup
This operation will take several minutes, please wait...
Info: Succeeded in setting the backup file for booting system

B4 RAFBCESMF, BRI
# DRAFIC B AT

<{Huawei> save

The current configuration will be written to the device.

Are you sure to continue? [Y/N]:y

It will take several minutes to save configuration file, please wait...
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Configuration file had been saved successfully
Note: The configuration file will take effect after being activated

#E W&

<{Huawei> reboot
Info: The system is comparing the configuration, please wait.
Warning: All the configuration will be saved to the next startup configuration
Continue ? [y/n]:y
It will take several minutes to save configuration file, please wait........
Configuration file had been saved successfully
Note: The configuration file will take effect after being activated
System will reboot! Continue ? [y/n]:y
Info: system is rebooting ,please wait...

RAERCE AR

WAE G, AT display version R LLUF I B8 24 {1 R G HARCA 4 BT ORRCAR
RITTHHE e

<{Huawei> system—view

[Huawei] display version

Huawei Versatile Routing Platform Software

VRP (R) software, Version 5.100 (AR200 V200R002C00)

Copyright (C) 2011 HUAWEI TECH CO., LTD

Huawei AR200 Router uptime is 1 week, O day, 20 hours, 12 minutes

MPU 0(Master) : uptime is 1 week, 0 day, 20 hours, 12 minutes

SDRAM Memory Size : 512 M bytes
Flash Memory Size . 512 M bytes
MPU version information :
1. PCB Version : AROISRUOA VER. A
2. MAB Version : 0
3. Board Type . AR206
4. CPLD1 Version : 0
5. BootROM Version : 106
—n
#
ftp server enable
#

local-user userl password simple huawei
local-user userl ftp—directory flash::
local-user userl service—type ftp

#

Startup system software: flash::/V200R001C00. cc
Next startup system software: flash::/V200R002C00. cc
#

return

9.7.2 ARFZLREXT =B

40 P 7oK
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9-7 W RGRZFHN T AW
Eth2/0/0

10.1.1.1/24 /, =
=3 — M

FTP Server PC
10.1.1.2/24

EE B
STHILL F BB RS HeAh T
Lo AR TC LA B R FAR AR BT
2. MEIHEATH T
3. RARELR.
BiREE
ORI, 4 DL el

® T4 “SPH-1.1.952.pat” .
® i AL “flashy/” .

RIETR
BB A5 RGN RN T S0
#4 PC L5 i RGEAFAN N AM T 30 EAR BB
ftp> put SPH-1.1.952. pat

200 Port command okay
226 Transfer complete.

B2 ik, Bossire .
{Huawei> patch load SPH-1.1.952.pat all run
Patch operation succeeded

TE|3 RANELS
i FIARLE S, $UT4 display patch-information 7] DL 2B 45 24 BT 1IE£EIZ 1T I b

TR
{Huawei> display patch—information
Patch version : ARV200R001CO0SPH100
Patch packet name: flash:/SPH-1. 1. 952. pat
B
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