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LN A STt o 243 ae R I BX Fh s J5, A DA %6 3 AN 1 7 () ARP S54RI A
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K% ARP N, JFH AR ¥ PC A ) MAC Hilib AR ) ARP 30 il 555wt
NI ARP R o {H& AR3200 BL'E T ™22 2] APR K2 J5, AR3200 2155 [H14)
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(B E HHT NI ARP R o U E ) ARP 15 KR SCF R ) ARP 2 AN —ZU I )
%, AR3200 £ FF11 PC A K% ARP iR, FRENZIERAT NI PC A K HII N2
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T, R RAR SR ) MAC bk, 3. VLAN {5 B ARP £ (5 BRI
B, RS E A E 5
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Y EAP & 45NIE,
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® FEANTHIR,
® U ¥F Radius 117k
® 7 ¥F Hwtacacs it %4,
® SRR KT,
®  LERSEIN TR

BEARE T BLZE AR3200 b 10 B 11 2 2 M SF s -

N TRy 5, WA RS 4, AR3200 ¥ i 285 28 R IE TG T 2s K
IEETEOLT, ThoR RS Asm R, AR3200 iR, T ML 2m, 1l it AR3200
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® 1k DT IR 2%tk e S SR T Bl SR IBORE P e, n] ARG SR T R
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B
PR P BEATINUE . SBURTE 3% =Rl e 2T fig.

6.2 SEFrMEFIHIN

AFFPE KIS BORRE SR -

Xt R &iF
RFC 2093 Generic AAA Architecture
RFC 2094 AAA Authorization Framework
RFC 2095 AAA Authorization Application
Examples
RFC 2096 AAA Authorization Requirements
RFC 2058 Remote Authentication Dial In User
Service (RADIUS)
RFC 2059 RADIUS Accounting
RFC 2138 Remote Authentication Dial In User
Service (RADIUS)
RFC 2139 RADIUS Accounting
RFC 2865 Remote Authentication Dial In User
Service (RADIUS)
RFC 2866 RADIUS Accounting
RFC 2869 RADIUS Extensions
RFC 0927 TACACS user identification Telnet
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® mymiAilF: AR CREEAMA P A SRS R E )l B A A EAR
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TRAE— AR 7 Z P R Z AR, B G A7 BEA TR
®  CYPLE ALy AR ST iy AL J5 AR M D E S
WG K S e i 25 s LA AR, (HOEfEAHUEAAER, 2otz bk
B, B IE R, AR AN A HAE .
HAETEE i NUE RS 25 TC NI, A S AARHIAE
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AAA STRELL R AU A
®  AFHL: AN TR B,
O RHBFRAL: MR X L5 AR S5 i A K T A 5 B P BEA T AL
® HWTACACS #40: tH TACACS R4 2855 Fl P HEAT 44
® ifauthenticated ¥ AL: WA Pt TOAE, 17 HAE R AERB A R A AE, W)
M kit
® RADIUS WNUEMIN G AL: RADIUS BMSPIAE R AUE SR e A2 — 211, ANHE M
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6.4.2 RADIUS {#¥

AAA W] UUHZ R HSCRSEEL, e )& RADIUS 103 . RADIUS f 4] FH ok & B A
BRI R 2 KB SO s Aok 2 N T A AR SS %5 NAS (Network
Access Server) R5t.

A AHELE R A M2 TR R4 ) 5 NAS 7344 T HCAJ7 i) HLAth o) 25 A
I BHAGAL FH HE L8 0 25 B AR IS, NAS &2 T YGIEH - 3o N IEREH o

NAS 70 7 AR 2845 EAL 3 45 RADIUS 4525 . RADIUS Whil3iE T NAS
5 RADIUS JI} 45 %% 2 [ ] 356 4 BRI 245 B L AGATERIT T 9 45 5, RADIUS Jiik
25 2R N DTS P IE R SR, SEAE,  FFEIAIE S5 SR T I R R B2y
NAS.

NAS 1 RADIUS 2 [A] {56 TEAF B R A% 3 0 Sl 1 55 B O 25 B ok s iy, UIRE S J T ) 1)
R AEAN 22 AR ) 0 5B i I B

1L SEI
RADIUS {#{ UDP (User Datagram Protocol) 1E MALHitML, HA RLFHSZNE; RN
WS FFFALH LI & F AR5 28 WL, AT HA e ar v Sk
WA 232 N IR 45 24 ) RADIUS WML %8 ) v, SEELLL R IhfiE:
® fnifi RADIUS X ¥ 7@, B45 RFC2865. RFC2866.,
o EHY RIS B,
® X} RADIUS &2 IRAEM LR thae: W E] AAA FIAES T B G, iy
RS 28 (KRS ) DOWN, i B IR 45 2SR AL B, B v B4 )-S5 ) 2410 ik
Fees Rk, ZIRSCAE R IRSS S BRI SC, WU E] RADIUS R4S 28 HRIN,  JUSA
MRS A TR AT
® AU RADIUS R4 43 2hfe: WER MR R IE RS 2SR AT KIE, ik
TE VBT 250 R 25 A8 I B O AR O, )5 BRI AR IR 45 28 A b e 8 2 A i
2% o RILR L
INIEFN 3
RADIUS R %5 8l ok 2 3r —ANE— B P BRI, Aefg P 4. Skt i P k7%
k.
RADIUS % J7 i 5 R 25 7 1) 1 S A2 an B 6-2 B
O /B SRE HAR B NG AR S N A e A5 N, S P A4 RN A R 4 i M 4 N
4528
® LMK RADIUS % /7 i (MZRHE ARG 28 U 44 Fnas i, i)
RADIUS 4% AL A UIETE K 5
® RADIUS JIR45 s BIAER KRG, S8 OAE, FEIEHTE I - #2RUE Bk [RlZy
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® 6-2 RADIUS % Fim 5 k55 =5 B HIE 212

User name
, 2) Request
- (1) password (&= (2) Req > =

o a R

Response (3)
User Access device RADIUS server

2% T B R AR EAZA I B R AR,
6.4.3 HWTACACS iYL

HWTACACS /& 7E TACACS (RFC1492) Jhfi FRbAT T ThREMASR I —Fh e il %P
WA RADIUS PSRl EEUEM T “& P ui— kg4 #5 HWTACACS %54

WG RSZIZ M 1) AAA ThEg, W T PPP. VPDN (Virtual Private Dial Network)

NP EAE . ZBCRT5k .

HWTACACS i JE
® A ATHIAL

- M P IELE Telnet 5 SSH & 2k th#% L5, Wi T EXHZH P A 21T
HEHATINUE, AT LCRAZ 0 P e AT 66 8 HWTACACS, % 7 i
N4 A #2301 HWTACACS R4 25870 . W R4 AGH i, a4 anl
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& 6-3 HWTACACS 1z s S TR ITIRIE
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o 2

Author-cmmd ACK
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o X HOERTTHEATIAIE
- JI/ilnd Telnet 2 SSH & sk BBk thas o, A LA AR R A H] super
AR TH B CIIZ . IXINE, B ERE P R R A T IR
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5 RADIUS #itt, HWTACACS HA3 5 N el SER LA N & 4e vk, & & T2 i
#]. HWTACACS i 5 RADIUS Wrs ) X B 6-1 s

% 6-1 HWTACACS %5 RADIUS /i3 B9 EL &L
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7EH AT AAA [ISEEL, A P ERE Tk, F - & TN 2 it FH P 44 rh i 10
‘@7 FETRFEORGER, L “user@hua” 5 FET “hua” i WUERH P ATHERE
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ZARSCH B hr bk % B o B i) $Eihhl, Xk, HERME I ETE EHLEN I ICMP
NEEREHERE, SENHKIHZE. WK 8-6 Fix.
8-6 {218 Smurf W~ = &
e — _—
Internet ?
¥ 3 3 4
Biitit LR P2
Wb 3 ke i iE sk i S
B R VK-S '
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FEZRI Smurf Brk, R HBRIHL. Bt )RR HUT R R4 R % 1CMP
RN, ARSIV B T FLBR A BLIAE, SR, AR A
PEZ FUAR BN, S S5 bR N B RN, L. G 8-7 .

8-7 &% Smurf W~ =E

Bdi & HAREHL

Hli A H 3 SRR L
I o0 2488 5 L PR W 54 S

Smurf BUti i S A T EE— € IR RIRREE S ), A REECIEA et #RiR Bk, H
NEESR SV E S Py & U R T

WinNuke X

NetBIOS 154 —Fh AR M4 G5V 0 F2 1, T2 RN TS, FTEndL=, iR
[HEfE (IPC) , PAMANFEEAE RS RMMEHR . —BEDL T, NetBIOS jEiafr
LLC2 4B WYz B, R TR M2 YT B2 0. 4 T4 TCP/IP Whislkk sz
NetBIOS, RFC i T —RHAZ A, PLEJULANH FF TCP/UDP %1, WiF.

® 139: NetBIOS & 1fiflk45 1 TCP ¥ 1 o

® 137: NetBIOS % 7451 UDP ¥ .
® 136: NetBIOS i Ik 451 UDP i 11,

Windows #:/E 24552 T NetBIOS over TCP/IP TRg, JFFA T 139 i1,

WinNuke Bt /2 FH T Windows #:7E RS — NI, [1IXAS 139 Sy 1% — L84
i TCP ay4h (OOB) AU, (HiXEeXif s 5 I F #57r OOB FHE AN F 2,
AR T B B ) SE bR BN, BIAFEE S, Windows #4FE R G E AL BILIX Se 4 1)
G, B2 5t

SYN Flood I¥#H

SYN Flood B i TCP =R T — ANl ) H A tH ML R sh Bt . Bk i) Hbstt
HHLRIE TCP EHAGR (SYN IO , AREXN T HARRMIH SYN-ACK 4 SCAE (A
o HERHEHLIN AR RBh & 1 ACK PN, e — HSA, BRekERE, |7
ERLBIN AR & 8-8 Fir.
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8-8 ¥ iEiE T EE

Y # Rkt 4
= =
R R
SYN

‘y

farey

-~ < —_ \ACK %

~ — -
~h

ki B AR A5 AURGE K TCP SYN R, ik HARTFENL EAE ORI, 8
APPSR AR LR B HASTHENL HBRRER, wa B g . I
HRHL P AN RERR AN SE R L

Kl BT LL it SYN HR3C,  FLHi 2 Ot (K BB AN AE RO ILAE, 1) HAs TSR
NG

ICMP Flood M
WHESUR, EHE 5 2 PING F2 Pt 9 4 HEAT 5 s R e e, oMol At S

1. PN RRGT E LR B ICMP Wi N iE sk (ICMP ECHO)

2. RN E] ICMP Wi A SRR SIS, 2 TS LIEI N — A ICMP N2 4 3
(ECHO Reply) -

AR W2 CPU AN, EATLEMG L A W] BEFAER B B

Rt ) B AR LR E R ICMP ECHO /30 (P24 ICMP #t7K) , W H bRt
SN T AL BRIX S8 ECHO R0, MG gk S b 3 e (a4 3c . &l 8-9 Fior.
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8-9 ICMP Flood WFH=~EE

B HbriH AL
= =
R ICMP ECHO R
ICMP Reply =
-
ICMP ECHO
ICMP Reply _
-+
ICMP ECHO

ICMP ECHO
ICMP ECHO
ICMP ECHO

UDP Flood W&

UDP Flood X [ B 5 ICMP Flood Yt fbl, Mo # il it A i% K& 1) UDP #3045 H

PRt AL, SEH bR EHUT T AL FEX L8 UDP 4R ST T4k SE A0 T 1 13K 3
HbtkFI4E 5 im O I

Bk 3 P TR H A b fsg 1, H bcdthhk 250 X S e Hm B g il

eI LMy A 3 MR LE H AR R G AN 4 T HOERAE M, b HAs BRI O]
T W

Ping of Death X7

JITi Ping of Death, #i2 A M — 22 R ICMP R3O0 R GEEAT IR — Bl il o

IP RSCHI BN 16 A7, X FI—A TP R CIHKKE N 65535, %FT ICMP [7]
TSRS, R E PR L KT 65507, Sl ICMP 2ids + 1P LK (20) + ICMP 3k
KB (8) >65535, X TR kBGo RS, FERNE]—NXFERIR R, BT AEEEA
Y, SRR JEHLEEH . 1 8-10 iR

8-10 ICMP B AR TEE

IP Header ICMP Header ICMP Data

> 20 P - 87 -——» 65507 T -]
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Large-ICMP X7
] ping of death 284L),Large-ICMP 12| F— L8 K RST [) ICMP RSO0 RGEEAT (1) —Ff
Wi, 5 ping of death AN[AI[1) /&, Large-ICMP #i SCIHK &AL TP 4 SC B KK
65535, fHEXS—SLiAE R GE oI B o

T AR KRS RCE RV ) ICMP 47 S B KK .

ICMP-Unreachable K&
AL Z GBI N 2% (HOCRI B 3, ARBSFBON 00 BNl RO 3,

RSB 1) ANTER ICMP RIS, 3T Ja SRR 1 H A AR SCE N AT
k. Wk 8-11 s,

8-11 ICMP-Unreachable X &~ = &

A ICMP-UnreachabledR XC

Kk & B

H AR 4L

Yoi 2 R AHLE], W) B As EHLR AR ICMP-Unreachable 30, 40T HAsE
PLIES A5 B, 52m T IROCKRIE .
ICMP-Redirect I
ICMP-Redirect Bl 1 ICMP-Unreachable B 24bL .
X 28 15 4% 1] LL ) [A]— A7 IR B L A& i% ICMP B 58 [l 4R S0, 1R EHLVE 08 .
Yo 2 R XA TR, 5Bk BE 1) 53 A — AN 28 11 H b =AU AIE BB ) 28 4l 50, BA
R H AR LR R . XSG T T BAR BN S, e T ROk %, Wi
8-12 fli7~,
8-12 ICMP-Redirect I~ = &
Woiti

AR TCMP—Redirect kR X

-«

!

H b5 0L ERiDR-URS

Y

X
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IP-fragment K7

IP A LA FB 59 A K: DF (Don’ tFragmentate) fiZ. MF {7, Fragment
Offset. Length.

W FRFBE IR, MR & TEA Y, SRR s e g, AR
I (R DA

® DF fi#' &7, 1 MF {7 R i) 4 % {7 8¢ Fragment Offset £/ 0.

® DF {724 0, Iff Fragment Offset + Length > 65535,

b, TR RSO DA N H (e A S b M AL ) A, N R SR H bk B
A7 AR

Teardrop i

EM AL IR, 3 1P RSO K B2 1 MTU (e KBRS o0 , e
AT e A8 TP Rk — Mg 7B (OFFSET) Al Frbrid&is (ME) , Wi MF
PR W BN 1, NRWEA IP R — N K IP Wiy A, Hh w7 BHe i T A
WrEREAS TP AL R 7 o B2 ety T DU S Sk R I 2645 A SR 1% TP A

etn, —MECKHIIRSCAE MTU BUNR R EARRIIIR, B T PIAS TP #R3C, XM
A TP RSCRAE H A AT A, IR 50N S A6 ) TP 4R 3T Wi 8-13 s

8-13 E B AR TREE

IP Header | ISR, | IP Data A

IP Header IP Data B

IP Header | ICE | IPDataA|  IP Data B

W —N B TP EF GO, O 7 B B A IERRI(E,  BU o] g s I8 EE A5 B
Wi IR 5 o8 TCP/IP PSR AE I BN AL P A T SR A 1) Dk 3 20 B I 25 J3 ¥t
Xk 2 FTIE I Teardrop Biiti. Gnl&l 8-14 s,

8-14 Teardrop W~ EE

TCP
IP Header| Header IP Data A
RS -
Bl
IP Header IP Data B
TCP
IP Header Header 7?7

Fraggle i

Fraggle BGiti (¥ R B 5 Smurf Boki (1) JUBRRAL, Aid, Fraggle B K%k /& UDP ) 31
A ICMP 130, KA RI% )& UDP 473, Fraggle T v LAk — 28 1| ICMP $§ 30k
NI e P
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Tracert 7

Fraggle Bl AR FE/E: UDP 3 7 (ECHO) Al 19 (Chargen) 7E4] UDP
X, e, W

® UDP /) 7 T W BIIR C 5, £:% ICMP Echo Reply —FF [F] N i B 1) 4 %5

® UDP (1 19 S ARG, 27 A — B4

IX PN UDP i #8257 AR KBRS, HF by P4 o«

Bkl LA H bR EHUITAE I 48 S 65t bl g e Boek ML, i H ik 2ERT A 1
(1)) R bk B P ) 4% Lk (1Y) UDP 4k 3C,  H Wi 1524 7 (ECHO) 8 19 (Chargen)
TW TR T BRI R o 17 52 F FHURIE R RAR ST, T = A K B i
T F I 45 11 B 2 2 T LD

WA H bR ENUTAEM S EENBA R ShIX S Thfe, X2 G 42— ICMP ATTiA
R, USRI FET S . R H 5O N 19 (Chargen) , H B3 H 24 7

(ECHO) , XFES A EH= L NRor, HfaFiEE .

Tracert & A F TTL (Time To Live) & 0 IR [BIfF) ICMP R SC, Ak 2] H 1) IR
[]f¥) ICMP ity VAN AT IE R SCR B IR SC 205 H 1t 263 (1) 642

Hili T AR Tracert AR W25 A A o 0T W4 48328 bk E R AE S o

B TCP X ¥ &

W32 TCP i 3OSl i O A R W & TCP k11 6 Nhidhr, & dEW s TCP sk i
AEPREEE, kRN B H .

8.4.7 MES i+ K& tEf=

B K AU IR SR AT I, S Py A1 2 O B AL PR,
HEAFAREROZET T FL A0 HT o B3O ZE 57 TP LA T 5P oty s
RIAFIR AT, 55T, Bk RGAE W LLSER M HEIRE, SR
S

B, JEIE 53 A 1S 199 2% 1) Py 38 9 2% A 2 1) TCP/UDP 3 B850 A58 o v e BfE, v LA
B 5 2 15 i B PR AR BT B, mla PR T pAY 8 19 5 25— TP btk A B i 45
B 8-15 J Bl KR (1 — AN BN TS, 2R 5l 1 AR I 2% 21 A F I 2% (K3 - TP ik ()
Gt T DRERS, WERANEEFI SRS Web IR 5545 129.1.9.1 K1) TCP ERLEI T #E
(RIBAEL, RE BRI A5 190 45 16 12l 55 s SORSHTIERE, BRI R A 2 1E W JE

& 8-15 TCP EEHBRT~EE

Bouter
~
=~ £
g WWWHk 25 <5
TCPRER 129.1.9.1
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AR3200 SCFFIRESTE RRETEwR .

RERHRESITFINEE

RARIMEL AR, S RETIA G H T B K5 DR 2 3 a 1 B i A2
B AR3200 ML 245 it T AT 224 5% a] () ICMP. TCP. UDP Z5%E8:5, 4t 3ot ie
BRER, AR3200 FURCRIRFNERAS i, HEIERREEBEET.
ARGV TRE A LLEF XA R E I RN & HE (. 94 TCP a4
PR B VB R 15000, N B BIE 3 E A 12000 I, DY BTG 224 R (0] g 57 (% TCP 344 2
o 15000 B, AR3200 FUMCK R4S FT A 22 a3 R (18T 1 TCP & HaE K, Frar7m
A, i RIE L. IEIRE R R EME 12000 LLURE, S EE HE,
e B B

BT 22 R RGEHkE

ST IR E LT R, KA 22 4 DX SR HAth 2 4 X dak 2 [R) PR B v AR 3, B
AR3200 FUAR B VEAS 2 A X IR HoAh i 22 A3k ) 37 () TCP. UDP S8 #: s 4. 4
A g A DR RN LA BT A 2 A3l ) S N7 (1 3 8 S B HEAN T T 1 32 2 o 5 et i 1
HI, AR3200 FARCRHLR HIEREGE i, HAEERAEEHREL T,

B N Ty ) TCP JEFZEUSIE A 15000 B, A DX a8 g H A X 45 A L 1) TCP 42 12
BOHE 15000, AR3200 FUARCKS 5 200 AR X 3 ) A [X 388 A 6 B 1) TCP #2115 K .
T IP it R E St Fo s

BT IP Hobik g s, T T A e 2 A DX I o BpAS TP Mk B ST A) TCP/
UDP %8, AR3200 FRGHE /45 TP Huhik A&t nk H i kB2 TCP 5k UDP 4% 5
FOE BB e, AT DA A2 75 75 BRI 7 M) OB R Rk, LA Ik R4
% B ) Bk al R 2R G AT A A 246 1 45 (R AR 0 o

24 TCP/UDP Y& 4 S I LA N5, U5 1P Huhiksg H i skl o] DLEE BT & B 352 TCP
&, UDP 3%E#.

8.4.8 BFNIEHE
B % AT LLSIZ IR C S B KBS S VERDIRAS (A0 St 1 SERh B KRS it . RS 381 5 oA
S , JPEE R kB HE .

Xt H AR 7 HTRTARS, RENS AL P 1R AT KB ) 2 Al Aol I ARG 1S %
AR LB AR, SEIN Y H ARG s mT LT RAG I EAEREAT AR

RSB K S ERURAAT IO, U A 55 AR 1 22 AT« R 9 44 g il
AR, T DA B K AR TR
AR3200 *FBf A tE B AR S HF
AR3200 SZHELL T s ks H A&
o MuyHE

AR3200 7EARBUA MR L I D3I B KN, R AL AR DL 230
SERRA R HE.

FEIMA KB R 2 Al R A% H A
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AL R TR EBRAL R RZUN )5, SRR B H
&=

® ILhiHE
BER RIS MBLR IS, AR HAE, e BRI 24
® JiEiEHE
MARGEAJR . BN TR RO I e B 1 JE R e BRI, Bt A iR
AR H &, WU T PrBe B RS (RN, BB B E H
o il
AR3200 [fJ3it H S A IR ZAMNE UL, B HSE R, ARSI H SRS
ar, BT HEGEEER, WH SR bR, ks ik H SRS 4 .

MamHE, WHEHE. WEREHERH A HEESRN RZERE P, F
S ET DARC B o H ) SYSLOG g5 8% . AcHh CF F4%.

8.4.9 FEHRE A3

VPN 45

w24

8.5 i F

AN ALY G AT I, X LB 2% oS RN Alb e ESRHT A T g

L S R G RGeS Vi R EN T N
® U LLAH B LA L an®.

AR3200 SZRFMIEH BRI 2 6 REAURE KA, 209000 22 A /INRUAAAT I 2% S AH A 3 1) 22
Exz

G REPLBE K REHR & VPN (Virtual Private Network) 524 (VPN-Instance) ‘224524
I EAR. B RENS g KEFLET KB P SR 1 fR 4% Pl 224 RS«

VPN Sy RE DRSS K 55 1 P SR BEAH LR 2 (1 VPN Bt 1, 5 AU KB —— X[, IX 4t
VPN i R 2 25 K2 FUL 97 K S AP SO (At i o S8

LA BT K R AN EL R B 1 2 iR 55, 5 BB K —— X, X7
YIRS FAAT RN 2 agin) . ACL MTNAT MU, JF6E 4 K 4UBs K i
M SRR i g, RS A . BohBiie. ASPF A NAT S8 FAH 12 42
% o

8.5.1 B K3 [ F FE R 51N 2 [8]

P 8-16 s, Bl Kb AL NN ERIA LR AL, B AN 2806 N I R AR o X T
A IRAAT Bl (R PO 45, T LLIE IS NAT. ALG BRI KA L &, SEI R dE—
PRI E AR
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[ 8-16 B3 A 35 A FE I SNW Z [8] Y 7R &

8.5.2 BA N IETE I ER M & 5 B9 52 F

W 8-17 i, B KEEHI T s rh, B8 Tk B N EIEGE, ORBE R
Btz Bl O APl TOREI A RN . XN, (5 Sl 5 2 0 ™ L2 11 SRS
CLER G gl

& 8-17 [ X IE R A N ER M & K R B E

8.5.3 Bh A 3E TAEHES

N T GBI KEGAL R FR R S, AR3200 ANPEE SCBEA B (K AR, i g SR 1
W LAERE, e LR

® i
W AR3200 $2 1 28 = 2 X ANER:, B0 BA TP Hulik, WK &8 0 TAETER
FEL TS
B HER
24 AR3200 {7 T P F I 4 FIANER I 4 2 [a],  [R] ZOR HL 5 BRI 2% . AMEE I 2% DL K. DMZ
(Demilitarized Zone) — A [X3gAH I 1142 11179 I BC B AN [R) X B TP Sk, I 30L&l
JRA I AN EE R . BRI ) AR3200 A1 F— & 4% 3%
SCRRRAS 01 (2011-12-30) LA RS B 72

AT © N EARA AT



Huawei AR3200 414V % d1 2
FEPE R IA- 22 4 8 [y K

& 8-18 Frn, AR3200 1 Trust X3z 115 28 5] WEB N 25 AH1E, Untrust X 3z [ 546
B AT

FET RS, Trust X AE O Untrust X 3843 0 25 5 F NSRBI T- R,

& 8-18 B A= ZH M E

Router
Trust Router Untrust =

K s iU, nL5E R ACL (Access Control List) flidy€. ASPF zh&d €. NAT
A SR, AR, % R T S I Fh 5 M AT IE L, Blan, PN g T
THC O, A T M B A . AT AR s R, 1 AT R R

BHERX TEEE

AR3200 [R5 1 TARERS BB NN, SR 20 E 1P bk, -8 DT e I 2 X B0
IR, AR =R DR SR R R R AN R T AN R T R

R OSCHE =2 XA R TR Ay, AR PRSI TP MR A ki ik . BT AR3200
RIA— . HJE, AR3200 5 H#AE, AR3200 & k1) 1P 300 75 ZHHAT
RS AL B, TR A AU R B ACL B DA E 215 VR iz Cilad . Btk
Ak, AR3200 i 75 Z5¢ s H & B By ok 2

8.6 NiZE54a0&IE

Ri&
RiE R
A
ASPF B PR LA ML, A R 0k PR A 3 K O P2 D
MR B, MY 2T MRS FR 2 2 RS PSR 1 245
S BELLE S 2 U SR 5 e
F
By K 1 —ANE ST RSB RS, TR TR RS AT
HFL) RANEATRLS G TAREMN%) 2 0007 B, LA
A1) 41 s e 5 HE ) P RS 24
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E| i PR AR P (AT PAFRCS ARV D s BAARBATT A (AR
BB Af .
G
I Bl v Bi KBS — TN RE, A 22 BRI N 2 Moy, I RESR BUM . R 4
DR PN 28 G 52 s i B, ORIUE I 28 S R IE #1817 o
H
B FR AR SCIYE TP HhEREA T S e —F 7 20
J
4RSS IG5 AR 4 vk FH P IR U5 S R B YR 13 3K
S
HHEEK Yok 250 KRG A sl B T A IR B . Bk, wEik. EHDFP
KB N MO B, A e i) — S B iR
W
MEE AR | 0 Pl a A gl R 2 4B 5 4 it
%
X
=845 Wi B HAHBEANZ BAR RS, AL 57 Wr ) 25 K Sk B 240 s 5%
fFE.
Y
IHIE FE7 0] 9 285 T Bl 9 45 B A Al 45 Hi ok S 5 FH P G 0y R vk
HREGE
HRHEIE T LR iR e i
A
CRYFR A 01 (2011-12-30) 1l B A TR B 74

AT © AR IR A+



Huawei AR3200 F 414 % i e

FEPERTIR -2 4 8 [y K4k
YRR IE EXER v
ACL Access Control List USRS
ALG Application Layer Gateway IV VRGPS
ASPF Application Specific Packet Filter N 2 2 A SR K B
D
DoS Deny of Service FE 4 R 55
F
FTP File Transfer Protocol SCAFAE ML
H
HTTP Hyper Text Transport Protocol JEE SCAAL IR L
I
ICMP Internet Control Message Protocol FIR PR AR S
IGMP Internet Group Management Protocol | 5k /4 21 45 B
IP Internet Protocol TR L
M
MAC Media Access Control BRAA S ) 455
MPLS Multiprotocol Label Switching Z AR AT He
N
NetBIOS Network Basic Input/Output System | 2% F A4 N R4
NGN Next Generation Network A 2
NMS Network Management System W 2 P A 4
|
PC Personal Computer MANTHEHL
PDU Protocol Data Unit s # T
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] EXER v
S
SMTP Simple Mail Transfer Protocol o] BRI B
SNMP Simple Network Management i 5 X 28 B S
Protocol
T
TCP Transmission Control Protocol fE A 1M
TTL Time to Live A A I TE]
U
UDP User Datagram Protocol JZEDREAE/ RSN
\%
VPN Virtual Private Network REFUFALT 4
w
WWW World Wide Web JT4EM
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PKI

XTARE

9.1 M4

9.2 ZF hrAERITIY
9.3 WAk

9.4 J5i FHAHIK

9.5 N H

9.6 Rik 5 4rns 5
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EX
PKI (Public Key Infrastructure, ASHIEMITBEI) A2 ik A5 H 2 FHE AR FNE Ik k4 fit
RGME RS, NSRRI A UE T RAT & S —F AR R . PKI JEA B3 it R IE
PAFIAH, WIS = E TN AR, 3B AR i HAh & 05 5
R —iE, e —ANEAAE N e, 2 REBIRS R
PKI 1) B8 A2 10 ik 25 e B0 UE K 0 e UE T REAT 38 10 B FIAH DG A TF 28, S 3k
HGUEFS S U5 e P AT UE At T 7 (B @A [R) I E5 e 15 S AH DR 1 25 P IR 45
GIEF AT BABRATE) SEWUEAF R S-SRI S0 E, AR UE T 3845 £ L
B SEEEMEL AR RAEE .
® R IINLE MR IREIR AR R, ANRER AR BGE
®  EUdn e M R AR A (e AR i R PN RE R ARV B
®  HURIMAT IR IR RIEE AR IN D AEIE R .
® KU N UEPE R FR A A IS SEAR I B S o
PKI SCRFEEA LA IS EAR 225, WSCFRE A b N IXFERAAT 2% AR S
o ANk, PKI ik n] LUgE HISK AR 7 [R] 22 A M A 3 B A5 5%
HEY
PKI AR N FH B f2 AATIRE Y 28 A8 5 e AR B i 75 =Kk o A b —FhEal & iti,  PKI
PN HE AR T2, FFHAEARIR RS, g ) LA W N H 5.
1. ERLHME (VPN, Virtual Private Network)
VPN & — PR 7 28 0 5 St v it b 10 2 P Bl £ 0 485, 1) FH I 28 J2 2 A it
(4n 1PSec) MEEAZAE PKI L[ IN%EF 55 87 25 44 AKRAF IV LR
2. A THReE
HL IR I 2 A R L . 5288, IANIERIAN AT FRIA, X et n] LLRI A PKI A
RS HHTR AR P 22 4 7 BB A S/MIME(Secure/Multipurpose Internet
Mail Extensions, “%4%/% HI& Internet HBLFY 78N, A& AN FRVF A N3 A 25
AT IR o S SE B R AR T PKI AR
3. Web %4
h T B Web 224, (RN SR TG 2 0y, J62d57 SSL (Secure
Sockets Layer, 2B T)E) 1, CALSZIU N ZEH 2485 . M PKI
FiR, SSL W Ve Vi as FIR 5548 < I AT I8 A5 o« BeAk, RS d v A b
P A I ST AT DA ek B U A AR 7 B S
Z 5
® My aza
- i PKIAEUERIAR, H el UG U N & Ay rE, N o] PLERIE R
BNGAE, AL,
- JEE PKINESHOR,  wl UGRTIE P9 2 A6 Jan iy - B 16y ek, H P Bl A2
BB R ERAR
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- JEI PRI ZEXEOR, ATLAORUEA] S BE AL T, R B A - s &

- W PKI R, AT LAAE T 7R 00 45 ¥ o6 2 ) 3 N7 22 4 R R0 a0 e i At o

o azai

- AT BLBE 1 EARE ] A A 2%
= ARMb Iy SCZ AT LA N 2 AT T, PRAUE AL E G 0 2 4k

9.2 SEFREF YL

X4 iR

PKCS#1 RSA Jn#5#3% V2.1(RFC 3447)
PKCS#7 s SiEYE VIS(RFC 2315)
PKCS#8 REE BB V1.2(RFC 5208)
PKCS#9 ALIEXT SR E 2R Y V2.0(RFC 2985)
PKCS#10 UE PG R IBE U VI7(RFC 2986)
PKCS#12 ANNAF B A W LA UE V1.0

REC 2511 X.509 kA5 K A% 2

RFC 2560 TELUE TR (OCSP)

RFC 2585 PKI #:4EHM%: FTP F1 HTTP

RFC 3279 X.509PKI iE-J5 /1 CRL 575 AIAR I
RFC 3280 X.509 UL V3 kAT CRL V2 #%
draft-nourse-scep-20 ] FRLIE T3 P (SCEP)

X.208 BB ERIRTE T ASN.1

X.209 SRS FLN] BER

X.609 AT 4 iR DER

X.509 T UE AR

PEM Fa AL HEsR LA (RFC 1421-1424)
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4,
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RA ML, 5737 JAZAE ISR 1 B S
SCEP Server ] SR B IR SS 2, S DT AL BE SCEP %% ) diig O UIE 15
K1 CRL 33K .
OCSP Server TEGUEFARAS T, S TT AL OCSP % 7 dife R E 5K
CRL Issuer CRL % An#, 4153 %kAii CRL.
Cert/CRL Repository UEFA CRL f2i %, 50Uk A1 CRL -t A )
License X #F
o 3k1F License VFr], RIAIIRAFLFFPEMI RS -
RS 3 #5
R 9-1 A #+
P BAIRSHHRA
AR3200 V200R002C00
e ELN T
AR AT o
BEHEK
XA TC R R LK
H e
9.4 [RIBHIA
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9.4.1 PKI E A&
MRINEE X

PRI Sk, SO AT Sk, BRI L, SR RN s S A s O R
WO E L. DL, AR AEE A B IRCE fEREA T B A L A BRI, 14
L AR I

SE I SRR AT R, BRI, BN, R T ARG IR T S T
frzth, Brel, fEATFITHENL LS b2 LR IR A B P12 — N IR ) 1)

EXFRINE

AERIFR IR Sk, SO SE, BB s Sk, RN E s P R R 5 wy
AP APPSR T RS, e T s A4
a5 MR S, s s Az A, IOV AP asy]
Hifif s NFAE DR A, B FAR e AR — AN P iAs B REH o5 — M Pl

o

B RGO FE I A SR A i B AT ZR ST A 210 — A REDE KRB 7 741
XA FPUAT I ARAE S, R A R i e Ay SO S e A T B o A R R R
2L

By B2 a 7 I B SRR I n Kl 1) B v fia 8. CRITRES S 45 S 20 2E47n
W JE PR A B ST A R R e A SR SR IR AR Bt (A R AL SRR
TARGCEATRYIINGE AN r 24

R B A TR B AL I A DI I E I A S5 I S A AT e, SRy
IR0 RIS H O Ua s vH 5 AR i B FE SO AT UL G, ARPEVL OSSR, Al e
JEURAR DR A BB, IR ORI T A A A AN R] A

e R )

BT RS T IR, 7 B RN BT A BRE U SRR B A e
B BN

SRR T ARSI BT I fo BRAL # A RU BOHL ™ i
LML BRI T RIS i L R BT 10 A PR B, b 2 I 00
T UESI E AT

RO B RS BN, R AUEH B CRRAIR S B AR, AR RRE S, AR A A

PRI R f e P 20 A5 B, SRR ORAIE T B A i (10 S S E AN AN AT R
RN )

By e Ak e, Bt HE- PR A I i 7 8l 2 PKT BORAHER . £ iE1s

KRS SR B ORUE T, RISk B AN A B IR SR DU CSEAR 5 A IR DL K
Fo UEPRAPINEAR, T BRI AP ME Sk S h e
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UEH BIETIR

CRL %% &5

WEFE M

R SR T A AR X500 brvlE, BRARQHEE: FPols. ol JsSEdmes
S BENU IR B BENU IS4 . IE B A RO .

FRAE R P A 8045 R T 4554 RSA. DSA. Diffie-Hellman (DH) . KEA (Key
Exchange Algorithm, #4835 #547%) . ECDSA. ECDH (Elliptic Curve Diffie
Hellman) %%,

BT 80 HPEBEGEE - AHMSAE . PR CA RHME. WER
AU EH Pl S RS R R, TG AR — RO S AT AT FE TR, RIRE A8
KA S5 Bghe X &R . £ PKIH, 770 CRL (Certificate Revocation
List, UWE Mm% , BB 45,

WHRAUET BA— KA, 5 CA ATl Uk i i Pk i X — A 2500 CA K
A MEB ML, S PO ARERAE I IIEB P85 . CRL #5537 frii & LL
UEBIRE ARG 2 . CA M RIAE CRL I AEP B A AP . A5 A HE T 21
W25, CRLIIAT I HAMER, LAZEkE CRL SRR

FEAT—MUEB LR LS, IEBHUY CA #2547 CRL KA WHZIEF 2 B4, JF41
HITA R BRE 1 28 R # AP F 5 CRL M2k HIL E BB H . CRL T
YR AT I T8 3545 S

CRL 241 7 — Pk S0 A R 7 2K, 22 28 0 S R T BB E A S i 15 Gk i, 3
T ZERAO i UE U IE) CRL, BT 20 e 75 e HRY o

CDP (CRL Distribution Point, CRL &Afif) , &AL FIEBHIGEE, fiidunfrsi
HGET5f) CRL %13, % Ff) CDP J& HTTP URL Al LDAP URL (Lightweight Directory
Access Protocol, g Hax im0 , Wl DU AR AR ) URL 8% LDAP Hr it
B, —/> CDP f{%—> URL 8 H it .

RSN, RIEFHTE, wURsikn CA BIRAHIFRPAE KR, AT CA R4t
SR, DL A8, IR BRSO U 4512 SEARUEAS (10 T2 Bl 7 o
SEAR T CA SEHHET B, A RERAMAEL AT B HRIETT, CA v HiiE

MR AN (s WAL, H T IERRAED ) CA Rt G R, fEZAE P HIEH T
TR A By A R T

9.4.2 PKI Kk &ZEH#)

PKI 2244

PKI ({14 R 2 Wi 9-1.
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9-1 PKI {R & 2324
GZAVIE:
4—
PKT ] F SE4K
PKI & FH 5244
N
% %
e it
% N
$\P H
=
HEFS AR CA
X
1k
4
WEFSHLFICA
PKI R R 588 2 i DUR JLAN A4 -
® PKI Szfk
PKI £$5 PKI H 7 SEARFN PKI B EESLAK
- PKI A 7 SRS ECAIE Tl sk F A R 3, RO 2 siik,
- PKI HHSIARFRECAUE BRI R E FE B, BFHE B CAL ML RAL
CRL KA, HW CRL KAt AA (Attribute Authority, JEYENLF) fCFHsE
Mo
® PKI 1
PKI 72 51 300F A CRL [IAEfE &, 2Fifss,
® PKI Wil
PKI th 3040 7 PKIX (Public Key Infrastructure And X.509, X.509 Fl/3 83 Al 15
jiti) A1 PKCS (Public-Key Cryptography Standards, 8IS ARAE) P MG .
7E IETF [ 2z 48skrp, Hodh— AN TAR 4L 5T A B RE Bt 12 X.509 btk oE
TR PKIX TAE . 385 ] PKIX SRKF84C PKI ATk 1) — R A FRvEFI 0L
PKIX %€ T PKI S24&2 [R]. PKI 52445 PKI A7 1 2 IR AT HEAEAS BV FRAS |
H— RYIEF A BCAIE B IsE =R N 28 CRL [k CRI A 28 PRI H
R AN 2844 55000 PRI S 420 SRmE . PKI AFAE B BCA e B BN
faray
PKCS 58 T AP RGN HEAEYE, B RSA 5286 % 5 HABH R S AE T K1
PKCS ¥ M ANKTR 1) PRI #4 aCbrvE. FIEFIN R 1 ik PKI X 1%
VIR TE 5 ARG AL . PKCS FRUEHLAL T RA (0 B i e ORSTyde
X, BRI PKI SEEL ISR
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Horp RSA 5k PRI Frifis i I AL Z —, PKCS RAUARAET 1) PKCS#1
€ T RSA IN#515k5UE (RSA Cryptography Specifications) , iZFr#Ediid T RSA
NHREIIEAR I, & B4, SRS W5 R Bl st s
AL EHEAER T RSA AFRFAGITETL .
® ILAbEMSUK

WA SRR AE, Bl ASN.1 (i ZBELH IARHE) .« DER 4w #i). BER %
TR, BASE64 il A IN%E, HARAE T PKCS WhilU%, {H PKCS WhsUG ik
JOX G AGRISAL T 3X L0 g A LI o

H:H ASN.1 (Abstract Syntax Notation One, 5 X.208) & X T — &5 4ufd M),
M THER N G SE M, R T X RIATRIR . dbd ., R, &

JE I LA ) s R
MEH A
® il PHLMZEIR
WEBAZ PRI R RIGIZL, W KH 2 2RI g siig, AREIEBAUENIATZE
W, ALK AR CA FIMJE CA. EZRIF P 7548 R A 3R 2 uE PR
WA, & F—ZARE B B R P . e B S E— R T a4
WEPAHOCHS, Ol uE BB R — MRUE LA, B CA lH A — 1 H%4
P
- IR CA AR H—MEBMANN, &RAHEEIRE. 1R CA LU LY
CA MURUET, WAL ETHENL. P IREMURIET . M RZHEETFIET
P R PRt o8 FHAIE 15 R DAUE 31 T DATE o E 5 B R B AR
- W& CA AIMIE CA 5L NN EHAR CA AT M E CA IEME CA
WFRBGET, MJE CA 7 EHEM KIED .
FEFENT CA I, MJE CA Bt 4 CA 315 H A CAET, MR CA & a) s
H 24 1R TS
® il PHLIRA
WEBHU CA S BIAFE LR —Fh:
- BZH CA: fEAZH CAY, IEBH AR T RUFIE 244 10 A 2 AR
(8
- W& CA: fEMJE CA 1, IEFHHAFTFH T RAEUE 24 i A PEAR TR .
- i CA: H CA E—FIEFIRIY CA, "B 3|E | LAEAEAT, AL TUE )2 R4
MR A BRI L IE TR CA. H CA L4 E A CHFP%4, K
HAEUETS 2 IR G5 R PR A S U EN L T .
® L PHLMIhRE
CA RO I Remlt & RO FEE AR, B4 EBrmA . IEBKER. iEH
RS IEBRE. IETERARY. CRL I EAI% . HAKRGRW R
- UEFHUEARE . B, B UEH S E AR
- WP HHEAEE: # e e A P AR H
— UEPAAALEE ) FE AR B AR AR T .
- UFPEEHACEE. B, ACFRF R AR TS R
- UE P AR AN EE . B P B B A RS .
- KA CRL: F=AERURAGIET MA51%& (CRL)
- WEPRARY: TR AR .
- BHN AR
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LS AC ISR

AL

RA ZECFUE M S HEN A, RA A& CA THIXTH P RIE I, J& CA FIE BRI, &)
REMIIEMH, & H T3 7 BOAE oy AR S H s, S P i S (s BBk T &, JF ok
FESE T[] CA $RAT R B A Bl i Hs

RA 14 CA ThEEM R4, SEBrMNHH, % RA FHA—EMIAFE, MEM CAH
FEE . 244k RA AT DIk, 4304H CA I—30ThRE, e CA s, HE5s
CA ARG ML 4,

9.4.3 PKI T {518

WE$ 5558 E
NI () 2 ERO T AT AN AR & Ef A S0y, i A 5
LU HOER T B ALY, mskbs EXNA ISR T ¢ B4 ASHEH C
B2 RsebrkE B (XELLEC 3R B) .
KEAE— AN P BCFAED, TESRAS R XA IR CA A, A ek a i
IE L CA IRV 4 . — N C AT RIAES — A8 S 2R C A SKRAE H AL FIE P &
AR, XFEEIE RS, BAEBCAUE PR T AN BRI, B IXANBE A A
AEAT AT (EAEAS, WETES, — AR AL UE TR C A B8 & TR ]
CA) A4,
Pl BIE 8%, e N L SEAARIE 1 RIARAIE 15 1 — R A 05 AT IE A B FE T 41 o ATA]
Sl SEAR, IR eI A AR CA 57 CA, FF H.E3KE CA UE1S, #8AT LLIGIEXS
S . —EMR, YIS SRR, 6 UE I FEERE B AN WS AR AR Pk
CA BRI &5,
EPBER) I UE ISR — N HARIER (FRFSIE A S2ARUE ) 35 S UEP & 26 AF 15
BZ Uy S

e E
PKI SEARSRIUE 1 (I& 28 7 1A 2 Fh .
® SCEP i (FEZmM/ Fa7 0
T LAY FAE By M, I HTTP Ppi5 CA B RA A5, RIZUE B MHE kL
WP FEGEREE, T8 CARAED. W&AIET, B HIHBRAIUET . SCEP /7
S MRS B 8 M7 =
® PKCS#12/PEM/DER /530 GIFHSATIZD

it a7 Can FTP. RédE. W IRfF5E) HUf4 PKCS#12. PEM. DER &1
CA/RA UEPB . WAAUE TS0, SR E RIS S AN AR,

® PKCS#10 7 (FLA M=)
MTGEIE L SCEP Wpil a] CA AEZE HIEUEPI, 7] LUl ] PKCS#10 A& 2CHT B HL A
HOFAIE 0 HEE (S B e P BL PKCS#10 4% 20 ARAFIE 15 HRd A BB SCh b, st e
AT RIS CA BEHATIE P Hi

o HEZIFH
PKI %454 HOWR — N AZZUET, BIE2 K ZFE E A .
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B EH

UEH R $H

1IE:E 'lklh\*b.ﬁ

WEHIEIE

AR3200 fEUEFS B REIIY, Se s MIEPAE N e, S AERE S,
SRS O RIS, S8 IS BB DI RE

HIE S8 et B, SER RSB A L AR

UETS B DIRER 2 CA M5 s IS RF, Bl CA M55 ds e AU UE 1S 3BT D g

A S A5 BEE P AP S T FASH R s 7 b g5 v 12 A
FIP 75 2K B RS AR PROE, BROE A5 T S0 E B E R R . £ PKIH,
CA HSUE 15 F I 52 R E 15 A 5138 CRL, 280 SEAACR B QU E -1 &k e 41 7
I

AT RS A CRRET, S s iR A A7 0 (s E-mail 4577 20) @40 CA Rk
Ll

G TSR & SEARSRAE 3 CU ) Challenge Password (Challenge Password ZEiIE 13 i
CEh PKCS10 UE IR JE R4 T CA).

G R L SEARSEAIE ] Challenge Password 5 CA R4S 25 PRAFI) 3, CA &AF CRL K4l
BHE1

LR SR IS IE X RAE I, 4% R A E B R AR, s i B R A
W, REINAGE R4 o, B AIE D ARPIRAS o T 5 2 SEARKS 2 E TR A ) 7 28
=% . CRL y=X. OCSP 5. None 5.
® CRL it
Wk CA SZ#F CDP, 44 CA S RkUEBRy, fEiFHh 444 CDP (CRL
distribution point) {F &, ik T IRMUZIET CRL f@Ef . ZimsSAF A CDP
rh3E E ML A HE Sk 2 7 F1 R 4, CRL.
% PKI B FECE T CDP ) URL Huhl, iZHbhbK 78 55 3F B rh #5205 1) CDP {5 .,
2 SRS FH T & 1) URL K3REC CRL.
- WHRIE T CDP 8l AL E T CDP, A ZUE 15/ CRL 4l CDP
TR R E I LHISREL
- W CA AZFF CDP, A A TCE CDP [ URL Huhl, HB4 AR3200 1
SCEP #pi33KHL CRL,
SCEP i B & UE B AT & 2 FFUER P55 . B4R SCEP /72K El CRL
My 72, AEXHT R E CRL MSREHER(# ] HTTP J7 (.
® OCSP (Online Certificate Status Protocol, ZEZIEFIRESHM) J7=0
WR CA ANSZFr CDP, B %A Te2 CDP, Jf H PKI & %Al 'E CRL )
URL #uht, ZusfAn] DL OCSP WU 2ok 15k 24
® None i3t
Ly 2w SEARVE A 0] ) CRL AT OCSP R4S #%, B8 AN T EaAG 2 56wl A0 IR 4,
AT AR None J5 X,  BIFAKS A 3FE 5 /& 15 e fiids

23y SEARRIBOMSUE TS T, = SN AT UE S A UER 0 o 205 0 S 7 22 A2 g
Wl 4, W T ERAER SR UE B ) St ORAIE A A BOUE P e A 39,
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ERTEH

CRL T%;

W% CA 2R I PTHATUE A A3 (HAE CA UEP I WINT, &< B3 B CA/RA
UEAS, SRR A S mBL CAIE B LA .

KGERAEPEAE, BT AN, AT NG R 51T CA E.
CRL. AUiHrib P R WA B S B .

UETIEAIF ) - 2 A R

1. 8 CA E15 A A FIEEIE - LR 25 44 15 T

2. ARFEBRA RN, KAFuE e maki.

3. KA BRRA, BT CRL. OCSP. None 2577 AR AOIE 5 & 75 B4 o

4. KEEP S AT CA FH,

UEFS N BUE SR I L ARIE I SCEP UM, i) CA JIRg5 s B JF MO MUK ESS, B
ML COP fREpLHIAAE, N O MIET . ZIEH T BUE B CRIES, mrfblg
CAE, B Al 2 SEAAIAE S o

CA/RA A2 EFHE CRL KRATL Lo SEAR, i & SE R 8 ke CRL &5 ). A M
N4% CRL W) J5%:: CDP Jyx{. SCEP Ji .

CA T3+ CDP, 78 0 &3 SeAR M R AE I, 4 CRL %& A7 &% URL Hudik-gw6id il CDP
JEVEREAEIE P, & sSERMR s CDP Sk M3k CRL.

WRIEP AR CDP 58, 3F &AM WA A R S CDP [ URL Huhl, W48
i SCEP #pil i) CA R4S #5155k CRL. £ SZiAkilial SCEP WM ERBGIEF I, PAIEPH4S
KRG A FRE T 95 A A v ek -

9.4.4 RSA ZAXt

g

FARAIRIP

RSA AHEEE 70 FEACK,  H3EE WA K2 JUAL 228 R B, DA T 44 - (Rivest.
Shamir. Adelman)fiy % 4 RSA 5.7k, RSA SyEREREH T-Hdi =, MNaeH TETFE4.

RSA S HIXHALE /4 RSA ZAHIF—1- RSA AWHT, L AL A IS, F 153
SR AR B LA BB TIESIR, R @S AR, A
EHL B ATLU R TR A AN IR AT A 065 . RAPIHIZOR EHL A
FCARTE, SRS R B B IR INECR. B0t 1 LRI SR A2 44

RSA 0B, Bl RSA BHHIKEE A7 bit) o BIEpHOR, e 4, MR 4E
L N A SR I TR K

AP R DR AT, W AR T B 72540, WERAADIHER s N SRE, Mo it T LA
B A, AR R, mMgiR ek .

N T ORIFAYT, B R AAYTINE ThRE, AR PIALENAE P IRAF, HEAT 3DES I
Ja LSO OR AT, AR IR ST e
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FABH I S 8 A SRR N8 5592 3DES BEAT I Mg, s o W RAEH A AR ml AAdE FH 4t
NUHTH) 24

9.5 W F

9.5.1 IPSec VPN [z F

IPSec VPN N FH 41 M G B 9-2 flT 7 o

9-2 IPSec VPN |3z Fi 42 ¥
CA/RA  SCEP Server OCSP Server

T A FIF R B PR P A P T A EIE A, AR3200 1E KM 4% A A1 B ) H 1M
Ko BN AWUEANLARIMNGS, TR H Sl i« abE, AR3200 K H IPSec £
A, 5kt g 38T IPSec JIE, R4 s 11 4t

IPSec 1HEAF A SA (Security Association, ZZ4M) , WLIF LRECE, s fiH IKE
BUHAT NS . 8 T W46 IPSec A FHFIE 2, J@id IKE (Internet Key Exchange,
PRI 19 5 AT 4 0080 O TPSec 424 A ) B i A He B 40 . S RN 4Ed 22 T0E E IK IR 55
IKE J TR UEEA LA 2 b Aoy B0 07 TPSec SA, 7 B I8 AE XU AT
S AE, IKE O UhCE H, A B ASHXUTT I E il 4, IR uE ek, BRI
BT PKI M HCT-UE TS UIE 76 B IPSec FEIE (¥ 2257

IPSec {EHEAT IKE PR i, IKE 045442 ) 5 2 HAH ARG U X7 k4, e
PG U HUE AR IS UE D g B PKI R PE 58 .

9.5.2 SSL W 1
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SSL 21 M 5 FH an & 9-3 Frowo

9-3 SSL [z FH4E M &
CA/RA  SCEP Server OCSP Server

= = =

HTTPS HTTPS
Client s SSLY¥pE  Server
<—SSL£”E ————— _ — >

G Internet

SSLi%E 2

SSL (Secure Sockets Layer, %R EHE) &— el AT TCP N ZE X
feflb 2z 4xikde, W SSL AT Lk HTTP Wil fe it 2e4iE sz . SSL Wil 2 1 T HL 13
% W EEAT ARSI, A M B AR R At e A PR ARAIE

SSL N 2 AR RE T, 5 258 il TS A9 B O A UE A Bk B Bl 7 1 R

SSL fEiER L FE T, HTTPS %7 i Al HTTPS AR 4% 2% A] Bt i B HAHAZ $ A1 56 31E X
JrUETS, PR HE . E SR ANIE IR D AE PRI RFPESE .

9.5.3 WAPI

WAPI 41 N Wi 9-4 Fiors o
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9-4 WAPI [z F 28 M [&]
FAT AP
STA g FIT AP
WLAN | /7 STA i WAPI-CERT 77 4T WLAN WE%)\W%EP, INIFARSS 28 4
ASU, CA MUEPBHL, —MIEHH T ASU il CA &= h—-
WAPI-CERT AiE, JE3ETUE BRI AIE T2, A2+ WLAN H 7 F WLAN B 4%
KT HUEP BT EATIRAAIE . IAUERT WLAN F 7 WLAN % #5520 F5E 44T 4% 3 1IE
5, SR)5iHL ASU (Authentication Service Unit: SR ARSSHLIC) FTXUTT S A BE4TIA
k.
WLAN B8 ARG AT EIURET, & H 2% WLAN &% # STA fiEthimist WAPI
BRSO R LS ASU, H ASU IR 28 41 57 I IFIE 5 .
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WAPL W HH T ZLUE I ge, BN & AF it as s BOIE 15 S0 gk 2 W A7 i 2h
fie 1 PKI 51 58 1.

9.6 NiE5a0& 15

GRREIE | KB H SRR

ASN Abstract Syntax Notation One G IEERR TR
BER Basic Encoding Rules FEAR Yy B R )

CA Certificate Authority UE AL

CDP CRL Distribution Point UEAS R AT R

CRL Certificate Revocation List WE s AR

DER Distinguished Encoding Rules AT e B )
LDAP Lightweight Directory Access Protocol B H S5 i Y
OCSP Online Certificate Status Protocol TESUEARA PN
PKCS Public-Key Cryptography Standards NI E bR E

PKI Public Key Infrastructure YN AR SRS

PKIX Public Key Infrastructure And X.509 X.509 F1AFHHREA
RSA Rivest. Shamir. Adelman — Tl 25

RA Registration Authority TN

SCEP Simple Certificate Enrollment Protocol A B UE A WY
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