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% 2-3 HEIEREX A

FE FEHEX AR

TIMESTAM | i lliléék HREH | WA S Pl ]

P 1) ® boot ;RN AL,
® date Y. AWM, HE(FHE. HER

SFAAE B ok K H date B[R]
® short-date 712 5 date Y ) ME— X Hl 2,
short-date 7 i ] B AN S5 247 o

® format-date 84: 5 —FP RGN
® none ;{5 B A AVEL B R K
TR Bk LA Z B — SRR TT

HOSTNAME | £#L4 Bt “Huawei” .

%% Lty /NI R TE A PRz H & e AR A | 7 S e o

dd WA 5 FHRARIRZ H S I RA

AAA P4 )5 B AT A R IR R 22 R

B H & B 200 Fon HAER B2 .

ccc fit] EE IR M A — Ut BE B eI,

(t) 1 B t: H 7 HERR R

le] (EPSN R ) e: HEFI S,

DDD HERKS HEZ WX, ZEASEE 1024; fFEHEXL
g, ZAE /NI T H RS2 e X R
N

YYYY IR FF B ) 5 B O S B R AR N 2.
A AR B O IR TS, FEAE IR iZ H
A RN,

FEEENHBER
2-3 HEHH N

TimeStamp HostName ModuleName/Severity/Brief:Description

SRR AR 02 (2012-03-30)

LR AE R 11
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Huawei AR3200 F 414 i#% 1%

P 45 F - e i B

2 R POEE

BT BURTEA UL LR 2-4.

F 2-4 FEIEFIEKE B
FE FHEEX 1 B
TimeStamp 5] l:Eﬂ@f, R | I TRERA 4 Rk ST IR R
fif i) ® boot i *ﬁﬂﬂﬂm%’@i
® date !: RGENIEM, HEEL. HER
B %ﬂlﬁﬁﬁﬁ Bk H date Pt ETI@@C
® short-date %Y. 5 date %Y it ME—[X 51 2,
short-date 2 I [H]ERAN S5 AEA0)
® none M {5 B AR B IR
S TR)ER S B 2 [ — AR B T
HostName EHL4 548 2 “Huawei” o EHLA G4 2 (A H]—
ANTERERBTT
ModuleName | #ibk4 HRR R = A A R R 4
Severity P2 ) RN ZAZ B9
Brief (HEEE A B TR A A
Description iR fE R S BRREIA S B

2.3 BcE HEER MM

P B A Gt mT DA B i s MR (1 A ) Sk il & S A H
HENH

231 EIREMES

FERCE HAEAF B4 B0 7 A€ RN I PAEE . PC B ORI BT 55 AN B 4, AT LA
B P AR S C BAT S5

FI FAERE
FZgi it H &S0k B @ AT I B S A ol . H A BT D 21 H &
gephlX . HEXH. BHlE. Zumbiss. HE IM*H%ﬁ%ﬁﬁm MBI R, T
BT R AR TR R AR OL,  F AT DLl Ay H A& R ﬁﬁ%ﬁukﬁ
T

EEE
ERCE HEG B 207, W5l M5
o MMM EENIEREH
®  IMHH#AIH & LML Tk

SCRSRRAS 02 (2012-03-30) Sy LA TR (5 S 12
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® fil'® VPN sZ

VRS
ERCE HEG B 207, e BLU R 2
FE | HiE
1 ® {5 AifiE 5 channel-number

® {5 SUliE 4 channel-name

2 44 module-name
3 H & LI
4 H G5 B0 level

5 (i) HEZMX IR size
6 (AJ%E) VPN 24144

232 FRERPL

5 BB T DU TT R A, QR B OAE AT ARG, aTBLE e BRI R 15
ST

C=N 3=

B =R1a.c
{5 TR, BT FREE BT 28 i, JCHE RS R 2R, X RS
PEREH — 2 I

BRIEDE

FB1 HATI 2 system-view, ARG
HIE 2 H AT 44 info-center enable, J G 5 2l
AR, B R OTIFRIRE.
B
23.3 (Ai) SRERBEE
Wk Ay W 4%, A LU s 2 R e R — ANl TE T N
HEER
FERC B AT SO R B Ay BT R AR
BRIETER

$B1 HAT 2 system-view, N RGIE.

SCRYRRAS 02 (2012-03-30) ey A R 35 3
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H1B 2 ST 2 info-center channel channel-number name channel-name, Y445 N channel-
number [1115 EUBIE @ % N channel-name .

-

234 (A[%) BEE B ID SjEDN&EE
THERH ERAE T R e H BT IE R DR .

BRER
BRI H SR TR TR H ST IR IRE, ) i EE R R A AE R
FPNH i TR A A3 2 e H XK H & ID.
PoE IR DRSS, A5 SO HERAT SO AN AT AIE AL B, A5 R AR N 7 1) b
HAIEIRAF I H A

BRMESR

FE1 HAT 2 system-view, ARG

HB2 P AT1r4 info-center filter-id { id | bymodule-alias modname alias } * &<1-50>, #1—"
BZ N ID, ID 1 E kRS TIT
(AR
BATR ZHE 50 ANRFE 69 ID #A4T Bk, AR ID 464k 4 ID i85 K. 1D i85 FARYE
ID &9 RN BEATHE .

BT

2.3.5 (A[ik) EELREIEFHAITIEE

M P H RSS2 0 H BB T AT, w5 A R A AR e ) H B
E=ER

TR H SRS B T o 3 H B RO SO SN H &, B A ot gk

il H &S TR A . B 7000 HAE 1D DU HEZON . Bhd ks, HiEkg R

R A [ 8 IR B — MR G AR s 7 3 BN g A T BT N BT 2 .
BRIESE

S HATr S system-view, HFENRGAIE .

S 2 AT 2 info-center create-logbook { file-name | ftp fip-address user-name user-name
password password [ file-name file-name | port-id port-number 1"}, EREHE T M4

TR

236 EiEHEEEMBE ASE MR

H &G DX ] AP BCR G i o (05 455 8, ) DO SR AC EOR e B H S 22 X
AP NANEE LB

SCRAFRA 02 (2012-03-30) LA I 1 14
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ﬁﬁﬁ@
1. T}MT T4 system-view, lﬁ]\:%é}'ﬁ)”b o

2. 4714 info-center source { module-name | default } channel { channel-number |

channel-name } [ log { state { off |on } | level severity } * ], [){5 SUBE i HE(E
El

JEho

B2 ACE HEAE 5 i
1. $AT7#r4 system-view, HEAN ARG
2. HATA4 info-center logbuffer [ channel { channel-number | channel-name } |, BLHE
H A5 B H 21 R A7 X P A H féy i 1
3. (A[iE) P74 info-center logbuffer [ channel { channel-number | channel-name } |
size buffersize | *, FLE HEZMWIX A H.

é&k%‘]‘jﬁaﬁ}‘)\ channel4 l_ﬂ El Au\éﬁ{qﬂl:iﬁhﬂj'f)‘ %\7 Au\éﬁ{q:l[:qulj\jj 512 %0
s,

237 EEBEHEEEMEA BESH
BB R, MNP S HE SO, B HE, s e iRk .

HEREE
(1 ssem
BAEN TR sd0. sdl. usbO #= usbl #4948 AL F #ATiR4E. S8 H LT, B EXAHGMANR
3 sd0, deRX & FIEAEAN st M)k 4F3442 sdl, vAsbEIE, izu%uév? T sd0. sdl. usb0
F=usbl, W REERAG B EX . BRLETH: HHENR+Hogfile (4= usb0:/logfile) .
BRIES TR

W1 E A IE R H S
1.  $ATH4 system-view, 1&)\%%1%.

2. HATA4 info-center source { module-name | default } channel { channel—number|

channel-name } [ log { state { off [on } | level severity } * ], W5 Bl IE 7 H &
A%\ o

B2 ACE HEE Ry

1. #ATAr4 info-center logﬁle channel { channel-number | channel-name }, BL'E W HE
SO A SR I

W3 (k) BB RO H SRR
1. #4742 info-center logfile size size, Wit & H & LI

ST T, F& SOy 8M.
s

238 BcE HEERHMEAES &

M ACE HAEAE B 2R &, M DEESl 6 EEFHHEGEE, TRIIB&EN
IBAT L

SCRAFRA 02 (2012-03-30) LA I 1 s
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RIESR
W1 CE I TE P H R R
1. PUTMW4 system-view, ARG
2. AT 4 info-center source { module-name | default } channel { channel-number |
channel-name } [ log { state { off | on } | level severity } * 1, [Hfii Sl iE 70 H G145
Ho
W2 FCE RS B iE

1. #4714 info-center console channel { channel-number | channel-name }, W H H&
15 15 Hh B4 ol 5 P A )l
2. AT quit, BRI E,
PR3 UE A W os D) fg
1. $JT4 terminal monitor, FJ 2w/~ {5 HIhHE.
2. T4 terminal logging, F17F%ui R HEE S IhfE.

2.3.9 EL & HEE B Bl iR

G HAGAS S 2 K, B T e S BB B H AR, TR st
L.

BRIESE
BT CE I P H S R
1. PUTM4 system-view, HEAN RGN

2. T4 info-center source { module-name | default } channel { channel-number |

channel-name } [ log { state { off |on } | level severity } * 1, {7 SUEE N HEE
S|

JEho

BE2 FCE G B

1. 444714 info-center monitor channel { channel-number | channel-name }, & H &

i S At 81 2% s BT A 0 T
2. PUTATA quit, B[EIEIH R

PB3 ACE L BRI he

1. #4742 terminal monitor, ¥J 2 ki L o~fE EIMIIRE
2. PUTM4 terminal logging, F1 I % 2o HiG G B MDhfE.

— 4k

2310 i EHEERHMHA BEEN

G AR S e B S AL, AP AT S BN R B HEE R, TR
BT L

SCRAFRA 02 (2012-03-30) LA I 1 6
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BRIESE
$IE1 EEREEHEMHERGE
1. fERCEG RO L, AT 2 system-view, HEARGALE .

2. HAT4 info-center source { module-name | default } channel{ channel-number |
channel-name } [ log { state { off |on } | level severity } * 1, [{i BaliE i H &S
/%\ o
W2 FE RS iE

® 7E IPv4 W%, $iAT T4 info-center loghost ip-address [ channel { channel-number |
channel-name } | facility local-number | { language language-name | binary [ port ] } |

{ vpn-instance vpn-instance-name | public-net } 1*, & H &5 B 2 H & BT
A A A

{rﬁklé\‘rjﬁsyﬂ»‘l: Z:ﬁ EIALDBE*IL%& El AN IIIAL;\o
ARG Z A 8 A HE T, S H AN L& D) g

s

2311 EEMEBELER
R B L LR

RIR A
L2852 i H R4 B H D R T AT L

HRIETR

i i 4 display channel [ channel-number | channel-name |, 137 18 18 B E 1N 45 .
i 74 display info-center [ statistics |, &1 B Oid 3k HIE .

i i % display logbuffer, #r7& H &2 X ) HEE B

{4 display info-center filter-id { id | bymodule-alias modname alias } , 1.
4 H & ID Fasngh 2o

® fiiffy 4 display info-center filter-id, x5 i 1LJE H & ID A INgs K.
R

E5 51

w3

PUT 4 display channel [ channel-number | channel-name 127~ 5 S IHIE 1] N 7%

<{Huawei> display channel

channel number: 0, channel name: console

MODU_ID NAME ENABLE LOG_LEVEL ENABLE TRAP_LEVEL ENABLE DEBUG_LEVEL
ffff0000 default Y warning Y debugging Y debugging

channel number: 1, channel name: monitor
MODU_ID NAME ENABLE LOG_LEVEL ENABLE TRAP_LEVEL ENABLE DEBUG_LEVEL
ffff0000 default Y warning Y debugging Y debugging

channel number: 2, channel name: loghost
MODU_ID NAME ENABLE LOG_LEVEL ENABLE TRAP_LEVEL ENABLE DEBUG_LEVEL
ffff0000 default Y informational Y debugging N debugging

channel number: 3, channel name: trapbuffer

SCRAFRA 02 (2012-03-30) LA I 1 7
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P i e - e i PR

2 R POEE

MODU_ID NAME ENABLE LOG_LEVEL ENABLE
ffff0000 default N informational Y

TRAP_LEVEL ENABLE
debugging N

DEBUG_LEVEL
debugging

channel number: 4, channel name: logbuffer
MODU_ID NAME ENABLE LOG_LEVEL ENABLE
ff£ff0000 default Y warning N

TRAP_LEVEL ENABLE
debugging N

DEBUG_LEVEL
debugging

channel number: 5, channel name: snmpagent
MODU_ID NAME ENABLE LOG_LEVEL ENABLE
ff£ff0000 default N debugging Y

TRAP_LEVEL ENABLE
debugging N

DEBUG_LEVEL
debugging

channel number: 6, channel name: channel6
MODU_ID NAME ENABLE LOG_LEVEL ENABLE
ff£ff0000 default Y debugging Y

TRAP_LEVEL ENABLE
debugging N

DEBUG_LEVEL
debugging

channel number: 7, channel name: channel7
MODU_ID NAME ENABLE LOG_LEVEL ENABLE
ff£ff0000 default Y debugging Y

TRAP_LEVEL ENABLE
debugging N

DEBUG_LEVEL
debugging

channel number: 8, channel name: channel8
MODU_ID NAME ENABLE LOG_LEVEL ENABLE
ff£ff0000 default Y debugging Y

TRAP_LEVEL ENABLE
debugging N

DEBUG_LEVEL
debugging

channel number: 9, channel name: channel9
MODU_ID NAME ENABLE LOG_LEVEL ENABLE
ff£ff0000 default Y debugging Y

TRAP_LEVEL ENABLE
debugging N

AT 4 display info-center, i/~fi B Cid sk 115 B

DEBUG_LEVEL
debugging

Information Center: enabled
Log host:
Console:
channel number: 0,
Monitor:
channel number: 1,
SNMP Agent:
channel number: 5,
Log buffer:
enabled
max buffer size: 1024, current buffer size: 512
current messages: 6, channel number: 4, channel name:
dropped messages: 0, overwritten messages: 0
Trap buffer:
enabled
max buffer size: 1024, current buffer size: 256
current messages: 0, channel number: 3, channel name:
dropped messages: 0, overwritten messages: 0
Logfile:
channel number: 9, channel name: channel9
Information timestamp setting:
log - date, trap - date, debug - date

channel name: console

channel name: monitor

channel name: snmpagent

logbuffer

trapbuffer

language: English

Sent messages = 25, Received messages = 25

PAT 4 display logbuffer, f.ox HEZ X Fid kM HE

<{Huawei> display logbuffer

Logging buffer configuration and contents: enabled
Allowed max buffer size: 1024

Actual buffer size: 512

Channel number: 4, Channel name: logcy

Dropped messages: 0

Overwritten messages: 0

Current messages: 1

1>

=S

Aug 21 2007 18:33:31+00:00 AR200-V2R2C00-161 %%01DEFD/4/CPCAR DROP_MPU (1) [0] :Som
e packets are dropped by cpcar on the MPU. (Packet-type=arp-request, Drop—-Count=
474)

SRR AR 02 (2012-03-30)

A R s
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2 R POEE

AT A4 display info-center filter-id [ id |, &t
H.

{Huawei> display info—center filter-id 3221442627

1D 1 3221442627

Module : HA

Alias : DISCARDINBATCH

Content

(SourceModuleId=[ULONG], SourceModuleSubId=[ULONG],
DestinationModuleSubId=[ULONG])
Filtered Number : 0

P74 display info-center filter-id, X7 1L

{Huawei> display info—center filter-id

1D 13221442627
Module : HA

Alias : DISCARDINBATCH
Content

(SourceModuleId=[ULONG], SourceModuleSubId=[ULONG],
DestinationModuleSubId=[ULONG])
Filtered Number : 0

1D : 3491254537
Module : BGP
Alias . ADD DELETED ROUTE

Content
lag [USHORT]
Filtered Number : 0

24 GEEHEEERM T

P 7 S A i AT DA A R AR o

SNMP X,

241 BIAEEBEMES
RS 5205 S5 wr T e N A
F B PP L A e B AT S

Fi FIERE
B A0 18 1) T A O HE N DL SRV IR LN,

Gt . HESCAE
B N7 TS I EA T 2 I Ak B e o

AEES

FEMC B EAS B R AT, e el MESS
® R AR R
© PR R Al K Rk

ik

E MG B EAS S AT, AR DU Kl

SR AT IE

PG KA . §

Sy ID b 1098649600 17 N4k

: The message was discarded because module batch doesn’t begin
DestinationModuleId=[ULONG],

€ ID Frids nir g 4

: The message was discarded because module batch doesn’ t begin
DestinationModuleId=[ULONG],

: Add the route [STRING] that have other flags besides deleted f

(EBSS R EI NS I (N = N2 Sy

P B R AR T B 5 AN v, TT LA

SCRYRAS 02 (2012-03-30) Sl A RS B
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2 R POEE

Fs | BiE

1 o {3 @ iG] J?i%' channel-number
® {5 EUliE4 channel-name

2 ik 4 module-name

3 TS BRI level

4 CATIE) 528 ph X ) A

5 PR 465 iy b 11

24.2 ;:l:):l1l=lll_.\q:l’t:‘

R LA S DU TT R 1, WA B0 A TR ARES, B

B
BRiFER

FERC AR PO i b ey 3T R IR &

RIESER
SB/1 it
SB2 it
BT, 5 B 0T IF AR .

e AT AN, BT RRENMERITE. ., JCH R E B
PEREH — 3

R

2.4.3 (m-ji'&_) HD%L:UL,‘
MRy A4 TTE AL, AT LU 5 R R N R — a2yt e 2

N

T4 system-view, HEA RGN

T4 info-center enable, JI 315 & H L.

=N

LB BARTT IR A

VLI, RS

B =R=1a.c
LERC AR SO B 2 BT R TR .
BRIESER
TE1 PATHr 2 system-view, HEANRFGHLAE.
HI 2 H T2 info-center channel channel-number name channel-name, Y4454 channel-
number {5 FAlE 44 N channel-name.
R
SCRYFRAS 02 (2012-03-30) LA RS B 20
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244 LB HEER

—]
| =]

2 {5 B il E
SEMbEEEZ X
A DA T A 1) L pP X TR RIE ), R HAT SR I, T DA e
AT B A 38 8 Rk
%%1%-1&\
TR EAR B 0 1 2%t B dEAT LR I
BRIESER
W1 O I P S A S
1. $UT4 system-view, HEANZRGAIE.
2. HATA4 info-center source { module-name | default } channel { channel-number |
channel-name } [ trap { state { off | on } |level severity } * 1, [nl{i ELEIE RS 5 2
Y
SR NEOLT, TR ) H AR
HERGE, W&EH on, AVFHIMEELAN warning.
HEFAEE, REN on, ARVFHIME RSN debugging.
WG R, REN off.
W2 FOE S iE
1. #4774 info-center trapbuffer [ channel { channel-number | channel-name } |, BLHE
I 15 S DX A S
2. (") AT 4 info-center trapbuffer [ channel { channel-number | channel-name }
| size buffersize 1™, L i) 15228 ph DX i H A S 1R BT A P F JL 1
R NGOLT . A channel3 [r) &8 22 vh X B AR B B 2 rh X T LA AN 256 55145
Ho
s
245 BEHERFSHHE AEXH
TEVE A B R ) U, B T H SR, @t i S A5 R, i e A R
AR -
BEEER
FEHC B A S A0 R s EREAT DU T IR
RIESER
W1 P S R
1. PUTM% system-view, ARG
2. TR

= B

H/oho

info-center source { module-name | default } channel { channel-number |
channel-name } [ trap { state { off | on } |level severity } * 1, {5 ELEIE P 5 2

BRAATEOLR, R R i 2 AR
SRR AR 02 (2012-03-30)

LR AE R
AT © AR IR A+
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HERGE, W&HN on, AVFIIMEELAN warning.
HEBAGE, REN on, ARVFHIEEY N debugging.
WREREE, REHR off.

W2 MOE SR iE

1. U714 info-center logfile channel{ channel-number | channel-name }, P& 7 HE

SCA A H A S T A ) aE
HAEML T, M channel9 %y 2 H 2504t

SB3 (Al Al EAE S HE SN
1.  $JT14 info-center logfile size size 7%, FCH HE IR,

BT, A& SCPRRAN M.
R

24.6 BB EEERHLEIZS G

PG A B B G, T DR G B AR BB R,

AT

TR

5551'5
B=RIao
FERCEAS SO R B thas BT DU L E
BRIETE
W1 CE [T R
1. #ATHr4 system-view, PN RGE.
2. 4714 info-center source { module-name | default } channel { channel—number |
channel-name } [ trap { state { off | on } |level severity } * 1, [Al/f5 Bl IE s
fFR.
BRATEOLT, TR I AR
HERGEE, &N on, ARFMIMEELN warning.
BRERE, REH on, ARVFHIEE SN debugging.
lﬂllk III u ’ ’U( jj off.
W2 FUE AT
1. 44714 info-center console channel { channel-number | channel-name }, 'H [7)#5
T 0 A R A R 3 .
BB T DU M channelO [ #554il & 4 AR S o
2. PATHA quit, B[RRI AE.
BB 3 L E A R U RE
1.  $ATHr4 terminal monitor, { /8% Bon{s S IIEE
2. 4714 terminal trapping, i HEZut TR 5245 S
R
SCHRRAS 02 (2012-03-30) BRI E 22
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Huawei AR3200 R A1)V % FH 2%
BB e /- & B 2 {5 B E
247 BB EEE BB %R

T PR A A B e, T A S B A BB R, TR R A s T
TRt

el

ﬁ }i{n I

FERC BAS B PO s BT LR A ECE

HRIESR
PR CE ) I A R
1. PUTMW4 system-view, HEAN RGN
2. T4 info-center source { module-name | default } channel { channel-number |

channel-name } [ trap { state { off | on } |level severity } ™1, [F5 Bl IE - s in 5 4
5B

FEETEOL R, X FRE A
SRR, RSN on, SBVFINIAE B0 0 warning.
TEREE, IREHN on, RVFNFEEZUN debugging.
ARG R, RSN off.

PR 2 O A A (Y T

1. $UT74 info-center monitor channel { channel-number | channel-name }, & 7]

VTY 2 A5 ST 3 3
HAATHHL R, M channell [n] 23 A B
2. PAT@A quit, B HE.
B3 CE L oR D) he

1.  FAT#r4 terminal monitor, f{ifE e B ThEE.
2. $4T7r4 terminal trapping, @E 7R Trap 5 B.
s

2.4.8 fi B EF 2 HE SNMP XIE
TP S B 2 SNMP AREE, H P wTAIEME E AR SIS R, TR

RIAEAT I Dl o
ERER
FEHRC B AR SO R B s EREAT I T
RIESHR
W1 CE T P A S
1. AT system-view, FEANRFAE
2. AT 4 info-center source { module-name | default } channel { channel-number |
channel-name } [ trap { state { off | on } |level severity } * 1, M5 EEIE - in 52
55
SCRAMRCA 02 (2012-03-30) e T A AR A S 23
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B TEOUR, X TR A

HAEEGEE, &R on, AVFHIE R warning.
ﬁ'fliln_n’ '{j(/l_hjj on, ftth:E/J'an_n

K

PWRRE R, IRE N off,
$IE 2 E A B i E i

55174 debugging .

1. #4714 info-center snmp channel { channel-number | channel-name }, W'E %5205

S ) SNMP ACEL BT FH 1)l
BATE LT, M channel5 [1] SNMP AL B4 Hi45 & .

2. PUTr4 snmp-agent, )iz SNMP {UHLIfE.

e

249 BEELER

SERCT AT A O BC S, AR AR G

HTR S

L2858 B T 561 5 At DO RE X i A T

RMESR

A HINECE 45 R E .

® P47 display channel [ channel-number | channel-name 7% £x A il

® {17 display info-center [ statistics ]y 7 & 1 B A O sk 945 L.

TE & N 2

® 1T display trapbuffer [ size value |1y & £ T 2 2% i X A sk 115 KL .

—HETR

E5 76

# BT 4 display channel ‘27~ 15 Bl i A 2.

<{Huawei> display channel

channel number: 0, channel name: console

MODU_ID NAME ENABLE LOG_LEVEL
ffff0000 default Y warning

ENABLE TRAP_LEVEL
Y debugging

channel number: 1, channel name: monitor

MODU_ID NAME ENABLE LOG_LEVEL
ffff0000 default Y warning

ENABLE TRAP_LEVEL
Y debugging

channel number: 2, channel name: loghost

MODU_ID NAME ENABLE LOG_LEVEL

ENABLE TRAP_LEVEL

ffff0000 default Y informational Y debugging

channel number: 3, channel name: trapbuffer

MODU_ID NAME ENABLE LOG_LEVEL

ENABLE TRAP_LEVEL

ffff0000 default N informational Y debugging

channel number: 4, channel name: logbuffer

MODU_ID NAME ENABLE LOG_LEVEL
ffff0000 default Y warning

ENABLE TRAP_LEVEL
N debugging

channel number: 5, channel name: snmpagent

MODU_ID NAME ENABLE LOG_LEVEL

ENABLE TRAP_LEVEL

ENABLE
Y

ENABLE
Y

ENABLE
N

ENABLE
N

ENABLE
N

ENABLE

DEBUG_LEVEL
debugging

DEBUG_LEVEL
debugging

DEBUG_LEVEL
debugging

DEBUG_LEVEL
debugging

DEBUG_LEVEL
debugging

DEBUG_LEVEL

SRR AR 02 (2012-03-30)
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ff£ff0000 default N debugging Y debugging N debugging
channel number: 6, channel name: channel6

MODU_ID NAME ENABLE LOG_LEVEL ENABLE TRAP_LEVEL ENABLE DEBUG_LEVEL
ff£ff0000 default Y debugging Y debugging N debugging
channel number: 7, channel name: channel7

MODU_ID NAME ENABLE LOG_LEVEL ENABLE TRAP_LEVEL ENABLE DEBUG_LEVEL
ff£ff0000 default Y debugging Y debugging N debugging
channel number: 8, channel name: channel8

MODU_ID NAME ENABLE LOG_LEVEL ENABLE TRAP_LEVEL ENABLE DEBUG_LEVEL
ff£ff0000 default Y debugging Y debugging N debugging
channel number: 9, channel name: channel9

MODU_ID NAME ENABLE LOG_LEVEL ENABLE TRAP_LEVEL ENABLE DEBUG_LEVEL

ff£ff0000 default Y debugging Y debugging N debugging
PUT 4 display info-center ‘Z /{5 B HH L A5 o
<{Huawei> display info—center
Information Center: enabled
Log host:
Console:
channel number: 0, channel name: console
Monitor:
channel number: 1, channel name: monitor
SNMP Agent :
channel number: 5, channel name: snmpagent
Log buffer:
enabled
max buffer size: 1024, current buffer size: 512
current messages: 6, channel number: 4, channel name: logbuffer
dropped messages: 0, overwritten messages: 0
Trap buffer:
enabled
max buffer size: 1024, current buffer size: 256
current messages: 0, channel number: 3, channel name: trapbuffer
dropped messages: 0, overwritten messages: 0
Logfile:
channel number: 9, channel name: channel9, language: English
Information timestamp setting:
log - date, trap - date, debug - date

Sent messages = 25, Received messages = 25

PAT T4 display trapbuffer {27152 52 i X il s 2245
{Huawei> display trapbuffer

Trapping buffer configuration and contents: enabled

Allowed max buffer size: 1024

Actual buffer size: 256

Channel number: 3, Channel name: trapbuffer

Dropped messages: 0
Overwritten messages: 713
Current messages: 1

#Aug 23 2007 18:47:19+00:00 AR200-V2R2C00-161 SECE/4/ARP_SIP SPEEDLIMIT ALARM:OI
D=1.3.6.1.4.1.2011.5.25.165.2.2.2.11 The arp packet speed with source ip 10. 137.
216. 1 exceed the speed-limit value configed 5.

2.5 BEE B E 2894 H

fic B R R K T DA & e A i B B H G S S . &amAlH
JD\E*J_LEFI o
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Huawei AR3200 Z 514l i 1 4%
P B A - B 2 5 B L B

El=3 =
=] %15 i

=
A B

PRAAT Z A BATIE R R, Bk, EIRKZE, %I FPMAT undo debugging all %
AFALAR, B CPU 9488 R 418 100%8F, K ARP THAFIRIME RS, F
b, AR K AT — R AR

251 EIIREBEES
ERCE R E ST T e N RS . N B e iy B AT A s A, \T LA
FRENH b . HERf D S R B AT S

Fi FIERE
FEWR A IR IR, 75 B W & S TS AT 204, AT DUE RS B0 dr 1 debug 7
B Rt e 7 B AR A

HIEES
(EPLE IR B IR 2 8T, FE L F TS

® IXHZEA PC &R I
® & Hvs I PC Bk

BiREE
TERLE IR 2 AT, M4 LU A
CAE

1 ® {5 5l iE 5 channel-number

® {5 HiHiE4 channel-name

2 HH 4 module-name
3 PHIRAE B2 level
4 PC i

252 FRIEEH L
SR EAENLZITB N, WEREBPOETARITRRE, TLUEE PRI RER

L B
EEER
RO TFE, h TR B BT, i, RIS BRI, X RS
PEREAT— 2 .
SCRYRA 02 (2012-03-30) B AR s %
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Huawei AR3200 Z 514l i 1 4%
P B A - B 2 5 B L B

FERC BAR S PO ey LT NI A RCE

RIETR
FE/1 HUT 4 system-view, FHARZGE.
FIE2 P74 info-center enable, Jf /15 A H Lo
A HLT, AF AL T IFRPIRAS .

—HETR

253 (A[i%) wwRAEEIRE

I iy A AEIE AL, W] DA A S A AN T A A

de
E=iER

FERC BAR S D R Ay LR T IR ECE

BIETER
$B1 HATHr 2 system-view, N RGIE.

T2 PUTHA lnfo-center channel channel-number name channel-name, Y454 channel-
number 'J {5 HIHIE Ay 4 4 channel-name.

T
254 BEERRNERMEE BEE

FEVCA B [ U, B Gt HASSCrE, Tl S IR L, bsE 3
CRISTE

FERCE AR RO R d s b, SEATRU R RCE .

RIESR
W1 CE AT R B B
AT 4 system-view, HEAN RGAIK.

AT A4 info-center source { module-name | default } channel { channel-number |
channel-name } [ debug { state { off| on } | level severity } * 1, [F{5 Bl E 75 i
A5

BRAATEILR, X TR 1 B A

RAEE, RE&HN on, AVFIIEEZ0N N warning.

KER, REHR on, ARVFINEEYUNH debugging.
PR E, RN off,

P2 PFoE RS B e iE

o =

r&mﬁ?
an

%

IIH

DN

% aE

H
&

i
allf
iy

%
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Huawei AR3200 Z 514l i 1 4%
P B A - B 2 5 B L B

1. #4774 info-center logﬁle channel { channel-number | channel-name }, W& WIA(E
SN H B H S

B3 (i) FeEE SO HESCERR R/
1.  $4T 14 info-center logfile size size 1%, HC'E H & SCHHIK/AN.

AN T, ﬁﬁﬁfn A B ORAAE HE SO . i R T ELRA 5 S B H &
S, AT LAPRAT T4 info-center source default channel 9 debug state on level
severity, [fE SIEE A IIC K.

TR

255 BEE AR ESRHEIZES &

AP 6 SR e, AT ORI UGS S B S, T S TR A

=6 B 4=
=8 Ell%\

FERCEAS BrpD s ey b, BEATRU R RCE .

HRIETR
B ACE o L E B R R
AT 2 system-view, HEANRGE
P74 info-center source { module-name | default } channel { channel-number |

channel-name } [ debug { state { off| on } | level severity } * 1, [F{5 Bl iE 7% ik
WE

BAATEOUR, 0T e I B AR
HERGE, &N on, AVFNEEYUIN warning.
HEIAE R, REN on, ARV EHH N debugging.
WERAE R, AREN off.
PE2 FCE P BUE B

1. #4714 info-center console channel { channel-number | channel-name }, Bt & 71¥:
& i A R
2. PATHA quit, EFIRIH K.
SIE3 L E A R D RE
PAT A4 terminal monitor, 8% W R {5 B TIRE.
AT A4 terminal debugging, 1 582 Won A5 B o

s

2.5.6 B B A5 250 B 22
PR BB, AT TR L B, S0 T AL .

N =

DH

N =

BRiER

FERCE AR RO s s b, BT U R R E .

SCRAFRA 02 (2012-03-30) LA I 1 28
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Huawei AR3200 Z 514l i 1 4%
P B A - B 2 5 B L B

RIESR
W1 EE e B EAE E
1. ATHr 4 system-view, HEA RGN,
2. HAT4 info-center source { module-name | default } channel { channel-number |

channel-name } [ debug { state { off| on } | level severity } * 1, [F{5 Bl IE 5 ik
A5

BRI OLT R TE E R H AR

HEREE, &N on, ARFMIMEELHS warning.
TEREE, WEHR on, AVWFHIEEZAN debugging.
HERME R, REN off.

B2 o E RS B e
1. #4714 info-center monitor channel { channel-number | channel-name }, WC & 7] %%
iy 0 A R A Y f 30
2. AT quit, EMIBIHPAAE.

PR3 CE L oR Y he

S

1. #4774 terminal monitor, 1 f i B nfE B IIRE.,
2. PUTM4 terminal debugging, L s (G E .
—4R

25.7 EEAREEMHBIBEEN

TP B e B RS L, TP A R R

BRIESR
W1 FCE B E E
1 fERCEME BT O HS b, $UTAr2 system-view, FEARGHE.
2. PUTM4 info-center source { module-name | default } channel { channel-number |
channel-name } | debug { state { off | on } | level severity } * 1, [F{5 SVl IE % i
iﬁ{%“ /%\ o
W2 CE S B

® 7t IPv4 W%, $hAT T4 info-center loghost ip-address [ channel { channel-number |
channel-name } | facility local-number | { language language-name | binary [ port ] } |

{ vpn-instance vpn-instance-name| public-net } 17, FCE [ H & F MU H 5 BT 1)
BRETEDL T, A H & P RE R
RYmZ I iCE 8 MHEENL, L H & BN L0 I DIfe

—HETR

258 MR ELER
fic A S O R E BT Re I e, P ] DL 2GS RO R B .
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P 45 R - e i B

2 R POEE

HIR M

RMESR

E5 5

CL2e 52 Jl B B 5t T BE K B AT TiC

® P47 display channel [ channel-number | channel-name 7% £ & il

® 4T display info-center [ statistics 172 2 G 15 B Cd sk IS B o

s

AT display channel iy 2 5o & I IE S B .

<{Huawei> display channel 0
channel number: 0, channel name: console

MODU_ID NAME ENABLE LOG_LEVEL ENABLE TRAP_LEVEL ENABLE DEBUG_LEVEL

ff£ff0000 default Y warning Y debugging Y
416e0000 ARP Y warning Y debugging Y

debugging
debugging

AT display info-center 74 W7 {5 O HECEAE B

{Huawei> display info—center
Information Center: enabled
Log host:
Console:
channel number: 0, channel name: console
Monitor:
channel number: 1, channel name: monitor
SNMP Agent :
channel number: 5, channel name: snmpagent
Log buffer:
enabled
max buffer size: 1024, current buffer size: 512
current messages: 6, channel number: 4, channel name:
dropped messages: 0, overwritten messages: 0
Trap buffer:
enabled
max buffer size: 1024, current buffer size: 256
current messages: 0, channel number: 3, channel name:
dropped messages: 0, overwritten messages: 0
Logfile:
channel number: 9, channel name: channel9, language:
Information timestamp setting:
log — date, trap - date, debug - date

Sent messages = 25, Received messages = 25

2.6 #EFPE R0
S o O B AR, OB U1 R A ST . BT

Ja, AR R ICERE .

logbuffer

trapbuffer

English

T E N 2

dt:E§L1F:lL»

A EE

HIRAZ &Y SR &5, ARG ITE SR RERE, 1§ 5L FmAin.
SCRFRRCAS 02 (2012-03-30) B AU 2545 E 30
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P B e - A Bl 2 5 B DAL E
BRIES TR
® (RN EIG (G B OIS G BG, WEEH T E N HUT A4 reset info-center
statistics.
® AT EIEMRHEZAXINAETHE G, WA B FHATH 2 reset
logbuffer.
®  EHfATEIE RS M X A THE G, EAEH AL HAT T2 reset
trapbuffer.
T

2.7 ERPLECEZDG

LBl 5 A 4845 2 L G

271 BEE R HEXHH T BEERRG

Euﬁhﬁ@%ﬁ%ﬁ’] TR GO H S0 B B H SR dig N by mT DU Erifg H &
HR, TIRRIRA ST O, AR B BRI, HEA TR E A

A EK
ﬁu@ 2-4 7k, RouterA 1 H & SCFALI% R FTP Server. ZEH A G a] L i &5 H &1
, Tfi#3] RouterA HIiz1T1E M, 7F RouterA HI Iy, AT M 47 o
(1 ssem
FAEA T A2 sd0. sdl. usb0 A= usbl #9426 B0 B #ATkAE, S8BT, B &SGR
# sd0, deBIR & PEAIEAN sd0, WL FEHEIR sdl, vASLEIE, 4Rk &F RAEAL sd0. sdl. usbO
A= usbl, M REERAG B EX . BRLETH: HHEANR+ogfile (4= usb0:/logfile) .
B 2-4 BoEm A HEESEHMWE
10.2.1.1/16
% GE1/0/0 IP network ;
RouterA FTP Server
10.1.1.1/16
(T8
K a0 R 3EAT A R e
1. JFAfE R L.
2. MEHEGEERHAE.
3. MEE HEMG R .
4. PBCE HE SR KIS FTP Server.
SCRSRRAS 02 (2012-03-30) 1l B A TR B 31

WU © SR AT A



Huawei AR3200 R 414V iy 4%

P 45 R - e i B

2 R POEE

kR

HRMESR

h SE B E A, A W s
JiC B A4 1 1P Mtk
(EYSSLBERS

FovE H B

15 B P E )
HGE B miE S

FTP Server Huht:

FTP Server FH J* 24 A0

1 BCEEE RPN A AR H B RS s 2 R nlak it i (i)
W2 HLE FTP RS4RI (gD
$B;3 FFREEEDL
<{Huawei> system—view
[Huawei] sysname RouterA
[RouterA] info-center enable
.'Ij,:‘q% 4 EEE EEUHZIIE/J D/L:‘ F(zu_n
# MBI o VP o H RS R BRI E 0
[RouterA] info—center source ip channel channel9 log level warning
BES5 ACE H B S H e
# o H SR B 2 H S SO B Al s
[RouterA] info—center logfile channel channel9
[RouterA] quit
# it % 5 3 2] FTP Servers
<{RouterA> ftp 10.1.1.1
# LB AR S H & S 2 FTP Servero
[RouterA-ftp] put log. log
[RouterA-ftp] quit
<{RouterA>
PI7 KUK E L
# TG ) H AR S .
<{RouterA> display info—center
Information Center: enabled
Log host:
Console:
channel number: 0, channel name: console
Monitor:
channel number: 1, channel name: monitor
SNMP Agent :
channel number: 5, channel name: snmpagent
Log buffer:
SCREARAR 02 (2012-03-30) B FREE B 32
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enabled
max buffer size: 1024, current buffer size: 512
current messages: 204, channel number: 4, channel name: logbuffer
dropped messages: 0, overwritten messages: 0
Trap buffer:
enabled
max buffer size: 1024, current buffer size: 256
current messages: 256, channel number: 3, channel name: trapbuffer
dropped messages: 0, overwritten messages: 29
Logfile:
channel number: 9, channel name: channel9, language: English
Information timestamp setting:
log — date, trap - date, debug - date

Sent messages = 1514, Received messages = 1514

# 15 FTP e85 wsim A A A5 2 HE . (8%

#
sysname RouterA
#
info—center source IP channel 9 log level warning
#
interface GigabitEthernet1/0/0
ip address 10.2.1.1 255.255.0.0
#
ip route-static 10.1.0.0 255.255.0.0 10.2.1.2
#
return

272 BERBEENHE BEER =G

LT R NI 8P A ol i w1 N i A A T o o e e 8 P
PR H SR B4

W 2-5 fos, AFZRBAEZON I HEA R, MG R AL AIEBIA R HE .

B g8 ) H & ML Serverl A%l FIB ALHuA IP A =4: . ™ H 452 4 notification ) H
HEH, Server3 EA Serverl [F144 8% HH 2%,

B rhes ) HE WL Server2 K%t PPP LA AAA Bithr=A4:, @ HEAEL A warning [ H
HER, Serverd 1EH Server2 [ 840 8% tH 2%,

g SEAE B r A DA S L0 23 0 AT
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Huawei AR3200 414V % d1 2
B fem - & B 2R EHLAE

10.1.1.2/24 10.1.1.1/24
Server 3 Serveri

GE1/0/0 &2

172.16.0.1/24 QR4
Router

Server4  garver 2
10.2.1.2/24  10.2.1.1/24

B & B

R R R REAT A R B
AR DI fg.
A IEIES o
P B eV A H AR H AR R
P s 5 i PR3
P A HAE B L
Mo & H &S TN

S T

RuEHER
TSR], AT R
o [ILEHLIK TP Mkt
o fEimi
o it [k I 4K
o i F i b
o (EETELY
[ ]

ERRNEPsY ]

RIESR
BB WL TP LRI B, R A RS R AT AR )
S|2 IR
# IR,

<{Huawei> system—view
[Huawei] info—center enable

BRI arAIEIEY
# o H & Il IE A 44

SCRHfA 02 (2012-03-30) B AR s 34
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P 45 F - e i B

2 R POEE

$IES8

[Huawei] info-center channel 6 name loghostl
He S H AT S H ) TE
# I EOETE fo Ve H S B AR R ™ 2 5]

[Huawei] info—center source fib channel loghost log level notification
[Huawei] info-center source ip channel loghost log level notification
[Huawei] info-center source ppp channel loghostl log level warning
[Huawei] info-center source aaa channel loghostl log level warning

W A H AR B s 1
# WO B RIE H AR BAUEEE .

[Huawei] info—center loghost source gigabitethernet 1/0/0

P A S ) 25 1 H S AL

#¥5¢ Serverl 154 HEMS 2. Server3 124 r HEMRSS A%, By FIB A1 1P 1)
HEGE, #iHiEs hoe, ﬁﬁﬁ H &1l T4 Local2.

[Huawei] info-center loghost 10.1.1.1 channel loghost facility local2 language english
[Huawei] info-center loghost 10.1.1.2 channel loghost facility local2 language english

# 8 Server2 1EH EIME&%%% Serverd VE4 2540 HiE RS #%, BAlCBiE A PPP Al AAA
B HGEE R, fiiE s o, M HE&IC R T H N Local4,

[Huawei] info-center loghost 10.2.1.1 channel loghostl facility local4 language english
[Huawei] info-center loghost 10.2.1.2 channel loghostl facility local4 language english

fid'E H GRS 2
A A KRR HEE R, M HSS A S KA A AR, w2 he s HER
2 2% SEPLGE % H & R4

H G MRS 25 7] DL 224E UNIX 5 LINUX #:E 240 0L, W] DU 2e3&55 = H B
11 EHL

FE°2:2%¢ UNIX B LINUX [F3fE RGN B, aT BB AE RS A Syslog Ja, il
Syslog HLHIE AL id ke & i HGE R, SSHLHGE BT ge

P22 2E LINUX R ENUAH],  BEATHCE 2
A HES A, fi/var/log H i@ H touch loghost.info 774, HEA 0K HAS
15 L1 loghost.info S 1F .

YmBHIC B SO, gmlH ete/syslog.conf W74 loghost.info /var/log/router.log, F78FHL
FR M loghost, 45 BS540 info 19 H &L % B R4 K 1¥/var/log/loghost.log .

it & etc/sysconfig/syslog (A4, #f syslogd options="-m o"fE 5 4: syslogd option="-1
-mo", RGN Ll i g &1 H .
JA5)) Syslog k%5, 1#iH 74 service syslog restart K i 5)) Syslog k55 .

LA = HE AR ML, OB AR5 =07 A rh AT R, SEB H & rk
LIHE. WA M A HUAWEI iManager N2000, Ik 2FE A & H & F 0T
AE, A LASEIUN B85 RIE T Syslog ) SCE BT H . 198, Fifit. R aifEfilk.

FEHE Ky WA 34 HUAWEI iManager N2000 F ' H S R4S HRLFE, 152 0L (HUAWEI
iManager N2000 DMS-41 &6 F P T 56— )

R . 4 R
# AR AN E R HEEN.

<{Huawei> display info—center
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Information Center: enabled

Log host:
the interface name of the source address:GigabitEthernet1/0/0
10. 1. 1.1, channel number: 2, channel name: loghost
language: english, host facility: local2
10. 1. 1.2, channel number: 2, channel name: loghost
language: english, host facility: local2
10. 2. 1.1, channel number: 6, channel name: loghostl
language: english, host facility: local4
10. 2. 1.2, channel number: 6, channel name: loghostl
language: english, host facility: local4

Console:

channel number : 0, channel name : console
Monitor:

channel number : 1, channel name : monitor
SNMP Agent :

channel number : 5, channel name : snmpagent
Log buffer:

enabled

max buffer size: 1024, current buffer size: 512
current messages: 218, channel number: 4, channel name: logbuffer
dropped messages: 0, overwritten messages: 0
Trap buffer:
enabled
max buffer size: 1024, current buffer size: 256
current messages: 256, channel number: 3, channel name: trapbuffer
dropped messages: 0, overwritten messages: 150
Logfile:
channel number: 9, channel name: channel9, language: English
Information timestamp setting:
log — date, trap - date, debug — boot

Sent messages = 683, Received messages = 682

# AR R BRI PR B (W)
s

info—center channel 6 name loghostl
info-center source FIB channel 2 log level notification
info-center source IP channel 2 log level notification
info-center source PPP channel 6 log level warning
info-center source AAA channel 6 log level warning
info-center loghost source GigabitEthernet1/0/0
info-center loghost 10.1.1.1 facility local2
info-center loghost 10.1.1.2 facility local2
info-center loghost 10.2.1.1 channel 6 facility local4
info-center loghost 10.2.1.2 channel 6 facility local4

#

interface GigabitEthernet1/0/0
ip address 172.16.0.1 255.255. 255.0

#

ip route-static 10.1.1.0 255.255.255.0 172.16.0.2
ip route-static 10.2.1.0 255.255.255.0 172.16.0. 2
#
return

273 BEEE B HEENZE—iHS HE

Pl B H A RGE RN H S TN il AR H SR Bot 2Rk,

> RS IR 28 T 2438 PR 57 4L

A RAAT Rk
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P i e - e i PR

2 R POEE

IEER
ik 2-6 fi7x, RouterA b=/ —HEHIHEEE, SEN ARSI HE TN, H Bk
g N b H RS AT TR H AT AT, midaa H & hy I 7 A AK
.
2-6 BLE [8) B S E M &% Z it B E R
GE1/0/0
10.1.1.1/24 <
R
RouterA Loghost
10.1.1.6/24
BLE R
K B AT A5 R T
1. fEdghas B RS B rhoDhbe.
2. w™n—%H& ID.
3.0 ME HERIH & RER HEEL.
BIRER
h5E UL RCE A, T R A
& HEILIEMIHE ID
® FTP fiR55ds 1) IP Husik
® Gk FTP 4528 75 221 HI . 44 A i
® TN IP Hubik
BRIEDE
$IE1 [LE RouterA Fl Loghost ] TP #hilit, Jf HEEHmIA (B%) o
PR2 HFREERS
# I AR Bt
<{Huawei> system—view
[Huawei] info-center enable
YB3 NIn—%HEID
# LB H SRR B pal s R BAE B
[Huawei] info-center filter—id 1077514264
PIE4 BoE U HE RS HE N
[Huawei] info-center loghost 10.1.1.6 binary
PS5 KUFHE L
# AAE IS HELIE D fF .
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[Huawei] display info—center filter—id 1077514264

ID: 1077514264

Content: task: [string] ip: [string] user: [string] command: [string]
Filtered Number: 3

# 2 F SNMP fir th £ B Tl A )3 i

[Huawei] display info—center

Information Center: enabled

Log host:
10. 1. 1.6, channel number: 2, channel name: loghost
language: english, host facility: local7
binary loghost, port number: 514

Console:

channel number: 0, channel name: console
Monitor:

channel number: 1, channel name: monitor
SNMP Agent:

channel number: 5, channel name: snmpagent
Log buffer:

enabled

max buffer size: 1024, current buffer size: 512
current messages: 499, channel number: 4, channel name: logbuffer
dropped messages: 0, overwritten messages: 0
Trap buffer:
enabled
max buffer size: 1024, current buffer size: 256
current messages: 9, channel number: 3, channel name: trapbuffer
dropped messages: 0, overwritten messages: 0
Logfile:
channel number: 9, channel name: channel9, language: English
Information timestamp setting:
log - date, trap — date, debug - date

Sent messages = 15274, Received messages = 15274

TR

#

interface GigabitEthernet1/0/0

ip address 10.1.1.1 255.255.255.0
#

info-center filter—id 1077514264
info—center loghost 10.1.1.6 binary
#
return

2.7.4 Bt & [5) SNMP Agent i tH H5&EE 2 =61
PCE 1) SNMP Agent it 245 B, P AT DL B B2 AR 1) A (5 R

4B ) TRk

W 2-7 s, ARG BAEE B0 f 2 SNMP Agent, ik SNMP Agent &
ﬁ%umk’r#m
2-7 it & E] SNMP Agent AKX
23 g| GE1/0/0
, R
NM Station Agent
10.1.1.1/24 10.1.1.2/24
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Huawei AR3200 R 414V % iy #%
fic B 5 - 4 B 2R EHLAE

(T8
K a0 B AT A L
1. fEEHS LIRS B hnIhge.
2. PCCE AT T IR0 A e AR R
3. BCE W) SNMP Agent %t 3545 & .
4, PO AT R H R X A

B
JyTERRUEIRLE ], T A
o (ERImIEY
® VRIS B
o (ERYL

RMESR
ez SEEITEEEY GV

<{Huawei> system—view
[Huawei] info—center enable

P2 P S R T SR R
# O B A S S (R T AR R

[Huawei] info-center source ip channel channel7 trap level informational state on
(1 sem

B E LT, 4242 83813 SNMP Agent #rdy, 14 BrA L3 4912 &
HIE3 it E 1 SNMP Agent fiyH 75245 &
# B 85 B 2] SNMP Agent.

[Huawei] info—center snmp channel channel7

HIB4 [iLE SNMP Agent %y 4 95 LB M 5
# Jazl) SNMP Agent, Bt E A K SNMPv2c.

[Huawei] snmp—agent sys—info version v2c
# Wi E Trap IRE.

[Huawei] snmp—agent trap enable

All switches of SNMP trap/notification will be open. Continue? [Y/N]:y

[Huawei] snmp—agent target—host trap—hostname nms address 10.1.1.1 trap—paramsnhame trapnhms
[Huawei] snmp—agent target—host trap—paramshame trapnms v2c securityname public

PB5 KUFACES R
# P17 SNMP Agent i {5 54 H 1 i 1
[Huawei] display info—center

Information Center: enabled
Log host:
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10. 1. 1.6, channel number: 2, channel name:
language: english, host facility: local7
binary loghost, port number: 514
Console:
channel number: 0, channel name: console
Monitor:
channel number: 1, channel name: monitor

SNMP Agent :

channel number: 7, channel name: channel7?
Log buffer:

enabled

max buffer size: 1024, current buffer size

current messages: 503, channel number: 4,

dropped messages: 0, overwritten messages:
Trap buffer:

enabled

max buffer size: 1024, current buffer size

loghost

. b12

channel name: logbuffer

0

1 256

current messages: 9, channel number: 3, channel name: trapbuffer

dropped messages: 0, overwritten messages:
Logfile:

channel number: 9, channel name: channel9
Information timestamp setting:

log — date, trap - date, debug - date

Sent messages = 15299, Received messages = 15299
# 71 SNMP Agent 26 H 18 18 51 H 1145 5 o

[Huawei] display channel 7
channel number: 7, channel name: channel7

0

language: English

MODU_ID NAME ENABLE LOG_LEVEL ENABLE TRAP_LEVEL

ffff0000 default Y debugging Y debu,

gging

ENABLE DEBUG_LEVEL
N debugging

¢16a0000 IP Y debugging Y informational N debugging

# 2 SNMP Agent i W 15 5

[Huawei] display snmp—agent target—host
Traphost list:
Target host name: nms
Traphost address: 10.1.1.1
Traphost portnumber: 162
Target host parameter: trapnms

Total number is 1

Parameter list trap target host:

Parameter name of the target host: trapnms
Message mode of the target host: SNMPV2C
Trap version of the target host: v2c

Security name of the target host: public

Total number is 1

-

#

info—center source IP channel 7 trap level informational

info—center snmp channel 7
#

interface GigabitEthernet1/0/0

ip address 10.1.1.2 255.255.255.0
#

snmp—agent

snmp—agent local—engineid 000007DB7F00000100003598

snmp—agent sys—info version v2c

snmp—agent target—host trap—hostname nms address 10.1.1.1 udp—port 162 trap—paramsname trapnms
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snmp—agent target—host trap—paramsname trapnms v2C securityname public
snmp—agent trap enable

#

return

2.7.5 BL & [z & % i iE RS R w6l

FERCE F P G 5 IR R B, AEBCR BB i, af OB & S a7 i
s, BEEHEE.

HRER
e 2-8 fion, PC M5 4% Console I AHIE . ZERACE M #8H & 5 ARP FHL K
NS
2-8 EITHI G HE 2 H W E
== Console [j =
F:{ S
Router
&R

RGN AT A B P T -

FEB% A EIF RS S b Thfe

P B Se I B S A AR .

P A A A S A )3 T

TIT B Won T 5%, won sl fE B

b=

BiEES
HSEFULIR R, TR T S

o (FRIiMEY
® FUVFH B AR
o {545

RMETER
ST/ IR ERS

<{Huawei> system—view
[Huawei] info—center enable

2 BLE VT ARP B E BSR4t , - H ™ RS SN debugging
[Huawei] info-center source arp channel console debug level debugging

[Huawei] info—center console channel console
[Huawei] quit

FE3 TR AT R, Bl s &

<{Huawei> terminal monitor
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o & 3

Info: Current terminal monitor is on
<{Huawei> terminal debugging
Info: Current terminal debugging is on.

FTIT ARP BB TR

{Huawei> debugging arp packet

IERC B 45 R
# A NG B A TE LS S .

<{Huawei> display channel 0

channel number: 0, channel name:
MODU_ID NAME ENABLE LOG_LEVEL
ffff0000 default Y warning Y
¢16e0000 ARP Y warning Y

BT

console

ENABLE TRAP LEVEL ENABLE DEBUG_LEVEL
debugging Y debugging
debugging Y debugging

#

info—center source ARP channel 0
#
return
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I GHRFIIEA S BRI S «

3.2 AR3200 SZFF B 15 4
AR3200 375 A H 55 A5 RN E P85

3.3 e B A H g 5%
M E I AT AR3200 B4 MR LT A RS, HaE R s W & e 1 S
i LU T[] — AN g By, ] DATC B A s 8215 Th g .

3.4 P B A MR B A
T AT B IR A S AR3200 P EAT SRS ) Jm P R S0, OB R IR s e A 4%
5 8% A T RN g B, o] LR & AR 8515 ThRE

3.5 Wic E A F v 1 A%
AT B P AR3200 R AL AT RS, IR S I i % A
ANJA g B, ) DL B R i 1 B A% T E

3.6 it BT PR B A%

T AT B IR PR A i AR3200 i 1) HLA LA R B Mo, B R Sk
WP BEAGAEANR 2% I, A] DURC B e R e AR Th BE

3.7 Bl B BG4

BC B BRI, AT DK N6 454 11 R S0 BB AE 2 b B R s R A7 B 4

3.8 fic 4545
LB U I E R KGN E = )= AL (W= WA, R e 1A o R LTl e e 3 (R L TR 50
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A
=¥

>

SCRHfA 02 (2012-03-30) B AR s PR

WU © SR AT A



Huawei AR3200 R 414V % iy #%

P B R - 3 RGN E
= (|

3.1 sE{& iR
S A A

RIEENX
BB RS BRI T R (A ORISR T CH D . 4
e 11 A R B HIEERT 1 T LA P B T 6 K 5B 52 B 0 5
USRI, BT 02 U R e

YN e
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3.2 AR3200 S #FHYR 15451

AR3200 SCHFA MG BAMIIEFE AR o

A GG A b BRI A MR R . SRR B Bk R AR e o 1 B AR A A
B

Aipiw AR

UTHE 31 B, B A 05 DRGS0 1B T A Y, Router 1AL
AHE VB, T LLSCBLI R B XA LR A BT AL BL, Mol D S92 4
Router 5 )i B {6031 V£ IBTAT IR0, FEASICHSC M SR (W L3tk 1743
BEATHERL. 35 B, BRI 1L 0BT HC A B RIS

3-1 A#tim O EGTEE
1
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G ji
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| J
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B fem - & B 3 BB E

P bk R
Wi 3-2 s, A B2 2R Router Bl MBI 1 S 28 AV RC I 7> R 1K) i
3, IR IR SCARIE B F € M i L BEAT /AT AL . R BRI L2 fe N T A i
BHGAT N IS (2 1, MRt B 1 P 4R SC, R UERC R 1 L R Sms P iR
Ir2R, WS T A 38 B 50 11

B 3-2 AR EGEREE

Router
eI T T wmmmn
I 1
, f
@)@mmﬁ% BB RE

- — =
— Gl
------- - SR

AR R MG
AHEGH, AR3200 T PARCE 1 NS 1, WEus H L S2RF LAN LUK A5 S2RF
B 22 A 11 RSB B — A W g0 1 o
A VB %R, AR3200 SCEREHUEAR, W& LRI B 45 s 11 AT DAC B 18 [l — & i &
FIAN R 2 AL
CEARMFEG N b, 24851508 118 WAN I, AR3200 SZ Frifs i sils, 24545 um 1
5 LAN flli}, AR3200 AN Rt 4514
[RARTY:
ARG IR 0 Aok O AR B B AR — 454 E.
) T4 1 e R TR LA T — AL B LR O, M ULERGE OAA kR AR g ok o, AR
T, Hfhst o EF 3R Rt
o BALAm 0 Aedpffon o nt, FEEZHOHFIXA. Fldoff GigabitEthernet 4% 0 48 A 411855
T, 4% Ethernet 4 148 A WL 1 B, VLI O M BIKAE ) R G5, THA R L E 4.
mizim QRS
ke 3-3 s, MRS SRR ATER— M, TFE RouterA b HCE T FE i
HEe%, AT LLSEIL R #2858 48 X 48 i 11 R4 SC IR o AT RN A o e R o 11 B3 A5 02 18
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RouterA & il — 43 WBL G0 I FZ T IRC, IR SO = 2 TP 9 2% {3 21 4%

B

3-3 iImiim ARG R E

RouterA RouterB

>

IP network

W

EHA O Bifgum 1
—p IR
— > RO

pIIR =D TRIRE
e 3-4 s, EAERBE TR RouterA K — 43 B 5 o 1 AL 28 14 DL B St A0 00 2 25 11
W, IR SCE T =2 TP M AE L RIS W . B om S FR N H TR & s
QAT A TSRS (82 1, U BE A5 o ek RS, an SREDCEC b2 11 by Sk ms wh ) 3t 40
I, LK ST AR B IR R A% o
-4 miEREGTER
RouterA >RouterB
IP network
TR i
W&
EHA O Bifg i
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Pic 4 g - e A% B 3 BRI

IFE TR IR A

TREEE Y, AR3200 U] ARCE 1 NSRS 4, HW RS 4 11 H 1 1P Huhb 2t 2%
AR SCREREE 2 A RSB 21— N IS IR 45 2% .

3.3 Be E AR Hhim R 5

T T B A A S AR3200 BRSSP 00, HE R i e i 58
B U A — A e BN, n] DUBC & A i AR D) BE -

331 BB EETS
FERC A G VSR DI RERT T MR RE T I  FHEREE . T B SR M 1 1 A 45 R B M
e, T AT B A B . YRR M 58 B AT 5

Nz FRIANE
FEANME I, S AE B e SRR A RN E G IR m I ESR . A FHBEA% T g T LS BILAE M 4%
FROE At AL B EE P2 S R B AL, IR e T IR A 1 R 45 2%
HEAT BRI 23 M, 76 R 2% H B (g ik, 9 v DA 38 e o 52 A7 o
T BT EI P AR AR3200 _EIRZE R O ikl 0, HIERIR w4 1 0 55
Gt A T [A)— AN L, AT DURC & A s B A% Thfig

EES
B 1 EE S P BUIRZS ) Up

BiEEE

FERC B A VB G 2 Ry, T e DL NS .

FS | &iF

1 Mgt 1 (K2R N 2

2 A5 s 1 R N g

3 7 B AR AR ST AR 7 18]

3.3.2 Bt & A b W 22w O
Pic B AN b % 1, b 11 A T A HE B A5 e 11 A S e R R S

E=ER
IR B E A M S, ESURNEAEZ O I T AR S, s a4 T
fig:
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Huawei AR3200 Z 51/ (1 #5%
Pic 4 g - e A% 3 BRI

® M IR AEINZERS, T BRSO L e R AR, FTRES R AT,

BIETE
$BE1 T2 system-view, N RGIE.

T2 PUT1r 4 observe-port interface interface-type interface-number, B A HU £ 1 .
(AARTTY
AR3200 /LT ABL B 1 AULE 41,
B P AR ENZm T LT ERE, TR ASEARE.

s
3.3.3 Be B A itk §5 5 i O
AT AHE B0 TR, VLS 11 (AT SRR S BB 1

HRIEE

=S

B
E % 1 8 Eth-trunk 2878, FH3E756(F 474 interface eth-trunk runk-id )% Eth-
trunk .
® FHULNE Eth-trunk AE5 0, WIASEE R oph e B el oa 2 L o B G 1o #5
AN LR e O o B R 1, TR B AR ER G E DRk .
® FCELNE Eth-trunk FHRE O O MBS 1, WIASREFFALE Eth-trunk A 8515 i
Mo #AALENCE Eth-trunk SABE50 1, 75 22506 BCA B A5 0 1 R 03 B2 1A B 6
SEINEE
BIETER

LS HATHT 2 system-view, N RGAIE.

S 2 T2 interface interface-type interface-number , BENFE £ 14 DALIA .

S 3 HAT1r4 mirror to observe-port { both | inbound | outbound }, it & A 15 3 1 .
(RARTY

R THAEMSHE T RE ACL TAAMARY, HERI AT LHa. RELME DG, HT PR
T FR A, HEOFREEA LR,

—-G5R
334 MERBLER
e B ity 855 5, v DL W o b RN 5y 10 R 45 s 11 R0 FH 195 400 o
B &4
O 58 il B 14 e &
BRIESE
® JifTi4 display observe-port, 77 i 415 (K0 5 1
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® T4 display mirror-port, 2% i I 5515 1B 15 0k 1 o

s

A £

3.4 B E AR E &
M E M BUR IR A G AR3200 1 B AT KA [H] @ M i Se,  HIEF IR 44 1
O 58540 046 T Al — Mg & i, T AR B A 8518 ThRs .

341 iR EBETS
FENC B A ETAG DI RERT T b Rr PERO Y FPAEE . T & bR PR IO BT 55 N e HE 45
T AFE B s P . HEA R 5 R B AT S

Fi FIERE
FEANME M, X5 B2 SRR A TNV R E 2R . Al 8515 BhRE vl DA ILAE X 4%
HROE I — A AR S Y2 ) R P R A, RN 2 T IRV A A5 PR 45 4%
AT EEYNECH A, [ ISEAE I 2% Bk B R I, o ] DAAR 3 ke 5 o7
M E TS AR AR3200 R F O B EMBEER 28, HiER
W 1 1 5 85545 i U T [/ — /N 86 B iF,  m] DU & A MR i 1% Th g

AEES

BiEEE
(ERLE AT GERZ A, B4 DL N el

FsS | 8

1 WL 11 FF R 20 M1 24

2 B 15 s 1 RS R A i

e VAT AR ANE A4 FK, LU 72 SRR

3 i

>

3.4.2 L B 75 3 X B
AL AHU LS R s 1P Tt A5 1900 11 2 3 R L

dE B 12 iy

B = 1A o
G REE ORI E W i 1, AN R 1% O E T A E, s R AR D
fig:
® Ul g I A A BAGAR SCR A HAL S v i, R TR X ORI
® AR ER I R AEBZERT, BT BSOS S R LR, "TRES B EST .
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BRIEDE
FE1 HATH2 system-view, ARG
S 2 HAT1r 2 observe-port interface interface-type interface-number, T = A 4255 .
RARTY
AR3200 1L T VABLE | ARS8 1,
B P ARZAENE 0 LT e RE, TNAYabighie.

—HETR

343 LEE R H A
TEARPE SR T, SR PEATE IR N, R A 2.
FAKBCE 1S 2 W, (Huawei AR3200 F 5 450 E 148 FE B 15 7-00S ) H “Hll B R

%B/\O

3.4.4 BLEARHRIRIGITA

P B AR AT s R DL PCUR 73 SN R S A ) 20 5 11

RIETR
FB1 HAT 2 system-view, ARG
S 2 TS traffic behavior behavior-name, BIIRREARIT N, FFHEANTRAT MK
HIE 3 P AT14 mirror to observe-port, K355 AL M 1) 9 B2 1% 25 2 M &2 1 o

TR

3.4.5 BL B iR 1% SR A%

P B SE LT FRBTRAT A Ja T ZERG U o K AT AT FEATERE, FRE
N o

RESR

T QIR
1. PUTM4 system-view, HEAN RGN
2. AT traffic policy policy-name, QIFEFHNE, FFHENARIEHLE

3. PUT4 classifier classifier-name behavior behavior-name, {E i A& HH IR 792K
HIRBBAT A -

classifier-name N5, s “3.43 MERIMAE” BUE MR LA
[fl. behavior-name N EEAT N4, WA “3.4.4 BEEAHRBGAT R BLEMW
WBLBAT A A AH A
4. PATHA quit, B HFEIEE .
B2 N HIGANE
1.  PJIT4 interface interface-type interface-number, HENJRELG v 1AL E .
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2. T4 traffic-policy policy-name inbound, 757515 3 1711 N FH R B 4% S0
(AARTTY

ERGEBER T, BEM%sE0 A WAN A, AR3200 L84, L4854 0 5 LAN e,
AR3200 T X HHREE.

-

3.4.6 i ERLEER

P EAMR GG, AT AAF B LIS FURI 28 AT A PSS A GBS
S|

AR &4
L 58 AR H i B A4S T T
BRIESR
® T4 display observe-port, 77 B IS 1,
® T4 display mirror-port, 75 i % B 15t .
® P74 display traffic behavior user-defined [ behavior-name |, BHEIEAGIT M
MITC AR S
° i‘ﬂf‘ﬁgé\ display traffic classifier user-defined [ classifier-name |, X757 IS AL
HE R

® HT1r4 display traffic policy user-defined [ policy-name [ classifier classifier-

name ], BEMBIE RN ERS R,

® T4 display traffic-policy policy-name applied-record, 717 §5 & it B 1% SR
IV RRS PSS

s

3.5 BB iLfzin OR&

T M B AR I i AR3200 _EIRAKHE P i0C,  HAIRE B B e (E
AN R &I, ) AP Iz e 1 B R D e -

351 BIIRMBES

FE MBI R BB h RERT T WL PE AN PP I5C B AP VP i A 55 AN e v
£, ATLAFE B R PRE L D 58 O AT S

[z AR GE

T T U AR s AR3200 FURZHEREE D2 or, HiRE s S s &1
AN R, T DA B I A 1 B R T RE -

i 3-5 P, RS O FERF eI R, TR NI AR Rk
10 TP Huhik vl DL W ik, tm] DA RA R ikl o 2 SR I A B RN A W s 1 45K T A
MHhE, TS E VPN RS IS DL S0 K RA R M bk (K 8 86 AE 2 W K By, AR & i
Z W, (Huawei AR3200 F 7Y #~WVEE Hi#% Bl E/EH-VPN ) 853 o
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IP network \R/
BEAG i '
Y4
gy &3
1HA O Hiffsii
—p R

— > SRR

MEEE

o EMHEMN, #iR S S IR 2 RN ETIA

® (W)t HE VPN f¥iE
HiRHES

ol E e B 2 iy, i A DU 5 .

F5 | BuiE

1 SRS 2SR T WP & 10 TP bkl B5%um (1) 1P Mk, 32 DSCP
{H

2 Bi A% 1 (RIS AR 4
3 i B AR AR SR AR 7 1]

3.5.2 Bo EH I FE M 2R AR 55 2%
O B I RS 55w > MZE R 15 i 11 A St SR R4 S I — )2 TP ) 2844326 24 i 8
W
BRIES T
T HAT 2 system-view, ARG

T2 PUT1r4 observe-server destination-ip destination-ip-address source-ip source-ip-address

[ dscp dscp-value |, FCEEFEEE W EE AR 2575 o
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(1] ssem

® B 49 IP 3t destination-ip-address ) ¥ 423% %44 1P ¥uit, & IP Motk source-ip-address 4% t%
3% 064 1P ik,

® Lo W IsiR & Fndi gk Oy [P bk A FARM b, A T ARIEARMAENR P EE, FEL
Bt & VPN %38,

TR
3.5.3 ie BEintE 5% im O
RL B R B 15 U3 1) 0 AT SRR S R B MR e 6«

HRER
#4200 118 Bth-trunk 2871, F5 2271564 H] 474 interface eth-trunk rrunk-id £33 Eth-
trunk .
® FUANE Eth-trunk ABEG T, WIASRE PR PC LR 2 O B . 4
ARCEIC LR B TN B G 1, TR B AR BR YR Thfg .
® FUANE Eth-trunk FE A AE O NG 1, NAREFECE Eth-trunk 45314 0
Mo #7ARENCE Eth-trunk 8050 1, 752500 B A 8515 s 1 1R Rk i 42 1A R 2%
JEINHE
BRIETER
$BE1 HATH S system-view, N RGIE.
S 2 HATr 2 interface interface-type interface-number , HENFE & B 15 F D B8 O ALE
$IE 3 P74 mirror to observe-server{ both | inbound | outbound }, it & it FL 415
%W
354 ERELR
e e R L B A% 5, W] LA G W as b B 2 iR 5% o8 AN A5 i 11 (A FH AR 400
BIiE &M
O 5 e P i 1 B A5 B
BRIEDE
® HT1ir % display observe-server, 1 G I BAL MW ZE IR 55 4%
® T4 display mirror-port, 77N L BE 1% B G 0G 1 .
%W
E& 61
AT display observe-server 7%, W LUE Bl %2 Ik 55 2% AL E A Lo
<{Huawei> display observe—server
Index o1
destination—ip : 20.1.1.2
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BoE e M-S R 3GENE
source—ip :10.1.1.1
dscp : 0
Used 1

AT display mirror-port @74, 7] LA BEAANC E G0 LA PR BEERIRSC T 1)
DA B IR 45 25 (10 TP b1k AT H 1) TP Huhik

{Huawei> display mirror-port

Mirror—port Direction Observe—dest

1 gigabitethernet1/0/0 Both DIP:3.2.2.3 SIP:1.1.1.2 DSCP:0

3.6 L BT RIRIE

T E AT B AR AL i AR3200 i 1 PR A SE LA R IR P AR SC,  HR s L
WA AEA RSN, AT LUE B R B (5 T RE -

3.6.1 BB BT

FERC B FEPUBL R T RE T 1 AP P R LIPS L I A ek P P i A 55 A T 6
FIUATE I bR . RS 6 e BAT S5

R FAEREE
W 3-6 Fion, Ui E e i AR3200 b2 5 ) B A R s o i) — 2841
X, HEFEE &SRR AEAF MR, 7L E R B4R e .
3-6 miZ MG EME
RouterA >RouterB
IP network
TG iy 11
oy, &9
FHA O Bifg i 1
—p
— > GO
WEESE
®  JILE RPN, B G EA RaS  []  5 JE T R
® (MiE)MLE VPN f¥iE
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FEBC B RSB IR 2 T, A S LR i
FsS | 8iF
1 MENRFSAZRG] . R0 IP Huhk. B8 ) 1P #ikik, ) SC¥ DSCP
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3.6.2 BL Bz M2 AR5
Bo B I RS R 55w s AZE R 15 i 11 A2 St SR (R4 S I — 28 TP W 2844126 2 i 8
W
BRIEDE
S HAT 2 system-view, N RGIE.

T2 HUTHr4 observe-server destination-ip destination-ip-address source-ip source-ip-address

[ dscp dscp-value |, BLEITFEER ML RS54 -
(BARTY:

® 49 IP 33t destination-ip-address ) Y 421% %449 1P 3k, R IP M3k source-ip-address 355
3% 1649 1P Mk,

0 R W Imk &R 06y IP i AR M dtl, A T ARIERAF I ENR PO EiE, FE2E
Bt & VPN [#id,

s

3.6.3 MLEE AL
VAR SR Y, RS IE I A S, R R A 2R
HARRE &S W (Huawei AR3200 F 51 #5WVik 178 B 75 F-QoS) W “Td &2

B3
3.64 BEEBERTERITA
BC B R BRAT A, P VT ECURE 2 SR ) i SC 2 il B R 8 1 45 o
BRIETER
S HATr S system-view, HFENRGAIE.
H 2 T2 traffic behavior behavior-name, BIEFREGAT N, FEHEANRIT MK

$IE3 T4 mirror to observe-server, Kl a2 KU IR B 2IFE 2 IR & % .

R
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3.6.5 BL & L iR 15 SR A%

Pe B 58U 2 RABLARAT N 75 2O S AT U AE USRS N AT, JFERE DR
VAL

RIESHR
B GIEANE
1. $AT7dr4 system-view, HEAN RS
2. AT traffic policy policy-name, BIZEVTAMS, FEEEN U RBEAL I
3. AT 4 classifier classifier-name behavior behavior-name, TEi s HH R B 7328
HFBARAT o

classifier-name N RY, W “3.43 MEEIMASR” FLE N> KA
[o behavior-name NG AT M4, Wil “3.4.4 MEARMBREGATH” HLE K
mEBAT AR

4, PATHA quit, BRI,

B2 RS

1. 474 interface interface-type interface-number, N5 AL .

2. T4 traffic-policy policy-name inbound, £S5 3 1111 N FH I 5515 505

(1 i52em

FERAEAS L P, B4 %sE T 4 WAN MIBT, AR3200 ZAFs5k4iis, L4544 0 4 LAN et
AR3200 R L H#HmAAE.

U
3.6.6 HEECEL R
M E MR GE G, WG s LIRSS S M /28 AT . TS ITC B A5
B
HIR &4
CLoE U AR B AR T
BRIESR
® T4 display observe-server, & it ISR 55 2% o
® HUTr4 display mirror-port, &5 i E1G H B 1% 0 1 .
® P74 display traffic behavior user-defined [ behavior-name |, &HEIREAGIT M
E/J Eﬂﬁ’flﬁl /%
® HTr4 display traffic classifier user-defined [ classifier-name |, 4G i 73 AL
HE R
® HUT4 display traffic policy user-defined [ policy-name [ classifier classifier-
name |1, EHVEZRIIEIIERS S .
® P74 display traffic-policy policy-name applied-record, 71755 i€ Il 15 W& 11
}E\Z)EH I’a/jQ,fFl /Lo
—4R
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P 5 R - e i B

3 B HCE

3.7 R BERGINE

N FAERE

ETS

BRIET R
$E 1
$E2
$IE3

E5 w5

FCE BRI, AT DU B 1 1 IR S0 HLRAE 2 b s s R A7 BB %

A i I BEAGAAS H BT (R A o ZOW 5 11 5 478 e o FLE o RS0 1 B 38eAT FOE
R e, W LR SR BEAT I Rt R e A, 08 N 350 58 i 1) PRI SC T 4 A8 25 i
FSRE R A B B

WK BRI SCARAE RN 4%, JREen] D FEil i FTP 25 N BIA kAT HE— 25 20 M7
RARTY

BAT, AR Hhatih 0 A @ 6 A ARG,
LB R —AMEBINE T ], B R — RN IA 4 RA, RAE 3T —AIRE,
IRk F R F 256pps, 4o RBRAATIK, T i REINIRFTA 4o S P R

H AT, AR3200 3 #FM4LI4INa94E 0 £ 84 Ethernet # 9 . GigabitEthernet 41, ATM 4
T, Serial #: 7. BRI 2. Tunnel # 2. Pon4%1 . MFR # 9. MP-Group 42 . Virtual-
Template. Virtual-Ethernet 4 2 . VLANIF 42 . Dialer 4% 1 = Eth-Trunk 4 9 ,

RS DA SUIRAS O Up,  HLORAIE B (A7 A JoT P A AL 108 1) 2 () A il B A5 A S

PAT 4 system-view, HEANZRGAIE.
(W[ik) FLERET 95 ACL MW, &S W (Al E75R- <+) ' “ACLBLE” .
(1 stmm
Jo R B4R A KL ACL 40348 &, &% E ACL AN,
AT 4 capture-packet interface interface-type interface-number [ acl acl-number |
destination { file file-name | terminal } * [ car cir cir-value | time-out time out value | packet-

num packet number | packet-len { packet length | total-packet | *, 554N, K%
R S E FAE 2 S {7 BUORAT B e A

-

BCE MG, BRSO B %o b R R R A BB b W SRR SCORAE B &,
DU IL R B BIARHEAT 8. LA 45 e b BRI BTG OUE B
Info: Captured packets will be showed on terminal.

[Huawei]
Packet: 1

ff ff ff ff ff ff 00 e0 fc 01 00 08 08 06 00 01
08 00 06 04 00 01 00 e0 fc 01 00 08 02 01 01 03
00 00 00 00 00 00 0Oa 01 01 01 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
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Packet: 2

ff ff ff ff
08 00 06 04
00 00 00 00
00 00 00 00

ff
00
00
00

ff
01
00
00

00
00
0Ob
00

el
el
01
00

fc
01
00

01
01
01
00

00
00
00
00

08
08
00
00

08
02
00

06
01
00

00
01
00

01
03
00

Packet: 3

ff ff ff ff
08 00 06 04
00 00 00 00
00 00 00 00

ff
00
00
00

ff
01
00
00

00
00
0Ob
00

el
el
01
00

00

01
01
01
00

00
00
00
00

08
08
00
00

08
02
00

06
01
00

00
01
00

01
03
00

Packet: 4

ff ff ff ff
08 00 06 04
00 00 00 00
00 00 00 00

ff
00
00
00

ff
01
00
00

00
00
Oa
00

el
el
01
00

fc

01
00

01
01
01
00

00
00
00
00

08
08
00
00

08
02
00

06
01
00

00
01
00

01
03
00

Packet: b

ff ff ff ff
08 00 06 04
00 00 00 00
00 00 00 00

ff
00
00
00

ff
01
00
00

00
00
0Ob
00

el
el
01
00

fc
01
00

01
01
01
00

00
00
00
00

08
08
00
00

08
02
00

06
01
00

00
01
00

01
03
00

Packet: 6

ff ff ff ff
08 00 06 04
00 00 00 00
00 00 00 00

ff
00
00
00

ff
01
00
00

00
00
0Ob
00

el
el
01
00

00

01
01
01
00

00
00
00
00

08
08
00
00

08
02
00

06
01
00

00
01
00

01
03
00

Packet: 7

ff ff ff ff
08 00 06 04
00 00 00 00
00 00 00 00

ff
00
00
00

ff
01
00
00

00
00
Oa
00

el
el
01
00

fc

01
00

01
01
01
00

00
00
00
00

08
08
00
00

08
02
00

06
01
00

00
01
00

01
03
00

Packet: 8

ff ff ff ff
08 00 06 04
00 00 00 00
00 00 00 00

ff
00
00
00

ff
01
00
00

00
00
Ob
00

el
el
01
00

fc
01
00

01
01
01
00

00
00
00
00

08
08
00
00

08
02
00

06
01
00

00
01
00

01
03
00

Packet: 9

ff ff ff ff
08 00 06 04
00 00 00 00
00 00 00 00

ff
00
00
00

ff
01
00
00

00
00
0Ob
00

el
el
01
00

00

01
01
01
00

00
00
00
00

08
08
00
00

08
02
00

06
01
00

00
01
00

01
03
00

Packet: 10

ff ff ff ff
08 00 06 04
00 00 00 00

ff
00
00

ff
01
00

00
00
Oa

el
el
01

fc

01

01
01
01

00
00
00

08
08
00

08
02
00

06
01
00

00
01
00

01
03
00
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00 00 00 00 00 00 00 00 00 00 00 00

Packet: 11

ff ff ff ff ff £ff 00 e0 fc 01 00 08 08 06 00 01
08 00 06 04 00 01 00 e0 fc 01 00 08 02 01 01 03
00 00 00 00 00 00 Ob 01 01 01 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

Packet: 12

ff ff ff ff ff £f 00 e0 fc 01 00 08 08 06 00 01
08 00 06 04 00 01 00 e0 fc 01 00 08 02 01 01 03
00 00 00 00 00 00 0Oa 01 01 01 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

Packet: 13

ff ff £ff ff ff £f 00 e0 fc 01 00 08 08 06 00 01
08 00 06 04 00 01 00 e0 fc 01 00 08 02 01 01 03
00 00 00 00 00 00 Ob 01 01 01 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

capture report
file: NULL

interface: GigabitEthernet1/0/0
acl: 2000

car: 64pps timeout: 60s

packets: 100 (expected) 13 (actual)
length: 128 (expected)

3.8 BL E %45l

MR AT N B R T RE . BB SO TP AR AL R R . OB R, MO

faray
ST o

3.8.1 B & A Him 55 & =6

S B A BRI RE,  SEBUA Y P CBOA S o iR D AR SC IR A

EREK
Wi 3-7 iR, FeAanlbrf, HERRITES 40l 2  Ethernet2/0/0 Ethernet2/0/1
B2\ Router. — & EHERKIM A4S Server B7E Router [1)422 1 Ethernet2/0/2 |, Server |4
TR, T BRI T 08T AR UEANY G S 2e 4, BORAEBh A i
B DI RE R SEIL Server XAl i S AT 373358 A ik 14 I A3 i SC 1 45
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3-7 ARMeim ARG BL E LH W

(’:} S/
M
M

AR

Eth2/0/0

Eth2/0/2 ;

Router Server
(Ti' 3 Eth2/0/1
[ 1

[ipZR:d

e & B

KR A SR B A M 1 B AR Th g

1. 44510 Ethernet2/0/2 B & kA il 2452 11 .

2. ¥4¥:0 Ethernet2/0/0 F1 Ethernet2/0/1 It & k&4 8 11 .
BiE S

hSE IR E B, TSR F

® WS IR IR R G 5 .

®  BRGH L RARI g S .

® WEEHIMRGISN 1,
RIES B

I JiE S
# 7F Router it & ¥fii I Ethernet2/0/2 S W28 1,

<{Huawei> system—view
[Huawei] observe—port interface Ethernet 2/0/2

B2 ACE GG N
# {t Router [JiC & Ethernet2/0/0 A 54 11, LURAEWEA S AGE IR 3 o

[Huawei] interface Ethernet 2/0/0
[Huawei-Ethernet2/0/0] mirror to observe—port inbound
[Huawei-Ethernet2/0/0] quit

# 1F Router |t ® Ethernet2/0/1 N AHER G 0, DAMS$ T 8358 A6 3R 30 .

[Huawei] interface Ethernet 2/0/1
[Huawei-Ethernet2/0/1] mirror to observe—port inbound
[Huawei-Ethernet2/0/1] quit

[Huawei] quit
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B3 Wi ES R
# TG LS R C A O

<{Huawei> display observe—port

Index 1
Interface: Ethernet2/0/2
Used : 2

# A B MBS .

<{Huawei> display mirror-port

Mirror—port Direction Observe—port
1 Ethernet2/0/0 Inbound  Ethernet2/0/2
2 Ethernet2/0/1 Inbound  Ethernet2/0/2

# #YF 3210 Ethernet2/0/0. Ethernet2/0/1 #1 Ethernet2/0/2 3R G4k, nf LLE R8O
Ethernet2/0/2 ¥4 SC %0 k32 111 Ethernet2/0/0 54 11 Ethernet2/0/1 (4R 34z F1, 1,
F il id Server 7] LI 31/#% 171 Ethernet2/0/0 F1 Ethernet2/0/1 W B M T A 3, i L1
Ethernet2/0/0 FI Ethernet2/0/1 b [{13 3 4 4% Router 45514 5k .

<{Huawei> display interface Ethernet 2/0/0

Ethernet2/0/0 current state : UP

Description:HUAWEI, AR Series, Ethernet2/0/0 Interface

Switch Port, The Maximum Frame Length is 1628

IP Sending Frames’ Format is PKTFMT ETHNT 2, Hardware address is 10e0-1220-8001
Last physical up time : 2010-10-07 22:24:31 UTC-05:00

Last physical down time : 2010-10-05 22:22:22 UTC-05:00

Current system time: 2010-10-22 15:48:52-05:13

Port Mode: COMMON FIBER

Speed : 100, Loopback: NONE

Duplex: FULL, Negotiation: ENABLE

Mdi : NORMAL

Last 300 seconds input rate 728 bits/sec, 0 packets/sec

Last 300 seconds output rate 32 bits/sec, 0 packets/sec

Input peak rate 13608 bits/sec,Record time: 2008-03-07 22:24:32
Output peak rate 528 bits/sec, Record time: 2008-03-07 22:24:34

Input: 62754 packets, 8937914 bytes

Unicast: 0, Multicast: 62754
Broadcast: 0, Jumbo: 0
Discard: 0, Total Error: 0
CRC: 0, Giants: 0
Jabbers: 0, Throttles: 0
Runts: 0, DropEvents: 0
Alignments: 0, Symbols: 0
Ignoreds: 0, Frames: 0
Output: 6816 packets, 477120 bytes

Unicast: 0, Multicast: 6816
Broadcast: 0, Jumbo: 0
Discard: 0, Total Error: 0
Collisions: 0, ExcessiveCollisions: 0
Late Collisions: 0, Deferreds: 0
Buffers Purged: 0

Input bandwidth utilization threshold : 100. 00%
Output bandwidth utilization threshold: 100.00%
Input bandwidth utilization : 0.01%
Output bandwidth utilization : 0.00%
<Huawei> display interface Ethernet 2/0/1
Ethernet2/0/1 current state : UP
Description:HUAWEI, AR Series, Ethernet2/0/1 Interface
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Switch Port, The Maximum Frame Length is 1628
IP Sending Frames’ Format is PKTFMT ETHNT 2, Hardware address is 10e0-1220-8001
Last physical up time : 2010-10-07 22:24:31 UTC-05:00
Last physical down time : 2010-10-05 22:22:22 UTC-05:00
Current system time: 2010-10-22 15:48:52-05:13
Port Mode: COMMON FIBER
Speed : 100, Loopback: NONE
Duplex: FULL, Negotiation: ENABLE
Mdi : NORMAL
Last 300 seconds input rate 728 bits/sec, 0 packets/sec
Last 300 seconds output rate 32 bits/sec, 0 packets/sec
Input peak rate 13608 bits/sec,Record time: 2008-03-07 22:24:32
Output peak rate 528 bits/sec, Record time: 2008-03-07 22:24:34
Input: 51924 packets, 7850076 bytes
Unicast: 0, Multicast: 51924
Broadcast: 0, Jumbo: 0
Discard: 0, Total Error: 0
CRC: 0, Giants: 0
Jabbers: 0, Throttles: 0
Runts: 0, DropEvents: 0
Alignments: 0, Symbols: 0
Ignoreds: 0, Frames: 0
Output: 6817 packets, 477190 bytes
Unicast: 0, Multicast: 6817
Broadcast: 0, Jumbo: 0
Discard: 0, Total Error: 0
Collisions: 0, ExcessiveCollisions: 0
Late Collisions: 0, Deferreds: 0
Buffers Purged: 0
Input bandwidth utilization threshold : 100. 00%
Output bandwidth utilization threshold: 100.00%
Input bandwidth utilization : 0.01%
Output bandwidth utilization : 0.00%
{Huawei> display interface Ethernet 2/0/2
Ethernet2/0/2 current state : UP
Description:HUAWEI, AR Series, Ethernet2/0/2 Interface
Switch Port, The Maximum Frame Length is 1628
IP Sending Frames’ Format is PKTFMT ETHNT 2, Hardware address is 10e0-1220-8001
Last physical up time : 2010-10-07 22:24:31 UTC-05:00
Last physical down time : 2010-10-05 22:22:22 UTC-05:00
Current system time: 2010-10-22 15:48:52-05:13
Port Mode: COMMON FIBER
Speed : 100, Loopback: NONE
Duplex: FULL, Negotiation: ENABLE
Mdi : NORMAL
Last 300 seconds input rate 728 bits/sec, 0 packets/sec
Last 300 seconds output rate 32 bits/sec, 0 packets/sec
Input peak rate 13608 bits/sec,Record time: 2008-03-07 22:24:32
Output peak rate 528 bits/sec, Record time: 2008-03-07 22:24:34
Input: 114678 packets, 16787990 bytes
Unicast: 0, Multicast: 114678
Broadcast: 0, Jumbo: 0
Discard: 0, Total Error: 0
CRC: 0, Giants: 0
Jabbers: 0, Throttles: 0
Runts: 0, DropEvents: 0
Alignments: 0, Symbols: 0
Ignoreds: 0, Frames: 0
Output: O packets, 0 bytes
Unicast: 0, Multicast: 0
Broadcast: 0, Jumbo: 0
Discard: 0, Total Error: 0
Collisions: 0, ExcessiveCollisions: 0
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Late Collisions: 0, Deferreds: 0
Buffers Purged: 0

Input bandwidth utilization threshold : 100. 00%

Output bandwidth utilization threshold: 100.00%

Input bandwidth utilization : 0.01%

Output bandwidth utilization : 0.00%

s

® Router [P &
#

observe—port interface Ethernet2/0/2
#

interface Ethernet2/0/0

mirror to observe—port inbound

#

interface Ethernet2/0/1

mirror to observe—port inbound

#

return

3.8.2 BLE A iR iR =51

M P B AR BRI RE,  SEBURT WCHOA S 8 B2 1 11 1K) FAT BE LA ) P 10
WA

M E K
W& 3-8 A, ANk, BFAREH S AE 3 [ Ethernet2/0/0 32\ Router. — 4 Eyi 46
M5 2% Server 3:4E Router [1J42 1 Ethernet2/0/1 |, Server _223% 7 WSk, T4
WP 64T oM. IRAE 75 EIR PR A A TP Mk ok 192.168.1.10/24 F1EHLA HIH
Fi 1IPV4 3L
3-8 AR GECE AW
J Eth2/0/0 %hzlom ;
Router Server
HostA
192.168.1.10/24
(TR 85
SR ) O T B A H AR B AR T g
1. #4100 Ethernet2/0/2 B & kAt Ml 242 11 .
2. GUERAZE, JFECE RN VTECYR TP Huhikh 192.168.1.10/24 1) IPV4 R 3.
3. QUERRAT N, FEEWAT N L E AR B S S
4, CUFEFIENG, 25 i e I ERRAT A .
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5. {EFE01 Ethernet2/0/0 |1 JH i 0%

KB EE

h SR IC B, TS T R A
M€z IR 1 2R ARG 5 o
Befg e LI E: R g
M ORGS0 1.
WA RIIBFEN clo
WAT NI AFRA bl
RIS A FRA plo

BIESE
TEE1 o E A g0 1
# £ Router it & ¥ 1 Ethernet2/0/1 A A Wl 52452 11,

<{Huawei> system—view
[Huawei] observe—port interface Ethernet 2/0/1

$E2 HERIE el

# 1F Router [-1]% IPv4 ACL 2000, -G kEI LAVCEL IP Huhl 4y 192.168.1.10 [1] IPv4
B

<{Huawei> system—-view

[Huawei] acl number 2000

[Huawei—acl-basic—2000] rule permit source 192.168.1.10 0
[Huawei-acl-basic—2000] quit

# BRI e, RIS EHCCULEC A ACL 2000,

[Huawei] traffic classifier cl
[Huawei-classifier—cl] if-match acl 2000
[Huawei-classifier—cl] quit

T3 FLEMATA b, FEEE ARG IhhE
[Huawei] traffic behavior bl

[Huawei-behavior-bl] mirror to observe—port
[Huawei-behavior-bl] quit

PR R BHER NI 21 0 E

# 1F Router [ GIIEEIRSEME pl, KR 0 ZSF N IIRAT I HEATERE,  FH15 I SFemes I 3)4%
[ Ethernet2/0/0 [ J7 ) L, 5>k AF R IR SCHEAT I

[Huawei] traffic policy pl
[Huawei-trafficpolicy-pl] classifier c1 behavior bl
[Huawei-trafficpolicy-pl] quit

[Huawei] interface Ethernet2/0/0
[Huawei-Ethernet2/0/0] traffic—policy pl inbound
[Huawei-Ethernet2/0/0] quit

S5 KiIFEL R
# BRI B B
<{Huawei> display traffic classifier user—defined cl

User Defined Classifier Information:
Classifier: cl

SCRAFRA 02 (2012-03-30) LA I 1 64
WKL AT © HE A AAT IR 7



Huawei AR3200 R 414V % iy #%
B fem - & B 3 BB E

Operator: OR
Rule(s) : if-match acl 2000

# AR PR I BC BN Do

<{Huawei> display traffic policy user—defined pl
User Defined Traffic Policy Information:
Policy: pl
Classifier: cl
Operator: OR
Behavior: bl
mirror to observe-port

TR

B E X
® Router 1 & 4
#

observe—port interface Ethernet 2/0/1
#
acl number 2000

rule 5 permit source 192.168.1.10 0
#
traffic classifier cl operator or
if-match acl 2000
#
traffic behavior bl

mirror to observe-port
#

traffic policy pl

classifier cl behavior bl
#

interface Ethernet2/0/0
traffic-policy pl inbound
#
return

3.8.3 BL BTz in O $R & =51

T R E R BRI RE,  SEBG T CbOz S s w4 AT ) AR SO AR

ARFK

e 3-9 s, KT A rEiE i $:10 Ethernet1/0/0 #2 A H 5% RouterA, s i i
%11 Ethernet1/0/0 4 A\ H 1M 5¢ RouterB, — &5 W48 ¥ &3 4E M5B /) RouterB [ o M
UEAME IS B Ay, EERAE Bhim R B8 ThRe sk SEILIR R v & 0 A vl A 4338 A& R i
B

[ARETE

AR A egNE) A REAKAFAF A, BE 2 AW L E GRE i 04 £ ILAA R Huhk 2
W a4 Z3d
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3-9 iz im AR GBLELEH W

Eth 1/0/1
20.1.1.1/24 30.1.1.1/24

Tunnel
Tunnel 0/0/1 Tunnel 0/0/1

10.1.1.1/24 10.1.1.2/24

Eth 1/0/0
192.168.1.1/24

Eth 1/0/0
192.168.2.1/24

AFAEE

FHLA g
192.168.1.2/24 192.168.2.2/24

(TR 85
KGR () s i R s L 15 Th fig .
1.t 3-9 Ji, BCE Router &4% 111 IP Huhib fIB48 BE B, (T8 4% 11 21 I fas 15 4%
IR 8 J2 ] ik
2. [CE GRE B&if, SZELFAR HubELE 23 WA i o .
Bl B FE LS S5 2%, DAB DR A ze R4 15 s 1 B A%t 25 Il seomT L L = 22 TP Y
ALIL B W B o
4. HP:10 Ethernet1/0/0 Bt & ki Fei g2 1.
HiRtESE
g5 B E B, T E AR B -
©® % R A i A5 1K) TP Mk .
® GRE [¥iE [ Tunnel 321 A2 520 TP ik,
® iR RE IR I BRI g .
®  ERS AR TIS A 1,
RIES B

T HLEMNLE)ZTIA
# L & Router &-F2 ) IP #ubik, UL RouterA KA.

<{Huawei> system—view
[Huawei] sysname RouterA
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FE2

P4

[RouterA] interface ethernet 1/0/0
[RouterA-Ethernet1/0/0] ip address 192.168.1.1 24
[RouterA-Ethernet1/0/0] quit

# M & RouterA 544 4%

[RouterA] ip route—static 0.0.0.0 0.0.0.0 20.1.1.2
fil & GRE i
# I & RouterA [ Tunnel $:1

[RouterA] interface tunnel 0/0/1
[RouterA-Tunnel0/0/1] tunnel-protocol gre
[RouterA-Tunnel0/0/1] ip address 10.1.1.1 24
[RouterA-Tunnel0/0/1] source 20.1.1.1
[RouterA-Tunnel0/0/1] destination 30.1.1.1
[RouterA-Tunnel0/0/1] quit

# lit & RouterB {Y) Tunnel $2 11

<{Huawei> system—view

[Huawei] sysname RouterB

[RouterB] interface tunnel 0/0/1
[RouterB-Tunnel0/0/1] tunnel-protocol gre
[RouterB-Tunnel0/0/1] ip address 10.1.1.2 24
[RouterB-Tunnel0/0/1] source 30.1.1.1
[RouterB-Tunnel0/0/1] destination 20.1.1.1
[RouterB-Tunnel0/0/1] quit

# PC ' RouterA FI i 7 e 46 115 AR 6 1

[RouterA] ip route—static 192.168.2.0 255.255.255.0 tunnel0/0/1

# fic & RouterB FIE5 1% uify I ) ERH A

[RouterB] ip route—static 192.168.1.0 255. 255.255.0 tunnel0/0/1
TC B I FE 5 e 45 7
# 7€ RouterA A0 B FE M 22 AR 55 4%

<{RouterA> system-view
[RouterA] observe—server destination-ip 192.168. 2.2 source-ip 192.168.1.1

T B T R A5 ity 1

# 7 RouterA AL Ethernet 1/0/0 A e 5o 1, AR A A A 433 A& IS,
[RouterA] interface ethernet 1/0/0

[RouterA-Ethernet1/0/0] mirror to observe—server inbound

[RouterA-Ethernet1/0/0] quit

IO B 2

# P M IR 55 I L B O o

{RouterA> display observe-server

Index 1
destination—ip : 192. 168. 2.2
source—ip : 192.168. 1.1
dscp : 0
Used o1

# A B B o

<{RouterA> display mirror—port
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P i e - e i PR

3 B ACE

P&

Mirror—port Direction Observe—dest

1 Ethernet1/0/0 Inbound DIP:192.168.2.2 SIP:192.168. 1.1 DSCP:0

TR

RouterA [FIfCE L F
#
sysname RouterA
#
observe-sever destination—ip 192.168. 2.2 source—ip 192.168.1.1
#
interface Ethernet1/0/0
ip address 192.168. 1.1 255.255.255.0
mirror to observe-server inbound
#
interface Ethernetl/0/1
ip address 20.1.1.1 255.255.255.0
#
ip route-static 0.0.0.0 0.
ip route-static 192.168. 2.
#
interface Tunnel0/0/1
ip address 10.1.1.1 255.255.255.0
tunnel-protocol gre
source 20.1.1.1
destination 30.1.1.1
#
return

RouterB 1P & SCLF
#

0.0.0 20.1.1.2
0 255.255.255.0 Tunnel0/0/1

sysname RouterB
#
interface Ethernetl1/0/0
ip address 192.168.2.1 255.255.255.0
#
interface Ethernetl1/0/1
ip address 30.1.1.1 255.255.255.0
#
ip route-static 0.
ip route-static 19
#
interface Tunnel0/0/1
ip address 10.1.1.2 255. 255. 255.0
tunnel-protocol gre
source 30.1.1.1
destination 20.1.1.1
#
return

0.0 0.0.0.0 30.1.1.2
168.1.0 2

0. 0
2. 55. 255. 255. 0 Tunnel0/0/1

3.8.4 BL EmIE iR 1% =P

TR AC B AR BR IIRE, SR P Bz i e 2 B2t i ) A R LA R R
O A

ERER
W 3-10 i, HAE A 2r 33211 Ethernet1/0/0 B2 A 1M 56 RouterA, i 3l it
21 Ethernet1/0/0 B2 A\ L B¢ RouterB, — & a8 W4 B4E S BB HY RouterB | ILAE
TR AN T A AN TP Ml 10.1.1.2/24 (I ENLUR T TPV4 ]R3,
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P i e - e i PR 3 Bifg AR

[RARTT

AP agE] A EARA AL, BE EA£ M LEE GRE %8 v, 20 sk 22

M6 LA

3-10 imA2 RIS BL B 4H W [

RouterA 7 Eth 1/0/1 RouterB
20.1.1.1/24 30.1.1.1/24 Y=
Tunnel
Eth 1/0/0 Tunnel 0/0/1 Tunnel 0/0/1 | Eth 1/0/0
192.168.1.1/24 | _ 10.1.1.1/24 10.1.1.2/24 1192.168.2.1/24

AFARER

dr J
EHA Lok 83
192.168.1.2/24 192.168.2.2/24

[T is
SR ) JE R T B S R AR B AR T
1. W& 3-10 s, BCE RouterA Al RouterB &4 11 TP Huhl fER4 B& H, (04515 i
H B Rk & P 2% )2 ]k .
2. C'® GRE F¥iE, SZOUAA W HuhEAE 23 Wb ) B .
3. 7f RouterA LI E AWM SRS 2%, LURAAR e R B3 4% i 4 A% o 25 (K4 SC ] L
Tt =2 TP WSk B IR P &
4. QIR FRRCE IR IS E VEECYE IP Hihk ok 10.1.1.2/24 1) IPV4 $ 3
5. BUEWRAT N, FRAERAT AT BT R R B A
6. QUEVLENE, 26w v o RRRAT N .
7. A{E#10 Ethernet1/0/0 bW U 55 0& o
HiRHES
JTE R ECE ], T A
o  ERS AR GIS A 1,
L IR e ARl E AR P P E RS
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Pic 4 g - e A% 3 BRI

B G R I A2 AT TP bl

GRE B¥IE ] Tunnel #2211 A 4% 11 1P Hihik,
WA RBIHFRA clo

WAT A FRA bl

RIS R 24P A ple

T ALEMNE)ETIA
# NLE Router &2 TP Hubik, UL RouterA i,

<{Huawei> system—-view

[Huawei] sysname RouterA

[RouterA] interface ethernet 1/0/0
[RouterA-Ethernet1/0/0] ip address 192.168.1.1 24
[RouterA-Ethernet1/0/0] quit

# BCE RouterA [HE48 % A

[RouterA] ip route-static 0.0.0.0 0.0.0.0 20.1.1.2
S 2 FE GRE i
# i & RouterA ff] Tunnel % [

[RouterA] interface tunnel 0/0/1
[RouterA-Tunnel0/0/1] tunnel-protocol gre
[RouterA-Tunnel0/0/1] ip address 10.1.1.1 24
[RouterA-Tunnel0/0/1] source 20.1.1.1
[RouterA-Tunnel0/0/1] destination 30.1.1.1
[RouterA-Tunnel0/0/1] quit

# it & RouterB [1) Tunnel $% 1

<{Huawei> system—view

[Huawei] sysname RouterB

[RouterB] interface tunnel 0/0/1
[RouterB-Tunnel0/0/1] tunnel-protocol gre
[RouterB-Tunnel0/0/1] ip address 10.1.1.2 24
[RouterB-Tunnel0/0/1] source 30.1.1.1
[RouterB-Tunnel0/0/1] destination 20.1.1.1
[RouterB-Tunnel0/0/1] quit

# It & RouterA B W #5545 11 FR A 1% b

[RouterA] ip route-static 192.168.2.0 255.255.255.0 tunnel 0/0/1

# L& RouterB 2515 3 1 1FT i A 4% HH

[RouterB] ip route—static 192.168.1.0 255.255.255.0 tunnel 0/0/1
$IE3 FCEEEM RS 5
# 7£ RouterA I HC & FE M 22 R 55 7%

<{RouterA> system—view
[RouterA] observe-server destination—ip 192.168. 2.2 source—ip 192.168.1.1

TE4 BLERT K cl

#1F RouterA [ ]& IPv4 ACL 2000, F-GIaHENILAVCES 1P Huhl oy 10.1.1.2/24 (1) IPv4 $
B
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P i e - e i PR

3 B ACE

i & 3

[RouterA] acl number 2000
[RouterA-acl-basic-2000] rule permit source 192.168.1.2 0
[RouterA-acl-basic-2000] quit

# BN IE e, RIS EHCCULECH A ACL 2000,

[RouterA] traffic classifier cl
[RouterA-classifier—cl] if-match acl 2000
[RouterA-classifier—cl] quit

BB AT N bl, JEAC B R AL 1% 2142 0 Ethernet 1/0/0

[RouterA] traffic behavior bl
[RouterA-behavior-bl] mirror to observe—server
[RouterA-behavior-bl] quit

Pic B B 1SRN ORI 214 1

# {E RouterA - GSEFLME pl, KU 20 AN N AAT A BEATSRE » IR

#2110 Ethernet1/0/0 AN J7 18] b, Xk H AT A 9 E8HHR ST I #2.

[RouterA] traffic policy pl
[RouterA-trafficpolicy—pl] classifier cl behavior bl
[RouterA-trafficpolicy—pl] quit

[RouterA] interface ethernet 1/0/0
[RouterA-Ethernet1/0/0] traffic—policy pl inbound
[RouterA-Ethernet1/0/0] quit

WAERCE 45 2R
# AR IR ENRT DL o

<{RouterA> display traffic classifier user—defined cl
User Defined Classifier Information:
Classifier: cl
Operator: OR
Rule(s) : if-match acl 2000

# B TSRS A BC BN Do

{RouterA> display traffic policy user—defined pl
User Defined Traffic Policy Information:
Policy: pl

Classifier: cl
Operator: OR
Behavior: bl
mirror to observe-server

s

® RouterA HIHCE
#

sysname RouterA
#
observe-server destination—ip 192.168.2.2 source—ip 192.168.1.1

#
acl number 2000

rule 5 permit source 192.168.1.2 0
#
traffic classifier cl operator or

if-match acl 2000
#
traffic behavior bl

mirror to observe-server
#

SREgE N 2]
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traffic policy pl
classifier cl behavior bl
#
interface Ethernet1/0/0
ip address 192.168. 1.1 255.255.255.0
traffic—policy pl inbound
#
interface Ethernetl/0/1
ip address 20.1.1.1 255.255.255.0
#
ip route-static 0.
ip route-static 19
#
interface Tunnel0/0/1
ip address 10.1.1.1 255.255.255.0
tunnel-protocol gre
source 20.1.1.1
destination 30.1.1.1
#
return

® RouterB fHHC & CLF
#
sysname RouterB
#
interface Ethernet1/0/0
ip address 192.168.2.1 255.255.255.0
#
interface Ethernet1/0/1
ip address 30.1.1.1 255.255.255.0
#
ip route-static 0.0.0.0
ip route-static 192. 168
#
interface Tunnel0/0/1
ip address 10.1.1.2 255.255.255.0
tunnel-protocol gre
source 30.1.1.1
destination 20.1.1.1

0.0 0.
168. 2.

(=)

.0.020.1.1.2
2

0. 0
2. 55. 255. 2565. 0 Tunnel0/0/1

0.0.0.0 30.1.1.2
1.0 2

0
55. 255. 255. 0 Tunnel0/0/1

#
return
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fic B 5 - 4 B 4 FfPFE

BHeERE

XTARE

40 AR3200 SREIFASEUIEIORCE, MIRHT R, ol ThRgs . MRS (r s,

4.1 FEFE HNLA
R AE 5 P FR A 22 2 5 B S AR IS A TRl R P Al e iy A e R B A T R, A, £
. BN SR

4.2 AR3200 7 ¢ [F R {45 B4
A4 AR3200 A4 35 1) S RFIR L -

4.3 fic B AR EHUAT R
A4 R FNTT HL PR

4.4 2540 T RREE
AR 5y FL TR
4.5 U H X s
LU R] T A R B 3

4.6 SIAME 25 HE AR
S G ALY 5545 AR
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P 45 F - e i B

4 BEPEEER

4.1 BHERELA

REAH A B A 2220 5E Mo IR AR IE AT IR ol o iy X R AF B IR REAT IO B AT, IR A %
iy B HSERRA.

R B AT g R D U S B Al R N B 38, 7 (AR, T I ] i vt B B Ut
AR

4.2 AR3200 SRR HETRYFE

-4 AR3200 i 4445 B 1) S FF 1 O o
AR3200 SZRFU1F JURME A1 2 .

® AN LHIUFITR

® LN HTHRZE

® U E KU

® AR

43 B ERR EBEFTH

S AR R A C

431 EIBRBES

MG B AR L NN FRT T AR RS R A S AT G SRR O A A S5 A e A
FTLAFE s bRage . AR M e e BAT S .

Nz RINE

KT ATRe AR e A, T DAE S AT A AT I T R R FERD R H R

(1 ssem

AR200-S ¥ H# M MIEK ., —RIEAT, EBAERRIE L EEBATE LRI TE BHATH4.

MEEE

WA IR L
BiE S

CERCE AR N A T, W AR LN B

F5 iR

1 BN LI PR TR R A

2 e b IR PR TR R A
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Bic B R R - B 4 B B
4.3.2 KT EHREIR
FH AT DL3E ik AT i 4 5% PR AR LY
BREDE
® A TEME FHAT 4 power off slot slot-id 5% 1 HH HLYH -
—-Z5 R
4.3.3 FTF BRI
R uT DLIE ik $ AT i 24T I SRR FLYE
BRIESE
o  FAEEME THAITM 4L power on slot slot-id, 1T AR HLYE
—-Z5R
134 EEBRBSER
RPEFT I MBI m, AT LA B RS A % o
E=ER
O 58 J3OR P BT S FR s R T
BRIETE
® (LRI FHUT A4 display device [ slot slot-id |, & & AR IPR S B
—-Z5R
BRIEAER

KA BAR IR RIN G, $AT LIRS, % H R RS T B Power o
“PowerOff” ; FIFFHMEIE I G, 1Z AR IR 7B Power 7~ 4 “PowerOn” .

4.4 1B FiIrE

I AT A T AR

441 BIFRBEES

TEAAN HL T ARAEHT T AR IR R S BRSE . IC B R MR R T B SS F B e 2%, wT LA
Bhfestiage . AR M e pic BAT S5 .

I FAERE
L T3 AL 0 90 L, S S 5 T A e AT TR OAE I, DRI 7 B e T
FRAEAT 0
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P 45 F - e i B

4 R

AEES

W2 BRI, S R AR REAR DT (. MEDRHLATANSC IR B, dR e
TAE G EAEy B S PHES . ARSCHRAREINASE) R, R, il
S SRR AT I AR B e T, RN SRR i AR A T A A R o )
fR AT A ERER o

R AR, AR T AR R ARG P L AR R, AESHER AR
FHAPIREAE I AT, S TP A S H T 3 5 0 5 M 4 8 A N SRS, AT et 28 S it
B R At B

TERA L TARZEZ AT, 7 ZEARAIE AR3200 55 FTP IR 5% [) /4 4% T I ik %

HiEkES

FEFAI T AR 2R, a2 LU Sl

Fs £ 6]

1

i 257 (1 LT R AR S AL R

2

QIR R T3y L EVAS)

3

(A, &4 &4n 2 FTP IRSS#%) FTP RS- estihl . FH /2 44 Fashd

4

CAJ ik, EPxt&4 3] TFTP RS %%) TFTP RSS2l

14.2 FHBETFHRE

AR3200 Y Fik PR 00 2 FTP R4S 2% . TFTP k45 288 Flash. U %t SD £+,

BRIESER

B TARZEF] Flashy U 3L, SD R

1. fEEME FHAT 4 backup elabel filename [ slot-id |, #5173 L4525 %] Flash.
U &L, SD k.

HA AR FTP RS 2%

1. ALEAME THAT T2 backup elabel ftp fip-server-address filename username
password [ slot-id |, #54 HLFFr28 2] FTP i 4% o

HA T RRZE R TETP RS 2%

1. AEEME THATAT 4 backup elabel tftp tfip-server-address filename [ slot-id |,
Ay HL T HRAE R TFTP JIeds &% o

BT

443 MEMBLER
H TR, A LA PR A I

Hde B =
=] El{FI l%\

C I8 A L AR KL
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P 45 F - e i B 4 BEPEEER

RESR

AL

|25

FHATHT 4 display elabel [ slot slot-id | [ brief |, & % & 1T A5

[ }
B FR

G

4.5 BN EERE

I ZH QT 6 X B

451 EIIBRBES

0B B B T AR PR A N AT L OB LR R AT EAT ST A B A, T LA
BRI, AERf 50 BT BT S5

R FIER
2R A AN Y TS A AR FHEABE I ,  mT DL A XU R A
WEES
WA IR L
T

FENC WU e 1 2 1, 75 SRR DU Hd

FsS | 8=
1 DB BR T AEAB A 5 X et e T

4.5.2 BL & R BEIE
PP T WS P AT IS

ﬁ %L:I G
H il id 4 display temperature { all | slot slot-id } T DA SRR AL RS BT BRI
Az, %Ziﬂ' PN I Ry, ) DAZE R L R U 0 1Y) AR3200 R EAT W A E
BRIESR

HE1 PATi 2 system-view, FEANRGALE.
T2 PUTHr 4 set fan-speed fan slot-id percent percent, %% X 58 .

B TEOLN, MEBRE T T HEPIRE, RGN E U/mrﬂmiﬁgﬂiﬁ IR ) RE 132
KB IEAT T A BRI B/ ST RET H A W R SE I 1E % D) g
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P 45 F - e i B 4 BEPEEER

TR U ASPIEE FRERCE, REBARER 2 ~ 3 ZOM I AT XU I

M4
(1 ssem
R R B LGB SRR, PUTELE, ZREH N S AR 645k ik 5 B B 49

453 B BELER
PR R e G, T LA E R S T .

CL 58 XU FE S R P

® HUTM4 display fan , 2F KU FPRES . B S s .
—-Z5R

4.6 E40dl 5O

I ZR T ALY 554 AR

46,1 BB BES

FESIANV 54 CIACHT T AR LR P O S PR E o WO R e A I AT 25 AN B 4, AT LA
T O Rt L R 58 RO BT 5

Pz RS

M5 VR AR AR IE R e, TR A 2SR
HIEES

B IEH L
Him k&

FESREND 5 B DR TiT s BEHE % LA R Bl
FsS | 8iF
1 i 2 LR 254 AR R R A7 5

4.6.2 il FIE O

bR DR R A AN IE R I, TR 20 AL,
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P 45 F - e i B 4 REPHAE T

db = fa
B =]

AN
b =

A SIEO TAERETR, REHGRHE, RB2 515, vk REh.

BRIESER
P G EME AT A4 reset slot slor-id, A48 E DI85 45 LR
R
463 BB ELER
M 248 Ok, AT A A MK 4532 DB FPIR A B UL A A T A
ERER
LR 58 R AL 55422 AR R L 25
BRIESR
® AT % display device, 7rEMVSH TR APIREG .
® T4 display reset-reason [ slot slot-id |, £r V55 M AL 1) LA .
—-Z5R
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Ao e - IR B 5 Auto-Config

Auto-Config

XTARE

41 Auto-Config FIFEREEI. 24T HLHI A5 T =K.
5.1 Auto-Config ik
44 Auto-Config ThREFIL .

5.2 AR3200 SZ#¥) Auto-Config $5 1%

Jr28 AR3200 | Auto-Config JRET 75 I H S04 Option Z44 DL R SEALFE
5.3 ME S

MR T E4T Auto-Config ITJa) i

5.4 Tt & 2541
it & Auto-Config N 7R e E ] AL FEZL N 77Kk . OB v = h IR e T 5%
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Ao e - IR B 5 Auto-Config

5.1 Auto-Config #fi&

f¢f Auto-Config ZhREFIL .

Auto-Config I &

PN (BB B SR B SO RS Iy, 75 B4 WA W B AN S
AT SCHFRIRCE SO AT, gD, g N R TR — e BT
FLRE, WA E R . Auto-Config T g AT DLSZEZE PR B N X 2% 1) 5
%, MR GEY AR . BE#5121T Auto-Config, wJ UL H BN INEMCA TR #h T 340
(Y E

Auto-Config L #

1817 Auto-Config ThHE, FLARIMLIMERRCE, b MSE B /ER — G w & LT T T
PO, AT S B B ) S v B R R

5.2 AR3200 3Z#7H] Auto-Config H¥1%
44 AR3200 | Auto-Config DJREFT 5 I A S Option 244 L R EEA R o

L0 i5em
Auto-Config F B3 E S5 URFANELF, WA REAL—.

o B 324

PR SCA A Auto-Config HLTIH FH 2K —AN3CF, 4FK4 arnet.ini, £7J5({% FTP/TFTP fik
&y b, RN MAC bk ESN 5 24 AR 5. 8 T SCPFFIiC &
AR N K R e RGN T SCHRINCE SO AR AE I FTP/TFTP k4545 L,
R Lhce H)ESE, AT SCAFLhpat A a4, FCE SCHLLzip Bl.cfg )G 4. % H
#3515 FTP/TFTP R45 2% 1) IP #ihikj5, Wi FTP/TFTP k5548 | %k arnet.ini HEATAEHT,
BV NI RG AT AT AN T SCPFFIECE SO R, ARPE 24 FK 10 FTP/TFTP k%%
s RO
(1) +mm

Auto-Config #2038 i$ Option 67 Ak K I A B LA, 4=RIZA Option 67 A4k, Auto-Config 1)

A RIR 18] S04 AL

PRSI HE—ATR S L — G &, P RAER S TG4 1000 K& .

Biltn: —£& AR3200 ) MAC Hiuhl: >k 0018-82C5-AA89, ¥ #7415 ESN 4
9300070123456789, XJWiX & ¥4 N. N RA A4 4 auto_ V200R001C00.cc, hAS
S5 80 V200R001C00, #h T XA+ 4 auto V200R001C00.pat, Pt & SC1FH
auto_V200R001C00.cfg. I A3 {4 arnet.ini PIA1F

MAC=0018-82C5—
AA89;ESN=9300070123456789; vrpfile=auto V200R001C00. cc;vrpver=V200R001C00; patchfile=auto V200R001C0O0
.pat;cfgfile=auto V200R001C00. cfg;
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[RARTT

® Pl XHHEER T, MAC bt ik &5 7] 5 ESN 2V ik —; BB XA A LI, A%
P Fa AT AF A TR, = 8 EA T TR,

® MAC it ESN 5 A 4 #k#F. AN T XAEAefie B S0 L ARVLE L5513, MAC Huik 4 15
— R 2E—5, Fhlde | IBLHERRSKRANE, REASFRTH, ENLAHF
. FA < K.

® P M RGN L AR R TAE AR A, FHAGHKMEL FHRATIEELE T
SAF P RARFAE & —E . AT vrpver 13 & LR A3 LA A LA vipfile 12 & F .

R
Auto-Config IEEAGFEUIE 5-1 PR,
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5-1 Auto-Config B A2

( Auto-Config 44 )
Y
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Jic EACS I

AN
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HE?
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5 Auto-Config

Auto-Config i&17 4> =AM Bk
® fii:#fT Option Vi FE

1.

SR TP bk A SCAF R 554 AR R C &

WA BEIEALT Up RSN EAT LUK D 3 3 DHCP & S i ifg, | #%J)7
A &i% DHCP 15k 3¢ (DHCP Jlj45-4s OV BC B bkt . Option Z40F1 I ¢
{55 , DHCP 54 KA KRICE K4S W &, WHHR &1 IP Huht. FTP/

TETP IRZS2%10 TP Huhib. FTP /44, 560, Bhay G2,

B R DHCP [R])3 AR ST R W R SCARBERITE O, BB 5 BRIk —Ik

DHCP 3K 4R . 4t 24 /MR, B SCRERRE 1 /N R IE— IR

fit BT Option Z 4,

a. 24 DHCP [ 3t 4 ACS (Auto-Configuration I45%%) (1) Option {i5 &
(Option43) , NIFHERE ACS /5 E, ACS AR E MG, Auto-Config
MFELE W, Auto-Config £HAL 5 ACS HFJRIFEE

b. Y DHCP [RIN AR SC# A B E A Option {5 & (Option 67) , NIEFREL
HHR SCPF RS, A FTP/TEFTP AR 45 #% T 25 A XA arnet.ini, M A A] ST
PEAERTH R BOCAEIE B, BEASRECCAF AR .

c. Y DHCP [n] )3 4 SC A5 I B S 1 Option {5 5. (Option 67) 5 MIJHEASR
AR

® RICCAHmFE

1.

(AR FEARGHAT

AN I, AR I EAR L (Option 1460 JHIBR SCAF R 40 1 R 44k
o

RGP NS A B BE N N IRR SR G AT

MRIAR G RIUN, BERG 30 2 Bh R IR, IESERBURIE 3 K5,
RSO BERG 2 /NI 3 IR, RIBUR IO 30 K, 1R G SR AT
AbB

CAIE) R ackh T30t

A TS BN IA B A BEE N R UUR BN T S0

RPN T SCHR IO, BERE 30 20 R8I, IESERBURIGE Y 3 R,
KO BERR 2 /NN 3R, RBUCRIGE 30 KA, ik L SRR AL
B L

N AC B

P B SO AR EhJa BB BEE N T R B E S

BRI E SR BERR 30 20 Rk, IESERBURIH 3 K5,
RSO RERG 2 /NI EIR, IRIBUR IO 30 K, IR TG SR AT
JUBLIN

® AU
B NGRS E SCIFR, AR I BCE (S S (Option 146) WEI S A%, Wik
M ANBEE, BRI S 2B A2
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Option %]

%R 5-1 Option S fEHT
Option %S HiRER

Option 6 DNS JIi 5% %% () 1P Mtk

Option 15 DNS 4 .

Option 43 ® sub-option 1: ACS URL 15 & #&=h:
URL=URL_INFO;
Bl

URL=http://192. 168. 1. 40:80/acs;

® sub-option 2: ACS H /" Z %04 M5 B k& h:
username=USERNAME ; password=PASSWORD;

Option 66 TFTP a5 % % 5. it DNS k%545 3K TFTP g5 1P Mk,

Option 67 BC S SR o

Option 141 FTP H ' 4,

Option 142 FTP %44,

Option 143 FTP il 25 4% 1) 1P Huhik.

Option 145 FEMCE SO R Bl REBAE R AT E R AT SCHE
Bo #%h:
vrpfile=VRPFILENAME;vrpver=VRPVERSION;patchfile=PATCHFILENAME;

EUE

vrpfile=auto V200R001C00. cc;vrpver=V200R001C00;patchfile=auto V200R001C00. p
at;

WLHR

WAAT vrpver 13 & 5631 43R L4 1 B Sk M vrpfile 12 8 .

Option 146 BlEfE H . M.

opervalue=0PERATEVALUE ; delaytime=DELAYTIME;

® opervalue=0: F/RTAIAER, AMIER SRS RGBT
opervalue=1: RIRTHIA LN, WBRSCAE RGP KRG R AT B
HIEBT, opervalue=0.

® delaytime: 7 Auto-Config ML E ARG, BB I LE
A AER ), AP, ERETEDL R, delaytime=0.

WLHR
e B e IEnT £ B A AT R KA —R, BP 86400 A7, 4Rt E 498 A KT —
R, WMiE—RtHE.

Option 147 IIEE . ATUANELE, WRACE, YA E A AutoConfig.
Option 150 TFTP JIRk 5545 ) IP Hbdik.
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P i e - e i PR

5 Auto-Config

(0] ssem
fic & FTP/TFTP R4 5HA =#0 5 i%:
® ftE TFTP JR%-%: X Option 6. 15. 66, i#if DNS R4S KIK TFTP 43549 IP Mok,
® FtE TFTP R4-%: &E Option 150, H4EHKIK TFTP IR 4249 IP sk,

® FtE FTPMR4%-%: & % Option 141. 142. 143, 3KIFTP A P % . FTP %45, FTP R4 %
49 1P Mok,

5.3 ERBIXE

B 3E4T Auto-Config JT R B2

5.3.1 B BES

FEFRE VAT T LRV B B IR E OB Rp R (KT B EA T 5 AN B A &, P AT I
PR R 58 BN B AR S

Nz FRINE
WE 5-2 fiR, e 5 DHCP dgk [ Fi s kiyim, H DHCP H4k s &AM RS ds 2
[E P25 Ik . FTP/TFTP R4S A AP I SCAE S WA SO 4 T SO AT B SO )
WA GG DHCP IR %5-#8 M FTP/TFTP JIR45 4% )5, s i@t Auto-Config I HE 5 ik
LS
(1 ssmm
B AT, RA EZ4EME =B vA KD L Auto-Config 7 48,
AR3200 #4549 DHCP = 5 4k 34 5% 45 37 49 Option ¥4 ACS 49 Option 12 & (Option 43) , A
A ABIT ACS 7 K47 B3 .
5-2 Auto-Config [ f
DNSHz % %%
FTP/TFTPHR &5
DHCPR %55
ACS
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AEES

FEH Bt 2S BT, e L FAESS
® DHCP Jli%5#%. FTP/TFTP JIi 5% 245 I B i b o5 1400 B A% 14 i 1

BiEkESE
ST ch B A DL
K| 8iE

1 | & & AR3200 %41 EATH I 5 DHCP IS5 #5 1 MATH: H HOE(E R .
2 | DHCP Jleg5 s (ki 4% 75 o

3 | DHCP ARZ5#% (1) 1P Mkl Bl DL A HEhs o

4 | KPECE R AR PR OG.

5 | DHCP Jik%5#% 1] Option ZHUk {5 B .

6 | CRAIE) SCAFMRSS A% R A HI RS0 IEAR B B0 A H %
7| SCAFIRSS AR TP Hudik.

8 | fHECE I A H MAC #idiksk ESN.  (a[36) £ FEMmA . (alik) b T
SO R B S

5.3.2 il & DHCP fR52E
ML AC & DHCP R552%, THRFNCE % i #s BE 0% 3543 TP Huhk DA X AH 22 Option 15 &

6 B 4=
B> Ell%\

Bt GEREHECE SCIE) 1) AR3200 N R 3G, Auto-Config 23 H 2hiE17

H P i3k Console BB (BAARCE SR 19 AR3200 I, REGa$

“ Auto-Config is working. Before configuring the device, stop Auto-Config. If you perform
configurations when Auto-Config is running, the DHCP, routing, DNS, and VTY configurations
will be lost. Do you want to stop Auto-Config? [y/n]:”

® IR FFLEIAT Auto-Config, EF n, FFMI%E;
® R ATEIT Auto-Config, EH y, FFHIZ%;

! j : JOR—
~E—‘-‘—E
1L/

o R R E 34T Auto-Config, (25 FWZ n, 2FHE4EEE 4 dhep. %@ . dns
Fovty Fl PELE R K.
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P 45 F - e i B

5 Auto-Config

BRIESER
$E1
SE?2
PE]3
$IE 4
$E5

$E6

TR

$E9
$E10

HYU7H Auto-Config JiFEA LAF PP 7 2

o TERFGME FHATA4 undo autoconfig enable, £F Auto-Config &bF stop IR7& Gl
il ir4 display autoconfig-status #r 75 ) RlIA],

® ilijd Console M & &0, FHIHER “Auto-Config is working. Before configuring
the device, stop Auto-Config. If you perform configurations when Auto-Config is running,

the DHCP, routing, DNS, and VTY configurations will be lost. Do you want to stop Auto-
Config? [ym]:” Ja¥i N y BIT],

i 21847 Auto-Config B AEN LR, A5G HZE DHCP RS54 ASCIEIR S 2%, ORIIE
WA HE I W SRR E B SO A

RARTY
® %K DHCP R % % 5490 X 438 B A8 % 49 DHCP JR 4% Option A%, # 4 5.2 AR3200
FH#) Auto-Config Fht.

® VL AR A, N2EE DHCP R4 26945 5. AR 4E DHCP MR4-358f, Tl EA T4
Byt DHCP MR 435 A T35 0 3bib i d) DHCP R 435 . A THRUETRUBRE LT A5
bkt DHCP fR 45 4 1),

L 5B E 3 d 355 DHCP R4 R AR — WA, %28 E DHCP Relay.

PATAT 2 system-view, HEANRFGHLAE.

dhcp enable, ffifit DHCP Ji%5 .

e

&

THT
AT T4 interface interface-type interface-number, BN IIRIE .
AT A4 ip address ip address { mask | mask-length }, WCEH: 111 IP Huhik.

PUAT A4 dhep select global, it 'E 2 1 TAELE A RihE A=, MazE 0 L& ]
P4 fry kvt Fh o TP k25 I A R .

PAT T2 quit, B ZHETIEE, IR [FIBIRGHLE
AT ip pool ip-pool-name, HEN4: R HLREHBAR K .
AL R, AR3200 134T AT A 42 e k- o

PUIT 4 network ip-address [ mask { mask | mask-length } ], HC'E 4 Riuhbib n] )25 5
BC e 1P bk vl .
PUT 4 gateway-list ip-address &<1-8>, ML'E DHCP 2 F difg [ H B SC Ak,

AT T4 option code { ascii ascii-string | hex hex-string | ip-address ip-address &<1-8> },
Mt A DHCP Jiz 55 #+ 1) Option Z 4% il .

R KA NE Option 67 240, Auto-Config W ZE R ] SCAF R RE «
(1 sem
At E Option AL A 4= F 5L

® LK TFTP 7 KGRI AEL & L 48T, DHCP IR %25 % % %4 Option 150 34 Option 6. 15.
66.

® L X FTP 7 X Bf, DHCP R4 % F % % 4F Optionl41. 142 = 143,
® % DHCP JR4-35BLE.E 7 TFTP Option A4k X Fe & 7 FTP Option A4k8t, &£/ FTP 7 XK.

TR
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5.3.3 BL E AR 55 2%

M RO B SO A5 %, A AR G BB e SRS L A

ERER
RARTY
® L {HIRF %A FTP RS20, 1P #uikF 24e DHCP SR 425 LAz & 49 Option 143 fREF—2;
4 XA S-35 4 TFTP JR4-350F, TP 3k F 24 DHCP JR4-25 LAZ E 49 Option 150 4 Option
6. 15. 66 fEATHY IP MR F—HK .
® THBIEFTHPT L AR AU, BE FTP REFHZLHME .
RIETR

FB1 HAT 2 system-view, ARG
T2 PUTHr 4 ftp server enable, {fE FTP Jk55%5 .
(10 isem
B Z P55 IR A2 00 64 S ARV R G, HHAT undo ftp server 44, R BT X FTP IR$-5 3
g, MmPRIE FTP IR 454954,
PR3 (WE)ACE FTP H P EIEE B 807 XFHZACH 5% .
M S PR A N T3k, BOE FTP HH ) (4RO R R
1. TR TACACS WAER
® P T4 set default ftp-directory directory, P& FTP H /7 (S TAE H %o
2. WFFAER AAA EIH
® P T4 aaa, HEA AAA M.
® T4 local-user user-name password { simple | cipher } password, FCE A
Rk IER TR

® JifT 14 local-user user-name service-type ftp, Mr & A /S RS A Ky
FTP.

® T4 local-user user-name ftp-directory directory, FC'E FTP H A H
% o
S 4 P72 interface interface-type interface-number, NI .

S5 AT 2 ip address ip address { mask | mask-length ., FCHE FTP 554310 1P bk,
L0 i52em
FTP JR 4% 44 IP 363k % %4 DHCP R4 2% Lfe & 49 Option 143 R&F—2.
6 (n[iE) Fihrh ST,
(BARTY:
Auto-Config #5638 it Option 67 4k KIRFL & XA+, 4R XA Option 67 4L, Auto-Config 1|
A RIL 18] A 44 AR
MR B4 1 MAC ksl ESN 55 il (O RCA SO AT SCHF B E SO 448K, g 1a)
A R SO RIS TE S L 5.2 AR3200 SRR Auto-Config F¢t, H AR :
Lo OHr—NIUARICR, U4 KA arnet.ini.

2. gwiEPESCH:, BB AR3200 ) MAC Hulik ol 0018-82C5-AA89, W4 E4S
ESN 4 9300070123456789, XX G W &N N KA A4 0
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auto_V200R002C00.cc, A 515 E ) V200R002C00, b ] 3L
auto_V200R002C00.pat, it C/F4 auto V200R002C00.cfg. WU H [ SCF arnet.ini
NAWE:

MAC=0018-82C5-
AA89;ESN=9300070123456789;vrpfile=auto_V200R002C00.cc;vrpver=V200R002C00
;patchfile=auto V200R002CO00.pat;cfgfile=auto V200R002C00.cfg;

BER7 KPR ARSI b T SCPFAIC B SO IR SO IR S5 4 (1 TAE H o R

TR
534 BRI BSER

Auto-Config IZAT I FE P IIANFBY B, AT 53 AT LAAS A AN [F] (1) 350 H LA € Auto-
Config IZ1T1EH »

OB s
DHCP fIR 55 23 R SCAF R 55 4 EL 280 B 58 o

BRIES T
$E1 GEEKRBS FBEES S G, AN R KA DHCP k425 bk 4 id
1500 O E A T DU I NBE IS
(AR
BB E R A QAR NG, A ARA R T VA Telnet A FAFbe L&, 125 REx 15 E
KERATRE.

W2 FFECE K 2RI 1P Mk 5 5 408l AR 03 nT CUE G SCRF IR 454 1R SC 1A%
12 H E UG F BN FFCE 1% 25l display autoconfig-status 72 & & 77 O R EOEAAITY
WA SCAT A0 T SCPFFIIC B SCF 2 Auto-Config 184715 D

(AR
TR B F R B 5B B % & EAK Save 384F, B A UMAELAAER, 4k Save, ZIRAH
I Bt A,

PR3 FFRCE M B R N RIS, MR I E (Option 146) SENH A A%, AT
M GivT Ll i display autoconfig activating-config { delay | remanent-time } iy % A1 &
e BT DB

s

5.4 Big & 55451

B & Auto-Config FIN Il BCE 7B H A4 FE R BeEVE R IO B 45

5.4.1 B & Auto-Config =%l

S 2P0 E Auto-Config I EACTER, 9 B I SCBUR B (P B SCPR S FRASCPR B
LA T 3CAEI B 3n .
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LHMFH K
B (BB B AL E SO RS EFR N ML, T B E SO RO S A
AT 3. R T BR N LYEP AR, il % %1217 Auto-Config TIRE, 7] LA H BNt &
SCAES ROARSCAERI AN T304, AT SEEH 2 N X 285 1 ¥ £ A T I 5 B
il 5-3 fis, AR3200 15 N F5HCE Auto-Config ¥4, il 1 GE0/0/1 5 DHCP i
KA. FTP JIRSSas FAFATECE X O SCHERIAN T 30/ AR3200 24§ Auto-Config
ThfE, WA E FTP A4S 28H1 DHCP Al452%, AR3200 n] LLSZEL H shn#mc & S i
ASCAERIAN T S0
5-3 Bt & Auto-Config AW
Eth1/0/0 Eth1/0/0
/ = =2 192.168.2.6/24== 192.168.1.6/24 ==
¥ GE0/0/1 R R
HostB Router DHCP Server FTP Server
HostC
[T A5 8is
KA LLUT M EE AL 'S Auto-Config:
1. BE DHCP R454%, (13452847 Auto-Config (K% iH#$3k75 TP HuhilLL A2 AH% Option
R
2. YuiEHE S,
. BCE FTP RS54 10 1P Huht .
4, BHia s RRARSCEEL AN T SCHERIEC S SO FTP RS 2310 TAEH S R
[ARETE
AL E AR5t —4& AR3200 At E Auto-Config # 4%, /B E DHCP R 425498112452 7 Option
67 (RREXAZE ) , AsbfukT & o) X f4egidaz,
BiRES
FSE R E I, TR U R
® AR3200 ik WAN fll#: 11 GE0/0/1 5 DHCP 4% 25 AH %
. DHCP H&%%EQEEE{%‘/@\:
- SFHCE B th A ATE F4THD . Eth1/0/0
- IP Huhk: 192.168.2.6/24
- Mk 192.168.2.0/24
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- Option 67 (BUESCAHEED HIETE K auto_V200R002C00B002.cfg
- Option 141 (FTP H " 4) HIEIHE K user

- Option 142 (FTP %1%) [EIif5 E: huawei

- Option 143 (FTP AR45#810 IP thhik) (K3EI0f5 B 192.168.1.6

- Option 145 (AERCE SCAHMEED HIEIUE K.
vrpfile=auto_ V200R002C00B001.cc;vrpver=V200R002C00B001;patchfile=auto_V2
00R002C00B002.pat;

® f{FizfT Auto-Config [¥] AR3200 ¥ HM &k 192.168.2.6, MAC Hitil-Jy 0018-82C5-
AA89

® FTP JR4-#510 IP Hidik 4 192.168.1.6/24

RESR

$E1 [iLE DHCP RS 5% .

<DHCP
[DHCP
[DHCP
[DHCP
[DHCP
[DHCP
[DHCP
[DHCP
[DHCP
[DHCP
[DHCP
[DHCP
[DHCP
[DHCP

Server> system-view

Server] dhcp enable

Server] interface ethernet 1/0/0
Server—-Ethernet1/0/0] ip address 192. 168. 2.6 255. 255. 255. 0
Server-Ethernet1/0/0] dhcp select global
Server-Ethernet1/0/0] quit

Server] ip pool auto—config

Server] network 192.168.2.0 mask 255. 255. 255. 0
Server] gateway-list 192.168.2.6

Server] option 67 ascii auto_V200R002C00B002. cfg
Server] option 141 ascii user

Server] option 142 ascii huawei

Server] option 143 ip-address 192.168.1.6
Server] option 145 ascii

vrpfile=auto_V200R002C00B001. cc; vrpver=V200R002C00B001 ; patchfile=auto_V200R002C00B002. pat;
$E2 flE FTP RS54,

it & FTP ARSS 2500 IP Mok . 192.168.1.6 LA ILGE N ) FH 7 B4 A7 23R T4 H 5%,
T IA SO D T SCF RIS & SR FTP RSS2 100 TAF H 56 i & b g, 7
DL S

PR3 RUFMCES R

BB UG, FAICERS s FHUR3N 5 28/t G, 76 DHCP lkgs#s BT A4 display
ip pool name auto-config , & FH XA “auto-config” ) IP Huhilih ()4 FCIf o, LARAIR
R0 E B O N BE K o

<DHCP Server> display ip pool name auto—config
Pool—name . auto—config
Pool-No : 0
Lease : 1 Days 0 Hours 0 Minutes
Domain—name N
Option—code : 67

Option—subcode : ——

: ascii

. auto V200R002C00B002. cfg
o 141

Option—subcode :
: ascii
. user

Option—type
Option—value
Option—code

Option—type
Option—value
Option—code

Option—type
Option—value
Option—code

: 142
Option—subcode : ——

: ascii
: huawei

: 143
Option—subcode : ——

SRR AR 02 (2012-03-30)
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Option—type
Option—value
Option—code

Option—type
Option—value

. ip—address
: 192.168.1.6
. 145
Option—subcode :
: ascii
: vrpfile=auto V200R002C00B001. cc;vrpver=V200R002C00B001 ; patchf

ile=auto V200R002C00B002. pat;

DNS-server0Q
NBNS-server0
Netbios—type
Position
Gateway—0
Mask

VPN instance

: Local Status . Unlocked
: 192.168.2.6
: 255.255.255.0

Start

End Total Used Idle(Expired)

Conflict Disable

192.168. 2.1

192.168. 2. 254 253 1 252 0

R 28 DRI TP Hhhik 5 S 4380 /ety AT 4 display autoconfig-status iy %
TR O FHIEF A SO M T SCHERITECE SO & Auto-Config 18 1T1E Ut

<AR3200> display autoconfig—status

Running: Yes

Can deploy configurations with a USB disk: No

Stop : No
Reason : —

Suspend: Yes

Reason : The unknown reason cause getting fil

The status of DHCP phase:
Operation result: Successful

Failed reason

The status of set

URL
User name
Password

ting ACS phase:

Operation result: ——

Failed reason

The status of gett

File name

ing middle file phase:

Operation result: ——

Failed reason

The status of getting system software phase:

File name

: auto_V200R002C00BO01. cc

Operation result: Suspend

Failed reason

: The unknown reason cause getting file from file server failed

The status of getting patch file phase:

File name

: auto_V200R002C00B00Z. pat

Operation result: ——

Failed reason

The status of getting configuration file phase:

File name

: auto_V200R002C00B002. cfg

Operation result: ——

Failed reason

The status of activating configuration phase:

Remained time

SRR AR 02 (2012-03-30)
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Operation result: ——
Failed reason i

R

EE X
DHCP JIl 4525 I HC & SO

#

dhep enable

#

ip pool auto-config

gateway—list 192.168.2.6

network 192.168. 2.0 mask 255.255.255.0
option 67 ascii auto V200R002C00B002. cfg
option 141 ascii user

option 142 ascii huawei

option 143 ip-address 192.168.1.6

option 145 ascii vrpfile=auto V200R002CO0B001. cc; vrpver=V200R002C00B001; patchfi
le=auto_V200R002C00B002. pat;
#

interface Ethernet1/0/0

ip address 192.168.2.6 255.255.255.0
dhep select global

FTP AR45 28 I & SOk

#

ftp server enable

#

aaa
local-user userl password simple huawei
local-user userl ftp—directory flash:/
local-user userl service—type ftp

#

interface Ethernet1/0/0
ip address 192.168.1.6 255.255.255.0

#

SCRHfA 02 (2012-03-30) B AR s %
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Huawei AR3200 R 414V iy 4%
B fem - & B 6 W fiE B

6 P =T

XTARE

6.1 HBE BT A

HAREE A T ) P A 6 R G P A AE ) BB A RS R UG . W, B, T, 45
R AL SR i, T PR a6 R GE T RER SN, BsR R AL RE ), LU RS
CIE

6.2 AR3200 7 FF [l e sy R
HHT, AR3200 S HE 24 U S 45 B, 30k P05 2 mi = A 1) 4 ) FRE S A )
A PAFE S al R R e

6.3 it B s A
fic B A PR E S . IR AR A R SR

6.4 it & -

B E FA )G, nf AN E SR, R Bk
6.5 4

A BRI A P A B U

6.6 Ji B 2545

P B A B A N I 7 B o B s B AR A A SR T R R IR A B A
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P 45 F - e i B

6 W fiE B

6.1 BFEEEIEE I

g e T FR) PR S 2R 8 A A 1R b A 1)t R Bk D
BRI AL S I, 31 R el e B R G Th g

AR

6.2 AR3200 RIS E R HF 1%

HHl, AR3200 2 248 BRI G5 1. TR
A] AR A s el A

6.3 BESEEE

=

6.3.1 IR ETSE

N RER = SEROR T ITN AR /TN

LR RN

B R AR R G FIAR S A

GEFSEE N

ZWr. e, T, &
GRCW, WEER ARG RARE ), USRS

FEREAT 8 BN O B AT T AR RS YRR N IR SE  IC B EARe (1 i A 55 R K v 4
TR HER 58 BUE EAT 5

N FAERE
GO A, QRIS Y] SEIL A IR EAR S T S R il e
EESE
FERCE S B W, TS L RS
® AR ARSI S B I
BEEE
FENCE S AT, T e DL EE .
FS | &FE
1 HEALL TR
2 L)
® 1: Critical
® 2: Major
® 3: Minor
® 4: Warning
® 5: Indeterminate
® 6: Cleared
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BoE e - Bl B 6 i B
Fs | i
3 B SEIR E A AT PR T S IR E AR A
4 T I W ) 4

6.3.2 I B EE4 7

I AT ME R G e SR B 200 o

RIESHR
$BE1 HATH 2 system-view, N RGAIE.
S 2 HATM A alarm, HEAEEE K.
S 3 P74 alarm-name alarm-name severity severity, Pt E 5% )25 .

R A RSGERD URl i, W] LR LA i O BB e, I B g 41t
WU R GERE I fi) R A AR J LA o

TR

6.3.3 BLE S &ELEIR LIk
PP BLIL BB A TR LR, SR A

HRIETR
HE1 AT S system-view, ARG .
$EE2 PUTi4 alarm, HEANEEE A,
$IE 3 T4 delay-suppression enable, F]JF75 4R 4R FFC,

SRETHOLR, B EIR EARITIFTIT, WFREIR LR 300 A DA 0 ot 8 o 53 o e dh A7
i

T4 PUTHr4 suppression alarm-name alarm-name { cause-period cause-seconds | clear-
period clear-seconds }, W EEGEIR AR,

PR ERCE T B IR BRI, AEREIR EAR AN,

® ARG UIREATIZE ENVLACHE, WAEER B IE R Bz % . SATT
A EdEE S E, FIEIEE R Eix S

® ARG UIRA I ENIVLHC T, W S RO R N A S RS, A
HEAT Bl

il 244 cause-period cause-seconds, 7] LA 52 IER FHR AW
{1244 clear-period clear-seconds, W] LA Pk 52 2 i GEaR b4 8 1

TR
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Huawei AR3200 Z 51| {1 5%
Pic B i - e A A 6 bR 2

6.3.4 Bt & 5 EHH &
BEE S EMICERR G, RGK kTS, AR S Z FIRE M,

RIESR
FB1 HAT 2 system-view, ARG
FIE2 PUTHA alarm, BN EEE P .
S 3 PUT1r 4 correlation-analyze enable, 187 A S T D fE .
BATOUT, RS ZEA YR » BB A A PRS2 /Y, TR D AT
HE 2R 40 2 A O A M Dh g
T4 PUTUL N4, FLE & A PR 57 i -
® B LT ML) A A O
1. HATm2 quit, R[FEIRFANE .
2. 4714 alarm correlation-suppress enable target-host ip-address securityname

securityname | vpn-instance vpn-instance-name |, it B 5T W& ML S 2 A %

PEIH
FAETHOL T, ST BN S R A THTIPIRES, AT & A B3l
FEAT R TN KPS BRI )5, AT 2R LR kA L.

- WSHE T S target-host. securityname securityname U\ J% vpn-instance vpn-
instance-name, FRICKA FIRKTA 5 S 4RE B RE T L.

- WRARESH, RGEHA ERATESE 2 A WE FL.
® I BT ) R DR
HUT 74 mask interface interface-type interface-number, P EHETH: 52 BE#L -
BRATEI T, RGEARNEE BT & BT

FOE T80 BRI B BRS 1240 PR O linkup linkdown ARG 7% AT
TR LRI

—4R
6.3.5 ERELR
TN E RIS, LSRR N A ST R
AR &M
L 50 B P A B P AT T
BEERER
® fii[{] display alarm active iy 2 & 21T R4 TG 875,
® fiif{] display alarm history 77 & 25 G R4 H 1)) 52 A,
® {{i{{] display alarm information [ name alarm-name 1% £ F & % AR MHE o
® fi{i}{] display this 774 A E & LR FEHRE G B
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Huawei AR3200 R 414V iy 4%
fic B 5 - 4 B 6 W fiE B

&5
PAT A4 display alarm active, ] UG 2 {T IS 3052, #il40:

<{Huawei> display alarm active

A/B/C/D/E/F/G/H/1/]

A=Sequence, B=RootKindFlag(Independent|RootCause|nonRootCause)
C=Generating time, D=Clearing time

E=ID, F=Name, G=Level, H=State

I=Description information for locating(Para info, Reason info)
J=RootCause alarm sequence (Only for nonRootCause alarm)

1/Independent/2011-08-22 15:27:38/~/0xff8c2028/hwFanlnvalid/Warning/Start/0ID
1.3.6.1.4.1.2011.5.25.219.2.6.5 Fan is invalid. (Index=16397, EntityPhysicallndex
=16397, PhysicalName="FAN Card 0/1”, EntityTrapFaultID=139264)

AT 74 display alarm history, W] DL B[ 55 4.

{Huawei> display alarm history

A/B/C/D/E/F/G/H/1/]

A=Sequence, B=RootKindFlag(Independent|RootCause|nonRootCause)
C=Generating time, D=Clearing time

E=ID, F=Name, G=Level, H=State

I=Description information for locating(Para info, Reason info)
J=RootCause alarm sequence (Only for nonRootCause alarm)

1/Independent/2011-08-22 15:27:38/2011-08-22 15:42:51/0xff8c2028/hwFanlnvalid/
Warning/End/0ID 1.3.6.1.4.1.2011.5.25.219.2.6.5 Fan is invalid. (Index=16397, Ent
ityPhysicalIndex=16397, PhysicalName="FAN Card 0/1”, EntityTrapFaultID=139264)
P74 display alarm information [ name alarm-name |, W] LAFE 2 &5 2 173 1HE B .
fian .

<{Huawei> display alarm information name hwPatchNeedResetBoardTrap

AlarmName: hwPatchNeedResetBoardTrap
AlarmType: Alarm

AlarmLevel: NA

Suppress Period: 3s

CauseAlarmName: NA

Match VB Name: NA

FE A B N AT 4 display this, 7T LAE 3075 B 48R AR IR0 B Bt

<{Huawei> system—view

[Huawei] alarm

[Huawei-alarm] display this
[V200R002C00]
#
alarm

suppression alarm—name hwSysSlaveHDError cause—period 10
correlation—analyze enable

mask interface GigabitEthernet0/0/1
#
return

64 BLEFHEE

P EHAE S, W AR SRR, SRR B

641 BIRMBES

FEREATHATE BN PO E AT T AR URARR PRI S IR G B SR ARe M (0 A A 55 R i v 2
A BT AE 58 e BAT 5
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PiC B 45 - A 6 i A
R FIER

H ol DA SR 2, 3eE S iR i 4 o
HEES

TERLE OB/, WL FES

® IR HES LA RIS B I
BiRAE

FERCE S B 200, T AR DL N

FS | &iF

1 HAEAPR

2 FAFEIR A
6.4.2 A EEHEIR Ik

F AT DL 88 AR IR AR R, SRR AR AR .
RIES R

H$E1 AT 2 system-view, HEARGWIK .

HE 2 AT 2 event, HEAFAEFHALK .
S 3 HiT1r2 delay-suppression enable, ] JFF{F4EiR FHRIT %,

ST, FAFRER ERRITICHTIT, KRR R o SR AT A
PB4 HAT1r4 suppression event-name event-name period seconds, W E FAFER FI A,

X FF R T HFER B WE, RN, R WERAT FIRE S
WS AR A BB EARAIRIAR, REURZ ST

—-Z5R
6.4.3 IR BB B LR
FAE IR E NI G, o CLEG B34 1) N A S IHE S
AR &4
e RS B T B .
ERER
® {{i{{ display event iy 2 & FH FAFFIN K
® fii[{] display event information [ name event-name |12 25 FA: K3 HHE B o
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Huawei AR3200 Z 414V % d1
it B 6 - A A B 6 K H

® {{i/f] display this 772 A FH FAFLEIR FHE IS S

L]l
BT 4 display event, TTBLZ 5143 REH k. .

<{Huawei> display event

A/B/C/D/E/F/G/H/1/]

A=Sequence, B=RootKindFlag(Independent|RootCause|nonRootCause)
C=Generating time, D=Clearing time

E=ID, F=Name, G=Level, H=State

I=Description information for locating(Para info, Reason info)
J=RootCause alarm sequence (Only for nonRootCause alarm)

1/Independent/2011-08-17 16:06:58/-/0xc0dc2000/entConfigChange/Warning/Start/0
ID 1.3.6.1.2.1.47.2.0.1 Entity MIB change

2/Independent/2011-08-17 16:08:52/~/0xc0dc2000/entConfigChange/Warning/Start/0
ID 1.3.6.1.2.1.47.2.0.1 Entity MIB change

3/Independent/2011-08-17 16:10:23/-/0xc0dc2000/entConfigChange/Warning/Start/0
ID 1.3.6.1.2.1.47.2.0.1 Entity MIB change

4/Independent/2011-08-17 16:13:33/-/0xc0dc2000/entConfigChange/Warning/Start/0
ID 1.3.6.1.2.1.47.2.0.1 Entity MIB change

T4 display event information [ name event-name ], W UL 27 st Fi4F. 0.

<{Huawei> display event information name hwICLogfileNumberUpper

EventName: hwlCLogfileNumberUpper
EventType: Critical Event
EventLevel: NA

Suppress Period: 3s

Match VB Name: hwICLogFileNumber

FEFATHE ALK R AT A4 display this, 7] UG B SEAFEE EAR IR . Bilt:

<{Huawei> system—view
[Huawei] event
[Huawei-event] display this
[V200R002C00]
#
event
suppression event—name hwICLogfileNumberUpper period 10
#
return

6.5 ZE A

AT TR YR ey Wb BN

6.5.1 FREERER
(AT R R LR W S FRAT IS B

o
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Huawei AR3200 F 414 % i e

BC B R - A B 6 Wi
db B =
B =

Zﬁ&“ﬁ
b =

HRE B EAFENE LIEMEFT 7 KRG Z 6015 &, 54T @biARNE 25 E
TR BAF TR 695213 8,

FEHFYE TAE, W DS SR AL N EFHATLL P, RS EE R,

$BE1 HAT S system-view, N RGWIE.
$B2 HATHT2 alarm, PP TG HE,

r alarm active { all | sequence-number sequence-number }, TEFRRF TN

=

T
ciiig
4

¥

TR
6.5.2 FREHER

FERIN T EE MR A5 EUS, TSSO B R AT B 2

E=ER
HREMHZEAFENE LEMMEFT 7 KRR ZAT01E & 0 1T@siARNE R T E
ZRBAFHFRG T L,
EHE S TAES, o] DI A FEREHAT UL F i s, R EE R
BRIESE

$BE1 HATHr 2 system-view, N RGAIE.

FIE2 PATM 4 event, FENFAEHAA.

HIE3 ATHT2 clear event all, 155 RGP I FAE .
—4R

6.6 L & 2 {5l

Mo B AR A B N s o BC B ] P R AL A SR L G A R IO T A R A
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6.6.1 Be B S EEHRHI

T 5 6 M AEAR ), LR T A (IR AR SR, R el
i
LHPFTK
FEL P 6 SR o AT A
EEETEEW
x
[=gsdic

SR G S G L o B s

1. BESESH.
2. JiiE AR R
3. MCE LT O R .

Bk
IR, oA A

® EMIK

o HEMLN.

® EIEIR M.

® SR INRL LSRR (1T

HRIESPR
FE1 E SNMPv3 H RS2 4L
HARMCE SNMPv3 H 2 A EHLR P IRIE S W, “SNMP BLE” A G A2
$E2 K E linkDown 75 2% 5 & Major

<{Huawei> system—view
[Huawei] alarm
[Huawei-alarm] alarm—name linkDown severity major

HIE 3 KE S linkDown HIIER_EARE W 5 #

[Huawei-alarm] delay—suppression enable
[Huawei-alarm] suppression alarm—name linkDown cause—period 5

$HI4 K E Ethernet1/0/0 42 1 F 152 i i

[Huawei] alarm
[Huawei-alarm] correlation—analyze enable
[Huawei-alarm] mask interface ethernet 1/0/0

$IE5 BIFARE SR
Bl E e )G, AT Fad, SFSHZER.

<{Huawei> display alarm information name linkDown

ol

i
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AlarmName: 1inkDown

AlarmType: Alarm

AlarmLevel: Major

Suppress Period: 5s

CauseAlarmName: NA

Match VB Name: iflIndex ifAdminStatus

"] LLE 2 linkDown ENHE B o

<{Huawei> display alarm active

A/B/C/D/E/F/G/H/1/]

A=Sequence, B=RootKindFlag(Independent|RootCause|nonRootCause)
C=Generating time, D=Clearing time

E=ID, F=Name, G=Level, H=State

I=Description information for locating(Para info, Reason info)
J=RootCause alarm sequence (Only for nonRootCause alarm)

2/RootCause/2010-9-1 14:53:8/-/0x502001/1inkDown/Critical/Start/0ID 1.3.6.1.6.
3.1.1.5.3 Interface 5 turned into DOWN state.

3/nonRootCause/2010-9-1 14:53:8/-/0x701d2000/hwOspfv31fStateChange/Major/Start
/0ID 1.3.6.1.4.1.2011.5.25.147.0.8 The status of the non-virtual interface has c
hanged. (IfIndex=5, Instanceld=0, RouterId=185273099, IfState=1, ChgReason=8, If
Name=Ethernet0/0/1) /RootCauseSequence: (2)

4/nonRootCause/2010-9-1 14:53:8/-/0x701d2002/hwOspfv3NbrStateChange/Major/Star
t/0ID 1.3.6.1.4.1.2011.5.25.147.0.2 The status of the non-virtual neighbor has c
hanged. (IfIndex=5, Instanceld=0, NbrRouterld=16843009, Routerld=185273099, NbrS
tate=1, ChgReason=12, IfName=Ethernet0/0/1)/RootCauseSequence: (3)

1] LA # linkDown SE R 5%, hwOspfv3IfStateChange J& fi74F 154

R

B &

#

sysname Huawei

#

snmp—agent

snmp—agent local—engineid 800007DB0O300E000030003CA

snmp—agent sys—info version all

snmp—agent group v3 huawei

snmp—agent target—host trap address udp—domain 10.164.9.211 params securityname
user v3

snmp—agent usm—user v3 user huawei

snmp—agent trap enable feature—name CONFIGURATION trap—name linkDown
#
alarm

suppression alarm—name linkDown cause—period 5

correlation—analyze enable

mask interface Ethernet1/0/0

alarm—name linkDown severity major

#
return
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