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TEERATHNL $5700/S7700/S9300 %4 V100R006CO01
B AT AL $7700/S9300 F 4 V100R006C01
(1] s

I RBAILRERAZL S BALA CSS £BE 66, N A48k A S9300 £ 7.

2.1.3 EREB EE%
HBE%

o S TP R A R, A H IR AR
o BALICEG BUEBE R AMERBHT ORI AR B R IE
o S VLAN. IP HUHESE SO L
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[=dis¥is

=Yz

BEEEEM

T B M S AT R

S2700/S3700/S5700 R A IASHAL, HES
RG] LA H BT,

X S9300 RANMASHHL, ERERG A
ST TTASRE

Pl B B TP Mk

® S7700/S9300 R AN A ALK E £ TP Huhl:
13t Eth0/0/0 (FEHER) B Eth0/0/0/0
(HES) I RACHE .

e S5700 RANASHMLIAE HL 1P Huht i i
MEth0/0/0 % F K

® S2700/S3700 RAIHLIEEE TP Huht 75 4%
WG % VLANIF 32 CRRCE .

fic & % 1 F VLAN

o JE P AST HALANL SR AZ Wb L2 1] 1) 4
B VR R AZ O AT A L2 1] [ i
B AL AT 2 TR) ) IR % 1SR
H Eth-Trunk 858 .

o FEANAZ ML N DN ECE A
Access B Hybrid 287, H AR O N C
‘B A Trunk 5{# Hybrid 287,

o U RFZ AT BT 261 i VLANIF £
HJFACE 1P Huhk .

PC B % 1

o [ {E R R Y il [X Bl 3 A A A ) i bl S
s, — G LN AT BGP.

o ML IGP H#E47f# ] OSPF.

o JHH HJA 58—/ OSPF HEfE.

o (%A AL 3 OSPF 1) Area0.

o REANV S EBIT DX ARAE hy — A )
OSPF Area, %' 1. 2N,

o U TED, W DA T A B e Y AR
Fit'E& A Area0.

fic & DHCP

7 el X 19 H DHCP (138 77 X LU R i
T F A LB DHCP Snooping (2N JZ) <
DHCP Relay GI%RJZ) 5i# DHCP Server
hie GLEE .

fid & QoS

QoS 5 B i B 2, T N A
Remark ZIAEHEAT ML 259 5 X 43, HoAth 45 2
FRPEI A S .
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A TR 2 [ X Al 4 2% P2
B & B BEEEEM
P T AE #4744 H] CSS/iStack + Eth-Trunk 1414

7 EARARUE W IR AT SE M . MR AN P T 2L
#i# MSTP. SmartLink. DLDP. SEP.
RRPP %5 A SEMEREME, AN 75 25350
2 VRRP+BFD. A]fijfk & ikE .

22 L EHE /R
FTHES/ERME BTSN “52 IEHS/ERRE.

o Sk
23 ECEEIR IP bk
1. PAT4 system-view, HEANRGHIA
2. BEANEBRIRLE .,
o X THESM S9300 RAAHML, AT interface ethernet 0/0/0/0.
o X THEHEEY S9300/S7700 RANASHAL, AT A4 interface ether net /0/0/0.
o X}T S5700 RHNAHNML, AT A4 interface meth 0/0/1.
o XIT S2700/S3700 R YA HAL .
- AT 4 vlan vian-id, A% VLAN 1A VLAN LK,
- PATEA quit, R[EIRGME .
- AT M4 interface vlanif vian-id, i VLANIF # H J#:3E \ VLANIF 4 IR .
(AR
RA L VLAN WA KEH UP #9430 if, VLANIF 40 4% UP.

3. fTir4 ip addressip-address { mask | mask-length } [ sub ], ¥t & & PR 1) TP ik

2.4 e EFEOF VLAN

2.4.1 B E Eth-Trunk O
X M, T ORIEBE T 5EVE, R 26 75 2558 Eth-Trunk, 120
o I AATHHLANY AT HML 2 0] B %
o I RATHALIL CoAZ B L2 7] 1) i
o LAl 0] ) B BB
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IS Eiate] 2 el X LAl 2% 55
Eth-Trunk 5886 T T 72 HFERE LACP PR TAEBI. BRIEXS T %4 E 5 11
B A DU R R, 7 DUV R T A LACP A RIA]
T AR5 Eth-Trunk 52, 15 EBER o A AC AL L BEAT I R
1. $#ATHr4 system-view, HEARGHIE.
2. T4 interface eth-trunk trunk-id fiy4, @l Eth-Trunk £ 3B LK
3. AT4 modelacp-static, Ft# Eth-Trunk () TAER R L iH & LACP B,
4. PATHA quit, REIRGEME.
5. #4724 interface interface-type interface-number, #F AW Bz IALE
6. T4 eth-trunk trunk-id, REZPELE A 2] Eth-Trunk £ 1
s
242 AR MTEROER
1. $#ATHr4 system-view, HEA RS
2. HATH4 vlan batch { vian-id1 [ tovian-id2 ]} &<1-10>, #t& 6% VLAN,
3. T4 interface interface-type interface-number, #EA4% LA
4. T4 port link-type access, At &% M FIHE SIS Access KM,
5. #UTHr4 port default vian vian-id, it & #% L5145 VLAN,
(AARFT":
AL 0y R BB e ENBL E, do RN ZIEF 5% (SIP 54U ), N4 e9fe & 5 X RF,
FmIEFHLE “TVoIP &4,
243 AN LITIEROBEE
1. $#ATHAr4 system-view, HEARGHIE .
2. PUATH4 vlan batch { vian-id1 [ tovian-id2 ]} &<1-10>, #t&6I% VLAN,
3. PUT4 interfaceinterface-typeinterface-number, HEA$Z AL .
4. PATAE4 port link-typetrunk, P& #% LHERE KA K Trunk 87,
5. $Arm 4 port trunk allow-passvlan { { vian-id1 [ tovian-id2 ] } &<1-10> | all }, ¥
A VLAN.
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244 L2 /%0 EORE

U

o

[RRTY:
LR ETATED . MO RENG TATED . OB LENED, LREAREM,
REZHRIFERNLIR, BE LR 4 VLAN #= IP ik Bp =T,

PATI A system-view, HEARFGHLE.

P AT T4 vlan batch { vian-id1 [ tovian-id2 ] } &<1-10>, &4 VLAN,

AT 4 interface interface-type interface-number, #EAJ% ALK .

AT AT 4 port link-typetrunk, Mo E 5 1 FHERS S A0 Trunk 287,

P AT T4 port trunk allow-passvian { { ian-id1 [ tovian-id2 ] }&<1-10> | all }, #4% 0
L

PATA A quit, IRPIRFEMA-.

AT AT 4> interface vianif vian-id, @& VLANIF $2 [13#3F X VLANIF 2 1 HLE o
AT 4 ip addressip-address { mask | mask-length } [ sub ], & IP Hudik.
—-45R

2.5 L & I

X Bl DX R T, AN B BGP. BRAFH LW N, A T B BGP:

o LK HEEL TR, IGP MELUMEATE.

o T B K rh SR B VA5 MU, IGP AE P TCE SE I

e {38 MPLS L3VPN EURN, 75 2SI A2 (1R 125 50 o

KIAEA T P A4 BGP I BAARCE, WERARRRTRZE, v LAS25 Bl H ™ ik
SCRERIEATHBE

XF T IGP, Al X ¥ Hh ] B $¢ 1S-1S % OSPF (/i [X 9, i) 4% RIP), 1S-IS
HIOSPF Wil AE ik F 220K, Bk, LU LN OSPF Al /4 IGP [#5E .
AL R OSPF, ] L% 40 R JEU k47

o U RTENE MPLS L3VPN, HJH 35—/ OSPF HEFERI AT,

o IZLZHMIAEA OSPF 1] Areal.

o FANMLLHERT T Bk AE b — A B[] OSPF Area, ZW'5 1. 2:-*N. Areal. 2--N ffiH
OSPF NSSA X1, Bl LSA 7E X Jak ] (144 4% .

o WURERI VD, WTLACHTAT i H Y RSB EA Areal,

2.5.1 Bit & OSPF E &I &E

THAETT 21817 OSPF Ml ik & A bl b4 T LU BC AL

1. AT 4 system-view, HEARGMIK .
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2.
3.
4.

AT 4 ospf [ process-id ], Ji3h OSPF #Ef%, #EA OSPF #LK .

AT 4 areaarea-id, MEA OSPF XiAH K.

PAT T4 network ip-address wildcard-mask [ description text ], Bt & X 385402 1 9 B .
1

2.5.2 (AJ1%) ECLE NSSA [Xig

Ll

AR REAN XA B E S NSSA XA, 1575 NSSA X i 47 e by o B EAT I R &
PAT A4S system-view, HEANRGMIA

AT T4 ospf [ process-id ], HEA OSPF #LFE

PAT T4 areaarea-id, A OSPF X AL

AT 4 nssa [ default-route-advertise | flush-waiting-timer interval-value |
no-import-route | no-summary | set-n-bit | suppress-forwarding-address |
trandator-always | transator -interval interval-value | zer o-address-forwarding ] *, HC'E
— AN Xl NSSA X 45

R

2.5.3 (AJi%) ELE IGP FC

g T ARIE OSPF HHes e, $emmiss a5, nf AL E IGP FC Thfg.
PAT A4S system-view, HEANRGMIA
AT fir 4 ospf [ process-id ], #EA OSPF #1K.

AT 4 prefix-priority { critical | high | medium } ip-prefix ip-prefix-name, Bt & OSPF
% I SR e 42

AT 4 Isa-originate-interval { 0| { intelligent-timer max-interval start-interval
hold-interval | other-typeinterval } * }, MEt'& LSA 158 i 7] 18] b5 .

P AT T4 Isa-arrival-interval { interval | intelligent-timer max-interval start-interval
hold-interval }, BCE LSA #4205 1) i 1] 8] B o

PAT A4 spf-schedule-interval { intervall | intelligent-timer max-interval start-interval
hold-interval | millisecond interval2 }, ¥ & SPF 14 Al o

s

2.6 it & DHCP

ZEFE X W DHCP (1932 7 20 b R0, w38 7 0.

o {4 E DHCP JIR45 4, MO R EHEAT AN FELE
- A AL E DHCP Snooping
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- A HALEL E DHCP Relay
o HIVZRAZHALN E K DHCP JIr 55 a4 (A mtihibit), ot s SEEA7 i T~ Ao &

- AP E DHCP Snooping

- AL E DHCP Server (4 JajHbii-ith)
HALPE ) DHCP Ilk4s#% (Ol , i 75 2T a0 R e -
- AP E DHCP Snooping
- JEERAHHLECE DHCP Server (422 1 HbhEh)

o fEHL

(AR

o
R

AL LA LB B DHCP Relay A= DHCP Server, 3K $ #1877 XA T & F ], AF AALL
AWEE S XA F W, Ethie E 5 XARTERF R, 55 ILEKRE 6 s,

2.6.1 AR ##)| L BCE DHCP Snooping

1. PAT4 system-view, ARG

g

AU S

s

474 dhep enable, {fifig 42~ DHCP Ljjfig.

AT 4 dhep snooping enable, i fig42 )= ) DHCP Snooping Jfié

AT T4 interface interface-type interface-number, #EAR: AL

174 dhep snooping enable, i §E#% 1) DHCP Snooping L fE .

G AR D) #4744 dhep snooping trusted, BB “f5AE” RA.

2.6.2 LR #%H LB E DHCP Relay

=

AT & sysem-view, A RHHI.

4774 dhep enable, fiifE4: i) DHCP Bjfig.

==

N S O ok W D
#
o4l

=

(RRETY:

1744 dhcp server group group-name, i) DHCP Il 45 #541 .

17174 dhcp server ip-address, Fit'& DHCP R 45#% 1) P ik,

T4 quit, RIMRGAE .

1774 interfacevlanif vian-id, #t A\ VLANIF £ 1#L& .

474 ip addressip-address { mask | mask-length } [ sub ], fic & IP Hsdik.

do B2 FeGFLE it A2, VLANIF 40 A2 E T IP bk, W) HRRFHE,

8. #ATr4 dhep select relay, fififit VLANIF #% H1¥) DHCP T4k Dt

9. PUTM4 dhcp relay server-select group-name, FCE VLANIF #2111 DHCP Az 45 %541,

Y
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263 CE%

=

® N o o » DN

264 C8B%

¥4 L E.E DHCP Server (£ F/itikit)

AT AT 4 system-view, BEARGHLE

T4 dhep enable, {#ifE4: )71 DHCP Tt

ip pool ip-pool-name, {15 4> JayHiuhikyt I 2 A ik i AL 1]

network ip-address[ mask { mask | mask-length } ], it & ikt b (1 TP Mk
ateway-list ip-address &<1-8>, it & Huhibith () 11 9 56

uit, RFIRGEUA.

AT 4 interface vianif vian-id, #EA VLANIF #1141

e

>

AT i

=

>

11

e

>

A

4
iy
&3]

T g
T q

=

>

P74 ip addressip-address { mask | mask-length } [ sub ], & IP Hudik.
(10
Jo R Z At EidA2F, VLANIF 420 C25 57 IP ik, N EwsRKP kK,
PAT T4 dhep select global, {FRERE 11/ DHCP RZ5Thfg, M4 Rttt 7 Fl sl .

R
(1 538
18 A B Mtk BT, ARAUAARAE B P NG VLANIF 0 LT B B 49 1P ¥oik, %455 TR

— WA Bk F P 4Bt IP dhk, 4w VLANIF 20 A A BB IP bk, REXH fodis
O 1P 3its T B — R Aieibil, N P Lk L&,

$#| LB & DHCP Server (3E[O#tiikith)

1. $AT4 system-view, HEARGIE .
2. PUTH4 dhep enable, {fifE4> )51 DHCP BhfE.
3. T4 interface vlanif vian-id, #EA VLANIF £ R
4. hAT4 ip addressip-address { mask | mask-length } [ sub ], & IP Hihil.
[BARTT
e RZATH B EitA2 ¥, VLANIF B0 QL0 ET IP ik, N ARATR,
5. T4 dhep select interface, i fig 22 11 () DHCP li45 Dhfg, 3B bkt oy fic sk
[RARTT
B0 ML) B B AR 4 O 64 TP WAL FT R ) R, LR RS T TA AL
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2.7 BL & QoS

bl X 4 22— AN TCPHLZE A R 45, [ DX 8 QoS = 2 B 1k BT A AR 1E W Ml 55U fxt
bl X 4 S B 55 LA K S e 7 it e S s ok o

QoS (IS F B RIEING, AR A€, R 2UlLiE Remark 215
ATV SR A, LAY SRR AL 20 2KV BB T

PAF LADREE VoIP s #AINE 25 i st Ze 4 (F Voice VLAN J7 20 R, A4l X 19 v
QoS [HHEAFEE J7 5.

2.7.1 AR Y LECE FEFRIC
1. $#ATHr4 system-view, HEA RS

2. AT traffic classifier classifier-name, IR 4 28I AW KA E

3. T4 if-match vlian-id start-vian-id [ to end-vian-id ], & X3 VLAN fUCECHL .
[ARVY"
X E 4 VLAN #0248 VoIP Ak 53 ANUI Ak 5B 2t i 49 VLAN,
AT 4 quit, RIFTRGAE .
P47 fir4 traffic behavior behavior-name, 812 7AT b 3F3E AFAT AL o

AT A4 quit, RFTRGHE
P74 traffic policy policy-name, G ¥ S I 3HE IR S AL
AT 4 classifier classifier-name behavior behavior-name, <77 RFNGAT 1
10. #ATHA quit, RPIRGHE.
11. $#UUT4 interface interface-type interface-number, ik A4% ALK .

[ARRPT"

X E 4945 0 248 VoIP AR Lk SN e,

12. $4T 4 traffic-policy policy-nameinbound, 7532 17 [i) B 7 S 0% o

R

o X N S O

272 LRERRY LEE QoS AE
1. $#AT#r4 system-view, HEARGHIE.
2. AT 4 interfaceinterface-type interface-number, #EAFELIFLE.

(1 s5mm

K2 a3 0 R ARIL RG] AT (3F Eth-Trunk 9 ).

3. T2 qospq, ML E i H BRI T A PQ.
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R

2.8 BELE Al S %

2.8.1 A] g4 #EA
el X D ] A il S DL R LS
o L u[EEYE: I B CSS/iStack. ERIUARSE )T RARUE R 1 G R SR
o BEMKTIEEME: 31T HE Eth-Trunk S SCILEE K I T042 A0 AR 24040
o Mg EEE: W MSTP. SmartLink. DLDP. SEP. RRPP &84V Sk A1

By = 2SI T
o Mg TIEENE: WL EE IP FRR. NSF/GR. VRRP. BFD 25 VE R ARIE = 2 M
LI FETE

BATHERE A CSS/iStack + Eth-Trunk 415 75 ZERARUE M 4% (T FE0E . EX P R,
T KH T CSS/iStack FiARW £ G W & BINR T — 6 W&, MAEG XA NS b4
F)th 2 5 £ B 1%) Eth-Trunk BT B .

K H] CSS/iStack + Eth-Trunk J&, % AP ZEE MSTP. SmartLink. DLDP. SEP.
RRPP %5 0 SEPE R, AT TREE VRRP+BFD, MU EE L4 4% TP FRR 4%
BB = JZ AT EE R, R ATRAIE A X R 4 ] RE

KT CSS/iStack HIFLE, 1HS I “5.2 MEWS/IEFRA”.
RF Eth-Trunk JRCE, 1EZS W “2.4.1 BL'E Eth-Trunk #1117,

AT A4 TP FRR RCE . W 75 E i g A e n SRR, 1S P 7=
fitn AT il SR
[ARETY:

S2700/S3700/S5700 % %] 4% HLHK £ 4 IP FRR, S7700/S9300 % 7| 3 44U X #F IP FRR.

2.8.2 ic & IP FRR
TEEIEAT A th RIS DAL T FRE T
1. T4 system-view, HEARZHLAL.

2. $AT#r4 route-policy route-policy-name { permit | deny } nodenode, £1J% Route-Policy
FI5 55, FFIEA Route-Policy A1 .

3. MR T EHAT AR if-match F4), & S0 2 8% e (13 B A0 o
4. #ATHr4 apply backup-interface interface-type interface-number, ¥ & &7 Hi4%

5. 4744 apply backup-nexthop ip-address, # & &1 F— k.
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(1 5520
o WwRITTEMT—3k, SARIHTENEED,
o WwREPWPHNSLEILTEMNEET, TUARELT 3k,
o JuR{EdE P2P 4R 4R E T & hdEn, LR 45 E T —3k.

6. PATAL quit, RMERGEME.
7.

AT 4 ip frr route-policy route-policy-name, {iifit IP FRR jfig.
45K

2.9 Bo & %45

20 [ 2 >k
WMEAF B, BN LR WD E R SRS AR RE DI RE AL, 4 e S /42
RS P PCy FTEIHL. SIP iEHLLA S B 5l ¥ #6255 iy, T BEHEAT 2015 ) VLAN
MaEs, [ ELRIE VoIP M4 st se gk . Wil 2-1 Fiors.
SCRIRRCAS 01 (2011-09-15) e Jg LA R 5 B BT AT © 29

ey R AT IR



IE PSS
A TR 2 [ X Al 4 2% P2

[E2-1 ZAtiL%ERELH M E

AGG1~AGG2 ACC1~ACC4 CORE1
Eth-Trunk1: Eth-Trunk1: Eth-Trunk1:

GE0/0/1 GE0/0/1 GE1/1/0/1
GE0/0/2 GE0/0/2 GE1/1/0/2 \
GE1/0/1 GE1/0/1 GE2/1/0/1
GE1/0/2 GE1/0/2 GE2/1/0/2
Eth-Trunk2:  HP 80 Eth-Trunk2: . \
GE0/0/3 Eth0/0/1 GE1/2/0/1 Bl
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VLAN ACCI T A [F PC Zi: 501
T A I SIP Z&ifi: 701
BRI A FIGE i 801

ACC2 BT A B PC e 502
T A I SIP i 702
BRI A FIEE K. 802

ACC3 I A [ PC £ 503
BT A I SIP i 703
BB A IIGE &K 803
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ACC4

BT A B PC Ziig: 504
T A I SIP Zifi: 704
BT A TG &K 804

AGG1

1001

AGG2

1002

%45 P Huhik

AGGI

VLANIF 501:
VLANIF 701:
VLANIF 801:
VLANIF 502:
VLANIF 702:
VLANIF 802:
VLANIF 1001:

10.20.1.1/24
10.21.1.1/24
10.22.1.1/24
10.20.2.1/24
10.21.2.1/24
10.22.2.1/24

10.1.0.1/24

LoopBack0: 2.2.2.2/32

AGQG2

VLANIF 503:
VLANIF 703:
VLANIF 803:
VLANIF 504:
VLANIF 704:
VLANIF 804:

10.20.3.1/24
10.21.3.1/24
10.22.3.1/24
10.20.4.1/24
10.21.4.1/24
10.22.4.1/24

VLANIF 1002: 10.1.1.1/24
LoopBack0: 3.3.3.3/32

COREI VLANIF 1001: 10.1.0.2/24
VLANIF 1002: 10.1.1.2/24

LoopBack0: 1.1.1.1/32

k45 2% TP Hulik | DHCP k%5 %% 10.10.0.1

7 1P Huhik PC 3. 10.20.1.0/24~10.20.2.0/24
SIP #i#l: 10.21.1.0/24~10.21.2.0/24

ToLk . 10.22.1.0/24~10.22.2.0/24

HEIT A

PC #fii: 10.20.3.0/24~10.20.4.0/24
SIP ifHL: 10.21.3.0/24~10.21.4.0/24
ToLk . 10.22.3.0/24~10.22.4.0/24

H#IT B

QoS SIP &AL Ed | 7
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1. FiE CORE ] CSS 4#f.
# 7 CORE1 [ EAHML LHLE CSS HRE.

<COREl> system-view
[CORE1] set css priority 255
[CORE1] css enable

# {£ CORE1 M MAZHHL L E CSS .

<CORE1l_S> system-view
[CORE1_S] set css id 2
[CORE1_S] css enable

Bl % 2 J5, COREl fEREES,, JasErlc & A LA AL BT,
(1 ssmm

T LA REAIGRE, REE BB EE T, FFHALF SR EMAERE, DAL
W2 )G, AAFHES Stack EEE %, RFEHATRE.

2. [ E#OR VLAN.
# EEBAZHAL ACCI R F1 VLAN.

<ACCl> system-view

[ACC1] wvlan batch 501 701 801

[ACCl] interface Ethernet 0/0/1
[ACCl-Ethernet0/0/1] port link-type access
[ACCl-Ethernet0/0/1] port default vlan 501
[ACCl-Ethernet0/0/1] quit

[ACCl] interface Ethernet 0/0/2
[ACCl-Ethernet0/0/2] port link-type access
[ACCl-Ethernet0/0/2] port default vlan 501
[ACCl-Ethernet0/0/2] quit

[ACCl] interface Ethernet 1/0/1
[ACCl-Ethernetl1/0/1] port link-type access
[ACCl-Ethernetl1/0/1] port default vlan 501
[ACCl-Ethernetl1/0/1] quit

[ACCl] interface Ethernet 1/0/2
[ACCl-Ethernetl1/0/2] port link-type access
[ACCl-Ethernetl1/0/2] port default vlan 701
[ACCl-Ethernetl1/0/2] quit

[ACCl] interface Ethernet 1/0/3
[ACCl-Ethernetl1/0/3] port link-type access
[ACCl-Ethernetl1/0/3] port default vlan 801
[ACCl-Ethernetl1/0/3] quit

[ACC1l] interface Eth-Trunk 1
[ACC1-Eth-Trunkl] port link-type trunk

[ACC1-Eth-Trunkl] port trunk allow-pass vlan 501 701 801
[ACC1-Eth-Trunkl] mode lacp-static

[ACC1-Eth-Trunkl]
[ACC1-Eth-Trunkl] quit

[ACC1l] interface GigabitEthernet 0/0/1
[ACCl-GigabitEthernet0/0/1] Eth-Trunk 1
[ACCl-GigabitEthernet0/0/1] quit

load-balance src-mac
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ACCl] interface GigabitEthernmet 0/0/2

ACCl-GigabitEthernet0/0/2] Eth-Trunk 1
ACCl-GigabitEthernet0/0/2] quit

ACCl] interface GigabitEthermet 1/0/1

ACCl-GigabitEthernetl/0/1] quit
ACCl] interface GigabitEthernet 1/0/2
ACCl-GigabitEthernetl1/0/2] Eth-Trunk 1

[
[
[
[
[ACCl-GigabitEthernet1/0/1] Eth-Trunk 1
[
[
[
[

ACCl-GigabitEthernetl/0/2] quit

# BN ACC2 K 1 F1 VLAN.

<ACC2> system-view
ACC2] vlan batch 502 702 802
ACC2] interface Ethernet 0/0/1

ACC2-Ethernet0/0/1] port link-type access
ACC2-Ethernet0/0/1] port default vlan 502
ACC2-Ethernet0/0/1] quit

ACC2] interface Ethernet 0/0/2

ACC2-Ethernet0/0/2] port link-type access
ACC2-Ethernet0/0/2] port default vlan 502
ACC2-Ethernet0/0/2] quit

ACC2] interface Ethernet 1/0/1

ACC2-Ethernetl1/0/1] port link-type access
ACC2-Ethernetl1/0/1] port default vlan 502
ACC2-Ethernetl1l/0/1] quit

ACC2] interface Ethernet 1/0/2

ACC2-Ethernetl1/0/2] port link-type access
ACC2-Ethernetl1/0/2] port default vlan 702
ACC2-Ethernetl1l/0/2] quit

ACC2] interface Ethernet 1/0/3

ACC2-Ethernetl1/0/3] port link-type access

ACC2-Ethernetl1/0/3] quit
ACC2] interface Eth-Trunk 1

ACC2-Eth-Trunkl]
ACC2-Eth-Trunkl]
ACC2-Eth-Trunkl]
ACC2-Eth-Trunkl]
ACC2-Eth-Trunkl]

port link-type trunk
port trunk allow-pass vlan 502 702 802
mode lacp-static

load-balance src-mac

quit

ACC2] interface GigabitEthernet 0/0/1

ACC2-GigabitEthernet0/0/1] Eth-Trunk 1
ACC2-GigabitEthernet0/0/1] quit

ACC2] interface GigabitEthernet 0/0/2

ACC2-GigabitEthernet0/0/2] Eth-Trunk 1
ACC2-GigabitEthernet0/0/2] quit

ACC2] interface GigabitEthernet 1/0/1

ACC2-GigabitEthernetl1/0/1] Eth-Trunk 1
ACC2-GigabitEthernetl/0/1] quit

ACC2] interface GigabitEthernet 1/0/2

ACC2-GigabitEthernetl1/0/2] Eth-Trunk 1
ACC2-GigabitEthernetl/0/2] quit

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[ACC2-Ethernetl1/0/3] port default vlan 802
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

# FE AN ACC3 {42 L HT VLAN,

<ACC3> system-view
[ACC3] wvlan batch 503 703 803
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ACC3-Eth-Trunkl]
ACC3-Eth-Trunkl]
ACC3-Eth-Trunkl]
ACC3-Eth-Trunkl]

]

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[ACC3-Eth-Trunkl
[
[
[
[
[
[
[
[
[
[
[
[

ACC3] interface Ethernet 0/0/1
ACC3-Ethernet0/0/1] port link-type access
ACC3-Ethernet0/0/1] port default vlan 503
ACC3-Ethernet0/0/1] quit

ACC3] interface Ethernet 0/0/2
ACC3-Ethernet0/0/2] port link-type access
ACC3-Ethernet0/0/2] port default vlan 503
ACC3-Ethernet0/0/2] quit

ACC3] interface Ethernet 1/0/1
ACC3-Ethernetl1/0/1] port link-type access
ACC3-Ethernetl1/0/1] port default vlan 503
ACC3-Ethernetl1/0/1] quit

ACC3] interface Ethernet 1/0/2
ACC3-Ethernetl1/0/2] port link-type access
ACC3-Ethernetl1/0/2] port default vlan 703
ACC3-Ethernetl1/0/2] quit

ACC3] interface Ethernet 1/0/3
ACC3-Ethernetl1/0/3] port link-type access
ACC3-Ethernetl1/0/3] port default vlan 803
ACC3-Ethernetl1/0/3] quit

ACC3] interface Eth-Trunk 1

port link-type trunk

port trunk allow-pass vlan 503 703 803
mode lacp-static

load-balance src-mac

quit

ACC3] interface GigabitEthernet 0/0/1

ACC3-GigabitEthernet0/0/1] Eth-Trunk 1
ACC3-GigabitEthernet0/0/1] quit

ACC3] interface GigabitEthernet 0/0/2

ACC3-GigabitEthernet0/0/2] Eth-Trunk 1
ACC3-GigabitEthernet0/0/2] quit

ACC3] interface GigabitEthernet 1/0/1

ACC3-GigabitEthernet1/0/1] Eth-Trunk 1
ACC3-GigabitEthernetl/0/1] quit

ACC3] interface GigabitEthernet 1/0/2

ACC3-GigabitEthernetl1/0/2] Eth-Trunk 1
ACC3-GigabitEthernetl/0/2] quit

# BN HAL ACC4 R 1 F1 VLAN.

<ACC4> system-view

ACC4] vlan batch 504 704 804

ACC4] interface Ethernet 0/0/1
ACC4-Ethernet0/0/1] port link-type access
ACC4-Ethernet0/0/1] port default vlan 504
ACC4-Ethernet0/0/1] quit

ACC4] interface Ethernet 0/0/2
ACC4-Ethernet0/0/2] port link-type access

ACC4-Ethernet0/0/2] quit

ACC4] interface Ethernet 1/0/1
ACC4-Ethernetl1l/0/1] port link-type access
ACC4-Ethernetl1/0/1] port default vlan 504
ACC4-Ethernetl/0/1] quit

ACC4] interface Ethernet 1/0/2

[
[
[
[
[
[
[
[ACC4-Ethernet0/0/2] port default vlan 504
[
[
[
[
[
[
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ACC4-Ethernetl/0/2] port link-type access
ACC4-Ethernetl/0/2] port default vlan 704
ACC4-Ethernetl/0/2] quit

ACC4] interface Ethernet 1/0/3
ACC4-Ethernetl/0/3] port link-type access
ACC4-Ethernetl1/0/3] port default vlan 804
ACC4-Ethernetl/0/3] quit

ACC4] interface Eth-Trunk 1

ACC4-Eth-Trunkl]
ACC4-Eth-Trunkl]
ACC4-Eth-Trunkl]
ACC4-Eth-Trunkl]

]

port link-type trunk

port trunk allow-pass vlan 504 704 804
mode lacp-static

load-balance src-mac

quit

ACC4] interface GigabitEthernet 0/0/1

ACC4-GigabitEthernet0/0/1] Eth-Trunk 1
ACC4-GigabitEthernet0/0/1] quit

ACC4] interface GigabitEthernet 0/0/2

ACC4-GigabitEthernet0/0/2] Eth-Trunk 1
ACC4-GigabitEthernet0/0/2] quit

ACC4] interface GigabitEthernet 1/0/1

ACC4-GigabitEthernetl1/0/1] Eth-Trunk 1
ACC4-GigabitEthernetl1/0/1] quit

ACC4] interface GigabitEthernet 1/0/2

ACC4-GigabitEthernetl1/0/2] Eth-Trunk 1
ACC4-GigabitEthernetl/0/2] quit

[
[
[
[
[
[
[
[
[
[
[
[
[ACC4-Eth-Trunkl
[
[
[
[
[
[
[
[
[
[
[
[

# BN AGGI R F1 VLAN.

<AGGl> system-view
[AGG1] vlan batch 501 502 701 702 801 802 1001
AGGl] interface Eth-Trunk 1

AGG1l-Eth-Trunkl]
AGG1l-Eth-Trunkl]
AGG1l-Eth-Trunkl]
AGG1l-Eth-Trunkl]
AGG1l-Eth-Trunkl]

port link-type trunk

port trunk allow-pass vlan 501 701 801
mode lacp-static

load-balance src-mac

quit

AGGl] interface GigabitEthernet 0/0/1

AGGl-GigabitEthernet0/0/1] Eth-Trunk 1
AGGl-GigabitEthernet0/0/1] quit

AGGl] interface GigabitEthernet 0/0/2

AGGl-GigabitEthernet0/0/2] Eth-Trunk 1
AGGl-GigabitEthernet0/0/2] quit

AGGl] interface GigabitEthernet 1/0/1

AGGl-GigabitEthernetl/0/1] quit

AGGl] interface GigabitEthernet 1/0/2
AGGl-GigabitEthernetl1/0/2] Eth-Trunk 1
AGGl-GigabitEthernetl/0/2] quit

AGGl] interface Eth-Trunk 2

AGG1l-Eth-Trunk2]
AGG1l-Eth-Trunk2]
AGG1l-Eth-Trunk2]
AGG1l-Eth-Trunk2]
AGG1l-Eth-Trunk2]

port link-type trunk

port trunk allow-pass vlan 502 702 802
mode lacp-static

load-balance src-mac

quit

AGGl] interface GigabitEthernet 0/0/3
AGGl-GigabitEthernet0/0/3] Eth-Trunk 2

[
[
[
[
[
[
[
[
[
[
[
[
[
[AGG1-GigabitEthernetl1l/0/1] Eth-Trunk 1
[
[
[
[
[
[
[
[
[
[
[
[
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AGGl-GigabitEthernet0/0/3] quit

AGGl] interface GigabitEthernet 0/0/4
AGGl-GigabitEthernet0/0/4] Eth-Trunk 2
AGGl-GigabitEthernet0/0/4] quit

AGGl] interface GigabitEthernet 1/0/3
AGGl-GigabitEthernetl1/0/3] Eth-Trunk 2
AGGl-GigabitEthernetl1/0/3] quit

AGGl] interface GigabitEthernmet 1/0/4
AGGl-GigabitEthernetl1/0/4] Eth-Trunk 2
AGGl-GigabitEthernetl/0/4] quit

AGG1l] interface Eth-Trunk 3
AGGl-Eth-Trunk3
AGGl-Eth-Trunk3

[

[

[

[

[

[

[

[

[

[

[

[ ] port link-type trunk

[ ] port trunk allow-pass vlan 1001
[AGG1-Eth-Trunk3] mode lacp-static
[AGG1-Eth-Trunk3] load-balance src-mac
[AGG1-Eth-Trunk3] quit

[AGG1l] interface GigabitEthernet 0/0/5
[AGG1l-GigabitEthernet0/0/5] Eth-Trunk 3
[AGG1l-GigabitEthernet0/0/5] quit

[AGG1l] interface GigabitEthernet 0/0/6
[AGG1l-GigabitEthernet0/0/6] Eth-Trunk 3
[AGG1l-GigabitEthernet0/0/6] quit

[AGG1l] interface GigabitEthernet 1/0/5
[AGGl-GigabitEthernet1/0/5] Eth-Trunk 3
[AGG1l-GigabitEthernetl1/0/5] quit

[AGG1l] interface GigabitEthernet 1/0/6
[AGG1l-GigabitEthernetl1/0/6] Eth-Trunk 3
[AGG1l-GigabitEthernetl1/0/6] quit

[AGG1] interface vlanif 501

[AGG1-V1anif501] ip address 10.20.1.1 255.255.255.0
[AGG1-V1anif501] quit

[AGG1] interface vlanif 701

[AGG1-V1anif701] ip address 10.21.1.1 255.255.255.0
[AGG1-V1anif701] quit

[AGG1] interface vlanif 801

[AGG1-V1anif801] ip address 10.22.1.1 255.255.255.0
[AGG1-V1anif801] quit

[AGG1] interface vlanif 502

[AGG1-V1anif502] ip address 10.20.2.1 255.255.255.0
[AGG1-V1anif502] quit

[AGG1] interface vlanif 702

[AGG1-V1anif702] ip address 10.21.2.1 255.255.255.0
[AGG1-V1anif702] quit

[AGG1] interface vlanif 802

[AGG1-V1anif802] ip address 10.22.2.1 255.255.255.0
[AGG1-V1anif802] quit

[AGG1] interface vlanif 1001

[AGG1-V1anif1001] ip address 10.1.0.1 255.255.255.0
[AGG1-V1anif1001] quit

# LRI RN AGG2 [P F1 VLAN.

<AGG2> system-view

[AGG2] vlan batch 503 504 703 704 803 804 1002
[AGG2] interface Eth-Trunk 1

[AGG2-Eth-Trunkl] port link-type trunk
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AGG2-Eth-Trunkl
AGG2-Eth-Trunkl
AGG2-Eth-Trunkl

]
]
]
AGG2-Eth-Trunkl]

port trunk allow-pass vlan 503 703 803
mode lacp-static

load-balance src-mac

quit

AGG2] interface GigabitEthermet 0/0/1

AGG2-GigabitEthernet0/0/1] Eth-Trunk 1
AGG2-GigabitEthernet0/0/1] quit

AGG2] interface GigabitEthernmet 0/0/2

AGG2-GigabitEthernet0/0/2] Eth-Trunk 1
AGG2-GigabitEthernet0/0/2] quit

AGG2] interface GigabitEthermet 1/0/1

AGG2-GigabitEthernetl1/0/1] Eth-Trunk 1
AGG2-GigabitEthernetl/0/1] quit

AGG2] interface GigabitEthernet 1/0/2

AGG2-GigabitEthernetl1/0/2] Eth-Trunk 1
AGG2-GigabitEthernetl/0/2] quit

AGG2] interface Eth-Trunk 2

AGG2-Eth-Trunk2]
AGG2-Eth-Trunk2]
AGG2-Eth-Trunk2]
AGG2-Eth-Trunk2]
AGG2-Eth-Trunk2]

port link-type trunk
port trunk allow-pass vlan 504 704 804
mode lacp-static

load-balance src-mac

quit

AGG2] interface GigabitEthernet 0/0/3
AGG2-GigabitEthernet0/0/3] Eth-Trunk 2
AGG2-GigabitEthernet0/0/3] quit

AGG2] interface GigabitEthernet 0/0/4
AGG2-GigabitEthernet0/0/4] Eth-Trunk 2

AGG2] interface GigabitEthernet 1/0/3
AGG2-GigabitEthernetl1/0/3] Eth-Trunk 2
AGG2-GigabitEthernetl1/0/3] quit

AGG2] interface GigabitEthernet 1/0/4
AGG2-GigabitEthernetl1/0/4] Eth-Trunk 2
AGG2-GigabitEthernetl/0/4] quit

AGG2] interface Eth-Trunk 3

AGG2-Eth-Trunk3]
AGG2-Eth-Trunk3]
AGG2-Eth-Trunk3]
AGG2-Eth-Trunk3]
AGG2-Eth-Trunk3]

port link-type trunk
port trunk allow-pass vlan 1002
mode lacp-static

load-balance src-mac

quit

AGG2] interface GigabitEthernet 0/0/5
AGG2-GigabitEthernet0/0/5] Eth-Trunk 3
AGG2-GigabitEthernet0/0/5] quit

AGG2] interface GigabitEthernet 0/0/6
AGG2-GigabitEthernet0/0/6] Eth-Trunk 3
AGG2-GigabitEthernet0/0/6] quit

AGG2] interface GigabitEthernmet 1/0/5
AGG2-GigabitEthernetl1/0/5] Eth-Trunk 3
AGG2-GigabitEthernetl1/0/5] quit

AGG2] interface GigabitEthernmet 1/0/6
AGG2-GigabitEthernetl1/0/6] Eth-Trunk 3
AGG2-GigabitEthernetl/0/6] quit

AGG2] interface vlanif 503

AGG2-V1anif503]
AGG2-V1anif503]

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[AGG2-GigabitEthernet0/0/4] quit
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

ip address 10.20.3.1 255.255.255.0
quit
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AGG2]
AGG2-V1anif703]
AGG2-V1anif703]

AGG2-V1anifg803]
AGG2-V1anifg803]

AGG2-V1anif504]
AGG2-V1anif504]

AGG2-V1anif704]
AGG2-V1anif704]

AGG2-V1anifg804]
AGG2-V1anifg804]

AGG2-V1anif1002]

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[AGG2-V1anif1002]

interface vlanif 703

ip address 10.21.3.1
quit

interface vlanif 803

ip address 10.22.3.1
quit

interface vlanif 504

ip address 10.20.4.1
quit

interface vlanif 704

ip address 10.21.4.1
quit

interface vlanif 804

ip address 10.22.4.1
quit

interface vlanif 1002

ip address 10.1.1.1
quit

255

255

255

255

255

255

.255

.255

.255

.255

.255

.255

# B O AL COREL R4 11 VLAN.

<COREl> system-view
[CORE1] wvlan batch 1001 1002

[CORE1]
CORE1-Eth-Trunkl]
CORE1-Eth-Trunkl]
CORE1-Eth-Trunkl]
CORE1-Eth-Trunkl]
CORE1-Eth-Trunkl]
CORE1-Eth-Trunkl]

CORE1]

COREL1]

CORE1]

CORE1]
CORE1-Eth-Trunk2]
CORE1-Eth-Trunk2]
CORE1-Eth-Trunk2]
CORE1-Eth-Trunk2]
CORE1-Eth-Trunk2]
CORE1-Eth-Trunk2]
CORE1]

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[CORE1]
[
[
[
[
[
[
[
[
[
[
[
[
[CORE1]
[
[
[

CORE1]

interface Eth-Trunk 1

port link-type trunk

.255.0

.255.0

.255.0

.255.0

.255.0

.255.0

port trunk allow-pass vlan 1001

mode lacp-static
load-balance src-ma
lacp preempt enable

quit

quit

quit

quit

quit

interface Eth-Trunk 2

c

interface GigabitEthernet 1/1/0/1
CORE1-GigabitEthernetl1/1/0/1]
CORE1-GigabitEthernetl1/1/0/1]

Eth-Trunk 1

interface GigabitEthernet 1/1/0/2
CORE1-GigabitEthernetl1/1/0/2]
CORE1-GigabitEthernetl1/1/0/2]

Eth-Trunk 1

interface GigabitEthernet 2/1/0/1
CORE1-GigabitEthernet2/1/0/1]
CORE1-GigabitEthernet2/1/0/1]

Eth-Trunk 1

interface GigabitEthernet 2/1/0/2
CORE1-GigabitEthernet2/1/0/2]
CORE1-GigabitEthernet2/1/0/2]

Eth-Trunk 1

port link-type trunk

port trunk allow-pass vlan 1002

mode lacp-static

load-balance src-mac

lacp preempt enable

quit

quit

quit

interface GigabitEthernet 1/2/0/1
CORE1-GigabitEthernetl1/2/0/1]
CORE1-GigabitEthernetl1/2/0/1]

Eth-Trunk 2

interface GigabitEthernet 1/2/0/2
CORE1-GigabitEthernetl1/2/0/2]
CORE1-GigabitEthernetl1/2/0/2]

Eth-Trunk 2

interface GigabitEthernet 2/2/0/1
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[CORE1-GigabitEthernet2/2/0/1] Eth-Trunk 2
[CORE1-GigabitEthernet2/2/0/1] quit

[CORE1l] interface GigabitEthernet 2/2/0/2
[CORE1-GigabitEthernet2/2/0/2] Eth-Trunk 2
[CORE1-GigabitEthernet2/2/0/2] quit

[CORE1] interface vlanif 1001

[CORE1-V1anif1001] ip address 10.1.0.2 255.255.255.0
[CORE1-V1anif1001] quit

[CORE1l] interface vlanif 1002

[CORE1-V1anif1002] ip address 10.1.1.2 255.255.255.0
[CORE1-V1anif1002] quit

[IRN=RiZ =R NN
# FE AGGL R i,

[AGG1l] interface LoopBack 0
AGGl-LoopBack0] ip address 2.2.2.2 32
AGGl-LoopBack0] quit

AGGl] ospf 1

AGGl-ospf-1] area 0

[

[

[

[

[AGGl-ospf-1-area-0.0.0.0] network 10.20.1.1 0.0.0.255
[AGGl-o0spf-1-area-0.0.0.0] network 10.20.2.1 0.0.0.255
[AGGl-ospf-1-area-0.0.0.0] network 10.21.1.1 0.0.0.255
[AGGl-ospf-1-area-0.0.0.0] network 10.21.2.1 0.0.0.255
[AGGl-ospf-1-area-0.0.0.0] network 10.22.1.1 0.0.0.255
[AGGl-ospf-1-area-0.0.0.0] network 10.22.2.1 0.0.0.255
[AGGl-ospf-1-area-0.0.0.0] network 10.1.0.1 0.0.0.255
[AGGl-ospf-1-area-0.0.0.0] network 2.2.2.2 0.0.0.0
[AGGl-ospf-1-area-0.0.0.0] quit

# I AGG2 R .

[AGG2] interface LoopBack 0
AGG2-LoopBack0] ip address 3.3.3.3 32
AGG2-LoopBack0] quit

AGG2] ospf 1

AGG2-ospf-1] area 0

[

[

[

[

[AGG2-0spf-1-area-0.0.0.0] network 10.20.3.1 0.0.0.255
[AGG2-0spf-1-area-0.0.0.0] network 10.20.4.1 0.0.0.255
[AGG2-0spf-1-area-0.0.0.0] network 10.21.3.1 0.0.0.255
[AGG2-0spf-1-area-0.0.0.0] network 10.21.4.1 0.0.0.255
[AGG2-0spf-1-area-0.0.0.0] network 10.22.3.1 0.0.0.255
[AGG2-0spf-1-area-0.0.0.0] network 10.22.4.1 0.0.0.255
[AGG2-0spf-1-area-0.0.0.0] network 10.1.1.1 0.0.0.255
[AGG2-0spf-1-area-0.0.0.0] network 3.3.3.3 0.0.0.0
[AGG2-0spf-1-area-0.0.0.0] quit

# FCE CORE1 A% il

[CORE1] interface LoopBack 0

CORE1l-LoopBack0O] ip address 1.1.1.1 32
CORE1-LoopBack0] quit

CORE1l] ospf 1

COREl-ospf-1] area 0

COREl-ospf-1l-area-0.0.0.0] network 10.1.0.2 0.0.0.255

[
[
[
[
[
[COREl-ospf-1-area-0.0.0.0] network 10.1.1.2 0.0.0.255
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[COREl-ospf-1l-area-0.0.0.0]
[COREl-ospf-1-area-0.0.0.0]

network 1.1.1.1 0.0.0.0
quit

4. Ti'E DHCP.

# fi'® ACC1 _ff) DHCP Snooping Hfit .

ACC1l] dhcp enable

ACCl] dhcp snooping enable

ACC1l] interface

Ethernet 0/0/1

ACCl-Ethernet0/0/1] dhcp snooping enable
ACCl-Ethernet0/0/1] quit

ACC1l] interface

Ethernet 0/0/2

ACCl-Ethernet0/0/2] dhcp snooping enable
ACCl-Ethernet0/0/2] quit

ACC1l] interface

Ethernet 1/0/1

ACCl-Ethernetl1/0/1] dhcp snooping enable

ACC1l] interface

Ethernet 1/0/2

ACCl-Ethernetl1/0/2] dhcp snooping enable
ACCl-Ethernetl/0/2] quit

ACC1l] interface

Ethernet 1/0/3

ACCl-Ethernetl1/0/3] dhcp snooping enable
ACCl-Ethernetl1/0/3] quit

ACC1l] interface
ACC1l-Eth-Trunkl]
ACC1l-Eth-Trunkl]
ACC1l-Eth-Trunkl]

[
[
[
[
[
[
[
[
[
[
[ACC1l-Ethernetl1l/0/1] quit
[
[
[
[
[
[
[
[
[
[

Eth-Trunk 1

dhcp snooping enable
dhcp snooping trusted
quit

ACC2. ACC3. ACC4 W'E 5 ACC1 A

# Mt & AGG1 Lff) DHCP Relay Thfig.

AGGl] dhcp enable

AGGl] dhcp server group groupl

AGGl-dhcp-server-group-groupl]

AGGl-dhcp-server-group-groupl] quit

[

[

[

[

[AGG1l] interface
[AGG1-V1anif501]
[AGG1-V1anif501]
[AGG1-V1anif501]
[AGG1l] interface
[AGG1-V1anif701]
[AGG1-V1anif701]
[AGG1-V1anif701]
[AGG1l] interface
[AGG1-V1anif801]
[AGG1-V1anif801]
[AGG1-V1anif801]
[AGG1l] interface
[AGG1-V1anif502]
[AGG1-V1anif502]
[AGG1-V1anif502]
[AGG1l] interface
[AGG1-V1anif702]
[AGG1-V1anif702]
[AGG1-V1anif702]

dhcp-server 10.10.0.1

vlanif 501

dhcp select relay

dhcp relay server-select groupl
quit

vlanif 701

dhcp select relay

dhcp relay server-select groupl
quit

vlanif 801

dhcp select relay

dhcp relay server-select groupl
quit

vlanif 502

dhcp select relay

dhcp relay server-select groupl
quit

vlanif 702

dhcp select relay
dhcp relay server-select
quit

groupl
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AGGl] interface
AGG1l-Vl1anif802]
AGG1l-Vl1anif802]

[
[
[
[AGG1-V1anif802]

# iL'E AGG2 ff) DHCP Relay JfE.

[
[
[
[
[AGG2] interface
[AGG2-V1anif503]
[AGG2-V1anif503]
[AGG2-V1anif503]
[AGG2] interface
[AGG2-V1anif703]
[AGG2-V1anif703]
[AGG2-V1anif703]
[AGG2] interface
[AGG2-V1anif803]
[AGG2-V1anif803]
[AGG2-V1anif803]
[AGG2] interface
[AGG2-V1anif504]
[AGG2-V1anif504]
[AGG2-V1anif504]
[AGG2] interface
[AGG2-V1anif704]
[AGG2-V1anif704]
[AGG2-V1anif704]
[AGG2] interface
[AGG2-V1anifg804]
[AGG2-V1anifg804]
[AGG2-V1anifg804]

it & QoS.
# IlE ACCl.

AGG2-dhcp-server-group-groupl]
AGG2-dhcp-server-group-groupl]

vlanif 802
dhcp select relay

dhcp relay server-select groupl

quit

AGG2] dhcp enable
AGG2] dhcp server group groupl

vlanif 503
dhcp select relay

dhcp relay server-select

quit
vlanif 703
dhcp select relay

dhcp relay server-select

quit
vlanif 803
dhcp select relay

dhcp relay server-select

quit
vlanif 504
dhcp select relay

dhcp relay server-select

quit
vlanif 704
dhcp select relay

dhcp relay server-select

quit
vlanif 804
dhcp select relay

dhcp relay server-select

quit

ACCl] traffic classifier voip

ACCl-classifier-
ACCl-classifier-

voip] if-match vlan 701

voip] quit

ACCl] traffic behavior voip

ACCl-behavior-voip]

ACCl] traffic policy voip

remark 8021p 7

dhcp-server 10.10.0.1
quit

groupl

groupl

groupl

groupl

groupl

groupl

ACCl-trafficpolicy-voip] classifier voip behavior voip

ACCl-trafficpolicy-voip] quit

ACCl] interface

ACCl-Ethernetl1/0/2]

[
[
[
[
[
[ACCl-behavior-voip] quit
[
[
[
[
[

Ethernet 1/0/2

traffic-policy voip inbound

ACC2. ACC3. ACC4 ML E 5 ACCT Z3l, HFFEH if-match T-A]* ) VLAN 43712k
A 702 703 F1 704,

# BUE AGGI.
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AGGl] interface GigabitEthermet 0/0/5
AGGl-GigabitEthernet0/0/5] qos pq
AGGl-GigabitEthernet0/0/5] quit

AGGl] interface GigabitEthernet 0/0/6
AGGl-GigabitEthernet0/0/6] qos pq

AGGl] interface GigabitEthernmet 1/0/5
AGGl-GigabitEthernetl1/0/5] qos pq
AGGl-GigabitEthernetl/0/5] quit

AGGl] interface GigabitEthernmet 1/0/6
AGGl-GigabitEthernetl/0/6] qos pq

[
[
[
[
[
[AGG1l-GigabitEthernet0/0/6] quit
[
[
[
[
[
[

AGGl-GigabitEthernetl/0/6] quit

AGG2 HIC & 5 AGG1 A .

Y

B E

e ACCI Bl 1t

#
sysname ACC1
#

vlan batch 501 701 801

#
dhcp enable

dhcp snooping enable

#

traffic classifier voip operator and
if-match vlan-id 701

#

traffic behavior voip

remark 8021p 7
#

traffic policy voip

classifier voip behavior voip

#

interface Eth-Trunkl

port link-type trunk

port trunk allow-pass vlan 501 701 801

mode lacp-static

load-balance src-mac

lacp preempt enable

dhcp snooping enable

dhcp snooping trusted

#

interface Ethernet0/0/1

port link-type access

port default vlan 501

dhcp snooping enable

#

interface Ethernet0/0/2

port link-type access

port default vlan 501

dhcp snooping enable
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#

interface Ethernetl/0/1
port link-type access
port default vlan 501
dhcp snooping enable

#

interface Ethernetl/0/2
port link-type access
port default vlan 701

traffic-policy voip inbound

dhcp snooping enable

#

interface GigabitEthernet0/0/1

eth-trunk 1
#

interface GigabitEthernet0/0/2

eth-trunk 1
#

interface GigabitEthernetl/0/1

eth-trunk 1
#

interface GigabitEthernetl/0/2

eth-trunk 1
#

return

ACC2~ACC4 MECE 52 L, HUERLE Y VLAN A,

e AGGI it &

#
sysname AGG1
#

vlan batch 501 to 502 701 to 702 801 to 802 1001

#

dhcp enable

#

dhcp server group groupl
dhcp-server 10.10.0.1 0
#

interface Vlanifs501

ip address 10.20.1.1 255.
dhcp select relay

dhcp relay server-select
#

interface Vlanifs502

ip address 10.20.2.1 255.
dhcp select relay

dhcp relay server-select
#

interface Vlanif701

ip address 10.21.1.1 255.
dhcp select relay

dhcp relay server-select
#

interface Vlanif702

ip address 10.21.2.1 255.

255.255.0

groupl

255.255.0

groupl

255.255.0

groupl

255.255.0
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dhcp select relay

dhcp relay server-select groupl

#

interface Vlanif801

ip address 10.22

.1.1 255.255.255.0

dhcp select relay

dhcp relay server-select groupl

#

interface Vl1anif802

ip address 10.22

.2.1 255.255.255.0

dhcp select relay

dhcp relay server-select groupl

#

interface V1anif1001
ip address 10.1.0.1 255.255.255.0

#

interface Eth-Trunkl

port link-type trunk

port trunk allow-pass vlan 501 701 801

mode lacp-static

load-balance src

-mac

lacp preempt enable

#

interface Eth-Trunk2

port link-type trunk

port trunk allow-pass vlan 502 702 802

mode lacp-static

load-balance src-mac

lacp preempt enable

#

interface Eth-Trunk3

port link-type trunk

port trunk allow-pass vlan 1001

mode lacp-static

load-balance src-mac

lacp preempt enable

#

interface GigabitEthernet0/0/1

eth-trunk 1
#

interface GigabitEthernet0/0/2

eth-trunk 1
#

interface GigabitEthernet0/0/3

eth-trunk 2
#

interface GigabitEthernet0/0/4

eth-trunk 2
#

interface GigabitEthernet0/0/5

eth-trunk 3

dJos pq
#

interface GigabitEthernet0/0/6

eth-trunk 3
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dos pgq
#

interface GigabitEthernetl/0/1
eth-trunk 1

#

interface GigabitEthernetl/0/2
eth-trunk 1

#

interface GigabitEthernetl/0/3
eth-trunk 2

#

interface GigabitEthernetl/0/4
eth-trunk 2

#

interface GigabitEthernetl/0/5
eth-trunk 3

dos pgq
#

interface GigabitEthernetl/0/6
eth-trunk 3

dos pgq
#

interface LoopBack0
ip address 2.2.2.2 255.255.255.255

#

ospf 1
area 0.0.
network
network
network
network
network
network
network
network

#

return

0.0

10.
10.
10.
10.
10.
10.
10.

20.
20.
21.
21.
22.
22.
1.0.0

N BN RN

.255
.255
.255
.255
.255

. .255
0.0.0.255

o O O o o o
o O O o o o
© o o o o o
o o o o o o

2.2.2.2 0.0.0.0

o AGG2 it &

#

sysname AGG2

#

vlan batch 503 to 504 703 to 704 801 to 804 1002

#

dhcp enable

#

dhcp server group groupl
dhcp-server 10.10.0.1 O

#

interface Vl1anif503
ip address 10.20.3.1 255.255.255.0
dhcp select relay

dhcp relay server-select groupl

#

interface Vlanif504
ip address 10.20.4.1 255.255.255.0
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dhcp select relay

dhcp relay server-select groupl

#

interface Vl1anif703

ip address 10.21.3.1 255.255.255.0
dhcp select relay

dhcp relay server-select groupl

#

interface Vlanif704

ip address 10.21.4.1 255.255.255.0
dhcp select relay

dhcp relay server-select groupl

#

interface V1anif803

ip address 10.22.3.1 255.255.255.0
dhcp select relay

dhcp relay server-select groupl

#

interface Vlanif804

ip address 10.22.4.1 255.255.255.0
dhcp select relay

dhcp relay server-select groupl

#

interface V1anif1002

ip address 10.1.1.1 255.255.255.0
#

interface Eth-Trunkl

port link-type trunk

port trunk allow-pass vlan 503 703 803
mode lacp-static

load-balance src-mac

lacp preempt enable

#

interface Eth-Trunk2

port link-type trunk

port trunk allow-pass vlan 504 704 804
mode lacp-static

load-balance src-mac

lacp preempt enable

#

interface Eth-Trunk3

port link-type trunk

port trunk allow-pass vlan 1002
mode lacp-static

load-balance src-mac

lacp preempt enable

#

interface GigabitEthernet0/0/1
eth-trunk 1
#

interface GigabitEthernet0/0/2
eth-trunk 1
#

interface GigabitEthernet0/0/3
eth-trunk 2
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#

interface GigabitEthernet0/0/4

eth-trunk 2

#

interface GigabitEthernet0/0/5

eth-trunk 3

dos pgq
#

interface GigabitEthernet0/0/6

eth-trunk 3

dos pgq
#

interface GigabitEthernetl/0/1

eth-trunk 1

#

interface GigabitEthernetl/0/2

eth-trunk 1

#

interface GigabitEthernetl/0/3

eth-trunk 2

#

interface GigabitEthernetl/0/4

eth-trunk 2

#

interface GigabitEthernetl/0/5

eth-trunk 3

dos pq
#

interface GigabitEthernetl/0/6

eth-trunk 3

dos pgq
#

interface LoopBack0
ip address 3.3.3.3 255.255.255.255

#

ospf 1
area 0.0.
network
network
network
network
network
network

network

#

return

0.0

10.
10.
10.
10.
10.
10.
10.

20.
20.
21.
21.
22.
22.

W o W W

.255
.255
.255
.255
.255
.255

©o o o o o o
© o o o o o
o oo o o o
o o o o o o

1.1.0 0.0.0.255
network 3.3.3.3 0.0.0.0

e COREL! [HBcE

#

sysname CORE1l

#

vlan batch 1001 to 1002

#

interface V1anif1001
ip address 10.1.0.2 255.255.255.0
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#
interface V1anif1002

ip address 10.1.1.2 255.255.255.0

#

interface Eth-Trunkl

port link-type trunk

port trunk allow-pass vlan 1001
mode lacp-static

load-balance src-mac

lacp preempt enable

#

interface Eth-Trunk2

port link-type trunk

port trunk allow-pass vlan 1002
mode lacp-static

load-balance src-mac

lacp preempt enable

#

interface GigabitEthernetl/1/0/1
eth-trunk 1

#

interface GigabitEthernetl/1/0/2
eth-trunk 1

#

interface GigabitEthernetl/2/0/1
eth-trunk 2

#

interface GigabitEthernetl/2/0/2
eth-trunk 2

#

interface GigabitEthernet2/1/0/1
eth-trunk 1

#

interface GigabitEthernet2/1/0/2
eth-trunk 1

#

interface GigabitEthernet2/2/0/1
eth-trunk 2

#

interface GigabitEthernet2/2/0/2
eth-trunk 2

#

interface LoopBack0

ip address 1.1.1.1 255.255.255.255

#

ospf 1

area 0.0.0.0
network 10.1.0.0 0.0.0.255
network 10.1.1.0 0.0.0.255
network 1.1.1.1 0.0.0.0

#

return
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AT 4 ip addressip-address mask, 1 & VLANIF [¥) IP k1 b 3 4% &k 1 = 2810 .
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c. HMATHr4 calibrate auto-startup region region-id time time [ listen-uncontrol
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1. PUTA4 enable, HENEFAURL
2. #ATAr4 config, HEA4JRECE R,
3. PUTAr4 wlanac, #FA WLAN-AC (.
4. 44714 load-balance-group { name group-name | id group-id }*, it & 712474 .
5. #4742 member ap-id ap-id radio-id radio-id, [ 7 & 34 2 P9V 0
6. MLE 7 3IS T AL T AR A
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4. $ATHT4 security-profile { id profile-id | name profile-name }*, it & 22 248
5. BUE LR, W T IRNUETT b i) —Ff
®  WEP HHARSINIE
- PUT A4 security-policy wep, it %24 560E 4 WEP J7 2.
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- T4 security-policy wep, Bt & %4 5ms A WEP J5 2.

- PATHT4 wep authentication-method share-key, i & f#F] WEP JL 34 A0IE

- T4 wep key { wep-40 | wep-104 } { pass-phrase| hex } key-id key-value, Mt
' WEP [{j 3224,

- H#UUTH4 wep default-key key-id, HcE WEP 18 ] 34 & 51
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- T4 security-policy wpa, L& %45l WPA J7 .
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e  WAPI AIF

- PATATA security-policyapi, Mt & 4 Hmg k) WAPI J5 .
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- $ATHr4 wapi import private-key filenamefile-name, $ A AC RS
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1. $THr4 enable, HEAFFBURR.

2. T4 config, HEA 4R E L,

3. #iTdr4 wlanac, HEA WLAN-AC #x{.

4. PATHT4 traffic-profile { name profile-name | id profile-id }*, it & i AR .
5

. (AT P47 44 8021p { designate value | up-mapping valueO valuel value2 value3 value4
value5 valueb value7 }, BL'E AP [ 14T 802.3 R 3 (1) 802.1p LA -

6. (A[ik) $hirr4 8021p-map-up valued valuel value2 value3 valued values valueb value7,
Be &N AT 802.1p AL sEZAE I H LS AR IR 5C 3R

7. (Al¥E) $h47 4 ratelimit { client | vap } { up | down } ratelimit-value, Bl &4~ ok,
HAS VAP N ITA Ao o8 B R ATHROGE % .

8. (AIik) P74 tunnel-priority up designate { tos| 8021p } priority-value, &7 17k%
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SRS C AR

SCRYARA 01 (2011-09-15) N EHTREEE RBITf © 67
ARG BR A A



X P4 i
B4R 3 X ERBENGDE

R

B E ESS 40 E & £ RINFRE RN
1. $UTr4 enable, HEANFFAUEE.
2. AT 4 config, #EA4JRIAC EAEL,
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| disable } | type { service| ap-management | ac-management } | max-user -number

user-number | association-timeout time | igmp-mode { proxy | snooping | off } 1*, HCHE
ESS JF-46 5 2 A RBCRI L S AR o

B

345 B8 VAP T 4% AP

BcE VAP F48E ESS
1. #AT#r4 enable, BEARFBU.
2. T4 config, HEA A RRECE .
3. #$hird4 wlanac, #EA WLAN-AC ft.
4

. PUATH4 vap ap ap-id radio radio-id ess { id ess-id | name ess-name } [wlan wlan-id 11|
HAS VAP 8{ /T4 vap batch ap { ap-id [ to ap-id ] } &<1-10>radio { radio-id [ to
radio-id ] } &<1-10> ess { ess-id [ to ess-id | } &<1-10>6E £/~ VAP.

(1 8
4,5 VA$HAT service-batch ap-type { id ap-type-id | name ap-type-value } radio radio-id radio-profile
{ id profile-id | name radio-profile-name } essid { ess-id [ to ess-id ] } &<1-10>44-3ZH F VAP,

s

% VAP T42| AP
1. $UT A4 enable, FENFEFRUB,
2. PJUTHr4 config, HEAARECER.
3. T4 wlan ac, ¥EA WLAN-AC .
4. P74 commit {all |ap ap-id}, Ak VAP £ AP,
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35HE AC (Ef AC AR
351 & AC EA&RINRE

1.
2.

PAT A4 system-view, HEANZRGMIA

4774 wlan ac-global acid ac-id [ carrier id { cmcc | ctc| cuc [other } ], Bt AC ID,
[l AT AL & AC (128 FiARiR.

FESEBR R, D T TAE, AP RREN A AC BLE AC ID AU E bRk,
BAEEGL T, ACID 0, B8 FirIN other.

AT 74 wlan ac-global country-code country-code, it & AC ¥ E Z iR
AT TS wlan, #EA WLAN #LE .

AT 74 wlan ac sourceinterface { LoopBack loopback-num| Vlanif vian-id }, 1% AC

VR AL

fi AC WA EFR® AC IUY6 IP Hhhl, f751% AC % FHN AP 2231 AC Mkl
H AR E N AC Y5 1P Huhik.

s

3527 AC &I AP

BLE AP N HEM

1. $#ATHAr4 system-view, HEARGHIE.
2. PUTA4 wlan, A WLAN #HE,
3. PAT4 ap-license ap-license number, Bt & LA AC [ AP M.
4. PATHTA ap-type { id type-id | type ap-type } ¥, M EHH] AP KA,
5. #4714 ap-update mode { ftp-mode | ac-mode }, & AP FFihi=.
6. T4 ap-update update-filename filename ap-type type-id, Ht'& AP TFZ v [ TH4%
A
o CUTFMEAT) ac-mode I, T EORF AP THCCHE B E] AC
o UTFEHEATY ftp-mode I, AT A4 ap-update ftp-server server-ip-address
[ ftp-user name ftp-username | ftp-password ftp-password | *, it & FTP k45 4% IP. &
IRkl IR AN A TR
ME AP HEZ&E
1. PUTHA system-view, HEAN R
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2. A4 wlan, #EA WLAN #1L&.

3. HATir4 ap-whitelist { mac ap-macl [ to ap-mac2 ]| sn ap-snl[toap-sn2]}, N4k
AP 1] MAC 2i# SN $I[144 80, FTLUERERS .

s

(A[ik) B&OLE AP
1. $#ATHr4 system-view, HEARGHIE.
2. PUTHA wlan, #EAN WLAN #LK .

3. #Tr4 apid ap-id[ { type-id type-id | ap-type ap-type } { mac ap-mac | snap-sn } *],
I n—> AP,

4. (aJik) 474 region-id region-id, HHEHNE) AP INATE 4
5. (A[ik) T4 profile-id profile-id, EFH N AP 45 & 45 & AP Bk,

6. (A[iE) T4 ap-threshold { cpu-usage| memory-usage } threshold-value, Bt & AP
1) CPU F P A7 45 2 B4

7. (A[ik) $ATHr4 ap-threshold temperature high-value [ low-value], Ft'& AP FII6R 45
A .

Y

BEEEBMAI AP
1. AT T4 system-view, HEANRGHE.
2. PUTHIA wlan, BEAN WLAN #LKE .
3. (Wik) $ATir4 ap-type { id type-id | type ap-type } *, BLEHTK) AP HHL,
4. PATH4 ap-auth-mode auth-mode, FL'E AP [FAIET X (MAC. SN ZRAKLD
45

(A[i%) FRINAFEBRRZEFH) AP
1. $#ATHr4 system-view, HEA RS
2. #ATA4 wlan, #EA WLAN #11&

s

3. #ATm 4 ap-confirm { all | { macap-mac|snap-sn} [idap-id]}, X} AP ZEATHfIA.

AP #iiApeZhJa, F MAC B0 SNCR HEINA F 44, It AP HEINARIBGAI, 985
BN AP Bk, BIURPEE NEVARE, AP IEW T,

s
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A TR
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3.5.3 Fit B WLAN 59401

BLE WMM #&E4R

1.

A N

AT system-view, JEARIHLIA.
wlan, #EA WLAN 1K,

s

&

(i

=

T4 wmm-profile { id profile-id | name profile-name } *, Bi'E WMM F

o
>
N\

=i

AT TS wmm enable, {fifit WMM Ifig.

(A3%&) $AT4r4 wmm edca client { ac-vo| ac-vi | ac-be | ac-bk } { aifsn aifsn-value | ecw
ecwmin ecwmin-value ecwmax ecwmax-value | txoplimit txoplimit-value }*, At & & Y
> WMM A5 EDCA 24,

(A% #4744 wmm edca ap { ac-vo| ac-vi | ac-be | ac-bk } { aifsn aifsn-value | ecw
ecwmin ecwmin-val ue ecwmax ecwmax-value | txoplimit txoplimit-value | ack-policy
{ normal | noack } }*, ECE AP _EPIA WMM BA41[#) EDCA 2%,

Y

Be B SRR T 48 E WMM 1R4R

1.
2.
3.

HAT A4 system-view, HEANZRZHIA
AT A4 wlan, AN WLAN #LE .
AT A4 radio-profile { id profile-id | name profile-name } *, it & 5 $HAR A o

(A3 474 radio-type { 80211a| 80211an | 80211gn | 80211b | 80211bg | 80211bgn |
802119 | 80211n }, L E S AR [ S A A

(Af3%E) $AT A4 power-mode { auto | fixed }, Mo B S AIRAR i D H AL
(Af3%k) $ATHr4 channel-mode { auto | fixed }, Mo & S HRAR 15 1B L

PAT T4 wmm-profile { id profile-id | name profile-name }, 4y SRR 25 52 WMM R4 .
HAEYEE T WMM RS PR A RT AR S AR €

R

1% 5t SRS AR L R 2135 TE 5150

PAT A4 system-view, HEANZRGMIA .,

2. PuATMA wlan, HEA WLAN #LKE .
3. $Tr4 ap ap-idradioradio-id, # ASHHILE .
4. AT4 radio-profile { id profile-id | name profile-name }, 445 & 55 4545 & S AR o
----’n%
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(F[i%) BLE AP SHAERRERE
1. T4 system-view, HEARGHIA.
2. BT wlan, BEA WLAN #K.
3. AT 4 radio-profile { id profile-id | name profile-name }*, it & S ASAR o

4. P74 channel-mode auto, o E IR EF M IR IERCY A, AP REMSHR
PN HOA G A sk — N RE AT, BRI RRE.

5. AT T4 power-mode auto, Mt EHi5 52 SR H K h R A AN A s, AP RESIRYE
SPPREASEE B SR A G E M EE TR, BRI R E

6. HUTA calibrate-interval calibrate-interval, it B i 12 ST 1 5 50 S 0
W, Ja3h AP BN JRER AL .

7. FLREZha R
AT A quit, R[F] WLAN #15 .
b. T4 calibrate startup region region-id [ listen-uncontrol-neighbor ], Ji 245
B4 R .

c. HArdr4 calibrate auto-startup region region-id time time [ listen-uncontrol
-neighbor 1, &I 3L

Y

(i) ECE AP i
1. T4 system-view, HEA RS
2. PUTAr4 wlan, ¥ WLAN ¥LE.
3. T4 load-balance-group { name group-name | id group-id }*, Bt & G 14 .
4. 4744 member ap-id ap-id radio-id radio-id, [ A AT L AR NS
5. FCE 5B AL A A As K
. 1114 traffic gap gap-threshold, AL 7 A3 1l 21 1) f 28 38 i Xk T e X
1714 session gapgap-threshold, it & 41 234 21 1) B 238 A X 2 1 i X
BGOSR R BIEAT R A 1E R
6. AT associate-threshold associate-threshold, it & 1 %5 1 1 2H 1) 55 K S IBEIR Lo

-

2 E

3.5.4 B & ESS

fii & WLAN-ESS ##
1. $#ATdr4 system-view, HEA RS
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WEiE 3 [ XN
2. HATA4 interface wlan-ess wlan-ess-number, #1)## WLAN-ESS %11,
3. FCE WLAN-ESS 2 [N iE 77 2
o Hirir4 dotlx-authentication enable, & INE 7K 802.1x A iiF.
e 4T r4 mac-authentication enable, Pt & IAIF 74 MAC AiF.
o Hirir4 web-authentication enable, Bt & \iE 7k Portal A (Web tAIE).
4. SR 802.1x IAIE, AT N ADER:
a.  HUrdr4 dotlx authentication-method { chap | pap | eap }, Fl & 802.1x AF 5.
b. (i) #ATA4 dotlx guest-vlian vian-id, it &' it 1 FT7ER) guest-vlan.
c. (AR $AT#r 4 dotdx restrict-vian vian-id, Bc & ¥ I FTAE 1 restrict-vlan.
d.  (A[¥k) $4T#r4 dotlx authentication domain domain-name, 7r#% 11 465 1.
5. (k) 474 port-isolate enable, FT-fdifit AC B4 b (K 1 Bg 2 ThRE .
AL B R 215
1. AT 4 system-view, HEARGMWIK .
2. PUTA4 wlan, A WLAN #HE,
3. $uATAr4 security-profile { id profile-id | name profile-name }*, it & 22 214K .
4. o E LA
®  WEP HHARSIAIE

- AT 4 security-policy wep, it & %42 5HE ) WEP J5 (.

- $A47ir4 wep authentication-methodopen-system [ data-encrypt ], F& i
WEP JF I AR NI«

e  WEP L HHIAIE

- PUT A4 security-policy wep, it %24 50E 4 WEP J7 2.

- T4 wep authentication-method share-key, [ic & 1 T} WEP JL 3 4HINIIE

- PUT4 wep key {wep-40 | wep-104 } { pass-phrase | hex } key-id key-value, Fic
& WEP 3L

- PUTEA wep default-key key-id, BC'E WEP 1§ 2R 5],

e  WPA/WPA2 i\l

— PATHTA security-policy wpa, BC B A4 WPA T,

- AT 4 { wpa | wpa2 } authentication-method dot1x { peap | tls}
encryption-method { tkip | ccmp }, Pt E WPA/WPA2 { ] 802.1x tALF 7 U RIAH
IR i 77 2

- $ATdr 4 { wpa | wpa2 } authentication-method psk { pass-phrase| hex } key
encryption-method { tkip | ccmp }, P& WPA/WPA2 {if F L= 2 EH A UE 77 20 AN
AHNY. Y 7 X

e  WAPIAIE
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- PUT A4 security-policyapi, it B 424 5i0E A WAPL 770,
- #4714 wapi authentication-method { certificate| psk { pass-phrase | hex }
key }, BCE WAPI A FH A UE 5 5.
- U714 wapi import certificate { ac| asu | issuer } file-namefile-name, & A\ AC
UEF SO AC UEH A IR BL A, ASU HE -5 32£
- PATHr4 wapi import private-key filenamefile-name, A AC KR A
- $ATHT4 wapi asuip ip-address, It ASU JIR45 %5 TP Hodik.
45K
i B 2RI
1. PUTHA system-view, ARG
2. PUT@r4 wlan, A WLAN K,
3. T4 traffic-profile { name profile-name | id profile-id }*, it & i E A .
4. (A3 #4714 8021p { designate value | up-mapping valueO valuel value2 value3 valued
value5 value6 value7 }, Fit'E AP [ 147 802.3 R LI 802.1p fL e dii .
5. (Al $UT1m4 8021p-map-up valuel valuel value2 value3 value4 values valueb value?,
e & FATI 802.1p AL LB B A 56 AR IR IR AR 56 5 o
6. (A[iE) #4764 ratelimit { client | vap } { up | down } ratelimit-value, Bl &A>&i ag,
A VAP NI 2o 8 B M TIRCGHE#
7. Ca[k) $ATHr4 tunnd-priority up designate { tos| 8021p } priority-value, 1&5& 1Tk%

B FAE . REPATATS tunne-priority up map { tos-tos | tos-8021p | 8021p-tos|
8021p-8021p } valueO valuel value2 value3 value4 value5 value6 value7, fic'E 17 REE i
SR KRR

R

Bi B ESS #H48E WLAN-ESS ##£0. L£&iERFNEEHEN

1. $ATHr4 system-view, HEA RS

2. P74 wlan, ¥ WLAN ¥LE.

3. #hAT4 service-set { name service-set-name | id service-set-id } ¥, )& ESS.

4. $ATr4 forward-mode { direct-forward | tunnel }, BdHE ESS M izt

5. (A[iE) $UT4 type { ac-management | ap-management | service }, FCE ESS 574,

6. (AJik) AT 4 ssid ssid, L& ESS ) SSID.

7. (k) $AT#T4 service-vlan, Hi#E ESS 1) VLAN ID.

8. T4 wlan-esswlan-ess-number, 7£ ESS "1462 WLAN-ESS %11,

9. T4 security-profile { name profile-name | id profile-id }, 7 ESS H 40 % 4R
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10. ST 4 traffic-profile { name profile-name | id profile-id }, 7& ESS A48 5 it B AR AR -
-85 R

355 & VAP T %% AP

BCE VAP FH48%E ESS
1. AT 4 system-view, HEARGWIA .
AT A4 wlan, #EA WLAN #LK]
AT T4 ap ap-id radio radio-id, HEAS SR A .

o
¥

AT A4 service-set { name service-set-name | id service-set-id } [ wlan wlan-id ], {E5 45
485%E ESS.

[ARTY:
.5 vAJE WLAN AL F 4% 8 batch ap { ap-id [ to ap-id ] } &<1-10> radio { radio-id [ to radio-id ] }
&<1-10> service-set { service-set-id [ to service-set-id | } &<1-10>44-32 8. F VAP,

R

1% VAP T4 2| AP
1. $UTH4 system-view, HEANRGHE.
2. PUT@r4 wlan, A WLAN K,
3. PuATA4 commit {all |ap ap-id}, [ VAP % AP.
4R

3.6 B & & i
XFF WLAN $2 A [ %51 (STA), 5 B H £ S FE 802. 11 R BIARYER) o2k I 24 i B e (451
WITGLRIN ), A BESZILRI AP [P TG4 0%
7E STA I, PG MU THCE, Bl E WLAN 2516 SSID. 63 R1 N Ji
A5, IXFE STA A REIEH A\ AP,
T IS 2k 0 & ] LU 1 s R BRI 5 a3k AT, B mT BUR A 7 L ity Qa7

o XA, HREAE STA KL WLAN 45, $5 AN M5 n b 4%
CH P RERT ZHHM N IERZ R B ) [T
o T TILACELLML, HIAHEMAMBKEII, G410 WLAN MZh AP
fi) SSID. 4RI E 7 NAES 4, AR T TR ik 77 AORSEATRC &
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A TR 3 pAX LN B

N
A TE

o i STAMEM A SR I FH RkiE435] WLAN M4,
o xFFLAERKMNLIYH X, H5A# STA ) AL HATALE .

3.7 BLE =

3.7.1 3L AC B E 21l
B W F K

A R 2% H kg AN AR AR (X 4 (X3 AL X 8K B) #24t WLAN 8 A fii%s, AP
KXk A FEfE WLAN %%, AP2 A X1 B $#24t WLAN /%%

AC 1 /] WS6603, KH “55#:0” AW, &l 3-12 fion, H AC RIS VLAN, —
A AUEAL T %S VLAN, J145 AP 5 B4R SCH & . VLAN tag.

AC [A]IF4F % DHCP Server 47 AP 43fic 1P #uht, H AC ifiik DHCP Option43 [ AP il 7
AC 1) 1P ikt

AP1 F1 AP2 P45 B gl e R A M B b, AC WX AP BEATAHE, B AP FHEE
BEIE CAPWAP [%iE, Fik AC &ib; AP M 3MiANIN CAPWAP #1235, 1 i AP
KIEFN=ZZA WM, FH=EHNELEE LR RS T

[E[3-12 Jhir AC E4ELAME

AP1
LJ  csvian1on s
STA eSight
DQ( ( ( ( 23 €|

B . 503
(EFIVLAN 800) =R T8
X 1A Eth0/0/1

Eth0/0/2
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3 P LN

iR

+R3-3 HURARIR

B EIN

6

WLAN I 4%

AP AIEZRA: WEP WAIESREE, Open-system A UFAR

IIEAR ST I & M A

AP & ¥ VLAN

VLAN 800 ()24 #eH14T VLAN tag)

AP Region

API1: 101

AP2: 102

ESS

e % FK: huawei-1

e SSID: huawei-F4

o WA : AP S

e Wi VLAN: 101

o Bl A HERE KR

® Y FK: huawei-2

e SSID: huawei-F5

o WA : AP S

o WLl VLAN: 102

o B i HEEE K

R4S VLAN

STA1/STA2: VLAN 101 (fH AC F%&)

STA3/STA4: VLAN 102 (1 AC F%&)

R AL VLAN

e 12 AP1 i 1 (Eth0/0/1) : Trunk 287!, #i44 VLANID N
800, i VLAN 101/800 i izt

o 12 AP2 i [T (Eth0/0/2) : Trunk 28!, #i44 VLANID N
800, 1 VLAN 102/800 i it

o L= )RR WL I (GEO0/0/1): Trunk K%Y, ¥ VLAN
101/102/800 i it

ZEAR WML VLAN

o B T R AR ] (GE1/1/1) ¢ Trunk 2874, 2 VLAN
101/102/800 i it

o B2 AC Ui (GE1/1/2) : Trunk 287, #1F VLANSOO i
o

o 1 AT 11 (GE1/1/3) : Trunk 287, A VLAN
101/102 i@ i

AC Carrier ID/AC ID

CTC/N

AC & # 1P
(Loopback #% 1)

H ik

3.3.3.3/32
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BB R 3 Bl X o AT
(iR iz
AP % H TP Huhil- 3t 192.168.1.2~192.168.1.254/24
AP 5 B 192.168.1.1/24 (=JZAH#Hl )
DHCP R %5 2% AC F5 DHCP l%5%%, 25 AP 41 1P ikt
RIES

1. BCEAZHANL, 1 AP 5 AC Hil.

a.  ME T EATHEHLER: AP LR T (Eth0/0/1 F1 Eth0/0/2) 28714 Trunk 2574,
B8 VLAN b 800, 4% f1F VLAN101/800 F1 VLAN102/800 i it .

(1 s5mm

S B B VA S3300 A 5| RIRAUA ), H A KR T M A H A0 AL 4G 7 S S A .

==
A TR

FRYPTR BRI AP £ 32 VLAN Aok 4 VLAN A #) FAT0 LR E# 0@ s,
R TEE# @B, THAE VLAN AAERLEN BRI, HFHRE AP 14
#) WLAN Al P — & B8 691 4.

huawei] vlan 101

huawei-vlanl01l] quit

huawei] vlan 102

huawei-vlanl02] quit

huawei] vlan 800

huawei-v1an800] quit

huawei] interface Ethernet 0/0/1
huawei-Ethernet0/0/1] port link-type trunk
huawei-Ethernet0/0/1] port trunk pvid 800
huawei-Ethernet0/0/1] port trunk allow-pass vlan 101

huawei-Ethernet0/0/1] port trunk allow-pass vlan 800

]
]
]
] port-isolate enable
huawei-Ethernet0/0/1] quit

huawei] interface Ethernet 0/0/2
huawei-Ethernet0/0/2] port link-type trunk
huawei-Ethernet0/0/2] port trunk pvid 800
huawei-Ethernet0/0/2] port trunk allow-pass vlan 102

huawei-Ethernet0/0/2

]
]
huawei-Ethernet0/0/2] port trunk allow-pass vlan 800
] port-isolate enable
]

huawei-Ethernet0/0/2] quit
. BCE CEAHNER: = R AR GE i (GE0/0/1) iEEFTEE T VLAN 5k
% VLAN.,

[huawei] interface GigabitEthernet 0/0/1
[huawei-GigabitEthernet0/0/1] port link-type trunk

[
[
[
[
[
[
[
[
[
[
[
[huawei-Ethernet0/0/1
[
[
[
[
[
[
[
[
b

[huawei-GigabitEthernet0/0/1] port trunk allow-pass vlan 101
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[huawei-GigabitEthernet0/0/1] port trunk allow-pass vlan 102
[huawei-GigabitEthernet0/0/1] port trunk allow-pass vlan 800
[huawei-GigabitEthernet0/0/1] quit
c.  ME CREAHNER: RS HHLN GE i 1(GEO/1/1)iE % A& VLAN 5%

VLAN,
[ARRPT

AL B B AL h S9300 A 5 ARAUA B, FAb KA SIAIE S AR R 44 7 S A .
[huawei] interface GigabitEthernet 1/0/1
[huawei-GigabitEthernetl1l/0/1] port link-type trunk
[huawei-GigabitEthernetl1l/0/1] port trunk allow-pass vlan 101
[huawei-GigabitEthernetl1l/0/1] port trunk allow-pass vlan 102
[huawei-GigabitEthernetl1l/0/1] port trunk allow-pass vlan 800
[huaweil-GigabitEthernetl1l/0/1] quit
d.  JdE = ZEa#liER: AC 1) GE & I1(GE0/1/2)iE (£ F VLAN,
[huawei] interface GigabitEthernet 1/0/2
[huawei-GigabitEthernetl1/0/2] port link-type trunk
[huawei-GigabitEthernetl1l/0/2] port trunk allow-pass vlan 800
[huawei-GigabitEthernetl/0/2] quit
e. MUE ZEACMMER LATME K GE i 1 (GE0/1/3)i#E {155 VLAN.
[huawei] interface GigabitEthernet 1/0/3
[huawei-GigabitEthernetl1/0/3] port link-type trunk
[huawei-GigabitEthernetl1l/0/3] port trunk allow-pass vlan 101
[huawei-GigabitEthernetl1/0/3] port trunk allow-pass vlan 102
[huaweil-GigabitEthernetl1/0/3] quit
f. WE =JRACHALK) DHCP Relay Dfig.
[huawei] dhcp enable
[huawei] interface vlanif 800
[huawei-V1anif800] ip address 192.168.1.1 255.255.255.0
[huawei-V1anif800] dhcp select relay
[huawei-V1anif800] dhcp relay server-ip 192.168.2.2
[huawei-V1anif800] quit
g.  VLANIFI [ IP #uht hy 192.168.2.1, 1FNi%EH: AC =248,
[huawei] interface vlanif 1
[huawei-Vlanifl] ip address 192.168.2.1 255.255.255.0
[huawei-Vlanifl] quit
h,  FCE = REAgHlh 4k DHCP )95 %) AC I, AC 1E2h DHCP JiR4545%
[huawei] dhecp server group AC-srvl
[huawei-dhcp-server-group-AC-srvl] dhcp-server 0 3.3.3.3
[huawei-dhcp-server-group-AC-srvl] quit
i MR =JEAHLE] AC [ .
(AARVT:

IP 3.3k 3.3.3.3 4 AC %9 Loopback 42 IP 33k,
[huawei] ip route 3.3.3.3 255.255.255.255 192.168.2.2

2. AC HEfifCE .
a. MLESR AC 28 Gagbsils )R D) Ui .
HICE AC IZE AN CTC, 4R ACID H 1.
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huawei (config)# wlan ac-global carrier id ctc ac id 1

b.  MCHE AC IEH - ZA8 L VLAN,
#01)% VLAN 101. 102 F1 800,

huawei (config)# vlan 101
huawei (config)# vlan 102
huawei (config) # vlan 800

#1 VLAN 800 I AV Z5-3ii 1 0/2/0 6

huawei (config) # port vlan 800 0/2 0
c. {EAC L@ VLANIF.

#VLANIF 1 [#) TP Hulik 4 192.168.2.2, 1k hi%dH: = 2NN =281,

huawei (config)# interface vlanif 1

huawei (config-if-vlanifl)# ip address 192.168.2.2 255.255.255.0
{ <cr>|description<K>|sub<K> }:

Command :

ip address 192.168.2.2 255.255.255.0

{§iE VLANIF #:[11#) DHCP Zhfig, 1¥ AC 3t/ DHCP server, & AP 20 IP il

huawei (config-if-vlanifl)# dhcps enable

huawei (config-if-vlanifl)# quit
(L] ssem
o AP FEZHKIR—/N ACH TP bkt 4e5 AC #5454, A AC. BRAS = DHCP IR 433K
B IP sk,
o JLAHALE AP A AC L3RR IP 3k,
d. TCHE Loopback #211, {FA AC [ 1P, HT AP Ml AC 2 [A) & BEIE A
(10 sstem
% & Loopback 4 12 3k, se4% A 32 f1dk A,

huawei (config)# interface loopback 0
huawei (config-if-loopbackO)# ip address 3.3.3.3 255.255.255.255
huawei (config-if-loopback0)# quit

e. WHE AC KU IP ik,
#MCE Loopback £ 1 1EA AC [ 1P Hudik.
[ARPT:

B4 ACKEHE 21 E AC 09R IP Hudk, 1£133% AC K& FHEFTH AP F 349 AC 3bib A2
¥4 AC R TP Mk,

huawei (config) # wlan ac
huawei (config-wlan-ac-view)# wlan ac source interface loopback 0

huawei (config-wlan-ac-view)# quit

f. {5 AC LFEE AP I IP kit
#IP Huhikith cte-ap-server X loopback0.

huawei (config)# ip pool ap-server
It's successful to create an IP address pool

huawei (config-ip-pool-ap-server)# gateway 192.168.1.1 255.255.255.0
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huawei (config-ip-pool-ap-server)# section 0 192.168.1.2 192.168.1.254
huawei (config-ip-pool-ap-server)# quit
#1CE DHCP I 45 (1) Option60 I Optiond3 Tfig, ifiid DHCP option43 i 7 AC [ IP
hk.
huawei (config-ip-pool-ap-server)# option 60 string Huawei AP
huawei (config-ip-pool-ap-server)# option 43 string HuaweiAC-3.3.3.3
huawei (config-ip-pool-ap-server)# quit
[ARRPT
o it & option60 Fheht, L F AT ELIMA “Huawei AP”.
o AtE optiond3 HHEERT, X FAMAZTEMXLMA “HuawelAC-X XX X7, HF X XXX £
AC &9 IP 33k,
g MCE AC F 192.168.1.0 MBI H
huawei (config) # ip route 192.168.1.0 255.255.255.0 192.168.2.1
3. ME ACH AP I HH,
a.  FCE AP FIAERIACY “sn-auth” .
huawei (config)# wlan ac
huawei (config-wlan-ac-view)# ap-auth-mode sn-auth
huawei (config-wlan-ac-view)# quit
b. LIS AP,
#ET ) AP [ 2R,
huawei (config-wlan-ac-view)# display ap-type all
All AP types information:
ID Type
0 WA601
1 WA631
2 WA651
3 WA602
4 WA632
5 WA652
6 WA603SN
7 WA603DN
8 WA633SN
11 WA603DE
12 WA653DE
14 WA653SN
15 SRG1201GW
Total number: 13
#HIRPE A B AP WA 287 ID, BN 28 70 WAG601 (1) AP1 Fll AP2 (typeid
0>, APL [ APID 24 1, SN 2 SN000001, AP2 [¥] APID Jj 2, SN 24 SN000002.
huawei (config-wlan-ac-view)# ap id 1 type-id 0 sn SN000001
huawei (config-wlan-ac-view)# ap id 2 type-id 0 sn SN000002
#1 AP b2k, AP K EBEA “normal” R,
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5.

huawei (config-wlan-ac-view)# display ap all
All AP information:

AP AP Profile Region AP

ID Type ID ID State

1 WA601 0 O normal

2 WA601 0 O normal

Total number: 2
c. ME AP I,

#AP 3§ 1D 4350 101 F1 102,

huawei (config-wlan-ac-view)# ap-region id 101
huawei (config-wlan-ap-region-101)# quit

huawei (config-wlan-ac-view)# ap-region id 102

(
(
(
huawei (config-wlan-ap-region-102)# quit

d. FlE APL oA AP % 101, AP2 i\ AP £ 102.

huawei (config-wlan-ac-view)# ap id 1

{ <cr>|ap-type<K>|type-id<K> }:
Command :

ap id 1

huawei (config-wlan-ap-1)# region-id 101
huawei (config-wlan-ap-1)# quit

huawei (config-wlan-ac-view)# ap id 2

{ <cr>|ap-type<K>|type-id<K> }:
Command :

ap id 2

huawei (config-wlan-ap-2)# region-id 102
huawei (config-wlan-ap-2)# quit

BCE AP XN [ S50
a. QLN “wmm-17 ] WMM #8k, SHCEHBRIARE .

huawei (config-wlan-ac-view)# wmm-profile name wmm-1 id 1

huawei (config-wlan-wmm-prof-wmm-profile-1)# quit
b, BIEEHN “radio-1” [ Radio B, FBiE WMM FAR “wmm-17 .

huawei (config-wlan-ac-view)# radio-profile name radio-1 id 1
huawei (config-wlan-radio-prof-radio-1)# bind wmm-profile name wmm-1
huawei (config-wlan-radio-prof-radio-1)# quit

c.  K§ AP1 Al AP2 X Wi [R5 46 52 Radio A “radio-17 .

huawei (config-wlan-ac-view) # radio ap-id 1 radio-id 0
huawei (config-wlan-radio-1/0)# bind radio-profile name radio-1
huawei (config-wlan-radio-1/0)# quit

(

(
huawei (config-wlan-ac-view)# radio ap-id 2 radio-id 0
huawei (config-wlan-radio-2/0)# bind radio-profile name radio-1
(

huawei (config-wlan-radio-2/0)# quit
(L) smm
AR —A AP 35 RE 69530, ST Ak A~ AP 3552 R — AN

fic & AP Xf [ ESS.
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a. B Security FH
#Security FAR 44 4 “security-17, TAUFALACH WEP WAIE, JFEOAIE, A% .

huawei (config-wlan-ac-view)# security-profile name security-1 id 1

huawei (config-wlan-security-prof-security-1)# authentication policy wep

huawei (config-wlan-security-prof-security-1)# policy wep open-system

(
(
(
huawei (config-wlan-security-prof-security-1)# quit

b. A% Traffic b (BP QoS k)
#Traffic AR Z N “traffic-1”7, SHRABINEE .

huawei (config-wlan-ac-view)# traffic-profile name traffic-1 id 1
huawei (config-wlan-traffic-prof-traffic-1)# quit

c.  BIEY AP1 K AP2 XM () ESS, JF4R5E Traffic B A Security FRAR .

#ESS % °4 “huawei-1”, SSID & “huawei-F4”, ZF5€ Traffic #iH “traffic-1”, Security
PR “security-1",

huawei (config-wlan-ac-view)# ess name huawei-1 ssid huawei-F4 traffic-profile traffic-1

security-profile security-1

#ESS %4 “huawei-2”, SSID 4 “huawei-F5”, #6¢ Traffic £ “traffic-1”, Security
PR “security-1",

huawei (config-wlan-ac-view)# ess name huawei-2 ssid huawei-F5 traffic-profile traffic-1

security-profile security-1

(RRETE?
ESS & —/AN 5 A 4 EA, 2 VAP 69 B 4, 4 ESS MY B8 AP X &0948 2 4490 LA,
PP PR 6 bk - A b B R e S-Th HE 524K VAP 3T % b, AP K& A rlik sk b 4 R4 A
P 3RAE £ R ALE) R K Th A

d.  RHIEE AP1 M AP2 5 ESS ) VLAN Wb 7 5.

#ESS [1) VLAN Wb X R A i 4l Ap-Region Whf. FLE Ap-Region 101 Bt VLAN 101,

huawei (config-wlan-ac-view)# vlan-mapping ess name huawei-1 mode region

huawei (config-wlan-ac-view)# vlan-mapping ess name huawei-1 type tag region 101 vlanl01
Success: 1

Failure: 0

huawei (config-wlan-ac-view)# vlan-mapping ess name huawei-2 mode region

huawei (config-wlan-ac-view)# vlan-mapping ess name huawei-2 type tag region 102 vlanl02
Success: 1

Failure: 0

6. MO H A AR
I E B e RO AR ESS ek
huawei (config-wlan-ac-view)# forward-mode type ess
#ILE 40 “huawei-17 F “huawei-27 ) ESS KT E0dE L8 AR

huawei (config-wlan-ac-view)# forward-mode ess 0 mode direct-forward

huawei (config-wlan-ac-view)# forward-mode ess 1 mode direct-forward

7. BElE AP XTI VAP, & WLAN JiR%5 .
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a.  WIGIE AP1 M AP2 XN VAP (HI WLAN k%) , FF35E 55 ESS.

huawei (config-wlan-ac-view)# vap ap 1 radio 0 ess name huawei-1 wlan 1

huawei (config-wlan-ac-view)# vap ap 2 radio 0 ess name huawei-2 wlan 1
[AARTT:
o VAP TAREMEH AP % &. HIAAIRSE (ESS) MR EFOHEXEZ. A F KRS EHEM
SR B| AP K& AN LI, R LBP A s —AS VAP,

o VAP AR Y TIREEAMA AP K& W4 L6 Lok, ©EEREEBIRGPTA B, FliiE
J AP & 69 5T InAE 1,

b. A& AP ] WLAN A% .

huawei (config-wlan-ac-view)# commit ap 1
huawei (config-wlan-ac-view)# commit ap 2

huawei (config-wlan-ac-view)# quit

s

it & 15
AC L Ie & SO

#

wlan ac-global carrier id ctc ac id 1
vlan 101

vlan 102

vlan 800

port vlan 800 0/2 0

interface vlanif 1

ip address 192.168.2.2 255.255.255.0
dhcps enable

quit

nterface loopback 0

ip address 3.3.3.3 255.255.255.255
quit

wlan ac

wlan ac source interface loopback 0
quit

ip pool ap-server

gateway 192.168.1.1 255.255.255.0
section 0 192.168.1.2 192.168.1.254
quit

option 60 string Huawei AP

option 43 string HuaweiAC-3.3.3.3
quit

ip route 192.168.1.0 255.255.255.0 192.168.2.1
wlan ac

ap-auth-mode sn-auth

quit

ap 1d 1 type-id 0 sn SN000001

ap 1d 2 type-id 0 sn SN000002
ap-region id 101

quit
ap-region id 102
quit
ap id 1
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region-id 101

quit

ap id 2

region-id 102

quit

wmm-profile name wmm-1 id 1

quit

radio-profile name radio-1 id 1

bind wmm-profile name wmm-1

quit

radio ap-id 1 radio-id 0

bind radio-profile name radio-1

quit

radio ap-id 2 radio-id 0

bind radio-profile name radio-1

quit

security-profile name security-1 id 1

authentication policy wep

policy wep open-system

quit

traffic-profile name traffic-1 id 1

quit

ess name huawei-1 ssid huawei-F4 traffic-profile traffic-1 security-profile security-1
ess name huawei-2 ssid huawei-F5 traffic-profile traffic-1 security-profile security-1
vlan-mapping ess name huawei-1 mode region

vlan-mapping ess name huawei-1 type tag region 101 vlan 101
vlan-mapping ess name huawei-2 mode region

vlan-mapping ess name huawei-2 type tag region 102 vlan 102
forward-mode type ess

forward-mode ess 0 mode direct-forward

forward-mode ess 1 mode direct-forward

vap ap 1 radio 0 ess name huawei-1 wlan 1

vap ap 2 radio 0 ess name huawei-2 wlan 1

commit ap 1

commit ap 2

quit

3.7.2 &£ AC B & 2151

AR K

A R &8 kg BEP N AH B A ) X, (X3 AL X3 B) $#24E WLAN #2 A Il%, AP1
KXk A FEE WLAN %%, AP2 4 [X i B $#24t WLAN /%%

AC 11 S9300 H ) SPU B, #fife S9300 [ 1 A7, 4l 3-13 fios, 1 AC 23
FMb4s VLAN, S9300 &L T A (1145 VLAN, JF45 AP & IR 03T B VLAN tag.

AC [A]I4F % DHCP Server 47 AP 43l IP Hiuhik, H AC ifiid DHCP Optiond3 [i] AP ifi 45
AC f#) 1P Huht,

AP1 F1 AP2 PNV 45 B dia o i A Hh B #e8e he, AC HXF AP BEATAEE. [ AP &
HIE CAPWAP [FiE T, Fik AC &ib; AP MASIASIN CAPWAP 31355, 1 B3 AP
Y v I = | N EE N6 B Rl =Vl o v ke SN W
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[E3-13 &/ AC LHME

AP1 XGE1/0/0 Nl | n
:ei‘ i K

(L% VLAN 101) !

( W | Swich ______AC (SPU). 223
= R
S N @l o
’Switch \"\_/

RADIUS Server

olk%vVLAN 10D e BHER
----- ByE i

KBS
F3-4 BIREMXIFR
BLEIN e 6T
WLAN JI§.%% WEP, Open-system IANIERE, ASf0%E
AP 3 VLAN VLAN 100 (Switch 43Fit)
AP Region AP1: 101
AP2: 102
ESS o Z¥K: huawei-1
e SSID: huawei-1
* WLAN JE#:11: WLAN-ESS 0
o B R BRERE K
o ZFK: huawei-2
e SSID: huawei-2
® WLAN JE#1: WLAN-ESS 1
o B AR BRIER R
WLAN JJJ" VLAN AP1: VLAN 101
AP2: VLAN 102
AL VLAN VLAN 100/101/102
AC Carrier ID/AC ID CTC/1
AC FH TP Hutik Vlanif #1: 192.168.0.1/24
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BB R 3 P X T NGRS
(iR iz
AP 45 P 1P Huhl-ith 192.168.0.2~192.168.0.254/24
AP 5% 192.168.1.1/24 (AC)
DHCP R %5 2% AC F5 DHCP l%5%%, 25 AP 41 1P ikt
i & B %
1. B'E Switch f1 AC, =ZIL AP f1 AC Hif.
2. FE AC FIFEATIRE, WHEACE AC B8 RtsiRA ID. AC 5 AP Z [RIEA5 RO,
SEIL AC 1Eh DHCP Server Difig.
3. FE AP FZIAE TR, FEIE AP I AP B, SCHL AP IEH TAE.
4. f'E VAP, & WLAN M, SZHLSTA Vi) WLAN P45 I RE o
H A E VAP, 5.
a. JCE WLAN-ESS #:1, JFFEMRSAE Fhm iz, SEEZMHR Rk AC G
%1% 2 WLAN V45 AL PR EL T fE
b.  JiCE AP XTI SRR, RS R e 1%, SEEL STA 5 AP Z (R JEEETE
GBI E .
c. Bi'E AP XFNIIARSS 5, FEEMRS S FHCE 20s HARE R A, 40e Zafii. it
AR, SZEL STA 4% 22 450 M QoS #54.
d. WCE VAP I NA, SZPLSTA il WLAN W28 Ik,
RIEDTE

1. FCE Switch il AC, 1 AP f1 AC T,

#ILE Switch %32 AP (LUK MG (GE2/0/0 A1 GE2/0/1) 2584 trunk 257, PVID

100

<Quidway> system-view

Quidway] wvlan batch 100 to 102

Quidway] interface GigabitEthernet
Quidway-GigabitEthernet2/0/0] port
Quidway-GigabitEthernet2/0/0] port
Quidway-GigabitEthernet2/0/0] port

Quidway] interface GigabitEthernet

Quidway-GigabitEthernet2/0/1] port

Quidway-GigabitEthernet2/0/1]
Quidway-GigabitEthernet2/0/1] port
]

[

[

[

[

[
[Quidway-GigabitEthernet2/0/0] quit
[

[

[

[
[Quidway-GigabitEthernet2/0/1

port

quit

2/0/0

link-type trunk

trunk pvid vlan 100

trunk allow-pass vlan 100 101

2/0/1

link-type trunk

trunk pvid vlan 100

trunk allow-pass vlan 100 102

#ICE Switch %82 AC ) XGE 4% 3B 4% T Mk 45 A1 P VLAN,
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[Quidway] interface XGigabitEthernmet 1/0/0
[Quidway-XGigabitEthernet1/0/0] port link-type trunk
[Quidway-XGigabitEthernet1/0/0] port trunk allow-pass vlan 100 to 102

#ICE AC _iZEH% Switch ) XGE 4% 3B 44 T A5 Mk 45 FIE FE VLAN,

<Quidway> system-view

Quidway] sysname AC

AC] vlan batch 100 to 102

AC] interface XGigabitEthernet 0/0/1

AC-XGigabitEthernet0/0/1] port link-type trunk
AC-XGigabitEthernet0/0/1] port trunk allow-pass vlan 100 to 102
AC-XGigabitEthernet0/0/1] quit

lid & AC HIFEATIRE
#HIE AC 2 RZ 50 GERFRE. ID. E5E) J7 iR A,

[AC] wlan ac-global ac id 1 carrier id ctc
[AC] wlan ac-global country-code cn

#0104 VLANIF #2101, PSS 1P Mk AR 0 din i i) = 24 10, ffise DHCP k%5 Lhie .

Vlanif 100 5 AP 77 IP Huhik, Vlanif 101 HX 38 A [ STA 43Bc IP #ubik, Vlanif 102 24
X1 B ff) STA 73 IP Hudik,

AC] dhcp enable

AC] interface vlanif 100

AC-V1anifl100] ip address 192.168.0.1 24
AC-V1anif100] dhcp select interface
AC-V1anif100] quit

AC] interface vlanif 101

AC-Vlanifl01l] ip address 192.168.1.1 24
AC-V1anifl101] dhcp select interface
AC-V1anifl101l] quit

AC] interface vlanif 102

AC-Vlanifl02] ip address 192.168.2.1 24
AC-V1anif102] dhcp select interface
[AC-V1anifl102] quit

(10 sstem
AP & BRI —A 1P #odk F 46 5 AC 3 5354, AN AC. BRAS X DHCP R 4% 3K B [P #uik,
AL BLE AC 4 DHCP JR4-%5, AP A AC E3RIXIP #uiit,

HOE AC IR, T AP R AC Z RIS B IE (S .

[
[
[
[
[
[
[
[
[
[
[
[

[AC] wlan
[AC-wlan-view] wlan ac source interface vlanif 100

[AC-wlan-view] quit

(1 ssmm
F46 ACREAEZHT AC 098 TP 3uik, 184534 AC K& THEAN AP F 3|69 AC b Ar R 45 %
# AC JB IP #bht,

il E AP I R4k,
#C'E AP IAIET AN “no-auth”,

[AC-wlan-view] ap-auth-mode no-auth
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[ARTT:
R AP NIEAER A “no-auth”, L& AP ¥ 8 shixB KA ILEe f 3h L4k, I B Shm AR BIABRm T,
YRE BRINEG AP AR, BRBMEAHKINEE, #HA “normal” KA.
#ICE AP 3 ID 73514 101 A1 102,
[AC-wlan-view] ap-region id 101
[AC-wlan-ap-region-101] quit
[AC-wlan-view] ap-region id 102
[AC-wlan-ap-region-102] quit
#MLE APL I AP 3, 101, AP2 il AP 3 102.
[AC-wlan-view] ap id 0
[AC-wlan-ap-0] regiomn-id 101
[AC-wlan-ap-0] quit
[AC-wlan-view] ap id 1
[AC-wlan-ap-1] region-id 102
[AC-wlan-ap-1] quit
4. FiiE WLAN-ESS [E#:1.
[AC] interface wlan-ess 0
[AC-WLAN-ESS0] port link-type hybrid
[AC-WLAN-ESS0] port hybrid untagged vlan 101
[AC-WLAN-ESS0] quit
[AC] interface wlan-ess 1
[AC-WLAN-ESS1] port link-type hybrid
[AC-WLAN-ESS1] port hybrid untagged vlan 102
[AC-WLAN-ESS1] quit
5. Bl AP NS
#OIEA T “wmm-17 1) WMM B, SHCKE BB E .
[AC] wlan
[AC-wlan-view] wmm-profile name wmm-1 id 1
[AC-wlan-wmm-prof-wmm-1] quit
#OIE AN “radio-1” HISFHUSIER, 48 WMM AR “wmm-1".
[AC-wlan-view] radio-profile name radio-1
[AC-wlan-radio-prof-radio-1] wmm-profile name wmm-1
[AC-wlan-radio-prof-radio-1] quit
## AP1 M1 AP2 X IS S & S AR “radio-17
[AC-wlan-view] ap 0 radio 0
[AC-wlan-radio-0/0] radio-profile name radio-1
[AC-wlan-radio-0/0] quit
[AC-wlan-view] ap 1 radio O
[AC-wlan-radio-1/0] radio-profile name radio-1
[AC-wlan-radio-1/0] quit
6. MC'E AP XRS5
#OIEE 2 R
GBI AN “security-17, IANIERLACY WEP AUE, FFBOAUE, AI#E.
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AC-wlan-view] security-profile name security-1 id 1

AC-wlan-sec-prof-security-1] wep authentication-method open-system

AC-wlan-sec-prof-security-1] security-policy wep

[
[
[
[AC-wlan-sec-prof-security-1] quit

#ICE QoS Mg, I E IR BB .
TR AL A “traffic-17, ZHCRA LA TCE .

[AC-wlan-view] traffic-profile name traffic-1

[AC-wlan-traffic-prof-traffic-1] quit

#or GV APL J AP2 XSRS 4R, JRIRE it b 2 AR

Ho

AC-wlan-view]
AC-wlan-service-set-huawei-1]
AC-wlan-service-set-huawei-1]
AC-wlan-service-set-huawei-1]
AC-wlan-service-set-huawei-1]
AC-wlan-service-set-huawei-1]
AC-wlan-service-set-huawei-1]
AC-wlan-view]
AC-wlan-service-set-huawei-2]
AC-wlan-service-set-huawei-2

AC-wlan-service-set-huawei-2

AC-wlan-service-set-huawei-2

service-set name huawei-1

ssid huawei-1

traffic-profile name traffic-1
wlan-ess 0

service-vlan 101

forward-mode tunnel

quit

service-set name huawei-2

ssid huawei-2

traffic-profile name traffic-1
wlan-ess 1

service-vlan 102

forward-mode tunnel

WLAN-ESS #%

[
[
[
[
[
[
[
[
[
[
[
[
[
[

]
]
AC-wlan-service-set-huawei-2]
]
]

AC-wlan-service-set-huawei-2] quit

HCE AP X[ VAP, T & WLAN k% .
#14 AP1 A1 AP2 %F IV [R50 40 5 AR 2545 “Huawei-17 Fl “Huawei-2”,

AC-wlan-view] ap 0 radio 0
AC-wlan-radio-0/0]
AC-wlan-radio-0/0]

AC-wlan-view]

service-set name huawei-1
quit

ap 1 radio 0
AC-wlan-radio-1/0]

AC-wlan-radio-1/0]

[
[
[
[
[ service-set name huawei-2
[ quit

# N & AP ) WLAN %5 .

[AC-wlan-view] commit ap O

[AC-wlan-view]

7. BuFRCE SR

AP1 Fil AP2 FIITCZ A /vl LA 2 51 SSID b5l A huawei-1 A1 huawei-2 ) WLAN
W2, TG T 56 UE R AT DLIE 5 48 ) WLAN 45 .

s

commit ap 1

e & 315
o AC LHBCE
#
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sysname AC
#

vlan batch 100 to 102
#

dhcp enable
#

wlan ac-global carrier id ctc ac id 1
#
interface Vl1anif100

ip address 192.168.0.1 255.255.255.0
dhcp select interface
#
interface Vlanifl01l

ip address 192.168.1.1 255.255.255.0
dhcp select interface
#
interface Vlanif102

ip address 192.168.2.1 255.255.255.0
dhcp select interface
#
interface WLAN-ESSO

port hybrid untagged vlan 101
#
interface WLAN-ESS1

port hybrid untagged vlan 102
#
interface XGigabitEthernet0/0/1

port link-type trunk

undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 100 to 102
#
wlan

wlan ac source interface Vl1anif100
ap-region id 101

ap-region id 102

ap-auth-mode no-auth

ap id 0

ap id 1

wmm-profile name wmm-1 id 1
traffic-profile name traffic-1 id 1
security-profile name security-1 id 2
service-set name huawei-1 id 3

wlan-ess 0

ssid huawei-1

traffic-profile id 1

service-vlan 101

forward-mode tunnel

service-set name huawei-2 id 4

wlan-ess 1

ssid huawei-2

traffic-profile id 2

service-vlan 102

forward-mode tunnel

radio-profile name radio-1 id 1

wmm-profile id 1
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ap 0 radio 0
radio-profile name radio-1
service-set name huawei-1 wlan 1
ap 1 radio 0
radio-profile name radio-1
service-set name huawei-2 wlan 2
#

return

e Switch [t & 4

#

interface GigabitEthernet2/0/0

port link-type trunk

port trunk pvid vlan 100

port trunk allow-pass vlan 100 to 101
#

interface GigabitEthernet2/0/1

port link-type trunk

port trunk pvid vlan 100

port trunk allow-pass vlan 100 102

#

interface GigabitEthernetl/0/0

port link-type trunk

port trunk allow-pass vlan 100 to 102
#
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El4-7 FEEETHK

FREERS (%]

BlR—F RERTH.

ﬁ%ﬂ!wﬁ%&ﬂﬁ&ﬁ:ﬁ?ﬁmk|ﬁﬂﬁﬁ

E—# @) | m=RE | BEO |

7. WNEBENG T, Wil SR
R

47 BEHZERTEIE SSL VPN #ZEAN

SSL VPN J& L SSL/TLS WS A LA, ) AR W25 48 P & 2 £F SSL/TLS ML, Xt
N H Th eI TH R R 8 VPN,

% T Web ¥ji]. TCP/UDP W /TlZ 4k, SSL VPN bR X} IP il (5 47144 . SSL VPN
TAH 5L TA5ifE TCP/UDP, A5z NAT PR, B8 %78k NAT, {7 7EAF o Hb 5 4R Ge 8 18
I SSL VPN FEFUA A AT ] P Y B2, A A3 e FE e A N TR IR GG B, RO PRI
TANFRELEY VPN (12 .

BB 22 0 T8 SSL VPN 2N, EZE R TR A% SSL VPN M Ik 58 1 H]
FUHIEE N, SSL VPN WG u] UAE FI A7 4% (541 SVN3000), 1 a] LA FH B kB sl
HY % 2% B AR AP SSL VPN I RE .

MAEH] 7 #m EANT SR R OO, NS4, LA HTTPS J7 515 i) SSL VPN M
FKIEE A% 83 1P ik (54N https://www.company.com), 4R J5 5 A 7 44 FlS i i3k 4 78
SKZ G, AR VU Fn] DUZeHEAH N 1) A B Y5 A 707 1)

LR A SRG # 128 A 51451 SSL VPN ¥ 5 i) AH e ic ' o
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SSL VPN LLREFUA I S RS AR 2%, BT LAZEA# ] SSL VPN ME45 2 /i, AZ05ERE
BRI S

. PUTEI S system-view, HEARGALE

AT 4 v-gateway v-gateway-name ip-address { private [ domain-name] | public

domain-name }, (1 KE40L 9 5 FFE N RE AU I G IE]

PAT A4 quit, JEMIEIRGEHE.

(A3 $4T T4 v-gateway v-gateway-name max-user max-user, Pt & Rz 4L 9 5 ) f K]
ki 8

(A[i%) $ATr4 v-gateway v-gateway-name cur-max-user cur-max-user, fc & R il 5%

iSO i Uk {8

6. (AJiE) T4 v-gateway v-gateway-name max-r esour ce max-resource, At 'E i 2L S
(PN
472 BB ER PIAIE

REINEAR
1,
2
3.

BRERNARE
1,

o

fit & SSL VPN JH /7 A UE A 2 Ry 28, il

o {EMICH R L EBACE S AN, AE A B TIAE .

® 7t RADIUS k%% L& ) RS0, 8 M e 2% AL S RADIUS AiIE.
o 7f LDAP k%% LI E ) M, £F M el st LS LDAP AIE,

o it CAUETP, X BARHEATINIE,

DA L LATE SRG % s L BCE AT A M ], e P GIEREe & 7 5, 3L
Ay TR 2 2 A N it 10 U W SR

s

1114 system-view, HEARGMIK .
AT
AT i 4 authentication-scheme scheme-name, GELAIE T %, FF3E A NIIE T EA0E

A

>

aaa, HEA AAA FLE.

p=t

o

LER
BRI KRG EAGTFLT, RHRELA BN XL som” H9IGEST £,
PUT 4 authentication-mode vpndb, BL & IAE 724 VPNDB AIIE,

s

WAT % system-view, i ARLHIA.
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PAT A4 aaa, BEAN AAA WL
47 authorization-scheme scheme-name, GIEEAZAUTT R, FHFEEAZBOT ZALE .
[ARTT:
R £ CZENEAT, FRELA BB AL sem” HIERFE.
47T 4 authorization-mode vpndb, L& #4575k VPNDB #7241

HAT 4 system-view, HEARZHLE .
PAT A4 aaa, HEAN AAA FLK
PAT 44 domain domain-name, Bk, FEREASILE .
[ARRPT"

ERMMKCEZENENELT, HIRELA BN AL dom” #3K,
4774 authentication-scheme scheme-name, ¥ &4 FRITATIE )7 %

AT 4 authorization-scheme scheme-name, it B Sk 1) B2 B0 %

fii & VPNDB B A48

1.

A

3

PAT AT system-view, HEANZRGHIA

AT T4 v-gateway v-gateway-name, HEA RETLM AL
PAT T4 vpndb, HEARELLM K VPNDB 4 .

AT i

AT A4 group group-name {{ files-share | network-extension | port-forwarding |
web-proxy } * | all } enable, i H VPNDB 41#] SSL VPN /%5,

s

«>

>

group group-name [ gid ] [ description group-info ], ¥sJil VPNDB 4.

fit & VPNDB

Ll

AT system-view, JEARIHLIA.
AT #r 4 v-gateway v-gateway-name, kA REILL R .
AT A4 vpndb, HEAHREIM S VPNDB H.

AT A4 user user- name user- password user-repassword [ user-id user-gid | virtual-ip ] *,
VNN VPNDB F )45 UID. GID k46 ki #ul 1P Mtk

AT T4 user user-name group group-name, & VPNDB )7 45 5E BT @4 .

&
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B

473 BEEim O A

ity 1 3 A0 N Pt L P 0 T EAT #5556, mT sl 2 S SR 3 s F IR S5 (e Telnet
DCFEE . FTP. E-mail 2555 T TCP ZE#E MRS ).

1. $ATHA system-view, HEAZRZGMIE .,

AT v-gateway v-gateway-name, IR SCHLE
WAT fir 4 service, BEAHE LR OGRS HL I o

AT 4 port-forwarding enable, i ¥ 11 % K Thfit .

S
o
>

AT ir 4 port-forwarding resour ce resource-alias { any | host-ip ip-address| host-name
hostname } port [ resource-description ], s 145 5 85 .

6. (Al T4 port-forwarding auto-start enable, i Jium 146 & Hsh A shBhfE.

JA 3 VR (0 A SR ShEhREIG » T AR AU G DU THT AR $R 7R 20, i %
KThREfe BAIR S,

7. (WiE) #4724 port-forwarding keep-alive enable, i i 4% & AR FE 14 Dh B

Jo 3 VR R B ORFFE R TN REJG )™ i o 02 I i) P OB IEAR S, IXHE %5 3 AT SRG
(i I 4 B AN S IR SSL 4 Ul I i I 7T o

LR

474 BLERIE
M - EHRIEUE SSL VPN H /- w] L n) (R S Y AT s das il B AT AR — R
B UCECEEI, DLV 75 St 9 BT B B PR AR S
UL DR X 11 SR s AL 55 R DU RS T
JEFAA YR TP 2. 18 o PRI % vy TP Huhik 2 SO6E 248 e Y 2 iR el 428 41
FHPE TP RS il PR AIYE 1P Huhk e S P 6k jE UL 5% i 7 1) 428 261 o
F P H ) TP Y. i sk BRI H 1) TP Al 1152 SCH P 6 g 40L I 5 P DX S 9058 1) 7 ) 42836
e )/ URL AY: J@ BRI H i URL 52 SCH P 6E REFUA I 5 P 28 5 1) U 1) 42536
YT H 22 51 Tl SSL VPN A MGk, — ey Zihc & P H 8 1P BY A SR me
TR T C B AT LA =N 2R
° ﬁiﬁ%fﬁ?é/l\ﬁmwa‘é%%ﬁm%lﬂ%o B AP0 0 S H A TE B SR (P - AL B
Ko
o TEAENXIHEAH S NG . T A SmEs R H N BT T A R
o JILEE XA BIERS o X TARRAT RIS, 0T 5 A ERC SRR

A AR P [ RO ARV ot Y AL AR S R 5, ) SRR 0] 4 R 0L 19 O P BRI SR
BEATLEHR, 5 BRI SRS AR B ¥ SR AR 5 o
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o & 533 M X rY B #Y 1P ZUECIA SRR

1.

EESXHAPEE
1. i

2.
3.

2. #h
3.
4

AT 4 system-view, HEANRGHE.

T4 v-gateway v-gateway-name, i3k A RE AL SRR K] o

=\

AT AT 4 security, FEAREUR < 2 ALK

. PUATHr4 policy-default-action { deny | permit } user-dst-ip, At &4t R0 516 H (1)

IP ZYERIN TS o
%R

B9 IP BYSRRE
PATAT A system-view, #ARGHAE.
AT A4 v-gateway v-gateway-name, HEAREFLL S E
AT A4 vpndb, HEAREARLM S VPNDB HLEL.

AT 4 group group-name policy { deny | permit } dst-ip{ ip-address mask | any } port
{port|any }, JHIFTALAINH 1) 1P BUSRNS .

e

BcE 3t A RY B RY IP BUSRHER

1.
2.
3.

HAT A4 system-view, HEANZRZHIA
PAT T4 v-gateway v-gateway-name, HEA RE LM LA
PAT A4 vpndb, HEARERLI C VPNDB L .

AT A4 user user-name policy { deny | permit } dst-ip{ ip-address mask | any } port
{port|any }, AHESINH ) IP B .

-

4.8 TREHMER Internet 2 i8] DMZ [X

ARV RV 1) DMZ X TSR s, 5B Tl 7 % 2 el B ks B g & ACL,
PR i 7N L BEVI 1] DMZ X H IR S5 2% o

W DMZ X A IR 55 a8 H 2 AL R0 TP dhik, U5 225028 NAT (] NAT 38 5
AP S VK /0 KB AR T NAT ZHRED,  SEHURA W i HE AN 2 9 1 Ik ) 2 4t

RN
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4.9 Bc & 20

S =
A TE

Hoymh TRELKARE, KA LFREZHAGERE, B REHE IR,

491 BN BFIEZER L3VPN #EA

2B FE ok
KN AR Z 0. AR 0 S, 75 E S X RURER . 23 SCR1 93 S 2 TH) 1R
B (HA2bd A BEn 5N, FHAMESGR VPN £ (Flhn GRE FEiEsE) #HfE
SEPL SR G, 2N 2 M G S SRR R 4. ki AUE M 12 8 v e
HE[¥] MPLS L3VPN R 45 K SN2 5 2 8] 1R HL 1
I3 SO IS E B HEAL Y MPLS L3VPN A4S kB N Il DX, ey A 3 4523 SRR AH 2
F L3VPN 1 [f— Site, SEBAI2 SR H DBt #34F 4 L3VPN [ CE %e4%, &3
IZE WM PE 4%, lIdIs S I IP/MPLS 2% S H i o
El4-8 BT IZER L3VPN IZAEHME
S¥1 Cce2
\192.168.2.1/24 1 PE2
N GEO/O/OW@
S8z D 4 cp SEEE )
EEHE] 10.1.1.2/24 ) 192.168.1.1/24
\ IP/MPLSWJ?@W\N@ GEO0/0/0 :
19251;31? ?/24 1034222 & = \'@&O/—/
N GE000 GEO/ON =
\AS:65430/ CE3
HIRES
FT4-1 FIREAXIFR
fic & 15 o & I iR
P Hiudilk: L1 TP Mtk Z: DLAL I B bR
RIEDE
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T @B T IR P LR T BN I Foy LA AR B E, vARIE T H M4 PE A= P
iR EE, EEXENA CERGHIEN/ o Bk b B E.

1. FdE R0 IP Huhik
# BLE CEL ) IP Hbuhik.

<Qudiway> system-view

[Qudiway] sysname CE1l

[CE1] interface GigabitEthernet 0/0/1
[CE1l-GigabitEthernet0/0/1] ip address 10.1.1.2 255.255.255.0
[CE1l-GigabitEthernet0/0/1] quit

[CE1] interface GigabitEthernet 0/0/0
[CE1l-GigabitEthernet0/0/0] ip address 192.168.1.1 255.255.255.0
[CE1-GigabitEthernet0/0/0] quit

# NCE CE2 [ TP Hudik,

<Qudiway> system-view

[Qudiway] sysname CE2

[CE2] interface GigabitEthernet 0/0/1
[CE2-GigabitEthernet0/0/1] ip address 10.2.1.2 255.255.255.0
[CE2-GigabitEthernet0/0/1] quit

[CE2] interface GigabitEthernet 0/0/0
[CE2-GigabitEthernet0/0/0] ip address 192.168.2.1 255.255.255.0
[CE2-GigabitEthernet0/0/0] quit

# BCE CE3 ) IP Huhik.

<Qudiway> system-view

[Qudiway] sysname CE3

[CE3] interface GigabitEthernet 0/0/1
[CE3-GigabitEthernet0/0/1] ip address 10.3.1.2 255.255.255.0
[CE3-GigabitEthernet0/0/1] quit

[CE3] interface GigabitEthernet 0/0/0
[CE3-GigabitEthernet0/0/0] ip address 192.168.3.1 255.255.255.0
[CE3-GigabitEthernet0/0/0] quit

2. BLE IGP
# WCE CE1 [¥) OSPF.,

[CE1] ospf 1

[CEl-ospf-1] import-route direct

[CEl-ospf-1] import-route static

[CEl-ospf-1] area 0

[CEl-ospf-1-area-0.0.0.0] network 192.168.1.0 0.0.0.255
[CEl-ospf-1-area-0.0.0.0] quit

[CEl-ospf-1] quit

# Wil & CE2 1] OSPF.

[CE2] ospf 1
[CE2-0spf-1] import-route direct
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[CE2-0spf-1] import-route static

[CE2-0spf-1] area 0

[CE2-0ospf-1-area-0.0.0.0] network 192.168.2.0 0.0.0.255
[CE2-0spf-1-area-0.0.0.0] quit

[CE2-0spf-1] quit

# Jii'E CE3 [ OSPF.

CE3] ospf 1
CE3-ospf-1] import-route direct
CE3-ospf-1] import-route static

CE3-ospf-1l-area-0.0.0.0] network 192.168.3.0 0.0.0.255

[

[

[

[CE3-0spf-1] area 0

[

[CE3-0spf-1-area-0.0.0.0] quit
[

CE3-ospf-1] quit

3. BLE CE 1 PE 8] [ d1A8 H

# WL'E CE1 5 PE1 MU A H (RkI2 S’ 1Y IP/MPLS 2411 AS 524 100, PE1 %4
CEI1 [P K 10.1.1.1),

CE1] bgp 65410
CEl-bgp] peer 10.1.1.1 as-number 100

[

[

[CEl-bgp] import-route direct
[CEl-bgp] import-route static
[CEl-bgp] import-route ospf 1
[CE1-bgp] quit

# MiE CE2 5 PE2 Mk thas H. (R BEIEE 1 1 IP/MPLS M5 AS 508 100, PE2 iz
CE2 W3l 10.2.1.1).

CE2] bgp 65420
CE2-bgp] peer 10.2.1.1 as-number 100

[

[

[CE2-bgp] import-route direct
[CE2-bgp] import-route static
[CE2-bgp] import-route ospf 1
[CE2-bgp] quit

# FCE CE3 5 PE3 MU A H. (RIS E R 1Y IP/MPLS 4511 AS 54 100, PE3 &z
CE3 [z itk 10.3.1.1).

CE3] bgp 65430
CE3-bgp] peer 10.3.1.1 as-number 100

[

[

[CE3-bgp] import-route direct
[CE3-bgp] import-route static
[CE3-bgp] import-route ospf 1
[CE3-bgp] quit

-y

B & 31
e CEI I{RCE S
#
sysname CE1

#
interface GigabitEthernet0/0/0
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undo shutdown
ip address 192.168.1.1 255.255.255.0
#
interface GigabitEthernet0/0/1
undo shutdown
ip address 10.1.1.2 255.255.255.0
#
bgp 65410
peer 10.1.1.1 as-number 100
#
ipv4-family unicast
undo synchronization
import-route direct
import-route static
import-route ospf 1
peer 10.1.1.1 enable
#
ospf 1
import-route direct
import-route static
area 0.0.0.0
network 192.168.1.0 0.0.0.255
#

return

o  CE2 HyMCE 3t
#

sysname CE2
#
interface GigabitEthernet0/0/0
undo shutdown
ip address 192.168.2.1 255.255.255.0
#
interface GigabitEthernet0/0/1
undo shutdown
ip address 10.2.1.2 255.255.255.0
#
bgp 65420
peer 10.2.1.1 as-number 100
#
ipv4-family unicast
undo synchronization
import-route direct
import-route static
import-route ospf 1
peer 10.2.1.1 enable
#
ospf 1
import-route direct
import-route static
area 0.0.0.0
network 192.168.2.0 0.0.0.255
#

return

e CE3 MIfcE
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#
sysname CE3
#
interface GigabitEthernet0/0/0
undo shutdown
ip address 192.168.3.1 255.255.255.0
#
interface GigabitEthernet0/0/1
undo shutdown
ip address 10.3.1.2 255.255.255.0
#
bgp 65430
peer 10.3.1.1 as-number 100
#
ipv4-family unicast
undo synchronization
import-route direct
import-route static
import-route ospf 1
peer 10.3.1.1 enable
#
ospf 1
import-route direct
import-route static
area 0.0.0.0
network 192.168.3.0 0.0.0.255
#

return

4.9.2 ERE 5> X8B3 2™ GRE over IPSec B EN

AR K

ANV AE A N SR, BT B G AR S Rl 2 ) dy st 2 Lk, M Re il i
Internet M 24 S2EL 43 2 F2 N, 1T Internet WZEA & JEA 224, R SK i) GRE over
IPSec P R SRR 23 37 2 ) H50H 1Y v SE AL 4 o

El4-9 ERE 45 BT M GRE over IPSec FixiEE N H M &

4337  BRRouter HQRouter SERE X

\ 192.168.2.1/24 00.1.1.2/24 ¢ ,192.168.1.1/24
GEO0/0/0 GEO0/0/1 GEO0/0/0

Tunnel1
M_LO 1/24
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iR

FT4-2 BUENXIFE

BC &1 BC&E FIn 6T
IP Mkl B2 1P Hbhk Z WAL [ b R bR
IPSec LA ESP
ESE BN B A 2
ESP tAFH % SHA1
IR RPS DES
IKE NI R7R MD5
P LSy SRy
TR GIFE 3L 222 4] abcde

L 1=
BRIEDE
A xR
T\ aRAE TR A KT BRIy LA B E
1. BB S S A
# BCE AR TP k.
<Qudiway> system-view
[Qudiway] sysname HQRouter
[HQRouter] interface GigabitEthernet 0/0/1
[HQRouter-GigabitEthernet0/0/1] ip address 200.1.1.2 255.255.255.0
[HQRouter-GigabitEthernet0/0/1] quit
# O A L TP ik
[HQRouter] interface GigabitEthernet 0/0/0
[HQRouter-GigabitEthernet0/0/0] ip address 192.168.1.1 255.255.255.0
[HQRouter-GigabitEthernet0/0/0] quit
# FLE GRE Fzif .
[HQRouter] interface tunnel 1
[HQRouter-Tunnell] tunnel-protocol gre
[HQRouter-Tunnell] ip address 10.10.10.1 255.255.255 0
[HQRouter-Tunnell] source 200.1.1.2
[HQRouter-Tunnell] destination 201.1.1.2
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[HQRouter-Tunnell] quit
# TCE 27 SRS o CRBRUGHR Y PR 2% A 28 B — Btk f2 200.1.1.1)
[HQRouter] ip route-static 192.168.2.0 255.255.255.0 tunnel 1

[HQRouter] ip route-static 201.1.1.0 255.255.255.0 GigabitEthernet 0/0/1 200.1.1.1

NN \ w >

# WCE ACL, & CELRH I .

[HQrRouter] acl 3000

[HQRouter-acl-adv-3000] rule permit ip source 200.1.1.2 0 destination 201.1.1.2 0
[HORouter-acl-adv-3000] quit

# MO 2 AR

[HQRouter] ipsec proposal tranl

[HQRouter-ipsec-proposal-tranl] encapsulation-mode tunnel
[HQRouter-ipsec-proposal-tranl] transform esp

[HQRouter-ipsec-proposal-tranl] esp authentication-algorithm shal
[HQRouter-ipsec-proposal-tranl] esp encryption-algorithm des
[HQRouter-ipsec-proposal-tranl] quit

# M IKE $#21%.

[HQRouter] ike proposal 10

[HQRouter-ike-proposal-10] authentication-method pre-share
[HQRouter-ike-proposal-10] authentication-algorithm md5
[HQRouter-ike-proposal-10] quit

# B IKE X244

[HQRouter] ike local-name HQRouter

[HQRouter] ike peer br

[HQRouter-ike-peer-br] undo version 2

[HQRouter-ike-peer-br] exchange-mode aggressive

[HQRouter-ike-peer-br] local-id-type name

[HQRouter-ike-peer-br] remote-name BRRouter

[HQRouter-ike-peer-br] ike-proposal 10

[HQRouter-ike-peer-br] remote-address 201.1.1.2

[HQRouter-ike-peer-br] pre-shared-key abcde

[HQRouter-ike-peer-br] quit

2 Paran

# NG E AR

[HQRouter] ipsec policy mapl 10 isakmp

[HQRouter-ipsec-policy-isakmp-mapl-10] security acl 3000
[HQRouter-ipsec-policy-isakmp-mapl-10] proposal tranl
[HQRouter-ipsec-policy-isakmp-mapl-10] ike-peer br
[HQRouter-ipsec-policy-manual-mapl-10] quit

# W 2 A

[HQRouter] interface GigabitEthernet 0/0/1

[HQRouter-GigabitEthernet0/0/1] ipsec policy mapl
[HQRouter-GigabitEthernet0/0/1] quit

2. MBIy S S
# PO AR TP Hahik
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<Qudiway> system-view

[Qudiway] sysname BRRouter

[BRRouter] interface GigabitEthernet 0/0/1
[BRRouter-GigabitEthernet0/0/1] ip address 201.1.1.2 255.255.255.0
[BRRouter-GigabitEthernet0/0/1] quit

# TCE N TP Mk,

[BRRouter] interface GigabitEthernet 0/0/0
[BRRouter-GigabitEthernet0/0/0] ip address 192.168.2.1 255.255.255.0
[BRRouter-GigabitEthernet0/0/0] quit

# M 'H GRE P%iH.

BRRouter] interface tunnel 1

BRRouter-Tunnell] tunnel-protocol gre
BRRouter-Tunnell] ip address 10.10.10.2 255.255.255 0
BRRouter-Tunnell] source 201.1.1.2

BRRouter-Tunnell] destination 200.1.1.2

[
[
[
[
[
[BRRouter-Tunnell

]
]
]
] quit

# B PR SR . RED SR OB AR N —Bthk 2 201.1.1.1)

[BRRouter] ip route-static 192.168.1.0 255.255.255.0 tunnel 1
[BRRouter] ip route-static 200.1.1.0 255.255.255.0 GigabitEthernet 0/0/1 201.1.1.1

# WE ACL, & SCEORY I ER I

[BRRouter] acl 3000
[BRRouter-acl-adv-3000] rule permit ip source 201.1.1.2 0 destination 200.1.1.2 0
[BRRouter-acl-adv-3000] quit

# B L.

BRRouter] ipsec proposal tranl

BRRouter-ipsec-proposal-tranl] encapsulation-mode tunnel
BRRouter-ipsec-proposal-tranl] transform esp
BRRouter-ipsec-proposal-tranl] esp authentication-algorithm shal
BRRouter-ipsec-proposal-tranl] esp encryption-algorithm des

[
[
[
[
[
[ quit

]
]
]
BRRouter-ipsec-proposal-tranl]

# BLE IKE $233.

[BRRouter] ike proposal 10

[BRRouter-ike-proposal-10] authentication-method pre-share
[BRRouter-ike-proposal-10] authentication-algorithm md5
[BRRouter-ike-proposal-10] quit

# FE IKE A 254k,

BRRouter] ike local-name BRRouter
BRRouter] ike peer hg
BRRouter-ike-peer-hg] undo version 2
BRRouter-ike-peer-hg] exchange-mode aggressive
local-id-type name
BRRouter-ike-peer-hg] remote-name HQRouter
BRRouter-ike-peer-hg] ike-proposal 10

remote-address 200.1.1.2

[
[
[
[
[BRRouter-ike-peer-hg
[
[
[BRRouter-ike-peer-hg
[

1
1
1
1
1
1

BRRouter-ike-peer-hg] pre-shared-key abcde
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BB

[BRRouter-ike-peer-hg] quit
# G 2 A RN

[BRRouter] ipsec policy mapl 10 isakmp
[BRRouter-ipsec-policy-isakmp-mapl-10] security acl 3000
[BRRouter-ipsec-policy-isakmp-mapl-10] proposal tranl
[BRRouter-ipsec-policy-isakmp-mapl-10] ike-peer hg
[ ]

BRRouter-ipsec-policy-manual-mapl-10] quit

# W 2 A

[BRRouter] interface GigabitEthernet 0/0/1
[BRRouter-GigabitEthernet0/0/1] ipsec policy mapl
[BRRouter-GigabitEthernet0/0/1] quit

R

o GLFSHE i ph A R G E A
#

sysname HQRouter
#

acl number 3000

rule permit ip source 200.1.1.0 0.0.0.255 destination 201.1.1.0 0.0.0.255

#

ike local-name HQRouter
#

ike proposal 10
authentication-algorithm md5

#

ike peer br

exchange-mode aggressive
pre-shared-key abcde

ike-proposal 10

undo version 2

local-id-type name

remote-name BRRouter
remote-address 201.1.1.2

#

ipsec proposal tranl

esp authentication-algorithm shal
#

ipsec policy mapl 10 isakmp
security acl 3000

ike-peer br

proposal tranl

#

interface GigabitEthernet0/0/0

ip address 192.168.1.1 255.255.255.0
#

interface GigabitEthernet0/0/1

ip address 200.1.1.2 255.255.255.0
ipsec policy mapl

#
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interface Tunnell

tunnel-protocol gre

ip address 10.10.10.1 255.255.255.0

source 200.1.1.2

destination 201.1.1.2

#

ip route-static 192.168.2.1 255.255.255.0 tunnel 1

ip route-static 201.1.1.0 255.255.255.0 GigabitEthernet 0/0/1 200.1.1.1
#

Return
o Jr 3 K AR T B A

#

sysname BRRouter

#

acl number 3000

rule permit ip source 201.1.1.0 0.0.0.255 destination 200.1.1.0 0.0.0.255
#

ike local-name BRRouter

#

ike proposal 10
authentication-algorithm md5

#

ike peer hg

exchange-mode aggressive
pre-shared-key abcde

ike-proposal 10

undo version 2

local-id-type name

remote-name HQRouter

remote-address 201.1.1.2

#

ipsec proposal tranl

esp authentication-algorithm shal

#

ipsec policy mapl 10 isakmp
security acl 3000

ike-peer hg

proposal tranl

#

interface GigabitEthernet0/0/0

ip address 192.168.2.1 255.255.255.0
#

interface GigabitEthernet0/0/1

ip address 201.1.1.2 255.255.255.0
ipsec policy mapl

#

interface Tunnell

tunnel-protocol gre

ip address 10.10.10.2 255.255.255.0
source 201.1.1.2

destination 200.1.1.2

#

ip route-static 192.168.1.1 255.255.255.0 tunnel 1
ip route-static 200.1.1.0 255.255.255.0 GigabitEthernet 0/0/1 201.1.1.1
#
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Return

493 TREB Y = R T 813 L2TP over IPSec FEBEIEN

TR
A i 22 03 AR AR s A A M A, B E SR T, A S I B S A K 2B O AR
I 388 3o 2 X4 N B Al B DX EA T IR 2 o F HLSRASRILE [ IX Py [ 52 70 2 —FE (R,
[7] B 3 LR AE B A7 28 WA T
SN AT DASE e £ HH 22 5% TR PC AR b 8 el DX F 13 2 TR L2 TP over IPSec
BEE RSz iR TSk, 22 B T AEE VPN Client #f4: (Secoway VPN Client) T L2TP
RSN B X
[El4-10 FBEHZE R TiBI AR L2TP over IPSec B EENLEN
RAD|L§|E%%%§
LAC LNS\ 192.168.100.1
5%\”“&&%3‘1 ié"éﬁfﬁf'”“ J
( L2TP over IPSec ) VTR @ﬁflﬂ/ g/
KiEES
F4-3 BRI
fic & 10 Bo & FIn 6T
1P Hihl: P00 1P Mkt Z: WA W [ b bR
L2TP JJJ skt 192.168.200.0/24
IPSec G ESP
ESEY BN g A
ESP \IES % MD5
T Sk DES
IKE INIERE MD5
IR RPS DES-CBC
DH 41 DH 4] 1
P LS SRy
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1. Bc'E LNS ) 1P kbR i
#OECE A A TP k.

<Qudiway> system-view

[Qudiway]

sysname LNS

LNS] interface GigabitEthernet 0/0/1

[
[LNS-GigabitEthernet0/0/1]
[

LNS-GigabitEthernet0/0/1] quit

# A AN A TP bk,

[LNS] interface GigabitEthernet 0/0/0

[LNS-GigabitEthernet0/0/0]

[LNS-GigabitEthernet0/0/0] quit

#OBCE R A WA . (B B 1 2 A0 R — Bk kb 2 200.1.1.1)

ip address 200.1.1.2 255.255.255.0

ip address 192.168.1.1 255.255.255.0

[LNS] ip route-static 0.0.0.0 0.0.0.0 GigabitEthernet 0/0/1 200.1.1.1

2. FiE LNS Wifig

# 5 L2TP fik.

[LNS] 12tp enable

# PCE IP kit .

LNS-aaal

domain 12tp

LNS-aaa-domain-12tp] quit

LNS-aaal

[
[
[LNS-aaa-domain-12tp]
[
[

quit

# CE AR L

INS] interface Virtual-Template 1

[

[LNS-Virtual-Templatel]
[LNS-Virtual-Templatel
[
[

ip pool 1 192.168.200.2 192.168.200.254

ppp authentication-mode chap
ip address 192.168.200.1 255.255.255.0

]
LNS-Virtual-Templatel] remote address pool 1
]

LNS-Virtual-Templatel

quit
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# HCE A BRAT .
[LNS] 12tp domain suffix-separator @
# MUE L2TP 4.

LNS] 12tp-group 1

[

[LNS-12tpl] tunnel name lns

[LNS-12tpl] allow 1l2tp virtual-template 1
[LNS-12tpl] tunnel authentication
[LNS-12tpl] tunnel password simple Admin@124
[LNS-12tpl] quit

(1 ssem
§TFPCHREALAH T VPN Z P A kfi B MEREh, wikb Z2H 1A PCHRELLAH
ey VPN P b, M SRBGE LNS #9118 I s 2 45,

BN %o
LNS] aaa
LNS-aaa] authentication-scheme authl

[
[
[LNS-aaa-authen-authl] authentication-mode radius
[LNS-aaa-authen-authl] quit

[

LNS-aaal] quit
# fic & RADIUS HAR

LNS] radius-server template rdl

LNS-radius-rdl] radius-server authentication 192.168.200.1 1645
LNS-radius-rdl] radius-server user-name domain-included
LNS-radius-rdl] quit

# MEB, N RADIUS BIR MOAIF T .

LNS] aaa

LNS-aaal domain 12tp

[

[ ]

[LNS-radius-rdl] radius-server shared-key keyl
[ ]

[ ]

[
[
[LNS-aaa-domain-12tp] authentication-scheme authl
[LNS-aaa-domain-12tp] radius-server rdl
[LNS-aaa-domain-12tp] quit

[LNS-aaal] quit

3. F'E IPSec Ihfig
# WLE ACL, & CELRP I

[LNS] acl 3000
[LNS-acl-adv-3000] rule permit ip source 200.1.1.2 0 destination 201.1.1.2 0
[LNS-acl-adv-3000] quit

# B L.

LNS] ipsec proposal tranl

LNS-ipsec-proposal-tranl] encapsulation-mode tunnel
LNS-ipsec-proposal-tranl] transform esp
LNS-ipsec-proposal-tranl] esp authentication-algorithm md5

esp encryption-algorithm des

[
[
[
[
[LNS-ipsec-proposal-tranl
[

1
1
1
1

LNS-ipsec-proposal-tranl] quit
# MCE IKE $#210
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LNS] ike proposal 10

LNS-ike-proposal-10] authentication-method pre-share

[

[
[LNS-ike-proposal-10] authentication-algorithm md5
[

[

]
LNS-ike-proposal-10] encryption-algorithm des-cbc
]

LNS-ike-proposal-10] quit

# IR IKE 2544,

LNS] ike peer lac
LNS-ike-peer-lac] exchange-mode aggressive

[

[
[LNS-ike-peer-lac] ike-proposal 10
[

[

]
LNS-ike-peer-lac] pre-shared-key abcde
]

LNS-ike-peer-lac] quit

# 0B A RSO 2 42 SRS

LNS] ipsec policy-template map temp 1
LNS-ipsec-policy-templet-map_temp-1

LNS-ipsec-policy-templet-map temp-1] ike-peer lac

[
[
[
[
[LNS-ipsec-policy-templet-map temp-1] quit
[

# N AR

[LNS] interface GigabitEthernet 0/0/1
[LNS-GigabitEthernet0/0/1] ipsec policy mapl
[LNS-GigabitEthernet0/0/1] quit

i & i
# S “4.6.5 DI L& E” X EamB TR S
# LNS fHRSH U -

® LNS fli4sasHht: 200.1.1.2

o  HEMM4: xxx@2tp, xxx N4
o FSEND: BOEMH Y

o [REMFR: Ins

o JIEEK: CHAP

o o FREIELUF ) RE

o [XIEKUEEMY: Admin@124

e M IPSEC %AWl ke «“ ity
o  G{pIiET: abede

# IPSec HHICSHUUN T -

o AR FREA

* Z&Ppl: ESP

e ESP IhiliEsik: MD5

e ESP thilln#Hi%k: DES

® NAT ZFk: ANJiH

] security acl 3000
LNS-ipsec-policy-templet-map temp-1] proposal tranl
]

LNS] ipsec policy mapl 10 isakmp template map temp
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Rt

#IKE Vh i S50 r -

o Phmisia: HFAE
e IDZRAL. TP Hbdik
o IFHIL: MDS
e Jn#4ik: DES-CBC
e DH 4i#5i&: Group 1

s

LNS fc & A

#

sysname LNS

#

acl number 3000

rule 5 permit udp source-port eq 1701
#

12tp enable

#

12tp domain suffix-separator @

#

radius-server template rdl
radius-server shared-key keyl
radius-server authentication 192.168.100.1 1645
radius-server user-name domain-included
#

ike proposal 10
authentication-algorithm md5

#

ike peer lac

exchange-mode aggressive
pre-shared-key abcde

ike-proposal 10

#

ipsec proposal tranl

esp authentication-algorithm md5

#

ipsec policy-template map temp 1
security acl 3000

proposal tranl

ike-peer lac

ipsec policy mapl 10 isakmp template map_ temp
#

interface Virtual-Templatel

ppp authentication-mode chap

ip address 192.168.200.1 255.255.255.0
remote address pool 1

#

interface GigabitEthernet0/0/0

ip address 192.168.1.1 255.255.255.0
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#
interface GigabitEthernet0/0/1
ip address 200.1.1.2 255.255.255.0
ipsec policy mapl
#
l12tp-group 1
tunnel password simple Admin@l24
allow 1l2tp virtual-template 1
#
aaa
#
authentication-scheme default
authentication-scheme authl
#
authorization-scheme default
authorization-scheme authl
authorization-mode radius
#
accounting-scheme default
#
domain default
#
domain 12tp
ip pool 192.168.200.2 192.168.200.254
authentication-scheme authl
radius-server rdl
#
ip route-static 0.0.0.0 0.0.0.0 200.1.1.1
#

return

494 B H = R T8 13 SSL VPN ##EN

LA F oK

AP 22 G CAE R R e A A 1§Uﬁﬂ?@f’$i%}5)? A Bl I A S i LA
Fii,  JERE 28 X N F A s il X R 7}/\, 7 n) 7] DX PN TR E R (FTP ARSS4s)
FF H e Notes N 54855 3 TR RERS VT 0] Telnet i 5525

Syl 2 B T AR B N R A X, T AN T AT R 2 B 2B I 2 B
AT LA SSL VPN, XA 5 T AU B 48 i Web U5 2% B T3l SSL VPN #2 A

E4-11 B HZE R Ti&T SSL VPN ENARE
S FTP Server
SERE X ; 192.168.100.10

 192.168.1.1/24 <M _ /o
GE0/0/0 192.168.100.20

( SSL VPN | Rou e\_/\./

Internet
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iR

RIESER

FT4-4 BUENXIFE

g & 10 BL & FIn iR
IP Hiuhik PEIT 1P Mok 2 DLEH W P b v
N RS #% TP sl | 2 W4l W B A i by
SSL VPN B I | 8 Py Y
W44 www.employee.com
wANH L 200
[i] I 7E 26 e K 8 | 50
KR 1024
FH PRI M M) 4. tom
22, 123456
AFR: FTP. Telnet. Notes
M2 M4 tony
A, 654321
BPE: FTP. Notes

==
Zﬁ&?i%

TE RS H T EIHARNEE.

- PO AR

# ECE A A TP bk,

<Qudiway> system-view
[Qudiway] sysname Router

[ interface GigabitEthernet 0/0/1
[Router-GigabitEthernet0/0/1] ip address
[

Router-GigabitEthernet0/0/1] quit

Router]

# TCE NI TP k.

[Router] interface GigabitEthernet 0/0/0
[Router-GigabitEthernet0/0/0] ip address

[Router-GigabitEthernet0/0/0] quit

200.1.1.2 255.255.255.0

192.168.1.1 255.255.255.0
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#OCE B A Y A B o (R U 28 I A R — Bkl & 200.1.1.1)
[Router] ip route-static 0.0.0.0 0.0.0.0 GigabitEthernet 0/0/1 200.1.1.1
LWt NCPS

Router] v-gateway employee 200.1.1.2 private www.employee.com
Router-employee] quit

[

[

[Router] v-gateway employee max-user 200
[Router] v-gateway employee cur-max-user 50
[

Router] v-gateway employee max-resource 1024
BT AR
# BCEAUETS %o

[Router] aaa
[Router-aaal] authentication-scheme employee.scm
[Router-aaa-authen-employee.scm] authentication-mode vpndb

[Router-aaa-authen-employee.scm] quit
# MBI

[Router-aaal] authorization-scheme employee.scm
[Router-aaa-author-employee.scm] authorization-mode vpndb

[Router-aaa-author-employee.scm] quit
# e E .

[Router-aaa] domain employee.dom

[Router-aaa-domain-employee.dom] authentication-scheme employee.scm
[Router-aaa-domain-employee.dom] authorization-scheme employee.scm
[Router-aaa-domain-employee.dom] quit

[Router-aaal] quit

# BCE M4l

[Router] v-gateway employee

[Router-employee] vpndb

[Router-employee-vpndb] group rd description ForResearchAndDevelopment
[Router-employee-vpndb] group rd port-forwarding web-proxy enable

# MCEHP

Router-employee-vpndb] user tom 123456 123456

Router-employee-vpndb] user tom group rd

Router-employee-vpndb

[ ]

[ ]

[Router-employee-vpndb] user tony 654321 654321
[ ] user tony group rd

[ ]

Router-employee-vpndb] quit

e 5 i 1 e

[Router-employee] service

[Router-employee-service] port-forwarding enable

[Router-employee-service] port-forwarding resource ftp host-ip 192.168.100.10 21 ftp
[Router-employee-service] port-forwarding resource telnet host-ip 192.168.100.20 23
telnet

[Router-employee-service] port-forwarding resource notes any 1600 notes
[Router-employee-service] port-forwarding auto-start enable

[Router-employee-service] port-forwarding keep-alive enable
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[Router-employee-service] quit

5. MBCEFm
HICE TR R UL OGS TP Y BRI SR o
[Router-employee] security
[Router-employee-security] policy-default-action deny user-dst-ip
[Router-employee-security] quit
# ECEES AL H i 1P BN .
[Router-employee] vpndb
[Router-employee-vpndb] group rd policy permit dst-ip 192.168.100.10 255.255.255.255
port 21
[Router-employee-vpndb] group rd policy deny dst-ip 192.168.100.20 255.255.255.255 port
23
[Router-employee-vpndb] group rd policy permit dst-ip any port 1600
# CEAT LT H K TP Y SR
[Router-employee-vpndb] user tom policy permit dst-ip 192.168.100.20 255.255.255.255
port 23
6. JU # N
H 72 D3 T AE Y 2 i i A HBHE https://www.company.com, 3E KL S8 S A, BN
44 tom FIEAY 123456, Hidy “Fx”, GBI, RIGE “n K7 XIEAE
o, RPN ) B R REAT U I
BT
=4
Router Bl & L1
#
sysname Router
#
undo firewall session link-state check
#
#
v-gateway employee 200.1.1.2 private www.employee.com
#
#
radius-server template employee.tpl
#
interface GigabitEthernet0/0/0
ip address 192.168.1.1 255.255.255.0
#
interface GigabitEthernet0/0/1
ip address 200.1.1.2 255.255.255.0
#
aaa
authentication-scheme default
authentication-scheme employee.scm
authentication-mode vpndb
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#
authorization-scheme default
authorization-scheme employee.scm
authorization-mode vpndb
#
accounting-scheme default
#
domain default
domain employee.dom
authentication-scheme employee.scm
authorization-scheme employee.scm
radius-server employee.tpl
ldap-server employee.tpl
#
#
ip route-static 0.0.0.0 0.0.0.0 200.1.1.1
#
v-gateway employee ip address 200.1.1.2
#x*x**BEGIN***employee** 1 *x**#
v-gateway employee
basic
ssl version allversion
ssl timeout 5
ssl lifecycle 1440
ssl ciphersuit custom aes256-sha des-cbc3-sha rc4-sha rc4-md5 aesl28-sha des-c
bc-sha
logoname &logo&.gif
welcome &welcomeé&.txt
title &title&.txt
service
port-forwarding enable
port-forwarding keep-alive enable
port-forwarding auto-start enable
port-forwarding resource ftp host-ip 192.168.100.10 21 ftp
port-forwarding resource telnet host-ip 192.168.100.20 23 telnet
port-forwarding resource notes any 1600 notes
network-extension mode split
security
policy-default-action permit user-src-ip
policy-default-action deny user-dst-ip
policy-default-action permit user-url
policy-default-action permit vg-src-ip
password-setting password-intension low 1 high 31 digits 0 letters 0 unmix
password-setting safepolicy 1
password-setting lifetime 0 alarm 0
certification cert-anonymous cert-field user-filter subject cn group-filter su
bject cn
certification cert-anonymous filter-policy permit-all
certification cert-challenge cert-field user-filter subject cn
#****END****#
#

return
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R N N

A2 RE DL DX (R SRS P e, BN VE2R S A0 R SCRPHE B AR D RE I A HebL, 2
JRHEBIERERGE, K2 W AU N B IR B, TSR, THRRIAES, SEBL

A ) KEFUAL
EH ) HEFUE (MPLS VPN F& ) Jiii, MRAEEARNRE R SRR, =M
[ii]f\) MPLS L3VPN ¥ 8 7 %&

o JIRZWASCFE MPLS, HEHAEMEAZZ WAL T HEA—A VPN, WYL w541
4 PE Ki%E MPLS VPN, %0 2545 HAE N P 4%

o IEREWAACF MPLS, HHAMEARZ WAL N A A2 A VPN, WY ZE w41
4 PE K325 MPLS VPN, #0235 HAEN P 4, RN AL HdL L35E MCE
Dife (BN NS FE MCE Zh68), SZHLAIE VPN A

o LR WAASFF MPLS, WIRZLJE AN PE KEZE MPLS VPN, JLRZB%
3 MCE Difig (FF 205K E W44 SCFF MCE ZhRE), SEFLANE VPN [N
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IE PSS

BB R 5 RE UL DX
5.1.3 B ERR A
F5-1 EMERXMEET SIS
R Foim FR
BNALHAL $2700/S3700 A CWIRELNJZ T 258 | VIOOR006CO1
MCE, WIANgEIEH S2700 #51)
WA AL S5700 (AfUFE S5700SD) F 4 V100R006C01
S9300 %4
O I S9300 %% V100R006CO1
5.1.4 ERE B
MBS
o SERE M IT/EAT e B AR N e, &Mt E L IE R T AR
o . JLE. BOERACHAMES /LR, STl HE S/ R 28 E B
e  SER VLAN/SSID. IP #ilik. VPN [ RD I vpn-target 25448 10Kl .
il & B %
fi & B BEEETEEm
N B HES/EERE RS S2700/S3700/S5700 R AN A HAHL, B RFn] UL H sh
oo
X 89300 RS HIATHML, FERERG AL T BT TAE
fito
fit & MPLS L3VPN o WAL EASCRE MPLS, A% L 2 ¥ & A1E 4 PE K
fit & MPLS L3VPN,
o IR E S R MPLS, MBS 2% 41F 0 PE L&
MPLS L3VPN, M0 ZEN P 5.
o YR T B S B AL ) e SEE, AT LARC & MPLS
TE F%i& (CR-LSP) R EU %18 [ LDP LSP Sk &%k VPN
N3N
o YR ESIIL VPN 2 [8] {5 [m) 5 1) /0 ) B 25 755K
A DA I R GG L B VPN S 1) vpn-target J& K ST
fit & MCE Ihfig o U FL IR E W AN MPLS, )7 223 MCE Thfig,
SZHLANE VPN R4
o IR B &S FE MPLS, (HEGMEALEILT
ENZAS VPN, NIFEBAER A AL 5% MCE 1)
e, SCHIAN[E VPN BN .
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A TR 5 MR UL DX 190 7

S52EEHEE/ KBRS

5.2.1 it & iStack &%

ST N E NS 1 S2700/S3700/S5700 R AHIAT B, W B & AT H L AR Il A HES

I HAF S B0 EfER:, WAAHNL LB )G, 2 AshE# iStack B ARG, ML

TR T T AT RO &

PLUR A1) 448 iStack TREM)—SLm] VN & N 2 -

o  SRAETEUT, AHHLIIHESIhEE R EREM .
W RHES TR L AERE, AT DAZE R Ge A0 I T i stack enable fir 4, fHREAZ AL
HIHES D RE

o  FRANEME, WRTHHKHES ID REEE, WAHRHINHES ID SAEHES ARG HT
N, S RS A .
WRARTF LA HHLIHES ID, WA PAFE RGN HUT stack slot sot-id renumber
new-sot-id fi74, Ho'E W& IHES 1D,

o  SENENT, MBS ARGK EAWAIELSE BT
WERARN TS RA AT LIE RS 5 5, WA DLE R R 34T stack ot
dot-id priority priority, HlE ¥R HES K&K .

(1 ssmm

VAL ERESHEN, TULALS IR LERE, wEEECES, NREAETI N LLRE,
522 Bt & CSS &%

Hd6 B8 /=
B =Ilao

X TIER BN ) S9300 R YA HHL AU, 75280 T LR E i fE CSS Thhg, A
Ja W S AL A 2 A BT CSS REE.
RARTY?

BEZ CSS 2%, LHHR4T LM

o L&A 5 A S9306 KA S9312, AL~ $9303.

o fp&ikd LA E MARF 49 2 (SRUA X SRUB), # &% & AT vARE.

o HEAEBEIRKEABAREF. (WAER)

o W&ik&Z A KA+ A H QSFP ( Quad Small Form-Factor Pluggable ) £k & 45, %R HE 5-5 Bf
TRA, M EIREHITIEE,
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IE PSS
A TR 5 MR UL DX 190 7

[El5-5 HEB LU AN

| |
| | | |
| L |
| | ! |
i | : Ui

| I
[T [T |
| |[2EE ] sk — ] s i
| | - I

.

| LEOC2EE | SRU | i L2304 | SRU |
I
. L I
: I i |

| I
| L I
I | ' I
\ | L I

SwitchA SwitchB
M B e

RIETR
1 T4 system-view, HEARZHEL

2. PUAT4 set css { id new-id | priority priority } [ frame frame-id |, #¢& HEBHIHEN) ID B
HEB HUAE SE S (S 2

3. (k) $AT A4 cssmaster force[ frame frame-id ], SR & S HALEHES RGO AE N
WS EA WAL

4. PUTH4 cssenable, fHRBIA 1HES DIRE.

-

5.3 BEc & MPLS L3VPN

5.3.1 Bc & IP ik FA IGP

P HE RN R 515025 () B4 1R Loopback #2111 TP ki, B A1 e B FEm o

L IEINRIAE PE &A1 P i £ DAL E IGP (Ui B7E% .00 =555 MPLS L3VPN, NI AJ#g
WA P ). IGP T LLIEHE OSPF 853 1S-1S, H AR HC B ok FEn%

5.3.2 {F 8 MPLS E /¢
IHAE PE FI P 9 05 EHE T A .
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X P4 i
B4R

5 MR UL DX 190 7

U

5.3.3 (A[i%

o X N S ok DN

AT A

PATAT A mplslsr-id Isr-id, B & AT 251 LSR ID.

114 mpls, fEREATT S5 MPLS Zhig, Jf#k A MPLS #& .

2 quit, RETRGEME .

AT A4 mplsidp, fffE4 5% LDP Thig, I\ MPLS-LDP #LE .

PATA A quit, IR RGME .

AT A4 interface vlianif interface-number, #EA VLANIF #2 4% K

AT A4 mpls, f#RERE 1) MPLS Zhfg

PAT T4 mplsldp, fERERL ¥ LDP J)fig

(1] 88
%o RFTAT 49 VPN Ak 542 i MPLS TE 38 kKR8, 05T A T2 4 LDP, w2 1% M RSVP-TE £
A g8 a9 1E A

%

> system-view, FEARGME.

ﬁ

p

D

>

=

i1

3

3

) Bt E MPLS TE b%i&

T R A AT SRR R ) FE T RSVP-TE [ MPLS TE B&iiE, 1 A2 %3 () LDP LSP
KA VPN LS, TR EPAT AT

{E8E MPLS TE #1 RSVP-TE

N o g k= » D

VAENTA PE AP 9 i _EHEAT B R
PAT A system-view, #EAN R

BT 4 mpls, #EA MPLS #1/&.

AT AT 4 mplste, fEREATY &) MPLS TE DJfE.
AT i
PAT T2 mplstecspf, fiHEA T K] CSPF T,

PAT A4 quit, IRAIRGME .

AT A4 interface vlanif interface-number, #EA VLANIF #: 1#1 & .

(AR

X 2 49 VLANIF 4 1 & 35 MPLS TE %38 P4 69493248 0 BT B 69 VLANIF 0,

>

mplsrsvp-te, {FREATT L1 RSVP-TE ThfE.

>

p

AT A4 mplste, {E g1 MPLS TE Zifig.
AT A4 mplsrsvp-te, fEb:I1 LEAE RSVP-TE St

R
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X P4 i
B4R

5 MR UL DX 190 7

%) {E&E

IGP TE

W RAECE IGP TE (OSPF TE B IS-IS TE), WM 4 ASGENZ i TEDB. IS A= 5
CR-LSP 52 i IGPCOSPF %, IS-1S) i tivH 543 2 1, i dE CSPF v 544 2. T4 CR-LSP
i CSPF VAR, 7 ZAd 5E IGP-TE,

%t OSPF, iH{EFTH PE P 5 & FidkA7an Flid & .

fird system-view, ARG,

% ospf [ process-id ], #EA OSPF #L1&.

opaque-capability enable, fffE OSPF [1J Opaque A& JJ .
areaarea-id, HtA OSPF [ X kA&

mpls-te enable[ standard-complying ], 7£47i OSPF X1 ffifiE TE.

a
b.
c.
d.

c.

i1
i
74
{774
74

Xt 1S-IS, 1EAEATA PE Rl P 4y i kAT FhCE

PAT 4 system-view, HBEANZRLHIA.
b. T4 isis[ process-id ], #EN IS-IS BRI .

c. PUTMA cost-style { compatible [ relax-spf-limit ] | wide | wide-compatible }, L&
IS-IS 1) Wide Metric J& 1.

d. ATHr4 trafficeng [ level-1|level-2 | level-1-2], fiifig IS-IS TE.

}*ﬁ??ﬁt?

/4> 4 4>

>

S| FBE MPLS TE %

@

o ® N o O e

(LD +3m
st/ LB R G, Tunnel 0 AR B/ EBRZAATRHITRE, FERIAELS R AL,
W %, IR M) 2B 4 % S 5L Tunnel 3 0 # &,

THEREE AT S (G PE 5 20 BT RECE .

. PUTET A system-view, HEARGAE

AT T4 interface tunnel tunnel-number, G4 Tunnel #2177, i Tunnel #2101 .

4T 4 ip address unnumbered interface loopback interface-number, it & i #2 11 £
FHER RN 11 TP Mk,

AT A4 tunnel-protocol mplste, At & BFiE 44 MPLS TE.

AT 74 destination ip-address, Hi B F&iE ¥ H sk (Y AU LSRID)

AT 74 mplstetunnel-id tunnd-id, #c & F%iE ID.

AT T4 mplste signal-protocol rsvp-te, it & F%iE (f F RSVP-TE 1E N {5 2 Wil
AT T4 mplstereserved-for-binding, i fiEB%iE K] VPN 457 .

P74 mplste commit, 4242 F%IE M ATHCE
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A TR 5 MR UL DX 190 7

B3 BF B R B
THLEREIE AT i (4 PE 05D T RS
1. $ATHr 4 system-view, HEA RS .
2. AT 4 tunnel-policy policy-name, GRS HEls, FEHE ARG SR AL

3. #4714 tunnel binding destination dest-ip-address te tunnel interface-number, 1 5 ¥ 1
HE5 R TE SRS AR, A A 2 H Ak VPN S W6 e iR TE AL .

s

)

5.3.4 Bt & VPN 3L
FEF A CE 1 PE ¥ BT FRCHE .
1. $ATHr 4 system-view, HEA RS .
2. $ATHr4 ip vpn-instance vpn-instance-name, 4 VPN s, FEHEAN VPN SZBIFLA
3. T4 ipva-family, fifE VPN 5261 TPv4 Hubbik, JFEEN VPN 524 TPv4 ik i 0 1 .
4. PAT#r4 route-distinguisher route-distinguisher, [t & VPN 524 IPv4 Hudik %) RD.

5. AT4 vpn-target vpn-target &<1-8> [ both | export-extcommunity |
import-extcommunity ], & VPN 5245 IPv4 Hulil iRIEC & VPN-target 47 & 44 @ 7%

6. (AJiE) #4744 tnl-policy policy-name, %t VPN =24 TPv4 ki i F B 18 S o
25K

5.3.5 7E# O _E487E VPN 45
fEA CE [ PE B LREAT A PACE .
1. P74 system-view, HEARLA.
2. HUT4A interface vlanif interface-number, #FAZEZEE VPN S (R4 AR IE
3. 474 ip binding vpn-instance vpn-instance-name, ¥ 24 Fi4% 115 VPN SEGI4P5E o
4. AT4 ip addressip-address { mask | mask-length }, it & 4 1) IP kil
&R

5.3.6 #£ PE Z (@) 3L MP-IBGP Xf={k
fE# CE [ PE Bi# LREAT A FICE .
1. $#ATAr4 system-view, HEARGHIE
2. $ATH4 bgp as-number, kA BGP LA,
3. T4 peer ipvd-address as-number as-number, ¥ 5 PE Bt B O X454
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A TR 5 MR UL DX 190 7

4. T4 peer ipvd-address connect-inter face loopback interface-number, #5 & 737 TCP
R,

5. 44T ipva-family vpnv4, ik BGP-VPNv4 T Hiuhik i B
6. AT peer ipva-address enable, i HEXT AR it VPNv4 B 115 B IKIAE
-G53

5.3.7 Bt & PE #1 CE/MCE Z [8iiE X E

PE il CE/MCE [8] (/18 i1 22 7.0 L% EBGP. IBGP. ##4& 8. RIP. OSPF. ISIS,
AT —FhRIAT . DL R FELL EBGP MBIt T A, 477 500 S 25 A0 W i 1) SRS o
T VPN Wl & 45 T
f£ PE LBt & EBGP
1. HUTH2 system-view, ARSI
2. PuATH4 bgp as-number, HFA BGP LK.

g

3. PUT4 ipv4-family vpn-instance vpn-instance-name, #t A\ BGP-VPN 3241 IPv4 Ml
LK

4. 0474 peer ipvd-address as-number as-number, # CE B 'E 4 VPN FA R 54544

5. (W) 474 import-route direct [ med med | route-policy route-policy-name J*, 5| A
FAM CE I EIEB .

s

7£ CE/MCE LB & EBGP
1. $UThr4 system-view, HEARLHLA.
2. T4 bgp as-number, #EA BGP LK.

3. (k) wifE MCE ¥4, #4714 ipv4-family vpn-instance vpn-instance-name, if A\
BGP-VPN SEHIRL K .

4. PATHr4 peer ipvd-address as-number as-number, ¥ PE Bt & 5454

5. #4714 import-route { direct | static | rip process-id | ospf process-id | isis process-id }
[ med med | route-policy route-policy-name 1%, 5 A3 i 1% .

Y

5.4 Bt & MCE

WIRTATIR, WY RE W S A SR MPLS, WG JZ W £ AF o PE Sk MPLS VPN,
IR ERAS Ll DAY MCE IhRE (3R E W4~ HF MCE Iifg), =ZHIAE VPN
FIFEN o
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A TR 5 MR UL DX 190 7

AR 2 & MPLS, (HREREAM A AL N Al A 24 VPN, NN 2 3451
4 PE K& MPLS VPN, %0265 HAEN P ik s%, [ AAZ#AL L5 MCE
e CER A WAL MCE Dhfig), SEILANE VPN A .

AT 434 MCE (R RAS ML s N AZ ML E iy e B MCE Zhig.

5.4.1 Bt & VPN %Al
1. T4 system-view, BEA RS
2. AT 4 ip vpn-instance vpn-instance-name, % VPN S, FEHEAN VPN SZBIFL 1A
3. PAT#r4 route-distinguisher route-distinguisher, [t & VPN 524 IPv4 Hudik %) RD.
11 3508
®F MCE F4#A %A~ VPN, FTlifiRiBE 2012 % 4~ VPN %41,
5.4.2 FE#EAO E48%E VPN 32431
1. $ATHr4 system-view, HEA RS
2. PuATA4 interface vianif interface-number, HEANZEHEE VPN sS4 1) VLAN #2 FLE .
3. $UTM4 ip binding vpn-instance vpn-instance-name, #f 47i#2 15 VPN SEFI4 € .
4. $ATHT4 ip addressip-address { mask | mask-length }, it 4% L1 IP Hiuhik .
]

5.4.3 B & PE #1 MCE zZ 889X B

HS 0 “5.3.7 E PE A CE/MCE 2 [a) (8% tHAZ 1.7,

544 B E MCE #1 CE Z 889X B

MCE 5 CE Z [alff1 8% A8 1 af LUK A EBGP. IBGP. #7886t . RIP. OSPF. ISIS, fF
YE—FhEI AT, BLUR IR DL EBGP A EIHEAT iR, Ho4 07 s S 2 M N P i i SeR rh e T
VPN L E R T
7£ MCE it & EBGP
1. $ATHA system-view, HEAZRZGMIE,
2. $ATHr4 bgp as-number, kA BGP #LKE,

3. #4714 ipva-family vpn-instance vpn-instance-name, #f A\ BGP-VPN 525 IPv4 Hiihi ik
MK

4. P74 peer ipvd-address as-number as-number, K CE FCE 4 VPN FA KX 4544,
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B ErE 5 REAOALE X4
5. (A[#k) #4714 import-route direct [ med med | route-policy route-policy-name J*, 5|\
FAHL CE B HIEHE o
7 CE tE.E EBGP

1. T4 system-view, HEARGHIA.
P74 bgp as-number, #EA BGP #& .

AT 4 peer ipvd-address as-number as-number, K PE it & b 254k

LS A

AT A4 import-route { direct | static| rip process-id | ospf process-id | isis process-id }
[ med med | route-policy route-policy-name 1*, 5 Ak £ )% i o

Y

5.5 BL &%)

ZHM FE 5k
AMEAE R W, N TR D Z R SR HES AR D Re A L, 2 S/ 4
WERGE. RN, MR RENIERE, R &, #H %174 VPN-A #1 VPN-B,
X EE T, FAERI ) VPN-A (RIS a5 BEAT VPN-B RIS 250, J1 A ARG
A, AT R R W] 5-6 TR
ZAM R, TR ZE RS AR MPLS, K fEZ 00 2 ¥ #% it & MPLS L3VPN,
MR 22408 MCE ZhRE, 3t REAZA VPN,
E5-6 EHARE X M B & 48 M &
ACC1
" VPN-A % : /)
w AGG1 VPN-A
% ACC5
ACC2 CORE1 g
" VPN-B %’ @
'—‘ 7/
ACC3 % @ VPN-B
" VPN-A @ ACC7 w
\-\-—v'/ AGG2 @
ACCA % CORE2 ;;;
" VPN-B §/ ‘ /
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B ErE 5 REPOALE X I
BB EE
F5-2 HiEMxIR
BLEIN B EFIn i
AT VLAN | ACCI To AGG1: GE0/0/1, VLAN 11
ACC2 To AGG1: GE0/0/1, VLAN 22
ACC3 To AGG2: GE0/0/1, VLAN 11
ACC4 To AGG2: GE0/0/1, VLAN 22
ACC5 To AGG3: GE0/0/1, VLAN 11
ACC6 To AGG3: GE0/0/1, VLAN 22
ACC7 To AGG3: GE0/0/1, VLAN 33
AGGI To ACC1: GE1/0/1, VLAN 11
To ACC2: GE2/0/1, VLAN 22
To COREl: Eth-Trunkl (GE1/0/24. GE2/0/24) ,
VLAN 101 202
AGG2 To ACC3: GE1/0/1, VLAN 11
To ACC4: GE2/0/1, VLAN 22
To CORE2: Eth-Trunkl (GE1/0/24. GE2/0/24) ,
VLAN 101 202
AGG3 To ACC5: GE1/0/1, VLAN 11
To ACC6: GE2/0/1, VLAN 22
To ACC7: GE3/0/1, VLAN 33
To COREl: Eth-Trunk3 (GE1/0/24. GE2/0/24) ,
VLAN 111 222 333
COREI To AGG1: Eth-Trunkl (GE1/1/0/24. GE2/1/0/24) ,
VLAN 101 202
To AGG3: Eth-Trunk3 (GE1/2/0/24. GE2/2/0/24) ,
VLAN 111 222 333
To CORE2: Eth-Trunk2 (GE1/3/0/23. GE1/3/0/24.
GE2/3/0/23. GE2/3/0/24) , VLAN 100
CORE2 To AGG2: Eth-Trunkl (GE1/1/0/24. GE2/1/0/24) ,
VLAN 101 202
To COREI: Eth-Trunk2 (GE1/3/0/23. GE1/3/0/24.
GE2/3/0/23. GE2/3/0/24) , VLAN 100
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X P4 i
B4R

5 MR UL DX 190 7

B &I

(=

iR

1P Hbhk

AGG1

VLANIF 11:
VLANIF 22:
VLANIF 101:
VLANIF 202:

192.168.1.11/24

192.168.2.11/24
192.168.11.11/24
192.168.22.11/24

AGG2

VLANIF 11:
VLANIF 22:
VLANIF 101:
VLANIF 202:

192.168.3.11/24

192.168.4.11/24
192.168.33.11/24
192.168.44.11/24

AGG3

VLANIF 11:
VLANIF 22:
VLANIF 33:
VLANIF 111:
VLANIF 222:
VLANIF 333:

192.168.5.11/24

192.168.6.11/24

192.168.7.11/24
192.168.55.11/24
192.168.66.11/24
192.168.77.11/24

CORE1

VLANIF 101:
VLANIF 202:
VLANIF 111:
VLANIF 222:
VLANIF 333:
VLANIF 100:

192.168.11.12/24
192.168.22.12/24
192.168.55.12/24
192.168.66.12/24
192.168.77.12/24
100.1.1.1/24

Loopback0: 1.1.1.1/32

CORE2

VLANIF 101:
VLANIF 202:
VLANIF 100:

192.168.33.12/24
192.168.44.12/24
100.1.1.2/24

Loopback0: 2.2.2.2/32

VPN

VPN-A

VLAN: 11. 101, 111

OSPF #2455

RD: 11:1

11

VPN-Target (Export) : 11:1
VPN-Target (Import) : 11:1
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IE PSS

R 5 REARLITE X o
fig & IR B & FIn iR
VPN-B VLAN: 22. 202. 222
OSPF 25 : 22
Rl): 2211

VPN-Target (Export) : 22:1
VPN-Target (Import) : 22:1

VPN-Public | VLAN: 33. 333

OSPF #fE5: 33

RD: 33:1

VPN-Target (Export) : 11:122:1
VPN-Target (Import) : 11:122:1

RIES
1. FEE CORE1 Fl CORE2 ) CSS #ERE,
# 7 CORE1 [EAHML LHLE CSS HR-E.

<COREl> system-view
[CORE1] set css priority 255
[CORE1] css enable

# {E CORE1 MM AZHAL AL E CSS 47,

<CORE1l_S> system-view
[CORE1_S] set css id 2
[CORE1_S] css enable

lic'H 2 J5, COREI 4EREEE, o S:ie 5 AAE B AZHpL_EHEAT .
CORE2 Wt & 52 A .
(1 358

sEFEARBIIEE, RELRBEAMIGEARET, STEERRERYEHEE, AL
w5, SHHES StackEE A%, LFHITRE.

2. FERIOM VLAN.
# EEEAZ AL ACCI R 0 F1 VLAN.

<ACCl> system-view
[ACC1] vlan batch 11
[ACC1l] interface GigabitEthernet 0/0/1

[ACC1l-GigabitEthernet0/0/1] port link-type trunk

[ACC1-GigabitEthernet0/0/1] port trunk allow-pass vlan 11
[ACC1-GigabitEthernet0/0/1] quit

HRBANZHNMEE 52 H4L, i ACC3. ACCS (¥ VLAN )2 11, ACC2. ACC4.
ACC6 [f] VLAN & 22, ACCT7 () VLAN & 33.
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A TR 5 MR UL DX 190 7

# EEICRAHAL AGG] R F1 VLAN,

<AGGl> system-view

[AGG1l] vlan batch 11 22 101 202

AGGl] interface GigabitEthermet 1/0/1
AGGl-GigabitEthernetl1/0/1] port link-type trunk
AGGl-GigabitEthernetl1/0/1] port trunk allow-pass vlan 11
AGGl-GigabitEthernetl/0/1] quit

AGGl] interface GigabitEthermet 2/0/1
AGGl-GigabitEthernet2/0/1] port link-type trunk
AGGl-GigabitEthernet2/0/1] port trunk allow-pass vlan 22
AGGl-GigabitEthernet2/0/1] quit

AGG1l] interface Eth-Trunk 1

AGGl-Eth-Trunkl
AGGl-Eth-Trunkl

[

[

[

[

[

[

[

[

[

[ ] port link-type trunk

[ ] port trunk allow-pass vlan 101 202
[AGG1-Eth-Trunkl] mode lacp-static

[AGG1-Eth-Trunkl] load-balance src-mac
[AGG1-Eth-Trunkl] quit

[AGG1l] interface GigabitEthernet 1/0/24
[AGGl-GigabitEthernet1/0/24] Eth-Trunk 1
[AGG1l-GigabitEthernetl1/0/24] quit

[AGG1l] interface GigabitEthernet 2/0/24
[AGGl-GigabitEthernet2/0/24] Eth-Trunk 1
[AGGl-GigabitEthernet2/0/24] quit

[AGG1] interface vlanif 11
[AGG1-V1anifll] quit

[AGG1l] interface vlanif 22
[AGG1-V1anif22] quit

[AGG1] interface vlanif 101
[AGG1-V1anif101l] quit

[AGG1] interface vlanif 202
[AGG1-V1anif202] quit

# LRI RN AGG2 [P F1 VLAN.

<AGG2> system-view

[AGG2] vlan batch 11 22 101 202
[AGG2] interface GigabitEthernet 1/0/1
[AGG2-GigabitEthernetl1l/0/1] port link-type trunk
[AGG2-GigabitEthernetl1/0/1] port trunk allow-pass vlan 11
[AGG2-GigabitEthernetl1l/0/1] quit

[AGG2] interface GigabitEthernet 2/0/1
[AGG2-GigabitEthernet2/0/1] port link-type trunk
[AGG2-GigabitEthernet2/0/1] port trunk allow-pass vlan 22
[AGG2-GigabitEthernet2/0/1] quit

[AGG2] interface Eth-Trunk 1

[AGG2-Eth-Trunkl] port link-type trunk

[AGG2-Eth-Trunkl] port trunk allow-pass vlan 101 202
[AGG2-Eth-Trunkl] mode lacp-static

[AGG2-Eth-Trunkl]
[AGG2-Eth-Trunkl] quit
[AGG2] interface GigabitEthernet 1/0/24
[AGG2-GigabitEthernetl1/0/24] Eth-Trunk 1
[AGG2-GigabitEthernetl1/0/24] quit

[AGG2] interface GigabitEthernet 2/0/24
[AGG2-GigabitEthernet2/0/24] Eth-Trunk 1

load-balance src-mac
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AGG2-GigabitEthernet2/0/24]
AGG2]
AGG2-Vlanifll] quit

quit

interface vlanif 11

[

[

[

[ interface vlanif 22
[AGG2-V1anif22] quit
[AGG2]
[AGG2-V1anif101]
[AGG2]
[AGG2-V1anif202]

interface vlanif 101
quit
interface vlanif 202

quit
# BTN AGG3 K F1 VLAN.

<AGG3> system-view
[AGG3] vlan batch 11 22 111 222 333

AGG3] interface GigabitEthernet 1/0/1

AGG3-GigabitEthernetl1l/0/1] port link-type trunk
AGG3-GigabitEthernetl/0/1] port trunk allow-pass vlan 11
AGG3-GigabitEthernetl/0/1] quit

AGG3] interface GigabitEthernet 2/0/1
AGG3-GigabitEthernet2/0/1] port link-type trunk
AGG3-GigabitEthernet2/0/1] port trunk allow-pass vlan 22
AGG3-GigabitEthernet2/0/1] quit

AGG3] interface GigabitEthernet 3/0/1
AGG3-GigabitEthernet3/0/1] port link-type trunk
AGG3-GigabitEthernet3/0/1] port trunk allow-pass vlan 33
AGG3-GigabitEthernet3/0/1] quit

AGG3]
AGG3-Eth-Trunkl]
AGG3-Eth-Trunkl]
AGG3-Eth-Trunkl]
]
]

interface Eth-Trunk 1
port link-type trunk

port trunk allow-pass vlan 111 222 333
mode lacp-static

AGG3-Eth-Trunkl
AGG3-Eth-Trunkl] quit

AGG3] interface GigabitEthernet 1/0/24

load-balance src-mac

AGG3-GigabitEthernetl/0/24]
AGG3-GigabitEthernetl/0/24]
AGG3]
AGG3-GigabitEthernet2/0/24]
AGG3-GigabitEthernet2/0/24]
AGG3]
AGG3-Vl1anifll] quit

interface vlanif 22

interface vlanif 11

AGG3-Vl1anif22] quit
interface vlanif 111
quit
vlanif 222
quit
vlanif 333
quit

AGG3-V1anif111]
AGG3]
AGG3-Vlanif222]
AGG3]
AGG3-V1anif333]

interface

interface

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

Eth-Trunk 1
quit

interface GigabitEthernet 2/0/24

Eth-Trunk 1
quit

# BLEAZ O COREL 3 1R VLAN,

<COREl> system-view

[CORE1] wvlan batch 100 101 20
[CORE1]
[CORE1-Eth-Trunkl]
[CORE1-Eth-Trunkl]
[CORE1-Eth-Trunkl]

interface Eth-Trunk 1

port link-

mode lacp-

2 111 222 333

type trunk

port trunk allow-pass vlan 101 202

static
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CORE1-Eth-Trunkl] load-balance src-mac
CORE1-Eth-Trunkl] lacp preempt enable
CORE1-Eth-Trunkl] quit

CORE1l] interface GigabitEthernet 1/1/0/24
CORE1-GigabitEthernetl1/1/0/24] Eth-Trunk 1
CORE1-GigabitEthernetl1/1/0/24] quit

CORE1l] interface GigabitEthernet 2/1/0/24
CORE1-GigabitEthernet2/1/0/24] Eth-Trunk 1
CORE1-GigabitEthernet2/1/0/24] quit

CORE1l] interface Eth-Trunk 2

CORE1-Eth-Trunk2] port link-type trunk
CORE1-Eth-Trunk2] port trunk allow-pass vlan 100
CORE1-Eth-Trunk2] quit

CORE1l] interface GigabitEthernet 1/3/0/23
CORE1-GigabitEthernet1/3/0/23] Eth-Trunk 2
CORE1-GigabitEthernetl1/3/0/23] quit

CORE1l] interface GigabitEthernet 1/3/0/24
CORE1-GigabitEthernet1/3/0/24] Eth-Trunk 2
CORE1-GigabitEthernetl1/3/0/24] quit

CORE1l] interface GigabitEthernet 2/3/0/23
CORE1-GigabitEthernet2/3/0/23] Eth-Trunk 2
CORE1-GigabitEthernet2/3/0/23] quit

CORE1l] interface GigabitEthernet 2/3/0/24
CORE1-GigabitEthernet2/3/0/24] Eth-Trunk 2
CORE1-GigabitEthernet2/3/0/24] quit

CORE1l] interface Eth-Trunk 3

CORE1-Eth-Trunk3
CORE1-Eth-Trunk3
CORE1-Eth-Trunk3
CORE1-Eth-Trunk3
CORE1-Eth-Trunk3
CORE1-Eth-Trunk3] quit

CORE1l] interface GigabitEthernet 1/2/0/24
CORE1-GigabitEthernetl1/2/0/24] Eth-Trunk 3
CORE1-GigabitEthernetl1/2/0/24] quit

CORE1l] interface GigabitEthernet 2/2/0/24
CORE1-GigabitEthernet2/2/0/24] Eth-Trunk 3
CORE1-GigabitEthernet2/2/0/24] quit

CORE1l] interface vlanif 100
CORE1-V1anif100] quit

CORE1l] interface vlanif 101
CORE1-Vlanif101] quit

CORE1l] interface vlanif 111
CORE1-Vlanif111l] quit

CORE1l] interface vlanif 202
CORE1-Vlanif202] quit

CORE1l] interface vlanif 222
CORE1-Vlanif222] quit

CORE1l] interface vlanif 333
CORE1-Vlanif333] quit

port link-type trunk

port trunk allow-pass vlan 111 222 333
mode lacp-static

load-balance src-mac

lacp preempt enable

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[ 1
[ 1
[ 1
[ 1
[ 1
[ 1
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

# B AZOAZHAL CORE2 [F4: 1 F1 VLAN.

<CORE2> system-view
[CORE2] wvlan batch 100 101 202
[CORE2] interface Eth-Trunk 1

SCRYARA 01 (2011-09-15) N EHTREEE RBITf © 152
ARG BR A A



IE PSS

IS Eiate] 5 RESPALE X 9 PR
[CORE2-Eth-Trunkl] port link-type trunk
[CORE2-Eth-Trunkl] port trunk allow-pass vlan 101 202
[CORE2-Eth-Trunkl] mode lacp-static
[CORE2-Eth-Trunkl] load-balance src-mac
[CORE2-Eth-Trunkl] lacp preempt enable
[CORE2-Eth-Trunkl] quit
[CORE2] interface GigabitEthernet 1/1/0/24
[CORE2-GigabitEthernetl1/1/0/24] Eth-Trunk 1
[CORE2-GigabitEthernetl1/1/0/24] quit
[CORE2] interface GigabitEthernet 2/1/0/24
[CORE2-GigabitEthernet2/1/0/24] Eth-Trunk 1
[CORE2-GigabitEthernet2/1/0/24] quit
[CORE2] interface Eth-Trunk 2
[CORE2-Eth-Trunk2] port link-type trunk
[CORE2-Eth-Trunk2] port trunk allow-pass vlan 100
[CORE2-Eth-Trunk2] quit
[CORE2] interface GigabitEthernet 1/3/0/23
[CORE2-GigabitEthernet1/3/0/23] Eth-Trunk 2
[CORE2-GigabitEthernet1/3/0/23] quit
[CORE2] interface GigabitEthernet 1/3/0/24
[CORE2-GigabitEthernet1/3/0/24] Eth-Trunk 2
[CORE2-GigabitEthernetl1/3/0/24] quit
[CORE2] interface GigabitEthernet 2/3/0/23
[CORE2-GigabitEthernet2/3/0/23] Eth-Trunk 2
[CORE2-GigabitEthernet2/3/0/23] quit
[CORE2] interface GigabitEthernet 2/3/0/24
[CORE2-GigabitEthernet2/3/0/24] Eth-Trunk 2
[CORE2-GigabitEthernet2/3/0/24] quit
[CORE2] interface vlanif 100
[CORE2-V1anif100] quit
[CORE2] interface vlanif 101
[CORE2-V1anif101] quit
[CORE2] interface vlanif 202
[CORE2-V1anif202] quit
3. B MCE.
# TCEIC RN AGGL LIf) MCE D)fig.
[AGG1l] ip vpn-instance vpna
[AGGl-vpn-instance-vpna] route-distinguisher 11:1
[AGGl-vpn-instance-vpnal] vpn-target 11:1 export-extcommunity
[AGGl-vpn-instance-vpnal] vpn-target 11:1 import-extcommunity
[AGGl-vpn-instance-vpnal] quit
[AGG1l] ip vpn-instance vpnb
[AGGl-vpn-instance-vpnb] route-distinguisher 22:1
[AGGl-vpn-instance-vpnb] vpn-target 22:1 export-extcommunity
[AGGl-vpn-instance-vpnb] vpn-target 22:1 import-extcommunity
[AGGl-vpn-instance-vpnb] quit
[AGG1] interface vlanif 11
[AGG1-V1anifll] ip binding vpn-instance vpna
[AGG1-V1anif1l] ip address 192.168.1.11 255.255.255.0
[AGG1-V1anifll] quit
[AGG1l] interface vlanif 22
[AGG1-V1anif22] ip binding vpn-instance vpnb
[AGG1-V1anif22] ip address 192.168.2.11 255.255.255.0
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[AGG1-V1anif22] quit
[AGG1l] interface vlanif 101
[AGG1-V1anifl101l] ip binding vpn-instance vpna
[AGG1-V1anif101l] ip address 192.168.11.11 255.255.255.0
[AGG1-V1anif101l] quit
[AGG1] interface vlanif 202
[AGG1-V1anif202] ip binding vpn-instance vpnb
[AGG1-V1anif202] ip address 192.168.22.11 255.255.255.0
[AGG1-V1anif202] quit
# TCEIC RN AGG2 Lf) MCE D).
[AGG2] ip vpn-instance vpna
[AGG2-vpn-instance-vpna] route-distinguisher 11:1
[AGG2-vpn-instance-vpnal] vpn-target 11:1 export-extcommunity
[AGG2-vpn-instance-vpnal] vpn-target 11:1 import-extcommunity
[AGG2-vpn-instance-vpnal quit
[AGG2] ip vpn-instance vpnb
[AGG2-vpn-instance-vpnb] route-distinguisher 22:1
[AGG2-vpn-instance-vpnb] vpn-target 22:1 export-extcommunity
[AGG2-vpn-instance-vpnb] vpn-target 22:1 import-extcommunity
[AGG2-vpn-instance-vpnb] quit
[AGG2] interface vlanif 11
[AGG2-V1anifll] ip binding vpn-instance vpna
[AGG2-V1anif1ll] ip address 192.168.3.11 255.255.255.0
[AGG2-V1anifll] quit
[AGG2] interface vlanif 22
[AGG2-V1anif22] ip binding vpn-instance vpnb
[AGG2-V1anif22] ip address 192.168.4.11 255.255.255.0
[AGG2-V1anif22] quit
[AGG2] interface vlanif 101
[AGG2-V1anifl101l] ip binding vpn-instance vpna
[AGG2-V1anif101l] ip address 192.168.33.11 255.255.255.0
[AGG2-V1anifl101l] quit
[AGG2] interface vlanif 202
[AGG2-V1anif202] ip binding vpn-instance vpnb
[AGG2-V1anif202] ip address 192.168.44.11 255.255.255.0
[AGG2-V1anif202] quit
# FCE I RACHHL AGG3 11 MCE .
[AGG3] ip vpn-instance vpna
[AGG3-vpn-instance-vpna] route-distinguisher 11:1
[AGG3-vpn-instance-vpna] vpn-target 11:1 export-extcommunity
[AGG3-vpn-instance-vpnal] vpn-target 11:1 import-extcommunity
[AGG3-vpn-instance-vpna] quit
[AGG3] ip vpn-instance vpnb
[AGG3-vpn-instance-vpnb] route-distinguisher 22:1
[AGG3-vpn-instance-vpnb] vpn-target 22:1 export-extcommunity
[AGG3-vpn-instance-vpnb] vpn-target 22:1 import-extcommunity
[AGG3-vpn-instance-vpnb] quit
[AGG3] ip vpn-instance public
[AGG3-vpn-instance-public] route-distinguisher 33:1
[AGG3-vpn-instance-public] vpn-target 11:1 22:1 export-extcommunity
[AGG3-vpn-instance-public] vpn-target 11:1 22:1 import-extcommunity
[AGG3-vpn-instance-public] quit
[AGG3] interface vlanif 11
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AGG3-Vlanifll] ip binding
AGG3-Vl1anifll] ip address
AGG3-Vlanifll] quit

interface vlanif 22
AGG3-Vlanif22] ip binding
AGG3-V1anif22] ip address
AGG3-Vl1anif22] quit

interface vlanif 33
AGG3-Vlanif33] ip binding
AGG3-V1anif33] ip address
AGG3-Vl1anif33] quit

]

1

1

1

interface vlanif 111

AGG3-V1anif11l] ip binding
AGG3-V1aniflll] ip address
AGG3-Vlanif11l] quit

AGG3] interface vlanif 202
AGG3-Vl1anif222] ip binding

AGG3-Vl1anif222] ip address

AGG3-Vlanif222] quit
AGG3] interface vlanif 303
AGG3-V1anif333] ip binding

AGG3-V1anif333]
AGG3-V1anif333]

ip address

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[ quit

# B CORE1 IR i il

[CORE1] interface LoopBack 0
CORE1-LoopBack0]
CORE1-LoopBack0]
CORE1]
CORE1-V1anif100]
CORE1-V1anif100]
CORE1]
COREl-ospf-1]
COREl-ospf-l-area-0.0.0.0]
COREl-ospf-l-area-0.0.0.0]
COREl-ospf-1l-area-0.0.0.0]

ip address
quit

Vlanif 100
ip address

quit

interface

ospf 1

area 0

[
[
[
[
[
[
[
[
[
[

# ICE CORE2 b4 st

[CORE2] interface LoopBack 0
CORE2-LoopBack0]
CORE2-LoopBack0]
CORE2]
CORE2-V1anif100]
CORE2-V1anif100]
CORE2]
CORE2-ospf-1]
CORE2-ospf-1l-area-0.0.0.0]
CORE2-ospf-1l-area-0.0.0.0]
CORE2-ospf-1l-area-0.0.0.0]

ip address
quit
Vlanif 100
ip address
quit

interface

ospf 1
area 0

[
[
[
[
[
[
[
[
[
[

{# & MPLS.
# BiE COREL f¥) MPLS il L

vpn-instance

vpn-instance

vpn-instance

P B 22 Pt P, SEBLELAE

vpna

92.168.5.11 255.255.255.0

vpnb

92.168.6.11 255.255.255.0

public

92.168.7.11 255.255.255.0

vpn-instance vpna
192.168.55.11 255.255.255.0

vpn-instance vpnb
192.168.66.11 255.255.255.0

vpn-instance public
192.168.77.11 255.255.255.0

o

o

1.1.1.1 32

100.1.1.1 24

network 100.1.1.1 0.0.0.255
network 1.1.1.1 0.0.0.0

quit

o

2.2.2.2 32

100.1.1.2 24

network 100.1.1.2 0.0.0.255
network 2.2.2.2 0.0.0.0
quit

DP jfiE.
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[CORE1] mpls lsr-id 1.1.1.1

[CORE1] mpls

[COREl-mpls] label advertise non-null
[CORE1l-mpls] quit

[CORE1] interface Vlanif 100
[CORE1-V1anif100] mpls

# & CORE2 [#] MPLS F! LDP g,

[CORE2] mpls 1sr-id 2.2.2.2

[CORE2] mpls

[CORE2-mpls] label advertise non-null
[CORE2-mpls] quit

[CORE2] interface Vlanif 100
[CORE2-V1anif100] mpls

Ji & MPLS TE i 44 VPN M55 .
# BCE COREL ] MPLS TE [%i# .

CORE1l] mpls

COREl-mpls] mpls te

COREl-mpls] mpls rsvp-te

COREl-mpls] mpls te cspf

COREl-mpls] quit

CORE1l] ospf

COREl-ospf-1] opaque-capability enable

COREl-ospf-1] area 0

COREl-ospf-l-area-0.0.0.0] mpls-te enable
COREl-ospf-l-area-0.0.0.0] quit

CORE1l] interface Vlanif 100

CORE1-Vl1anif100] mpls te

CORE1-V1anif100] mpls rsvp-te

CORE1-Vl1anif100] quit

CORE1l] interface Tunnel0/0/0/1

CORE1-Tunnel0/0/0/1] ip address unnumbered interface LoopBackO
ORE1-Tunnel0/0/0/1
CORE1-Tunnel0/0/0/1
CORE1-Tunnel0/0/0/1
CORE1-Tunnel0/0/0/1
CORE1-Tunnel0/0/0/1] mpls te commit
CORE1-Tunnel0/0/0/1] quit

[CORE1] tunnel-policy pl

tunnel-protocol mpls te
destination 2.2.2.2

mpls te tunnel-id 22

mpls te reserved-for-binding

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[c
[
[
[
[
[

1
1
1
1
1
1

[CORE1l-tunnel-policy-pl] tunnel binding destination 2.2.2.2 te tunnel0/0/0/1

[COREl-tunnel-policy-pl] quit
# Jic'# CORE2 1) MPLS TE F&i#

[CORE2] mpls
[CORE2-mpls] mpls te
[CORE2-mpls] mpls rsvp-te
[CORE2-mpls] mpls te cspf
[CORE2-mpls] quit
[CORE2] ospf
[CORE2-0spf-1] opaque-capability enable
[CORE2-0spf-1] area 0
[CORE2-0spf-1-area-0.0.0.0] mpls-te enable
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[CORE2-0spf-1-area-0.0.0.0] quit
[CORE2] interface Vlanif 100
[CORE2-V1anif100] mpls te
[CORE2-V1anif100] mpls rsvp-te
[CORE2-V1anif100] quit
[CORE2] interface Tunnel0/0/0/1
[CORE2-Tunnel0/0/0/1] ip address unnumbered interface LoopBack0
[CORE2-Tunnel0/0/0/1] tunnel-protocol mpls te
[CORE2-Tunnel0/0/0/1] destination 1.1.1.1
[CORE2-Tunnel0/0/0/1] mpls te tunnel-id 22
[CORE2-Tunnel0/0/0/1] mpls te reserved-for-binding
[CORE2-Tunnel0/0/0/1] mpls te commit
[CORE2-Tunnel0/0/0/1] quit

[CORE2] tunnel-policy pl

[CORE2-tunnel-policy-pl] tunnel binding destination 1.1.1.1 te tunnel0/0/0/1
[CORE2-tunnel-policy-pl] quit
fi & MPLS L3VPN.
# BCE CORE1 1) VPN V55,
[CORE1l] ip vpn-instance vpna
[COREl-vpn-instance-vpnal] route-distinguisher 11:1
[COREl-vpn-instance-vpnal vpn-target 11l:1 export-extcommunity
[COREl-vpn-instance-vpnal vpn-target 11l:1 import-extcommunity
[COREl-vpn-instance-vpnal tnl-policy pl
[COREl-vpn-instance-vpnal quit
[CORE1l] ip vpn-instance vpnb
[COREl-vpn-instance-vpnb] route-distinguisher 22:1
[COREl-vpn-instance-vpnb] vpn-target 22:1 export-extcommunity
[COREl-vpn-instance-vpnb] vpn-target 22:1 import-extcommunity
[COREl-vpn-instance-vpnb] tnl-policy pl
[CORE1l-vpn-instance-vpnb] quit
[CORE1l] ip vpn-instance public
[COREl-vpn-instance-public] route-distinguisher 33:1
[COREl-vpn-instance-public] vpn-target 11:1 22:1 export-extcommunity
[COREl-vpn-instance-public] vpn-target 11:1 22:1 import-extcommunity
[COREl-vpn-instance-public] tnl-policy pl
[COREl-vpn-instance-public] quit
[CORE1] interface vlanif 101
[CORE1-V1anif101] ip binding vpn-instance vpna
[CORE1-V1anif101] ip address 192.168.11.12 255.255.255.0
[CORE1-V1anif101] quit
[CORE1] interface vlanif 202
[CORE1-V1anif202] ip binding vpn-instance vpnb
[CORE1-V1anif202] ip address 192.168.22.12 255.255.255.0
[CORE1-V1anif202] quit
[CORE1] interface vlanif 111
[CORE1-V1anif111l] ip binding vpn-instance vpna
[CORE1-V1anif111l] ip address 192.168.55.12 255.255.255.0
[CORE1-V1anif111l] quit
[CORE1] interface vlanif 222
[CORE1-V1anif222] ip binding vpn-instance vpnb
[CORE1-Vl1anif222] ip address 192.168.66.12 255.255.255.0
[CORE1-V1anif222] quit
[CORE1] interface vlanif 333
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[CORE1-V1anif333] ip binding vpn-instance public
[CORE1-V1anif333] ip address 192.168.77.12 255.255.255.0
[CORE1-Vl1anif333] quit

# Bl CORE2 ff] VPN 5%,

[CORE2] ip vpn-instance vpna

[CORE2-vpn-instance-vpnal] route-distinguisher 11:1
[CORE2-vpn-instance-vpnal vpn-target 11l:1 export-extcommunity
[CORE2-vpn-instance-vpnal vpn-target 11l:1 import-extcommunity
[CORE2-vpn-instance-vpnal tnl-policy pl
[CORE2-vpn-instance-vpnal quit

[CORE2] ip vpn-instance vpnb

[CORE2-vpn-instance-vpnb] route-distinguisher 22:1
[CORE2-vpn-instance-vpnb] vpn-target 22:1 export-extcommunity
[CORE2-vpn-instance-vpnb] vpn-target 22:1 import-extcommunity
[CORE2-vpn-instance-vpnb] tnl-policy pl
[CORE2-vpn-instance-vpnb] quit

[CORE2] interface vlanif 101

[CORE2-V1anif101l] ip binding vpn-instance vpna
[CORE2-V1anifl101l] ip address 192.168.33.12 255.255.255.0
[CORE2-V1anif101] quit

[CORE2] interface vlanif 202

[CORE2-V1anif202] ip binding vpn-instance vpnb
[CORE2-V1anif202] ip address 192.168.44.12 255.255.255.0
[CORE2-V1anif202] quit

8. 7 PE |47 MP-IBGP %} &544,
# Fid'E COREl,

[CORE1] bgp 100

[COREl-bgp] peer 2.2.2.2 as-number 100

[COREl-bgp] peer 2.2.2.2 connect-interface LoopBack 0
[CORE1l-bgp] ipvé4-family vpnv4

[COREl-bgp-af-vpnv4] peer 2.2.2.2 enable
[COREl-bgp-af-vpnv4] quit

# HliE CORE2.

[CORE2] bgp 100

[CORE2-bgp] peer 1.1.1.1 as-number 100

[CORE2-bgp] peer 1.1.1.1 connect-interface LoopBack 0
[CORE2-bgp] ipv4-family vpnv4

[CORE2-bgp-af-vpnv4] peer 1.1.1.1 enable
[CORE2-bgp-af-vpnv4] quit

9. [iE PE Ml MCE 2 A [ 1% tHAS H. o
# WE AGGl.

[AGG1l] ospf 11 vpn-instance vpna

[AGGl-o0spf-11] vpn-instance-capability simple
[AGGl-0spf-11] area O

[AGGl-ospf-11-area-0.0.0.0] network 192.168.1.0 0.0.0.255
[AGGl-ospf-1l-area-0.0.0.0] network 192.168.11.0 0.0.0.255
[AGGl-ospf-1l-area-0.0.0.0] quit
[AGGl-o0spf-11] quit
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AGGl] ospf 22
AGGl-ospf-22]
AGGl-ospf-22]
AGGl-ospf-22]
AGGl-ospf-22-area-0.0.0.0]
AGGl-ospf-22-area-0.0.0.0]
AGGl-ospf-22-area-0.0.0.0]
AGGl-ospf-22]

vpn-instance

import-route

area 0

[
[
[
[
[
[
[
[

quit
# ICE AGG2.

AGG2]
AGG2-ospf-11]
AGG2-ospf-11]
AGG2-ospf-11-area-0.0.0.0]
AGG2-ospf-11-area-0.0.0.0]
AGG2-ospf-11-area-0.0.0.0]

ospf 11 vpn-instance

area 0

quit

vpn-instance
AGG2-ospf-22]
AGG2-ospf-22]
AGG2-ospf-22]
AGG2-ospf-22-area-0.0.0.0]
AGG2-ospf-22-area-0.0.0.0]
AGG2-ospf-22-area-0.0.0.0]
AGG2-ospf-22]

import-route

[

[

[

[

[

[

[

[AGG2] ospf 22
[

[

[ area 0
[

[

[

[

quit

# BCE AGG3.

AGG3]
AGG3-ospf-11]
AGG3-ospf-11]
AGG3-ospf-11]
AGG3-ospf-1l-area-0.0.0.0]
AGG3-ospf-1l-area-0.0.0.0]
AGG3-ospf-1l-area-0.0.0.0]
AGG3-ospf-11]

ospf 11 vpn-instance

import-route

area 0

[

[

[

[

[

[

[

[ quit
[ ospf 22
[AGG3-0spf-22]
[AGG3-0spf-22]
[AGG3-0spf-22]
[

[

[

[

[

[

[

[

[

[

[

[

vpn-instance

import-route

area 0
AGG3-ospf-22-area-0.0.0.0]
AGG3-ospf-22-area-0.0.0.0]
AGG3-ospf-22-area-0.0.0.0]
quit
vpn-instance
AGG3-ospf-33]
AGG3-ospf-33]
AGG3-ospf-33]
AGG3-ospf-33-area-0.0.0.0]
AGG3-ospf-33-area-0.0.0.0]
AGG3-ospf-33-area-0.0.0.0]
AGG3-ospf-33]

import-route

area 0

quit

# HBiE COREl.

[COREL1]

vpn-instance-

vpn-instance-

vpn-instance-

vpn-instance-

vpn-instance-

vpn-instance-

vpnb
bgp
capability simple

network 192.168.2.0 0.0.0.255
network 192.168.22.0 0.0.0.255

quit

vpna

capability simple

network 192.168.3.0 0.0.0.255
network 192.168.33.0 0.0.0.255

quit

vpnb
bgp
capability simple

network 192.168.4.0 0.0.0.255
network 192.168.44.0 0.0.0.255

quit

vpna
bgp
capability simple

network 192.168.5.0 0.0.0.255
network 192.168.55.0 0.0.0.255
quit

vpnb
bgp
capability simple

network 192.168.6.0 0.0.0.255
network 192.168.66.0 0.0.0.255
quit

public

bgp
capability simple

network 192.168.7.0 0.0.0.255
network 192.168.77.0 0.0.0.255
quit

ospf 11 vpn-instance vpna
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10.

COREl-ospf-11] import-route

COREl-ospf-11] vpn-instance-

[

[

[COREl-ospf-11] area 0
[COREl-ospf-1l-area-0.0.0.0]
[COREl-ospf-1l-area-0.0.0.0]
[COREl-ospf-1l-area-0.0.0.0]
[COREl-ospf-11] quit

[CORE1] ospf 22 vpn-instance
[COREl-ospf-22] import-route
[
[
[
[
[
[

COREl-ospf-22] vpn-instance-

COREl-ospf-22] area 0
COREl-ospf-22-area-0.0.0.0]
COREl-ospf-22-area-0.0.0.0]
COREl-ospf-22-area-0.0.0.0]
COREl-ospf-22] quit

# Wil ®H CORE2.

CORE2] ospf 11 vpn-instance
CORE2-o0spf-11] import-route

CORE2-o0spf-11] area 0
CORE2-o0spf-1l1-area-0.0.0.0]
CORE2-o0spf-11-area-0.0.0.0]
CORE2-o0spf-11] quit

CORE2] ospf 22 vpn-instance
CORE2-o0spf-22] import-route

[
[
[
[
[
[
[
[
[
[
[CORE2-0spf-22] area 0
[CORE2-0spf-22-area-0.0.0.0]
[CORE2-0spf-22-area-0.0.0.0]
[CORE2-0spf-22] quit

VPN i 1 HC .

# MLE AGG3.

AGG3] bgp 1

CORE2-o0spf-11] vpn-instance-

CORE2-o0spf-22] vpn-instance-

bgp
capability simple

network 192.168.11.0 0.0.0.255
network 192.168.55.0 0.0.0.255
quit

vpnb
bgp
capability simple

network 192.168.22.0 0.0.0.255
network 192.168.66.0 0.0.0.255
quit

vpna
bgp
capability simple

network 192.168.33.0 0.0.0.255
quit

vpnb
bgp
capability simple

network 192.168.44.0 0.0.0.255
quit

AGG3-bgp] ipv4-family unicast

AGG3-bgp-af-ipv4] undo synchronization

AGG3-bgp-af-ipv4] quit

AGG3-bgp] ipv4-family vpn-instance vpna

AGG3-bgp-vpnal import-route

ospf 11

AGG3-bgp] ipv4-family vpn-instance vpnb

AGG3-bgp-vpnb] import-route
AGG3-bgp-vpnb] quit

ospf 22

AGG3-bgp] ipv4-family vpn-instance public

AGG3-bgp-public] import-route ospf 33

[
[
[
[
[
[
[AGG3-bgp-vpnal quit
[
[
[
[
[
[

AGG3-bgp-public] quit
# L& COREIl,

CORE1] bgp 100

COREl-bgp-af-ipv4] quit

COREl-bgp] ipv4-family unicast
COREl-bgp-af-ipv4] undo synchronization

SCRSARAS 01 (2011-09-15)

ERHEAMRERE BT © 160

ey R AT IR



IE PSS
A TR 5 MR UL DX 190 7

[COREl-bgp] ipv4-family vpn-instance vpna
[CORE1l-bgp-vpnal] import-route direct
[COREl-bgp-vpnal] import-route ospf 11
[CORE1l-bgp-vpnal quit

[COREl-bgp] ipv4-family vpn-instance vpnb
[CORE1l-bgp-vpnb] import-route direct
[CORE1l-bgp-vpnb] import-route ospf 22
[CORE1-bgp-vpnb] quit

# Wil ® CORE2.

[CORE2] bgp 100

[CORE2-bgp] ipv4-family unicast
[CORE2-bgp-af-ipv4] undo synchronization
[CORE2-bgp-af-ipv4] quit

[CORE2-bgp] ipv4-family vpn-instance vpna
[CORE2-bgp-vpnal] import-route direct
[CORE2-bgp-vpnal] import-route ospf 11
[CORE2-bgp-vpnal quit

[CORE2-bgp] ipv4-family vpn-instance vpnb
[CORE2-bgp-vpnb] import-route direct
[CORE2-bgp-vpnb] import-route ospf 22
[CORE2-bgp-vpnb] quit

s

e & 315
o ACCI Jit'®ff

#

sysname ACC1l

#

vlan batch 11

#

interface GigabitEthernet0/0/1
port link-type trunk

port trunk allow-pass vlan 11
#

return

ACC2~ACCT IlicE 52 24, Hrh ACC3. ACC5 [ VLAN 2 11, ACC2. ACC4.
ACC6 [t] VLAN J& 22, ACC7 ] VLAN /2 33,

e AGGI li& it

#

sysname AGG1

#

vlan batch 11 22 101 202

#

ip vpn-instance vpna
route-distinguisher 11:1

vpn-target 11:1 export-extcommunity
vpn-target 11:1 import-extcommunity
ip vpn-instance vpnb

route-distinguisher 22:1
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vpn-target 22:1 export-extcommunity
vpn-target 22:1 import-extcommunity
#
interface Vlanifll
ip binding vpn-instance vpna
ip address 192.168.1.11 255.255.255.0
#
interface Vlanif22
ip binding vpn-instance vpnb
ip address 192.168.2.11 255.255.255.0
#
interface Vlaniflo01l
ip binding vpn-instance vpna
ip address 192.168.11.11 255.255.255.0
#
interface Vlanif202
ip binding vpn-instance vpnb
ip address 192.168.22.11 255.255.255.0
#
interface Eth-Trunkl
port link-type trunk
port trunk allow-pass vlan 101 202
mode lacp-static
load-balance src-mac
lacp preempt enable
#
interface GigabitEthernetl/0/1
port link-type trunk
port trunk allow-pass vlan 11
#
interface GigabitEthernetl/0/24
eth-trunk 1
#
interface GigabitEthernet2/0/1
port link-type trunk
port trunk allow-pass vlan 22
#
interface GigabitEthernet2/0/24
eth-trunk 1
#
ospf 11 vpn-instance vpna
vpn-instance-capability simple
area 0.0.0.0
network 192.168.1.0 0.0.0.255
network 192.168.11.0 0.0.0.255
#
ospf 22 vpn-instance vpnb
vpn-instance-capability simple
area 0.0.0.0
network 192.168.2.0 0.0.0.255
network 192.168.22.0 0.0.0.255

#
return
o AGG2 Bl & it
#
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sysname AGG2
#
vlan batch 11 22 101 202
#
ip vpn-instance vpna
route-distinguisher 11:1
vpn-target 11:1 export-extcommunity
vpn-target 11:1 import-extcommunity
ip vpn-instance vpnb
route-distinguisher 22:1
vpn-target 22:1 export-extcommunity
vpn-target 22:1 import-extcommunity
#
interface Vlanifll
ip binding vpn-instance vpna
ip address 192.168.3.11 255.255.255.0
#
interface Vlanif22
ip binding vpn-instance vpnb
ip address 192.168.4.11 255.255.255.0
#
interface Vlanifl01l
ip binding vpn-instance vpna
ip address 192.168.33.11 255.255.255.0
#
interface Vlanif202
ip binding vpn-instance vpnb
ip address 192.168.44.11 255.255.255.0
#
interface Eth-Trunkl
port link-type trunk
port trunk allow-pass vlan 101 202
mode lacp-static
load-balance src-mac
lacp preempt enable
#
interface GigabitEthernetl/0/1
port link-type trunk
port trunk allow-pass vlan 11
#
interface GigabitEthernetl/0/24
eth-trunk 1
#
interface GigabitEthernet2/0/1
port link-type trunk
port trunk allow-pass vlan 22
#
interface GigabitEthernet2/0/24
eth-trunk 1
#
ospf 11 vpn-instance vpna
vpn-instance-capability simple
area 0.0.0.0
network 192.168.3.0 0.0.0.255
network 192.168.33.0 0.0.0.255
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#

ospf 22 vpn-instance vpnb

vpn-instance-capability simple

area 0.0.0.0

network 192.168.4.0 0.0.0.255
network 192.168.44.0 0.0.0.255

#

return

o AGG3 & it

#

sysname AGG3

#

vlan batch 11 22 33 111 222 333

#

ip vpn-instance vpna

route-distinguisher 11:1

vpn-target 11:1 export-extcommunity

vpn-target 11:1 import-extcommunity

ip vpn-instance vpnb

route-distinguisher 22:1

vpn-target 22:1 export-extcommunity

vpn-target 22:1 import-extcommunity

ip vpn-instance public

route-distinguisher 33:1

vpn-target 11:1 22:1 export-extcommunity

vpn-target 11:1 22:1 import-extcommunity

#

interface Vlanifll

ip binding vpn-instance vpna
ip address 192.168.5.11 255.255.255.0

#

interface Vlanif22

ip binding vpn-instance vpnb
ip address 192.168.6.11 255.255.255.0

#

interface Vlanif33

ip binding vpn-instance public
ip address 192.168.7.11 255.255.255.0

#

interface Vlaniflll

ip binding vpn-instance vpna
ip address 192.168.55.11 255.255.255.0

#

interface Vlanif222

ip binding vpn-instance vpnb
ip address 192.168.66.11 255.255.255.0

#

interface V1anif333

ip binding vpn-instance public
ip address 192.168.77.11 255.255.255.0

#

interface Eth-Trunkl

port link-type trunk

port trunk allow-pass vlan 111 222 333

mode lacp-static
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load-balance src-mac
lacp preempt enable
#
interface GigabitEthernetl/0/1
port link-type trunk
port trunk allow-pass vlan 11
#
interface GigabitEthernetl/0/24
eth-trunk 1
#
interface GigabitEthernet2/0/1
port link-type trunk
port trunk allow-pass vlan 22
#
interface GigabitEthernet2/0/24
eth-trunk 1
#
interface GigabitEthernet3/0/1
port link-type trunk
port trunk allow-pass vlan 33
#
bgp 1
#
ipv4-family unicast
undo synchronization
#
ipv4-family vpn-instance public
import-route ospf 33
#
ipv4-family vpn-instance vpna
import-route ospf 11
#
ipv4-family vpn-instance vpnb
import-route ospf 22
#
ospf 11 vpn-instance vpna
import-route bgp
vpn-instance-capability simple
area 0.0.0.0
network 192.168.55.0 0.0.0.255
network 192.168.5.0 0.0.0.255
#
ospf 22 vpn-instance vpnb
import-route bgp
vpn-instance-capability simple
area 0.0.0.0
network 192.168.6.0 0.0.0.255
network 192.168.66.0 0.0.0.255
#
ospf 33 vpn-instance public
area 0.0.0.0
network 192.168.7.0 0.0.0.255
network 192.168.77.0 0.0.0.255

#
return
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e CORE! & it

#
sysname CORE1
#
vlan batch 100 to 101 111 202 222 333
#
ip vpn-instance vpna
route-distinguisher 11:1
tnl-policy pl
vpn-target 11:1 export-extcommunity
vpn-target 11:1 import-extcommunity
ip vpn-instance vpnb
route-distinguisher 22:1
tnl-policy pl
vpn-target 22:1 export-extcommunity
vpn-target 22:1 import-extcommunity
ip vpn-instance public
route-distinguisher 33:1
tnl-policy pl
vpn-target 11:1 22:1 export-extcommunity
vpn-target 11:1 22:1 import-extcommunity
#
mpls lsr-id 1.1.1.1
mpls
mpls te
label advertise non-null
mpls rsvp-te
mpls te cspf
#
#
interface Vl1anif100
ip address 100.1.1.1 255.255.255.0
mpls
mpls te
mpls rsvp-te
#
interface Vlaniflo01l
ip binding vpn-instance vpna
ip address 192.168.11.12 255.255.255.0
#
interface Vlaniflll
ip binding vpn-instance vpna
ip address 192.168.55.12 255.255.255.0
#
interface Vlanif202
ip binding vpn-instance vpnb
ip address 192.168.22.12 255.255.255.0
#
interface Vlanif222
ip binding vpn-instance vpnb
ip address 192.168.66.12 255.255.255.0
#
interface Vlanif333
ip binding vpn-instance public
ip address 192.168.77.12 255.255.255.0
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#

interface Eth-Trunkl

port link-type trunk

port trunk allow-pass vlan 101 202
mode lacp-static

load-balance dst-mac

lacp preempt enable

#

interface Eth-Trunk2

port link-type trunk

port trunk allow-pass vlan 100
mode lacp-static

#

interface Eth-Trunk3

port link-type trunk

port trunk allow-pass vlan 111 222 333
mode lacp-static

load-balance dst-mac

lacp preempt enable

#

interface GigabitEthernetl/1/0/24
eth-trunk 1

#

interface GigabitEthernetl/2/0/24
eth-trunk 3

#

interface GigabitEthernetl1/3/0/23
eth-trunk 2

#

interface GigabitEthernetl/3/0/24
eth-trunk 2

#

interface GigabitEthernet2/1/0/24
eth-trunk 1

#

interface GigabitEthernet2/2/0/24
eth-trunk 3

#

interface GigabitEthernet2/3/0/23
eth-trunk 2

#

interface GigabitEthernet2/3/0/24
eth-trunk 2

#

interface LoopBack0

ip address 1.1.1.1 255.255.255.255
#

interface Tunnel0/0/0/1

ip address unnumbered interface LoopBackO
tunnel-protocol mpls te
destination 2.2.2.2

mpls te tunnel-id 22

mpls te reserved-for-binding
mpls te commit

#
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bgp 100
peer 2.2.2.2 as-number 100
peer 2.2.2.2 connect-interface LoopBack0
#
ipv4-family unicast
undo synchronization
import-route direct
peer 2.2.2.2 enable
#
ipv4-family vpnv4
policy vpn-target
peer 2.2.2.2 enable
#
ipv4-family vpn-instance vpna
import-route direct
import-route ospf 11
#
ipv4-family vpn-instance vpnb
import-route direct
import-route ospf 22
#
ipv4-family vpn-instance public
import-route direct
import-route ospf 33
#
#
ospf 1
opaque-capability enable
area 0.0.0.0
network 100.1.1.0 0.0.0.255
network 1.1.1.1 0.0.0.0
mpls-te enable
#
ospf 11 vpn-instance vpna
import-route bgp
area 0.0.0.0
network 192.168.11.0 0.0.0.255
network 192.168.55.0 0.0.0.255
#
ospf 22 vpn-instance vpnb
import-route bgp
area 0.0.0.0
network 192.168.22.0 0.0.0.255
network 192.168.66.0 0.0.0.255
#
ospf 33 vpn-instance public
import-route bgp
area 0.0.0.0
network 192.168.77.0 0.0.0.255
#
tunnel-policy pl
tunnel binding destination 2.2.2.2 te Tunnel0/0/0/1
#

return

e CORE2 B & it
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#
sysname CORE2
#
vlan batch 100 to 101 202
#
ip vpn-instance vpna
route-distinguisher 11:1
tnl-policy pl
vpn-target 11:1 export-extcommunity
vpn-target 11:1 import-extcommunity
ip vpn-instance vpnb
route-distinguisher 22:1
tnl-policy pl
vpn-target 22:1 export-extcommunity
vpn-target 22:1 import-extcommunity
#
mpls lsr-id 2.2.2.2
mpls
mpls te
label advertise non-null
mpls rsvp-te
mpls te cspf
#
#
interface Vl1anif100
ip address 100.1.1.2 255.255.255.0
mpls
mpls te
mpls rsvp-te
#
interface Vlanifl01l
ip binding vpn-instance vpna
ip address 192.168.33.12 255.255.255.0
#
interface Vlanif202
ip binding vpn-instance vpnb
ip address 192.168.44.12 255.255.255.0
#
interface Eth-Trunkl
port link-type trunk
port trunk allow-pass vlan 101 202
mode lacp-static
load-balance dst-mac
lacp preempt enable
#
interface Eth-Trunk2
port link-type trunk
port trunk allow-pass vlan 100
mode lacp-static
#
interface GigabitEthernetl/1/0/24
eth-trunk 1
#
interface GigabitEthernetl1/3/0/23
eth-trunk 2
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#
interface GigabitEthernetl/3/0/24
eth-trunk 2
#
interface GigabitEthernet2/1/0/24
eth-trunk 1
#
interface GigabitEthernet2/3/0/23
eth-trunk 2
#
interface GigabitEthernet2/3/0/24
eth-trunk 2
#
interface LoopBack0
ip address 2.2.2.2 255.255.255.255
#
interface Tunnel0/0/0/1
ip address unnumbered interface LoopBackO
tunnel-protocol mpls te
destination 1.1.1.1
mpls te tunnel-id 22
mpls te reserved-for-binding
mpls te commit
#
bgp 100
peer 1.1.1.1 as-number 100
peer 1.1.1.1 connect-interface LoopBack0
#
ipv4-family unicast
undo synchronization
import-route direct
peer 1.1.1.1 enable
#
ipv4-family vpnv4
policy vpn-target
peer 1.1.1.1 enable
#
ipv4-family vpn-instance vpna
import-route direct
import-route ospf 11
#
ipv4-family vpn-instance vpnb
import-route direct
import-route ospf 22
#
#
ospf 1
opaque-capability enable
area 0.0.0.0
network 100.1.1.0 0.0.0.255
network 2.2.2.2 0.0.0.0
mpls-te enable
#
ospf 11 vpn-instance vpna
import-route bgp
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area 0.0.0.0
network 192.168.33.0 0.0.0.255
#
ospf 22 vpn-instance vpnb
import-route bgp
area 0.0.0.0
network 192.168.44.0 0.0.0.255
#
tunnel-policy pl
tunnel binding destination 1.1.1.1 te Tunnel0/0/0/1

#
return
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VLANIF 201: 192.168.201.1/24
VLANIF 202: 192.168.202.1/24
VLANIF 203: 192.168.203.1/24
Loopback0: 1.1.1.1/32
R4 2% TP Hulik | TSM R4 2% 192.168.201.2
DHCP Ji45%¢ | 192.168.201.3
DNS k%5 %% 192.168.201.4
N THR 4% B 192.168.202.2
SRR EEIRSS L | 192.168.202.3
b 45 IR 4% 192.168.203.2
RIEDS
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# o E RSN ACCI 4% M VLAN,

<ACCl> system-view

ACC1l] vlan batch 11 to 14

ACCl] interface GigabitEthermet 0/0/1
ACCl-GigabitEthernet0/0/1] port link-type trunk

ACCl-GigabitEthernet0/0/1] quit

ACC1l] interface vlanif 14

ACCl-Vlanifl4] ip address 192.168.14.2 255.255.255.0
[ACC1-V1anifl4] quit

(LD +3m
BEZJef p A B E 4 802 1x AIERT, REFEHET KA, 4% BKiAey Hybrid E AL BP T,
& R &fe E A VLAN.

ACC2 [FFLE 5 ACCI 1L, {H VLANIF 14 (1 IP Hubik & 192.168.14.3 .
# B HAL ACC3 R4 L F1 VLAN.

[
[
[
[ACCl-GigabitEthernet0/0/1] port trunk allow-pass vlan 11 to 14
[
[
[

<ACC3> system-view
[ACC3] vlan batch 21 to 24

[ACC3] interface GigabitEthernet 0/0/1
[ACC3-GigabitEthernet0/0/1] port link-type trunk
[ACC3-GigabitEthernet0/0/1] port trunk allow-pass vlan 21 to 24
[ACC3-GigabitEthernet0/0/1] quit

[ACC3] interface vlanif 24

[ACC3-V1anif24] ip address 192.168.24.2 255.255.255.0
[ACC3-V1anif24] quit

ACC4 Ml E 5 ACC3 MH1El, {H & VLANIF 14 19 IP Mk 192.168.24.3.
# EUE I BN AGGI (K138 VLAN.

<AGGl> system-view

[AGG1l] vlan batch 11 to 14 101

[AGG1l] interface GigabitEthernet 0/0/1
[AGGl-GigabitEthernet0/0/1] port link-type trunk
[AGGl-GigabitEthernet0/0/1] port trunk allow-pass vlan 11 to 14
[AGG1l-GigabitEthernet0/0/1] quit

[AGG1l] interface GigabitEthernet 0/0/2
[AGGl-GigabitEthernet0/0/2] port link-type trunk
[AGGl-GigabitEthernet0/0/2] port trunk allow-pass vlan 11 to 14
[AGG1l-GigabitEthernet0/0/2] quit

[AGG1l] interface GigabitEthernet 0/0/21
[AGGl-GigabitEthernet0/0/21] port link-type trunk
[AGGl-GigabitEthernet0/0/21] port trunk allow-pass vlan 101
[AGGl-GigabitEthernet0/0/21] quit

[AGG1l] interface vlanif 11

[AGG1-V1anif1ll] ip address 192.168.11.1 255.255.255.0
[AGG1-V1anifll] quit

[AGG1l] interface vlanif 12

[AGG1-V1anif12] ip address 192.168.12.1 255.255.255.0
[AGG1-V1anifl2] quit

[AGG1l] interface vlanif 13

[AGG1-V1anif13] ip address 192.168.13.1 255.255.255.0
[AGG1-V1anifl13] quit
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AGGl] interface vlanif 14
AGG1l-Vlanifl4] quit

AGG1]
AGG1l-Vl1anif101]
AGG1l-Vl1anif101]

interface vlanif 101

[
[
[
[
[
[

quit

AGGl-Vlanifl4] ip address 192.168.14.1 255.255.255.0

ip address 192.168.101.1 255.255.255.0

# PRI AGG2 [P F1 VLAN.

<AGG2> system-view
[AGG2] vlan batch 21 to 24 102

AGG2] interface GigabitEthernet
AGG2-GigabitEthernet0/0/1] port
AGG2-GigabitEthernet0/0/1] port
AGG2-GigabitEthernet0/0/1] quit
AGG2] interface GigabitEthernet
AGG2-GigabitEthernet0/0/2] port
AGG2-GigabitEthernet0/0/2] port
AGG2-GigabitEthernet0/0/2] quit

[

[

[

[

[

[

[

[

[ interface GigabitEthernet
[AGG2-GigabitEthernet0/0/21]
[AGG2-GigabitEthernet0/0/21]
[AGG2-GigabitEthernet0/0/21]
[AGG2] interface vlanif 21
[AGG2-V1anif21] ip address
[AGG2-V1anif21] quit
[AGG2]
[AGG2-V1anif22] ip address
[AGG2-V1anif22] quit

[AGG2]

[AGG2-V1anif23] ip address
[AGG2-V1anif23] quit

[AGG2]
[AGG2-V1anif24] ip address
[AGG2-V1anif24] quit
[AGG2]
[AGG2-V1anif102]
[AGG2-V1anif102]

interface vlanif 22

interface vlanif 23

interface vlanif 24

interface vlanif 102

quit

192.168.21.1 255.255

192.168.22.1 255.255

192.168.23.1 255.255

192.168.24.1 255.255

0/0/1
link-type trunk
trunk allow-pass vlan 21 to 24

0/0/2
link-type trunk

trunk allow-pass vlan 21 to 24

0/0/21

port link-type trunk
port trunk allow-pass vlan 102

quit

.255.0

.255.0

.255.0

.255.0

ip address 192.168.102.1 255.255.255.0

# BLEAZOAZHHL CORE 113 18 VLAN,

<CORE> system-view

[CORE] vlan batch 101 to 102 201
[CORE] interface GigabitEthernet
CORE-GigabitEthernetl1/0/1] port
CORE-GigabitEthernetl1/0/1] port
CORE-GigabitEthernetl1/0/1] quit
CORE] interface GigabitEthernet
CORE-GigabitEthernetl1/0/1] port
CORE-GigabitEthernetl1/0/1] port
quit

CORE] interface GigabitEthernet

to 203

1/0/1

link-type trunk

trunk allow-pass vlan 101

1/0/2
link-type trunk

trunk allow-pass vlan 102

1/0/21

CORE-GigabitEthernetl1/0/21] port link-type trunk
CORE-GigabitEthernetl1/0/21] port trunk allow-pass vlan 201
CORE-GigabitEthernetl/0/21]
CORE] interface GigabitEthernet 1/0/22
CORE-GigabitEthernetl1/0/22] port link-type trunk

[

[

[

[

[

[
[CORE-GigabitEthernetl/0/1]
[

[

[

[ quit
[

[
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CORE-GigabitEthernetl/0/22]
CORE-GigabitEthernetl/0/22]

port trunk allow-pass vlan 202

quit

CORE] interface GigabitEthermet 1/0/23

CORE-GigabitEthernetl/0/23]
CORE-GigabitEthernetl/0/23]
CORE-GigabitEthernetl/0/23]

[

[

[

[

[

[

[CORE] interface vlanif 101
[CORE-V1anif101l] ip address
[CORE-V1anif101] quit
[CORE] interface vlanif 102
[CORE-V1anif102] ip address
[CORE-V1anif102] quit
[CORE] interface vlanif 201
[CORE-V1anif201] ip address
[CORE-V1anif201] quit
[CORE] interface vlanif 202
[CORE-V1anif202] ip address
[CORE-V1anif202] quit
[CORE] interface vlanif 203
[CORE-V1anif203] ip address
[CORE-V1anif203] quit

TC B T P 8L

port link-type trunk

port trunk allow-pass vlan 203

quit

192.168.101.2 255.255.255.0

192.168.102.2 255.255.255.0

192.168.201.1 255.255.255.0

192.168.202.1 255.255.255.0

192.168.203.1 255.255.255.0

# ME AGGL R i,

[AGG1l] interface LoopBack 0
[AGG1l-LoopBack0] ip address
[AGG1-LoopBack0] quit

[AGG1] ospf 1

[AGGl-o0spf-1] area 0
[AGGl-ospf-1-area-0.
[AGGl-ospf-1-area-0.
[AGGl-ospf-1-area-0.
[AGGl-ospf-1-area-0.
[AGGl-ospf-1-area-0.
[AGGl-ospf-1-area-0.
[AGGl-ospf-1-area-0.

o O O O o o o
o O O O o o o

2.2.2.2 32

network 192.168.11.1 0.0.0.255
network 192.168.12.1 0.0.0.255
network 192.168.13.1 0.0.0.255
network 192.168.14.1 0.0.0.255
network 192.168.101.1 0.0.0.255
network 2.2.2.2 0.0.0.0

quit

# I AGG2 R s

[AGG2] interface LoopBack 0
[AGG2-LoopBack0] ip address
[AGG2-LoopBack0] quit

[AGG2] ospf 1

[AGG2-0spf-1] area 0
[AGG2-o0spf-1-area-0.
[AGG2-o0spf-1-area-0.
[AGG2-0spf-1-area-0.
[AGG2-0spf-1-area-0.
[AGG2-0spf-1-area-0.
[AGG2-0spf-1-area-0.
[AGG2-o0spf-1-area-0.

o O O O o o o
o O O o o o o

3.3.3.3 32

network 192.168.21.1 0.0.0.255
network 192.168.22.1 0.0.0.255
network 192.168.23.1 0.0.0.255
network 192.168.24.1 0.0.0.255

network 192.168.102.1 0.0.0.255
network 3.3.3.3 0.0.0.0
quit

# FCE CORE1 IR il

[CORE1] interface LoopBack

0
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CORE1l-LoopBack0O] ip address 1.1.1.1 32

[

[CORE1l-LoopBack0] quit
[CORE1] ospf 1
[COREl-ospf-1] area 0
[COREl-ospf-1l-area-0.
[COREl-ospf-1l-area-0.
[COREl-ospf-1l-area-0.
[COREl-ospf-1l-area-0.
[COREl-ospf-1l-area-0.
[COREl-ospf-1l-area-0.
[COREl-ospf-1l-area-0.

o O O O o o o
o O O O o o o
o

fic & DHCP.

# {F DHCP JIR45#s Loy nlic & a0 R 6 ANkt

o Jhihlith 1: 192.168.11.0/24,
o Huhlith 2: 192.168.12.0/24,
o hihikith 3: 192.168.13.0/24,
o Hullith 4: 192.168.21.0/24,
o Hulhlith 5: 192.168.22.0/24,
e Hullith 6: 192.168.23.0/24,

HARRC B FEng o

] network 192.168.101.2 0.0.
] network 192.168.102.2 0.0.
] network 192.168.201.2 0.0.
] network 192.168.202.2 0.0.
] network 192.168.203.2 0.0.
] network 1.1.1.1 0.0.0.0
] quit
Wbk 192.168.11.1,
W ocH k. 192.168.12.1,
W SCHdE: 192.168.13.1,
W SCHHE: 192.168.21.1,
W ocH bk 192.168.22.1,
W SCHHE: 192.168.23.1,

# MCE ACC1 1) DHCP Snooping JIfE .

ACC1l] dhcp enable

ACCl] dhcp snooping enabl
ACC1l] interface Ethernet
ACCl-Ethernet0/0/1] dhep
ACCl-Ethernet0/0/1] quit
ACC1l] interface Ethernet
ACCl-Ethernet0/0/2] dhep
ACCl-Ethernet0/0/2] quit

ACCl-GigabitEthernet0/0/1
ACCl-GigabitEthernet0/0/1

[
[
[
[
[
[
[
[
[
[
[
[ACC1l-GigabitEthernet0/0/1

e
0/0/1

snooping enable

0/0/2

snooping enable

ACCl] interface GigabitEthernet 0/0/1

] dhcp snooping enable

] dhcp snooping trusted

] quit

ACC2. ACC3. ACC4 i E 5 ACC1 A

# NlE AGG1 L[f) DHCP Relay Hhfig.

AGGl] dhcp enable

AGGl] dhcp server group groupl
oupl] dhcp-server 192.168.201.3

AGGl-dhcp-server-group-gr
AGGl-dhcp-server-group-gr
AGG1l] interface vlanif 11

oupl] quit

t relay

AGG1l-Vl1anifll] dhcp relay server-select groupl

AGG1l-Vlanifll] quit
AGGl] interface vlanif 12

[
[
[
[
[
[AGG1-V1anifll] dhcp selec
[
[
[
[AGG1-V1anifl2] dhcp selec
[

t relay

AGGl-Vlanifl2] dhecp relay server-select groupl

o O o o o

DNS Huhil:
DNS Hutit:
DNS Huhil:
DNS Huht:
DNS Hhihik::
DNS Huht:

192.168.201.4
192.168.201.4
192.168.201.4
192.168.201.4
192.168.201.4
192.168.201.4
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[AGG1-V1anifl2] quit

[AGG1l] interface vlanif 13

[AGG1-V1anifl13] dhcp select relay
[AGG1-V1anifl13] dhcp relay server-select groupl
[AGG1-V1anif13] quit

# iL'E AGG2 ff) DHCP Relay JfE.

[AGG2] dhcp enable

[AGG2] dhcp server group groupl
[AGG2-dhcp-server-group-groupl] dhcp-server 192.168.201.3
[AGG2-dhcp-server-group-groupl] quit

[AGG2] interface vlanif 21

[AGG2-V1anif21] dhcp select relay
[AGG2-V1anif21] dhecp relay server-select groupl
[AGG2-V1anif21] quit

[AGG2] interface vlanif 22

[AGG2-V1anif22] dhcp select relay
[AGG2-V1anif22] dhecp relay server-select groupl
[AGG2-V1anif22] quit

[AGG2] interface vlanif 23

[AGG2-V1anif23] dhcp select relay
[AGG2-V1anif23] dhcp relay server-select groupl
[AGG2-V1anif23] quit

FCE AAA Thfg.
# ME ACCl1 LI AAA ThfE.

ACCl] radius-server template tsm

ACCl-radius-tsm] radius-server authentication 192.168.201.2 1812
ACCl-radius-tsm] undo radius-server user-name domain-included
ACCl-radius-tsm] quit

ACCl] radius-server authorization 192.168.201.2 shared-key simple hello
ACC1l] aaa

ACCl-aaal authentication-scheme tsm

ACCl-aaa-authen-tsm] authentication-mode radius

[

[

[

[

[

[

[

[

[ACCl-aaa-authen-tsm] quit
[ACCl-aaal authorization-scheme tsm

[ACCl-aaa-author-tsm] authorization-mode if-authenticated
[ACCl-aaa-author-tsm] quit

[ACCl-aaal] domain default

[ACCl-aaa-domain-default] authentication-scheme tsm
[ACCl-aaa-domain-default] authorization-scheme tsm
[ACCl-aaa-domain-default] radius-server tsm

[

ACCl-aaa-domain-default] quit

ACC2~ACC4 LIS 5 ACC A .
BeE 802.1x TAIF.
# F ACC1 IBcE 802.1x tAilF,

[ACC1l] dotlx enable

[ACC1] dotlx authentication-method eap
[ACCl] interface Ethernet 0/0/1
[ACCl-Ethernet0/0/1] dotlx enable
[ACC1-Ethernet0/0/1] dotlx guest-vlan 11
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[ACCl-Ethernet0/0/1] dotlx port-method port
[ACCl-Ethernet0/0/1] quit

[ACCl] interface Ethernet 0/0/2
[ACC1-Ethernet0/0/2] dotlx enable
[ACC1-Ethernet0/0/2]

[ACCl-Ethernet0/0/2] dotlx port-method port
[ACC1-Ethernet0/0/2]

dotlx guest-vlan 11
quit

ACC2 W& 5 ACC1 AH A

# & ACC3 L% 802.1x Al

ACC3] dotlx enable

ACC3] dotlx authentication-method eap
ACC3] interface Ethernet 0/0/1
ACC3-Ethernet0/0/1] dotlx enable
ACC3-Ethernet0/0/1] dotlx guest-vlan 21
ACC3-Ethernet0/0/1] dotlx port-method port
ACC3-Ethernet0/0/1] quit

ACC3] interface Ethernet 0/0/2
ACC3-Ethernet0/0/2] dotlx enable
ACC3-Ethernet0/0/2]

ACC3-Ethernet0/0/2] dotlx port-method port
ACC3-Ethernet0/0/2]

[
[
[
[
[
[
[
[
[
[ dotlx guest-vlan 21
[
[ quit

ACC4 HJECE H ACC3 ]
6. Ml TSM JIRS5#

TSM k%525 LI EIE S % “6.3 Hl'E TSM s 4s 7

‘Zﬁ&“+
R
T =

JE TSM 435 L& 2B B 15 B BAAIEE IR, T EHABAN IEALE T3 B B AIAIE S
A4S VLAN. ACC1 #= ACC2 891 B 3%3) & VLAN 24 12, AIEE R3S VLAN
4 13. ACC3 F= ACC4 #4Ta 5 330 & VLAN 4 22, ARG B493h A VLAN %4 23.

Y

it & 15
e ACCI Jii'®cff

#

sysname ACC1l

#

vlan batch 11 to 14

#

dotlx enable

dotlx authentication-method eap
#

dhcp enable

dhcp snooping enable
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#

aaa

authentication-scheme default
authentication-scheme tsm
authentication-mode radius
authorization-scheme default
authorization-scheme tsm
authorization-mode if-authenticated
accounting-scheme default
domain default
authentication-scheme tsm
authorization-scheme tsm
radius-server tsm

domain default_admin

#

interface Vlanifl4

ip address 192.168.14.2 255.255.255.0

#

interface Ethernet0/0/1

dotlx enable

dotlx max-user 1

dotlx guest-vlan 11

dotlx port-method port

dhcp snooping enable

#

interface Ethernet0/0/2

dotlx enable

dotlx max-user 1

dotlx guest-vlan 11

dotlx port-method port

dhcp snooping enable

#

interface GigabitEthernet0/0/1
port link-type trunk

port trunk allow-pass vlan 11 to 14
dhcp snooping enable

dhcp snooping trusted

#

return

ACC2 iLE 5 ACC1 ML, ME—AN[F )& VLANIF14 1 IP Huht>h 192.168.14.3.

e ACC3 Wi 1t

#

sysname ACC3

#

vlan batch 21 to 24

#

dotlx enable

dotlx authentication-method eap
#

dhcp enable

dhcp snooping enable

#

aaa

authentication-scheme default
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authentication-scheme tsm
authentication-mode radius
authorization-scheme default
authorization-scheme tsm
authorization-mode if-authenticated
accounting-scheme default
domain default
authentication-scheme tsm
authorization-scheme tsm
radius-server tsm

domain default_admin

#

interface Vlanif24

ip address 192.168.24.2 255.255.255.0

#

interface Ethernet0/0/1

dotlx enable

dotlx max-user 1

dotlx guest-vlan 21

dotlx port-method port

dhcp snooping enable

#

interface Ethernet0/0/2

dotlx enable

dotlx max-user 1

dotlx guest-vlan 21

dotlx port-method port

dhcp snooping enable

#

interface GigabitEthernet0/0/1
port link-type trunk

port trunk allow-pass vlan 21 to 24
dhcp snooping enable

dhcp snooping trusted

#

return

ACC4 LE 5 ACC3 ML, ME—AN[A ) J& VLANIF24 1 IP Huhtoh 192.168.24.3.

e AGGI it & it

#
sysname AGG1l
#
vlan batch 11 to 14 101
#
dhcp enable
#
dhcp server group groupl
dhcp-server 192.168.201.3 0
#
interface Vlanifll
ip address 192.168.11.1 255.255.255.0
dhcp select relay
dhcp relay server-select groupl
#
interface Vlanifil2
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ip address 192.168.12.1 255.255.255.0
dhcp select relay

dhcp relay server-select groupl

#

interface Vlanifl3
ip address 192.168.13.1 255.255.255.0
dhcp select relay

dhcp relay server-select groupl

#

interface Vlanifl4
ip address 192.168.14.1 255.255.255.0

#

interface Vlanifl01
ip address 192.168.101.1 255.255.255.0

#

interface GigabitEthernet0/0/1

port link-type trunk

port trunk allow-pass vlan 11 to 14

#

interface GigabitEthernet0/0/2

port link-type trunk

port trunk allow-pass vlan 11 to 14

#

interface GigabitEthernet0/0/21

port link-type trunk

port trunk allow-pass vlan 101

#

interface LoopBack0
ip address 2.2.2.2 255.255.255.255

#

ospf 1
area 0.0.
network
network
network
network
network
network

#

return

o AGG2 Bl&

#

0.0
192
192
192
192
192
2.2

sysname AGG2

#

vlan batch 21 to 24 102

#

dhcp enable

#

dhcp server group groupl

.168.
.168.
.168.
.168.
.168.

11.
12.
13.
14. .
101.0 O
.2.2 0.0.0.0

0
0
0
0

0
0
0
0

o O O o

.255
.255
.255
.255

0
0
0
.0
0.0.0.255

dhcp-server 192.168.201.3 0

#

interface Vlanif2l
ip address 192.168.21.1 255.255.255.0
dhcp select relay

dhcp relay server-select groupl
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#

interface Vlanif22

ip address 192.168.22.1 255.255
dhcp select relay

dhcp relay server-select groupl
#

interface Vlanif23

ip address 192.168.23.1 255.255
dhcp select relay

dhcp relay server-select groupl
#

interface Vlanif24

ip address 192.168.24.1 255.255
#

interface Vlanif102

ip address 192.168.102.1 255.255.255.0

#
interface GigabitEthernet0/0/1
port link-type trunk

.255.0

.255.0

.255.0

port trunk allow-pass vlan 21 to 24

#
interface GigabitEthernet0/0/2
port link-type trunk

port trunk allow-pass vlan 21 to 24

#

interface GigabitEthernet0/0/21
port link-type trunk

port trunk allow-pass vlan 102
#

interface LoopBack0

ip address 2.2.2.2 255.255.255.255

#

ospf 1

area 0.0.0.0
network 192.168.21.0 0.0.0.255
network 192.168.22.0 0.0.0.255
network 192.168.23.0 0.0.0.255
network 192.168.24.0 0.0.0.255

network 192.168.102.0 0 0.0.0.255

network 3.3.3.3 0.0.0.0
#

return
e CORE W& A

#
sysname CORE1
#

vlan batch 101 to 102 201 to 203

#

interface Vlanifl01

ip address 192.168.101.2 255.255.255.0

#

interface Vlanif102

ip address 192.168.102.2 255.255.255.0

#

interface Vlanif201
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ip address 192.168.201.1 255.255.255.0
#

interface Vlanif202

ip address 192.168.202.1 255.255.255.0
#

interface Vl1anif203

ip address 192.168.203.1 255.255.255.0
#

interface GigabitEthernetl/0/1

port link-type trunk

port trunk allow-pass vlan 101

#

interface GigabitEthernetl/0/2

port link-type trunk

port trunk allow-pass vlan 102

#

interface GigabitEthernetl/0/21

port link-type trunk

port trunk allow-pass vlan 201

#

interface GigabitEthernetl/0/22

port link-type trunk

port trunk allow-pass vlan 202

#

interface GigabitEthernetl/0/23

port link-type trunk

port trunk allow-pass vlan 203

#

interface LoopBack0

ip address 1.1.1.1 255.255.255.255

#

ospf 1

area 0.0.0.0
network 192.168.101.0 0.0.0.255
network 192.168.102.0 0.0.0.255
network 192.168.201.0 0.0.0.255
network 192.168.202.0 0.0.0.255
network 192.168.203.0 0.0.0.255
network 1.1.1.1 0.0.0.0

#

return

F Portal IAIERY NAC &%
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AGGl1 47 VLAN: 101
AGG2 |47 VLAN: 102
CORE IANIERTIEE VLAN: 201
b7 B VLAN: 202
NIFJG 8, VLAN: 203
%45 P Huhik AGGl VLANIF 1: 192.168.11.1/24
VLANIF 101: 192.168.101.1/24
Loopback(: 2.2.2.2/32
AGG2 VLANIF 2: 192.168.12.1/24
VLANIF 102: 192.168.102.1/24
Loopback0: 3.3.3.3/32
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fid & 1 B & FIn iR
CORE VLANIF 101: 192.168.101.2/24
VLANIF 102: 192.168.102.2/24
VLANIF 201: 192.168.201.1/24
VLANIF 202: 192.168.202.1/24
VLANIF 203: 192.168.203.1/24
Loopback0: 1.1.1.1/32
R4 2% TP Hulik | TSM R4S 2% 192.168.201.2
DHCP JiR%5#% | 192.168.201.3
DNS %573 192.168.201.4
AT RS 2% 192.168.202.2
FETEEE RS | 192.168.202.3
Mk 55 e 554 192.168.203.2
RIED B

1. FECE$ROM VLAN.
# BB AN ACCL 13 18 VLAN,

<ACCl> system-view

ACC1]
ACC1]

[
[
[
[
[
[
[
[
[
[
[
[
[

interface Ethernet
ACCl-Ethernet0/0/2]
ACCl-Ethernet0/0/2]
ACCl-Ethernet0/0/2]
ACC1]
ACCl-GigabitEthernet0/0/1]
ACCl-GigabitEthernet0/0/1]
ACCl-GigabitEthernet0/0/1]

vlan batch 11

interface Ethernet 0/0/1
ACCl-Ethernet0/0/1]
ACCl-Ethernet0/0/1]
ACCl-Ethernet0/0/1]
ACC1]

port
quit
0/0/2

port

quit

interface GigabitEthernet

ACC2 W& 5 ACCI #HIH
# EEBEAZHAL ACC3 R4 11 F1 VLAN.

<ACC3> system-view

[ACC3]
ACC3]

[
[
[
[

vlan batch 12
interface Ethernet 0/0/1
ACC3-Ethernet0/0/1]
ACC3-Ethernet0/0/1]
ACC3-Ethernet0/0/1]

quit

port
port
quit

link-type access

port default vlan 11

link-type access

port default vlan 11

0/0/1
link-type trunk

port link-type access

port default vlan 12

trunk allow-pass vlan 11
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[ACC3] interface Ethernet 0/0/2

[ACC3-Ethernet0/0/2] port link-type access
[ACC3-Ethernet0/0/2] port default vlan 12
[ACC3-Ethernet0/0/2] quit

[ACC3] interface GigabitEthermet 0/0/1
[ACC3-GigabitEthernet0/0/1] port link-type trunk
[ACC3-GigabitEthernet0/0/1] port trunk allow-pass vlan 12
[ACC3-GigabitEthernet0/0/1] quit

ACC4 HIlC & 5 ACC3 A,
# ORI AGGI R F1 VLAN.

<AGGl> system-view
[AGG1] vlan batch 11 101
[AGG1l] interface GigabitEthernet 0/0/1
[AGG1l-GigabitEthernet0/0/1] port link-type trunk
[AGG1-GigabitEthernet0/0/1] port trunk allow-pass vlan 11
[AGG1-GigabitEthernet0/0/1] quit

[AGG1l] interface GigabitEthernet 0/0/2
[AGG1-GigabitEthernet0/0/2] port link-type trunk
[AGG1-GigabitEthernet0/0/2] port trunk allow-pass vlan 11
[AGG1-GigabitEthernet0/0/2] quit

[AGG1l] interface GigabitEthernet 0/0/21
[AGG1-GigabitEthernet0/0/21] port link-type trunk
[AGG1-GigabitEthernet0/0/21] port trunk allow-pass vlan 101
[AGG1-GigabitEthernet0/0/21] quit

[AGG1l] interface vlanif 11

[AGG1-V1anif1l] ip address 192.168.11.1 255.255.255.0
[AGG1-V1anifll] quit

[AGG1l] interface vlanif 101

[AGG1-V1anif101l] ip address 192.168.101.1 255.255.255.0
[AGG1-V1anifl101l] quit

# BLE BN AGG2 13 1R VLAN.,

<AGG2> system-view

[AGG2] vlan batch 12 102

AGG2] interface GigabitEthernet 0/0/1
AGG2-GigabitEthernet0/0/1] port link-type trunk
AGG2-GigabitEthernet0/0/1] port trunk allow-pass vlan 12
AGG2-GigabitEthernet0/0/1] quit

AGG2] interface GigabitEthernet 0/0/2
AGG2-GigabitEthernet0/0/2] port link-type trunk
AGG2-GigabitEthernet0/0/2] port trunk allow-pass vlan 12
AGG2-GigabitEthernet0/0/2] quit

AGG2] interface GigabitEthermet 0/0/21
AGG2-GigabitEthernet0/0/21] port link-type trunk
AGG2-GigabitEthernet0/0/21] port trunk allow-pass vlan 102
AGG2-GigabitEthernet0/0/21] quit

AGG2] interface vlanif 12

AGG2-Vlanifl12] ip address 192.168.12.1 255.255.255.0
AGG2-Vlanifl2] quit

AGG2] interface vlanif 102

AGG2-V1anif102] ip address 192.168.102.1 255.255.255.0

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[AGG2-V1anif102] quit
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# FEAZ O AL CORE (P4 11 F1 VLAN,

<CORE> system-view

[CORE] vlan batch 101 to 102 201
[CORE]
CORE-GigabitEthernetl1/0/1] port
CORE-GigabitEthernetl1/0/1] port
CORE-GigabitEthernetl1/0/1] quit
CORE]
CORE-GigabitEthernetl1/0/1] port
CORE-GigabitEthernetl1/0/1] port
CORE-GigabitEthernetl1/0/1] quit
CORE]

to 203
interface GigabitEthernet 1/0/1

link-type trunk

trunk allow-pass vlan 101
interface GigabitEthernet 1/0/2

link-type trunk

trunk allow-pass vlan 102

1/0/21
CORE-GigabitEthernet1/0/21] port link-type trunk
CORE-GigabitEthernetl1/0/21] port trunk allow-pass vlan 201
CORE-GigabitEthernetl1/0/21]
CORE]
CORE-GigabitEthernet1/0/22] port link-type trunk
CORE-GigabitEthernetl1/0/22] port trunk allow-pass vlan 202
CORE-GigabitEthernetl1/0/22] quit

CORE] interface GigabitEthernet 1/0/23

[
[
[
[
[
[
[
[ interface GigabitEthernet
[
[
[
[
[
[
[
[
[CORE-GigabitEthernet1/0/23] port link-type trunk
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

quit
interface GigabitEthernet 1/0/22

CORE-GigabitEthernet1/0/23] port trunk allow-pass vlan 203

CORE-GigabitEthernetl1/0/23] quit

CORE] interface vlanif 101

CORE-V1anif101] ip address 192.168.101.2 255.255.255.0
CORE-V1anif101] quit

CORE] interface vlanif 102

CORE-V1anif102] ip address 192.168.102.2 255.255.255.0
CORE-V1lanif102] quit

CORE] interface vlanif 201

CORE-V1anif201] ip address 192.168.201.1 255.255.255.0
CORE-V1anif201] quit

CORE] interface vlanif 202

CORE-V1anif202] ip address 192.168.202.1 255.255.255.0
CORE-V1anif202] quit

CORE] interface vlanif 203

CORE-V1anif203] ip address 192.168.203.1 255.255.255.0
CORE-V1anif203] quit

[IRN=RiZ =R NN
# ME AGGL R i,

[AGG1l] interface LoopBack 0
AGGl-LoopBack0] ip address 2.2.2.2 32

AGG1l-LoopBack0] quit
AGGl] ospf 1
AGGl-ospf-1] area 0

[
[
[
[
[
[
[
[

AGGl-ospf-l-area-0.0.0.0] network 192.168.11.1 0.0.0.255
AGGl-ospf-l-area-0.0.0.0] network 192.168.101.1 0.0.0.255
AGGl-ospf-1-area-0.0.0.0] network 2.2.2.2 0.0.0.0
AGGl-ospf-1l-area-0.0.0.0] quit

# HOE AGG2 1 B s

[AGG2] interface LoopBack 0
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[AGG2-LoopBack0] ip address 3.3.3.3 32
[AGG2-LoopBack0] quit
[AGG2] ospf 1
[AGG2-0spf-1] area 0
[AGG2-0spf-1-area-0.0.0.0] network 192.168.12.1 0.0.0.255
[AGG2-0spf-1-area-0.0.0.0] network 192.168.102.1 0.0.0.255
[AGG2-0spf-1-area-0.0.0.0] network 3.3.3.3 0.0.0.0
[AGG2-0spf-1-area-0.0.0.0] quit
# MLE COREL i thbpis.
[CORE1] interface LoopBack 0
[CORE1-LoopBack0] ip address 1.1.1.1 32
[CORE1l-LoopBack0] quit
[CORE1] ospf 1
[COREl-ospf-1] area 0
[COREl-ospf-1-area-0.0.0.0] network 192.168.101.2 0.0.0.255
[COREl-ospf-1-area-0.0.0.0] network 192.168.102.2 0.0.0.255
[COREl-ospf-1-area-0.0.0.0] network 192.168.201.2 0.0.0.255
[COREl-ospf-1-area-0.0.0.0] network 192.168.202.2 0.0.0.255
[COREl-ospf-1-area-0.0.0.0] network 192.168.203.2 0.0.0.255
[COREl-ospf-1-area-0.0.0.0] network 1.1.1.1 0.0.0.0
[COREl-ospf-1-area-0.0.0.0] quit

3. BCHE DHCP.

# f£ DHCP 55 &% L op Al Ec a1~ P bkt .
o hibilith 1: 192.168.11.0/24, M ICHEME: 192.168.11.1, DNS Hihk: 192.168.201.4
o Jihkyth 2: 192.168.12.0/24, MSCHuhE: 192.168.12.1, DNS Hihil: 192.168.201.4
HARPC BT FE R o
# fit'® ACC1 _ff) DHCP Snooping Hfit .
[ACC1] dhcp enable
[ACC1] dhcp snooping enable
[ACCl] interface Ethernet 0/0/1
[ACC1-Ethernet0/0/1] dhcp snooping enable
[ACC1-Ethernet0/0/1] quit
[ACCl] interface Ethernet 0/0/2
[ACC1-Ethernet0/0/2] dhcp snooping enable
[ACC1l-Ethernet0/0/2] quit
[ACC1l] interface GigabitEthernet 0/0/1
[ACC1l-GigabitEthernet0/0/1] dhecp snooping enable
[ACC1l-GigabitEthernet0/0/1] dhcp snooping trusted
[ACCl-GigabitEthernet0/0/1] quit
ACC2. ACC3. ACC4 IlCE 5 ACC1 A,
# WiLE AGG1 Lff) DHCP Relay ThfE.
[AGG1l] dhcp enable
[AGG1l] dhcp server group groupl
[AGG1-dhcp-server-group-groupl] dhcp-server 192.168.201.3
[AGG1l-dhcp-server-group-groupl] quit
[AGG1l] interface vlanif 11
[AGG1-V1anifll] dhcp select relay
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[AGG1-V1anifll] dhcp relay server-select groupl
[AGG1-V1anifll] quit

# liL'® AGG2 Lff) DHCP Relay JfE.

[AGG2] dhcp enable

[AGG2] dhcp server group groupl
[AGG2-dhcp-server-group-groupl] dhcp-server 192.168.201.3
[AGG2-dhcp-server-group-groupl] quit

[AGG2] interface vlanif 12

[AGG2-V1anifl2] dhcp select relay

[AGG2-V1anifl12] dhecp relay server-select groupl
[AGG2-V1anifl2] quit

4. FE AAA ThfE.
# ME AGGl LI AAA ThfE.

AGGl] radius-server template tsm

AGGl-radius-tsm] radius-server authentication 192.168.201.2 1812
AGGl-radius-tsm] undo radius-server user-name domain-included
AGGl-radius-tsm] quit

AGGl] radius-server authorization 192.168.201.2 shared-key simple hello
AGG1l] aaa

AGGl-aaal authentication-scheme tsm

AGGl-aaa-authen-tsm] authentication-mode radius

[

[

[

[

[

[

[

[

[AGGl-aaa-authen-tsm] quit
[AGGl-aaal] authorization-scheme tsm

[AGGl-aaa-author-tsm] authorization-mode if-authenticated
[AGGl-aaa-author-tsm] quit

[AGGl-aaal] domain default

[AGGl-aaa-domain-default] authentication-scheme tsm
[AGGl-aaa-domain-default] authorization-scheme tsm
[AGGl-aaa-domain-default] radius-server tsm

[

AGGl-aaa-domain-default] quit

AGG2 LI E S5 AGG1 A .
5. HCE Portal TAiE.
# 1F AGGl I[id'® Portal IAiIF.

AGG1l] web-auth-server tsm
AGGl-web-auth-server-tsm] server-ip 192.168.201.2

port 50200

shared-key simple hello

url https://192.168.201.2:8443/SCServer/webauth.jsp

AGGl-web-auth-server-tsm] quit

1
AGGl-web-auth-server-tsm]
AGGl-web-auth-server-tsm]
1
AGGl] interface vlanif 11

AGG1l-Vl1anifll] web-auth-server tsm

[
[
[
[
[AGG1l-web-auth-server-tsm
[
[
[
[AGG1-V1anifll] quit

# 1 AGG2 LI Portal TAIE.

[AGG2] web-auth-server tsm
[AGG2-web-auth-server-tsm] server-ip 192.168.201.2
[AGG2-web-auth-server-tsm] port 50200
[AGG2-web-auth-server-tsm] shared-key simple hello
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[AGG2-web-auth-server-tsm] url https://192.168.201.2:8443/SCServer/webauth.jsp
[AGG2-web-auth-server-tsm] quit

[AGG2] interface vlanif 12

[AGG2-V1anifl2] web-auth-server tsm

[AGG2-V1anifl2] quit

6. FCE TSM JIR%#8 .
TSM 4525 LI EIE S % “6.3 BUE TSM Hids4s 7,

Y

it & 15
e ACCI Bl&E

#

sysname ACC1l
#

vlan batch 11

#

dhcp enable

dhcp snooping enable

#

interface Ethernet0/0/1
port link-type access
port default vlan 11
dhcp snooping enable

#

interface Ethernet0/0/2
port link-type access
port default vlan 11
dhcp snooping enable

#

interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 11
dhcp snooping enable
dhcp snooping trusted
#

return

ACC2~ACC4 Bt &2l ACC2 Bl & VLAN &2 11, ACC3~ACC4 it & VLAN 2 12,

e AGGI li& it

#
sysname AGG1
#
vlan batch 11 101
#
dhcp enable
#
web-auth-server tsm
server-ip 192.168.201.2
port 50200
shared-key simple hello
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url https://192.168.201.2:8443/SCServer/webauth.jsp
#
dhcp server group groupl
dhcp-server 192.168.201.3 0
#
aaa
authentication-scheme default
authentication-scheme tsm
authentication-mode radius
authorization-scheme default
authorization-scheme tsm
authorization-mode if-authenticated
accounting-scheme default
domain default
authentication-scheme tsm
authorization-scheme tsm
radius-server tsm
domain default_admin
#
interface Vlanifll
web-auth-server tsm
ip address 192.168.11.1 255.255.255.0
dhcp select relay
dhcp relay server-select groupl
#
interface Vlaniflo01l
ip address 192.168.101.1 255.255.255.0
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 11
#
interface GigabitEthernet0/0/2
port link-type trunk
port trunk allow-pass vlan 11
#
interface GigabitEthernet0/0/21
port link-type trunk
port trunk allow-pass vlan 101
#
interface LoopBack0
ip address 2.2.2.2 255.255.255.255
#
ospf 1
area 0.0.0.0
network 192.168.11.0 0.0.0.255
network 192.168.101.0 0 0.0.0.255
network 2.2.2.2 0.0.0.0
#

return

o AGG2 Bl&

#
sysname AGG2
#
vlan batch 12 102
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#
dhcp enable
#
web-auth-server tsm
server-ip 192.168.201.2
port 50200
shared-key simple hello
url https://192.168.201.2:8443/SCServer/webauth.jsp
#
dhcp server group groupl
dhcp-server 192.168.201.3 0
#
aaa
authentication-scheme default
authentication-scheme tsm
authentication-mode radius
authorization-scheme default
authorization-scheme tsm
authorization-mode if-authenticated
accounting-scheme default
domain default
authentication-scheme tsm
authorization-scheme tsm
radius-server tsm
domain default_admin
#
interface Vlanifl2
web-auth-server tsm
ip address 192.168.12.1 255.255.255.0
dhcp select relay
dhcp relay server-select groupl
#
interface Vlanif102
ip address 192.168.102.1 255.255.255.0
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 12
#
interface GigabitEthernet0/0/2
port link-type trunk
port trunk allow-pass vlan 12
#
interface GigabitEthernet0/0/21
port link-type trunk
port trunk allow-pass vlan 102
#
interface LoopBack0
ip address 3.3.3.3 255.255.255.255
#
ospf 1
area 0.0.0.0
network 192.168.12.0 0.0.0.255
network 192.168.102.0 0 0.0.0.255
network 3.3.3.3 0.0.0.0
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#

return

e CORE MBCE S

#

sysname CORE1l

#

vlan batch 101 to 102 201 to 203

#

interface Vlanifl01
ip address 192.168.101.2 255.255.255.0

#

interface Vlanifl02
ip address 192.168.102.2 255.255.255.0

#

interface Vlanif201
ip address 192.168.201.1 255.255.255.0

#

interface Vlanif202
ip address 192.168.202.1 255.255.255.0

#

interface V1anif203
ip address 192.168.203.1 255.255.255.0

#

interface GigabitEthernetl/0/1

port link-type trunk

port trunk allow-pass vlan 101

#

interface GigabitEthernetl/0/2

port link-type trunk

port trunk allow-pass vlan 102

#

interface GigabitEthernetl/0/21

port link-type trunk

port trunk allow-pass vlan 201

#

interface GigabitEthernetl/0/22

port link-type trunk

port trunk allow-pass vlan 202

#

interface GigabitEthernetl1/0/23

port link-type trunk

port trunk allow-pass vlan 203

#

interface LoopBack0
ip address 1.1.1.1 255.255.255.255

#

ospf 1
area 0.0.
network
network
network
network
network

network

0.0
192
192
192
192
192

.168.
.168.
.168.
.168.
.168.
1.1.

1.1

101.0 0.0.0.255
102.0 0.0.0.255
201.0 0.0.0.255
202.0 0.0.0.255
203.0 0.0.0.255
0.0.0.0
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return
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A, a5 Bz sk WAN/MAN .

N 0 S B T A B AL R ) TP PBX . 3 TP PBX Ak Y TS
FH PRI AR 55, I H3RA 5 A M IZ 5 i B .

A A TSI 7 1) P ASE @ B A A ) AN X 3k 17 0

53 A7 2P Y 7 )

AV AR 3 S WA 23 358 TP PBX, 49 32 5 M2 )3 1 Ak 1P 4 3442
M5 5 3 TP PBX 435l 5 A b FH 7 FR3a: AT I 42 361, 358 TP PBX #5443
SCHGEHPEHERT YRS B, TR — T B, SO Y B B 25 A
SRR ) TP PBX 433l 5 )il 5 24 Huiz 5 7 1) PTSN 2% () LIl .

I3 A 2 U 78 £ B3 3 AV AE AN ] DXk ) 17 0.

TR T 472 261

TRA NI 4 2 IR PRI 7 S5 S, %7 RE AN A 2y, B [ X R4
%, WA XA SIS, 43 R FAS R ey s kil 5 oo i SRR X Ay
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IFIENEF eSS
5 e 7 VoIP 13 &

AN S, WIA] DGR S PRI — NI SCRRE TP PBX, I HAR I SCHEE AG, 1
KIS TP PBX 58 G DAk I A 70 SR P U 47276

KIFENTR
FEANVIP TP B 5 RAEH, FEMA R A AR TR (POTS 1AL IP 1§ (SIP
WAL PC & i ML EHLEE .
e POTS il
POTS 1AL AT XA W R LR
- POTS iGHLIE L FXS e 2] AG, FiH:3) IP PBX.

~ POTS ifiHlilid FXS 2 4% IAD 4%, TAD B4l PLK M #2231 IP PBX.
~ POTS ML FXS 28 %4: 3] TDM PBX #4%, TDM PBX ¥ £t BE1 2k 44

#| IP PBX.
e SIP bl
SIP iF AL I LAN M 284 A3 31 1P PBX £ o
®  PC & u
PC & uimitiid LAN M25E N JFVE M2 IP PBX 4%
o fLEHIFEAN
FEEHLIE N 7 X5 POTS i bl N 7 XA ]

RBEBRIBRFEN

R E SR RSP E KECH Y, 1 TDM PBX. POTS iifll, #Hrg IP &G

RGN BN BN R A PR AT . T iESEE RS H, ARSI T

FH M %:

o JEAHIEH: PSTN W44 TDM PBX 4%, i lsUkiEH: PSTN M 4511 E1/FXO 2 111)
P NNl O 24 B s AR W b, AT ARAIE J5UE W& 1 78 20 R

e T TDM PBX W4 NG H LR Z, FINIEH —EY %88 )" TDM PBX ¥
%, AILLlEEk Bl 82 10K AR BB H % 2) TDM PBX # £, il TDM PBX
W iE B3] PSTN M %%,

S X
ANV SR — % DDI J7 2 F13E DDI pFh 77 .
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B4R

7 VoIP 13 &

*x7-1 SHHMXAR

Ma77K 1L RA

DDI 755\ o Ak B AR AR AT T RIS Al A EERE S 1R JE PO A
o5 TURLAE A BTN RS, Ak N B3k S SR RS AR

o AMVARIT AP, WA AT R 7+ S A% AT R B
JE T JRI TR

o AR P ARAT A E B P I, n] LB A A i S R
KBTS LS .

4 DDI 7730 | @ 4k DDI J7 2T F ALl AR, Aol A 38 60 4 s i 20— MR
| A EHUINE SRR Sl BUS RN /3

o A P ERTE T T A S L Tl TP PBX B RELERE— A
W RS, B R

o ANWTEE I SRAT A HI N, AR S L S, L R

F RN R LS R AT RS A

X P ARSI ) A b b A 75 Ry e e et s

o HPFUIANE, AR A AE RSN, E BRI DDI 5 AT Al
VRRREE LY B

o RN, Ak A T I, BCRIHE DDI 5 AUREAT Al i
SRR, [ AR X SR 55 3 A R RE Al A BT T IRAT ARk
WSk Lt

PSTN/PLMN H 5

UC REEVE

PSTN/PLMN ! & F2H = AMEH

o POV IIE 5 PSTN/PLMN A W E & H k4718 & I8 .

o PRLTEE T P RAT A AN SR IX I, S A TP g HY R Bk iU TE S T B
M, P A4 S R E PSTN/PLMN 28, M4 Al K g im i%, HAE %
B U P R A H T R B

o FILAIEE H P LR, AE RGBS S22 A TP WIS B ) @ s, Ak i
S T LUl G PSTN/PLMN W 2836471855 F 7 A4

KA I Alk, AR TP PBX 48— R, 5 PSTN/PLMN H.#

B ARG AG WA R, (HA il FXO #2154 PSTN 4%, {NWAERAE

MR, ik SRST ZhREde itk A= 4,

o0 A I A AE, SR TP PBX 43 5] 5t 55 24 3 PSTN/PLMN H.iE .

Gr—1l {5 B UC (Unified Communications), ZFgfETHE NI SEGE G R AR
—RHEA G AL, HAZ O N B AT TG AT T TR L AT A b 5, #a] DU AT ] ¢
Foy AT, SRAAEPE . EUGRE S E b .
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X ¥ fif e 7 %
R E TR 7 VoIP i Hli

7E VoIP W5 Hh 8 i UC Ak4s#s, v SER] UC 481015 R 4. WK 7-1 Fios.

El7-1 UC &RETr=E

pigiid
UCH k%5 4% VoIP#%:
IP PBX
DB eConsole UC Server | [Dconf Server| | WSI AS | [EBMS
8@ i @
| 1 1 1 1
AN J

[P Phone _eSpace) . PPhone  eSpace IP Phone __eSpace/

1%

Iil'

RO
10 B a2 AS. eServer. EBMS. eConsole [R5, SZHL UC #54.

— AS {E RN S d Ly, BT R &R R AS I, & k45t AS
PO, JEHURER A SRS A S, EuE M R SRR AL AR (JPPBX) L, I

SEEUA HE Y R 3 PSTN
— eServer JIRSF BN R BHL A B0y, STEL AR 2 ) A ETEREY E . RS R
SRR S5

- EBMS $e {4 2 Bz .
— eConsole FEAL ] RAUE HL A5 A BLDIRE, BN 25 i) 03 105 B 5%
— B IP PBX AE MBS MG, FEALE U (IR 210 & PSTN H 53 6E .
— ARRH T SN SEILE B BRI, SYN RS #% T A TR E AR A FLA
b T oA U B A R IX ) DC
e KX DC##E
- SVN 374 X 15 Internet JH ) IR FEN o

— ERE P PBX M X0 H PR AR VoIP W%, R8T Bl SZEiACHE PSTN 74 .
AT LUE S SIP Trunk 5127 7 IMS/NGN W 2% FLif

A3 TP PBX A i X8R 25 MR AL () 75 Fm it — 2 Py % il .
o UNYSL (FpEEAL) EE
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IFIENEF eSS
BiE Sl 7 VoIP 13 &

HiE IPPBX, Mt/ pgdabiE N, JFilid FXO/EL S8l A PSTN ¥4 .

7.1.2 B AIZE ]
AL P 5 ) UL 1 7-2 T

E7-2 fellriEE 55 EE W

.
- - - - - - - - - —-—-—- - N ﬁ kva
3 sewaxs | AP X

rEE X

[ 3
| (BRI MDD

E1l Ethernet

Zfé& T E
3
T=

£ F UC 24320 mIz 8, HAF UC FRiitat s, AEP REEmN 2.
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IE PSS

IS Eiate] 7 VolP 15 & 68
7.1.3 BLERA
72 BEFmANRA
EBHF P R
IP PBX SoftCo 1™ fih V100R002
AR G3 R H7™ b V200R001CO01
SIP AG AR G3 R4 i V200R001CO01
IAD AERE, AR AR A | AR
IAD101H/102H/104H/208E(M)/132E(T)/
1280 25845 [¥] IAD 7 i o
SIP 1%l IERrE, MR EAERRE A | AR E
HW ET325/523/525/635/655/685. HW
MC820C/830C/850/851 5L 1™ i .
e NAZH JErsE, HETE S2700/S3700 R4 e[S
TEERAZ AL JEHEE, HEFF S5700/S7700 FRA) FEkFE
POTS il IEkrE AERrE
FAX IEfr AERrE
TDM PBX e R AEHEE
72BECEMEEIB

T ) & ELT0 R AR M 2 B g FICE 2. VLAN, IP didik, B 4E, DARAEIRSS 3=
FRCE TP MuhESE, SCBLZ R, WIS MRS AR L TE) K Y 4 R AT

VRANIC B RN, 55 S AR ™ il 07 il SR o

73 BEEEEE/ 759 A IP PBX
731 BEE (=S IP it FniE (K 1P #udik

1. AT 4 system-view, HEA RS
2. PAT4 voice, HENIEEALE

3. 4714 voip-address media interface interface-type interface-number { ip-address |
dynamic }, FCE GEAA 1P Hihbit,
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A TR 7 VolP 1 ¥
4. $ATm4 voip-address signalling inter face interface-type interface-number { ip-address |
dynamic }, FCE (4 1P Huhikith,
732 EESHBAREMEI. 3. SEE
1. $#AT#r4 system-view, HEARGHIE.
2. PuATHA voice, HEAIEEALE .
3. T4 pbx, HEA PBX LK.
4. $THr4 enterpriseenterprise-name, G EE MY IHHE AL
5. $ATr4 centrex centrex-name [ description description ], €% Centrex £f.
6. ATH4 dn-set dn-set-name [ description description ], it & AV S B 4.

7.3.3 Bt & SIP PR =&

A

734 BCE

—_

AT 4 system-view, ARG
AT A4 voice, HENTEFHLE.

PAT 4 pbx, HEA PBX L.

PAT 4 sipserver, HEA SIP R Z5 #4014 .

AT 4 signalling-ip{ ip-address | signaling-addr -name signaling-addr-name-value } , it
H SIP 45281015 4 1P Huhl8ksh 2545 4 1P Hhuhl 4 7K.

(A3E) 1P R4S 88 R h &S 4 IP Hihli, #4744 signalling-domain
signaling-domain-value, M SIP k5548 75K HIZh a5 4 TP Huhik I i) £5 44844 .

(Alik) #4744 ddns-client ddns-client-name, Bt & SIP Il 45#e 5 K FH A5 4 TP Hulik
I 1517 DNS (DDNS) % )13 44 F5

[BARTT

4o R SIP IR 5B R M HEREMEAIP ik, NREZRERTR.
AT T4 signalling-port port-number, Pt & SIP JIR 45 % 45 40 11 .
T4 media-ip ip-address, [t & SIP k45 2% A4 1P Mkt
174 register-uri uri, FlE SIP 454511 URIL,

==

. AT A4 home-domain domain, i SIP 4551t & 1k .

R

Fid

=

114 system-view, HEA RS
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® N o o L DN

10.

AT A4 voice, HEANTEEALE.

T4 pbx, HEA PBX FL.

AT 4 callprefix callprefix-name,  32E TN S eb AR AR A B
PAT AT A prefix prefix, B E M5 .

=

P ATHT 4 enterprise enterprise-name, it E 46 5 AV ARTIEIY 556k
PAT A4 dn-set dn-set-name, L B IEE 5 B HEFIITIY 75

AT 74 call-type category callcategory attribute attribute, it & HU 7 7k fr R HL 2 75 11
I Je

AT 4 maximum-length maximum-length, it & 55t K 5 T 20T K

=

[

AT 4 minimum-length minimum-length, B /N S50 KL

Y

735 L& PBX R

AL E1g R
1. $#ATHAr4 system-view, HEARZHIE.
2. PATHT4 voice, HEANTEGHHLE .
3. AT pbxuser name, 14—~ PBX H 7 JFREA PBX FH LA
4. T4 type { port port-number | Sipue eid-value }, fic'E PBX H 1871,
5. #4714 enterprise enterprise-name, fic'® PBX /T JE 4k .

AL & A P FRiR
1. $#ATHAr4 system-view, HEARZHIE.
2. PATHT4 voice, HEANTEGHHLE .
3. T4 dialno name, i1 PBX A bR FUJFHEAN PBX HH P hRi.
4. PATHn4 pbxuser username, 25 S ERIRAT PBX .
5. {714 telno countrycode areacode telno, T & A 7 i [ 505 . M X RS AT L5 5
6. AT dn-set dn-set-name, FcE A I EIZAD . X RSFT RS A
7. (Alig) $hATHr4 centrex centrex-name centrex-telno-value, it ‘& 1/ T J&@ ) Centrex £
8. (Wik) T4 callin-right inrightt-value, & FEAALIR .
9. (Wik) T4 callout-right outright-value, ic & P HIALRR .
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B

7.4 BL & SIP i&#13EN IP PBX

db 5 f=

B =Ilac
SIP & LI LAY UK P N B B8 5 S2 1 TP PBX 136 4%, g 2254 [ 4 R Jy 1«
o ' SIP AL
1E SIP G M1 75 e E SIP &S astthhl, AHLR 1P bk DL AHIR RS 15 . 41
KW BAE SIP 1R ML L Imnd 2 A 52 i, VEANTE 152 2% FLAK SIP iR ML it
1.
e IPPBX L&
£ 1P PBX LG ZARAIE CRC & % SIP WKL, RAARCE AT 20, “7.3.5 BCE PBX
)Eﬁ)i( Ho
o {{iF SIP iHALFI IP PBX f) /9 4% 4 38 1
SIP iGHLAT IP PBX 2 [A] 2 3T LUK ) TP A4k N 2%, 7 3 i JC 0 9 4% 14 4% 1) 42
1. VLAN. IP Muhi- A %5, £R4F SIP #5HLA1 IP PBX 2 [A]fF) IP W% Bl . 15 AR
Pa HARG BRI RIRR, 0% AT I TR, AT ARG 4H .
W5 SIP iGN SIPAG J5 BN IP PBX, WL SIP AG HAE N 1P 1% 15 44 %
SIP G ML IP #SCHAT I th#E e, AN TR TEE S5 PR AL BE . PR xS T
SIP AG A5 b4 T RE R I &
° CATIE) {RAIF VoIP Mk 4% QoS it 52k
T H AN VoIP & A A AR TE &Mk 45 2 Tl i [7]—5K TP W48 K& #5 1), 7 VoIP Mk
25TV 45 1 Sz i R A, R I B VoIP MV 25119 QoS AL ok ARIE VoIP
Mb 25 PRAUEAE P 258 0 23 1A 5 1 JEE o
Bic & VoIP V55 QoS st 4 Wikl 5 2.
— ARG AR E e BT AUE Remark SR TV S R IX 4, I
AT EARTER 2O ERI ] . 1S “2.7 LE QoS
- PCE Voice VLAN. Voice VLAN i if iR 50 2] 1 SCH 1938 MAC $uhk,
B E T EdE, I+ B Sk 215 20 /s I\ Voice VLAN 1, [A]I H 2h36
BRSO, AR B A e R RS s, AR T R E, B
15 FH P 8 PEE S B
RIETE
7€ SIP iHHFE AN FIAZ F L E AT U R AL :
1. $#AT#r4 system-view, HEA RS
2. HATH4 vlan batch { vian-id1 [ tovian-id2 ]} &<1-10>, #t&6I% VLAN,
3. $UUT4 voice-vlan mac-addr ess mac-address mask oui-mask [ description text ], il &
Voice VLAN [¥) OUT bk,
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OUI & 33k MAC Hulik iR HT 24 17, /2 TEEE 4 AN [r] 15 4 £ B 7 20 e ) A Rk — A R A%
OUI Huhl: 37" —/> MAC Hulik B, ¥ 48 A7) MAC Huhl FIHERL (1) %5 A A 55 1 50T LU
SE OUI Hidik . R BEZR5 Y MAC Huhk i 24 £7F1 OUI VUAD, A4 fE Voice VLAN Thfg
()42 R DA Ay b S ot A 1 B0

AT A4 interface interface-type interface-number, A SIP 114 A I3 IHL A

AT AiT% voice-vlan vian-id enable, #5i& VLAN J& Voice VLAN, [A]If§i g4 11 11] Voice
VLAN Jjfig.

B

7.5 B & POTS i&#1/FAX i@id IAD $##A IP PBX

db B e
=] R1l=l i

BRIES R

POTS ifHI/FAX i TAD %A IP PBX I, TAD 30K POTS iHHL/FAX (AU &
AR ST SIP ML IP RSC, X T IP PBX 3K, POTS ISHL/FAX A UL, i
IAD M T— & (HZH) SIP IHHLL .

AR BC S POTS 1EHU/FAX J8 i TAD $2 N\ IPPBX W), FFZE5 a0 T /7 1
o W IAD
76 TAD b5 Z 3 SIP egs g tthtik  AHL 1P Mokt LUK N3 POTS 1EHU/FAX K515
e IPPBX LJCEH/™
o  {fiF TAD F1 IP PBX 1] %4 4% %3 1
o  (W[IE) FRIFE VoIP Mk%5 QoS 5tk

A HANEIAD ERIAHCHCE , AN A SIP iG WL, A S%“7.4 Fl'E SIP
WEHLHEN IP PBX .

- T4 enable, MBI NFFALHR .

AT T4 configureterminal, #EA 4 Rlic B AR

liC'E IAD [ 1P kb TAD 324§ 3 # IP 372, 705 b4 IP. DHCP Rl PPPoE. it
BIEWT, TAD JEi DHCP HZh3RE 1P Hihl, 0535 Es .

e 4T ipaddress static ip-address subnet-mask default-gateway fi. & i A 1P Hihik,
e 47 ipaddress dhcp i DHCP J7:U3RHEL IP Hudil .

® 4T pppoe username username passwor d password fic & PPPoE JI] )" 4% fI%5 Y, 4R
J5 AT ipaddress pppoe Jii ] PPPoE J5 3R HL 1P Hutik.

AT 4 sip server index addressip-address, FiE SIP 554
AT T4 sip user port-number id id, HlE SIP A/
PAT A4 write, TRAF L HIACE -

SCRYARA 01 (2011-09-15) N EHTREEE RBITf © 241

ey R AT IR



IFIENEF eSS
HE e 7 VoIP 13 &

R

7.6 Bt & POTS 1&#1/FAX i&id SIP AG ##A IP PBX

lL'E POTS 1EHL/FAX 1liT SIPAG 2 A\ IP PBX, FEFHEHEW T J5im:

o SIPAG AL MECE, WAk P Hulib, (54 1P Mk, {540 11552,
o 7/ SIPAG LACE POTS WiNl/FAX HIJ, LG AN IS I S . MG S5 4%,
e ¥ SIPAG % IP PBX UHEA

7.6.1 BCE SIP AG 1#O
1. AT 4 system-view, HEARGWIE .
2. HUTA4 voice, HEAEZME.

3. AT 4 voip-address media inter face interface-typeinterface-number { ip-address|
dynamic }, B A IP Mkt

4. P74 voip-address signalling inter faceinterface-typeinterface-number { ip-address|
dynamic }, MCE (4 IP kit

5. T4 sipag mgid, €& SIPAG, JfidEA SIPAG LK.

6. ATHT4 media-ip { media-ip | media-addr-name media-addr-name }, i & SIPAG #:11
AR TP Hodik, GEAK TP Hbdik o200 A4 TP Mk vth 3R H

7. $AT#r4 signalling-ip { signal-ip | signalling-addr -name signal-addr-name }, i & SIPAG
BEOE 4 TP Hidik, {54 IP Hihib 25 A 4 TP bkt rh e Y.

8. #h4T#r4 signalling-port signalling-port-value, & SIPAG % I 115 43 115

s

7.6.2 it & SIP AG AP

1. $#ATAr4 system-view, HEARZHIE

2. AT voice, HEANTEZMIA.
3. AT 4 sipaguser sipaguser-name, 4 SIPAG H F, Ffib A SIPAG H /7 #IE
4. T4 port interface-number, Fit'E SIPAG H F I %5 .
5. $ATM4 mgid mgid, F'E SIPAG H F <BE SIPAG.
6. PATA4 basetelno telno-value, At E SIPAG H 7 () HLIE 515
-8R
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7.6.3 BLE SIP AG #EN IP PBX

Ll

SIP AG # A\ 1P PBX A Wil 5t —F B SIPAG, & 77 B ANAE [R]— A [l XA R
HSIPPBX; H—Fh 23 SIPAG, ‘& 7 Bl k| 48 Sk N B TP PBX.

XM R s AERUE SIP AG Fil TP PBX 2 [H] ) 1P JEE MR 0 R, AR IRC &S 5E A
[A] ). SIP AG FII IP PBX (1] TP JEIH P FBC B AT AEEGE R, 1 M B L A2 9 4 4D Al
I 2 BRI A T T

SIPAG # A IPPBX I, 7F SIPAG T EREEARS % (B IPPBX) [FAHI(E KB,
MiAE IP PBX 2 E PBX H P BIAT . EAARCE v 2 0L “7.3.5 Bd& PBX )7,

WE SIPAG AT R L E

PAT A4 system-view, HEARGHIA .
P AT S voice, HENTESHLE.
AT 4 sipag mgid, #EA SIPAG K.

P AT T4 proxy-address-mode { static | dns-a| dns-srv | dns-naptr }, & ACH RS 2511
IP Ml R By 2

FRBEIR S5 25 07 1P HhuhE SR T 2

o [E N static I, WAZACE T FARHE AR S5 25 1 TP Mk A 15
e [ilHJy DNS-A. DNS-SRV 8t DNS-NAPTR i}, 4000 E = FACH I 25 22 (1384

AT AiT4 primary-proxy-ip primary-proxy-ip-valuel [ primary-proxy-ip-value2 ], At & 3
JHARE R 55 45 TP Mk .

PAT A4 primary-proxy-domain primary-proxy-domain-name, it & 3= FH A CFH AR 45 2 dk
% o

AT Air4 primary-proxy-port primary-proxy-port-value, it & - FH A IR 2% 245 115
AT 4 transfer {tcp |udp | sctp }» BC'E SIPAG ML H ML

P AT 14 home-domain home-domain-value, FtE SIG AG [1JH 81k 4

]

7.6.4 84 SIPAG

M BT IR U 1 SIPAG JEPEAERL. A 3T 1 SIPAG B, 52 E & A7 SIPAG, &
AT N ) R S e oy

1. #ATdr4 system-view, HEA RS
2. T4 voice, HEATEGALA.
3. $UT#4 sipag mgid, A SIPAG #L&.
4. AT reset, HAV SIPAG.
)
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IFIENEF eSS
HE e 7 VoIP 13 &

7.7 BB EER/ 5% IP PBX EE

S ERFAY S TP PBX HL I 20 1L i B SIPIP 4k UL JZ RPNy B b SR Sz . 75 2fE
ERRI4Y S0 TP PBX B4 I THC B .

7.7.1 BLE SIPIP H4#af

AT T4 system-view, HEARGHLE.

AT 4 voice, HENIEELE

P74 trunkgroup name, Bt & I EEN A 4R REAL I o
PATH 4 signalling sip, it & H 4R B 15 428 SIP.
PAT A4 dn-set name, it & P ARBEGRE 05 1 5
AT T4 sip reg-mode value, it & SIP 1 4kvE M 7 2.
AT T4 callin-right name, it & FP 4k R AL R
PATHT4 callout-righ name, it & FH 4k H FOARR

T4 default-caller-telno country-code-value area-code-value value, it & 77 44 B [ 5%
iy DA AR Bk 5

10. #4714 sip signalling-ip { ip-address| signaling-addr-name
signaling-addr-name-value }, Bt & A< 35 4 IP Huhik 8k 5h 445 4 1P Huhi- &2 FK .

=

o *® N S g ok » DN

11. #4774 sip media-ip {ip-address | media-addr-name media-addr-name-value} , it & A iy
AR TP Mk s AR WA TP bk 44 FR

12. #4474 sip signaling-port signalport-value, it B A< i {5 43t 11 .
13. #4724 sip peer static primary-ip-value primary-ip-value, it & X% IP i hk Fl3 1 .
14.

s

f7r4 sSip register-uri register-uri-value, & IS %5 URL.
15. #1114 sip home-domain value, At & X} IP Fh 4k I @ 1k 4 .
25

EEI
4 system-view, FEARGAHLE.

. PUTH4 voice, HEANTEELE.

. $UT74 callroute name, AIEERFIY K H .

. PUT 4 enterprise enterprise-name, it E T IY i A FH 1 3 Y S5 RS0 Al .
centrex centrex-name, it &I HY % £y A T 4 3 L 5 A2 5 RO

. PUATHT4 dn-set dn-set-name, CE FTIY 2 RN FH IR U5 0 46 5 1) B AR

. BT 4 callprefix callprefix-name, fic & 1Y #% th W R85 4 -5 A 1)

R (@) 1 =~ (O] N
y : :
NN
«_(
3
rd
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HE e 7 VoIP & il
(1 ssmm
ER AR At IPPBX T A P 56y 2, fldest T 830 IP PBX kit, X 2 EIZ 45 X IPPBX
TRPHFA.

8. #AT74 condition caller-telno { country-code-value area-code-value caller-telno-value |

disable }, M WY i H 1 FE 04 454

9. #ATM4 condition time-period { period { from begin-date [ from-time ] | to to-date

[to-time] } * | disable}, e & IFY E b 1IN ) 454

10. #4774 trunkgroup trunkgroup-namel [ trunkgroup-name2 [ trunkgroup-name3 |
[ trunkgroup-name4 |1, it B I IY % 1 Sy vh 4R 7

(AR

X E RFLG PR AR A _E & PTEL E SIPIP b 4k %,

s

7.8 BLE SEB IP PBX 588 TDM PBX HEx

ST 4 TDM PBX RS8N 1P PBX K4t , 5 1 P e 54833 JIF /£ TDM PBX
b, 1P PBX b HEHEIE LT TDM PBX | H 7 H 2t ¥, LA F| TDM PBX (1)
2k /b AR TR Y % ph (s BB,

X TDM PBX, T2 5fH RGEH, N5 TDM PBX Lt & 2 IP PBX )4k (5
SR 7t f BB . T2 IHE &8, RATANFAHACE, 7S M N 5T
SRS TR -

Y76 1P PBX _LECE TDM PBX FH e, 1555 “7.3.4 IE P,
7.8.1 Bt & PRA gkt

1. PATA system-view, ARG

2. PATHT4 voice, HEANTEHHLIA .

3. AT A trunkgroup name, BCE JEREAN A LEBEALIE o

4. PATHA signalling sigtype, & ARS8,

5. T4 dn-set name, BlE YRGS E 4R

6. ATHT4 enterprise name, it & HP 4k BELEE A

7. HUATHr 4 callin-right name, it B FH 4k P FRIALFR

8. PATM4 prastandard, FCHE PRA 4k UpishrufE2E
-8R

P 03

7.8.2 it & PRA gk

1. $#ATHAr4 system-view, HEARGHIE
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AT A4 voice, HEANTEEALE.
AT A trunk-praname, FtE JFEEA PRA HH4RALIE
P AT T4 trunk-pralotid/subcardid/portid, Fit'E PRA H 4k i s ) BEAE Lo
11 3508
X E #45% 0 2 IP PBX i£4% TDM PBX #9438 3% 1
PATT4 trunkgroup name, B & PRA R4k T (1 4k B
[RARTT
P )P R BRRP A L @B E PRA P4k BE,

7.8.3 BC & AU &

10.

N o gk LD

AT & sysem-view, A RHHIA.
7
AT A

>

voice, BEANTEEMLE.

% callroute name, Il &P L % 11

PAT A4 enterprise enterprise-name, JiC I IL 2 £ 8 FH 1) 32 04 55 26 e 1T Aol o
AT T4 centrex centrex-name, g E I IH % b N B0 3 U5 40 5E O o

AT T4 dn-set dn-set-name, i I U 5 1 2 P D 2 U S OG0 E 15 B 4R

P AT A4 callprefix callprefix-name, it 2 T 1Y 2 o W PRI B Y -5 A 1 - 7
RARTY:

ZF AR A+ TDM PBX F A F #95

/¢> /¢>

2

AT 4 condition caller-telno { country-code-value area-code-value caller-telno-value |

disable }, e WAL i iy () E Y 5 AF

AT 74 condition time-period { period { from begin-date [ from-time ] | to to-date

[to-time] } * | disable}, HC & IFAY 2% F (1) IR (] 45 4

AT A4 trunkgroup trunkgroup-namel [ trunkgroup-name2 [ trunkgroup-name3 |
[ trunkgroup-name4 |1, it B TIY it S I Hh 4R 7

(1 s5mm
X ABEA PR BEEP A Ed AL B PRA P4k EE,
G

7.8.4 B EI&H fE S5

1.

2

PAT A4 system-view, HEANZRGMIA
AT 4 voice, HENIEFHLE.
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10.

11.

N o o

P AT 4 afterroute-change name, 17 G5 W A8 28, JFRERK i G 5 08 g
Ko SRETHOUT, BAAECE R H 5SS,

AT #T4 enterprise name, it & % Hi J5 5 A% AR ek 55 5 i 1R Al

1714 dn-set dn-set-name, i B 1 i 5 A AR Ol 55 9 1R 5 1 AR

WAT AT centrex centrex-name, M B % HH 5 5 i AR L 5596 %€ 1) Centrex .
AT 4 callprefix callprefix-name, L' 5 H J 55 A8 #e Ml 25 45 3 (1) 77k
L1 g

%3 AP A7+ TDM PBX T A P 445 4.

= F =

P ATr4 condition caller-telno { telno { telno country-code-value area-code-value
long-telno-value | centrex short-telno-value } | disable }, it & 5 B A4 1 5 A48 4 i 3= 04 i)
Jo

AT T4 trunkgroup trunkgroup-name , % M5 5 S AR e B R AR B
(1] s3m8
X R BEAY gk BERP 4 b & FTELE PRA P 4K A,

PUT 4 caller { del-then-insert del-offset del-len insert-telnum | del del-offsetval del-lenval
| insert insert-offset insert-telnum-val | no-change }, Bt & 30 554840 L) .

HUTM 4 called { del-then-insert del-offset del-len insert-telnum | del del-offsetval
del-lenval | insert insert-offset insert-telnum-val | no-change }, it & i 15 i A8 4k K1) o

(R HUT 74 caller property. BT 115 5 stfest Y i1 55 Aty 5
R

79 BLE S ER8/ 47 % IP PBX 5§ PSTN/PLMN E B

S/ 53321 TP PBX 5 PSTN/PLMN H Bk, HAE i 5 TP PBX Fil TDM PBX E I (4 i
SEAAHRNE), ST B2 FE Y SRR s i R e R . MRl E 1SS “7.8 i
B AHE IP PBX 57 TDM PBX H K",

7.10 fic & =451

HMEX
ANV IE T F E VoIP 155 4%, SEELEERA A 23> N B BA R SRR o9 S 2 TR R v
A5, PAIWEEIRSEH .
FH M 1 SR A P 28 IR 208 DA R 0 SERUAA (P AS TR 0, AL RV 2 P 48 HL R AN TR 1) 4
s
o ISEAHT X
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HE e 7 VoIP 13 &
SEA TR I 4 K ] LA I Sk k2%, VoIP B k%%, it Ll SIP ML N =, /b
T POTS 1EHLRIL EALR H TAD ¥R 34T 3, S2I4> VoIP 183 .
BT &I S X 4
IR 0 R B 10 SIP iE ML, YA ADAES POTS iGHIAIEEHL, 1t
I HARER 2 — 4 SIP AG 4%, BE ] LLE A SIP 1 HLCHEI SIP AG RAF My % k45D,
AT DA GE B POTS G LA E AL,
SEEIH R GHT R X 5,
IR XA IEAR AR IEAL SN POTS THHLFIAE E AL, K H TDM PBX ¥ & HEATAC #e,
EAMEOL T, AR ST o0, AR HEEE R4, HEK TDM PBX %%
HB208 % IPPBX F, TDM PBX Al IP PBX 2 [H]fiC & PRA 4k sz (s o
A o3
BRSSO, IRIEAE 43 S FR ST 338 TP PBX Be 4%, JH 7 BB MHE 2 31
IPPBX [, 7337 IP PBX FUREB IP PBX 2 ] & SIPIP Hh 4 s2Hlid 5. Sk, 9 Ah
KA WA H ) PSTN/PLMN H B, SeB o B ST RE .
A7
Ao SR /N, BRIAS B 58 TP PBX 4%, T2 ¥ SIPAG %4, Irf
FH P A E R S TP PBX L, JFld BB TP PBX W AGHEA TN 57kl . 45 AR 2
) SIPAG AN JRy,  HOE ) 4 5 S5 TP PBX HOEK.

AR AL S5 WK 7-3 Fios.
SCRIRRCAS 01 (2011-09-15) R LHFRZEGE RBTE © 248

ey R AT IR
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HE e 7 VoIP 13 &

[&]7-3 VoIP & & e & 25452H W &

~

E1 Ethernet
HiEHER
F=7-3 EREMXIFER
fig & 1 L& FIn iR
B0 1P Huhl NA 2 DAL W J] A 4 9 G T s R A
M3 TP PBX {4 AR ke | 192.168.11.2
125 A i ] 2 5060
SIP Hr 4k A5 2 1 5070
DA IP PBX | 52 /BARM bl | 192.168.11.9
{54 ] = 5060
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HE IR 7 VoIP i 3%
B &N BC&E FIn 6T
SIP H 4k {54 3 1 5070
B SIP AG fE &AM Sl | 192.168.11.1
E405 5060
032 SIP AG | 54/ AR Gl | 192.168.11.5
1EAM S 5060
SRR EEBAHL S | 5662
sy SO P B | 2222
Ferh XS P e | 3333
TDM PBX HI ' 75d | 8
WATHE I <5 | 20000
RIETR
I\ e
ABETRFRANGT Ao T HA0 KB E, B8 T ML LR E.

Pt B s IP PBX
# NEAE

<Qudiway> system-view

A FIGEAR R S bk o

[Qudiway] sysname hgpbx

hgpbx] wvoice

[
[hgpbx-voice] voip-address signalling interface gigabitethernet 0/0/0 192.168.11.2
[

hgpbx-voice] voip-address media interface gigabitethernet 0/0/0 192.168.11.2

# BB SRR, B S5 EE.

hgpbx-voice] pbx

hgpbx-voice-pbx] enterprise huawei

[
[
[hgpbx-voice-pbx-enterprise-huaweil
[hgpbx-voice-pbx-enterprise-huaweil
[

hgpbx-voice-pbx-enterprise-huawei] quit

#ICLE SIP R4 o

hgpbx-voice] pbx

[
[
[
[

hgpbx-voice-pbx-sipserver]

hgpbx-voice-pbx-sipserver]

hgpbx-voice-pbx] sipserver

dn-set local

centrex company

signalling-ip 192.168.11.2
signalling-port 5060
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hgpbx-voice-pbx-sipserver
hgpbx-voice-pbx-sipserver

[ ]
[ ]
[hgpbx-voice-pbx-sipserver]
[hgpbx-voice-pbx-sipserver]
[ ]

hgpbx-voice-pbx-sipserver] quit

# BCEAMA BT

hgpbx-voice-pbx]
hgpbx-voice-pbx-callprefix-5662
hgpbx-voice-pbx-callprefix-5662
hgpbx-voice-pbx-callprefix-5662

[
[
[
[
[hgpbx-voice-pbx-callprefix-5662
[hgpbx-voice-pbx-callprefix-5662
[hgpbx-voice-pbx-callprefix-5662
[hgpbx-voice-pbx-callprefix-5662
[

hgpbx-voice-pbx-callprefix-5662

# BB S 1 7E

hgpbx-voice-pbx]
hgpbx-voice-pbx-callprefix-3333
hgpbx-voice-pbx-callprefix-3333
hgpbx-voice-pbx-callprefix-3333

[
[
[
[
[hgpbx-voice-pbx-callprefix-3333
[hgpbx-voice-pbx-callprefix-3333
[hgpbx-voice-pbx-callprefix-3333
[hgpbx-voice-pbx-callprefix-3333
[

hgpbx-voice-pbx-callprefix-3333
# BT ST 7

hgpbx-voice-pbx]
hgpbx-voice-pbx-callprefix-2222
hgpbx-voice-pbx-callprefix-2222
hgpbx-voice-pbx-callprefix-2222
hgpbx-voice-pbx-callprefix-2222

[
[
[
[
[
[hgpbx-voice-pbx-callprefix-2222
[hgpbx-voice-pbx-callprefix-2222
[hgpbx-voice-pbx-callprefix-2222
[hgpbx-voice-pbx-callprefix-2222
[

hgpbx-voice-pbx-callprefix-2222

reset

callprefix 5662

1
1
1
1
1
1
1
1

callprefix 3333

1
1
1
1
1
1
1
1

callprefix 2222

1
1
1
1
1
1
1
1
1

media-ip 192.168.11.2
register-uri company.com

home-domain company.com

enterprise company

dn-set local

prefix 5662

centrex company

call-type category 0 attribute 3
maximum-length 8

minimum-length 4

quit

enterprise company

dn-set local

prefix 3333

centrex company

call-type category 0 attribute 3
maximum-length 8

minimum-length 4

quit

enterprise company

dn-set local

prefix 2222

centrex company

call-type category 0 attribute 3
maximum-length 15

minimum-length 1
destination-location inter-office

quit

# W& )54 TDM PBX FHI )55

hgpbx-voice-pbx] callprefix 8
hgpbx-voice-pbx-callprefix-8
hgpbx-voice-pbx-callprefix-8
hgpbx-voice-pbx-callprefix-8

hgpbx-voice-pbx-callprefix-8

hgpbx-voice-pbx-callprefix-8
hgpbx-voice-pbx-callprefix-8

[
[
[
[
[
[
[
[
[hgpbx-voice-pbx-callprefix-8
[

]
]
]
]
hgpbx-voice-pbx-callprefix-8]
]
]
]
]

hgpbx-voice-pbx-callprefix-8

enterprise company

dn-set local

prefix 8

centrex company

call-type category 0 attribute 3
maximum-length 20

minimum-length 1
destination-location inter-office

quit

# EEAMEH P (PSTN/PLMN) [ 5
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[hgpbx-voice-pbx] callprefix 20000
[hagpbx-voice-pbx-callprefix-20000]
[hapbx-voice-pbx-callprefix-20000]
[hapbx-voice-pbx-callprefix-20000]
[hagpbx-voice-pbx-callprefix-20000]
[hapbx-voice-pbx-callprefix-20000]
[hagpbx-voice-pbx-callprefix-20000]
[hapbx-voice-pbx-callprefix-20000]
[hapbx-voice-pbx-callprefix-20000]
[

hgpbx-voice-pbx-callprefix-20000]

enterprise company

dn-set local

prefix 20000

centrex company

call-type category 0 attribute 3
maximum-length 20

minimum-length 5
destination-location inter-office

quit

# WCE PBX M (BRARRAES T8I, Adl A s sl SC ).

hgpbx-voice]

hgpbx-voice-pbxuser-56620001]
hgpbx-voice-pbxuser-56620001]
hgpbx-voice-pbxuser-56620001]

hgpbx-voice] dialno 56620001
hgpbx-voice-dialno-56620001]
hgpbx-voice-dialno-56620001]
hgpbx-voice-dialno-56620001]
hgpbx-voice-dialno-56620001]
hgpbx-voice-dialno-56620001]
hgpbx-voice-dialno-56620001]

hgpbx-voicel]

hgpbx-voice-pbxuser-56620002]
hgpbx-voice-pbxuser-56620002]
hgpbx-voice-pbxuser-56620002]

[

[

[

[

[

[

[

[

[

[

[

[

[

[

[

[hgpbx-voice] dialno 56620002
[hgpbx-voice-dialno-56620002]
[hgpbx-voice-dialno-56620002]
[hgpbx-voice-dialno-56620002]
[hgpbx-voice-dialno-56620002]
[hgpbx-voice-dialno-56620002]
[hgpbx-voice-dialno-56620002]
[hgpbx-voicel

[

[

[

[

[

[

[

[

[

[

[

[

[

[

[

[

[

[

[

[

hgpbx-voice-pbxuser-56620003]
hgpbx-voice-pbxuser-56620003]

dialno 56620003
hgpbx-voice-dialno-56620003]
hgpbx-voice-dialno-56620003]
hgpbx-voice-dialno-56620003]
hgpbx-voice-dialno-56620003]
hgpbx-voice-dialno-56620003]
hgpbx-voice-dialno-56620003]

hgpbx-voicel]

hgpbx-voice]

hgpbx-voice-pbxuser-56620004]
hgpbx-voice-pbxuser-56620004]

dialno 56620004
hgpbx-voice-dialno-56620004]
hgpbx-voice-dialno-56620004]
hgpbx-voice-dialno-56620004]
hgpbx-voice-dialno-56620004]
hgpbx-voice-dialno-56620004]

hgpbx-voice]

pbxuser 56620001

pbxuser 56620002

pbxuser 56620003
hgpbx-voice-pbxuser-56620003]

pbxuser 56620004
hgpbx-voice-pbxuser-56620004]

type sipue 56620001
enterprise company

quit

pbxuser 56620001
telno 86 25 56620001
dn-set local
callout-right 2
callin-right 2

quit

type sipue 56620002
enterprise company

quit

pbxuser 56620002
telno 86 25 56620002
dn-set local
callout-right 2
callin-right 2

quit

type sipue 56620003
enterprise company

quit

pbxuser 56620003
telno 86 25 56620003
dn-set local
callout-right 2
callin-right 2

quit

type sipue 56620004
enterprise company

quit

pbxuser 56620004
telno 86 25 56620004
dn-set local
callout-right 2
callin-right 2
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hgpbx-voice-dialno-56620004]
pbxuser 33330001
hgpbx-voice-pbxuser-33330001]

hgpbx-voice]

hgpbx-voice-pbxuser-33330001]
hgpbx-voice-pbxuser-33330001]
hgpbx-voice] dialno 33330001
hgpbx-voice-dialno-33330001]
hgpbx-voice-dialno-33330001]
hgpbx-voice-dialno-33330001]
hgpbx-voice-dialno-33330001]
hgpbx-voice-dialno-33330001]
hgpbx-voice-dialno-33330001]
pbxuser 33330002
hgpbx-voice-pbxuser-33330002]

hgpbx-voice]

hgpbx-voice-pbxuser-33330002]
hgpbx-voice-pbxuser-33330002]
hgpbx-voice] dialno 33330002
hgpbx-voice-dialno-33330002]
hgpbx-voice-dialno-33330002]
hgpbx-voice-dialno-33330002]
hgpbx-voice-dialno-33330002]
hgpbx-voice-dialno-33330002]

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[hagpbx-voice-dialno-33330002]

quit

type sipue 33330001
enterprise company

quit

pbxuser 33330001
telno 86 25 33330001
dn-set local
callout-right 2
callin-right 2

quit

type sipue 33330002
enterprise company

quit

pbxuser 33330002
telno 86 25 33330002
dn-set local
callout-right 2
callin-right 2

quit

# EOE 204 X 2 IP PBX ) SIP HHgk#t.

hgpbx-voice]
hgpbx-voice-trunkgroup-sipip
hgpbx-voice-trunkgroup-sipip
hgpbx-voice-trunkgroup-sipip
hgpbx-voice-trunkgroup-sipip
hgpbx-voice-trunkgroup-sipip
hgpbx-voice-trunkgroup-sipip
hgpbx-voice-trunkgroup-sipip
hgpbx-voice-trunkgroup-sipip
hgpbx-voice-trunkgroup-sipip
hgpbx-voice-trunkgroup-sipip
hgpbx-voice-trunkgroup-sipip
hgpbx-voice-trunkgroup-sipip
hgpbx-voice-trunkgroup-sipip

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

hgpbx-voice-trunkgroup-sipip

trunkgroup sipip

signalling sip
enterprise company
dn-set local
callin-right 3
callout-right 3
sip reg-mode 0
sip mgc-type 0

signalling-ip 192.168.11.2
signalling-port 5070

media-ip 192.168.11.2

peer static 192.168.11.9 5070

register-uri company.com

sip
sip
sip
sip
sip

sip home-domain company.com

]
]
]
]
]
]
]
]
]
]
]
]
]
]

quit

# T E 2 A 4332 TP PBX IR NY % (1 o

callroute 2222
hgpbx-voice-callroute-2222]

[hgpbx-voice]

hgpbx-voice-callroute-2222
hgpbx-voice-callroute-2222
hgpbx-voice-callroute-2222
hgpbx-voice-callroute-2222
hgpbx-voice-callroute-2222
hgpbx-voice-callroute-2222

[
[
[
[
[
[
[
[hgpbx-voice-callroute-2222
[

1
1
1
1
1
1
1
1

hgpbx-voice-callroute-2222

enterprise company

dn-set local

centrex -

callprefix 2222

condition time-period disable
condition time-repeat disable
condition caller-telno disable
trunkgroup sipip

quit

# FE 2] PSTN/PLMN [ 4k,
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[hgpbx-voice] trunkgroup pral
[hgpbx-voice-trunkgroup-prall
[hgpbx-voice-trunkgroup-prall]
[hgpbx-voice-trunkgroup-prall
[hgpbx-voice-trunkgroup-prall
[

hgpbx-voice-trunkgroup-prall

# Wit 'E F) PSTN/PLMN )4k,

hgpbx-voice] trunk-pra pral

signalling dssl-user
enterprise company
dn-set local

pra standard Q931
quit

hgpbx-voice-trunk-pra-pral] port vel 1/0/0

[
[
[hgpbx-voice-trunk-pra-pral] trunkgroup pral
[

hgpbx-voice-trunk-pra-pral] quit

# FCE 3 PSTN/PLMN [FIHFENY % (1 .

[hgpbx-voice] callroute 20000
[hgpbx-voice-callroute-20000]
[hgpbx-voice-callroute-20000]
[hgpbx-voice-callroute-20000]
[hgpbx-voice-callroute-20000]
[hgpbx-voice-callroute-20000]
[hgpbx-voice-callroute-20000]
[hgpbx-voice-callroute-20000]
[hgpbx-voice-callroute-20000]
[h

gpbx-voice-callroute-20000]

enterprise company

dn-set local

centrex -

callprefix 20000

condition time-period disable
condition time-repeat disable

condition caller-telno disable

trunkgroup pral

quit

# fic & % PSTN/PLMN % i J5 5 i A8 e

hgpbx-voice] afterroute-change pral

hgpbx-voice-afterroute-change-pral
hgpbx-voice-afterroute-change-pral
hgpbx-voice-afterroute-change-pral

hgpbx-voice-afterroute-change-pral

[
[
[
[
[
[hgpbx-voice-afterroute-change-pral
[hgpbx-voice-afterroute-change-pral
[hgpbx-voice-afterroute-change-pral
[hgpbx-voice-afterroute-change-pral
[hgpbx-voice-afterroute-change-pral
[h

gpbx-voice-afterroute-change-pral

# IUE %] TDM PBX [ 4kt .

[hgpbx-voice] trunkgroup pra2
[hgpbx-voice-trunkgroup-pra2]
[hgpbx-voice-trunkgroup-pra2]
[hgpbx-voice-trunkgroup-pra2]
[hgpbx-voice-trunkgroup-pra2]
[hgpbx-voice-trunkgroup-pra2]

# BCE 2 TDM PBX 4k,

hgpbx-voice] trunk-pra pra2

enterprise company
dn-set local
centrex -
callprefix 20000

trunkgroup pral
caller no-change
caller property 1
called del 8 5

1
1
1
1
1
1
1
1
1
] quit

signalling dssl-user
enterprise company
dn-set local

pra standard Q931
quit

condition caller-telno disable

hgpbx-voice-trunk-pra-pra2] port vel 2/0/0

[
[
[hgpbx-voice-trunk-pra-pra2] trunkgroup pra2
[

hgpbx-voice-trunk-pra-pra2] quit

# I'E 3] TDM PBX [HIFNY B (o
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hgpbx-voice] callroute 8

hgpbx-voice-callroute-8] enterprise company
hgpbx-voice-callroute-8] dn-set local
hgpbx-voice-callroute-8] centrex -
hgpbx-voice-callroute-8] callprefix 8
hgpbx-voice-callroute-8] condition time-period disable
hgpbx-voice-callroute-8] condition time-repeat disable
hgpbx-voice-callroute-8] condition caller-telno disable
hgpbx-voice-callroute-8] trunkgroup pra2

[
[
[
[
[
[
[
[
[
[

hgpbx-voice-callroute-8] quit
# TCE 3 TDM PBX (1% t J5 5 158 4 .

hgpbx-voice] afterroute-change pra2
hgpbx-voice-afterroute-change-pra2] enterprise company
hgpbx-voice-afterroute-change-pra2] dn-set local
hgpbx-voice-afterroute-change-pra2] centrex -
hgpbx-voice-afterroute-change-pra2] callprefix 8

condition caller-telno disable
hgpbx-voice-afterroute-change-pra2] trunkgroup pra2
hgpbx-voice-afterroute-change-pra2] caller no-change
hgpbx-voice-afterroute-change-pra2] caller property 1

called del 8 1
quit

[
[
[
[
[
[hgpbx-voice-afterroute-change-pra2
[
[
[
[hgpbx-voice-afterroute-change-pra2
[

1
1
1
1
1
1
1
1
1
1

hgpbx-voice-afterroute-change-pra?2

2. BCE S SIP AG
# BCE TP Hohlih,

<Quidway> system-view

[Quidway] sysname hgag

[hgag] interface gigabitethernet 0/0/1
[hgag-GigabitEthernet0/0/1] ip address 192.168.11.1
[hgag-GigabitEthernet0/0/1] quit

# OB H T BAARRE 2A8 TR TP Huhbit

[hgag] voice
[hgag-voice] voip-address signalling interface gigabitethernet 0/0/1 192.168.11.1
[hgag-voice] voip-address media interface gigabitethernet 0/0/1 192.168.11.1

# ME SIPAG B: 1535,

hgag-voice] sipag
hgag-voice-sipag-1] signalling-ip 192.168.11.1
hgag-voice-sipag-1] media-ip 192.168.11.1
hgag-voice-sipag-1] signalling-port 5060
hgag-voice-sipag-1] primary-proxy-ip 192.168.11.2
hgag-voice-sipag-1] primary-proxy-port 5060

hgag-voice-sipag-1

[ 1

[ ]

[ ]

[ ]
[hgag-voice-sipag-1] transfer udp
[ ]

[ ]

[ ] home-domain company.com
[ ]

hgag-voice-sipag-1] quit

# JilE SIPAG JH .

[hgag-voice] sipaguser 56620003
[hgag-voice-sipaguser-56620003] port 3/0/1
[hgag-voice-sipaguser-56620003] mgid 1
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hgag-voice-sipaguser-56620003] base-telno 56620003
hgag-voice-sipaguser-56620003] quit
hgag-voice] sipaguser 56620004

hgag-voice-sipaguser-56620004] mgid 1

[

[

[

[hgag-voice-sipaguser-56620004] port 3/0/2
[ ]
[hgag-voice-sipaguser-56620004] base-telno 56620004
[ ]

hgag-voice-sipaguser-56620004] quit

# S A7 SIPAG.

[hgag-voice] sipag 1

[hgag-voice-sipag-1] reset

Are you sure to reset MG interface? (y/n) [nl: y
[hgag-voice-sipag-1]

Reset MG interface succeeds!
3. ML E B 2
# MBS TAD.

TERMINAL> enable

TERMINAL# configure terminal

TERMINAL# ipaddress static 192.168.12.2 255.255.254.0
TERMINAL# sip server 0 address 192.168.11.2

TERMINAL# sip user 1 id 56620001

TERMINAL# write

# FCE R SIP 15 HL

JIL SIP 1ML L F B C & SIP tEALAT 565, A IP Muhk. SIP R4S #s stk
(192.168.11.2), HAKMEL & 2 W, SIP TEHLIK = 5 SCAY o

4. Wi oA 52 TP PBX
# MBS A TP bl A AR TP Hohl,

<Qudiway> system-view

[Qudiway] sysname brpbx

[brpbx] voice

[brpbx-voice] voip-address signalling interface gigabitethernet 0/0/1 192.168.11.9
[brpbx-voice] voip-address media interface gigabitethernet 0/0/1 192.168.11.9

# BB S ERAM. B 5 EE,
brpbx-voice] pbx
brpbx-voice-pbx] enterprise company

[

[

[brpbx-voice-pbx-enterprise-company] dn-set local
[brpbx-voice-pbx-enterprise-company] centrex company
[

brpbx-voice-pbx-enterprise-company] quit
# L SIP JIR%5 %% .

brpbx-voice] pbx

brpbx-voice-pbx] sipserver

brpbx-voice-pbx-sipserver] signalling-ip 192.168.11.9
signalling-port 5060
media-ip 192.168.11.9

register-uri company.com

brpbx-voice-pbx-sipserver

[
[
[
[brpbx-voice-pbx-sipserver
[
[brpbx-voice-pbx-sipserver
[

1
1
1
1

brpbx-voice-pbx-sipserver] home-domain company.com
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[brpbx-voice-pbx-sipserver]

[brpbx-voice-pbx-sipserver]

# BCEAMA BT

quit

brpbx-voice-pbx]
brpbx-voice-pbx-callprefix-2222
brpbx-voice-pbx-callprefix-2222
brpbx-voice-pbx-callprefix-2222

[
[
[
[
[brpbx-voice-pbx-callprefix-2222
[brpbx-voice-pbx-callprefix-2222
[brpbx-voice-pbx-callprefix-2222
[brpbx-voice-pbx-callprefix-2222
[

brpbx-voice-pbx-callprefix-2222
# ICE S B

[brpbx-voice-pbx]
[brpbx-voice-pbx-callprefix-5662
[brpbx-voice-pbx-callprefix-5662
[brpbx-voice-pbx-callprefix-5662
[brpbx-voice-pbx-callprefix-5662
[brpbx-voice-pbx-callprefix-5662
[brpbx-voice-pbx-callprefix-5662
[brpbx-voice-pbx-callprefix-5662
[brpbx-voice-pbx-callprefix-5662
[

brpbx-voice-pbx-callprefix-5662
# BCEED DS 7.

[brpbx-voice-pbx]
[brpbx-voice-pbx-callprefix-3333
[brpbx-voice-pbx-callprefix-3333
[brpbx-voice-pbx-callprefix-3333
[brpbx-voice-pbx-callprefix-3333
[brpbx-voice-pbx-callprefix-3333
[brpbx-voice-pbx-callprefix-3333
[brpbx-voice-pbx-callprefix-3333
[brpbx-voice-pbx-callprefix-3333
[

brpbx-voice-pbx-callprefix-3333

reset

callprefix 2222

1
1
1
1
1
1
1
1

callprefix 5662

1
1
1
1
1
1
1
1
1

callprefix 3333

1
1
1
1
1
1
1
1
1

enterprise company

dn-set local

prefix 2222

centrex -

call-type category 0 attribute 3
maximum-length 8

minimum-length 4

quit

enterprise company

dn-set local

prefix 5662

centrex -

call-type category 0 attribute 3
maximum-length 15

minimum-length 1
destination-location inter-office

quit

enterprise company

dn-set local

prefix 5662

centrex -

call-type category 0 attribute 3
maximum-length 15

minimum-length 1
destination-location inter-office

quit

# B M3 TDM PBX R H (175t

brpbx-voice-pbx] callprefix 8
brpbx-voice-pbx-callprefix-8
brpbx-voice-pbx-callprefix-8
brpbx-voice-pbx-callprefix-8

brpbx-voice-pbx-callprefix-8

brpbx-voice-pbx-callprefix-8
brpbx-voice-pbx-callprefix-8

brpbx-voice-pbx-callprefix-8

[
[ ]
[ ]
[ ]
[ ]
[brpbx-voice-pbx-callprefix-8]
[ ]
[ ]
[ ]
[ ]

brpbx-voice-pbx-callprefix-8
# BCE B SNEH e

[brpbx-voice-pbx]

enterprise company

dn-set local

prefix 8

centrex company

call-type category 0 attribute 3
maximum-length 20

minimum-length 1
destination-location inter-office

quit

callprefix 20000

[brpbx-voice-pbx-callprefix-20000] enterprise company
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[brpbx-voice-pbx-callprefix-20000]
[brpbx-voice-pbx-callprefix-20000]
[brpbx-voice-pbx-callprefix-20000]
[brpbx-voice-pbx-callprefix-20000]
[brpbx-voice-pbx-callprefix-20000]
[brpbx-voice-pbx-callprefix-20000]
[brpbx-voice-pbx-callprefix-20000]
[

brpbx-voice-pbx-callprefix-20000]

dn-set local

prefix 20000

centrex -

call-type category 0 attribute 3
maximum-length 20

minimum-length 5
destination-location inter-office

quit

# MCE PBX H 7 (AR A. H7 B %4

[brpbx-voice] pbxuser 22220001
[brpbx-voice-pbxuser-22220001]
[brpbx-voice-pbxuser-22220001]
[brpbx-voice-pbxuser-22220001]
[ ] dialno 22220001
[brpbx-voice-dialno-22220001]
[brpbx-voice-dialno-22220001]
[brpbx-voice-dialno-22220001]
[brpbx-voice-dialno-22220001]
[brpbx-voice-dialno-22220001]
[brpbx-voice-dialno-22220001]
[ ] pbxuser 22220002
[brpbx-voice-pbxuser-22220002]
[brpbx-voice-pbxuser-22220002]
[brpbx-voice-pbxuser-22220002]
[ ] dialno 22220002
[brpbx-voice-dialno-22220002]
[brpbx-voice-dialno-22220002]
[brpbx-voice-dialno-22220002]
[brpbx-voice-dialno-22220002]
[brpbx-voice-dialno-22220002]
[brpbx-voice-dialno-22220002]

B4 2

N H

# MCE

brpbx-voice] trunkgroup sipip
brpbx-voice-trunkgroup-sipip
brpbx-voice-trunkgroup-sipip
brpbx-voice-trunkgroup-sipip
brpbx-voice-trunkgroup-sipip
brpbx-voice-trunkgroup-sipip
brpbx-voice-trunkgroup-sipip
brpbx-voice-trunkgroup-sipip
brpbx-voice-trunkgroup-sipip
brpbx-voice-trunkgroup-sipip
brpbx-voice-trunkgroup-sipip
brpbx-voice-trunkgroup-sipip
brpbx-voice-trunkgroup-sipip

[
[ 1
[ 1
[ 1
[ 1
[ 1
[ 1
[ 1
[ 1
[ 1
[ 1
[ 1
[ 1
[ 1

brpbx-voice-trunkgroup-sipip
# T 2 RGH IP PBX R %

brpbx-voice] callroute 5662

brpbx-voice-callroute-5662] e
brpbx-voice-callroute-5662]

[
[
[
[

brpbx-voice-callroute-5662] c

type port 2/0/2
enterprise company

quit

pbxuser 22220001
telno 86 755 22220001
dn-set local
callout-right 2
callin-right 2

quit

type port 2/0/3
enterprise company

quit

pbxuser 22220002
telno 86 755 22220002
dn-set local
callout-right 2
callin-right 2

quit

1 TP PBX [ SIPIP 4% ¥,

signalling sip
enterprise company
dn-set local
callin-right 3
callout-right 3
sip reg-mode 0

mgc-type 0

signalling-ip 192.168.11.9
signalling-port 5070

media-ip 192.168.11.9

peer static 192.168.11.2 5070

register-uri company.com

sip
sip
sip
sip
sip
sip

sip home-domain company.com

Hio

nterprise company

dn-set local

entrex -
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brpbx-voice-callroute-5662]
brpbx-voice-callroute-5662]
brpbx-voice-callroute-5662]
brpbx-voice-callroute-5662]
brpbx-voice-callroute-5662]
brpbx-voice-callroute-5662]
brpbx-voice] callroute 3333
brpbx-voice-callroute-3333
brpbx-voice-callroute-3333
brpbx-voice-callroute-3333

brpbx-voice-callroute-3333

brpbx-voice-callroute-3333
brpbx-voice-callroute-3333

brpbx-voice-callroute-3333

[
[
[
[
[
[
[
[ ]
[ ]
[ ]
[ ]
[brpbx-voice-callroute-3333]
[ ]
[ ]
[ ]
[ ]

brpbx-voice-callroute-3333
[brpbx-voice] callroute 8
brpbx-voice-callroute-8]
brpbx-voice-callroute-8]
brpbx-voice-callroute-8]

brpbx-voice-callroute-8]

callprefix 5662

condition time-period disable
condition time-repeat disable
condition caller-telno disable
trunkgroup sipip

quit

enterprise company

dn-set local

centrex -

callprefix 3333

condition time-period disable
condition time-repeat disable
condition caller-telno disable
trunkgroup sipip

quit

enterprise company
dn-

centrex company

set local

callprefix 8

brpbx-voice-callroute-8]

brpbx-voice-callroute-8]

condition time-period disable
condition time-repeat disable

condition caller-telno disable

[
[
[
[
[brpbx-voice-callroute-8]
[
[
[brpbx-voice-callroute-8]
[

brpbx-voice-callroute-8] quit

trunkgroup sipip

# F0E A P PBX I8 H G S48 #e

brpbx-voice] afterroute-change sipip
brpbx-voice-afterroute-change-sipip
brpbx-voice-afterroute-change-sipip
brpbx-voice-afterroute-change-sipip

brpbx-voice-afterroute-change-sipip

brpbx-voice-afterroute-change-sipip
brpbx-voice-afterroute-change-sipip
brpbx-voice-afterroute-change-sipip

[
[
[
[
[
[brpbx-voice-afterroute-change-sipip
[
[
[
[brpbx-voice-afterroute-change-sipip
[

1
1
1
1
1
1
1
1
1
1

brpbx-voice-afterroute-change-sipip
# L E F) PSTN/PLMN [ 4k

brpbx-voice] trunkgroup pra

brpbx-voice-trunkgroup-pral

enterprise company

dn-set local

centrex -

callprefix 8

condition caller-telno disable
trunkgroup sipip

caller no-change

caller property 1

called del 8 1

quit

signalling dssl-user

brpbx-voice-trunkgroup-pra
brpbx-voice-trunkgroup-pra
brpbx-voice-trunkgroup-pra

[
[
[ 1
[ 1
[ 1
[ 1

brpbx-voice-trunkgroup-pra

enterprise company
dn-set local

pra standard Q931
quit

# M B %] PSTN/PLMN [ 4k,

brpbx-voice] trunk-pra pra

[
[
[brpbx-voice-trunk-pra-pral
[

brpbx-voice-trunk-pra-pral quit

brpbx-voice-trunk-pra-pral] port vel 1/0/0

trunkgroup pra
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# BCE 2 PSTN/PLMN [FI0F0Y 2% i

brpbx-voice] callroute 20000

brpbx-voice-callroute-20000] enterprise company
brpbx-voice-callroute-20000] dn-set local
brpbx-voice-callroute-20000] centrex company
brpbx-voice-callroute-20000] callprefix 20000
brpbx-voice-callroute-20000] condition time-period disable
brpbx-voice-callroute-20000] condition time-repeat disable
brpbx-voice-callroute-20000] condition caller-telno disable
brpbx-voice-callroute-20000] trunkgroup pra

[
[
[
[
[
[
[
[
[
[

brpbx-voice-callroute-20000] quit
# WLE S| PSTN/PLMN (16 1h 5 5 i A 4

brpbx-voice] afterroute-change pral
brpbx-voice-afterroute-change-pral] enterprise company
brpbx-voice-afterroute-change-pral] dn-set local
centrex -
callprefix 20000

condition caller-telno disable

brpbx-voice-afterroute-change-pral
brpbx-voice-afterroute-change-pral
brpbx-voice-afterroute-change-pral] trunkgroup pral
brpbx-voice-afterroute-change-pral] caller no-change
brpbx-voice-afterroute-change-pral] caller property 1

called del 8 5
quit

[
[
[
[
[
[brpbx-voice-afterroute-change-pral
[
[
[
[brpbx-voice-afterroute-change-pral
[

1
1
1
1
1
1
1
1
1
1

brpbx-voice-afterroute-change-pral
5. BB A 73 32 28 i
# BCE AT S R TAD.

TERMINAL> enable

TERMINAL# configure terminal

TERMINAL# ipaddress static 192.168.13.2 255.255.254.0
TERMINAL# sip server 0 address 192.168.11.9

TERMINAL# sip user 1 id 22220003

TERMINAL# write

# L E AT S SIP 1AL

JIL SIP 1ML L F B C & SIP tEALAT 560, A IP Muhk. SIP R4S a3ttt
(192.168.11.9), HAKML & 2 W, SIP TEHLIK = i SCAY o

6. BLESH 5321 SIP AG
# CE P Huhlth .

<Qudiway> system-view

[Qudiway] sysname brag

[brag] interface gigabitethernet 0/0/1
[brag-GigabitEthernet0/0/1] ip address 192.168.11.5
[brag-GigabitEthernet0/0/1] quit

# HCE I TRARRME AT I 1P bk

[brag] voice
[brag-voice] voip-address signalling interface gigabitethernet 0/0/1 192.168.11.5
[brag-voice] voip-address media interface gigabitethernet 0/0/1 192.168.11.5
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# BCE SIPAG #1055,

brag-voice] sipag 1

signalling-ip 192.168.11.5
media-ip 192.168.11.5
signalling-port 5060

brag-voice-sipag-1
brag-voice-sipag-1
brag-voice-sipag-1
transfer udp
brag-voice-sipag-1] primary-proxy-ip 192.168.11.2
brag-voice-sipag-1] primary-proxy-port 5060

home-domain huawei.com

[
[
[
[
[brag-voice-sipag-1
[
[
[brag-voice-sipag-1
[

brag-voice-sipag-1] quit

# Jit'E SIPAG H /7.

brag-voice] sipaguser 33330005
brag-voice-sipaguser-33330005] port 3/0/1
brag-voice-sipaguser-33330005] mgid 1
brag-voice-sipaguser-33330005] base-telno 33330001
brag-voice-sipaguser-33330005] quit

brag-voice] sipaguser 33330006
brag-voice-sipaguser-33330006] port 3/0/2

brag-voice-sipaguser-33330006] mgid 1

[
[
[
[
[
[
[
[ ]

[brag-voice-sipaguser-33330006] base-telno 33330002
[ ]

brag-voice-sipaguser-33330006] quit

# 547 SIPAG.

[brag-voice] sipag 1

[brag-voice-sipag-1] reset

Are you sure to reset MG interface? (y/n) [n]: y
[brag-voice-sipag-1]

Reset MG interface succeeds!

7. BB AR U S I 2
# HCE A5 S ) TAD,

TERMINAL> enable

TERMINAL# configure terminal

TERMINAL# ipaddress static 192.168.14.2 255.255.254.0
TERMINAL# sip server 0 address 192.168.11.2

TERMINAL# sip user 1 id 33330001

TERMINAL# write

# OB A 37 S SIP G AL

T SIP UEHL b iR S SIP TEALA 515 AXH IP Huhl . SIP AR 45 4% itk
(192.168.11.2), HAKMEL & Z: WL SIP 1ML = 5 SCAY o

-

it & 315
e ¥ IP PBX JiC® i

#
sysname hgpbx
#
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voice

voip-address signalling interface GigabitEthernet 0/0/0 192.168.11.2
voip-address media interface GigabitEthernet 0/0/0 192.168.11.2
#
pbx
#
enterprise company

dn-set local

centrex company
#
callprefix 8

enterprise company

dn-set local

centrex company

prefix 8

call-type category 0 attribute 3
maximum-length 20

minimum-length 1
destination-location inter-office
#

callprefix 2222

enterprise company

dn-set local

centrex company

prefix 2222

call-type category 0 attribute 3
maximum-length 15

minimum-length 1
destination-location inter-office
#

callprefix 3333

enterprise company

dn-set local

centrex company

prefix 3333

call-type category 0 attribute 3
maximum-length 8

minimum-length 4

#

callprefix 5662

enterprise company

dn-set local

centrex company

prefix 5662

call-type category 0 attribute 3
maximum-length 8

minimum-length 4

#

callprefix 20000

enterprise company

dn-set local

centrex company

prefix 20000

call-type category 0 attribute 3

maximum-length 20
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minimum-length 5
destination-location inter-office
#

sipserver
signalling-ip 192.168.11.2
signalling-port 5060
media-ip 192.168.11.2
register-uri company.com
home-domain company.com
#

pbxuser 56620001

type sipue 56620001
enterprise company

#

pbxuser 56620002

type sipue 56620002
enterprise company

#

pbxuser 56620003

type sipue 56620003
enterprise company

#

pbxuser 56620004

type sipue 56620004
enterprise company

#

dialno 56620001
pbxuser 56620001
telno 86 25 56620001
dn-set local
callout-right 2
callin-right 2

#

dialno 56620002
pbxuser 56620002
telno 86 25 56620002
dn-set local
callout-right 2
callin-right 2

#

dialno 56620003
pbxuser 56620003
telno 86 25 56620003
dn-set local
callout-right 2
callin-right 2

#

dialno 56620004
pbxuser 56620004
telno 86 25 56620004
dn-set local
callout-right 2
callin-right 2

#
pbxuser 33330001
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type sipue 33330001
enterprise company

#

dialno 33330001

pbxuser 33330001

telno 86 25 33330001
dn-set local
callout-right 2
callin-right 2

#

pbxuser 33330002

type sipue 33330002
enterprise company

#

dialno 33330002

pbxuser 33330002

telno 86 25 33330002
dn-set local
callout-right 2
callin-right 2

#

trunkgroup pral
signalling dssl-user
enterprise company
dn-set local

pra standard Q931

#

trunkgroup pra2
signalling dssl-user
enterprise company
dn-set local

pra standard Q931

#

trunkgroup sipip
signalling sip
enterprise company
dn-set local
callin-right 3
callout-right 3

sip reg-mode 0

sip mgc-type 0

sip signalling-ip 192.168.11.2
sip signalling-port 5070
sip media-ip 192.168.11.2
sip peer static 192.168.11.9 5070
sip register-uri company.com
sip home-domain company.com
#

trunk-pra pral

port vel 1/0/0
trunkgroup pral

#
trunk-pra pra2
port vel 2/0/0

SCRYARA 01 (2011-09-15) N EHTREEE RBITf © 264
ARG BR A A



IFIENEF eSS
5 e 7 VoIP 13 &

trunkgroup pra2

#

callroute 8

enterprise company

dn-set local

centrex -

condition time-period disable
condition time-repeat disable
condition caller-telno disable
trunkgroup pra2

#

callroute 20000

enterprise company

dn-set local

centrex -

condition time-period disable
condition time-repeat disable
condition caller-telno disable
trunkgroup pral

#

afterroute-change pral
enterprise company

dn-set local

centrex -

callprefix 20000

condition caller-telno disable
trunkgroup pral

caller no-change

caller property 1

called del 8 5

#

afterroute-change pra2
enterprise company

dn-set local

centrex -

callprefix 8

condition caller-telno disable
trunkgroup pral

caller no-change

caller property 1

called del 8 1

#

interface Vlanif2

description To_NewRegion

ip address 192.168.12.1 255.255.255.0
#

interface GigabitEthernet0/0/0
description To_New&TransRegion
ip address 192.168.11.2 255.255.255.252
#

interface GigabitEthernet0/0/1
description To_ BranchAG

ip address 192.168.11.6 255.255.255.252
#

interface GigabitEthernet0/0/2

SCRYARA 01 (2011-09-15) N EHTREEE RBITf © 265
ARG BR A A



IFIENEF eSS
5 e 7 VoIP 13 &

description To_ BranchPBX

ip address 192.168.11.10 255.255.255.252

#

interface ethernet 2/0/1

port link-type access

port default vlan 2

#

ip route-static 192.168.10.0 255.255.255.0 192.168.11.1
ip route-static 192.168.13.0 255.255.255.0 192.168.11.9
ip route-static 192.168.14.0 255.255.255.0 192.168.11.5

Return
o /i3 TP PBX WL S
#

sysname brpbx

#
voice

voip-address signalling interface GigabitEthernet 0/0/1 192.168.11.9
voip-address media interface GigabitEthernet 0/0/1 192.168.11.9
#
pbx

#

enterprise company

dn-set local

centrex company

#

callprefix 8

enterprise company

dn-set local

centrex company

prefix 8

call-type category 0 attribute 3
maximum-length 20

minimum-length 1
destination-location inter-office
#

callprefix 2222

enterprise company

dn-set local

centrex company

prefix 2222

call-type category 0 attribute 3
maximum-length 15
minimum-length 1
destination-location inter-office
#

callprefix 3333

enterprise company

dn-set local

centrex company

prefix 3333

call-type category 0 attribute 3
maximum-length 8

minimum-length 4

#

callprefix 5662
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enterprise company
dn-set local

centrex company

prefix 5662

call-type category 0 attribute 3
maximum-length 8
minimum-length 4

#

callprefix 20000
enterprise company
dn-set local

centrex company

prefix 20000

call-type category 0 attribute 3
maximum-length 20
minimum-length 5
destination-location inter-office
#

sipserver

signalling-ip 192.168.11.9
signalling-port 5060
media-ip 192.168.11.9
register-uri company.com
home-domain company.com
#

pbxuser 22220001

type port 2/0/2
enterprise company

#

pbxuser 22220002

type port 2/0/3
enterprise company

#

pbxuser 22220003

type sipue 22220003
enterprise company

#

dialno 22220001

pbxuser 22220001

telno 86 755 22220001
dn-set local
callout-right 2
callin-right 2

#

dialno 22220002

pbxuser 22220002

telno 86 755 22220002
dn-set local
callout-right 2
callin-right 2

#

dialno 22220003

pbxuser 22220003

telno 86 755 22220003

dn-set local
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callout-right 2

callin-right 2

#

trunkgroup pra

signalling dssl-user
enterprise company

dn-set local

pra standard Q931

#

trunkgroup sipip

signalling sip

enterprise company

dn-set local

callin-right 3

callout-right 3

sip reg-mode 0

sip mgc-type 0

signalling-ip 192.168.11.9
sip signalling-port 5070

sip media-ip 192.168.11.9

sip peer static 192.168.11.2 5070
sip register-uri company.com
sip home-domain company.com
#

trunk-pra pra

port vel 1/0/0

trunkgroup pra

#

callroute 8

enterprise company

dn-set local

centrex -

condition time-period disable
condition time-repeat disable
condition caller-telno disable
trunkgroup sipip

#

callroute 3333

enterprise company

dn-set local

centrex -

condition time-period disable
condition time-repeat disable
condition caller-telno disable
trunkgroup sipip
#
callroute 5662

enterprise company

dn-set local

centrex -

condition time-period disable
condition time-repeat disable
condition caller-telno disable
trunkgroup sipip

#
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callroute 20000

enterprise company

dn-set local

centrex -

condition time-period disable
condition time-repeat disable
condition caller-telno disable
trunkgroup pral

#

afterroute-change pral
enterprise company

dn-set local

centrex -

callprefix 20000

condition caller-telno disable
trunkgroup pral

caller no-change

caller property 1

called del 8 5

#

afterroute-change sipip
enterprise company

dn-set local

centrex -

callprefix 8

condition caller-telno disable
trunkgroup sipip

caller no-change

caller property 1

called del 8 1

#

interface Vlanif2

description To_ BranchLAN

ip address 192.168.13.1 255.255
#

interface GigabitEthernet0/0/1
description To_ Headquarter

ip address 192.168.11.9 255.255
#

interface ethernet 2/0/1
port link-type access
port default vlan 2

#

ip route-static 192.168.11.2 255.
ip route-static 192.168.12.0 255.
ip route-static 192.168.14.0 255.

#

Return

o ¥ SIPAG it E i
#

sysname hgag
#

voice

.255

.255

255
255
255

.0

.252

.255
.255
.255

.252 192.168.11.10
.0 192.168.11.10
.0 192.168.11.10

voip-address signalling interface GigabitEthernet 0/0/1 192.168.11.1

voip-address media interface GigabitEthernet 0/0/1 192.168.11.1
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#
sipag 1

signalling-ip 192.168.11.1
signalling-port 5060

media-ip 1.1.1.1
primary-proxy-ip 192.168.11.2
primary-proxy-port 5060
home-domain company.com

#

sipaguser 56620003

port 3/0/1

base-telno 56620003

mgid 1

#

sipaguser 56620004

port 3/0/2

base-telno 56620004

mgid 1

#

interface GigabitEthernet0/0/1
ip address 192.168.11.1 255.255.255.0
#

Return

o Arhs/r3 SIP AG fil & S

#

sysname brag
#
voice

voip-address signalling interface GigabitEthernet 0/0/1 192.168.1.5
voip-address media interface GigabitEthernet 0/0/1 192.168.1.5
#

sipag 1

signalling-ip 192.168.1.5
signalling-port 5060

media-ip 1.1.1.1

primary-proxy-ip 192.168.1.2
primary-proxy-port 5060

home-domain company.com

#

sipaguser 33330001

port 3/0/1

base-telno 33330001

mgid 1

#

sipaguser 33330002

port 3/0/2

base-telno 33330002

mgid 1

#

interface GigabitEthernet0/0/1

ip address 192.168.1.5 255.255.255.0

#
ip route-static 192.168.11.2 255.255.255.252 192.168.11.6
#
Return
SCRYFRAS 01 (2011-09-15) HEREARREFE BT © 270

R AT IR A A



el DX A ft e g 5
BiE Sl 8 Mz g

8 ) 4% &= T8

8.1 iz

8.1.1 eSight f&i /Y

eSight [N T & A& HE A THI ) A b 99 5 BEAE R8T — AT i) £l el DX RN 43 57 9 28 45 31 2R
45, SEOUHASME B YR . Mg F G E DL R R REIE Sl . eSight N6 SRS
IT&IP, DI =W &E &R, R RIGITRCTE 4, e ESTEA
(2 RE 5 HE R G At I mt

FEAE A I A BEl DX A 5B 8 7 e vb, HEFEAT R eSight N FHSF & S M4 187 7 . eSight
ANALET DLSEEAT T~ P 254 h 8428715 sS A B YR i W 48, I8 mT DASEES T WLAN Fl IPSec %%
bS5 I &

8.1.2 BLEMRA

#8-1 eSight BLErF=FmFARRA

gt =8 e
o 25 fI 25 4 eSight V200R001C00

AZCX“+
R
T =

£ T eSight 4 2 EAB BTG, UAKBEE, MEEHE, MATE, HEFEEAK
DR RIS T, THAF eSight & bR L A SASFa BN B, KFE P 2 2444
eSight £k 5% 28 3 f. 7 & 69 RN 8 5.

SCRYARA 01 (2011-09-15) N EHTREEE RBITf © 271
ARG BR A A



IE PSS

HE e 8 MILREHL
8.2 WLAN M\l & &18
8.2.1 GIEFEE AC

1. FEESCHAPIEPE “WLE N > WLAN BB
2. FEACMU AU kR “ BHRE R > ACT

3. fEAMIE D, il “QUd” , A8 Bl ACT B Pl kg, e E O
HPE AC BLFE, Wi “HE” . B AC WA

4. 18 “Hr AC” HWH, B “UE” , AC BT,

5. b SRE AC EASH.

6. fE “HEIAAM” G “UEPET , PSRN, ik C“ae” .
7. BUE “APNUET A7 M “H R B

E8-1 BLE AC HASH

O S D &R
APLATEA 7 O |
HEZA: |ESS v

LLD 35t

B APIAIEF XK B A “TRIAIE”, AP ¥ G 3h L&,
B APAIEFRIZEH “MAC” XK “SN” B, AP EREF I EAAPLE. BELAZAP. £9
2 % 9 3 AP #) MAC 3, SN. JERIZAR AP 1 AP #H47_ LK A9,

R KA A ESS B, AP AR ERE 69 ESS ARARIR B 69 F] P AR RAE KAL) P 4035
R EFIH AP B, AP VLG ik B9 H P AR L AR XS L ) P 3R,

Y

822 it E AP i3
1. FEFRpik e “MLSNH > WLAN 87
2. AELAN FATR R “ BITEEL > ACT , AEATINE B TR Bt B AC [ “ 4487 .
3. fEAEMIE M hksE “WLAN B > AP 37
4. Fsh “IEE” , RS R AP BUIAH OGS L

SCRYARA 01 (2011-09-15) N EHTREEE RBITf © 272
ARG BR A A



IE PSS

B IRE 8 M4 B
[&]8-2 BLE AP 5
WLANETE - APEL - fIER RO 7]
« ID: 1024 |
= R |ap-ren;|i|:|n2 |
< AR iR E
AE: |a|:|-regi|:|n2 |
WE | LF ]
A SR B S U R .
o BN N AP IATIRART ST, AP [AME S AL, ARG T A AP
e — N, RN RENZFE AP AR AN, R B, kT
DLANEE— MR R A 5 T 13X 5 AP, XM I AP AT EL AL, A4
SR DA e K R IE TR AR R,
o AT BN K AP Z M AT LR, iR A LSRR, RN R
IETH AR ELR A Dk B et KR IE TR 50%.
o EAEANIN: HNK AP Z MDA LI LR, iR AL S TR, RN R
LI g/ AT DAR B H e KRS TR 1 25%.
5. il “HE” . Hri AP BESIR T RN,
(L] ssem
T E T, S AP BEGAE £ KK,
%TEH&@, 549 AP 3R3% B A ZKIA AP K.
—-G5R
8.2.3 B E1RHR
TR AP B SR . A1 ESS B RIX LR 5 AP JEATYRE, TERUN AP
Al 45 TiL
B E AP 18R
1. EERRPIER “MWBENH > WLAN 27 .
2. {ELEM EHIR IR R “CRUETE > ACY , EAMME D P dxt N AC ) “4F87 .
3. FEZCME TR LR “BICE L > AP BIAR” .
4, ®il “Ald” , EFRHAE PR E AP BRI SEL.
SCRARRCAS 01 (2011-09-15) R LA RS B BRI © 273

R EARATIR 2 7]



IE PSS
MBI 8 LA R

&8-3 BLE AP &R

HIEEE = APEE - flE FEED 4

= 5 H: |a|:|-|:|r|:|ﬁle-1 |
MTU: 1500 |
AEaiEs: | Bass V]

AEEHRSBEIP: [10.138.78.44 |

WiE L]

5. M “Hfie” . i AP BURAEY R IR,
(1 ssem
TR 57 AP AR A AR £ Ak,

s

B & 5 $TAR R
1. fEESE kR M4 > WLAN 57 .
20 FEAON SR RS “RIREEE > ACY , AT H b B . AC [ “4AFRT .
3. TEZEMIE R ik “BE B > SRR .
4. il COIER” BN BB GBI (A C S L

[E8-4 ECESGTHIARIR

EEEE - SEE - A =8 |1
= A5 |ra|:|i|:|-|:|rn:uﬁle-1 |
SR 802.11bg &
EEAE: B3 V]
EZE{H(Mbps): 54 [+
EEEEES: | g% ¥
hEEEES: | g% V]

WiE Wifi

5. Fuli “Hfe” , SBTRSEIERAR /e SRR P B

SCRYFRAS 01 (2011-09-15) HEREARREFE BT © 274
R HEARAT B W



IE PSS

HWETE 8 MILREHL
(1 s5mm
Th o BEAA G Kk
s
f & ESS &R

1. fEFRHAIEd: “MA N > WLAN 87 .

2. ELAN SRR RS “BITEHL > ACT , AR TR B Y AC [ “44FK7 .
3. FEZCAU UM ke “RRE B > ESS B .

4. i “QIE” , ERUHE R REE ESS BRI SHL

[&]8-5 ECE ESS &%

HIREE > ESSHEIR -

. FEEER

e T

* S5ID:
AP_RiRE:

s« - Tekar AT T8] (449 )
HP#EEEEL:
4 TAIFEE
TAEMNEST,

TS

TR

- fllER 5B ||
| ess-profile-1 | bzl | &
| wekas | SSIDRSAE: E V]
& B -&xmPg: 32 |
E | IGMP{ER: ] [~
EHERE v

® WPALTRHEZES! O WPAXIHZEZHH O WEPHEZSH
O wpaz 8021 O WEPHRIFEL

ASCII Bl usK(ffgmmed)2e® :  thip ]
|'I'I'i'll | ﬁu}ﬁﬁi%%ﬁ : LI L L LR R
wWis HiH

5. Ml “HE” . B ESS BURAESIR T WoR.

(1 ssmm

TH & T, 5ECESS B A AR X A,

s

824 FLE AP L%

AP 2 — AR T

SCRYARA 01 (2011-09-15) N EHTREEE RBITf © 275

R AT IR A A



IE PSS
A TR 8 LA R

o MRIE AP OEHLLANIN, W% AP T LLE B L2k,

o UIRBHBELANM AP, H AP FAUEEA N “ANUE”, 5iE AP 1) MAC B SN 7
CWE “E45” b, W% AP v LLAZRINIE 4.

o IR AP WEAMNFET AL AP FKH, HHEDUFBEEE “ANUIE” BT,
MiZ% AP WAATAE T ARINIE AP 432 . al i@ A R IAGE AP 412 AP 4%
77 IS0 AP 34
BB APHZR

1. fEESEsdigst “MMN ] > WLAN FEL”

2. FEZEMN IR R IE B “ FIREHE > ACY , EAMIAE D rp st N AC 1“4 .

3. FEZEMEI S LR “WLAN & HL > AP A&7

4. Bl “algd” , ERRHE PR AP AL RIS .

E8-6 FiE AP H&HE

WLANEHE > APOEE = flF FERD |1

MAC: |5C-4C-AQ-01-60-86 |

S |AB21024176 |
= 1§

5. il “WE” . B AP 4 TESIE R,
e

BB AP
1. EEZRRRIER WM > WLAN &H” .
FEAAMI AR e “ RPEEHL > ACY , AEATIN B 1 R Bk i B AC [ “ 447K o
LEAEMIE SHUR hikFe “WLAN BB > AP”
i CRIER” BRI E IR E AP MRS HL

Ll

SCRYARA 01 (2011-09-15) N EHTREEE RBITf © 276
ARG BR A A



IE PSS
A TR 8 ML HE

[&]8-7 B34ki&fn AP

WLANETE = AP = flEk FhEh (7]
- 7 | | s | |
SN: | | mac | |
R | | R WAGD1 [~
FoetindE: D SEE iR D
APt O iEE APTEAT O iEE
HmiEE ob 81
= = EETh
[ H\mip HEE IT{HEE FES Sl . o Hx
i = X 2 iE )
EHIETR
ESSHR4E: o $IE K EEE
O s essE@s® = sso ESSEE
EHIER
WE ¥ ]

Ll AP I CIERE” $2HL, LEFE AP TS K.

FLly AP BEIR [ LB HRHL O AP 4BE AP AR
Bty IR B “HRE” &AL, A AP RE TR .
Hil “ESS B [ “9BE” 1L, T AP 4B5E ESS B,
ek T SERMGRE AP IBIEE

s

o ® N & O

TIARIZIL AP

FEESCRPIESE “MS N > WLAN &2 .

FEAAN PR k£ “ BRI > AC” , fEA I g H b i xf B AC 1) “4FR”7 .
FEZEM FHUR LR “WLAN BB > KEBLAP” .

i “RL7, FRRETH AP R

WRA RIFRUG AP, #ihi “ LLERIINT ©

S N

SCRYARA 01 (2011-09-15) N EHTREEE RBITf © 277
ARG BR A A



IE PSS
A TR

8 ML

E8-8 HyihAKIFAL AP
WLANETE > RERAP

SN
IPHiE:

S AR o FEEmERLL

O] yai 01| SN

-y

8.2.5 54 WLAN A%

TE WLAN I EE 2

MAC:

2ER:

MAC IPHL B
EHIER

1. fEESEBiEs “MMN T > WLAN FEL”
2. (EAMP AW IR “BEEE > MG E” , AN E D FaT LUE S WLAN 1)

MRS B B

o JUMEEGEHE (BT 24 /N

FEHD

-

o UL (AC HifE. Fit AP B3, Fit AP 4%, Rogue AP %1, SSID W%, 7r&k

STA 250
e Top5 HJ"#:\ Fit AP
® Top5 M)A\ SSID

e Top5 5%

s

SCRYFRAS 01 (2011-09-15) N EHTREEE RBITf ©
ARG BR A A

278



IE PSS
A TR 8 LA R

E8-9 &FH WLAN B EEE

@E&ﬁﬁﬁ{ﬂﬁ 24400)
o0

a0
60
P&

40

20

oo———-——r—-"00—""-N—--———— O e e e e e G-
10 11 12 13 14 15 16 17 18 19 20 21 22 23 D 1 2 3 4

HiE(0:00-23:00)

- BRI
ACHE: 2 Fit APSEL: 5 Fit APTELEZY: 2
Rogue AP 15 SSIDSH: 5 TEHRSTASSEL 1]
> Top 5 APEHA Ft AP > Top 5 AP#¥A SSID
2% EMACER E:t EAACER 2]

HHIER HHIER

BHEEACIEE
1. LSRR hikde “PN > WLAN 458

2. LA SR IR “RIEEEL > ACY , EAMINE DR LU BT AC MBS

E8-10 &EH AC BIEEE
WLANESE - SiESE - AC =5 B

& - = 3

ke XKW L RS

) i
O geas B P 2% ‘wéﬁﬁ ng 13
O] e wses03 10.137.135.170 WS6603 MAC ESS 4
O] (DT VASPAC-WLAN  10.137.135.168 VASP SN ESS %
3. A AC AR, WTUEETRE AC MTEH(E .
SCRYFRAS 01 (2011-09-15) HEREARREFE BT © 279

R EARATIR 2 7]



IE PSS
A TR 8 LA R

Eg-11 &F ACiFMER

> H P EE B (R 2400)

4 ACEX{ZR

B W5GE03 IPHibE: 10.137.135.170
HERL: WS6603 APUAT AT MAC
Frmaei: ESS T TEE
EREO-EHn:

4 APIZR

APS#: 3 APTEEEET: 0

e P4 0 F PEIER: 96

. B{ER

et o 1 ERLABLETE: ap-reqion-o
- TOPS HE

HEEA HELE HER wWiAH P HERE 4=
EHIER

BEEAPEE
1. FETEHksE “MN ] > WLAN &7

2. FEAANE SR IR R IR EL > Fit AP” , (EA NS R T LUE BIITH AP M
2

H/&ho

SCRYARA 01 (2011-09-15) N EHTREEE RBITf © 280
ARG BR A A



IE PSS
MBI

8 ML

E8-12 &H AP HIEER

WLANEE - HEEE - FAtAP #EED |4
zh ] e 8 O

= IV E—
mE [ B
fw P
E EE AE o o] EAACER BiER Wb &

(Ees  apl WABD3DN VASPAC-WLAN ap-region-0

(WDELE  ap-0 WAB335M VASPAC-WLAN ap-region-0

E ap-2 WASD3IDN Waee03 ap-region-0

mes ap-1 WAB33I5N WSEB603 ap-region-0

EeE ap-0 WABD3DN WEee03 ap-region-0

3. A AP AR, ATLLAFRRE AP MIF41E E.
SCRARRA 01 (2011-09-15) HREAAFREREE BT © 281

HEIHARAT LA T



IE PSS
A TR 8 LA R

E8-13 &EFE AP iFHER

WLANEE - WEEE = Ft AP = APER kR #Eh |7
4 APISA

Eotis ap-1 Alla:

SH: AB21024176 MAC: SC4C-A9-01-60-86
TR e Vi AB030DNM

FERIRTE: SriEE R

APi: ap-reqgion-0 IPHiE: 192.169.152.9
APHERE ap-profile-0

4 SEERHERE

HBD comp  THRs SESE S0 E‘E§¥% ARXER
0 radio-1 = 20MHz 11 g

4 SEEMESSEE
HBID ESSEHEE SSID ESSHEH

1] huawei-1 wd2513-1 x|

+ TOPS B

aEEA HEER HnER wWAHF 3 3 e 55 12
iRHIER

4 HEEKPI wE

&TFE STA E8
1. FETEHhksE “MN ] > WLAN &7
2. AELENF SRR PR SR “ RSB > STA” , EAMKE R LLESRI T STA 15 5.

SCRYARA 01 (2011-09-15) N EHTREEE RBITf © 282
ARG BR A A



IE PSS
A TR 8 LA R

E8-14 &EF STA B2

WLANEE = EEEE = S5TA FERY |4

BNACETH: ] eeEm - E 3

i P

MAC EAACEE APEER AMEA HE|ID Ss5ID
00-20-82-8F-EA-CS  WASPAC-WLAN  ap-1 WEPHE=25R 0 wa42513-1
"

BEESSID R
1. FEESCHAPIEPE “WLE N > WLAN BB
2. FEZEMR AU k£ “ BRI L > SSID” , #E A4 WA & Rl LLR BT A SSID 5 B

E8-15 EEH SSID 52

WLANSE - BiESE - SSID FERY |4
SSIDEH: |:| 1B M ACEH: BE
SsID EAACER Fit APErE VAPE & STARE
hl WVWSEE03 1 1 0
wd2513 ViySeol3 1 1 1]
wd2513-0 VASPACAVLAN 1 1 1
wd2513-1 VASPACAVLAN 1 1 1]
R
& E Rogue AP 52
Rogue AP RIAEVE AP, JERIBBUMATCL M S, s B IR0 &4 B A
Ao AR AP A DL SR VAR AL 28V 0], 38 TG 2R i A8 AN SV IR T A i e N

PRV AP, N7 Jl X 25 B YR T IR 2% o
1. ZETEmrpEfE “MgMNVH > WLAN &8

2. FEZEP IR IR R “ HYRETEE > Rogue AP” , ZEA I o AT LA 2T Rogue
AP 5 8. HB 5 SR

e BSSID: FF¥E AP [ MAC Hhukik,

SCRYARA 01 (2011-09-15) N EHTREEE RBITf © 283
ARG BR A A



IE PSS
A TR 8 LA R

o (HIE: M RZIE TEEAER LS o UAE [ R 2N T, AR
RURCE M5 e 2 /DR S MG, DB e TAH T .
® RSSI: (Received Signal Strength Indicator) ZU(E 5L TR7N.

[E8-16 &% Rogue AP {582

WLANETE > HiEEF > Rogue AP Ry [
BSSID: | #hecEm ] ==
s AE
D BSSID 5%  RSSI(dbm) Z2REAPEEK EAACEHK

0 28-6E-D4-31-95-00 3 -0.01 ap-1 VASPAC-WLAN
1 28-6E-D4-27-0D-E1 6 0.01 ap-1 VASPAC-WLAN
2 28-6E-D4-27-0D-E2 £ -0.01 ap-1 VASPAC-WLAN
3 28-6E-D4-2B-23-60 £ 0.01 ap-1 VASPAC-WLAN
4 28-8E-D4-27-0D-60 6 0.01 ap-1 VASPAC-WLAN
5 28-6E-D4-27-0D-E0 £ -0.01 ap-1 VASPAC-WLAN
6 02-04-18-03-00-80 £ 0.01 ap-1 VASPAC-WLAN
7 28-6E-D4-31-05-0F 6 0.01 ap-1 VASPAC-WLAN
8 S5C-4C-A9-00-67-E0 £ -0.01 ap-1 VASPAC-WLAN
§ 5C-4C-A9-00-67-EF 6 0.01 ap-1 VASPAC-WLAN
10 02-04-18-03-01-00 £ -0.01 ap-1 VASPAC-WLAN
11 28-6E-D4-31-93-F0 3 -0.01 ap-1 VASPAC-WLAN
12 28-6E-D4-31-93-FF 6 0.01 ap-1 VASPAC-WLAN
13 28-6E-D4-2B-23-6F £ -0.01 ap-1 VASPAC-WLAN
14 28-6E-D4-31-A2-41 11 0.01 ap-1 VASPAC-WLAN
G5 R
8.3 IPSec I 55 & &

eSight SCFFA] IPSec VPN (I B, LA [l 0 4IRS . AR 4R an s B (B
BYE . M.

SCRYARA 01 (2011-09-15) N EHTREEE RBITf © 284
ARG BR A A



I AR5
B frr 3 g
8.3.1 #iE M £& 13,

FH AT UG — X451 TPSec VPN VST SR 4 # . 5 BE IPSec VPN ML, 752858
AN, SREARIEE BT R, AW R B

1. AEESEHIEsE “WE VT > IPSec VPN LSS HL”
TEHAAE b, o “Hrd” .

ESHE Crh, B IR RR” R SR .
fEMTTHIR s “ald” , wEEMT, HBd i .
1

L

8.3.2 ZIM M £&13 IPSec VPN I %

I QI M 282 e, 5 2R e EIRIBEIE S KL R 1] eSight, {81 eSight X B&IE Ik
HEEBEAT M

1. EECHpERE “WLN ] >IPSec VPN ML HE”

2. FEAMISRM PIERE “IPSec Vpn BWYREFFE > RIZIASHE” , (oA IS O o “ gk
AR, 3N IPSec VPN MbZ5 11 4 £ 35

3. il “FE”, ik B IPSec VPN f%iE [F] 2 £ eSight.
-

8.3.3 & F IPSec VPN A & +RIp 54

R HE eSight AT B PSSR KI 0 S 45 R BRAE, R LAFESH $M BT JE s 1 2 iy W) 4 31 775 o
PALINE S YW S RN RS

1. fEESEpsERE “WLNH >IPSec VPN ML &5 21 ”

2. FELMISAIM PIEFE “IPSec Vpn HYRE L > PIZIREHE” , LEA I 10 s “ g%
AT, HBE IPSec VPN NP5 11 94 £ 35

3. 1F “BEia#i4h” ik P& IPSec VPN LS IME B .
b bR I o) B 1 VRS .
o S{FRINIEM.
o IR AIEM.
45K

8.3.4 &FF IPSec VPN W &Iz %S
%f IPSec VPN M &5-3E4T 484 I, FHE e OEHHLIBITRE.
1. fEFSREmrpikee “MgN A >1PSec VPN VLSS E Y

SCRYARA 01 (2011-09-15) N EHTREEE RBITf © 285
ARG BR A A



IE PSS
A TR 8 ML HE

2. FELMSRIM LR “IPSec Vpn WYRE B > PIZRIET L7, ZEA I 1 s “Pgs
AR, 3N IPSec VPN NP5 1 94 25 35

3. (A My “[F27 , Hig L IPSec VPN F%iA [F] 24 2 eSight.
4. fE “FEIEYIR” PEH CBREIRES” BIMEH.

SCRYARA 01 (2011-09-15) N EHTREEE RBITf © 286

R EARATIR 2 7]



	目  录
	1 园区网概述
	1.1 园区网定义
	1.2 园区网架构
	1.2.1 园区网设计总体原则
	1.2.2 园区逻辑组网架构
	1.2.3 园区物理组网架构

	1.3 园区网部署的主要关注点
	1.3.1 园区互联
	1.3.2 园区无线接入
	1.3.3 网络虚拟化
	1.3.4 NAC系统
	1.3.5 VoIP语音&UC
	1.3.6 可靠性
	1.3.7 服务质量
	1.3.8 分支接入
	1.3.9 远程接入
	1.3.10 访问公网
	1.3.11 网络管理

	1.4 产品配套关系

	2 园区基础网络部署
	2.1 概述
	2.1.1 园区基础网络部署简介
	2.1.2 配套版本
	2.1.3 部署思路

	2.2 配置堆叠/集群
	2.3 配置管理IP地址
	2.4 配置接口和VLAN
	2.4.1 配置Eth-Trunk接口
	2.4.2 接入交换机下行接口配置
	2.4.3 接入交换机上行接口配置
	2.4.4 汇聚/核心交换机接口配置

	2.5 配置路由
	2.5.1 配置OSPF基本功能
	2.5.2 （可选）配置NSSA区域
	2.5.3 （可选）配置IGP FC

	2.6 配置DHCP
	2.6.1 接入交换机上配置DHCP Snooping
	2.6.2 汇聚交换机上配置DHCP Relay
	2.6.3 汇聚交换机上配置DHCP Server（全局地址池）
	2.6.4 汇聚交换机上配置DHCP Server（接口地址池）

	2.7 配置QoS
	2.7.1 接入交换机上配置重标记
	2.7.2 汇聚层交换机上配置QoS调度

	2.8 配置可靠性
	2.8.1 可靠性概述
	2.8.2 配置IP FRR

	2.9 配置举例

	3 园区无线接入部署
	3.1 概述
	3.1.1 WLAN简介
	3.1.2 WLAN基本架构
	3.1.3 企业WLAN组网方案
	3.1.4 典型组网
	3.1.5 配套版本
	3.1.6 部署思路

	3.2 配置网络互通
	3.3 配置AP发现AC
	3.3.1 概述
	3.3.2 配置AP通过DHCP Option43发现AC
	3.3.3 配置AP通过DHCP Option15和DNS解析发现AC

	3.4 配置AC（独立AC方式）
	3.4.1 配置AC基本功能
	3.4.2 在AC上管理AP
	3.4.3 配置WLAN射频
	3.4.4 配置ESS
	3.4.5 配置VAP并下发到AP

	3.5 配置AC（集成AC方式）
	3.5.1 配置AC基本功能
	3.5.2 在AC上管理AP
	3.5.3 配置WLAN射频
	3.5.4 配置ESS
	3.5.5 配置VAP并下发到AP

	3.6 配置终端
	3.7 配置举例
	3.7.1 独立AC配置举例
	3.7.2 集成AC配置举例


	4 分支和远程接入部署
	4.1 概述
	4.1.1 分支和远程接入简介
	4.1.2 部署思路

	4.2 部署分支通过WAN专网接入
	4.3 部署分支通过运营商L3VPN接入
	4.3.1 配置CE与PE相连的接口和IP地址
	4.3.2 配置CE的IGP
	4.3.3 配置CE和PE间的路由交互

	4.4 部署分支通过公网GRE over IPSec隧道接入
	4.4.1 配置出口路由器接口的IP地址
	4.4.2 配置GRE隧道
	4.4.3 配置静态路由
	4.4.4 配置IPSec

	4.5 部署合作伙伴通过公网GRE over IPSec隧道接入
	4.6 部署出差员工通过L2TP over IPSec隧道接入
	4.6.1 配置出口路由器接口的IP地址
	4.6.2 配置出口路由器的LNS功能
	4.6.3 配置到L2TP用户网段的静态路由
	4.6.4 配置出口路由器的IPSec功能
	4.6.5 员工终端配置

	4.7 部署出差员工通过SSL VPN接入
	4.7.1 配置虚拟网关
	4.7.2 配置用户认证
	4.7.3 配置端口转发
	4.7.4 配置策略

	4.8 部署外部Internet客户访问DMZ区
	4.9 配置举例
	4.9.1 部署分支通过运营商L3VPN接入
	4.9.2 部署分支通过公网GRE over IPSec隧道接入
	4.9.3 部署出差员工通过L2TP over IPSec隧道接入
	4.9.4 部署出差员工通过SSL VPN接入


	5 虚拟园区网部署
	5.1 概述
	5.1.1 虚拟园区网简介
	5.1.2 典型组网
	5.1.3 配套版本
	5.1.4 部署思路

	5.2 配置堆叠/集群系统
	5.2.1 配置iStack系统
	5.2.2 配置CSS系统

	5.3 配置MPLS L3VPN
	5.3.1 配置IP地址和IGP
	5.3.2 使能MPLS基本能力
	5.3.3 （可选）配置MPLS TE隧道
	5.3.4 配置VPN实例
	5.3.5 在接口上绑定VPN实例
	5.3.6 在PE之间建立MP-IBGP对等体
	5.3.7 配置PE和CE/MCE之间的路由交互

	5.4 配置MCE
	5.4.1 配置VPN实例
	5.4.2 在接口上绑定VPN实例
	5.4.3 配置PE和MCE之间的路由交互
	5.4.4 配置MCE和CE之间的路由交互

	5.5 配置举例

	6 NAC系统部署
	6.1 概述
	6.1.1 NAC系统简介
	6.1.2 典型组网
	6.1.3 配套版本
	6.1.4 部署思路

	6.2 配置业务网关
	6.2.1 配置AAA功能
	6.2.2 配置Portal认证
	6.2.3 配置802.1x认证

	6.3 配置TSM服务器
	6.3.1 配置普通账号
	6.3.2 配置按OU方式同步AD域账号信息
	6.3.3 配置Portal认证控制
	6.3.4 配置802.1x认证控制

	6.4 配置TSM Agent
	6.5 配置举例
	6.5.1 部署基于802.1x认证的NAC系统
	6.5.2 部署基于Portal认证的NAC系统


	7 VoIP语音部署
	7.1 概述
	7.1.1 企业语音业务简介
	7.1.2 典型组网
	7.1.3 配套版本

	7.2 配置网络互通
	7.3 配置总部/分布式分支的IP PBX
	7.3.1 配置信令IP地址和媒体IP地址
	7.3.2 配置号码归属的企业、群、号首集
	7.3.3 配置SIP服务器
	7.3.4 配置字冠
	7.3.5 配置PBX用户

	7.4 配置SIP话机接入IP PBX
	7.5 配置POTS话机/FAX通过IAD接入IP PBX
	7.6 配置POTS话机/FAX通过SIP AG接入IP PBX
	7.6.1 配置SIP AG接口
	7.6.2 配置SIP AG用户
	7.6.3 配置SIP AG接入IP PBX
	7.6.4 复位SIPAG

	7.7 配置总部/分支IP PBX互联
	7.7.1 配置SIPIP中继群
	7.7.2 配置呼叫路由

	7.8 配置总部IP PBX与原有TDM PBX互联
	7.8.1 配置PRA中继群
	7.8.2 配置PRA中继
	7.8.3 配置呼叫路由
	7.8.4 配置路由后号码变换

	7.9 配置总部/分支IP PBX与PSTN/PLMN互联
	7.10 配置举例

	8 网络管理
	8.1 概述
	8.1.1 eSight简介
	8.1.2 配套版本

	8.2 WLAN业务管理
	8.2.1 创建并配置AC
	8.2.2 配置AP域
	8.2.3 配置模板
	8.2.4 配置AP上线
	8.2.5 监控WLAN业务

	8.3 IPSec业务管理
	8.3.1 新建网络域
	8.3.2 发现网络域IPSec VPN业务
	8.3.3 查看IPSec VPN业务拓扑结构
	8.3.4 查看IPSec VPN业务运行状态



