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About This Document

Intended Audience

1 Overview describes the functions, service features, and networking of the eSpace 6805,
eSpace 6810, eSpace 6830, eSpace 6850, and eSpace 6870;

2 Configuration and Loading Files describes how to configure an IP phone;

3 Configuring and Upgrading IP Phones in Batches describes how to configure and upgrade
IP phones in batches;

4 Troubleshooting describes the troubleshooting of the eSpace 6805, eSpace 6810, eSpace
6830, eSpace 6850, and eSpace 6870.

This document is intended for:

®  Technical support engineers
®  Maintenance engineers

Change History

Updates between document issues are cumulative. Therefore, the latest document issue
contains all updates made in previous issues.
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1 Overview

The IP phone product adopts the digitalized transmission technology in packets based on the
IP technology. The basic principle is as follows:

1.1 Principle Introduction

Compress and code voice data according to the voice compression algorithm.
Pack the voice data based on a certain protocol such as the IP protocol.
Send the data packets to the recipient through the IP network.

Decode and decompress the voice packets after collecting the voice packets to restore the
voice packets to the original voice signals.

In this way, voice data is transmitted through the IP network. The IP phone system converts
the analog signals of a common phone into IP packets that can be transmitted through the
Internet, and also converts the received IP packets to analog electric signals for voices.

1.2 Functions

In terms of the orientation, eSpace 6870 and eSpace 6850 are high-end-oriented products,
eSpace 6805, eSpace 6810,eSpace 6830 is a low-end-oriented product. eSpace 6805, eSpace
6810,eSpace 6830, eSpace 6850, and eSpace 6870 are a series of products.

In terms of the functions, eSpace-series IP phones use the advanced digital signal processing
(DSP) technology with the help of the automatic gain and comfort noise generation (CNG)
technologies. Therefore, eSpace series provides voice of high quality, which is as good as the
voice provided by the traditional public switched telephone network (PSTN).

Codec Function

eSpace 6805, eSpace 6810, eSpace 6830, eSpace 6850, and eSpace 6870 support
G.723.1,G.729AB,G.711 A-law/u-law,G.726,G.722 and iLBC codec mode, and configuration
of voice codec priority. In general, retain the default configuration of voice codec priority for
deployment. If the network environment is complex, you can adjust the codec priority
according to the actual network bandwidth.

® [fthe network is in a good condition, G.711 A-law/u-law is recommended to ensure high
voice quality.

e |If the network is not in a good condition, G.729AB or G.723.1 is recommended.

Issue 01 (2012-06-20) Huawei Proprietary and Confidential 1
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PoE Function

eSpace 6805, eSpace 6810,eSpace 6830, eSpace 6850, and eSpace 6870 support the POE
function. When not being connected to a power adapter, a client can obtain power from a PSE
device (a PoE switch such as the Quidway S3900 Series) to work normally. eSpace 6805,
eSpace 6810, eSpace 6830, eSpace 6850, and eSpace 6870 support the mode of free-line
power supply and mode of signal-line power supply. When the PoE function is used, the
reliable power supply distance is up to 100 meters.

Bridging Function

eSpace 6805, eSpace 6810,eSpace 6830, eSpace 6850, and eSpace 6870 support the bridging
function. The device connected to the PC interface of an IP phone can access the network
connected to the LAN interface of the IP phone and can communicate with other devices in
the network. In this case, the IP phone acts as a switch with two interfaces but the working
mode is different from the working mode of a normal switch. Special configurations are
performed at the lower layers of an IP phone to separate the broadcast packets between the
two interfaces. Therefore, the IP phone is not affected by a large number of broadcast packets.

DSP Functions

The DSP chip of eSpace 6805, eSpace 6810,eSpace 6830, eSpace 6850, or eSpace 6870
supports comfort noise generation (CNG) and voice activity detection (VAD). These functions
are controlled by the DSP automatically, which can be set on Web pages. You can enable this
function by selecting Yes in Silence Suppression on the ACCOUNT page of the Web
configuration interface.

VLAN Functions

eSpace 6805, eSpace 6810,eSpace 6830, eSpace 6850, and eSpace 6870 support the VLAN
function. The packets sent by an IP phone are labeled with tags. In this case, the packets can
be transmitted through a separate voice VLAN so that the stability of VOIP packets is
ensured.

QoS Functions

The eSpace-series IP phones support the Layer 2 QoS technology based on 802.1q and 802.1p
and the Layer 3 QoS technology based on ToS. The deployment of QoS on the \oIP bearer
network ensures the voice quality during the transmission.

PPPoE Function

eSpace 6805, eSpace 6810,eSpace 6830, eSpace 6850, and eSpace 6870 support the PPPoE
dialing function. By using the PPPoE user name and password that are preset on an IP phone,
the IP phone can initiate the PPPoE dialing and set up a connection with the softswitch
through ADSL. In this way, the VoIP conversation is set up successfully.

TR-069 Function

eSpace 6805, eSpace 6810,eSpace 6830, eSpace 6850, and eSpace 6870 support Technical
Report 069 (TR-069). TR-069 is a DSL Forum technical specification entitled CPE WAN
Management Protocol (CWMP). It defines an application layer protocol for remote
management of end-user devices. As a bidirectional SOAP/HTTP-based protocol, it provides
the communication between customer-premises equipment (CPE) and Auto Configuration

Issue 01 (2012-06-20) Huawei Proprietary and Confidential 2
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Servers (ACS). It includes both a safe auto configuration and the control of other CPE
management functions within an integrated framework.

After IP phones are connected to the ACS through TR-069, you can reboot the IP phone on
the ACS.

1.3 Network

In terms of networking features, eSpace-series IP phones can be deployed on enterprise
networks to interoperate with application servers such as the IPPBX and UMS servers,
implementing the functions such as the basic call functions, additional service functions,
unified message functions, and phone book display functions. The communication efficiency
of enterprises is improved.

Figure 1-1 Network diagram

Headquarters IP Phone Video Phone IP Phone

Access Switch

Traditional PBX

OMU NMS

U19xx —
(' )
\\—I/\ Y

Core Switch

UMS Server APP Server CTI Server

Access Switch Access Switch

IP Phone Video Phone IP Phone IP Phone Video Phone I[P Phone
Branch A Branch B

In the deployment of IP phones on the network with IPPBX, the original data networks of
enterprises are used as the network that bears VoIP to deploy IP phones in distributed mode.
With the help of the application servers, the functions such as the enterprise phone book
function and voice message leaving function can be implemented.

Issue 01 (2012-06-20) Huawei Proprietary and Confidential 3
Copyright © Huawei Technologies Co., Ltd.



Huawei IP Phone eSpace
6805&6810&6830&6850&6870
Administrator Guide 2 Configuration and Loading Files

Configuration and Loading Files

If the number of IP phones is small or the environment for centralized upgrade is not provided
on site, configure and upgrade IP phones one by one.

A CAUTION

This chapter uses eSpace 6870 to illustrate the procedures for configuring an IP phone. The
procedures for configuring eSpace 6805, eSpace 6810,eSpace 6830, eSpace 6850, and eSpace
6870 are similar. The procedure for setting the network parameters such as the IP address for
eSpace 6870 through the button is typical. The differences between eSpace 6805, eSpace
6810,eSpace 6830, eSpace 6850 and eSpace 6870 are described independently.

2.1 Configuring Network Parameters Using Buttons

If the DHCP server exists on site, an eSpace 6870 IP phone can obtain an IP address through
DHCP. By default, eSpace-series IP phones obtain IP addresses through DHCP. If the eSpace
6870 IP phone obtains an IP address successfully, the IP address is displayed. You can use the
displayed IP address to log in to the Web page of the IP phone to set the other parameters.

If the DHCP server does not exist on site, you must set the network parameters for the eSpace
6870 IP phone separately. The procedures for setting the IP address, SIP server, and SIP
account through the keypad for eSpace 6870 are complicated. Therefore, it is recommended
that you set the IP address through the keypad, and log in to the Web page to set the other
parameters.

To set a static IP address through the keyboard in the English system, proceed as follows:

1. Press the MENU key on eSpace 6870 to enter the configuration page.
Press the Up or Down key to select Network, and press the MENU key.
Press the Up or Down key to select IP Setting, and press the MENU key.
Press the Up or Down key to select Static IP, and press the MENU key.

Press the Up or Down key to select IP, and press the MENU key. Press the BackSpace
key to delete an IP address, enter the required IP address, and press the OK key.

6. Repeat step 5 to set Netmask and Gateway.

a > wD
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7.
8.

Press the left key or Back soft key to return to the Menu page.

Press the Up or Down key to select Reboot, and press the MENU key to make the
configurations take effect.

~-End

A CAUTION

When using the BackSpace soft key to delete an IP address, press the Left or Right key to
move the cursor on the left of the number that you want to delete, and press the
BackSpace soft key.

The MENU key indicates the round key in the middle of the Up, Down, Left, and Right
navigation keys. A white dot is in the middle of this button on the eSpace 6805, eSpace
6810, eSpace 6830 IP phones.

2.2 Setting Basic Parameters on the Web Page

The web server embedded in IP phones responds to HTTP GET/POST requests. Embedded
HTML pages allow a user to configure the IP phone through any web browser.

The functions available for the administrator are as follows:

Status

Display the network status, account status, software version, and MAC address of the
phone.

Basic

Basic preferences such as date and time settings, IP address, multi-purpose keys and
LCD settings are included.

Advanced Settings

Set advanced network settings, firmware/provisioning path and XML configuration
settings.

Account (1-6)
Configure each of the four SIP accounts.
EXT1, EXT2

Configure the extension module if the extension board is connected. The eSpace 6805,
eSpace 6810, eSpace6830 IP phones do not support this function.

2.2.1 Accessing the Web Configuration Page

Connect the phone and computer on a reachable network. Proceed as follows:

Connect the computer to the same hub or switch as the phone is connected to. In absence of a
hub/switch (or free ports on the hub/switch), connect the computer directly to the phone by
using the PC port on the phone. Make sure that the phone is powered on and displays the IP
address.

To access the Web configuration menu of the phone, proceed as follows:

Issue 01 (2012-06-20)
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Start the web browser on your computer.
Enter the phones IP-address in the address bar of the browser and press Enter.

Enter the administrator's password to access the web configuration menu. The default
administrator password is admin.

-—End

Figure 2-1 Login page

N\
Executive IP Phone
Device Configuration

(1) noTE

e After changing the settings, click Update on the bottom of the page to save the change. Reboot the
phone to have the changes take effect.

e |f the settings are saved and you must perform other modifications, click Continue and access the
required tab page to perform modifications. Then click Reboot to restart the phone for the
modifications to take effect.

2.2.2 Displaying Phone Status

After logging in to the IP phone, click the STATUS tab page to view the status of the IP
phone, as shown in Figure 2-2.

Issue 01 (2012-06-20) Huawei Proprietary and Confidential 6
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Figure 2-2 Status tab page

eSpace 6870 Executive IP Phone

Device Configuration

HUAWEI

Status Settings Accounts Extension Boards

Software Version 1.0.2.42

STATUS
MAC Address 2B:6E:D4:AT:TT:8B
IP Address 192 169.1.93
Product Model eSpace 6670
Part Number: 9620004210A
Software Version

boot: 1.0.1.19

core: 1013

base: 1.0214

prog:  1.0.242

aux: 1.01.8

dsp: 0.72

Table 2-1 describes the parameters on the STATUS tab page.

Table 2-1 Parameters on the STATUS tab page

Field Description

MAC Address Device ID in hexadecimal notation.
IP Address IP address of the phone.

Product Model Product model information.

Part Number

Production batch number.

Software Version

Displays the software version information about the current phone.
The value of prog is the main version number of the software.

System Up Time

Power-on duration since the last restart.

System Time

Current system time.

Registered

Indicates whether accounts are registered with the related SIP servers.
The eSpace 6870,eSpace 6850,eSpace 6830, eSpace 6810 and eSpace
6805 IP phones support six, four,four,two and two independent SIP
accounts respectively.

PPPOE Link Up

Indicates whether the PPPOE connection is enabled when the phone is
connected to a DSL modem.

Service Status

Running status of the GUI and PHONE processes for the phone. The
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Field Description

options are:
* RUNNING: The process is running properly.
e STOP: The process is not running properly.

Core Dump Link for the core file that is generated when the GUI or PHONE
process does not work properly. You can download the core file and
provide it to the R&D engineers to locate causes of the fault.

2.2.3 Basic Configuration

For details of Basic Configuration, see Huawei IP Phone eSpace 68XX UserManual, XX
represents different models.

2.2.4 Advanced Configuration

In addition to performing basic settings for an IP phone, the administrator can perform
advanced settings.

Choose Settings > ADVANCED SETTINGS to enter the ADVANCED SETTINGS page,
as shown in Figure 2-3.

Figure 2-3 ADVANCED SETTINGS page (1)

eSpace 6870 Executive IP Phone

&‘m Device Configuration
- e
HUAWEI| . ’

Status Settings Accounts Extension Boards

BASIC SETTINGS | ADVANCED SETTINGS Software Version 1.0.2.42

ADVANCED SETTINGS Layer 3 QoS
Diff-Serv or Precedence value
Admin Password I:I local RTP port
. ) 1024-65400, default 5004, must
(purposely not dizplayed for security protection
be aven

3 - Use NAT IP
Layer 3 QoS if specified. this will be used in
Diff-Serv or Precedence value SIP/SDP message

Layer2QoS:  8021QVLANTag[ o
802 1p priority value l:l
local RTP port

1024-65400, defaul 5004, must be even

Use random port ®no Oes

keep-alive interval

(in seconds, default 20 seconds

if epecified, this wil be used in SIP/'SDP message
STUN server I:I

(URl or IP:port]

Table 2-2 describes the parameters on the ADVANCED SETTINGS page.
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Table 2-2 Parameters on the ADVANCED SETTINGS page

Field Description

Admin Administrator password. Only the administrator can configure the

Password ADVANCED SETTINGS tab page. The Password field is blank for
security reasons after updating and saving. The password contains a
maximum of 30 characters.

Layer 3 QoS Layer 3 QoS parameter, which is used for the IP precedence, Diff-Serv
value, or EXP priority of MPLS packets. The default value is 12.

Layer 2 QoS Layer 2 QoS parameter, which is used to set the 802.1qg VLAN flag value
and 802.1p priority value. The default value is 0.

Local RTP This parameter defines the local RTP port pair used to listen and transmit

port messages. It is the base RTP port for channel 0.
When an application initiates an RTP session, two ports are used. One is
used for RTP, and the other is used for RTCP.
When the parameter is set, channel 0 takes port_value as the RTP port
value, and port_value+1 as the RTCP port value; channel 1 takes
port_value+2 as the RTP port value and port_value+3 as the RTCP port
value. The default value is 5004.

Use Random When this parameter is set to Yes, the phone forces the random

Port generation of both the local SIP and RTP ports. This is necessary when
multiple phones are behind the same NAT. The default value is No.

Keep-alive This parameter specifies how often the phone sends a blank UDP packet

interval to the SIP server in order to keep hole on the NAT router open. The
default value is 20 and the minimum value is 10.

Use NAT IP NAT IP address used in the SIP/SDP message. By default, this parameter

is left blank.

STUN Server

IP address or domain name of the STUN server.

Firmware
Upgrade and
Provisioning

This parameter is used to set the time for upgrading the firmware. The
default mode is Always Check for New Firmware.

e Always Check for New Firmware: The phone always checks
whether there is a new software version of the server.

® Check New Firmware only when F/W pre/suffix changes: The
phone checks the prefix and suffix of the upgrade file name. This
mode is specifically for the ITSP.

¢ Always Skip the Firmware Check: The phone skips the version
check and retains the current version.

XML Config
File Password

If you have used the XML Provision mode to update the configuration
file and have used encryption tools such as the Openssl to encrypt the
file, this parameter specifies a password for the phone to decrypt the
downloaded XML file.

HTTP/HTTPS | If the HTTP or HTTPS firmware or configuration server adopts the user
User Name authentication mode, set this parameter to the authorized user name.
HTTP/HTTPS | If the HTTP or HTTPS firmware or configuration server adopts the user
Password authentication mode, set this parameter to the authorized password.
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Field Description

Upgrade Via Mode of upgrading the firmware or configuration file. The options are
TFTP, HTTP, and HTTPS. The default value is HTTP.

Firmware IP address or domain name of the firmware server.

Server Path

Config Server
Path

IP address or domain name of the configuration server.

Firmware File | By default, this parameter is left blank. If the parameter is set, the phone

Prefix requests the firmware file with the prefix to be upgraded. This setting is
useful for ITSPs. Users must keep it blank.

Firmware File | By default, this parameter is left blank. Users must keep it blank.

Postfix

Config File By default, this parameter is left blank. Users must keep it blank.

Prefix

Config File By default, this parameter is left blank. Users must keep it blank.

Postfix

Allow DHCP | The default value is Yes. If the parameter is set to Yes, the phone is

Option 43 and | allowed to obtain the firmware upgrade server address when obtaining an

Option 66 to IP address through the DHCP server. The configuration is performed on

override server

the DHCP server. The obtained firmware upgrade server address
overwrites the value of Firmware Server Path. The automatic
deployment is complete.

Disable DHCP | The default value is No. If the parameter is set to Yes, the DHCP

Option248 Option248 function is disabled. If this happens, the unified upgrade and

centralized configuration are supported.

Automatic This function is for the ITSP. The default value is Yes.

Upgrade e |f the parameter is set to Yes, the automatic upgrade and configuration
function is enabled. Enter the interval for checking the software
upgrade or configuration changes.

e \When the parameter is set to No, the phone only performs HTTP
upgrade and configuration check once at boot up.

Authenticate If No is selected, the configuration file is authenticated before it is

Conf File applied to the phone for ITSP.

Enable TR-069

¢ |f this parameter is set to Yes, the phone will send session connection
requests to the ACS. To enable TR-069, you must enable the ACS.
For details on how to enable the ACS, see the ACS configuration
guide.

¢ |f this parameter is set to No, the phone will not send session
connection requests to the ACS.

ACS URL

ACS URL. The URL can be in either of the following formats:
® http://IP address:9090

For example, http://10.10.10.1:9090.
¢ http://domain name:9090
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Field Description
For example, http://huawei.acs.com:9090.
Here, 9090 is the port number of the ACS. This parameter is mandatory
when TR-069 is enabled.
TR-069 User name for authenticating a TR-069 client (phone) when the client
Username attempts to connect to the ACS. The user name must be the same as that
configured on the ACS.
TR-069 Password for authenticating a TR-069 client (phone) when the client
Password attempts to connect to the ACS. The password must be the same as that
configured on the ACS.
Periodic Indicates whether to periodically initiate sessions to the ACS.

Inform Enable

Periodic
Inform Interval

Interval for initiating sessions to the ACS, in seconds.

Connection User name for authenticating the ACS when the ACS attempts to connect
Request to a phone. The user name must be the same as that configured on the
Username ACS.

Connection Password for authenticating the ACS when the ACS attempts to connect
Request to a phone. The password must be the same as that configured on the
Password ACS.

Authentication
Method

Mode of authenticating the ACS when the ACS attempts to connect to a
phone. The options are:

e No Authentication

The ACS is not authenticated. That is, the user name and password are
not required.

e Basic

The ACS is authenticated using its user name and password in plain
texts.

* Digest
The user name and password are encrypted before authentication.

Connection
Request Port

Port number for the ACS to send connection requests to a phone. This
port cannot be occupied by another application of the phone. The default
value is 7547.

Phonebook
XML
Download

Indicates whether to enable the download of XML phonebook through
HTTP or TFTP. Define the XML server path and download interval:

¢ Phonebook downloading server path: IP address or domain name of
the phonebook XML download server, which can be either the same
as or different from the f/w server.

e  Phonebook XML download interval: interval of download.
¢ Remove manually-edited items after download.

The default value is Yes. If the parameter is set to Yes, the personal
phonebook through keypad will be overwritten.

LDAP

This function is not supported currently. By default, this parameter is left
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Directory blank.
Idle Screen Indicates whether to use HTTP or TFTP to download the screen saver file
XML that is in XML format.
Download * |f Download Screen XML At Boot up is set to Yes, the phone
automatically downloads the screen saver file when it restarts. If
Download Screen XML At Boot up is set to No, the phone
downloads the screen saver file only when you select Download SCR
XML on the Preference page.
¢ If Use custom filename is set to Yes, you must add the screen saver
file name to the storage path on the XML server. If Use custom
filename is set to No, you do not need to add the screen saver file
name to the storage path.
* In Idle Screen XML Server Path, enter the storage path of the screen
saver file on the XML server.
XML IP phone and the server are interacted through XML files to implement
Application LCD display and change the soft key labels. This function is not
supported currently.
Offhook Auto | Supported for only primary account or Account 1 or Line 1. When the
Dial feature is enabled, the phone functions as a one-line phone. The

remaining lines are not active.

Syslog Server

IP address or URL of the Syslog server. This feature is useful for ITSPs.

Syslog Level

Log level reported by the selected ATA. The default value is NONE. The
level is one of DEBUG, INFO, WARNING and ERROR. Syslog
messages are sent based on the following events:

* Product model or version on startup (INFO level)

* NAT-related information (INFO level)

® Sent or received SIP messages (DEBUG level)

® SIP message summary (INFO level)

¢ Incoming and outgoing calls (INFO level)

® Registration status change (INFO level)

¢ Negotiated code (INFO level)

e Ethernet connection (INFO level)

e SLIC chip exception (WARNING and ERROR levels)
e Memory exception (ERROR level)

The Syslog uses USER function. In addition to standard Syslog payload,
the following components are contained: HW_LOG: [device MAC
address][error code] error message.

Example: May 19 02:40:38 192.168.1.14 HW_LOG:
[00:0b:82:00:a1:be][000]. Ethernet is connected.

Send SIP Log

Indicates whether to add SIP message receiving and processing
information to the Syslog.log file.

NTP Server

URI or IP address of the NTP server, which is used to display the current
date and time on the phone.
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Field Description
Allow DHCP If this parameter is enabled, the DHCP server can override the NTP
Option 42 to server configured in the phone. This is used for ITSP or system

override NTP
server

administrator. Users can ignore this parameter.

Public Mode Indicates whether to enable the public mode. If this parameter is set to
Yes, the login window is displayed after a phone is powered on. Enter the
correct user name and password to enter the standby mode. The user
name and password are those of the corresponding SIP account.

If this parameter is set to No, a phone directly enters the standby mode
after being powered on.

SSL SSL certificate required for accessing some resources.

Certificate

SSLPrivate Private key for SSL verification.

Key

SSLPrivate Private key password for SSL verification.

Key Password

Distinctive Three customized ring tones can be configured. Therefore, distinctive

Ring Tone ring tone is played when an incoming call from a specified user comes.
Enter a specific ID in the text box. When a ring tone is selected and a
calling party 1D is set, the device only plays this ring tone when the
incoming call is the number of the preset calling party ID. The device
will use the system ring tone for all other calls.

System Ring System ring tone: the North American standard is adopted by default.

Tone

The user can adjust the system ring tones frequencies and cadences based
on their countries telecom standard.

Call Progress
Tones

These settings can be configured through various call progress tone
frequencies and cadences according to the standard of country where the
phone is located.

By default, call progress tones are set to North American standard.

Frequencies must be configured with known values to avoid
uncomfortable high pitch sounds. ON is the period of ringing (the unit of
On time is ms) while OFF is the period of silence. In order to set a
continuous ring, OFF must set be to zero. Otherwise, it rings ON ms and
a pause of OFF ms and repeats the pattern. A maximum three cadences
are supported.

Disable Call The default value is No. If the parameter is set to Yes, the call waiting
Waiting function is disabled.

Disable The default value is No. If the parameter is set to Yes, the call waiting
Call-Waiting tone is not played to remind user when there is an incoming call, and only
Tone the LED blinks as the reminder.

Disable The default value is No. If the parameter is set to Yes, the three-party
Conference conference function of eSpace 6870 is disabled.

Enable MPK The default value is No. If the parameter is set to Yes, multi-purpose keys
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Sending can be set as DTMF.

DTMF

Disable DND | The default value is No. If the parameter is set to Yes, the DND button on
keypad as DND shortcut is disabled.

Disable The default value is No. If the parameter is set to Yes, the transfer

Transfer function is disabled.

Configuration
via Keypad
Menu

Specify the menus that can be used on the eSpace 6870 through the
MENU menu. The default value is Unrestricted.

e Unrestricted: indicates that all menus are available.

® Basic settings only: indicates that all menus except Config are
available.

e Constraint Mode: indicates that all menus except New Entry in
Phone Book, Config, Factory Functions, and Network are
available. If a user selects Admin Login on the main menu, enters the
administrator password, and logs in, the user can use all menus that
are available in Unrestricted mode.

Display
Language

Select the language that is displayed on the Web and LCD. You can
select English, simplified or traditional Chinese, Japanese, Korean,
Italian, French, Spanish, or German, or download other languages
through the server.

2.2.5 Individual Account Configuration

The eSpace 6870, eSpace 6850, eSpace 6830, eSpace 6810 and eSpace 6805 provide
6-channel, 4-channel,4-channel, 2-channel and 2-channel and each channel can be configured
with an independent SIP account. Each SIP account can be configured on the corresponding
configuration page and the configuration method is similar.

1.

Choose Account>ACCOUNT 1 to set the SIP parameters, as shown in Figure 2-4.
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Figure 2-4 ACCOUNT

HUAWE|

ACCOUNT1 | ACCOUNT 2 |

1 page (1)
eSpace 6870 Executive IP Phone

Device Configuration

Status Settings Accounts Extension Boards

ACCOUNT 3 | ACCOUNT 4 | ACCOUNT 5 | ACCOUNT 6 Software Version 1.0.2.42

ACCOUNT 1
Account Active
Account Name!
SIP Server:
Secondary SIP Server:
Qutbound Proxy
SIP User ID:
Authenticate 1D
Authenticate Password

Name

SIP User ID
the user part of an SIP address

C o @ Yes Authenticate ID
can be same or different from SIP
UserlD

- S Check Domain Certificates:

92.169.1.9 When set to Yes/Enabled, we

(e.0., <ip mycompany.com, or [P address will check t_he domain certificate
as defined in RFC5922

(e.0., sip.mycompany.com, or IP address

(e.g., proxy.myprovider.com, or IP address

the uzer part of an SIP address

can be same or different from SIP UserlD

(not dizplayed for zecurity protection

(optional, €.g., John Doe

Table 2-3 describes the parameters on the ACCOUNT 1 page.

Table 2-3 Parameters on the ACCOUNT 1 page

Field

Description

Account Active

This field indicates whether the account is active. The default value
for each account is Yes.

Account Name

The name corresponding to each account. Only the primary account

(Account 1) is displayed on the LCD. The account name is shown on
the LCD of eSpace 6870 when you answer a call, or in the hand-free
and off-hook modes.

SIP Server IP address or domain name of the SIP server, which is provided by
the VolIP service provider.

Secondary SIP IP address or domain name of the secondary SIP server to which an

Server IP phone connects when the primary SIP server fails. When both SIP

Server and Secondary SIP Server are set, an IP phone registers with
both SIP servers. After the registration is successful, the IP phone
connects to the secondary SIP server if the primary SIP server fails.
This parameter has no default value, indicating that IP phones do not
register with a secondary SIP server.

Outbound Proxy

IP address or domain name of outbound proxy server, media
gateway, or session border controller.

It is used for the firewall or NAT penetration in different network
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Field Description
environment. If the system detects that the symmetric NAT and
STUN cannot work. Only the outbound proxy server can provide
solution for symmetric NAT.

SIP User ID User account information provided by the VolIP service provider

(ITSP). This parameter can be digits in a phone number format or an
actual phone number.

Authenticate ID

Authentication ID used by SIP service users.

Authenticate
Password

SIP service users account password for the eSpace 6870 IP phone to
register with SIP servers of the ITSP.

Name

SIP service users name that is used as the calling party 1D and
displayed on the called party's LCD (this feature needs to be
supported by the SIP server). When the phone is in idle mode, the
account name of Account 1 is displayed on the LCD.

The LCDs on the eSpace 6830 IP phones do not display the account
name.

DNS Mode

Record type that the DNS can query. The default value is A Record.

e A Record: A phone queries a domain name and parses it to an IP
address.

¢ DNS SRV: Dialing by domain names allows an SIP user to obtain
an SIP address to relocate the IP address of the current SIP server.
Service records (SRV records) maintain stability.

* NAPTR/SRV: The phone attempts to perform a Name Authority
Pointer (NAPTR) query and to perform an SRV record query on
the NAPTR query result. This ensures the stability and reliability
of registration.

e Use Configured IP: When the server address is a domain name,
the phone parses the server address to this IP address.

TEL URI

If the phone has an assigned PSTN phone number, this parameter
must be set to Yes. Otherwise, set it to No. If the parameter is set to
Yes, the user=phone parameter will be attached to the From header
in SIP request.

SIP Registration

This parameter controls the sending of register messages to the proxy
server. The default value is Yes.

Unregister on
Reboot

The default value is No. If the parameter is set to Yes, the SIP users
registration information is cleared on restart. The "*" will be sent in
the SIP header to request bidding removal. Some servers do not
support this function.

Register Expiration

This parameter allows users to specify the time frequency (in
minutes) that the eSpace 6870 IP phone refreshes its registration. The
default interval is 60. The maximum interval is 65535 minutes (about
45 days) and the minimum expiration is 2 minutes.

Local SIP Port

This parameter defines the local SIP port used to listen and transmit.

SIP Registration
Failure Retry Wait

The default value is 20. Configure the option to allow resending
registration packet once the registration fails due to multiple possible
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Field

Description

Time

reasons.

SIP T1 Timeout

The default value is 0.5.

SIP T2 Interval

The default value is 4.

SIP Transport

Select the SIP transport either through UDP or TCP. The default
value is UDP.

Check Domain
Certificates

Indicates whether to check the domain name certificate based on the
definition in RFC 5922.

Remove OBP from
Route

The default value is No. If Outbound Proxy is selected, the routing
information is added as the first field to an SIP message sent by a
phone by default. If Remove OBP from Route is set to Yes, the
routing information is deleted from an SIP message sent by a phone.

Validate Incoming

This parameter verifies the received SIP information.

Messages

Support SIP Indicates whether to add an instance ID to a REGISTER message
Instance ID initiated by a phone. The default value is Yes.

NAT Traversal This parameter activates the NAT traversal mechanism.

* The default value is No, indicating that the NAT traversal is not
used. The mode is used in the situation that the SIP server and the
terminal are on the same private network, or the NAT traversal of
the RTP media stream is implemented by the SIP server.

¢ When you enable the parameter by selecting STUN, and when a
STUN server is also specified, the phone works according to the
STUN client specifications. In this mode, the embedded STUN
client detects if and what type of NAT/Firewall configuration is
used. If the detected NAT type is Full Cone, Restricted Cone, or
Port-Restricted Cone, the phone uses its mapped public IP address
and port number in all SIP and SDP messages.

¢ If you select Keep-alive, the eSpace 6870 IP phone periodically
(every 20 seconds) sends a blank UDP packet (with no payload
data) to the SIP server to keep hole on the NAT open.

e |If the parameter is set to UPnP, eSpace 6870 sends the mapping
request to the built-in UpNP server of the NAT before using the
SIP or RTP port. In addition, eSpace 6870 maps the result port in
the SIP or RTP message to implement the NAT traversal.

¢ If the parameter is set to Auto, eSpace 6870 sets the NAT
solution according to the detected upper-level NAT type.

If the outhound proxy server is used, this parameter must be set to
No.

Subscribe for MWI

The default value is No. If the parameter is set to Yes, a
SUBSCRIBE for message waiting indication is sent periodically.

SUBSCRIBE for
Registration

The default value is No. If this parameter is set to Yes, a phone sends
a SUBSCRIBE message when sending a REGISTER message.

PUBLISH for

The default value is No. If the parameter is enabled, the SIP server
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Field

Description

Presence

must support the Presence function before the function works.

Proxy-Require

The SIP extension informs the SIP server that the unit is behind the
NAT/firewall.

Voice Mail UserID

When this option is configured, the user can access messages by
pressing MSG. This ID is the VM portal access number.

Send DTMF

Mechanism to transmit DTMF digits during the call.
The following modes are supported:

¢ Inaudio: Indicates DTMF is combined in audio signals (not
reliable for low-bit-rate codec)

e ViaRTP (RFC2833)
e ViaSIP INFO

Early Dial

The default value is No. This parameter is used only when the proxy
server supports 484 responses. The phone sends every dialed number
until the digit string is sent wholly and successfully.

Dial Plan Prefix

Set the prefix added to each dialed number. This prefix string is
added to each dialed number

Dial Plan

The dialing rule specifies the number range allowed by eSpace 6870
and the abbreviated dialing numbers. The default value is { [*#x]+ }.
The rules are as follows:

e The valid values are as follows: 1,2,3,4,5,6,7,8,9,0,* #
¢ Dialing rule:
- X -:indicates a numeral ranging from 0
to 9.

- XX -: indicates a two-digit numeral
ranging from 00 to 99.

- " -rindicates that a call cannot be made.

- [3-5] -: indicates that the number 3, 4, or
5 can be dialed.

- [147] -: indicates that the number 1, 4, or
7 can be dialed.

- <2=011> -: indicates that the dialing
number 2 is replaced with 011.

* [nstances:

Instance 1: {[369]11 | 1617xxxxxxx} -: indicates that the numbers
311, 611, and 911, and any eleven-digit numerals starting with
1617 are allowed to be dialed.

Instance 2: {"1900x+ | <=1617>Xxxxxxxx} -: indicates that any
number starting with 1900 is rejected to be dialed, and all
seven-digit numerals are prefixed with 1617 when being dialed.

e Set {x+} and allow all numbers to be dialed.

BLF Call-pickup
Prefix

The default value is **. This prefix is used when answering call with
BLF event calls.
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Field Description

Delayed Call This parameter adjusts the time delay before calls are forwarded. The

Forward Wait default value is 20.

Time For example, delayed call forwarding specifies the time before a
call is sent to a forwarded number or sent to the voice mailbox.

Enable Call If the parameter is set to Yes, the call transfer, call forwarding and

Features Do-Not-Disturb (DND) functions are supported locally.

Call Log There are three options, and the default value is Log All Calls.

e Log All Calls: record all calls.

¢ Log Incoming/Outgoing only: The missed call records are not
displayed.

¢ Disable Call Log: disable call records.

Session Expiration

Session Expiration is the time (in seconds) that is considered as the
duration for timeout, when no successful session refresh transaction
occurs beforehand. The default value is 180.

The SIP Session Timer extension enables SIP sessions to be
periodically refreshed through a SIP request (UpDATE or
re-INVITE). Once the session interval expires and there is no refresh
through the UpDATE or re-INVITE message, the session is
terminated.

Min-SE

This parameter defines the minimum session expiration (in seconds).
The default value is 90.

Caller Request
Timer

If the parameter is set to Yes, the phone uses the Session Timer when
an outgoing call is made and the remote party supports the Session
Timer.

Callee Request

If the parameter is set to Yes, the phone uses the Session Timer when

Timer an incoming call is received with Session Timer requests.

Force Timer If the parameter is set to Yes, the phone uses the Session Timer even
if the remote party does not support this feature. If the parameter is
set to No, the Session Timer is enabled only when the remote party
supports this feature. To disable the Session Timer, select No for
Caller Request Timer, Callee Request Timer, and Force Timer.

UAC Specify As a calling party, select UAC to use the phone as the refresher, or

Refresher UAS to use the called party or proxy server as the refresher.

UAS Specify As a called party, select UAC to use calling party or proxy server as

Refresher the refresher, or UAS to use the phone as the refresher.

Force INVITE Session Timer can be refreshed in the INVITE or UpDATE method.

Select Yes to adopt the INVITE method to refresh the Session Timer.

Enable 100rel

The PRACK method enables reliability to SIP provisional responses
(1xx series). This is necessary for supporting the PSTN network.

Account Ring

There are four different ring tones:

Tone One system ring tone: When this option is selected, all calls will ring
with the system ring tone.
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Field Description
Three customer ring tones: When this option is selected, incoming
calls corresponding to designated accounts will play the selected ring
tone.

Ring Timeout Period of time when a phone rings upon an incoming call and times

out.

Line-seize Timeout

Timeout duration when a phone enters the dialing state after a user
presses the SeizeL ine soft key. This parameter is valid only when the
shared line is enabled.

Send Anonymous

If this parameter is set to Yes, the INVITE message starting with
From is set to anonymous, essentially blocking the calling party 1D
from displaying.

Anonymous Call
Rejection

The default value is No. If the parameter is set to Yes, the
anonymous call is rejected.

Auto Answer

The default value is No. If the parameter is set to Yes, the eSpace
6870 IP phone automatically switches to the speaker to answer the
incoming call.

Allow Auto
Answer by
Call-Info

Set the parameter to Yes if the paging function is used. The IP phone
answers the call automatically based on Call-info in the SIP message.

The default value is No.

Refer-To Use
Target Contact

The default value is No. If the parameter is enabled and the server
supports this feature, the phone checks the Refer-To header to
process the call.

Transfer on
Conference
Hangup

After this function is enabled, the remaining two parties continue the
conference if the creator of the three-party conference hangs up the
phone first.

Preferred VVocoder

The eSpace 6870 IP phone supports a maximum of five different
Vocoder types, including G.711(a/)(PCMU/PCMA), GSM,
G.726-32, G.723.1, G.729A/B, and iLBC. Configure Vocoders in a
preference list that is in the same preference order as the SDP
message. Enter the first Vocoder in this list by selecting the proper
option for Choice 1. Similarly, enter the last Vocoder in this list by
selecting the proper option for Choice 8.

In Choice 1, the default value PCMA is recommended. If you select
the others, some conversation transaction errors may occur.

SRTP Mode

The default value is Disabled.

¢ Enabled but not forced: indicates that only SAVP voice
encryption information is contained in the SDP messages when a
phone makes a call, and that the call can be connected using
SRTP or not.

¢ Enabled and forced: indicates that a call must be connected
using SRTP.

e Optional: indicates that both SAVP voice encryption information
and non-encryption AVP voice information are contained in SDP
messages when a phone makes a call, and that the call can be
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Field

Description

connected using SRTP or not.

Symmetric RTP

Indicates whether the eSpace 6870 supports the symmetric RTP. If
this parameter is set to Yes, a phone ignores the host address in the
RTP stream contained in SDP messages, and sends RTP messages to
the host address in the RTP stream that is received.

Silence
Suppression

This parameter controls the silence suppression or VAD feature of
the audio codec G.711.

e |f the parameter is set to Yes and there is no call, a small number
of CNG packets are sent, and then a small number of VAD
packets (instead of audio packets) are sent.

¢ If the parameter is set to No, this feature is disabled.

Voice Frames per
TX(unit: 10 ms)

Number of voice frames to be transmitted in a single Ethernet packet.
When setting this value, you must pay attention to the requested
packet time (ptime used in SDP message). This parameter is
associated with the first codec in the preceding codec preference list
or the actual used payload type negotiated between the two
conversation parties at the running time. For example, if the first
codec is configured as G.723.1 and Voice Frames per TX is set to 2,
the value of ptime in the SDP message of an INVITE request is 60
because each G.723.1 voice frame contains 30 ms of audio.
Similarly, if this parameter is set to 2 and the first codec is G.729AB,
G.711 A-law/p-law or G.726, the value of ptime in the SDP message
of an INVITE request is 20.

If the configured voice frames per TX exceed the maximum value,
the IP phone uses and saves the maximum permitted value for the
corresponding first codec choice. The maximum value of all the
codec is 90 ms.

Pay attention to the parameter modifications. The parameter
adjustment also changes the dynamic jitter buffer. The phone has a
patent dynamic jitter buffer for the handling algorithm. The jitter
buffer ranges from 20 to 200 ms.

You are advised to use the default settings and not to change the
parameters as a common user because incorrect settings will affect
the voice quality.

No Key Entry
Timeout

The default value is 6. The dialed number is sent after this preset
duration without pressing the SEND soft key.

Use # as Dial Key

This parameter allows users to set the pound key (#) as SEND. If the
parameter is set to Yes, the call can be sent immediately by pressing
the pound key. If the parameter is set to No, the pound key is
included as part of the dial string.

G723 Rate

G.723 audio codec encoding rate, either 6.3 kbit/s or 5.3 kbit/s.
Check the ITSP.

G.726-32 Packing
Mode

The parameter is invalid.

iLBC frame size

iLBC audio CODEC frame size, which is either 20 ms or 30 ms:
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e The iLBC audio CODEC frame size is 30 ms in the case of 13.3
kbit/s.

e The iLBC audio CODEC frame size is 20 ms in the case of 15.2
kbit/s.

iLBC payload type | iLBC audio CODEC payload type. The value ranges from 96 to 127.

The default value is 98.

Eventlist BLF URI | The IP or domain name for the event list BLF. The SIP sever is

required to support this feature.

Special Feature The default value is Standard. Select the value to meet special

requirements of softswitch vendors.

NOTE

RTT is short for round-trip time.
PRACK is short for Provisional Acknowledgment.

a r wn

10.

11.

Click Yes for Account Active to activate the account.
Enter the IP address of the registration server in the SIP Server text box.
Enter the account ID of the SIP user in the SIP User ID text box.

If the SIP server has authentication information, enter the authentication ID and
password in the Authenticate ID and Authenticate Password text boxes.

Enter the user name that is displayed on the called IP phone in the Name text box.

Whether the called IP phone can display the name depends on the types of the eSpace
U19xx and the called IP phone. If the version of the eSpace U19xx is V100R001CO03 or
later and the called IP phone is an SIP phone, the name can be displayed.

Enter the registration duration in the Register Expiration text box according to the
requirements of the server. Generally, the registration duration is set to 5 minutes when
the IP phone works with the eSpace U19xx.

Enter the port number for transmitting SIP messages in the local SIP port text box. The
default port number is 5056. If the IP phone uses multiple lines at the same time, ensure
that the values of local SIP port for account 1 and account 2 are different. Otherwise,
the registration may fail.

If you want to set the codec that is used by the IP phone, enter the codec in the
Preferred VVocoder: (in listed order) text box at the bottom.

Click Update to save the configuration, and click Reboot to restart the IP phone to make
the configuration take effect.

After the IP phone is restarted successfully, log in to the Web page of the IP phone and
click STATUS to view the registration status of the account in the Registered area.

——-End
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A CAUTION

Only the first three parameters are mandatory. You are recommended not to change the
parameter values unless otherwise required.

2 Configuration and Loading Files

In general, the IP phone can be used for conversation normally after the preceding steps. For
the detailed configuration of parameters of eSpace 6870, see the user manual of eSpace 6870.

2.2.6 Configuring the Expansion Module

Figure 2-5 shows the view of the eSpace 6870 expansion module.

Figure 2-5 eSpace 6870 expansion module

eSpace 6850 and eSpace 6870 support the connection expansion module for the situation that
the functional keys of the phone are insufficient. Each expansion module can expand 56
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functional keys. eSpace 6850 and eSpace 6870 can connect to a maximum of two expansion
modules. That is, eSpace 6850 and eSpace 6870 can expand a maximum of 112 functional
keys.

The setting of functional keys on the expansion module is the same as that on the IP phone.
For details, see Configuring Multi-Purpose Keys on an IP Phone.

2.2.7 Loading Files

On the IP phone, you can load version upgrade files, .xml phone book and screen saver files,
and distinctive ring tone files.

For details on how to load .xml phone book, see the 5.3 Making a Personal Phone Book on IP
Phone.

For details on how to load distinctive ring tone files, see the 5.4 Setting Personal Ring Tones
for an IP Phone.

Upgrading a Single IP Phone

The upgrade through HTTP is the same as the upgrade through TFTP. Here takes upgrade
through HTTP as an example.

A CAUTION

e Ensure the power supply of an IP phone during the upgrade. Otherwise, result in upgrade
failed.

e The file lists contained in the programs for software upgrade and new installation are the

same. Use the compressed package for upgrade. Upgrade the software after decompressing
the package in the actual situation.

Manual Upgrade

When you manually upgrade the IP phone version on the Web configuration page, do as
follows:

1. Select No in Automatic Upgrade on the ADVANCED SETTINGS page.

Figure 2-6 Set Automatic Upgrade

automatic Upgrade: & nNo O Yes checkforup grade every | 1940 minutes

2. Enable the version detection switch. Select Always Check for New Firmware in
Firmware Upgrade and Provisioning on the ADVANCED SETTINGS page.
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Figure 2-7 Firmware Upgrade and Provisioning

Firmware Upgrade and ® Abwrays Check for Mew Firmware
Provisioning: O Check New Firrmware only when FAY prefsuffix changes
© Abnrays Skip the Firmware Check

3. Set the mode of eSpace 6805&6810&6830&6850&6870and the upgrade server. Select
TFTP in Upgrade Via and enter the TFTP server address in the Firmware Server Path
text box, namely, IP address of the computer where loading files are stored. The domain
name and IP address are supported.

Figure 2-8 Upgrade Via
Upgrade Via: ® T1FTP ©Q HTTP O HTTPS

Firmware Server Path:

4.  Set Allow DHCP Option43 and Option 66 to override server to No.

If the parameter is set to Yes, the phone is allowed to obtain the firmware upgrade server
address when obtaining an IP address through the DHCP server. The configuration is
performed on the DHCP server. The obtained firmware upgrade server address
overwrites the value of Firmware Server Path set in Step 3.

Figure 2-9 Set DHCP Option43 and Option66 to override server

Allow DHCP Optiond3 and @® Mo O Yes

Option 66 to override server:

5. Click Update to save the setting and click Reboot to restart the IP phone. After being
restarted, the IP phone upgrades the version automatically.

~—-End

Automatic Upgrade

eSpace 6805, eSpace 6810,eSpace 6830, eSpace 6850, and eSpace 6870 support automatic
upgrade.

1. Set Automatic Upgrade to Yes in on the ADVANCED SETTINGS page and set the
proper interval for checking the version.
The default value is 1440, and the minimum value is 60, in minutes.

Figure 2-10 Automatic Upgrade

Autornatic Upgrade: " Mo @ Yes checkfor upgrade every | 1490 minutes
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2. Enable the version detection switch. Select Always Check for New Firmware in
Firmware Upgrade and Provisioning on the ADVANCED SETTINGS page.

Figure 2-11 Firmware Upgrade and Provisioning

Firmware Upgrade and ® Always Check for Mew Firmvware
Provisioning: O Check Mew Firmmware anly when FMW prefsufix chanoes
O Always Skip the Firmware Check

3. Set the mode of eSpace 6805&6810&6830&6850&6870and the upgrade server. Select
TFTP in Upgrade Via and enter the TFTP server address in the Firmware Server Path
text box, namely, IP address of the computer where loading files are stored. The domain
name and IP address are supported.

Figure 2-12 Upgrade Via
Upgrade Via: ® T1FTP ©Q HTTP O HTTPS

Firmware Server Path:

4.  Set Allow DHCP Option43 and Option 66 to override server to No.

If the parameter is set to Yes, the phone is allowed to obtain the firmware upgrade server
address when obtaining an IP address through the DHCP server. The configuration is
performed on the DHCP server. The obtained firmware upgrade server address
overwrites the value of Firmware Server Path set in Step 3.

Figure 2-13 Set DHCP Option43 and Option66 to override server

Allow DHCP Optiond43 and ® No © Yes

Option 66 to override server:

5. Click Update to save the setting and click Reboot to restart the IP phone. After being
restarted, the IP phone upgrades the version automatically.

If a new version is detected, the IP phone automatically upgrades the version.
----End

2.2.8 Common Operation Configurations

Configuring Multi-Purpose Keys on an IP Phone

eSpace 6870 provides seven multi-purpose keys. The multi-purpose keys of an IP phone can
be set as the keys for the functions such as fast dialing and BLF. The multi-purpose keys can
be used to implement only the fast dialing function when the keys are used with the eSpace
U219xx.
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Figure 2-14 Multi-purpose keys

D )

You can assign a function to a multi-purpose key on eSpace 6870, as shown in Figure 2-15
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Figure 2-15 Configuring multi-purpose keys
Multi-Purpose Keys
Key Mode: speed Dial
Account: Accourt1 v
Name:

UserlD:

Key Mode:
Account: Account 2 |V
Name:

UserlD:

Table 2-4 describes the functions that can be assigned to multi-purpose keys.

Table 2-4 Multi-purpose keys

Setting
Function Description
Account Name UserID

Speed dial After pressing the key that is | Account User name Phone
assigned with this function, dedicated for | of the called | number of
you can directly make a call | speed dial. party. the called
to the speed dial number. The default party.

account is
ACCOUNT
1.

BLF You can press this key to Account that User name Phone
view the account status of a | is used to correspondi | number of
monitored account and make a call to | ng to the the
directly make a call to the a monitored monitored monitored
monitored account if it is account. account. party.
idle.

The BLF function must have

been enabled on the SIP

server. For details, see the

eSpace U19xx

documentation.
eventlist You can press this key to Account that User name Phone
BLF view the account status of a | is used to correspondi | number of
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Function

Description

Setting

Account

Name

UserID

monitored account in a
group and directly make a
call to the monitored account
ifitisidle.

The eventlist BLF URI
parameter on ACCOUNT
page must be set to the group
name. The group name must
be the same as that
configured during group
creation on the eSpace
U19xx server.

The BLF function must have
been enabled on the SIP
server. For details, see the
eSpace U19xx
documentation.

make a call to
a monitored
number.

ng to the
monitored
phone.

the
monitored

party.

Speed Dial
via active
account

By switching line keys to an
available account, you can
directly press the key that is
assigned with this function
to make a call to the
specified number.

Account that
is used to
make a call.

User name
of the called

party.

Phone
number of
the called

party.

DTMF

You can press this key to
enable a phone to display a
configured number in the
phone main window instead
of directly making a call to
the number. You can
supplement the number or
retain the number and then
directly press the SEND key
to make a call.

Account
dedicated for
speed dial.
The default
account is
account 1.

This
parameter is
dimmed.

Phone
number that
is
automatical
ly
displayed
on a phone.

Configuring Line Keys

eSpace 6870 has six line keys that normally map six independent accounts. eSpace 6870
supports the BroadSoft SCA function that is used to implement the line sharing function by
interacting with the server. That is, two or more numbers in different area can be bound. If one
line is in use, other lines are disabled. When an incoming call comes, all phones that share the
line, however, ring at the same time. To enable this function, you must set the line key mode.
Select a required line key on the Settings>BASIC SETTING page. Set Key mode to Shared
Line and specify an account for sharing, as shown in Figure 2-16.
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Figure 2-16 Configuring line keys

Line Keys Line Key 1

B

Key Mode: V.]

Account: Accourt 1 v

Line Key 2

W

]

Account: Account 2 %

—
=
i}

Key Moile:

Key Mode: | Line .*".]
Account:
Key Mode: | Line VJJ

Account: Accourt 4 "1

Configuring the Voice Mailbox Key

The MSG keys on eSpace 6870 are voice mailbox keys. By using the voice mailbox key, you
can enter the voice mailbox and retrieve voice messages according to the I\VVP prompt
messages.

1. Configure the voice mailbox key on the Web page of IP phones according to the number
for retrieving voice messages in the voice leave system. For the number for retrieving
voice messages, see the prefix for retrieving voice messages configured on the eSpace
U19xx.

Figure 2-17 \oice Mail UserID

Voice Mail UserlD: {(UserlD for voice mail system)

2. When a new voice message is received, the message waiting indicator (MWI) on an IP
phone becomes on if you have subscribed to the MWI service. Then you can press the
voice mailbox key to log in to the voice mailbox.

——End
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A CAUTION

Before you use the MWI service, make sure that SUBSCRIBE for MW!I1 on the Accounts tab
page of the IP phone is enabled.

Configuring the Time on an IP Phone
Perform the following steps to obtain the network time through NTP:

1. Access the ADVANCED SETTINGS tab page on the Web page. Set the NTP server
address in the corresponding field.

L] noTE

In general, a computer using the Windows XP operating system, the eSpace U19xx, or a router can act
as an NTP server to provide the time for IP phones.

Figure 2-18 NTP Server

NTP Server:
(UR] or IP address)

Allow DHCP Option 42 to '\'/ Mo .:;" Ve

2. If the deployed site is not in Beijing time zone, you can select a required time zone on
the BASIC SETTINGS tab page.

Figure 2-19 Time Zone

lime Zone: SMT+08:00 (Beiiing, Taipei, Kuala |
Allow DHCP Option 2 to override Tune Zone setting

Self-Defined Time Zone MTZ+8MDT+S M4 1.0}

A CAUTION

eSpace 6805, eSpace 6810,eSpace 6830, eSpace 6850, and eSpace 6870 support the function
of obtaining time through DHCP. At this time, enable this function on the DHCP server. That
is, select Yes for the parameters following the parameters for setting the NTP server and for
setting the time zone.

Configuring the Manager and Secretary Service

eSpace 6805, eSpace 6810, eSpace 6830, eSpace 6850, and eSpace 6870 support the manager
and secretary service.
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After the manager and secretary service is enabled, a line of a manager can be bound to a line
of the manager's secretary. When the manager's phone has an incoming call, the secretary's
phone rings, and the indicator for the corresponding line of the manager blinks. After
answering the call, the secretary can dial the manager's private phone number to forward the
call to the manager.

A manager can be bound to a maximum of two secretaries, and a secretary can be bound to a
maximum of four managers. The line that is bound with the manager and secretary service
must be a shared line.

The following describes the manager and secretary service in the situation that a manager and
a secretary are involved.

Prerequisite

®  Two lines have been configured for the manager's phone. For details, see 2.2.5 Individual
Account Configuration.

- Configured as an external line, line 1 is used by external users to call the manager and
is bound to the secretary's phone. Line 2 is configured as a private line and is used by
the secretary to call the manager.

- If the manager needs to be configured with two secretaries, at least three lines must
be configured for the manager's phone. Two of them are bound to two secretaries'
phones, and one is configured as a private line.

® Line 1 has been configured for the secretary's phone. For details, see 2.2.5 Individual
Account Configuration.

When a secretary needs to serve four managers, at least four lines must be configured for
the secretary's phone, and each line is bound to the external number of each manager.

®  The manager and secretary service has been configured for both the manager's phone and
the secretary's phone. For details, see the eSpace U19xx Unified Gateway Product
Documentation.

Configuring the Manager's Phone
1. Access the Web configuration page of the manager's phone.

2. Click the Settings tab and set Key Mode to Shared Line for line 1 under BASIC
SETTINGS, as shown in Figure 2-20.

] noTE

If the manager needs to be configured with two secretaries, the lines bound to both secretaries must be
set to shared lines.
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Figure 2-20 Setting the shared line for the manager's phone

Key Mode: Share h
Account: Account 1 [N
Key Mode: ¢ b
Account: Account 2 | W

3. Click Update and restart the phone to make settings take effect.
----End

Configuring the Secretary's Phone
1. Access the Web configuration page of the secretary's phone.

2. Click the Settings tab and set Key Mode to Shared Line for line 1 under Basic Settings,
as shown in Figure 2-21.

[ noTE

If a secretary serves more than one manager, the lines bound to all managers must be set to shared lines.

Figure 2-21 Setting the shared line for the secretary’s phone

Key Mode: Share o
Account: ccount 1 %
Key Mode: L ifié "
Account: A ceo tE W

3. Click Update and restart the phone to make settings take effect.

Restoring Factory Settings

If you want to clear the settings on an IP phone and reconfigure the IP phone, restore factory
settings. The following uses eSpace 6870 to illustrate how to restore factory settings:

1. Press the MENU key to access the configuration menu on the IP phone, and select
Config.

2. Press the MENU key, and select Factory Reset on the submenu.
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3. Enter the MAC address that is printed at the bottom of the IP phone. The rule is as
follows:

- 0-9:0-9

- A:22 (If you press 2 two times, A is displayed on the LCD.)
- B:222

- C:2222

- D: 33 (If you press 3 three times, D is displayed on the LCD.)
- E:333

- F:3333

For example, if the MAC address is 0018820E3956, enter 00188203333956. Then
0018820E3956 is displayed on the LCD.

4. Press the OK soft key. If the MAC address is correct, the IP phone is restarted and
factory settings are restored. If the MAC address is incorrect, return to the previous
menu.

A CAUTION

For eSpace 6805, eSpace 6810, eSpace 6830, eSpace 6850, and eSpace 6870, you can restore
factory settings only by pressing keys and cannot restore factory settings on the Web page.

Switching Between Different Languages

The eSpace 6805, eSpace 6810, eSpace 6830, eSpace 6850, and eSpace 6870 IP phones
support the display of Chinese, English, and other 13 languages on the LCD and Web page.
By default, English is selected. If Chinese display is required for the customer during the
deployment, you can access the ADVANCED SETTINGS tab page on the Web page, and set
the language to Chinese. The configuration takes effect after being saved without restart.

Figure 2-22 Setting the language

Display Language: C Deutsch C Espanol
C Frangais C Magyat
C ltaliano C 520
C Polski C Portugués C Pycckwmit
C Slovenscina C Figpr C Wi
C Automatic

C' Downloaded Language | (Language File postfix)
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Configuring and Upgrading IP Phones in

Batches

3.1 Technique Introduction

In the technology of configuring and upgrading IP phones in batches, an IP phone uses the
configuration file downloaded from the server through HTTP. The auto provisioning system
(APS) has the following features:

All IP phones use the same configuration file.

The configuration file applies to all IP phones. The administrator does not need to
configure a unique configuration file for each IP phone.

An IP phone determines whether to perform upgrade according to the verification
mechanism.

The verification mechanism is designed for an IP phone before the IP phone downloads
the configuration file and upgrades the version file. If the configuration file and version
file on the server are different from that on the IP phone, the IP phone synchronizes the
files from the server. If the configuration file and version file of the IP phone on the
server are the same as that on the IP phone, the IP phone skips upgrade and is started
normally.

3.2 Configuring and Upgrading IP Phones

A CAUTION

Ensure the power supply of an IP phone during the upgrade. Otherwise, result in upgrade
failed.

The file lists contained in the programs for software upgrade and new installation are the
same. Use the compressed package for upgrade. Upgrade the software after decompressing
the package in the actual situation.

eSpace 6805, eSpace 6810, eSpace 6830, eSpace 6850 and eSpace 6870 IP phones can be
configured and upgraded in batches. The basic principle is as follows:
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Unified upgrade

When an IP phone is powered on or restarted, it obtains the version file URL from the
DHCP server, and compares the version file that is stored on the file server and its own
version. If the versions are different, the IP phone automatically upgrades and starts. If
the versions are the same, the IP phone starts normally.

Centralized configuration

When an IP phone is powered on or restarted, it obtains the configuration file URL from
the DHCP server, and compares the configuration in the configuration file that is stored
on the file server and its own configuration. If the configurations are different, the IP
phone automatically upgrades and starts. If the configurations are the same, the IP phone
starts normally.

3.2.1 Preparations for Configuration and Upgrading IP Phones

To configure and upgrade IP phones in batches during the deployment, prepare the following
items:

Configuration file template

The configuration template is an .xml file. You can change the parameter values in the
template based on the site scenarios.

File server
The HTTP server is used.
DHCP server

When configuring the DHCP server, define a Option248 parameter as the file server
URL. After this parameter is set, the DHCP server sends the file server URL to the IP
phone that applies for an IP address. The phone downloads the version files and
configuration file from this URL.

DNS server

A DNS server is required when you use domain names to configure the configuration file
URL.

\ersion software
The version software is not required if you only want to configure IP phones in batches.

Figure 3-1 shows the general networking diagram for deployment.

Issue 01 (2012-06-20)

Huawei Proprietary and Confidential 36
Copyright © Huawei Technologies Co., Ltd.



Huawei IP Phone eSpace
6805&6810&6830&6850&6870
Administrator Guide 3 Configuring and Upgrading IP Phones in Batches

Figure 3-1 Network diagram

PSTH

R = R
SNMP DHCP  DNS
SErVEr  Server

3.2.2 Procedure for Configuring and Upgrading IP Phones in
Batches

1. Modify the configuration file template.

A CAUTION

After an IP phone obtains a modified configuration file, it only updates the modified
parameter settings. The parameters that are not set or commented out are ignored.

2. Set up the DNS server environment.

For the procedure for setting up the DNS server environment, see 5.6 Guidelines for
Setting Up the DNS Server

3. Setup the HTTP server environment.

For details on how to set up the HTTP server environment, see 5.2.2 Using the Apache
Server.

4. Store the phone version files and configuration file in the HTTP server root directory
C:\Program Files\Apache Software Foundation\Apache2.2\htdocs.
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] noTE

If the version file is compressed, decompress it and obtain the .bin files. If IP phone upgrade is not
required, do not store the version file in C:\inetpub\wwwroot if you only configure IP phones.

If the IP phones to be configured belong to different sites, store the configuration files in two
independent folders (for example, configA and configB) in the root directory. The folder name
cannot contain spaces; otherwise, files in the folder cannot be downloaded. Set the Option248
parameter of the DHCP server in each site to the configuration file URL, for example,
config=http://server IP/congfigA/filename.xml.

5. Set up the DHCP server environment.

For the procedure for setting up the DHCP server environment, see 5.7 Setting Up the
DHCP Server

6. Change the Option248 parameter value of the DHCP server to the version file URL and
configuration file URL.How to set the Option248 parameter, see 5.8 Setting the
Option248 Parameter

If the upgrade and configuration URL in 2.2.3 Basic Configuration.

For details of Basic Configuration, see Huawei IP Phone eSpace 68XX UserManual,
XX represents different models.

2.2.4 Advanced Configuration is also set, the URL specified by the Option248
parameter prevails.

Use a semicolon (;) to separate the version file URL and the configuration file URL.
Their sequence can be changed You can enter only a version file URL or a
configuration file URL.

Table 3-1 describes the Option248 parameter settings.

Table 3-1 Option 248 parameter settings

Setting Format Example

IP firmware=http://server IP;config=http://server IP/filename.xml

IP/path firmware=http://server IP/path;config=http://server
IP/path/filename.xml

IP:port firmware=http://server IP:port;config=http://server
IP:port/filename.xml

IP:port/path firmware=http://server IP:port/path;config=http://server
IP:port/path/filename.xml

Domain firmware=http://domain;config=http://domain/filename.xml

Domain/path firmware=http://domain/path;config=http://domain/path
[filename.xml

Domain:port firmware=http://domain:port;config=http://domain:port/filename.
xml

Domain:port/path firmware=http://domain:port/path;config=http://domain:port/pat

h/filename.xml

In Parameters in the configuration file template, firmware indicates the version file URL,
and config indicates the configuration file URL.

7. Power onall IP phones.
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After being powered on, a phone obtains the IP address from the DHCP server. Then the
DHCP server delivers the version file URL and configuration file URL to the phone
using the Option248 parameters. After obtaining the URLSs, the phone searches the file
server for the version file and configuration file and compares them with those on the
phone. If The settings in the files are different, the phone configurations automatically
update.

~-End

After you complete the preceding procedure, the IP phones can download software version
files and configuration files from the server and can run normally after being restarted. You
are advised to test on certain IP phones to ensure that the IP phones run normally.

If some phones failed to be upgraded, the possible cause is that too many phones send

upgrade requests to the server at the same time, and the server cannot handle all those requests.
You are advised to remotely restart these phones on the ACS. The phone downloads the
software version from the file server during the restart.
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Troubleshooting

4.1 Methods of Locating Faults
4.1.1 Displaying Debugging Logs

To locate the cause of the fault on an IP phone or learn the operation of an IP phone, you often
need to use logs of the IP phone. The logs of the IP phone including the SIP information
during the call and key debugging information of the IP phone can be displayed on the server
so that maintenance personnel can query the logs.

Setting the IP Phone
Log in to the Web configuration page and proceed as follows:

1.  Access the ADVANCED SETTINGS page.

2. Enter the log server address (IP address or domain name) in the Syslog Server text box
and select the output log information level from Syslog Level. By default, the syslog
level is debug.

Figure 4-1 Setting Syslog Server and Syslog Level

3. Click Update to save the setting.
4. Click Reboot to reboot the IP phone. The setting takes effect after the IP phone reboots.
----End

Setting the Log Server

Enable the log server (a common file server can function as a log server and 3CDaemon is
recommended) and proceed as follows:

1. Choose Syslog Server and click Configure Syslog Server to set the storage path of the
log server.
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2. In the displayed Syslog Configuration dialog box, click Browse to set the directory for
saving logs in Directory for. In the following figure, the logs are saved in D:\syslog. By
default, a log server saves device logs displayed on the log server into D:\syslog, with
the log file named syslog.log.

Figure 4-2 Syslog Configuration
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3. After the setting, test whether the log file can be saved.
Access the directory and verify that the syslog.log file exists and that the information in
the file is the same as the information displayed on the log server.

4.  Set the IP address of log servers of other IP phones to the IP address of this computer if
the setting is successful.
----End

[l noTE

If you do not want to trace debugging information, select NONE from Syslog Level and do not set any
IP phone number. In this case, the impacts on IP phones and the network are reduced.

4.1.2 Capturing Packets Through the Packet Capture Tool

You can connect the LAN interface of an IP phone and a computer to the same hub, and use
the packet capture software such as the Sniffer, Ethereal, or Wireshark to capture packets.
Alternatively, you can configure mirroring on the interface connected to the IP phone. You
can locate faults quickly by analyzing the captured packets.

For details on how to capture and analyze packets, see 5.9 Wireshark User Guide.
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4.1.3 Obtaining Device Information by Observing the Status
Indicators and Screen

Observing the Status Indicators

The status indicators on eSpace 6805, eSpace 6810, eSpace 6830, eSpace 6850, and eSpace
6870 IP phones are the LINE, LAN, PC, Message, and SPEEDDIAL/BLF/Presence indicators.
Table 4-1 describes the status indicators.

Table 4-1 Description of IAD101(102)E status indicators

Indicator Color Status Description
LINE Green On The IP phone line is in use.
Blink The call of this IP phone line is held.
Off The IP phone is in hang-off state.
Red On The IP phone line is unavailable.
Blink The IP phone is ringing.
LAN Green Blink The IP phone is sending or receiving data.
On A LAN connection is set up.
Off No LAN connection is set up.
PC Green Blink The computer is sending or receiving data.
On A PC connection is set up.
Off No PC connection is set up.
Message Green Blink A new message to the IP phone exists on the
Indicator server.
Off No new message to the IP phone exists.
SPEEDDIAL Green On The fast dialing function is in use.
Indicator Off The fast dialing function is not used.

4.2 Common Faults and Fault Analysis

4.2.1 Obtaining the MAC Address When the IP Phone Is Powered
Off

You can obtain the MAC address through either of the following ways:

e  According to the corresponding purchase order (PO), you can request the supplier to
provide the delivery information table that contains the MAC address.
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®  Alabel on the large package box of IP phones, where MAC addresses of all the IP
phones are contained, is specially designed for MAC addresses.

®  The MAC address of the IP phone is pasted on the small package box of each IP phone.
In addition, the MAC address of an IP phone is pasted in the rear of the IP phone.

4.2.2 Causes of Unidirectional Communication

In the case of unidirectional communication on the PSTN network, you can determine the
upper-level office fault or the internal office fault by making a call on a specified trunk circuit.

If no fault is found after making calls on all the trunk circuits, check the internal office fault.
In the case of unidirectional communication in the internal office, you can use the packet
capture tool to analyze whether the network settings are correct. The internal office fault may
be the hardware or software fault:

®  Hardware faults can be often detected. According to the symptom, a fault occurs in an
office direction or a fault often occurs. To locate the hardware fault, attempt to replace
the hardware for testing, such as switching the MCU and replacing the trunk board or
terminal. The overall principle is to trace the call where a fault occurs, make a summary
of fault occurrence, analyze the causes one by one, and locate the actual cause.

®  To locate the software fault, trace the call information when the fault occurs step by step
and describe the scenario and recurrence conditions carefully. Then send the information
to the R&D personnel for further analysis.

Common faults are as follows:

®  Media streams cannot be transmitted. Check the network setting.

®  eSpace 6805, eSpace 6810, eSpace 6830, eSpace 6850, and eSpace 6870 receive extra
RTP messages. That is, two devices send RTP messages to an IP phone simultaneously.

®  The IP phone or headset is incorrectly connected to an interface. The headset interfaces
of eSpace 6830, adopt RJ-9 and the IP phone interfaces also adopt RJ-9. Verify that the
IP phone or headset is correctly connected to an interface.

®  eSpace 6805, eSpace 6810,eSpace 6830, eSpace 6850, and eSpace 6870 support RTP
encryption. If RTP encryption is enabled on the IP phone but encryption is disabled on
the peer end, unidirectional communication may occur. Check that RTP encryption is
enabled or disabled simultaneously on the two parties.

4.2.3 Causes of Crosstalk

®  The MAC addresses of the IP phone conflict. There is a small possibility of this cause.
®  The session is not synchronized on the lower-level NAT firewall when the SBC is used.

4.2.4 Causes of Disconnection

®  The network runs abnormally. As a result, the connection is interrupted.
e  SoftCo media resources are insufficient.

4.2.5 IP Phone Is Disconnected from the Network

Problem

The IP phone screen is abnormally displayed. For example, 0.0.0.0 is displayed on the screen.
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Cause
®  The LAN port is incorrectly connected to the switch.
®  Network parameters such as IP addresses are set incorrectly.

Solution

Verify that the LAN port is correctly connected to the switch. If the LAN port is correctly
connected to the switch, verify that network parameters such as IP addresses are set correctly.

4.2.6 IP Phone Cannot Be Registered

Problem

An IP phone cannot be registered. For example, the cross icon is displayed at the account
position in the upper-left area of the eSpace 6870 IP phone screen.

Cause
®  For the eSpace 6870 IP phone,SIP Transport is set to TCP/TLS.

®  The device ID of the IP phone is not set on the SoftCo, or the SIP server configured on
the IP phone is not the SoftCo.

e Different values of authentication parameters are set on the SoftCo and the IP phone.
®  The device ID of this IP phone is registered by another IP phone.

Solution

®  For the eSpace 6870, log in to the Web page and access the ACCOUNT tab page. Then
check whether the value of SIP Transport is set to TCP/TLS. If yes, change it to UDP.

®  On the IP phone, check whether the IP address of the SIP server is the IP address of the
SoftCo (for the eSpace 6870, check the value of SIP Server). If not, change the IP
address of the SIP server to the IP address of the SoftCo.

®  Check the device ID of the IP phone (for the eSpace 6870, check the value of SIP User
ID). On the SoftCo, run the show sipue eid phone-id command to check whether the
device ID of the IP phone exists. If not, configure the IP phone as a SIP user on the
SoftCo.

®  Run the show sipue eid phone-id command on the SoftCo to check the value of Status.
If the value of Status is OK/LOGIN, the device ID of the IP phone is registered by
another IP phone.

®  Run the show sipue eid phone-id command to check how the SoftCo authenticates the IP
phone (that is, the value of AuthorizationType). According to the value, check whether
the authentication parameter settings on the two devices are the same. If not, change the
settings on either device to ensure that the settings are the same on the two devices.

- If the value of AuthorizationType is authbyeid, verify that the authentication
password is the same on the two devices.

- If the value of AuthorizationType is authbyip, verify that the IP address of the IP
phone is the same on the two devices.

- If the value of AuthorizationType is authbyeidandip, verify that the authentication
passwords are the same and the IP addresses of the IP phones are the same on the two
devices.
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4.2.7 IP Phone Cannot Be Registered After the IP Address of the
IP Phone Changes

If the IP address of the IP phone changes or a new IP address is obtained through DHCP, the
IP phone cannot be registered.

1. Set up the packet capture environment, capture the SIP packets of the IP phone, and log
in to the SoftCo to view the SIPUE status of the IP phone.

- If the SIPUE registers the original IP address, the SoftCo rejects the request when the
IP phone requests to be registered with the new IP address.

- When the previous registration of the IP phone times out and the SIPUE status
becomes FAULT, the IP phone can be registered successfully again.

2. Before the timeout of registration, delete users from the SoftCo, and add users again.
Restart the IP phone. The IP phone can be registered successfully.

A CAUTION

Generally, you are advised to set the registration duration to the default value of 60 minutes.

——End

The problem occurs when the IP phone is used with the SoftCo of V100R001CO03 or earlier
one. When the IP phone is used with the SoftCo of later version of V100R001C03, such a
problem does not occur.

] noTE

After the eSpace 6805, eSpace 6810, eSpace 6830, eSpace 6850 and eSpace 6870 IP phone receives
Forbidden (403) messages, the IP phone sends the re-registration request 30 minutes later if the setting is
not changed.

4.2.8 IP Phone Cannot Provide Two-Stage Dialing When the IP
Phone Is Used with the SoftCo

Problem
An IP phone cannot provide the two-stage dialing.

Cause
The SoftCo supports two dual-tone multi-frequency (DTMF) signal collection modes. That is,
in-audio and Info; therefore, the DTMF signal sending modes of the IP phone must be set to
in-audio and Info modes.

Solution
Check DTMF signal sending modes of the IP phone and ensure that in-audio and Info modes
are selected. For the eSpace 6870, access the SIP configuration page (that is, the ACCOUNT
page), and select in-audio and via SIP INFO in Send DTMF.
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Figure 4-3 Send DTMF

Send DTMF: [¥] in-audic [ viaRTP(RFC2533 [ wia SIPINFO

] noTE

When the IP phone supports G.711 A-law/u-law codec, it is recommended that you set the highest
priority for G.711 A-law/u-law, that is, set choice 1 in the Preferred Vocoder area to G.711
A-law/p-law.

4.2.9 IP Phone Cannot Transfer a Call

Problem
Other terminals can transfer calls, but the eSpace 6870 cannot transfer a call.

Cause
When you press another LINE key to transfer an ongoing call on the eSpace 6870, the account
that is displayed is not the account carrying the ongoing call.

Solution

The correct steps are as follows:

1. User A sets up a call on a line of an eSpace 6870 with user B.

2. User A presses any other LINE key on the eSpace 6870. When the account of the
ongoing call is displayed, user A dials the destination number C.

3. User C hooks off, and users A and C are connected.

User A presses the Transfer key. User B can talk with user C. That is, the call is
transferred successfully.

~—-End

4.2.10 IP Phone Can Make Outgoing Calls but Cannot Receive
Incoming Calls

Problem
The eSpace 6870 can make outgoing calls but cannot receive incoming calls.

Cause
When the do-not-disturb (DND) function is enabled on the eSpace 6870, the incoming calls
are rejected.

Solution
Check the DND icon. If the icon blinks, you can infer that the DND function is enabled.
When the eSpace 6870 is not used, press DND to disable the DND function.
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4.2.11 IP Phone Rings When Receiving a Call, but Nothing Is
Heard When the IP Phone Is Picked Up

Problem

Cause

Solution

The IP phone rings when receiving a call, but nothing is heard when the IP phone is picked
up.

This fault occurs when signaling messages can be transmitted but media streams cannot be
transmitted. This is because signaling messages are transmitted by a server and media streams
are transmitted from end to end.

Check the network configuration to ensure that the devices between which the RTP channel is
set up are interconnected.

4.2.12 IP Phone Cannot Obtain Time from the NTP Server

Problem
When the computer functions as the NTP server, the IP phone cannot obtain the time.
Cause
The firewall is installed on the computer; therefore, NTP packets sent by the IP phone are
intercepted.
Solution
You can use either of the following methods to rectify the fault:
e Disable the firewall on the computer.
®  Add a rule, which allows NTP packets to pass through the firewall. On the Exception tab
page of the firewall, add a port with the number being 123 (a port number frequently
used by the NTP server) and the protocol being UDP. The port name is customized.
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Figure 4-4 Exception tab page of the firewall
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If an IP phone cannot obtain the time from the computer, it is recommended that the SoftCo
be used as the NTP server so that the IP phone obtains the time from the SoftCo. The SoftCo
of V100R001CO03 and later one provides the NTP function.

Configuration command on the SoftCo: [%SoftC09500(config)]$start sntpserver

4.2.13 Voice on the IP Phone Is Intermittent

Problem
The voice on the IP phone is intermittent.
Cause
This fault is caused by the packet loss and jitter:
®  Packet loss is caused by network congestion or insufficient device capabilities.
®  The jitter is caused by packet reassembling on the transmission device or receiving
device, such as the timeout processing, retransmission mechanism, and insufficient
buffer.
Solution
® Improve the network quality.
®  Change the codec of the IP phone. Generally, the default codec of an IP phone is G.711
A-law/p-law. If the network quality is low, you can set the codec to G.729AB or G.723.1.
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4.2.14 When Subscribers Talk on the IP Phone, the Voice Heard Is
Excessively Low

Problem

When subscribers talk on the eSpace 6805, eSpace 6810, eSpace 6830, eSpace 6850 and
eSpace 6870, the voice heard is excessively low.

Cause

The volume of the IP phone is excessively low.

Solution

The volumes of the eSpace 6805, eSpace 6810, eSpace 6830, eSpace 6850 and eSpace 6870
include the microphone volume of the IP phone, hand-free speaker volume, earphone volume,
and microphone volume of the earphone. The preceding volumes are output volumes and the
microphone volume of the earphone is the input volume. The input volume of the IP phone
and hand-free speaker cannot be adjusted. The adjustment of the volumes is independent, that
is, adjusting the microphone volume of the IP phone does not affect the volume of the
speaker.

Adjustment of the microphone volume of the IP phone: Press the Up or Down arrow key
to adjust the volume after the IP phone is picked up. The default volume is four blocks.
The maximum volume is seven blocks.

Adjustment of the hand-free speaker volume: Press the Up or Down arrow key to adjust
the volume after the hand-free key is pressed. The default volume is four blocks. The
maximum volume is seven blocks.

Adjustment of the earphone volume: Press the Up or Down arrow key to adjust the
volume after the HEADSET Kkey is pressed. The default volume is four blocks. The
maximum volume is seven blocks. For certain earphones, if the volume is low after the
volume of the IP phone is set to seven blocks. In this case, you can access the BASIC
SETTINGS page and set the value of Headset RX gain (dB) to +6 dB. Then the
volume of about one block is increased.

Adjustment of the microphone volume of the earphone: On the IP phone, the microphone
volume cannot be adjusted. You can access the BAISC SETTINGS page and adjust the
value of Headset TX gain (dB). Then the microphone volume is adjusted.

Figure 4-5 Headset TX gain (dB)

Headset TX gain (dB): DdB v

Headset BX gain (dB): DdB v

] noTE

e Up and Down keys in hook-off state can be used to adjust the microphone volume of the IP phone,

the hand-free speaker volume, and the earphone volume.

e The parameters Headset RX gain (dB) and Headset TX gain (dB) on the Web configuration page

can be used to adjust only the speaker volume of the earphone and the microphone volume of the
earphone.
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Appendix

5.1 Configuring the TFTP Server

Download the TFTP server from the official website.Here takes 3CDaemon TFTP server as an
example.

1. Start the TFTP server.

Figure 5-1 Starting the TFTP server
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2. Click Configure TFTP Server in the TFTP Server area.
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Figure 5-2 Configure TFTP Server

EEE T =loi x|
File ¥iew Hely
TFIF 5 [ [ Qtirt Fina | Pair | Butias [ @hatms |
JHsemen Configaratisn ﬂ
FIF Prafiles | Syaleg Confiparatisn |
General Confipuration TFIF Canfiporstion
Bases in inceming File rﬂ_
Mlew svarerits of existing files? =
Vplsad/Bewnl sad [E: \FTT_&_TFTE_sarvar’s ‘__l

Pis-packal bimeosl in secends |5
BMiziwes Falriad II.u
—

Intarfreas transsdcsion

JCDmemon I DK, I ICancel I Ak, I

For Balp, presz T r_-"'_'l_ |

3. Select the directory where the file to be upgraded exists in the Upload/Download text
box on the TFTP Configuration tab page.
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Figure 5-3 Selecting a directory
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A CAUTION

e This software is green software that does not need to be installed.
e The version file in the directory server is a .bin file.

5.2 Setting Up the HTTP Server

You can use an Apache or Windows Internet Information Service (11S) server for setting up
the HTTP server.

Stopping and Disabling Windows IIS

Stop and disable Windows 1S when you use the Apache server because they are
incompatible.

®  Method 1: Choose Start > Control Panel > Management Tool > Service.
In the window that is displayed, stop and disable Windows IIS.

®  Method 2: Right-click O’ and choose Open Apache Monitor.

In the Apache Service Monitor window that is displayed, click Services, and stop and
disable Windows I1S.
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5.2.1 Using the Windows IIS Component

The Windows I1S component can be used to configure the HTTP server. Before the
configuration, obtain the Windows operating system installation CD-ROM or the installation
package URL and then install the Windows IS component.
Context
To install the Windows 1S component in the Windows XP operating system, perform the
following steps:
Procedure
Step1 Choose Start > Control Panel.
The Control Panel window is displayed.
Step 2 Double-click Add or Remove Programs.

The Add or Remove Programs window is displayed, as shown in Figure 5-4.

Figure 5-4 Add or Remove Programs window
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Step 3 Click Add/Remove Windows Components in the left pane.

The Windows Components Wizard window is displayed, as shown in Figure 5-5.
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Figure 5-5 Windows Components Wizard window
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Step 4 Select the Internet Information Services (11S) check box in the Components area and click
Next.

The system displays a window asking you to insert the installation CD-ROM before the
installation is started.

Step 5 Insert the installation CD-ROM, and click OK.

The Files Needed dialog box is displayed, as shown in Figure 5-6.

Figure 5-6 Files Needed dialog box
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Step 6 Click Browse and set Copy files from to G:\i386.
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Step 7 Click OK.

The system starts copying the files and installing the component, as shown in Figure 5-7.

Figure 5-7 Configuring Components dialog box
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After the installation is complete, the dialog box automatically exits. You can check for the
11S component in Control Panel.

Step 8 h. After the installation is complete, store the version files and configuration file in the root
directory C:\Inetpub\wwwroot\.

-—End

5.2.2 Using the Apache Server

You can obtain the Apache server installation software at http://httpd.apache.org and install
the Apache server based on the installation wizard.

Context

The following uses Apache HTTP Server2.2 as an example in the Windows XP operating
system.

Procedure

Step1 Start the Apache server.Choose Start > All Programs > Apache HTTP Server 2.2 >
Monitor Apache Servers.
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o |If O] is displayed on the taskbar, the Apache server has been stopped.

o |If . is displayed on the taskbar, the Apache server is running. You can directly
perform 3.

L] noTE

You can enter http://127.0.0.1 in the address box of Internet Explorer. If "It works!" is displayed, the
Apache server is running.

Step 2 Start the Apache server. You can start the Apache server in either of the following ways:

® (Click ‘3 and choose Start.

®  Right-click b and choose Open Apache Monitor.
In the Apache Service Monitor window that is displayed, click Start.

Step 3 Save the required files in the root directory of the Apache server. The default path is
C:\Program Files\Apache Software Foundation\Apache2.2\htdocs.

® If the required files are placed directly in the root directory, enter the address in the
format of http://IP address of the PC where the Apache server is installed to access the
Apache server. For example, http://192.169.1.51.http://192.169.1.51.

e If the required files are placed under a subfolder of the root directory, enter the address in
the format of http://IP address of the PC where the Apache server is installed/subfolder
name to access the Apache server. For example, http://192.169.1.51/filename.

(1] noTE
You can change the root directory of the Apache server as required.

Open the httpd.conf file in C:\Program Files\Apache Software
Foundation\Apache2.2\conf\httpd.conf, and change the path C:/Program Files/Apache Software
Foundation/Apache2.2/htdocs, for example, change the path to D:/upgrade/eSpace8850.

-—End

5.3 Making a Personal Phone Book on IP Phone

Making a Phone Book

Making personal phone books on an IP phone is difficult because of the restrictions of keys
and input modes of the IP phone. You can make a personal phone book on a computer, and
import the phone book to the IP phone.

Phone Book Generator is a tool for generating phone books based on the development mode
of a mini-database. This tool can be used to generate .xml files conveniently, quickly, and
effectively for the IP phones to download. By using this tool, you can quickly modify an
existing record.

Log in to http://enterprise.huawei.com/en/support/ to download PhoneBook.exe.

L] noTE

You must apply for permission to download PhoneBook.exe from the website. If you need to download
the tool, contact system or service providers.

The path is Software Downloads > Unified Communication > IP Phone > Version (For
example, IP Phone V100R001C02) > tools.
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After decompressing the preceding package, double-click PhoneBook.exe.
Figure 5-8 shows the PhoneBook Generator page.
Figure 5-8 PhoneBook Generator page
15l
Databaze Option Last Hame I Firzt Hame I Humber I AccountIndex I

Database: Ihw_phonebook. dhb

—Record Option

Last Hame: I
Frist Hame: I
Aecount Index: Il

si | Del |

Humber :

—File Option

Save: [C:\DOCUME ThADNINT _|

Output XML |

e  Creating a phone book

Start the software and clear the existing records in the database. Click Init Database to
create a phone book.

®  Adding a record
Table 5-1 describes the parameters in each new record.

Table 5-1 Parameters in each new record

Parameter Description Value Range

Last Name Name The value cannot be blank.
First Name First name. The value cannot be blank.
Number Phone number. The value must be a numeral.

Account Index

Account index of
the IP phone.

The value must be a numeral ranging from 1 to
4. The default value is 1.
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After entering the parameter values in the preceding table, click Add. The new record is
displayed on the right of the page.

®  Modifying a record

To modify an existing record, change the value directly on the right of the page. The
database automatically saves the new value and discards the old value.

Assume that the phone number of Sunny is changed to 5310. Click 5308, and enter 5310.

Figure 5-9 Changing a phone number

'.__!._Phnnellnnk Generator Huawei Tools Family ;IEIEI
—Database Option——————— [ Lozt Hame | First Hame | Humb ex | AccountIndex |
ken Wi 5501 1
_ suUnny li E303] 1
Databasze: Ihw_phonebook. db adams liu 5309 1
Jacky chen 5311 1

Init Database |

—Record Option

Laszt Hame: I
Frizst Hame: I
Fumber: I
Acecount Index: |1

si | Dl |

—File Option

Save! [C:\DOCUME™1\ADNINT _|

Output XML |

®  Deleting a record
You can delete a useless record by using the following method:
Click the record that you want to delete on the right of the page, and click Del.

A CAUTION

If you delete a record, the records with the same phone number are also deleted. You are
recommended to ensure that each phone number is unique when you add records. Actually,
each phone number is unique.

®  Exporting a phone book

Verify that the records on the right of the page are complete and correct, and export the
phone book. To export a phone book, you can click ... to select the destination path, and
enter the file name. The default destination path is the same as the path of the
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PhoneBook Generator. Click Output XML to generate a phone book in .xml format in
the corresponding path.

A CAUTION

e The Upgrade button displayed after you click ... is used only to select the destination path.
The Output XML button is used to export an .xml file.

e Do not change the name of the phone book file. Otherwise, it cannot be imported. The
default phone book file is named hw_phonebook.xml.

Importing a Phone Book to an IP Phone
To download a ring tone file to an IP phone through HTTP or TFTP, proceed as follows:

1.  Store the generated .xml files to the version path of the upgrade server, and configure the
TFTP server or HTTP server.

2. Access the ADVANCED SETTINGS tab page on the Web page, set the path for
downloading a phone book, select whether to remove the phone book that is added
manually. Generally, set the interval for downloading a phone book, and select not to
remove the phone book that is added manually.

Figure 5-10 Advanced settings

Phonebook XML Download: Enable Phonehook ¥ML Download

-

b

)

Mo O YES HTTP O YES, TFTP

Phonebook XML Server

Path:

Phonebook Download 0 (0-720, in minutes)
Interval:
Remove Manually-edited O No @ ves

entries on Download:

5.4 Setting Personal Ring Tones for an IP Phone

eSpace 6805, eSpace 6810, eSpace 6830, eSpace 6850 and eSpace 6870 can be used to make
personal ring tones. The personal ring tones can be used as the default ring tone of an IP
phone or as one of the three distinctive ring tones for calling numbers.
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Making a Ring Tone

1. Select three favorite songs in .mp3, .wma, or .rm format which can be converted through
an audio conversion tool. Download an audio conversion tool such as the Audio
Converter, and convert the three songs to .wav format.

Choose File > Open, and select a song of .wav format.

3. If the Windows Sound Recorder is used, choose File > Properties to display the
Properties for Sound dialog box.

Figure 5-11 Properties for Sound dialog box

Properties for Sound

Detais |
Sound
Copyright: No Copyright information
Length: 0.00 sec,
Data Size: 0 bytes
Audio Format: PCM 22.050 kHz, 16 Bit, Mono
Format Conversion

To adjust the sound quality or use less space for

this sound, click Convert Now.

Choose from:

All formats

Convert Now... I

21

oK

Cancel

4. Click Convert Now to convert the file in .wav format generated in step 1 to the 16-bit
linear PCM audio file in .wav format.
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Figure 5-12 Sound Selection dialog box

Sound Selection

Name:

21

lring L]

Save As...

Remove I

Format: IPCM

2

Attributes:  |8.000 kHz, 16 Bit, Mono

OK

Cancel

15kb/sec |

© N o O

The GUI is displayed as follows:

Figure 5-13 Ringtool dialog box

M ringtool E

Click OK to close the Sound Selection dialog box.

Click OK to close the Properties for Sound dialog box.
Choose File > Save as to convert the song to the 16-bit linear PCM .wav format.
Run the ringtool.exe tool for generating ring tones.

r— M aximum Length: Dutput Filenarme:
(" 24 Seconds (+ liing].birl
" 16 Seconds " ting2.bin
{+ 8 Seconds " ring3.bin
r— Input File:
Click 'Select to choase input file. Select
Generate Ringfile Exit

Click select to load the audio files in .wav format. Select values for Maximum Length
and Output Filename, and click Generate Ringfile to generate a ring tone file.

Download the ringtool.exe software from the official website.
9. Click Select to load the song (.wav format) converted in Step 7.
10. Choose Maximum Length as 8 Seconds and Choose the Output Filename.

11. Click Generate Ringfile to make the ring tones.

——End
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Downloading the Ring Tone File to the IP Phone Through HTTP or TFTP

To download the ring tone file to the IP phone, proceed as follows:

1. Store the ringl.bin, ring2.bin, and ring3.bin files to the version path of the upgrade
server.

2. Log into the ADVANCED SETTINGS page of the Web page of the IP phone and set
the upgrade mode and path (firmware server path) of the IP phone.

Figure 5-14 Firmware server path

Upagrade Via ® TFTP O HTTP O HTTPS

Firmware Server Patl: fm.grandstream comigs

Config Server Path: tm grandstream comigs

3. Disable DHCP Option 248.

Disable DHCP Option 248: O No (@ ves

4. Restart the IP phone. The IP phone downloads the three files when the time for
automatic upgrade comes.

~-—-End

Replacing the Original Ring Tone with a Personal Ring Tone

Access the Account tab page on the Web page of an IP phone. You can select three
customized ring tones and one system ring tone as the default ring tone.

Figure 5-15 Account Ring Tone

Account Ring Tone: ® system ring tone
O custom ring tone 1
O custom ring tone 2
O customn ring tone 3

Setting Distinctive Ring Tones for Phone Numbers

You can set distinctive ring tones for three phone numbers on eSpace 6805, eSpace 6810,
eSpace 6830, eSpace 6850, or eSpace 6870 IP phones.

You can set distinctive ring tones for three phone numbers on the ADVANCED SETTINGS
tab page on the Web page of an IP phone.
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Figure 5-16 Distinctive Ring Tone
Distinctive Ring Tone:

Custom ring tone 1, used i
incoming caller 1D is
Custom ring tone 2, used if
incoming caller 1D is
Custom ring tone 3, used if

incoming caller 1D is

] noTE

When a phone number that is not set with a distinctive ring tone calls, the default ring tone will be used.

5.5 Making Configuration File Templates

A global configuration file template is provided for deployment. The template may not meet
onsite requirements. When making a configuration file, modify parameter settings such as the
IP address of the IP phone registration server and NTP address in the template to meet onsite
requirements.

The global configuration file template is delivered with the software version and is available
at http://enterprise.huawei.com/en/support/.

L] noTE

You must apply for permission to download the global configuration file templat from the website. If
you need to download the file , contact system or service providers.

The path is Software Downloads > Unified Communication > IP Phone > Version (For
example, 1P Phone VV100R001C02) > software.

Double-click the config.xml file, and modify parameter settings.

Each configuration file parameter is in .xml format and consists of multiple items. Each item
consists of the parameter name, value, and description.

Figure 5-17 shows the configuration file template.

Issue 01 (2012-06-20) Huawei Proprietary and Confidential 63
Copyright © Huawei Technologies Co., Ltd.



Huawei IP Phone eSpace
6805&6810&6830&6850&6870
Administrator Guide 5 Appendix

Figure 5-17 Configuration file template

o=
FRRdRERRAER R R AR R R AR AR R A A R e R e e
#Huaweil ENE Project usual config parameters
B R R R R R A A R R R R R R R AR AR A R R R R R ARy e
--» Leftcomment tag Right comment tag

¢1——|IP Address Mode. 0 — DHCP, 1 — Static IP, 2 - PPPDEE

<P3}:|_<,-’P3> \

Jalue Parameter

B B = R b R Rl
# End User Time settings
g ARta Rt R R RAR AR ASHRSRSHRSNR

Description

Table 5-2 lists the commonly used parameters and their settings.

] noTE

e For parameter description, see Table 2-2 in the 2.2.4 Advanced Configuration and Table 2-3 in the
2.2.5 Individual Account Configuration.

e When modifying the template, you are advised to comment out unnecessary parameters. If you want
to use these parameters again, delete the comment characters.

Table 5-2 Parameters in the configuration file template

ID Paramete | Setting Description
r Example

P8 IP 0 Mode of obtaining the phone's IP address.
Address e 0: Obtain the IP address through DHCP

e 1: Use a static IP address.
e 2: Obtain the IP address through PPPoE
The default value is 0.

P64 Time TZY-8 Time zone of a phone.

Zone If the phone is not located in a defined time zone,
set this parameter to customize, and set the P246
parameter at the same time.

The default value is TZY-8.

P246 | Self-Defin | MTZ+6MDT+5 | User-defined time zone including the DST. For
ed Time ,M4.1.0,M11.1. | example, MTZ+6MDT+5, M4.1.0, M11.1.0.

Zone 0 MTZ+6MDT+5 specifies the time zone, M4.1.0
specifies the DST start time, and M11.1.0
specifies the DST end time.

¢ In the parameter value, + indicates that the
time zone is on the west of the Prime Meridian;
- indicates that the time zone is on the east of
the Prime Meridian.
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ID Paramete | Setting Description
r Example
¢ Inthe DST, the first part specifies the month,
the second part specifies the week, and the
third part specifies the day. For example,
M4.1.0, M11.1.0 indicates that the DST starts
from the second Sunday in March to the first
Sunday in November.
e Within the DST, the MDT time is used;
otherwise, the MTZ time is used.
The default value is
MTZ+6MDT+5,M4.1.0,M11.1.0.
P131 | HEADSE |0 Headset key mode.
2 T Key e 0: No headset is used.
Mode .
e 1: A headset is used.
The default value is 0.
P2 Admin Admin Password for the administrator to access the Web
Password configuration page.
The default value is admin.
P38 Layer 3 12 Value of Layer-3 QoS.
QoS The default value is 12.
P51 802.1Q/V | 0 802.1Q VLAN tag.
LAN Tag The default value is 0.
P87 802.1p 0 802.1P priority value.
priority The default value is 0.
value
P212 | Upgrade 1 Protocol used for upgrade.
Via e 0:TFTP
e 1:HTTP
e 2:HTTPS
The default value is 1.
P192 | Firmware | 10.10.10.1 Firmware server address.
ﬁ:mer The default value is um.huawei.com/etphone.
P237 | Config 10.10.10.1 Config server address.
ﬁeg}/er The default value is um.huawei.com/etphone.
a
P145 | Allow 1 Indicates whether to enable the Option43 and
DHCP Option66 settings on the DHCP server.
Option 43 e 0:No
and )
Option 66 ° LiYes
to The default value is 1.
override
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ID Paramete | Setting Description
r Example
server
P140 | Disable 0 Indicates whether to disable DHCP Option248.
8 DHCP e 0:No
Option248
e 1:Yes
The default value is 0.
P194 | Automatic | 0 Indicates whether to automatically upgrade phone
Upgrade software.
e 0:No
e 1:Yes
The default value is 0.
P193 | Automatic | 1440 Interval for checking new versions. This
Upgrade parameter is valid only when Automatic Upgrade
issetto 1.
The unit is minute.
The default value is 1440.
PEna | Enable 0 Indicates whether to enable TR-069.
bleT | TR-069 e 0 No
R069
e 1:Yes
The default value is 0.
P450 | TR-069 User TR-069 user name.
4 Username There is no default value.
P450 | TR-069 User Password of the TR-069 user.
5 Password There is no default value.
P450 | ACSURL | 10.10.10.1:8089 | URL of the ACS server.
3 There is no default value.
P450 | Periodic 0 Indicates whether to enable scheduled connection.
6 Inform e 0:No
Enable
* 1:Yes
The default value is O.
P450 | Periodic 3600 Scheduled connection interval. The unit is second.
7 Inform There is no default value.
Interval
P451 | Connectio | Admin123 User name used for a phone to authenticate the
1 n Request connection to the ACS.
Username There is no default value.
P451 | Connectio | Admin123 Password for a phone to authenticate the ACS.
2 n Request There is no default value.
Password
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ID Paramete | Setting Description
r Example
P451 | Authentic | 0 Mode of authenticating the ACS when the ACS
9 ation attempts to connect to a phone.
Method e 0: No Authentication
e 1:Basic
e 2: Digest
The default value is 0.
P451 | Connectio | 7080 Port number for the ACS to send connection
8 n Request requests to a phone.
Port There is no default value.
P207 | Syslog 10.10.10.2 IP address or URL of the Syslog server.
Server There is no default value.
P208 | Syslog 0 Log level.
Level e 0:None
e 1:Debug
e 2:Info
e 3: Warning
e 4:Error
The default value is 0.
P138 | SendSIP |0 Indicates whether to send SIP logs.
7 Log e 0:No
e 1:Yes
The default value is 0.
P30 NTP 10.10.10.3 NTP server address. It can be a domain name or
Server an IP address.
The default value is us.pool.ntp.org.
P134 | Public 0 Indicates whether to enable the public mode. If
5 Mode this parameter is set, SIP Server is mandatory.
e 0:No
e 1:Yes
The default value is 0.
P136 | Display auto Phone language.
2 Language The default value is auto.
P47 SIP Server | 10.10.10.4 IP address of the SIP server.
There is no default value.
P103 | DNS 0 DNS mode.
Mode e 0: A Record
e 1:SRV
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ID Paramete | Setting Description
r Example
e 2: NAPTR/SRV
e 3: User-defined mode
The default value is 0.
P230 | Primary 10.10.10.5 Primary IP address. This parameter is valid only
8 IP when DNS Mode is set to 3.
There is no default value.
P230 | Backup 10.10.10.6 Backup IP address 1. This parameter is valid only
9 IP1 when DNS Mode is set to 3.
There is no default value.
P231 | Backup 10.10.10.7 Backup IP address 2. This parameter is valid only
0 IP2 when DNS Mode is set to 3.
There is no default value.
P32 Register 60 Registration expiration time, in minutes. The
Expiration maximum value is 64800.
The default value is 60.
P130 | SIP 0 SIP transmission mode.
Transport e 0:UDP
e 1:TCP
e 2:TLS/TCP
The default value is 0.
P99 SUBSCRI | 0 Indicates whether to subscribe to the voice
BE for message service.
MwI e 0:No
e 1:Yes
The default value is 0.
P33 Voice 90000 ID of a voice mailbox.
Mail There is no default value.
UserID
P230 | Send 0 Indicates whether to send DTMF streams in the
1 DTMF in-audio mode.
e 0:No
* 1:Yes
The default value is 0.
P230 | Send 1 Indicates whether to use RFC2833 to send DTMF
2 DTMF streams.
e 0:No
* 1:Yes
The default value is 1.
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ID Paramete
r

Setting
Example

Description

P230 | Send
3 DTMF

0

Indicates whether to send DTMF streams in the
SIP-INFO mode.

e 0:No
* 1:Yes
The default value is 0.

P290 | Dial Plan

{x+}

Dialing rule.
The default value is { [*#x]+ }.

P57 Preferred
Vocoder
(choice 1)

Voice coding type 1.
e 0:PCMU

e 2:G.726-32

e 4:G.7231

e 8:PCMA

e 0:G.722

e 18:G.729A/B

e 08:iLBC

The default value is 0.

P58 Preferred
Vocoder
(choice 2)

Voice coding type 2.
e 0:PCMU

e 2:(G.726-32

e 4:G.723.1

e 8:PCMA

e 0:G.722

e 18:G.729A/B

e 08:iLBC

The default value is 8.

P59 Preferred
Vocoder
(choice 3)

Voice coding type 3.
e 0:PCMU

e 2:(G.726-32

e 4:G.723.1

e 8:PCMA

e 0:G.722

e 18:G.729A/B

e 08:iLBC

The default value is 4.

P60 Preferred
Vocoder
(choice 4)

18

Voice coding type 4.
e 0:PCMU

e 2:(G.726-32

e 4:G.723.1
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ID

Paramete
r

Setting
Example

Description

e 8:PCMA

e 9:G.722

e 18:G.729A/B

e 08:iLBC

The default value is 18.

P61

Preferred
Vocoder
(choice 5)

Voice coding type 5.
e 0:PCMU

e 2:(G.726-32

e 4:G.723.1

e 8:PCMA

e 0:G.722

e 18:G.729A/B

e 08:iLBC

The default value is 9.

P62

Preferred
Vocoder
(choice 6)

98

Voice coding type 6.

e 0:PCMU

e 2:G.726-32

e 4:G.723.1

e 3:PCMA

e 0:G.722

e 18:G.729A/B

e 08:iLBC

The default value is 98.

P46

Preferred
Vocoder
(choice 7)

Voice coding type 7.
e 0:PCMU

e 2:(G.726-32

e 4:G.7231

e 8:PCMA

e 9:G.722

e 18:G.729A/B

e 08:iLBC

The default value is 2.

P183

SRTP
Mode

Whether to enable SRTP.
e (:disabled

e 1:enabled (optional)

e 2:enabled (mandatory)
e 3: optional

The default value is 0.
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ID Paramete | Setting Description
r Example
P50 | Silence 0 Indicates whether to enable the silence
SuPPressi suppression function.
on e 0:No
* 1:Yes
The default value is 0.
p72 Use # as 0 Indicates whether to set the pound key (#) as the
Dial Key SEND key.
e 0:No
® 1:Yes

The default value is 0.

5.6 Guidelines for Setting Up the DNS Server

This document takes the DNS Server preinstalled in the Window 2003 Server for example to
describe the procedure for setting up the DNS server.

Starting the DNS Service

Choose Start > Programs > Administrative Tools > DNS .

A CAUTION

If the DNS service is not installed on the PC, install the DNS component firstly.

Creating a Zone
To create a zone, do as follows:

Step1 Right click Forward Lookup Zones, and then choose New Zone to start New Zone
Wizard.As shown in Figure 5-18.
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Figure 5-18 New Zone Wizard

Mew 2one Wizard E

Welcome to the New Zone
Wizard
This wizard helps you create & new zone For yaur DNS

SErver.,

A zone branslates DNS names to related data, swch as [P
asddresses or network services,

Ta cantinwe, chick Next,

Step 2 Click Next, and then select Primary zone to create a primary zone.As shown in Figure 5-19.

Figure 5-19 Zone Type

New Zone Wizard B3

Zone Type
The DNS server supports various types of zones and storage.

Select the type of zone you want to create:

% Primary zone
Creates a copy of a zone that can be updated directly on this server.

" Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides Fault tolerance.

" Stub zone
Creates a copy of & zone containing only Name Server (NS), Start of Authority
(SOA), and possibly glue Host (A) records. A server containing a stub zooe is not
authoritative for that zone.

[V Store the zone in Active Directory (available only if DNS server is a domain controller)

< Back | Next > I Cancel | Help |

Step 3 Select an option for Select how you want zone data replicated, and click Next.As shown in
Figure 5-20.
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Figure 5-20 Active Directory Zone Replication Scope

New 2one Wizard B3
Active Directory Zone Replication Scope
You can select how you want DNS data replicated throughout your network.

Select how you want zone data replicated:
" To 3ll DNS servers in the Active Directory forest ums.com

% To all PNS servers in the Active Directory domain ums.com

€ To all domain controllers in the Active Directory domain ums.com

Choose this option if the zone should be loaded by Windows 2000 DNS servers
ing on the domain controllers in the same domain,

C To 3l domain controters specitied s the scone
arttiorn

4 il Y "o o s r ronrbrw
SIS cone of the Followinm aoplcation directory

! %)

Step 4 Enter the name of the DNS zone, for example, huawei.com. Then click Next.As shown in
Figure 5-21.

Figure 5-21 Zone Name

New Zone Wizard E3

Zone Name
What is the name of the new zone?

The zone name specifies the portion of the DNS namespace for which this server is
authoritative. It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone.microsoft.com). The zone name is
not the name of the DNS server.

Zone name:
Ihuawei.cotrl

For more information about zone names, chick Help,

<gack [ met> | cancel | mep |

Step 5 Select a dynamic update type, and then click Next.As shown in Figure 5-22.

Issue 01 (2012-06-20) Huawei Proprietary and Confidential 73
Copyright © Huawei Technologies Co., Ltd.



Huawei IP Phone eSpace
6805&6810&6830&6850&6870
Administrator Guide 5 Appendix

Figure 5-22 Dynamic Update

New 2one Wizard E3

Dynamic Update
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic
updates.,

Dynamic updates enable DNS chent computers to register and dynamically update ther
resource records with a DNS server whenever changes occur,

Select the type of dynamic updates you want to allow:

& jallow only secure dynamic updates (recommended for Active Directory)
This option is availlable only for Active Directory-integrated zones.

" Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any client.
3 This option is a significant security vulnerabiity because updates can be
accepted from untrusted sources.,

(" Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manualy.

< Back I Next > I Cancel | Help

Step 6 After the zone is created, click Finish.As shown in Figure 5-23.

Figure 5-23 Finish New Zone Wizard

New Zone Wizard E I

J

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard, You
speecified the Following settings:

Marme:; Fraawed. com
Type: Active Direckory-Inbegrated Primary
Lookup bype: Fanward

Moke: You should now sdd records bo the 2one or ensure
that records are updated dynamically, You can then verify
narme resolubion wsing nslookup.

To chose this wazard and creabe the new 2one, chek Fresh,

Cancel Help

Step 7 A new zone is displayed.As shown in Figure 5-24.
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Figure 5-24 New Zone
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Step 8 Click the zone to display the resource records in detail. You can find that each zone has
records Start of Authority (SOA) and Name Server (NS), which can be used to determine
your DNS server. The SOA indicates the account name that is used.

-—End

Creating a Record of Type A

Arecord of Type A provides the mapping between standard host names and IP addresses. In
the following figure, Name indicates the host name and the value is the IP address of the host.
For example, {relayl.bar.foo com,145.37.93.126,A} is a record of Type A.

To create a record of Type A, do as follows:

Step1 Right-click Huawei.com and choose New Host(A). After setting the host name and IP
address, click Add Host.As shown in Figure 5-25.
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Figure 5-25 New Host
Mew Host 7| x|

Mame (uses parent domnain name iF blank):
| sip1

Fully qualified domain name (FQDM):
| sipl.huawei.com,

IP address:
|192 169 9 209

[T Create associated pointer (PTR) record

| allow any authenticated user to update DNS records with the
SAME OWNEr Name

&dd Host Cancel

Step 2 Repeat the preceding operation to create multiple records of Type A.
----End

5.7 Setting Up the DHCP Server
5.7.1 Setting Up the DHCP Server in the Window 2003 Server

Basics Concepts

The Dynamic Host Configuration Protocol (DHCP) is mainly used to allocate dynamic IP
addresses to terminals on the same network. When DHCP is used, a DHCP server needs to be
deployed on the network and IP phones function as DHCP clients.

When a DHCP client sends a request for a dynamic IP address, the DHCP server provides an
available IP address and subnet mask for the DHCP client according to the preserved IP
address set.

The DHCP has two port numbers, that is, port 67 for the DHCP server and port 68 for the
DHCP client. This means that the DHCP client selects only port 68, rather than a temporary
port that is not used.

Here, the two ports are selected because a response from the DHCP server can be broadcast.
The Figure 5-26 shows the process for an IP phone to obtain the IP address through DHCP.
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Figure 5-26 Obtain the IP address through DHCP

DHCP cliert releases the IP address

Installing the DHCP Service

Generally, the DHCP service component is installed by default during the installation of the
Window 2003 Server. If the DHCP service component is already installed, go to Starting the
DHCP Service and Setting DHCP Parameters. If the DHCP service component is not installed,
do as follows to install it:

Step1 Choose Start > Settings > Control Panel, click Add or Remove Programs, and click
Add/Remove Windows Components.The Windows Components Wizard dialog box is
displayed. as shown in Figure 5-27.
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Figure 5-27 Windows Components Wizard

Windows Components YWizard

Windows Components
Yol can add ar remave companents of Windows,

To add or remove a compaonent, click the checkbox. & shaded box means that anly
part of the component will be inztalled. To zee what's included in a component, click,
Details.

Componerts:

O Eﬂ Management and Maonitaring Tools 264 ME ;I
£ Microzoft MET Framework 2.0 0.0mMe

= -1 Metwarking 5 3
O Eﬂ Other Metwork. File and Print Services 0.3 ME
1 &4 Remate Starane R 9 MR LI

Description:  Containg a variety of specialized, network-related zervices and protocaols.

Total dizk zpace required: 457 B Details |
Space available on disk: 9903.4 ME = a—

< Back I Mewt > I Cancel | Help |

Step 2 Select Networking Services, and click Details to display the Networking Services dialog
box. as shown in Figure 5-28.
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Figure 5-28 Networking Services

Metworking Services x|

To add or remove a compaonent, click the check box. & shaded box means that only part
of the component will be installed. To zee what's included in a component, click Details.

Sul:ugimpnnents aof Metwarking Services:
| Du:umain Mame Syztem [DMS] 49MB &

E. Dynarnic Host Canfiguration Protocal [DHCP] 0.0 kB

O Internet Authentication Service 0.0e
[ FRemote Access Quaranting Service 0.4 B

O] B RPC over HTTF Prosy 0.1 ME
| Sirple TCP/IP Services 04mMB ~
| Windnws Internet Mame Service MwIMNS] 2.4 MB ;I

Description: Setz up a DHCP gerver that automatically aszigns temporary [P
addrezzes to client computers on the zame netwaork.

Total dizk zpace required: 434 MB Details |
Space available on dizk: 9337.2 MB
k. I Cancel |

Step 3 Select the DHCP service and click OK to exit the page of network service. Click Next
repeatedly until the installation is complete. After the installation is successful, the dialog box
shown in the following figure is displayed. as shown in Figure 5-29.
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Figure 5-29 Completing the Windows Components Wizard
5

Completing the Windows
Components Wizard

Y'ou have successfully completed the Windows
Components \Wizard.

To cloge thiz wizard, click Finizh.

< Back

Help |

—End

Starting the DHCP Service and Setting DHCP Parameters
After the DHCP service component is installed, do as follows to start the DHCP service:
Step1 Choose Start > Programs > Administrative Tools > Manage Your Server.

Step 2 Inthe Manage Your Server dialog box that is displayed, select Manage this DHCP server.
as shown in Figure 5-30.
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Figure 5-30 Manage Your Server
t Manage Your Server ;IEIEI

g

Manage Your Server

Server: HUAWEL-S 20D

Managing Your Server Roles

Use the tools and information found here ko add or remove roles and

perform vour daily administrative tasks, Add or remave 5 role

@) Read about server roles
(7]} Read about remote
administration
‘aur server has been configured with the Following roles:
¥ File server
¥ Application Server
¥ Domain Controller {Active Directory)
# DHCP Server
DHCP (Dynamic Host Configuration Prokocol) servers assign IP
addresses to network dlients,
@) Review the next steps for

this role

search tep and support cert || N N EEEIE =)

Tools and Updates

Administrative Tools
More Tools
Windows Update

Computer and Domain Mame
Information

Inkernet Explorer Enhanced
Security Configuration

See Also

Help and Support
Microsoft TechMet
Deployment and Resource Kits

Lisk of Common Administrative
Tasks

Windows Server Communities
what's New

Strateqgic Technology Protection
Program

Step 3 Enter the main page of the DHCP, as shown in the following figure. as shown in Figure 5-31.
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Figure 5-31 The main page of the DHCP

_lojx]

File  Action  Wiew Help

= m2mE| 8

£

[rynamic Hosk Configuration Protocol (OHCP) is a TCPYIP standard, Ik is
designed ko centralize dynamic IP address assignment.

To add a DHCP server, on the Action menw, click Add Server,

Far more information about setting up 8 DHCP server, see "Checklist:
Installing a DHCP server” inonline Help,

Step 4 Right-click DHCP and choose Add Server.
The Add Server dialog box is displayed. as shown in Figure 5-32.

Figure 5-32 Add Server

Select a server pou want to add to your conzole.

£ Thiz server

Ihuawei Browsze. .. |

™ Thiz authorized DHCP server;
K E= | IP Addresz |

k. I Cancel
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Step 5 Set the name of the DHCP server randomly, and then click OK. If the setting is successful,
the page shown in the following figure is displayed. as shown in Figure 5-33.

Figure 5-33 Setting Server

~[a] x|

File  Action  Wiew  Help

= |mXrERB|20m B

DHCP
@ huawei [0.0.0.0]

Step 6 Right-click Huawei[10.10.10.2] and choose New Scope. In the New Scope Wizard dialog
box that is displayed, click Next.A dialog box is displayed, as shown in the following figure.
as shown in Figure 5-34.
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Figure 5-34 New Scope Wizard

Mew Scope Wizard

Scope HName
Y'ou have to provide an identifeing scope name. You alzo have the oplion of
providing a description.

=

Type a name and description for thiz scope. Thiz information helps you quickly identify

hiow the scope iz to be used on wour netwark.

s
[ Marne: I'I'E"" J

Dezcrption: I

¢ Back I MHest > I

Cancel

Step 7 Set the name of the new function domain randomly, and then click Next.

The following dialog box is displayed. as shown in Figure 5-35.
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Figure 5-35 Set the name of the new function domain

Mew Scope Wizard

IP Addrezs Range gt
'ou defineg the scope address range by identifving a set of consecutive [P

addrezses.

Enter the range of addrezzesz that the zcope distibutes.

Start |P address; I 192.168. 1 . &

End IP address: |192.1EE. 1 .32

& zubnet mazk defines how marny bitz of an IP addrezs to uze for the network./zubnet
[0 and how many bits to use for the host (D, Yow can specify the subnet mask by
length or az an |P address.

=

Subret mask: | 256 ZRE 2R . O

Length:

¢ Back I MHest > I Cancel

Step 8 In the preceding dialog box, set the start and end IP addresses provided by the DHCP server,
and set the subnet mask. Then click Next repeatedly until the Lease Duration dialog box is

displayed, as shown in the following figure. as shown in Figure 5-36.
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Figure 5-36 Lease Duration

Mew Scope Wizard

Lease Duration !
The leaze duration specifies how long a client can uge an [P address from this

$COpE.

Leaze durations should typically be equal to the average time the computer iz
cohnected to the zame phyzical netwaork. For mobile netwarks that conzsist mainly of
portable computers or dial-up clients, sharter leaze durations can be uzeful.
Likewize, for a stable netwark. that conzigts mainly of desktop computers at fixed
lozations, longer leaze durations are more appropriate.

Set the duration for scope leazes when distributed by this server.
Lirnited tao:

Draps: Hairs: Minutes:
= 1 = =

¢ Back I MHest > I Cancel

Step 9 Inthe Lease Duration dialog box, you can set the lease period of the DHCP server. By
default, the lease period of the DHCP server is eight days. After the setting, click Next
repeatedly until the Router(Default Gateway) dialog box is displayed, as shown in the
following figure. as shown in Figure 5-37.
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Figure 5-37 Router(Default Gateway)

Mew Scope Wizard

Router [Default Gateway] gt
Y'ou can specify the routers, or defaulk gateways, to be distibuted by this scope.

To add an IF addrez= for a router uged by clientz, enter the address below.

|P address:
I | Add
19216211 Bemowe |

d

(@

¢ Back MHest > Cancel

Step 10 Set the gateway address provided by the DHCP server. When an IP phone obtains the IP
address from the DHCP server, the DHCP server provides the IP address and gateway address
for the IP phone. After the setting is complete, click Next repeatedly until the setting is
complete. Then the page shown in the following figure is displayed. You can view the IP
address pool information on it. as shown in Figure 5-38.

Issue 01 (2012-06-20) Huawei Proprietary and Confidential 87
Copyright © Huawei Technologies Co., Ltd.



Huawei IP Phone eSpace
6805&6810&6830&6850&6870
Administrator Guide

5 Appendix
Figure 5-38 Complete the DHCP server
ol
File  Action View Help
&« = |B@E BB 20m| %
Dao
|- [ray hi i-33d7f2dd.exch .
= @I-{Sag:;pe IEE IE:(: ;]ng:r:or Stark IP Address End IF Address Description
P ——— [m192.1068.1.5 192,168,1.32 Address range for distrit
@ Address Leases
#-{_&] Reservations
@ Scope Opkions
{7 Server Options
1] | I | X | 2

After the setting is complete, if some IP phones are set to obtain IP addresses through DHCP,
the DHCP server allocates the IP addresses in the IP address pool to the IP phones one by one.

If the lease of IP addresses is not renewed, the DHCP server withdraws the IP addresses for
use of other devices.

—End

5.7.2 Setting Up the DHCP Server on Router AR-28

The configuration scripts and remarks for logging in to router AR-28 and enabling the DHCP
server function are as follows:

<Quidway>system-view //Enter the configuration mode.
[Quidway]ldhcp enable //Enable the DHCP server function of the
router.

[Quidway]ldhcp server detect //Verify the DHCP server function.
[Quidwaylinterface Ethernet 0/1 //Connect to network port 1 on board 0.
L] noTE

You must make sure that the network cable is inserted into network port 1 of board 0 on router AR-28.

In the rear panel of the router, you can view the board slots and enable DHCP function on network port
1.

[Quidway-Ethernet0/1]ip address 192.168.2.1 255.255.255.0 //Set the IP
address of network port 0/1. The router also uses the IP address as the gateway

address and allocates the IP address to the DHCP client.

Issue 01 (2012-06-20) Huawei Proprietary and Confidential 88
Copyright © Huawei Technologies Co., Ltd.



Huawei IP Phone eSpace
6805&6810&6830&6850&6870
Administrator Guide 5 Appendix

[Quidway-Ethernet0/1]dhcp select interface //I1If the DHCP server mode
is selected based on the interface, the router can also set the DHCP server
based on other modes.

[Quidway-Ethernet0/1]dhcp server dns-1ist 192.168.2.20 //Set the DNS server
IP address delivered to the DHCP client when the DHCP server delivers an IP
address to the DHCP client. The DNS server IP address is optional.
[Quidway-Ethernet0/1]dhcp server option **** //Set the DHCP options as
required.

[Quidway-Ethernet0/1]dhcp server expired **** //Set the DHCP lease period.
You can set to unlimited or several days. The maximum lease period is 365 days.
The default lease period is 24 hours.

[Quidway-Ethernet0/1]quit //Return to the configuration mode.
[Quidway]quit //Exit the configuration mode.

<Quidway>save //Save the setting.

After the setting is complete, save the setting. Otherwise, the data is lost after restart.

[ noTE

In the preceding scripts, *** indicates the parameters followed. The parameter names can be set
according to the actual situation. For which parameter names can be set, press Shift + 2.

5.8 Setting the Option248 Parameter

This document describes how to set the Option248 parameter.

Procedure
1. Choose Start > Administrative Tools > DHCP.
The DHCP window is displayed.
2. Click ® on the left pane to expand the navigation tree, as shown in Figure 5-39.
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Figure 5-39 DHCP window
2 pHCP M= 3

File  Action  Yew Help

«»|E B 2EL

- DHCP
[+ 51 idp-ci-hz. china.huawei.com [1El.| T Ev

8 idp-ci-hz.china, huawei.com [10.1... Mot connected

1 | -

3. Right-click the record framed in red in Figure 5-39 and choose Configure the
Predefined Options from the shortcut menu.

The Predefined Options and Values dialog box is displayed, as shown in Figure 5-40.
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Figure 5-40 Predefined Options and Values dialog box

Predefined Options and Yalues EHE |

Option clazs: DHCP Standard Dptions
Cption name: IEIEIE Time Offzet j
Add. Edt. | Dekee |

Description; ILIET offzet in secondz
—alue

Lona:

0.0

] I Cancel
4. Click Add.

The Option Type dialog box is displayed, as shown in Figure 5-41.

Figure 5-41 Option Type dialog box

optionType |

Class: Glaobal
Hame: ||
Data type: IB_l,lte j [ Amray
Code:; I
Dezcription: I
Ok I Cancel

5. Setrelated parameters according to Table 5-3.

Table 5-3 Parameter settings

Parameter Example
Name ip phone
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Parameter Example
Data type String
Code 248
Description ip phone auto provision
6. Click OK.
The system returns to the Predefined Options and Values dialog box.
7. Click OK.
The system returns to the DHCP window.
8. Select and right-click Server Options in the navigation tree and choose Configure the
Options from the shortcut menu.
The Server Options dialog box is displayed.
9. Select the 248 ip_phone check box under Available Options, as shown in Figure 5-42.

Figure 5-42 Server Options

ServerOptions G|

General | fdvanced I

Ayvailable Options

| D ezcription ﬂ

[ 075 SteetT alk Servers

L1249 Clazsless Stabc Routes

1 |

Directory Assistance [STDA) Servers

List of Stree
Lizt of STDE

ip phone aul

] estinatiimlj
3

— Data entry

String walue;

o |

Cancel Apply

10. Set String value in the Data entry area.

For example, set it to firmware=http://10.1.1.10/;config=http://10.1.1.10/config.xml.
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11. Click OK.
The server information is displayed in the DHCP window.

5.9 Wireshark User Guide
5.9.1 Tool Introduction

Obtaining Method
Obtain the Wireshark installation file according to operating system as follows:

® R&D area: Access \Ig-fs\Rnd\Software\2.1 Tapply and download the Wireshark
installation file.

®  Non-R&D area: Access http://www.wireshark.com and download the Wireshark
installation file.
User

Onsite engineers and R&D personnel.

Function

Analyze the Call Access Function (CAF) or service control point (SCP) signaling.

Application Scenario

Analyzing the CAF or SCP signaling is required.

Function Description

The Wireshark can run in various operating systems, such as the UNIX, Linux, and Windows
operating systems.

The Wireshark provides the following functions:

®  Captures messages on running nodes.

®  Analyzes data that is captured from the network.

®  Analyzes hard disk data that is captured by other tools.
5.9.2 Common Operations and Menus

This topic describes the menus of the Wireshark and common operations. For details about the
menu functions, see the Wireshark online help.

Wireshark Main Page

The Wireshark main page consists of six panes: menu pane, shortcut button pane, filter pane,
packet list pane, packet details pane, and packet bytes pane, as shown in Figure 5-43.
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Menu Pane

Figure 5-43 Wireshark main page

"4l Narvell Yukon Ethernet Controller. (Nicrosoft’s Packet Scheduler) - Wireshark

File Edit View Go Capture Analyzre Statistics Telephony Tools  Help Menupa.ne Shortcut hutton pane
: BAdXZE A3 TF L EBE QQAP @MB X H

| ~ Expression.. Clear  Apply| Filter pane

DNestination Protocol [Info )
224 255.255.255,255 JHCP DHCP Inform - Transaction ID Oxo '3
spanning-tree-{for-sTP MST. ROOT = 32768/0/00:0F:22:58:04:T6

2 0.511038

Hangzhou_ 07 :F2:e0

3 0.B822050  10.138.58.223 10,138, 58.255 NENS Mame guery MB HGHRNMDO?-Fs<20:

5 0.944230 10.72.125.78 10.138,58.153 upp Source port: 8011 Destination port: 100

6 1.138503 Hangzhou 56-le:ba Broadcast ARP Gratuitous ARP for 10.137.118.4 (Reguest
\ Packet list pane /.o

b3

Frame 1: 342 hbytes on wire (2736 bits), 342 bytes captured (2736 bits) ™
Ethernet II, src: 3c:d9:2b:58:3a:8b (3c:d9:2b:58:3a:8b), Dst: Broadcast (ff:ff:ff:ff:ff:Ff)
Internet Protocol, sre: 10.138.58.224 (10.138.58.2240, Dst: 255.255.255.255 (255.255.255.255)
User Datagram Protocol, Src Port: bootpc (68), Dst Port: hootps (670 Packet details pane
L@ Rontstran Brotocol 4\'
0070 00 00 00 00 00 Q0 00 OO0 Q0 00 OO0 00 00 Q0 00 OO
0080 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 OO
0090 00 00 OO0 00 00 00 00 00 00 00 OO0 00 00 Q0 00 OO
Oobpo 00 20 00 00 00 00 00 OO 00 00 OO0 00 00 00 00 OO
bpeo 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ... wuuuaaas Packet bytes pane Wis
O File: “C:A\DOCUME™1--+ | Packetsz: 2445 Displayed: 2448 Marked: 0 Dropped: 0O Frofile: Default

The menu pane contains the following menus:

® File

Contains items to open and merge capture files, save, print, or export capture files in
whole or in part, and to exit the Wireshark.

e Edit

Contains items to find a packet, mark one or more packets, and set your preferences
(such as fonts, color, time format, and parsing application), and then save the preferences
as default settings.

® View

Controls the display of the captured data, such as time format and color of packets
transmitted using different protocols.

e (o
Contains items to go to a specific packet.
e  Capture

Allows you to set capture parameters, including selecting network adapters, starting and
stopping captures.

®  Analyze
Allows you to enable or disable protocol dissectors.
®  Statistics

Contains items to display various statistic windows, including a summary of the packets
that have been captured and displaying protocol hierarchy statistics.

®  Telephony
Contains items to provide telephony communication mode, such as G or LTE.
® Tools
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Contains two items: Firewall ACL Rules and Lua.
e Help
Contains items to help users, such as access to some basic help, a list of supported

protocols, and user guides.
Shortcut Button Pane
Lists the shortcut buttons for common functions.

When the pointer is moved to a button, its function is displayed.

Filter Pane

Specifies the filter expression. You can set the filter expression to filter out only the required
packets for analysis. For details about the filter expression usage, see SIP Protocol Analysis.

Packet List Pane
Lists all packets according to the time, address, and protocol.

®  The Wireshark displays the protocols and types of the packets that can be parsed.
®  The Wireshark marks the packets whose formats or processes are faulty with colors.

] noTE

Because the Wireshark is not entirely intelligent, the marks can be used only for reference, not as the
analysis basis. For detailed analysis, view the packet content and analyze the packet based on the
signaling process.

Packet Details Pane

Displays packet contents by protocol or network layer. The Wireshark parses all fields if a
packet can be parsed. The Wireshark analyzes TCP packets based on packet serial numbers to
check the signaling process.

Packet Bytes Pane

Displays the original packet contents in the hexadecimal format on the left, with the matching
ASCII characters on the right.

Common Operations

Context
A CAUTION
The Wireshark can be used only after it is bound to a network adapter. After being installed on
a PC, the Wireshark can capture only the packets passing through this network adapter.
Therefore, before using the Wireshark to capture packets, configure the network to ensure that
packets can be sent to the network adapter to which the Wireshark is bound.
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Procedure
Step 1 Set monitoring and mirroring ports on the switch.

1. Access port one of the switch and set it as the monitoring port.
2. Access other ports and set them as mirroring ports.
3. Connect the PC installed with Wireshark to port one of the switch.

Step 2 Double-click i to start the Wireshark.

The Wireshark main page is displayed, as shown in Figure 5-44.

Figure 5-44 Wireshark main page

"l! The Wireshark Network Analyzer
File Edit Yiew Go Capture Analyze Ztatistics Telephony Tools Help

SEeN BEEX2E AesnT iEE QaQn #EB X E

Filter: || | + Expression.. Clear  pply

Popular Ne

Online
Interface List El' Open @ Website
B Live lict of the capture imterfaces (commts incoming pmcletc) Upea 2 previcusly captursd file Tizit the preject’s mebzite
Start capture on interface: Open Recent: & User’ s Guide
2] Marvell Yukon Ethernet Controller. (icroseft ... & The Dser's Guide (local version, if installed)
m Capture Optlcons @ Security
Start a capture with detniled options @ Sample Captures Fork with Fireshark az secarely as mazible

& rich assertment of smmmple captore files on the wild

Capture Help

@ How to Capture

Step by step to a succeszful capture sztup

@ Network Media

Specific informaticn for capturing om: Fthernet, FLIE, ...

Profile: Default

()| Ready te load or c-- | Ho Packets

Step 3 Choose Capture > Option.
The Capture Options page is displayed, as shown in Figure 5-45.
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Figure 5-45 Wireshark: Capture Options page

i1

Wirezhark: Capture Options

Capture

Interfarce: |Loeal 4 | |Marvell Yulkon Ethernet Controller. (Microsoft’ = Facket Schedule[i
IF address: 10.135. 58.193

Linklayer header type: | Ethernet

Capture packets in promiszcuous mode

D Capture packets in prap—ng format (experimentall

Buffer size: |1 : megabyte (z)
D Limit each packet to bytes

| ]

Capture File(s) Dizplay Options

File: Update list of packets in real time

[] Use multiple files
Automatic scrolling in live capture

Hide capture info dialog
Hame Resolution

Enable MAC name resolution

Stop Capture ...

[]... after [] Enable network name resolution
[]... after
[]... after Enable transzport name resolution

=

Main areas on the Wireshark: Capture Options page are described as follows:

Capture
- Interface
Specifies the network adapter for capturing packets.

A CAUTION

After the Wireshark is installed, the system automatically generates a logical network adapter.

In

addition to the logical network adapter, a physical network adapter is required, as shown in

Figure 5-45. During the actual packet capture, select a correct physical network adapter,
especially for a host with multiple network adapters. A physical network adapter will be
displayed in the drop-down list box only after the WinPcap is installed.

- Capture Filter

Specifies the filter criteria. The Wireshark captures only the packets that comply with
the filter criteria. For example, if Capture Filter is set to host 10.138.5.10, only
packets sent and received by the host whose IP address is 10.138.5.10 will be
captured.

Table 5-4 describes the filter criteria categories specified by Capture Filter.
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Table 5-4 Filter criteria categories specified by Capture Filter

Filter Criteria Category

Example

Capture the packets passing through the
MAC address 08:00:08:15:ca:fe

ether host 08:00:08:15:ca:fe

Capture the packets passing through the
MAC address 08:00:08:15:ca:fe or
08:00:08:15:ca:ee

ether host 08:00:08:15:ca:fe or ether host
08:00:08:15:ca:ee

Capture the packets passing through the IP
address 192.168.0.10

host 192.168.0.10

Capture the packets passing through the IP
address 192.168.0.10 or 192.168.0.11

host 192.168.0.10 or host 192.168.0.11

Capture the packets passing through the
TCP port 80

tcp port 80

Capture the packets sent and received by the
IP address 192.168.0.10, excluding the
HTTP packets (packets passing through the
TCP port 80)

host 192.168.0.10 and not tcp port 80

®  Capture File(s)

Specifies the path for automatically saving the captured packets as files. Ensure that the
destination hard disk has sufficient free space.

- File

Click Browse and select a path for storing captured data packets.

- Use multiple files

Set the parameters to specify the way of creating files for saving captured data

packets.
e  Display Options

Specifies whether to display the real-time capture results during the packet capture.

- Select Update list of packets in real time. The packet list is displayed on the

Wireshark main page.

- Select Automatic scrolling in live capture. If the captured results exceed one screen,
the results are displayed in automatic scrolling mode.

- Deselect Hide capture info dialog. The Captured Packets page shown in Figure
5-46 is displayed during the packet capture, with the real-time information about the
numbers of captured packets of various protocols.
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Figure 5-46 Captured Packets page

7! Wireshark: Capture from K. .. [Z”E”z|

Captured Facltets

Total 4z
SCTF 1]
TCE a
1IF z1
ICHE a
ARF g
OSEF a
GEE 1]
F=tBIOS a
IF¥ 1]
VIHES a
Other 13
I2C Ewents= 0
I2C Dlata 1]

Running oo:oo:iT
Help

Step 4 Setting the options as request, and click Start.

The Wireshark starts to capture packets.
Step 5 Recur the operation scene that needs to be captured packets.
Step 6 Choose Capture > Stop or click Stop in Figure 5-46.

The Capture result page is displayed, as show in Figure 5-47.
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Figure 5-47 Capture result

"4 Narvell Yukon Ethernet Controller. (Nicrosoft’s Packet Scheduler) - Wireshark
File Edit VYiew Go Capture Analyze Statisties Telephony Tools Help

B el EEX2E Qe T L | EE QB W¥EMm:% O
Filter: * Expreszion. . Clear Apply
Ho. Time Source Destination Frotocel |Info

10 Hangzhou_l CSpanning-tree cs MST. Root = 3 0/00:0 8
2 0.888020 Hangzhou_20:b0:4eBroadcast Gratuitous ARP for 10.137.118.5% (
3 1.658784 Hangzhou_1f:bl:dcEroadcast ARP Gratuitous ARP for 10.137.118.6 (
4 2.033306 Hangzhou_07:f2:eCSpanning-tree-({fcsSTP MST. Root = 3276B/0/00:0f:e2:58:C
5 2.479712 10.138.58.190 239.255.255.250  S5DR M-SEARCH * HTTR/1.1

6 3.15%6118 Hangzhou_54:0d: 3€Broadcast ARP Gratuitous ARP for 10.138.58.5% (F
7 3.208340 Hangzhou_20:b0:4eBroadcast 0x9001 Ethernet II

B 3.293883 10.138.58.193 10.72.129.78 LDP Source port: 10098 Destination [
9 3.341385F 10.72.129.78 10.138.58.193 LDP Source port: 8011 Destination pc
10 4.020022 Hangzhou_07:f2:eCSpanning-tree-(fcsSTP MST. Root = 3276B/0/00:0f:e2:58:C
11 4.584219 10.138.58.100 10.138.58.255 MENS Mame guery ME ISATAR<O0>
12 4.810819 10.139.0.245 10.138.58.193 LDP Source port: wtsas Destination f.

>

Frame 1: 120 bytes on wire (960 bits), 120 bytes captured (960 bits)
IEEE B0Z.3 Ethernet

Logical-Link Control

Spanning Tree Frotocol

F FE

0030 02 00 Of 00 00 00 OO 40 30 30 30 66 65 32 35 38 .......
0040 30 34 66 36 00 00 00 OO 00 00 OO 00 00 00 00 OO O4f6...
0050 00 00 00 00 00 00 00 00 00 00 ac 36 17 7f 50 28 ........ LB P
0060 3c d4 bB 38 21 dB8 ab 26 de 62 80 00 00 Of e2 58 <..81..& .b..... X
0070 04 f6 00 00 OO OO 14 0O L.

O Ready to load or e==- | Packets: T29 Displayed: T29 Marked: O Dropped: 0O Profile: Default

[ noTE

You can verify the result of capturing data packets based on the data flow. For example, enter sip in
Filter pane and click Apply. If "packet list pane, packet details pane and packet bytes pane" is
displayed, data packets are captured successfully.

Step 7 Save the data packet capturing results.

1. Choose File > Save As.
The Wireshark: Save file as page is displayed.
2. Name the file, select the save type and the save path as prompted, and then click Save.

[ noTE

Add a file name extension when specifying the file name. To save data packets numbered 1 to 1000,
select Range and enter 1 to 1000.

Step 8 Choose File > Quit to exit the Wireshark.
----End

5.9.3 Filter Rules

This topic describes the filter Rules, including filter expression rules and filter expression
construction tips.

[l noTE

Different from Capture Filter under the Option submenu of Capture, the filter rule specifies the
packet capture results .
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Filter Expression Rules

The Wireshark uses simple expressions to implement the powerful filtering function. A user
can specify the source IP address, destination IP address, and packet field contained in a
protocol or packet, or combine any of the preceding filter criteria. The Wireshark supports
various logical operations, such as ==, I=, >, <, and, or, not.

Comparison Symbols

The Wireshark can use comparison symbols (English words or operators) to form filter
expressions. Table 5-5 describes the comparison symbols used in filter expressions.

Table 5-5 Comparison symbols used in filter expressions

English Operator Description and Setting

eq == Equal to
ip.addr==10.138.21.5
ip.addr eq 10.138.21.5

ne 1= Not equal to
I(ip.addr == 10.138.21.5)
I(ip.addr eq 10.138.21.5)

ot > Greater than
frame.pkt_len > 10
frame.pkt_len gt 10

It < Smaller than
frame.pkt_len < 128
frame.pkt_len It 128

ge >= Equal to or greater than
frame.pkt_len >= 0x100
frame.pkt_len ge 0x100

le <= Smaller than or equal to
frame.pkt_len <= 0x20
frame.pkt_len le 0x20

Logical Operators

The Wireshark can use logical operators to combine multiple filter expressions. For example,
if you want to filter out packets that are transmitted using the GPRS tunneling protocol (GTP)
and through the IP address 10.138.21.5, use the filter expression gtp &&
ip.addr==10.138.21.5. Table 5-6 describes the logical operators used in filter expressions.
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Table 5-6 Logical operators used in filter expressions

English Operator Description and Setting
and && And
ip.addr==10.0.0.5 and
tep.flags.fin
or | Or

ip.addr==10.0.0.5 or
ip.addr==192.1.1.1

not ! Not
not llc

Setting Protocol Fields
To set the protocol fields, proceed as follows:

1. Setfilter criteria.
- Enter the protocol fields in the Filter text box.

For example, if you want to filter out TCP packets that are transmitted through port
1022, enter tcp.port==1022, as shown in Figure 5-48.

Figure 5-48 Protocol field example
File Edit View Go Capture Analyze Statistics Telephony Tools
EHdXZLE AT L

Filter: |tep. port==102Z2 -

- Customize filter expressions.
a. Click Expression next to Filter.
The Wireshark: Filter Expression dialog box is displayed, as shown in Figure 5-49.
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Figure 5-49 Wireshark: Filter Expression

A Wireshark: Filter Ezpression — Profile: Default

Field name Relation Value (unsigned, 1 byte)
Expert — Expert Infa is present |Tversion| |
104apei - IEC BOSTO-5-104-Apei == Predefined walues:
104a=dn - IEC BOSTO-S-104-Asdu 1= Twersion
Zdparityfec — Fro-MPEG Code of Fractice #3 : > Rwersion
SCOMXHS - 3Com XHS Encapsulatien 4 Tauth
JGEPE ALl - 3GPPE ALl = Rauth
BLoWPAN — IPwh over IEEE 802,15 4 = Tattach
802,11 MGT - TEEE 802. 11 wireless LAW manag Rattach
502. 11 Radiotap — IEEE 802. 11 Radiotap Capt Rerror
G023 5lew protocols — Slow Frotoecels Tflush
= 9F - Plan 9 GF Rflush
9p.msglen — Msg length (9F Mezszage Lengtl Twallk
9p. msgtype — M=z Type (Meszagze Type) Bwall
Ap. tag - Tag (@F Tag) Topen w
gp. oldtaz - 01d tag 3z
> | |
I )4 } ’ Cancel ]

b. Select a field, select a relation, and then enter a value in the Value (IPv4 address)
test box, as shown in Figure 5-49.

c. Click OK.
Check whether a filter expression is correct.

- If the filter expression is correct, the background color of the Filter text box is green,
as shown in Figure 5-50.

Figure 5-50 Displayed Filter text box if the filter expression is correct

File Edit ¥iew Go Capture Analyze GStatiztics Telephony Teols
= & o BEdXLE A F i

Filter: gtp &4 ip. addr==10. 185. 133. 154] |-

- If the filter expression is incorrect, the background color of the Filter text box is dark
pink, as shown in Figure 5-51.

Figure 5-51 Displayed Filter text box if the filter expression is incorrect
File Edit View Go Capture Analyze Statistics Telephony Tools
B & e EEXZ2EE AesdT L

Filter: gtp & ip. addr==10, 185, 133, o |-
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2. Press Enter or click Apply.
The packets that meet the filter criteria are displayed.

Common Filter Expressions
Common filter expressions used to filter out packets are as follows:

e  Filter expressions that specify protocols
- ip
- icmp
- tcp
- otp
- gre
- http
®  Filter expressions that specify addresses
- IP address
ip.addr==10.161.225.1
- Source IP address
ip.src==10.161.225.1
- Destination IP address
ip.dst==10.161.225.1
- Source Media Access Control (MAC) address
eth.src == 00:e0:fc:44:5e:al
- Source User Datagram Protocol (UDP) port
udp.srcport == 2123
®  Filter expressions that specify fields (message types)
- GTP Echo Request messages
gtp.message == 0x01

- Remote authentication dial-in user service (RADIUS) accounting request or response
messages

radius.code == 4 || radius.code ==

Filtering Segment Packets
Use the filter criteria !(ip.frag_offset == 0) to check whether segment packets exist.

Choose Analyze > Expert Info. If TCP Bad checksum is displayed, segment packets may
exist, as shown in Figure 5-52. The Wireshark does not combine segment packets or verify
that Checksum is correct. Therefore, Bad checksum is displayed.
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Figure 5-52 Suspicious packets displayed on the Expert Infos
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[ noTE

The Ethernet allows a maximum data frame length of 1,500 bytes and the IEEE 802.3 allows a
maximum data frame length of 1492 bytes. Maximum data frame length at the link layer is called a Max
Transfer Unit (MTU). Most networks have an MTU. If a packet sent from the IP layer is greater in size
than the MTU at the link layer, the packet must be divided into fragments whose sizes are smaller than
the MTU.

Filter Expression Construction Tips

To use the application filter to construct a filter expression, proceed as follows:

1
2.

Expand the message parsing contents.

Right-click a field in packet list pane or packet details pane, and then choose Apply as
Filter > Selected.

The field is set as a filter criterion and displayed in the Filter text box, and the
corresponding data packets are displayed based on this expression, as shown in Figure
5-53.
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Figure 5-53 Setting a field as a filter criterion and starting the filtering immediately

"4’ Marvell Yukon Ethernet Controller. (Nicrosoft’ s Packet Scheduler) - Wireshark
File Edit Yiew Go Capture jnalyze 3Statisties Telephomy Tools Help
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Ho. Time Source Destination Frotocol Info
1 0.000000 Hangzhou_07:fZ:eCSpanning-tree-(fcSTP MST. Root = 32768/0/00:0f:e2:58:04: ¢
2 0.888020 Hangzhou_20:b0:4eEroadcast ARP Gratuitous ARP for 10.137.118.5 (Req
3 1.65%8784 Hangzhou_1f:bl:dcEroadcast ARF Gratuitous ARP for 10.137.118.6 [Reqiw
>
Epoch Time: 1335159805.249403000 5S¢  Expand A1l
[Time delta from previous captured Collapse A11
[Time delta from previous displayved . e colum
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Frame Number: 10 . ar v i:te;:;:ma
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Capture Length: 120 bytes (950 bits  ar Selected
[Frame is marked: False] . and not Selected
[Frame is dgnored: False] .. or not Selected
[Protocols in frame: eth:11c:stp] Copy '
[Coloring Rule Mame: Broadcast] Export Selected Packst Bytes. ..
[Colorina Rule Strina: ethl0l & 11— L/
0000 Ol 80 c2 00 00 00 00 OF e2 07 fi @ "iki Frotocol Fage ...JEB
0010 03 00 00 03 02 &c B0 00 OO0 Of el @ Filter Field Reference K.
0020 00 Q0 80 00 00 Of e2 5B 04 6 B0  rrotocol Helo b e
0030 02 00 Of 00 00 00 00 40 30 30 3 Frotocol Freferences y 10fe?58
0040 30 34 66 36 00 QD DO OO OO QOO —— | .. ...,
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0060 3c d4 b8 38 21 dB ab 26 de 62 8( hewen s >

0070 04 f6 00 00 0O 00 14 00

Bezolve Hame

O Abzolute time whens= | Packets: T29 Dizplayed: T29 Mariea o wrvppea—e Frofile: Default

The differences between the Prepare a Filter menu and the Apply as Filter menu are as
follows:

- After you choose Apply as Filter > Selected, the selected field is set as the filter
criterion directly and the data packets that meet the filter criterion are displayed
immediately.

- After you choose Prepare a Filter > Selected, the selected field is displayed in the
Filter text box but no filter is performed. You can modify the filter criterion as
required. After you click Apply, data packets that meet the filter criterion are
displayed, as shown in Figure 5-54.
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Figure 5-54 Preparing to set a field as a filter criterion
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5.9.4 Typical Scenario

SIP Protocol Analysis
This topic describes how to use the Wireshark to analyze SIP signaling.
After starting the Wireshark, enter sip in the Filter text box. Then all SIP signaling that passes
through the network adapter is filtered out.
Information in the Captured Packet List Window
Figure 5-55 shows the information in the captured packet list window.

®  Source address from which a signaling record is sent
IP address of the host that sends the signaling record
e  Destination address to which a signaling record is sent
e  Basic information about a signaling record
Whether the signaling is a request or a status message.

Figure 5-55 Information in the captured packet list window

Ho Time Source S0UrcE Address Destinstion Destinatiofonddresss. Basic Information
BE6 116.617758410.138.58.193 | (10,1539, 0.245] SIP (Request: REGISTER s1p:10.139.0.245:5070 ]
BBB 116.70222210.139.0.245 10.138.58.193 SIF Status: 200 OK (1 bindings)
1239 266, 75285810.138.58.193 10.139.0.245 SIP Request: REGISTER s_ip_: ]__O._I_I.39.(_).245:5070
Issue 01 (2012-06-20) Huawei Proprietary and Confidential 107

Copyright © Huawei Technologies Co., Ltd.



Huawei IP Phone eSpace
6805&6810&6830&6850&6870
Administrator Guide 5 Appendix

After a signaling record is selected, the protocol layer information about the signaling
record is displayed in the protocol layer description window.
Information in the Protocol Layer Description Window

Pay attention to the information at the application layer.

®  Physical layer

The first layer in the protocol layer description window is the physical layer, which
contains Frame Number and Packet Length, as shown in Figure 5-56.

Figure 5-56 Physical layer of the SIP protocol

Source

Protocol Info

5.6 10.138 93 0.139.0.245 R : REGISTER 51 0.139
BBE 116.70222210.139.0.,245 10.138.58.193 SIP Status: 200 OK (1 bindings)
1239 266.75285£10.138, 58,193 10.139.0.245 SIP Request: REGISTER sip:10.139.0.245:5070
1240 266.83198210.139.0.245 10.138.58.193 sIp Status: 200 OK (1 bindings)
1936 416.87306110.138, 58,193 10.139.0.245 SIP Request: REGISTER sip:10.139.0.245:5070
1937 416.94796¢10.139.,0,245 10.138.55.193 SIP Status: 200 OK (1 bindings) ¥

=|Frame 886: 782 bytes on wire (6256 bits), 782 bytes captured (6256 bits)
Arrival Time: Apr 23, 2012 15:4%:45.279789000 OOOOom
Epoch Time: 1335167145.279789000 seconds
[Time delta from previous captured frame: 0.834753000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 116.617782000 seconds]
Frame nNumber: BB6&
Frame Length: 782 bytes (6256 bits)
Capture Length: 782 bytes (6256 bits)
[Frame is marked: Falsze]
[Frame is ignored: False]
[Protocols in frame: eth:ip:udp:sip]
[Coloring Rule Mame: UDP]
[Coloring Rule String: udp]
= Ethernet IT, Src: HonHalPr_dZ:17:7f (00:1c:25:d2:17:7F), Dst: HuaweiTe_1f:71:2f (00:18:82:1f:71:2f)
= Destination: HuaweiTe_1f:71:2f (00:18:82:1f:71:2F)
Address: HuaweiTe_1f:71:2f (00:18:82:1f:71:2f)

e  Data link layer

The second layer in the protocol layer description window is the data link layer, which
contains the MAC address of the sender (Source), MAC address of the receiver
(Destination), and packet type (Type), as shown in Figure 5-57.

L] noTE

At the data link layer, ensure that the MAC addresses are correct. If the MAC addresses are incorrect,
the network device cannot send the packet to the expected destination address.
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Figure 5-57 Data link layer of the SIP protocol

Info
5 617 E . Request: REGISTER si .13
888 116.70222210.139.0.245 10.138.58.193 SIF Status: 200 OK (1 bindings)
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.1 93

1239 266.75285810.138.58.193 10.139.0.245 SIP Reguest: REGISTER sip:10.139.0.245:5070
1240 266.83198:10.139.0,24% 10.138.58.193 SIP Status: 200 OK (1 bindings)

1936 416.87306110.138.58.193 10.139.0.245 SIP Reguest: REGISTER sip:10.139.0.245:5070
1937 416.94796510,139.0,24% 10.138.58.193 SIP Status: 200 0K {1 bindings) v

# Frame B86: 782 bytes on wire (6256 bits), 782 bytes captured (6256 bits)
=|Ethernet II, Src: HonHalPr_d2:17:7f (00:1c:25:d2:17:7f), Dst: HuaweiTe_1f:71:2f (00:18:82:1f:71:2F)
= Destination: HuaweiTe_1f:71:2f (00:15:82:1f:71:2f)
Address: HuaweiTe_1f:71:2f (00:18:82:1f:71:2f)
....... 0 ... vvvv wvnn vww. = IG bit: Individual address (unicast)
veve W00 Lo L e wees = LG bit: Globally unique address (factory default)
= Source: HonHaiPr_d2:17:7f (00:1c:25:d2:17:7F)
Address: HonHaiPr_dZ2:17:7f (00:1c:25:d2:17:7f)
....... 0 .... .eiv vvve vuv. = IG bit: Individual address {unicast)
ceve W00 Lo Ll e oee. = LG bit: Globally unique address (factory default)
Type: IP (0x0800)
® Internet Protocol, Src: 10.138.58.193 (10.138.55.193), Dst: 10.139.0.245% (10.139.0.245)
# User Datagram Protocol, Src Port: sip (5060), Dst Port: wtsas (5070)
# Session Initiation Protocol

®  Network layer

The third layer in the protocol layer description window is the network layer, which
contains the source IP address (Source), destination IP address (Destination), packet
length (Total length), and checksum (Header checksum), as shown in Figure 5-58.

Figure 5-58 Network layer of the SIP protocol

Frotocol  Info
st: REGISTER sip:10.

10.138.58.19

. SIP g

10.139.0.245 SIP Request: REGISTER sip:10.139.0.245:5070
1240 266.83198210.139.0.245 10.138.58.193 SIF Status: 200 OK (1 bindings)
1936 416.87306110.1368.58.193 10.139.0.245 SIF Reguest: REGISTER sip:10.139.0.245:5070
1937 416.94796¢10.135.0.245 10.138.58.193 SIF Status: 200 OK (1 bindings) ~

# Frame 8B86&: 782 bytes on wire (6256 bits), 782 bytes captured (6256 bits)
# Ethernet IT, Src: HonHaiPr_d2:17:7f (00:1c:25:d2:17:7f), Dst: HuaweiTe 1f:71:2f (00:18:82:1f:71:2F)
= Internet Frotocol, Src: 10.138.5%8.193 (10.138.58.193), Dst: 10.139.0.245 (10.139.0.245)
version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECM: 0x00)
Total Length: 768
Identification: Oxc&46 (50758)
Flags: Ox00
Fragment offset: 0
Time to liwe: 128
Protocol: UDP (17)
= Header checksum: 0x20dc [correct]
[Good: Truel
[Bad: False]
Source: 10.138.58.193 (10.138.58.193)
Destination: 10.139.0.245 (10.139.0.245)
# User Datagram Protocol, Src Fort: sip (50603, Dst Port: wtsas (50700
# Session Initiation Protocol v

)

)

At the network layer, check whether:

- The source IP address and destination address are correct.

- The length of a packet exceeds the maximum length allowed by a certain device.
®  Transport control layer

The fourth layer in the protocol layer description window is the transport control layer,
which contains Source port, Destination port, packet length (Length), and Checksum,
as shown in Figure 5-59.
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igure 5-59 Transport control layer of the SIP protocol

Protocal

& 617782 10.138 E] .139 45
BEB 116.702222 10.139.0.245 .138.58.193 SIP
1239 266.752858 10.138.58.193 10.139.0.245 SIP
1240 266.831982 10.139.0.245 10.138.58.193 SIP
1936 416.873061 10.138.58.193 10.139.0.245 SIP
1937 416.947969 10.139.0.245 10.138.58.193 SIP

Info

Request: REGISTER sip:10.139 245:5

Status: 200 OK (1 bindings)

Request: REGISTER sip:10.139.0.245:5070

Status: 200 Ok (1 bindings)

Request: REGISTER sip:10.139.0.245:5070

Status: 200 OK (1 bindings) v
>

Frame 886: 782 bytes on wire (6256 bits), 782 bytes captured (6256 hits)
Ethernet II, Src: HonHaiPr_d2:17:7f (00:1c:25:d2:17:7f), Dst: HuaweiTe 1f:71:2f (00:18:82:1f:71:2f)
Internet Frotocel, Src: 10.138.58.193 (10.138.58.193), Dst: 10.139.0.245 (10.139.0.245)

Source port: sip (50602
Destination port: wtsas (50700
Length: 748
= Checksum: 0x2b8d [walidation disabled]
[Good Checksum: False]
[Bad Checksum: False]

User Datagram Protocol, Src Port: sip (5080), Dst Port: wtsas (5070)

Session Initiation Protocol

At the transport control layer, check whether:
- The destination port is correct.

- The application process port is correct.

- The checksum information is correct.

The network adapters of certain devices may calculate the checksum of the User
Datagram Protocol (UDP) layer. If the checksum is incorrect, the network adapter of

the device may discard the packet.
Application layer

The fifth layer in the protocol layer description window is the application layer, which

contains the SIP protocol details.

The signaling record consists of Request-Line and Message Header. If a message
includes a message body, Message Body is also included, as shown in Figure 5-60.

Figure 5-60 Request messages at the application layer of the SIP protocol

5

£

=

5

Jestination Frotocol

' 10, 193 10.139.0.245
10.139.0.245

10.138.58.193
1239 266.752858 10.138.58.193 10.139.0.245 SIP
1240 266.831982 10.139.0.245 10.1358.58.193 SIP
1936 416.873061 10.138.58.193 10.139.0.245 SIP
1937 416.947969 10.139.0.245 10.13B8.568.193 SIP

Tnfo
Request: REGISTER sip:10.139.0.245:5070
Status: 200 0K (1 bindings)
Request: REGISTER sip:10.139.0.245:5070
Status: 200 OK (1 bindings)

Request: REGISTER sip:10.139.0.245:5070
Status: 200 OK {1 bindings) v

Frame 886: 782 bytes on wire (6256 bits), 782 bytes captured (6256 bits)

Ethernet II, Src: HonHaiRFr_dZ2:17:7f (00:1c:25:d2:17:7f), Dst: HuaweiTe_1f:71:2f (00:1B:82:1f:71:2F)
Internet Protocol, Src: 10.138.58.193 (10.138.58.193), Dst: 10.139.0.24% (10.139.0.245)

User Datagram Protocel, Src Port: sip (S060), Dst Port: wtsas (5070)

Session Initiation Frotocol
# Request-Line: REGISTER sip:10.139.0.245:5070 SIP/2.0
# Message Header

The message header information can be used to locate faults, as shown in Figure 5-61.
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Figure 5-61 Message header information

Protocol

0.139.0 ] 5 € ezt: REGISTER 0.139.0

BEE 116.702222 10.139.0.245 10.138.58.19 SIP Status: 200 oK 1 bindings)

1239 266.752858 10.138.58.193 10,139.0.245 SIP Reguest: REGISTER =ip:10.139.0.245:5070
1240 266.831952 10.139.0.245 10.135.58.193 SIP Status: 200 OK (1 bindings)

1936 416.873061 10.138.58.193 10.139.0.245 SIP Reguest: REGISTER sip:10.139.0.245:5070
1937 416.947969 10.139.0.245% 10.138.58.193 SIP Status: 200 OK {1 bindings) v

# Frame 886: 782 bytes on wire (6256 bits), 782 bytes captured (6256 bits)
® Ethernet II, Src: HonHaiPr_d2:17:7f (00:1c:25:d2:17:7f), Dst: HuaweiTe_1f:71:2f (00:1B:82:1f:71:2f)
# Internet Protocol, Src: 10.138.58.193 (10.138.58.193), Dst: 10.139.0.245 (10.139.0.245)
# User Datagram Protocol, Src Fort: sip (5060), Dst Port: wtsas (5070)
= Sessjon Initiation Frotocol
# Request-Line: REGISTER sip:10.139.0.245:5070 SIP/2.0
= Message Header
®[To: <5ip:6292010@10.139.0.245:5070> [ Logiral receiver of the request
E[From: <sip:G2d20l0@10, 139.0.245: 507 0>; tag=dcItecs0 [+ Source address of the requesi
via: STP/2.0/UDP 10.138.58.193:5060;branch=29hG4bK-d87543-f737el4d0eb9efsf-1--dB87543-; rport
[Call-I0: OwUIMTkowN]c3Y¥mMZHNTERODAZNMEZY2RTZJEONTZmnMzk Ja——— Session ID
® CSeq: 165 REGISTER
® Contact: <sip:10.138.58.193:5060>
Expires: 300
Max-Forwards: 70
Allow: THNVITE, ACK, CANCEL, OPTIONS, EYE, UPDATE, INFO, PRACK, NOTIFY, MESSAGE, SUBSCRIEE
Supported: path, 100rel, precondition

|user-Agent: FstUC wl1.0 |s#——————— Information ahout the UAC that initiates the request
® Authorization: Digest username="6292010",realm="imstest.com",nonce="AG1FhNEOGSWG+FRCABY021Ldbedlk
Content-Length: 0 ~

¥

In the message header, pay attention to the following information:
- Call-ID

Unique identifier of a group of messages. The requests and responses of a UA in a
session share the same Call-ID. Therefore, you can obtain the information about the
requests and responses of a session by querying the Call-ID.

Right-click a Call-1D to be queried, and then choose Apply as Filter > Selected, as
shown in Figure 5-62.

Figure 5-62 Filtering a Call-ID out

Frame 886: 782 bytes on wire (6256 bits), 782 bytes captured (6256 hits)
Ethernet II, Src: HonHaiPr_d2:17:7f (00:1c:25:d2:17:7F), Dst: HuaweiTe_1f:71:2f (00:18:82:1f:71:2F)
Internet Protocol, Src: 10.138.58.193 (10.138.58.193), Dst: 10.139.0.245% (10.139.0.245)
User Datagram Protocol, Src Fort: sip (5060), Dst Fort: wtsas (5070)
Session Initiation Protocol
# Request-Line: REGISTER =ip:10.139.0.245:5070 SIF/2.0
= Message Header
#H To: <sip:6292010@10.139.0.245:5070>
# From: <sip:6292010@10.139.0.245:5070x; tag=dc3fecrO
#via:r SIP/2.0/UDP 10.138.58.193:5060;branch=2z9hG4bK-dB7543-F737e14d0e69ef5f-1--d37543-; rport
Call-I0: OwWU3IMT 2hio
CSeq: 165 REGISTER Expand A1l
Contact: <sip:10.138.58.193:50  Collapse A1l
Expires: 300
Max-Forwards: 70

U E ® E

n

+

hpply as Column

Allow: TNVITE, ACK, CANCEL, OFj__Jeply sz Filter . [ MreT e UBSCRIEE
Supported: path, 100reT, preco e 3 Hot Selerted
User-Agent: FstuUC v1.0 and Selected
# Authorization: Digest USErname Follow UIF Stream o Selected HFpCABYD2 T Ldbeon
Content-Length: 0 and not Selected hd
or not Selected ¥

Coow 3

Then the signaling records that share the same Call-ID are displayed in the captured
packet list window. The Call-ID that is filtered out is displayed in the Filter text box
on the toolbar, as shown in Figure 5-63.
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Figure 5-63 Value of Filter on the toolbar

Filter: |=zip. Call-ID == “OHUSMTlwH;jc3ImMZHTELODAZHmEZ V2RI Z jEON jZmM z1e. ©

- From
Source address of the request.
- To
Logical receiver of the request.
- User-Agent
Information about the User Agent Client (UAC) that initiates the request.

If the value of User-Agent is Conf-serv/3GPP, the request is initiated by a personal
computer (PC).

SOAP Protocol Analysis

This topic describes how to use the Wireshark to analyze SOAP packets.

Background
To capture a Simple Object Access Protocol (SOAP) packet, pay attention to the following
information:
®  Capture the packet on the AS.
- Install the Wireshark of the Linux operating system on the AS.
- After capturing a SOAP packet using a command on the AS, use the Wireshark to
analyze the captured SOAP packet on the Windows host.
tcpdump -i ethO(actual network adapter name) -w Packet name -s 1200
e  After choosing Capture > Options to set parameters, do not enter any information in the
Capture Filter text box.
e  Enter http in the Filter text box when capturing SOAP packets, as shown in Figure 5-64.
Figure 5-64 Filter criteria
Filter: htip -
After capturing the SOAP packet is completed, the Hypertext Transfer Protocol (HTTP)
signaling that passes through the network adapter with the IP address of the host is
displayed, as shown in Figure 5-65.
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Figure 5-65 Filtered HTTP signaling

No.  Time Source Destination Protocol Info
37 17:27:50 192.168.20.3 192.168.20.113 HTTP HTTR,/1.1 100 Continue
40 17:27:50 192.168.20.3 192.168.20.113 HTTP/XML HTTP,/1.1 200 OK

66 17:27:55 192.168.20.3 192.168.20.113 0 Continue

74 17:27:56  192.168.20.3 102.168.20.113 HTTR,/XML

Request message Response message

To query signaling details, proceed as follows:
Right-click the signaling to be queried.

2. Choose Show Packet in New Window from the shortcut menu. A dialog box is
displayed, containing the signaling details.

Protocol Analysis

A SOAP message includes HTPP and Extensible Markup Language (XML) messages. Pay
attention to the contents at the following layers in the red box, as shown in Figure 5-66.

Figure 5-66 Protocol layers that you need to pay attention to

# Frame 68: 684 bytes on wire (5472 bits), 684 bytes captured (5472 bits)

% Ethernet II, Src: 70:7b:e8:cl:cf:bf (70:7b:e8:cl:cf:bf), Dst: 3c:d9:2b:5b:dc:f4 (3c:d9:2b:5b:dc:f4)

# Internet Protocol, src: 192.168.20.3 (192.168.20.3), Dst: 192.168.20.113 (192.168.20.113)

% Transmission Control Protocol, Src Port: http-alt (8080), Dst Port: 58712 (58712), Seq: 1946, Ack: 1325, Len: 630

#[Hypertext Transfer Protocol j#———— HTTP messages
7 [eXtensible Markup Language | XML

® HTTP messages

An HTTP message contains the name and operation of a SOAP request, as shown in
Figure 5-67 and Figure 5-68.

You must pay attention to the method name in the request and the response code in the
response.

Figure 5-67 HTTP request

= Hypertext Transfer Protocol
-/[posT /sMu/sMu.do HTTP/1.1%r\n |*——— Reguest name
-l [Expert Info (Chat/Sequence): POST /SMU/SMU.do HTTP/1.1%\r‘n]
[Message: POST /sMu/sMU.do HTTP/1.1%r%n]
[severity level: chat]
[Group: sequence]
rRequest Method: POST
Request URI: /SMU/SMU.do
Request Version: HTTP/1.1
Authorization: Digest username="",realm="",nonce="",uri="/sMu/sMu.do",opaque="",cnonce="",qop="",nc=""
Accept: application/xmlrn
Content-Type: application/xmlirin
Host: 192.168.20.3:8080%r"\n
- Content-Length: 314%r‘n
[content length: 314]
Expect: 100-continueirin

\r\n
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Figure 5-68 HTTP response

=l Hypertext Transfer Protocol
=[ HTTP/1.1 200 oK\r’\n |s——— HTTP response codes
= [Expert Info (Chat/Sequence): HTTP/1.1 200 ok\rin]
[Message: HTTP/1.1 200 okK\r'n]
[severity level: Chat]
[Group: sequence]
Request Version: HTTP,/1.1
Response Code: 200
server: Apache-Coyote/1.1%r'\n
Content-Type: Text/xml;charset=utf-84rin
E Content-Length: 488\rn
[Content length: 488]
Date: Mon, 23 Apr 2012 09:23:59 GMTA\r\n
My

# extensible Markup Language

® XML messages
An XML messages contains a message type and a message content.
- MSG_TYPE presents a message type declaration.
- CV_CONTENT presents a message content declaration.
Figure 5-69shows the XML messages in a request for a login in scene.
Figure 5-70shows the XML messages in a response for a login in scene.

Figure 5-69 XML messages in a request for a login in scene

= extensible Markup Language
= <?xm]
version="1.0"
encoding="uTF-8"
=
[El <MESSAGE>
[ <VERSION>
2.0
</VERSION>
[ <CV_HEADER=
B <MSG_TYPE>
| MSG_GET_ORG_INFO_REQ[#———— Request message
</MSG_TYPE>
Bl <MSG_SEQ>
2
</MSG_SEQ>
</CV_HEADER>
= Content of XML message
Bl <LOGIN_INFO>
B <LOGIN_ID>
e7a1d47a98b54a8390634d04a9e97c77
</LOGIN_ID>
</LOGIN_INFO>
Bl <ORG_INFO>
[l <ORG_CODE>
0000
</ORG_CODE>
</ORG_INFO>
</CV_CONTENT>
</MESSAGE>
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Figure 5-70 XML messages in a response for a login in scene

= extensible Markup Language
B <?xm]
version="1.0"
encoding="UTF-8"
>
[ =MESSAGE>
E =VERSION=
2.0
< /VERSION>
= =CV_HEADER:
= =M5G_TYPE>
MSG_GET_ORG_INFO_RSP
</MSG_TYPE>
<MSG_SEQ>
</CV_HEADER>

=i Content of XML message

=] rR_ESULT_CODE>-
" fl——— Operation resulis
</RESULT_CODE>
= <ORG_INFO> .
= <ORG_CODE>
Qo000
</0RG_CODE>
<PARENT_ORG_CODE>
<0ORG_NAME>
<ORG_TYPE>
<0ORG_DESC>
<DOMATIN_NAME>
<MU_POP_ID>
<MU_POP_NAME>
<DCG_POP_ID/ >
<DCG_POP_NAME /=
</ORG_INFO=>
</CV_CONTENT>
</MESSAGE>

EEEEEEE

5.9.5 Common Tips

Changing the Time Display Mode

A CAUTION

The absolute time generated after the gateway GPRS support node (GGSN) users use the
tmf2cap to convert .tmf files to .cap files may be incorrect. You can use the relative time to
view the packet delay information.

Generally, data packets are displayed by relative time in the program, which is the interval
between a subsequent packet and the initial packet.

You can choose View > Time Display Format to change the time display mode.
The Time Display Format menu contains four options, as shown in Figure 5-71.

e  Time of Day: for example, 18:23:01.852876.
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e Date and Time of a Day
®  Seconds Since Beginning of Capture

®  Seconds Since Previous Captured Packet, which is used for viewing the time delay
between packets.

Figure 5-71 Changing the time display mode

i’ Marvell Yukon Ethernet Controller. (Nicrosoft’ s Packet Scheduler) - Wireshark

File Edit QBTN Go Capture Analyze Statisties Telephony Tools Help
B @ @ v Wain Toclbar T ELIEE QA bFEMmsx| 8
v Filter Toolbar
Filt - E ion. .. (1 Appl,
el Hireless Toolbar =k il L
Ho. Tine|  Seatusbar n i Protocol Info
. 2 o] 3 CH * 1
24 5.2 v Facket List p.255.250 SSDR M-SEARCH * HTTR/1.1
34 8.2 v Packet Details p. 255,250 SSOP M-SEARCH * HTTR/1.1
3911, , pachet Bytes p. 2550250 SSDF M-SEARCH * HTTR/1.1
407 42. i P55 25N SSnR M-SEARCH * HTTR/1 1
411 45| Time Display Format Date and Time of Day:  1970-01-01 01:02:03. 123458 Ctrltilttl
427 45,  Hame Resolution ' Time of Day:  01:02:03. 123458 Ctrl+Aleds v
v Colorize Packet List .
Seconds Since Epoch (1970-01-01): 1234567590, 123456 Ctrl+Alt+3
1 ¥ Auto Scroll in Live Capture
Frame | » Seconds Since Beginning of Capture: 123. 123456 Ctrltalt+d
Etherny @ zeom In Ctrltt Seconds Sinee Previous Captured Packet: 1. 123458 Cirltaless 7
Intern: o zom gut Ctrlt- Seconds Since Previous Displayed Facket: 1123458 Cerl+hleds
User D. (@), Hormal Size Cirl+=
Hypert: ® hutomatic (File Format Precizion)
[F] Resize A1l Colunns Shift+Cirl+R
. Seconds: O
Displayed Colunns 3 5
Decizeconds: 0.1
o000 01 . .
0010 00|  Expand A1 Cirl+hight Centiseconds:  0.12
oozo ff Collapse ALl CtrltLeft Willizeconds: 0,123
0030 43 : .
o040 6F Colorize Conwversation 4 Wicroseconds: 0 123456
Q050 32 Hanoseconds: 0. 123456759
0060 33| ™ Coloring Rules...
0070 67 Display Seconds with howrs and minmtes Ctrl+Alt40
00O 74|  Show Facket in Hew Hindox 63 65 3a 31  tGateway Device:l
0090  0Od| & Belead Cultk |64 69 73 63 ..Man:"s sdp:disc
00a0 6f vo oy vz zz wo ud a0 35 34 33 vg Oa Od Oa over'. .M x:3.. .. 9
O File: “C:\DOCUME™1--- | Packets: 4403 Displayed: 237 Marked: 0 Iropped: O Profile: Default

Loading the Custom Format Library

You can download or customize a format library for an application protocol that cannot be
parsed by the Wireshark, and then load the format library to the Wireshark. Then the
Wireshark can parse the application protocol, as shown in Figure 5-72.

For example, after you decompress the libxml2.rar file and copy the .dll file in the
decompressed directory to the Wireshark installation directory, the Wireshark can parse the
diameter protocol. The default Wireshark installation path is C:\Program Files\Wireshark.
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Figure 5-72 Parsed diameter protocol after the diameter format library is loaded
i Time source Destination Protocol Info
L 02:05:26.440 152.1.4.55 152.2.170.1 GTP Create PDP context reguest
2 02:05:26.4%5 152.2.170.1 152.1.4.55 GTP Create PDP context response
E 26,521 192.2.170.2 102.1 Ox00000110-Request app=Ur
1 02:05:26.634 152.1.4.55 152.2.170.2  TCP 3868 > 10020 [Ack] Seq=0 Ack-
5 02:05:26.641 192.2.170.2 192.1.4.55 TCP [Continuation to #3] 10020 >
I: M AL T8 FEMA TRT 1 A4 B fa W ek I By et i |

A amat an Cmadd SAAEANTT T A Amcuwene ame ikl

B

Frame 3 €366 bytes on wire, 566 bytes captured)
Ethernet II, Src: HuaweiTe_Se:2b:02 (00:e0:fc:Se:2b:020, Dst: 00:19:21:ha:3cC:
| Internet Protocol, Sror 192.2.170.2 (192.2.170.20), Dst: 192.1.4.55 (192.1.4.5

# Transmission Control Protocol, src Port: 10020 (100200, Dst Port: 3868 (3868)
= Diameter Protocol

version: Ox0l
Length: 784
| Flags: OxB0 (Reguest)
Command Code: Cmd-0x00000110-Request
application-Id: Unknown
Hop-by—Hop Identifier: 0x1f500004
End-to-End Identifier: 0xa&f50004
[short Frame: Diameter]

+ =

[+

Customizing the Non-Standard Port Applications

The Wireshark cannot identify the type of an application protocol that uses a non-standard
port. Users can customize a protocol for parsing the non-standard port application protocol.

1. If the HTTP application has been enabled on port 1031 in an office, select the data
packet on port 1031.

2. Choose Analyze > Decode As..., as shown in Figure 5-73.
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Figure 5-73 Decode As

il ARP. pcap — Wireshark E|E|E|
File Edit View Go Capture WAEREEN Statistics Telephony Iools Help
B & @ 8 @ | = @ [0 Dislay Filters. . 5l Q@ F| WkEmx B
Display Filter Macros.
Filter sion... Clear  Apply
i rotocol Info ]
10 Source port: fjitsuappmgr =
2 0.349452 10.13 MENS Mame query NE WPAD<OO>
Enabled F 1s. .. Shi fH+CLr1+E
30.514447 10,13zl Freteecls ki M-SEARCH * HTTP/1.1
4 1.620823 : — Gratuitous ARP for 10.137.11
5 1.647381 Hangz G User Specified Decodes. .. ETP MST. Root = 32768/0/00:0f:e2
6 2.228820 Hangz DxS9001 Ethernet II
7 3.467227 10.13 Follow UDF Siream BROWSER.  Host Announcement TOO1504614 «
| >
® Frame 1: 107 bytes ¢ Expert Info ] wred (856 bits)
® Ethernet II, Src: Hg ¢ Eeeert Info Lomposite '), Dst: HuaweiTe_1f:71:2f (00:18:82:1f
® Internet Protocel, g  Comversation Filter ', Dst: 10.70.115.216 (10.70.115.216)

® User Datagram Protocol, Src Fort: fjitéuappmgr (24253, Dst Port: fiitsuappmgr (2425)
® Data (65 bytes)

¥
0000 00 18 82 1f 71 2f 00 1c 2% d2 17 7f 0B 00 45 00 T S E.
0010 00 5d 1d 7f 00 00 B8O 11 59 aB 0a 8a 3a cl Da 46 P Yo..i. . F
0020 73 ds 09 79 09 79 00 49 cf 9 31 5f 6c 62 74 34 sy I L 1 Thtd
0030 5F 35 34 23 31 33 31 23 30 30 31 43 32 35 44 32 _54%131# 00102502
0040 31 37 37 46 23 30 23 30 23 30 3a 31 33 33 34 39 177F#0#0 #0:13349
0050 33 39 39 33 30 3a 7a 4b 46 36 37 37 3% 34 3a 4d 39930: 2K FE7754:M
0060 34 31 32 33 38 3a 31 32 32 3a 00 41238:12 2:.
O File: “C:‘Document== | Packets: 407 Displayed: 407 Marked: 0 Load time: 0:00. 468 Frofile: Default
You must choose Analyze > Decode As and select a protocol each time when you start the
Wireshark to parse a non-standard port application protocol.
3. Select an application protocol, and then click Apply, as shown in Figure 5-74.
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Figure 5-74 Customizing a protocol for parsing the non-standard port application protocol

4! Wireshark: Decode As Q@@

iLinl«LNetworkj Transport )

W 223 2
® Decode H.223 (Bitswapped)
H. 245
H.501
H248 -
TCP | source (1031) ¥ | port(s) as |[fV8N3
O Do not decode = ICAP
iFCF
INAFP
rPIC
| Clear | IRC bl

5 (e ][]

4. Click OK.

Splitting and Merging Result Files
1. Splitaresult file.
Choose File > save as, and then split a result file, as shown in Figure 5-75.

- Use the filter to display the information that you want to save as files separately, and
then choose displayed in the Packet Range area.

- ChooseRange, and then enter a number range, for example 1-1038. Then packets
numbered from 1 to 1038 are saved as a file.
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Figure 5-75 Save file as

Wireshark: Save file as @

Save in: |1E'| My Documents j 5 E5-
E uﬁM‘y‘ Music
= uﬂMy Pickures

My Recent =) visual Studio Projects
Documents

?_[T
Dezkiop
ky Documents

48

A

p Computer
“-:’] File: narne: | test. cap j Save |
by Metwork Save as lype: |W|reshark.-"h:pdump.-"... - libpzap [F.poap.® cap) j Cancel
Places
Help

Packet Range
(" Captured ™ Dizplayed

" Al packets 39
" Selected packet 1
~
~
{* Range: ||-1038 39

2. Merge aresult file.
Choose File > Merge.
The system prompts you to save the result file before merging it.
- Enter the name of the result file to be merged, and then click Save.
- Select the file to which you will merge the result file, and then click Open.

Displaying Traffic Waveform Chart

The Wireshark can generate traffic waveform charts based on the captured data packets. You
can set filter criteria to display the waveform charts of certain protocol traffic or user traffic in
a certain period.

Choose Statistics > 10 Graphs. The Wireshark 10 Graphs dialog box is displayed, as
shown in Figure 5-76.

Issue 01 (2012-06-20) Huawei Proprietary and Confidential 120
Copyright © Huawei Technologies Co., Ltd.



Huawei IP Phone eSpace
6805&6810&6830&6850&6870
Administrator Guide 5 Appendix

Figure 5-76 Wireshark 10 Graphs

% Wireshark 10 Graphs: wap service.cap

Graphs X Axis

[Gr.ph ]]Color [leler:] Style: Line ¥  Tick interval:| 1 sec v

[iGraph 21 Color {!xlter ] tep Style: | Line v Pixzels per tick 5 &

[Gragh 3} [Eilter: | Style: Line v | [JYiev as time of day

[Graph 4)Color [Eilter: | Style: Line w T Axis

[Gr‘ph SJ [!iltar J Style: Line v Unit: Z_“_keun’Ck 3
; Scale Auto v

I| Help Copy ' Save l Close

By default, all traffic waveform charts are displayed. After you set the filter criteria in the
filter, only traffic waveform charts that meet the filter criteria are displayed.

Calculating the Packet Traffic
The following describes the common method for calculating the packet traffic.

When receiving a request for calculating the packet traffic, you must verify that the extended
field statistics in the Call Detail Records (CDRs) are correct.

®  Choose Statistics > Conversations in the Wireshark.
The Conversations page is displayed, as shown in Figure 5-77.
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Figure 5-77 Conversations

7 Conversations: Narvell Yukon Ethernet Controller. (Nicrosoft’s Packet Scheduler) g@§|

Ethernet: 33 IF+4: 26 UDF: 30
TCP Conwersations

Address & 4 Port & A Addresz B 4 Fort B 4 FPacketzs 4 EBytes 4 Fackets A-3F 4 Bytes A-3E 4 Packets A<-F 4

192.168.230.8 192168162144 12 1 116 7 614 5

192.168.230.8 192168162144 22 |5 TiE 1z 4 045 10

192.168.230.8 1892.168.162.144 12 1 116 7 614 5

192.168.230.8 192.168.162.144 12 1 443 7 961 5

1892.168.230.8 192168162144 23 10 234 12 3 38 11

221.130.45.236 [B502 192168162144 15 |3 212 | 2 206 B
»

Hame resolution []Limit to display filter

Help ] ’ Copy Follow Stream ] [ Close

In the basic packet information, such as all types of packets generated during mobile
phone conversions, the TCP and UDP tab pages are displayed. On the TCP tab page, the
following columns are included: Address A, Port A, Address B, Port B, Bytes, Bytes
A->B, and Bytes A<-B.

On the TCP and UDP tab pages shown in Figure 5-77, packets that have same address
but different port numbers are displayed in different columns but are calculated together.

®  Choose Statistics > Summary to calculate the total packet bytes. Before calculating the
total packet bytes, ensure that the filter criteria are set.

After the preceding packet length is calculated, subtract 14 bytes (layer 2 information)
and packet encapsulation added to the original packets by GGSN or Serving GPRS
Support Node (SGSN), such as generic routing encapsulation (GRE) or GPRS tunneling
protocol (GTP) encapsulation. The various encapsulation lengths are as follows:

- GTP VO header 20 bytes
GTP V1 header: The fixed part is 8 bytes and the common part is 12 bytes.
- UDP header
8 bytes
- IP header
20 bytes
- GRE header
4 bytes

The window for parsing packets in the Wireshark includes:

®  Upper part: area for obtaining packet serial numbers
®  Middle part: area for parsing the selected packet
®  Lower part: area for displaying the original code streams for the selected packet

In the Wireshark, you can enter filter criteria in the Filter text box shown in Figure 5-78; the
packets that meet the filter criteria are displayed.
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Figure 5-78 Parsing packets in the Wireshark

Filter:

Hu.
143
144
145
146
147
145
149
150
151
152
157
158

¥ OF

<

0000
0010
0020
0030

Arc oA

(0)| File: "C:\DOCUME™1---

Time

&4 .

Source

10.138.58.193
.98.48.49
.138.58.193
.138.58.193
.98.48.49
.138.558.193
.95.48.49
.138.55.193
.98.46.49
.138.58.193
.138.58.193
.138.58.193

SN AN An

00B440
&4.009504
&4.009553
&4.009977
&4.010686
&4.010910
64.011683
£4.012360
£4.013291
54.013325%
64.118290
&4.118309

A4 oAns

00 1c 25 d2 17 7f 00 18
00 28 29 b4 40 00 7c 06
Ja ¢l 04 01 0% 13 70 58
fo aa fa 6a 00 00 00 QO

* Expression. ..

Dlestination

10.95.45.49
.138.58.193
.98.485.49
.98.48.49
L138.58.193
.98.45.49
.138.58.193
.95.45.49
.138.58.193
.98.48.49
.95.48.49
.98.485.49

400 rao a7

82 1f 71 2f 08 00 45 00
55 3e Da 62 30 31 Da 8a
b7 8f 72 ef 94 f5 50 10
00 00 00 00

Packets: 510 Displayed: 283 Marked: O Dropped: 0O

Clear Apply

Frotocol Info

TCP Tpcp > epmap [SvN] St
TCP epmap > lpcp [SYM, Al
TCP Tpcp > epmap [ACK] Se
DCERPC Bind: call_id: 1 EPM:
DCERPC Bind_ack: call_id: 1
EFM Map reguest

EFM Map response

TCP hp-sci > blackjack [
TCP blackjack » hp-sci [
TCP hp-sci » blackjack [
TCP [TCP segment of a re:
DCERPC d: 1 DRS

-

Bind: call_i

b — o8

>

Frame 504: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
Ethernet II, Src: HuaweiTe_1f:71:2f (00:18:82:1f:71:2f), Dst: HonHaiPr_d2:17:7f (00:
Internet Protocol, Src: 10.98.48.49 {10.98.48.49), Dst: 10.138.58.193 (10.138.58.193
Transmission Control Protocol, Src Port: blackjack (1025), Dst Fort: hp-sci

..... ..qf. . E.
Ux.b01..
R P S

Frofile: Default

(1299),

W

>

For example, to query the packets that are sent from or to the IP address 10.0.0.1, enter
ip.addr==10.0.0.1 in the Filter text box shown in Figure 5-78, and then click Apply. The
packets that are sent from or to the IP address 10.0.0.1 are displayed, as shown Figure 5-79.

Figure 5-79 Filtering out the captured packets

Filter:
Ha. .
444
445

494
495

504
505

¥ F F

Time

446 75.
447 75.
491 94,

496 94.
497 94.

506 94.

ip. addr==10.98. 48, 49|

Source

10.95.45.49
.138.55.193
.98.46.49
.138.58.193
.138.58.193
.138.58.193
.98.48.49
.98.48.49
L138.58.193
L98.48.49
.98.48.49
.138.558.193

667144
667579
665345
568363
301222
301519
302037
302063
302078
302316
302322
302328

75.
75

94.
94.

94 .
94.

* Exprezzion. ..

Destination

.138.58.193
.95.45.49
.138.58.193
.98.48.49
.958.48.49
.98.485.49
.138.58.193
L138.58.193
.98.48.49
L138.58.193
.138.58.193
.95.45.49

Frotocol

SMEB
TCF
TCF
TCF
TCP
TCP
TCP
TCP
TCP
TCF
TCP
TCP

Clear Apply

Info
PR e o g

Tree Disconnect Resp
jtag-server » micros:
microsoft-ds » jtag-:
jtag-server » micros:
Tpcp > epmap [FIM, A
hp-sci » blackjack [
epmap > Ipcp [ACK] Se
epmap > Ipcp [FINM, Al
Tpcp » epmap [ACK] S:
blackjack » hp-sci [
blackjack » hp-sci [
hp-sci = blackjack [

>

Frame 504: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
Ethernet II, Src: HuaweiTe_1f:71:2f (00:18:82:1f:71:2f), Dst: HonHaiRr_d2:17:7f (00:

Internet Protocol, Src: 10.98.48.49 (10.98.48.49), Dst: 10.138.58.193 (10.138.58.193
Transmission Control Protocol, Src Port: blackjack (102%), Dst Port: hp-sci (12997, !
3 >
0000 00 1c 25 d2 17 7f 00 18 82 1f 71 2f 08 00 45 00 CLEL L. .q/. .E.
0010 00 28 29 b4 40 00 7c 06 5% 3e Oa 62 30 31 Oa Ba LO.@ . Usobod. .
0020 3a <1 04 01 0% 13 70 58 b7 8fF 72 f 94 f5 50 10 :..... g o..r.L P
0030 fc aa fa 6a 00 00 00 00 00 00 00 QOO0 I
O File: "C:\DOCUME™1--- | Packets: 510 Displayed: 111 Marked: 0 Dropped: O Profile: Defanlt
Issue 01 (2012-06-20) Huawei Proprietary and Confidential 123

Copyright © Huawei Technologies Co., Ltd.




Huawei IP Phone eSpace
6805&6810&6830&6850&6870

Administrator Guide

5 Appendix

Using the RTP to Analyze 2833 Packets

To use the RTP to analyze 2833 packets, proceed as follows:

1.
2.
3.

Figure 5-80 RTP information
Liter ipevent 5

Use the Wireshark to open the bearer network port captured file in .pcap or .cap format.
Enter (rtp) && (rtp.p_type > 34) or rtpevent in the Filter text box.
Press Enter.
All files that are transferred using RFC 2833 in the captured information are filtered out,

as shown in Figure 5-80.

v Dogressien Clewr Moply

Tine

1315 29.287904

1337 29,463519
1340 29.493377
1360 29, 687363
1363 29,713580
1367 29,743596

1463 30,613524
1467 30.643572
1507 31.006764
1510 31.043585

1529 31.193477
1567 31.568107
1571 31.603451
1576 31,.643804
1581 31.6935%9
1586 31.723455
1589 31.758119

AAAY 2 LATARY

Sewrce

10.185.164,73
10.185.164.73
10.185.164.73
10.185.164.73
10.185.164.73
10.185.164.73
10.185.164.73
10.185.164.73
10.185.164.73
10.185.164.73

10.185.164.73
10.185.164.73
10.185.164.73
10.185.164.73
10.185.164.73
10.185.164.73
10.185.164.73
10.185.164.73
10.185.164.73

10.185.164.73
10.185.164.73
10.185.164.73

1A T8¢ A0 PY

Destination

10.185.164.136

10,185.164,136
10,185.164.136
20.185.164.136
10.185.164.136
10.185.164.136

10 140 1AL 124

Frotecel Iafs

RTP EVEN Payload TypesRTP Event,
RTP EVEN Payload type=RTP fvent,
RTP EVEN Payload typesRTP Event,
RTP EVEN Payload type=RTP Event,
RTP EVEN Payload type-sTP Event,
RTP EVEM Payload TypesRTP Event,
RTP EVEN Payload TypesRTP Event,
RYP EVEN Payload TypesRTP Event,
RTP EVEN Payload Type-aTP gvent,
RYP EVEN Payload TypesRTP fvent,
RYP EVEN Payload type=RTP fvent,
RTP EVEN Payload Type-aTP gvent,
RTP EVEN Payload type-sTP Event,
RTP EVEN Payload Type=&TP Event,
RTP EVEN Payload SypessTP Event,
RTP EVEN Payload TypesRTP Event,
RYP EVEN Payload typasRTP Event,
RYP EVEN Payload typa=TP Event,
RYP EVEN Payload Typa=RTP gvent,
RYP EVEN Payload Type=RTP Event,
RYP EVEN Payload Ttype=RTP Event,

gunuue
MO M o
NNNNNNSOOO S
ase
N~

qnmn-nssggggigigzg
Pom

i

faRddRdidaTaRanaRaRaRiaai
T

§8555%
L

HH

2833 packets use the sampling mode to send a number for multiple times. Numbers are
separated by RTP packets whose Event is TRUE, as shown in Figure 5-81. The
procedure for sending the number 6 is used as an example.

- The message "End of Event: False™ in the packet parsing area indicates that the

number 6 has not been sent completely.
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Figure 5-81 Message "End of Event: False"

Lilter: ripevest v Exprezsien .. (lewr foply
¥ Tine Searce Dextinstica Protecel  Infe
1315 29.287904  10.185.164.73 10.155.164,136 ‘RTP EVEN Payload Typa=RTP Event, OTMF Six 6
8320 2’-’32“’0 10.185.164.73 3.0.1.5-1“ m ATP EVEN Payload typ Event, OTMF Six 6
= 3332 29.43‘052 10.185.164.73 ':ao.us.m.ne RBTP EVEN P, TYPR=RTP « OTMF S1x 6 (end)
1337 29.463519 10.185.164.73 . 185,164,136 RYP CEVEN Payload TypesRTP Event, OTMF Six 6 &I X
1340 29.493377 10.185.164.73 10.185.164.136 RTP EVEN Payload TypesRTP Event, OTMF Six 6 (end)
1360 29.687363  10.185,164.73 10.185.164.136 RTP GVEN Payload typesRTP Event, OTMF Two 2
1363 29.713580 10.185.164.73 10.185.164.136 RTP GVEN Payload types-RTP Event, OTMF Two 2
1367 29.743596  10.185.164.73 10.3185.164.136 RTP GVEN Payload types=RTP Event, OTMF Two 2 s
373 29. 10.185.164.73 10.285.164.136 ATP CVEN Payload TypesRTP Event, OTMF Two 2
1378 29.823%47  10.185.164.73 10.285.164.136 RTP CVEN Payload TypesRTP Event, OTMF Two 2 ¥
1383 29.863576 10.185.164.73 10.285.164.136 ATP CVEN Payload typasRTP Event, OTMF Two 2 2
2446 30.463M6  10.185.164.73 10.185.164.136 RTP GVEN Payload type=RTP Event, OYTMF 2ero 0
1450 30.504862 10.185.164.73 .185.164, RTP GVEN Payload typesRTP Event, OTMF 2Zero O
1454 30.534876 10.185.164.73 10.185.164.136 RTP GVEN Payload typesRTP Event, OTMF 2ero O
1459 30. 10.185.164.73 .164.136 RTP CVEN Payload typesRTP Gvent, OTMF 2ero O
1463 30.613524 10.185.164.73 10.185.164.136 RTP CVEN Payload typesRTP Event, OTMF 2ero O
1467 30.643572  10.185.164.73 10.185.164.136 RTP GVEN Payload typesRTP Event, OTME 2ero O
- '10.185.164.73 10.185.164.136 BTP GVEN Payload typesRTP Event, OTMF Four 4
1510 31.043585  10.185.164.73 .164.136 RTP GVEN Payload typesRTP Event, OTMF Four 4
1514 31.073463 10.185.164.73 10.185.164.136 RTP GVEN Payload typesRTP Gvent, DTME Four 4
2 .12 10.185.164.73 10.185.164.136 RTP GVEN Payload typesRTP Gvent, DTMFE Four )
1526 31.163515 10.185.164.73 10.185.164.136 RYP GVEN Payload typeseTP Event, DTMF Four .
1529 31.193477 10.185.164.73 10.185.164.136 RYP GVEN Payload typesRTP Event, OTMF Four 4
67 31.568107 10.185.164.73 10.185.164.136 RTP GVEN Payload types=RTP Gvent, OTMF Seven 7 ;
1571 31.603451 10.185.164.73 10.185.164.136 RYP GVEN Payload typesRTP Gvent, OTMF Seven 7
1576 31.643504 10.185.164.73 10.185.164.136 RTP EVEN Payload type=RTP Gvent, OTMF Seven 7 E
15 599  10.185.164.73 10.185.164.136 RTP GVEN Payload typesRTP Gvent, DTMF Seven 7
1585 31.723455  10.185.164.73 10. .164.136 RYP EVEN Payload type=RTP fvent, OTMF Seven 7
1589 31.754119  10.185.164.73 10.185.164.136 RTP GVEN Payload type=RTP Gvent, DTMF Seven 7
CIAAD V247087 TOLIRS.TRS. TR 0LIRS.TASI3A BYD EVEN Pavinad rune-aTO Fvant. OHTME Nine @

+ Frame 1326 (58 bytes on wire, 58 bytes caprured)
& Gthernet IX, Src: 28:6@:d4:07:23:c9 (28:6e:04:07:23:¢9), Dst: HuawelYe_00:cb:6c (00:18:82:00:¢cb:6¢)
# Internet Protocol, Src: 10.18%5.164.73 (10.185.164.73), Dst: 10.185.164.136 (10.185.164.136)
& User Datagram Protocol, Src Port: 45746 (45746), ost Port: 10286 (10286)
+ real-Time Yransport Protocol
= RFC 2833 RYP Ev

Event ID:“OTME Six 6 (6)—

Ciee weae = End of Tugnt: False O

20.. .... = Reserved: False

.01 0100 = volume: 20

Event Duration: 320

- The message "End of Event: True" in the packet parsing area indicates that the
number 6 has been sent to the media stream. Then the number collection process is
complete.
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Figure 5-82 Message "End of Event: True"

Lilter rigevent v Bgression Clewr Mpply
%o o Tine Dextination Trateced Iade

1315 29,287904 10.185,164,136 “RTP EVEN ny'luc TYpe=RTP EVENt, DTMF Six 6
1320 29.3286%0 10.185.164,136 “RTP EVEN Payloa '« DTMF SiX 6
1326 29,392071 xo.ns.:u.no “RTP EVEN '« DTMF 51X 6
1337 29.463519 m.us.zu.no “RTP EVEN ! DTME 51X &
1340 29.493377 10.185.164.136 RTP EVEN Payl . DTME Six 6
1360 29, 10.185.164.136 RTP EVEN Pay] . DTMF Two 2
1363 29.713580 10.185.164.136 RTP EVEN Payl DYME Two 2
1367 29.743596 10.185.164.136 RTP EVEN Payl OTMF Two 2
1373 29.793450 10.185.164.136 RTP EVEN Pay] OYMF Two 2
1378 29.8523547 10.185.164.136 RTP GEVEN Payload Typa=RTP « DYME Two 2
1383 29.863576 10.185.164.136 RTP EVEN Pay) - OTMF Two 2
1446 30,4689%46 10.185.164.136 RTP EVEN Payload Type=RTP - DYME Zero 0
1450 30. 504862 10.185.164.136 RTP GVEN Pay) i « OTMF Zero O
1454 30.534876 10.155.164.136 RTP EVEN Pay) X TP ~ DYMF Zero O ;
1459 30.5 10.155.164.136 RTP EVEN Payload v - DTMF Zero O (end)
1463 30.613524 10.185.164.136 ‘RTP EVEN Payload - DTMF Zero O (end)
1467 30.643572 10.185.164.136 RTP EVEN Pay) ; DTMF Zero O .
1507 31.016764 10.185.164.136 RTP EVEN Pay) A DTMF Four 4

510 31.043585 10.185.164.136 RTP EVEN Pay] yPe=RTP DTMF Four 4

310 10.185.164.136 RTP EVEN Payload typeRTP DTMF Four 4
1521 31.123%13 10.185.164.136 RTP EVEN Pay] 4 DTMF Four 4 E‘nﬂ)
1526 31.163515 10.185.164.136 RTP EVEN Payload DTMF Four 4 (end)
1529 31.193477 10.185.164.136 RTP EVEN Payload type«RTP DTMF Four 4 (end)
1567 31, 568107 10.185.164.136 RTP EVEN Pay] ! DTMF Seven 7
1571 31.603451 . 185,164, RTP EVEN Payload ,_ DTMF Seven 7
1576 31, 643804 10.185.164,136 RTP EVEN Pay] ; DTMF Seven 7
1581 31,693599 10.185.164.136 RTP EVEN Payload. DTMF Seven 7 (end)
31.723455 10.185.164, RTP EVEN Payload OTMF Seven 7 (end)

1589 31,754119 185,164, RTP EVEN Payload = OTMF Seven 7 (end)
1AR2 V447057 TOIRS.IALLTR 10.IRS.IALIRA BTD EVEN PAVINAN TUNARTS o nTME Nine O

Frame 1332 (58 bytes on wire, 58 bytes captured)
Etharnet II, Src: 28:6e:04:07:23:¢9 (28:6e:04:07:23:¢9), DOst: muaweiTe 00:ch:b6c (00:18:82:00:chi6C)
Internet Protocol, Src: 10.185.164,73 (10.185.164.73), Dst: 10,185.164.136 (10.185.164.136)
User Datagram Protocol, Src Port: 45746 (45746), Dst Port: 10286 (10286)
real-Time Transport Protocol
RFC 2833 RTP Evant

Event I10: WJLLQ__{_Q)___

1.0 ... «<E0g Of Event: True >

0es v... = RESErvad: False

L01 0100 = volume: 20
Evenz ouratfon: 720

I mewss=

To convert the captured UDP packets to RTP packets, go to 4.
4. Right-click a signaling record in the UDP column.
A shortcut menu is displayed, as shown in Figure 5-83.

Figure 5-83 Displayed shortcut menu

Eilter v Papresvion Clewr baply
| Tine Svwrin Destimation Protesel  Iafe L
1e0 = (TOr«b T

4” zr.m: lo-l"-ll.“ m.ﬂ-’.l et we m m‘ ﬂ‘lm oonluuon m ﬂ
92 20 396?01 20 133 58,62 10, 238 $8. 255 : : DROWSER MOST mwrc wzsw. wtsuum. thr.
93 20.958183 2hou_3e:18:4b Broadcast ARP Gratuitous ARP for 10,138, 58.4 (Request)
94 21.172578 10,138, 58.42 10.138. 58.25% BROWSER  HOST ANNOUNCAmENT QOOL74386A, workstation, serv
95 21.206171  10,72.133.110 -10.138. AR Socurce port: vrsas pestination port: si

- Wark Tacket (vogeie)
™ (2 Set Tine Rafarence (Loggde)
= - ” Aply s Tilter »
Frepwrs & Yilter 38
'l 3p Convarsation Filter 38
5% angahou_07 192200 panning-teae-(f Celorize Conversatioa RS
o 10.138.568.27 10.72.129.78 RYP b
$85  10.72.129.78 1 10.138.58.27 RYR
: 10,72.129.78 10,138, 58.27 RTP
© 107 31.322819  10.138.58.27 10.72.129.78 TR T W Svem A
108 31.384784 10,138, 56, 50 10,138, 58,255 NENS. R<20>
109 31.703568 Hangzhou l9:caz3c Broadcast AP Copr , B8.58.6 (Request)
>
= Frame 96 (47 bytes on wire, 47 bytes captured)
Arrival Time: Oct 30, 2010 10:48:33.400175000 & Priat
[Time delta from previous captured frame: 0.000115000 seconds) Shew Packet in Bov Vindoo
{Time delta from previous displayed frame: 0.000115000 seconds)
[Time since reference or first frame: 21.206286000 seconds)
Crama smbhaor s O/
5. Choose Decode As....
The Decode As dialog box is displayed, as shown in Figure 5-84.
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Figure 5-84 Decode As

¥Wirezshark: Decode A=

Link | Hetwork| Transport
EFC V.
(%) Decode ESF B
ESVF
EICF
| TP
Ly | source (Z425) % | port (5] as | REUDOF
{:}' Do not decode BY
SABF
SAP
-
Clear SCTF b
(o [ v [ o
Select RTP on the right pane.
7. Click OK.
A page shown in Figure 5-85 is displayed. The captured UDP packets have been
converted to RTP packets. Then perform 1 through 3 to verify that the packet
information has been transmitted to the media stream.
Figure 5-85 Converting UDP packets to RTP packets
Dalter * Exprensicn Clear Aply
e Tine Sewrce Destination Pratocal Iafe L]
90 17.799108  10.138. 38.54: 22‘.8!..9.3 : : lf’ unkmm IY’ vr;im o
92 20. 395203 10.136.55.62 10..135.58.255 MME‘ HOST Armouncement w3 58BA, w:fista.!im. Server,
93 20.9965183 mHangzhou_je:18:40 proadcast ARp Gratuitous ARP for 10,138, 58.4 (Request)
94 21.172578 10.136.55.42 10,138, $8.25% BROWSER HOSt Announcement QO0L74356A, workstation, Serv
95 21.206171  10.72.133.110 10.136. 58.27 voe S0Urce port: visas oestination port: sip

96 21, 204286 10.13!.”.27' xo.n.xu:no E uce Source port: sip oestination port: visas

104 31.207460  10.138.58.27 10.72.129.78 RYP Unknown RTP version 3

105 31.322568% 10.72.129.78 10,138, 58.27 RYP Unknown RTP version 3

106 31.322615  10.72.129.78 10.138. 58.27 YR unknown RTP version 3

107 31.322819  10.136.58.27 10.72.129.78 RTP Unknown RTP version 3

108 31.364784 10.138.58.56 10.138. 58.25% NENS Namp Query NO SDPM02-YR<20>

109 31.703568 Mangrhou 19:ca:i3c Brosdcast ARP Gratuitous ARP for 10.138,58.6 (Request)

= Frame 100 (148 bytes on wire, 148 bytes captured)
Arrival Time: Ot 30, 2000 10:48:38,422876000
[Time delta from previcus captured frame: 0.9401604000 seconds)
[Time delta from previous displayed frame: 0.5%01646000 seconds)
[Time since reference or first frame: 26.228987000 seconds)
Frame Number: 100
frame Length: 148 bytes
Capture Length: 148 bytes
ferame f< mariad: falcal
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Viewing Call Processes

The Wireshark allows you to view call processes and play voice recordings. The procedure is
as follows:

[ noTE

This topic describes how to view the call forwarding process. First you need to capture the data packets
related to call forwarding and save the captured packets as a .pcap file, such as hujiaozhuanyi.pcap.

1. Double-click hujiaozhuanyi.pcap on the PC.
The system shows the call forwarding data, as shown in Figure 5-86.

Figure 5-86 Call forwarding

L hujiaozhuanyi.pcap — Wireshark g@@

File Edit Yiew Go Capture Analyze Statisties Telephony Tools Help
S S ERX2E Q¢+ T L|EE | QQQB #EMB % O

Filter: * Expression... Clear Apply

Ho. Time Protocol
A = ) 5

ET635_PHONE: 0x0000 [28:

Frame 1: 154 bytes on wire (1232 bits), 154 bytes captured (1232 bits)
Ethernet II, Src: HuaweiTe_76:fd:ed (08:19:a6:76:Ff4d:ed), Dst: Tp-LinkT_77:31:d6 (
Internet Protocol, Src: 192.167.1.211 (192.167.1.2113, Dst: 192.167.1.150 (192.1¢
User Datagram Protocol, Src Port: 60546 (605460, Dst FPort: swslog (514)
Syslog message: (unknown): ETE55_FPHOME: Ox0000 [08:19:a6:76:F4:e4][1.0.2.20] sSIPS

T H H H E

0000 e0 05 c5 77 31 d6 0B 19 ab 76 f4 =4 08 00 45 00 B VP -
0010 00 8c 00 00 40 00 40 11 b5 a9 c0 a7 01 d3 cO a7 B N
0020 01 96 ec B2 02 02 00 78 ee cf 45 54 36 35 35 5F  ....... ® L ETE5H_

0030 50 48 4F 4e 45 3a 20 30 78 30 30 30 30 20 5k 30 PHOME: 0 =0000 [0
0040 38 3a 31 39 3a 61 36 3a 37 36 3Ja 66 34 3a 65 34 8:19:a6: 76:f4:ed
0050 5d Sk 31 Ze 30 Ze 32 2Ze 32 30 5d 20 53 49 50 53 101.0.2. 20] SIPS
0060 74 61 63 6b 3a 3Ja 63 62 5 He 69 73 74 5f 6b 69 tack::cbh _nist_ki

0070 6c bc 5F 74 72 61 6e 73 61 63 74 £9 6F be 3a 20 11_trans action:
00RO dh A9 Ae Ac 70 da 49 53 R4 90 74 V7 ORT he 71 A1 Kill MTS T tranza bs
o File: “C:‘Document= | Packets: 4T15 Displayed: 4715 Marked: 0 Load time: 0:00.234 Profile: Defanlt

2. Select a data packet record and choose Telephony > VolP Calls.
The VolP Calls page is displayed.
3. View the call process.
a. Selecta call record and click Flow.
The Graph Analysis page is displayed, as shown in Figure 5-87.
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Figure 5-87 Call process

1 hujiaozhuanyi.pcap — ¥YoIP Calls

Detected 11 VoIF Calls. Selected 1 Call.

Start Time 4 Stop Time 4 Initial Speak 4 From 4 Ta 4 Frotoco 4 Fackets 4 3
2 _BEAT43 2 8B5845 197 1AT 1 54 4sip:TO0PE19Z 167 1 34;user—phone <=ip:TZ00@19Z 167 1 203 SIF B d
2. 9873428 hujiaozhuanyi. pcap — Graph Analy=sis ‘ [[=] SIF 1me
3. 012259 - SIF 1T C
4. 950761 61 SIF T C

. 192, 187. 1. 34
T. 325065 Time 192 167. 1. 208 Comment SIF T C
T. 366099 SIF . 7T C
2.p70 | [THVITE SR (eTAAV gT11A 2753 £72% |g1p mrom: <aip.79020132. 167. 1 34 immersphome To<xip:
T. 366351 5 T30 LERID 100 Tevin L2k SIF T C
] . I
7. 36E707 L — S Slates SIP 7C
7.3ssa08] | | & T '5%1;54.’1- - 1-sodso- SIF Reauest 1P T C
10, osasmil | 2857 .Wll,.lmuest—ermna‘tgwl SIF Statns on STP _—
10.279153) | 2862 [T et SIF T
0 200 0K 0
2. 886 e " ioen) SIP Status
I I
I I
I I
! I
! I
! I
! I
! I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
! I
! I
\ I
| >
>
Total: Calls: 11 Start packets: 0 Completed calls: 4 Eejected calls: O
Prepare Filter I Flow ] I Player ] I Select A11 ]

[l noTE

To select all call records, click Select All.

b. (Optional) Click Save as.

Specify a path and file type, and enter the file name in the Save file as  dialog box,
and then click Save.

c. Click Close.
4.  Play the voice recording.
a. Selectacall record and click Player.
The VoIP-RTP Player page is displayed, as shown in Figure 5-88.
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Figure 5-88 VoIP-RTP Player

Detected 11 ¥oIF Calls. Selected 1 Call.

Start Time 4 Stop Time 4 Initial Speak 4 From 1 To 4 Protocoe 4 Packets
2. BB9T43 2.865845 192 167.1.34 <s5ip:TIOZE192. 16T. 1. 34;user=phone  <sip:TZ00R192. 167.1.208 SIF
2957342 12, 221057 192 167.1.211 <sip:55AB3I4@192. 167.1. 34 <sip:556635@192. 167.1. 34 SIF 1
3012259 12254446 192 167.1.34 <5ip:5SAB34@192. 16T, 1. 34; user=phone <sip:556638E192. 167.1.213 SIF 1
4. 950761 9.607366 192 167.1.43 <sip:SSEE4TE192. 16T. 1. 43:5061 <sip:#55%1230%23@192. 167. 1. 43:5061 SIF
T. 325065 11649573 192, 167.1. 206 <sip:TIOZE192. 16T.1. 34 <sip:TOOD@192. 167.1. 34 SIF
1

T. 366099 11654937 192 167.1.34 <sip:TI0ZE192. 16T. 1. 34;user=phone <sip:T100@192. 167.1.207 SIF

L1 hujiaozhuanyi. pcap — ¥YoIP — RTP Player

Fitter tatter (1[0 3 [ Use 5P tinestny

| >
Total: Calls: 11  Start packetz: 0 Completed calls: 4 Rejected calls: 0O

Prepare Filter

’ Flow ] ’ Flayer ] ’ Select All ] ’ Cloze

b. Click Decode.
The voice recording page is played is displayed, as shown in Figure 5-89.

Figure 5-89 \oice recordings

1 hujiaozhuanyi. pcap — ¥oIP — RIP Player

[] From 192.167.1.34:8234 to 192 167.1.211:5004 Duration:Z. 74 Drop by Jitter Buff:0(0.0%) Out of Seq: 0(0.0%) Wronz Timestamp

[] From 192.167.1.211:5004 to 192.167.1. 2135004 Duration:l.14 Drop by Jitter Buff:0(0.0%) Out of Seq: B(15.0%) Yrong Timests

Fitter utter fa51 5§ [ Use P timestens

c. Select one or more voice recordings, and click Play.
The system plays the recordings one by one.

] noTE

You can click Pause or Stop to stop the play.
d. Click Close.
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