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1 Overview
1.1 Principle

Huawei IP phones use the digitalized transmission technology in packets based on the IP
technology. The basic principles are as follows:

Compress and encode voice data according to the voice compression algorithm.
Package the voice data based on a certain protocol such as the IP protocol.

Send data packets to the recipient through the IP network.

Decode and decompress voice packets after collecting the voice packets to restore the
voice packets to the original voice signals.

\oice data is transmitted through the IP network. The IP phone system converts the analog
signals of a common phone into IP packets that can be transmitted through the Internet, and
also converts the received IP packets to analog electric signals.

1.2 Function Description

In terms of the orientation, eSpace 7870, and 7850 are high-end-oriented products, eSpace
7830 and 7820 are a middle-end-oriented product, and eSpace 7810 is a low-end-oriented
product. eSpace 7870, 7850, 7830, 7820and 7810 are a series of products.

In terms of the functions, eSpace 7870, 7850, 7830 and 7820 use the advanced digital signal
processing (DSP) technology with the help of the automatic gain and comfort noise
generation (CNG) technologies. Therefore, eSpace 7870 and 7830 provide voice of high
quality, which is as good as the voice provided by the traditional public switched telephone
network (PSTN).

Codec Function

eSpace 7870, 7850, 7830, 7820 and 7810 support GG.711 A-law/u-law, G.722, G.723.1, G.726,
G.729AB and iLBC codec mode, and configuration of voice codec priority. In general, retain
the default configuration of voice codec priority for deployment. If the network environment
is complex, you can adjust the codec priority according to the actual network bandwidth.

] noTE

If the network is in a good condition, G.711 is recommended, and the voice quality will be excellent. If
the network is not in a good condition, G.729AB or G.723.1 is recommended.
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PoE Function

eSpace 7870, 7850, 7830, 7820 and 7810 support the PoE function. When not being
connected to a power adapter, a client can obtain power from a PSE device (a PoE switch
such as the S3900) to work normally. eSpace 7870, 7850, 7830, 7820 and 7810 support the
mode of free-line power supply and mode of signal-line power supply. When the PoE function
is used, the reliable power supply distance is up to 100 meters.

Bridging Function

eSpace 7870, 7850, 7830, 7820 and 7810 support the bridging function. The device connected
to the PC port of an IP phone can access the network connected to the LAN interface of the IP
phone and can communicate with other devices in the network. In this case, the IP phone acts
as a switch with two interfaces but the working mode is different from the working mode of a
normal switch. Special configurations are performed at the lower layers of an IP phone to
separate the broadcast packets between the two interfaces. Therefore, the IP phone is not
affected by a large number of broadcast packets.

DSP Functions

The DSP chip of eSpace 7870, 7850, 7830, 7820 and 7810 supports comfort noise generation
(CNG) and voice activity detection (VAD). These functions are controlled by the DSP
automatically, which can be set on web pages. You can enable this function by selecting
Enabled in Voice on the Phone page of the web configuration interface.

VLAN Function

eSpace 7870, 7850, 7830, 7820 and 7810 support the Virtual Local Area Network (VLAN)
function. The packets sent by an IP phone are labeled with tags. This makes packets
transmitted in a separate voice VLAN, and the stability of VoIP packets is ensured.

QoS Functions

eSpace 7870, 7850, 7830, 7820 and 7810 support the layer 2 quality of service (QoS)
technology based on 802.1g and 802.1p and the layer 3 QoS technology based on ToS. The
deployment of QoS on the VoIP bearer network ensures the voice quality during the
transmission.

PPPoE Function

eSpace 7870, 7850, 7830, 7820 and 7810 support the PPP over Ethernet (PPPoE) dialing
function. By using the preset PPPOE user name and password, an IP phone can initiate the
PPPoE dialing and set up a connection with the softswitch through ADSL. This facilitates the
setup of VoIP conversations.

1.3 Network Introduction

In terms of network features, eSpace 7800 series IP phones can be deployed on enterprise
networks to interoperate with application servers such as the IP PBX and UMS servers,
implementing functions such as the basic call services, additional services, unified messaging,
and phone book display. This improves the enterprise communication efficiency.
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In the deployment of IP phones on the network with IPPBX, the original data networks of
enterprises are used as the network that bears VOIP to deploy IP phones in distributed mode.
With the help of the application servers, the functions such as the enterprise phone book
function and voice message leaving function can be implemented.
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Single IP Phone Configuration

Configure and upgrade IP phones one by one if any of the following conditions is met:

®  There are only a few IP phones onsite.
®  The centralized upgrade environment is unavailable onsite.
®  Users require special services.

This chapter describes how to configure a single IP phone.

[ noTE

The methods for configuring eSpace 7870, 7850, 7830, 7820 and 7810 are similar. The configuration for
eSpace 7850 is the most complex. This document describes how to configure eSpace 7850. Only eSpace
7870, 7830, 7820 and 7810 configurations that are different from eSpace 7850 configurations are
described.

2.1 Quick Phone Configuration

eSpace 7850 obtains an IP address by using Dynamic Host Configuration Protocol (DHCP) if
there is a DHCP server onsite. By default, eSpace 7800 series obtain IP addresses through
DHCP. When eSpace 7850 successfully obtains an IP address, press OK to view the IP
address.

If there is no DHCP server onsite, you need to use the keypad to set network parameters for
eSpace 7850.

The procedures for using the keypad to set the IP address, to configure the Session Initiation
Protocol (SIP) server, and to set the SIP account are complex. Therefore, you are advised to
set the IP address by using the keypad, and then access the web page to set other parameters.

2.1.1 Using the Keypad to Set Network Parameters

To use the keypad to set a static IP address, proceed as follows:

1. Press Menu on the IP phone to access the main menu.

(L] noTE
For eSpace 7810, press MENU to access the main menu.
2. Press3.

The Setting Type page is displayed.
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(Ll noTE
For eSpace 7870, press 6 to access the Setting Type page.
3. Press 2.

The Please enter Password page is displayed.

Enter the password (the initial password is admin).
5. Press Confirm.

The Advanced Settings page is displayed.

6. Press2.

The Network page is displayed.
7. Press 1.

The WAN Port Option page is displayed.
8. Press 2.

The Static IP Client page is displayed.

9. Press the up arrow key or down arrow key to select IP, press Del to delete the default IP
address, and enter the required IP address.

L] noTE

For eSpace 7810, press X to delete the default IP address.
10. Set Subnet Mask, Default Gateway, Pri DNS, and Sec. DNS, and click Save.
The WAN Port Option page is displayed.

] noTE

For eSpace 7810, press OK to save settings.
11. Press Back to return to the Network page.

] noTE

For eSpace 7810, press MENU to return to the Network page.
12. Press Back.
The following messages are displayed:

Network updating

Please wait..

The settings take effect after the IP phone is restarted.

] noTE

For eSpace 7810 and 7820, the following messages are displayed:

Network updating

Please wait..

Then the following messages are displayed:
Initializing

Please wait..

2.1.2 Configuring an IP Phone on Web Pages

Open the Internet Explorer, enter the IP address of an IP phone in the address box, and set
parameters for the IP phone on the web configuration page that is displayed.

The web configuration page consists of the following tabs:
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Status: Set the network status, firmware version, MAC address, and other information
on this tab page.

Account: Set IP phone's SIP account parameters on this tab page. eSpace 7870 and 7850
supports a maximum of six accounts, eSpace 7830 and 7820 supports a maximum of
three accounts, and eSpace 7810 supports a maximum of two accounts.

Network: Set basic network parameters (such as the WAN port and LAN port) and
advanced network parameters (such as LLDP, VLAN) on this tab page.

Phone: Set the language, time, call forwarding, do-not-disturb (DND), hold, transfer, and
other functions, and set the DSS keys, voice, ring tone, signal tone, and dialing rules. For
eSpace 7850 and 7830, the soft key layout, keys on an expansion module, and short
messages can also be configured on this tab page.

DSS Key: Set DSS keys on this tab page. This tab page is available only to eSpace 7870.
The DSS keys of other IP phones are configured on the Phone tab page.

Contacts: Set the local phone book, blacklist, number dialing on web pages, remote
phone book, and LDAP. The remote phone book and Lightweight Directory Access
Protocol (LDAP) address book are supported only by eSpace 7870, 7850, 7830 and
7820.

Upgrade: Set TR069 parameters for manual upgrade and automatic upgrade.

Security: Change the password of an administrator or a common user, and upload the
trust certificates to the TLS/SSL client and server.

Accessing the Web Configuration Page

Befo

re accessing the web configuration page, connect the IP phone and computer to the same

hub or switch. If there is no hub or switch, connect the computer to the PC port of the IP

phon

e.

To access the web configuration page, proceed as follows:

1.
2.

Start the web browser.

To view the IP address of the IP phone, press the OK key when the phone is connected
to the network.

Enter an IP phone's IP address in the address box, and press Enter.

The IP address is in the format XXx.Xxx.XxX.Xxx, in which xxx ranges from 0 to 255. For
example, 10.10.10.1.

Enter admin in the User name text box, and enter the administrator password (default:
admin) in the Password text box. Then click OK, as shown in Figure 2-1.
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Figure 2-1 Login dialog box

Connect to 10.166.47.41

The server 10,166,47.41 at Enterprise IP phone Huawei
eSpace 7850 requires a username and passward,

Warning: This server is requesting that vour username and
passwiord be sent in an insecure mannet (basic authentication
without a secure conneckion),

Lser narne: | | 5 v |

Passwiord: | |

[ ]Remember my password

L Ok ] [ Cancel

Viewing the IP Phone Status

After logging in to the IP phone's web page, click the Status tab and view the IP phone status,
as shown in Figure 2-2.

Figure 2-2 Status tab page

e B L T

Version £2 NOTE
. Version
Firmware Version 2.60.94.29 i S e a6
Hardware Version 1.0.0.39 e
HNetwork
VAN Fort Type DHCP HNetwork
It shows the information of WAN
WAN TP Address 192.168.1.91 port and LAN port.
Subnet Mask 255.255.255.0
MAC Address 4C-1F-CC-37-2C-BF
Link Status Connected
PC IP Address 0.0.0.0
Device Type Bridge
DHCF Server Status(PC) Disabled

Table 2-1 lists the parameters on the Status tab page.
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Table 2-1 Parameters on the Status tab page

Parameter Description

Firmware Version | Firmware version number, which is used to check the upgrade result.

Hardware Version | Hardware version number, which is used to identify hardware.

WAN Port Type Method of obtaining eSpace 7850 IP address.

WAN IP Address | IP address of an IP phone.

Subnet Mask Subnet mask of an IP phone.

MAC Address MAC address of an IP phone, which is a hexadecimal number. MAC
addresses are important for configuring IP phones in batches.

Link Status Connection status of the WAN port.

PC IP Address IP address of the PC port.

Device Type Connection type of the PC port.

DHCP Server Status of the DHCP server connecting to the LAN port.

Status(PC)

Setting Basic Parameters for a SIP Account

eSpace 7870, 7850, 7830, 7820 and 7810 provide six lines, six lines, three lines, three lines
and two lines respectively. Each line can be configured with a SIP account.

The following procedure configures a SIP account.

1. Click the Account tab. On the Account tab page, select Account 1 from the Account
drop-down list box, and set SIP parameters, as shown in Figure 2-3.

Figure 2-4shows the Codecs area for setting the voice coding types for SIP accounts.

2. In the Basic area, select On for Account Active, and set User Name and Register
Name. Set the SIP server IP address and port number for SIP Server.

[l noTE

The Label and Display Name parameters are optional. Unless otherwise specified, retain the default
value for optional parameters.

If authentication information is configured on the SIP server, enter the authentication password in the
Password text box.

If the outbound proxy server is required, select Enabled from the Enable Outbound Proxy Server
drop-down list box, and enter the server IP address and port number provided by the carrier in the
Outbound Proxy Server and the corresponding Port text box.

3. Set voice coding types in the Codecs area.
Click Confirm.
Settings are saved, and the IP phone starts to register the account.
After the web page is refreshed, you can check the registration status of the account in
the Register Status area.

After the preceding operations are performed, the IP phone can make or answer calls. For
details about parameters, see Parameters for setting a SIP account, Parameters in the Codecs
area, and Parameters in the Advanced area.
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2.2 Account Configuration

2.2.1 Setting Basic Parameters

Set basic parameters in the Basic area on the Account tab page, as shown in Figure 2-3.

Figure 2-3 Setting basic parameters

Account

&1 HOTE
Display Name
Basic »>> SIP service subscriber's name
which will be used for Caller ID
§ § display.
Reqister Status Registerad
. = Register Name
REETITE HETE On Off SIP service subscriber's ID
Label 556788 used for authentication.
Display Name 556788| User Name
: User account, provided by
Register Name 556788 VolIP service provider,
User Name 556788 NAT Traversal
o] Defines the STUN server wil
be active or not.
SIP Server [192.188.1.7 | Port 5060 |
Proxy Require
Enable Qutbound Proxy Server Disabled - A special parameter just for
Nortel server. If you login to
Outbound Proxy Server | \ Port \5060 | Nortel server, the value
should be:
WETELTIE DHS-SRY > com.nortelnetworks.frewall
Backup Outbound Proxy Server [ | port[soe0 | i
HAT Traversal Diszbled v Choose the codecs you want
to use.
STUM Server [ | Port 3478 |
Advanced
Voice Mai l:l The Advanced parameters for
Anonymous Call Off v
On Code L
Off Code L
Anonymous Call Rejection Off v
On Cade L
off Code L
Missed call log Enabled v
AUEo Answer Disabled v
Ring Type
Codecs >>
Advanced >>

Table 2-2 lists the parameters in the Basic area on the Account tab page.

Table 2-2 Parameters for setting a SIP account

Parameter Description

Register Status Status of the selected account. Options are Registered, Unregistered,
Registering, and Register failed.

Account Active Indicates whether to activate the account.
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Parameter Description
Default value: Off

Label Label displayed on the LCD when the IP phone is in the standby
state, for example, Linel.

Display Name Account name displayed on the called party's phone LCD when the IP

phone functions as a calling party. This function requires the SIP
server.

Register Name

Authentication ID.

User Name User name provided by the VolIP service provider. The value is
similar to a phone number or is an actual phone number.

Password Password corresponding to Register Name. The value is provided by
the service provider.

SIP Server SIP server's IP address or domain name, which is provided by the
VolIP service provider.

Port Port number of the SIP server.

Default value: 5060

Enable Outbound
Proxy Server

Indicates whether to enable the outbound proxy server. It is used for
the firewall or NAT penetration in different network environments. If
the system detects that the symmetric NAT and STUN cannot work,
only the outbound proxy server can provide solution for symmetric
NAT.

Outbound Proxy
Server

IP address or domain name of outbound proxy server, media gateway,
or session border controller.

Port Port number of the outbound proxy server.
Default value: 5060

Transport The options are UDP, TCP, TLS, and DNS-SRV. The values UDP,
TCP, and TLS are SIP transmission methods, in which TLS indicates
encrypted transmission. The value DNS-SRV indicates that an IP
phone determines the transfer type (UDP, TCP, or TLS) based on the
information in the DNS SRV record sent by the server.

Backup Outbound | Standby proxy server, which starts to work when the outbound proxy

Proxy Server server fails.

Port Port number of the standby outbound proxy server.
Default value: 5060

NAT Traversal Indicates whether to enable NAT traversal.

If this parameter is set to STUN, eSpace 7850 decides whether to
enable NAT traversal based on the STUN client configurations. In
this mode, the STUN client built-in eSpace 7810 communicates with
a specified STUN server to check firewalls or NAT and their types. If
the NAT is the Full Cone, Restricted Cone, or Port-Restricted Cone
mode, eSpace 7810 attempts to use the public IP address and port
number to send all SIP and Service Data Point (SDP) information.
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Parameter Description
STUN Server IP address or domain name of the STUN server.
Port Port number of the STUN server.
Default value: 3478
Voice Mail Voice mailbox access code. After setting this parameter, you can

press the Message indicator to connect to the voice mailbox server.

Proxy Require

Parameter for the Nortel platform. If IP phones register with the
Nortel platform, this parameter is mandatory. The parameter value is
fixed at com.nortelnetworks.firewall. If the parameter value is
incorrect, contact Nortel for help.

Missed call log

Indicates whether to record missed calls. If you select Disabled, an IP
phone does not record missed calls.

Auto Answer

Indicates whether to enable the auto answer function. If the function
is enabled, calls to the account are answered automatically.

Ring Type

Ring tone for the account.

2.2.2 Setting Codec Parameters

Set codec parameters in the Codecs area on the Account tab page, as shown in Figure 2-4.

Figure 2-4 Setting codec parameters

e el oot [ poe ] contacts | veomde | sy ||
e
Display Name
3 SIP service subscriber's name
EEEE which will be used for Caller ID
display.
Codecs >> FrrEET e
isable codecs Enable codecs i ;efrvlce é‘:bsi”hs’s i
672353 PCML used for authentication.
G723 63 PCMA
672616 6729 pser Name
673834 i User account, provided by
it VolIP service provider.
Eé(zjﬁ;l}u 3 NAT Traversal
!LBC_I ) Defines the STUN server wil
Let_1a_. be active or not.
Proxy Require
A special parameter just for
Mortel server. If you login to
Advanced >> Nortel server, the value should

be:
com.nortelnetworks.firewall

codecs
Choose the codecs you want
1o use.

Advanced
The Advanced parameters for
administrator.

Table 2-3 lists the parameters in the Codecs area on the Account tab page.

Issue 01 (2012-06-20)

Huawei Proprietary and Confidential

11

Copyright © Huawei Technologies Co., Ltd.




Huawei IP Phone eSpace
7810&7820&7830&7850&7870&7803X

Administrator Guide 2 Single IP Phone Configuration

Table 2-3 Parameters in the Codecs area

Parameter

Description

Disable codecs

Disabled voice coding types.

Enable codecs

of priority.

Enabled voice coding types. The types are listed in descending order

2.2.3 Setting Advanced Parameters

Set advanced parameters in the Advanced area on the Account tab page, as shown in Figure

2-5.

Figure 2-5 Setting advanced parameters

Account

i NOTE

Display NHame
SIP service subscriber's name

e E=> which will be used for Caller ID
display.

Codecs == FrrEi [ETT
SIP service subscriber's ID
used for authentication.

Advanced >>

UDP Keep-alve Message

UDP Keep-alive Interval(seconds)

Enabled

User Name
User account, provided by
WolIP service provider.

Login Expire(seconds) 600 HAT Traversal _
Defines the STUN server wil

Local SIP Port be active or not.

RPort Diszbled Proxy Reguire

SIP Session Timer{seconds) T1
SIP Session Timer{seconds) T2
SIP Session Timer{seconds) T4
Subscribe Period(seconds)
DTMF Type

How to INFO DTMF

RFC2833
Disabled

— (5] e [=] u [] [
o 2 2 g
(=1 o
E g
<= < <

A special parameter just for
Mortel server. If you login to
Mortel server, the value should
be:
com.nortelnetworks.firewall

Codecs
Choose the codecs you want
to use.

Advanced
The Advanced parameters for

DTMF Payload(Scope:96~255) 101 e
100 reliable retransmission Disabled v
Enable Precondition Disabled N
Subscribe Register Disabled v
Subscribe for MWI Disabled v
MWWI Subscription Period(Scope:0~84600) 2600

(seconds)

Caller ID Header FROM h
Use Session Timer Disabled v
Session Timer(seconds) I:|
Refresher Uac v
Use user=phone Disabled v
Voice Encryption (SRTP) on Off
ptime{ms) 20 v
Shared Line Disabled hd
Dialog-Info Call Pickup Disabled v
SIP Registration Retry Timer(Scope:0~1800])
(seconds)
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Table 2-4 lists the parameters in the Advanced area on the Account tab page.

Table 2-4 Parameters in the Advanced area

Parameter

Description

UDP Keep-alive Message

Indicates whether to send a UDP message at an
interval to keep a port always available.

UDP Keep-alive Interval(seconds)

Interval for sending UDP messages. For example, 30
seconds.

Login Expire(seconds)

If a user does not perform any operations within the
period specified by this parameter, logs the user out.

Unit: second
Default value: 3600

Local SIP Port

Port for the SIP server to communicate with IP
Phone.

Default value: 5060

RPort

Port through which the server sends a response to IP
Phone. Details about this parameter are specified in
RFC 3581.

SIP Session Timer(seconds) T1

Round trip time (RTT) between the server and the
client. If the network latency is long, set it to a larger
value. Details about RTT are specified in RFC 3261.

Default value: 0.5

SIP Session Timer(seconds) T2

Interval between the INVITE response receiving and
the non-INVITE request sending, in seconds. Details
about this parameter are specified in RFC 3261.

Default value: 4

SIP Session Timer(seconds) T4

Duration for sending information between the client
and the server. Details about this parameter are
specified in RFC 3261.

Default value: 5

Subscribe Period(seconds)

Validity period for busy lamp field (BLF)
subscription.

Default value: 1800

DTMF Type

DTMF signal transmission type. The options are as
follows:

¢ INBAND: DTMF signals are sent as voice
signals.

o RFC2833: DTMF signals are transmitted based
on Real-time Transport Protocol (RTP). The
header in an RTP packet indicates transmission of
DTMF signals and defines the DTMF signals.

e SIP INFO: DTMF signals are transmitted in SIP
INFO messages. The main defect is that DTMF
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Parameter

Description

signals may not be transmitted at the same time
with media packets because SIP control signaling
and media packets are sent separately.

® AUTO+SIP INFO: The DTMF signal
transmission type is determined by negotiation.
The type can be INBAND or RFC2833.

Default value: RFC2833

How to INFO DTMF

Method for using SIP INFO to transmit DTMF
signals.

DTMF Payload (Scope: 96~255)

Payload for using RFC 2833 to transmit DTMF
signals.

Value range: 96 to 255
Default value: 101

100 reliable retransmission

Indicates whether to enable the PRACK function to
make the temporary SIP response (1xx signaling)
more reliable. The PRACK function must be enabled
for the PSTN network.

Enable Precondition

The value Enabled indicates that resources are
reserved. Details about this parameter are specified in
RFC 3262.

Subscribe Register

Indicates whether to enable the subscription function
for registration. This parameter is used to monitor
account registration when the IP Multimedia
Subsystem (IMS) system is involved.

Subscribe for MWI

Indicates whether to subscribe to the MWI service.
The value Enabled indicates that the IP phone
periodically sends subscription information to the
server to update the MWI status.

0~84600)(seconds)

MWI Subscription Period(Scope:

Validity period for the MW!1 service.
Default value: 3600

Caller ID Header

The options are FROM and PAI. FROM: The
calling number displayed on the called phone is
obtained from the FROM header.

PAI: The calling number displayed on the called
phone is obtained from the PAI header.

Use Session Timer

Indicates whether to update sessions as scheduled.
The IP phone periodically sends a re-INVITE request
to hold a session. The server uses the update request
to monitor the session status. Details about this
parameter are specified in RFC 4028.

Session Timer(seconds)

Interval for updating sessions.

Refresher

Party who updates sessions. The value Uac indicates
that the client updates sessions, and the value Uas
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Parameter Description

indicates that the server updates sessions.

Use user=phone The value Enabled indicates that the user=phone
flag is added to the SIP URIS header, identifying
non-phone devices, for example, a gateway.

Voice Encryption(SRTP) Secure RTP packet transfer.

ptime(ms) Interval for transferring RTP packets.

Shared Line Indicates whether to enable the shared line function.
Dialog-Info Call Pickup Indicates whether to enable the Dialog-Info Call

Pickup function. If this function is enabled, a DSS
key can be assigned the call pickup function without a
function code.

SIP Registration Retry Interval between IP phone registration attempts.
Timer(Scope:0~1800)(seconds)

2.3 Network Configuration
2.3.1 Configuring Network Ports

Set network port parameters in the Internet Port(VWWAN) area on the Network tab page, as
shown in Figure 2-6.

To configure the network port for eSpace 7870, click the Network tab and click Basic.

Figure 2-6 Setting network port parameters

o | o R e | o [ o | e

Internet Port (WAN) | PCPort | Advanced

| DHCP
=1 NOTE
Static IP Address DHCP
The network configurations wil
IP Address 192.165.1.64 be acquired from DHCP server.
Subnet Mask 255.255.255.0 Static IP Address
Specify the 1P address, Subnet
Default Gateway 192.169.1.1 Mask, Default Gateway, Primary
DNS, Secondary DNS fields
Primary DNS 202.101.103.55 manually.
Secondary DNS 202.101.103.54 .
econdary Contact your ISP if it should be
used.
PPPOE
User L 1
Passward L 1

Table 2-5 lists the network port parameters.
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Table 2-5 Network port parameters

Parameter Description

DHCP If this option is selected, eSpace 7850 automatically connects
to the DHCP server for obtaining resources such as the IP
address, subnet mask, gateway, and DNS server information.

Static IP Address If this option is selected, you must set network parameters
including IP Address, Subnet Mask, Default Gateway,
Primary DNS, and Secondary DNS. For details about these

parameters, contact the network administrator.

PPPoE If an xDSL modem is used, PPPoE can be used to connect an
IP phone to the network. If this option is selected, you must
set User and Password. For details about these parameters,
contact the network service provider.

2.3.2 Configuring PC Ports

When the network port on a PC connects to the PC port on an IP phone, the phone functions
as a network bridge or a router.

Set PC port parameters in the PC Port area on the Network tab page, as shown in Figure 2-7.
To configure the PC port for eSpace 7870, click the Network tab and click Basic.

Figure 2-7 Setting PC port parameters

N - o N SR

Internet Port (WAN) | PCPort | Advanced

As Bridge 3 NOTE
As Router Bridge
In Bridge mode, PC Port is
IP Address 10.0.0.1 treated as transparent with
Internet Port
Subnet Mask 255.255.255.0
Router
Enable DHCP Server Enabled ~ In Router made, the phone
behaves as a router when the
PC Port is the LAN port of the
Start IP Address 10.0.0.10 e
End IP Address 10.0.0.100

Table 2-6 lists the PC port parameters.

Table 2-6 PC port parameters

Parameter Description
As Bridge If you select As Bridge, the PC port functions as a bridge.
As Router If you select As Router, eSpace 7850 functions as a router.
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Parameter

Description

-IP Address

IP address of an IP phone when it functions as a router.

-Subnet Mask

Subnet mask for the IP address of an IP phone when it
functions as a router.

-Enable DHCP Server

Indicates whether to enable the DHCP function for eSpace
7850.

-Start IP Address

Start IP address assigned to the device connected to the PC
port when the DHCP function is enabled for eSpace 7850.

-End IP Address

End IP address assigned to the device connected to the PC
port when the DHCP function is enabled for eSpace 7850.

2.3.3 Enabling the VLAN Function

Function Description

AVLAN is a group of hosts with a common set of requirements that communicate as if they
were attached to the same broadcast domain, regardless of their physical location. VLANS are

mainly configured on switches and routes. Broadcast traffic and unicast traffic on a VLAN

cannot be forwarded to other VLANS, which controls traffic, simplifies network management,

and reduces broadcasts.

If the VLAN function is enabled on an IP phone, the IP phone can communicate only with

computers on the same VLAN.

Phone Configuration

Set VLAN parameters in the Advanced area on the Network tab page, as shown in Figure

2-8.
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Figure 2-8 Setting VLAN parameters

Internet Port (WAN) | PCPort | Advanced

LLDP
NOTE
Active I Disabled =
VLAN
20| il A VLAN is 3 logical local
Packet Interval _ (Scope:1~3600s) area network (or LAN)
that extends beyond a
VLAN single traditional LAN to a
X - group of LAN segments,
WAN Port Active IDlsabIed b2 given specific

configurations.

VD b Jeaos
USRPRIORITY I 0 = Qos
When the network
PC Port Active |Disabled - capacity is insufficient,
QoS could provide

R D (0-4094) priority to users by
setting the value.
USRPRIORITY I [i} -

Local RTP Port

Port Link Define the port for voice
VAN Part Link [auto negotire=] bansmission.
PC Port Link [auto negotire=]
VPN
VPN Active [Dsabled =]
Upload VPN Config VI, .
Voice QoS
Voice QoS (0~63)
SIP QoS (0~63)
Local RTP Port
MaxRTPPort (0~65535)
MinRTPPort (0~65535)
SHMP
Port [ Jto~e5539)
Trusted Address I:l
WebServer
HTTP port (1~65535)
HTTPS port (1~65535)
Type Im
802.1x

802.1X Mode IDisabIed x
Identity L ]
MDS Password L ]

Span to PC port

Span to PC port IDisabIed b

Registration random

Registration random I:l (0~60s)

The VLAN function can be enabled for both the network port and PC port. Table 2-7 lists the
VLAN parameters.
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Table 2-7 VLAN parameters

Parameter

Description

WAN Port

Set VLAN parameters on the network port.

-Active

The value Enabled indicates that the VLAN function is
enabled for the network port.

-VID

unique ID.

ID of the VLAN where the IP phone belongs to.

The network administrator divides the network where the
switch resides into multiple VLANS. Each VLAN has a

-USPRIORITY

to 7.

VLAN priority for the network port. The value ranges from 0

PC Port

Set VLAN parameters on the PC port.

-Active

The value Enabled indicates that the VLAN function is
enabled for the PC port.

-VID

unique ID.

ID of the VLAN where the IP phone belongs to.

The network administrator divides the network where the
switch resides into multiple VLANSs. Each VLAN has a

-USPRIORITY

VLAN priority for the PC port. The value ranges from 0 to 7.

Configuration File

Table 2-8 eSpace 7850, 7830, 7820 and 7810 parameters in the VLAN configuration file

Section
Header and Value
Path Parameters Range Description
[ VLAN] ISVLAN Oorl Indicates whether to enable
path = the VLAN function on the
Iconfig/Network/ network port.
Network.cfg e 0:no
e 1:yes
Default value: 0
VID 0to 4094 | VLAN ID for the network
port.
Default value: 0
USRPRIORITY Oto7 VLAN priority for the
network port.
Default value: 0
PC PORT_VLAN ENAB |Oor1l Indicates whether to enable
the VLAN function on the
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Section
Header and
Path

Parameters

Value
Range

Description

LE

PC port.
e 0:no
e 1:yes
Default value: 0

PC_PORT_VID

0 to 4094

VLAN ID on the PC port.
Default value: 0

PC_PORT_PRIORITY

Oto7

VLAN priority for the PC
port.

Default value: 0

Table 2-9 eSpace 7870 parameters in the VLAN configuration file

Section Header
and Path Parameters Value Range Description
[cfg:/phone/confi | VLAN.ISVLAN Oorl Indicates whether to
g/system.ini,rebo enable the VLAN
ot=1] function on the
network port.
e 0:no
o 1:yes
Default value: 0
VLAN.VID 0 to 4094 VLAN ID for the
network port.
Default value: 0
VLAN.USRPRIO | 0to7 VLAN priority for the
RITY network port.
Default value: 0
VLAN.PC PORT |Oorl Indicates whether to
_VLAN_ENABL enable the VLAN
E=1 function on the PC
port.
e 0:no
e 1:yes
Default value: 0
VLAN.PC_PORT | 0to 4094 VLAN ID on the PC
_VID port.
Default value: 0
VLAN.PC_PORT | 0to7 VLAN priority for the
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Section Header
and Path Parameters Value Range Description

_PRIORITY PC port.
Default value: 0

2.3.4 Enabling

the LLDP Function

Function Description

Link

type-

Layer Discovery Protocol (LLDP) organizes local device information into
length-value (TLV) and encapsulates the information into Link Layer Discovery Protocol

Data Unit (LLDPDU). LLDP sends LLDPDU to directly-connected neighbors and saves
LLDPDU from neighbors in Management Information Base (MIB). LLDP enables a device to
store and manage information about the device itself and directly-connected neighbors for the
network management system to check the link communication status.

LLDP is used on the VoIP terminals in the following scenarios:

LLDP packet receiving

After an administrator configures LLDP broadcast information such as VLAN ID and
QoS on a switch that supports LLDP, an IP phone automatically updates network
information such as VLAN ID and QoS based on the received LLDP information after
being powered on.

Every time an IP phone moves on a network or a new VLAN is assigned to the switch
port, the IP phone automatically checks its home VLAN and modifies local VLAN
settings.

LLDP packet sending

Emergency call: LLDP information contains address information. When an emergency
occurs, the position is quickly located based on the address information.

System maintenance: LLDP provides accurate network mapping, traffic data, and other
information for administrators to locate network faults.

Function Implementation

Figure 2-9 shows the flowchart for implementing LLDP.
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Figure 2-9 Flowchart for implementing LLDP

| Power on a device

Upload LLDP program

Send and receive LLDP
packets as configured

Received TLV packets, VLAN setlings,
and QoS settings are the same as the
local seltings.,

Receive TLV

TLV packet sender: LLOP-MED network
connectivity device

Received VLAN and QoS settings are different
from the local settings.

Lipdate YLAN, configure
oS, and restart the phone

After power-on, an IP phone updates the VLAN and QoS information by:

Sending an LLDP packet

If the LLDP function is enabled for an IP phone, the IP phone sends the switch an LLDP
packet that contains local network information in multicast mode at an interval.

Receiving an LLDP packet

When an IP phone receives an LLDP packet from a server on the network and finds that
the local VLAN ID is different from the VLAN ID in the packet or that the local VLAN
is disabled, the IP phone updates the local VLAN information based on that in the packet.
If the IP phone finds that the QoS in the packet is different from the local setting, the IP
phone updates the local QoS setting.
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Phone Configuration

Set LLDP parameters in the Advanced area on the Network tab page, as shown in Figure
2-10.

Figure 2-10 Setting LLDP parameters

Intemet Port (WAN) | PCPort | Advanced

LLDP
&2 NOTE
Active Enabled ~
VLAN
E e A VLAN is 3 logical local area
Packet Interval _ (Scope:1~3600s) network (or LAN) that extends
VLAN beyond a single traditional LAM
to a group of LAN segments,
iven specific configurations.
WAN Port Active Disabled v . J fia
VD L Jeosoen Qos
When the network capacity is
USRPRIORITY insufficient, QoS could provide
priority to users by setting the
PC Port Active Disabled ke value.
VD [CO | (115
Local RTP Port
\USRPRIORITY Deﬁne_the port for voice
transmission.
Port Link
WAM Port Link auto negotiate ¥
PC Port Link auto negofiate ¥
VPN
VPN Active Disabled v
Upload VPN Config vl
Voice QoS
Voice QoS (0~63)
SIP QoS (0~63)
Local RTP Port
MaxRTPPort 11800 (0~65535)
MinRTPPort 11780 (0~65535)
SHMP
Part [ l{owess3m)
Trusted Address I:l
WebServer
HTTP port (1~65535)
HTTPS port (1~65535)
Type HTTPEHTTPS v
802.1x
B802.1X Mode Disabled 3
dentity L 1
MDS Passyord L1
Span to PC port
Span to PC port Disabled “
Registration random
Registration random Cl (0~60s)

Table 2-10 lists the LLDP parameters.
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Table 2-10 Description of LLDP parameters

Parameter

Description

Active

Indicates whether to enable the LLDP function.

Packet

~3600s)

Interval(Scope:1

Interval for sending an LLDP packet.
Default value: 120

Configuration File

Table 2-11 eSpace 7850, 7830, 7820 and 7810 parameters in the LLDP configuration file

Section Header and Path

Parameters

Value
Range

Description

[LLDP]
path =

/config/Network/Network.cfg

EnableLLDP

Oorl

Indicates whether to
enable the LLDP
function.

e 0:no
e 1:yes
Default value: 0

Packetinterval

1 to 3600

Interval for sending
LLDP packets, in
seconds.

Default value: 120

Table 2-12 eSpace 7870 parameters in the LLDP configuration file

Section
Header and
Path Parameters Value Range Description
[cfg: LLDP.EnableLLDP | Oor1l Indicates whether to
/phone/config enable the LLDP
[system.ini,re function.
boot=1] e 0:no
e 1:yes
Default value: 0
LLDP.Packetinterva | 1to 3600 Interval for sending

LLDP packets, in
seconds.

Default value: 120
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2.3.5 Enabling the 802.1x Authentication

Function Description

802.1x is a protocol for port-based network access control. It provides an authentication
mechanism to devices that attempt to connect to a LAN.

If a device is authenticated, the device can access resources on the LAN.
If a device fails the authentication, the device cannot access resources on the LAN.

An 802.1x system works in Client/Server mode, as shown in Figure 2-11. The 802.1x
authentication involves three parties: a client, a device, and an authentication server.

Figure 2-11 Three parties involved in 802.1x authentication

EAPOL — RADIUS

X

Client Device Server

A device provides ports for clients to access a LAN. The ports support the following access
control modes:

Authorized-force: A port in this mode allows clients to access network resources without
authenticating the clients.

Unauthorized-force: The device does not authenticate clients accessed through a port in
this mode.

Auto: A port in this mode allows clients to send and receive packets but does not allow
clients to access network resources before authentication succeeds. If authentication
succeeds, the port allows clients to access network resources. This mode is mostly used.

eSpace 7870, 7850, 7830, 7820 and 7810 supports the EAP-MD5 authentication algorithm.
Figure 2-12 hows the process of EAP-MD5-based 802.1x authentication.
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Figure 2-12 Process of EAP-MD5-based 802.1x authentication

Client

N

Device
EAPOL 03 EAPOR
EAPQL-Start

EAP-Request / Identity

EAP-Response / Identity

RADIUS Access-Request
(EAP-Response / Identity)

Server

EAP-Request / MD5 challenge

EAP-Response / MD5 challenge

EAP-Success

RADIUS Access-Challenge
(EAP-Request / MD5 challenge)

RADIUS Access-Request
(EAP-Response / MD5 challenge)

RADIUS Access-Accept
(EAP-Success)

\J

[ EAP-Request / Identity |

.........

[ EAP-Response / Identity ]

EAPQOL-Logoff

The authentication process is as follows:

..................

1. Aclient sends an EAPOL-Start packet to a device.

2. The device receives the packet and sends an EAP-Request/Identity packet, requesting the
client to send the user name. The device encapsulates frames from the client into a
packet and sends the packet to the authentication server.

3. The client sends the user name that is contained in the EAP-Response/ldentity packet to

the device.

4. The authentication server searches the database for the user name in the packet and
obtains the corresponding password. The authentication server uses a randomly
generated encryption key to encrypt the password and sends the encryption key to the
device through the Access-Challenge packet.

5. The device sends the encryption key to the client.
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10.

11.

The client receives the EAP-Request/MD5 Challenge packet containing the encryption
key. The client uses the encryption key to encrypt the password, generates an
EAP-Response/MD5 Challenge packet, and sends the packet to the device. The device
sends the packet to the authentication server.

The encryption algorithm is irreversible normally.

The authentication server receives the RADIUS Access-Request packet containing the
encrypted password. It compares the encrypted password and the password encrypted by
the authentication server itself. If they are the same, the server regards that the user is
authorized and sends a RADIUS Access-Accept packet and an EAP-Success packet to
the device.

The device changes the port status and allows the client to access the network. The
device periodically sends a handshake packet to the client to monitor the user status
(online or offline). By default, if the device does not receive a response from the client
after sending two handshake packets, the device takes the user offline, which enables the
device to take the user offline if the user goes offline due to exceptions.

If the user name or password set for the IP phone is incorrect, the device sends a Failure
packet. After authentication fails, the IP phone sends a Start packet to request for
authentication again.

The client sends an EAPOL-Logoff packet to the device for going offline. The device
changes the port status from authorized to unauthorized, and sends an EAP-Failure
packet to the client.

Phone Configuration

1.

Set 802.1X Mode to EAP-MD)5, and set Identity and MD5 Password in the Advanced
area on the Network tab page, as shown in Figure 2-13.
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Figure 2-13 Setting 802.1x parameters

Intemet Port (WAN) | PCPort | Advanced

LLDP
&7 NOTE
Active Enabled ~
VLAN
E e A VLAN is 3 logical local area
Packet Interval _ (Scope:1~3600s) network (or LAN) that extends
VLAN beyond a single traditional LAM
to a group of LAN segments,
iven specific configurations.
WAN Port Active Disabled v E J fia
VD L Jeosoen Qos
When the network capacity is
USRPRIORITY insufficient, QoS could provide
priority to users by setting the
PC Port Active Disabled 9 value.
VD b loso
( ) Local RTP Port
\USRPRIORITY Deﬁne_the port for voice
transmission.
Port Link
WAM Port Link auto negotiate ¥
PC Port Link auto negofiate ¥
VPN
VPN Active Disabled v
Upload VPN Config vl
Voice QoS
Voice QoS (0~63)
SIP QoS (0~63)
Local RTP Port
MaxRTPPort 11800 (0~65535)
MinRTRPort 11780 (0~65535)
SHMP
Port L o655
Trusted Address I:l
WebServer
HTTP port {1~65535)
HTTPS port (1~65535)
Type HTTPEHTTPS v
802.1x
B802.1X Mode Disabled ¥
Identity L 1
MDS Passyiord L 1

Span to PC port

Span to PC port Disabled v

Registration random

Registration random I:l (0~60s)

2. Click Confirm.

A dialog box is displayed, prompting you to restart the IP phone, as shown in Figure
2-14.
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Figure 2-14 Restart dialog box

Microsoft Internet Explorer @

\:{‘) Do you want to rebooky

[ Ok l [ Cancel

3. Click OK.
The IP phone restarts.
After the IP phone is restarted, the 802.1x authentication is enabled.

Basic Operations

The basic operations on an IP phone remain the same after 802.1x authentication is enabled.

If 802.1x authentication has been enabled when an IP phone is powered on, the IP phone
sends a Start packet to the server three times at an interval of three seconds. Use Wireshark to
catch authentication packets. The filter condition is eap||eapol. For details on how to use
Wireshark, see 6.1.2 Using a Packet Capture Tool to Capture Packets.

If the server does not need to be authenticated, the server does not respond to the request.
Figure 2-15 shows a Wireshark page displayed when the server does not require
authentication.

Figure 2-15 Wireshark page displayed when the server does not require authentication

Filter: ]eapl |eapol ¥ Expression... Clear Apply

Destination Protocol Info

Figure 2-16 shows a Wireshark page displayed when the server requires authentication.
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Figure 2-16 Wireshark page displayed when the server requires authentication

e, . Tine Searee Destination Fretacol Infs

ST

£ Frame 107 (&4 bytes on wire, 64 hytes captured)
¥ Ethernet II, Src: vmware_41:5e:e0 (00:0c:29:41:5e:e0), Dst: Mearest (01:80:c2:00:00:03)
= 802.1x Authentication
version: 2
Type: EAP Packetr (0)
Length: 25
= Extensible suthentication Protocol
Code: response (2)
1d: 2
Length: 25
Type: MDS-Challenge [RFC3748] (4)
value-size: 16
value: ESAOTEEQALBAETORET056AGSB3631ME
Extra data (3 byres): 616161

0000 (0L 80 cZ 00 00 03 00 OC 29 41 52 20 88 88 02 00  ........ Ak L.
0010 w 02 02 00 19 04 10 5 a0 72 €0 a1l b4 67 09 [l...... ..~=..0.
7

0020 05 6a 69 83 63 19 4b 61 61 61 00 00 00 00 00 ..ji.c.K aaa.....
0030 00 00 00 00 OO 00 00 OO0 OO0 00 00 00 00 00 00 00  ...vvvvn wevnnnns

When authentication succeeds, the server sends a Success packet. If the user name or
password set for the IP phone is incorrect, the server sends a Failure packet. If this happens,
enter the correct user name and password on the web page.

Configuration File

Table 2-13 eSpace 7850, 7830, 7820 and 7810 parameters in the 802.1x configuration file

Section Header and

Path Parameters | Value Range Description

[802.1X] Mode Oorl Indicates whether to enable
path = the 802.1x function.
/config/Network/Netw 0: no

ork.cfg 1: yes

If the parameter is set to 1,
the EAP-MDS5 algorithm is
enabled.

Default value: 0
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Section Header and

Path Parameters | Value Range Description
Identity Character string | User name.
The parameter is left blank
by default.
MD5Passwd | Character string | Password corresponding to

the user name.
The parameter is left blank

by default.

2.3.6 Configuring Other Advanced Network Functions

This section describes other parameters in the Advanced area on the Network tab page, as

shown in Figure 2-17.
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Figure 2-17 Setting other advanced network parameters

Intemet Port (WAN) | PCPort | Advanced

LLDP
&7 NOTE
Active Enabled ~
VLAN
E e A VLAN is 3 logical local area
Packet Interval _ (Scope:1~3600s) network (or LAN) that extends
VLAN beyond a single traditional LAM
to a group of LAN segments,
iven specific configurations.
WAN Port Active Disabled v E J fia
VD L Jeosoen Qos
When the network capacity is
USRPRIORITY insufficient, QoS could provide
priority to users by setting the
PC Port Active Disabled 9 value.
VD b loso
( ) Local RTP Port
\USRPRIORITY Deﬁne_the port for voice
transmission.
Port Link
WAM Port Link auto negotiate ¥
PC Port Link auto negofiate ¥
VPN
VPN Active Disabled v
Upload VPN Config vl
Voice QoS
Voice QoS (0~63)
SIP QoS (0~63)
Local RTP Port
MaxRTPPort 11800 (0~65535)
MinRTRPort 11780 (0~65535)
SHMP
Port L o655
Trusted Address I:l
WebServer
HTTP port {1~65535)
HTTPS port (1~65535)
Type HTTPEHTTPS v
802.1x
B802.1X Mode Disabled ¥
Identity L 1
MD3 Password

Span to PC port

Span to PC port Disabled v

Registration random

Registration random I:l (0~60s)

Table 2-14 lists advanced network parameters in the red-framed parts.
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Table 2-14 Other advanced network parameters

Parameter Description

Port Link

WAN Port Link Network connection rate for the network port. The options are as
follows:

e auto negotiate: An IP phone selects a connection mode based on
the network environment.

e full duplex, 10 Mbps

e full duplex, 100 Mbps

¢ half duplex, 10 Mbps

¢ half duplex, 100 Mbps

Only auto negotiate is available to eSpace 7870.

PC Port Link Network connection rate for the PC port. The options are as follows:

e auto negotiate: An IP phone selects a connection mode based on
the network environment.

e full duplex, 10 Mbps

e full duplex, 100 Mbps

¢ half duplex, 10 Mbps

¢ half duplex, 100 Mbps

Only auto negotiate is available to eSpace 7870.

QoS
Voice QoS Voice QoS.

Value range: 0 to 63
SIP QoS Signaling QoS.

Value range: 0 to 63

Local RTP Port

MaxRTPPort Maximum port number.

MinRTPPort Minimum port number. The value must not be greater than the value
of MaxRTPPort.

SNMP (It is unavailable to eSpace 7870.)

Port Port number for listening on the IP phone.

Trusted Address | IP address of the management device, for example, a PC. A maximum
of three IP addresses are supported. Separate each two IP addresses
with a space character.

WebServer
HTTP port Port number used for using HTTP to access web pages.
Default value: 80
HTTPS port Port number used for using HTTPS to access web pages.
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Parameter Description
Default value: 443
Type Type for accessing web pages of the IP phone. The options are as

follows:
¢ Disabled: web pages cannot be accessed.

e HTTP&HTTPS: HTTP or HTTPS can be used to access web
pages.

e HTTP only: Only HTTP can be used to access web pages.
e HTTPs only: Only HTTPS can be used to access web pages.

Span to PC port Indicates whether the PC port can receive Internet data packet.

e Disabled: The PC port cannot receive Internet data packet. In this
case, the IP phone functions as a switch.

e Enabled: The PC port can receive Internet data packet. In this case,
the IP phone functions as a hub.

Default value: Disabled

This parameter is unavailable to eSpace 7870 because it does not
support transparent transmission.

Registration .
random

Enabled: After power-on, an IP phone registers with the SIP server
within the specified time segment.

e Disabled: An IP phone registers with the SIP server immediately
after power-on.

Table 2-15 lists SNMP MIBs.

Table 2-15 SNMP MIBs

OID

Name

Value

1.3.6.1.2.1.37459.2.1.1.0

phoneSyscontact.0

Sysadmin (root@Iocalhost)

1.3.6.1.2.1.37459.2.1.2.0

phoneSysname.0

IPPHONE

1.3.6.1.2.1.37459.2.1.3.0

phoneSyslocation.0

Server Room

1.3.6.1.2.1.37459.2.1.4.0

phoneUptime.0

System running period. The
value is an integer.

1.3.6.1.2.1.37459.2.1.5.0

phoneFirewareVersion.0

Phone firmware version. For
example, 2.60.0.0.

1.3.6.1.2.1.37459.2.1.6.0

phoneHardwareVersion.0

Hardware version. For
example, 1.0.0.0.

1.3.6.1.2.1.37459.2.1.7.0

phoneModel.0

Phone model. For example,
eSpace 7850.

1.3.6.1.2.1.37459.2.1.8.0

phoneMacAddress.0

MAC address.
Format:; 001565******
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OID

Name

Value

1.3.6.1.2.1.37459.2.1.9.0

phonelPAddress.0

IP address. The value is a
dot-decimal notation.

1.3.6.1.2.1.37459.2.1.10.0

phoneLastUpVersion.0

Target version to which the
current version is
automatically updated.

Format:
MacVersion[*]ComVersion[*]

Configuration File

Table 2-16 eSpace 7850, 7830, 7820 and 7810 parameters for configuring advanced network

functions in the configuration file

Section Header Value
and Path Parameters Range Description
[ Ethernet ] WANPortLink Oto4 Network connection rate for the
path = network port.
/config/Network/N ® 0: An IP phone selects a
etwork.cfg connection mode based on the
network environment.
e 1: full duplex, 10 Mbit/s
e 2: full duplex, 100 Mbit/s
¢ 3: half duplex, 10 Mbit/s
e 4: half duplex, 100 Mbit/s
Default value: 0
PCPortLink Oto4 Network connection rate for the
PC port.
® 0: An IP phone selects a
connection mode based on the
network environment.
e 1. full duplex, 10 Mbit/s
o 2: full duplex, 100 Mbit/s
¢ 3: half duplex, 10 Mbit/s
¢ 4. half duplex, 100 Mbit/s
Default value: 0
[ QOS] RTPTOS 0to 63 Voice QoS.
path = Default value: 40
/config/Network/N - -
etwork.cfg SIGNALTOS Oto63 Signaling QoS.
Default value: 40
[snmp] snmp_port 1to0 65535 | Port number for listening on the
path = IP phone.
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Section Header Value
and Path Parameters Range Description
/config/Network/N The parameter is left blank by
etwork.cfg default.
snmp_trusted_addr | IP address | IP address for the management
ess device.
The parameter is left blank by
default.
[ RTPPORT ] MaxRTPPort 0 to 65535 | Maximum RTP port number.
path = Default value: 11800
/config/Network/N - —
etwork.cfg MinRTPPort 0t0 65535 | Minimum RTP port number.
Default value: 11780
[ port] http_port 1 to 65535 | Port number used for using HTTP
path = to access web pages.
/config/Setting/Ad Default value: 80
vSetting.cfg -
https_port 1to 65535 | Port number used for using
HTTPS to access web pages.
Default value: 443
[ Webserver WebType 0to3 Type for accessing web pages of
Type ] the IP phone. The options are as
path = follows:
/config/Advanced/ ¢ 0: web pages cannot be
Advanced.cfg accessed.
e 1:HTTP or HTTPS can be
used to access web pages.
e 2:0Only HTTP can be used to
access web pages.
e 3:Only HTTPS can be used to
access web pages.
Default value: 1
[ LAN] SpanToPCPort Oorl Indicates whether the PC port can
path = receive Internet data packet.
/config/Network/N e 0:no
etwork.cfg o 1:yes
Default value: 0
[ REGSURGE ] RegSurgePreventi | 0to 60 Interval between IP phone
path = on power-on and account
[config/Network/N registration.
etwork.cfg Default value: 0

Issue 01 (2012-06-20)

Huawei Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.

36




Huawei IP Phone eSpace
7810&7820&7830&7850&7870&7803X

Administrator Guide 2 Single IP Phone Configuration

Table 2-17 eSpace 7870 parameters for configuring advanced network functions in the

configuration file

Section
Header and
Path Parameters Value Range Description
[cfg:/phone/c | QOoS.RTPTOS 0to 63 Voice QoS.
onfig/system.i Default value: 40
ni,reboot=1]
QOS.SIGNALTOS | 0to63 Signaling QoS.
Default value: 40
[cfg:/phone/c | RTPPORT.MaxRT | 2 to 65534 Maximum RTP port number.
onfig/system.i | PPort Default value: 11800
ni,reboot=1]
RTPPORT.MInRT | 2 to 65534 Minimum RTP port number.
PPort Default value: 11780
[cfg:/phone/c | Port.http_port 1 to 65535 Port number used for using
onfig/user.ini, HTTP to access web pages.
reboot=0] Default value: 80
Port.https_port 1 to 65535 Port number used for using
HTTPS to access web pages.
Default value: 443
[ cfg:/phone/c | Webserver 0to3 Type for accessing web pages of
onfig/user.ini, | Type.WebType the IP phone. The options are as
reboot=0 ] follows:
e (: web pages cannot be
accessed.
® 1:HTTPor HTTPS can be
used to access web pages.
e 2:Only HTTP can be used to
access web pages.
e 3:0nly HTTPS can be used
to access web pages.
Default value: 1
[ cfg:/phone/c | REGSURGE.RegS | 0to 60 Interval between IP phone
onfig/system.i | urgePrevention power-on and account
ni] registration.
Default value: 0
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2.4 Phone Configuration

2.4.1 Configuring Common Operations

For details on how to configure an IP phone, see the Huawei IP Phone eSpace xxxx IP Phone
User Manual, in which xxx represents the IP phone model.

2.4.2 Configuring Softkey Layout

The four soft keys on eSpace 7870, 7850, 7830 and 7820 are programmable when the IP
phone is in the specified 12 states. You can configure the soft keys in the Softkey Layout area
on the Phone tab page, as shown in Figure 2-18.

Figure 2-18 Configuring soft keys

Preference | Features | Softkey Layout | DSSKey | EXTKey | Voice | Ring | Tones | DialPan | SMs

Custom Softiey Disabled v F1 nOTE
Send
It will be avaiable onfy
Call States Dialing h when there is a number
Switch

It will be avaiable onfy

Selected Softkeys when there are not less

Unselected Softkeys el

than two actve calls

Empty Send Line
History IME
X It will be avaiable onfy

Directory 1 Delete 7 when there are not less

Call Switch Cancel than two avaiable

Line Selection accounts

Pool Onlby Cancel is available n

the case of unregistered
1 accounts or network
Foie
| Confirm ‘ | Cancel ‘ ‘ Reset to Defaule ‘

Table 2-18 Parameters for configuring soft keys

Field Description

Custom SoftKey | The settings for soft keys take effect only when the parameter is set to
Enabled.

Call States The options are as follows:
¢ Dialing

e Connecting

* Transfer Connecting
* RingBack

® Transfer RingBack
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Field Description
e (Call Failed
e Callln
e OnTalk
e Hold
e Held
® Transfer to
e Conferenced
Unselected Functions that are not assigned to soft keys.
Softkeys
Selected Functions that have been assigned to soft keys. If more than four keys
Softkeys(ordered | are selected, the fourth key is automatically changed to More. The
by position) More key is used for switching to the next page.
<e>/<—> The left and right arrow buttons marked by 1 in Figure 2-18 are used to
move soft keys between the Unselected Softkeys and Selected
Softkeys(ordered by position) list boxes.
<>/<|> The up and down arrow buttons marked by 2 in Figure 2-18 are used to

adjust the order of soft keys in the Selected Softkeys(ordered by
position) list box.

Reset to Default

Click this button to restore factory settings for soft keys.

Table 2-19 lists keys that can be set on the 12 different pages.

Table 2-19 Keys that can be set on the 12 different pages

Key Value Key Function Pages Where the Key Value Can Be Set
Empty No function is Dialing, Connecting, Transfer Connecting,
assigned to the soft | RingBack, Transfer RingBack, Call Failed, Call
key. If this option is | In, On Talk, Hold, Held, Transfer to,
selected, no Conferenced
information is
displayed on an IP
phone's LCD.
History Views call history. | Dialing
Directory Views address Dialing, Transfer to
books.
Pool Accesses the Dialing

address pool,
including the call
history, local
address book, and
remote address
book.
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Key Value Key Function Pages Where the Key Value Can Be Set
Call Switch Switches calls. The | Dialing, Connecting, Transfer Connecting,
status of a call is RingBack, Transfer RingBack, Call Failed, Call
changed to Hold In, On Talk, Hold, Held, Transfer to,
after the key is Conferenced
pressed.
SWAP Switches calls. The | On Talk
call is resumed
after the key is
pressed.
Line Selection Selects an account | Dialing
to make a call.
Send Makes a call. Dialing, Transfer to
IME Changes the input Dialing, Transfer to
method. The input
methods abc, ABC,
2aB, and 123 are
available.
Delete Deletes characters. | Dialing, RingBack, Transfer to
Cancel Cancels an Dialing, Connecting, Transfer Connecting,
operation. Transfer RingBack, Call Failed, On Talk, Hold,
Held, Transfer to, Conferenced
New Call Accesses the Call Failed, On Talk, Hold, Held
dialing page to
make a new call.
Answer Answers an Call In, On Talk, Hold, Held, Conferenced
incoming call.
Reject Rejects an Call In, On Talk, Hold, Held, Conferenced
incoming call.
Silence Stops the ring tone. | Call In
Mute Mutes the call. On Talk, Conferenced
After a user presses
this key, others
cannot hear the
user's voice.
Resume Resumes a call. Hold
Forward Forwards an Call In
incoming call.
Transfer Transfers an Transfer Connecting, Transfer RingBack, On
incoming call. Talk, Hold, Transfer to
Conference Initiates a On Talk
conference.
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Key Value Key Function Pages Where the Key Value Can Be Set

Split Splits a conference | Conferenced
and establishes a
call between the
moderator and each
participant.

Configuration File

For details, see the description of [CustomSoftKey Dialing] to [CustomSoftKey
CallFailed] in the configuration file.

2.4.3 Configuring DSS Keys

Function Description

Memory Key

Users can configure memory keys, line keys, programmable keys, and expansion modules to
implement specific functions.

Table 2-20 lists the number of DSS keys for eSpace 7870, 7850, 7830, 7820 and 7810.

Table 2-20 Number of DSS keys for eSpace 7870, 7850, 7830, 7820 and 7810

Model Memory Key | Line Key Programmable Key | eSpace 7803X
eSpace 10 6 14 38*2
7870

eSpace 10 6 14 38x2
7850

eSpace 10 3 14 38x2
7830

eSpace N/A 3 11 N/A
7820

eSpace N/A 2 9 N/A
7810

The four soft keys can be configured to make key distribution more user-friendly for users in
various states, for example, when a user dialing a number, the ring tone is playing, or the
calling and called parties are talking to each other. For details, see 2.4.2 Configuring Softkey
Layout.

eSpace 7870, 7850, and 7830 have 10 memory keys for each.

Each memory key has 28 configuration types. You can configure the 10 memory keys under
Memory Key in the DSS Key area on the Phone tab page, as shown in Figure 2-19.
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You can configure the 10 memory keys for eSpace 7870 under Memory Key in the DSS Key.

Figure 2-19 Configuring memory keys

Logout

RN -

Preference | Features | Softkeylayout | DSSKey | EXTKey | Voice | Ring | Tones | DialPlan | SMs

Memory Key >>

&7 NOTE
Key Type
The free function key Types'
— Speed Dial, BLF, Key Event,
DSSKey 1 [N/A v | | Intercom, URL.
DSSKey2 | MNA v ] BLF
— The butten can be configured
DSS Key 3 ‘ /A h H | ‘ Busy Line Field function with
— specified account. This feature
DSS Key 4 ‘ /A b H | ‘ must be supparted by the sip
server.
DSSKeys WA Bl ||
— Key Event
DSS Key 6 [I/A v Il \—I Key events are predefined
— shortcuts to phone and call
DSS Key 7 ‘ N/A b H | ‘ \—I functians.
DSS Key 8 | N/A v I] Intercom
. Enable the 'Intercom' mode and
DSS Key 9 ‘ NA bt H | ‘ \—I it is useful in an office
- envirenment as a quick access to
DSS Key 10 [ 1/A > [ \—I connect to the operator or the
secretary.
Line Key >> URL
This key function allows you to
Programmable Key >> send HTTP requests to a web
server.

Table 2-21 Parameters for configuring memory keys

Parameter Description

Key Memory key.

Type Key type. Table 2-22 lists details about the types.

Value The setting varies according to the functions that you assign. For

example, if you assign the speed dial function to a memory key, enter
the speed dial number to the Value text box.

Line Account or group address book that a function is assigned to.

e [f the value of Type is not Local Group, XML Group, or LDAP,
the options for this parameter are Auto and Linel to Line 6. If
Auto is selected, the default account is used.

e |f Typeis setto Local Group, XML Group, or LDAP, group
address books are available for this parameter.

Extension Function code. Currently, this parameter needs to be set only when
you configure the BLF function.

Assume that the call pickup function code is *83. User A sets this
parameter to *83 to configure the BLF function. When a call comes to
user B, user A can press the BLF memory key to pick up the call for
user B.
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Table 2-22 Description of memory key types

Line

Type Description Setting Option

N/A Assigns no function. N/A N/A

Line Functions as a line key. N/A Auto, and

Line 1to
Line 6

Speed Dial Functions as the speed dial key. Enter a speed dial | Auto, and

number. Line1to
Line 6

BLF Listens on a number. When the BLF Enter a number to | Line 1 to
function is enabled, a user can know be listened on. Line 6
the current status (for example, idle,
ringing, or talking) of the preset
number.

Voice Mail Obtains voice messages. Enter the code for | Line 1 to
connecting to a Line 6
voice mailbox.

Pick Up Picks up calls for a preset number. Enter the function | Line 1 to
When a preset number has an code and the Line 6
incoming call, a user can press the picked up
corresponding DSS key to pick up the | number, for
call. example, *83123.

In *83123, *83 is
the function code
indicating call
pickup, and 123
is the picked up
number.

Group Pickup | Picks up calls for a group. When a Enter the function | Auto, and
preset group has an incoming call, a code for picking Line 1 to
user can press the corresponding DSS | up calls of a Line 6
key to pick up the call. group. For

example, *78.

Call Park Parks a call when a user wants to store | Set an account Line1to
the call before retrieving it from that calls are Line 6
another phone. For example, user A is | parked for, for
in a conversation with user C. If user example, 123.

A wants to use another phone to
continue the conversation, user A can
park the call on an account of the SIP
server.

DTMF DTMF key. If a number is dialed Enter a DTMF N/A
frequently at the second dialing stage, | number.
the number can be set for the memory
key, which improves work efficiency.

Prefix Specifies the same prefix of numbers | Enter the prefix. N/A
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Line
Type Description Setting Option
that you often dial. The prefix (for
example, 0086592) is displayed on the
eSpace 7850 screen when you press
this key.
Local Group | Views the local address book. N/A Select
Contacts
(containing
all local
contacts) or
an existing
group.
Remote Views a remote address book. You N/A Selecta
Group must upload a remote address book remote
before viewing it. address
book that
you want to
view.
XML Specifies a browser based on the Enter a URL. N/A
Browser Extensible Markup Language (XML).
The browser can be used to view
weather forecast, stock information,
and news.
This type is unavailable to eSpace
7870.
LDAP Views the LDAP address book. Before | N/A N/A
viewing the LDAP address book, you
must configure it and set related
parameters in the LDAP area on the
Contacts tab page.
For details, see 2.5.2 Configuring
LDAP.
Conference Sets up a conference during a N/A N/A
conversation.
Forward Forwards calls. The call forward Enter the number | N/A

function varies according to eSpace
7850 status.

When the IP phone is in the standby
state, the key of this type provides the
following functions:

¢ If the call forwarding unconditional
(CFU) number is not configured on
the eSpace IP phone, you can press
the Programmable key to enter the
CFU configuration page.

¢ If the CFU number is configured
on the eSpace IP phone, you

that calls are
forwarded to.
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Line
Type Description Setting Option
cannot enter the CFU configuration
page by pressing the memory key.
The Programmable key is only
used to enable or disable the CFU
service.
When the IP phone is in the ringing
state, the key of this type provides the
following functions:
e |f the CFU number is not
configured on the eSpace IP phone
and the memory key value is
configured, incoming calls are
directly transferred to the number
configured for the memory key.
¢ If the CFU number is configured
on the eSpace IP phone, you can
press the memory key to transfer
incoming calls to the CFU number.
Transfer Transfers calls. If this parameter | N/A
is left blank, this
key functions as
the transfer key.
If this parameter
is set to a number,
press this key to
transfer a call to
the preset
number.
Hold Functions as the Hold/Retrieve key. N/A N/A
DND Functions as the DND key. N/A N/A
Redial Functions as the redial key. When a N/A N/A
user presses the key of this type on the
IP phone in the standby state, the IP
phone accesses the Dialed Calls page.
Call Return Calls back the last calling party. N/A N/A
Paging Enables the broadcast function. You Set numbers in Auto, and
need a VVolP PBX server where a the paging group. | Line1to
paging group is configured to support Line 6
the broadcast function. After you press
this key, numbers in the paging groups
are connected.
Group Functions as the group listening key. N/A N/A
Listening Use this function if multiple persons
participate in a conference.
e During a conversation in the
handset mode, after you press the
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Line Key

Type

Description

Setting

Line
Option

group listening key, the handset
and speaker play voices, but the
peer party can hear the voices only
from the handset.

¢ During a conversation in the
headset mode, after you press the
group listening key, the headset
and speaker play voices, but the
peer party can hear the voices only
from the headset.

Public Hold

Is used for SCA group members to
pause or resume a conversation.

N/A

N/A

Private Hold

Is used for SCA group members to
pause a conversation. Only the
member who pauses the conversation
can resume it.

N/A

N/A

Share Line

Shares an account. Members who
share the same account can check
whether other members are using the
account.

Enter the SCA
account.

Select an
account that
registers the
SCA
function.

Configuration File

For details, see the description of [memory1] to [memory10] in the configuration file.

You can configure the line keys under Line Key in the DSS Key area on the Phone tab page,
as shown in Figure 2-20.
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Figure 2-20 Configuring line keys

Logout

RN -

Preference | Features | Softkey layout | DSSKey | EXTKey | Voice | Ring | Tones | DialPn | SMS

Memory Key >>

NOTE
i Key Type
LnelKevies The free function key 'Types'
Speed Dial, Key Event,
. - Key Event
Line Key 1 |Line | I [T1 M ] Key events are pradefined
LneKey2 [tne “I| I IE o m— e
Line Key 3 |Line [ I IE g Intercom
Enable the 'Intercom’ mode
Line Key 4 \Llne V|| || || 4 5 and it is useful in an office
environment as a quick access
Line Key 5 \Llne V|| || || 5 bt to connect to the operator or
the secretary.
Line Key 6 \Line V|| || ||6 bt
Programmable Key >

The differences between line key settings and memory key settings for eSpace 7870, 7850 and
7830 are as follows:

®  Compared with memory keys, lines keys do not have the setting N/A.

®  The default value of Type for line keys is Line, and the default value of Type for
memory keys is N/A.

Compared with eSpace 7850, eSpace 7810 does not have the line key types:

®  Remote group
® XML browser
e | DAP

Configuration File

For details, see the description of [memory11] to [memory16] in the configuration file.

Programmable Key

eSpace 7870, 7850, and 7830 have 14 programmable keys for each, eSpace 7820 has 11
programmable keys and eSpace 7810 has 9 programmable keys. You can configure
programmable keys under Programmable Key in the DSS Key area on the Phone tab page.
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Figure 2-21 Configuring programmable keys

Logout
L]
s | et |t [

Preference | Features | Softkeylayout | DSSKey | EXTKey | Voice | Ring | Tones | DalPan | sMms

Memory Key >> &2 noTe
Line Key =>

Programmable Key >:

Softeyl |History v |
SoftkKey2 |Directory v |
Softkey3  [DND ~]|
Softkeyd  (Merw ]

Up Histary ~]|
Down Directory ~][

\ |

\ |

\ |

\ |

\ |

\ |

Left SwitchAccount ~][ I |
Right SwitchAccount ~]| I |
\ |

\ |

\ |

\ |

\ |

\ |

0K Status v||
Cancel  [N/a ~]|
coNF  [w/a |
Hold  [N/A ~|
Mute /A ~]|
TRAN Forward v |

The programmable keys on eSpace 7870, 7850, and 7830 are as follows: four soft keys, four
arrow keys (up, down, left, and right), OK, X, CONF, HOLD, MUTE, and TRAN.

The programmable keys on eSpace 7820 are as follows: four soft keys, four arrow keys (up,
down, left, and right), OK, X, TRAN.

The programmable keys on eSpace 7810 are as follows: four arrow keys (up, down, left, and
right), OK, X, CONF, HOLD, and TRAN.

A CAUTION

e The programmable keys are valid only when an IP phone is in the standby state. When the
IP phone is in other states, factory settings are valid for the keys.

e To restore factory settings, click Reset to Default under Programmable Key.

Table 2-23 lists the types of programmable key.

Table 2-23 Description of programmable key types

Type Description Line Option Extension
N/A ¢ Keep the key xX, N/A N/A
CONF, HOLD,
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Type

Description

Line Option

Extension

MUTE, or TRAN
unselected, the keys
remain original
function.

e Keep other keys
unselected, the key
has been set no
function.

Directory

Views address books.
The local address book
and remote address book
can be set for eSpace
7850, 7820 and 7830.
Only the local address
book can be set for
eSpace 7810.

N/A

N/A

History

Queries call history.

N/A

N/A

DND

Functions as the DND
key.

N/A

N/A

Menu

Accesses the Main
Menu page.

N/A

N/A

SwitchAccou
nt

Switches accounts that
are registered on eSpace
7850.

N/A

N/A

Forward

Forwards calls.

¢ Enables or disables
the CFU function
when Value has been
set.

e Accesses the Always
Forward page when
Value is left blank.

N/A

N/A

Redial

Functions as the redial
key. When a user presses
the key of this type on
the IP phone in the
standby state, the IP
phone accesses the
Dialed Calls page.

N/A

N/A

Call Return

Calls back the last calling
party.

N/A

N/A

Pick Up

Picks up calls for a preset
number.

Line 1 to Line 6

Enter the function
code and the picked
up number, for
example, *83123. In
*83123, *83 is the
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Type Description Line Option Extension
function code
indicating call
pickup, and 123 is
the picked up
number.

XML Group Views numbers of a Select a remote N/A

group in the remote address book that you

address book. want to view.

This value is unavailable

to eSpace 7810.
XML Views a remote phone N/A N/A
PhoneBook book. After a user

presses the key of this

type, the remote group

list is displayed.

This value is unavailable

to eSpace 7810.

Status Accesses the Status N/A N/A

page.

Speed Dial Functions as the speed Auto, and Line 1 to Enter a speed dial

dial key. Line 6 number.

Local Group Views numbers of a Select all contacts ora | N/A

group in the local address | group.

book. After a user

presses the key of this

type, the numbers of a

group in the local address

book are listed.
Local Views groups in the local | N/A N/A
PhoneBook address book.

Configuration File

For details, see the description of [programablekey1] to [programablekey14] in the

configuration file.

2.4.4 Configuring eSpace 7803X

A maximum of two eSpace 7803Xs can be cascaded to eSpace 7870, 7850, and 7830 to

extend DSS keys.

To configure eSpace 7803Xs, access the web page for the IP phone to which eSpace 7803Xs
are cascaded, click the Phone tab, and click EXT Key, as shown in Figure 2-22.

To configure eSpace 7870, click the DSS Key tab and click EXT Key.
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Figure 2-22 Configuring eSpace 7803X

Logout

| om | o [ o

Preference | Features | Softkey Layout | DSSKey | EXTKey | Voice | Ring | Tones | DalPlan | sMs

Expansion Key
-—————— s
Key Type

Keyl |[Switch List1 | l:l | The free function key ‘Types'
Speed Dial, BLF, Key Event,
‘NM v” ” ” Key2 Intercom, URL.
Kevd /A | I ” \—I gg button can be
configured Busy Line Field
‘NM vH ” ” \—I =R function with specified
account. This feature must
Keys  [M/A ] Il || 4| be supported by the sip
/A ][ I[ I T ke server,
Key? WA | Il II g::sf\‘r’;ﬂlg are predefined
shorteuts to phone and call
(/A ]| I Il Key8  —  functions.
Keyg ‘NM "H ” ” \—I Intercom
Enable the 'Intercom’ mode
[NjA v|| Il 1] Keyl0 and it is useful in an office
environment as a quick
Keyll [M/A v I 1] access to connect to the
operator or the sacretary.
(/A ]| I Il Key12 oRL
Keyla  [M/A v I 1] This key function allows you
to send HTTP requests to a
[NjA v|| Il 1] Keyl4 web server.
Keyls /A ~]| I II
(/A ~]| I Il Keyls
Keyl7 [NjA ~]| I II .

Table 2-24 Parameters for configuring eSpace 7803X

Field Description

Expansion Key ID of an expansion module. The value of Expansion Key for the
first expansion module is 1, and the value of Expansion Key for
the second expansion module is 2.

Type There are 28 values of Type for keys (except Keyl and Key21),
which are the same as the values for DSS keys. For details, see
Table 2-22.

For Keyl, Type can be set to Switch in addition to the common 28
options so that users can switch two function pages.

For Key21, Type can be set only to Switch.

Value/Line/Extension | The values for the three parameters are the same as those for
memory keys. For details, see Table 2-21.

Label Key function name that is displayed on the eSpace 7803X 's LCD.

Configuration File

For details, see the description in the line under [memory16] in the configuration file.
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2.4.5 Configuration Ring

Function Description

Principles

The distinctive ring tone service allows a user to identify the callers based on the ring tone.
The ring tone is specified in the Alert-Info message in the SIP Invite signaling. The ring tone
can be a local ring tone or a remote ring tone.

Local ring tone: ring tone stored in the flash memory of an IP phone.

Remote ring tone: ring tone that an IP phone downloads from a URL specified in the SIP
Invite signaling.

The SIP Invite signaling that the server sends control distinctive ring tones. Therefore, the
distinctive ring tone service must be supported by the server.

The Alert-Info message in the SIP Invite signaling that the server sends to an IP phone
specifies the ring tone. The Alert-Info message is in the following format:

Alert-Info:URL;info=info text

After receiving the message, the IP phone attempts to download the WAV ring tone file from
the URL. If the IP phone fails to download the file, the IP phone plays the local ring tone
associated with info text.

Phone Configuration

Set parameters for distinctive ring tones in the Ring area on the web configuration page, as
shown in Figure 2-23.
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Figure 2-23 Setting parameters for distinctive ring tones

Preference | Features | Softkey layout | DSSKey | EXTKey | Action URL | Woice | Ring | Tones | DilPlan | SMS

1 Internal Ringer Text =
Internal Ringer File
2 Internal Ringer Text
Internal Ringer File
3 Internal Ringer Text
Internzl Ringer File
4 Internal Ringer Text
Internal Ringer File
S Internal Ringer Text l:|
Internal Ringer File
6 Internal Ringer Text l:l
Internal Ringer File
7 Internal Ringer Text ]
Internal Ringer Fila
8 Internal Ringer Text l:|
Internal Ringer File
9 Internal Ringer Text l:l
Internal Ringer File
10 Internal Ringer Text l:l
Internal Ringer Fila
L |
Table 2-25 lists parameters for configuring distinctive ring tones.
Table 2-25 Parameters for configuring distinctive ring tones
Field Description
Internal Ringer Text This parameter, same as the info text parameter in the

Alert-Info message, is associated with a local ring tone file.

The parameter values vary according to the server type. For
example, the eSpace U19xx server has the following values:

e alert-internal
e alert-external
e alert-centrex
e alert-busycallback

Internal Ringer File Ring tone file that is associated with the corresponding info
text.

In Figure 2-23, alert-internal is associated with Ringl.wav,
alert-external is associated with Ring2.wav, alert-centrex is
associated with Ring3.wav, and alert-busycallback is
associated with Ring4.wav.

An example is as follows:

Alert-Info: http://www.example.com/sounds/moo.wav;info= alert-centrex
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Assume that the settings in Figure 2-23 take effect.

When the IP phone receives a call, the IP phone receives the Alert-Info message. The phone
attempts to download the ring tone file from http://www.example.com/sounds/moo.wav. If the
ring tone file is successfully downloaded, the IP phone plays it. Otherwise, the IP phone plays
the Ring3.wav file.

Configuration File

Table 2-26 eSpace 7850, 7830, 7820 and 7810 parameters in the configuration file for distinctive

ring tones
Section Header and Permitted
Path Parameters Values Description
[ AlertinfoO ] Text Character This parameter corresponds to
path = string the first Internal Ringer Text
Jconfig/Setting/Setting. parameter. The parameter is
cfg left blank by default.

Ringer Integer Local ring tone that is
associated with the first
Internal Ringer Text
parameter. The value 1
indicates Ringl.wav, the value
2 indicates Ring2.wav, and the
value n indicates Ringn.wav.

Default value: 1

Parameters for the other nine Internal Ringer Text parameters are the same as those for
the first one. The only difference is the numbers in the headers. The second header is
[ Alertinfol ], the third header is [ Alertinfo2 ], and the nth header is [ Alertinfo(n-1) ].

Table 2-27 eSpace 7870 parameters in the configuration file for distinctive ring tones

Section Header and Permitted
Path Parameters Values Description

[cfg:/phone/config/use | Alertinfo0.Text | Character This parameter corresponds
r.ini,reboot=1] string to the first Internal Ringer
Text parameter. The
parameter is left blank by
default.

Alertinfo0.Ring | Integer Local ring tone that is

er associated with the first
Internal Ringer Text
parameter. The value 1
indicates Ringl.wav, the
value 2 indicates
Ring2.wav, and the value n
indicates Ringn.wav.

Default value: 1
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Section Header and Permitted
Path Parameters Values Description

Parameters for the other nine Internal Ringer Text parameters are the same as those for
the first one. The only difference is the numbers in the headers. The second header is
[ Alertinfol ], the third header is [ Alertinfo2 ], and the nth header is [ Alertinfo(n-1) ].

2.4.6 Configuring the BLF Function

Function Description

The BLF function allows a user to listen on the status of other accounts. After the BLF
function is assigned to a DSS key, users can press this key to implement the speed dial and
call pick functions.

For eSpace 7870, 7850, 7830, 7820 and 7810, the BLF indicator's state (on, off, or blinking)
and color show the status of the listened-on account.

Prerequisites

The BLF function has been enabled for an account on the SIP server. For details, see the
eSpace U19xx Unified Gateway Product Documentation.

Phone Configuration

Assume that the account 10002 for listening on other accounts has been configured on the SIP
server. After configuring the SIP server, proceed as follows to configure the BLF function for
an IP phone:

1. Register the account 10002.

Click the Account tab and set basic account parameters in the Basic area, as shown in
Figure 2-24.
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Figure 2-24 Setting basic account parameters

Account

 vore

Display Name
SIP service subscriber's name

ESEE 22 which wil be used for Caller ID
display.
Register Status Register Fail
- Register Name
Account Active On off SIP service subscriber's ID
Label 10002 used for authentication.
: - — oertame
Display Name 10002 User account, provided by
Register Name 10002 VoIP service provider.
User Name 10002 NAT Traversal
Defines the STUN server wil
Password be active or not.
SIP Server 1592.168.1.92 Port [5060 Proxy Require
Enable Outbound P 5 ID- bled .I A special parameter just for
i il sable Mortel server. If you login to
Outbound Proxy Server [ | port|s080 | gor‘cel server, the value should
e
Transport uDpP i com.nortelnetworks.firewal
Backup Outbound Proxy Server [ | Port[sos0 | Codecs
- = Choose the codecs you want
NAT Traversal IDlsabIed I ey
STUN Server Port (3478
| | | | Advanced
Woice Mail I:l The Advanced parameters for
administrator.
Proxy Require [ ]
Anonymous Call off hd
on Code L 1
Off Code L |
Anonymous Call Rejection off hd
on Code L 1
Off Code [ ]
Missed call log IEnahIed 'I
Auto Answer IDisabIed 'I
Ring Type Icommon vI
Codecs >>
Advanced >>

2. Set the type of a DSS key to BLF.

A memory key, a line key, and an expansion key can be assigned the BLF function. The
following describes how to set a memory key as a BLF key.
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Figure 2-25 Setting a memory key as a BLF key

EEmECE - e

Freference | Features | Softkeylayout | DSSKey | ExTKey | voice | Ring | Tones | DialFlan | SMs

Memory Key >> o NoTE

Key Type
The free function key 'Types'

Speed Dial, BLF, Key Event,

DSSKey1 |BLF v|[2000 | 1 Intercom, URL.
DSSKey2 | NjA /| || BLF
= The butten can be configured
DSS Key 3 ‘ N/A hd H | ‘ Busy Line Field function with
— specified account. This feature
DSS Key4 |N/A v Nl must be supported by the sip
server.
DSSKey5 | H/A v [ ]
— Key Event
DSS Key 6 ‘ N/A 3 H | ‘ Key events are predefined
- shortcuts to phone and call
DSS Key 7 ‘ N/A b H | ‘ functions.
DSSKey8 | M/A ~ || J'f Intercom
— Enable the 'Intercom' mode and
DSS Key 9 ‘ H/A b/ H | ‘ —I it is useful in an office
- envirenment as a quick access to
DSS Key 10 ‘ MfA b H | ‘ 4| connect to the operator or the
secretary.
Line Key >>

URL

This key function allows you to
Programmable Key > send HTTP requests to a web
server.

Access the web configuration page, click the Phone tab, and click DSS Key. Set a
memory key under Memory Key. To set a memory key for eSpace 7870, click the DSS
Key tab and click Memory Key.

- Set Typeto BLF.

- Set Value to the listened-on account.

- Set Line to the line that the account 10002 registers, for example, 1.

- Set Extension to the call pickup function code specified on the SIP server.
3. Click Confirm to save settings.

Indicator Status Monitoring

®  When the listened-on account is in the idle state, press the BLF key to make a call to the
listened-on account.

®  When the listened-on account is in the ringing state, press the BLF key to pick up the call
for the account.

Table 2-28 describes the mapping among the indicator type, indicator status, and account
status.

Table 2-28 Mapping among the indicator type, indicator status, and account status

Indicator Type Indicator Status Account Status
Line Key assigned with | Steady green The listened-on account is in the idle
the BLF function state.

Blinking green slowly | The listened-on account is in the
talking state.
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Indicator Type Indicator Status Account Status
Blinking green The listened-on account is in the
quickly ringing state.
Off The BLF function is disabled.
Memory Key assigned Steady green The listened-on account is in the idle
the BLF function state.
Steady red The listened-on account is in the
talking state.
Blinking red The listened-on account is in the
ringing state.
Off The BLF function is disabled.

2.4.7 Configuring the SCA Function

Function Description

The share call appearance (SCA) function allows one account to be used by multiple phones.
Users can monitor the account status on each phone. The function is mainly applied to the
secretary service.

After the manager and secretary service is enabled, a line of a manager can be bound to a line
of the manager's secretary. When the manager's phone has an incoming call, the secretary's
phone rings, and the indicator for the corresponding line of the manager blinks. After
answering the call, the secretary can dial the manager's private phone number to forward the
call to the manager.

A manager can be bound to a maximum of two secretaries, and a secretary can be bound to a
maximum of four managers. The line that is bound with the manager and secretary service
must be a shared line.

The following describes the manager and secretary service in the situation that a manager and
a secretary are involved.

Prerequisites
®  Two lines have been configured for the manager's phone.

- Configured as an external line, line 1 is used by external users to call the manager and
is bound to the secretary's phone. Line 2 is configured as a private line and is used by
the secretary to call the manager.

- If the manager needs to be configured with two secretaries, at least three lines must
be configured for the manager's phone. Two of them are bound to two secretaries'
phones, and one is configured as a private line.

® Line 1 has been configured for the secretary's phone.

- The line 1 is bound to the manager's phone. Line 2 is configured as a private line and
is used to call the manager.
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- When a secretary serves four managers, at least five lines must be configured for the
secretary's phone. Four of them are bound to the external number of each manager,
and one is configured as a private line.

®  The manager and secretary service has been configured for both the manager's linel and
the secretary's linel. For details, see the eSpace U19xx Unified Gateway Product
Documentation.

Phone Configuration

The following procedure configures a manager account on the IP phone. The procedure for
configuring a secretary account is similar.

1. Access the web configuration page of the IP phone.

2. Setline 1 as the shared line.

Click the Account tab, and set Shared Line to SCA in the Advanced area, as shown in
Figure 2-26.
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Figure 2-26 Setting Shared Line

Account

5 ore

Display Name

SIP service subscriber's name
which will be used for Caller ID
display.

Basic >>

Codecs >>

Advanced >>

UDP Keep-alive Message

UDP Keep-alive Interval(seconds)

Enabled

Register Name
SIP service subscriber's ID
used for authentication.

User Hame
User account, provided by
VolIP service provider.

Login Expire(seconds) 600 NAT Traversal

Defines the STUN server wil
Local SIP Port 060 be active or not.
RPort Disabled Proxy Require

SIP Session Timer(seconds) T1
SIP Session Timer(seconds) T2
SIP Session Timer{seconds) T4
Subscribe Period{seconds)
DTMF Type

How to INFO DTMF

DTMF Payload(Scope:86~255)
100 reliable retransmission
Enable Precondition

Subscribe Register

Subscribe for MWI

MWI Subscription Period(Scope:0~84600)
(seconds)

Caller ID Header
Use Session Timer

Session Timer{seconds)

800
RFC2833
Disabled

= [m] [+] = o] (] [
o =
4|« [l [l

=

01
Disabled
Disabled
Disabled
Disabled
600

FROM
Disabled

Jju

Refresher Uac x
Use user=phone Im
Vaica Encryption (SRTP) on || o
ptime{ms) 20 -

| Shared Line SCA x|
Dizlog-Info Call Pickup Disabled j
SIP Registration Retry Timer(Scope:0~1800)
(seconds)

A special parameter just for
Mortel server. If you login to
Mortel server, the value should
be:
com.nortelnetworks.frawall

Codecs
Choose the codecs you want
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3. Click Confirm to save settings.

in Figure 2-27.
- Set Type to Shared Line.
- Set Value to the account number of line 1.

Click the Phone tab. Click DSS Key and set Line Key 1 in the Line Key area, as shown

- SetLineto1.
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Figure 2-27 Setting Line Key 1

Logout

R -

preference | Features | Softkey layout | DSSKey | EXTKey | voice | Ring | Tones | DilPkn | sms

Memory Key >>

=1 NOTE
Line Key >> Key Type
The free function key
‘Types' Speed Dial, Key
Event, Intercom.
Line Key 1 [Shared Lne =] [10001 [ IE Hol :::5“{;]‘1: e
defined shortcuts t
It 72 |L|ne ;I ‘ ‘ | | I 2 ;I Elr'ﬁmee gﬁd f}ﬁmcr:jctwor?s.
Line Key 3 [Line = il 1E =] o —
. - Enable the 'Intercom’
Line Key 4 |Line = ) | |4 [ || mode and it is useful in
an office environment as
Lne Key 5 [Line =1 I[ |15 = 3 quick access to
. - connect to the operator
Line Key 6 |[Line =l I |[6 =l or the secretary.

Programmable Key >>

5. Click Confirm to save settings.

2.4.8 Configuring the XML Browser

Function Description

The XML browser is developed for eSpace 7850, 7830 and 7820 based on XML and
HTTP/HTTPS service. The XML browser can be used to browse only the XML files that are
generated based on specific syntax by using tools such as PHP and JavaScript. HTTP or
HTTPS is used to download the files to the IP phone.

The XML browser enables users to use customized services such as weather report, stocks
query, date query, address book, Google, hews viewing, music playing, and terminal
configuring.

XML File Type
The XML browser supports the following XML files:
®  TextMenu: menu item list in text format. For example, on the news main page, select a
menu item to link to the corresponding news.
TextScreen: text page, for example, a page for viewing news.
InputScreen: input page, for example, a page for registering an account.
Directory: page for downloading address books.

Execute: page prompting an IP phone to run a command, for example, restart command
or call making command.

Status: page that displays the IP phone status dynamically, for example, the DND service
status and call forwarding status.

®  Configuration: file for setting IP phone parameters.
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For details on the parameters in the seven types of XML files, see 7.8 XML Files Supported
by the XML Browser. The seven types template of XML files are delivered with the software
version and are available at http://enterprise.huawei.com/en/support/.

] noTE

You must apply for permission to download XML file from the website. If you need to download the
XML file, contact system or service providers.

The path is Software Downloads > Unified Communication > IP Phone > Version (For
example, IP Phone V100R001C02) > software.

Server Configuration

HTTP and HTTPS can be used to download files for the XML browser. For details on how to
configure the HTTP server, see 7.2 Setting Up the HTTP Server.

Phone Configuration

To assign the XML browser function to a DSS key, for example, a memory key, proceed as
follows:
1. Click DSS Key on the web configuration page.

2. Under Memory Key, select XML Browser from the Type drop-down list box, and enter
an XML address in the Value text box.

Figure 2-28 Setting a DSS key type to XML browser

Logout

| et [ o

Preference | Features | Softkey Layout | DSSKey | EXTKey | WVoice | Ring | Tomes | DilPen | SMS

Memory Key >> T

Key Type
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The button can be configured
DSS Key 3 \XML Browveser A | \http:jfl92.169.1.21:BDfTextMenu.xm\ \ | Busy Line Field function with
specified account. This featura
DSS Key 4 XML Browser % |http://192.169.1.21:80/Executexml | | must be supported by the sip
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DSS Key 5 | M/A |
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DSSKey 9 1A ) [/ | L 1 enviranment as a quick access
to connect to the operator or
DSS Key 10 [11/2 | I L 1] Sesaey,
a URL
Line Key >> This key function allows you to
send HTTP reguests to a web
Programmable Key >> S

3. Click Confirm.
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Basic Operations
1. When an IP phone is in the standby state, press a DSS key of the XML browser type.

2.  After the page shown in Figure 2-29 is displayed, press the Select soft key to access the
corresponding link address.

You can press the More soft key to perform other operations such as dialing a number or
enabling the DND service. The available operations are defined in the XML file on the
server.

Figure 2-29 XML browser page

TextMenu This interface is just used to Test Text
Menu Obhject

1.This Item is used to show the area. Justto S
how Two Lines. So you can see Two Lines,

= 2.Ask Google
3.Just ask google
4.Just reflash this interface,do you want to fla
sh
5.Just ask google

[ Select I N W More |

2.4.9 Customizing the Phone Desktop (for eSpace 7870 Only)

Function Description

Users can customize desktop background and layout for their IP phones in an XML file. To
use the customized desktop background and layout, users need only to upload this file. The
XML file configures the following information:
o  Whether to display the following items on the desktop and their positions:

- Clock: time

- Date: date

- State: icons indicating the current account and missed calls

- Icon: icons indicating the DND, auto answer, voice message, and call transfer
functions

o  Whether to display soft key icons on the desktop
The positions of soft key icons are fixed and cannot be changed.
e  Wallpaper
Each account can customize its own desktop. After an account switches to another account,

the customized desktop changes accordingly. When the desktop customization function is
disabled for an account, the default desktop is displayed on the main GUI.
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A CAUTION

The customized desktop is applicable only to the main GUI of an IP phone. Other GUIs such
as the menu and call interfaces are displayed in their default styles.

XML File Generation

Use the following tool to generate an XML file. Huawei technical support will notify you of
any update on this tool promptly.

Log in to http://enterprise.huawei.com/en/support/ to download XMLIdleScreen.exe.

] noTE

You must apply for permission to download XMLIdleScreen.exe from the website. If you need to
download the tool, contact system or service providers.

The path is Software Downloads > Unified Communication > IP Phone > Version (For
example, IP Phone V100R001C02) > tools.

1.  Run XMLIdleScreen.exe.
The main page is displayed, as shown in Figure 2-30.

Figure 2-30 Main page

L EMLIdleScreen — Untitled

File Dewvice ¥iew Help

0 480 | Clock bype: |
Y 27 I:I Date bype: Generate XML
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2.

Choose File > New, and create a file, as shown in Figure 2-31.

Figure 2-31 Creating an XML file

L. ¥WML.IdleScreen — OUntitled

File Dewice ¥iew Help

< <

backgr ound clack

x:0

0

< < <> <

date icon state softker

480 I:I Clock, bype: |

272 | Date type:

Generate XML

01:19:46

SatJun 11

lcon

SIP Phone State

Figure 2-31 shows the default position of each item on the phone main GUI.

3.

Click background, and click Browse to select a wallpaper, as shown in Figure 2-32.
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Figure 2-32 Configuring a wallpaper

Ol ¥WMI.IdleScreen — Untitled
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& <& <&@ & <
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= |
¥:0 272 Date kype: | Wil M [V] visible Generate XML

4.  Click clock, and drag the sliders on the X and Y coordinates to adjust the time position,
as shown in Figure 2-33.
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Figure 2-33 Setting the time position

x,., XNl.TdleScreen — Untitled

File Device View Help
bgckgro ock

l Nsolam |Clocktype [12 Hour v} [ v\Bocuments and ’ Browse,

: —j j?Z |122 ’ Date bype: oy Generate XML

< < < <>

date icon state softkey

The methods of setting the date, status, and icons are similar.
5. Click softkey, and select the Visible check box, as shown in Figure 2-34.
After the Visible check box is selected, soft key icons will be displayed on the desktop.
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Figure 2-34 Determining whether to display soft key icons
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6. Click Generate Xml, and select a path for storing the file.

Phone Configuration

1. Access the web configuration page and click the Account tab. In the Basic area, select
and enable the account that requires a customized desktop.

2. Set XMLIdleScreen Active to Enabled, as shown in Figure 2-35.

Figure 2-35 Setting XMLIdleScreen Active

XMLIdleScreen Active | Enabled hd |

XmildleScreen URL \http://10.2.3.14:89/IdleScr|

3. Upload the new XML file to the SIP server using HTTP, HTTPS, TFTP, or FTP.

For details on how to configure the SIP server, see 7.1 Configuring the TFTP Server
(3CDaemon TFTP Server for Example) and 7.2 Setting Up the HTTP Server.

4, Set XmlldleScreen URL and click Confirm.
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Application Scenario

After the desktop is customized and the desktop customization function is enabled for an
account, the IP phone will automatically download the XML file from the URL specified by
XmlldelScreen URL.

If multiple accounts have customized desktops, press the left and right arrow keys to switch
accounts to display the corresponding desktop. If an account has no customized desktop or
has disabled the desktop customization function, the default desktop is displayed on the main
GUL.

2.4.10 Advanced Functions

On the web configuration page, click the Phone tab, and click Features to set advanced
functions, as shown in Figure 2-36.
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Figure 2-36 Setting advanced functions
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The parameters framed in red in Figure 2-36 are not described in the Huawei IP Phone
eSpace 78XX User Manual. Table 2-29lists the parameters.

Table 2-29 Parameters for advanced functions

Parameter

Description

Reserve # in User Name

If this parameter is set to Enabled, the number sign (#) in an
account name will be converted into %23.

RFC 2543 Hold

The call hold function supports both RFC 2543 and RFC
3261. If this parameter is set to Disabled, RFC 3261 is used.

Use Outbound Proxy

If this parameter is set to Enabled, information exchanged
between the calling and called parties is transferred through
the outbound proxy server.

IsDeal180 If this parameter is set to Enabled, the SIP server will handle
a 180 message following a 183 message.

Logon Wizard If this parameter is set to Enabled, an IP phone will
automatically enter the account setting GUI at startup when no
account has been registered.

This parameter is unavailable to eSpace 7870.

PswPrefix If PswDial is set to Enabled, the N (specified by PswLength)
digits dialed following xxx (specified by PswPrefix) are

PswLength displayed as asterisks (*).

PswDial This parameter is unavailable to eSpace 7870.

PushXML Server IP

IP address of the XML server from which an IP phone
receives XML files. The XML files must be of the format
supported by the XML Browser. For details, see 7.8 XML
Files Supported by the XML Browser.

This parameter is unavailable to eSpace 7870 and 7810.

SaveCallHistory

If this parameter is set to Disabled, no call history is saved.

2.5 Contacts Configuration

2.5.1 Configuring the Remote Phone Book

Function Description

In addition to local phone books on IP phones, enterprises usually publish public address
books, which are maintained and updated on the SIP server or IP PBX. The function of
accessing remote phone books must be enabled for IP phones to download the latest public
address book. eSpace 7870, 7850, 7830 and 7820 can download and search for remote phone
books and save contact information to the local phone book.
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Remote Address Book URL

The URL for a remote address book must be linked to an XML address book and must be in
either of the following formats:

®  Common URL format: http://<host:port>/[folder name]/phonebook name.xml

®  PHP format: http://<host:port>/[ folder
name]/search.php?[IP_ADDR=#IP][&MAC_ADDR=#MAC][&NAME=#SEARCH]

[l noTE

The fields in the square brackets are optional.

The server determines the content of the data file to be sent based on the parameters in a PHP
URL, and therefore the obtained data file is also an XML file.

The fields in a PHP URL are described as follows:

e |P_ADDR=#IP

Replace #IP with an IP address. The server verifies whether the IP address has the right
to download XML address books.
e MAC_ADDR=#MAC

Replace #MAC with a MAC address. The server verifies whether the MAC address has
the right to download XML address books.

e NAME=#SEARCH
Replace #SEARCH with a contact name. The server searches for the contact name and
records the search result into an XML file. Then the server sends the file to the IP phone.

If the URL contains this field, the IP phone regards that the server has the search
function.

Downloading a Remote Phone book
To download a remote phone book, proceed as follows:

1. Prepare an XML file.

Remote phone books are classified into contact XML files and menu XML files. You can
use UltraEdit to edit XML files.

The three .xml files are delivered with the software version and are available at
http://enterprise.huawei.com/en/support/.

L] noTE

You must apply for permission to download XML file from the website. If you need to download the
XML file , contact system or service providers.

The path is Software Downloads > Unified Communication > IP Phone > Version
(For example, IP Phone V100R001C02) > software.

L1l noTE
e The attachments are only examples. Add XML files and modify them as required.

e The IP phone downloads the Menu.xml file first, and then downloads the PC.xml and Tester.xml
files based on the URLs in the Menu.xml file.

2. Configure the server.

FTP, TFTP, HTTP, and HTTPS can be used to download remote phone books. This
document describes how to use HTTP to download remote phone books. For details on
how to configure the HTTP server, see 7.2 Setting Up the HTTP Server.

3. Set parameters related to the remote phone book on the IP phone's web page.
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To set parameters related to the remote phone book on the IP phone's web page, proceed
as follows:

a. Log in to the IP phone's web page.

b. Click the Contacts tab, and click Remote PhoneBook. Set Phone Book Url and
Phone Book Name, as shown in Figure 2-37.

¢c. The Phone Book Url parameter indicates the URL for downloading the file, for
example,http://192.169.1.21:80/Menu.xml. The Phone Book Name parameter
indicates the name to be displayed on the IP phone's LCD. You can set Phone Book
Name to any value, for example, Company.

A total of five remote phone books are supported by eSpace 7870, 7850, 7830 and
7820.

Figure 2-37 Setting remote phone books

Logout

e e | e |

Local PhoneBook | Blacklist | Remote PhoneBook | LDAP | HuaWei

LI NOTE

we ek oesokme Remote phone book

http://192.169.1.21:80/Menu.xml Company This feature allows you to
download contact list from the
sarver. Input the phonebook URL
and rename the phonebook

woE WM e

d. Click Confirm.
4. View the remote phone book on the IP phone.

a. Press the Directory soft key when the IP phone is in the standby state.
The [Directory] page is displayed.

b. Press the number key 3.
You can view Company on the [Remote Group] page that is displayed.

c. Pressthe Enter key.
The contact page is displayed, as shown in Figure 2-38.
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Figure 2-38 Contact page

I: Company 1_!2]
MPC

®
f Back ]f Cancel]

d. Press the up arrow key or down arrow key to select Tester or PC.
e. Press the Enter key.
The contacts in the group are listed.

Searching a Remote Phone book

Enter the URL with the search function under Phone Book URL, as shown in Figure 2-39.
http://<host:port>/search.php?NAME=#SEARCH

[l noTE

HTTP servers do not support PHP URLs and therefore cannot function as a search server. To implement
the search function, install the AppServ on a server.

Figure 2-39 Setting the search function for remote phone books

Index Phone Book Url Phone Book Name
1 http://10.2.3.3/search.php? NAME=2SEARCH friend
2
3
4
5

After the URL with the search function is set, you can find the Search button on the remote
phone book page, as shown in Figure 2-40.
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Figure 2-40 Searching a remote phone book

oy

F.emote Group

—

1.friend

Cows )|

G e

Press the Search soft key to search for contacts.

Configuration File

Table 2-30 eSpace 7850, 7830, 7820 and 7810 parameters in the configuration file for remote

phone books

Section Header

and Path Parameters Permitted Values | Description

[ RemotePhoneBook | URL Character string URL for the first

0] remote address

path = _book, which must be

[config/Setting/Settin in XML format.

g.cfg Example:
http://10.2.3.3/phon
ebook/friend.xml
The parameter is left
blank by default.

Name Character string Name of the first

remote address
book.
The parameter is left
blank by default.

only difference is the numbers in the headers.

address book is [ RemotePhoneBook(n-1) ].

Parameters for the other four remote addresses are the same as those for the first one. The

The header for the second remote address book is [ RemotePhoneBookl ], the header for
the third remote address book is [ RemotePhoneBook?2 ], and the header for the nth remote
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Table 2-31 eSpace 7870 parameters in the configuration file for remote address books

Section Header
and Path Parameters Permitted Values | Description

[cfg:/phone/config/us | RemotePhoneBook | Character string URL for the first
er.ini,reboot=0] 0.URL remote address
book, which must
be in XML format.

Example:
http://192.168.0.231
Ivin/phonebook1.x
ml

The parameter is
left blank by
default.

RemotePhoneBook | Character string Name of the first
0.Name remote address
book.

The parameter is
left blank by
default.

Parameters for the other four remote addresses are the same as those for the first one. The
only difference is the numbers in the headers.

The header for the second remote address book is [ RemotePhoneBookl ], the header for
the third remote address book is [ RemotePhoneBook?2 ], and the header for the nth remote
address book is [ RemotePhoneBook(n-1) ].

2.5.2 Configuring LDAP

Function Description

Based on X.500, the Lightweight Directory Access Protocol (LDAP) is an application
protocol for reading and editing directories over an IP network. LDAP supports TCP/IP.

For example, in a tree structure, the root is the company name, the company contains
departments, and a department contains employees. The IP phone can search for contacts
based on specific rules. For example, the IP phone searches for contacts whose department
names contain J.

eSpace 7870, 7850, 7830 and 7820 that support LDAP provide the following functions:

®  Search for contacts.

After a user presses the LDAP DSS key and enters a number or letter, the IP phone
searches the LDAP server for contacts based on a specific rule and displays the search
result on the LCD. The user then can select a contact and initiate a call, or add the
contact to the local address book or blacklist.

e Display the calling party's name.
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After receiving a call, the IP phone searches the local address book for the calling
number. If no record is found, the IP phone searches the LDAP server for the contact and
displays the search result on the IP phone's LCD.

®  Search for the number that a user dials.

Each time a user presses a number key, the IP phone searches the LDAP server for the
matching number. If records are found, the IP phone displays the records on the LCD.
Then the user can select a contact to make a call.

Web Configuration

Before using the lightweight directory access protocol (LDAP) directory, you must first set up
the LDAP server(For example, Windows 2003 Server active directory (AD) ). For details
about how to install and set up the Windows 2003 Server AD, see 7.6 Using Windows 2003

Server AD.

Table 2-32 lists common LDAP attributes for eSpace 7870, 7850, 7830 and 7820.

Table 2-32 Common LDAP attributes

Attribute | Full Name Description
cn Common Name | Attributes in the character string for connecting an IP
o ational phone to a server to implement the LDAP function.
ou rganizationa L
g The character string is in the format Idap://servername/DN,
Unit Name . . :
in which DN contains cn, ou, and dc. For example,
dc Domain cn=test,ou=developer,dc=domainname,dc=com indicates
Component that the test object is in the developer unit in the
domainname.com domain. The value of cn must be unique.
The LDAP directory is similar to the file system directory,
for example, dc=Redmond,dc=wa,dc=Microsoft,dc=com,
which is similar to com\Microsoft\wa\ Redmond in the file
system.
) Organization Organization name.
Name
sh Surname Family name.
gn Given Name First name.

To use LDAP function, prepare the server environment first. (For example, the Windows 2003
Server AD is installed and contacts are added to the server. )Then set parameters on the IP
phone's web page as follows:

1. Access the web configuration page.

2. Click the Phone tab, and click DSS Key. Select a memory key or a line key, and select
LDAP from Type, as shown in Figure 2-41.
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Figure 2-41 Assigning LDAP to a DSS key

Account

Preference | Features | Softkey Layout || EXTKey | Voice | Ring | Tones | DalPn | SMS

Memory Key =>

NOTE
Key Type
NS IS I N N o e T
Speed Dial, BLF, Key Event,
DSS Key 1 [[LDAP | || Intercom, URL.
DSS Key 2 |I/A | [/~ N BLF
The button can be configured
DSS Key3 [M/A | [1i/A || Busy Line Field function with
specified account. This feature
DSS Key 4 |I/A | N must be supported by the sip
senver.
DSS Key 5 |[MfA | /A
T I B T
DSS Key 6 | H/A Wl [1/a Key events are predefined
= ‘ / H ‘ I short_cuts to phone and call
DSSKey7 /A ) [u/2 | [ TS
DSSKey 8 1A )| W ‘ I l—‘ Enable the 'Intercom’ mode
A and it is useful in an office
b ‘ HiA ~ ‘ |I e ‘ I l—‘ environment as 2 quick access
5 to connect to the operator or
DSS Key 10 /A | | I
a URL
Line Key >> This key function allows you to
send HTTP requests to a web
Programmable Key == il

3. Click Confirm.
4. Click the Contacts tab, and click LDAP.
5. Set LDAP parameters, as shown in Figure 2-42.
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Figure 2-42 Setting LDAP parameters

o[ | ver | o [l v |

Local PhoneBook | Blacklist | Remote PhoneBook | LDAP | Huawei

LDAP Mame Fitter (|{givenName="%)(sn=%)) o1 HOTE
LDAP Mumber Filter (|(telephoneNumber=a)(r LDAP settings

Server Address 02.169.1.196
Port
Base c=test,dc=com
Userllame ongle@test.com
Password

Max. Hits(1~32000)

LDAP Mame Attributes givenName sn cn

LDAP Mumber Attrbutes telephoneNumber mobile
LDAP Display Name %sn Yegiveniame %cn
Protocol Version3 v
Search Delay(ms)(0~2000)
LDAP Lookup For Incoming Call
LDAP Sorting Results
LDAP Lookup For PreDial/Dial

Table 2-33 lists parameters in the LDAP area.
Click Confirm.

7. Then presses the LDAP DSS key and enters a number or letter, the IP phone searches the
LDAP server (the Windows 2003 Server AD) for contacts based on a specific rule and
displays the search result on the LCD.

Table 2-33 Parameters for configuring LDAP

Parame Example

ter Description

LDAP Name filter. After you enter a name, the IP phone (I(givenName=%)(sn=%
Name uses the name filter to search the LDAP server for )

Filter the contact. The settings for the name filter must be

based on RFC 2254. The entered names will
replace % in the name filter.

Examples are as follows:
*  (I(cn=%)(sn=%))
The LDAP server sends the IP phone the records

with cn or sn starting with the characters dialed by a
user.

* ({(cn=%))
The LDAP server does not send the IP phone the

records with cn or sn starting with the characters
dialed by a user.
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Parame Example
ter Description
LDAP Number filter. After you enter a number, the IP (I(telephoneNumber=9%)
Number | phone uses the number filter to search the LDAP (mobile=%))
Filter server for the contact. The settings for the number
filter must be based on RFC 2254. The entered
numbers will replace % in the number filter.
Examples are as follows:
* (|(telephoneNumber=%)(Mobile=%)(ipPhone=%
)
The LDAP server sends the IP phone the records
with telephoneNumber, Mobile, or ipPhone starting
with the characters dialed by a user.
* (&(telephoneNumber=%)(sn=%))
The LDAP server does not send the IP phone the
records with telephoneNumber or sn starting with the
characters dialed by a user.
Server IP address or domain name of the LDAP server. IP address of the LDAP
Address Examples are as follows: server (The Windows
2003 Server AD).
e 192.168.1.100
¢ |day.company.com
Port Port number of the LDAP server. 389
Default value: 389
Base Root directory that the IP phone searches. For dc=test,dc=com
example, if the value is dc=Redmond,dc=wa, the
root directory is wa\Redmond.
UserNa | User name for logging in to the LDAP server. dongle@test.com
me If the LDAP server allows anonymous visitors to An existing user name
access, leave the parameter blank; in the Windows 2003
otherwise, set UserName and Password to the values | S€'ver AD.
set by the LDAP server administrator.
For example: cn=manager,dc=company,dc=cn.
Passwor | Password for logging in to the LDAP server. The Huaweil23
d password is set by the LDAP server administrator.
Max.Hit | Maximum number of records in the search result. 50
3(01;320 If the number of records found in the LDAP server is

larger than the setting, the server sends records (total
number: Max.Hits) to the IP phone. The server sends
all records in the search result to the IP phone if this

parameter is left blank.

The factory setting is 50.
NOTE

If excessive contact records are found, the search
speed is slow. Set the parameter based on the
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Parame Example
ter Description
network bandwidth.
LDAP LDAP name attributes. The search result that the givenName sn cn
Name LDAP server sends to the IP phone must contain
Attribut | these name attributes.
€s Examples are as follows:
® cn sn displayName
The search result that the LDAP server sends to the
IP phone must contain the cn, sn, and displayName
attributes.
e givenName
The search result that the LDAP server sends to the
IP phone must contain the givenName attribute.
¢ vorName nachName
The search result that the LDAP server sends to the
IP phone must contain the vorName and nachName
attributes.
LDAP LDAP number attributes. The search result that the telephoneNumber
Number | LDAP server sends to the IP phone must contain mobile
Attribut | these number attributes.
. Examples are as follows:
¢ Mobile telephoneNumber ipPhone
The search result that the LDAP server sends to the
IP phone must contain the Mabile,
telephoneNumber, and ipPhone attributes.
e Home Private Office
The search result that the LDAP server sends to the
IP phone must contain the Home, Private, and Office
attributes.
LDAP | Attributes whose information is displayed onthe IP | %sn  %givenName %c
Display | phone's LCD. n
Name | Example: %cn %sn
The example indicates that the values of cn and sn
are displayed on the IP phone's LCD.
Protocol | Protocol version. The options are Version2 and Version3
Version3. The protocol version selected on the IP
phone must be the same as the parameter setting.
Search | Search delay period. A delay period later than the 2000
Delay( | search operation, the IP phone displays the search
ms)(0~2 | results on the LCD.
000) Unit: millisecond
LDAP | The value Enabled indicates that the IP phone Disabled
Lookup | searches the LDAP server for the calling number and
For displays the calling party's name on the LCD. The
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Parame Example
ter Description

Incomin | value Disabled indicates that the IP phone does not
g Call search the LDAP server for the calling number.

LDAP The value Enabled indicates that the IP phone sorts Disabled
Sorting | records that are found by display name (or by
Results | number if only numbers are contained in the search
result). The value Disabled indicates that the IP
phone does not sort records that are found.

LDAP The value Enabled indicates that the IP phone Disabled
Lookup | searches the LDAP server for the characters that a

For user dials.

PreDial/

Dial

2.6 TLS/SSL Authentication

Function Description

Transport Layer Security (TLS) and its predecessor, Secure Sockets Layer (SSL), are
cryptographic protocols that provide communications security over the Internet. TLS and SSL
encrypt the segments of network connections above the transport layer, using cryptography
for privacy and a keyed message authentication code for message reliability. TLS is used to
encapsulate specific application protocols such as HTTP, FTP, SMTP, NNTP, and XMPP. For
details about TLS and SSL, visit the website
http://en.wikipedia.org/wiki/SSL_certificate#TLS_version_1.1.

TLS/SSL authentication is used in the following scenarios:

®  An IP phone uses HTTPS to perform automatic provision, during which the IP phone
functions as a client.

®  When a user uses HTTPS to access an IP phone's web page, the IP phone functions as a
Server.

Encryption Algorithm

Encrypted transmission occurs when data sender uses the encryption key to encrypt
information and then sends the encrypted information to the recipient. The data recipient uses
the decryption key to decrypt the information and reads the information. Two common
encryption algorithms are described as follows:

®  Symmetric-key algorithm: The encryption key is trivially related to the decryption key,
in that they may be identical or there is a simple transformation to go between the two
keys.

e  Asymmetric-key algorithm: This algorithm involves a public key and a private key. If the
public key is used for encryption, only the corresponding private key can be used for
decryption; if the private key is used for encryption, only the corresponding public key
can be used for decryption.
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TLS/SSL Communication Principle
The process for TLS/SSL communication is as follows:

1. The client and the server use the asymmetric encryption algorithm to negotiate a session
key. The sender generates a symmetric session key and uses the public key to encrypt the
session key. Then the sender sends the encrypted information to the recipient.

2. The recipient uses the private key to decrypt the session key.

The sender uses the session key to encrypt a file and sends the encrypted file to the
recipient.

4. The recipient uses the session key to decrypt the file into a plain text.

The file transmission is secure because only the private key of the recipient can be used for
decrypting the session key.

Communication Process

After the TLS/SSL connection is set up, data can be transmitted securely. Figure 2-43 shows
the transmission process.

Figure 2-43 TLS/SSL data transmission process

Client

-+ Certificate o

o ClientKeyExchange »
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1. The client sends a ClientHello request to the server, asking to set up a connection. The
request contains the encryption methods supported by the client for negotiation.

2. The server sends a ServerHello message back to negotiate an encryption method and
sends a trusted certificate to the client. The certificate contains the public key of the
server.

3. If the client trusts the server, the client sends the server the session key that is encrypted
by the public key of the server. The client also asks the server to use the session key for
file encryption and transmission.

4. The server receives the information from the client and uses the session key to encrypt
all of the information that will be sent to the client.

An IP phone functions as a client

When an IP phone initiates an SSL connection, the IP phone functions as a client. Generally,
the client uses the authentication certificate to determine whether the server is reliable, for
example, when an IP phone is automatically upgraded in HTTPS mode. To configure the auto
provision function, click the Security tab, and click Trusted Certificates, as shown in Figure
2-44.

Figure 2-44 Configuring the auto provision function

memm L !

Password | Trusted Certificates | Server Certificates

Index Issued To Issued By Expiration Del .
=3 NOTE
1 ™
2 ™
3 r
4 @ Il
5 r
6 ™
7 r
8 ™
9 ™
10 [
Del
Only Accept Trusted Certificates Disabled v
Import Trusted Certificate (.cer)
Load From File: [ [Browse... | [ upload |

Table 2-34 ists parameters for configuring the auto provision function.

Table 2-34 Parameters for configuring the auto provision function

Parameter Description
Area Root certificate list imported to an IP phone.
Only Accept Trusted Indicates whether to enable the trust connection.
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Parameter Description

Certificate If Enabled is selected, the imported root certification is used
to authenticate the signature in the server certificate. If the
authentication fails, the IP phone stops communicating with
the server.

If Disabled is selected, the IP phone always communicates
with the server even if the trusted certificate does not exist or
is incorrect.

Import Trusted Certificate | Click Browse under Import Trusted Certificate, select a
certificate file, and click Upload to import the root
certificate.

To configure the auto provision function, proceed as follows:

1. Configure an HTTPS server and provide the IP phone user with a root certificate.

2. Access the web configuration page, click the Security tab, and click Trusted
Certificates.

3. Select Enabled from the Only Accept Trusted Certificate drop-down list box.

4. Click Browse under Import Trusted Certificate, select a certificate file, and click
Upload to import the root certificate.

5. Inthe Advanced area on the Upgrade tab page, set URL to a value starting with https://,
as shown in Figure 2-45.

To configure the auto provision function for eSpace 7870, click the Phone tab and click
Auto Provision.
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Figure 2-45 Setting URL for HTTPS auto provision function

Basic | Advanced | TRO62

Custom Option(128 ~ 254) NOTE
Custom Option T lsting v Custom Option
ustom Option Type 1ng Specify the DHCP Option that
URL http://192.169.1.197 | you want to use for
provisioning. Refer to Auto
Account Provision Manual for details
about provisioning.
Password I
AES Key
SRR ARy : It is provided by ISP.
MAC-Oriented AES Ke ]
v Click this button to auto
Zero Active Enabled v provision immediately
L Click this button to auto
Wait Time(s) provision immediately.
PNP Config Disabled e Export/Import
ConfigExport the
Check Mew Config Disabled v configuraion files to backup

the settings, and could import
all the settings after reset.

Click this button to auto provision
immediately Auto provision

T System Log
Export / Import Config LA There are two methods to
export the system log, Local
SRR
Export System Log
PCAP Trace [ st | [ Stop | [ Export |

The IP phone uses HTTPS to communicate with the server and uses the imported root
certificate to authenticate the server. If the server can be authenticated, the IP phone uses
HTTPS to download files.

] noTE

For details about the auto provision function, see 3 Batch Configuration and Upgrade of IP Phones.

An IP phone functions as a server

When a user uses HTTPS to access an IP phone's web page, the IP phone functions as a server.
During communication, the IP phone sends trusted certificate to the browser. You can upload

a trusted certificate in the Server Certificates area on the Security tab page, as shown in
Figure 2-46.
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Figure 2-46 Uploading a trusted certificate

s || | o | o | [

Password | Trusted Certificates | Serwer Certificates

Issued T Issued Expiration Del
s £ 57 NOTE

Upload Server Certificate |[Browse.. | [ Upload |

An IP phone is authenticated as a client

Generally, the client verifies whether the server is reliable. In some cases, the server verifies
whether the client is reliable, which is determined by the server configurations. When an IP
phone is connected to an HTTPS server, the IP phone sends its client certificate to the server.
The client certificate is uploaded in the Server Certificates area on the Security tab page.

2.7 Upgrade and Restore

A CAUTION

Do not power off an IP phone during the upgrade. Otherwise, writing to the flash memory
fails and the IP phone is down. If the IP phone is down, perform the emergent recovery or
deliver the IP phone to the factory for repairing.

2.7.1 Upgrading an IP Phone Manually

You can manually upgrade an IP phone on the web page shown in Figure 2-47.
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Figure 2-47 Upgrading an IP phone manually

Logout

o e 7

Basic | Advanced | TROGO

Firmware Version E1 NOTE

Reset to Factory Setting
Firmvsare Version 2.60.94.29 Reset all the settings of the
phene to default
Hardware Version 1.0.0.39 configurations.
Reset to Factory Setting Select and Upgrade
Firmware
Select and upgrade the file
Reboot System Now from the hard disk or

netwiork.

Select and Upgrade Firmware

| [ 5% |

| Upgrade ‘ | Cancel ‘

Lo

In the Basic area on the Upgrade tab page, click Browse under Select and Upgrade
Firmware, and select the software to be upgraded.

To upgrade eSpace 7870, click the Phone tab and click Upgrade.
Click Upgrade.

The IP phone starts to upgrade. After the upgrade finishes, the IP phone automatically
restarts.

Verify that the setting of Firmware Version on the Status tab page is the target version
number.

no

w

After the phone restarts, access the web configuration page, and verify that the value of
Firmware Version on the Status tab page is updated.

2.7.2 Configuring the TR069 Protocol

An IP phone can be connected to the eSpace EMS by using the TR069 protocol, as shown in
Figure 2-48. Table 2-35 describes the TR069 parameters.
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Figure 2-48 Configuring the TRO69 parameters

RN RSN

Basic | Advanced | TROG9

Enable TRO6S
ACS Username
ACS Password
ACS URL

Enable Periodic Inform

ConnectionRequestUsernamea

ConnectionRequestPassword

o wore
Custom Option
l:l Specify the DHCP Option that
you want to use for
provisioning. Refer to Auto
l:l Provision Manual for details
about provisioning.
hittp://ucems.huavvei.com)| AES Ki

ey
It is provided by ISP.

Enabled L
Click this button to auto
§ provision immediately
Periodic Inform Interval(seconds) Click this button to auto
provision immediately.
Export/Import
L Pt A A
configuraion files to backup
the settings, and could import
all the settings after reset.
Confirm Cancel
[ Confirm | [ Concel System Log

There are two methods to
export the system log, Local
or Server.

Table 2-35 Parameter description

Parameter

Description

Enable TR069

¢ If this parameter is set to Enabled, the IP phone sends a session
connection request to the ACS. To make the TR069 settings take
effect, the ACS must be enabled.

* |f this parameter is set to Disabled, the IP phone does not send a
session connection request to the ACS.

Default value: Enabled

ACS Username

User name for authenticating a TR069 IP phone when the IP phone
attempts to connect to the ACS. The user name must be the same as
that configured on the ACS.

ACS Password

Password for authenticating a TR069 IP phone when the client
attempts to connect to the ACS. The password must be the same as
that configured on the ACS.

ACS URL

This parameter is mandatory when TR069 is enabled. Set ACS URL.
The URL can be in either of the following formats:

e |P address:

For example: http://10.10.10.1:8080

e Domain name:

For example: http://huawei.acs.com:8080
8080 is the port number of the ACS.

Enable Periodic
Inform

If this parameter is set to Enabled, the IP phone sends the session
connection request to the ACS periodically.

Periodic Inform

Interval for initiating sessions to the ACS.
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Parameter

Description

Interval (seconds)

ConnectionRequest
Username

User name for authenticating the ACS when the ACS attempts to
connect to a phone. The user name must be the same as that
configured on the ACS.

ConnectionRequest
Password

Password for authenticating the ACS when a phone attempts to
connect to ACS. The password must be the same as that configured
on the ACS.

2.7.3 Automatically Upgrading IP Phones

This topic describes how to automatically upgrade IP phones on the web page.

Prerequisites

®  eSpace IP phones are automatically upgraded using a loaded configuration file, such as
7850.cfg. Therefore, you must first create a configuration file to be loaded. For details
about how to create a configuration file, see 3.2 Making Configuration File Templates.

®  Save the configuration file to the automatic upgrade server.

For example, if the Apache server is the automatic upgrade server, save the configuration
file to the C:\Program Files\Apache Software Foundation\Apache2.2\htdocs
directory on the Apache server. For details, see 7.2.2 Using the Apache Server.

Procedure

Step1 Choose Upgrade > Advanced, as shown in Figure 2-49.

[l noTE

To upgrade eSpace 7870 IP phones, choose Phone > Auto Provision.
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Figure 2-49 Configuring the automatic upgrade
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Custom Option

Specify the DHCP Option that
you want to use for
provisioning. Refer to Auto
Provision Manual for details
about provisioning.

AES Key
It is provided by ISP.

Click this button to auto
provision immediately
Click this button to auto
provision immediately.

Export/Import
ConfigExport the
configuraion files to backup
the settings, and could import

Click this button to auto provision all the settings after reset.
iRy Auto provision d
System Log
Export / Import Config DI . There are two methods to
export the system log, Local
or Server.
Export System Log Server hd
192.169.1.119
PCAP Trace [ sar | | | [ Export |

Step 2 Table 2-36 describes mandatory parameters URL and Check New Config.

Table 2-36 Automatic upgrade parameters

Parameter

Description

Custom Option(128 ~ 254)

Enter the option used for DHCP upgrade.
Default value: 246.

Custom Option Type

Server address type, including String and IP Address.

URL Domain name or IP address of the automatic upgrade
server.

Account FTP server account for FTP upgrade.

Password FTP server password for FTP upgrade.

Common AES Key

Public key for loading the upgrade file encrypted by the
public encryption library.

MAC-Oriented AES Key

MAC key for loading the upgrade file encrypted by using
MAC addresses.

Zero Active

Configures network parameters during the automatic
upgrade.

Default value: Enabled

Wait Time (s)

Time for automatically upgrading configurations.
Default value: 5
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Parameter Description

PNP Config If this parameter is set to Enabled, once the IP phone is
powered on, the IP phone will automatically upgrade the
configurations.

Default value: Disabled

Check New Config If this parameter is set to Enabled, the IP phone is
automatically upgraded by detecting the latest version.

Default value: Disabled

Click this button to auto If a new version is detected, click Auto provision to
provision immediately upgrade the IP phone immediately.

Export / Import Config Imports or exports the configuration files of IP phones.
Export System Log e Select Local and click Export. The system logs of the

IP phone are exported to a local disk.

e Select Server and enter the server IP address. The IP
phone exports the system logs to the server.

PCAP Trace Click Start to capture IP phone packets. A maximum of
500 KB data packets can be stored.

—End

Result

Follow-up Procedure The Check New Config mode determines the time when an eSpace IP
phone automatically upgrades configurations. For example, if the mode for checking new
firmware is Repeatedly, and the interval is 10 minutes, the eSpace IP phone downloads the
configuration file every 10 minutes to upgrade configurations.

2.7.4 Firmware-based Restore

Function Description

If exceptions occur during firmware upgrade, the upgrade fails, and devices cannot be started.
In this case, send the devices to the manufacturer to for repairing. This function is provided
for administrators who are responsible for maintenance.

A CAUTION

This function is implemented in BootLoad on an IP phone, but BootLoad cannot be upgraded.
Therefore, this function is supported only when the original version of the bin file is A.40.C.D
(for example, 2.60.94.2) or a later version. If the original version of the bin file is A.30.C.D or
an earlier version, the IP phone does not support this function, and only manufacturer
engineers can repair it.
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This section is applicable to eSpace 7870, 7850, 7830, 7820 and 7810. If eSpace 7870 fails to
be upgraded, power it off and on. An IP address will be displayed on the LCD at startup. Use
this IP address to access the web configuration page and upgrade the phone again.

Prerequisites
Before using the firmware to restore software, prepare the following items:

®  Computer where the TFTP server is installed.

For details on how to set up the TFTP server environment, see 7.1 Configuring the TFTP
Server (3CDaemon TFTP Server for Example).

Verify that the phone IP address and the computer IP address are on the same network
segment.

®  Firmware file for restoring software.

Upgrade Procedure

1. Connect the computer to a LAN and set the IP address to a proper value, for example,
192.168.0.100.

2. Copy the firmware file to the TFTP server path (for example, C:/TFTP) specified in the
Upload/Download area, and rename the file based on the phone model.

- To upgrade eSpace 7850, rename the file to t28.rom.

- To upgrade eSpace 7830, rename the file to t26.rom.

- To upgrade eSpace 7820, rename the file to t22.rom.

- To upgrade eSpace 7810, rename the file to t20.rom.

3. Use the network cable to connect a faulty IP phone to the LAN.

Hold down the SPK key and power on the eSpace 7850.

Three seconds later, the firmware restore page is displayed.
Figure 2-50 shows the restore page for eSpace 7850.

Figure 2-50 Firmware restore page

1. IP Address: 102 . 16%. 0.101

LEd
(¥ ]
¥ ]
[
(¥ ]
¥ ]
[
(¥ )]
LR
[=]

2, Netmask:

3.IP Gateway: 192.168. 0. 3

4. TFTP Server: | 192.168%. 0.100

5. Press numbers keys and arrow keys to set the IP address of the IP phone, for example,
192.168.0.101.
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Ensure that the IP address of the phone is in the same segment as the IP address of the
compulter.

Press the down arrow key.
Set Netmask and press the down arrow key.

Set IP Gateway and press the down arrow key. Set TFTP Server. The value of TFTP
Server is the IP address of the computer where the TFTP server is installed.

Press the OK key.

The IP phone sends a request to the specified TFTP server, downloads the firmware file,
and displays the following information:

Updating Firmware.
Do not Poweroff!!!

The IP phone restarts automatically, and the following information is displayed on the
LCD:

System is booting.
Please wait...

After the IP phone restarts, press the OK key. Access the Status page. View the
firmware version and verify that the IP phone is upgraded to the software version on the
TFTP server.
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Batch Configuration and Upgrade of IP
Phones

3.1 Overview

The global configuration file on the HTTP server is used to configure and upgrade IP phones
in batches.

During DHCP server configuration, a 246 parameter is defined for setting the URL of the
global configuration file. After this parameter is set, the DHCP server sends the URL to the IP
phone that applies for an IP address. The IP phone then downloads the configuration file from
this URL.

The configuration file contains the IP addresses of the servers where the firmware version file,
ring tone files, and local address book files are stored.

The batch configuration and upgrade of IP phones have the following features:

® [P phones of the same model use the same configuration file.
For example, you only need to prepare one configuration file for all eSpace 7850 phones.
® P phones obtain the required firmware version file URL from the configuration file.

After obtaining the global configuration file, IP phones download the firmware version
file based on the URL in the configuration file for batch upgrade.

® |P phones obtain URLs from the configuration file to download ring tone files, local
address book files, and other files.

3.2 Making Configuration File Templates

IP phones of the same model use the same configuration file. The configuration file name for
each phone model is as follows:

For eSpace 7810, the file name is 7810.cfg.

For eSpace 7820, the file name is 7820.cfg.

For eSpace 7830, the file name is 7830.cfg.

For eSpace 7850, the file name is 7850.cfg.

For eSpace 7870, the file name is 7870.cfg.
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3.2.1 Modifying Configuration File Templates

A global configuration file template is provided for deployment. When making a
configuration file, modify parameter settings such as the IP address of the IP phone
registration server and NTP address in the template to meet onsite requirements.

The global configuration file template is delivered with the software version and is available
at http://enterprise.huawei.com/en/support/.

L] noTE

You must apply for permission to download the global configuration file template from the website. If
you need to download the file, contact system or service providers.

The path is Software Downloads > Unified Communication > IP Phone > Version (For
example, 1P Phone VV100R001C02) > software.

[ noTE

eSpace 7810, eSpace 7820, eSpace 7830, eSpace 7850 use the same configuration file. When loading the
configuration file to a phone, change the name of the configuration file to the model name of the phone.

The configuration template is a .cfg file. Each section in the template consists of a header, a
path, and several parameters.

Use the Wordpad to open the file template, and modify parameter settings.

Figure 3-1 shows the configuration file template.

Figure 3-1 Configuration file template

Header
[path = fcordig/Setting/Advietting. cfz| Fath
EnableSemidttendTran = 1
ElindTranOnHook = 1 Farameter
TranOthersdfterConf = 0

[ LLDF ]

path = fvealink/confiz/Network/Network. ofz
EnablellLIF = O

FacketInterwval = 120

[ 4ctionlEL ]

path = fvealink/config/Features/FPhone. cfg
SetupCompleted =

Logln =

LogQff =

The attachment eSpace 7810&7820&7830&7850 Configuration File Parameter Description
describes parameters in the configuration file for eSpace 7850, 7830, 7820 and 7810 is
available at http://enterprise.huawei.com/en/.

The attachment eSpace 7870 Configuration File Parameter Description describes parameters
in the configuration file for eSpace 7870 is available at http://enterprise.huawei.com/en/.
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The path is SUPPORT > Documentation Center > UC&C > Unified Communications > IP
Phones > Phone Model(For example, eSpace 7870) > Reference.

3.2.2 Updating Files

The configuration file lists the files that an IP phone needs to update.

Updating the Firmware Version File

To update the firmware version file, you need to configure information about the server where
the firmware version file is stored.

A CAUTION

The following describes the [ firmware ] section in the configuration file for eSpace 7850,
7830, 7820 and 7810. For details about the [ firmware ] section for eSpace 7870, see the
relevant configuration file.

The firmware information is specified by the following fields in the configuration file:
R R R R R R R R R R
[ firmware ]

path = /tmp/download.cfg

server_type = http #Upgrade server type.

server_ip =192.168.0.231 #IP address of the upgrade server.

server_port = #Port number of the upgrade server.

login_name = #User name for logging in to the upgrade server. This field

can be left blank if no user name is required for login. This field is usually set for FTP servers.
login_pswd = #Password for logging in to the upgrade server.

http_url = http://192.168.0.231/ #URL of the upgrade server. This field is mandatory only
when HTTP or HTTPS is used for upgrade.

firmware_name = 0.0.0.143.rom #Firmware version number.

R R R B A B R R B B R R R R R R R

Downloading Ring Tones
The ring tone information is specified by the following fields in the configuration file:
R R R R T B R T A R
[ ringtone ]
path = /tmp/download.cfg

server_address = #Path for storing a ring tone file. The ring tone file must be in .wav
format, and the file size does not exceed 100 KB.
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B R R R R R R

Updating the Local PhoneBook
The local PhoneBook information is specified by the following fields in the configuration file:
HHH R R R
[ ContactList ]
path = /tmp/download.cfg
server_address = #Path for storing a local address book.
HE T R R R R R

A CAUTION

The file name of the local phone book must be contactDatal.xml. If it is not, update will
fail.

e The content format in the local phone book file is different from that in the remote phone
book file. To configure a local phone book file, access the web configuration page, click
the Contacts tab, and click Local PhoneBook. Click Export XML to export a local
phone book file, and modify the file as required.

The template of local phone book file exported on the web configuration page is delivered
with the software version and is available at http://enterprise.huawei.com/en/support/.

[l noTE

You must apply for permission to download the template of local phone book file from the website. If
you need to download the filel, contact system or service providers.

The path is Software Downloads > Unified Communication > IP Phone > Version (For
example, IP Phone V100R001C02) > software.

3.3 Configuring and Upgrading IP Phones in Batches

A CAUTION

Ensure the power supply of an IP phone during the upgrade. Otherwise, result in upgrade
failed.

3.3.1 Preparations for Configuration and Upgrading IP Phones

To configure and upgrade IP phones in batches during the deployment, prepare the following
items:

®  Configuration file template
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The configuration template is a .cfg file. You can change the parameter values in the
template based on the site scenarios.

®  Fijle server

The HTTP server is used. For details on how to set up the HTTP server environment, see
7.2 Setting Up the HTTP Server.

® DHCP server

For details on how to set up the DHCP server environment, see 7.4 Setting Up the DHCP
Server.

®  DNS server

A DNS server is required when you use domain names to configure the configuration file
URL.

For details on how to set up the DNS server environment, see 7.3 Guidelines for Setting
Up the DNS Server.

®  Files that need to be updated

Prepare the firmware version file, ring tone files, and local phone book files based on
your site scenario.

Prepare the firmware version file, ring tone files, and local phone book files based on your
site scenario.

Figure 3-2 shows the general network diagram for deployment.

Figure 3-2 Network diagram

File eSpace
server Gateway U19xx

LAN
Router Switch

ol
.

m Y
[ Y

Tr069 DHCP DNS
Server Server Server

3.3.2 Procedure for Configuring and Upgrading IP Phones in
Batches

Procedure
1.  Store the phone version files and configuration file in the HTTP server root directory.
To load ring tones or local phone books, store the files in the HTTP server root directory,
and set related parameters in the global configuration file.
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Change the Option246 parameter value of the DHCP server to the configuration file
URL.7.5 Setting the Option246 Parameter document describes how to set the Option246
parameter.

- The configuration file URL specified by the Option246 parameter has the highest
priority than other specified URLS.

- It is optional to specify the configuration file name. The IP phone will automatically
search for and download the configuration file mapping its model.

Table 3-1 describes the Option246 parameter settings.

Table 3-1 Option 246 parameter settings

Setting Format Example

IP http://server IP

IP:port http://server IP:port

Domain http://domain

Domain:port http://domain:port
3. Power on all IP phones.

After being powered on, a phone obtains the IP address from the DHCP server. Then the
DHCP server delivers the configuration file URL to the phone using the Option246
parameter. After receiving the URL, the phone obtains the global configuration file from
the file server to update the phone configurations, and downloads files such as the
firmware version file from the URLSs specified in the configuration file.

Verifying the Configuration and Upgrade

After you complete the preceding procedure, test on certain IP phones to ensure that the IP

phon

es run normally.

Use the following methods to verify that the batch configuration and upgrade are successful:

Configuration result

Access the web configuration page and verify that the configurations are the same as
those in the configuration file.

Upgrade result

In the standby state, press OK to access the Status GUI, and verify that the version number
corresponding to Firmware is the same as that of the firmware version file.

If some phones failed to be configured or upgraded, the possible cause is that too many

phon

es send configure and upgrade requests to the server at the same time, and the server

cannot handle all those requests. You are advised to restart these phones. The phone
downloads the configuration file and firmware version from the file server during the restart.
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4 Managing an IP Phone by Using eSpace
EMS

4.1 Connecting IP Phones to eSpace EMS

This topic describes how to add IP phones one by one to the eSpace EMS if the number of
required IP phones is small.

Prerequisites

®  The mapping between the domain name, ucems.huawei.com, and the ACS IP address
has been configured on the DNS. Or the ACS IP address has been configured on the IP
phone.

L] noTE
If no DN server is connected to the network, connect the IP phones to the eSpace EMS by referring to
4.1.1 Configuring ACS Addresses.

®  The physical serial number of the IP phone has been obtained.

(1] noTE
The physical serial number, that is, the MAC address, can be obtained in either of the following ways:
e Obtain the MAC address that is printed at the bottom of the IP phone, for example, 00156529EE10.
e Press OK on the IP phone. 00:15:65:29:EE:10 is displayed in the MAC: column. The physical

serial number is 00156529EE10.
®  The eSpace EMS service has been started.
Procedure

1. Enter the eSpace EMS address in the address box, for example: http://192.169.1.10:8080.
The eSpace EMS web page as shown in Figure 4-1.

(1] noTE
Please use IE 8 or Firefox3.6 for login.
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Figure 4-1 Logging in to the eSpace EMS web page

eSpace EMS

User name: ]
Pasoword: |
Verfication code: L!@ w
Log In
Copyright @ Huawei Technologies Co., Ltd, 2010. All rights reserved. HUAWE!

Please use IE 8 or Frefox3.6. Optienal resolution: 1024 x 768,

2. Choose Resource > Resource Management.

3. Select a subnet from the navigation tree. Click o Create RESDUFCE.

& 17 Fhone

4.  Select from Physical Devices, as shown in Figure 4-2.
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Figure 4-2 Creating an IP phone
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ﬁ Radware
§8sec b

5. On the Configure Parameters page, set Name, IP Address, Port, and Physical SN. Set
other parameters as required.

L] noTE

The default port number of eSpace 7800 series is 10401.
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Figure 4-3 Configuring parameters

4 Basic Information

Object type: IP Fhone Parent object: IPPhone

= MName: eSpace7870 | Manufacturer: | |
Media gateway: II‘-1ediatiDn_I‘-1a5terse|f j Location: | |
Description: =

4 TRO69 Protocol

« TP address: 192.169.1.65 |
« Port: 10401 |
Service name: | |
= Physical SH: |4C1FCC373707 |
wervame: | |
Passwaord: | |

<4 Maintenance Information

Maintained by: | |

Phone: | |

Employer: | |

0K Cancel Apply

6. Click OK.
] noTE

Click Apply to continue creating IP phones.

Results

e |f the IP phone is created successfully, the IP phone is displayed in the navigation tree on
the left pane.

e If the IP phone failed to be created, a dialog box is displayed indicating the cause. Click
OK to reset parameters.

4.1.1 Configuring ACS Addresses

If no DNS is connected to the network, you can configure an ACS address for an IP phone to
connect to the eSpace EMS. This topic describes how to configure a MAC address. This topic
takes eSpace 7870 as an example.

Procedure
1. Log in to the IP phone web page.
a. Enter the IP phone address in the address box and press Enter.
b. In the displayed dialog box, enter the user name and password and click OK. The
default user name and password are both admin.
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2. Configure the ACS address.
a. Click the Phone tab.
b. Click Tr069 in the navigation tree.

c. Enter the ASC IP address in the ACS URL text box, as shown in Figure 4-4. If the
IP address for logging in to the eSpace EMS is 192.169.1.10, enter
http://192.169.1.10:8089/tr069/services/acs in the ACS URL text box.

[ noTE

To access the page for configuring ACS address for eSpace 7810&7820&7830&7850 IP phones, choose
Upgrade > TR069.

Figure 4-4 Configuring ACS addresses

mmmm ﬂ

Enable TROG9 Enzble -1 NOTE
Preference

ACS Username

Phone-Tr069 Note

Features

ACS Password
Upgrade ACS URL http://192.169.1.12:8080/tr01 |
Auto Provision Enable Periedic Inform Enable 'I
Configuration Periadic Inform Interval{seconds) 10 (0~65535)

ConnectionRequestUsername
ConnectionRequestPassword

Dial Plan

Voice

Ring Confirm Cancel
Tones

SMS

Softkey Layout

3. Set TR069 and Enable Periodic Inform to Enable.
4. Click Confirm.

4.2 Managing IP Phones

This topic describes how to modify, delete, and manage IP phones on the eSpace EMS.

e Click <. The Modify page is displayed.

® Click X to Delete the IP phone. The IP phone cannot be managed by the eSpace
EMS.

® Click = .The Manage page is displayed.

The following describes how to restart a device, load configuration files, export logs,
export configuration files, and set basic IP phone parameters.
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Figure 4-5 Managing an IP phone

admn @~
g@espacems System | Resource | Fault | | C
A (0 N )
# Home | Resource Manag.. *
_ Root > TPPhone > 192.169.1.65:10401 Hep [3]— =
FHET ] )
e [ Root s Create Resource {{ Auto Discovery i) Batch Import [T Display subnodes only at the current fayer
All | Subnets | Service Appications | Physical Devices v
Batch Delete Search by | Search criteria Search
r Name* Type* Parent Object* Description Operation
T 192169.1.65:10401 T Phone PPhone Model:Huavel eSpace 7870 Version:38.0.94.43
Total records: 1 20 | records ]

Restarting a Device
To restart an IP phone, perform the following operations:

1. Click == . Choose Basic Information > Device restart. The page for restarting IP
phones is displayed, as shown in Figure 4-6.

Figure 4-6 Device restart page

. admin @~ C
S@ESPBCEEMS System | Resource | Fault | Performance | Configuration | Maintenance
Hiawe: | [ i [
# Home Resource Manage. ~ | [192.169.1.65:1.. °

Basic Information Device restart * ¥ I

= Basic configuration

Device restart r

Load the configuration file

4 Device restart

Device Restart

Export Log
Export Configuration File
General Configuration

> Alarm Management

. Device Restart
2. Click =

] noTE

You can also restart IP phones on the IP phone web page.
e To access the eSpace 7870 restart page, choose Upgrade > Basic > Reboot System Now.
e To access the eSpace 7810&7820&7830&7850 restart page, choose Phone > Upgrade > Reboot.

Loading a Configuration File
You can configure an IP phone by using the eSpace EMS.

To modify the IP phone parameters, you can create a configuration file or modify the original
configuration file, and load the configuration file. For details about how to load configuration
files in batches, see 5.2.3 Loading a Configuration File.
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Figure 4-7 Loading the configuration file

g‘@ESpaceEMS System |
HUAWE!
# Home Resource Manage

< Basic configuration

Device restart

[ Load the configuration file »|

Export Log
Export Configuration File
General Configuration

> Alzrm Management

Exporting Logs

Resource | Fault | Performance |

192.169.1.65:1.. *

Basic Information Load the configuration file *
< Load Configuration File

Configuration
file:

Configuration |

_Apply

Maintenance
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Help

You can export log files (syslog.tar) of IP phones and view operations on the IP phones.

Figure 4-8 Export Log

%‘%eﬁpaceEMS System |
HUAWE!
# Home Resource Manage

< Basic configuration
Device restart

Load the configuration file

Export Log >
Export Configuration File
General Configuration

> Alarm Management

Exporting Configuration Files

Resource | Fault | Performance |

192.169.1.65:1.. °
Basic Information Export Log *
4 Export Log

Export Device Log

Configuration |

Maintenance

" @

| [ I B [

You can export configuration files of IP phones and view and back up configuration files by

using the eSpace EMS.
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] noTE

e You can also export configuration files on the IP phone web page. To access the page for exporting
eSpace 7870 configuration files, choose Phone > Configuration > Export / Import Config. To
access the page for exporting eSpace 7810&7820&7830&7850 configuration files, choose
Upgrade > Advanced > Export / Import Config.

e You can import the config.bin file into other IP phones of the same model.

Figure 4-9 Exporting configuration files

s%eSpaceEMS System | Resource | Fault | Performance | Configuration | Maintenance
i I o [ o |
# Home Resource Manage.. | 192.169.1.65:1.. *
Basic Information Export Configuration File * ¥
< Basic configuration
4 Export Configuration File
Device restart ~
Export Device Configuration File Export

Load the configuration file

Export Log

Export Configuration File >

General Configuration

> Alarm Management

Setting Basic IP Phone Parameters

You can set IP phone parameters by using the eSpace EMS. The following describes the basic
IP phone configuration items in the Device directory:

®  ManagementServer: Manage server. The parameters include ACS URL, Username, and
Password.

e  Devicelnfo: Device information. The parameters include ManufacturerOUI,
SerialNumber, and HardwareVersion.

®  Configuration parameters of the Local Area Network (LAN). The parameters include
AddressingType and SubnetMask.

®  \loiceService: Voice service parameters. The parameters include SIP server, RTP server,
and lines.

®  Userlnterface: User interface. The parameters include WebUserName and WebPassword.

®  Gatewaylnfo: Gateway information. The parameters include ManufacturerOUI and
SerialNumber.

®  Time: Time server. The parameters include NTPServer and LocalTimeZone.
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Figure 4-10 General configuration page

7 admn @~ | [
&%e&paceEMS System | Resource | Fault | Performance | Configuration | Maintenance
b4 o |
# Home Resource Manage. | 192.169.1.65:L.. *
Basic Information General Configuration * v T I
< Basic configuration
<+ General Configuration Help |7]
Device restart . §
@ Device Attribute value
Load the configuration file 4 ManagementServer
" £ Mo recard.
Export Log DeviceInfo
LAN
Export Configuration File o VoiceService
General Configuration > o Userlnterface
L+ Time
> Alarm Management
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5 Managing IP Phones in a Centralized
Manner by Using eSpace EMS

5.1 Connecting IP Phones to eSpace EMS

This topic describes how to add IP phones to the eSpace EMS if the number of required IP
phones is large.

Prerequisites
To connect IP phones to the eSpace EMS, the following environment should be set up:

®  Dynamic Host Configuration Protocol (DHCP) server environment: For details about
how to set up the DHCP server environment, see 7.4 Setting Up the DHCP Server.

®  Domain Name Server (DNS) environment. For details about how to set up the DNS
server environment, see 7.3 Guidelines for Setting Up the DNS Server.

[ noTE

If no DNSS is connected to the network, configure the Auto Configuration Server (ACS) IP address for an
IP phone to allow the IP phone to connect to the eSpace EMS. For details, see 4.1.1 Configuring ACS
Addresses.

Principle

Use a network cable to connect an IP Phone to the network during the first deployment. After
powering on the IP Phone, obtain the IP address and DNS address from the DHCP server, and
send a request to the DNS server for resolving the domain name ucems.huawei.com. Upon
obtaining the IP address of the ACS, the eSpace 8850 sends a request to the ACS server for
accessing eSpace EMS. Information about the connected IP Phone is displayed on the
management page of eSpace EMS.

Procedure

1. Obtain the IP address of the ACS server. This IP address is used for logging in to eSpace
EMS using Internet Explorer.

2. Add the domain name ucems.huawei.com on the DNS server, as shown in Figure 5-1.
Set the IP address mapping the domain name to the IP address of the eSpace EMS.
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Figure 5-1 Creating a host on the DNS
—lo/x]

File Action VWiew Help

T EEEE EEEE

&, DNs
El 5 WKF47556ABC

Global Logs

[= [ ] Forward Lookup Zones
&

| Reverse Lookup Zones

| Conditional Forwarders

| Name | Type | Data I
Q (same as parent folder) Start of Authority (SOA) [1], wkf47556abc. china.hua...
a (same as parent folder) Mame Server (N5) whkf47556abc. china. huawei....
i ucems Host (A) 192.169.1.12

Newtiost x
Hame (uses parent domain mame if blank):
| |“CEI115 |
Fully qualified domain name (FQOH):
Iucems. huawel. com.
IF address:
|192. 163 1.12]
|_ Create associated pointer (FTR) record
Add Host | Cancel |

3. Log in to the eSpace EMS by using a web browser, as shown in Figure 5-2.

L] noTE

Microsoft Internet Explorer 8 or Firefox 3.6 is recommended.
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Figure 5-2 Logging in to the eSpace EMS by using a web browser

eSpace EMS

User name: |

Password: I

Log In

Copyright @ Huawei Technologies Co., Ltd. 2010. All rights reserved.

vefctoncotes || FOHMN @

S

HUAWEI

4. Choose Resource > Resource Management, clic

[ noTE

Please use IE 8 or Firefox3.6. Optimal resolution: 1024 x 768.

K + Create Resource

After connecting to the eSpace EMS, the IP phones can be managed by the eSpace EMS. The eSpace
EMS provides three IP phone connection methods: manual creation, automatic discovery, and batch
import. This topic takes automatic discovery as an example. For details about the batch import, click

6 to see the eSpace EMS Help.

Figure 5-3 Resource management page

admin @~  [E
s ES E i
A N T R N 2 o e |
# "I | WEEH "‘

w Root =
el =y
N'E Root | o BRRE | o BRET L HESA L RAERERTws

L+ @ IPphone | [ T
| em | TR | LemA | WmRE v
crigi i
P i = R ‘ .
r HIR- FM - RA®
[ 1P phone P Phone T Root ﬂ
Il 0.0.0.0:10401 IP Phone 1P phone A5 :eSpace 7830
[ 192.169.1.101:10401 1P Fhone 1P phone -5 :eSpace 7350
- 192.169.1.11:10401 IP Phone IF phone #S :Huawei eSpal
1| | 3
Bt s7 2 o] % 1< B el 201
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5. Select 1P Phone SUbnet fom Subnets and Solutions, as shown in Figure 5-4.

Figure 5-4 1P phone subnet creation

admin @~ | [E
@@ eSpaceEMS System | | Fault | Performance | Configuration | Maintenance 0 T 0 5 B
HUAWE!
# Home Resource Manag...
a|l
Root _— =
P
""v bm
= sk e
Create Resource: Select Object Type Recent resource types: IP Phone Subnet
< Subnets and Solutions < Service Applications < Physical Devices
‘,g'y Default Subnet .&gen: &3 CiscoRouter
(&) 1P Phone Subnet El: Cloudcc B CiscoSwitch
[« "
W s Weow
@Orac\e Eudemon
B sqLserver M
—_—
B 58
& H3cRouter
EHl HWSwitch
o
W3 1P PEX
Q 1P Phone

6. Set the subnet name, start IP address, and end IP address on the page for creating an IP
phone subnet. as shown in Figure Figure 5-5.

] noTE

When you create multiple IP phone subnets, their IP address segments can contain each other but cannot

overlap or duplicate. For details about the subnet plan, click @ , see the eSpace EMS Help.

Figure 5-5 Setting IP phone subnet parameters

admin @~ IS
g‘@eSpaceEMS System | Resource | Fault | Performance | Configuration | Maintenance B
HUAWE| 0 1] 1] 2
# Home Resource Manag...
ml B
Root Back = =
A+
W, O
E Create Resource: Select Object Type = Configure Recent resource types: IP Phone Subnet
Parameters
4 Basic Information Help |7|
Object type: IP Phone Subnet Parent ohject: Root
= Subnet name: PPhone
Description: =

4 Manageable IP Phone Network Segment

st P address 1: [102.160.1.1

End IP address 1: 192.169.1.100

End IP address 3:

End IP address 5:

Start IP address 2: |192.159.1‘1m

Start IP address 3: |

Start IP address 4: |

Start IP address 5: |

0K Cancel Apply
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7. Click OK.

The created IP phone subnet is displayed in the navigation tree, as shown in Figure 5-6.

Figure 5-6 IP phone subnet created successfully

‘sréeSpaceEMS System | Resource | Fault | Performance | Configuration | Maintenance
AwE

# Home  Resource Manag... *

. Root Heb [4] = -
» PR
- o Create Resource o Auto Discovery 4] Batch Import [T Display subnodes only at the current fayer
(& PPhons
All | Subets | Serice Appications | Physical Devices
satch Delete sechy [ Sehotens search
r - _
Name* Type* Parent Object * Description Operation
™ Pphone IP Phone Subnet  Reot 2 X
Total records: 1 20 7] records L h

L« 1

8.  Power on all IP phones.
Detailed information about IP phones is displayed on the eSpace EMS.

Results
The IP phone registration request is sent to the eSpace EMS. If the IP address of the IP phone
is out of the IP address range of the created IP phone subnet, the system stores the IP phone
information to Unregistered IP Phone for later query.
To view the IP phones that are not added to the eSpace EMS, choose Maintenance > Manage
IP Phone > Unregistered IP Phone, as shown in Figure 5-7.
(Ll noTE
You can add the unregistered IP phones to the eSpace EMS in one of the following ways:
Issue 01 (2012-06-20) Huawei Proprietary and Confidential 114

Copyright © Huawei Technologies Co., Ltd.



Huawei IP Phone eSpace
7810&7820&7830&.7850&7870&7803X 5 Managing IP Phones in a Centralized Manner by Using
Administrator Guide eSpace EMS

e Add an IP phone subnet or change the IP address range of the original IP phone subnet.
e Change the IP address of the unregistered IP phone.

e Connect a few IP phones to the eSpace EMS by referring to 4.1 Connecting IP Phones to eSpace
EMS.

Figure 5-7 Viewing unregistered IP phones

- admin @ hd ¥
s@ESFHCEEMS System | Resource | Fault | Performance | Configuration |
i | I S o
# Home Resource Manage. X Manage IP Phone -
-
4 IP Phone that Matches No Subnet Help 13| =
4 Configure Start P address End IP address Physical serial Mo
Configuration File Management Search
Configuration Fle Template Manag
a " b Physical serial No IP Address Device Model Vearsion
Auto Upgrade
No record.
Unregistered IP Phone
Total records: 0 10 =| records 0 1o |Go

5.2 Configuring IP Phones in a Centralized Manner

This topic describes how to configure eSpace 7800 series IP phones in a centralized manner
by using the eSpace EMS.

To configure IP phones by using the eSpace EMS, perform the following operations:

1. Connectall IP phones to configure to the , and create a subnet.
2. Upload a configuration file template, for example, 7870.cfg.

[l noTE

The configuration file template is released with the eSpace EMS software. This template provides only
configurations of the eSpace 7800 series IP phones. You can change some configuration parameters in
the template before uploading the template.

3. Create a configuration file. For details, see 5.2.2 Managing Configuration Files.

4. Deliver the configuration file to the IP phone. For details, see 5.2.3 Loading a
Configuration File.

5.2.1 Managing Configuration File Templates

This topic describes how to manage the configuration file template by using 7870.cfg as an
example.

1. Choose Maintenance > Manage IP Phone > Configuration File Template Manager.
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Figure 5-8 Configuration file template list

admin @@~ | [E
s% eSpaceEMS System | Resource | Fault | Performance | Configuration | B
HUAWE! 1] a o 2
# Home Manage IP Phone ™
< Configuration File Template List Help |7] =
O Gruipe Device Model Template Version Release Date Remarks Operat...
Configuration File Managemeant espace 7810 7810.cfg 9.60.04.27 L
| Configuration File Template Manager aSpace 7820 7820.cf 7.60.04.27 L
Auto Upgrade _ - . _ ;
eSpace 7830 7830.cfg 6.60.94.27 g
Unregistered IP Phone -
eSpace 7850 7850.cfg 2.60.94.27 .
eSpace 7870 7870.cfg 38.0.94.39
aSpace 8850 8850.xml V100RO01CO1B0... V.4
. » . . . . .
2. Click =". The Update Configuration File Template page is displayed.
Figure 5-9 Updating the configuration file template
Update Configuration File Template x

< Version Information

Device model: eSpace 7870 |

- Version: |V100R0D1CD2 | l
| Release date: ‘ ‘
1 Remarks: ‘ |

4 Configuration File Template

| The file to be uploaded cannot exceed 100 MB.

« IP Phone: ‘ I:I—'

OK Cancel

3. Click ! | to upload the configuration file template.

5.2.2 Managing Configuration Files

1. Choose Maintenance > Manage IP Phone > Configuration File Management, as
shown in Figure 5-10.
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Figure 5-10 Creating configuration files
%‘w:’ieSpaceEMS System | Resource | Fault | Performance | Configuration E a3 G a:mm ?" 2' ;
# Home Manage IP Phone *
<+ Configure

' Configuration file name Subnet
Configuration File Management

HNo record.
Configuration File Template Manager

Description Operation

Auto Upgrade

Unregistered IP Phone

2. Click T . On the displayed Configuration Information page shown in Figure
5-11, enter the configuration file name.

Figure 5-11 Configuration information 1/2

Configuration Informati...

4 Basic Information

+ Configuration file name:

Description:

E Detailed Configuration

Next Cancel

3. Click * toview the detailed information.

On the page shown in Table 5-1, set parameters based on the site requirements.
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Figure 5-12 Configuration information 2/2

4 Detailed Configuration
Upgrade Server

Upgrade: (" Enable (& Disable

Auto Update of Configuration File

Server IP addrass: |ttp://192.169.1.12:8080/t1069/DownServiet/version/ |

SIP Server

SIP server: |192.169.1.9 |

Port number: |SDEE| |

Qos

SIP service quality: |4D |

Service quality: |4D |

VLAN

Internet Port

Activate: ¢ Enable (@ Disable

VID: |EI |

Priority: IEI j

PC Port

Activate: ¢ Enable (% Disable

VID: |EI |

Priority: I(I d

System Log

System Log IP: |192.IEQ.1 244 |
Next Cancel

Table 5-1 Parameter description

Configur | Parameter Setting
ation
Item
Upgrade Upgrade Disables or enables the upgrade server.
Server
Auto Server IP address Enter the IP address of the upgrade server, for
Update of example, the IP address of the Apache server.
Configurati
on File
SIP Server | SIP server Enter the IP address of the SIP server.
Port number Default value: 5060.
QoS SIP service quality Signaling QoS. Value range: 0 to 63.
Service quality Voice QoS. Value range: 0 to 63.
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Configur | Parameter Setting
ation
Item
VLAN Internet Port | Activate Enabled indicates that the VLAN function is
enabled for the network port.
VID ID of the VLAN where the IP phone belongs
to.
The network administrator divides the network
where the switch resides into multiple VLANSs.
Each VLAN has a unique ID.
Priority VLAN priority for the network port. The value
ranges from 0 to 7.
PC Port Activate Enabled indicates that the VLAN function is
enabled for the PC port.
VID ID of the VLAN where the IP phone belongs
to.
The network administrator divides the network
where the switch resides into multiple VLANSs.
Each VLAN has a unique ID.
Priority VLAN priority for the PC port. The value
ranges fromQto 7.
System System Log | Enter the IP address or domain name of the log server, for
Log IP example, the IP address of the 3CDaemon server.
For details, see 6.1.1 Viewing Debugging Logs.

4.  Click Next. The Select Subnet page is displayed.

5. Click & Aad . Add a subnet from the Managed Domains area to the Selected
Managed Objects area. Select managed objects.

[ noTE

This step is optional. You can click Next to skip this procedure.

Issue 01 (2012-06-20)

Huawei Proprietary and Confidential 119
Copyright © Huawei Technologies Co., Ltd.




Huawei IP Phone eSpace

7810&7820&7830&7850&7870&7803X
Administrator Guide

5 Managing IP Phones in a Centralized Manner by Using

Figure 5-13 Adding a subnet

§"é eSpaceEMS System | Resource | Fault | Performance | Configuration
HUAWEI
# Home Manage IP Phone *
, ——v
< Configure
Configuration Informati... _ Select Subnet
Configuration File Management & dd Selact Subnet
Configuration File Template Manager
0
Auto Upgrade
Managed Domains
Unregistered IP Phone
= Manzged Domains =
-
al
| —

6.
Figure 5-14 Selecting the subnet

Configuration Informat

ormatl...

ap Add X Delete

i Maintenance

eSpace EMS

admn @~ | [
G o | o |

x
Help [4] E
Selected Managed Objects |12 selact All Clear
(2] Il'llhﬂne

Click OK. The added subnet is displayed. Select the subnet, as shown in Figure 5-14.

[« Subnet Name Subnet Type Description Operation
IPPhone IP Phone Subnet X
Kl |+
Total records: 1 10 =] records 1€ < Dl 2| |2

Previous Cancel

7.
Finish.

] noTE

Click Next to check the configuration information. If the configuration is correct, click

The configuration file is not delivered to the IP phone immediately when being created. The eSpace
EMS will automatically deliver the configuration file to the IP phone in following conditions:
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The IP phone is added to the eSpace EMS subnet for the first time.

The IP phone is restored to the factory defaults.

e The IP phone failed to load the configuration file and is restarted.

Figure 5-15 Verifying the configuration result

v v

Configuration Informati... Select Subnet erify Configuratior

4 Basic Information

+ Configuration file name: 7870cfg

Description: | —|

||

> Detailed Configuration

* Subnet
' Previous Finish Cancel

5.2.3 Loading a Configuration File
1. Choose Configuration > IP Phone Batch Configuration > Load the configuration

file.

The page for adding devices is displayed, as shown in Figure 5-16.

Figure 5-16 Adding devices

g’éeSpaceEms

) . admin @@ ~

System Resource Fault Performance | | Maintenance
4 i | [

4 Home IP Phone Batch.. *

< Basic configuration

Help
4 Devices to Configure
Device restart

[ Load the configuration file 3|

No record.
Total records: 0 10 vl records Elm
4 Load Configuration File
Configuration m
file:
Apply

Click e Add . Add devices under the management domain to the Selected Managed
Objects area. Select the managed objects.
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Figure 5-17 Selecting managed objects
Select Managed Objects x |
I You can select a maximum of 500 managed objects in multiple management domains Help |7] ;l l
Managed Domains Selected Managed Objects :_J Selact Al 1 Clear

[~ £ Managed Domains =

@5 192.169.1.22:10401(1F Phone)

& B root = # 192.169.1.65:10401(IP Phone)

I

l ;

1

| 0K | cancel

4 _>l_I )
3. Click OK.

The selected managed objects are added to the Devices to Configure area.

Figure 5-18 List of devices to configure

+ Devices to Configure

~

Hame Model IP address
v 182.169.1.22:10401 eSpace 7850 192.188.1.22
4l 182.168.1.65:10401 Huzwei eSpace 7870 182.188.1.65

Total records: 2

4 Load Configuration File

Configuration
file:

Operation

X

Result*

X

10 =] records [I€] <

__Aeely

4. Click

next to Configuration file. Select a configuration file and click OK.
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Figure 5-19 Selecting a configuration file
I Select Configuration File X
Configuration File Name Subnet Name ; Search
Configuration File Name* Subnet= Description =
7870cfg

|

Total records: 1 10 |=] records 1€ < -"1

0K Cancel

5. Select IP phones to configure and click Apply.

The IP phones start to load the configuration file. You can view the configuration result
in the Result area.

Figure 5-20 Configuration result

4 Devices to Configure

- Name Model IP address Operation
192.169.1.22:10401 eSpace 7850 192.188.1.22 bt -
IEd 192.169.1.65:10401 Huawei eSpace 7870 192.168.1.65
Total records: 2 I 10 -l records (1€ | <€ -"1
4 Load Configuration File

Configuration 7870cfg
file:

5.3 Upgrading IP Phones in a Centralized Manner

This topic describes how to upgrade eSpace 7800 series IP phones in a centralized manner by
using the eSpace EMS.
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Prerequisites
All IP phones to configure have been connected to eSpace EMS, and subnets have been
configured.
Procedure
1. Upload the version file to eSpace EMS.
Choose Maintenance > Upgrade > \Version, as shown in Figure 5-21.
Figure 5-21 Version management
§rieSpaceEMS System | Resource | Fault | Performance | Configuration - A | 1 ‘ z‘l l.w‘v N ‘
# Home Upgrade
4/ Upgrade 7 Delete Selected Help 4] :
EDDfajj de: r Device type Version Uparade type Released on Remarks Device Model Operation
Upgrade History Mo record.
»
2. Click ¥ Add . The Version Attributes page is displayed, as shown in Figure 5-22.
Figure 5-22 Version Attributes page
Version Attributes X
4 Version
Device type: iIIPPthe ji
= \ersion: V100ROO1C02
= |Ipgrade type: @& Main program
Released on:
Remarks:
4 Version File
I The file to be uploaded cannot exceed 100 MB.
IPPhane: D m
DK ' Cancel
3. Select IPPhone from the Device type drop-down list box, and set information such as
version. Click! to select the version file, for example, 38.0.94.43.rom that is the
version file of eSpace 7870 IP phones.Click OK to upload the version file
4. Choose Maintenance > Upgrade > Upgrade Guide. The Upgrade Guide page is
displayed, as shown in Figure 5-23.
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Figure 5-23 Selecting upgrade objects

‘” . . R admn g+ | |5
Fet S ! ! L :
% ele paceEMS System | Resource | Fault | Performance | Configuration | |[Maintenance - i ‘ a ‘ A ‘ 1 | B ‘

# Home Upgrade
Upgrade Guide * ¥
< Upgrade
ra _ - _ Help |7]
Upgrade Guide > L

Select upgrade object
Upgrade Monitoring v )

Upgrade History LEIE EE | IIPPhDHE ;”
Versons éu'a Add X Delete
r Hame Version Device Model
No record.
Total records: 0 10 =] records (i< (<] o 2] (2

HNext Cancel

5. Select IPPhone from the Device type drop-down list box, and click e Add . Select an

IP phone to upgrade in the displayed Select Managed Objects dialog box, as shown in
Figure 5-24.

Figure 5-24 Selecting managed objects

admin @@~ =
s%eSpaceEMS System | Resource | Fault | Performance | Configuration | Maintenance
HUAWE (1) [1] o 2
# Home Upgrade &

Upgrade Guide * ¥
< Upgrade

Upgrade Guide > ‘
Select upgrade object
Upgrade Monitoring pgrade o)
Upgrade History Device ©¥Pe: galact Managed Objects

Versions i I Select managed objects under one or more managed domains, the number of abjects cannot exceed 500. Help |#] ;I

[ Managed Domains Selected Managed Objects 2 salact Al 5 Clear Al

@ LY Managed Domains * Q 152.169.1.22:10401(IP Phone)

Total records: e @& Roat * 192.169.1.65:10401(IP Phone)
£ 1PPhone |B
Hext

0K Cancel

6. Click OK.
The Select Upgrade Object page is displayed.
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Figure 5-25 Selecting upgrade objects

Upgrade Guide * v
- ~ - Help 4]
@
Select upgrade object
Device type: IIPPthE ;I

qp Add X Delete
Il Hame Version Device Model

192.169.1.65:10401 38.0.84.43 Huawei e5pace 7870

192.169.1.22:10401 2.60.84.19 eSpace 7850

Total records: 2 |1(| vI records |I<] | € -"1 2| (2

| Next | Cancel

7. Select all IP phones, and click Next.
The Select upgrade type page is displayed.

Figure 5-26 Selecting an upgrade type

X

Upgrade Guide

€«

Help ||

o—@

Select upgrade object  Select upgrade type

= [PPhone: ® Main program

Previous Mext Cancel

8.  Click Next.
The Select upgrade version page is displayed.

[ noTE

If the main program that you want to upload is not in the list, click = Refresh

to refresh the list.
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Figure 5-27 Selecting an upgrade version

b

Upgrade Guide

&«

Help |4
w w v
Select upgrade object  Select upgrade type  Select upgrade version
g Refresh
Device type Version Upgrade type = Released on Remarks Device Model
IPPhone V100RO01C02  Main program & IPPhone
Previous Complete Cancel

9.  Select a main program, and click Complete. The Result page is displayed.
10. Click Upgrade Monitoring to view the upgrade result.

result

After performing the preceding operations, verify that eSpace IP phones are upgraded
successfully in one of following ways:

®  OneSpace EMS, check the progress parameter value on the Upgrade Monitoring page.

®  OneSpace EMS, choose Resource > Manage and click the subnet of upgraded eSpace
IP phones on the Manage page to verify that the version number of eSpace IP phones is
the same as that of the firmware file.

®  On the web configuration page of an eSpace IP phone, open the Status tab page and
verify that the Firmware Version parameter value is correct.

®  On an eSpace IP phone, press OK when the phone is in standby state and verify that the
Firmware Version parameter value is correct on the phone status page.

If eSpace IP phones fail to be upgraded in a batch, possible causes are as follows:

®  The uploaded version file is incorrect. For example, if the eSpace 7850 version file name
is 2.60.94.36.rom while the uploaded file name is 2.60.94.35.rom or 38.0.94.43.rom,
eSpace 7850 cannot be upgraded successfully.

®  eSpace IP phones are powered off or disconnected from the network during the upgrade
process.

When faults are rectified, you must delete the upgrade record on the Upgrade Monitoring
page before re-upgrade eSpace IP phones. Otherwise, the message "“The device is in the
upgrade monitoring queue" will be displayed on the Upgrade Guide page and the upgrade
cannot succeed.

5.4 Upgrading eSpace IP Phones Automatically

eSpace IP phones of the same model can automatically download the new version file from
eSpace EMS and can be upgraded automatically when the Check New Config parameter is
enabled.
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Prerequisites

You have obtained the configuration file template and version file.

The global configuration file template is delivered with the software version and is available
at http://enterprise.huawei.com/en/support/.

] noTE

You must apply for permission to download the global configuration file template from the website. If
you need to download the file, contact system or service providers.

The path is Software Downloads > Unified Communication > IP Phone > Version (For
example, IP Phone V100R001C02) > software.

L] noTE

eSpace 7810, eSpace 7820, eSpace 7830, eSpace 7850 use the same configuration file. When loading the
configuration file to a phone, change the name of the configuration file to the model name of the phone.

Procedure

eSpace 7810&7830&.7850&7870 can be upgraded automatically on eSpace EMS. The

following uses eSpace 7850 as an example to describe the process of upgrading eSpace IP

phones in a batch on eSpace EMS.

(Ll noTE
To upgrade an eSpace IP phone automatically on eSpace EMS, choose Upgrate > Advanced on the
eSpace IP phone web page, set the URL parameter on the Advanced page (for example, set the
parameter to http://ucems.huawei.com:8089/tr069/DownServlet/version/), enable the Check New
Config parameter, and perform operations described in 3.

1. Connect eSpace 7850s to eSpace EMS. For details, see 5.1 Connecting IP Phones to
eSpace EMS.

2. Deliver the eSpace 7850 configuration file to all eSpace 7850s. For details, see 5.2.2
Managing Configuration Files and 5.2.3 Loading a Configuration File.

(Ll noTE
To automatically upgrade eSpace IP phones, you must set Upgrade to Enable on the Configuration
File Management page.

3. Upload the version file to eSpace EMS.
a. Choose Maintenance > Manage IP Phone > Auto Upgrade, as shown in Figure

5-28.

Figure 5-28 Adding eSpace IP phones

?\‘ﬁusmczﬁms System ! Resource Fault Ct e S A a;mm 'f*v 2‘

4 Home  Manage IP Phone *

4 Add )X Delete Selected Help (4]
=+ Configure r Device model Version Update type Release date Remarks Operation
b. Click Add . The Version attribute dialog box is displayed, as shown in Figure
5-29. Select the device model eSpace 7850, and enter the version number. Click
and upload the eSpace 7850 version file.
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(Ll noTE

You are advised to set the version number to that of the version file to facilitate further maintenance.

Figure 5-29 \Version attribute

¥ersion atribute

< ¥ersion

Cievice miodel: eSpace 7350 j
# Mersion: 260,94, 36
# Lpgrade bype: * fAuto Upgrade

Release date:

Remarks:

4 ¥ersion File
| The filz ko be uploaded cannok exceed 100 MB,

# IP Phane; £.60.94.36.rom 0

oK Cancel

c. Click OK. Figure 5-30 lists eSpace IP phones to be upgraded automatically.

Figure 5-30 eSpace IP phones to be automatically upgraded

s@zspaceims System | Resource Fault : Performance : Configuration @ Maintenance A A A . zk

4 Heme | ManageIP Phone *
e add 3K Delete Selected

~ Device model Version Update type Release date Remarks Operation

~ eSpace 7850 2609436 Autn Uparade

Auto Upgrade

Unregistered 1P Phone

Follow-up Procedure
Wait for the upgrade to be triggered.
e If the version file configured on eSpace EMS is the same as that of eSpace IP phones,
eSpace IP phones restart and download the configuration file from eSpace EMS.

e |fthe version file configured on eSpace EMS is the different from that of eSpace IP
phones, eSpace IP phones restart, download the configuration file from eSpace EMS, and
upgrade automatically.
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Troubleshooting

6.1 Fault Locating Methods
6.1.1 Viewing Debugging Logs

IP phone logs help users to locate the cause of a fault on an IP phone and learn the operating
status of an IP phone. The log file can be stored on the server so that maintenance personnel
can query the logs. The log file can be stored to the computer of a user so that the user can
query them.

Configuring the IP phone

To export a log file to the server, proceed as follows:

1. Logintoan IP phone's web page, click the Upgrade tab, and click Advanced.
Log in to eSpace 7870's web page, click the Phone tab, and click Configuration.

2. Select Server from the Export System Log drop-down list box, and enter the system log
server address, as shown in Figure 6-1.

Figure 6-1 Setting the Export System Log parameter

Export System Log Senver b 0

10.2.3.3

3. Click Confirm.
The IP phone automatically restarts, and the settings take effect.

Configuring the log server

You must configure the log server before exporting log files to the server. A common file
server can function as a log server and 3CDaemon is recommended. To configure a log server,
proceed as follows:

1. Double-click 3CDaemon.EXE.
2. Start the log server, click Syslog Server and click Configure Syslog Server.
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Viewing logs

The 3CDaemon Configuration page is displayed, as shown in Figure 6-2.

Figure 6-2 Setting the log storage path

File ¥iew Help

=10l x|

TFTP Server Timel IF Address | M=g Type | Messa_gel

FTP Server

Syslog Server

General Configuration I
FTF Frofiles

JCDaemon Configuration
Syslog Configuration

TFTF Configuration |

Divectory for ‘ IDZ\Syslog\

B

Whe can log to this I.*\nyone.

LI IF Addresses |

Log messages IDne file: Syslog log

i

3CDaemon

THE

mi | A |

TFTF Client

For Help, pressz Fi

[ [

Click the Syslog Configuration tab.

select the path for saving logs.

On the Syslog Configuration tab page, click Iﬂ corresponding to Directory for,

and

Access the specified path and verify that the syslog.log file exists.

If the file exists in the directory, the log server is configured successfully.

After the IP phone and server are configured, you can

view log files in the path specified by

Directory for when the server is running. Figure 6-3 shows an example of a log file.

EFTETes
braw To Screen

Hsg[7A88c] to UPH[1][8]*
Hsg[70e14] to UPH[1][13]?
Heg[780(H] to UPH[-2][6]t
Finisn

afterdraw Finish

BROAD_HSG_L TNE_STATE_CHANGE[1][2]?
braw To Screen

Post Hsq[78006c] to UPH[1][8]*
POST HsQ[70014] to UPH[1][13]?
Post Hsq[78001] to UPH[-2][8]?
braw Finish

afterdraw Finish

10nSIPHessage [PHOME_MSG_FEATURE_KEY SUBSCRIBE_RESULT][A][A]

1 PHessage [PHONE_MSG_FEATURE_KEY SUBSCRIBE_RESULT][1][0]
PHOME_NHSE_SELECT_CHANNEL [0][0]

POST NSQ[7B88C] To UPH[T][0]T

Post Hsq[70814] to UPM[1][13]?

10nSTPHessage [PHONE_HSG_BLF_STATUS_UPDATE][B][6]

]OnSIPHessage [PHOME_HSG_BLF_STATUS_UPDATE][B][ 0]

]OnSIPHessage

10nSIPHessage

[PHOME_MSG_BLF_STATUS_UPDATE][01[ @]
[PHONE_HSG_BLF_STATUS_UPDATE ][ 8][8]

[ PHOME_MSG_BLF_STRTUS_UPDATE |[B][¥]

R [
[ TalkLogic

Har 6 10:09:42 syslog[424]: [SYZ+8423] 0000EG64.325404 Talklogic:

Har .2.3.26 Mar 6 10:09:42 syslog[424]: [SYZ+G423] 00006064, 336461 TalkLogic: Post

Har .2.3.26 Mar 6 10:09:42 syslog[424]: [SYZ+6423] 00006064.338361 TalklLogic: Post

Mar .2.2.26 Mar & 10:00:%2 cyclog[A24]: [SYZ+CG423] 00006054.3N5501 Talklogic: Post

mar .2.3.26 Mar 6 10:09:42 syslog[424]: [SYZ+B423] BOOBOO64.435759 TalkLogic: Draw

Har .2.3.26 Mar & 10:09:42 syslog[424]: [SYZ+6423] BBBNEBSL.436998 Talklogic:

War .2.3.26 Mar & 10:09:42 syslog[424]: [SYZ+6423] BOARAGAL.L3B534 TalkLogic:

Har- .2.8.26 Mar & 10:09:42 syslog[424]: [S¥2+C423] 00000054.864218 TalkLogic:

Mar .2.8.26 Mar & 10:00:%2 cyclog[424]: [SYZ+6423] GAONGBAL.R72624 Talklogic:

Har .2.3.26 Mar 6 10:09:42 syslog[424]: [SYZ+6423] 00000064.875089 TalkLogic:

Har .2.3.26 Mar & 10:00:%2 syslog[A24]: [SYZ+Eu23] BO006G54.878572 Talkiogic:

Har .2.3.26 Mar 6 10:09:42 syslog[424]: [SYZ+6423] U0O0EB64.987115 TalkLogic:

Mar- .2.8.26 Mar & 10:89:42 syslog[424]: [S¥Z+6423] 88O0OGG64.98B945 Talklogic:

Har .2.2.26 Mar & 10:00:52 syslog[s24]: [SYZ+6423] oouzsn [

Har .2.3.26 Mar 6 10:09:42 syslog[424]: [SYZ+6423] 995478 [

Har .2.3.26 Mar & 10:00:%2 syslog[A24]: [SYZ+En23] BO00EGS5.1865687 Talkiogic:

war .2.3.26 Mar 6 108:89:42 sYslog[424]: [SYZ+B423] BBABOO6S.187463 TalkLogic:

Har .2.3.26 Mar 6 10:09:42 syslog[424]: [SYZ+6423] BBONEB65.182642 TalkLogic:

Mar .9.2.26 Mar 6 10:09:%2 syslog[424]: [SYZ+423] 196088 [

Har .2.3.26 Mar 6 10:09:%2 syslog[424]: [SYZ+6423] 197203 [

Har .2.3.26 Mar & 10:00:42 syslog[A24]: [SYZ+E423] 1opeoe [

war .2.3.26 MAar 6 10:89:42 SYslog[424]: [SYZ+B423] BOOBOD6S.2H6645 [*xxxxexxcc]ONSIPHESSage

Har .2.3.26 Mar & 10:09:42 syslog[424]: [SYZ+6423] 288586 [

Har .2.3.26 Mar 6 10:09:42 syslog[424]: [SYZ+B423] .209851 [

10nSIPHessage [PHONE_WSG_BLF_STATUS_UPDATE][01[6]
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Exporting a Log File to the Local Computer
To export a log file to the local computer, proceed as follows:

1. Loginto an IP phone's web page, click the Upgrade tab, and click Advanced.
2. Select Local from the Export System Log drop-down list box, as shown in Figure 6-4.

Figure 6-4 Exporting a log file to the local computer

Export Systemn Log Local b 0

Export

3. Click Export.
4.  Select a path for storing the exported log file.

After the syslog.tar log file is exported, view the file in the specified path. Figure 6-5 shows
an example of the syslog.tar file.

Figure 6-5 An example of the syslog.tar log file

Mar 2 00:00:00 syslogd started: BusyBox +1.10.3

Mar 2 00:00:06 syslog: [AutoP]: AutoP Release Version[ 2.0.0.79 ]

Mar 2 00:00:06 ap: [AutoP]: Get hardware version: [1.0.0.0]

Mar 2 00:00:06 ap: [AutoP]: Get device mac: [001565111855]

Mar 2 00:00:16 syslog[366]: [sip] *init phone context™ [0]

Mar 2 00:00:16 syslog[366]: ReservePound = [1] RFC2543Hold = [0] UseOutBoundinDialog = [1]
Mar 2 00:00:16 syslog[366]: Message sent: [[PHONE_MSG_BLA_STATUS_UPDATE] — [0xa001e] wParam([0x0]HParam(0x0]]
Mar 2 00:00:16 syslog[366]: [SYZ+0365] 00000021.266011 Registing thread "app_sipServer" ...
Mar 2 00:00:16 syslog[366]: [sip] ** Loading Account **

Mar 2 00:00:16 syslog[366]: [SYZ+0396] 00000024.438176 Registing thread "app_sipClient16" ...
Mar 2 00:00:16 syslog[366]: [SYZ+0406] 00000025.089721 Registing thread "app_sipClient1" ...
Mar 2 00:00:16 syslog[366]: SIP UA Release YVersion:[ 6.0.0.12 ]

Mar 2 00:00:16 syslog[366]: Build Dec 31 2010 10:53:08

Mar 2 00:00:16 syslog[366]:

Mar 2 00:00:16 syslog[366]: [ Audio codecs Configuration ]

Mar 2 00:00:16 syslog[366]: enable = 1 PayloadType = PCMU priority = 1 fpmap = 0

Mar 2 00:00:16 syslog[366]: enable = 1 PayloadType = PCMA priority = 2 ipmap = 8

Mar 2 00:00:16 syslog[366]: enable = 0 PayloadType = G¥23_53 priority = 0 ipmap = 4

Mar 2 00:00:16 syslog[366]: enable = 0 PayloadType = G¥23_63 priority = 0 ipmap = 4

Mar 2 00:00:16 syslog[366]: enable = 1 PayloadType = G729 priority = 3 tpmap = 18

Mar 2 00:00:16 syslog[366]: enable = 1 PayloadType = G722 priority = 4 rtpmap = 9

Mar 2 00:00:16 syslog[366]: enable = 0 PayloadType = iLBC priority = 0 tpmap = 102

Mar 2 00:00:16 syslog[366]: enable = 0 PayloadType = G¥26-16 priority = 0 tppmap = 112

Mar 2 00:00:16 syslog[366]: enable = 0 PayloadType = G726-24 priority = 0 rtpmap = 102

Mar 2 00:00:16 syslog[366]: enable = 0 PayloadType = G¥26-32 priority = 0 rtpmap = 2

Exporting Network Packets to the Local Computer

A CAUTION

The size of network packets to export cannot exceed 500 KB. If the size exceeds 500 KB, the
export fails.
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To export network packets to a local computer, proceed as follows:

1. Loginto an IP phone's web page, click the Upgrade tab, and click Advanced.
Log in to eSpace 7870's web page, click the Phone tab, and click Upgrade.
2. Click Start in the PCAP Trace area, as shown in Figure 6-6.

Figure 6-6 PCAP Trace area

Export System Log Local w 0
Export
PCAP Trace Start Export (7]
3. Click Stop.

4. Click Export.
5.  Select the path for saving captured network packets.

Use Wireshark to open a captured network packet and view packet information, as shown in
Figure 6-7.

Issue 01 (2012-06-20) Huawei Proprietary and Confidential 133
Copyright © Huawei Technologies Co., Ltd.



Huawei IP Phone eSpace
7810&7820&7830&7850&7870&7803X
Administrator Guide 6 Troubleshooting

Figure 6-7 Viewing a captured network packet

T-2[1].60.94.2_16*3*22.p:ap [¥ireshark 1.5.0 (S5¥H Rew 35637 from /trunk)]
File Edit View Go Cspture Analyze Statistics Telephomy Tools Internals Help

BEgee cARZE Qe+ F L I BE QAQQAE | @XM:E O

Filter: | Expression. ..
Ho. Time Source Destination Frotocol Info
10. Syslog KERN.ERR: Mar 1
2 0.078034 <Cisco_3b:14:0b spanning-tree-(for-sTP conf. Root = 32 21/68:bd:ab:07:1f:00 cCosty
3 0.897817 10.2.3.3 10.2.3.247 TCP netx-agent = http [SYN] Seq=0 Win=65535 Len=0
4 0.898648 10.2.3.247 10.2.3.3 TCP http = netx-agent [SYN, ACK] Seg=0 Ack=1 wWin=|
5 0.899091 10.2.3.3 10.2.3.247 TCP netx-agent = http [ACK] Seg=1 Ack=1 Win=25598§
6 0.899955 10.2.3.3 10.2.3.247 HTTP  GET /cgi-bin/ConfigManapp. com?Id=16&47ax=1&C0)
7 0.900496 10.2.3.247 10.2.3.3 TCP http = netx-agent [ack] Seg=1 Ack=432 win=691)
8 0.921267 10.2.3.247 10.2.3.3 Syslog KERM.ERR: Mar 16 08:08:19 mini_httpd[619]: mi
91.613170 10.2.3.3 10.2.3.247 TCP masc = http [S5yN] Seq=0 win=65535 Len=0 M55=l)
10 1.613897 10.2.3.247 10.2.3.3 TCP http = masc [5YN, ACK] Seq=0 Ack=1 win=5840 U
11 1.614545 10.2.3.3 10.2.3.247 TCP masc = http [ACK] Seg=1 Ack=1l Win=256960 Len=|
12 1.615620 10.2.3.3 10.2.3.247 HTTP  GET /cgi-bin/ConfigManapp.com?Id=11 HTTP/1.1
13 1.616182 10.2.3.247 10.2.3.3 TCP http = masc [ACK] Seg=1 Ack=521 Win=6912 Len={
14 1.677531 10.2.3.247 10.2.3.3 TCP [TcP segment of a reassembled PDU]
S

@ Frame 1: 120 bytes on wire (960 bits), 120 bytes captured (960 bits)

Ethernet II, src: Xiamenve_11:18§:55 (00:15:65:11:18:55), Dst: Giga-ByT_48:5a:03 (6c:T0:49:48:53:03)

@ Internet Protocol, src: 10.2.3.247 (10.2.3.247), Dst: 10.2.3.3 (10.2.3.3)

# User Datagram Protocol, Src Port: blackjack (1025), Dst Port: syslog (514)

® Syslog message: KERN.ERR: Mar 16 08:08:18 mini_httpd[471]: mini_httpd.c(933):child process 617 exit!'n

0000 &c f0O 49 48 5a 03 00 15 65 11 18 35 08 00 45 00 T1.IHZ... e..U..E.

0010 00 &6a 01 fd 40 00 40 11 1d 89 0a 02 03 f7 0Qa 02 Jjeeas L

0020 032 03 04 01 02 02 00 56 ea 2d 3c 33 3e4d 6L 72 ....... VoL -<3EMar

0030 20 31 36 20 30 38 3a 30 38 3a 31 38 20 &6d &89 6e 16 08:0 8:18 min

0040 69 5f 68 74 74 70 64 5b 34 37 31 5d 32a 20 &d 69 i_httpd[ 471]: mi

ANSN  Ae ARG GF AR 74 74 70 A4 2s A 2R 20 33 211 20 1a ni httnd  ~f0337%- b
@ File: "C:\Documents and SettingsbAdmine | Packets: 14 Displayed: 14 Marked: 0 Load tine: 0:00.140 Profile: Default

6.1.2 Using a Packet Capture Tool to Capture Packets

Connect an IP phone's network port and a computer to the same hub, and use the packet
capture software such as the Sniffer, Ethereal, or Wireshark to capture packets.

You can locate faults quickly by analyzing the captured packets.

For details on how to capture and analyze packets, see 7.7 Wireshark User Guide

6.1.3 How to Obtain Device Information by Observing the Status
Indicators and LCD

Status Indicators

Indicators on eSpace 7870, 7850, 7830, 7820 and 7810 include the power supply indicator,
message status indicator, account indicator, headset indicator(7810&7820 only have headset
key), SCA indicator, and BLF indicator. Table 6-1 lists the status indicators.
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Table 6-1 Status indicators

Indicator | Color Status Description
Power Green Steady on The power supply is connected
supply properly.
Blinking The IP phone receives a call, or a
call is being muted.
Steady off The power supply is disconnected.
Message Green Steady on There are new messages to the IP
status phone.
indicator -
Steady off There is no message to the IP
phone.
Headset Green Steady on A headset is used.
status X
indicator Steady off No headset is used.
Account Green Steady on The account is occupied.
indicator — )
Blinking The account receives or holds a
call.
Steady off The phone is in the on-hook state.
Line key Green Steady on The listened-on account is in the
assigned the idle state.
SCA
function
Blinking The listened-on account is in the
occupied state.
Steady off The SCA function is disabled.
Line key Green Steady on The listened-on account is in the
assigned the idle state.
BLF . . —
function Blinking green | The listened-on account is in the
slowly talking state.
Blinking green | The listened-on account is in the
quickly ringing state.
Steady off The BLF function is disabled.
Memory Green Steady on The listened-on account is in the
key idle state.
assigned the ) —
BLF Red Steady on The listened-on account is in the
function talking state.
Blinking The listened-on account is in the
ringing state.
Green/Red/Orange | Steady off The BLF function is disabled.
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6.1.4 Icons
Table 6-2 lists icons that may occur on the eSpace 7850&7830&7810 screen.

Table 6-2 Icons on the eSpace 7850&7830&7820&7810 screen

No. Icon Description

1 |E] This icon blinks when network connection failed.

2 F= or &= | Indicates that an account failed to be registered.

3 = Indicates that an account is being registered.

4 '@ or T | Indicates that an account is registered successfully.

5 T or Indicates a missed call.

2

6 ~ Indicates an incoming call.

7 5, Indicates an outgoing call.

8 Indicates all input methods.
To switch input methods, press the key corresponding to this
icon.

9 Indicates digital input.

10 Indicates lower-case input.

11 Indicates upper-case input.

12 @i Indicates that a call is muted.

13 O Indicates that a call is held.

14 Indicates a voice message.

15 c Indicates that the call forward function is enabled.

16 Indicates that the DND function is enabled.

17 Indicates that the auto answer function is enabled.

18 's Indicates the handset mode.

19 iy Indicates the headset mode.

20 o) Indicates the handsfree mode.

Table 6-3 lists icons that may occur on the eSpace 7870 screen.
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Table 6-3 Icons on the eSpace 7870 screen

No. Icon Description

1 @ This icon blinks when network connection failed.

2 Indicates that an account failed to be registered.

3 @ Indicates that an account is being registered.

4 @ Indicates that an account is registered successfully.

5 Indicates a missed call.

6 > ’ Indicates an incoming call.

7 o “ Indicates an outgoing call.

8 "-: Indicates a missed call.

9 2aB Indicates all input methods.
To switch input methods, press the key corresponding to this
icon.

10 123 Indicates digital input.

11 abc Indicates lower-case input.

12 ABC Indicates upper-case input.

13 @—: Indicates that a call is muted.

14 @ Indicates that a call is held.

15 ) Indicates a voice mailbox.

16 Indicates that the call forward function is enabled.

17 @ Indicates that the DND function is enabled.

18 Indicates that the auto answer function is enabled.

19 " ) Indicates the handset mode.

20 F Indicates the headset mode.

21 @ Indicates the hand-free mode.

22 @ Indicates that the volume is 0.

23 @ Indicates that the recording function fails to be enabled.

24 Indicates that the recording function fails to be disabled.
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No. Icon Description

25 Indicates that the recording memory is full.
26 [_'Ej Indicates that recording fails.

27 @ Indicates that recording is ongoing.

28 Indicates that the VPN function is started.

29 @ Indicates the keyboard lock mode.

30 : © Indicates that there is an ongoing conference.
31 *' 'i Indicates the image of a called party.

Table 6-4lists the icons corresponding to the functions that are specified for account indicators.
The icons are displayed on eSpace 7870's screen.

Table 6-4 Icons corresponding to the functions that are specified for account indicators

No

Icon

Description

&

Indicates that an account indicator is set to implement a function other than
line indicator, BLF, speed dial, or remote group.

Indicates that an account indicator is set as the BLF indicator, but the setting
fails.

Indicates that an account indicator is set as the BLF indicator and the
listened-on account is idle.

O @ ©

Indicates that an account indicator is set as the BLF indicator and the
listened-on account is in the ringing state.

e

Indicates that an account indicator is set as the BLF indicator and the
listened-on account is in the talking state.

Indicates that an account indicator is set to implement the speed dial function.

Indicates that an account indicator is set to implement the remote group
function.
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6.2 Common Faults and Fault Analysis

6.2.1 How to Obtain the MAC Address When the IP Phone Is
Powered Off

You can obtain the MAC address in any of the following ways:

® The MAC address of an IP phone is pasted in the rear of the IP phone.

®  According to the corresponding PO, you can ask the provider to provide the delivery
information table that contains the MAC address.

® MAC addresses of all the IP phones are listed in the label on the large package box of the
IP phone.

®  The MAC address of an IP phone is pasted on the small package box of the IP phone.

6.2.2 An IP Phone Cannot Obtain an IP Address

Symptom
The icon IEI and the message "Network Unavailable™ are displayed.
Cause
®  Anetwork cable is connected to the PC port of the IP phone.
®  The network cable is disconnected from the IP phone.
®  The network cable is damaged.
®  Network parameter settings are incorrect, for example, the static IP address is
unavailable.
®  The network connection is abnormal.
Troubleshooting

e  \rify that the network cable is connected to the network port.

e  \rify that the network cable is intact and the connection is normal.
e  \erify that network parameters such as IP addresses are correct.
[ ]

Verify that the network connection is normal. For example, the DHCP server is running
properly and has available IP addresses, and DHCP servers do not conflict in a LAN.

6.2.3 IP Addresses of an IP Phone and Another Device Conflict

Symptom
The message "IP conflict" is displayed on an IP phone's LCD.
Cause
The static IP address of an IP phone conflicts with the IP address assigned by the DHCP
server.
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Troubleshooting

Set the IP address of the IP phone to an available value.

6.2.4 IP Phone Can Make Calls But Cannot Receive Calls

Symptom

An IP phone can make calls but cannot receive calls.
Cause

When the DND function is enabled, incoming calls are rejected.
Troubleshooting

If the DND icon is displayed on the IP phone's LCD, the DND function is enabled.

When eSpace 7810 is in the standby state, press the Menu soft key, select Features, and press
Enter. Then select DND and press Enter. Press the left or right arrow key to select Disabled,
and press the OK key.

When eSpace 7870, eSpace 7850, eSpace 7830 and eSpace 7820 is in the standby state, press
the DND soft key to disable the DND function.

6.2.5 IP Phone Cannot Make and Receive Calls

Symptom
®  The message "No service" is displayed on an IP phone's LCD.
e The & or & iconis displayed on an IP phone's LCD.
e  When an IP phone's circuit board is changed, the blank screen (eSpace 7820/eSpace
7830/eSpace 7850) or full-screen characters (eSpace 7810) or red screen (eSpace 7870)
are displayed, and the account indicator and message indicator are blinking (eSpace
7810/ eSpace 7820/eSpace 7830). Then the page is displayed normally and accounts can
be registered, but the IP phone cannot make or receive calls.
Cause
®  No account is registered.
®  Account registration fails.
®  The MAC address is not burned or an incorrect MAC address is burned after the circuit
board is changed in the IP phone.
Troubleshooting
e \erify that an account has been registered.
e \erify that account information is correct and complete.
®  Use a burning tool to burn the MAC address listed in the label on the rear of the IP phone
to the new circuit board.
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6.2.6 Causes of Crosstalk

®  The MAC address of the IP phone conflicts, which has a small possibility.

®  Sessions are not synchronized to the lower-level NAT and firewall when the SBC is
used.

6.2.7 An IP Phone Rings but You Cannot Hear the Peer End When
Picking Up the IP Phone

Symptom

An IP phone rings when receiving a call, but you cannot hear the peer end when picking up
the IP phone.

Cause

This fault occurs when signaling messages can be transmitted but media streams cannot be
transmitted. Signaling messages are transmitted by a server and media streams are transmitted
from end to end.

In the case of unidirectional communication on the IP Phone network, you can make a call on
a specified trunk circuit to locate the cause (upper-level office fault or internal office fault).

If no fault is found on all the trunk circuits, check the internal office fault. In the case of
unidirectional communication in the internal office, you can use the packet capture tool to
analyze whether the network setting is correct. The internal office fault may be the hardware
or software fault.

e  Hardware faults can be often detected. A fault occurs in an office direction or a fault
often occurs. To locate a hardware fault, attempt to replace the hardware for testing, such
as switching the MCU and replacing the trunk board or terminal. The overall principle is
to trace the call where a fault occurs, make a summary of fault occurrence, eliminate
possible causes one by one, and locate the actual cause.

®  To locate a software fault, trace the call information when the fault occurs step by step
and describe the scenario and recurrence conditions. Then send the information to the
R&D personnel for further analysis.

Troubleshooting
®  Media streams cannot be transmitted.

®  The IP phone or headset is connected to an incorrect port. The headset ports of eSpace
7810, 7820, 7830, 7850 and 7870 use RJ-9 and the IP phone ports also adopt RJ-9.

® |f RTP encryption is enabled on an IP phone but encryption is disabled on the peer end,
unidirectional communication may occur. Verify that RTP encryption is enabled or
disabled both on the two ends.

6.2.8 An IP Phone Cannot Obtain Time Information from the NTP
Server

Symptom

When a computer functions as the NTP server, the IP phone cannot obtain time information.
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Cause
The firewall is installed on the computer; therefore, NTP packets sent by the IP phone are
intercepted.
Troubleshooting

You can use either of the following methods to rectify the fault:

e  Disable the firewall on the computer.

® Add arule, which allows NTP packets to pass through the firewall. In the Add a Port
dialog box, set Port number to 123 (a port number frequently used by the NTP server),
select UDP, and set Name to any value, as shown in Figure 6-8.

Figure 6-8 Add a Port dialog box

Add a Port X

IJze theze zettings to open a port through indows Firewall. To find the port
nurmber and protocal, conzult the docurmentation far the program or service you
want to use.

Harme: MTF

Port humber; |13

O ICP (® UDP

"What are the nzks of opening a part’?

5] [ oot

6.2.9 Voices on an IP Phone Are Intermittent

Symptom
Voices on an IP phone are intermittent.
Cause
This fault is caused by packet loss or jitter.
®  Packet loss is caused by network congestion or insufficient device capabilities.
®  Jitter is caused by packet assembling on the transmitting device or receiving device, such
as the timeout processing, retransmission mechanism, and insufficient buffer.
Troubleshooting
® Improve the network quality.
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®  Change the IP phone codec. Generally, the default codec of an IP phone is G.711
A-law/p-law. If the network quality is low, you can set the codec to G.729AB or G.723.1.

6.2.10 Failed to Upgrade an IP Phone

Symptom
After an IP phone is upgraded, its firmware version does not change.
Cause
®  The target firmware version is the same as the source firmware version.
®  The target firmware version does not match the phone model.
®  The source firmware or target firmware is protected by software.
Troubleshooting
Select a correct version to upgrade. The version formats for different IP phone models are as
follows:
®  For eSpace 7870, the version format is 38.x.x.X.
®  For eSpace 7850, the version format is 2.X.X.X.
®  For eSpace 7830, the version format is 6.X.X.X.
®  For eSpace 7820, the version format is 7.X.X.X.
®  For eSpace 7810, the version format is 9.X.X.x.
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Appendix

7.1 Configuring the TFTP Server (3CDaemon TFTP Server
for Example)

[ noTE

The TFTP server does not need to be installed. Download the TFTP server from the official website.
1. Start the TFTP server, as shown in Figure 7-1.

Figure 7-1 TFTP server main page

~imix
File Wiew Help
TFTF Server Start Time I Feer I thesl Status I

FTF Server

Syslog Server
TFTF Client

For Help, press Fi ’_Iﬁ A

2. Click Configure TFTP Server under TFTP Server.
A dialog box is displayed, as shown in Figure 7-2.
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Figure 7-2 3CDaemon Configuration dialog box

3JCDaemon Configuration El

General Configuration  TFTF Configuration | F°P F'ru:ufilesl Syzlog Configuration
Create directony names in incoming file requests? W

Allove overwrite of exizting files’?

Upload/Download directary: IF:I"

Per-packet timeout in zeconds [2-15]: g

b airnurm refries [5-20]: 1

111

|nterframe transmizsion gap:

JCDaemon | Q. I Cancel | Apply

3. Click the TFTP Configuration tab. On the tab page, click the g button corresponding
to Upload/Download, and select a directory for storing uploaded files, as show in Figure
7-3.
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Figure 7-3 Selecting a directory for storing uploaded files

3JCDaemon Configuratiol El

General Confiouration  TFTF Configuration I F™P Profiles | Susloa Confiauration
Browse for Folder ed A
Create direc Select a Direckory
Allow avere, | = @ Deskbop
G My Dacuments
SRy Computer
Upload Do g 314 Flappy (8
q.p Local Disk (22
Per-packet q.p Pragram (D)
q.p Wark (E:)
W TR— q.p Local Disk (F:
- b CD Drive (G
rai
T (- My Netwark Places
(04 I Cancel |
JCDaemon Q. | Cancel | Apply

7.2 Setting Up the HTTP Server

You can use an Apache or Windows Internet Information Service (11S) server for setting up
the HTTP server.

Stopping and Disabling Windows IIS

Stop and disable Windows 11S when you use the Apache server because they are

incompatible.

®  Method 1: Choose Start > Control Panel > Management Tool > Service.
In the window that is displayed, stop and disable Windows IIS.

®  Method 2: Right-click %) and choose Open Apache Monitor.

In the Apache Service Monitor window that is displayed, click Services, and stop and
disable Windows IIS.

7.2.1 Using the Windows IIS Component

The Windows I1S component can be used to configure the HTTP server. Before the
configuration, obtain the Windows operating system installation CD-ROM or the installation
package URL and then install the Windows 11S component.
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Context
To install the Windows 1S component in the Windows XP operating system, perform the
following steps:
Procedure
Step1 Choose Start > Control Panel.
The Control Panel window is displayed.
Step 2 Double-click Add or Remove Programs.

The Add or Remove Programs window is displayed, as shown in Figure 7-4.

Figure 7-4 Add or Remove Programs window

=

Currently installed programs: [T show updates Sort by IName j
Adobe Flash Player 10 ActiveX
Click here For support inforration.
To remove this program From wour computer, click Remove,
7l Adobe Reader 7.0.8 Size  B5.11ME =
ﬂ Adobe Reader Chinese Simplified Fonks Size  Z7.63ME
£l Adobe Reader Chinese Traditional Fonts Size  21.20ME
ﬂ Adobe Reader Japanese Fonks Size  20.96MEB
£l Adobe Reader Korean Fonks Size  15.44MB
\ fpache HTTP Server 2,2.6 Size  27.95MB
Arbortexk 5.3 MO0 Size  579.00ME
ﬁ_,'-?—,! Array S5LWPM 8,3,1,103 (Array Metworks) Size 1.49ME
@2 AuthenTec Fingerprint Software Size 2, 16MB
Mmm—c__‘_amm_;l

Step 3 Click Add/Remove Windows Components in the left pane.

The Windows Components Wizard window is displayed, as shown in Figure 7-5.
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Figure 7-5 Windows Components Wizard window

Windows Components Wizard

Windows Components
Y'ou can add or remove components of ‘Windows =P,

To add or remove a component, chck the checkbox. A zhaded box means that only
part of the component will be inztalled. To zee what's included in a compaonent, click
Details.

Compaorients:

135 MB

M T'E Internet Information Services (115

Description:  Includes *Web and FTP support, along with support Ffor FrontPage.,
tranzactions, Active Server Pages, and databasze connectionsz.

Total disk space reguired: B9.7 MEB Detal
Space available on disk: 9263 ME _ Detsis.._|

Irterret Explarer 0.0 ME ;I

|

Sl Management and Monitoring Tools 20HB
[ = Message Queuing 0.0ME
vl s bSM Funlarer M7MR T

¢ Back M et = I Carnicel |

Step 4 Select the Internet Information Services (11S) check box in the Components area and click
Next.

The system displays a window asking you to insert the installation CD-ROM before the
installation is started.

Step 5 Insert the installation CD-ROM, and click OK.

The Files Needed dialog box is displayed, as shown in Figure 7-6.

Figure 7-6 Files Needed dialog box

Files Needed x|

L} Same filez on Windows %P Prafessional Service Pack 3

D CD are needed.

Cancel

d

[nzert Windaows =P Prafezsional Service Pack 3 CD
ifto the diive selected belaw, and then click OF.

Copy files from:

Browsze. ..

:

Step 6 Click Browse and set Copy files from to G:\i386.
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Step 7 Click OK.

The system starts copying the files and installing the component, as shown in Figure 7-7.

Figure 7-7 Configuring Components dialog box

Configuring Components
Setup iz making the configuration changes you requested.

- Pleaze wait while Setup configures the components. This may take

3 zeveral minutes, depending on the componentz zelected.

Statuz  Copying files...

I

¢ Back [ et | Carnicel I

After the installation is complete, the dialog box automatically exits. You can check for the
11S component in Control Panel.

Step 8 h. After the installation is complete, store the version files and configuration file in the root
directory C:\Inetpub\wwwroot\.

-—End

7.2.2 Using the Apache Server

You can obtain the Apache server installation software at http://httpd.apache.org and install
the Apache server based on the installation wizard.

Context

The following uses Apache HTTP Server2.2 as an example in the Windows XP operating
system.

Procedure

Step1 Start the Apache server.Choose Start > All Programs > Apache HTTP Server 2.2 >
Monitor Apache Servers.
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o |If O] is displayed on the taskbar, the Apache server has been stopped.

o |If . is displayed on the taskbar, the Apache server is running. You can directly
perform 3.

1] noTE
You can enter http://127.0.0.1 in the address box of Internet Explorer. If "It works!" is displayed, the
Apache server is running.

Step 2 Start the Apache server. You can start the Apache server in either of the following ways:

® (Click ‘3 and choose Start.

®  Right-click b and choose Open Apache Monitor.
In the Apache Service Monitor window that is displayed, click Start.

Step 3 Save the required files in the root directory of the Apache server. The default path is
C:\Program Files\Apache Software Foundation\Apache2.2\htdocs.

® If the required files are placed directly in the root directory, enter the address in the
format of http://IP address of the PC where the Apache server is installed to access the
Apache server. For example, http://192.169.1.51.http://192.169.1.51.

e If the required files are placed under a subfolder of the root directory, enter the address in
the format of http://IP address of the PC where the Apache server is installed/subfolder
name to access the Apache server. For example, http://192.169.1.51/filename.

L] noTE

You can change the root directory of the Apache server as required.

Open the httpd.conf file in C:\Program Files\Apache Software
Foundation\Apache2.2\conf\httpd.conf, and change the path C:/Program Files/Apache Software
Foundation/Apache2.2/htdocs, for example, change the path to D:/upgrade/eSpace8850.

-—End

7.3 Guidelines for Setting Up the DNS Server

This document takes the DNS Server preinstalled in the Window 2003 Server for example to
describe the procedure for setting up the DNS server.

Starting the DNS Service

Choose Start > Programs > Administrative Tools > DNS .

A CAUTION

If the DNS service is not installed on the PC, install the DNS component firstly.

Creating a Zone

To create a zone, do as follows:
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Step 1 Right click Forward Lookup Zones, and then choose New Zone to start New Zone
Wizard.As shown in Figure 7-8.

Figure 7-8 New Zone Wizard

Mew Zone Wizard E

Welcome to the New Zone
Wizard
This wizard helps you creabe & new 2one For your DNS

Server.

A zone branslates DNS names to related data, swch as IP
addresses or network services,

Tao contine, chick Next,

Step 2 Click Next, and then select Primary zone to create a primary zone.As shown in Figure 7-9.

Figure 7-9 Zone Type

New Zone Wizard B3

Zone Type
The DNS server supports various types of zones and storage.

Select the type of 20ne you want to create:

& Primary zone
Creates a copy of a zone that can be updated directly on this server.

" Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides Fault tolerance.

" Stub zone
Creates a copy of & zone containing only Name Server (NS), Start of Authority
(SOA), and possibly glue Host (A) records. A server containing a stub zooe is not
authoritative for that zone.

[V Store the zone in Active Directory (available only if DNS server is a domain controller)

< Back Next > Cancel Help
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Step 3 Select an option for Select how you want zone data replicated, and click Next.As shown in
Figure 7-10.

Figure 7-10 Active Directory Zone Replication Scope

New Zone Wizard | X|
Active Directory Zone Replication Scope
You can select how you want DNS data replicated throughout your network.

Select how you want zone data replicated:
" To all DNS servers in the Active Directory forest ums.com

% To all DNS servers in the Active Directory domain ums.com

€ To all domain controllers in the Active Directory domain ums.com

Choose this option if the zone should be loaded by Windows 2000 DNS servers
running on the domain controllers in the same domain,

. 3 ; - £ 14 N T T +
r To a0 domain cootroters sneciFind 3 the scone of the it A ANt dire

| 2]

<gock | met> | concel | o hep |

Step 4 Enter the name of the DNS zone, for example, huawei.com. Then click Next.As shown in
Figure 7-11.

Figure 7-11 Zone Name

New Zone Wizard E3

Zone Name
What is the name of the new zone?

The zone name specifies the portion of the DNS namespace for which this server is
authoritative. It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone.microsoft.com). The zone name is
not the name of the DNS server.

Zone name:
Ihuawei.cotrl

For more information about zone names, chick Help.,

< Back Next > Cancel Help |
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Step 5 Select a dynamic update type, and then click Next.As shown in Figure 7-12.

Figure 7-12 Dynamic Update

New 2one Wizard E3

Dynamic Update
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic
updates.,

Dynamic updates enable DNS chent computers to register and dynamically update ther
resource records with a DNS server whenever changes occur,

Select the type of dynamic updates you want to allow:

(+ Rlow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

" Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any client.
3 This option is a significant security vulnerabiity because updates can be
accepted from untrusted sources.
(" Do not allow dynamic updates

Dynamic updates of resource records are not accepted by this zone. You must update
these records manualy.

<gack [ mext> | comel | Hep

Step 6 After the zone is created, click Finish.As shown in Figure 7-13.

Figure 7-13 Finish New Zone Wizard

New 2one Wizard E I

J

Completing the New Zone Wizard

You have successfully completed the MNew Zone Wizard, You
specified the Following settings:

I Fruawel.com
Type: Active Directory-Inbegrated Primary
Lockup bype: Farward

Moke: You should now add records to the zone or ensure
that records are updated dvnamically. You can then verify
name resolubion wsing nslookup.

To chose this wizard and create the new zone, chck Firesh,

Cancel Help

Step 7 A new zone is displayed.As shown in Figure 7-14.
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Figure 7-14 New Zone
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Step 8 Click the zone to display the resource records in detail. You can find that each zone has
records Start of Authority (SOA) and Name Server (NS), which can be used to determine
your DNS server. The SOA indicates the account name that is used.

-—End

Creating a Record of Type A

Arecord of Type A provides the mapping between standard host names and IP addresses. In
the following figure, Name indicates the host name and the value is the IP address of the host.
For example, {relayl.bar.foo com,145.37.93.126,A} is a record of Type A.

To create a record of Type A, do as follows:

Step1 Right-click Huawei.com and choose New Host(A). After setting the host name and IP
address, click Add Host.As shown in Figure 7-15.
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Figure 7-15 New Host
Mew Host 7| x|

Mame (uses parent domnain name iF blank):
| sip1

Fully qualified domain name (FQDM):
| sipl.huawei.com,

IP address:
|192 169 9 209

[T Create associated pointer (PTR) record

| allow any authenticated user to update DNS records with the
SAME OWNEr Name

&dd Host Cancel

Step 2 Repeat the preceding operation to create multiple records of Type A.
----End

7.4 Setting Up the DHCP Server
7.4.1 Setting Up the DHCP Server in the Window 2003 Server

Basics Concepts

The Dynamic Host Configuration Protocol (DHCP) is mainly used to allocate dynamic IP
addresses to terminals on the same network. When DHCP is used, a DHCP server needs to be
deployed on the network and IP phones function as DHCP clients.

When a DHCP client sends a request for a dynamic IP address, the DHCP server provides an
available IP address and subnet mask for the DHCP client according to the preserved IP
address set.

The DHCP has two port numbers, that is, port 67 for the DHCP server and port 68 for the
DHCP client. This means that the DHCP client selects only port 68, rather than a temporary
port that is not used.

Here, the two ports are selected because a response from the DHCP server can be broadcast.
The Figure 7-16 shows the process for an IP phone to obtain the IP address through DHCP.
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Figure 7-16 Obtain the IP address through DHCP

DHCP cliert releases the IP address

Installing the DHCP Service

Generally, the DHCP service component is installed by default during the installation of the
Window 2003 Server. If the DHCP service component is already installed, go to Starting the
DHCP Service and Setting DHCP Parameters. If the DHCP service component is not installed,
do as follows to install it:

Step1 Choose Start > Settings > Control Panel, click Add or Remove Programs, and click
Add/Remove Windows Components.The Windows Components Wizard dialog box is
displayed. as shown in Figure 7-17.
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Figure 7-17 Windows Components Wizard

Windows Components YWizard

Windows Components

Yol can add ar remave companents of Windows,

To add or remove a compaonent, click the checkbox. & shaded box means that anly
part of the component will be inztalled. To zee what's included in a component, click,
Details.

Componerts:

O Eﬂ Management and Maonitaring Tools 264 ME ;I
£ Microzoft MET Framework 2.0 0.0mMe

= -1 Metwarking 5 3
O Eﬂ Other Metwork. File and Print Services 0.3 ME
1 &4 Remate Starane R 9 MR LI

Description:  Containg a variety of specialized, network-related zervices and protocaols.

Total dizk zpace required: 457 B Details |
Space available on disk: 9903.4 ME = a—

< Back I Mewt > I Cancel | Help

Step 2 Select Networking Services, and click Details to display the Networking Services dialog
box. as shown in Figure 7-18.
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Figure 7-18 Networking Services

Metworking Services x|

To add or remove a compaonent, click the check box. & shaded box means that only part
of the component will be installed. To zee what's included in a component, click Details.
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| Du:umain Mame Syztem [DMS] 49MB &

E. Dynarnic Host Canfiguration Protocal [DHCP] 0.0 kB

O Internet Authentication Service 0.0e
[ FRemote Access Quaranting Service 0.4 B

O] B RPC over HTTF Prosy 0.1 ME
| Sirple TCP/IP Services 04mMB ~
| Windnws Internet Mame Service MwIMNS] 2.4 MB ;I

Description: Setz up a DHCP gerver that automatically aszigns temporary [P
addrezzes to client computers on the zame netwaork.

Total dizk zpace required: 434 MB Details |
Space available on dizk: 9337.2 MB
k. I Cancel |

Step 3 Select the DHCP service and click OK to exit the page of network service. Click Next
repeatedly until the installation is complete. After the installation is successful, the dialog box
shown in the following figure is displayed. as shown in Figure 7-19.
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Figure 7-19 Completing the Windows Components Wizard
5

Completing the Windows
Components Wizard

Y'ou have successfully completed the Windows
Components \Wizard.

To cloge thiz wizard, click Finizh.

< Back

Help |

—End

Starting the DHCP Service and Setting DHCP Parameters
After the DHCP service component is installed, do as follows to start the DHCP service:
Step1 Choose Start > Programs > Administrative Tools > Manage Your Server.

Step 2 Inthe Manage Your Server dialog box that is displayed, select Manage this DHCP server.
as shown in Figure 7-20.
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Figure 7-20 Manage Your Server
t Manage Your Server ;IEIEI

g

Manage Your Server

Server: HUAWEL-S 20D

Managing Your Server Roles

Use the tools and information found here ko add or remove roles and

perform vour daily administrative tasks, Add or remave 5 role

@) Read about server roles
(7]} Read about remote
administration
‘aur server has been configured with the Following roles:
¥ File server
¥ Application Server
¥ Domain Controller {Active Directory)
# DHCP Server
DHCP (Dynamic Host Configuration Prokocol) servers assign IP
addresses to network dlients,
@) Review the next steps for

this role

search tep and support cert || N N EEEIE =)

Tools and Updates

Administrative Tools
More Tools
Windows Update

Computer and Domain Mame
Information

Inkernet Explorer Enhanced
Security Configuration

See Also

Help and Support
Microsoft TechMet
Deployment and Resource Kits

Lisk of Common Administrative
Tasks

Windows Server Communities
what's New

Strateqgic Technology Protection
Program

Step 3 Enter the main page of the DHCP, as shown in the following figure. as shown in Figure 7-21.
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Figure 7-21 The main page of the DHCP

_lojx]

File  Action  Wiew Help

= m2mE| 8

£

[rynamic Hosk Configuration Protocol (OHCP) is a TCPYIP standard, Ik is
designed ko centralize dynamic IP address assignment.

To add a DHCP server, on the Action menw, click Add Server,

Far more information about setting up 8 DHCP server, see "Checklist:
Installing a DHCP server” inonline Help,

Step 4 Right-click DHCP and choose Add Server.
The Add Server dialog box is displayed. as shown in Figure 7-22.

Figure 7-22 Add Server

Select a server pou want to add to your conzole.

£ Thiz server

Ihuawei Browsze. .. |

™ Thiz authorized DHCP server;
K E= | IP Addresz |

k. I Cancel
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Step 5 Set the name of the DHCP server randomly, and then click OK. If the setting is successful,
the page shown in the following figure is displayed. as shown in Figure 7-23.

Figure 7-23 Setting Server

~[a] x|

File  Action  Wiew  Help

= |mXrERB|20m B

DHCP
@ huawei [0.0.0.0]

Step 6 Right-click Huawei[10.10.10.2] and choose New Scope. In the New Scope Wizard dialog
box that is displayed, click Next.A dialog box is displayed, as shown in the following figure.
as shown in Figure 7-24.

Issue 01 (2012-06-20) Huawei Proprietary and Confidential 162
Copyright © Huawei Technologies Co., Ltd.



Huawei IP Phone eSpace
7810&7820&7830&7850&7870&7803X
Administrator Guide

7 Appendix

Figure 7-24 New Scope Wizard

Mew Scope Wizard

Scope HName
Y'ou have to provide an identifeing scope name. You alzo have the oplion of
providing a description.

=

Type a name and description for thiz scope. Thiz information helps you quickly identify

hiow the scope iz to be used on wour netwark.

s
[ Marne: I'I'E"" J

Dezcrption: I

¢ Back I MHest > I

Cancel

Step 7 Set the name of the new function domain randomly, and then click Next.

The following dialog box is displayed. as shown in Figure 7-25.
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Figure 7-25 Set the name of the new function domain

Mew Scope Wizard

IP Addrezs Range gt
'ou defineg the scope address range by identifving a set of consecutive [P

addrezses.

Enter the range of addrezzesz that the zcope distibutes.

Start |P address; I 192.168. 1 . &

End IP address: |192.1EE. 1 .32

& zubnet mazk defines how marny bitz of an IP addrezs to uze for the network./zubnet
[0 and how many bits to use for the host (D, Yow can specify the subnet mask by
length or az an |P address.

=

Subret mask: | 256 ZRE 2R . O

Length:

¢ Back I MHest > I Cancel

Step 8 In the preceding dialog box, set the start and end IP addresses provided by the DHCP server,
and set the subnet mask. Then click Next repeatedly until the Lease Duration dialog box is

displayed, as shown in the following figure. as shown in Figure 7-26.
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Figure 7-26 Lease Duration

Mew Scope Wizard

Lease Duration !
The leaze duration specifies how long a client can uge an [P address from this

$COpE.

Leaze durations should typically be equal to the average time the computer iz
cohnected to the zame phyzical netwaork. For mobile netwarks that conzsist mainly of
portable computers or dial-up clients, sharter leaze durations can be uzeful.
Likewize, for a stable netwark. that conzigts mainly of desktop computers at fixed
lozations, longer leaze durations are more appropriate.

Set the duration for scope leazes when distributed by this server.
Lirnited tao:

Draps: Hairs: Minutes:
= 1 = =

¢ Back I MHest > I Cancel

Step 9 Inthe Lease Duration dialog box, you can set the lease period of the DHCP server. By
default, the lease period of the DHCP server is eight days. After the setting, click Next
repeatedly until the Router(Default Gateway) dialog box is displayed, as shown in the
following figure. as shown in Figure 7-27.
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Figure 7-27 Router(Default Gateway)

Mew Scope Wizard

Router [Default Gateway] gt
Y'ou can specify the routers, or defaulk gateways, to be distibuted by this scope.

To add an IF addrez= for a router uged by clientz, enter the address below.

|P address:
I | Add
19216211 Bemowe |

d

(@

¢ Back MHest > Cancel

Step 10 Set the gateway address provided by the DHCP server. When an IP phone obtains the IP
address from the DHCP server, the DHCP server provides the IP address and gateway address
for the IP phone. After the setting is complete, click Next repeatedly until the setting is
complete. Then the page shown in the following figure is displayed. You can view the IP
address pool information on it. as shown in Figure 7-28.
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Figure 7-28 Complete the DHCP server
_ioix
File  Action View Help
&« = |B@E BB 20m| %
Do
|- [ray hi i-33d7f2dd.exch .
= @I-{Sag:;pe IEE IE:(: ;]ng:r:or Stark IP Address End IF Address Description
P ——— [m192.1068.1.5 192,168,1.32 Address range for distrit
@ Address Leases
#-{_&] Reservations
@ Scope Opkions
{7 Server Options
1] | sl | i

After the setting is complete, if some IP phones are set to obtain IP addresses through DHCP,
the DHCP server allocates the IP addresses in the IP address pool to the IP phones one by one.

If the lease of IP addresses is not renewed, the DHCP server withdraws the IP addresses for
use of other devices.

—End

7.4.2 Setting Up the DHCP Server on Router AR-28

The configuration scripts and remarks for logging in to router AR-28 and enabling the DHCP
server function are as follows:

<Quidway>system-view //Enter the configuration mode.
[Quidway]ldhcp enable //Enable the DHCP server function of the
router.

[Quidway]ldhcp server detect //Verify the DHCP server function.
[Quidwaylinterface Ethernet 0/1 //Connect to network port 1 on board 0.
L] noTE

You must make sure that the network cable is inserted into network port 1 of board 0 on router AR-28.

In the rear panel of the router, you can view the board slots and enable DHCP function on network port
1.

[Quidway-Ethernet0/1]ip address 192.168.2.1 255.255.255.0 //Set the IP
address of network port 0/1. The router also uses the IP address as the gateway

address and allocates the IP address to the DHCP client.
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[Quidway-Ethernet0/1]dhcp select interface //If the DHCP server mode
is selected based on the interface, the router can also set the DHCP server
based on other modes.

[Quidway-Ethernet0/1]dhcp server dns-1ist 192.168.2.20 //Set the DNS server
IP address delivered to the DHCP client when the DHCP server delivers an IP
address to the DHCP client. The DNS server IP address is optional.
[Quidway-Ethernet0/1]dhcp server option **** //Set the DHCP options as
required.

[Quidway-Ethernet0/1]dhcp server expired **** //Set the DHCP lease period.
You can set to unlimited or several days. The maximum lease period is 365 days.
The default lease period is 24 hours.

[Quidway-Ethernet0/1]quit //Return to the configuration mode.
[Quidway]quit //Exit the configuration mode.

<Quidway>save //Save the setting.

After the setting is complete, save the setting. Otherwise, the data is lost after restart.

[ noTE

In the preceding scripts, *** indicates the parameters followed. The parameter names can be set
according to the actual situation. For which parameter names can be set, press Shift + 2.

7.5 Setting the Option246 Parameter

This document describes how to set the Option246 parameter.

Procedure
1. Choose Start > Administrative Tools > DHCP.
The DHCP window is displayed.
2. Click ® on the left pane to expand the navigation tree, as shown in Figure 7-29.
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Figure 7-29 DHCP window
18 pHep =] E3

File  Action  Yew Help

«»|E B 2EL

- DHCP
[+ 51 idp-ci-hz. china.huawei.com [1El.| T Ev

8 idp-ci-hz.china, huawei.com [10.1... Mot connected

1 | -

3. Right-click the record framed in red in Figure 7-29 and choose Configure the
Predefined Options from the shortcut menu.

The Predefined Options and Values dialog box is displayed, as shown in Figure 7-30.
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Figure 7-30 Predefined Options and Values dialog box

Predefined Options and Yalues EHE |

Option clazs: DHCP Standard Dptions
Cption name: IEIEIE Time Offzet j
Add. Edt. | Dekee |

Description; ILIET offzet in secondz
—alue

Lona:

0.0

] I Cancel
4. Click Add.

The Option Type dialog box is displayed, as shown in Figure 7-31.

Figure 7-31 Option Type dialog box

optionType |

Class: Glaobal
Hame: ||
Data type: IB_l,lte j [ Amray
Code:; I
Dezcription: I
Ok I Cancel

5. Set related parameters according to Table 7-1.

Table 7-1 Parameter settings

Parameter Example
Name ip phone
Issue 01 (2012-06-20) Huawei Proprietary and Confidential 170

Copyright © Huawei Technologies Co., Ltd.



Huawei IP Phone eSpace
7810&7820&7830&7850&7870&7803X

Administrator Guide 7 Appendix
Parameter Example
Data type String
Code 246
Description ip phone auto provision
6. Click OK.

The system returns to the Predefined Options and Values dialog box.

7. Click OK.

The system returns to the DHCP window.

8. Select and right-click Server Options in the navigation tree and choose Configure the

Options from the shortcut menu.
The Server Options dialog box is displayed.

9. Select the 246 ip_phone check box under Available Options, as shown in Figure 7-32.

Figure 7-32 Server Options

ServerOptions Q|

General | fdvanced I

Ayvailable Options

| D ezcription ﬂ

[ 075 StreetT alk Servers
L] O07E ShestT alk Direcho
246 1p_phone
L1243 Clazsless Static Routes

1

Agziztance [STDA) Servers List of STDY

List of Stree

ip phone au
Destination, +
k

— Data entry

String walue;

o |

Cancel Apply

10. Set String value in the Data entry area.
For example, set it to http://10.1.1.10

Issue 01 (2012-06-20)

Huawei Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.

171



Huawei IP Phone eSpace
7810&7820&7830&7850&7870&7803X
Administrator Guide 7 Appendix

11. Click OK.
The server information is displayed in the DHCP window.

7.6 Using Windows 2003 Server AD
7.6.1 Installing Windows 2003 Server AD

1. Insert the Service Pack 2 CD-ROM to CD-ROM drive of a PC running Windows 2003
Server.

2. Choose Start > Run in Windows 2003 Server, enter dcpromo, and click OK.
The Active Directory Installation Wizard page is displayed.
3. Click Next.

Active Directory Installation Wizard |

Welcome to the Active Directory
% Installation Wizard

Thiz wizard helps you install Active Directony zervices an thiz
zerver, making the server a domain contraller.

If thizs iz the first time pou have installed Active Directony, it is
recommended that vau first read the overview in Active

Directory Help.

To continue, click MNext,

E Cancel |

4, Click Next.
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Active Directory Installation Wizard |
Operating System Compatibility /
Improved security settings in Windows Server 2003 affect older versions of
Windows.

Diomain contrallers running YWindows Server 2003 implement zecurnty settings that
require clients and other servers o communicate with thoze domain controllers in a more
SECUNE WaY.

Some alder verzions of Windows, including ‘#findows 95 and Windows NT 4.0 5P3 or
earlier, do not meet these requirementz. Similarly, zome nonAindows systems, including
Apple Mac 05 = and S&MBA chentz, might not meet theze requirements.

For more infarmation, see Compatibilitey Help.

¢ Back |

5. Select Domain controller for a new domain to specify the local PC running Windows
2003 Server as the domain controller (DC).

Active Directory Installation Wizard x|

Domain Controller Type /
Specify the role you want thiz server o have.

Do you want thiz zerver to become a domain contraller far a new domain ar an
additional domain contraller for an existing domain?

v iDomain contraller for a new domair

Select thiz option to create a new child domain, new domain tree, or new forest.
This server will becomme the first domain controller in the new domain.

" Additional domain controller for an existing domain
& Froceeding with this option will delete all local accountz on this server.

All cryptographic keys will be deleted and should be exported befare
continuing.

All encrypted data, zuch az EFS-enciypted files ar e-mail, should be decrypted
before continuing ar it will be permanently inacceszible.

< Back et » i Cancel

6. Select Domain in a new forest, and click Next.
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Active Directory Installation ¥Yizard

Create New Domain
Select which type of domain to create.

x|

o

Create a new:

i+ L omain in & new forest

Select thiz option if thiz iz the firzt domain in wour organization ar if pou wank the new

domain to be completely independent of vour current forest,

£~ Child domain in an existing domain tree

[f wou want the new domain to be a child of an exizting domain, select thiz optiorn.

For example, you could create a new domain named

headquarters. example. microsaft. com a2 a child domain af the damain

example. microsaft, com.

£ Domain tree in an exizting forest

[f you daon't want the new domain ko be a child of an exigting domain, gelect thiz
optian. This will create a new domain ree that iz zeparate from any existing rees.

7.

< Back Hewt > Il

Cancel |

Enter test.com as the new domain name, and click Next.

Active Directory Installation Wizard

Hew Domain Hame
Specify a name for the new domain.

|

@

Type the full NS name for the new domain
[for example: headguarters. example. microgoft com].

Full DMS name for rew domain:

test. com

8.

¢ Back MHest >

Cancel

Retain the default value TEST as the Domain NetBIOS name, and click Next.
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x
HetBlOS5 Domain Hame /
Specify a MetBIOS name far the new domain.

Thiz iz the name that uzers of earlier verzsions of YWindows will uze to identify the new
domain. Click Mest to accept the name hown, or lype a new name.

Darnain MetBI05 nanme: TEST

< Back Cancel |

9. Retain the default values of paths for saving database and log folders, and click Next.

Active Directory Installation Wizard x|

Database and Log Folders /
Specify the folders to contain the Active Directory databaze and log files.

For best perfformance and recoverability, store the database and the log on separate
hard dizk.s.

“Where do pou want to store the Active Directary database?

Databaze folder:

Browse... |

Where do pou want to ztore the Active Directary log?

Log folder:

CAMWAMDOWSYHTDS Browse. .. |

¢ Back Cancel |

10. Retain the default path for saving the folder to be shared as the system volume, and click
Next.
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i
Shared System ¥olume /
Specify the folder to be shared as the spstem wolume.

The S%"S%OL folder stares the server's copy of the domain's public filez. The contents
aof the SY'SYOL folder are replicated to all domain controllers in the domain.

The S%SYOL folder must be lacated on an HTFS valume.
Enter a lacation for the SYSWOL falder.

Enlder lacation:

Browse. .. |

< Back Hewt > Cancel

11. Diagnose DNS registration.

DNS service components are not installed on the PC running Windows 2003 Server so
the diagnosis fails.

12. Select Install and configure the DNS server on this computer, and set this computer
to use this DNS server as its preferred DNS server, and click Next.

Active Directory Installation Wizard x|

DMS Hegistration Diagnostics /
Werify DS gupport, or install DMS on this complker.

Diagnosztic Failed -
The reqgiztration diagnozstic haz been run 1 time.
“warning: Domain Cantraller functions like joining a domain, logging onto a domain,

and Active Directany replication will not be available until the DMS infrastructure for
Active Directon iz corectly configured.

Mone aof the DS zervers uszed by this computer responded within the imeout
interval.

For more information. including steos to correct thiz oroblem. see Helo. ﬂ

" | have comected the problem. Perform the DMS diagnostic test again.

' |ngtall and configure the DMS server on thiz computer, and et this computer to Lge
this DMS zerver as itz prefemed DMS server.

£ | will conect the prablem later by configuring DMS manually. [Advanced]

< Back I Hewt > Il Cancel
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13. Retain the default value when setting default permissions for users and group objects,
and click Next.

Active Directory Installation Wizard x|

Permissions /
Select default permizsions for uzer and group objects.

Some server programs, such as Windows NT Hemote Access Service, read infarmation
gtored on domain controllers.

" Pemizzions compatible with pre*windows 2000 server operating systems

Select thiz option if you rwin zerver programs an pre-windows 2000 server operating
apztems ar on YWindows 2000 ar Windows Server 2003 operating systems that are
memberz of pre-windows 2000 domains.

& Anonymolz Lzers can read information an thiz damain.

¥ Pemizzions compatible anly with Windows 2000 or Windows Server EDDSE
operating systems
Select thiz option if you rwn zerver programs anly on Windows 2000 ar Windows

Server 2003 operating zystems that are members of Active Directory domaing. Only
authenticated uzers can read infarmation ok thiz damair.

¢ Back MHest > Cancel

14. Set the administrator password for the restore mode, for example, 123456, and click
Next.

Active Directory Installation Wizard x|

Directory Services Restore Mode Administrator Password .. %

Thiz pazsword iz used when you start the computer in Directory Services Restore
Fode.

Type and confirm the pazswaord pou want ko aszign ko the Adminiztrator account uzed
when this gerver iz ztarted in Directory Services Festore Mode.

The restare made Administrator account iz different from the damain Administrator
account. The passwords for the accountz might be different, zo be zure to remember

bath,
Restare Mode Pazswaord: Iu-“ .
Confirm password: |----..

For mare infarmation about Directory Services Restore Mode, see Active Directorny Help.

< Back et » Cancel |

15. Verify the configurations and click Next.
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Active Directory Installation ¥izard

Summary
Review and confirm the options you selected.

x|

o

You chosze to;

The new domain name iz test.com. This iz aleo the name of the new forest.
The MetBI0S name aof the damain iz TEST
D atabasze folder: C:AWIHDOWSSHTDS

Log file folder: C:AWINDOWSANTDS
SYSYOL folder: C:AWINDOWSASY'SYOL

will be configured to wge thiz DMS server az itz prefered DMNS server.

To chanage an option, click Back. Ta bedin the aperation, click Mest.

Configure this zerver az the firzt domain controller in a new forest of domain trees.

The DMS service will be installed and configured on this computer. T his cormprker

rF S
—

=

< Back Hewt >

Cancel |

16. Wait for the AD to be installed and configured.

Active Directory Installation Yizard

The wizard iz configuring Active Director. This process can take several minutes or
cohziderably longer. depending on the optiohz you have selected.

-

Configuning the lozal domain contraller to hogt Active Directon

Cancel |

17. Click Finish after the AD is installed.
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Completing the Active Directory
Installation Wizard

Aetive Directany iz naw installed on this computer for the ﬂ
domain test. corm,

Thiz domain contraller iz agzigned to the site
Default-First-Site-M ame. Sites are managed with the
Aetive Directony Sites and Services administrative tool,

Some errorz occurred during the operation, Conzult the
event log far mare infarmation.

[ |

To cloze this wizard, click Finizh.

< Back Finizh Cancel

18. Click Restart to make the settings take effect.

Active Directory Installation Wizard X|

Wwindows must be restarted before the changes made by the Active
Directary Inztallation wizard take effect.

Dian't Restart Mo

7.6.2 Creating a Domain User

1. Choose Start > Program > Administrative Tools > Active Directory Users and
Computer.

2. Right-click User and choose New > User.
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4% Active Directory Users and Computers O] =]
@ File Action Wiew Window Help _|E'|E|
€ - BE B X FOR P2EGELG VL E

@ Ackive Directory Users and Computer SIS 00 k! objecks
-] Saved Queries
El@ kesk.com
[+ Builkin
-1 Computers
[#-{€8] Domain Controllers
I:l ForeignaecurityPrincipals

Tvpe Description -
ﬁ Administrator  User Built-in account for
ﬁ ASPMET Iser Account used for r
ﬁCert Publishers  Security Group ... Members of this gn

ﬁDHCF‘ Admini,..  Security Group ... Members who have

..... £ €T DHCP Users Security Group ... Members who have
Delegate Cantral... nsfdmins Security Group ... DNS Administrators
Find... nsUpdatePr... Secarity Group ... DMS clients who an

Camputer broup .. Designated adminis
Al Tasks b Contact broup ... All workstations an

: Group broup .. Al domain controlle

Miew s InetOrgPerson broup ... All domain guests
Mevs Wwindow From Here MSME Queve Alias  ProuR - all domain users
Refresh Printer broup .. Designated adminis__
e broup ... Members in this are

=hared Folder Built-in account For
Properties Sroup L., Group For the Help
Help ,IS_WF‘G Security Group ... 115 Worker Process
— ISR _HUAW .., User Built-in account for -

1 | | KN | 2

|Creates a new item in this container. | |

3. Create a login user account dongle.

New Object - User x|

g Create in:  test.comdlsers

First name: Iu:lu:ung Initials: I

Last name: ||E

Full name: Il:lu:ung e

Uzer lagon name:

Iu:h:ung [ I (Btezt. com j
Uzer logon name [pre-windows 2000];
ITEST'\ Idn:lng le
< Back Hent » Cancel
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4. Create a password (Huaweil23) for the dongle user, and select User cannot change
password. Click Next.

Mew Object - User |
g Create in:  test.com/sers

Pazzword: Iu-uuu

LConfirm password; qu T

[T Uszer must change password at nest logon

¥ User cannot change pazsword

[T Paszword never expires

[T Account is dizabled

< Back Hewt > Cancel

5. The login user account dongle is created.
6. Click Finish.

MNew Object - User x|

ﬁ Create in:  test.comdlsers

wihen pou click Finizh, the following object will be created:

Full name: dong le ;I
I1zer logon name: dong led@test. com

The uzer cannot change the pazswaord.

< Back | Cancel |

7. Double-click the dongle user's avatar and set the user's phone number and other
information.
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tember OF I Diakin I Ervviranment I Seszionz
Femate contral I Teminal Services Profile I COrM+

Gieneral | Address I Account I Prafile I Telephones I Organization

ﬁ dong le
FEirzt narme: Iu:ln:nng Iritials: I

Last name: I|E
Dizplay name: Idu:ung le
Dezcription: I

Dffice: |

E -mail: I

Telephone nurmber: I Other... |

Wwieb page: I Other...

k. I Cancel | FY ][I |

7.7 Wireshark User Guide
7.7.1 Tool Introduction

Obtaining Method

Obtain the Wireshark installation file according to operating system as follows:
® R&D area: Access \Ig-fs\Rnd\Software\2.1Tapply and download the Wireshark
installation file.

®  Non-R&D area: Access http://www.wireshark.com and download the Wireshark
installation file.

User
Onsite engineers and R&D personnel.
Function
Analyze the Call Access Function (CAF) or service control point (SCP) signaling.
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Application Scenario

Analyzing the CAF or SCP signaling is required.

Function Description

The Wireshark can run in various operating systems, such as the UNIX, Linux, and Windows
operating systems.

The Wireshark provides the following functions:

®  Captures messages on running nodes.

®  Analyzes data that is captured from the network.

®  Analyzes hard disk data that is captured by other tools.
7.7.2 Common Operations and Menus

This topic describes the menus of the Wireshark and common operations. For details about the
menu functions, see the Wireshark online help.

Wireshark Main Page

The Wireshark main page consists of six panes: menu pane, shortcut button pane, filter pane,
packet list pane, packet details pane, and packet bytes pane, as shown in Figure 7-33.

Figure 7-33 Wireshark main page

"4l Narvell Yukon Ethernet Controller. (Nicrosoft’s Packet Scheduler) - Wireshark

File Edit View Go Capture Analyzre Statistics Telephony Tools  Help Menupa.ne Shortcut hutton pane
: BAdXZE A3 TF L EBE QQAP @MB X H
| ~ Expression.. Clear  Apply| Filter pane

Destination Frotocol (Info )
; ; 25 DHCP Inform - Trahnsaction ID Ox
2 0.511036  Hangzhou_07:T2:e0  sSpanning-tree-(for-sTP MST. ROODT = 32768/0/00:0f:e2:58:
3 0.B822050  10.138.58.223 10.138. 58.255 NEMNS Mame guery NE HGHRNDO7-FS<20x>
5 0.944230 10.72.129.78 10,138, 58,163 upp Source port: 8011 Destination port: 100
6 1.138503 Hangzhou_56-le:ba Broadcast ARP Gratuitous ARP for 10.137.118.4 (Reguest
\ Packel list pane /.
b4
Frame 1: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) Ny
Ethernet II, Src: 3c:d9:2b:58:3a:8b (3c:d%:2b:58:3a:8b), Dst: Broadcast (ff:ff:ff:FF:FF:FF)
Internet Protocol, sre: 10.138.58.224 (10.138.58.2240, Dst: 255.255.255.255 (255.255.255.255)
User Datagram Protocol, Src Port: bootpc (68), Dst Port: hootps (&7) Packet details pane
L@ RAntstran Brotocnl 4\'
0070 00 00 00 00 00 Q0 00 OO0 Q0 00 OO0 00 00 Q0 00 OO
0080 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 OO
0090 00 00 OO0 00 00 00 00 00 00 00 OO0 00 00 Q0 00 OO ..
Oobo 00 20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ... aaaaas
bpeo 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ... wuuuaaas Packet bytes pane Wis
O File: “C:A\DOCUME™1--+ | Packetsz: 2445 Displayed: 2448 Marked: 0 Dropped: 0O Frofile: Default

Menu Pane

The menu pane contains the following menus:
e File

Contains items to open and merge capture files, save, print, or export capture files in
whole or in part, and to exit the Wireshark.
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e  Edit
Contains items to find a packet, mark one or more packets, and set your preferences
(such as fonts, color, time format, and parsing application), and then save the preferences
as default settings.

® View

Controls the display of the captured data, such as time format and color of packets
transmitted using different protocols.

e Go
Contains items to go to a specific packet.
e  Capture

Allows you to set capture parameters, including selecting network adapters, starting and
stopping captures.

®  Analyze
Allows you to enable or disable protocol dissectors.
®  Statistics

Contains items to display various statistic windows, including a summary of the packets
that have been captured and displaying protocol hierarchy statistics.

®  Telephony

Contains items to provide telephony communication mode, such as G or LTE.
® Tools

Contains two items: Firewall ACL Rules and Lua.
e Help

Contains items to help users, such as access to some basic help, a list of supported
protocols, and user guides.
Shortcut Button Pane
Lists the shortcut buttons for common functions.

When the pointer is moved to a button, its function is displayed.

Filter Pane

Specifies the filter expression. You can set the filter expression to filter out only the required
packets for analysis. For details about the filter expression usage, see SIP Protocol Analysis.

Packet List Pane
Lists all packets according to the time, address, and protocol.

®  The Wireshark displays the protocols and types of the packets that can be parsed.
®  The Wireshark marks the packets whose formats or processes are faulty with colors.

] noTE

Because the Wireshark is not entirely intelligent, the marks can be used only for reference, not as the
analysis basis. For detailed analysis, view the packet content and analyze the packet based on the
signaling process.
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Packet Details Pane

Displays packet contents by protocol or network layer. The Wireshark parses all fields if a
packet can be parsed. The Wireshark analyzes TCP packets based on packet serial numbers to
check the signaling process.

Packet Bytes Pane

Displays the original packet contents in the hexadecimal format on the left, with the matching
ASCII characters on the right.

Common Operations

Context

Procedure

Step 1

Step 2

A CAUTION

The Wireshark can be used only after it is bound to a network adapter. After being installed on
a PC, the Wireshark can capture only the packets passing through this network adapter.
Therefore, before using the Wireshark to capture packets, configure the network to ensure that
packets can be sent to the network adapter to which the Wireshark is bound.

Set monitoring and mirroring ports on the switch.

1. Access port one of the switch and set it as the monitoring port.
2. Access other ports and set them as mirroring ports.
3. Connect the PC installed with Wireshark to port one of the switch.

A .
Double-click ! to start the Wireshark.

The Wireshark main page is displayed, as shown in Figure 7-34.
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Figure 7-34 Wireshark main page

"l! The Wireshark Network Analyzer
File Edit Yiew So Capture Anslyze Statisties Telephony Tools Help

BEOAH BEEXZE A¢esaT L (BEQaan E®PMR B

Clear  Apply

| + Exprassion

Filter: ||

. Popular Ne

Online
@ Website
Tizit the project’s malbite

@ User’ s Guide

Open Recent:
The Uzer’s Guide (local wersiom, if imstalled)

Interface List E‘ Open
et Open a grevicusly captured file

Live lict of the capture interfaces [counts incoming pmckets)

Start capture on interface:

2] Marvell Yukon Ethernet Controller. (icroseft ...
@ Security
Worl with Wirschark az cecurely as poszible

“ Capture Opticons
@ Sample Captures

Start a capture with detailed options
& rich assertment of smmmple captore files on the wild

Capture Help

@ How to Capture

Step br step te a smccessful capturs sstup

@ Network Media

Specific information for capturing om: Fthernet, WLAK,

Profile: Default

Ho Packets

()| Ready to load or e

Step 3 Choose Capture > Option.
The Capture Options page is displayed, as shown in Figure 7-35.
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Figure 7-35 Wireshark: Capture Options page

i1

Wirezhark: Capture Options

Capture

Interfarce: |Loeal 4 | |Marvell Yulkon Ethernet Controller. (Microsoft’ = Facket Schedule[i
IF address: 10.135. 58.193

Linklayer header type: | Ethernet

Capture packets in promiszcuous mode

D Capture packets in prap—ng format (experimentall

Buffer size: |1 : megabyte (z)
D Limit each packet to bytes

| ]

Capture File(s) Dizplay Options

File: Update list of packets in real time

[] Use multiple files
Automatic scrolling in live capture

Hide capture info dialog
Hame Resolution

Enable MAC name resolution

Stop Capture ...

[]... after [] Enable network name resolution
[]... after
[]... after Enable transzport name resolution

=

Main areas on the Wireshark: Capture Options page are described as follows:

Capture
- Interface
Specifies the network adapter for capturing packets.

A CAUTION

After the Wireshark is installed, the system automatically generates a logical network adapter.

In

addition to the logical network adapter, a physical network adapter is required, as shown in

Figure 7-35. During the actual packet capture, select a correct physical network adapter,
especially for a host with multiple network adapters. A physical network adapter will be
displayed in the drop-down list box only after the WinPcap is installed.

- Capture Filter

Specifies the filter criteria. The Wireshark captures only the packets that comply with
the filter criteria. For example, if Capture Filter is set to host 10.138.5.10, only
packets sent and received by the host whose IP address is 10.138.5.10 will be
captured.

Table 7-2 describes the filter criteria categories specified by Capture Filter.
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Table 7-2 Filter criteria categories specified by Capture Filter

Filter Criteria Category

Example

Capture the packets passing through the
MAC address 08:00:08:15:ca:fe

ether host 08:00:08:15:ca:fe

Capture the packets passing through the
MAC address 08:00:08:15:ca:fe or
08:00:08:15:ca:ee

ether host 08:00:08:15:ca:fe or ether host
08:00:08:15:ca:ee

Capture the packets passing through the IP
address 192.168.0.10

host 192.168.0.10

Capture the packets passing through the IP
address 192.168.0.10 or 192.168.0.11

host 192.168.0.10 or host 192.168.0.11

Capture the packets passing through the
TCP port 80

tcp port 80

Capture the packets sent and received by the
IP address 192.168.0.10, excluding the
HTTP packets (packets passing through the
TCP port 80)

host 192.168.0.10 and not tcp port 80

®  Capture File(s)

Specifies the path for automatically saving the captured packets as files. Ensure that the
destination hard disk has sufficient free space.

- File

Click Browse and select a path for storing captured data packets.

- Use multiple files

Set the parameters to specify the way of creating files for saving captured data

packets.
e  Display Options

Specifies whether to display the real-time capture results during the packet capture.

- Select Update list of packets in real time. The packet list is displayed on the

Wireshark main page.

- Select Automatic scrolling in live capture. If the captured results exceed one screen,
the results are displayed in automatic scrolling mode.

- Deselect Hide capture info dialog. The Captured Packets page shown in Figure
7-36 is displayed during the packet capture, with the real-time information about the
numbers of captured packets of various protocols.
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Figure 7-36 Captured Packets page

7! Wireshark: Capture from K. .. [Z”E”z|

Captured Facltets

Total 4z
SCTF 1]
TCE a
1IF z1
ICHE a
ARF g
OSEF a
GEE 1]
F=tBIOS a
IF¥ 1]
VIHES a
Other 13
I2C Ewents= 0
I2C Dlata 1]

Running oo:oo:iT
Help

Step 4 Setting the options as request, and click Start.

The Wireshark starts to capture packets.
Step 5 Recur the operation scene that needs to be captured packets.
Step 6 Choose Capture > Stop or click Stop in Figure 7-36.

The Capture result page is displayed, as show in Figure 7-37.
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Figure 7-37 Capture result

"4 Narvell Yukon Ethernet Controller. (Nicrosoft’s Packet Scheduler) - Wireshark
File Edit VYiew Go Capture Analyze Statisties Telephony Tools Help

B el EEX2E Qe T L | EE QB W¥EMm:% O
Filter: * Expreszion. . Clear Apply
Ho. Time Source Destination Frotocel |Info

10 Hangzhou_l CSpanning-tree cs MST. Root = 3 0/00:0 8
2 0.888020 Hangzhou_20:b0:4eBroadcast Gratuitous ARP for 10.137.118.5% (
3 1.658784 Hangzhou_1f:bl:dcEroadcast ARP Gratuitous ARP for 10.137.118.6 (
4 2.033306 Hangzhou_07:f2:eCSpanning-tree-({fcsSTP MST. Root = 3276B/0/00:0f:e2:58:C
5 2.479712 10.138.58.190 239.255.255.250  S5DR M-SEARCH * HTTR/1.1

6 3.15%6118 Hangzhou_54:0d: 3€Broadcast ARP Gratuitous ARP for 10.138.58.5% (F
7 3.208340 Hangzhou_20:b0:4eBroadcast 0x9001 Ethernet II

B 3.293883 10.138.58.193 10.72.129.78 LDP Source port: 10098 Destination [
9 3.341385F 10.72.129.78 10.138.58.193 LDP Source port: 8011 Destination pc
10 4.020022 Hangzhou_07:f2:eCSpanning-tree-(fcsSTP MST. Root = 3276B/0/00:0f:e2:58:C
11 4.584219 10.138.58.100 10.138.58.255 MENS Mame guery ME ISATAR<O0>
12 4.810819 10.139.0.245 10.138.58.193 LDP Source port: wtsas Destination f.

>

Frame 1: 120 bytes on wire (960 bits), 120 bytes captured (960 bits)
IEEE B0Z.3 Ethernet

Logical-Link Control

Spanning Tree Frotocol

F FE

0030 02 00 Of 00 00 00 OO 40 30 30 30 66 65 32 35 38 .......
0040 30 34 66 36 00 00 00 OO 00 00 OO 00 00 00 00 OO O4f6...
0050 00 00 00 00 00 00 00 00 00 00 ac 36 17 7f 50 28 ........ LB P
0060 3c d4 bB 38 21 dB8 ab 26 de 62 80 00 00 Of e2 58 <..81..& .b..... X
0070 04 f6 00 00 OO OO 14 0O L.

O Ready to load or e==- | Packets: T29 Displayed: T29 Marked: O Dropped: 0O Profile: Default

[ noTE

You can verify the result of capturing data packets based on the data flow. For example, enter sip in
Filter pane and click Apply. If "packet list pane, packet details pane and packet bytes pane" is
displayed, data packets are captured successfully.

Step 7 Save the data packet capturing results.

1. Choose File > Save As.
The Wireshark: Save file as page is displayed.
2. Name the file, select the save type and the save path as prompted, and then click Save.

[ noTE

Add a file name extension when specifying the file name. To save data packets numbered 1 to 1000,
select Range and enter 1 to 1000.

Step 8 Choose File > Quit to exit the Wireshark.
----End

7.7.3 Filter Rules

This topic describes the filter Rules, including filter expression rules and filter expression
construction tips.

[l noTE

Different from Capture Filter under the Option submenu of Capture, the filter rule specifies the
packet capture results .
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Filter Expression Rules

The Wireshark uses simple expressions to implement the powerful filtering function. A user
can specify the source IP address, destination IP address, and packet field contained in a
protocol or packet, or combine any of the preceding filter criteria. The Wireshark supports
various logical operations, such as ==, I=, >, <, and, or, not.

Comparison Symbols

The Wireshark can use comparison symbols (English words or operators) to form filter
expressions. Table 7-3 describes the comparison symbols used in filter expressions.

Table 7-3 Comparison symbols used in filter expressions

English Operator Description and Setting

eq == Equal to
ip.addr==10.138.21.5
ip.addr eq 10.138.21.5

ne 1= Not equal to
I(ip.addr == 10.138.21.5)
I(ip.addr eq 10.138.21.5)

ot > Greater than
frame.pkt_len > 10
frame.pkt_len gt 10

It < Smaller than
frame.pkt_len < 128
frame.pkt_len It 128

ge >= Equal to or greater than
frame.pkt_len >= 0x100
frame.pkt_len ge 0x100

le <= Smaller than or equal to
frame.pkt_len <= 0x20
frame.pkt_len le 0x20

Logical Operators

The Wireshark can use logical operators to combine multiple filter expressions. For example,
if you want to filter out packets that are transmitted using the GPRS tunneling protocol (GTP)
and through the IP address 10.138.21.5, use the filter expression gtp &&
ip.addr==10.138.21.5. Table 7-4 describes the logical operators used in filter expressions.
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Table 7-4 Logical operators used in filter expressions

English Operator Description and Setting
and && And
ip.addr==10.0.0.5 and
tep.flags.fin
or | Or

ip.addr==10.0.0.5 or
ip.addr==192.1.1.1

not ! Not
not llc

Setting Protocol Fields
To set the protocol fields, proceed as follows:

1. Setfilter criteria.
- Enter the protocol fields in the Filter text box.

For example, if you want to filter out TCP packets that are transmitted through port
1022, enter tcp.port==1022, as shown in Figure 7-38.

Figure 7-38 Protocol field example
File Edit View Go Capture Analyze Statistics Telephony Tools
EHdXZLE AT L

Filter: |tep. port==102Z2 -

- Customize filter expressions.
a. Click Expression next to Filter.
The Wireshark: Filter Expression dialog box is displayed, as shown in Figure 7-39.
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Figure 7-39 Wireshark: Filter Expression

A Wireshark: Filter Ezpression — Profile: Default

Field name Relation Value (unsigned, 1 byte)
Expert — Expert Infa is present |Tversion| |
104apei - IEC BOSTO-5-104-Apei == Predefined walues:
104a=dn - IEC BOSTO-S-104-Asdu 1= Twersion
Zdparityfec — Fro-MPEG Code of Fractice #3 : > Rwersion
SCOMXHS - 3Com XHS Encapsulatien 4 Tauth
JGEPE ALl - 3GPPE ALl = Rauth
BLoWPAN — IPwh over IEEE 802,15 4 = Tattach
802,11 MGT - TEEE 802. 11 wireless LAW manag Rattach
502. 11 Radiotap — IEEE 802. 11 Radiotap Capt Rerror
G023 5lew protocols — Slow Frotoecels Tflush
= 9F - Plan 9 GF Rflush
9p.msglen — Msg length (9F Mezszage Lengtl Twallk
9p. msgtype — M=z Type (Meszagze Type) Bwall
Ap. tag - Tag (@F Tag) Topen w
gp. oldtaz - 01d tag 3z
> | |
I )4 } ’ Cancel ]

b. Select a field, select a relation, and then enter a value in the Value (IPv4 address)
test box, as shown in Figure 7-39.

c. Click OK.
Check whether a filter expression is correct.

- If the filter expression is correct, the background color of the Filter text box is green,
as shown in Figure 7-40.

Figure 7-40 Displayed Filter text box if the filter expression is correct

File Edit ¥iew Go Capture Analyze GStatiztics Telephony Teols
= & o BEdXLE A F i

Filter: gtp &4 ip. addr==10. 185. 133. 154] |-

- If the filter expression is incorrect, the background color of the Filter text box is dark
pink, as shown in Figure 7-41.

Figure 7-41 Displayed Filter text box if the filter expression is incorrect
File Edit View Go Capture Analyze Statistics Telephony Tools
= &l @ BEEHXX2E AesdTF i

Filter: gtp & ip. addr==10, 185, 133, o |-

Issue 01 (2012-06-20) Huawei Proprietary and Confidential 193
Copyright © Huawei Technologies Co., Ltd.



Huawei IP Phone eSpace
7810&7820&7830&7850&7870&7803X
Administrator Guide 7 Appendix

2. Press Enter or click Apply.
The packets that meet the filter criteria are displayed.

Common Filter Expressions
Common filter expressions used to filter out packets are as follows:

e  Filter expressions that specify protocols
- ip
- icmp
- tcp
- otp
- gre
- http
®  Filter expressions that specify addresses
- IP address
ip.addr==10.161.225.1
- Source IP address
ip.src==10.161.225.1
- Destination IP address
ip.dst==10.161.225.1
- Source Media Access Control (MAC) address
eth.src == 00:e0:fc:44:5e:al
- Source User Datagram Protocol (UDP) port
udp.srcport == 2123
®  Filter expressions that specify fields (message types)
- GTP Echo Request messages
gtp.message == 0x01

- Remote authentication dial-in user service (RADIUS) accounting request or response
messages

radius.code == 4 || radius.code ==

Filtering Segment Packets
Use the filter criteria !(ip.frag_offset == 0) to check whether segment packets exist.

Choose Analyze > Expert Info. If TCP Bad checksum is displayed, segment packets may
exist, as shown in Figure 7-42. The Wireshark does not combine segment packets or verify
that Checksum is correct. Therefore, Bad checksum is displayed.
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Figure 7-42 Suspicious packets displayed on the Expert Infos
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[ noTE

The Ethernet allows a maximum data frame length of 1,500 bytes and the IEEE 802.3 allows a
maximum data frame length of 1492 bytes. Maximum data frame length at the link layer is called a Max
Transfer Unit (MTU). Most networks have an MTU. If a packet sent from the IP layer is greater in size
than the MTU at the link layer, the packet must be divided into fragments whose sizes are smaller than
the MTU.

Filter Expression Construction Tips

To use the application filter to construct a filter expression, proceed as follows:

1
2.

Expand the message parsing contents.

Right-click a field in packet list pane or packet details pane, and then choose Apply as
Filter > Selected.

The field is set as a filter criterion and displayed in the Filter text box, and the
corresponding data packets are displayed based on this expression, as shown in Figure
7-43.
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Figure 7-43 Setting a field as a filter criterion and starting the filtering immediately
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3 1.65%8784 Hangzhou_1f:bl:dcEroadcast ARF Gratuitous ARP for 10.137.118.6 [Reqiw
>
Epoch Time: 1335159805.249403000 5S¢  Expand A1l
[Time delta from previous captured Collapse A11
[Time delta from previous displayved . e colum
[Time since reference or first fran -
Frame Number: 10 . ar v i:te;:;:ma
Frame Length: 120 bytes (960 b1t§) Colorize with Filter 3 ... znd Selected
Capture Length: 120 bytes (950 bits  ar Selected
[Frame is marked: False] . and not Selected
[Frame is dgnored: False] .. or not Selected
[Protocols in frame: eth:11c:stp] Copy '
[Coloring Rule Mame: Broadcast] Export Selected Packst Bytes. ..
[Colorina Rule Strina: ethl0l & 11— L/
0000 Ol 80 c2 00 00 00 00 OF e2 07 fi @ "iki Frotocol Fage ...JEB
0010 03 00 00 03 02 &c B0 00 OO0 Of el @ Filter Field Reference K.
0020 00 Q0 80 00 00 Of e2 5B 04 6 B0  rrotocol Helo b e
0030 02 00 Of 00 00 00 00 40 30 30 3 Frotocol Freferences y 10fe?58
0040 30 34 66 36 00 QD DO OO OO QOO —— | .. ...,
0050 00 00 00 00 OO0 00 00 00 00 00 aq%i 6. P
0060 3c d4 b8 38 21 dB ab 26 de 62 8( hewen s >

0070 04 f6 00 00 0O 00 14 00

Bezolve Hame

O Abzolute time whens= | Packets: T29 Dizplayed: T29 Mariea o wrvppea—e Frofile: Default

The differences between the Prepare a Filter menu and the Apply as Filter menu are as
follows:

- After you choose Apply as Filter > Selected, the selected field is set as the filter
criterion directly and the data packets that meet the filter criterion are displayed
immediately.

- After you choose Prepare a Filter > Selected, the selected field is displayed in the
Filter text box but no filter is performed. You can modify the filter criterion as
required. After you click Apply, data packets that meet the filter criterion are
displayed, as shown in Figure 7-44.
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Figure 7-44 Preparing to set a field as a filter criterion

"4’ Marvell Yukon Ethernet Controller. (Nicrosoft’ s Packet Scheduler) - Wireshark
File Edit Yiew Go Capture jnalyze 3Statisties Telephomy Tools Help

B el EdX2ZE8 AT LI EE QQC0 #ERX B

Filter: eth sre == 00:0f:e2:07:£2: e v Expression... Clear  Apply

Ho. Time Source Destination Frotocol Info
1 0.000000 Hangzhou_07:fZ:eCSpanning-tree-(fcSTP MST. Root = 32768/0/00:0f:e2:58:04: ¢
2 0.888020 Hangzhou_20:b0:4eEroadcast ARP Gratuitous ARP for 10.137.118.% (Req.
3 1.65%8784 Hangzhou_1f:bl:dcEroadcast ARF Gratuitous ARP for 10.137.118.6 [Reqiw

?

Frame 10: 120 bytes on wire (960 bits), 120 bytes captured (960 bits)
= IEEE 802.3 Ethernet
Destination: Spanning-tree-{for
| Source: 0z xmd btres ;
Length: 106 Expand A11
Collapse All

-br

JdgesJ_00 {01:80:c2:00:00:00)
R e

Logical-Link Cont
= Spanning Tree Prc

Protocol Identi  Arply as Column {0x00007
Protocol wersio Apply as Filter v g Tree (33
EPDU Twpe: Rapi Frepare a Filter » Selected
EFDU f1 ags: 0x6 Colorize with Filter L4 Hot Selected
Root Identifier -+ and Selected
Root Path Cost: <o or Selected
Eridae Identifi vl nt Selected v
Copy . or mot Selecte =
0010 03 0O 00 03 O  Bwort Seucted Packet Bytes | 55 g5 L1, ] e 1%
0020 00 00 80 00 O g wiki Protocel Page 14 00 ....... Ko
o030 02 00 of oo O ) 35 3| L. @ 000fteZ5RB
0040 30 34 &6 36 (@ Filter Field Reference 00 00 04f6... . ...
0050 00 00 00 00 0 50028 L.l 6..P(
00&0 3c d4 b8 38 2 Protocol Preferences vy 22 58 <. .81..& .b..... #
0070 04 f6 00 00 L
O Source Hardware Adsr | P: v Disable Protocol... : 0 Profile: Default

7.7.4 Typical Scenario

SIP Protocol Analysis
This topic describes how to use the Wireshark to analyze SIP signaling.
After starting the Wireshark, enter sip in the Filter text box. Then all SIP signaling that passes
through the network adapter is filtered out.
Information in the Captured Packet List Window
Figure 7-45 shows the information in the captured packet list window.

®  Source address from which a signaling record is sent
IP address of the host that sends the signaling record
e  Destination address to which a signaling record is sent
e  Basic information about a signaling record
Whether the signaling is a request or a status message.

Figure 7-45 Information in the captured packet list window

Ho Time Source S0UrcE Address Destinstion Destinatiofonddresss. Basic Information
BE6 116.617758410.138.58.193 | (10,1539, 0.245] SIP (Request: REGISTER s1p:10.139.0.245:5070 ]
BBB 116.70222210.139.0.245 10.138.58.193 SIF Status: 200 OK (1 bindings)
1239 266, 75285810.138.58.193 10.139.0.245 SIP Request: REGISTER s_ip_: ]__O._I_I.39.(_).245:5070
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After a signaling record is selected, the protocol layer information about the signaling
record is displayed in the protocol layer description window.
Information in the Protocol Layer Description Window

Pay attention to the information at the application layer.

®  Physical layer

The first layer in the protocol layer description window is the physical layer, which
contains Frame Number and Packet Length, as shown in Figure 7-46.

Figure 7-46 Physical layer of the SIP protocol

Source

Protocol Info

5.6 10.138 93 0.139.0.245 R : REGISTER 51 0.139
BBE 116.70222210.139.0.,245 10.138.58.193 SIP Status: 200 OK (1 bindings)
1239 266.75285£10.138, 58,193 10.139.0.245 SIP Request: REGISTER sip:10.139.0.245:5070
1240 266.83198210.139.0.245 10.138.58.193 sIp Status: 200 OK (1 bindings)
1936 416.87306110.138, 58,193 10.139.0.245 SIP Request: REGISTER sip:10.139.0.245:5070
1937 416.94796¢10.139.,0,245 10.138.55.193 SIP Status: 200 OK (1 bindings) ¥

=|Frame 886: 782 bytes on wire (6256 bits), 782 bytes captured (6256 bits)
Arrival Time: Apr 23, 2012 15:4%:45.279789000 OOOOom
Epoch Time: 1335167145.279789000 seconds
[Time delta from previous captured frame: 0.834753000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 116.617782000 seconds]
Frame nNumber: BB6&
Frame Length: 782 bytes (6256 bits)
Capture Length: 782 bytes (6256 bits)
[Frame is marked: Falsze]
[Frame is ignored: False]
[Protocols in frame: eth:ip:udp:sip]
[Coloring Rule Mame: UDP]
[Coloring Rule String: udp]
= Ethernet IT, Src: HonHalPr_dZ:17:7f (00:1c:25:d2:17:7F), Dst: HuaweiTe_1f:71:2f (00:18:82:1f:71:2f)
= Destination: HuaweiTe_1f:71:2f (00:18:82:1f:71:2F)
Address: HuaweiTe_1f:71:2f (00:18:82:1f:71:2f)

e  Data link layer

The second layer in the protocol layer description window is the data link layer, which
contains the MAC address of the sender (Source), MAC address of the receiver
(Destination), and packet type (Type), as shown in Figure 7-47.

L] noTE

At the data link layer, ensure that the MAC addresses are correct. If the MAC addresses are incorrect,
the network device cannot send the packet to the expected destination address.
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Figure 7-47 Data link layer of the SIP protocol

Info
5 617 E . Request: REGISTER si .13
888 116.70222210.139.0.245 10.138.58.193 SIF Status: 200 OK (1 bindings)

Frotocol

.1 93

1239 266.75285810.138.58.193 10.139.0.245 SIP Reguest: REGISTER sip:10.139.0.245:5070
1240 266.83198:10.139.0,24% 10.138.58.193 SIP Status: 200 OK (1 bindings)

1936 416.87306110.138.58.193 10.139.0.245 SIP Reguest: REGISTER sip:10.139.0.245:5070
1937 416.94796510,139.0,24% 10.138.58.193 SIP Status: 200 0K {1 bindings) v

# Frame B86: 782 bytes on wire (6256 bits), 782 bytes captured (6256 bits)
=|Ethernet II, Src: HonHalPr_d2:17:7f (00:1c:25:d2:17:7f), Dst: HuaweiTe_1f:71:2f (00:18:82:1f:71:2F)
= Destination: HuaweiTe_1f:71:2f (00:15:82:1f:71:2f)
Address: HuaweiTe_1f:71:2f (00:18:82:1f:71:2f)
....... 0 ... vvvv wvnn vww. = IG bit: Individual address (unicast)
veve W00 Lo L e wees = LG bit: Globally unique address (factory default)
= Source: HonHaiPr_d2:17:7f (00:1c:25:d2:17:7F)
Address: HonHaiPr_dZ2:17:7f (00:1c:25:d2:17:7f)
....... 0 .... .eiv vvve vuv. = IG bit: Individual address {unicast)
ceve W00 Lo Ll e oee. = LG bit: Globally unique address (factory default)
Type: IP (0x0800)
® Internet Protocol, Src: 10.138.58.193 (10.138.55.193), Dst: 10.139.0.245% (10.139.0.245)
# User Datagram Protocol, Src Port: sip (5060), Dst Port: wtsas (5070)
# Session Initiation Protocol

®  Network layer

The third layer in the protocol layer description window is the network layer, which
contains the source IP address (Source), destination IP address (Destination), packet
length (Total length), and checksum (Header checksum), as shown in Figure 7-48.

Figure 7-48 Network layer of the SIP protocol

Frotocol  Info
st: REGISTER sip:10.

10.138.58.19

. SIP g

10.139.0.245 SIP Request: REGISTER sip:10.139.0.245:5070
1240 266.83198210.139.0.245 10.138.58.193 SIF Status: 200 OK (1 bindings)
1936 416.87306110.1368.58.193 10.139.0.245 SIF Reguest: REGISTER sip:10.139.0.245:5070
1937 416.94796¢10.135.0.245 10.138.58.193 SIF Status: 200 OK (1 bindings) ~

# Frame 8B86&: 782 bytes on wire (6256 bits), 782 bytes captured (6256 bits)
# Ethernet IT, Src: HonHaiPr_d2:17:7f (00:1c:25:d2:17:7f), Dst: HuaweiTe 1f:71:2f (00:18:82:1f:71:2F)
= Internet Frotocol, Src: 10.138.5%8.193 (10.138.58.193), Dst: 10.139.0.245 (10.139.0.245)
version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECM: 0x00)
Total Length: 768
Identification: Oxc&46 (50758)
Flags: Ox00
Fragment offset: 0
Time to liwe: 128
Protocol: UDP (17)
= Header checksum: 0x20dc [correct]
[Good: Truel
[Bad: False]
Source: 10.138.58.193 (10.138.58.193)
Destination: 10.139.0.245 (10.139.0.245)
# User Datagram Protocol, Src Fort: sip (50603, Dst Port: wtsas (50700
# Session Initiation Protocol v

)

)

At the network layer, check whether:

- The source IP address and destination address are correct.

- The length of a packet exceeds the maximum length allowed by a certain device.
®  Transport control layer

The fourth layer in the protocol layer description window is the transport control layer,
which contains Source port, Destination port, packet length (Length), and Checksum,
as shown in Figure 7-49.
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Figure 7-49 Transport control layer of the SIP protocol

Ho. Time Source Frotocol  Info

& 6177 10.138 E] BEE] 45 Request: REGISTER sip:10.139 245:5
888 116.702222 10.13%9.0.245 L138.58.193 SIF Status: 200 OK (1 bindings)
1239 266.752858 10.138.56.193 10.139.0.245 SIP Reguest: REGISTER sip:10.139.0.245:5070
1240 266.831982 10.139.0.245 10.138.58.193 SIF Status: 200 Ok (1 bindings)
1936 416.873061 10.138.58.193 10.139.0.245 SIF Reguest: REGISTER sip:10.139.0.245:5070
1937 416.947969 10.139.0.245 10.138.58.193 SIP Status: 200 0K (1 kindings) ~

>

# Frame 886: 782 bytes on wire (6256 bits), 782 bytes captured (6256 hits)
® Ethernet II, Src: HonHaiPr_d2:17:7f (00:1c:25:d2:17:7f), Dst: HuaweiTe _1f:71:2f (00:18:82:1f:71:2f)
# Internet Protocol, Src: 10.138.58.193 (10.138.58.193), Dst: 10.139.0.245% (10.139.0.245)
=|User Datagram Protocol, Src Port: sip (5060), Dst Port: wtsas (5070)
Source port: sip (50602
Destination port: wtsas (50700
Length: 748
= Checksum: 0x2b8d [walidation disabled]
[Good Checksum: False]
[Bad Checksum: False]
® Session Initiation Protocol

At the transport control layer, check whether:
- The destination port is correct.

- The application process port is correct.

- The checksum information is correct.

The network adapters of certain devices may calculate the checksum of the User
Datagram Protocol (UDP) layer. If the checksum is incorrect, the network adapter of
the device may discard the packet.

e  Application layer

The fifth layer in the protocol layer description window is the application layer, which
contains the SIP protocol details.

The signaling record consists of Request-Line and Message Header. If a message
includes a message body, Message Body is also included, as shown in Figure 7-50.

Figure 7-50 Request messages at the application layer of the SIP protocol

Destination Protocol |Info
? 10, 193 10.139.0.245 SIP Re st: REGISTER sip:10.139.0.245:5070
10.139.0.245 Status:

10.138.58.193 200 0K (1 bindings)
1239 266.752858 10.138.58.193 10.139.0.245 SIF Request: REGISTER sip:10.139.0.245:5070
1240 266.831982 10.139.0.245 10.138.58.193 SIP Status: 200 Ok (1 bindings)
15936 416.5873061 10.135.558.193 10.139.0.245 SIF Request: REGISTER sip:10.139.0.245:5070
1937 416.947969 10.139.0.245 10.138.58.193 SIF Status: 200 OK (1 bindings) w

# Frame 886: 782 bytes on wire (6256 bits), 782 bytes captured (6256 bits)

® Ethernet II, Src: HonHaiPFr_d2:17:7f (00:1c:25:d2:17:7f), Dst: HuaweiTe_1f:71:2f (00:1B:82:1f:71:2F)
# Internet Protocol, Src: 10.138.58.193 (10.138.58.193), Dst: 10.139.0.245 (10.139.0.245)

# User Datagram Protocol, Src Port: sip (S060). Dst Port: wtsas (5070)

=[Session Initiation Frotocol

# Request-Line: REGISTER sip:10.139.0.245:5070 SIP/2.0
# Message Header

The message header information can be used to locate faults, as shown in Figure 7-51.
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Figure 7-51 Message header information

Protocol

0.139.0 ] 5 € ezt: REGISTER 0.139.0

BEE 116.702222 10.139.0.245 10.138.58.19 SIP Status: 200 oK 1 bindings)

1239 266.752858 10.138.58.193 10,139.0.245 SIP Reguest: REGISTER =ip:10.139.0.245:5070
1240 266.831952 10.139.0.245 10.135.58.193 SIP Status: 200 OK (1 bindings)

1936 416.873061 10.138.58.193 10.139.0.245 SIP Reguest: REGISTER sip:10.139.0.245:5070
1937 416.947969 10.139.0.245% 10.138.58.193 SIP Status: 200 OK {1 bindings) v

# Frame 886: 782 bytes on wire (6256 bits), 782 bytes captured (6256 bits)
® Ethernet II, Src: HonHaiPr_d2:17:7f (00:1c:25:d2:17:7f), Dst: HuaweiTe_1f:71:2f (00:1B:82:1f:71:2f)
# Internet Protocol, Src: 10.138.58.193 (10.138.58.193), Dst: 10.139.0.245 (10.139.0.245)
# User Datagram Protocol, Src Fort: sip (5060), Dst Port: wtsas (5070)
= Sessjon Initiation Frotocol
# Request-Line: REGISTER sip:10.139.0.245:5070 SIP/2.0
= Message Header
®[To: <5ip:6292010@10.139.0.245:5070> [ Logiral receiver of the request
E[From: <sip:G2d20l0@10, 139.0.245: 507 0>; tag=dcItecs0 [+ Source address of the requesi
via: STP/2.0/UDP 10.138.58.193:5060;branch=29hG4bK-d87543-f737el4d0eb9efsf-1--dB87543-; rport
[Call-I0: OwUIMTkowN]c3Y¥mMZHNTERODAZNMEZY2RTZJEONTZmnMzk Ja——— Session ID
® CSeq: 165 REGISTER
® Contact: <sip:10.138.58.193:5060>
Expires: 300
Max-Forwards: 70
Allow: THNVITE, ACK, CANCEL, OPTIONS, EYE, UPDATE, INFO, PRACK, NOTIFY, MESSAGE, SUBSCRIEE
Supported: path, 100rel, precondition

|user-Agent: FstUC wl1.0 |s#——————— Information ahout the UAC that initiates the request
® Authorization: Digest username="6292010",realm="imstest.com",nonce="AG1FhNEOGSWG+FRCABY021Ldbedlk
Content-Length: 0 ~

¥

In the message header, pay attention to the following information:
- Call-ID

Unique identifier of a group of messages. The requests and responses of a UA in a
session share the same Call-ID. Therefore, you can obtain the information about the
requests and responses of a session by querying the Call-ID.

Right-click a Call-1D to be queried, and then choose Apply as Filter > Selected, as
shown in Figure 7-52.

Figure 7-52 Filtering a Call-ID out

Frame 886: 782 bytes on wire (6256 bits), 782 bytes captured (6256 hits)
Ethernet II, Src: HonHaiPr_d2:17:7f (00:1c:25:d2:17:7F), Dst: HuaweiTe_1f:71:2f (00:18:82:1f:71:2F)
Internet Protocol, Src: 10.138.58.193 (10.138.58.193), Dst: 10.139.0.245% (10.139.0.245)
User Datagram Protocol, Src Fort: sip (5060), Dst Fort: wtsas (5070)
Session Initiation Protocol
# Request-Line: REGISTER =ip:10.139.0.245:5070 SIF/2.0
= Message Header
#H To: <sip:6292010@10.139.0.245:5070>
# From: <sip:6292010@10.139.0.245:5070x; tag=dc3fecrO
#via:r SIP/2.0/UDP 10.138.58.193:5060;branch=2z9hG4bK-dB7543-F737e14d0e69ef5f-1--d37543-; rport
Call-I0: OwWU3IMT 2hio
CSeq: 165 REGISTER Expand A1l
Contact: <sip:10.138.58.193:50  Collapse A1l
Expires: 300
Max-Forwards: 70

U E ® E

n

+

hpply as Column

Allow: TNVITE, ACK, CANCEL, OFj__Jeply sz Filter . [ MreT e UBSCRIEE
Supported: path, 100reT, preco e 3 Hot Selerted
User-Agent: FstuUC v1.0 and Selected
# Authorization: Digest USErname Follow UIF Stream o Selected HFpCABYD2 T Ldbeon
Content-Length: 0 and not Selected hd
or not Selected ¥

Coow 3

Then the signaling records that share the same Call-ID are displayed in the captured
packet list window. The Call-ID that is filtered out is displayed in the Filter text box
on the toolbar, as shown in Figure 7-53.
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Figure 7-53 Value of Filter on the toolbar

Filter: |=zip. Call-ID == “OHUSMTlwH;jc3ImMZHTELODAZHmEZ V2RI Z jEON jZmM z1e. ©

- From
Source address of the request.
- To
Logical receiver of the request.
- User-Agent
Information about the User Agent Client (UAC) that initiates the request.

If the value of User-Agent is Conf-serv/3GPP, the request is initiated by a personal
computer (PC).

SOAP Protocol Analysis

This topic describes how to use the Wireshark to analyze SOAP packets.

Background
To capture a Simple Object Access Protocol (SOAP) packet, pay attention to the following
information:
®  Capture the packet on the AS.
- Install the Wireshark of the Linux operating system on the AS.
- After capturing a SOAP packet using a command on the AS, use the Wireshark to
analyze the captured SOAP packet on the Windows host.
tcpdump -i ethO(actual network adapter name) -w Packet name -s 1200
e  After choosing Capture > Options to set parameters, do not enter any information in the
Capture Filter text box.
e  Enter http in the Filter text box when capturing SOAP packets, as shown in Figure 7-54.
Figure 7-54 Filter criteria
Filter: htip -
After capturing the SOAP packet is completed, the Hypertext Transfer Protocol (HTTP)
signaling that passes through the network adapter with the IP address of the host is
displayed, as shown in Figure 7-55.
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Figure 7-55 Filtered HTTP signaling

No.  Time Source Destination Protocol Info
37 17:27:50 192.168.20.3 192.168.20.113 HTTP HTTR,/1.1 100 Continue
40 17:27:50 192.168.20.3 192.168.20.113 HTTP/XML HTTP,/1.1 200 OK

66 17:27:55 192.168.20.3 192.168.20.113 0 Continue

74 17:27:56  192.168.20.3 102.168.20.113 HTTR,/XML

Request message Response message

To query signaling details, proceed as follows:
Right-click the signaling to be queried.

2. Choose Show Packet in New Window from the shortcut menu. A dialog box is
displayed, containing the signaling details.

Protocol Analysis

A SOAP message includes HTPP and Extensible Markup Language (XML) messages. Pay
attention to the contents at the following layers in the red box, as shown in Figure 7-56.

Figure 7-56 Protocol layers that you need to pay attention to

# Frame 68: 684 bytes on wire (5472 bits), 684 bytes captured (5472 bits)

% Ethernet II, Src: 70:7b:e8:cl:cf:bf (70:7b:e8:cl:cf:bf), Dst: 3c:d9:2b:5b:dc:f4 (3c:d9:2b:5b:dc:f4)

# Internet Protocol, src: 192.168.20.3 (192.168.20.3), Dst: 192.168.20.113 (192.168.20.113)

% Transmission Control Protocol, Src Port: http-alt (8080), Dst Port: 58712 (58712), Seq: 1946, Ack: 1325, Len: 630

#[Hypertext Transfer Protocol j#———— HTTP messages
7 [eXtensible Markup Language | XML

® HTTP messages

An HTTP message contains the name and operation of a SOAP request, as shown in
Figure 7-57 and Figure 7-58.

You must pay attention to the method name in the request and the response code in the
response.

Figure 7-57 HTTP request

= Hypertext Transfer Protocol
-/[posT /sMu/sMu.do HTTP/1.1%r\n |*——— Reguest name
-l [Expert Info (Chat/Sequence): POST /SMU/SMU.do HTTP/1.1%\r‘n]
[Message: POST /sMu/sMU.do HTTP/1.1%r%n]
[severity level: chat]
[Group: sequence]
rRequest Method: POST
Request URI: /SMU/SMU.do
Request Version: HTTP/1.1
Authorization: Digest username="",realm="",nonce="",uri="/sMu/sMu.do",opaque="",cnonce="",qop="",nc=""
Accept: application/xmlrn
Content-Type: application/xmlirin
Host: 192.168.20.3:8080%r"\n
- Content-Length: 314%r‘n
[content length: 314]
Expect: 100-continueirin

\r\n
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Figure 7-58 HTTP response

=l Hypertext Transfer Protocol
=[ HTTP/1.1 200 oK\r’\n |s——— HTTP response codes
= [Expert Info (Chat/Sequence): HTTP/1.1 200 ok\rin]
[Message: HTTP/1.1 200 okK\r'n]
[severity level: Chat]
[Group: sequence]
Request Version: HTTP,/1.1
Response Code: 200
server: Apache-Coyote/1.1%r'\n
Content-Type: Text/xml;charset=utf-84rin
E Content-Length: 488\rn
[Content length: 488]
Date: Mon, 23 Apr 2012 09:23:59 GMTA\r\n
My

# extensible Markup Language

® XML messages
An XML messages contains a message type and a message content.
- MSG_TYPE presents a message type declaration.
- CV_CONTENT presents a message content declaration.
Figure 7-59shows the XML messages in a request for a login in scene.
Figure 7-60shows the XML messages in a response for a login in scene.

Figure 7-59 XML messages in a request for a login in scene

= extensible Markup Language
= <?xm]
version="1.0"
encoding="uTF-8"
=
[El <MESSAGE>
[ <VERSION>
2.0
</VERSION>
[ <CV_HEADER=
B <MSG_TYPE>
| MSG_GET_ORG_INFO_REQ[#———— Request message
</MSG_TYPE>
Bl <MSG_SEQ>
2
</MSG_SEQ>
</CV_HEADER>
= Content of XML message
Bl <LOGIN_INFO>
B <LOGIN_ID>
e7a1d47a98b54a8390634d04a9e97c77
</LOGIN_ID>
</LOGIN_INFO>
Bl <ORG_INFO>
[l <ORG_CODE>
0000
</ORG_CODE>
</ORG_INFO>
</CV_CONTENT>
</MESSAGE>

Issue 01 (2012-06-20) Huawei Proprietary and Confidential 204
Copyright © Huawei Technologies Co., Ltd.



Huawei IP Phone eSpace
7810&7820&7830&7850&7870&7803X
Administrator Guide 7 Appendix

Figure 7-60 XML messages in a response for a login in scene

= extensible Markup Language
B <?xm]
version="1.0"
encoding="UTF-8"
>
[ =MESSAGE>
E =VERSION=
2.0
< /VERSION>
= =CV_HEADER:
= =M5G_TYPE>
MSG_GET_ORG_INFO_RSP
</MSG_TYPE>
<MSG_SEQ>
</CV_HEADER>

=i Content of XML message

=] rR_ESULT_CODE>-
" fl——— Operation resulis
</RESULT_CODE>
= <ORG_INFO> .
= <ORG_CODE>
Qo000
</0RG_CODE>
<PARENT_ORG_CODE>
<0ORG_NAME>
<ORG_TYPE>
<0ORG_DESC>
<DOMATIN_NAME>
<MU_POP_ID>
<MU_POP_NAME>
<DCG_POP_ID/ >
<DCG_POP_NAME /=
</ORG_INFO=>
</CV_CONTENT>
</MESSAGE>

EEEEEEE

7.7.5 Common Tips

Changing the Time Display Mode

A CAUTION

The absolute time generated after the gateway GPRS support node (GGSN) users use the
tmf2cap to convert .tmf files to .cap files may be incorrect. You can use the relative time to
view the packet delay information.

Generally, data packets are displayed by relative time in the program, which is the interval
between a subsequent packet and the initial packet.

You can choose View > Time Display Format to change the time display mode.
The Time Display Format menu contains four options, as shown in Figure 7-61.

e  Time of Day: for example, 18:23:01.852876.
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e Date and Time of a Day
®  Seconds Since Beginning of Capture

®  Seconds Since Previous Captured Packet, which is used for viewing the time delay
between packets.

Figure 7-61 Changing the time display mode

i’ Marvell Yukon Ethernet Controller. (Nicrosoft’ s Packet Scheduler) - Wireshark

File Edit QBTN Go Capture Analyze Statisties Telephony Tools Help
B @ @ v Wain Toclbar T ELIEE QA bFEMmsx| 8
v Filter Toolbar
Filt - E ion. .. (1 Appl,
el Hireless Toolbar =k il L
Ho. Tine|  Seatusbar n i Protocol Info
. 2 o] 3 CH * 1
24 5.2 v Facket List p.255.250 SSDR M-SEARCH * HTTR/1.1
34 8.2 v Packet Details p. 255,250 SSOP M-SEARCH * HTTR/1.1
3911, , pachet Bytes p. 2550250 SSDF M-SEARCH * HTTR/1.1
407 42. i P55 25N SSnR M-SEARCH * HTTR/1 1
411 45| Time Display Format Date and Time of Day:  1970-01-01 01:02:03. 123458 Ctrltilttl
427 45,  Hame Resolution ' Time of Day:  01:02:03. 123458 Ctrl+Aleds v
v Colorize Packet List .
Seconds Since Epoch (1970-01-01): 1234567590, 123456 Ctrl+Alt+3
1 ¥ Auto Scroll in Live Capture
Frame | » Seconds Since Beginning of Capture: 123. 123456 Ctrltalt+d
Etherny @ zeom In Ctrltt Seconds Sinee Previous Captured Packet: 1. 123458 Cirltaless 7
Intern: o zom gut Ctrlt- Seconds Since Previous Displayed Facket: 1123458 Cerl+hleds
User D. (@), Hormal Size Cirl+=
Hypert: ® hutomatic (File Format Precizion)
[F] Resize A1l Colunns Shift+Cirl+R
. Seconds: O
Displayed Colunns 3 5
Decizeconds: 0.1
o000 01 . .
0010 00|  Expand A1 Cirl+hight Centiseconds:  0.12
oozo ff Collapse ALl CtrltLeft Willizeconds: 0,123
0030 43 : .
o040 6F Colorize Conwversation 4 Wicroseconds: 0 123456
Q050 32 Hanoseconds: 0. 123456759
0060 33| ™ Coloring Rules...
0070 67 Display Seconds with howrs and minmtes Ctrl+Alt40
00O 74|  Show Facket in Hew Hindox 63 65 3a 31  tGateway Device:l
0090  0Od| & Belead Cultk |64 69 73 63 ..Man:"s sdp:disc
00a0 6f vo oy vz zz wo ud a0 35 34 33 vg Oa Od Oa over'. .M x:3.. .. 9
O File: “C:\DOCUME™1--- | Packets: 4403 Displayed: 237 Marked: 0 Iropped: O Profile: Default

Loading the Custom Format Library

You can download or customize a format library for an application protocol that cannot be
parsed by the Wireshark, and then load the format library to the Wireshark. Then the
Wireshark can parse the application protocol, as shown in Figure 7-62.

For example, after you decompress the libxml2.rar file and copy the .dll file in the
decompressed directory to the Wireshark installation directory, the Wireshark can parse the
diameter protocol. The default Wireshark installation path is C:\Program Files\Wireshark.
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Figure 7-62 Parsed diameter protocol after the diameter format library is loaded
i Time source Destination Protocol Info
L 02:05:26.440 152.1.4.55 152.2.170.1 GTP Create PDP context reguest
2 02:05:26.4%5 152.2.170.1 152.1.4.55 GTP Create PDP context response
E 26,521 192.2.170.2 102.1 Ox00000110-Request app=Ur
1 02:05:26.634 152.1.4.55 152.2.170.2  TCP 3868 > 10020 [Ack] Seq=0 Ack-
5 02:05:26.641 192.2.170.2 192.1.4.55 TCP [Continuation to #3] 10020 >
I: M AL T8 FEMA TRT 1 A4 B fa W ek I By et i |

A amat an Cmadd SAAEANTT T A Amcuwene ame ikl

B

Frame 3 €366 bytes on wire, 566 bytes captured)
Ethernet II, Src: HuaweiTe_Se:2b:02 (00:e0:fc:Se:2b:020, Dst: 00:19:21:ha:3cC:
| Internet Protocol, Sror 192.2.170.2 (192.2.170.20), Dst: 192.1.4.55 (192.1.4.5

# Transmission Control Protocol, src Port: 10020 (100200, Dst Port: 3868 (3868)
= Diameter Protocol

version: Ox0l
Length: 784
| Flags: OxB0 (Reguest)
Command Code: Cmd-0x00000110-Request
application-Id: Unknown
Hop-by—Hop Identifier: 0x1f500004
End-to-End Identifier: 0xa&f50004
[short Frame: Diameter]

+ =

[+

Customizing the Non-Standard Port Applications

The Wireshark cannot identify the type of an application protocol that uses a non-standard
port. Users can customize a protocol for parsing the non-standard port application protocol.

1. If the HTTP application has been enabled on port 1031 in an office, select the data
packet on port 1031.

2. Choose Analyze > Decode As..., as shown in Figure 7-63.
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Figure 7-63 Decode As

il ARP. pcap — Wireshark E|E|E|
File Edit View Go Capture WAEREEN Statistics Telephony Iools Help
B & @ 8 @ | = @ [0 Dislay Filters. . 5l Q@ F| WkEmx B
Display Filter Macros.
Filter sion... Clear  Apply
i rotocol Info ]
10 Source port: fjitsuappmgr =
2 0.349452 10.13 MENS Mame query NE WPAD<OO>
Enabled F 1s. .. Shi fH+CLr1+E
30.514447 10,13zl Freteecls ki M-SEARCH * HTTP/1.1
4 1.620823 : — Gratuitous ARP for 10.137.11
5 1.647381 Hangz G User Specified Decodes. .. ETP MST. Root = 32768/0/00:0f:e2
6 2.228820 Hangz DxS9001 Ethernet II
7 3.467227 10.13 Follow UDF Siream BROWSER.  Host Announcement TOO1504614 «
| >
® Frame 1: 107 bytes ¢ Expert Info ] wred (856 bits)
® Ethernet II, Src: Hg ¢ Eeeert Info Lomposite '), Dst: HuaweiTe_1f:71:2f (00:18:82:1f
® Internet Protocel, g  Comversation Filter ', Dst: 10.70.115.216 (10.70.115.216)

® User Datagram Protocol, Src Fort: fjitéuappmgr (24253, Dst Port: fiitsuappmgr (2425)
® Data (65 bytes)

¥
0000 00 18 82 1f 71 2f 00 1c 2% d2 17 7f 0B 00 45 00 T S E.
0010 00 5d 1d 7f 00 00 B8O 11 59 aB 0a 8a 3a cl Da 46 P Yo..i. . F
0020 73 ds 09 79 09 79 00 49 cf 9 31 5f 6c 62 74 34 sy I L 1 Thtd
0030 5F 35 34 23 31 33 31 23 30 30 31 43 32 35 44 32 _54%131# 00102502
0040 31 37 37 46 23 30 23 30 23 30 3a 31 33 33 34 39 177F#0#0 #0:13349
0050 33 39 39 33 30 3a 7a 4b 46 36 37 37 3% 34 3a 4d 39930: 2K FE7754:M
0060 34 31 32 33 38 3a 31 32 32 3a 00 41238:12 2:.
O File: “C:‘Document== | Packets: 407 Displayed: 407 Marked: 0 Load time: 0:00. 468 Frofile: Default
You must choose Analyze > Decode As and select a protocol each time when you start the
Wireshark to parse a non-standard port application protocol.
3. Select an application protocol, and then click Apply, as shown in Figure 7-64.
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Figure 7-64 Customizing a protocol for parsing the non-standard port application protocol

4! Wireshark: Decode As Q@@

iLinl«LNetworkj Transport )

W 223 2
® Decode H.223 (Bitswapped)
H. 245
H.501
H248 -
TCP | source (1031) ¥ | port(s) as |[fV8N3
O Do not decode = ICAP
iFCF
INAFP
rPIC
| Clear | IRC bl

5 (e ][]

4. Click OK.

Splitting and Merging Result Files
1. Splitaresult file.
Choose File > save as, and then split a result file, as shown in Figure 7-65.

- Use the filter to display the information that you want to save as files separately, and
then choose displayed in the Packet Range area.

- ChooseRange, and then enter a number range, for example 1-1038. Then packets
numbered from 1 to 1038 are saved as a file.
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Figure 7-65 Save file as

Wireshark: Save file as @

Save in: |1E'| My Documents j 5 E5-
E uﬁM‘y‘ Music
= uﬂMy Pickures

My Recent =) visual Studio Projects
Documents

?_[T
Dezkiop
ky Documents

48

A

p Computer
“-:’] File: narne: | test. cap j Save |
by Metwork Save as lype: |W|reshark.-"h:pdump.-"... - libpzap [F.poap.® cap) j Cancel
Places
Help

Packet Range
(" Captured ™ Dizplayed

" Al packets 39
" Selected packet 1
~
~
{* Range: ||-1038 39

2. Merge aresult file.
Choose File > Merge.
The system prompts you to save the result file before merging it.
- Enter the name of the result file to be merged, and then click Save.
- Select the file to which you will merge the result file, and then click Open.

Displaying Traffic Waveform Chart

The Wireshark can generate traffic waveform charts based on the captured data packets. You
can set filter criteria to display the waveform charts of certain protocol traffic or user traffic in
a certain period.

Choose Statistics > 10 Graphs. The Wireshark 10 Graphs dialog box is displayed, as
shown in Figure 7-66.
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Figure 7-66 Wireshark 10 Graphs

% Wireshark 10 Graphs: wap service.cap

Graphs X Axis

[Gr.ph ]]Color [leler:] Style: Line ¥  Tick interval:| 1 sec v

[iGraph 21 Color {!xlter ] tep Style: | Line v Pixzels per tick 5 &

[Gragh 3} [Eilter: | Style: Line v | [JYiev as time of day

[Graph 4)Color [Eilter: | Style: Line w T Axis

[Gr‘ph SJ [!iltar J Style: Line v Unit: Z_“_keun’Ck 3
; Scale Auto v

I| Help Copy ' Save l Close

By default, all traffic waveform charts are displayed. After you set the filter criteria in the
filter, only traffic waveform charts that meet the filter criteria are displayed.

Calculating the Packet Traffic
The following describes the common method for calculating the packet traffic.

When receiving a request for calculating the packet traffic, you must verify that the extended
field statistics in the Call Detail Records (CDRs) are correct.

®  Choose Statistics > Conversations in the Wireshark.
The Conversations page is displayed, as shown in Figure 7-67.
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Figure 7-67 Conversations

7 Conversations: Narvell Yukon Ethernet Controller. (Nicrosoft’s Packet Scheduler) g@§|

Ethernet: 33 IF+4: 26 UDF: 30
TCP Conwersations

Address & 4 Port & A Addresz B 4 Fort B 4 FPacketzs 4 EBytes 4 Fackets A-3F 4 Bytes A-3E 4 Packets A<-F 4

192.168.230.8 192168162144 12 1 116 7 614 5

192.168.230.8 192168162144 22 |5 TiE 1z 4 045 10

192.168.230.8 1892.168.162.144 12 1 116 7 614 5

192.168.230.8 192.168.162.144 12 1 443 7 961 5

1892.168.230.8 192168162144 23 10 234 12 3 38 11

221.130.45.236 [B502 192168162144 15 |3 212 | 2 206 B
»

Hame resolution []Limit to display filter

Help ] ’ Copy Follow Stream ] [ Close

In the basic packet information, such as all types of packets generated during mobile
phone conversions, the TCP and UDP tab pages are displayed. On the TCP tab page, the
following columns are included: Address A, Port A, Address B, Port B, Bytes, Bytes
A->B, and Bytes A<-B.

On the TCP and UDP tab pages shown in Figure 7-67, packets that have same address
but different port numbers are displayed in different columns but are calculated together.

®  Choose Statistics > Summary to calculate the total packet bytes. Before calculating the
total packet bytes, ensure that the filter criteria are set.

After the preceding packet length is calculated, subtract 14 bytes (layer 2 information)
and packet encapsulation added to the original packets by GGSN or Serving GPRS
Support Node (SGSN), such as generic routing encapsulation (GRE) or GPRS tunneling
protocol (GTP) encapsulation. The various encapsulation lengths are as follows:

- GTP VO header 20 bytes
GTP V1 header: The fixed part is 8 bytes and the common part is 12 bytes.
- UDP header
8 bytes
- IP header
20 bytes
- GRE header
4 bytes

The window for parsing packets in the Wireshark includes:

®  Upper part: area for obtaining packet serial numbers
®  Middle part: area for parsing the selected packet
®  Lower part: area for displaying the original code streams for the selected packet

In the Wireshark, you can enter filter criteria in the Filter text box shown in Figure 7-68; the
packets that meet the filter criteria are displayed.

Issue 01 (2012-06-20) Huawei Proprietary and Confidential 212
Copyright © Huawei Technologies Co., Ltd.



Huawei IP Phone eSpace

7810&7820&7830&7850&7870&7803X

Administrator Guide

7 Appendix

Figure 7-68 Parsing packets in the Wireshark

Filter:

Hu.
143
144
145
146
147
145
149
150
151
152
157
158

¥ OF

<

0000
0010
0020
0030

Arc oA

(0)| File: "C:\DOCUME™1---

Time

&4 .

Source

10.138.58.193
.98.48.49
.138.58.193
.138.58.193
.98.48.49
.138.558.193
.95.48.49
.138.55.193
.98.46.49
.138.58.193
.138.58.193
.138.58.193

SN AN An

00B440
&4.009504
&4.009553
&4.009977
&4.010686
&4.010910
64.011683
£4.012360
£4.013291
54.013325%
64.118290
&4.118309

A4 oAns

00 1c 25 d2 17 7f 00 18
00 28 29 b4 40 00 7c 06
Ja ¢l 04 01 0% 13 70 58
fo aa fa 6a 00 00 00 QO

* Expression. ..

Dlestination

10.95.45.49
.138.58.193
.98.485.49
.98.48.49
L138.58.193
.98.45.49
.138.58.193
.95.45.49
.138.58.193
.98.48.49
.95.48.49
.98.485.49

400 rao a7

82 1f 71 2f 08 00 45 00
55 3e Da 62 30 31 Da 8a
b7 8f 72 ef 94 f5 50 10
00 00 00 00

Packets: 510 Displayed: 283 Marked: O Dropped: 0O

Clear Apply

Frotocol Info

TCP Tpcp > epmap [SvN] St
TCP epmap > lpcp [SYM, Al
TCP Tpcp > epmap [ACK] Se
DCERPC Bind: call_id: 1 EPM:
DCERPC Bind_ack: call_id: 1
EFM Map reguest

EFM Map response

TCP hp-sci > blackjack [
TCP blackjack » hp-sci [
TCP hp-sci » blackjack [
TCP [TCP segment of a re:
DCERPC d: 1 DRS

-

Bind: call_i

b — o8

>

Frame 504: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
Ethernet II, Src: HuaweiTe_1f:71:2f (00:18:82:1f:71:2f), Dst: HonHaiPr_d2:17:7f (00:
Internet Protocol, Src: 10.98.48.49 {10.98.48.49), Dst: 10.138.58.193 (10.138.58.193
Transmission Control Protocol, Src Port: blackjack (1025), Dst Fort: hp-sci

..... ..qf. . E.
Ux.b01..
R P S

Frofile: Default

(1299),

W

>

For example, to query the packets that are sent from or to the IP address 10.0.0.1, enter
ip.addr==10.0.0.1 in the Filter text box shown in Figure 7-68, and then click Apply. The
packets that are sent from or to the IP address 10.0.0.1 are displayed, as shown Figure 7-69.

Figure 7-69 Filtering out the captured packets

Filter:
Ha. .
444
445

494
495

504
505

¥ F F

Time

446 75.
447 75.
491 94,

496 94.
497 94.

506 94.

ip. addr==10.98. 48, 49|

Source

10.95.45.49
.138.55.193
.98.46.49
.138.58.193
.138.58.193
.138.58.193
.98.48.49
.98.48.49
L138.58.193
L98.48.49
.98.48.49
.138.558.193

667144
667579
665345
568363
301222
301519
302037
302063
302078
302316
302322
302328

75.
75

94.
94.

94 .
94.

* Exprezzion. ..

Destination

.138.58.193
.95.45.49
.138.58.193
.98.48.49
.958.48.49
.98.485.49
.138.58.193
L138.58.193
.98.48.49
L138.58.193
.138.58.193
.95.45.49

Frotocol

SMEB
TCF
TCF
TCF
TCP
TCP
TCP
TCP
TCP
TCF
TCP
TCP

Clear Apply

Info
PR e o g

Tree Disconnect Resp
jtag-server » micros:
microsoft-ds » jtag-:
jtag-server » micros:
Tpcp > epmap [FIM, A
hp-sci » blackjack [
epmap > Ipcp [ACK] Se
epmap > Ipcp [FINM, Al
Tpcp » epmap [ACK] S:
blackjack » hp-sci [
blackjack » hp-sci [
hp-sci = blackjack [

>

Frame 504: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
Ethernet II, Src: HuaweiTe_1f:71:2f (00:18:82:1f:71:2f), Dst: HonHaiRr_d2:17:7f (00:

Internet Protocol, Src: 10.98.48.49 (10.98.48.49), Dst: 10.138.58.193 (10.138.58.193
Transmission Control Protocol, Src Port: blackjack (102%), Dst Port: hp-sci (12997, !
3 >
0000 00 1c 25 d2 17 7f 00 18 82 1f 71 2f 08 00 45 00 CLEL L. .q/. .E.
0010 00 28 29 b4 40 00 7c 06 5% 3e Oa 62 30 31 Oa Ba LO.@ . Usobod. .
0020 3a <1 04 01 0% 13 70 58 b7 8fF 72 f 94 f5 50 10 :..... g o..r.L P
0030 fc aa fa 6a 00 00 00 00 00 00 00 QOO0 I
O File: "C:\DOCUME™1--- | Packets: 510 Displayed: 111 Marked: 0 Dropped: O Profile: Defanlt
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Using the RTP to Analyze 2833 Packets

To use the RTP to analyze 2833 packets, proceed as follows:

1.
2.
3.

Figure 7-70 RTP information
Liter ipevent 5

Use the Wireshark to open the bearer network port captured file in .pcap or .cap format.
Enter (rtp) && (rtp.p_type > 34) or rtpevent in the Filter text box.
Press Enter.
All files that are transferred using RFC 2833 in the captured information are filtered out,

as shown in Figure 7-70.
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RYP EVEN Payload typa=TP Event,
RYP EVEN Payload Typa=RTP gvent,
RYP EVEN Payload Type=RTP Event,
RYP EVEN Payload Ttype=RTP Event,

gunuue
MO M o
NNNNNNSOOO S
ase
N~

qnmn-nssggggigigzg
Pom

i

faRddRdidaTaRanaRaRaRiaai
T

§8555%
L

HH

2833 packets use the sampling mode to send a number for multiple times. Numbers are
separated by RTP packets whose Event is TRUE, as shown in Figure 7-71. The
procedure for sending the number 6 is used as an example.

- The message "End of Event: False™ in the packet parsing area indicates that the

number 6 has not been sent completely.
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Figure 7-71 Message "End of Event: False"

Lilter: ripevest v Exprezsien .. (lewr foply
¥ Tine Searce Dextinstica Protecel  Infe
1315 29.287904  10.185.164.73 10.155.164,136 ‘RTP EVEN Payload Typa=RTP Event, OTMF Six 6
8320 2’-’32“’0 10.185.164.73 3.0.1.5-1“ m ATP EVEN Payload typ Event, OTMF Six 6
= 3332 29.43‘052 10.185.164.73 ':ao.us.m.ne RBTP EVEN P, TYPR=RTP « OTMF S1x 6 (end)
1337 29.463519 10.185.164.73 . 185,164,136 RYP CEVEN Payload TypesRTP Event, OTMF Six 6 &I X
1340 29.493377 10.185.164.73 10.185.164.136 RTP EVEN Payload TypesRTP Event, OTMF Six 6 (end)
1360 29.687363  10.185,164.73 10.185.164.136 RTP GVEN Payload typesRTP Event, OTMF Two 2
1363 29.713580 10.185.164.73 10.185.164.136 RTP GVEN Payload types-RTP Event, OTMF Two 2
1367 29.743596  10.185.164.73 10.3185.164.136 RTP GVEN Payload types=RTP Event, OTMF Two 2 s
373 29. 10.185.164.73 10.285.164.136 ATP CVEN Payload TypesRTP Event, OTMF Two 2
1378 29.823%47  10.185.164.73 10.285.164.136 RTP CVEN Payload TypesRTP Event, OTMF Two 2 ¥
1383 29.863576 10.185.164.73 10.285.164.136 ATP CVEN Payload typasRTP Event, OTMF Two 2 2
2446 30.463M6  10.185.164.73 10.185.164.136 RTP GVEN Payload type=RTP Event, OYTMF 2ero 0
1450 30.504862 10.185.164.73 .185.164, RTP GVEN Payload typesRTP Event, OTMF 2Zero O
1454 30.534876 10.185.164.73 10.185.164.136 RTP GVEN Payload typesRTP Event, OTMF 2ero O
1459 30. 10.185.164.73 .164.136 RTP CVEN Payload typesRTP Gvent, OTMF 2ero O
1463 30.613524 10.185.164.73 10.185.164.136 RTP CVEN Payload typesRTP Event, OTMF 2ero O
1467 30.643572  10.185.164.73 10.185.164.136 RTP GVEN Payload typesRTP Event, OTME 2ero O
- '10.185.164.73 10.185.164.136 BTP GVEN Payload typesRTP Event, OTMF Four 4
1510 31.043585  10.185.164.73 .164.136 RTP GVEN Payload typesRTP Event, OTMF Four 4
1514 31.073463 10.185.164.73 10.185.164.136 RTP GVEN Payload typesRTP Gvent, DTME Four 4
2 .12 10.185.164.73 10.185.164.136 RTP GVEN Payload typesRTP Gvent, DTMFE Four )
1526 31.163515 10.185.164.73 10.185.164.136 RYP GVEN Payload typeseTP Event, DTMF Four .
1529 31.193477 10.185.164.73 10.185.164.136 RYP GVEN Payload typesRTP Event, OTMF Four 4
67 31.568107 10.185.164.73 10.185.164.136 RTP GVEN Payload types=RTP Gvent, OTMF Seven 7 ;
1571 31.603451 10.185.164.73 10.185.164.136 RYP GVEN Payload typesRTP Gvent, OTMF Seven 7
1576 31.643504 10.185.164.73 10.185.164.136 RTP EVEN Payload type=RTP Gvent, OTMF Seven 7 E
15 599  10.185.164.73 10.185.164.136 RTP GVEN Payload typesRTP Gvent, DTMF Seven 7
1585 31.723455  10.185.164.73 10. .164.136 RYP EVEN Payload type=RTP fvent, OTMF Seven 7
1589 31.754119  10.185.164.73 10.185.164.136 RTP GVEN Payload type=RTP Gvent, DTMF Seven 7
CIAAD V247087 TOLIRS.TRS. TR 0LIRS.TASI3A BYD EVEN Pavinad rune-aTO Fvant. OHTME Nine @

+ Frame 1326 (58 bytes on wire, 58 bytes caprured)
& Gthernet IX, Src: 28:6@:d4:07:23:c9 (28:6e:04:07:23:¢9), Dst: HuawelYe_00:cb:6c (00:18:82:00:¢cb:6¢)
# Internet Protocol, Src: 10.18%5.164.73 (10.185.164.73), Dst: 10.185.164.136 (10.185.164.136)
& User Datagram Protocol, Src Port: 45746 (45746), ost Port: 10286 (10286)
+ real-Time Yransport Protocol
= RFC 2833 RYP Ev

Event ID:“OTME Six 6 (6)—

Ciee weae = End of Tugnt: False O

20.. .... = Reserved: False

.01 0100 = volume: 20

Event Duration: 320

- The message "End of Event: True" in the packet parsing area indicates that the
number 6 has been sent to the media stream. Then the number collection process is
complete.

Issue 01 (2012-06-20) Huawei Proprietary and Confidential 215
Copyright © Huawei Technologies Co., Ltd.



Huawei IP Phone eSpace
7810&7820&7830&7850&7870&7803X
Administrator Guide 7 Appendix

Figure 7-72 Message "End of Event: True"

Lilter rigevent v Bgression Clewr Mpply
%o o Tine Dextination Trateced Iade

1315 29,287904 10.185,164,136 “RTP EVEN ny'luc TYpe=RTP EVENt, DTMF Six 6
1320 29.3286%0 10.185.164,136 “RTP EVEN Payloa '« DTMF SiX 6
1326 29,392071 xo.ns.:u.no “RTP EVEN '« DTMF 51X 6
1337 29.463519 m.us.zu.no “RTP EVEN ! DTME 51X &
1340 29.493377 10.185.164.136 RTP EVEN Payl . DTME Six 6
1360 29, 10.185.164.136 RTP EVEN Pay] . DTMF Two 2
1363 29.713580 10.185.164.136 RTP EVEN Payl DYME Two 2
1367 29.743596 10.185.164.136 RTP EVEN Payl OTMF Two 2
1373 29.793450 10.185.164.136 RTP EVEN Pay] OYMF Two 2
1378 29.8523547 10.185.164.136 RTP GEVEN Payload Typa=RTP « DYME Two 2
1383 29.863576 10.185.164.136 RTP EVEN Pay) - OTMF Two 2
1446 30,4689%46 10.185.164.136 RTP EVEN Payload Type=RTP - DYME Zero 0
1450 30. 504862 10.185.164.136 RTP GVEN Pay) i « OTMF Zero O
1454 30.534876 10.155.164.136 RTP EVEN Pay) X TP ~ DYMF Zero O ;
1459 30.5 10.155.164.136 RTP EVEN Payload v - DTMF Zero O (end)
1463 30.613524 10.185.164.136 ‘RTP EVEN Payload - DTMF Zero O (end)
1467 30.643572 10.185.164.136 RTP EVEN Pay) ; DTMF Zero O .
1507 31.016764 10.185.164.136 RTP EVEN Pay) A DTMF Four 4

510 31.043585 10.185.164.136 RTP EVEN Pay] yPe=RTP DTMF Four 4

310 10.185.164.136 RTP EVEN Payload typeRTP DTMF Four 4
1521 31.123%13 10.185.164.136 RTP EVEN Pay] 4 DTMF Four 4 E‘nﬂ)
1526 31.163515 10.185.164.136 RTP EVEN Payload DTMF Four 4 (end)
1529 31.193477 10.185.164.136 RTP EVEN Payload type«RTP DTMF Four 4 (end)
1567 31, 568107 10.185.164.136 RTP EVEN Pay] ! DTMF Seven 7
1571 31.603451 . 185,164, RTP EVEN Payload ,_ DTMF Seven 7
1576 31, 643804 10.185.164,136 RTP EVEN Pay] ; DTMF Seven 7
1581 31,693599 10.185.164.136 RTP EVEN Payload. DTMF Seven 7 (end)
31.723455 10.185.164, RTP EVEN Payload OTMF Seven 7 (end)

1589 31,754119 185,164, RTP EVEN Payload = OTMF Seven 7 (end)
1AR2 V447057 TOIRS.IALLTR 10.IRS.IALIRA BTD EVEN PAVINAN TUNARTS o nTME Nine O

Frame 1332 (58 bytes on wire, 58 bytes captured)
Etharnet II, Src: 28:6e:04:07:23:¢9 (28:6e:04:07:23:¢9), DOst: muaweiTe 00:ch:b6c (00:18:82:00:chi6C)
Internet Protocol, Src: 10.185.164,73 (10.185.164.73), Dst: 10,185.164.136 (10.185.164.136)
User Datagram Protocol, Src Port: 45746 (45746), Dst Port: 10286 (10286)
real-Time Transport Protocol
RFC 2833 RTP Evant

Event I10: WJLLQ__{_Q)___

1.0 ... «<E0g Of Event: True >

0es v... = RESErvad: False

L01 0100 = volume: 20
Evenz ouratfon: 720

I mewss=

To convert the captured UDP packets to RTP packets, go to 4.
4. Right-click a signaling record in the UDP column.
A shortcut menu is displayed, as shown in Figure 7-73.

Figure 7-73 Displayed shortcut menu

Eilter v Papresvion Clewr baply
| Tine Svwrin Destimation Protesel  Iafe L
1e0 = (TOr«b T

4” zr.m: lo-l"-ll.“ m.ﬂ-’.l et we m m‘ ﬂ‘lm oonluuon m ﬂ
92 20 396?01 20 133 58,62 10, 238 $8. 255 : : DROWSER MOST mwrc wzsw. wtsuum. thr.
93 20.958183 2hou_3e:18:4b Broadcast ARP Gratuitous ARP for 10,138, 58.4 (Request)
94 21.172578 10,138, 58.42 10.138. 58.25% BROWSER  HOST ANNOUNCAmENT QOOL74386A, workstation, serv
95 21.206171  10,72.133.110 -10.138. AR Socurce port: vrsas pestination port: si

- Wark Tacket (vogeie)
™ (2 Set Tine Rafarence (Loggde)
- - ” Aply s Tilter »
Frepwrs & Yilter 38
2 3¢ Comvarsation Nilter 38
5% angahou_07 192200 panning-teae-(f Celorize Conversatioa RS
© 10.138.58.27 10.72.129.78 RYP b
$85  10.72.129.78 1 10.138.58.27 RYR
: 10,72.129.78 10,138, 58.27 RTP
© 107 31.322819  10.138.58.27 10.72.129.78 TR T W Svem A
108 31.384784 10,138, 56, 50 10,138, 58,255 NENS. R<20>
109 31.703568 Hangzhou l9:caz3c Broadcast AP Copr , B8.58.6 (Request)
>
w Frame 96 (47 bytes on wire, 47 bytes captured)
Arrival Time: Oct 30, 2010 10:48:33.400175000 & Priat
[Time delta from previous captured frame: 0.000115000 seconds) Shew Packet in Bov Vindoo
{Time delta from previous displayed frame: 0.000115000 seconds)
[Time since reference or first frame: 21.206286000 seconds)
Crama smbhaor s O/
5. Choose Decode As....
The Decode As dialog box is displayed, as shown in Figure 7-74.
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Figure 7-74 Decode As

¥Wirezshark: Decode A=

Link | Hetwork| Transport
EFC V.
(%) Decode ESF B
ESVF
EICF
| TP
Ly | source (Z425) % | port (5] as | REUDOF
{:}' Do not decode BY
SABF
SAP
-
Clear SCTF b
(o [ v [ o
Select RTP on the right pane.
7. Click OK.
A page shown in Figure 7-75 is displayed. The captured UDP packets have been
converted to RTP packets. Then perform 1 through 3 to verify that the packet
information has been transmitted to the media stream.
Figure 7-75 Converting UDP packets to RTP packets
Dalter * Exprensicn Clear Aply
e Tine Sewrce Destination Pratocal Iafe L]
90 17.799108  10.138. 38.54: 22‘.8!..9.3 : : lf’ unkmm IY’ vr;im o
92 20. 395203 10.136.55.62 10..135.58.255 MME‘ HOST Armouncement w3 58BA, wist;tim. Server,
93 20.9965183 mHangzhou_je:18:40 proadcast ARp Gratuitous ARP for 10,138, 58.4 (Request)
94 21.172578 10.136.55.42 10,138, $8.25% BROWSER HOSt Announcement QO0L74356A, workstation, Serv
95 21.206171  10.72.133.110 10.136. 58.27 voe S0Urce port: visas oestination port: sip

96 21, 204286 10.13!.”.27' xo.n.xu:no E uce Source port: sip oestination port: visas

104 31.207460  10.138.58.27 10.72.129.78 RYP Unknown RTP version 3

105 31.322568% 10.72.129.78 10,138, 58.27 RYP Unknown RTP version 3

106 31.322615  10.72.129.78 10.138. 58.27 YR unknown RTP version 3

107 31.322819  10.136.58.27 10.72.129.78 RTP Unknown RTP version 3

108 31.364784 10.138.58.56 10.138. 58.25% NENS Namp Query NO SDPM02-YR<20>

109 31.703568 Mangrhou 19:ca:i3c Brosdcast ARP Gratuitous ARP for 10.138,58.6 (Request)

= Frame 100 (148 bytes on wire, 148 bytes captured)
Arrival Time: Ot 30, 2000 10:48:38,422876000
[Time delta from previcus captured frame: 0.9401604000 seconds)
[Time delta from previous displayed frame: 0.5%01646000 seconds)
[Time since reference or first frame: 26.228987000 seconds)
Frame Number: 100
frame Length: 148 bytes
Capture Length: 148 bytes
ferame f< mariad: falcal
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Viewing Call Processes

The Wireshark allows you to view call processes and play voice recordings. The procedure is
as follows:

[ noTE

This topic describes how to view the call forwarding process. First you need to capture the data packets
related to call forwarding and save the captured packets as a .pcap file, such as hujiaozhuanyi.pcap.

1. Double-click hujiaozhuanyi.pcap on the PC.
The system shows the call forwarding data, as shown in Figure 7-76.

Figure 7-76 Call forwarding

L hujiaozhuanyi.pcap — Wireshark g@@

File Edit Yiew Go Capture Analyze Statisties Telephony Tools Help
S S ERX2E Q¢+ T L|EE | QQQB #EMB % O

Filter: * Expression... Clear Apply

Ho. Time Protocol
A = ) 5

ET635_PHONE: 0x0000 [28:

Frame 1: 154 bytes on wire (1232 bits), 154 bytes captured (1232 bits)
Ethernet II, Src: HuaweiTe_76:fd:ed (08:19:a6:76:Ff4d:ed), Dst: Tp-LinkT_77:31:d6 (
Internet Protocol, Src: 192.167.1.211 (192.167.1.2113, Dst: 192.167.1.150 (192.1¢
User Datagram Protocol, Src Port: 60546 (605460, Dst FPort: swslog (514)
Syslog message: (unknown): ETE55_FPHOME: Ox0000 [08:19:a6:76:F4:e4][1.0.2.20] sSIPS

T H H H E

0000 e0 05 c5 77 31 d6 0B 19 ab 76 f4 =4 08 00 45 00 B VP -
0010 00 8c 00 00 40 00 40 11 b5 a9 c0 a7 01 d3 cO a7 B N
0020 01 96 ec B2 02 02 00 78 ee cf 45 54 36 35 35 5F  ....... ® L ETE5H_

0030 50 48 4F 4e 45 3a 20 30 78 30 30 30 30 20 5k 30 PHOME: 0 =0000 [0
0040 38 3a 31 39 3a 61 36 3a 37 36 3Ja 66 34 3a 65 34 8:19:a6: 76:f4:ed
0050 5d Sk 31 Ze 30 Ze 32 2Ze 32 30 5d 20 53 49 50 53 101.0.2. 20] SIPS
0060 74 61 63 6b 3a 3Ja 63 62 5 He 69 73 74 5f 6b 69 tack::cbh _nist_ki

0070 6c bc 5F 74 72 61 6e 73 61 63 74 £9 6F be 3a 20 11_trans action:
00RO dh A9 Ae Ac 70 da 49 53 R4 90 74 V7 ORT he 71 A1 Kill MTS T tranza bs
o File: “C:‘Document= | Packets: 4T15 Displayed: 4715 Marked: 0 Load time: 0:00.234 Profile: Defanlt

2. Select a data packet record and choose Telephony > VolP Calls.
The VolP Calls page is displayed.
3. View the call process.
a. Selecta call record and click Flow.
The Graph Analysis page is displayed, as shown in Figure 7-77.
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Figure 7-77 Call process

1 hujiaozhuanyi.pcap — ¥YoIP Calls

Detected 11 VoIF Calls. Selected 1 Call.

Start Time 4 Stop Time 4 Initial Speak 4 From 4 Ta 4 Frotoco 4 Fackets 4 3
2 _BEAT43 2 8B5845 197 1AT 1 54 4sip:TO0PE19Z 167 1 34;user—phone <=ip:TZ00@19Z 167 1 203 SIF B d
2. 9873428 hujiaozhuanyi. pcap — Graph Analy=sis ‘ [[=] SIF 1me
3. 012259 - SIF 1T C
4. 950761 61 SIF T C

. 192, 187. 1. 34
T. 325065 Time 192 167. 1. 208 Comment SIF T C
T. 366099 SIF . 7T C
2.p70 | [THVITE SR (eTAAV gT11A 2753 £72% |g1p mrom: <aip.79020132. 167. 1 34 immersphome To<xip:
T. 366351 5 T30 LERID 100 Tevin L2k SIF T C
] . I
7. 36E707 L — S Slates SIP 7C
7.3ssa08] | | & T '5%1;54.’1- - 1-sodso- SIF Reauest 1P T C
10, osasmil | 2857 .Wll,.lmuest—ermna‘tgwl SIF Statns on STP _—
10.279153) | 2862 [T et SIF T
0 200 0K 0
2. 886 e " ioen) SIP Status
I I
I I
I I
! I
! I
! I
! I
! I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
! I
! I
\ I
| >
>
Total: Calls: 11 Start packets: 0 Completed calls: 4 Eejected calls: O
Prepare Filter I Flow ] I Player ] I Select A11 ]

[l noTE

To select all call records, click Select All.

b. (Optional) Click Save as.

Specify a path and file type, and enter the file name in the Save file as  dialog box,
and then click Save.

c. Click Close.
4.  Play the voice recording.
a. Selectacall record and click Player.
The VoIP-RTP Player page is displayed, as shown in Figure 7-78.
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Figure 7-78 \OIP-RTP Player

Detected 11 ¥oIF Calls. Selected 1 Call.

Start Time 4 Stop Time 4 Initial Speak 4 From 1 To 4 Protocoe 4 Packets
2. BB9T43 2.865845 192 167.1.34 <s5ip:TIOZE192. 16T. 1. 34;user=phone  <sip:TZ00R192. 167.1.208 SIF
2957342 12, 221057 192 167.1.211 <sip:55AB3I4@192. 167.1. 34 <sip:556635@192. 167.1. 34 SIF 1
3012259 12254446 192 167.1.34 <5ip:5SAB34@192. 16T, 1. 34; user=phone <sip:556638E192. 167.1.213 SIF 1
4. 950761 9.607366 192 167.1.43 <sip:SSEE4TE192. 16T. 1. 43:5061 <sip:#55%1230%23@192. 167. 1. 43:5061 SIF
T. 325065 11649573 192, 167.1. 206 <sip:TIOZE192. 16T.1. 34 <sip:TOOD@192. 167.1. 34 SIF
1

T. 366099 11654937 192 167.1.34 <sip:TI0ZE192. 16T. 1. 34;user=phone <sip:T100@192. 167.1.207 SIF

L1 hujiaozhuanyi. pcap — ¥YoIP — RTP Player

Fitter tatter (1[0 3 [ Use 5P tinestny

| >
Total: Calls: 11  Start packetz: 0 Completed calls: 4 Rejected calls: 0O

Prepare Filter

’ Flow ] ’ Flayer ] ’ Select All ] ’ Cloze

b. Click Decode.
The voice recording page is played is displayed, as shown in Figure 7-79.

Figure 7-79 \oice recordings

1 hujiaozhuanyi. pcap — ¥oIP — RIP Player

[] From 192.167.1.34:8234 to 192 167.1.211:5004 Duration:Z. 74 Drop by Jitter Buff:0(0.0%) Out of Seq: 0(0.0%) Wronz Timestamp

[] From 192.167.1.211:5004 to 192.167.1. 2135004 Duration:l.14 Drop by Jitter Buff:0(0.0%) Out of Seq: B(15.0%) Yrong Timests

Fitter utter fa51 5§ [ Use P timestens

c. Select one or more voice recordings, and click Play.
The system plays the recordings one by one.

] noTE

You can click Pause or Stop to stop the play.
d. Click Close.
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7.8 XML Files Supported by the XML Browser

The XML browser supports seven types of XML files. This section describes the parameters
in the files.

7.8.1 TextMenu

Figure 7-80 shows the page of the TextMenu type, which displays menu items in text.

Figure 7-80 Page of the TextMenu type

TextMenu This interface is just used to Test Text
Menu Object

1.This Item is used to show the area. Justto S
how Two Lines. So you can see Two Lines.

» 2.Ask Google
3.Just ask google
4.Just reflash this interface,do you want to fla
sh
5.Just ask google

[ Select Il B W More |

An example of the XML file of the TextMenu type is as follows:

<Fx*x*TextMenu

defaultIndex = "some integer"

style = "numbered/none/radio"

Beep = "yes/no"

Timeout = "some integer"

LockIn = "yes/no"

WrapList = "yes/no"

>

<Title wrap = "yes/no">Menu Title</Title>

<Menultem>
<Prompt>First Choice</Prompt>
<URI>http://somepage.xml</URI>
<Dial>Number to dial</Dial>
<Selection>Selection</Selection>

</Menultem>

<SoftKey index = "1-6">
<Label>TextLabel</Label>
<URI>http://someserver/somepage OR SoftKey:someaction</URI>

</SoftKey>

</****TextMenu >

Table 7-5 lists the parameters in the XML file of the TextMenu type.
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Table 7-5 Parameters in the XML file of the TextMenu type

Parameter Mandatory | Value Type Description
****TextMenu | Yes The string **** Root element.
can be any value,
including a blank
character string.
defaultindex No Integer Default index for accessing the
menu page.
Default value: 1
style No numbered Style of the icon to the left of a
none menu.
radio e numbered: humber icon.
® none: no icon.
e radio: radio icon.
Beep No yes Indicates whether the IP phone
no plays a beep tone when accessing
the menu.
Default value: no
Timeout No Integer Timeout interval. If a user does
Unit: second not perform any operations within
the interval, the IP phone returns
to the standby page.
Default value: 45
Lockin No yes If the parameter is set to yes, the
no IP phone responds only to the
defined soft keys. For example,
when a user picks up the IP
phone, the dialing page is not
displayed. If the Dial menu item
is set to a value, a user can make
a call after picking up the phone.
Default value: no
WrapList No yes Indicates whether to display the
no menu item specified by Prompt
in multiple lines if the menu item
is too long.
Default value: no
Title Yes Character string Title on the menu page.
wrap No yes Indicates whether to display the
no title in multiple lines if the title is
too long.
Default value: no
Menultem Yes None Menu item.
A maximum of 30 menu items
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Parameter

Mandatory

Value Type Description

can be set.

Prompt

Yes

Menu item title, which is
controlled by wrapL.ist.

Character string

URI

Yes

URI Operation corresponding to the

menu item.

Dial

No

Phone number When this menu item is selected,
the IP phone makes a call to the

phone number if a user picks up

the phone, presses the account

key, or presses the handsfree key.

Selection

No

Character string If the URI of a soft key is an
HTTP address, the IP phone
suffixes ?selection=Preset

parameter to the HTTP address.

SoftKey

No

XML object For details, see 7.8.8 Soft Keys.

Table 7-6 lists the default soft keys if no soft keys are defined in the XML file of the

TextMenu type.

Table 7-6 Default soft keys on the page of the TextMenu type

Soft Key Index | Name URI
1 Exit SoftKey:Exit
4 Select SoftKey:Select

Table 7-7 lists the functions of keys on the page of the TextMenu type.

Table 7-7 Functions of keys on the page of the TextMenu type

Key Name | Key Function
UP/DOWN | Up and down Moves the cursor up or down.
arrow keys
Digitkey Number keys 1 Moves the cursor to the menu item indicated by the
to9 same number. If the number key that a user presses is
larger than the number of menu items, the IP phone
moves the cursor to the last menu item.
Select Soft key. Invokes a command (for example, the http or Dial
URI="SoftKey:S command) to access the URI in the menu item.
elect”
Exit Soft key. Displays the previous XML page. If the current page is
URI="SoftKey:E the first page that a user views, the IP phone displays the
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Key Name | Key Function
xit" standby page.
OffHook/Li | Off-hook/Accou | If the Dial menu item is not blank, the IP phone makes a
nekey/Hand | nt key/Handsfree | call to the number specified by the Dial menu item. If
free key the menu item is blank and the value of Lockln is yes,
the IP phone does not respond to the keys; if the menu
item is blank and the value of Lockln is no, the IP
phone displays the dialing page.
Cancel X key on an IP Returns to the standby page.
phone
Ok OK key onan IP | If the value of Lockln is no, the OK key functions as the
phone Select key; if the value of Lockln is yes, the IP phone
does not respond to this key.
DSS key DSS key, If the value of Lockln is no, the IP phone performs the
except the including keys function specified by the DSS key; if the value of
key on expansion Lockln is yes, the IP phone does not respond to this
assigned the | modules key.
SIP account
function
7.8.2 TextScreen

Figure 7-81 shows the page of the TextScreen type, which displays a text note.

Figure 7-81 Page of the TextScreen type

MNote

Today I am very glad, as you pleased? Testing
is being done is not familiar with the
equipment , Every skyscraper starts. Today I
am very glad, as you pleased? Testing is being
done is not familiar with the equipment ,
Every skyscraper starts. Today I am very
glad, as you pleased? Testing is being done is

Select Custom Remove

More

An example of the XML file of the TextScreen type is as follows:

<*Fx**TextScreen
doneAction = "some URI"
Beep = "yes/no"

Timeout = "some integer"
LockIn = "yes/no"

>

<Title wrap = "yes/no">Screen Title</Title>

<Text>The screen text goes here</Text>
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</****TextScreen>

Table 7-8 lists the parameters in the XML file of the TextScreen type.

Table 7-8 Parameters in the XML file of the TextScreen type

Parameter | Mandatory | Value Type Description
****TextSc | Yes The string **** | Root element.
reen can be any
value, including
a blank
character string.
Beep No yes Indicates whether the IP phone plays a
no beep tone when accessing the menu.
Default value: no
doneAction | No URI URI that an IP phone accesses when a
user presses the done soft key.
Timeout No Integer Timeout interval. If a user does not
Unit: second perform any operations within the
interval, the IP phone returns to the
standby page.
Default value: 45
Locklin No yes If the parameter is set to yes, the IP
no phone responds only to the defined soft
keys. For example, when a user picks up
the IP phone, the dialing page is not
displayed.
Default value: no
Title Yes Character string | Title of the text note.
Wrap No yes Indicates whether to display the title in
no multiple lines if the title is too long.
Default value: yes
Text Yes Character string | Title of the text note.
SoftKey No XML object For details, see 5.3.8 Soft Keys.

Table 7-9 lists the default soft key if no soft keys are defined in the XML file of the
TextScreen type.

Table 7-9 Default soft key on the page of the TextScreen type

Soft Key Index | Name URI

1 Exit SoftKey:Exit
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Table 7-10 lists the functions of keys on the page of the TextScreen type.

Table 7-10 Functions of keys on the page of the TextScreen type

Key Name | Key Function
UP/DOWN | Up and down Scrolls through the text.
arrow keys
Digitkey Number keys 1 The IP phone has no response when users press number
to9 keys.
Exit Soft key. Displays the previous XML page. If the current page is
URI="SoftKey:E the first page that a user views, the IP phone displays the
Xit" standby page.
OffHook/Li | Off-hook/Accou | If the value of LocklIn is no, the IP phone displays the
nekey nt key/Handsfree | dialing page or performs the function specified by the
/Handfree/D | Key/DSS key DSS key; if the value of Lockln is yes, the IP phone
SSkey does not respond to the keys.
Cancel X key on an IP Returns to the standby page.
phone
Ok OK key on an IP | Accesses the URI specified by doneAction.
phone
7.8.3 InputScreen

Figure 7-82 shows the page of the InputScreen type, which asks a user to enter information
and sends the information to the server.

Figure 7-82 Page of the InputScreen type

MName:
ixz

we will set your infermation on the phone!
IP Address:
192.168.0.138|

password:
R Rk kX

ID number:
370811198307265015

|_Dot(.) JBackSpace] Submit |

An example of the XML file of the InputScreen type is as follows:
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<****InputScreen

type = "IP/string/number/timeUS/timeInt/dateUS/dateInt"
password = "yes/no"

editable = "yes/no"

Beep = "yes/no"

Timeout = "some integer"

LockIn = "yes/no"

defaultIndex = "some integer 1 to 6"

displayMode = "normal/condensed"

inputLanguage = "English/French/German/Italian/Spanish"
>

<Title wrap = "yes/no">Title string</Title>
<Prompt>Guidance for the input</Prompt>

<URL>Target receiving the input</URL>

<Parameter>name of the parameter add to URL</Parameter>
<Default>Default Value (1)</Default>

<InputField

type = "IP/string/number/timeUS/timeInt/dateUS/dateInt/empty"
password = "yes/no"

editable = "yes/no"

>

<Prompt>Guidance for the input</Prompt>

<URL>Target receiving the input</URL>
<Parameter>parameter name add to URL</Parameter>
<Default>Default Value</Default>
<Selection>Selection</Selection>

</InputField>

</****InputScreen>

Table 7-11 lists the parameters in the XML file of the InputScreen type.

Table 7-11 Parameters in the XML file of the InputScreen type

Parameter Mandatory | Value Type | Description
****|nputScree | Yes The string Root element.
n **** can be
any value,
including a
blank
character
string.
Type Yes IP Data type.
string e |P: IP address
number e string: character string
timeUS e number
timelnt ¢ timeUS: time in 12-hour format.
dateUS AM i_ndicates atin_1e i_n the _
morning, and PM indicates a time
datelnt in the afternoon.
empty e timelnt: time in 24-hour format
e dateUS: date in the format
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Parameter Mandatory | Value Type | Description
MM/DD/YYYY
e datelnt: date in the format
DD/MM/YYYY
e empty: blank lines. The number of
lines is specified by displayMode.
Default value: string (Currently, only
the value string is supported.)
Beep No yes Indicates whether the IP phone plays a
no beep tone when accessing the menu.
Default value: no
Password No yes An asterisk (*) is displayed when a
no user enters a character.
Default value: no
Timeout No Integer Timeout interval. If a user does not
Unit: second | Perform any operations within the
interval, the IP phone returns to the
standby page.
Default value: 45
Lockin No yes If the parameter is set to yes, the IP
no phone responds only to the defined soft
keys after the page of the InputScreen
type is displayed. For example, when a
user picks up the IP phone, the dialing
page is not displayed.
Default value: no
inputLanguage | No English Language of the content that a user
French enters.
German Default value: English
Italian
Spanish
displayMode No normal ¢ Normal: indicates that the field and
condensed text box are displayed in two lines.
e Condensed: indicates that the field
and text box are displayed in one
line.
Default value: Normal
defaultindex No Integer Default text box index if multiple text
boxes exist.
Default value: 1
Title Yes Character Title of the entered object.
string
Wrap No yes Indicates whether to display the title in
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Parameter Mandatory | Value Type | Description
no multiple lines if the title is too long.
Default value: yes
Prompt No Character Prompt information entered by a user.
string
URL Yes URL URL to which the IP phone sends the
information entered by a user.
Parameter Yes Character Name of the parameter that the IP
string phone suffixes to an URI. The new
URI is in the format old
URI?Parameter=information entered
by a user.
Default No Character Information that is entered by default.
string
InputField No None. A maximum of six text boxes can be
set.
Type No IP Data type.
string e |P: IP address
number e string: character string
timeUS e number
timelnt e timeUS: time in 12-hour format.
dateUs AM indicates a time in the
morning, and PM indicates a time
datelnt in the afternoon.
empty e timelnt: time in 24-hour format
e dateUS: date in the format
MM/DD/YYYY
e datelnt: date in the format
DD/MM/IYYYY
e empty: blank lines. The number of
lines is specified by displayMode.
Currently, only the value string is
supported.
password No yes An asterisk (*) is displayed when a
no user enters a character.
Default value: no
editable No yes Indicates whether a user can enter
no information. The value no indicates
that a user cannot enter information or
modify the default information.
Default value: yes
Prompt No Character Prompt information entered by a user.
string
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Parameter Mandatory | Value Type | Description
Default No Character Information that is entered by default.
string
Selection No Character If the URI of a soft key isan HTTP
string address, the IP phone

suffixes ?selection=Preset parameter
to the HTTP address.

Example:
http://10.1.0.105/input.php?selection=1

Softkey No XML object | Soft key to be added, for example, the
soft key for adding input methods. A
maximum of six soft keys are added.

SoftKey No XML object For details, see 7.8.8 Soft Keys.

Table 7-12 lists the formats of the timeUS, timelnt, dateUS, and datelnt types.

Table 7-12 Description of the timeUS, timelnt, dateUS, and datelnt types

Type Format Example
timeUS HH:MM:SS AM/PM 02:00:23 AM
HH: 1 to 12, MM: 0 to 59, SS: 0 to 59 12:59:00 PM
timelnt HH:MM:SS 23:25:00
HH: 0 to 23, MM: 0 to 59, SS: 0 to 59
dateUS MM/DD/YYYY 12/31/2009
MM: 1t0 12, DD: 1to 31, YYYY: 0000 to
9999
datelnt MM/DD/YYYY 31/01/2010
MM: 1t0 12, DD: 1to 31, YYYY: 0000 to
9999

Table 7-13 lists the default soft keys that are used when no soft keys are set and Type is set to
IP in the XML file of the InputScreen type.

Table 7-13 Default soft keys when Type is set to IP

Soft Key Index Name URI
1 Exit SoftKey:Exit
2 Dot SoftKey:Dot
3 Backspace SoftKey: BackSpace
4 Submit SoftKey: Submit
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Table 7-14 lists the default soft keys that are used when no soft keys are set and Type is set to
Number in the XML file of the InputScreen type.

Table 7-14 Default soft keys when Type is set to Number

Soft Key Index Name URI

1 Exit SoftKey:Exit

3 Backspace SoftKey: BackSpace

4 Submit SoftKey: Submit
7.8.4 Directory

Figure 7-83 shows the page of the Directory type, which is used for downloading phone
books from the server and displays phone books on the LCD.

Figure 7-83 Page of the Directory type

Remote Directory This interface is used to test
the Directory Xml file
1.John Doe
p 2.John Doe
3.John Doe
4.Jone Thomas Yang test this directory
5.John Doe
6.John Doe
7.John Doe
[ Exit | Previous | Next | Dial |

An example of the XML file of the Directory type is as follows:

<****Directory

Next = "some URI"

Previous = "some URI"

Beep = "yes/no"

Timeout = "some integer"

LockIn = "yes/no"

>

<Title wrap = "yes/no">Directory Title</Title>

<Menultem>
<Prompt>Contact Name</Prompt>
<URI>number</URI>

</Menultem>
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</****Director

y>

Table 7-15 lists the parameters in the XML file of the Directory type.

Table 7-15 Parameters in the XML file of the Directory file

Value
Parameter Mandatory | Type Description
****Directory | Yes None. Root element.
Next No URI URI corresponding to the Next soft key.
Previous No URI URI corresponding to the Previous soft
key.
Beep No yes Indicates whether the IP phone plays a
no beep tone when accessing the menu.
Default value: no
Timeout No Integer Timeout interval. If a user does not
Unit: perform any operations within the
second interval, the IP phone returns to the
standby page.
Default value: 45
Locklin No yes If the parameter is set to yes, the IP phone
no responds only to the defined soft keys. For
example, when a user picks up the IP
phone, the dialing page is not displayed.
Default value: no
Title Yes Character | Title of an phone book.
string
Wrap No yes Indicates whether to display the title in
no multiple lines if the title is too long.
Default value: yes
Menultem Yes None Address book at a lower level.
A maximum of 15 address books can be
added.
Prompt Yes Character | Title of an address book.
string
URI Yes URI Operation on an item in an address book.
For example, the IP phone dials a phone
number.
Softkey No xml object | For details, see 7.8.8 Soft Keys.

Table 7-16 lists the default soft keys if no soft keys are defined in the XML file of the

Directory type.
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Table 7-16 Default soft keys on the page of the Directory type

Soft Key Index | Name URI

1 Exit SoftKey: Exit

2 Previous SoftKey: Previous
3 Next SoftKey: Next

4 Call SoftKey: Dial

Table 7-17 lists the functions of keys on the page of the Directory type.

Table 7-17 Functions of keys on the page of the Directory type

Key Name Key Function
UP/DOWN Up and down Moves the cursor up or down.
arrow keys
Digitkey Number keys 1 | Moves the cursor to the menu item indicated by the
to9 same number. If the number key that a user presses
is larger than the number of menu items, the IP
phone moves the cursor to the last menu item.
Dial Soft key. Calls the number in the selected address book.
URI="SoftKey:
Dial"
Previous Soft key. Accesses the URI (such as an HTTP address)
URI="SoftKey: specified by Previous.
Previous"
Next Soft key. Accesses the URI (such as an HTTP address)
URI="SoftKey: specified by Next.
Next"
Exit Soft key. Displays the previous page.
URI="SoftKey:
Exit"
OffHook/Lineke | Off-hook/Acco | Calls the number in the selected address book.
y/Handfree unt
key/Handsfree
key
Cancel X keyonan IP | Returns to the standby page.
phone
Ok OK key on an If the value of Lockln is no, the OK key functions
IP phone as the Dial key; if the value of Lockln is yes, the IP
phone does not respond to this key.
DSS key except | DSS key, If the value of Lockln is no, the IP phone performs
the key assigned | including keys | the function specified by the DSS key; if the value of
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Key Name

Key

Function

the SIP account
function

modules

on expansion

key.

Lockln is yes, the IP phone does not respond to this

7.8.5 Execute

The page of the Execute type is used to request an IP phone to run commands in a specified
sequence. When the IP phone runs the command, no prompt message is displayed.

An example of the XML file of the Execute type is as follows:

<****Execute Beep = "yes/no">

<ExecutelItem URI = "URI"/>

</****Execute>

Table 7-18 lists the parameters in the XML file of the Execute type.

Table 7-18 Parameters in the XML file of the Execute type

Parameter Mandatory | Value Type Description
****Execute | Yes The string **** Root element.
can be any value,
including a blank
character string.
Beep No yes Indicates whether to play a beep tone
no when the IP phone starts to run
commands.
Default value: no
Executeltem Yes None. Command item. A maximum of 30
commands can be added.
URI No URI Operation corresponding to a

command, for example, calling a user
or downloading data from the server
based on the URI.

Table 7-19 lists the common commands that are configured in the XML file of the Execute

type.

Table 7-19 Common commands that are configured in the XML file of the Execute type

Name

URI

Function

Any Supported uri

http(s)://myserver.com/myscript.pl

Accesses the URI.

Dial: XXXXX

Calls the phone number.

Led: XXX X=on/off/slowflash/fastfl

Controls the indicator.
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Name URI Function
ash
Key: XXXX Presses the keys XXXX.

Wav.Play:[tftp|http://[username[:pa
ssword] @]

<host>[:port][/<Path>]/<file>
Wav.Stop:

Plays or stops a WAV file.

Phone Reboot Command:Reset

Restores factory settings.

Phone Fast Reboot | Command:Reboot

Restarts the IP phone.

Phone Lock Command:Lock Enables the talk only function.
Phone Unlock Command:Unlock Unlocks all keys.
Clear Command:ClearCallersList Clears the local call history.

Command:ClearDirectory

Clears the local contact list.

Command:ClearRedialL.ist

Clears the call history.

Do nothing None.

None.

Table 7-20 lists the settings of XXXX in the URI Led:XXXX=on/off/slowflash/fastflash.

Table 7-20 Settings of XXXX in the URI Led:XXXX=on/off/slowflash/fastflash

Setting Indicator

Example

EXP-%d-%d2-%s | %d: %dth expansion module. The
value ranges from 1 to 6.

%d2: %d2th key on an expansion
module. The value ranges from 1
to 20.

%s: color of the indicator. The
value is RED or GREEN.

Led:EXP38-2-3-RED=o0n:
indicates that the indicator
corresponding to the third key on
the second expansion module is
turned on in red.

LINE%d %d: number of the indicator
corresponding to a line key. The
value ranges from 1 to 6.

Led:LINE3=on: indicates that
the indicator corresponding to
the line3 key is turned on.

MEMOQO%d_%s %d: number of the DSS key. The
value ranges from 1 to 10.

%s: color of the indicator. The
value is RED or GREEN.

Led: MEMO5_GREEN =on:
indicates that the indicator
corresponding to DSS key 5 is
turned on in green.

HEADSET Headset status indicator. Led:HEADSET=off: indicates
that the headset status indicator
is turned off.

BACKLIGHT Backlight. N/A
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Setting Indicator Example
HANDFREE Handsfree status indicator. N/A
POWER Power supply indicator. N/A

Table 7-21 lists the settings of XXXX in the URI Key:XXXX.

Table 7-21 Settings of XXXX in the URI Key:XXXX

Setting Key

EXP-%d-%d %d: %dth expansion module. The value ranges from 1 to 6.
%d2: %d2th key on an expansion module. The value ranges from 1 to
20. An example is as follows:
Key:EXP-2-3: indicates that the third key on the second expansion
module.

OFF_HOOK Off-hook key
Example: Key:OFF_HOOK

ON_HOOK On-hook

OK OK key

CANCEL X key

UpP Up arrow key

DOWN Down arrow key

LEFT Left arrow key

RIGHT Right arrow key

INCREASE Key for increasing the volume

DECREASE Key for decreasing the volume

REDIAL Redial key

HOLD Hold key

MUTE Mute key

CONFERENCE Conference key

TRANSFER Transfer key

FWD Forward key

PHONEBOOK Key for accessing a remote address book

SWITCH Switch key

HEADSET Headset key

HANDFREE Handsfree key
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Setting Key
LINE%d Account keys. The value of %d ranges from 1 to 6.
HOTKEY%d Soft keys. The value of %d ranges from 1 to 4.
MEMORY %d Memory keys. The value of %d ranges from 1 to 10.
KEY_%d Number keys. The value of %d ranges from 0 to 9.
STAR Star key (*)
POUND Pound key (#)
GROUP_LISTEN | Group listening key.
HOLD_PUBLIC Public Hold key when the SCA function is enabled.
HOLD_PRIVATE | Private Hold key when the SCA function is enabled.

7.8.6 Status

Figure 7-84 shows the page of the Status type, which displays the IP phone's state.

Figure 7-84 Page of the Status type.

1.the second MSG

2.This time shows the third message, and
b 3.alert displayed

4.This Message is News,

5.This time shows the third message, and

6.Hello, This is so importent that you must

7.the second MSG

8.This time shows the third message, and

g_Alert displayed

An example of the XML file of the Status type is as follows:

<****Status Beep = "yes/no">

<Session>Session ID</Session>

<Message
Index = "index"
Type = "alert"
Timeout = "timeout"

>Message</Message>
</****Status>

Table 7-22 lists the parameters in the XML file of the Status type.
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Table 7-22 Parameters in the XML file of the Status type

Parameter | Mandatory | Value Type Description
**x*Status | Yes The string **** | Root element.
can be any
value, including
a blank
character string.
Beep No yes Indicates whether to play a beep tone
no when displays status information.
Default value: no
Session No Character string | Session ID, identifying different display
objects.
The minimum value is 0.
Message Yes None. Information displayed on the LCD.
The value ranges from 0 to 10.
Index Yes Integer Index of status information in a session.
The value ranges from 1 to 10.
Default value: 1
Type No alert Currently only the value alert is
supported. If no type is specified, status
information is always displayed in turn
on the LCD until a user presses a key or
the IP phone exits the page as required.
Default value: alert
Timeout No Integer Timeout interval for displaying status
Unit: second information.
Default value: 3
Softkey No XML object For details, see 7.8.8 Soft Keys.

Table 7-23 lists the functions of keys on the page of the Status type.

Table 7-23 Functions of keys on the page of the Status type

Key Name | Key Function
UP/DOWN | Up and down Moves the cursor up or down.
arrow keys
Digitkey Number keys 1 Moves the cursor to the message item indicated by the
t0o9 same number. If the number key that a user presses is
larger than the number of message items, the IP phone
moves the cursor to the last message item.
Exit Soft key. Displays the previous XML page. If the current page is
URI="SoftKey:E the first page that a user views, the IP phone displays the
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Key Name | Key Function
xit" standby page.
OffHook/Li | Off-hook/Accou | If the value of Lockln is no, the IP phone displays the
nekey/Hand | nt key/Handsfree | dialing page or performs the function specified by the
free/DSSke | key/DSSkey DSS key; if the value of Lockln is yes, the IP phone
y does not respond to the keys.
Cancel X keyon an IP Returns to the standby page.
phone
Ok OK key on an IP | Accesses the URI specified by doneAction.
phone
7.8.7 Configuration

The XML file of the Configuration type is used for modifying IP phone settings. No page is
displayed on the LCD for this file.

An example of the XML file of the Configuration type is as follows:

<****Configuration

Beep = "yes/no"

setType = "config/boot"

>

<ConfigurationItem>
<Path>path</Path>

<Session>session</Session>

<Parameter>parameter</Parameter>

<Value>value</Value>

</ConfigurationItem>

</****Configuration>

Table 7-24 lists the parameters in the XML file of the Configuration type.

Table 7-24 Parameters in the XML file of the Configuration type

Parameter | Mandatory | Value Type Description
****Config | Yes The string **** | Root element for setting IP phone
uration can be any parameters.
value, including
a blank character
string.
Beep No yes Indicates whether to play a beep tone
no when a user sets IP phone parameters.
Default value: no
setType No config ¢ config: indicates that the
boot modification takes effect, and the IP
phone does not restart.
® boot: indicates that the modification
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Parameter | Mandatory | Value Type Description
takes effect, and the IP phone
restarts.
Configurati | Yes None. Configuration item. The value ranges
onltem from 0 to 1000.
Path Yes Character string | Path where parameters are stored.
Session Yes Character string | Node where parameters are stored.
Parameter Yes Character string | Parameter name.
Value Yes Character string | Parameter value.

7.8.8 Soft Keys

A user can define four soft keys on an IP phone. The format of the file for configuring soft
keys is as follows:

<SoftKey index = "1-6">
<Label>Text</Label>

<URI>http://someserver/somepage OR SoftKey:someaction</URI>

</SoftKey>

Table 7-25 lists parameters for configuring soft keys.

Table 7-25 Parameters for configuring soft keys

Parameter | Mandatory | Value Type Description

SoftKey Yes None. Root element for configuring a soft key.

index Yes Integer Index value of the soft key. The values
for soft keys from left to right are 1 to 4.
If more than four soft keys are
configured, the fourth soft key is
automatically changed to More for
displaying the next page of keys.
The value ranges from 1 to 6.

Label Yes Character string | Name of the soft key.

URI Yes Character string | Operation corresponding to the soft key.

Table 7-26 lists available soft keys.

Table 7-26 Available soft keys

Key Value

Description

Exit

Displays the previous page.
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Key Value Description
Dial Calls the selected phone number.
Submit Submits information.
Select Displays the selected item.
Next Displays the next page.
Previous Displays the previous page.
Dot Enters a dot.
BackSpace Deletes the character to the left of the cursor.
ChangeMode Switches the input methods.

7.9 Creating a Logo

1. Prepare an image in .bmp format.
2. Download the logo creation tool.
The tool is available at http://enterprise.huawei.com/en/support/.

The path is Software Downloads > Unified Communication > IP Phone > Version
(For example, IP Phone V100R001C02) > software.

L] noTE

You must apply for permission to download PictureExDemo.exe from the website. If you need to
download the tool, contact system or service providers.

A CAUTION

Do not directly change the extension of an image file in other format (for example, .png)
to .bmp.

o Image pixels for eSpace 7820 and 7830 cannot exceed 132 x 64. Image pixels for eSpace
7850 cannot exceed 236 x 82.

e eSpace 7820 and 7830 only support mono or grayscale images.

3. Decompress the logo creation tool, and double-click S rictureExDeno. exe .

L] noTE

On Windows Vista or Windows 7, double-click Iﬂ!d':'b‘“'t (for wista or win T). exe pq
following describes how to create a logo on Windows XP.

A dialog box is displayed as follows.
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Add

Deletedll

Corvert

X

4. Click Add and select an image in the dialog box that is displayed, as shown in the
following figure.

Loak in: | I3 loga ﬂ £ B~
Ty Efjadv
5553 1*4 logo
iy Recent
Documents
,—r[‘:
Dezktop
My Documents
My Cornputer
by Metwork  File name: | ﬂ Open |
Places
Files of type: |BMF' File=[".bimp] ﬂ Cancel
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& GifConvertGz ﬁl

LOGO

LOGO

LOGO

Deletedll Corvert About

5. Click Convert.
An image in .dob format is generated in the adv folder, as shown in the following figure.

=1
2w

File Edit View Fawvorites Tools Help

eBack © \_/J l.@ /":\1 Search 0= Falders v

Address |[C3) C\Documents and Settings\administratoriDesktopilogo(bmp Odob)ogotady hd | Go
A Mame Size | Type Dake Modified

File and Folder Tasks % advertising.index 1KE IMDEX File 4{20f2017 12:56 AM
logo. dob SKE DOE File 41252012 6:52 FM

qﬂ Rename this file
$ Iiovee this File
Copy this File

& Publish this File ta the
Wb

(5] E-mail this file
¥ Delete this File

Other Places

=) loao

[ My Documents

i My Computer

Ij Iy Metwork Places

Details

logo.dob v

Upload the logo.dob file to use it a customized logo.
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