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About This Document

Intended Audience

This document describes how to configure and maintain your routers using the web network
management client. The web network management system provides a device overview and
configuration wizard for you to configure the routers.

This document is intended for:

® Data configuration engineers
® Commissioning engineers

® Network monitoring engineers
[ ]

System maintenance engineers

Symbol Conventions

The symbols that may be found in this document are defined as follows.

Symbol Description
Alerts you to a high risk hazard that could, if not avoided,
DANGER result in serious injury or death.
Alerts you to a medium or low risk hazard that could, if not
WARNING avoided, result in moderate or minor injury.
Alerts you to a potentially hazardous situation that could, if
CAUTION not avoided, result in equipment damage, data loss,
performance deterioration, or unanticipated results.
o= TIP Indicates a tip that may help you solve a problem or save
time.
(1 noTE Provides additional information to emphasize or supplement
important points in the main text.
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Change History

Changes between document issues are cumulative. The latest document issue contains all
changes made to previous issues.

Issue 01 (2012-04-20)

Initial commercial release.
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Product Function Overview

The product provides the following functions:

High-speed Internet access and multiple access authentication modes

You can access the Internet in wired or wireless mode.

Multiple LANs and security isolation

You can quickly create LANs without changing any hardware or communication links.
Wireless internal network and flexible access modes

You can access a LAN using a computer that supports wireless access, without cabling the
computer and network. You can also name wireless LANs and perform user-specific access
control.

Robust firewall that secures the intranet

The BizNavigator supports ARP attack defense, MAC-based filtering, and basic firewall
functions.

Virtual private network (VPN) that secures data transmission

VPNs extend an enterprise intranet by setting up a reliable and secure connection between
the intranet and remote users, enterprise branches, partners, or suppliers. The BizNavigator
provides multiple VPN functions, including [PSec, L2TP, and SSL VPN.

Quality of service (QoS), traffic policing, and session restricting that transmit key service
data first

Issue 01 (2012-04-20)
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2 Web NMS Overview

The Web Network Management System (NMS) enables users to manage and maintain the
router on a graphical user interface (GUI).

To help users to manage and maintain the router,the router provides a built-in web server to
enable a connected terminal (for example, a PC) to access the Web NMS.

Figure 2-1 shows the running environment of the Web NMS.

Figure 2-1 Running environment of the Web NMS

Router

HTTP
Connection

GE 0/0/1

Web
Client )
- o
PC
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Enabling the Web NMS

About This Chapter

This section describes how to load the web page file and create user accounts for the Web
Network Management System (NMS).

3.1 Logging In to the Router Through the Console Port
This section describes how to log in to the router through the Console port.

3.2 Setting the Management IP Address of the router
This section describes how to set the management IP address of the router.

3.3 (Optional) Uploading the Web Page File
This section describes how to use the PC as the FTP server to upload the web page file to
router.

3.4 (Optional) Loading the Web Page File
This section describes how to load the web page file.

3.5 (Optional) Creating User Accounts for the Web NMS
When the client logs in to the router through the web NMS, there must be user accounts for the
web NMS on the router.

Issue 01 (2012-04-20) Huawei Proprietary and Confidential 3
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3.1 Logging In to the Router Through the Console Port

This section describes how to log in to the router through the Console port.

Context
To establish a local configuration environment through the Console port, you can connect your

PC to the router using the Windows HyperTerminal.

Procedure
Step 1 Use the Console cable to connect the PC's COM port to the router's Console port.
Step 2 Start the HyperTerminal on the PC.

This document takes Windows XP as example. Choose Start > All Programs > Accessories >
Communications > HyperTerminal. The HyperTerminal is displayed.

Step 3 Create a connection.
In the Name text box shown in Figure 3-1, enter the connection name, select an icon, and click

OK.

Figure 3-1 Creating a connection

Connection Description @@
% New Connection

Enter a name and choose an icon for the connection:

ﬂamez
COMM1|

lcon:

Step 4 Select a connection port.

In the Connect To window shown in Figure 3-2, select a connection port from the Connect
using drop-down list box, and click OK.

Issue 01 (2012-04-20) Huawei Proprietary and Confidential 4
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Figure 3-2 Selecting a connection port

Connect To @

Enter details for the phone number that you want to dial:

Country/region:

Area code: S

Phone number: l ‘

Coect using: | ET ~ |

[ OK I[ Cancel ]

Step 5 Set the communication parameters.

In the COM1 Properties window shown in Figure 3-3, set the communication parameters to
the default parameter values on the router.

1] noTE

On other Windows operating systems, Bits per second may be described as Baud rate, and Flow
control as Traffic control.

Figure 3-3 Setting the communication parameters

COM1 Properties @

*Port Settings |
Bits per second: ’9800 v‘
Data bits: (s v}
Parity: | None vl
Stop bits: ‘1 v]
Elow control ‘_ v?

[ 0K I[ Cancel ][ Apply ]

Step 6 Start the HyperTerminal, choose File > Properties. The window for connection properties is
displayed, as shown in Figure 3-4. Click the Settings tab, select Auto detect or VT100 from
the Emulation drop-down list box.

Issue 01 (2012-04-20) Huawei Proprietary and Confidential 5
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Figure 3-4 Selecting a terminal type

'COM1 Properties @@

| Connect To| Settings |
Function, arrow, and ctil keys act as

(® Teminal keys O Windows keys

Backspace key sends
® Cul+H O Del O Chl+H, Space, Ctrl+H

Emulation:
‘ VT100 v 1 Terminal Setup...

Tehetteminal ID: ~ [VT100

Backscroll buffer lines: ftSUU 2 \

[T] Play sound when connecting or disconnecting

[Input Translalion...] [ ASCI Setup... ]

[ OK ][ Cancel ]

Input the login password, and press Enter. Ifthe <Huawei> prompt is displayed, you have logged
in to the router.

——-End

3.2 Setting the Management IP Address of the router

This section describes how to set the management IP address of the router.

Procedure
Step1 Run the system-view command to enter the system view.
Step 2 Run the interface interface-type interface-number command to enter the interface view.

Step 3 Run the ip address ip-address { mask | mask-length } command to set the management IP
address.

(1 noTE

By default, LAN ports of AR150 and AR200 series are added to VLAN 1. The IP address of VLANIF 1
is 192.168.1.1, which can be used as the management IP address on any LAN port.

For example, set the management IP address of GE0/0/0 to 192.168.1.1 and mask length to 24.
<Huawel> system-view

[Huawei] interface gigabitethernet 0/0/0

[Huawei-GigabitEthernet0/0/0] ip address 192.168.1.1 24

——End

Issue 01 (2012-04-20) Huawei Proprietary and Confidential 6
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3.3 (Optional) Uploading the Web Page File

This section describes how to use the PC as the FTP server to upload the web page file to
router.

Context
Ensure that the route between the router and the FTP server is reachable. If the new software
package that contains the web page file has been uploaded to the router, you do not need to
upload the web page file again.
Procedure
Step 1 Run the system-view command to enter the system view.
Step 2 Run the ftp server enable command to start the FTP server.
Step 3 Run the aaa command to enter the AAA view.
Step 4 Run the local-user User name password { simple | cipher } password command to set the local
user name and password.
Step 5 Run the local-user User name service-type ftp command to set the service type of the local
user to FTP.
Step 6 Run the local-user User name ftp-directory directory command to set the FTP directory.
Step 7 On the FTP server, choose Start > All Programs > Accessories > Command Prompt. The
command-line interface (CLI) is displayed.
Step 8 Access the directory that stores the web page file, for example, D:\ftp.
Step 9 Run the ftp /P address command to log in to the router using FTP.
In the preceding command, /P address indicates the management IP address of the router.
Enter the user name and password, and press Enter. If the command prompt in the FTP client
view is displayed, for example, ftp>, you have accessed the FTP directory, as shown in Figure
3-5.
Issue 01 (2012-04-20) Huawei Proprietary and Confidential 7
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Figure 3-5 Logging in to the FTP server

v CzA\WIRDO¥S\=zystemI2\cad. exe

Hicrosoft Windows KPP [Version 5.1.26881
{C» Copyright 1985-2881 Microsoft Corp.

:wDocuments and Settings“Administrator >d:
D:s>ed Ftp

D:xfFrp2ftp 192.168.208.161

Connected to 192.168.2808.161.

228 FIFP service ready.

User €192.168.280.161:Cnone??: huawei
331 Password reguired for honawei.
Password:

238 User logged in.

frp>r o

Step 10 Run the binary command to enter the binary mode.
(0 noTE

The FTP supports the following transmission modes:
® ASCIIL: Text files are transmitted using ASCII characters, separated by a new-line character.
® Binary: Binary files are transmitted directly.

The default transmission mode is ASCII, but the binary mode is recommended here. You can run the
ascii or binary command to switch between the two modes.

Step 11 Run the put **.zip command to upload the web page file from the FTP server to the router. In
the preceding command, **.zip indicates the name of the web page files, as shown in Figure
3-6.

Figure 3-6 Uploading the web page file

ftp> bhinary

200 Type set to I.
ftp> put webh.zip

208 Port command okay.

158 Opening BINARY mode data connection for web.zip.
226 Transfer complete.
: 1339618 bytes sent in 9.73Seconds 137.62Kbytes/sec.

Step 12 On the router, run the dir command to check the existence of the web page file in the current
storage directory.

Issue 01 (2012-04-20) Huawei Proprietary and Confidential 8
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(1 noTE

If the size of the web page file on the router is different from that on the FTP file server, a transmission
exception may occur. Upload the web page files again.

—--End

3.4 (Optional) Loading the Web Page File

This section describes how to load the web page file.

Context
Before loading the web page file, ensure that the file has been uploaded to the router. The web
page file is in .zip format. The web page file name is in the *.zip format. If the router has loaded
the new software package that contains the web page file, you do not need to load the web page
file again.

Procedure

Step1 Run the system-view command to enter the system view.
Step 2 Run the http server enable command to enable the HTTP service.
Step 3 Run the http server load file-name command to load the web page file.

—End

3.5 (Optional) Creating User Accounts for the Web NMS

When the client logs in to the router through the web NMS, there must be user accounts for the
web NMS on the router.

Procedure

Step1 Run the system-view command to enter the system view.
Step 2 Run the http server enable command to enable the HTTP service.
Step 3 Run the aaa command to enter the AAA view.

Step 4 Run the local-user user-name password password command to set the HTTP user name and
password.

Step 5 Run the local-user User name privilege level level command to set the user level.

(1 noTE

The default user name and password on the router are both admin. You are advised to change the password
after logging in to the router for security.

By default, the user level is common user. Mappings between user levels and users are as follows:
® (-1: common user
® 2: enterprise administrator

® 3-15: super user

Issue 01 (2012-04-20) Huawei Proprietary and Confidential 9
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Step 6 Run the local-user user name service-type http command to set the user access type to HTTP.
Step 7 Run the quit command to return to the system view.

Step 8 (Optional) Run the http timeout timeout command to set the timeout interval for HTTP sessions.
In the command, timeout is in minutes.

The default timeout interval is 3 minutes.

——End

Issue 01 (2012-04-20) Huawei Proprietary and Confidential 10
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4 Web Page Introduction

About This Chapter

This section describes the login, page layout, and operations for the Web NMS.

4.1 Logging In to the Web NMS
This section describes how to log in to and log out of the Web NMS.

4.2 Web Page Layout
This section describes the page layout of the Web NMS and help system.

4.3 User Levels and Rights
This section describes user levels and rights in the Web NMS.

4.4 Web Page Controls and List Operations
This section describes the web page controls and operations that you can perform for lists on
web pages.

Issue 01 (2012-04-20) Huawei Proprietary and Confidential 11
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4.1 Logging In to the Web NMS

This section describes how to log in to and log out of the Web NMS.

Prerequisites
Before logging in to the Web NMS, ensure that:

® The IP address of the device's access port has been configured.
(L noTE

By default, LAN ports of AR150 and AR200 series are added to VLAN 1. The IP address of VLANIF
11is 192.168.1.1, and subnet mask is 255.255.255.0.

If default settings are not modified, ports from Ethernet0/0/0 to Ethernet0/0/7 can be used as access
ports.

® The device and your PC are properly connected.
® The device is running properly and the HTTP or HTTPS service is correctly configured.
® The web browser software has been installed on your PC.

- Windows: Internet Explorer 7.0 or later

- Linux: Firefox

Figure 4-1 shows the running environment of the Web NMS that can be managed and configured
on your PC.

Figure 4-1 Running environment of the Web NMS

Interface

Procedure

Step 1 Open the web browser, enter the URL of the Web NMS, and press Enter. The Web NMS login
page is displayed, as shown in Figure 4-2.

(1 noTE

This document assumes that URL of the Web NMS is http://192.168.1.1. If the HTTPS service is enabled
and the port number is set to 1278, the URL of the Web NMS is https://192.168.1.1:1278.
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Figure 4-2 Login page

< Web Platform

Language English Ml

User Name

Copyright ® Huawei Technologies Co., Ltd. All rights reserved.

Step 2 Enter the login information.

1.

Select a language.

English and Chinese are supported. The default language is Chinese. To use English, select
English.

Enter a user name and password.

The default user name and password are admin.
Enter the verification code (case-insensitive).

To obtain a new verification code, click Refresh.

Click Login. The page shown in Figure 4-3 is displayed.
(O note

You can click Clear and enter the user name, password, and verification code again.
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Figure 4-3 Web NMS home page

i~ Web Platform -
m Wizard  BasicSettings  Security  Management

Overview Save Help Exit

This page shows the gateway connection network. You can click a corresponding part to view details

T m

SR
I'_T—l_r—,

_B

[

™

[l Device Information

Product Customized BizNavigator Gateway 2-1

Mode! AR1220

Device D 2102352932108A000874

Hardware version AROISRUIA VER B

Software version V200R002C00

Device running time 0days20hours 18minutes38seconds
W cPuusace

[Max. CPU usage 28% Time 2012-2-10 15:16:57

[ Vermory Usage
=1 NN NN RN

(1 noTE

® [fthe Invalid verify code dialog box is displayed, as shown in Figure 4-4, click OK and enter the
verification code again.

® Ifthe Incorrect verify code dialog box is displayed, as shown in Figure 4-5, click OK and enter the
verification code again.

® [fthe Authentication failure dialog box is displayed, as shown in Figure 4-6, click OK and enter the
user name and password again.

® [fthe Sufficient online users dialog box is displayed, as shown in Figure 4-7, the concurrent online
users reach the maximum. By default, the Web NMS supports a maximum of five concurrent online
users.

® [fthe Invalid client address dialog box is displayed, as shown in Figure 4-8, the current host IP address
is not in the trusted IP address list.

® The same user name can be used for login at only one client at a time.

Figure 4-4 Invalid verify code

Information

\i‘) Invalid verify code.

Figure 4-5 Incorrect verify code

Information

\i‘) Incorrect verify code.

OK
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Step 3

Figure 4-6 Authentication failure

Information

\i.) User authentication fails.

OK

Figure 4-7 Sufficient online users

Information

i The number of login users reaches the
\.) upper limit.

OK

Figure 4-8 Invalid client address
Information

\i.) Invalid client address.

OK

To log out of the web page, click Logout at the upper-right corner of the page shown in Figure
4-3. The login page is displayed.

1 noTE

If no operation is performed in a specified period (default: 10 minutes), the system automatically logs out,
as shown in Figure 4-9.

To log out of the web page, click Logout. If you do not click Logout but close the browser, you cannot
log out of the web page. In this case, if you need to log in to the web page again, you can log in to the web
page when the login timeout period expires.

Figure 4-9 Login timeout

Information

i No operation in 10 minutes. The login page
\.) will be displayed.

—End

4.2 Web Page Layout

Page Layout

This section describes the page layout of the Web NMS and help system.

Figure 4-10 shows the page layout of the Web NMS.
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Help System

Figure 4-10 Page layout of the Web NMS

Wizard  BasicSettings  Security  Management 4
Overview lsave melp et
Rt RV Information Overview o
2 This page shows the gateway connection network. You can click a correspnding part to view details
INTERNET
5N B w =

B oevice nformation

Product

Model

Device ID 210235253210B4000874

Hardware version ARDISRU LA VER.E

Software version

Device running time Odays20hours25minutes57seconds

W cuisece

M. CPU Usage 13% Time 2012-2-10 15:24:17

& Page version: V2.0.0:Copyright{C) 2008-2012; China Telecom; Customer services hotline: 10000

Table 4-1 Page layout of the Web NMS

Are | Name | Description

a

1 Menu Displays functional module tabs.
bar

2 Navigati | Displays specific function categories in tree mode. Items marked with +
on bar can be expanded.

3 Operati | Displays specific functions for users to configure.
on area

4 Auxiliar | Allows users to save the current configuration, obtain help, and log out of
y area the Web NMS.

Click Help in the auxiliary area, and select Local Help, Online Help, or About to obtain help

information.
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Item

Description

Local Help

4-11.

Click Local Help or press F1 on any page. The help information window is
displayed to show parameter description of the current page, as shown in Figure

If the IE browser blocks pop-up windows, configure the browser to allow pop-
up windows.

In the displayed help information window, you can view parameter description
of any page in the navigation tree.

Online

Click Online Help on any page. The http://support.huawei.com/support/ page
Help is displayed. You can obtain online help information on this page.

About

Click About on any page. The page shown in Figure 4-12 is displayed to show
Web NMS version information.

Figure 4-11 Local Help

Expand | Collapse
l’_??.'.&b_l‘e!p_er.:l*m
=] @ Device Information

@ Information Overview
(- Wizard
- Basic Settings
- Security Configuration
[+ @System Management

Information Overview

Table 1 Information overview

Item

Description

Device
Information

Displays device information
including the product name
device model. device ID
hardware version, software
version, and device running time

CPU Displays the device CPU usage

Usage The bar graph displays the
current CPU usage. and the
trending graph displays the CPU
usage record

Memory  [Displays the device memory

Usage usage. The bar graph displays
the current memeory usage. and
the trending graph displays the
memory usage record

Broadband | Displays the bandwidth

connection | connection information. or

information about WAN and 3G
interfaces. The information
includes the inteface name
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Figure 4-12 About

About X

YYCHW M ialiviin

Version :2.2.1.951

&%  Copyright ® Huawei Technologies Co., Ltd. All rights reserved.

4.3 User Levels and Rights

This section describes user levels and rights in the Web NMS.

The Web NMS provides the following user levels with the rights in ascending order: common
user, enterprise administrator, and super administrator.

Table 4-2 shows the rights of different user levels.
[ noTE

In Table 4-2, Y means that the permission is supported, and - means that the permission is not supported.
® Common user: manages value-added services (VAS).
®  Enterprise administrator: manages enterprise LANS.

®  Super administrator: maintain devices.

Table 4-2 User levels and rights in the Web NMS

Common Enterprise Super
Administra | Administra
User £ tor
Function ol e
Rea | Writ | Rea | Writ | Rea | Writ
d e d e d e
Devic Inf(?r Dev1ce . Product v i v i v i
e matio | informatio | name
overvi n n .
ew | overvi Device Y - Y , Y ;
ew model
Device ID Y - Y - Y -
Har@ware v i v i v i
version
Issue 01 (2012-04-20) Huawei Proprietary and Confidential 18
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Common Enterprise Super
Administra | Administra
User £ t
Function or or
Rea | Writ | Rea | Writ | Rea | Writ
d e d e d e
Software v i v i v i
version
Device
running Y - Y - Y -
time
CPU usage | - Y - Y - Y -
Memory - % ) % ) v )
usage
Broadban | -
d
connectio % _ v ) % )
n
informatio
n
3G data 3G
card . petwork. v i v i v i
connectio | informatio
n status n
3G modem v i % i v i
status
UIM card
status Y ) Y ) Y )
Signal v i % i v i
strength
LAN -
informatio Y - Y - Y -
n
Wireless SSID Y - Y - Y -
network -
informatio | Service Y - Y - Y -
n status
Supported
PCs Y - Y - Y -
Servwe . Service v i v i v i
informatio | name
n
Current % i v i % i
status
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Common Enterprise Super
Administra | Administra
User £ t
Function or or
Rea | Writ | Rea | Writ | Rea | Writ
d e d e d e
Detailed
configurati Y - Y - Y -
on
Recent -
system Y - Y - Y -
logs
Confi | Confi | Configurat | -
gurati | gurati | ion W'IZE%I‘d i i % i % i
on on descriptio
wizard | wizard | n
Broadban | WAN port - - Y - Y Y
d
connectio | Connection
n mode
- - Y - Y Y
configurat
ion
LAN LAN port i i v v v %
settings 1P
DHCP - - Y
Wireless Enable - i Y
routing wireless
SSID - -
SSID - i
hiding
Encryption - i Y Y Y Y
mode
Encryption - i Y Y Y Y
key
Ba§1c Interfa WAN WAN i i v i v v
setting ce interface
s
LAN .VLAN - - Y Y Y Y
interface interface
VLAN - - Y Y Y Y
WLAN Bas.1c ) ) v v v v
interface settings
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Common Enterprise Super
Administra | Administra
User t t
Function or or
Rea | Writ | Rea | Writ | Rea | Writ
d e d e d e
Adyanced i i v v v v
settings
3G Basic - - Y Y Y Y
interface settings
Ad\./anced i i v v v v
settings
Netwo | DDNS Domain i i % % % v
rk name
setting
S Server - -
User name - -
Ir}ter.t“ace i i % v v v
binding
Advanced | ALG - - - - Y Y
NAT -
settings Virtual ) . . B} Y Y
server
One-to-one
address - - - - Y Y
translation
DHCP Basic LAN
address port i i v v v v
pool network
settings
Rogte Static route i i ) ) v v
settings
VPN [ L2TP L2TP
VPN Client i i i i Y Y
L2TP i i i i v v
Server
IPSec Connection
VPN name ) ) ) ) Y Y
Gateway
informatio - - - - Y Y
n
Filter - - - - Y Y
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Common Enterprise Super
Administra | Administra
User t t
Function or or
Rea | Writ | Rea | Writ | Rea | Writ
d e d e d e
Adyanced i i i i v v
settings
SSL VPN SSL' i i i i % %
Settings
Service
manageme - - - - Y Y
nt
User
manageme - - - - Y Y
nt
Resource
manageme - - - - Y Y
nt
Domain
manageme - - - - Y Y
nt
QoS Ba.ndyv.1dt Limiting i i % v v v
h limiting | type
Start and
end IP - - Y Y Y Y
addresses
Interface - - Y Y
Type - - Y Y
Traffic
direction - - Y Y Y Y
and rate
Advanced | Traffic
bandwidth | processing i i Y Y Y Y
limiting
Mach ; Sy | Yy | v | v
criteria
Advanced | Interface
bandwidth | bandwidth ) ) Y Y Y Y
assurance —
Applicatio
n - - Y Y Y Y
bandwidth
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Function

Common
User

Enterprise
Administra
tor

Super
Administra
tor

Rea | Writ
d e

Rea | Writ
d e

Rea | Writ
d e

Session
count
restriction

Enable
session
count
restriction

Total
session
count
restriction

Remot | TR-069

manag

ACS

CPE

ement SNMP

SNMP
version

Contact
informatio
n

System
name

Device
location

Security
user name

Authentica
tion
password

Encryption
password

SNMP
read-only
password

SNMP
read-write
password

Trap
password
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Common Enterprise Super
Administra | Administra
User £ t
Function or or
Rea | Writ | Rea | Writ | Rea | Writ
d e d e d e
Trap
receiving - - - - Y Y
host
Syslog Local log - - - - Y Y
manageme
nt Remote log - - - - Y Y
Remote Remote
manageme | access i i v v v v
nt protocol
and port
Remote
trust host - - - - Y Y
1P
Securi Baslc Firewall Enable i i % % % v
ty setting firewall
setting s ord
S MAC Filtering i i % v v %
address type
filtering
MAC
address - - Y Y Y Y
settings
ARP ARP
defense defense ) ) Y Y Y Y
Manual
IP. MAC - - Y Y Y Y
binding
Syste | Restar | - -
m t - - Y Y Y Y
manag | device
ement
User | Create User name - - Y Y
manag | local user
ement Password - - - -
Confirm i i i v i v
password
User list Change i v i v i v
password
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Common Enterprise Super
Administra | Administra
User £ t
Function or or
Rea | Writ | Rea | Writ | Rea | Writ
d e d e d e
One- | Restore - Y Y
key | factory - - - -
restora | settings
tion
Restore - Y Y
installatio
n - - - -
configurat
ion
Confi | Save - Y Y
gurati | configurat - - - -
on ion
mainte
nance | Importand | - Y Y
export ) ) ) )
configurat
ion
Upload - Y Y
configurat - - - -
ion
Upgra | - - Y Y
de i i i
softwa
re
Troubl | Ping - - - Y Y Y Y
eshoot
ing Tracert - - - Y Y Y Y
ol | Http Get | - ; Sy | Y | v | v
DNS - i i Y Y Y Y
Query
Time | NTP NTP i i i Y Y
setting settings
S
System Y Y
time - - - -
settings
Log | Logquery | - Y Y
manag - - - -
ement
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4.4 Web Page Controls and List Operations

This section describes the web page controls and operations that you can perform for lists on

web pages.

Web Page Controls

Web page controls include buttons, check boxes, and icons.

Table 4-3 Web page controls

Name | Figure

Function

Tab Overview .:ﬁ.

Click a tab to display the page for
configuring a functional module.

An active tab is distinguished from other
tabs in color and form.

Navigati -Interface
=] WAN
on tree e
=] WLAN
= 26
+ Network
+VPN

QoS

+Remote Management

Click a node in the navigation tree to
display the configuration page. Nodes
marked with + can be expanded.

Button oK

Exit

[Chang Passwerd]

Click a button to perform an operation.

A button is presented in icon and text.

Option O Enable
button

Click an option box to select an item.
Only one option can be selected among
a group of items.

Check FTP
box

Click a check box to select an item, and
click it again to deselect the item.
Multiple options can be selected among
a group of items.

Text box

Enter a value in a text box.

Text boxes for entering IPv4 addresses
are displayed in dotted decimal notation
to avoid incorrect IP address format.
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Name | Figure Function
Drop- ]Bozllb v Click the arrow and select a value from
down 80211an a list.
listbox | so211p A drop-down list box may support text
80211bgn input.
80211g
80211n

Date Click a date control to set the date.
5 ! T ik F 5
1.2 3 4 5 6 7
g8 9 10 11 12 13 14
15 16 17 18 19 20 21
22 23 24 25 26 27 28
29 30 3
Time : [ﬂ C IE] C
Today
Browse Click Browse and select a file.
Modify Click the icon to modify an item in a list.
Delete i Click the icon to delete an item in a list.
Paging Page| 1lof4| b Ml The four arrows indicate the first,
previous, next, and end pages
respectively.

Enter a page number in the text box and
press Enter to go the specified page.

List Operations

The Web NMS allows you to adjust the table header display sequence and displays lists in pages
for you to query.

®  Adjust the table header display sequence. To move a table header, move the cursor to the
table header and drag the table header to another table header position, as shown in Figure
4-13.

Figure 4-13 Adjusting the table header display sequence

. User List &
User name [% User Type Operation
user2 ‘:) e [Chang Password]
I
user3 v [Chang Pas:
userd Common user [Chang Passwaord]
4 4 |Page 6 of6 Current: 26-28 Total records: 28 | page 5 Y Records

® Display items on multiple pages. Items are displayed on multiple pages when one page
cannot accommodate all the items.
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®  Query a list. Users can query a list by query criteria and keyword.

Figure 4-14 Querying a list

Query criteria Module o Keyword Query

Time Module Level Summary Description

Feb 10 2012 15:25:18+00:00 HTTP Errors LONGIN FALL User login failed. (UserName=wangzhenke,

Feb 10 2012 15:. 00:00 HTTP Errors LONGIN FAIL User login failed. (UserName=wangzhenke,

Feb 10 2012 15:. 00:00 HTTP Errors LONGIN FAIL User login failed. (UserNa angyibo, IPs

Feb 10 2012 15 HTTP Errors LONGIN FAL User login failed. (UserNa angyibo, IP+
HTTP Errors LONGIN FAIL User login failed. (UserName=aaa, IPAddr="

Feb 10 2012 HTTP Errors LONGIN FAIL User login failed. (UserName=aaa, IPAddr="

Feb 10 201215 HTTP Errors LONGIN FALL User login failed. (UserName=v/angyibo, IPs

Feb 10 2012 15:16:39+00:00 HTTP Errors LONGIN FAIL User login failed. (UserName=vangyibo, IPs

Page 1 of1

Displayed: 1-8 records. Total: 8 records. | /page 10 | v Records
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Device Overview

About This Chapter

This section describes how to view device information.

5.1 Viewing Device Information
This section describes how to view device information.
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5.1 Viewing Device Information

This section describes how to view device information.

Context
You can view the following information on the Information Overview page:

Device information
CPU usage

Memory usage
Broadband connection
3G data card connection
LAN

Wireless network

Service information

Recent system logs

Procedure

Step1 Choose Device Overview > Information Overview. The Information Overview page is
displayed, as shown in Figure 5-1.

Figure 5-1 Information Overview

Information Overview

This page shows the gateway connection network. You can click a corresponding part to visw details.
4. A
INTE T

36
_ |
- .

T 1
= I =

Step 2 Click the device in Figure 5-1. As shown in Figure 5-2, the device information is displayed,
including the product name, device model, device ID, hardware version, software version, and
device running time.
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Step 3

Step 4

Figure 5-2 Device information

[l _Device Information

Product Customized BizMNavigator Gateway 2-1
Model AR2240

Device ID 2102113373P0BA000232

Hardware version ARO1SRU3A VER.B

Software version V200R002C00

Device running time 0 days 20 hours 51 minutes 53 seconds

View the CPU usage of the device, as shown in Figure 5-3.

Figure 5-3 CPU usage
. CPU Usage

Max. CPU usage 10% Time 2012-2-11 15:38:00

In Figure 5-3, the left part shows the highest CPU usage, and the right part shows the CPU usage
trend from right to left and the time when the highest CPU usage is reached.

View the memory usage of the device, as shown in Figure 5-4.

Figure 5-4 Memory usage

Il _Memory Usage

Memory usage 61% Time 2012-2-11 15:35:00

In Figure 5-4, the left part shows the current memory usage, and the right part shows the memory
usage trend from right to left and the current time.

INTERNET
Step 5 Click ! in Figure 5-1 to view broadband connection information, as shown in Figure
5-5.
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Figure 5-5 Broadband connection

[l _5roadband connection

Interface name Connection status 1P address
Ethernet1/0/0 Connected 114.1.1.1
Ethernet1/0/1 Connected

Ethernet2/0/0 Connected 202.1.1.2
Ethernet2/0/1 Connected 10.1.2.1
GigabitEthernetd/0/0 Connected 192.168.200.177
GigabitEthernet0/0/1 Connected 116.1.1.1
GigabitEthernet0/0/2 Unconnected

3G
Step 6 Click in Figure 5-1 to view information about the 3G data card connection, as shown in
Figure 5-6.

Figure 5-6 3G data card connection

. 3G Data Card Connection

Cellular 0/0/0 Unconnected
3G Modem Card-inserted
UIM card status Mo card
Signal strength onlll

To view details about the 3G Modem, UIM card, and 3G network, click More, as shown in
Figure 5-7.

Figure 5-7 3G information

Cellular 0/0/0

36 Modem Information

3G Modem Card-inserted

Maodel EC1261-2

Vendor HUAWEI TECHNOLOGIES CO., LTD
ESN Inactive

Hardware version CE64TCPU

Firmware version 11.106.03.02.000

PRL version 0

Power supply voltage 3354 mv

UM Card Information

UIM card status No card

IMST

36 Network Information

Carrier
Working status Unconnected
Signal strength —onill
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Step 7 Click © " in Figure 5-1 to view LAN information, as shown in Figure 5-8.

Figure 5-8 LAN information

B L
Ethernet0/0/0 Unconnected
Ethernet0/0/1 Unconnected
Ethernet0/0/2 Unconnected
Ethernet0/0/3 Unconnected
Ethernet0/0/4 Unconnected
Ethernet0/0/5 Unconnected
Ethernet0/0/6 Unconnected
Ethernet0/0/7 Unconnected

Step 8 Click = in Figure 5-1 to view wireless network information, as shown in Figure 5-9.

Figure 5-9 Wireless network

B Wireless Network

Network Name (SSID)  Service Status Supported PCs
telecom Start 0

Step 9 View service information shown in Figure 5-10.

Figure 5-10 Service information

B service Information

Service Name Status
L2TP VPN Tunnel unestablished Details
IPSec VPN Tunnel unestablished Details

To view detailed service information, click Details.

Step 10 View recent system logs shown in Figure 5-11.

Figure 5-11 Recent system logs

l_Recent system logs

Time Description

Feb 11 2012 15:28:17+00:00 Some packets are dropped by cpcar on the MPU. (Packet-type=arp-request, Drop-Count=552)

Feb 11 2012 15:19:17+00:00 Some packets are dropped by cpcar on the MPU. (Packet-type=arp-request, Drop-Count=552)

Feb 11 2012 15:09:17+00:00 Some packets are dropped by cpcar on the MPU. (Packet-type=arp-request, Drop-Count=736)

Feb 11 2012 14:56:17+00:00 W Some packets are dropped by cpcar on the MPU. (Packet-type=arp-request, Drop-Count=552)

Feb 11 2012 14:49:17+00:00 Warnings Some packets are dropped by cpcar on the MPU. (Packet-type=arp-request, Drop-Count=552)

More

L noTE

A maximum of five logs can be displayed on a page.

To view more logs, click More, as shown in Figure 5-12. For details about log-related
operations, see Log Management.
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Figure 5-12 Log information

Wl Vew Log

You can query system logs by query criteria and keyword, sort and clear logs.

Query criteria Time N Keyword Query

Time Hodule Level Summary Description

Feb 252012 15:01:31+00:00 DEFD N CPCAR_DROP_MPU Some packets are dropped by cpcar on th
Feb 25 2012 14:51:31+00:00 DEFD CPCAR_DROP_MPU Some packets are dropped by cpcar on th
Feb 25 2012 14:41:31+00:00 DEFD Warnings CPCAR_DROP_MPU Some packets are dropped by cpcar on th
Feb 25 2012 14:33:44+00:00 HTTP Errors LONGIN FAIL User login failed. (UserName=ginzhangw.
Feb 25 2012 14:33:19+00:00 HTTP Errors LONGIN FAIL User login failed. (UserName=ginzhangw.
Feb 252012 14:31:31+00:00 DEFD Warnings CPCAR_DROP_MPU Some packets are dropped by cpcar on th
Feb 252012 14:21:31+00:00 DEFD Wamnings CPCAR_DROP_MPU Some packets are dropped by cpcar on th
Feb 252012 14:11:31+00:00 DEFD Warnings CPCAR_DROP_MPU Some packets are dropped by cpcar on th
Feb 252012 14:01:31+00:00 DEFD Wamnings CPCAR_DROP_MPU Some packets are dropped by cpcar on th
Feb 25 2012 13:54:30+00:00 HTTP Errors LONGIN FAIL User login failed. (UserName=ginzhangw.

Page  1lof17| b Ml Displayed: 1-10 records. Total: 170 records. | /page| 10 | v |Records
Clear | Descending Refresh

Refresh Interval  Manual

Step 11 To specify the refresh interval, select a value from the ¥ drop-

down list box.

Refresh

To refresh the Information Overview page, click
(1 noTE

® If you select manual, you need to click Refresh to refresh the Information Overview page.

® Ifyou select a refresh interval, you do not need to click Refresh. For example, if you select 10
seconds, the Information Overview page is automatically refreshed once every 10 seconds.

—--End
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Configuration Wizard

About This Chapter

This section describes how to use the configuration wizard to enable quick Internet access.

6.1 Overview
This section describes the configuration procedure involved in the configuration wizard.

6.2 Going Online Using a Dynamic IP Address
This section describes how to go online quickly by using an IP address obtained from the carrier.

6.3 Going Online Using PPPoE
This section describes how to go online quickly using PPPoE.

6.4 Going Online Using a Static IP Address
This section describes how to go online using a static IP address allocated by the carrier.
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6.1 Overview

This section describes the configuration procedure involved in the configuration wizard.

The configuration wizard enables you to easily configure required network parameters. With
the configuration wizard, you can configure:

1. Broadband connection information
2. LAN information
3. Wireless routing (only AR1220W and AR1220VW support wireless routing configuration)

Figure 6-1 shows the networking of Internet access. The interface that connects a router to the
Internet is called WAN interface, and the interface that connects users is called LAN interface.
A LAN interface can be an Ethernet interface in wired mode or a WLAN-BSS interface in
wireless mode.

Figure 6-1 Networking of Internet access

User1 UJ
User2 UJ:

I

[
-
>
4

WAN
interface

Rquter

User3

Userd

Limitations
® Common users cannot use the configuration wizard.

®  Enterprise administrators can configure and query LAN interface parameters, but can only
query WAN interface parameters.

®  Super users can configure and query all parameters involved in the configuration wizard.

Connecting to the Internet at the WAN Side

The following table shows three methods for a WAN interface to obtain an IP address:

Table 6-1 Three methods for a WAN interface to obtain IP addresses

Method to Obtain IP | Required Parameter

Automatically Interface connected to the Internet
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Method to Obtain IP | Required Parameter
PPPoE ® Interface connected to the Internet
® Account
® Password
Manually ® Interface connected to the Internet
® Static [P address and subnet mask assigned by a carrier

Connecting to Users at the LAN Side

LAN users can have specified IP addresses or obtain IP addresses from the DHCP server

When an IP address is configured statically, ensure that the IP address is in the same network
segment as the IP addresses if the LAN interface on the router.

When IP addresses are configured dynamically, configure the DHCP Server function on the
router. If the network segment that the LAN interface's IP address belongs to is changed, IP
addresses of LAN users must be released.

6.2 Going Online Using a Dynamic IP Address

This section describes how to go online quickly by using an IP address obtained from the carrier.

Context
To start the wizard, click Wizard in the navigation tree. This wizard helps you quickly set the

Internet access parameters. You can click Previous anytime to modify your settings.

Procedure

Step 1 (Optional) Configure VLANS. To add an Ethernet interface to a VLAN, see 10.1 Creating
VLANSs. To add a WLAN-BSS interface to a VLAN, see 11 Connecting Wireless Users to
LANS.

By default, all LAN-side interfaces on a router belong to VLAN 1. To add a LAN-side interface
to another VLAN, perform this step; otherwise, skip this step and start the wizard.

Step 2 Open the Wizard page.

1. Click Wizard in the navigation tree to open the following page:
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Configuration Wizard

B eicome to Configuration Viizard
This wizard enables you to configure required network parameters. You can also go to each menu to configure specfied tems. To continue to use Configuration Viizard, click Hext. To exi Configuration Wizard, cick Ext.

@
"G

‘Stap 1: Configure the Broadband Cnr\r\emnr\‘

[step 2: Configure the LAN|
'_'_'_'—l Istep 3: Configure the Wireless Route]

B

i

To continue, dick Next.

To exit Configuration Wizard, click Exit.
Next Exit

2. Click Next to configure a WAN connection.

Step 3 Configure a WAN connection.

1. Set WAN connection parameters.

Set Connection mode to Automatically obtain IP.

. Step 1: Configure the Broadband Connection
Select 3 broadband connection mode.

1. Point-to-Point Protocol over Ethernet (PPPoE)
2. Automatically obtain an IP address from the network service provider (Dynamic IP)

3. Obtain 3 fixed IP address from the network service provider (Static IP)

WAN port gigabitethernet0/0/0 v
Connection mode Dynamic IP v
Enable VLAN O

ters marked with an asterisk (*) are mandatory.

@

Param

i)

2. Click Next to finish the WAN connection configuration and open the Configure the
LAN page.

Step 4 Configure LAN access.
1. Set LAN access parameters.
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B s:eo 2: configure the LAN

VLAN defauft(1) X
IP address . . . (200X 200300 X3X)
Subnet mask . . . * (300X 00 X00X.X00K)

O DHCP based on the global address pool
O DHCP based on the interface address pool

(®  Disable DHCP

Start IP address

End IP address

Lease time (minutes)

Parameters marked with an asterisk (*) are mandatory.

2. Click Next to finish the LAN access configurations. If your router supports WLAN, the
web system displays the WLAN configuration page. If your router does not support WLAN,
the web system displays the Finish page. Skip to step 6.
Step 5 Configure WLAN access.
1. Set WLAN parameters.

. Step 3: Configure the Wireless Route
Set wireless network-related parameters and security parameters.

WLAN service ® Enable O Disable

SSID Select SSID %

Network name (SSID) zhangxiao * (Only 4 to 10 digits and letters are supported)
VLAN 1 v

WLAN-BSS interface 3 v

Network hiding O

Authentication mode VWPA2-PSK v

WPA shared key * (Only 8 to 63 digits and letters are supported)
WPA encryption mode tkip 7

Parameters marked with an asterisk (*) are mandatory.

2. Click Next to finish the WLAN access configurations and open the Finish Configuration
Wizard page.

Step 6 Confirm the configurations.
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View the configurations on the Finish Configuration Wizard page. To confirm the
configurations, click Finish. To modify the configurations, click Previous. If you quit the wizard
without clicking Finish, the configurations will not take effect.

—End

6.3 Going Online Using PPPoE

This section describes how to go online quickly using PPPoE.

Context

To start the wizard, click Wizard in the navigation tree. This wizard helps you quickly set
Internet access parameters. You can click Previous anytime to modify your settings.

Procedure

Step1 (Optional) Configure VLANS. To add an Ethernet interface to a VLAN, see 10.1 Creating
VLANSs. To add a WLAN-BSS interface to a VLAN, see 11 Connecting Wireless Users to
LANSs.

By default, all LAN-side interfaces on a router belong to VLAN 1. To add a LAN-side interface
to another VLAN, perform this step; otherwise, skip this step and start the wizard.

Step 2 Open the Wizard page.

1. Click Wizard in the navigation tree to open the following page.

Configuration Wizard
Welcome to Configuration Wizard
This wizard enables you to configura required netweork paramaters. You can also go to aach menu to onfigure spacified itams. To continua to usa Configuration Wirard, click Next. To exit Configuration Wizard, click Ext.
INTEI T
— N
lstep 1: Configure the Broadband Connection|
lstep 2: Configure the LAN
’—'—'—'—' Istep 3: Configure the Wireless Routel

== N B

To continue, click Next.

To exit Configuration Wizard, click Exit.

2. Click Next to configure a WAN connection.
Step 3 Configure a WAN connection.
1. Set WAN connection parameters.
Set Connection mode to PPPoE.
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- Step 1: Configure the Broadband Connection

Select 3 broadband connection mode.
1. Point-to-Point Protocol over Ethernet (PPPoE)

2. Automatically obtain an IP address from the network service provider (Dynamic IP)

3. Obtain 2 fixed IP address from the network service provider (Static IP)

WAN port gigabitethernet0/0/0 v
Connection mode PPPOE v
Enable VLAN 0O

Set the following PPPoE-relzted parameters according to the information provided by the netwaork service provic

Account *(1-64 characters)

Password *(1-16 characters)

Parameters marked with an asterisk (*) are mandatory.

2. Click Next to finish the WAN connection configuration and open the Configure the
LAN page.

Step 4 Configure LAN access.

1. Set LAN access parameters.

B s:eo 2: configure the LAN

VLAN default(1) X
IP address . . . (200X 200300 X3X)
Subnet mask . . . * (300X 00 X00X.X00K)

O DHCP based on the global address pool
O DHCP based on the interface address pool

(®  Disable DHCP

Start IP address

End IP address

Lease time (minutes)

Parameters marked with an asterisk (*) are mandatory.

2. Click Next to finish the LAN access configurations. If your router supports WLAN, the
web system displays the WLAN configuration page. If your router does not support WLAN,
the web system displays the Finish page. Skip to step 6.
Step 5 Configure WLAN access.

1. Set WLAN parameters.
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Step 6

. Step 3: Configure the Wireless Route

Set wireless network-related parameters and security parameters.

WLAN service ® Enable O Disable

SSID Select SSID

Network name (SSID) zhangxiao * (Only 4 to 10 digits and letters are supported)
VLAN 1

WLAN-BSS interface 3

Network hiding O

Authentication mode WPA2-PSK

WPA shared key * (Only 8 to 63 digits and letters are supported)
WPA encryption mode tkip v

Parameters marked with an asterisk (*) are mandatory.

2. Click Next to finish the WLAN access configurations and open the Finish Configuration
Wizard page.

Confirm the configurations.

View the configurations on the Finish Configuration Wizard page. To confirm the
configurations, click Finish. To modify the configurations, click Previous. If you quit the wizard
without clicking Finish, the configurations will not take effect.

—End

6.4 Going Online Using a Static IP Address

Context

Procedure

Step 1

This section describes how to go online using a static IP address allocated by the carrier.

To start the wizard, click Wizard in the navigation tree. This wizard helps you quickly set
Internet access parameters. You can click Previous anytime to modify your settings.

(Optional) Configure VLANSs. To add an Ethernet interface to a VLAN, see 10.1 Creating
VLANSs. To add a WLAN-BSS interface to a VLAN, see 11 Connecting Wireless Users to
LAN:Ss.

By default, all LAN-side interfaces on a router belong to VLAN 1. To add a LAN-side interface
to another VLAN, perform this step; otherwise, skip this step and start the wizard.

Step 2 Open the Wizard page.

1.  Click Wizard in the navigation tree to open the following page:
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M veicome to Configurtion Wizard

4. . N
IN'I‘EWT
e 1: configure the Broadband Connectior] m
Step 2: Configur the LI
’_'_'_'—' lstep 3: Configure the Wirsless Route]

To continue, click Next.

To exit Configuration Wizard, click Exit.

2. Click Next to configure a WAN connection.

Step 3 Configure a WAN connection.

1. Set WAN connection parameters.

Set Connection mode to Manually specify the IP address.

Configuration Wizard

. Step 1: Configure the Broadband Connection
Select a broadband connection mode.
1. Point-to-Point Protocol over Ethernet (PPPoE)

2. Automatically obtain an IP address from the network service provider (Dynamic IP)

3. Obtain a fixed IP address from the network service provider (Static IP)

WAN port gigabitethernet0/0/0 v
Connection mode Static IP v
Enable VLAN O

Set the following broadband-related parameters according o the information provided by the network service p
IP address

182 , 168 . 200, 179 | *

Subnet mask
295,255 .255., 0

Default gateway

Primary DNS server

Secondary DNS server

Parameters marked with an asterisk (*) are mandatory.

2. Click Next to finish the WAN connection configuration and open the Configure the
LAN page.

Step 4 Configure LAN access.

1. Set LAN access parameters.
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B s:eo 2: configure the LAN

VLAN defauft(1) X
IP address . . . (200X 200300 X3X)
Subnet mask . . . * (300X 00 X00X.X00K)

O DHCP based on the global address pool
O DHCP based on the interface address pool

(®  Disable DHCP

Start IP address

End IP address

Lease time (minutes)

Parameters marked with an asterisk (*) are mandatory.

2. Click Next to finish the LAN access configurations. If your router supports WLAN, the
web system displays the WLAN configuration page. If your router does not support WLAN,
the web system displays the Finish page. Skip to step 6.
Step 5 Configure WLAN access.
1. Set WLAN parameters.

. Step 3: Configure the Wireless Route
Set wireless network-related parameters and security parameters.

WLAN service ® Enable O Disable

SSID Select SSID %

Network name (SSID) zhangxiao * (Only 4 to 10 digits and letters are supported)
VLAN 1 v

WLAN-BSS interface 3 v

Network hiding O

Authentication mode VWPA2-PSK v

WPA shared key * (Only 8 to 63 digits and letters are supported)
WPA encryption mode tkip 7

Parameters marked with an asterisk (*) are mandatory.

2. Click Next to finish the WLAN access configurations and open the Finish Configuration
Wizard page.

Step 6 Confirm the configurations.
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View the configurations on the Finish Configuration Wizard page. To confirm the
configurations, click Finish. To modify the configurations, click Previous. If you quit the wizard
without clicking Finish, the configurations will not take effect.

—End
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Configuring Broadband Access

About This Chapter

This section describes how to configure broadband access to the Internet.

7.1 Overview

7.2 Going Online Using a Dynamic IP Address
This section describes how to go online through DHCP.

7.3 Going Online Using PPPoE
This section describes how to go online through PPPoE.

7.4 Going Online Using a Static IP Address
This section describes how to go online using a static [P address allocated by the carrier.
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7.1 Overview

Routers provide three broadband access methods:

® DHCP: User hosts automatically obtain IP addresses from the carrier.

®  Static: After subscribing to the broadband service, users obtain fixed IP addresses from the
carrier.

® PPPoE: Users subscribe to the PPPoE service to obtain an account and a password from
the carrier.

7.2 Going Online Using a Dynamic IP Address

This section describes how to go online through DHCP.

Procedure

Step1 Choose Basic Settings > Interface > WAN to open the page shown in Figure 7-1. The web
system displays the connection mode, connection type, IP address, and status of the uplink
interfaces.

Figure 7-1 WAN information
v |

Set Intemet interface parameters
[l AN Connection List
Connection Name Connection Hode Connection Type 1P Address Status

HUAWE AR Series, GigabitEthemet0/0/0 Interface static WAN uplink 10.137.147.141 Connected
1_internet_R_gigabitethernet0/o/1 pppOE WAN uplink

1_Intemet_R_gigabitethemet0/0/2 static WAN uplink 21223
1_internet_R_GigabitEthernet 0/0/1.1_VID_14 static WAN uplink 14141414

1_Interet_R_GigabitEthemet 0/0/0.1_VID_13 static WAN uplink 13131313

1_Intermet_R_GigabitEthemet 0/072.1_VID_15 static WAN uplink 15151515

Page 1of1 Current: 1-6 Total records: 6 | /page 10| Records

Add

Step 2 Use either of the following methods to configure broadband access through DHCP:
® Configure broadband access on a WAN-side interface.
(O noTE
The web network management system does not support broadband access through an ATM interface.

Click E to open the WAN-side interface setting page, as shown in Figure 7-2. Modify the
parameters.

Issue 01 (2012-04-20) Huawei Proprietary and Confidential 47
Copyright © Huawei Technologies Co., Ltd.



Huawei AR G3 Series Enterprise Routers
Web System Guide 7 Configuring Broadband Access

Figure 7-2 Configuring a WAN-side interface

. Modify WAN

Connection name | HUAWEI, AR Series, GigabitEth v | =

Connection mode Route v

(® DHCP Automatically obtain an IP address from the ISP
O Static Specify a fixed IP address from the ISP

O PPPoE Select this if the ISP uses PPPoE

Enable NAT NAT

Protocol type 1Pv4 v

Service type Internet N7

binding

Parameters marked with an asterisk (*) are mandatory

® Configure broadband access on a WAN-side sub-interface.

Click Add to display the page for creating a sub-interface, as shown in Figure 7-3. Modify
the parameters.

Figure 7-3 Creating a sub-interface

. Add WAN

Interface name | select an interface v |
Connection mode Route v

(® DHCP Automatically obtain an IP address from the ISP
O static Specify a fixed IP address from the ISP
O PPPoE Select this if the ISP uses PPPoE
Enazble NAT NAT

Protocol type IPv4 v
VLAN ID *(1-4094)
802.1p priority Please select 23 priority N7
Service type Internet N7
binding

PR

Parameters marked with an asterisk {(*) are mandatory
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Step 3 Click OK to save the configurations to the configuration file.

——-End

7.3 Going Online Using PPPoE

This section describes how to go online through PPPoE.

Procedure

Step 1 Choose Basic Settings > Interface > WAN to open the page shown in Figure 7-4. The web
system displays the connection mode, connection type, I[P address, and status of the uplink
interfaces.

Figure 7-4 WAN information
£

Set Intemet nterface parsmeters

Connection List

Connection Name Connection Mode Connection Type 1P Address
HUAWE 4R Series, GigabitEthemetd/0/0 Interface static WAN uplink 10.137.147.141
1_inteme

itethemneto/0/1 pppoe WAN uplink

1_intenet_R_gigabitethermet0/0/2 static WAN uplink 21223 Unce

1_Intemet_R_C Unconnected

itEtheret 0/0/1.1_VID_14 static WAN uplink
itEthernet 0/0/0.1_VID_13 static WAN uplink
1_Intemet_R_GigabitEthemet 0/0/2.1_VID_15 static WAN uplink

1_Intemet_R_C Connected

Unconnected 2 w

Page  1of1 Current: 1-5 Total records: 6 | /page 10| Records

Add

Step 2 Use either of the following methods to configure broadband access through PPPoE:
® Configure broadband access on a WAN-side interface.
(0 noTE
The web network management system does not support broadband access through an ATM interface.

Click E# to open the WAN-side interface setting page, as shown in Figure 7-5. Modify the
parameters.
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Figure 7-5 Configuring a WAN-side interface

. Modify WAN

Connection name | HUAWEI, AR Series, GigabitEth v | =

Connection mode |Route v
O DHCP Automatically obtain an IP address from the ISP
QO Static Specify 2 fixed IP address from the ISP
(® PPPoE Select this if the ISP uses PPPoE
User name huawei N
“(1-64 characters)
Password sccsee -
*(1-16 characters)
Enable NAT NAT
Protocol type 1Pv4 v
Service type Internet v
binding

Parameters marked with an asterisk (*) are mandatory

® Configure broadband access on a WAN-side sub-interface.

Click Add to display the page for creating a sub-interface, as shown in Figure 7-6. Modify
the parameters.
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Figure 7-6 Configuring a sub-interface

. Add WAN

Interface name Select an interface V| *
Connection mode Route v
O DHcP Automatically obtain an IP address from the ISP
O Static Specify a2 fixed IP address from the ISP
(® PPPOE Select this if the ISP uses PPPoE
User name huawei N
“(1-64 characters)
Password PYYYYYS -
*(1-16 characters)
Enable NAT NAT
Protocol type IPv4 v
VLAN ID * (1-4094)
802.1p priority Please select 3 priority N7
Service type Internet N7
binding
Parameters marked with a3 k are mandato

Step 3 Click OK to save the configurations to the configuration file.

—End

7.4 Going Online Using a Static IP Address

This section describes how to go online using a static IP address allocated by the carrier.

Procedure

Step1 Choose Basic Settings > Interface > WAN to open the page shown in Figure 7-7. The web
system displays the connection mode, connection type, IP address, and status of the uplink

interfaces.

Figure 7-7 WAN information

Se

nterface paramsters
nnection List

Connection Name
HUAWEI, AR Series. GigabitEthemnet0/0/0 Interface
1_Intemet_R_gigabitethemet0/0/1
1_internet_R_gigabitethermet0/0/2

1_intenet R,

themet 0/0/1.1_VID_14

1_internet R themet 0/0/0.1_VID_13

1_Interet_R_GigabitEthenet 0/0/2.1_VID_15

Page  1.0f1

Connection Mode Connection Type 1P Address

static WAN uplink 10.137.147.141
pppoe WAN uplink

static WAN uplink 21223

static WAN uplink

static WAN uplink

static WAN uplink

Status. Action
Connected =3
Unconnected 7 4
Unconnected 7}
@
@

Unconnected

&

o
(=3}

Current 1-6 Total records: 6 | /page 10 | Records

Add
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Step 2 Use either of the following methods to configure broadband access using static IP addresses:
® Configure broadband access on a WAN-side interface.
(1 noTE
The web network management system does not support broadband access through an ATM interface.

Click E#f to open the WAN-side interface setting page, as shown in Figure 7-8. Modify the
parameters.

Figure 7-8 Configuring a WAN-side interface

. Modify WAN

Connection name | HUAWEI, AR Series, GigabitEth v | =

Connection mode |Route N7

O DHcP Automatically obtain an IP address from the ISP
(® Static Specify a fixed IP address from the ISP

O PPPoE Select this if the ISP uses PPPoE

1P Address | _ ) ) |

Subnet mask | . ] ) ‘

Default gateway

Primary DNS
server

Secondary DNS | Add Secondary DNS

server
Enable NAT NAT
Enable NAT NAT POOL

address pool

1P address pool _ ) ] ;

range
Protocol type IPv4 v
Service type Internet v
binding

Parameters marked with an asterisk are mandato

® Configure broadband access on a WAN-side sub-interface.

Click Add to display the page for creating a sub-interface, as shown in Figure 7-9. Modify
the parameters.
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Figure 7-9 Creating a sub-interface

. Add WAN

Interface name  gealect an interface v | =
Connection mode |Route N7

(O DHCP Automatically obtain an IP address from the ISP
(® Static Specify a fixed IP address from the ISP

O PPPoE Select this if the ISP uses PPPoE

1P Address

Subnet mask

Default gateway

Primary DNS
server

Secondary DNS | Add Secondary DNS

server
Enable NAT NAT

Enable NAT [J NAT POOL

address pool

Protocol type 1Pv4 v
VLAN ID * (1-4094)
802.1p priority Please select 2 priority v
Service type Internet v
binding

Parameters marked with an asterisk (*) are mandatory

Step 3 Click OK to save the configurations to the configuration file.

——-End
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Going Online Through 3G

This section describes how to go online through 3G.

Context
After you subscribe to the 3G service from your carrier and install the wireless card on your
router, you can use the 3G service to connect to the Internet. If you fail to go online through
broadband, try the 3G mode.

Procedure

Step 1 Set basic 3G parameters.

Choose Basic Settings > Interface > 3G to open the page shown in Figure 8-1.

Figure 8-1 Basic 3G parameters

LR e il Advanced Settings

. Basic Settings

Interface name Cellulzr 0/0/0 v Enable
Dial-up network evdo-only v

User name huawei (1-64 characters)
Password huawei (1-16 characters)
Dialer number N

Online mode QO Always online

{53 automatically offline after a specified idle period 120 i s e

conriguration take efrect.

After completing the configuration, click OK to make the settings take effect.

Step 2 (Optional) Set advanced 3G parameters.
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Choose Basic Settings > Interface > 3G > Advanced Settings to open the page shown in
Figure 8-2.

Figure 8-2 Advanced 3G parameters

CESECai il  Advanced Settings

. Advanced Settings

Authentication mode N

DNS |100 . 100 . 100 .1 l

MTU 1500 (Range: 128-1500; Default: 1500)
Enable NAT

\When the co"r’g;."at on is complete, restart the dizl-up to make the CCI"T'Q..J'BE on take effect.
Default values for the preced ng parameters are recommended.

After completing the configuration, click OK to make the settings take effect.
-—---End
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Connecting LANs Using a Transparent

Bridge

This section describes how to connect LANs using a transparent bridge.

Procedure

Step 1 Choose Basic Settings > Interface > WAN to open the page shown in Figure 9-1. The web
system displays the connection mode, connection type, IP address, and status of the uplink

interfaces.

Figure 9-1 WAN information

Connection Name Connection Mode

HUAWEL AR St

1_Intemet_R

1_Intemet_R_GigabitEthemet 0/0/2.1_VID_15 static

Page 1of1

static
pppoe
static
static
itEthernet 0/0/0.1_VID_13 static

Connection Type
WAN uplink
WAN uplink
WAN uplink
WAN uplink
WAN uplink

WAN uplink

1P Address

10.137.147.141

Status

Unconnected

Current: 1-5 Total records: 6

page 10 |¥ |Records

Add

Step 2 Click Add to display the page for creating a sub-interface, as shown in Figure 9-2. Modify the

parameters.
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Figure 9-2 Configuring bridge on a sub-interface

. Add WAN

Interface name | select an interface v | =
Connection mode Bridge v
Bridge ID *(1-255)
VLAN ID 1 v | (1-4084)
802.1p priority N7
Service type Internet ¥
binding
Parameters marked with an asterisk (*) are mandatory

Step 3 Click OK to save the configurations to the configuration file.

——End
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1 O Creating and Connecting VLANSs

About This Chapter

This section describes how to create and connect virtual local area networks (VLANS).

10.1 Creating VLANSs
This section describes how to create virtual local area networks (VLANS).

10.2 Connecting VLANs
This section describes how to configure the VLANIF interface and DHCP service to connect
VLANS.
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10.1 Creating VLANSs

Context

Procedure

Step 1

This section describes how to create virtual local area networks (VLANSs).

To isolate a department from other departments in an enterprise, create VLANSs on the router
and add departments to different VLANS.

As shown in Figure 10-1, departments A, B, and C are located on the same LAN and are assigned
IP addresses in the same network segment. To isolate department C from the others, create a
different VLAN for department C.

Figure 10-1 Creating VLANSs

Router

192.168.1.0/24  192.168.1.0/24 192.168.1.0/24

Enter the VLAN page.

After you log in to the Web NMS, choose Basic Settings > Interface > LAN > VLAN. The
VLAN page is displayed, as shown in Figure 10-2.
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Figure 10-2 VLAN settings
VLAN Interface m

[l Create and Delete VLAN

® Create [J VLAN interface

O Delete

VLAN ID (1-4094, such as 3, 5-10)

oK
W v

Select VLAN 1 v
[l L2 Interface Member List

[ Interface Name Default VLAN Interface Rate Link Type Operation

[C] Ethemets/0/1 1 100 hybrid ]

B 1 100 hybrid =3

] 1 100 hybrid =3

B 1 100 hybrid =3

[} 1 100 hybrid =3

=] 1 100 hybrid =3

[T] Ethernets/or? 1 100 hybrid =

[l Gigabitethemets/0/0 1 1000 hybrid 2

Page 1lof1 Current: 1-8 Total records: 8 | /page 10 |v Records
Add Interface Delete

Step 2 Create a VLAN.
Select Create, set the VLAN ID to 2, and click OK.

Perform the similar operations to create VLAN 3.

A CAUTION

Do not create VLANIF interfaces when creating VLANS.

- Create and Delete VLAN

(® Create [] VLAN interface

O Delete

VLAN ID *(1-4094, such as 3, 5-10)

Parameters mark

[
o
A"
a

b
-t
©
i
>

) are mandatory

Step 3 Add interfaces to the VLAN.

1.  Asshown in Figure 10-3, select VLAN 2 and click Add Interface. The Add Member
Interface page is displayed.

Figure 10-3 Adding interfaces to the VLAN
| Y]

Select VLAN 2 v

[l L2 Interface Member List

[T] Interface Name Default VLAN Interface Rate Link Type Operation
Page  1/of1 No records | /page 10 | v Records
Add Interface Delete
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2. Asshown in Figure 10-4, add selected interfaces to VLAN 2.

® Seclect interfaces in the Interfaces to select list on the left and click .~ ). The selected
interfaces are added to the Interfaces selected list on the right.

® To remove interfaces from the Interfaces selected list on the right, click ==
® C(Click OK. The interfaces in the Interfaces selected list are added to VLAN 2.

Perform the similar operations to add interfaces to VLAN 3.

Figure 10-4 Adding interfaces

Add Member Interface X
VLAN port 2
Select an access port
Port Selected Port
[C] Interface Name  Link Mode [ Interface Name  Link Mode
[C] Ethernets/0/4  hybrid [C] Ethernets/0/0  access
[C] Ethernets/0/5 hybrid 2 [C] Ethernets/0/1 hybrid
[] Ethernet5/0/6 hybrid
[C] Ethernets/07 hybrid <
[C] Gigabitethernet... hybrid
[C] Ethernets/0/2  hybrid
[C] Ethernets/0/3  hybrid

N
v
~
v

OK Cancel

Step 4 Change the interface type.

1. Asshownin Figure 10-5, select VLAN 2 from the drop-down list box. The list of interfaces
added to VLAN 2 is displayed. Click 4. In a displayed dialog box, click OK.

Figure 10-5 VLAN interface member list
W vean

Select VLAN 2 "2

[l L2 Interface Member List

[] Interface Name Default VLAN Interface Rate Link Type Operation
Ethernet5/0/0 2 100 access =3
[C] Ethemets/o/ 1 100 hybrid 2

Pagel 1of1 Current: 1-2 Total records: 2 | /page 10 | v Records

Add Interface Delete

2. As shown in Figure 10-6, in the Modify Link Mode dialog box, select access and click
OK.
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Perform the similar operations to change the link type of the VLAN 3 interface to access.

Figure 10-6 Changing the link type of a VLAN interface
Modify Link Type X

Link type ® access O trunk O hybrid

OK Cancel

——End

10.2 Connecting VLANSs

This section describes how to configure the VLANIF interface and DHCP service to connect

VLANES.
Context
You can use gateways to enable users in different VLANs to communicate with each other.
The IP address of the VLANIF interface is used as the gateway address and the VLANIF interface
is enabled with DHCP so that user terminals connected to the VLANIF interface can dynamically
obtain network parameters such as IP addresses using DHCP.
As shown in Figure 10-7, departments A, B, and C belong to different network segments and
require communication. You can create VLANIF interfaces for the three departments on the
router, configure the VLANIF interface's IP address as the gateway address, and enable DHCP
on each VLNALIF interface so that user terminals can obtain network parameters such as the IP
address using DHCP.
(O noTE
If a DHCP server has been deployed on the network, the DHCP server function can be disabled on the
VLANIF interface, the DHCP server can be disabled.
Figure 10-7 Connecting VLANs
Router VL ANIF 2: 192.168.2.1/24
WLANIF 3: 192.168.3.1/24
VLAMIF 4: 192.168.4.1/24
VLAN 2
192.168.2.0/24  192.168.3.0/24 192.168.4.0/24
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Procedure

Step 1

Step 2

Step 3

Create VLAN 2, VLAN 3, and VLAN 4, add interfaces to VLANS, and change the link type of
interfaces to access. For details, see 10.1 Creating VLANS.

Choose Basic Settings > Interface > LAN > VLAN Interface. The VLAN Interface page is
displayed, as shown in Figure 10-8.

Figure 10-8 VLAN interface settings (1)

< Web Platrorm

Basic Settings save

ViANInterface (VI

Interface

[l VLAN Interface Configuration

Select VLAN 1 )
=]

+Netwark IP address

. . - 0006, 0626, 200, 200X)
X XKD DK

Subnetmask |

+ VPN

QoS Interface DHCP server () Enable  (2) Disable

+Remote Management Start IP address

End IP address

Gatmway P

oK
[l oricP server List
VLAl

Start P address End IP address Gateway IP DHS server S server 2

Page| 1 |of1 No records. | ipage 5

¢ Page version: ¥2.0.0:Copyright{C) 2008-2012; China Telecom; Customer services hotine: 10000

Configure and enable the DHCP service.

In Figure 10-9, select VLAN 2, and enter the IP address 192.168.2.1 and subnet mask
255.255.255.0. Select Enable for the DHCP server function on the VLANIF interface. Then the
system generates an IP address pool and a gateway address. The IP address pool and gateway
IP address are automatically generated. Click OK.

Perform the similar operations to configure VLANIF 3, with the IP address set to 192.168.3.1
and subnet mask set to 255.255.255.0.

Perform the similar operations to configure VLANIF 4, with the IP address set to 192.168.4.1
and subnet mask set to 255.255.255.0.
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Figure 10-9 VLAN interface settings (2)

VLAN Interface [

[V AN Interface Configuration

Select VLAN 2 M| *

IP address |192 L168 .2 .1 | Feotoocooo)

Subnet mask 255 , 255 . 255 . O *(300¢.200¢.200(.00¢)

Interface DHCP server O Enable  (® Disable

Start IP address

End IP address

Gateway address

DNS server 1

DNS server 2

Reserved IP

(1 noTE

® [fall IP addresses of user terminals are assigned statically, select Disable for the DHCP server function
on the VLANIF interface.

® [fsome IP addresses of user terminals are assigned statically, add the static IP addresses to the Reserved
IP addresses text box. You can add a maximum of eight reserved IP addresses.

® [fuser terminals require DNS resolution, add the DNS server IP address to the DNS server 1 text box.
The DNS server 2 text box is for a standby IP address.

Step 4 (Optional) If a VLANIF interface uses a static IP address, delete the DHCP server configuration
from the VLANIF interface, as shown in Figure 10-10.

Figure 10-10 DHCP server list

[l _DHCP Server List

VLAN StartIP Address End IP Address Gateway Address DNS Server 1 DNS Server 2
] vianit2 192.168.2.1 192.168.2.254 192.168.2.1 192.168.3.1
[T vianif3 192.168.3.1 192.168.3.254 192.168.3.1 192.168.3.1
V| Vianif4 192.168.4.1 192.168.4.254 192.168.4.1 192.168.4.1
Pagel 1lof1| » Current: 1-3 Total records: 3 | /page 5 | v |Records
Delete
--—--End
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Connecting Wireless Users to LANs

This section describes how to connect wireless users to LANS.

Procedure

Step1 Create a VLAN that wireless users belong to.

Choose Basic Settings > Interface > LAN > VLAN. The VLAN page is displayed, as shown
in Figure 11-1. Select Create and Create VLAN interface. Enter the ID of the VLAN you
have just created.

Click OK.

Figure 11-1 Creating a VLAN

VLAN Interface m

[ _Create and Delete VLAN

(® Create VLAN interface

O Delete

VLAN ID f111] | =(1-4094, such as 3, 5-10)
Parameters marked with an asterisk (*) are mandatory

Step 2 Configure the VLANIF interface and DHCP server.

Choose Basic Settings > Interface > LAN > VLAN Interface. The VLAN Interface page is
displayed, as shown in Figure 11-2. Select the created VLAN from the Select VLAN drop-
down list box and configure an IP address for the VLANIF interface. Select Enable for the
DHCEP server function on the VLANIF interface, and set the DHCP and DNS. To prevent the
DHCP server from assigning some IP addresses, enter the IP addresses in the Reserved IP
addresses text box.

(1 noTE

If a DHCP server has been deployed on the network to assign IP addresses to all connected users, no more
DHCEP server needs to be configured.

Click OK.
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Figure 11-2 VLAN interface settings

VLAN Interface [JRYE

[l _vLAN Interface Configuration

Select VLAN 111 .| *

IP address |192 . 168 . 111 . 1 | (X004 X00 X0 XOXX)

Subnet mask |255 .255.255.0 l * (00X )00.X00.00)

Interface DHCP server ® Enable (O Disable

Start IP address

End IP address

Gateway address

DNS server 1 - - - (2006200 200X 200X)

DNS server 2 - - - (2006200 200X 200X)

Reserved IP 192 . 168 . 111 . 110| (>0 x00¢.00¢.200¢) Add
Parameters marked with an asterisk (*) are mandatory

Step 3 Create and configure the wireless service.

Choose Basic Settings > Interface > WLAN. The WLAN page is displayed, as shown in Figure
11-3.

Figure 11-3 WLAN interface settings

e G| Advanced Settings

. Set Wireless Gateway-related Parameters And Security Parameters

[] wireless Semice Data Encryption
[l ssiD1 Encrypt
Page 1 of1

® Created wireless services are displayed in Wireless Service. To modify parameters, click
Operation.

® To create wireless services, click Create. The page for basic wireless service settings is
displayed, as shown in Figure 11-4.
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Figure 11-4 Basic WLAN interface settings

LR a | Advanced Settings

. Basic WLAN Parameters

Network name (SSID) * (Only 4 to 10 digits and letters are supported
VLAN 111 v

WLAN-BSS interface 3 v

Network hiding O

Authentication mode Open v

Key type wep-40 v

Current key 1 v

Key 1 12345 = (Only S digits and letters are supported)
Key 2 (Only 5 digits and letters are supported)
Key 3 (Only 5 digits and letters are supported)
Key 4 (Only 5 digits and letters are supported)
Parameters marked with an asterisk (*) are mandatory.

To configure advanced WLAN interface settings, click Advanced Settings. The page for
advanced wireless service settings is displayed, as shown in Figure 11-5.

(1] noTE

Advanced WLAN interface settings only need to be performed on ARs but not clients.

Figure 11-5 Advanced WLAN interface settings

Basic Settings |GVl Beaa il

. Advanced WLAN Parameters

Work mode 80211gn v
Work channel 2 v
Transmit power 50% v
Click Apply.
Click OK.

Step 4 Enable a wireless service.

Choose Basic Settings > Interface > WLAN. The WLAN page is displayed, as shown in Figure
11-6. Select a disabled service and click Start.

(1 noTE

By default, the wireless service is enabled when it is created.
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Figure 11-6 Enabling a wireless service

LR a | Advanced Settings

. Set Wireless Gateway-related Parameters And Security Parameters

[] wireless Service Data Encryption
] ssID1 Encrypt
SsiD2 Encrypt
Page 1 of1
-—-End
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1 2 Configuring Network Services

About This Chapter

This section describes how to configure network services on the router, including DDNS,
advanced NAT, and DHCP.

12.1 Configuring the DDNS Client
The Dynamic Domain Name System (DDNS) client notifies the DDNS server of the changes
in mappings between domain names and IP addresses in real time. This function allows the DN'S

server to maintain the latest mappings between domain names and IP addresses so that it can
correctly resolve domain names.

12.2 Configuring Advanced NAT
Using the advanced NAT function, internal servers can provide services to external networks,
and internal hosts can use fixed public IP address to access external networks.

12.3 Configuring a DHCP Address Pool
This section describes how to configure a DHCP address pool.

12.4 Configuring Static Routes
This section describes how to configure static routes.
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12.1 Configuring the DDNS Client

Context

Prerequisites

Procedure

The Dynamic Domain Name System (DDNS) client notifies the DDNS server of the changes
in mappings between domain names and IP addresses in real time. This function allows the DNS
server to maintain the latest mappings between domain names and IP addresses so that it can
correctly resolve domain names.

If users of an enterprise go online through PPPoE, the enterprise's servers use the virtual server
function (configured in 12.2.2 Configuring a Virtual Server) to obtain a public IP address and
provide services. A server obtains a different [P address every time it dials up. If the server
cannot correctly resolve the domain name, the user cannot access the server.

After a DDNS client is configured, the AR router can notify the DDNS server of the latest public
IP address of the server. The DDNS server then updates the mappings between domain name
and IP address on the DNS server so that the DNS server can resolve the server's domain name
into a correct IP address.

(1 noTE

If the public IP address of the enterprise's server does not frequently change, you do not need to configure
DDNS.

Figure 12-1 shows the DDNS network. The enterprise's server accesses the Internet through
PPPoE on Dialerl of the AR router, and provides services using the IP address of Dialerl. The
DDNS client is configured on the AR router. The DDNS client notifies the DDNS server when
the public IP address of the server changes, and then the DDNS server notifies the DNS server.
Therefore, the DNS server maintains the latest mappings between domain names and IP
addresses.

Figure 12-1 Typical networking of DDNS
DNS Server

—

= & Dialer1 Internet
R

Enterprise internal DDNS Client -

server
DDNS Server

You have obtained an account and domain name on the DDNS service provider's website.

® (Create a DDNS client.
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1. Choose Basic Settings > Network > DDNS to open the DDNS Settings page, as
shown in Figure 12-2.

Figure 12-2 Configuring DDNS

[l _set Dynamic DNS Resolution Parameters

No Policy Name Domain Name Senvice Provider Sener Address Connection Status User Name Bind Interface Operation

Create

2. Click New and set the DDNS parameters, as shown in Figure 12-3.

Figure 12-3 Editing DDNS

DDNS Settings

B 2 the DONS
Domain name www.test.com *(1-128 characters)

Server Settings

Service provider | Www.3322.01g v

Server address *Domain name or IP address. (Range: 1-64 characters)

Account Settings

User name Userhame *{1-32 characters)

Password nabuatinled *(1-32 characters)

Other Settings

Bind interfacel  HUAWEIL, AR Series, GigabitEthernet0/0/0 Interface | - Bind

Parameters marked with an asterisk (*) are mandatory.

3. Click OK to finish DDNS client configuration.
®  Modify the DDNS client.

1.  Open the DDNS Settings page. The created DDNS clients are displayed, as shown in
Figure 12-4.

Figure 12-4 DDNS client list

[l _Set Dynamic DINS Resolution Parameters

NO Policy Name Domain Name Senvice Provider Server Address Connection Status User Name Bind Interface Operation
0 licy225205 testcom 3322.019 322.0rg Updating UserName HUAWEI AR Series, GigabitEthernet0/0/0 Interface [} i

Create

2. Click i to modify DDNS parameters, as shown in Figure 12-5.
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Figure 12-5 Editing DDNS parameters

DDNS Settings

B :dd the DONS
Domain name www.test.com *(1-128 characters)

Server Settings

Service provider | Www.3322.0rg v

Server address *Domain name or IP address. (Range: 1-64 characters)

Account Settings

User name Userllame *(1-32 characters)

Password sssses *(1-32 characters)

Other Settings

Bind interfacel  HUAWEI, AR Series, GigabitEthernet0/0/0 Interface v | = Bind

Parameters marked with an asterisk (*) are mandatory.

3. Click OK to finish DDNS client modification.
® Delete a DDNS client.

1.  Open the DDNS Settings page. The created DDNS clients are displayed, as shown in
Figure 12-6.

Figure 12-6 DDNS client list

[l st Dynamic DS Resolution Parameters

NO Policy Name Domain Name Senvice Provider Server Address Connection Status User Name Bind Interface Operation
0 licy2252059 testcom 322 019 322 019 Updating UserName HUAWEL AR Series, GigabitEthemet0/0/0 Interface [ i

Create

2. Select a record and click T, The dialog box as shown in Figure 12-7 is displayed.

Figure 12-7 Deleting a DDNS client

Information

=4

Are you sure to delete it?

Cancel

3.  Click OK to delete the DDNS client.

—End

12.2 Configuring Advanced NAT

Using the advanced NAT function, internal servers can provide services to external networks,
and internal hosts can use fixed public IP address to access external networks.
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12.2.1 (Optional) Configuring ALG

The Application Level Gateway (ALG) allows internal servers to provide certain services, such
as the FTP and DNS services, to external networks using NAT.

Context

Generally, NAT translates only the address in the IP packet header and the port number in the
TCP/UDP header. Packets of some protocols such as DNS and FTP contain the IP address or
port number in the data fields. Such contents cannot be translated through NAT. Therefore,
communication between the internal network and external networks will fail.

To solve this problem, NAT must be able to identify the IP address or port information in the
data field. The ALG function enables the NAT device to identify the IP address or port number
in the data field, and translate addresses according to the mapping table. AR routers provide the
ALG function, so they can support various special application protocols, including DNS, FTP,
SIP, and RTSP.

Procedure

Step1 Choose Basic Settings > Network > NAT > ALG to open the ALG page, as shown in Figure
12-8.

Figure 12-8 Configuring ALG

UL Virtual Server || One-to-One Address Translation

. Set the Gateway at the Application Layer

Protocol type O al
CIFTP Osp Cons [ RTSP

Step 2 Select the application protocols used by the enterprise's server, as shown in Figure 12-9.

Figure 12-9 Selecting protocols

m Virtual Server | One-to-One Address Transkation

. Set the Gateway at the Application Layer

Protocol type O an
FTP [ sp DNS I RTSP

Step 3 Click OK to finish ALG configuration.
-—End

12.2.2 Configuring a Virtual Server

After an internal virtual server is configured, external users can access internal servers.
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Context

Procedure

NAT can hide internal hosts. An enterprise network can use NAT to communicate with external
networks, but external users cannot access internal servers. After the mappings between "public
IP address+port number" and "private IP address+port number" are defined on a virtual server,
external users can access internal servers.

® C(Create the virtual server.

1. Choose Basic Settings > Network > NAT > Virtual Server to open the Virtual
Server page, as shown in Figure 12-10.

Figure 12-10 Virtual server information
One-to-One Address Transhation

[ crete vitusi server

Protocol type ® 1

Interface

Extemal IP address ® cure

Extemal port

the port || «(10-65535] or port protocol name)

Intemal IP address

(20010, 200X.30)

Intemal port

* 1/ ([0-65535] or port protocol name)

Parameters marked vith an astersk (%)

[l select the Vitual Server to Delete

Add

Intert:

External IP Address Extemal Port Internal IP Address Infemal Port Protocol Type

Norecord is available. | fpage 5 v Records

Delete

2. Configure the virtual server, as shown in Figure 12-11.

Figure 12-11 Creating a virtual server

ALG B[l = T One-to-One Address Translation

. Create Virtual Server

Protocol type ® TCP O upp
Interface HUAWEI, AR Series, GigabitEthernetd/0/0 Interface v | %
External IP address ® Current interface IP address
@)
External port www Y | #([0-65535] or port protocol name)
Internal IP address ‘ 192,168 .1 .2 (500 X000.3000.300X)
Internal port www Y | ([0-65535] or port protocol name)
Parameters marked with an asterisk (*) are mandatory.
3. Click Add to create the virtual server.
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(1 noTE

The total number of virtual server rules and global static address translation rules varies
according to the product model:

® Huawei AR150&200 and AR1200 series: 128
® Huawei AR2200 series: 256
® Huawei AR3200 series: 512

® Delete a virtual server.

1. Select the virtual server that you want to delete, as shown in Figure 12-12.

Figure 12-12 Deleting a virtual server

[l select the virtual Server to Delete

9] Intetace Extenal IP Address External Port Internal IP Address Internal Port Protocol Type
Y1 HUAWEL AR Series, Ethemet1/0/1 Interface 202112 80(www) 192.168.12 80(www) tep
] HUAWEIL AR Series, GigabitEthemet0/022 Interface 202121 21(tp) 19216813 21(fp) tep

Page 1/of1 Displayed: 1-2 records. Total: 2 records. | /page 5 | [Records

Delete

2. Click Delete.
--—--End

12.2.3 (Optional) Configuring One-to-One Address Translation

After one-to-one address translation is configured, internal hosts use fixed public IP addresses
to communicate with external networks.

Context
NAT cannot ensure that an internal host use the same IP address to access external networks;
however, some hosts must use fixed IP addresses to access external networks. One-to-one
address translation maps each public IP address to a fixed internal IP address.
Procedure
® Configure one-to-one address translation.
1. Choose Basic Settings > Network > NAT > One-to-one address translation to open
the One-to-one address translation page, as shown in Figure 12-13.
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Figure 12-13 Configuring one-to-one address translation

LR TEELTE  One-to-One Address Transation

. Create Global Static Translation Rule

Intranet IP address I:l *(300.500¢.300¢.)00K)

Extranet IP address . . . *(3001.3000.2000.000)

The extranet IP addres vith the IP address of the interface that enables the static translation rule.

Parameters marked

. Rule for Enabling Static Translation

Interface Description Status Management
HUAWEI AR Series, GigabitEthernet0/0/0 Interface Ostart
| AR Series, GigabitEthernetd/0/1 Interface Ostant
| AR Series, GigabitEthernet0/0/2 Interface Ostart
El, AR Series, Ethemet1/0/0 Interface Ostart
| AR Series, Ethernet1/0/1 Interface Ostart
Page 1 0f1
. Select Translation Rule to Delete
[ | Intranet IP Address Extranet IP Address
Page 1 0f1

2. Create a global static address translation rule, as shown in Figure 12-14.

Figure 12-14 Creating a global static address translation rule

LI TEEELTETE  One-to-One Address Translation

. Create Global Static Translation Rule

Intranet IP address 202 .1 L1 .3 *(3000.300(.300X.200¢)

Extranet IP address 192,168 ,1 .3 (30030000 00()

The st be in the same network segment with the of the interface that enables the static transiation rule
Para asterisk (*) are mandatory

3. Click Add.
1 noTE

The total number of virtual server rules and global static address translation rules varies
according to the product model:

® Huawei AR150&200 and AR1200 series: 128
® Huawei AR2200 series: 256
® Huawei AR3200 series: 512

4. Enable the static address translation rule on the interface:

- The status of the interface with the static address translation rule disabled is

©

St Clicking this button can enable the rule.

- The status of the interface with the static address translation rule enabled is

Ostop . Clicking this button can disable the rule.
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Figure 12-15 Interfaces with static address translation rule enabled and disabled

. Rule for Enabling Static Transiation

Interface Description Status Management
HUAWEI AR Series, GigabitEthernet0/0/0 Interface Ostant
HUAWEI, AR Series, GigabitEthernet0/0/1 Interface Ostant
HUAWEI AR Series, GigabitEthemetd/0/2 Interface Ostop
HUAWEI AR Series, Ethemet1/0/0 Interface Ostan
HUAWEI, AR Series, Ethernet1/0/1 Interface Ostan

Page 1 of1

® Delete a static address translation rule.

1. Select the rule that you want to delete, as shown in Figure 12-16.

Figure 12-16 Deleting a static address translation rule

. Select Translation Rule to Delete

¥| Intranet IP Address Extranet IP Address
v 2021.1.3 192.168.1.3
Page 1 of1

2. Click Delete.

—End

12.3 Configuring a DHCP Address Pool

This section describes how to configure a DHCP address pool.

Context
An interface that is assigned an IP address and enabled with DHCP can allocate IP addresses to
the connected terminals. DHCP helps uniformly manage IP addresses for terminals.
(0 noTE
An interface can provide the DHCP service based on the global or interface address pool:
®  DHCP service based on the global address pool: The DHCP server allocates IP addresses in the global
address pool to DHCP clients. IP addresses in the global address pool and the IP address of the
interface where the global address pool is configured can be on the same network segment or different
network segments. If they are on different network segments, the interface can use a DHCP relay
agent to allocate IP addresses to DHCP clients on different network segments.
®  DHCP service based on the interface address pool: The DHCP server allocates IP addresses in the
interface address pool to DHCP clients.
Procedure
® Enable the DHCP service based on the global address pool.
1. Log in to the web network management system and choose Basic Settings >
Network > DHCP. The DHCP page is displayed, as shown in Figure 12-17.
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Figure 12-17 DHCP address pool page

. Set basic network parameters of LAN ports.

VLAN default(1) N
TP address . . . {03000, 200¢.300K)
Subnet mask . 2 : {03000, 2004300 )
MTU 1500

“(Range: 46-1600; Default: 1500)

O  DHCP based on the global address pool
O  DHCP based on the interface address pool

(&  Disable DHCP

Start IP address

End IP address

Lease time (minutes)

Parameters marked with an aste *) are mandatory.

2. Set the interface to be configured with the DHCP service, MTU, and IP address lease,
enable the DHCP service based on the global address pool, and configure the global
address pool.

Figure 12-18 Enabling the DHCP service based on the global address pool

. Set basic network parameters of LAN ports.

VLAN default(1) o
1P address 192.,168.1 2 (3004300400 X00K)
Subnet mask 255 .255.255.0 = (300€.300L X004 X0CK)
MTU 1500

*(Range: 46-1600; Default: 1500)

® DHCP based on the global address pool
(@] DHCP based on the interface address pool

(@] Disable DHCP

Address pool network segment (192 , 168 .1 , 0 | *(30X.00L)00¢300¢)
Subnet mask 255.255.255.0 | ™(ox¢000000000)
Gateway 102,168,1 .1 *(200¢.200.200¢.200X)

Start IP address

End IP address

Lease time (minutes) 1440 (Range: 0-1439999; Default: 1440 The value 0 indicates that there is no limitation.)
Parameters marked with an asterisk (*) are mandatory.
3. Click OK.

® Enable the DHCP service based on the interface address pool.

1. Log in to the web network management system and choose Basic Settings >
Network > DHCP. The DHCP page is displayed, as shown in Figure 12-17.
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2. Set the interface to be configured with the DHCP service, MTU, and IP address lease,
and enable the DHCP service based on the interface address pool.

Figure 12-19 Enabling the DHCP service based on the interface address pool

. Set basic network parameters of LAN ports.

VLAN default(1) "
1P address 192 ,168,1 ,2 [ 30003000 00C.3008)
Subnet mask 255,255,255, 0 = (00K IO XH0K)
MTU 1500

*(Range: 46-1600; Default: 1500)

@) DHCP based on the global address pool
® DHCP based on the interface address pool

O  Disable DHCP

Start IP address

End IP address

Lease time (minutes) 1440 (Range: 0-1439999; Default: 1440 The value 0 indicates that there is no limitation.)

Par

)

meters marked with an asterisk (*) are man

3. Click OK to enable the DHCP service.
® Disable the DHCP service.

1. Log in to the web network management system and choose Basic Settings >
Network > DHCP. The DHCP page is displayed, as shown in Figure 12-17.

2. Select the interface where the DHCP service needs to be disabled.

Figure 12-20 Disabling the DHCP service

. Set basic network parameters of LAN ports.

VLAN default(1) 4
1P address 192 ,168.1 .2 * (300LI00LI00X.0CK)
Subnet mask (oo 000000000)
MTU 1500

*“(Range: 46-1600; Default: 1500)

Q DHCP based on the global address pool
(O  DHCP based on the interface address pool

®  Disable DHCP

Start IP address

End IP address

Lease tima (minutes)

T T T et e e f T
Parameters marked with an asterisk (*) are ma:

3. Click OK to disable the DHCP service.

—End
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12.4 Configuring Static Routes

This section describes how to configure static routes.

Context

On an IPv4 network, configuring IPv4 static routes facilitate route management.

Procedure

Step1 Choose Basic Settings > Network > Route to open the Static Route page, as shown in Figure

12-21.

Figure 12-21 Static route list

Static Route

[ static Route

[] Destination IP Subnet Mask Next-Hop IP
] 0.0.00 0.0.00 192.168.100.100
Page 1 of1

Step 2 Configure a static route.

1. Create a static route.

Interface

Click New on the page shown in Figure 12-22. The parameter setting page shown in Figure

12-22 is displayed.

Figure 12-22 Setting static route parameters

Static Route

[l static Route

Destination IP

Subnet Mask

Next-Hop IP

Interface

Priority 60

(Range: 1-255)

ymrmmatare marked il ar
Parameters marked wit
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® When both the destination IP address and mask are 0.0.0.0, the configured route is the default
route.

® [fthe outbound interface is not a point-to-point interface, the next hop address must be specified.

As shown in Figure 12-23, set the destination network segment to 10.138.2.0/24, next hop
address to 192.168.1.2, and route priority to 80. Click OK.

Figure 12-23 Setting static route parameters

Static Route

[l _stetic Route

Destination IP ’10 138.2 .0 |

Subnet Mask |255 255 . 255 . 0 l

MEIREB L [192.168.1 .2 |

Interface v
Priority 80 (Range: 1-255)

Parameters marked with an asterisk (*) are mandatory.

2. Modify a static route.

As shown in Figure 12-24, Click 4 behind the route that you want to modify and modify
its parameters.

Figure 12-24 Static route list

Static Route

[l static Route

[C] Destination IP Subnet Mask Next-Hop IP Interface
] 0.0.00 0.0.00 192.168.100.100
[C] 10.138.2.0 255.255.255.0 192.168.1.2

Page 1/0f1

3. Delete static routes.

As shown in Figure 12-25, select the static routes that you want to delete and click
Delete. Alternatively, click T behind the route that you want to delete.
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Figure 12-25 Static route list

Static Route

[l stztic Route
[C] Destination IP Subnet Mask Next-Hop IP Interface
] 0.0.00 0.0.00 192.168.100.100
10.138.2.0 255.255.255.0 192.168.1.2
Page 1 of1
-—--End
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1 3 Configuring Network Security

About This Chapter

This section describes how to configure network security.

13.1 Overview
This section describes the implementation and configuration roadmap of network security.

13.2 Configuring Basic Security Features
This section describes how to configure the basic security features, including firewall and MAC
address filtering.
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13.1 Overview

This section describes the implementation and configuration roadmap of network security.

® Firewall

An attack defense system is the first line of defense that protects an internal network against
attacks from external networks. The line is usually established by firewalls.

Figure 13-1 Networking diagram of a firewall

Extranet

Router

—p Access allowed
..... » Access denied

After the firewall function is enabled on the router, users on the internal network can access
external networks, but users on external networks cannot access the internal network unless
they are permitted to do so.

® MAC address filtering

A MAC address filtering table needs to be configured on the firewall. The firewall permits
or rejects access to the internal network from LAN-side users in the table.

Configuration roadmap:
- Configure the MAC address filtering table.
- Select the filtering type.
® ARP attack defense
ARP-oriented attacks include ARP spoofing attacks and ARP flood attacks.
- ARP spoofing

An attacker sends forged ARP packets to devices on a network. The devices then modify
their ARP entries, causing forwarding failures.

- ARP flood

An attacker sends a large number of bogus ARP Request packets or gratuitous ARP
packets to network devices. The network devices are busy with ARP processing for a
long period and cannot process other services. When the ARP packet rate exceeds the
limit and ARP entries overflows, the ARP entries of valid users cannot be buffered and
packet forwarding is affected.

You can configure the following features on the Web page to prevent ARP spoofing:
- [P address and MAC address binding

After the IP address and MAC address binding table is configured, if the device receives
an ARP packet in which the IP and MAC addresses do not match the ARP entry, it does
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not change the ARP entry. Instead, the device sends a unicast packet to the MAC address
in the ARP entry to make a confirmation.

Automatic learning

Using this function, the device learns only the ARP Reply to the ARP Request sent by
its own, but does not learn the ARP Reply to the ARP Request sent by other devices.
When the received ARP Request does not match the ARP entry, the device sends an
ARP Request to the computer. After the device receives an ARP Reply from the
computer, it updates the ARP entry by adding the MAC address of the computer to the
corresponding ARP entry.

ARP broadcast interval

After the AR router is configured to periodically send gratuitous ARP packets, the AR
router can update the gateway MAC addresses in users' ARP entries.

Additionally, you can set the ARP flooding thresholds to control the rate of ARP packets
sent to the main control board. This efficiently prevents ARP flooding attacks.

13.2 Configuring Basic Security Features

This section describes how to configure the basic security features, including firewall and MAC
address filtering.

13.2.1 Configuring the Firewall

Context

Procedure

This section describes how to configure the firewall function.

Preventing external data from being transmitted to an enterprise network can defend against
most attacks. After the firewall is configured on the network, internal users can access external
network, but external users cannot access the internal network unless they are permitted to do

(1 noTE

After a VLANIF interface is created, it is automatically added to the trusted zone. After a WAN interface
is created, it is automatically added to the untrusted zone. The firewall is deployed in the interzone, which
is between the trusted zone and untrusted zone.

After the firewall function is enabled on the router, users in the trusted zone can access the untrusted zone,
but users in the untrusted zone cannot access the trusted zone unless they are permitted to do so.

Step1 Choose Security > Basic Settings > Firewall to open the Firewall Settings page, as shown in

Figure 13-2.
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Figure 13-2 Configuring the firewall

Frewall Settings

. Firewall Settings

O Enable (Recommended) (® Disable

Step 2 Configure the firewall function.
As shown in Figure 13-3, select Enable or Disable and click OK.

Figure 13-3 Enabling the firewall

Frewall Settings

. Firewall Settings

(® Enable (Recommended) O Disable

—End

13.2.2 Configuring MAC Address Filtering

This section describes how to configure MAC address filtering.

Context
To limit users' network access rights, configure MAC address filtering.
To configure MAC address filtering, add users' MAC addresses to the MAC address filtering
table and specify whether to permit or reject the users listed in the table.

Procedure

Step1 Choose Security > Basic Settings > MAC Address Filtering to open the MAC Address
Filtering page, as shown in Figure 13-4.
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Figure 13-4 MAC address filtering

Set the physical address filtering on this page
. Fitering Type

Filtering type (® Disable

O Internet access

O Internet refuse

. MAC Address List

[[] WMAC Address

Page 1 of1

Step 2 Add or delete MAC addresses.
1. Add MAC addresses to the table.

As shown in Figure 13-4, click Create. The page shown in Figure 13-5 is displayed.

Figure 13-5 Adding MAC addresses

. Set the MAC Address Fitering on this Page

MAC address 1234 -5678 -9012 | *(Example: 0008-5C01-0101)

Parameters marked with an asterisk {*) are mandatory

Enter a MAC address and click OK.
2. (Optional) Delete MAC addresses from the table.

As shown in Figure 13-6, to delete MAC address 1234-5678-9012, select it and click
Delete. When the Are you sure to delete it? dialog box is displayed, click OK.
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Figure 13-6 Deleting MAC addresses

. MAC Address List

[C] WAC Address
V] 1234-5678-9012
] 1234-5678-9011

Page 1 of1

1 noTE

To delete all MAC addresses from the table, select MAC Address List and click Delete.
Step 3 Select the filtering type.

As shown in Figure 13-7, set the filtering type to Disable, Internet access, or Internet
refuse, and click OK.

Figure 13-7 Setting the filtering type

Set the physical address filtering on this page
. Fitering Type

Filtering type QO Disable

(® Internet access

QO Internet refuse

—--End

13.2.3 Configuring Protection Against ARP Attacks

This section describes how to configure protection against ARP attacks.

Context
ARP is easy to use but has no security mechanisms. Attackers often use ARP to attack network
devices. ARP attacks and viruses have posed a threat to LAN security. To ensure security, AR
routers provide various technologies to detect and defend against ARP attacks.

Procedure

Step 1 Choose Security > Basic Settings > ARP Defense to open the ARP Defense page, as shown
in Figure 13-8.
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Figure 13-8 Configuring protection against ARP attacks

ARP Defense

. ARP Defense

Automatic learning No v
ARP flooding threshold 0 (1-32768 packets/second 0: Disable)
ARP broadcast interval 0 (1-86400s 0: Disable)

. Manual IP_MAC Binding
[} 1P Address MAC Address

Page 1 of1

Step 2 Configure an ARP table.
1. Add entries to an ARP table.

Click Create on the ARP Defense page. The page shown in Figure 13-9 is displayed.

Figure 13-9 Configuring I[P-to-MAC mapping

ARP Defense

. Automatic IP_MAC Binding

IP address |192 .168.1 .1

MAC address 1234 -1234 -1234

Parameters marked with an asterisk (*) are mandatory

Enter the IP and MAC addresses, and click OK.
2. (Optional) Delete entries from an ARP table.

To delete an entry, select it and click Delete.

1 noTE

To delete all entries from the ARP table, select IP Address and click Delete.

1 NoTE

By default, the binding table check function is disabled. After the IP address and MAC address binding
table (static ARP table) is configured, enabling any ARP security function (such as automatic learning)
will cause the binding table check function to be invalid.
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Step 3 Configure protection against ARP attacks.

On the page shown in Figure 13-10, configure protection against ARP attacks.

Figure 13-10 Configuring protection against ARP attacks

ARP Defense

. ARP Defense

Automatic learning Yes v
ARP flooding threshold 1000 (1-32768 packets/second 0: Disable)
ARP broadcast interval 1000 (1-86400s 0: Disable)

After completing the configuration, click OK to make the settings take effect.

——-End
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1 4 Configuring Network Bandwidth

Guarantee

About This Chapter

This section describes how to configure network bandwidth guarantee.

14.1 Overview
Network bandwidth guarantee includes user bandwidth limiting, advanced bandwidth limiting,
advanced bandwidth guarantee, and session count limiting.

14.2 Configuring User Bandwidth Limiting
This section describes how to limit the upload and download rates based on users' IP addresses.

14.3 Configuring Advanced Bandwidth Limiting
This section describes how to configure advanced bandwidth limiting.

14.4 Configuring Advanced Bandwidth Guarantee
This section describes how to configure advanced bandwidth guarantee.

14.5 Configuring Session Count Limiting
Too many TCP and UDP sessions occupy resources, so you need to limit the number of sessions
set up by users.
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14.1 Overview

Network bandwidth guarantee includes user bandwidth limiting, advanced bandwidth limiting,
advanced bandwidth guarantee, and session count limiting.
The web system supports the following bandwidth guarantee functions:
®  User bandwidth limiting
Limits the upload and download rates based on users' IP addresses.
® Advanced bandwidth limiting

Limits traffic rate at the IP layer, which is similar to user bandwidth limiting. Compared
with user bandwidth limiting, advanced bandwidth limiting:

- Classifies packets based on the priority, inbound interface, protocol type, and port
number, and can have a validity period.

- Re-marks DSCP fields or 802.1p priorities of the packets matching certain conditions.
® Advanced bandwidth guarantee
The following functions are available:

- Interface bandwidth limiting: Uses a token bucket to limit the rate of all packets sent
by an interface. User bandwidth limiting and advanced bandwidth limiting are
implemented at the IP layer. They can limit packet rates based on packet types. However,
they are invalid for the packets that do not pass the IP layer. To limit the rate of all
packets passing an interface, interface bandwidth limiting is recommended because it
is easy to implement.

- Application bandwidth limiting: Uses the Class-based Queuing (CBQ) technology to
place packets into different queues based on user-defined conditions when congestion
occurs, and provides differentiated services to the packets leaving the queues.

Advanced bandwidth guarantee is only valid for the packets sent by an interface.

®  Session count limiting

Too many TCP and UDP sessions on a network occupy resources and congest the network,
and other service traffic may not be forwarded. This function limits the number of TCP and
UDP sessions set up by users.

14.2 Configuring User Bandwidth Limiting

This section describes how to limit the upload and download rates based on users' IP addresses.

Context

Total bandwidth on an enterprise network is limited, so you need to limit the upload and
download rates of some users.

Procedure

Step 1 Choose Basic Settings > QoS > Bandwidth Limiting to open the Bandwidth Limiting page,
as shown in Figure 14-1.
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Step 2

Step 3

Figure 14-1 User bandwidth limiting

EUL UV OB Te | Advanced Bandwidth Limiting || Advanced Bandwidth Assurance || Session Number Restriction

Display:
among

iting information of all users. You can add, delete, or modify 2 bandwidth limiting record. A maximum of 10 records can be added, Establish different rate-imiting IP addresses

Start IP Address End IP Address Type Interface Direction Limiting Rate (kbit's) Operation

Create

Configure a user bandwidth limit.
Click Create on the page shown in Figure 14-1. The parameter setting page shown in Figure

14-2 is displayed. Set the parameters and click OK.

Figure 14-2 Configuring a user bandwidth limit
Advanced Bandwidth Limiting || Advanced Bandwidth Assurance | Session Number Restriction

. Create Bandwidth Limiting

Start IP address

End IP address

Interface Select an interface v o=
Limiting rate *(8-1000000kbps)
Type ® Shared (The bandwidth is shared by all IP addresses within the specified IP address segment)

O Exclusive (The bandwidth is exclusive to an IP address within the specified IP address segment)

Direction ® Download QO Upload

(Optional) Modify and delete user bandwidth limits.

® As shown in Figure 14-3, click i behind the record that you want to modify, and modify
the parameters.

® As shown in Figure 14-3, click i behind the record that you want to delete.

Figure 14-3 User bandwidth limiting information

LELGI O R RNVl Advanced Bandwidth Limiting || Advanced Bandwidth Assurance Session Number Restriction

limiting information of all users. You can add, delete, or modify a bandwidth limiting record. A maximum of 10 records can be added, Establish different rate-imiting IP addresses
ces
Start IP Address End IP Address Type Interface Direction Limiting Rate (kbit/s) Operation
192.168.1.1 192.168.1.2 Exclusive HUAWEI, AR Series, Giga... Download 20 W
Create
—-End

14.3 Configuring Advanced Bandwidth Limiting

Context

This section describes how to configure advanced bandwidth limiting.

Advanced bandwidth limiting classifies packets based on priority, inbound interface, protocol
type, and port number, and provides differentiated services to the packets matching different
classification rules.

For example, from 09:00 to 18:00 on Monday to Friday, users on the IP address segment
192.168.1.1/24-192.168.1.254/24 are allowed to access the Internet through Eth2/0/0. The total
upload rate of these users is 2048 kbit/s (2 Mbit/s), and the DSCP field of the uploaded packets
is re-marked 12.
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Procedure

Step 1

Step 2

Step 3

Choose Basic Settings > QoS > Advanced Bandwidth Limiting to open the Advanced
Bandwidth Limiting page, as shown in Figure 14-4.

Figure 14-4 Advanced bandwidth limiting
Advanced Bandwidth Assurance || Session Number Restriction

th limiting information of all users. You can add, delete, or modify a bandwidth limiting record. A maximum of 10 records can be added, Establist

Description Apply Interface Direction Limiting Rate (kbit/s) Operation

Create

Configure an advanced bandwidth limit.
Click Create on the page shown in Figure 14-4. The parameter setting page shown in Figure
14-5 is displayed. Set the parameters, click Add to add IP addresses, and click OK.

Figure 14-5 Configuring an advanced bandwidth limit
Advanced Bandwidth Assurance || Session Number Restriction

. Traffic Processing

Description *(1-31 characters)

Interface Select an interface v | =

Direction ® Download O Upload

Limiting rate *(8-1000000kbps)

Flag type N/A 7

[l Match Criteria

1P address . . . Subnet mask . . . Add

Delete You can hold down Ctrl or Shift to select
muftiple IP addresses and subnet masks

® Input IP priority (0-7, Maximum 8 integers, Example: 3,5-7)
O pscp (0-63, Maximum 8

Incoming interface N/A hd

Time segment From N/A v | to v

Apply Protocol O HTTP OHTTPS[JFTP [ TFTP [J SMTP [JPOP3 [J Telnet

Customized protocol ®© nja O uop O TCp

Source port

Destination port

ed with an aster.

OK Cancel

(Optional) Modify and delete advanced bandwidth limits.

® As shown in Figure 14-6, click i4 behind the record that you want to modify, and modify
the parameters.

® As shown in Figure 14-6, click i behind the record that you want to delete.
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Figure 14-6 Advanced bandwidth limiting information

Bandwidth Limiting |AGTELTR:ERG T RNl Advanced Bandwidth Assurance || Session Number Restriction

Displays the advanced bandwidth limiting information of all users. You can add, delete, or modify 2 bandwidth limiting record. A maximum of 10 records can be added, Establish different rate-imiting 1P
addresses among different interfaces

Description Apply Interface Direction Limiting Rate (kbit/s) Operation
worktime HUAWEI, AR Series, GigabitEt.. Upload 2048 2 @

Create

—End

14.4 Configuring Advanced Bandwidth Guarantee

This section describes how to configure advanced bandwidth guarantee.

Context

Advanced bandwidth guarantee includes:
® [nterface bandwidth limiting: limits the rate of all packets passing an interface.
®  Application bandwidth limiting: uses CBQ to classify packets based on the IP precedence

or DSCP field, inbound interface, or 5-tuple (protocol type, source IP address and mask,

destination IP address and mask, source port range, and destination port range), and places

packets into different queues:

- Expedited Forwarding (EF) queues: used for delay-sensitive services.

- Assured Forwarding (AF) queues: used for key data services that require assured

bandwidth.
As shown in Figure 14-7, the enterprise network connects to the WAN through GE0/0/1 on
Router A. The average rate on GE0/0/1 is 2048 kbit/s (2 Mbit/s). The voice packets (with DSCP
field 48) of the enterprise are placed into the EF queue, and the maximum bandwidth is 512 kbit/
s. The data packets (with the DSCP field 18) of the enterprise are placed into the AF queue, and
the minimum bandwidth is 1024 kbit/s.
Figure 14-7 Advanced bandwidth guarantee
Data
DSCP=18 AF
—
/ RouterA RouterB
Voice
DSCP=48 EF
—
Procedure

Step1 Choose Basic Settings > QoS > Advanced Bandwidth Assurance to open the Advanced
Bandwidth Assurance page, as shown in Figure 14-8.
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Figure 14-8 Advanced bandwidth guarantee
Bandwidth Limiting || Advanced Bandwidth Limiting Session Number Restriction

[l Interface bandwidth

Interface bame Select an interface v =

Interface bandwidth (8-1000000kbps)

Parameters marked with an asterisk (*) are mandatory

OK
. Application bandwidth

Description Apply Interface Queue Type Assured Rate (kbit/s) Action

Create

Step 2 Configure advanced bandwidth guarantee.
1. Configure interface bandwidth limiting.

As shown in Figure 14-9, select an interface and set the bandwidth limiting, and click
OK.

Figure 14-9 Configuring interface bandwidth limiting

Bandwidth Limiting | Advanced Bandwidth Limiting |GV ZL= R =N GWCET =L G| Session Number R

. Interface bandwidth

Interface bame HUAWEI, AR Series, GigabitEthernet0/0/1 Interface V| *

Interface bandwidth | 2048 | (8-1000000Kbps)

Parameters marked with an asterisk (*) are mandatory

2. Configure application bandwidth limiting.

Click Create on the page shown in Figure 14-8. Set the parameters and click OK.
® Configure a bandwidth limit for voice packets according to Figure 14-10.

® Configure a bandwidth limit for data packets according to Figure 14-11.
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Figure 14-10 Configuring a bandwidth limit for voice packets

Bandwidth Limiting || Advanced Bandwidth Limiting |JAGERGC NG G WCETIEU M| Session Number Restriction

. Bandwidth settings

Description cbaef *(1-31 characters)
Interface HUAWEI, AR Series, GigabitEthernet0/0/1 Interface Yl *
Queue type Expedited forwarding (EF) v
Assured rate 512 *(8-1000000kbps)

Flag type N/A v

[l Match Criteria

1P address . . . Subnet mask . . . Add

Delete You can hold down Ctrl or Shift to select
multiple IP addresses and subnet masks

O Input IP priority (0-7, Maximum 8 integers, Example: 3,5-7)
@® pscp (0-63, Maximum 8 integers, Example: 3,9,15-17)
Incoming interface N/A v
Time segment From N/A v to 7
Apply Protocol O HTTP OHTTPS[JFTP [ TFTP [JSMTP [JPOP3 [J Telnet

Customized protocol ® N/A O uppP O TCP

Source port

Destination port

OK Cancel
Figure 14-11 Configuring a bandwidth limit for data packets

Bandwidth Limiting || Advanced Bandwidth Limiting |QAERGE RGO WU M| Session Number Restriction
. Bandwidth settings

Description cbaaf *(1-31 characters)

Interface HUAWEI, AR Series, GigabitEthernet0/0/1 Interface | *

Queue type Assured forwarding (AF) v

Assured rate 1024 *(8-1000000kbps)

Flag type N/A 7
. Match Criteria

Delete You can hold down Ctrl or Shift to select
multiple IP addresses and subnet masks

O Input IP priority (0-7, Maximum 8 integ e )

® Dscp 18 (0-63, Maximum 8 integers, Example: 3,9,15-17)

Incoming interface N/A N

Time segment From N/A Y| to 7

Apply Protocol OHTTP JHTTPS[JFTP [ TFTP [ SMTP [JPOP3 [ Telnet

Customized protocol ® N/A O uop O TCP
Source port
OK Cancel

Step 3 (Optional) Modify and delete advanced bandwidth guarantee records.

1. Modify and delete an interface bandwidth limit.

As shown in Figure 14-9, select an interface and set the bandwidth limit, and click OK.
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1 noTE

To cancel bandwidth limiting on the interface, leave the Interface Bandwidth text box blank and click

OK.
2. Modify and delete application bandwidth limits.

® As shown in Figure 14-12, click £ behind the record that you want to modify, and

modify the parameters.

® As shown in Figure 14-12, click i behind the record that you want to delete.

Figure 14-12 Advanced bandwidth guarantee information

Bandwidth Limiting || Advanced Bandwidth Limiting |NITERTERERGTT G WEET UM Session Number Restriction

[l Interface bandwidth

Interface bame HUAWEL AR Series, GigabitEthernet0/0/1 Interface v

Interface bandwidth 2048 (8-1000000kbps)

Parameters marked with an asterisk (*) are mandatory

Jl Appiication bandwidth

OK

Description Apply Interface Queue Type

chaef HUAWEI, AR Series, GigabitEt.. Expedited forwarding (EF

chqaf HUAWEI, AR Series, GigabitEt.. Assured forwarding (AF)
-—End

14.5 Configuring Session Count Limiting

Assured Rate (kbitis)

512

1024

Action
2
B o

Create

Too many TCP and UDP sessions occupy resources, so you need to limit the number of sessions

set up by users.

Context
After the session count limiting function is enabled, the router starts to count the TCP and UDP
sessions. When the number of sessions exceeds the threshold, the router rejects new sessions
until the number of sessions falls below the threshold.

Procedure

Step1 Choose Basic Settings > QoS > Session Number Restriction to open the page shown in Figure

14-13.
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Figure 14-13 Configuring session count limiting

Bandwidth Limiting || Advanced Bandwidth Limiting || Advanced Bandwidth Assurance REESSOUEITIT =@ IS i Tualo])]

- Session Number Restriction

Limit switch on the number of sessions (® Enable
QO Disable
Limiting on the total number of TCP sessions 15000 *(1-65536)
Limiting on the total number of UDP sessions 15000 *(1-65536)
T
1L

Parameters marked with an asterisk (*) are mandatory

After completing the configuration, click OK to make the settings take effect.

—End
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Configuring a VPN

About This Chapter

This section describes how to configure a VPN.

15.1 Overview
VPN transmit private network data over a public network.

15.2 Configuring an L2TP VPN
This section describes how to configure an L2TP VPN.

15.3 Configuring IPSec VPN
This section describes how to configure IPSec VPN.

15.4 Configuring SSL VPN
This section describes how to configure SSL VPN.
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15.1 Overview

VPN transmit private network data over a public network.

The web system supports the following VPN functions:

L2TP

The Layer 2 Tunneling Protocol (L2TP) allows enterprise users, small-scale ISPs, and
mobile office users to access a VPN over a public network.

L2TP uses a dedicated encryption protocol to establish secure VPNs for enterprises over a
public network. Branches and traveling staff remotely access the headquarters over tunnels
on a public network. Users on the public network cannot access enterprise resources

IPSec

On IP networks, most data is transmitted in plain text, causing security risks. For example,
bank accounts and passwords may be intercepted, and user information may be forged.
IPSec can protect transmitted IP packets to reduce the risk of information leak.

IPSec has the following advantages:

- Reduces the risk of information leak and interception, ensuring secure service
transmission.

- Eliminates the need for other security features such as Transport Layer Security (TLS)
at the application layer, reducing the service deployment cost.

SSL VPN

An SSL VPN gateway is located at an intranet's edge, and works with the browsers installed
on remote terminals or with clients downloaded using browsers to protect user data on the
Internet. Additionally, the SSL VPN gateway functions as the proxy to allow users to access
internal servers.

Employees, customers, and partners can use various types of terminals to access an
enterprise intranet anytime and anywhere. Using an SSL VPN gateway, the enterprise can
strictly control access to the intranet based on user privileges.

15.2 Configuring an L2TP VPN

This section describes how to configure an L2TP VPN.

15.2.1 Configuring an L2TP Client

Context

This section describes how to configure an L2TP client.

An L2TP access concentrator (LAC) is an L2TP client that initiates an L2TP tunnel with an
L2TP network server (LNS).

An LAC initiates an L2TP tunnel with an LNS only for authorized access users. The LAC
determines whether a user is an authorized access user according to user information. If the user
is an authorized user, the LAC uses the IP address of an LNS's WAN interface to initiate a
connection with the LNS.
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Procedure

Step1 Choose Basic Settings > VPN > L2TP VPN > L2TP Client to open the L2TP Client page, as

Step 2

shown in Figure 15-1.

Figure 15-1 Configuring an L2TP client

L2TP Client | R-T0CT

L2TP Client [] Enable

L2TP Status Unconnect

L2TP server

L2TP user name

L2TP password

Parameters marked with an asterisk (*) are mandatory.

Configure an L2TP client.

Select Enable on the page shown in Figure 15-2, set L2TP client parameters, and click OK.

Figure 15-2 Setting L2TP client parameters

L2TP Client |[apR-RUCl

L2TP Client Enable
L2TP Status Unconnect
L2TP server 0,1 ,1 .1 * (500¢.200¢.200¢.200X)
L2TP user name admin *(1-64 Characters)
L2TP password essce *(1-32 Characters)
Parameters marked with an asterisk (*) are mandatory.

(1] noTE

After an L2TP connection is established, refresh the L2TP Client page. If the L2TP status displays

Connected, the L2TP connection has been established.

—End

15.2.2 Configuring an L2TP Server

This section describes how to configure an L2TP server.
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Context

An L2TP network server (LNS) accepts and processes L2TP tunnel requests. Users can access
resources on a VPN after they are authenticated by the LNS.

An LNS and an L2TP access concentrator (LAC) are two endpoints of an L2TP tunnel. The
LAC initiates an L2TP tunnel, while the LNS accepts L2TP tunnel requests.

An LNS, residing on the border between a VPN and a public network, is usually a gateway of
an enterprise's headquarters. The gateway provides the network access and LNS function.

Procedure

Step1 Choose Basic Settings > VPN > L2TP VPN > L2TP Server to open the L2TP Server page,
as shown in Figure 15-3.

Figure 15-3 Configuring an L2TP server

L2TP Client | Ty

Il /AN Settings

Connection type N
Select Interface Select an interface V| *
IP address

Subnet mask

Default gateway

MTU 1500 (128-1500)

User name (1-64 Characters) Password
" User name
™ userl

Step 2 Configure an L2TP server.

Set L2TP server parameters on the page shown in Figure 15-5 and click OK.

1. Configure a WAN interface.

After a WAN interface is selected, the interface IP address, subnet mask, and default
gateway address are displayed. You can set the MTU of the VT interface.

2. Configure a user.

® To add a user, enter a user name and password, click Add and select the user from the
user list, as shown in Figure 15-5.

® To configure an existing user, select the user from the user list.
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An L2TP tunnel can be established only when the L2TP client and server use the same non-empty
user name and password.

® To delete a user, select the user from the user list and click Delete.
Configure the LAN: configure a private IP address and subnet mask.

Configure an IP address pool: configure the start IP address and subnet mask for the IP
address pool. The start IP address of the IP address pool must be on the same network
segment as the IP address entered in the LAN Settings text box.

Figure 15-4 Configure an L2TP server user

L2TP Client |ibdpu=Voy

Il /2N Settings

Connection type b4
Select Interface GigabitEthernet0/0/0 V| *
1P address

Subnet mask

Default gateway

MTU 1500 (128-1500)

User name telcomadmin (1-64 Characters) Password eeeees

[ User name

[~ userl
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Figure 15-5 Setting L2TP server parameters

L2TP Client |1 a

Il /AN Settings

Connection type hd

Select Interface GigabitEthernet0/0/0 | *
IP address

Subnet mask

Default gateway

MTU 1500 (128-1500)

User name (1-64 Characters) Password

[ User name

[ usera

v telecomadmim

Il LN Settings
IP address 192,168, 0 .1 l(mmmm)
Subnet mask 255,255, 255. 0 l“(xxx.)oot.m.m)

Il [P Address Pool Settings

Start IP address 182,168 .1 .1 l()oot)ooc)oonood
Subnet mask 255, 255, 255, 0 ‘":(m.mmm)
Parameters marked with an asterisk are mandato

----End

15.3 Configuring IPSec VPN

This section describes how to configure IPSec VPN.

Context
On IP networks, most data is transmitted in plain text, causing security risks. For example, bank
accounts and passwords may be intercepted, and user information may be forged. I[PSec can
protect transmitted IP packets to reduce the risk of information leak.
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Procedure

Step1 Choose LANSettings > VPN > IPSec VPN to open the IPSec VPN page, as shown in Figure
15-6.

Figure 15-6 Configuring IPSec VPN

I rPsec Connection
Connection Name  Status Interface Connection Type ~ Peer IP Address Local IP Address | PeerID. Local ID Authentication Mode  Action
Page  1lof1 No record is available. | /page 10 |v|Records

Create

Step 2 Create an IPSec connection.

Click Creat on the page shown in Figure 15-6. The page shown in Figure 15-7 is displayed.
Set IPSec connection parameters and click OK.

(1 noTE

Configure the same IKE version and pre-shared key for both ends of an IPSec connection.

Figure 15-7 Setting IPSec connection parameters

Create an IPSec Connection

IPSec Connection Name telecomadmin #(1-15 characters)

. Gateway Information
Interface HUAWEI, AR Series, GigabitEthernetd/0/0 Interface V| =

Networking Mode Site To Site

Gateway Address

Peer Gateway Address

Local Gateway Address I 0 .1 .1 .1

IKE Version O vi oXZ)

Authentication

Authentication Mode Preshared Key seseee *(1-127 characters)
Gateway ID peer ID Type ® 1P Address O Gateway Name

Local ID Type @ IP Address O Gateway Name

W=t
Filter Mode Route \/
Destination IP Address/Subnet Mmask Protected By IPSec
192,18 ,0 ,1 /|255 , 255,255 ,0
.Advanced C

Parameters marked with an asterisk (*

Step 3 (Optional) Set advanced IPSec parameters.

Click * next to Advance on the page shown in Figure 15-7. The page shown in Figure 15-8
is displayed. Set advanced IPSec parameters and click OK.
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Figure 15-8 Setting advanced IPSec parameters

- Advanced *
First Phase
Authentication Algorithm MD5 v
Encryption Algorithm AES-128 v

DH Diffie-Hellman Group1 v

SA Lifetime 36400 (Range: 60-604300 seconds; Default: 86400)
Second Phase

Protocol ESP N

ESP Authentication Algorithm MDS v

ESP Encryption Algorithm DES v

Encapsulation Mode

® Tunnel mode

O Transmission mode

PFS None v

SA Lifetime Time-based Lifetime 3600 {Range: 100-604800 seconds; Default: 3600
Traffic-based Lifetime 1843200 {(Range: 0, 2560-4294867295 KB; Default: 1

DPD ( Enable O Disable
Idle Time 30 (Range: 10-3600 seconds; Default: 30)
Retransmission Interval 15 {Range: 3-30 seconds; Default: 15)
Retransmission Times 3 {Range: 3-10 times; Default: 3)

Parameters marked an asterisk (¥) are mandator

—-End

15.4 Configuring SSL VPN

This section describes how to configure SSL VPN.

15.4.1 Configuring Basic SSL VPN Functions

This section describes how to configure basic SSL VPN functions.

Context

Based on the Hypertext Transfer Protocol Secure (HTTPS) protocol, Security Socket Layer
(SSL) VPN uses the data encryption, user identity authentication, and message integrity check
mechanisms of the SSL protocol to ensure secure remote access to enterprise intranets.

An SSL VPN gateway is located at an intranet's edge, and works with the browsers installed on
remote terminals or with clients downloaded using browsers to protect user data on the Internet.
Additionally, the SSL VPN gateway functions as the proxy to allow users to access internal

SErvers.
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Procedure

Step1 Choose Basic Settings > VPN > SSL VPN to open the SSL Settings page, as shown in Figure
15-9.

Figure 15-9 Configuring SSL VPN

SSL Settings

. SSL Information

RSA_AES_128_CBC_SHA
Encrypted suite RSA_DES_CBC_SHA

RSA_RC4_128_MD5

RSA_RC4_128_SHA

Timeout period of a session 60 (Range: 30-1200 minutes; Default: 60)

Maximum number of buffered sessions 128 (Range: 1-256; Defauft: 128)

. PKI Domain

CA-ID *(1-63 characters)
URL *(Enter a string of 15-127 characters that starts with http://)
Fingerprint value ® SHAL O MDs *(40 characters)

Parameters marked with an asterisk (

Step 2 Configure SSL VPN.

Click SSL Settings on the page shown in Figure 15-9. The page shown in Figure 15-10 is
displayed. Set SSL parameters and click Apply.

(1 noTE

When you log in to the web NMS using HTTPS, SSL configuration cannot be modified.

Before enabling the HTTPS service, ensure that the system date displayed on your PC (web client) is the
same as that on the router.

The number of buffered sessions varies according to the product model:

® Huawei AR150&200 series: The value ranges from 1 to 64, and the default value is 32.

® Huawei AR1200&AR2200 series: The value ranges from 1 to 256, and the default value is 128.
® Huawei AR3200 series: The value ranges from 1 to 512, and the default value is 256.
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Figure 15-10 Setting SSL VPN parameters

SSL Settings

. SSL Information

Encrypted suite

RSA_AES_128_CBC_SHA
RSA_DES_CBC_SHA
RSA_RC4_128_MD5
RSA_RC4_128_SHA

Timeout period of a session

60 (Range: 30-1200 minutes; Default: 60)

Maximum number of buffered sessions

128 (Range: 1-256; Default: 128)

. PKI Domain
CA-ID test *(1-63 characters)
URL tp://10.137.217.177/ *(Enter a string of 15-127 characters that starts with http://)

Fingerprint value O SHA1 ® MD5

78912345678912345 *(32 characters)

Parameters marked with an asterisk (*) are mandatory.

Step 3 Enable the SSL VPN function.

Choose Basic Settings > VPN > SSL VPN > Service Management on the page shown in
Figure 15-9. The page shown in Figure 15-11 is displayed. Select Enable SSL VPN, configure
intranet and extranet interfaces, and click Apply.

1 NoTE

To make the configuration take effect, configure Layer 3 interfaces as intranet and extranet interfaces and

assign IP addresses to the two interfaces.

Figure 15-11 Enabling the SSL VPN function

Service Management

. Service Management

Enable SSL VPN

Extranet interface Select an interface

Intranet interface Select an interface

Parameters marked with an asterisk (*) are mandatory

—End

15.4.2 Managing SSL VPN Users

This section describes how to manage SSL VPN users.

Context

To log in to a virtual gateway, each user needs a user name and a password. All the user names
and passwords of the locally authenticated users are stored on the virtual gateway. After a user
enters the user name and password, the virtual gateway checks whether they are identical with
the locally stored user name and password of this user. If they are identical, the virtual gateway

allows the user to log in.
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Procedure

Step1 Choose Basic Settings > VPN > SSL. VPN > User Management to open the User
Management page, as shown in Figure 15-12.

Figure 15-12 Managing SSL VPN users
Batch Import

M Loci user

Query criteria User Name w7 Keyword Query

[T userName Status Operation

Page|  1/of1 No record is available. | /page 10 | Records

Create Delete

Step 2 (Optional) Add users.

You can create a single user or import user information from a file to add multiple users at one
time.

® C(Create a local user.

Choose User Management > Local User > Create to open the page shown in Figure
15-13. Set user parameters and click OK.

Figure 15-13 Creating a local user

(LT~ US| Batch Import

. Create Local User

User name test “(1-64characters )

Password eecece *(1-32characters )

® Import users in batches.

Choose User Management > Batch Import to open the page shown in Figure 15-14. Import
the file that lists the user names and passwords of multiple users and click OK.

(1 noTE

Some browsers request you to install ActiveX before batch import is performed.
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Figure 15-14 Importing users in batches

Local User |EGEIGOGROIT0gE

. Batch Import

File Browse. .. *

+ The uploaded file must be a .t file smaller than 100 KB in the following format:
usernamel passwordl
username2 passwordz2
usernamel password3
usernameM passwordM
* The user name and password are separated by a space or Tab.
« The user name and password are set to the same as those configured manually.

T
n i}
at
3
i
t
iy}
L
3
xl)
-
i
e
at
nl)
T
i
i
S
xl)
i)
3
at
1
n i}
(]

Step 3 (Optional) Modify parameters of an SSL. VPN user.

Click &4 on the page shown in Figure 15-15 to modify parameters of a specified user.

Figure 15-15 Modifying or deleting SSL VPN users

Batch Import
M Locei user
Query critera | User Name © Keyword Query
[T] userName Status Operation
[ test Offline B w
[ admin Offline B W
Page  1of1 Displayed: 1-2 records. Total: 2 records. | /page 10 |V |Records

Create Delete

Step 4 (Optional) Delete an SSL VPN user.
Click i on the page shown in Figure 15-15 to delete a specified user.
Alternatively, select a user and click Delete to delete the user.
Step 5 (Optional) Search for an SSL VPN user.
On the page shown in Figure 15-16, select a query type, enter a keyword, and click Query to

search for a user.

Figure 15-16 Searching for an SSL VPN user
Batch Import

M Locluser
Query critera User Name 0 Keyword test Query

[T] userName Status Operation
[ test Offline @2 W

Page 1lof1 Displayed: 1-1 records. Total: 1 records. | /page 10 | |Records

Create Delete

——End
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15.4.3 Configuring SSL VPN Services

This section describes how to configure SSL VPN services.

Configuring the Web Proxy Service

This section describes how to configure the web proxy service for SSL VPN.

Context
Users use a browser to access an internal web server through an SSL VPN gateway in HTTPS
mode. The SSL VPN gateway functions as a proxy that forwards data between users and the
internal web server. This function ensures secure access to the internal web server.
Procedure

Step1 Choose Basic Settings > VPN > SSL. VPN > Resource Management > Web Proxy to open
the Web Proxy page, as shown in Figure 15-17.

Figure 15-17 Configuring the web proxy service

Il veb proxy

Query critera | Resource Name v Keyword Query

[F] Resource Name Site Address Resource Description Operation
[ testt hitp://10.138.92.12:80/ test 2 &
[ test2 hitp://10.138.92.13:80/ test2 2 &

Page  1/of1 Displayed: 1-2 records. Total: 2 records. | /page 10 | |Records

Create Delete

Step 2 Create a web proxy.

Click Create on the page shown in Figure 15-17. The page shown in Figure 15-18 is displayed.
Set web proxy parameters and click OK.

(1 noTE

Site addresses and resource description are case sensitive.

Figure 15-18 Creating a web proxy

Web Proxy

- Create Web Proxy

Resource name test3 *(1-31characters )
Site address ttp://10.138.92.14:80/ | =gnter 3 string of 1 to 255 characters that starts witt
supported. Example: http://10.138.92.12:80/
Resource description test3 (1-80characters )
O Enable tunnel mode
Parameters marked an asterisk (*) are mandato
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Step 3 (Optional) Modify web proxy parameters.

Click i on the page shown in Figure 15-19 to modify the parameters of a specified web proxy.
(O noTE

Changing the resource name is not allowed.

Figure 15-19 Modifying or deleting a web proxy

Web Proxy
W vveb Proxy

Query criteria | Resource Name v Keyword Query

| Resource Name Site Address Resource Description Operation
] test1 http://10.138.92.12:80/ test1 @ @
] test2 hitp://10.138.92.13:80/ test2 2 @
] test3 hitp://10.138.92.14:80/ test3 2

Page| 1lof1 Displayed: 1-3 records. Total: 3 records. | /page| 10 | |Records:

Create Delete

Step 4 (Optional) Delete a web proxy.

Click @ on the page shown in Figure 15-19 to delete a specified web proxy.

Alternatively, select a web proxy resource and click Delete to delete the specified web proxy.
Step 5 (Optional) Search for a web proxy.

On the page shown in Figure 15-20, select a query type, enter a keyword, and click Query to
search for a web proxy.

1 NoTE

Site addresses and resource description are case sensitive.

Figure 15-20 Searching for a web proxy

W vveb Proxy

Query criteria Resource lame e Keyword test3 Query

] Resource Name Site Address Resource Description Operation
] tests hitp:/110.138.92.14:80/ test3 2 &

Page 1of1 Displayed: 1-1 records. Total: 1 records. | /page 10 v |Records.

Create Delete

—End

Configuring the Port Forwarding Service

This section describes how to configure the port forwarding service for SSL VPN.

Context
Users can access the TCP-based services on an internal network. The typical port forwarding
services include Telnet login, desktop sharing, and email.

Procedure

Step1 Choose Basic Settings > VPN > SSL. VPN > Resource Management > Port Forwarding to
open the Port Forwarding page, as shown in Figure 15-21.
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Figure 15-21 Port forwarding service configuration

Port Forwarding

. Management on Port Forwarding Resources

Query criteria Resource Name v Keyword Query
Resource Name IP Address Port Description Operation
testt 10111 80 testt 2 @
Page 1 of1 Displayed: 1-1 records. Total: 1 records. | /page 10 v Records

Create

Step 2 Create a port forwarding resource.

Click Create on the page shown in Figure 15-21. The page shown in Figure 15-22 is displayed.
Set port forwarding parameters and click OK.

Figure 15-22 Creating a port forwarding resource

. Add Interface Forwarding Resource

Resource name test2 *#(1-31 characters)
1P address Iw 1.1 1

Port 81 *#(1-65535)
Description test2 (1-80 characters)

Parameters marked with an asterisk (*) are mandatory

Step 3 (Optional) Modify port forwarding parameters.

As shown in Figure 15-23, click & to Modify a port forwarding resource.
(0 noTE

Changing the resource name is not allowed.

Figure 15-23 Modifying or deleting a port forwarding resource

[l Menagement on Port Forwarding Resources

Query critera | Resource Name ® Keyword Query
Resource Name IP Address Port Description Operation
testt 10.1.1.1 80 testt @
test2 10.1.1.1 81 test2 2 @
Page  1lof1 Displayed: 1-2 records. Total: 2 records. | /page 10 | Records

Create

Step 4 (Optional) Delete a port forwarding resource.
As shown in Figure 15-23, click i to delete specified port forwarding resources.
Step 5 (Optional) Search for port forwarding resources.

As shown in Figure 15-24, select a query item, enter a keyword, and click Query to search for
port forwarding resources that meet the search criteria.
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Figure 15-24 Searching for port forwarding resources

[l Management on Port Forwarding Resources

Query criteria | Resource Name v Keyword test2 T Guery
Resource Name IP Address Port Description Operation
test2 10.1.1.1 81 test2 2
Page| 1of1l » Displayed: 1-1 records. Total: 1 records. | /page 10 | Records
Create
—End

Configuring the IP Forwarding Service

This section describes how to configure the IP forwarding service for SSL VPN.

Context

The IP forwarding function allows remote terminals to communicate with internal servers at the
network layer. For example, remote terminals are allowed to ping internal servers.

Procedure

Step1 Choose Basic Settings > VPN > SSL. VPN > Resource Management > Network Extension
to open the Network Extension page, as shown in Figure 15-25.

Figure 15-25 Configuring the IP forwarding service

Network Extension

. Network Extension Service Configuration

IP address pool Bind
Routing mode O Full ® Split
IP address of the user route | 182,168, 0 ,2 ‘
Subnet mask of the user route 255,255,255, 0
. IP Address Pool Configuration

IP address ’192 .,168,0 1 ‘
Subnet mask 255,255,255, 0
Gateway address
Start IP address
End IP address
DNS server address 1 . . .
DNS server address 2 . . .
Parameters marked with an asterisk (*) are mandator
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Step 2

Set IP forwarding parameters and click Apply.

——-End

15.4.4 Configuring an Authentication Policy for SSL VPN

Context

Procedure

Step 1

Step 2

This section describes how to configure an authentication policy for SSL VPN.

If users need to be authenticated but no RADIUS server is deployed on the network, use local
authentication. Local authentication features fast authentication and low operation cost, whereas
the amount of information that can be stored is limited by the device hardware.

RADIUS protects a network from unauthorized access. It is often used on the networks that
require high security and remote user access control.

Choose Basic Settings > VPN > SSL. VPN > Domain Management > Verification Policy to
open the Verification Policy page, as shown in Figure 15-26.

Figure 15-26 Configuring an authentication policy

(G Wt e LGl RADIUS Authentication

- Local Authentication
Enable local authentication

Select local or RADIUS authentication according to network requirements.
® Local authentication

As shown in Figure 15-26, click Local Authentication, select Enable local
authentication, and click Application to configure local authentication.

® RADIUS authentication

As shown in Figure 15-26, click RADIUS authentication. The page shown in Figure
15-27 is displayed. Set RADIUS authentication parameters and click Application.
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Figure 15-27 Setting RADIUS authentication parameters

Local Authentication R LSRNt Tatetaliyd

[ RADIUS Authentication
Enable RADIUS authentication
Enable RADIUS accounting

. RADIUS Server Configuration

Primary authentication server ‘ 192,168, 11 .1 ‘ Port 8396 (1-655:
Secondary authentication server ‘ 182 , 168,11 ,2 ‘ Port 8397 (1-655:
Primary accounting server ‘ 192,168, 11 .3 ‘ Port 8398 (1-655:
Secondary accounting server ‘ 192,168 .11 . 4 ‘ Port (1-655:
RADIUS traffic unit ® byte O kbyte O mbyte O gbyte
RADIUS shared key eecsce (1-16 characters, default: huawei)
Retransmission times 3 (1-5) Timeout period 3 (3-
--—--End
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1 6 Device Maintenance and Management

About This Chapter

This section describes how to maintain and manage the device, including user management,
basic device management, remote management, and system maintenance.

16.1 Managing Users
This section describes how to create users, change user passwords, and delete users.

16.2 Basic Device Management
Basic device management includes device restart, one-key restoration, configuration
maintenance, software upgrade, and time settings.

16.3 Managing the Router Remotely
Remote management includes TR-069, SNMP, Syslog, and remote access.

16.4 System Maintenance
System maintenance includes troubleshooting tool management and log management.
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16.1 Managing Users

This section describes how to create users, change user passwords, and delete users.

Different online users cannot use the same user account.

Procedure

Step1 Choose Management > User Management.

Step 2 Enter the user name and password, and click OK, as shown in Figure 16-1.

Figure 16-1 Creating a user

. Create Local User

User Type Super administrator V.| *
User name test *(1-64 characters)
Password eeoe *(1-16 characters)

Confirm password  eeee

Parameters marked with an asterisk (™)

(1 noTE

Only super administrators have the right to create users, including super administrators, enterprise
administrators, or common users.

Step 3 Change passwords and delete users in the user list, as shown in Figure 16-2.

Figure 16-2 User list
. User List

User name User Type Operation

12 Enterprise administrator [Change Password]
[ test Super administrator [Change Password]
test1 Super administrator [Change Password]
test2 Super administrator [Change Password]
testd Super administrator [Change Password]

K 4 |pagel 1lof7| » M Current: 1-5 Total records: 35 | page 5 | v |Records

Delete

1. Click Change Password next to an account and enter a new password, as shown in Figure
16-3.
Figure 16-3 Changing password

Chang Password %
MNew password

Confirm password

OK Cancel
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1 noTE

The user of a higher level can change its own password and the passwords at lower levels. A common
user can only change its own password.

2. Select the user that you want to delete and click Delete. When the dialog box shown in
Figure 16-3 is displayed, click OK.

Figure 16-4 Deleting a user

Prompt

9 Are you sure to delete it?

OK Cancel

(1 noTE

Only super administrators have the right to delete users.
Super administrators and enterprise administrators cannot be deleted.

You can select multiple users to delete them in a batch.

—--End

16.2 Basic Device Management

Basic device management includes device restart, one-key restoration, configuration
maintenance, software upgrade, and time settings.

16.2.1 Device Restart

This section describes how to restart the device.

Context

After specifying the configuration file for next startup, restart the device to make the
configuration take effect.

A CAUTION

Before restarting the device, save the configuration by referring to Saving Configuration.
Otherwise, unsaved configuration will be lost. After the device restarts, you must enter the user
name and password to log in to the Web NMS.

Procedure
Step1 Choose Management > Device Restart. The Device Restart page is displayed, as shown in
Figure 16-5.
(0 noTE

To save the current configuration, select Check whether current configurations are saved to the
configuration file. It is recommended that you select this check box.
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Figure 16-5 Restarting the device

Device Restart

. Device Restart

Unsaved configurations will lose after the restart

[] check whether current configurations are saved to the configuration file

Step 2 Click Restart.

® [fthe Check whether current configurations are saved to the configuration file. check
box is selected, the system will save the configuration and then restart the device.

Figure 16-6 Save

Prompt

9 Save current configurations and restart the
\3/ device?

Cancel

Figure 16-7 Saving the current configuration

Save current configurations to the configuration file.

Figure 16-8 Restart

Restarting the device...Please wait.

| |

® [fthe Check whether current configurations are saved to the configuration file. check
box is not selected, select OK in the dialog box shown in Figure 16-9 to restart the device.
During the device restart, the dialog box shown in Figure 16-10 is displayed.

Figure 16-9 Confirm

Prompt

Y

Are you sure to restart the device

Cancel
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Figure 16-10 Restart

Restarting the device...Please wait.

|

—End

16.2.2 One-Key Restoration

This section describes how to restore the factory settings or previously saved installation
configuration.

Context
Only AR200 supports one-key restoration.

If the Saving Installation Configuration function is not enabled, this operation restores the
factory settings.

If the Saving Installation Configuration function is enabled, this operation restores the
previously saved installation configuration.

A CAUTION

The one-key restoration function will restart the device. Perform this operation only when
necessary.

Procedure

Step1 Choose Management > One Key Restore. The One Key Restore page is displayed, as shown
in Figure 16-11.

Figure 16-11 One-Key Restore

One-Key Restore

Restore

This operation will r2stors the carrisr’s installation configuration and rastart the davice.

Step 2 Click Restore. The page shown in Figure 16-12 is displayed.
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Figure 16-12 Prompt

| Information

D) This operation will restore the carrier’s
\.j/ installation configuration and restart the
device.
The restoration will interrupt all
connections.

Continue?

Cancel

Step 3 Click OK to restart the device.
--—--End

16.2.3 Maintaining the Configuration

You can save the configuration, import or export the configuration file.

Procedure
® Save the configuration.

1. Choose Management > Maintenance > Save Configuration to open the page shown
in Figure 16-13.

Figure 16-13 Saving the configuration

LN O i T e ta o | Import and Export

Save and back up the current configurations

Save

Save

This operation will save the current configuration as the installation configuration.

2. Click Save to save the current configuration. After the current configuration is saved,
the saved configuration is loaded during the next device restart.

3. Click Save. The page shown in Figure 16-14 is displayed. Click OK to save the current
configuration as the installation settings. After the installation settings are saved, the
current configuration will not be lost when you restore the installation settings.

Figure 16-14 Save the current configuration as the installation settings

Information

9 This operation will save the current
&, configuration as the installation
configuration.

Cancel

Issue 01 (2012-04-20) Huawei Proprietary and Confidential 123
Copyright © Huawei Technologies Co., Ltd.



Huawei AR G3 Series Enterprise Routers
Web System Guide 16 Device Maintenance and Management

(1 noTE

Only the AR200 supports the function that saves the installation settings.
® Import or export the configuration file.

- Import the configuration file.

1. Choose Management > Maintenance > Import and Export to open the page shown
in Figure 16-15.

Figure 16-15 Importing or exporting the configuration file

Save Configuration |ERGLaGlas gl 2Helalgs

Import and Export Configuration File

The following configuration file has been enabled: initcfg_162.cfg
The following configuration file will be enabled next time: initcfg_162.cfg
Imnport * OK

-B TOWSE...

This operation will import a configuration file.

Export

This operation will export the configuration file.
Parameters marked with an asterisk (*) are mandatory

2. Click Browse to select the configuration file with the file name extension .zip or .cfg
to import.

3. Click OK to configure the imported configuration file as the configuration file for
next startup.

- Export the configuration file.
Click Export to export the configuration file for next startup to a specified directory.

——-End

16.2.4 Software Upgrade

This section describes how to upgrade the software.

Context
A CAUTION
Software upgrade will restart the device and interrupt services. Perform this operation only when
necessary.
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Procedure

Step1 Choose Management > Software Upgrade. The Software Upgrade page is displayed, as
shown in Figure 16-16.

Figure 16-16 Software Upgrade

Software Upgrade

L Software Upgrade

The following configuration file has been enabled: ar_2220 +2001002c00b210_20120222.cc
The following configuration file will be enabled next time: ar 2220 +200:002c00b210_20120222.cc

Systera backup file:

Browse... | *

Attention: During the upgrade, the system automatically saves configuration information and restarts, If an up

Pararaeters raarked with an asterisk (*) are raandatory

Step 2 Click Browse to select the software to upgrade.

Step 3 Click OK. The page shown in Figure 16-17 is displayed.

Figure 16-17 Information

Information

9 Attention: During software upgrade, the
\.3/ system automatically uploads new system
software, configures system software for
next startup, and restarts. The upgrade
cannot be interrupted. Are you sure you
want to upgrade it?

Cancel

Step 4 Click OK to start software upgrade.

—--End

16.2.5 Time Settings

This section describes how to set the system time.

Context

You can set the system time by enabling automatic synchronization between the device and the

NTP server. You can also set the time manually. The first method is recommended.
Procedure

®  Synchronize the time between the device and the NTP server.

1.  Choose System Management > Time Settings. In the Time Settings page that is
displayed, select Automatic synchronization, as shown in Figure 16-18.
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Figure 16-18 Automatic synchronization

. Configure NTP
System time 2012-02-25 14:53:13 (unsynchronized)

. Set System Time

(® Automatic synchronization

NTP server 1 (IP address)

NTP server 2 (IP address)

© Manual configuration

Date and time

(@
[
14
o)
[\ ]
-]
w
wm

2.  Enter the NTP server IP addresses in the NTP server 1 and NTP server 2 text boxes.
(1] noTE

The Web NMS supports two NTP servers. The system selects an NTP server based on the
primary clock levels of the NTP servers. If NTP server 1 has a higher primary clock level than
NTP server 2 does, the router synchronizes the system time with NTP server 1.

3. Click Apply.
(1 noTE

If the router has a higher primary clock level than NTP servers 1 and 2 do, the router does not
synchronize the system time with the NTP servers.

® Manually set the system time.

1.  Choose System Management > Time Settings. In the Time Settings page that is
displayed, select Manual configuration, as shown in Figure 16-19.
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Figure 16-19 Manual configuration

. Configure NTP

System time 2012-02-25 15:01:14 (unsynchronized)

. Set System Time

O Automatic synchronization

NTP server 1

NTP server 2

® Manual configuration

Date and time 2012-02-24 14:52:54 [9

Manual configuration supports the date only before the year 2035

2.  Enter the date and time.
3. Click Apply.

——-End

16.3 Managing the Router Remotely

Remote management includes TR-069, SNMP, Syslog, and remote access.

16.3.1 Configuring TR-069

TR-069 defines the communication mechanism between Customer Premises Equipment (CPE)
and Auto-Configuration Server (ACS) and enables the ACS to manage CPEs. AR routers are

CPEs.
Context
TR-069, also called CPE WAN Management Protocol (CWMP), is drafted by the Digital
Subscriber's Line (DSL) forum.
To enable an ACS to manage a CPE, a connection is required between the ACS and the CPE.
During connection setup, the CPE or ACS needs to be authenticated. The connection can be set
up only after the CPE or ACS is authenticated. After the connection is set up, the ACS invokes
Remote Procedure Call (RPC) methods to manage and maintain the CPE.
A connection can be initiated by a CPE or an ACS.
® Connection initiated by a CPE
After the CPE sends an Inform message containing a URL address to the ACS, the ACS
authenticates the CPE by using the user name and password. After being authenticated, the
CPE can set up a connection with the ACS.
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® Connection initiated by an ACS

After the ACS sends an HTTP packet containing the IP address of the CPE, the CPE
authenticates the ACS by using the user name and password. After being authenticated, the
ACS can set up a connection with the CPE. This connection initiation mode can be used
only if the ACS has communicated with the CPE at least once through a session that the
CPE initiates by sending a Connection Request.

Procedure

Step 1 Choose Basic Settings > Remote Management > TR-069 to open the page shown in Figure
16-20.

Figure 16-20 Configuring TR-069

B
O URL
O user name O password
B e
O user name O Ppassward
Send Inform message O Enable @ Disable Sending interval 600 [Range: 35-86400 seconds; Default: 600)

Step 2 Set the TR-069 parameters.

Figure 16-21 Configuring TR-069

[
URL tp://weww.acs.com:80 (8-400 characters)
User name fuawei (1-255 characters) Password ees ey (1-255 characters)
B e
User name Newcep (1-255 characters) Password seeeee (1-255 characters)
Send Inform message @ Enable O Disable Sending nterval 600 (Range: 35-86400 seconds; Default: 600)

Step 3 Click Apply to complete TR-069 configuration.

—End

16.3.2 Configuring SNMP

The router uses SNMP to send traps to the network management station.

Context
The web system supports SNMPv1, SNMPv2, and SNMPv3. The router and network
management station must use the same SNMP version.
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Table 16-1 Usage scenarios of SNMP

Version

Usage Scenario

SNMPv1

Applicable to small-sized networks. The
networks have simple structures, have low
security requirements or are not prone to
attacks, and have stable topologies. For
example, campus networks and small
enterprise networks.

SNMPv2

Applicable to medium- or large-sized
networks. The networks have low security
requirements or are not prone to attacks, have
high service traffic volume, and may be
congested by traffic. For example, VPNs.

SNMPv3

Applicable to all networks, especially the
networks have high security requirements.
SNMPv3 allows only authorized
administrators to manage the network. If the
network management station and managed
devices communicate over the public
network, SNMPv3 is recommended.

Procedure

Step1 Choose Basic Settings > Remote Management > SNMP to open the page shown in Figure
16-22. By default, the SNMP version is SNMPv3.
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Figure 16-22 Configuring SNMP

SNMP version

O SNMP v18&v2

® SNMP v3

Contact

R&D Shenzhen, Huawei 1 *(1-200 characters)

System name

AR2220-V2R2C00-180-V *(1-30 characters)

Device location Shenzhen Chinz

*#(1-200 characters)

Security user name

#(1-32 characters)

Authentication password

*(8-64 characters)

Encryption password

*(8-64 characters)

SNMP read-only password

SNMP read-write password

Trap password

Trap receiving host

Step 2 Configure the SNMP function.

[ ]
1.

Configure SNMPv1&SNMPv2.

Set the SNMP version to SNMPv1&SNMPv2, indicating that the router supports both

SNMPv1 and SNMPv2.
1 noTE

The parameters of SNMPv1 and SNMPv2 are the same.

The password for the read operation must be different from the password for the read-write operation.

Set the parameters on the page shown in Figure 16-23.
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Figure 16-23 Configuring SNMPv1&SNMPv2

SNMP version ® SNMP vi&w2 O SNMP v3

Contact R&D Shenzhen, Huawei 1 *(1-200 characters)
System name AR2220-V2R2C00-180-\W *(1-30 characters)
Device location Shenzhen China *(1-200 characters)

Security user name

Authentication password

Encryption password

SNMP read-only password eeeee *(1-32 characters)

SNMP read-write password eeccccee *#(1-32 characters)

Trap password

Trap receiving host 10 138 . 96 . 149 | "

Parameters marked with an asterisk (*) are mandatory

3.  Click OK.
® Configure SNMPv3.
1. Set the SNMP version to SNMPv3.
2. Set the parameters on the page shown in Figure 16-24.
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Figure 16-24 Configuring SNMPv3

SNMP version O SNMP vi&v2 (@ SNMP v3

Contact R&D Shenzhen, Huawei 1 *(1-200 characters)
System name AR2220-V2R2C00-180-\W *(1-30 characters)
Device location Shenzhen Chinza *(1-200 characters)
Security user name *(1-32 characters)
Authentication password *(8-64 characters)
Encryption password *(8-64 characters)

SNMP read-only password

SNMP read-write password

Trap password

Trap receiving host 10 138 . 96 149 |
Parameters marked with an asterisk (*) are mandatory
3. Click OK.

—End

16.3.3 Managing Syslog

Using the Syslog management function, you can configure logs locally or remotely.

Procedure

Step1 Configure logs locally.

1. Choose Basic Settings > Remote Management > Syslog Management > Local to open
the page shown in Figure 16-25.
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Figure 16-25 Configuring logs locally

Remote

Ml Locsi Log Settings

Fault encoding level Al o Subtype Al

Query

Subtype

Function

Device Status and Statistic Parameters

PPPoE
DHCP
Static IP
NTP
System error
DDNS
IPSec VPN
36

usB

Security alarm

Cache Size

Clear Refresh

2. Select Fault encoding level and Subtype, and click Query.
1 noTE

After you click Query:

® The logs of the selected type are displayed.

® The router records only the logs of the specified type and with the specified severity and higher
severities. The processing methods for the logs of other types are not changed. For example, after
you set the severity to error and type to DHCP, the router records only the logs with the severity
error and higher severities for the DHCP module. The logs of other types are recorded using

original methods.

Table 16-2 lists the log severity. A small value indicates a high severity.

Table 16-2 Log severities

Value Severity

Description

0

Emergencies

A fault causes the device to fail to run normally unless
it is restarted. For example, the device is restarted
because of program exceptions or a memory error is
detected.

Alert

A fault needs to be rectified immediately. For example,
memory usage of the system reaches the upper limit.

Critical

A fault needs to be analyzed and processed. For
example, the memory usage falls below the lower
threshold; temperature falls below the alarm threshold;
BFD detects that a device is unreachable or detects
locally generated error messages.

Error

An improper operation is performed or exceptions
occur during service processing. The fault does not
affect services but needs to be analyzed. For example,
users enter incorrect commands or passwords; error
protocol packets are received from other devices.

Warning

Some events or operations may affect device running
or cause service processing faults, which requires full
attention. For example, users disable a routing process;
BFD detects packet loss; error protocol packets are
detected.
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Value Severity

Description

5 Notification

A key operation is performed to keep the device
running normally. For example, the shutdown
command is run; a neighbor is discovered; protocol
status changes.

6 Informational

A normal operation is performed. For example, a
display command is run.

3. To update the displayed log information, click Refresh.

4. To clear log information, click Clear.

Step 2 Configure logs remotely so that the logs can be sent to a remote log server.

1. Choose Basic Settings > Remote Management > Syslog Management > Remote to open

the page shown in Figure 16-26.

Figure 16-26 Configuring logs remotely

[lilIll Remote

. Remote Log Settings

O Enable (® Disable

Address

Fault encoding level

Subtype

Parameters marked with an asterisk (*)

2. Select Enable and enter the IP address of the log server. Set Fault encoding level and
Subtype to define the log filtering conditions, as shown in Figure 16-27.

Figure 16-27 Configuring logs remotely

Local |EENTIG]

. Remote Log Settings

® Enable O Disable

Rodes ’10 .138,92 , 149"
Fault encoding level errors v
Subtype DHCP v
Parameters marked with an asterisk (*) are mandato

3. Click OK to make the settings take effect.
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1 noTE

After you click OK, the router sends only the logs of the specified severity and type to the remote
log server. As shown in Figure 16-27, after you click OK, the router sends only the DHCP-related
logs with the severity error and higher severities to the remote log server 10.138.92.149.

—End

16.3.4 Configuring Remote Management

Remote access configurations include configuring the remote access protocol, port, and IP
address of trusted host.

Procedure

Step 1 Configure the remote access protocol and port.

1. Choose Basic Settings > Remote Management > Remote Management > Remote
Access Protocol and Port to open the page shown in Figure 16-28.

Figure 16-28 Configuring remote access protocol and port

T RN T G e L Gl | Remote Trust Host IP

. Remote Access Protocol and Port

FTP [[]Enable FTP service
Telnet Enable Telnet service
+HTTP Enable HTTP service
+HTTPS [C]Enable HTTPS service

2. Specify the protocol and port used by other devices to access the AR router.
By default, other devices can access the AR router using Telnet or HTTP.

Click + to specify the access ports for HTTP and HTTPS, as shown in Figure 16-29.

Figure 16-29 Configuring access ports

Remote Access Protocol and Port Remote Trust Host IP

. Remote Access Protocol and Port

FTP [CJEnable
Telnet Enable
-HTTP Enable
Port number: 20 (Range: 80/1025-55535; Default: 80)
-HTTPS Enable
Port number: 443 (Range: 443/1025-55535; Default: 443)
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After you change the port number and click OK, the current connection is torn down. Log
in again using the new address in the format http://host:port or https://host:port. host is the
IP address or domain name; port is the new port number.

If you select HTTPS, run commands on the AR router to configure the SSL policy;
otherwise, the HTTPS service does not take effect.

3. Click OK on the page shown in Figure 16-29.

Step 2 Configure the IP address of a trusted host.

1. Choose Basic Settings > Remote Management > Remote Management > Remote Trust
Host IP to open the page shown in Figure 16-30.

Figure 16-30 Configuring a trusted host

Remote Access Protocol and Port EENICR TS LS 1

- Remote Trust Host IP

You can add the remote trust hosts on this page. Only the IP address of the trust hosts can access specified s¢

Host IP address

. Select Host IP Address
[C] IP Address

Page 1 of1

2. Enter the IP address of the trusted host and click Add.
L noTE

If you do not specity a trusted host, all hosts can access the router through the WAN-side interface.

Figure 16-31 Configuring the trusted host

Remote Access Protocol and Port |GG HTICR TS E 8 1

. Remote Trust Host IP

You can add the remote trust hosts on this page. Only the IP address of the trust hosts can access specified se

Host IP address I l

- Select Host IP Address
[T} 1P Address
[ 10.138.77.152

Page 1 of1

3. To delete a trusted host, select its IP address and click Delete.

—End
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16.4 System Maintenance

System maintenance includes troubleshooting tool management and log management.

16.4.1 Locating Device Faults

When a network fault occurs, use troubleshooting tools to locate the fault. The router provides
various troubleshooting tools, including ping, tracert, HTTP Get, and DNS query.

Procedure
® Perform a ping operation to check network connectivity and host reachability.
1. Choose Management > Troubleshooting Tool > Ping to open the page shown in
Figure 16-32.
Figure 16-32 Ping
m Tracert || Http Get || DNS Query
. Perform Ping Diagnosis
Target IP address and host name ' 10.138.78.175 Start
;zigigj‘ss‘7fa‘f?§ i
EEEE EE%E 30.138.?8.175
Reply from 10.138.78.175: bytes=56 Seque
Operation success.
2.  Enter the destination IP address or host name in the Target IP Address/Host Name
text box.
3. Click Start to perform a ping operation. The diagnostic result is displayed in the
Summary text box.
® Perform a tracert operation to test the gateways that packets pass through when traveling
from the source host to the destination host.
1. Choose Management > Troubleshooting Tool > Tracert to open the page shown in
Figure 16-33.
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Figure 16-33 Tracert
Hetp Get || DNS Query

. Perform Trace Route Diagnosis

Trace route 10.138.78.175 Start

Summary:

traceroute to 10.138.78.175(10.138.78.175), max hops: 30 ,packet length: 40
1162.168.100.100 2 ms 3 ms 2 ms

210.138.76.115ms 4 ms 5ms

310.138.78.1752ms 2ms 2 ms

Operation success.

2.  Enter the destination IP address or host name in the Trace Route text box.

3. Click Start to perform a tracert operation. The diagnostic result is displayed in the
Summary text box.

® Perform Http Get to check whether the URL is reachable.

1.  Choose Management > Troubleshooting Tool to open the page shown in Figure
16-34.

Figure 16-34 HTTP Get operation
Ping | Tracert m DNS Query

. Perform Http Get Diagnosis

URL www.huawei.com start
Summary:
Http gettin huawei.com[10.82.49.59]:

1:packets time 46 ms,the link reachable
2:packets interaction time 45 ms,the link reachab!
3:packets interaction time 46 ms,the link reachable
4:packets interaction time 46 ms,the link reachable
S:packets interaction time 46 ms,the link reachable
— http get result ics -
Http Get 5 time(s),succeed 5 time(s),failed 0 time(s).
round-trip min/ava/max = 45/45/46 ms.

Operation success.

2.  Enter the website address in the URL text box.

3. Click Start to perform an HTTP Get operation. The diagnostic result is displayed in
the Summary text box.

® Perform DNS query to check whether the DNS server is reachable.

1. Choose Management > Troubleshooting Tool to open the page shown in Figure
16-35.
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Figure 16-35 DNS query operation

ping | Tracert || Http Get |k d

. Perform DNS Query Diagnosis

Domain name www.huawei.com Start
Summary:
DNS query v uawei.com(10.82.49.59) success.

Operation success.

2.  Enter the domain name in the Domain name text box.

3. Click Start to perform a DNS query operation. The diagnostic result is displayed in
the Summary text box.

—-End

16.4.2 Log Management

This section describes how to view, query, refresh, and clear logs.

Procedure
® View logs.

1.  Choose Management>Log Management. The Log Management page is displayed,
as shown in Figure 16-36.

Figure 16-36 Log information

. View Log

You can query system logs by query criteria and keyword, sort and clear logs.

Query criteria Time N Keyword Query

Time Module Level Summary Description

Feb 25 2012 15:01:31+00:00 DEFD Warnings CPCAR_DROP_MPU Some packets are dropped by cpcar on th,
Feb 25 2012 14:51:31+00:00 DEFD Warnings CPCAR_DROP_MPU Some packets are dropped by cpcar on th.
Feb 25 2012 14:41:31+00:00 DEFD Warnings CPCAR_DROP_MPU Some packets are dropped by cpcar on th,
Feb 25 2012 14:33:44+00:00 HTTP Errors LONGIN FAIL User login failed. (UserName=qinzhangw.
Feb 252012 14:33:19+00:00 HTTP Errors LONGIN FAIL User login failed. (UserName=qinzhangw
Feb 25 2012 14:31:31+00:00 DEFD Warnings CPCAR_DROP_MPU Some packets are dropped by cpcar on th.
Feb 25 2012 14:21:31+00:00 DEFD Warnings CPCAR_DROP_MPU Some packets are dropped by cpcar on th,
Feb 25 2012 14:11:31+00:00 DEFD Warnings CPCAR_DROP_MPU Some packets are dropped by cpcar on th.
Feb 25 2012 14:01:31+00:00 DEFD Warnings CPCAR_DROP_MPU Some packets are dropped by cpcar on th,
Feb 25 2012 13:54:30+00:00 HTTP Errors LONGIN FAIL User login failed. (UserName=qginzhangw.

Page 1lof17| b M Displayed: 1-10 records. Total: 170 records. | /page| 10 | v |Records
Clear Descending Refresh

2. Click Ascending or Descending to list logs in chronological order.
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(1 noTE

The default display mode is Ascending.
® Ascending: Recent logs are displayed first.
® Descending: Recent logs are displayed at the end.

®  Query logs.
1. Select a query item from the Query criteria drop-down list box, as shown in Figure
16-36. Query criteria include time, module, level, summary, and description.

Logs are displayed in time order by default.

2.  Enter the keyword in the Keyword text box. If Time is selected as the query item,
enter the date in the Keyword text box.

3. Click Query.
® Refresh logs.

Click Refresh at the lower-right corner of Figure 16-36. The query results are refreshed.
®  (lear logs.

Click Clear at the lower-right corner of Figure 16-36. The system logs are cleared.
(1 noTE

Cleared logs cannot be restored. Perform this operation only when necessary.

—--End
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Configuration Examples

This section provides an example for configuring user access to a network.

Networking Requirements

As shown in Figure 17-1,

®  The Router connects to the upstream network through a WAN-side interface GE0/0/0 and
a USB 3G modem.

®  Users can access the Router through a switch or wireless network or directly connect to the
Router.

® Protection against ARP attacks is required on the LAN.

Figure 17-1 Networking diagram of user network access configuration

|

USB 3G \? Router

Modem I~
7

&,

2

0. Yy
Eth2/0/0

User1 User2 User3 User4 User5
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Configuration Roadmap

Procedure

The configuration roadmap is as follows:

1. Connect the Router's interface GE0/0/0 to the upstream network in PPPoE mode, and
connect the Router to a CDMA network through a USB 3G modem interface.

2. Enable the DHCP server function on the Router to allow it to assign IP addresses to hosts
on the LAN.

3. Configure ARP mapping to protect against ARP attacks.

Step 1 Start the web browser on a PC, enter website address http://192.168.1.1 in the address box, and

press Enter. The following web login page is displayed.

< Web Platform

Language English v

admin

eecee

User Name

1Hi2

Copyright © Huawei Technologies Co., Ltd. All rights reserved.

Step 2 Connect the Router's interface GE0/0/0 to the upstream network in PPPoE mode.

Choose Basic Settings > Interface > WAN to open the following WAN interface setting page.
=

Set Internet interface parameters.

AN Connection List

Connection name: Connection mode: Connection type IP address: Status Action
HUAWEI, AR Series, Ethernet2/0/1 Interface static WAN uplink 10.1.21 Connected @
HUAWEI, AR Series, Ethernet2/0/0 Interface static WAN uplink 202112 Connected Q
HUAWEI, AR Series, Ethernet1/0/1 Interface WAN uplink Connected Q
HUAWEI, AR Series, Ethernet1/0/0 Interface static WAN uplink 114111 Connected B
HUAWEI, AR Series, GigabitEthernet0/0/2 Interface WAN uplink Unconnected @
HUAWEI, AR Series, GigabitEthernet0/0/1 Interface static WAN uplink 116.1.1.1 Connected @
HUAWEI, AR Series, GigabitEthernet0/0/0 Interface static WAN uplink 192.168.200.177 Connected @
4 4 l'page| 1of1l » ¥ Current 1-7 Total records: 7 | /page| 10 | |Records

Select GE0/0/0 and click 2. The following WAN setting page is displayed. Modify the
parameters of the WAN interface and click OK.
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I _vodify wan

Connection Name: HUAWEI, AR Series, GigabitEth v | =

Connection Route v

mode:

O DHCP Dynamic IP address from the ISP

QO Static Fixed IP address from the ISP

(® PPPoE Select this if the ISP uses PPPoE.

User name telecomadmin *1 to 64
characters.

Password ssecee *1 to 16
characters.

Enable NAT [ NAT

Protocol type Pv4 v

Service type Internet v

binding

Parameters marked with an asterisk V: are mandatory.

Step 3 Connect the Router to a CDMA network through a USB 3G modem interface.

Choose Basic Settings > Interface > 3G. The following 3G interface setting page is displayed.
Set 3G network parameters and click OK.

(1 noTE

Ensure that the 3G modem has the UIM card installed.

LR e ol Advanced Settings

. Basic Settings

Interface name Cellular 0/0/0 v Enable
Dial-up network 1xrtt-only v

User name card (1-64 characters)
Password ABCabc1234 (1-16 characters)
Dialer number N

Online mode O Always online

® Automatically offline after a specified idle period 240 (In seconds; Rang

Step 4 Enable the DHCP service on a VLANIF interface.

Choose Basic Settings > Interface > LAN > VLAN Interface. The following VLAN interface
setting page is displayed. Set VLAN interface parameters and click OK.
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VLAN Interface [RYFA{|

[l _vLAn Interface Configuration

Select VLAN 1 M *
IP zddress llgz .168.0 .1 *{(200€.200. 200 X0KX)
Subnet mask 255 . 255 . 255 . 0 = (3000.500¢.300¢.300K)

Interface DHCP server ® Enable (O Disable

Start IP address

End IP address

Gateway address

DNS server 1 . . . (200t 200X 2000

DNS server 2 . . ) (200X, 300X, 200 300X

Reserved IP L (30000 200X.300X) Add
Parameters marked with an asterisk (*) are mandaton

Step 5 Configure protection against ARP attacks on the LAN.

Choose Security > Basic Settings > ARP Defense. The following page is displayed. Click
New.

ARP Defense

. ARP Defense

Automatic learning No N
ARP flooding threshold 0 (1-32768 packets/second 0: Disable)
ARP broadcast interval 0 (1-86400s 0: Disable)

. Manual IP_MAC Binding

[C] IP Address MAC Address

Page 1 of1

On the following page, specify the IP and MAC addresses and click OK.
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. Automatic IP_MAC Binding

IP address ’10 1.1 .3

MAC address | 5483 -98f3 - 555

re marked with an asterisk (*) are mandatory

Paramete

Enable ARP mapping, set parameters, and click OK.

ARP Defense

. ARP Defense

Automatic learning |l‘-lo I"
ARP flooding threshold 0 (1-32768 packets/second 0: Disable)
ARP broadcast interval 0 (1-86400s 0: Disable)

- Manual IP_MAC Binding
[C] IP Address MAC Address

44 | Page 1 of1
-—-End

145
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Appendix A Fault Diagnosis

This section describes how to diagnose faults.

This section describes common fault diagnosis methods. If the fault persists, contact Huawei

technical support personnel.

Quick Fault Identification

Table 18-1 Fault diagnosis

Fault

Troubleshooting

The power indicator is off.

1. Ensure that a correct power adapter is used.
2. Ensure that the power cable is connected properly.

3. Ensure that the power switch is on.

The WAN-side interface
indicator is off.

1. Ensure that the interface is connected correctly.

2. Ensure that the physical connection of the interface is correct.

The LAN-side interface
indicator is off.

1. Ensure that the type of the network cable between the router
and PC is correct.

2. Ensure that the physical connection of the interface is correct.

3. Ensure that the PC's network interface card (NIC) indicator
is on.

4. Ensure that the NIC is working properly. Check the device
name below the network adapter in the equipment manager
of the Windows operating system. If the device name is
marked a question mark (?) or an exclamation mark (!),
reinstall the NIC driver or insert the NIC to another slot. If
the fault persists, change the NIC.
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Fault

Troubleshooting

Failed to log in to the
router on a web page.

1.

Use the ping command to check the network connection:

® Ping [P address 127.0.0.1 to check whether the TCP/IP
protocol has been installed.

® Ping the IP address of the router's LAN interface to check
whether the PC is correctly connected to the router.

Run the display ip interface [ interface-type interface-
number ] command to view the IP address of the router's LAN
interface to check whether the input IP address is correct.

If the PC uses a static IP address, ensure that this IP address
is on the same network segment as that of the router's LAN
interface.

Check whether the number of existing users on the router
exceeds the maximum value (5). If so, try later.

Check whether a proxy server or dialup connection is
configured on the web browser. If so, delete such
configuration.

Users ona LAN are forced
offline and fail to access
the Internet.

. Ensure that the network cable of the switch connected to the

router and the network cable of the router's WAN interface
are securely connected.

Ensure that IP and MAC addresses of all hosts on the LAN
are bound in ARP mappings.
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Appendix B Device Default Settings

This section describes the router's default settings.

Table 19-1 lists the router's default settings.

Table 19-1 Default settings

Item

Default Settings

Interface

VLANIF Interface IP Address

None.

NOTE
By default, LAN ports of AR150 and
AR200 series are added to VLAN 1.
The IP address of VLANIF 1 is
192.168.1.1, and subnet mask is
255.255.255.0.

LAN Interface Parameter

Default VLAN: VLAN 1
Link type: hybrid
Interface DHCP server: Disable

3G

MTU: 1500

Network

Virtual Server

Protocol type: TCP

External address: Interface IP
address

DHCP

VLAN: default(1)
MTU: 1500

DHCP based on the global address
pool: enable

VPN

L2TP
VPN

L2TP Client

Enable

IPSec | IKE version

V1

VPN
Exchange mode

Master

Peer ID type

IP Address
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Item Default Settings
Local ID type IP Address
Authentication algorithm SHA1
Encryption algorithm DES
DH Diffie-Hellman Groupl
Protocol ESP
ESP authentication algorithm MDS5
ESP encryption algorithm DES
PFS None
SSL Local Authentication Enable local authentication
VPN
Security ARP Defense Disable
Firewall Disable
MAC Address Filtering Disable
Management Set System Time Automatic synchronization
Remote SNMP version SNMP v3
Management Telnet Enable
HTTP Enable
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