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About This Document

Intended Audience

This document is targeted for services when the WAG03DE or WAB53DE worksin Fat AP
mode. It is organized into five chapters: system overview, basic configuration, service
configuration, upgrade and maintenance, and troubleshooting.

This document isintended for:

e  Technical support engineers
e  Maintenance engineers

Change History

Updates between document issues are cumulative. Therefore, the latest document version
contains all updates made in previous versions.

Issue 02 (2012-04-19)

Thisissueis the second official release.

Issue 01 (2011-07-25)

Thisissueisthefirst official release.
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System Overview

1.1 Product Overview

WAG603DE and WAB53DE are wireless access devices that comply with the 802.11a/b/g/n
protocol. They enable high-speed wireless data communi cation between awired local area
network (LAN) and terminals that have a wireless network adapter complying with the
802.11a/b/g/n protocal.

This Service Guide is applied to the following devices:

® WAGBO3DE, an indoor wireless access point that supports 2.4 GHz and 5 GHz.

e WAG53DE, an outdoor wireless access point that supports 2.4 GHz and 5 GHz.

As the configuration procedure is the same for WAG03DE and WA653DE, this document uses
WAB53DE as an example. The configuration for WAG03DE is slightly different from the

configuration for WAG53DE. Unless otherwise specified, WAG03DE and WAG53DE have the
same parameter settings in this document.

1.2 Fit/Fat Switchover

The WAB03DE/WAGB53DE worksin Auto mode by default. After theAP dtarts, it entersthe Fit or Fat
mode based on actua networking. You can dso configure the APto start in Fit or Fat mode.
e  Configuring the APto start in Fat mode

Logintothe APusing Telnet.

Please login:

password : €&—Enter the user name and password.

huawei: set capwap-ap-mode 1
e  Configuring the APto start in Fit mode

Logintothe AP using Telnet.

Please login:

password : €&—Enter the user name and password.

huawei: set capwap-ap-mode 2

This document assumes that the AP worksin Fat mode.
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1.3 Typical Networking

When functioning as a Fat AP, WABG53DE provides 802.11 functions. That is, such an AP can
work as an independent network entity to complete user access and authentication, data

forwarding, AP management, security protocols, routing, and QoS functions. Figure 1-1
shows the network topol ogy.

Figure 1-1 Network topology for WAG53DE
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Basic Configuration

2.1 Configuring a Computer

1.

Perform the following operation according to the operating system:

® |ntheWindows XP, choose Sart > Control Panel > Network Connections.
® IntheWindows 2000, choose Start > Settings > Network Connections.

Right-click Local Connectionsin the Network Connections window and choose Properties
from the shortcut menu.

A CAUTION

Make sure that the properties of local connections, not wireless network connections, are
configured.

When the L ocal Area Connection Properties dialog box is displayed, select TCP/IP and
click Properties. The TCP/IP Properties dialog box is displayed. Record the current
network configuration so that you can restore the network configuration when necessary.

Select the Use the following | P addr esses option and set the following parameters:

e |Paddress: 192.168.0.22 (or 192.168.0.x, where, x indicates a value between 2 and 254.)
®  Subnet mask: 255.255.255.0

You do need to configure the gateway and DNS because the APis directly connected to the
computer.

Click OK to save the settings and close the TCP/IP Properties dialog box. Click OK to close
the LAN Connection Properties dialog box.

The settings take effect immediately.
----End
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2.2 Logging In to the Web Page

WAG653DE can be managed by using a web browser.
1. Enter the IP address https://192.168.0.1 in the address box of a browser.
2. Enter the user name and password, and click L ogin to access the web page.

The default user nameis user and password is sp-admin.
Figure2-1 Login page

e

HUAWEI

Username: super

Password: eesesccee

Login

BSERVER

To ensure access security, change your user name and password by referring to 3.1.1
Configuring Device-Specific Parameters.

—-End

2.3 Configuring Wireless Parameters

2.3.1 Configuring Common Wireless Parameters

1. Choose Configuration > Radio from the left navigation tree, as shown in Figure 2-2.

Figure 2-2 Configuring common parameters

A WA653DE Multimedia Hotzone Wireless AP
W Configuration :: Radio 2.4G :: Common
[ Device Common | Wireless1 Wireless2 Wireless3  Wireless4  Wireless5 Wireless 6 Wire
Internet
Radio 2.4G
Ratl k: R 4
a0 5C io k adio 2.4G
Wireless Mode: 2.4GHz (B02.11b/g/n) »
Configuration Channel: SmanSelect ¥
Device Channel Width: 20 MHz ~
Intemet
Radio 246 Country Code: Reserved 1 v
Radio 56 Advanced Settings: | Edit Common Settings |
V0LAN AeroScout RFID
AeroScout RFID tag detection: (3 Disabled O Enabled
Maintenance
Upgrade Bestoss previovs sethings
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2. Configure common parameters according to Table 2-1.

Table 2-1 Description of common parameters

Parameter Description

Radio Network Name of the wireless network. The name cannot exceed 32 characters.
The default name is Radio 2.4G or Radio 5G.

WirelessMode | Wireless mode. A single-frequency AP can only use 2.4 GHz, and
dual-frequency AP can use either 2.4 GHz or 5 GHz.

Channel Wireless channel. Select SmartSelect or any channel.

Channel Width Channél bandwidth. Select 20 MHz or 40 MHz.

Country Code Name of the country where the AP is used.

AeroScout RFID | Whether to detect the AeroScout RFID tag. To detect the tag, select
tag detection Enabled. By default, Disabled is selected.

3. (Optional) Click Edit Common Settingsin the Advanced Settings area and configure the
parameters as shown in Figure 2-3 according to Table 2-2.

Figure 2-3 Configuring advanced parameters

i WAG53DE Multimedia Hotzone Wireless AP

,73““”5 Configuration :: Radio 2.4G :: Advanced :: Common

Device

Internat Transmit Power: | Full v

Radio 2.4G Protection Mode: (& Disabled O CTS-only O RTS-CTS

Radio 5G

Update Settings astore previous settings

Configuration

Davice « B0 back o Wireless Confiquration

Internet

Radin 2.4G I

Radio 5G

VLAN

Table 2-2 Description of advanced parameters

Parameter Description

Transmit Power Transmit power of wireless signals. The options are as follows:
e Full: full transmission power

e Half: half of the transmission power

e Quarter: aquarter of the transmission power

e Eighth: eighth of the transmission power

e Minimum: minimum power

The default valueis Full.
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Parameter

Description

Protection Mode

Whether to control when an 802.11 device can communicate with
other devices.

If a protection mode is enabled, the interaction between 802.11b
and 802.119g devices is enhanced while the network performance
may be affected. The options are as follows:

e Disabled: no protection modeis used.

e CTS-only: If thisoption is selected, al the destination devices
are forced to receive data when the AP sends data out.

¢ RTS-CTS: If this option is selected, the data sending and
receiving devices are forced to confirm data exchange after a
data transmission event is completed and before another
transmission event occurs.

Here, CTSis short for Clear To Send and RTS is short for Request
To Send.

4. Click Update Settings to save the settings.

~-End

2.3.2 Configuring Specific Wireless Parameters

1.

Click aWireless # tab page, as shown in Figure 2-4.

[ noTE

The symbol # represents 1 to 8 for asingle-frequency AP and 1 to 16 for a dual-frequency AP.

Figure 2-4 Configuring specific wireless parameters

&

-
HUAWeE!

Status
Dievice

Internet
Radio 2.4G
Radio 5G

canfiguration

Device
Internet
[Ramozas |
Radio 5G
WLAN

Maintenance
Upgrade
Rehoot / Reset
Support Infa

WAGBS53DE Multimedia Hotzone Wireless AP

Configuration :: Radio 2.4G :: Wireless 1

Common Wireless 2 Wireless 3 Wireless 4 Wireless 5 Wireless 6 Wireless 7 Wireless 8

Wireless Network: Wireless 1

@ Enabled O Disabled
@Enabled O Disabled
huawei Wireless AP

Edit Settings
Edit Settings
Edit Settings

Disabled +

Update Settings Restore

Wireless Availability?
Broadcast SSID?
SSID:

Threshold Settings:
Rate Limiting:

Access Control:

Encryption Method:

(Optional) Select Enabled for Wireless Availability and Broadcast SSID.

Enter awireless network namein the SSID field to identify the wireless network. For
example, huawel Wireless AP.
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4. Click Update Settings to save the settings.
----End

After you perform the following operations, the basic wirel ess settings are completed for the
AP
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Service Configuration

3.1 Configuring Device- and User-Specific Parameters

3.1.1 Configuring Device-Specific Parameters

1. Choose Configuration > Device from the left navigation tree, as shown in Figure 3-1.

Figure 3-1 Configuring device-specific parameters

= WAGB53DE Multimedia Hotzone Wireless AP

status Configuration ::

Device

Intemet Device Name: WWABSIDE

Radio 2.4G Device Location: F4-3-A13, Section F, Huawei Base

Radio 5G GPS Coordinates: {e.0. 37.388, -122.0258633)
ConTiRuTation Internal Heater: Enable Internal Heater (reguires 802.3at ar custom PoE injectar)

PoE OUT Port: [ Enahble 'PoE OUT port (power output functionality requires custam PoE injectar)

Internet Temperature Update: (30 (30 - 72000 seconds

Radio 2.4G

Radio 5G

WLAN Service Provider Login

Username: super

Maintenance
Upgrade
Reboot / Reset
Support Info

Administration

Currem Password:
New Password:

Confirm New Password:

Update Settings Restore previous settings

2. Configure the parameters according to Table 3-1.

Table 3-1 Description of device-specific parameters

Parameter

Description

Device Name

Name of the device. The nameis astring of up to 64 characters,
including letters, digits, and symbols.

Device Location

Location of the device. This parameter is optional.

GPS Coordinates

Latitude and longitude of the device. This parameter is optional.
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Parameter

Description

Internal Heater

If you select Enable Internal Heater, the PoE IN port of the
WAGB53DE is enabled to connect the PoE switch or power module to
provide power for the device.

If the device type is WAGB03DE, the 10/100/1000 PoE port is enabled.
By default, Enable I nternal Heater is deselected.

PoE OUT Port

If you select Enable 'PoE OUT' Port, the PoE OUT port of the
WAGB53DE is enabled to provide power for other devicesin POE
mode.

This parameter is available for only the WAG53DE.

By default, the Enable'PoE OUT' Port option is deselected. Do not
select this option unless you are required to do so.

Temperature
Update

Interval for automatically updating the temperature information.

The value ranges from 30 to 7200 seconds. The default valueis 30
seconds.

3. Click Update Settings to save the settings.

~-End

3.1.2 (Optional) Changing the User Name and Password

The default user nameis super and password is sp-admin. To ensure access security, perform
the following operations to change the default user name and password after the first login:

1. Choose Configuration > Device from the left navigation tree, and set the parametersin the
Service Provider Login areaaccording to Table 3-2.

Figure 3-2 Changing the user name and password

HEUIU £ 41

Radio 5G

Upgrade
Reboot / Reset

AN Service Provider Login
Username: huaweil
Maintenance Current Password: [TTTTTTTY

New Password: assss

Support Info Confirm New Password: |essss

Administration Update Settings |Restnre revious setings

Table 3-2 Description of user-specific parameters

Parameter

Description

UserName

Enter anew user name. The nameis astring of up to 32 characters,
including letters, digits, and symbols.

Current Password

Enter the current password.
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Parameter Description
New Password Enter a new password. The nameis a string of up to 32 characters,
including letters, digits, and symbols.
Confirm New Confirm the new password.
Password

2. Click Update Settings to save the settings.
----End

3.1.3 Operation Result

Choose Status > Device from the |eft navigation tree or re-log in to the AP,

The updated settings are displayed, as shown in Figure 3-3.

Figure 3-3 Viewing device information

Vg N :
e WAGB53DE Multimedia Hotzone Wireless AP
Status Status :: Device
l’:‘je"'ce \] Device Name: WAGS3DE
Imer.net Device Location: F4-3-A13, Section F, Huawei Base
Radio 2.4G GPS Coordinates:
Radio 5G Internal Heater: Internal Heater is enabled
PoE OUT Port: 'PoE OUT' portis disabled
Configuration MACL Address: 00:24:82:26:06:40
Device Serial Number: 470855000060
Internat Software Version: W100RO0Z2CO0B010
Radio 2 4G |IITG_III(|| Temperature: 33(C) WedA.pr21 19:30:41 2010 (GMT)
. Uptime: 18 hrs 53 mins 48 secs
Radio 5G . ) . .
Current Time {GMT}): Wed Apr 21 19:30:41 2010
WLAMN

3.2 Configuring the IP address

Procedure

By default, the AP dynamically obtainsits | P address from the DHCP server. In addition to the
default dynamic mode, you can perform the following operations to specify a static |P address
for the AP:

1. Choose Configuration > I nternet from the left navigation tree, as shown in Figure 3-4.
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Figure 3-4 Specifying the P address

g’;@ WAGB53DE Multimedia Hotzone Wireless AP

Status Configuration :: Internet
Device )

Primary DNS Server:
Interet
Radio 2.4G Secondary DNS Server: | |,
L Radin8G  f| wyp server: ?pou!. ntp. org
Configuration

Device

Radio 2.4G Update Settings FRestore previous settings

Connection Type: (& DHCP (O Static IP

2. Click Static I P inthe Connection Type field and set the static I P address, as shown in Figure
3-5.

Figure 3-5 Setting the static 1P address

' " " -
H%wfy%, WAGB53DE Multimedia Hotzone Wireless AP
Status Configuration :: Internet

Device A
M Gateway: 192 163 o it
M Primary DNS Server:

Radiclo secondary DNS Server:
_Configuration | M7 Serer pool.ntp.org

Device

Internet ] Connection Tvpe: () DHCP & Static IP
_ Radia24G | padaress: 192 |[es |lo [

Radio 5G Mask:

SALARN ask: 2585 258 255 o

—
Maintenance | Update Settings Restors previgus settings

[ noTE

If the DHCP server is unavailable or the APfails to obtain an | P address from the DHCP server, the AP
uses the default |1P address, 192.168.0.1.

3. Click Update Settings to save the settings.
----End

Operation Result

Choose Configuration > I nternet from the left navigation tree. The updated settings are
displayed, as shown in Figure 3-6.

You can click Enable Auto-update to enable the function of automatically updating IP
settings.
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Figure 3-6 Viewing the |P settings

g R :
aver WAB53DE Multimedia Hotzone Wireless AP
STahS Status :: Internet [ Enable suto-update |
Device Gateway: 192.168.0.1
Inter.net | Primary DNS Server:
Radfo 246 Secondary DNS Server:
Radio 55 NTP Server: poolntp.org
Configuration Connection Status: @
Davica Connection Type: static
Internet MAC Address: 00:24:22:26:06:40
Radio 2.4G IP Address: 192.168.0.1
Radio 56 Mask: 265.265.256.0
WLARN

A CAUTION

You can click Release DHCP to release the current 1P address and click Renew DHCP to
obtain another |P address from the DHCP server only when the connection mode is DHCP.

3.3 Configuring the WLAN

Choose Configuration > Radio 2.4G (or Radio 5G) from the left navigation tree, click a
Wireless # tab, and configure the parameters, as shown in Figure 3-7.

The symbol # represents 1 to 8 for a single-frequency AP and 1 to 16 for a dua-frequency AP.

Figure 3-7 Configuring wirel ess parameters

Nig N -
e WAB53DE Multimedia Hotzone Wireless AP
’W Configuration :: Radio 2.4G :: Wireless 1
Device Common ireless 2 VWirclese 3 \Wirsless 4 Wireless & Wireless B Wireless T \Wirsless 8
Internet
REGID 2416 Wireless Network: Wireless 1
Radio 5G

Wireless Availability? & Enabled O Disabled
@Enabled O Disahled

huawei Wireless AP

Broadcast SSID?

Configuration

Device SSID:

el | Threshold Settings: Edit Settings
Radio 2.4G
Radio 5G Rate Limiting: Edit Settings
WLAN Access Control: Edit Settings
_Maintenance |y iyption Method: Disabled +
Upgrade
| Reboot [Reset | Update Settings Bestore previous seffings
Support Info

3.3.1 (Optional) Configuring the Threshold Parameters

If you change a threshold parameter to an improper value, connecting to the wireless network
may fail. Therefore, do not change the default threshold settings unless you are an
experienced administrator.
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1. Click Edit Settingsinthe Threshold Settingsfield shown in Figure 3-7.
The page shown in Figure 3-8 is displayed. Configure the parameters according to Table 3-3.

Figure 3-8 Configuring the threshold parameters

b WAB53DE Multimedia Hotzone Wireless AP
[Status ______ Configuration :: Radio 2.4G :: Advanced :: Wireless 1
Device
e e Beacon Interval: 100 (100,200...1000)
Radio 2 45 Data Beacon Rate (DTIME: |1 | (1 - 258
L RadioSG | gys/cTS Threshold: 2346 (256 - 2346
Configuration : ) )
: Update Settings Restore previous seftings
Device
e « G0 back to Wireless Configuration
Radio 2.4G

Table 3-3 Description of threshold parameters

Parameter Description

Beacon Interval Interval for sending Beacon frames, specified in the radio profile.

An AP sends Beacon frames periodically to state the presence of a
wireless network.

The value ranges from 100 tu to 1000 tu (1 tu = 1024
microseconds). The default valueis 100 tu.

Data Beacon Rate Interval for generating delivery traffic indication messages
(DTIM) (DTIMs), specified in the radio profile.

A DTIM informs the stations (STAS) about the presence of buffered
multicast/broadcast data on the AP.

This parameter is mandatory for the stations that use the
energy-saving function.

e A small DTIM interval will result in frequent use of stations that
are working in energy-saving mode. As aresult, more power is
consumed.

e A greater DTIM interval helps reduce power consumption of the
stations that are working in energy-saving mode but it delays the
transmission of broadcast and multicast frames.

The value ranges from 1 to 255 beacons. The default valueis 1
beacon.
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Parameter Description

RTS/CTS Threshold | Minimum packet size when the protection mode RTS-CTS s used.

Network collisions may occur due to high usage of network
resources. Y ou can adjust the transmit byte segment to prevent
network collisions.

¢ Narrow down the transmit byte segment to improve the
retransmission rate when multiple users are associated.

¢ Extend the transmit byte segment to reduce excessive network
overheads that are caused by sending a great number of frames,
which improves the network usage.

Usually, select the transmit byte segment according to the presence
of network collisions.

The value ranges from 256 KB to 2346 KB. The default valueis
2346 KB.

2. Click Update Settings to save the settings.
3. Click Go back to Wireless Configuration.
----End

3.3.2 Configuring the Data Transmission Rate

To ensure fair access to network resources, the transmission rates of devices need be limited.
By default, the rate limiting function is disabled. If you enable the rate limiting function, the
traffic rate of each deviceislimited in both the downlink and uplink according to the traffic
policy.

To configure the data transmission rate, proceed as follows:
1. Click Edit Settingsin the Rate Limiting field, as shown in Figure 3-7.
The page shown in Figure 3-9 is displayed.

Figure 3-9 Configuring the datatransmission rate

e WAGB53DE Multimedia Hotzone Wireless AP
[status Configuration :: Radio 2.4G :: Advanced Wireless Rate Limiting :: Wireless 1
lDe"‘ce Downlink Uplink
% Per Station Traffic Rate: | 100 kbps link per station ||| 100 kbps link per slation | v
M Maximum traffic rate on per station basis
@ Downlink / Uplink
i i ass
%ﬁm Rate (kbps) Ceiling {kbhps) Buffer {pkts)
SR voice 35435 100 /100 575
Internet
o 246 Video 25 /25 100 / 100 5/5
Radio 56 Best-Effort 25 / 25 100 /100 514
_VLAN | Background 25 / 25 100 / 100 515
Maintenance Update Settings Restore previous settings
Upgrade
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2. Set thetraffic rate for the uplink and downlink. Ensure that the traffic rates in the uplink and
downlink are limited or not limited at the same time. By default, the traffic rates in the uplink
and downlink are not limited.

Table 3-4 Description of transmission rate parameters

Parameter Description

Per Station The traffic rates of all stationson the WLAN are limited by this

Traffic Rate parameter.

Downlink Traffic rate policy in the downlink, used to limit the traffic rate of the
data transmitted from an AP to a STA.

Uplink Traffic rate policy in the uplink, used to limit the traffic rate of the data
transmitted from a STA to an AP.

Class Types of traffic, namely, voice, video, background, and others. The
traffic type determines the transmission priority.

Voice Voicetraffic, which is sensitive to data delay and requires the highest
priority.

Video Video traffic, which is less sensitive to data delay and requires the
second highest priority.

Best-Effort Traffic excluding the voice, video, and background data, whichisless
sensitive to data delay.

Background Background traffic, which provides the basic network status data. It is
least sensitive to data delay and requires lowest priority.

Rate Bandwidth rate. The actual cell rate may exceed the rate in the Rate
column but does not exceed the rate in the Celling column.

Celling Cell rate. This parameter specifies the cell rate to ensure that the cells of
the higher priority are transmitted first, or to limit the transmission rate
in agood environment to ensure the basic transmission rate in a poor
network environment.

Buffer Maximum number of packets waiting to be transmitted. When the
number of packets waiting to be transmitted exceeds this value, the
extra packets are discarded. This parameter helps prevent the burst of
data to ensure that the transmission rate is within the permitted range.

3. Click Update Settings to save the settings.
4. Click Go back to Wireless Configuration.
----End

3.3.3 Configuring Access Control Parameters

To limit stations connected to the WLAN, perform the following operations:
1. Click Edit Settingsin the Access Control field, as shown in Figure 3-7.
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The page shown in Figure 3-10 is displayed.

Figure 3-10 Configuring the access control parameters

e WAGBS53DE Multimedia Hotzone Wireless AP
lisntus Configuration :: Radio 2.4G :: Access Control :: Wireless 1
:ZJtewcet & Disable WLAN access restrictions
; Edr_nez — © Allow only stations listed in the Access Control Table
# O Deny only stations listed in the Access Control Table
adlo

Configuration Update |pogor previous seftings

Device
[Gterret « Go back to Wireless Conflyuration
Radio 2.4G

2. Select an access control mode.

By default, Disable WL AN accessrestrictionsis selected. If you select Allow only stations
listed in the Access Control Table, the page shown in Figure 3-11 is displayed.

Figure 3-11 Adding MAC addresses of the STAS

e WAGB53DE Multimedia Hotzone Wireless AP
’W Configuration :: Radio 2.4G :: Access Control :: Wireless 1
:Z)tewcet O Disable WLAN access restrictions
oG |© Allow only stations listed in the Access Control Table
g ?D O Deny only stations listed in the Access Control Table
Radio 55
Access Control Table
Configuration Address Remove?
Devi
2rLe o0 |fen |ac |fer Lfar |an | camcel
Internet
Radio 2.4G & Add new entry
Radio 566G
WLAN [ﬁ
- Update Restore previous settings
Maintenance ! « G0 back o Wireless Canfiquratian

3. Click Add new entry, and add the MAC addresses of the STAs that will connect to the
WLAN.

A maximum of 128 MAC addresses can be added. To delete an MAC address, click Cancel.
4. Click Update Settings to save the settings.
5. Click Go back to Wireless Configuration.

----End

To restrict a STA from connecting to the WLAN, click Deny only stationslisted in the
Access Control Table and add the MAC address of the STA to the address table.
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3.3.4 Configuring the Encryption Mode

To secure access to the WLAN, perform the following operations to configure the encryption

mode;

Select WPA from the Encryption Method drop-down list box, the page shown in Figure

3-12 isdisplayed. By default, Disable is selected.

[l noTE

The 802.11n device does not support the WEP encryption mode while the 802.11b/g device supports.
Compared with the WPA encryption, the WEP encryption is easy to be broken. Therefore, the WPA
encryption iswidely used.

Figure 3-12 Configuring the WPA encryption mode

e

HUAWEI

Status
Device

Internet
Radio 2.4G
Radio 5G

Configuration

Device
Internet
Radio 2.45
Radio 5G
WLAN

Maintenance
Upgrade
Reboot / Reset
Support Infa

Administration
hanagement
Diagnostics

WAB53DE Multimedia Hotzone Wireless AP

Configuration :: Radio 2.4G :: Wireless 1
Common  ‘Wireless 1 Wireless 2 Wireless 3 Wireless 4 Wireless & Wireless B W

Wireless Network: Wireless 1
Wireless Availability?
Broadcast SSID?

@ Enabled O Disabled
@ Enabled O Disabled

SSID: rny AP
Threshold Settings: Edit Sattings
Rate Limiting: Edit Settings
Access Control: Edit Settings
Encryption Method: WFEA, he

WPA Version:

@wra OwPAz O wWPA-Auto

OTiP @ aes O Aute
adbolfeffy

Update Settings Restore previous settings

WPA Algorithm:

Passphrase:

2. Configure the parameters according to Table 3-5.

Table 3-5 Description of parameters for the WPA encryption mode

Parameter Description
WPA Version The default valueis WPA, which isthe basic version.
WPA Authentication | ® PSK: applicableto individual or family use.

¢ 802.1X: authentication requires a Radius server.

WPA Algorithm

e AES algorithm features the highest security.

® The 801.11n device does not support the TKIP algorithm while
the 802.11b/g device supports.

Passphrase

Key phrase. The key phrase isastring of 8 to 63 characters
consisting of letters, digits, and symbols.

Issue 02 (2012-04-19)

Huawei Proprietary and Confidential 17

Copyright © Huawei Technologies Co., Ltd




WAG603DE & WAGB53DE
Fat AP Configuration Guide

3 Service Configuration

3. Select 802.1X.
The page shown in Figure 3-13 is displayed.
Figure 3-13 Configuring 802.1X authentication
& R N
- WAG53DE Multimedia Hotzone Wireless AP
[status | Threshold Settings:
Device Rate Limiting:
Radozde | Accesscomor
Radio 5G
Encryption Method:
Configuration WPA Version: ®@wrs  Owpaz  OwWPA-AUD
Device WPA icatio:. O Pgk @ g0z1x O Auto
M WPA Algorithm: QTP ® AES O Auto
Radius NAS-ID:
WLAR
Authentication Server ' Required **
Maintenance IP address:
Upgrade Port:
Reboot / Reset Server Secret:
Support Infa '
Accounting Server ** Optional **
Administration
T P address:
Management
Diagnostics Port:
Log Server Secret;
Table 3-6 Description of the parameters for 802.1X authentication
Parameter Description
Radius NAS-ID ID alocated by the Radius server.
Authentication Server ** Information about the authentication server (mandatory).
Required ** Enter the | P address, port number, and server key that are
obtained from the carrier in the | P address, Port, and
Server Secret fields.
Accounting Server ** Information about the accounting server (optional).
Optional ** If the carrier does not provide the settings, you do not need
to set the parameters.
4. Click Update Settings to save the settings.

~—-End

3.3.5 Operation Result

Choose Satus > Radio 2.4G (or Radio 5G) from the left navigation tree, click aWireless #
tab, and view the radio settings, as shown in Figure 3-14.
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The symbol # represents 1 to 8 for a single-frequency AP and 1 to 16 for a dual-frequency AP.
You can click Enable Auto-update to enable the function of automatically updating the

settings.

Figure 3-14 Viewing the radio settings

e

-
HUuAWEI

Status
Dievice
Internet

Radio 2.4

Radio 5G

Configuration
Device

Internet
Radio 2 4G
Raiin 5G

WAB53DE Multimedia Hotzone Wireless AP

Status :: Radio 2.4G Enable Auto-update
Camman ireless 1 ireless 2 ireless 3 ireless 4 ireless & ireless B ireless 7 ireless 8

SSID: iy AP

BSSI: 00:24:82:26:06:48
Wireless Status: J Up

© Enables

WPA

Broadcast SSID?
Encryption Mode:

Connected Devices

Mo stations are currently associated with this VWLAN

3.4 Configuring VLAN IDs

APs access network resources according to the VLAN to ensure access security.

STAs that are connected to APs are added to different VLANS.

e TheVLAN ID for the STAs using |EEE 802.1X authentication is configured on the port
of the Radius server.

e TheVLAN ID for the STAs that do not use |EEE 802.1X authentication is allocated by

the VAP,

e Thedefault VLAN ID for STAsis 1.

e \WhentheVLAN function is enabled on aWLAN network, VLAN IDs in the received
and sent packets must be the same and packets without VLAN ID or with an unknown
VLAN ID are discarded.

e |fthe VLAN functionis disabled, the AP does not add any VLAN ID to transmitted
packets and ignorethe VLAN 1D in the received packets.

To configure the VLAN, perform the following operations:

1. Choose Configuration > VLAN from the left navigation tree, as shown in Figure 3-15.
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Figure 3-15 Configuring VLAN IDs

' " ] -
%“%. WAG653DE Multimedia Hotzone Wireless AP
Status Configure :: VLAN
Device
Internet
_Radof6 L
Configuration o
_Device !
e |
e bt Wireless 1 1
ET—

2. Deletetheorigina VLAN ID and enter anew VLAN ID.
A VLAN ID ranges from 1 to 4094.

Figure 3-16 Changing VLAN IDs

%:4-2, WAG6S53DE Multimedia Hotzone Wireless AP

YWIBIESS 11 | y -
Status % C
Device

Internet C
Radio 2.4G Wireless12 1 %
Radio 5G
Configuration wiretesst3 1 .
Device ireless Q?
Internet e—
Radio 2.4G C
Radio 5G Wireless14 |1
WLAN Q?
Maintenance { {
Upgrade Wireless15 3 5 5
Reboot / Reset
Support Info ~ ~
= 15
— - Wireless16 2
Administration Q:? %?
Management I I
Diagnostics
Log @ Show me an example
‘ [ Update Settings (test) ]‘[ Update Settings(no testing, override) ]

3. Click Update Settings (test). The system tests the new VLAN IDs. If you click Update
Settings (no testing, override), the system directly saves the settings without any testing.

4. |If the test succeeds, the system displays a dialog box indicating successful settings and save
the new settings. When this occurs, click OK. If the test fails, the system restores the origina
VLAN settings.

~—-End
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Upgrade and Maintenance

4.1 Upgrading the Firmware

You can upgrade the firmware in either of the following ways:
e FTP: features high reliability and along upgrade duration, and requires ID
authentication.

e TFTP: featureslow reliability and a short upgrade duration, and does not require ID
authentication.

e Web: features a short upgrade duration and requires a connection to the Internet.

After upgrade, you need to manually restart to the AP to make the upgrade takes effect.

Upgrade in FTP or TFTP Mode

1. Obtain the IP address of the FTP or TFTP server. To upgrade in TFTP mode, run the TFTP
server application on the PC and set the transmission path. To upgrade in FTP mode, set the
transmission path, user name, and password.

2. Choose Maintenance > Upgrade from the |eft navigation tree. The page shown in Figure 4-1
is displayed.
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Figure4-1 Selecting the FTP mode
P o i
%ﬁ WA6B53DE Multimedia Hotzone Wireless AP

Status Maintenance :: Upgrade

Device

@ : O] )

T Upgrade Method: O TFTP @ FTP Oweh

Batioat FTP Options

Badiio Firmware Server:  |192.168.0.100
Configuration Port 2

Device Image Control File: | ap-11n_100RO02CO0E014. bin

Internet

Radio 2. 4G Username: iy

Radio 5G Password: [TTTT)

WLAN

Auto Uparade? 0 Enabled & Disabled

Maintenance —
| Changes made to this area apply to the Automatic Firmware Update

M setlings as well
Reboot / Reset
Support Info WARNING: Upgrading the firmware could take a few minutes and your

network will not be availahle during this time. Please do NOT remove
power from your device until the upgrade finishes

Administration
Management
Diannostics

Perform Upgrade ] [ Save parameters anly Restare previous settings

3. Set the parameters according to Table 4-1, and click Perform Upgrade. If you do not want to
upgrade, click Save parametersonly.

Table 4-1 Parametersfor the upgrade in FTP mode

Parameter Description

Firmware Server IP address of the TFTP or FTP server.

Port Port number of the FTP or TFTP server. Retain the default setting.

By default, the port number is 21 for FTP and 69 for TFTP.

Image Control File Name of the firmware to be upgraded.

Username User name used to log in to the FTP server.

Password Password used to log in to the FTP server.

4. Restart the AP after the upgrade.
----End

Upgrade in Web Mode

1. Choose Maintenance > Upgrade from the left navigation tree, and select Web, as shownin
Figure 4-2.
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Figure4-2 Selecting the web mode

%E% WAG53DE Multimedia Hotzone Wireless AP

Status Maintenance :: Upgrade
Device

Upgrade Method:
Tepe— porade Method:  OTFTP OFTP @ Web
Radio 2.4G Web Options
Radio 6G
Url:
configuration
Disias Auto Upgrade? (O Enabled & Disabled
Internet Changes made to this area apply to the Automatic Firrmware Update
Radio 2.4G settings as well.
_ Radin5G | | waRNING: Upgrading the firmware could take a few minutes and your
LA network will not he available during this time. Please do NOT remove
power from your device until the upgrade finishes.
Maintenance
Upgrade Perfarm Upgrade I [ Save parameters only Restore previous settings
Reboot / Reset

2. Enter the URL of the firmware in the Url field and click Upgrade.
3. Restart the AP after the upgrade.
----End

4.2 Restarting the AP

To restart the AP on the Web page, perform the following operations:

A CAUTION

Restarting the AP will interrupt the connection to the WLAN network.

1. Choose Maintenance > Reboot/Reset from the left navigation tree.
The page shown in Figure 4-3 is displayed.
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Figure4-3 Restarting the AP
%E,-f, WAGB653DE Multimedia Hotzone Wireless AP
Status Maintenance :: Reboot/Reset
E:’;it What would you like to do?
Radio 2.4G

Radio 5G

Configuration

Device
Internet
Radio 2 45

Reboot with current settings? Reboot Now

Reset to factory settings? Reset now

Rehooting of resetting your device will cause your network to be
unavailable during the reboot process.

Radio 5G
WLAN

Maintenance
Upgrade

Reboot / Reset

Support Info

2. Click Reboot Now.

You are automatically logged out of the AP,

3. Several minuteslater, if you can login to the AP, the AP is successfully restarted.

~——-End

4.3 Restoring the Factory Default Settings

A CAUTION

e When an APis connected to a computer and configured with the Wi-Fi function, do not
restore the AP's factory default settings unless you are assisted by Huawei technical
support engineers or network administrators.

e Restoring the AP'sfactory default settings in Web mode will remove all the current
settings of the AP and disconnect the AP from the wireless network.

To restore the AP's factory default settings, proceed as follows:

1. Choose Maintenance > Reboot/Reset from the |eft navigation tree.

The page shown in Figure 4-4 is displayed.
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Figure 4-4 Restoring the factory default settings

Ve L :
s WAG53DE Multimedia Hotzone Wireless AP
Status Maintenance :: Reboot/ Reset
Device .
FitzE What would you like to do?
Radio 2.4G
Radio 5G Reboot with current settings?
Configuration Reset to factory settings?
Device
Internet Rebooting or resetting your device will cause your network to he
Radio 2.4G unavailable during the reboot process.
Radio 5G
WLAN
Maintenance
Upgrade
: | Reboot / Reset
Support Info

2. Click Reset now.

You are automatically logged out of the AP. After the reset is completed, the AP's factory
default settings are restored.

~-End

4.4 Maintaining System Logs
4.4.1 Enabling the System Log Function

APs can send information about events and errors to asystem log server. If thereis a system
log server on the network, perform the following operations to enable the AP to send logs to
the log server:

1. Choose Administration > L og from the left navigation tree.

The page shown in Figure 4-5 is displayed.
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Figure4-5 Enabling the system log function

&Nz

-
HuAWEL

Status
Device
Internet

Radio 245
Radio 5G

Configuration

Device
Internet
Radio 245
Radio 5G
WLAM

Maintenance
Upgrade
Reboot / Reset
Support Info

Administration
Management

Diagnostics
i Log

WABS3DE Multimedia Hotzone Wireless AP

Administration :: Log

@ Enabled | O Disabled

Log Status:

Syslog Server Address: |0

Syslog Server Port

a4

Current Log

Apr 21
Apr 21
Apr 21
Bpr 21
Bpr 21
Bpr 21
lapr 21
lapr 21
Apr 21
Apr 21

23:
23z
23z
23z
23:
23:
23:
23:
23z
23z

33: S53DE syslog.info syslogd started: BusyBox w1.01 (2010.04.01-09:4.
33:37 WABSIDE locall.
33:40 WABSIDE locall.
33:44 WABSIDE locall.
33:47 WARS3DE locall.
33:50 WaH5S3DE locall.
33:53 WAGS3DE locall.
33:56 WAGS3DE locall.
33:59 WAGSIDE locall.
34:0& WABSIDE locall.

0 0

debug udhepc[461]:
debuy udhepc[461]:
debuy udhepc[461]:
debug udhepc[461]:
debug udhcpc[461]:
debuy udhcpo[461]:
debug udhcpe[461]:
debuyg udhcpc[461]:
debug udhepc[461]:

Table 4-2 describes the log parameters.

Table 4-2 Description of thelog parameters

Fending discover...
Fending discover...
Fending discover...
Sending discover...
Sending discover...
Sending discover...
Sending discover...
Fending discover...
Fending discover...

Parameter Description

Log Status Enable the system log function, which is enabled by default.

Syslog Server Address I P address or host name of the system log server. The default
valueis 0.0.0.0.

Syslog Server Port UDP port used by the system log server. The value is 514 or
ranges from 11024 or 65535. The default value is 514.

Select Enableinthe Log Statusfield.

Table 4-3 describes the fieldsin an event log.

Table4-3 Fidldsinan event log

Parameter Description
Logtime Time when the log is generated.
Device name Device name of the AP.

Log information

Content of thelog.

Enter the I P address of the system log server and retain the default port setting.

Click Update Settings to save the settings.

—-End

Issue 02 (2012-04-19)

Huawei Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd

26




WAG603DE & WAGB53DE
Fat AP Configuration Guide 4 Upgrade and Maintenance

4.4.2 Uploading Logs to an FIP or TFTP Server

To upload the current log information to a specified FTP or TFTP server, proceed as follows:
1. Choose Maintenance > Support Info from the left navigation tree.

The page shown in Figure 4-6 is displayed.

Figure4-6 Uploading logsto an FTPor TFTP server

S WAG53DE Multimedia Hotzone Wireless AP
Status Maintenance :: Support Info
Device
Tr— ransfer : ethod: O TFTP| @& FTP| O Saveto Local Computer
Radio 246 FTP Options
Radio 55 Server Address: [192 1168 .0 11oa
Filename: |Ug_[)([
Confl L Username: testl1
Device
Internet Password: LTITIT)
Radio 2.45
Radio 55 =HES
W Log file info: A
### Device Info #§§
Maintenance EFT + 0.00
Ungrade Mewory : 25076 KB (free), 12756 KB (cache) 37832 KB (available) 61936 KB (total)
Reboot / Reset 444 Device Up Time ##4
Suppart Infa 1 day 2 hrs 35 mins 8 secs

. |Current date/time : Z010-04-Z1 253:43:01 GHT

2. Select FTPinthe Transfer Method field and set the parametersin the FTP Options area
according to Table 4-4.

Table 4-4 describes the parameters for uploading logsto an FTP or TFTP server.

Table 4-4 Parameters for uploading logsto an FTPor TFTP server

Parameter Description

Transfer Method | Logs can be transferred to an FTP or TFTP server or saved to the
local computer.

Server Address IP address of the FTP or TFTP server.

Filename Name of thelog file. Thelog file must bein TXT format. Thefile
path can contain "\" or "/" but the file name cannot contain "\" or "/".
In addition, the file name cannot start with aperiod (.) and cannot

exceed 255 characters.
Username User name used to log in to the FTP server.
Password Password used to log in to the FTP server.

3. Click Upload Now to save the settings.
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Figure4-7 Uploading log information

g

HUaAWE!

Status
Device
Internet

Radio 2.4G
Radio 5G

Configuration

Device
Internet
Radio 2.4G
Radio 5G
WLAN

Maintenance
Upgrade
Rehoot / Reset
Support Info

Administration
Management
Diagnostics
Log

—-End

WAB53DE Multimedia Hotzone Wireless AP

Password:

currentLog FE

### Active 3U ##d
3W Version: §.8.0.0.

Check Time : 1 day

ipaddr:
file:
size: O

type: 0
local file

agic: RCES
eXT_image: dogao
invalid: 0
dr_len: 160
coupression: 17
<

### Boot Version ###
ar7l00 1.0.3.8 - built 17:268:34, Mar 16 2009

7

### Firmwmare Upgrade ##§
Check Result: new softmare installed successfully

2 hrs 59 mins 39 secs ago

##4 S0 images on f£lash ##£#
#Main image Control+Header Infof

MDS5 : dE64005823E91L55EFE7476B9EF4EESD2

| Upload Now IRestme previgus settings

4.4.3 Downloading Logs to the Local Computer

1. Choose Maintenance > Support Info from the left navigation tree.

The page shown in Figure 4-8 is displayed.

2. Select Saveto Local Computer inthe Transfer Method field.

The page shown in Figure 4-8 is displayed.

Figure 4-8 Downloading logsto the local computer

e

HuaweEl

Status
Device
Internet

Radio 2.4G
Radio 65

Configuration

Device
Internet
Radio 2.45
Radio 65
WLAN

Maintenance
Upgrade
Reboot / Reset
Support Info

WAB53DE Multimedia Hotzone Wireless AP

Maintenance :: Support Infe

Transfer Method:

O TFTP O FTP & Save fo Local Computer

Log file infa:

### Device Info ###
CPO : 0.00
Menory

### Device Up Tine #
1 day 4 hrs 3 secs

Current date/time :
### Aubient Temperat:

Frequency : once eve
Just In ... : 34 (Ce
Lifetime Max: 37 (Ce
Lifetime Min: 24 (Ce

: 24934 FB (free), 12808 KB (cache) 37792 KB (available) 61936 FE (total)

##

2010-04-22 01:07:55 GHT
ure ##§

ry 30 seconds

1sius| 93 (Fahrenheit)
lsius) 98 (Fahrenheit)
lsius| 75 (Fahrenheit)

Thu Apr 22 01:07:55 2010
Sun Apr 18 16:04:00 2010
Jun Apr 24 16:11:00 2009
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3. Click supportinfo.txt to download the log file to the local computer.

~—-End

4.5 Configuring the Access Modes

The AP supports four access modes: Telnet, SSH, HTTP, and HTTPS. To configure the access
modes, choose Administration > Management from the left navigation tree, and enable or
disable the access modes as required, as shown in Figure 4-9.

Figure 4-9 Selecting access modes

&g — .
e WAB53DE Multimedia Hotzone Wireless AP

Status Administration :: Management

::Jte\flcet Network Profile: 4hss

nterne’

Telnet Access? ® Di

Ratio 240 .O Enabled (& Disabled

Radio 56 Telnet Port: |23
Configuration SSH Access? @® Enabled O Disabled

Device SSHPort: 22 .

Internet
_ Radin24G | Hr7p Access? O Enabled @ Disabled

Radio 56 HTTP Port: |80

WLAN L=

. o o

MEintenarce HTTPS Access? @ Enabled O Disabled

Upgrade HTTPS Port: 443

Reboat / Reset

Support Info Centificate Verification PASSED
Administration Update Settings Restore previous seftings

Ianagement

Diagnostics

Log

4.6 Verifying Network Connections

An AP provides the following methods to check whether devices connected to the AP have
connected to the network:

®  Ping: This method can only identify whether adevice is connected to anetwork. If a
device is not connected, this method cannot help locate the problem.

®  Traceroute: The Traceroute is atool used to trace the route that a packet follows to reach
the destination device on the network. It identifies the gateway that the packet passes and
helps locate the problem if the connection fails. By default, the packet is 38 bytes.

Ping
1. Choose Administration > Diagnostics from the left navigation tree.
The page shown in Figure 4-10 is displayed.
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Figure4-10 Ping test
%ﬁ WAG53DE Multimedia Hotzone Wireless AP

Status Administration :: Diagnostics
Device |[ Run test ]

Ping: [152,168.0.100

Internet
Radio 2.4G Ping results
Radio G PING 192.165.0.100 (192.168.0.100): 56 data bytes
64 bytes from 192.168.0.100: icmp_seq=0 ttl=128 time=0.4 ms
. _ 64 bytes from 192.168.0.100: icmp_seqg=1 ttl=1Z8 time=0.1 s
Configuration £4 bytes from 192.168.0.100: icwp seg=2 ttl-128 time=0.1 ms
Device 64 bytes from 192.168.0.100: icmp_ seq=3 ttl=128 time=0.1 ns
Internet 64 bytes from 192.168.0.100: icmp_seq=4 ttl=128 time=0.1 ms
e =~ | |--- 192.165.0.100 ping statistics ---
M 5 packets transmitted, 5 packets receiwved, 0% packet loss
Radio G round-trip min/avg/max = 0.1/0.1/0.4 ns
WLAN

Maintenance
Upgrade
Reboot / Reset Traceroute: H Run test
Support Info

Administration
Management
Diagnostics ]
Log

2. Enter the |P address of the connected device in the Ping field and click Run test.
3. View thetest resullt.
If no dataislost, you can infer that the device is connected to the network.

~--End

Traceroute

1. Enter the |P address of the destination device in the Traceroute field and click Run test.

Figure4-11 Traceroute test
A2 WAG53DE Multimedia Hotzone Wireless AP
Status
Device
Internet
Radio 2. 4G
Radio 5G
_Configuration | 1yacerome: ‘10_?1.42.80 H Run test ]
Device
Radio 245 1 = 192.168.0.1 L00L.13 ms 'H °
oo~ | |2z 192.168.0.1 100L.05 ms !'H ¥ 100L.07 ms 'H
Radin 56

WLAN

Maintenance
Upgrade
Reboot / Reset
Support Info

Administration
Management

Diagnostics

Log
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2. View thetest result.

You can find the gateway that a packet passes from the source device to the destination device
and the elapsed time.

~—-End
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5 Troubleshooting

Troubleshooting

Fault

Solution

A STA cannot access
the network.

e Ensure that the AP and the STA are configured with the same
SSID.

¢ Ensure that the authentication or encryption function is enabled
and the STA is configured with the corresponding authentication
mode and the encryption key.

e |f the 802.1x authentication is used, ensure that the 802.1x client
software isinstalled and correctly configured on the STA.

¢ |f the STA roams between APs, ensure that the involved APs and
wireless devices are in the same ESS and share the same SSID
and authentication mode.

A PC cannot manage
an APin Telnet or
Web mode.

¢ Ensure that the I P address, subnet mask, and default gateway of
the AP arevalid.

e |f the VLAN isenabled on the AP, packets sent from the PC
must have the same VLAN ID asthe AP. Whenan AP is
managed by a STA, the AP management and control function
must be enabled.

¢ Ensure that the AP is connected to avalid wirel ess network.

¢ |f the PC is connected to the AP through an Ethernet, ensure that
the connection between the AP and the PC is correct. If the PC is
connected to the AP in wireless mode, ensure that the wireless
connection valid.

¢ Check whether the number of Telnet connections exceeds the
maximum. If yes, try again later.

A user forgetsthe
password.

Contact the device distributor for help.

Loggingintoan AP

¢ Check whether the AP is powered on.

fails. ¢ Ensure that the |P address of the STA is different from that of the
AP but share the same network segment with the AP.
¢ |f the problem persists after the AP isrestarted, contact Huawei
technical support engineers.
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