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Huawei eSight
Software Installation Guide About This Document

About This Document

Intended Audience

This document describes how to install different eSight editions (compact, standard, and
professional), eSight service components, SUSE Linux operating system, SQL Server database,
and obtain references required for the installation.

This document is intended for:

® Technical support engineers
® Maintenance engineers

® [nstallation and commissioning engineers

Symbol Conventions

The symbols that may be found in this document are defined as follows.

Symbol Description
Alerts you to a high risk hazard that could, if not avoided,
result in serious injury or death.
A DANGER
Alerts you to a medium or low risk hazard that could, if not
avoided, result in moderate or minor injury.
WARNING

Alerts you to a potentially hazardous situation that could, if
CAUTION not avoided, result in equipment damage, data loss,

performance deterioration, or unanticipated results.

== TIP Provides a tip that may help you solve a problem or save time.

L noTE Provides additional information to emphasize or supplement
important points in the main text.

Command Conventions

The command conventions that may be found in this document are defined as follows.
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Convention Description
Boldface The keywords of a command line are in boldface.
Italic Command arguments are in italics.
[] Items (keywords or arguments) in square brackets [ ] are optional.
{x|yl...} Alternative items are grouped in braces and separated by vertical

bars. One is selected.

[x]|y]...] Alternative items are grouped in square brackets and separated
by vertical bars. One or none is selected.

{x]y]|..} * Alternative items are grouped in braces and separated by vertical
bars. A minimum of one or a maximum of all can be selected.

[x]y]...]% Alternative items are grouped in square brackets and separated
by vertical bars. Several or none can be selected.

GUI Conventions

The GUI conventions that may be found in this document are defined as follows.

Convention Description

Boldface Buttons, menus, parameters, tabs, windows, and dialog titles are
in boldface. For example, click OK.

> Multi-level menus are in boldface and separated by the ">" signs.
For example, choose File > Create > Folder.

Change History

Changes between document issues are cumulative. The latest document issue contains all the
changes made in earlier issues.

Issue 02 (2012-03-15)

This issue is the first official release, which incorporates the following changes:

Added:

® 4.5 Security Hardening

® 5.5 Security Hardening

® 6.5 Security Hardening

® 10 Installing Antivirus Software
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Issue 01 (2011-12-30)

This issue is used for first office application (FOA).
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1 Overview

eSight is a new-generation network management system targeting enterprise parks and branch
networks. eSight supports unified management and intelligent interaction for enterprise
resources, services, and users. In addition, eSight can manage IT devices, IP devices, and non-
Huawei devices in a unified manner. eSight provides a flexible open platform, based on which
enterprises can build their own intelligent network management systems.
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Installing the eSight AppBase Express
Edition

About This Chapter

This topic describes how to install the eSight AppBase Express edition on Windows 7.
2.1 Installation Process

2.2 Preparing for the Installation
This topic describes how to prepare for the installation, including software and hardware
configuration requirements, and how to obtain required software.

2.3 Installing the eSight Server
This topic describes how to install the eSight server.

2.4 Logging In to eSight
This topic describes how to log in to eSight from a client.

2.5 Uninstalling eSight
This topic describes how to uninstall eSight.

Issue 02 (2012-03-15) Huawei Proprietary and Confidential 2
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2.1 Installation Process

Figure 2-1 shows the eSight installation process.

Figure 2-1 eSight installation process

| Prepare for the installation
Install the eSight server

[ Logging In to eSight ]

Table 2-1 describes the process of installing eSight in full installation mode.

Table 2-1 Process of installing eSight in full installation mode

No. Installation Description Reference

1 Describes how to prepare for the 2.2 Preparing for the Installation
installation, including software and
hardware configuration requirements,
and how to obtain required software.

2 Describes how to install the eSight 2.3 Installing the eSight Server
server.

3 Describes how to log in to eSight from a | 2.4 Logging In to eSight
client.

2.2 Preparing for the Installation

This topic describes how to prepare for the installation, including software and hardware
configuration requirements, and how to obtain required software.

2.2.1 Configuration Requirements

This topic describes the configuration requirements on the eSight server.
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Table 2-2 lists configuration requirements on the eSight server (express edition).

Table 2-2 Configuration requirements on the eSight server (express edition)

Server Factory Manageme | Java Operating | Client
Configur | Configuration | nt Capacity | Heap System Configurati
ation (Number of | Size on
NEs)
CPU: 1 x | Desktop-I3 2100 | 40 1G Windows 7 ® Internet
dual-core 2 | or (32 bits) Explorer 8
GHz or above-2G-320G Chinese ® Firefox 3.6
above or above- simplified or NOTE
Memory: DVDRW Engl.lsh Use either of
2GB version the preceding
Disk browsers.
space: 20
GB
(O noTE
The eSight installation package contains MySQL 5.5. MySQL 5.5 is automatically installed along with
eSight.

2.2.2 Obtaining Required Software

This topic describes how to obtain required software.

eSight express can be installed only using installation packages.

Using Installation Packages
Method of obtaining installation packages:
Go to the enterprise network website http://enterprise.huawei.com/cn/.

Choose SUPPORT > SoftWare Download > Network Management > eSight to download
the installation package.

Obtain the following installation packages listed in Table 2-3:
(0 noTE

In an installation package, version indicates the detailed version number of the eSight.

Table 2-3 Installation package list

Software Name Description
eSight eSight AppBase version This software is mandatory and is
installation Express Win.zip used to install eSight of express
software of edition.
the trial
edition
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2.3 Installing the eSight Server

This topic describes how to install the eSight server.

Prerequisites

Context

Procedure
Step 1
Step 2

Step 3

The operating system has been installed on an eSight server host.

Installation software has been obtained. For details, see 2.2.2 Obtaining Required
Software.

The network adapter is enabled.

The eSight server has assigned a static IP address.

The MySQL database will be installed along with the eSight software. Therefore, you do not
need to install the MySQL database. The system will install a new MySQL database in the eSight
installation directory, which does not affect the existing MySQL database.

A CAUTION

The eSight installation files must be placed on the local PC.

Log in to the Windows operating system as the administrator user.

Double-click the setup file to start eSight installation.

The following describes how to use an installation package to install the eSight server.

1.

2.
3.

Decompress all installation packages to a same directory. Take WinRAR files as an
example. Select all required packages, right-click, and choose Extract Here from the
shortcut menu.

A CAUTION

To ensure successful eSight server installation, verify that all installation path names
(installation package path and eSight installation path) contain only the following
characters: letters, digits, and underscores ().

Double-click the setup file in the installation package directory.
The Select Language dialog box is displayed.

Select English and click OK.

The Introduction dialog box is displayed.
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m NOTE

The system automatically checks whether the current environment meets requirements for installing eSight
software. If the current environment does not meet the requirements, the associated message is displayed.

Step 4 Click Next.
The Copyright Notice dialog box is displayed.
Step 5 Select I accept these terms, and click Next.

The Server Parameters dialog box is displayed, as shown in Figure 2-2.

Figure 2-2 Server Parameters

Server Parameters
er Parameters Server IP Address: |1U.13T.58.212 v
Server Port [s080 |
Installation Directory: dieSight
Confirm Instal i | 2 ":
Installation Proce
= Previous ]l MNext = | [ Cancel

m NOTE

® [P Address: Default IP address of the eSight server host. If the server has multiple IP addresses, select
a public IP address from the drop-down list box.

® Port: The default port number is 8080. If the port is in use, change it to another port number.

® Installation Directory: eSight server installation directory, which can be manually changed.

A CAUTION

To ensure successful eSight server installation, verify that the eSight server installation directory
is empty before the installation.

Step 6 Click Next.

The Select Software Components dialog box is displayed, as shown in Figure 2-3.
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Figure 2-3 Select Software Components

eSight &

Setup...

Select Software Components To Be Installed
rComponent Information of components
B M esight
B MG Easic Package

FPhysical TOPO Management
FLog Management
WSecurity Management
FILink Management
MConfigure File Managerment

Components Select

= Previous ]l MNext = | [ Cancel

(1) noTE

Components under Basic Package are in gray by default, and must be installed.
Step 7 Click Next.

The Database Parameters dialog box is displayed, as shown in Figure 2-4.

Figure 2-4 Database Parameters

Database Parameters
Database Type: | hySaL - |
Database Parameter Shper User: |r00t |
Fasswoard: |"""" |
Listerier Port: [33306 |
Data file directary: [desiontmysoL [ ]
= Previous ]l Mext = | [ Cancel

Step 8 Enter the password of the user root, and click Next.
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(O noTe
The Database Type value is MySql for the express edition, and the system uses the default password
MySQL123.

Step 9 Verify the installation information, and click Next.
(I note

If the installation information is incorrect, click Previous to reset installation information.

Step 10 The system starts to install the eSight server. After about 5 minutes, the Installation
Completed dialog box is displayed.

1 noTE

In the Installation Completed dialog box, Start eSight immediately is unselected by default. Retain the
default settings.

Step 11 Click Finish. The eSight server installation is complete.

—End

2.4 Logging In to eSight

This topic describes how to log in to eSight from a client.

Prerequisites
The eSight server installation has been completed.
The IP addresses of eSight and eSight server have been synchronized. If IP addresses are not
synchronized, synchronize the eSight IP address with the eSight server IP address. For details,
see 13.5.1 Synchronizing the eSight Server IP Address to eSight.

Procedure

Step 1 Verify that the following shortcut icons are displayed on the desktop:
® start eSight
® shutdown eSight

Step 2 Check whether the eSight service has started. If the eSight service has not started, perform the
following steps to start it:

Double-click the start eSight shortcut icon on the desktop or choose Start > All Programs >
eSight > start eSight.

If Daemon is already running is displayed, the eSight service has been started. Otherwise, wait
until the eSight service starts. When the status of every process is started and Finished is
displayed, the eSight service has been started.

Step 3 Log in to the eSight server from the client.

® [og in to the eSight server from the Window Internet Explorer 8.
1. Open the Internet Explorer.
2. Choose Tools from the main menu.

3. Select Compatibility View Settings.

Issue 02 (2012-03-15) Huawei Proprietary and Confidential 8
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10.

In the Compatibility View Settings dialog box, clear the Display intranet sites in
Compatibility View and Display all websites in Compatibility View check boxes.

Click Close.
Choose Tools > Internet Options > Security > Custom Level from the main menu.

Locate the Downloads node. In Automatic prompting for file downloads, select
Enable.

Click OK.

In the address box, enter http://eSight server IP address:port number, and press
Enter.

A CAUTION

Ifthe server has multiple IP addresses, enter the IP address selected during eSight server
installation in the address box. If another IP address is entered, access to the server fail.

If you enter localhost or 127.0.0.1 as the eSight server IP address, the security certificate
cannot be installed.

Optional:

If you log in to the eSight server for the first time, the message "There is a problem with
this website's security certificate." is displayed. Click Continue to this website (not
recommended)., as shown in Figure 2-5.

Figure 2-5 There is a problem with this website's security certificate

a) There is a problem with this website's security certificate.
A

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool vou or intercept any data vou send to the
Server,

We recommend that you close this webpage and do not continue to this website.
& Click here to close this webpage.

& Continue to this website (nat recommended).

@ More information

11.

12.

Optional:
On the left of the address bar, click Certificate Error.

In the Untrusted Certificate dialog box, click View certificates, as shown in Figure
2-6.
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Figure 2-6 Untrusted Certificate

- @,‘ Certificate Erraor

-_. x
'-ka-' Lntrusted Certificate

e

The security certificate presented by this
weebsite was not issued by a trusted
certificate authority.

This problern rmight indicate an atternpt to
fool wou or intercept any data you send to
the server,

YWiie recormmend that you close this webpage,

Ahout certificate errars

Wiewy certificates

13. Inthe Certificate dialog box, select the General tab and click Install Certificate...

shown in Figure 2-7.

, as
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Figure 2-7 Certificate

g

Certificate

General | Details | Certification Path

.@ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued bo: 10.137.59.249

Issued by: 10,137.59.249

valid from 2011} 7/ 4 to 2071} 5} 12

[Install Certificate. ] Issuer Stakement

Learn more abouk certificakes

14. In the Certificate Import Wizard dialog box, click Next, as shown in Figure 2-8.
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Figure 2-8 Certificate Import Wizard

= =l

Certificate Import MWizard &3

Welcome to the Certificate Import

Wizard
P | This wizard helps wou copy certificates, certificate trust
L= % lists, and certificate revocation lisks From your disk to a
= certificate store,

& certificate, which is issued by a certification authority, is
a canfirmation of wour identity and contains information
used ko protect data or ko establish secure netwaork,
conneckions. A certificate store is the system area where
certificates are kept,

To continue, click Mext,

< Back Mext = | | Cancel

15. In the Certificate Store dialog box, choose Place all certificates in the following
store, as shown in Figure 2-9.
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Figure 2-9 Certificate Store

' =]

Certificate Import Wizard

-

Cartificate Store
Certificate stores are svstem areas where certificates are kept.

Windows can automatically select a certificate store, or vou can specify a location For
the certificate,

1 Automatically select the certificate store based on the tvpe of certificate

@) Place all certificates in the Following store:

Certificate store:
Browse, .,

Learn more about certificate stores

< Back J[ Mext = ]I Cancel

16. Click Browse, choose Trusted Root Certification Authorities, as shown in Figure
2-10.

Figure 2-10 Select Certificate Store

-

select Certificate Store @

Select the certificate skare wou wank ko use,

| Persanal
i | Trusted Roat Certification Autharities L
| Enterprise Trust r
| Intermediate Certification Autharities
| Active Directary User Object

A Truckad Buiblichers
i b

[] shows phyysical skores

(a4 ] I Cancel

17. Optional: Click OK.

13
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18. Optional: Click Next.

19. Optional: Click Finish.

20. Optional: In the Security Warning dialog box, click Yes.
21. Optional: Click OK to complete certificate import.

22. Optional: Restart the Window Internet Explorer 8, enter http://eSight server IP
address:port number in the address box, and press Enter.

23. Enter the user name admin and the default password Changeme123, and click Log
In.

® Log in to the eSight server from the Firefox 3.6.

1.  Inthe address box, enter http://eSight server IP address:port number, and press
Enter.

2. Optional: If you log in to the eSight server for the first time, the message "This
Connection is Untrusted" is displayed. Click I Understand the Risks.

Optional: Click Add Exception....

4. Optional: Select Permanently store this exception and click Confirm Security
Exception.

5.  Enter the user name admin and the default password Changeme123, and click Log
In.

—End

2.5 Uninstalling eSight

This topic describes how to uninstall eSight.

Context

When eSight is uninstalled, the eSight database is uninstalled.

Procedure
Step1 Choose Start > All Programs > eSight > shutdown eSight.
Step 2 Choose Start > All Programs > eSight > Shutdown Maintenance Tools.
Step 3 Choose Start > All Programs > eSight > uninstall.
Step 4 In the dialog box that is displayed, select the component to uninstall, and click Next.
Step 5 In the Confirm dialog box that is displayed, click Yes.
Step 6 In the Uninstallation Completed dialog box that is displayed, click Finish.

——End

Follow-up Procedure

1. Verify that the eSight shortcut icon on the desktop has been deleted.
2. Verify that the eSight installation directory has been deleted.
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Installing the eSight AppBase Compact
Edition

About This Chapter

This topic describes how to install the eSight AppBase Compact edition in the Windows 7
operating system.

3.1 Installation Process

3.2 Preparing for the Installation
This topic describes how to prepare for the installation, including software and hardware
configuration requirements, and how to obtain required software.

3.3 Installing the eSight Server
This topic describes how to install the eSight server.

3.4 Logging In to eSight
This topic describes how to log in to eSight from a client.

3.5 Registering Software
This topic describes how to apply for and load an eSight license.

3.6 Uninstalling eSight
This topic describes how to uninstall eSight.
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3.1 Installation Process

The Figure 3-1 shows the eSight server installation process.

Figure 3-1 eSight server installation process

Prepare for the installation

Install the eSight server

Logging In to eSight
Register software

Table 3-1 lists installation stages.

Table 3-1 Installation process description

No. Installation Description Reference

1 Describes how to prepare for the 3.2 Preparing for the Installation
installation, including software and
hardware configuration requirements,
and how to obtain required software.

2 Describes how to install the eSight 3.3 Installing the eSight Server
server.

3 Describes how to log in to eSight from a | 3.4 Logging In to eSight
client.

4 Describes how to apply for and load an | 3.5 Registering Software

eSight license.
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3.2 Preparing for the Installation

This topic describes how to prepare for the installation, including software and hardware
configuration requirements, and how to obtain required software.

3.2.1 Configuration Requirements

This topic describes the configuration requirements on the eSight server.

Table 3-2 lists configuration requirements on the eSight server (compact edition).

Table 3-2 Configuration requirements on the eSight server (compact edition)

Server Factory Manage | Java Operating | Client
Configura | Configurat | ment Heap System Configuration
tion ion Capacity | Size
(Number
of NEs)
CPU: Desktop-13 | 60 1 GB Windows 7 | ® Internet
1*dual-core | 2100 or (32 bits) Explorer 8
2 GHz or above-2G-3 Chinese ® Firefox 3.6
above 20G or simplified
bove- English | NOTE
Memory: 2 | 300V€ or tng Use either of the
GB DVDRW version preceding browsers.
Disk space:
20 GB
(O noTE
The eSight installation package contains MySQL 5.5. MySQL 5.5 is automatically installed along with
eSight.

3.2.2 Obtaining Required Software

This topic describes how to obtain required software.

The eSight server can be installed in either of the following ways:

® Using CD-ROMs: Obtain the required CD-ROMs.

® Using installation packages: Obtain the required installation packages.
Using CD-ROMs

Obtain the following CD-ROMs listed in Table 3-3:
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Table 3-3 CD-ROM list

Software CD-ROM

eSight software of eSight application platform (compact edition)
compact edition

1 noTE

Use the Windows 7 installation DVD provided by Microsoft to install the Windows operating system.

Using Installation Packages
Method of obtaining installation packages:
Go to the enterprise network website http://enterprise.huawei.com/cn/.

Choose SUPPORT > Software Download > Network Management > eSight to download the
software package.

Obtain the following installation packages listed in Table 3-4:
(0 noTE

In an installation package, version indicates the detailed version number of the eSight.

Table 3-4 Installation package list

Software | Name Description

eSight eSight AppBase version_ (Mandatory) It is used to install the
installation | Compact Win.zip eSight of compact edition.
software of

compact

edition

3.3 Installing the eSight Server

This topic describes how to install the eSight server.

Prerequisites
® The operating system has been installed on an eSight server host.
® Installation software has been obtained. For details, see 3.2.2 Obtaining Required
Software.
® The network adapter is enabled.
® The eSight server has assigned a static [P address.
Issue 02 (2012-03-15) Huawei Proprietary and Confidential 18
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Context

The MySQL database will be installed along with the eSight software. Therefore, you do not
need to install the MySQL database. The system will install a new MySQL database in the eSight
installation directory, which does not affect the existing MySQL database.

A CAUTION

The eSight installation files must be placed on the local PC.

Procedure
Step1 Log in to the Windows operating system as the administrator user.

Step 2 Double-click the setup.exe file to start eSight installation.
® Method one: Use CD-ROMs.

1. Put the CD-ROM into the CD-ROM drive, and double-click the setup file in the CD-
ROM root directory.

2. The Select Language dialog box is displayed.
® Method two: Use installation packages.
1. Decompress all installation packages to a same directory. Take WinRAR files as an

example. Select all required packages, right-click, and choose Extract Here from the
shortcut menu.

A CAUTION

To ensure successful eSight server installation, verify that all installation path names
(installation package path and eSight installation path) contain only the following
characters: letters, digits, and underscores ().

2. Double-click the setup file in the installation package directory.
3. The Select Language dialog box is displayed.

Step 3 Select English and click OK.
The Introduction dialog box is displayed.
(O noTE

The system automatically checks whether the current environment meets requirements for installing eSight
software. If the current environment does not meet the requirements, the associated message is displayed.

Step 4 Click Next.
The Copyright Notice dialog box is displayed.
Step 5 Select I accept these terms, and click Next.

The Server Parameters dialog box is displayed, as shown in Figure 3-2.
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Figure 3-2 Server Parameters

eSight (=1 Sight

Setup...
Server Parameters
'_ Server Parameters Server IP Address: | 10137.58.212 - |
Server Port [s080 |
Installation Directary: |d:IeSight |
= Previous ]l MNext = | [ Cancel

m NOTE

® TP Address: Default IP address of the eSight server host. If the server has multiple IP addresses, select
a public IP address from the drop-down list box.

® Port: The default port number is 8080. If the port is in use, change it to another port number.

® Installation Directory: eSight server installation directory, which can be manually changed.

A CAUTION

To ensure successful eSight server installation, verify that the eSight server installation directory
is empty before the installation.

Step 6 Click Next.

The Select Software Components dialog box is displayed, as shown in Figure 3-3.
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Figure 3-3 Select Software Components

eSight =1 Sight

Setup...

Select Software Components To Be Installed
~Campanent: rInfarmation of components
B M esight

B MG Basic Package

MIFhysical TOFO Management
FLog Management
S ecurity Management
WLink Management
WConfigure File Management
B MEE Maintenance Toals
WData Backup and Restore
MO Package Tools
— Wnetwork Element Management

Components Select

= Previous ]l MNext = | [ Cancel

1] noTE

Components under Basic Package are in gray by default, and must be installed.
Step 7 Click Next.

The Database Parameters dialog box is displayed, as shown in Figure 3-4.

Figure 3-4 Database Parameters

Database Parameters
Database Type: | hySaL - |
Database Parameter Shper User: |r00t |
Password: [seeeeeee |
Listener Port [32308 |
Data file directory: [chesightiySaL [ ]
= Previous ]l Mext = | [ Cancel

Step 8 Enter the password of the user root, and click Next.

The Confirm Installation dialog box is displayed.
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(O noTe
If the Database Type value is MySql for the compact edition, the system uses the default password
MySQL123.

Step 9 Verify the installation information, and click Next.
(I note

If the installation information is incorrect, click Previous to reset installation information.

Step 10 The system starts to install the eSight server. After about 5 minutes, the Installation
Completed dialog box is displayed.

1 noTE

In the Installation Completed dialog box, Start eSight immediately and Start backup server are
unselected by default. Keep the default settings.

Step 11 Click Finish. The eSight server installation is complete.

—End

3.4 Logging In to eSight

This topic describes how to log in to eSight from a client.

Prerequisites
The eSight server installation has been completed.
The IP addresses of eSight and eSight server have been synchronized. If IP addresses are not
synchronized, synchronize the eSight IP address with the eSight server IP address. For details,
see 13.5.1 Synchronizing the eSight Server IP Address to eSight.

Procedure

Step 1 Verify that the following shortcut icons are displayed on the desktop:
® start eSight
® shutdown eSight

Step 2 Check whether the eSight service has started. If the eSight service has not started, perform the
following steps to start it:

Double-click the start eSight shortcut icon on the desktop or choose Start > All Programs >
eSight > start eSight.

If Daemon is already running is displayed, the eSight service has been started. Otherwise, wait
until the eSight service starts. When the status of every process is started and Finished is
displayed, the eSight service has been started.

Step 3 Log in to the eSight server from the client.

® [og in to the eSight server from the Window Internet Explorer 8.
1. Open the Internet Explorer.
2. Choose Tools from the main menu.

3. Select Compatibility View Settings.
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10.

In the Compatibility View Settings dialog box, clear the Display intranet sites in
Compatibility View and Display all websites in Compatibility View check boxes.

Click Close.
Choose Tools > Internet Options > Security > Custom Level from the main menu.

Locate the Downloads node. In Automatic prompting for file downloads, select
Enable.

Click OK.

In the address box, enter http://eSight server IP address:port number, and press
Enter.

A CAUTION

Ifthe server has multiple IP addresses, enter the IP address selected during eSight server
installation in the address box. If another IP address is entered, access to the server fail.

If you enter localhost or 127.0.0.1 as the eSight server IP address, the security certificate
cannot be installed.

Optional:

If you log in to the eSight server for the first time, the message "There is a problem with
this website's security certificate." is displayed. Click Continue to this website (not
recommended)., as shown in Figure 3-5.

Figure 3-5 There is a problem with this website's security certificate

There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool vou or intercept any data vou send to the
Server,

We recommend that you close this webpage and do not continue to this website.
& Click here to close this webpage.

& Continue to this website (nat recommended).

@ More information

11.

12.

Optional:
On the left of the address bar, click Certificate Error.
Optional:

In the Untrusted Certificate dialog box, click View certificates, as shown in Figure
3-6.
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Figure 3-6 Untrusted Certificate

- @,‘ Certificate Erraor

-_. x
'-ka-' Lntrusted Certificate

e

The security certificate presented by this
weebsite was not issued by a trusted
certificate authority.

This problern rmight indicate an atternpt to
fool wou or intercept any data you send to
the server,

YWiie recormmend that you close this webpage,

Ahout certificate errars

Wiewy certificates

13. Optional:

In the Certificate dialog box, select the General tab and click Install Certificate..., as
shown in Figure 3-7.
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Figure 3-7 Certificate

g

Certificate

General | Details | Certification Path

.;E:j.]ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued bo: 10.137.59.249

Issued by: 10,137.59.249

valid from 2011} 7/ 4 to 2071} 5} 12

[Install Certificate. ] Issuer Stakement

Learn more abouk certificakes

14. Optional:
In the Certificate Import Wizard dialog box, click Next, as shown in Figure 3-8.
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Figure 3-8 Certificate Import Wizard

= =l

Certificate Import MWizard &3

Welcome to the Certificate Import

Wizard
P | This wizard helps wou copy certificates, certificate trust
L= % lists, and certificate revocation lisks From your disk to a
= certificate store,

& certificate, which is issued by a certification authority, is
a canfirmation of wour identity and contains information
used ko protect data or ko establish secure netwaork,
conneckions. A certificate store is the system area where
certificates are kept,

To continue, click Mext,

< Back Mext = | | Cancel

15. Optional:

In the Certificate Store dialog box, choose Place all certificates in the following
store, as shown in Figure 3-9.
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Figure 3-9 Certificate Store

' =]

Certificate Import Wizard

-

Cartificate Store
Certificate stores are svstem areas where certificates are kept.

Windows can automatically select a certificate store, or vou can specify a location For
the certificate,

1 Automatically select the certificate store based on the tvpe of certificate

@) Place all certificates in the Following store:

Certificate store:

Browse, .,

Learn more about certificate stores

< Back J[ Mext = ]I Cancel

16. Optional:
Click Browse, choose Trusted Root Certification Authorities, as shown in Figure

3-10.

Figure 3-10 Select Certificate Store

-

select Certificate Stare @

Select the certificate skare wou wank fo use,

| Personal

i | Trusted Rook Certification Autharities
| Enterprise Trust

| Intermediate Certification Autharities
| Active Direckary User Object

A Tenzkad Buklizhers
T b

[ show phwesical stores

ik ] I Cancel
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17.
18.
19.
20.
21.
22.

23.

Optional: Click OK.

Optional: Click Next.

Optional: Click Finish.

Optional: In the Security Warning dialog box, click Yes.
Optional: Click OK to complete certificate import.

Optional: Restart the Window Internet Explorer 8, enter http://eSight server IP
address:port number in the address box, and press Enter.

Enter the user name admin and the default password Changeme123, and click Log
In.

® [og in to the eSight server from the Firefox 3.6.

1.

——End

In the address box, enter http://eSight server IP address:port number, and press
Enter.

Optional: If you log in to the eSight server for the first time, the message "This
Connection is Untrusted" is displayed. Click I Understand the Risks.

Optional: Click Add Exception....

Optional: Select Permanently store this exception and click Confirm Security
Exception.

Enter the user name admin and the default password Changeme123, and click Log
In.

3.5 Registering Software

This topic describes how to apply for and load an eSight license.

3.5.1 Applying for an eSight License

This topic describes how to apply for an eSight license. A license file is an authentication file
that a special encryption tool generates based on the information about the contract that a user
signs with Huawei and the information about the server where the eSight is installed. After
obtaining a license file, load it to eSight manually to obtain permission to use eSight.

Procedure

Step 1 Obtain the contract information.

A Huawei-authorized electronic license certificate is delivered to a customer at the same time
when Huawei delivers eSight to the customer. The customer can obtain the contract number,
product name, and product model from the license certificate, as shown in Figure 3-11.
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Figure 3-11 eSight license certificate
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Step 2 Obtain the server equipment serial number (ESN).

An ESN is a string that uniquely identifies a device. It is used to ensure that the license is granted
to the specified device.

1. Access the eSight login page, and log in to eSight as an administrator, as shown in Figure
3-12.

Figure 3-12 eSight login page

m : eSight AppBase

¢ Huawer ooy LogIn ‘

Copyright (C) Huaswel Technologies Co., Lid. 2011-2013. All rights reserved.

Please use IE 8 or Firefoocd.6. Optimal resclution: 1024 x 763,
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2. When logged in to eSight as an administrator, choose System > License Management.
Click Obtain ESN.
4. Generate an ESN.

® Method one: Select the network adapter on the eSight server, and click Generate
ESN.

eSight automatically obtains the network adapter information on the eSight server.
Record ESN information.

® Method two: Enter the Media Access Control (MAC) address of the eSight server, and
click Generate ESN.

(1 noTE

Ifthe server is equipped with multiple network adapters, record the ESNs for all the network adapters.

Step 3 Apply for an eSight license.

1. Visit https://app.huawei.com/flexnet/operationsportal. Click With Activation Id: on
the left to switch the login mode, and log in to the enterprise service FlexNet Operations
System (FNO) with the activation ID in the license certificate to activate and download the
license.

1 noTE

You can also click the link in the license certificate email to log in to the enterprise service FNO and
activate and download the license.

2. On the manage entitlements page, select the required activation ID, and click Activate.

1 noTE

If the remaining number of times for activating the activation ID is 0, the activation ID cannot be activated.
3.  Select the required activation ID, enter the ESN, and click Next.
(0 noTE

In the Datacom Enterprise Network Product Line, an activation ID maps an ESN. Here you are required
to enter an ESN, not an ESN range.

4.  Click Submit to generate a license file.
Select the generated license file, and click Download to download the license file.

6. In the dialog box that is displayed, click Save to save the license file to your computer.

—End

3.5.2 Loading an eSight License

This topic describes how to load an eSight license.

Prerequisites

A correct eSight license file must have been obtained.

(1 noTE

The license file name cannot contain any space. If the name contains a space, uploading or updating the
license file will fail. If the name of the obtained license file contains spaces, delete the spaces or change
them to _ before using the license file.
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Procedure

Step1 Access the eSight login page, and log in to eSight as an administrator, as shown in Figure
3-13.

Figure 3-13 eSight login page

Em eSight AppBase

User name:
Parsswecrd
“ HUAWE! Verffication code: WHhEs o )
Copyright (C) Huswel Tachnologees Co., Ltd, 2011-2013. Al ights reserved LogIn *

Please use IE 8 or Frefoud.6. Optimal resolution: 1024 x 768,

Step 2 Choose System > License Management, and click Import License, as shown in Figure
3-14.

Figure 3-14 License Management page

% Home  License Manag...

Import License Refresh Obtain ESN Heb
< Basic License Information
Validity period: 2012-02-02 Reminding days ahead: 15
4 License Resource Control

Resource Name License Usage Major Alarm... Resource Name License Usage Major Alarm...
Maximum of Wireless LAN A -] 4780/S000  No threshold Maximumn of Manager Nodes Iﬁ S72{20000 80%
Mainum of BGRIMPLS VPN... [ | 17/500 N threshold Maximum of IPSec VPNMa.. [ | 20/2500  Nothreshold
Maximum of SLA Manager 5. [ | 8/2000 No threshold
< License Function Control

Function Name Supported or Not Function Name Supported or Not

SNMP NBI Function Yes WLAN Manager Function Yes
Report Manager Function Yes SLA Manager Function Yes
BGP/MPLS YPN Manager Function Yes IPSec VPN Manager Function Yes

Step 3 Select a license file and click Import, as shown in Figure 3-15.

Issue 02 (2012-03-15) Huawei Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.



Huawei eSight
Software Installation Guide 3 Installing the eSight AppBase Compact Edition

Figure 3-15 Import License page

# Home License Manag...

t > Import License Help

4 Import License
Licanse fie: Import

The upload icense fils must be less than 1M, After successfully uploasding the kcense Flie, you need to dick Apply to take effect.

Step 4 When the license file is imported, preview the content of the license file and click Apply.
To finish loading the license, re-log in to eSight.

—End

Follow-up Procedure

After the license file is loaded, log in to the eSight as an administrator. Choose System > License
Management, view the license expiration date, and check the license items and resource items.

3.6 Uninstalling eSight

This topic describes how to uninstall eSight.

Context
When eSight is uninstalled, the eSight database is uninstalled. To save the eSight database data,
back up files in the backupdata\history directory that is in the same directory as the eSight
installation directory in advance.

Procedure

Step1 Choose Start > All Programs > eSight > shutdown eSight.

Step 2 Choose Start > All Programs > eSight > Shutdown Maintenance Tools.

Step 3 Choose Start > All Programs > eSight > uninstall.

Step 4 In the dialog box that is displayed, select the component to uninstall, and click Next.
Step 5 In the Confirm dialog box that is displayed, click Yes.

Step 6 In the Uninstallation Completed dialog box that is displayed, click Finish.

—End

Follow-up Procedure

1. Verify that the eSight shortcut icon on the desktop has been deleted.
2. Verify that the eSight installation directory has been deleted.
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Installing the eSight AppBase Standard
Editions

About This Chapter

This topic describes how to install the eSight AppBase standard editions in the Windows Server
2008 operating systems.

4.1 Installation Process

4.2 Preparing for the Installation
This topic describes how to prepare for the installation, including software and hardware
configuration requirements, and how to obtain required software.

4.3 Installing the SQL Server Database
Before installing eSight of the standard edition on Windows Server 2008, you must manually
install the SQL Server 2008 R2 database if you select this database type.

4.4 Installing the eSight Server
This topic describes how to install the eSight server.

4.5 Security Hardening
This topic describes how to harden the security of the operating system on the eSight server after
the operating system, database, and eSight are installed.

4.6 Logging In to eSight
This topic describes how to log in to eSight from a client.

4.7 Registering Software
This topic describes how to apply for and load an eSight license.

4.8 Uninstalling eSight
This topic describes how to uninstall eSight.
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4.1 Installation Process

® Preinstallation scheme: The operating system and eSight system has been preinstalled on
the eSight server delivered to the site. For details about the default information configured
before the delivery, see 4.2.2 Installation Plan.

® Full-installation scheme: If you use a self-purchased server or the eSight system needs to
be reinstalled, see the installation process described in this document.

Figure 4-1 shows the eSight server installation process.

Figure 4-1 eSight server installation process

Start

Prepare for the installation

Install the SQL Server
database

Install the eSight server

Security Hardening

‘ Logging In to eSight J

Il ostional

| Mandatory

o

(1 noTE

Windows Server 2008 supports the following types of databases:
® MySQL: The MySQL database is automatically installed along with eSight.

® SQL Server2008: Ifthe SQL Server 2008 database is used, manually install it following the installation
manual delivered with the database before installing the eSight server. If the installation manual is
unavailable, refer to 12 Installing the SQL Server Database to install the SQL Server 2008 database.

Table 4-1 lists installation stages.
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Table 4-1 Installation process description

No.

Installation Description

Reference

1

Describes how to prepare for the
installation, including software and
hardware configuration requirements,
and how to obtain required software.

4.2 Preparing for the Installation

Describes how to install the SQL Server
2008 database for the eSight server.

5.3 Installing the SQL Server Database

Describes how to install the eSight
server.

4.4 Installing the eSight Server

This topic describes how to harden the
security of the operating system on the
eSight server after the operating system,
database, and eSight are installed.

4.5 Security Hardening

Describes how to log in to eSight from a
client.

4.6 Logging In to eSight

Describes how to apply for and load an
eSight license.

4.7 Registering Software

4.2 Preparing for the Installation

This topic describes how to prepare for the installation, including software and hardware
configuration requirements, and how to obtain required software.

4.2.1 Configuration Requirements

This topic describes the configuration requirements on the eSight server.

Table 4-2 lists configuration requirements on the eSight server (standard edition).
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Table 4-2 Configuration requirements on the eSight server (standard edition)

Server | Factory Mana | Java Operating | Database Client
Config | Configurati | geme | Heap | System Configurat
uration | on nt Size ion
Capac
ity
(Num
ber of
NEs)
CPU: PC server- 0-200 1.5 GB | Windows MySQL 5.5 | ® Internet
1*dual- | IBM Server or Microsoft Explorer
core 2 X3650M3- 2008R2 SQL Server 8
GHz or | Xeon quadri- standard (64 | 2008 R2 ® Firefox
above core E5506 bits) 36
Memory 2.13Gor C.hme.se NOTE
-4 GB above-4G s1mp11ﬁ’ed Use cither of
. (1x4G)-2*30 or English the
Disk 0GB version preceding
Space: browsers.
40 GB
CPU: 200-50
2*dual- 0
core 2
GHz or
above
Memory
:4GB
Disk
space:
60 GB
CPU: PC server- 500-20 | 3GB
2*quadr | IBM 00
i-core 2 | X3650M3-2*
GHz or | Xeon quadri-
above core E5506
Memory 2.13Gor
-3 GB above-8G
. (2x4G)-3*30
Disk 0GB
space:
120 GB
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Server | Factory Mana | Java Operating | Database Client
Config | Configurati | geme | Heap | System Configurat
uration | on nt Size ion

Capac

ity

(Num

ber of

NEs)

CPU: PC server- 2000-5 | 8 GB
2*quadr | IBM 000
i-core 2 | X3650M3-2*
GHz or | Xeon quadri-
above core E5620

Memory
16 GB above-16G

Disk 0GB
space:

250 GB

2.4G or

(2*8G)-3*30

(1 noTE

The eSight installation package contains MySQL 5.5.
®  [fyou set the database type to MySql during eSight installation, the system installs MySQL 5.5

automatically.

®  [fyou set the database type to SQLServer during eSight installation, the system does not install

MySQL 5.5.

4.2.2 Installation Plan

This topic describes how to plan installation information, such as the IP address, host name, and
password, to help correctly install eSight.

When the preinstallation scheme is used, information such as the IP address and password
described in this topic is the default information after the preinstallation. Modify the
information based on your site environment.

When the full installation scheme is used, information such as the IP address and password
described in this topic is for your reference. Modify the information based on your site
environment.

Plan for User Names and Passwords

Table 4-3 Plan for user names and passwords

Item User Name Password
Windows operating administrator Changeme123
system
eSight software admin Changeme123
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Plan for Host Names and IP Addresses

Table 4-4 Plan for host names and IP addresses

Item Setting
Host name eSightServer
NOTE

When the eSight server is delivered to the site, change the server host name
based on your site environment.

IP address 129.9.1.1

NOTE
When the eSight server is delivered to the site, change the operating system
IP address based on your site environment. Then synchronize the operating
system [P address to the eSight server by referring to 13.5.1 Synchronizing
the eSight Server IP Address to eSight.

Subnet mask 255.255.255.0

Default gateway 129.9.1.254

Plan for Disk Partitions

Before installing the operating system, you must plan disk partitions. Table 4-5 describes the
server disk partition plan.

(1 noTE

® Three 300 GB hard disks are configured for a standard PC server. If RAID 5 is created, you do not
need to partition the disks.

® RAID 5 has been created for IBM X3650M3 servers that are preinstalled with operating systems. You
do not need to change the RAID settings.

® Youmustcreate RAID 5 for IBM X3650M3 servers that are not preinstalled with any operating systems
before operating system installation. For details, see 13.5.8 How Do I Create RAID 5 for Three or
More Hard Disks on an IBM X3650 M3 Server.

Table 4-5 Plan for disk partitions

Disk Partition Size Used To
Drive C 100 GB Install the operating system.
Drive D Remaining space Install the database and eSight.

Plan for the Installation Path

Table 4-6 Plan for the installation path

Software Installation Path
eSight D:\eSight
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Plan for the Time Zone

Table 4-7 Plan for the time zone

Item Setting
Time zone GMT+08:00
NOTE

When the eSight server is delivered to the site, change the time zone and time
based on your site environment.

4.2.3 Obtaining Required Software

This topic describes how to obtain required software.

The eSight server can be installed in either of the following ways:
® Using CD-ROMs: Obtain the required CD-ROMs.

®  Using installation packages: Obtain the required installation packages.

Using CD-ROMs

Obtain the following CD-ROMs listed in Table 4-8:

Table 4-8 CD-ROM list

Software CD-ROM

Windows installation Windows Server 2008 R2 Standard

software

eSight installation eSight application platform (standard edition)
software of standard

edition

Using Installation Packages
Method of obtaining installation packages:
Go to the enterprise network website http://enterprise.huawei.com/cn/.

To download eSight installation software of standard edition, choose SUPPORT > Software
Download > Network Management > eSight.

Obtain the following installation packages listed in Table 4-9:
(] noTE

In an installation package, version indicates the detailed version number of the eSight.
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Table 4-9 Installation package list (standard edition)

Software | Name Description

eSight eSight AppBase version (Mandatory) It is used to install the
installation | Standard Win.zip eSight of standard edition. The
software of MySQL or SQL Server database is
standard used.

edition

4.3 Installing the SQL Server Database

Before installing eSight of the standard edition on Windows Server 2008, you must manually
install the SQL Server 2008 R2 database if you select this database type.

Procedure

Step 1 If the SQL Server 2008 R2 database is not installed, install it following the installation manual
delivered with the database. If the installation manual is unavailable, refer to 12 Installing the
SQL Server Database to install the SQL Server 2008 R2 database.

—End

4.4 Installing the eSight Server

This topic describes how to install the eSight server.

Prerequisites
® The SQL Server 2008 R2 database has been installed if you select this database type. If the
SQL Server 2008 R2 database is not installed, install it following the installation manual
delivered with the database. If the installation manual is unavailable, refer to 12 Installing
the SQL Server Database to install the SQL Server 2008 R2 database.
® The operating system has been installed on an eSight server host.
® Installation software has been obtained. For details, see 4.2.3 Obtaining Required
Software.
® The network adapter is enabled.
® The eSight server has assigned a static IP address.
Context
The MySQL database will be installed along with the eSight software. Therefore, you do not
need to install the MySQL database. The system will install a new MySQL database in the eSight
installation directory, which does not affect the existing MySQL database.
A CAUTION
The eSight installation files must be placed on the local PC.
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Procedure
Step1 Log in to the Windows operating system as the administrator user.

Step 2 Double-click the setup.exe file to start eSight installation.

Step 3

Step 4

Step 5

® Method one: Use CD-ROMs.

1. Put the CD-ROM into the CD-ROM drive, and double-click the setup file in the CD-
ROM root directory.

2. The Select Language dialog box is displayed.
® Method two: Use installation packages.
1. Decompress all installation packages to a same directory. Take WinRAR files as an

example. Select all required packages, right-click, and choose Extract Here from the
shortcut menu.

A CAUTION

To ensure successful eSight server installation, verify that all installation path names
(installation package path and eSight installation path) contain only the following
characters: letters, digits, and underscores ().

2. Double-click the setup file in the installation package directory.
The Select Language dialog box is displayed.

Select English and click OK.
The Introduction dialog box is displayed.

(1 noTE

The system automatically checks whether the current environment meets requirements for installing eSight
software. If the current environment does not meet the requirements, the associated message is displayed.

Click Next.
The Copyright Notice dialog box is displayed.
Select I accept these terms, and click Next.

The Server Parameters dialog box is displayed, as shown in Figure 4-2.
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Figure 4-2 Server Parameters

eSight (=1 Sight

Setup...
Server Parameters
'_ Server Parameters Server IP Address: | 10137.58.212 - |
Server Port [s080 |
Installation Directary: |d:IeSight |
= Previous ]l MNext = | [ Cancel

m NOTE

® TP Address: Default IP address of the eSight server host. If the server has multiple IP addresses, select
a public IP address from the drop-down list box.

® Port: The default port number is 8080. If the port is in use, change it to another port number.

® Installation Directory: eSight server installation directory, which can be manually changed.

A CAUTION

To ensure successful eSight server installation, verify that the eSight server installation directory
is empty before the installation.

Step 6 Click Next.

The Select Software Components dialog box is displayed, as shown in Figure 4-3.
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Figure 4-3 Select Software Components

eSight [=1Sight

Setup...

Select Software Components To Be Installed

rCamponents ~Information of components

= WIE esight

- P& Basic Package

- MReport Management

B M Maintenance Tools
WlData Backup and Restare
MO Package Tools

= WMMetwork Element Management

— WISmart Configuration Tool

— MIPSec ¥PM Management

Components Select

= Previous ][ Mext = ] [ Cancel

(1 noTE

® Components under Basic Package are dimmed by default, and must be installed.

® Select required components under Business Component. eSight components support incremental
installation. If a component is not installed during the first eSight server installation, it can be installed
during the next eSight server installation.

Step 7 Click Next.

The Database Parameters dialog box is displayed, as shown in Figure 4-4.

Figure 4-4 Database Parameters

Database Parameters

Database Type: |MySQL - |

Database Parameter Shper User: |r00t |
Fasswoard: |"""" |
Listerier Port: [33306 |
Data file directory: [chesightiySaL [ ]

= Previous ]l Mext = | [ Cancel
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Step 8 Enter the password of the root user, and click Next.

Set Database Type based on your site environment.

(1 noTE

If the Database Type value is MySq]l, the system uses the default password MySQL123.

If the Database Type value is SQLServer, and eSight is installed for the first time, enter the root user
password. During incremental installation, the password text box is dimmed and you do not need to enter
the password.

The Confirm Installation dialog box is displayed.

Step 9 Verify the installation information, and click Next.
M note

If the installation information is incorrect, click Previous to reset installation information.

Step 10 The system starts to install the eSight server. After about 5 minutes, the Installation
Completed dialog box is displayed.

(1] noTE

In the Installation Completed dialog box, Start eSight immediately and Start backup server are
unselected by default. Keep the default settings.

Step 11 Click Finish. The eSight server installation is complete.

—End

4.5 Security Hardening

This topic describes how to harden the security of the operating system on the eSight server after
the operating system, database, and eSight are installed.

4.5.1 Security Hardening Background

This topic describes the security hardening purpose and prerequisites.

Security Hardening Purpose
The eSight server has the following potential security risks:

®  During the installation of the operating system, many services and ports are enabled by
default. In this situation, the operating system is prone to malicious attacks.

® System file properties and environment variables have some defects, which increase system

security risks.

The operating system can be hardened by using technologies to add, modify, or tailor system
modules and components.

Security hardening removes system defects and security vulnerabilities and ensures secure and
stable system running.
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Security Hardening Prerequisites
® The operating system parameters have been set or modified.

®  cSight has been installed or upgraded.

4.5.2 Obtaining Required Software

This topic describes how to obtain required software.

Obtain the SetWin installation package, install the SetWin on your computer, and use the SetWin
to harden the security of the operating system.

Obtaining the SetWin Installation Package

Visit http://enterprise.huawei.com/en/ to obtain the SetWin installation package iPSI SEK
SetWin.exe.

4.5.3 Hardening the Security of the Operating System

This topic describes how to use the SetWin to harden the security of the operating system.

4.5.3.1 Preparing for Security Hardening

This topic describes how to prepare for security hardening.

Procedure

Step 1 Obtain the security hardening configuration file of the operating system.

Visit http://enterprise.huawei.com/en/ to obtain the security hardening configuration file
12000_win2008_V003R002_SetWin.zip.

—End

4.5.3.2 Hardening the Security of the Operating System

This topic describes how to harden the security of the operating system.

Prerequisites
® The SetWin has been installed.

® The security hardening configuration file of the operating system has been obtained.

Procedure
Step1 Right-click SetWin and choose Run as administrator. The Initial dialog box is displayed.
Step 2 Select the path where the system backup status is stored in a file, and click OK.
Step 3 When the system displays the message "Backup completed", click OK.

Step 4 If no configuration file is imported, the system displays the message "Configuration file is not
present or corrupted. Please import a valid configuration file." Click OK.
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Step 5
Step 6

Step 7
Step 8

Step 9
Step 10

Step 11

(1 noTE

By default, the SetWin is started in online mode. If no security hardening configuration file is imported when
you install the SetWin, no security hardening policy is displayed.

Choose Configuration > Import Configuration File.

Select the security hardening configuration file of the operating system, and click Open to import
the security hardening configuration file into the SetWin.

Choose Policy > Execute.

When the system displays the message "Do you want to create a backup point?", click Yes and
select the backup path.

A CAUTION

Save the security hardening policy and create a file to store the security hardening policy that
will be used in rollback. Otherwise, the operating system cannot be rolled back to the pre-
hardened state.

When the system displays the message "Backup completed", click OK.

In the Policy(s) Configured dialog box that is displayed, click Yes to harden the security of the
operating system.

After hardening the security of the operating system is completed, the system displays the
message "Execution completed". Click OK. Restart the system as prompted to make the security
hardening policy take effect.

A CAUTION

After the security hardening policy takes effect, the administrator account changes from
Administrator to SWMaster and the password remains unchanged.

—End

4.5.4 Rolling Back the Operating System to the Pre-hardened State

Prerequisites

Context

This topic describes how to roll back the operating system to the pre-hardened state. After the
operating system is rolled back to the pre-hardened state, system parameters restore to the values
before security hardening.

® The SetWin has been installed.

® The operating system has been backed up before security hardening.

Before reinstalling or upgrading eSight, roll back the operating system of the eSight server to
the pre-hardened state. Otherwise, reinstalling or upgrading eSight may fail.
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Step1 Run the SetWin.
Step 2 Choose Policy > Rollback.
Step 3 Select the backup file and roll back the operating system of the eSight server to the pre-hardened
state.
Step 4 When the system displays the message "Rollback completed”, click OK. Restart the system as

prompted to make the security hardening policy take effect.

A CAUTION

After the security of the operating system is rolled back, the administrator account restores to
be Administrator and the password remains unchanged.

—End

4.6 Logging In to eSight

Prerequisites

Procedure

Step 1

Step 2

This topic describes how to log in to eSight from a client.

The eSight server installation has been completed.

The IP addresses of eSight and eSight server have been synchronized. If IP addresses are not
synchronized, synchronize the eSight IP address with the eSight server IP address. For details,
see 13.5.1 Synchronizing the eSight Server IP Address to eSight.

Verify that the following shortcut icons are displayed on the desktop:
® start eSight
® shutdown eSight

Check whether the eSight service has started. If the eSight service has not started, perform the
following steps to start it:

Double-click the start eSight shortcut icon on the desktop or choose Start > All Programs >
eSight > start eSight.

If Daemon is already running is displayed, the eSight service has been started. Otherwise, wait
until the eSight service starts. When the status of every process is started and Finished is
displayed, the eSight service has been started.

Step 3 Log in to the eSight server from the client.
® [og in to the eSight server from the Window Internet Explorer 8.
1. Open the Internet Explorer.
2. Choose Tools from the main menu.
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3. Select Compatibility View Settings.

4. Inthe Compatibility View Settings dialog box, clear the Display intranet sites in
Compatibility View and Display all websites in Compatibility View check boxes.

Click Close.
Choose Tools > Internet Options > Security > Custom Level from the main menu.

Locate the Downloads node. In Automatic prompting for file downloads, select
Enable.

Click OK.

9. In the address box, enter http://eSight server IP address:port number, and press
Enter.

A CAUTION

If the server has multiple IP addresses, enter the IP address selected during eSight server
installation in the address box. If another IP address is entered, access to the server fail.

If you enter localhost or 127.0.0.1 as the eSight server IP address, the security certificate
cannot be installed.

10. Optional:

If you log in to the eSight server for the first time, the message "There is a problem with
this website's security certificate." is displayed. Click Continue to this website (not
recommended)., as shown in Figure 4-5.

Figure 4-5 There is a problem with this website's security certificate

'3) There is a problem with this website's security certificate.
A

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool vou or intercept any data vou send to the
server,

We recommend that you close this webpage and do not continue to this website.
& Click here to close this webpage.

& Continue to this website (not recommended).

@ More information

11. Optional:
On the left of the address bar, click Certificate Error.

12. Inthe Untrusted Certificate dialog box, click View certificates, as shown in Figure
4-6.
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Figure 4-6 Untrusted Certificate

- @,‘ Certificate Erraor

-_. x
'-ka-' Lntrusted Certificate

e

The security certificate presented by this
weebsite was not issued by a trusted
certificate authority.

This problern rmight indicate an atternpt to
fool wou or intercept any data you send to
the server,

YWiie recormmend that you close this webpage,

Ahout certificate errars

Wiewy certificates

13. Inthe Certificate dialog box, select the General tab and click Install Certificate...

shown in Figure 4-7.

, as
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Figure 4-7 Certificate

g

Certificate

General | Details | Certification Path

.@ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued bo: 10.137.59.249

Issued by: 10,137.59.249

valid from 2011} 7/ 4 to 2071} 5} 12

[Install Certificate. ] Issuer Stakement

Learn more abouk certificakes

14. In the Certificate Import Wizard dialog box, click Next, as shown in Figure 4-8.
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Figure 4-8 Certificate Import Wizard

= =l

Certificate Import MWizard &3

Welcome to the Certificate Import

Wizard
P | This wizard helps wou copy certificates, certificate trust
L= % lists, and certificate revocation lisks From your disk to a
= certificate store,

& certificate, which is issued by a certification authority, is
a canfirmation of wour identity and contains information
used ko protect data or ko establish secure netwaork,
conneckions. A certificate store is the system area where
certificates are kept,

To continue, click Mext,

< Back Mext = | | Cancel

15. In the Certificate Store dialog box, choose Place all certificates in the following
store, as shown in Figure 4-9.
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Figure 4-9 Certificate Store

' =]

Certificate Import Wizard

-

Cartificate Store
Certificate stores are svstem areas where certificates are kept.

Windows can automatically select a certificate store, or vou can specify a location For
the certificate,

1 Automatically select the certificate store based on the tvpe of certificate

@) Place all certificates in the Following store:

Certificate store:
Browse, .,

Learn more about certificate stores

< Back J[ Mext = ]I Cancel

16. Click Browse, choose Trusted Root Certification Authorities, as shown in Figure
4-10.

Figure 4-10 Select Certificate Store

-

select Certificate Store @

Select the certificate skare wou wank ko use,

| Persanal
i | Trusted Roat Certification Autharities L
| Enterprise Trust r
| Intermediate Certification Autharities
| Active Directary User Object

A Truckad Buiblichers
i b

[] shows phyysical skores

(a4 ] I Cancel

17. Optional: Click OK.
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18.
19.
20.
21.
22.

23.

Optional: Click Next.

Optional: Click Finish.

Optional: In the Security Warning dialog box, click Yes.
Optional: Click OK to complete certificate import.

Optional: Restart the Window Internet Explorer 8, enter http://eSight server IP
address:port number in the address box, and press Enter.

Enter the user name admin and the default password Changeme123, and click Log
In.

® Log in to the eSight server from the Firefox 3.6.

1.

—--End

In the address box, enter http://eSight server IP address:port number, and press
Enter.

Optional: If you log in to the eSight server for the first time, the message "This
Connection is Untrusted" is displayed. Click I Understand the Risks.

Optional: Click Add Exception....

Optional: Select Permanently store this exception and click Confirm Security
Exception.

Enter the user name admin and the default password Changeme123, and click Log
In.

4.7 Registering Software

This topic describes how to apply for and load an eSight license.

4.7.1 Applying for an eSight License

This topic describes how to apply for an eSight license. A license file is an authentication file
that a special encryption tool generates based on the information about the contract that a user
signs with Huawei and the information about the server where the eSight is installed. After
obtaining a license file, load it to eSight manually to obtain permission to use eSight.

Procedure

Step1 Obtain the contract information.

A Huawei-authorized electronic license certificate is delivered to a customer at the same time
when Huawei delivers eSight to the customer. The customer can obtain the contract number,
product name, and product model from the license certificate, as shown in Figure 4-11.
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Figure 4-11 eSight license certificate
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Step 2 Obtain the server equipment serial number (ESN).

An ESN is a string that uniquely identifies a device. It is used to ensure that the license is granted
to the specified device.

1. Access the eSight login page, and log in to eSight as an administrator, as shown in Figure
4-12.

Figure 4-12 eSight login page

m : eSight AppBase

¢ Huawer ooy LogIn ‘

Copyright (C) Huaswel Technologies Co., Lid. 2011-2013. All rights reserved.

Please use IE 8 or Firefoocd.6. Optimal resclution: 1024 x 763,
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2. When logged in to eSight as an administrator, choose System > License Management.
Click Obtain ESN.
4. Generate an ESN.

® Method one: Select the network adapter on the eSight server, and click Generate
ESN.

eSight automatically obtains the network adapter information on the eSight server.
Record ESN information.

® Method two: Enter the Media Access Control (MAC) address of the eSight server, and
click Generate ESN.

(1 noTE

Ifthe server is equipped with multiple network adapters, record the ESNs for all the network adapters.

Step 3 Apply for an eSight license.

1. Visit https://app.huawei.com/flexnet/operationsportal. Click With Activation Id: on
the left to switch the login mode, and log in to the enterprise service FlexNet Operations
System (FNO) with the activation ID in the license certificate to activate and download the
license.

1 noTE

You can also click the link in the license certificate email to log in to the enterprise service FNO and
activate and download the license.

2. On the manage entitlements page, select the required activation ID, and click Activate.

1 noTE

If the remaining number of times for activating the activation ID is 0, the activation ID cannot be activated.
3.  Select the required activation ID, enter the ESN, and click Next.
(0 noTE

In the Datacom Enterprise Network Product Line, an activation ID maps an ESN. Here you are required
to enter an ESN, not an ESN range.

4.  Click Submit to generate a license file.
Select the generated license file, and click Download to download the license file.

6. In the dialog box that is displayed, click Save to save the license file to your computer.

—End

4.7.2 Loading an eSight License

This topic describes how to load an eSight license.

Prerequisites

A correct eSight license file must have been obtained.

(1 noTE

The license file name cannot contain any space. If the name contains a space, uploading or updating the
license file will fail. If the name of the obtained license file contains spaces, delete the spaces or change
them to _ before using the license file.
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Procedure

Step1 Access the eSight login page, and log in to eSight as an administrator, as shown in Figure
4-13.

Figure 4-13 eSight login page

Em eSight AppBase

User name:
Parsswecrd
“ HUAWE! Verffication code: WHhEs o )
Copyright (C) Huswel Tachnologees Co., Ltd, 2011-2013. Al ights reserved LogIn *

Please use IE 8 or Frefoud.6. Optimal resolution: 1024 x 768,

Step 2 Choose System > License Management, and click Import License, as shown in Figure
4-14.

Figure 4-14 License Management page

% Home  License Manag...

Import License Refresh Obtain ESN Heb
< Basic License Information
Validity period: 2012-02-02 Reminding days ahead: 15
4 License Resource Control

Resource Name License Usage Major Alarm... Resource Name License Usage Major Alarm...
Maximum of Wireless LAN A -] 4780/S000  No threshold Maximumn of Manager Nodes Iﬁ S72{20000 80%
Mainum of BGRIMPLS VPN... [ | 17/500 N threshold Maximum of IPSec VPNMa.. [ | 20/2500  Nothreshold
Maximum of SLA Manager 5. [ | 8/2000 No threshold
< License Function Control

Function Name Supported or Not Function Name Supported or Not

SNMP NBI Function Yes WLAN Manager Function Yes
Report Manager Function Yes SLA Manager Function Yes
BGP/MPLS YPN Manager Function Yes IPSec VPN Manager Function Yes

Step 3 Select a license file and click Import, as shown in Figure 4-15.
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Step 4

Figure 4-15 Import License page

# Home License Manag...

t > Import License Help

4 Import License
Licanse fie: Import

The upload icense fils must be less than 1M, After successfully uploasding the kcense Flie, you need to dick Apply to take effect.

When the license file is imported, preview the content of the license file and click Apply.
To finish loading the license, re-log in to eSight.

—End

Follow-up Procedure

After the license file is loaded, log in to the eSight as an administrator. Choose System > License
Management, view the license expiration date, and check the license items and resource items.

4.8 Uninstalling eSight

Prerequisites

Context

Procedure
Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

This topic describes how to uninstall eSight.

Before reinstalling or upgrading eSight, roll back the operating system of the eSight server to
the pre-hardened state. Otherwise, reinstalling or upgrading eSight may fail. For details, see
4.5.4 Rolling Back the Operating System to the Pre-hardened State.

When eSight is uninstalled, the eSight database is uninstalled. To save the eSight database data,
back up files in the backupdata\history directory that is in the same directory as the eSight
installation directory in advance.

Choose Start > All Programs > eSight > shutdown eSight.

Choose Start > All Programs > eSight > Shutdown Maintenance Tools.

Choose Start > All Programs > eSight > uninstall.

In the dialog box that is displayed, select the component to uninstall, and click Next.
In the Confirm dialog box that is displayed, click Yes.

In the Uninstallation Completed dialog box that is displayed, click Finish.

—--End
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Follow-up Procedure

1. Verify that the eSight shortcut icon on the desktop has been deleted.
2. Verify that the eSight installation directory has been deleted.
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Installing the eSight AppBase Professional
Editions (Windows)

About This Chapter

This topic describes how to install the eSight AppBase professional editions in the Windows
Server 2008 operating systems.

5.1 Installation Process

5.2 Preparing for the Installation
This topic describes how to prepare for the installation, including software and hardware
configuration requirements, and how to obtain required software.

5.3 Installing the SQL Server Database
Before installing eSight of the professional edition on Windows Server 2008, you must manually
install the SQL Server 2008 R2 database if you select this database type.

5.4 Installing the eSight Server
This topic describes how to install the eSight server.

5.5 Security Hardening
This topic describes how to harden the security of the operating system on the eSight server after
the operating system, database, and eSight are installed.

5.6 Logging In to eSight
This topic describes how to log in to eSight from a client.

5.7 Registering Software
This topic describes how to apply for and load an eSight license.

5.8 Uninstalling eSight
This topic describes how to uninstall eSight.
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5.1 Installation Process

® Preinstallation scheme: The operating system and eSight system has been preinstalled on
the eSight server delivered to the site. For details about the default information configured
before the delivery, see 5.2.2 Installation Plan.

® Full-installation scheme: If you use a self-purchased server or the eSight system needs to
be reinstalled, see the installation process described in this document.

Figure 5-1 shows the eSight server installation process.

Figure 5-1 eSight server installation process

Start

Prepare for the installation

Install the SQL Server
database

Install the eSight server

Security Hardening

‘ Logging In to eSight J

Il ostional

| Mandatory

o

(1 noTE

Windows Server 2008 supports the following types of databases:

® MySQL: The MySQL database is automatically installed along with eSight.

® SQL Server2008: Ifthe SQL Server 2008 database is used, manually install it following the installation
manual delivered with the database before installing the eSight server. If the installation manual is
unavailable, refer to 12 Installing the SQL Server Database to install the SQL Server 2008 database.

Table 5-1 lists installation stages.
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Table 5-1 Installation process description

No.

Installation Description

Reference

1

Describes how to prepare for the
installation, including software and
hardware configuration requirements,
and how to obtain required software.

5.2 Preparing for the Installation

Describes how to install the SQL Server
2008 database for the eSight server.

5.3 Installing the SQL Server Database

Describes how to install the eSight
server.

5.4 Installing the eSight Server

This topic describes how to harden the
security of the operating system on the
eSight server after the operating system,
database, and eSight are installed.

5.5 Security Hardening

Describes how to log in to eSight from a
client.

5.6 Logging In to eSight

Describes how to apply for and load an
eSight license.

5.7 Registering Software

5.2 Preparing for the Installation

This topic describes how to prepare for the installation, including software and hardware
configuration requirements, and how to obtain required software.

5.2.1 Configuration Requirements

This topic describes the configuration requirements on the eSight server.

Table 5-2 lists configuration requirements on the eSight server (professional edition).
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Table 5-2 Configuration requirements on the eSight server (professional edition)
Server Factory Manage | Java Operatin | Database | Client
Configur | Configurat | ment Heap g System Configur
ation ion Capacity | Size ation
(Number
of NEs)
CPU: 1 x PC server- 0-200 1.5GB | Windows | MySQL ® Interne
dual-core 2 | IBM Server 5.5or t
GHz or X3650M3- 2008 R2 Microsoft Explor
above Xeon standard SQL er 8
Memory: 4 quadri-core (64-bit) Server ® Firefox
E5506 Chinese 2008 R2

GB 3.6

. 2.13Gor simplified NOTE
Disk above-4G or English -
space: 40 Use either

pace: (1x4G)-2*3 version of the

GB 00GB preceding
CPU: 2 x 200-500 browsers.
dual-core 2
GHz or
above
Memory: 4
GB
Disk
space: 60
GB
CPU:2x | PC server- 500-2000 | 3 GB
quadri- IBM
core 2 GHz | X3650M3-2
or above *Xeon
Memory: 8 quadri-core
GB E5506

. 2.13G or
Disk above-8G
space: 120 (2x4G)-3*3
GB 00GB
CPU: 2x PC server- 2000-5000 | 8 GB
quadri- IBM
core 2 GHz | X3650M3-2
or above *Xeon
Memory: quadri-core
16 GB E56202.4G

. or
Disk above-16G
space: 250 (2x8G)-3*3
GB 00GB
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(1 noTE

The eSight installation package contains MySQL 5.5.

®  Ifyou set the database type to MySql during eSight installation, the system installs MySQL 5.5
automatically.

®  [fyou set the database type to SQLServer during eSight installation, the system does not install
MySQL 5.5.

5.2.2 Installation Plan

This topic describes how to plan installation information, such as the IP address, host name, and
password, to help correctly install eSight.

®  When the preinstallation scheme is used, information such as the IP address and password
described in this topic is the default information after the preinstallation. Modify the
information based on your site environment.

®  When the full installation scheme is used, information such as the IP address and password
described in this topic is for your reference. Modify the information based on your site
environment.

Plan for User Names and Passwords

Table 5-3 Plan for user names and passwords

Item User Name Password
Windows operating administrator Changeme123
system

eSight software admin Changeme123

Plan for Host Names and IP Addresses

Table 5-4 Plan for host names and IP addresses

Item Setting
Host name eSightServer
NOTE

When the eSight server is delivered to the site, change the server host name
based on your site environment.

IP address 129.9.1.1

NOTE
When the eSight server is delivered to the site, change the operating system
IP address based on your site environment. Then synchronize the operating
system IP address to the eSight server by referring to 13.5.1 Synchronizing
the eSight Server IP Address to eSight.

Subnet mask 255.255.255.0
Default gateway 129.9.1.254
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Plan for Disk Partitions

Before installing the operating system, you must plan disk partitions. Table 5-5 describes the
server disk partition plan.

(1 noTE

® Three 300 GB hard disks are configured for a standard PC server. If RAID 5 is created, you do not
need to partition the disks.

® RAID 5 has been created for IBM X3650M3 servers that are preinstalled with operating systems. You
do not need to change the RAID settings.

® Youmustcreate RAID 5 for IBM X3650M3 servers that are not preinstalled with any operating systems
before operating system installation. For details, see 13.5.8 How Do I Create RAID 5 for Three or
More Hard Disks on an IBM X3650 M3 Server.

Table 5-5 Plan for disk partitions

Disk Partition Size Used To
Drive C 100 GB Install the operating system.
Drive D Remaining space Install the database and eSight.

Plan for the Installation Path

Table 5-6 Plan for the installation path

Software Installation Path

eSight D:\eSight

Plan for the Time Zone

Table 5-7 Plan for the time zone

Item Setting
Time zone GMT+08:00
NOTE

When the eSight server is delivered to the site, change the time zone and time
based on your site environment.

5.2.3 Obtaining Required Software

This topic describes how to obtain required software.

The eSight server can be installed in either of the following ways:
® Using CD-ROMs: Obtain the required CD-ROMs.
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® Using installation packages: Obtain the required installation packages.

Using CD-ROMs

Obtain the following CD-ROMs listed in Table 5-8:

Table 5-8 CD-ROM list

Software CD-ROM

Windows installation | Windows Server 2008 R2 Standard

software

eSight installation eSight application platform (professional edition)

software of
professional edition

Using Installation Packages
Method of obtaining installation packages:
Go to the enterprise network website http://enterprise.huawei.com/cn/.

To download eSight installation software of professional edition, choose SUPPORT > Software
Download > Network Management > eSight.

Obtain the following installation packages listed in Table 5-9:
(O noTE

In an installation package, version indicates the detailed version number of the eSight.

Table 5-9 Software list (professional edition)

Software Name Description

eSight eSight AppBase version This software is mandatory and is
installation Professional Win.zip used to install the eSight professional
software edition. The MySQL or SQL Server
(professional database is used.

edition)

5.3 Installing the SQL Server Database

Before installing eSight of the professional edition on Windows Server 2008, you must manually
install the SQL Server 2008 R2 database if you select this database type.
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Procedure
Step 1 If the SQL Server 2008 R2 database is not installed, install it following the installation manual

delivered with the database. If the installation manual is unavailable, refer to 12 Installing the
SQL Server Database to install the SQL Server 2008 R2 database.

—End

5.4 Installing the eSight Server

Prerequisites

Context

Procedure
Step 1
Step 2

This topic describes how to install the eSight server.

® The SQL Server 2008 R2 database has been installed if you select this database type. If the
SQL Server 2008 R2 database is not installed, install it following the installation manual
delivered with the database. If the installation manual is unavailable, refer to 12 Installing
the SQL Server Database to install the SQL Server 2008 R2 database.

® The operating system has been installed on an eSight server host.

® [nstallation software has been obtained. For details, see 5.2.3 Obtaining Required
Software.

® The network adapter is enabled.
® The eSight server has assigned a static IP address.

The MySQL database will be installed along with the eSight software. Therefore, you do not
need to install the MySQL database. The system will install a new MySQL database in the eSight
installation directory, which does not affect the existing MySQL database.

A CAUTION

The eSight installation files must be placed on the local PC.

Log in to the Windows operating system as the administrator user.

Double-click the setup.exe file to start eSight installation.
® Method one: Use CD-ROMs.

1. Put the CD-ROM into the CD-ROM drive, and double-click the setup file in the CD-
ROM root directory.

2. The Select Language dialog box is displayed.
® Method two: Use installation packages.

1.  Decompress all installation packages to a same directory. Take WinRAR files as an
example. Select all required packages, right-click, and choose Extract Here from the
shortcut menu.
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A CAUTION

To ensure successful eSight server installation, verify that all installation path names
(installation package path and eSight installation path) contain only the following
characters: letters, digits, and underscores ().

2. Double-click the setup file in the installation package directory.
The Select Language dialog box is displayed.

Step 3 Select English and click OK.

The Introduction dialog box is displayed.
(] noTE

The system automatically checks whether the current environment meets requirements for installing eSight
software. If the current environment does not meet the requirements, the associated message is displayed.

Step 4 Click Next.
The Copyright Notice dialog box is displayed.
Step 5 Select I accept these terms, and click Next.

The Server Parameters dialog box is displayed, as shown in Figure 5-2.

Figure 5-2 Server Parameters

-
=1 Sight
Server Parameters

Server IP Address: |1D.13T.58.212 - |

Compopeais Server Port [a080 |
: Installation Directory: dieSight
Confirm Installati 4 | 2 ":
Installation Prtss
= Previous ]l MNext = | [ Cancel

(1 noTE

® [P Address: Default IP address of the eSight server host. If the server has multiple IP addresses, select
a public IP address from the drop-down list box.

Port: The default port number is 8080. If the port is in use, change it to another port number.

Installation Directory: eSight server installation directory, which can be manually changed.
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A CAUTION

To ensure successful eSight server installation, verify that the eSight server installation directory
is empty before the installation.

Step 6 Click Next.

The Select Software Components dialog box is displayed, as shown in Figure 5-3.

Figure 5-3 Select Software Components

=1 Sight/

eSight

AppBase Setup... Select Software Components
~Components ~Component Information
E- WIS eSight [a)
B e Basic Package
— MITOFO Management
— MLog Management
— MAlarm Management
— WSecurity Management
— MPerformance Management
— MME Management
— FUserdefined Device Management
-1 — [Link Managerment
~ — MFPhysical Resources
— WConfigure File Management

L ~

=

¥ “Iy — WData Backup and Restore E]
o |

« Previous ][ Mext = ] [ Cancel

(1) noTE

® Components under Basic Package are dimmed by default, and must be installed.

® Select required components under Business Component. eSight components support incremental
installation. If a component is not installed during the first eSight server installation, it can be installed
during the next eSight server installation.

® To install the eSight server professional edition, select Hierarchical OSS Manager.
Step 7 Click Next.

The Database Parameters dialog box is displayed, as shown in Figure 5-4.
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Step 8

Step 9

Step 10

Step 11

Figure 5-4 Database Parameters

Database Parameters
Database Type: | MySaL - |
SuperUser: |r00t |
Fasswoard: |"""" |
Installation Proce Listener Port: |33306 |
Data file directory: [chesightiySaL [ ]
= Previous ]l Mext = | [ Cancel

Enter the password of the root user, and click Next.

Set Database Type based on your site environment.

m NOTE

If the Database Type value is MySql, the system uses the default password MySQL123.

If the Database Type value is SQLServer, and eSight is installed for the first time, enter the root user
password. During incremental installation, the password text box is dimmed and you do not need to enter
the password.

The Confirm Installation dialog box is displayed.

Verify the installation information, and click Next.
(I noTE

If the installation information is incorrect, click Previous to reset installation information.

The system starts to install the eSight server. After about 5 minutes, the Installation
Completed dialog box is displayed.

(1) noTE

In the Installation Completed dialog box, Start eSight immediately and Start backup server are
unselected by default. Keep the default settings.

Click Finish. The eSight server installation is complete.

—End

5.5 Security Hardening

This topic describes how to harden the security of the operating system on the eSight server after
the operating system, database, and eSight are installed.
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5.5.1 Security Hardening Background

This topic describes the security hardening purpose and prerequisites.

Security Hardening Purpose
The eSight server has the following potential security risks:

® During the installation of the operating system, many services and ports are enabled by
default. In this situation, the operating system is prone to malicious attacks.

® System file properties and environment variables have some defects, which increase system
security risks.

The operating system can be hardened by using technologies to add, modify, or tailor system
modules and components.

Security hardening removes system defects and security vulnerabilities and ensures secure and
stable system running.

Security Hardening Prerequisites
® The operating system parameters have been set or modified.

®  cSight has been installed or upgraded.

5.5.2 Obtaining Required Software

This topic describes how to obtain required software.

Obtain the SetWin installation package, install the SetWin on your computer, and use the SetWin
to harden the security of the operating system.

Obtaining the SetWin Installation Package

Visit http://enterprise.huawei.com/en/ to obtain the SetWin installation package iPSI SEK
SetWin.exe.

5.5.3 Hardening the Security of the Operating System

This topic describes how to use the SetWin to harden the security of the operating system.

5.5.3.1 Preparing for Security Hardening

This topic describes how to prepare for security hardening.

Procedure

Step 1 Obtain the security hardening configuration file of the operating system.

Visit http://enterprise.huawei.com/en/ to obtain the security hardening configuration file
12000_win2008_V003R002_SetWin.zip.

——End
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5.5.3.2 Hardening the Security of the Operating System

This topic describes how to harden the security of the operating system.

Prerequisites
® The SetWin has been installed.
® The security hardening configuration file of the operating system has been obtained.
Procedure

Step1 Right-click SetWin and choose Run as administrator. The Initial dialog box is displayed.

Step 2 Select the path where the system backup status is stored in a file, and click OK.

Step 3 When the system displays the message "Backup completed", click OK.

Step 4 If no configuration file is imported, the system displays the message "Configuration file is not
present or corrupted. Please import a valid configuration file." Click OK.
(0 noTE
By default, the SetWin is started in online mode. If no security hardening configuration file is imported when
you install the SetWin, no security hardening policy is displayed.

Step 5 Choose Configuration > Import Configuration File.

Step 6 Select the security hardening configuration file of the operating system, and click Open to import
the security hardening configuration file into the SetWin.

Step 7 Choose Policy > Execute.

Step 8 When the system displays the message "Do you want to create a backup point?", click Yes and
select the backup path.
A CAUTION
Save the security hardening policy and create a file to store the security hardening policy that
will be used in rollback. Otherwise, the operating system cannot be rolled back to the pre-
hardened state.

Step 9 When the system displays the message "Backup completed", click OK.

Step 10 In the Policy(s) Configured dialog box that is displayed, click Yes to harden the security of the
operating system.

Step 11 After hardening the security of the operating system is completed, the system displays the
message "Execution completed". Click OK. Restart the system as prompted to make the security
hardening policy take effect.
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A CAUTION

After the security hardening policy takes effect, the administrator account changes from
Administrator to SWMaster and the password remains unchanged.

—End

5.5.4 Rolling Back the Operating System to the Pre-hardened State

Prerequisites

Context

Procedure
Step 1
Step 2
Step 3

Step 4

This topic describes how to roll back the operating system to the pre-hardened state. After the
operating system is rolled back to the pre-hardened state, system parameters restore to the values
before security hardening.

® The SetWin has been installed.

® The operating system has been backed up before security hardening.

Before reinstalling or upgrading eSight, roll back the operating system of the eSight server to
the pre-hardened state. Otherwise, reinstalling or upgrading eSight may fail.

Run the SetWin.
Choose Policy > Rollback.

Select the backup file and roll back the operating system of the eSight server to the pre-hardened
state.

When the system displays the message "Rollback completed", click OK. Restart the system as
prompted to make the security hardening policy take effect.

A CAUTION

After the security of the operating system is rolled back, the administrator account restores to
be Administrator and the password remains unchanged.

—-End

5.6 Logging In to eSight

Prerequisites

This topic describes how to log in to eSight from a client.

The eSight server installation has been completed.
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The IP addresses of eSight and eSight server have been synchronized. If IP addresses are not
synchronized, synchronize the eSight IP address with the eSight server IP address. For details,
see 13.5.1 Synchronizing the eSight Server IP Address to eSight.

Procedure
Step 1 Verify that the following shortcut icons are displayed on the desktop:
® start eSight
® shutdown eSight
Step 2 Check whether the eSight service has started. If the eSight service has not started, perform the
following steps to start it:
Double-click the start eSight shortcut icon on the desktop or choose Start > All Programs >
eSight > start eSight.
If Daemon is already running is displayed, the eSight service has been started. Otherwise, wait
until the eSight service starts. When the status of every process is started and Finished is
displayed, the eSight service has been started.
Step 3 Log in to the eSight server from the client.
® Log in to the eSight server from the Window Internet Explorer 8.
1. Open the Internet Explorer.
2. Choose Tools from the main menu.
3. Select Compatibility View Settings.
4. Inthe Compatibility View Settings dialog box, clear the Display intranet sites in
Compatibility View and Display all websites in Compatibility View check boxes.
5. Click Close.
Choose Tools > Internet Options > Security > Custom Level from the main menu.
7.  Locate the Downloads node. In Automatic prompting for file downloads, select
Enable.
8. Click OK.
9. In the address box, enter http://eSight server IP address:port number, and press
Enter.
A CAUTION
If the server has multiple IP addresses, enter the IP address selected during eSight server
installation in the address box. If another IP address is entered, access to the server fail.
Ifyou enter localhost or 127.0.0.1 as the eSight server IP address, the security certificate
cannot be installed.
10. Optional:
If you log in to the eSight server for the first time, the message "There is a problem with
this website's security certificate." is displayed. Click Continue to this website (not
recommended)., as shown in Figure 5-5.
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Figure 5-5 There is a problem with this website's security certificate

There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool vou or intercept any data vou send to the
server,

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

@' Continue to this website (not recommended).

@ More information

11.

12.

Optional:
On the left of the address bar, click Certificate Error.

In the Untrusted Certificate dialog box, click View certificates, as shown in Figure
5-6.

Figure 5-6 Untrusted Certificate

- @,‘ iCertificate Error

-_. x
'-g-' Untrusted Certificate

The security certificate presented by this
weebsite was not issued by a trusted
certificate authority.,

This problern rmight indicate an atternpt to
fool wou ar intercept any data you send to
the server,

We recommend that ywou close this webpage,

Ahout certificate erraors

Wiewy certificates
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13. Inthe Certificate dialog box, select the General tab and click Install Certificate..., as
shown in Figure 5-7.

Figure 5-7 Certificate
— 2|

Certificate

=

General | Details | Certification Path

.;i::;]ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued bto: 10.137,59.249

Issued by: 10,1537.59.249

valid from 2011} 7/ 4 to 2021} 5} 17

[Install Certificate. ] Issuer Stakement

Learn more abouk certificakes

14. In the Certificate Import Wizard dialog box, click Next, as shown in Figure 5-8.
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Figure 5-8 Certificate Import Wizard

= =l

Certificate Import MWizard &3

Welcome to the Certificate Import

Wizard
P | This wizard helps wou copy certificates, certificate trust
L= % lists, and certificate revocation lisks From your disk to a
= certificate store,

& certificate, which is issued by a certification authority, is
a canfirmation of wour identity and contains information
used ko protect data or ko establish secure netwaork,
conneckions. A certificate store is the system area where
certificates are kept,

To continue, click Mext,

< Back Mext = | | Cancel

15. In the Certificate Store dialog box, choose Place all certificates in the following
store, as shown in Figure 5-9.
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' =]

Certificate Import Wizard

Cartificate Store
Certificate stores are svstem areas where certificates are kept.

Windows can automatically select a certificate store, or vou can specify a location For
the certificate,

1 Automatically select the certificate store based on the tvpe of certificate

@) Place all certificates in the Following store:

Certificate store:
Browse, .,

Learn more about certificate stores

< Back J[ Mext = ]I Cancel

16. Click Browse, choose Trusted Root Certification Authorities, as shown in Figure
5-10.

Figure 5-10 Select Certificate Store

-

select Certificate Store @

Select the certificate skare wou wank ko use,

| Persanal
i | Trusted Roat Certification Autharities L
| Enterprise Trust r
| Intermediate Certification Autharities
| Active Directary User Object

A Truckad Buiblichers
i b

[] shows phyysical skores

(a4 ] I Cancel

17. Optional: Click OK.
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18.
19.
20.
21.
22.

23.

Optional: Click Next.

Optional: Click Finish.

Optional: In the Security Warning dialog box, click Yes.
Optional: Click OK to complete certificate import.

Optional: Restart the Window Internet Explorer 8, enter http://eSight server IP
address:port number in the address box, and press Enter.

Enter the user name admin and the default password Changeme123, and click Log
In.

® Log in to the eSight server from the Firefox 3.6.

1.

—--End

In the address box, enter http://eSight server IP address:port number, and press
Enter.

Optional: If you log in to the eSight server for the first time, the message "This
Connection is Untrusted" is displayed. Click I Understand the Risks.

Optional: Click Add Exception....

Optional: Select Permanently store this exception and click Confirm Security
Exception.

Enter the user name admin and the default password Changeme123, and click Log
In.

5.7 Registering Software

This topic describes how to apply for and load an eSight license.

5.7.1 Applying for an eSight License

This topic describes how to apply for an eSight license. A license file is an authentication file
that a special encryption tool generates based on the information about the contract that a user
signs with Huawei and the information about the server where the eSight is installed. After
obtaining a license file, load it to eSight manually to obtain permission to use eSight.

Procedure

Step1 Obtain the contract information.

A Huawei-authorized electronic license certificate is delivered to a customer at the same time
when Huawei delivers eSight to the customer. The customer can obtain the contract number,
product name, and product model from the license certificate, as shown in Figure 5-11.
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Figure 5-11 eSight license certificate
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Step 2 Obtain the server equipment serial number (ESN).

An ESN is a string that uniquely identifies a device. It is used to ensure that the license is granted
to the specified device.

1. Access the eSight login page, and log in to eSight as an administrator, as shown in Figure
5-12.

Figure 5-12 eSight login page

m : eSight AppBase

¢ Huawer ooy LogIn ‘

Copyright (C) Huaswel Technologies Co., Lid. 2011-2013. All rights reserved.

Please use IE 8 or Firefoocd.6. Optimal resclution: 1024 x 763,
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2. When logged in to eSight as an administrator, choose System > License Management.
Click Obtain ESN.
4. Generate an ESN.

® Method one: Select the network adapter on the eSight server, and click Generate
ESN.

eSight automatically obtains the network adapter information on the eSight server.
Record ESN information.

® Method two: Enter the Media Access Control (MAC) address of the eSight server, and
click Generate ESN.

(1 noTE

Ifthe server is equipped with multiple network adapters, record the ESNs for all the network adapters.

Step 3 Apply for an eSight license.

1. Visit https://app.huawei.com/flexnet/operationsportal. Click With Activation Id: on
the left to switch the login mode, and log in to the enterprise service FlexNet Operations
System (FNO) with the activation ID in the license certificate to activate and download the
license.

1 noTE

You can also click the link in the license certificate email to log in to the enterprise service FNO and
activate and download the license.

2. On the manage entitlements page, select the required activation ID, and click Activate.

1 noTE

If the remaining number of times for activating the activation ID is 0, the activation ID cannot be activated.
3.  Select the required activation ID, enter the ESN, and click Next.
(0 noTE

In the Datacom Enterprise Network Product Line, an activation ID maps an ESN. Here you are required
to enter an ESN, not an ESN range.

4.  Click Submit to generate a license file.
Select the generated license file, and click Download to download the license file.

6. In the dialog box that is displayed, click Save to save the license file to your computer.

—End

5.7.2 Loading an eSight License

This topic describes how to load an eSight license.

Prerequisites

A correct eSight license file must have been obtained.

(1 noTE

The license file name cannot contain any space. If the name contains a space, uploading or updating the
license file will fail. If the name of the obtained license file contains spaces, delete the spaces or change
them to _ before using the license file.
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Procedure

Step1 Access the eSight login page, and log in to eSight as an administrator, as shown in Figure

5-13.

Figure 5-13 eSight login page

F_m eSIght AppBase

User name:

Password
“ HUAWEI Verffication code: MZQ )
Copyright (C) Huswel Tachnologes Co,, Ltd, 2011-2013. Al rights reserved. Logln

Please use IE 8 or Frefoud.6. Optimal resolution: 1024 x 768,

Step 2 Choose System > License Management, and click Import License, as shown in Figure

5-14.

Figure 5-14 License Management page

% Home  License Manag...

Import License Refresh Obtain ESN
< Basic License Information
Yalidity period: 2012-02-02

4 License Resource Control

Resource Name License Usage

Maximum of Wireless LAN A - 4780/S000  No threshold
Manimum of BGP{MPLS VPN | ] 17/s00 No threshold

Maxirmum of SLA Manager S 82000 No threshold

4 License Function Control

Function Name Supported or Not

SNMP NBI Function Yes
Report Manager Function Yes
BGP/MPLS YPN Manager Function Yes

Step 3 Select a license file and click Import, as shown in Figure 5-15.

Major Alarm...

Reminding days ahead:

Resource Name

License Usage

Major Alarm...

Maximum of Manager Nodes I $72/20000 80%

Madmum of IPSec YPN Ma 20/2500

Function Name
WLAN Manager Function
SLA Manager Function

IPSec VPN Manager Function

No threshold

Supported or Not
Yes
Yes

Yes
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Figure 5-15 Import License page

# Home License Manag...

t > Import License Help

4 Import License
Licanse fie: Import

The upload icense fils must be less than 1M, After successfully uploasding the kcense Flie, you need to dick Apply to take effect.

Step 4 When the license file is imported, preview the content of the license file and click Apply.
To finish loading the license, re-log in to eSight.

—End

Follow-up Procedure

After the license file is loaded, log in to the eSight as an administrator. Choose System > License
Management, view the license expiration date, and check the license items and resource items.

5.8 Uninstalling eSight

This topic describes how to uninstall eSight.

Prerequisites
Before reinstalling or upgrading eSight, roll back the operating system of the eSight server to
the pre-hardened state. Otherwise, reinstalling or upgrading eSight may fail. For details, see
5.5.4 Rolling Back the Operating System to the Pre-hardened State.

Context
When eSight is uninstalled, the eSight database is uninstalled. To save the eSight database data,
back up files in the backupdata\history directory that is in the same directory as the eSight
installation directory in advance.

Procedure

Step 1 Choose Start > All Programs > eSight > shutdown eSight.

Step 2 Choose Start > All Programs > eSight > Shutdown Maintenance Tools.

Step 3 Choose Start > All Programs > eSight > uninstall.

Step 4 In the dialog box that is displayed, select the component to uninstall, and click Next.
Step 5 In the Confirm dialog box that is displayed, click Yes.

Step 6 In the Uninstallation Completed dialog box that is displayed, click Finish.

—--End

Issue 02 (2012-03-15) Huawei Proprietary and Confidential 82
Copyright © Huawei Technologies Co., Ltd.



Huawei eSight 5 Installing the eSight AppBase Professional Editions
Software Installation Guide (Windows)

Follow-up Procedure

1. Verify that the eSight shortcut icon on the desktop has been deleted.
2. Verify that the eSight installation directory has been deleted.
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Installing the eSight AppBase Professional
Editions (SUSE Linux)

About This Chapter

This topic describes how to install the eSight AppBase professional editions in the SUSE Linux
operating systems.

6.1 Installation Process

6.2 Preparing for the Installation
This topic describes how to prepare for the installation, including software and hardware
configuration requirements, and how to obtain required software.

6.3 Installing the Oracle Database
Before installing eSight professional edition on SUSE Linux, install the Oracle database.

6.4 Installing the eSight Server
This topic describes how to install the eSight server.

6.5 Security Hardening
This topic describes how to harden the security of the operating system on the eSight server after
the operating system, database, and eSight are installed.

6.6 Logging In to eSight
This topic describes how to log in to eSight from a client.

6.7 Registering Software
This topic describes how to apply for and load an eSight license.

6.8 Uninstalling eSight
This topic describes how to uninstall eSight.
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6.1 Installation Process

® Preinstallation scheme: The operating system and eSight system has been preinstalled on
the eSight server delivered to the site. For details about the default information configured
before the delivery, see 6.2.2 Installation Plan, to change the IP address and route on the
preinstalled SUSE Linux operating system, seel1.1 Configuring the Preinstalled
Operating System.

® Full-installation scheme: If you use a self-purchased server or the eSight system needs to
be reinstalled, see the installation process described in 11.2 Installing the SUSE Linux
Operating System Manually.

Figure 6-1 shows the eSight server installation process.

Figure 6-1 eSight server installation process

Prepare for the installation

Install the Oracle
database

Install the eSight
server

Security Hardening

Logging In to eSight

Register software

@ Optional

Mandatory

(1 noTE

In SUSE Linux, you must manually install the Oracle database before installing the eSight server. See the
Oracle 11g Database Installation Guide to install the database.

Table 6-1 lists installation stages.
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Table 6-1 Installation process description

No.

Installation Description

Reference

1

Describes how to prepare for the
installation, including software and
hardware configuration requirements,
and how to obtain required software.

6.2 Preparing for the Installation

Install the Oracle database.

6.3 Installing the Oracle Database

Describes how to install the eSight
server.

6.4 Installing the eSight Server

This topic describes how to harden the
security of the operating system on the
eSight server after the operating system,
database, and eSight are installed.

6.5 Security Hardening

Describes how to log in to eSight from a
client.

6.6 Logging In to eSight

Describes how to apply for and load an
eSight license.

6.7 Registering Software

6.2 Preparing for the Installation

This topic describes how to prepare for the installation, including software and hardware
configuration requirements, and how to obtain required software.

6.2.1 Configuration Requirements

This topic describes the configuration requirements on the eSight server.

Table 6-2 lists configuration requirements on the eSight server (professional edition).
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Table 6-2 Configuration requirements on the eSight server (professional edition)
Server Factory Manage | Java Operatin | Database | Client
Configur | Configurat | ment Heap g System Configur
ation ion Capacity | Size ation
(Number
of NEs)
CPU: PC server- 0-200 1.5GB | SUSEI1 Oracle 11g | ® Interne
1*dual- IBM Linux SP1 | standard t
core 2 GHz | X3650M3- Chinese Explor
or above Xeon simplified er 8
Memory: 4 quadri-core or English ® Firefox
GB 1255153(2}6 version 3.6
. or

Disk NOTE
space: 40 above-4G Use either

pace: (1x4G)-2*3 of the
GB 00GB preceding
CPU: 200-500 browsers.
2*dual-
core 2 GHz
or above
Memory: 4
GB
Disk
space: 60
GB
CPU: PC server- 500-2000 | 3 GB
2*quadri- | IBM
core 2 GHz | X3650M3-2
or above *Xeon
Memory: 8 quadri-core
GB E5506

. 2.13G or
Disk above-8G
space: 120 (2x4G)-3*3
GB 00GB
CPU: PC server- 2000-5000 | 8 GB
2*quadri- | IBM
core 2G or | X3650M3-2
above *Xeon
Memory: quadri-core
) above-16G
Disk (2x8G)-3*3
space: 250 00GB
GB
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Server Factory Manage | Java Operatin | Database | Client
Configur | Configurat | ment Heap g System Configur
ation ion Capacity | Size ation
(Number
of NEs)

CPU: PC server- | 5000-2000 | 16 GB

4*quadri- | IBM 0

core 2G or | X3850X5-4

above *Xeon Octa-

Memory: core

32 GB E7-4820

. 2.0G or

Disk above-32G

space: 320 (8x4G)-8*3

GB 00GB

6.2.2 Installation Plan

This topic describes how to plan installation information, such as the IP address, host name, and
password, to help correctly install eSight.

®  When the preinstallation scheme is used, information such as the IP address and password
described in this topic is the default information after the preinstallation. Modify the
information based on your site environment.

®  When the full installation scheme is used, information such as the IP address and password
described in this topic is for your reference. Modify the information based on your site
environment.

Plan for User Names and Passwords

Table 6-3 Plan for user names and passwords

Item User Name Password
SUSE Linux root Changeme123
operating system
eSight software admin Changeme123
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Plan for Host Names and IP Addresses

Table 6-4 Plan for host names and IP addresses

Item Setting
Host name eSightServer
NOTE

When the eSight server is delivered to the site, change the server host name
based on your site environment.

IP address 129.9.1.1

NOTE
When the eSight server is delivered to the site, change the operating system
IP address based on your site environment. Then synchronize the operating
system [P address to the eSight server by referring to 13.5.1 Synchronizing
the eSight Server IP Address to eSight.

Subnet mask 255.255.255.0

Default gateway 129.9.1.254

Plan for Disk Partitions

Before installing the operating system, you must plan disk partitions. Table 6-5 describes the
server disk partition plan.

(1 noTE

® Three 300 GB hard disks are configured for a standard PC server. If RAID 5 is created, you do not
need to partition the disks.

® RAID 5 has been created for IBM X3650M3 servers that are preinstalled with operating systems. You
do not need to change the RAID settings.

® Youmustcreate RAID 5 for IBM X3650M3 servers that are not preinstalled with any operating systems
before operating system installation. For details, see 13.5.8 How Do I Create RAID 5 for Three or
More Hard Disks on an IBM X3650 M3 Server.

Table 6-5 Plan for disk partitions

Disk Partition Size Used To
/ 50 GB Install the operating system.
/opt Remaining space Install the database and eSight system.

Plan for Installation Paths

Table 6-6 Plan for installation paths

Software Installation Path
eSight /opt/eSight
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Software Installation Path
Oracle /opt/oracle

Plan for the Time Zone

Table 6-7 Plan for the time zone

Item Setting
Time zone Asia > Beijing
NOTE
Change the time zone and time based on your site environment.

6.2.3 Obtaining Required Software

This topic describes how to obtain required software.

The eSight server can be installed in either of the following ways:
® Using CD-ROMs: Obtain the required CD-ROMs.

®  Using installation packages: Obtain the required installation packages.

Using CD-ROMs

Obtain the following CD-ROMs listed in Table 6-8:

Table 6-8 CD-ROM list

Software CD-ROM

eSight installation eSight application platform (professional edition)
software of
professional edition

Using Installation Packages

Method of obtaining installation packages:
Go to the enterprise network website http://enterprise.huawei.com/cn/.

To download eSight installation software of professional edition, choose SUPPORT > Software
Download > Network Management > eSight.

Obtain the following installation packages listed in Table 6-9:
(0 noTE

In an installation package, version indicates the detailed version number of the eSight.
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Table 6-9 Software list (professional edition)

Software Name Description

eSight eSight AppBase version This software is mandatory and is
installation Professional SUSE.zip used to install eSight of the
software professional edition. The Oracle
(professional database is used.

edition)

6.2.4 Uploading and Decompressing Installation Packages

This topic describes how to upload installation packages to the eSight server and decompress
them.

Prerequisites

The installation packages have been obtained. For details, see 6.2.3 Obtaining Required
Software.

Procedure
Step1 Run the following command to create the /opt/install directory:
# mkdir /opt/install
Step 2 Log in to the computer where the software packages reside.
Step 3 Choose start > Run. Then, enter ftp the_system_IP_address_of server and click OK.

1 noTE

Before starting the transfer, enable the FTP service on the server. For details, see 13.2.1 How to Start/
Stop the FTP, TFTP, SFTP, and Telnet Services.

Step 4 Enter root as the user name of the server.
User (IP address: (none)) :root
Step 5 Enter the password of the root user.
Password:
Step 6 Set the FTP transmission mode to binary.
ftp> bin
Step 7 Enter the path where the software packages are stored on the computer.
ftp> lcd the path where the software packages are stored on the computer
Step 8 Enter the /opt/install directory.
ftp> cd /opt/install

Step 9 Run the put command to upload all required software packages to the server:

ftp> put Name of software package
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Wait for amoment. When the software packages are uploaded, a message is displayed, indicating
that the transfer is complete.

A CAUTION

Upload all of the needed software packages to the server.

After the transfer is complete, disable the FTP service. For details, see 13.2.1 How to Start/
Stop the FTP, TFTP, SFTP, and Telnet Services.

Step 10 Run the following command to exit from FTP:
ftp> quit

Step 11 Run the following commands to switch to the directory where the software packages reside, and
then run the unzip command to decompress the uploaded software packages on the server.

# cd /opt/install
# unzip Software package name -d Directory name after decompression

----End
6.3 Installing the Oracle Database
Before installing eSight professional edition on SUSE Linux, install the Oracle database.

Procedure

Step 1 See the Oracle 11g Database Installation Guide to install the database.

A CAUTION

® When installing the Oracle database, set the character set to UTF-8 to support globalization.

® The Oracle 11g database password is valid for 180 days by default. If a password expires,
eSight is unavailable. Change the password validity period before it expires. For details, see
13.4.2 How to Change the Oracle Password Validity Period.

® The Oracle SGA cannot be smaller than 800 MB and its recommended size is 1.6 GB. If the
size is smaller than 800 MB, the database performance cannot meet the requirements of
eSight.

Step 2 Configure the Oracle database to ensure that it runs properly. For details, see 13.4.3 How to Set
Some Important Parameters During the Creation of an Oracle Database.

—End

6.4 Installing the eSight Server

This topic describes how to install the eSight server.
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Prerequisites

Context

The Oracle database has been installed. If the Oracle database is not installed, refer to the
Oracle database installation guide to install it.

The server IP address monitored by the Oracle database is the same as the IP address set
during eSight installation. For details, see 13.4.1 How to Check the Server IP Address
Monitored by the Oracle Database.

The host names in the configuration files for the SUSE Linux operating system are the
same. For details, see 13.2.2 How to Check Whether Host Names in the SUSE Linux
System File Are the Same.

The network adapter is enabled.
The eSight server IP address has been set.

The FTP service has been disabled after the installation package is uploaded using FTP.
For details, see 13.2.1 How to Start/Stop the FTP, TFTP, SFTP, and Telnet Services.

A CAUTION

The eSight installation files must be stored on the local computer.

Procedure

Step1 Run the setup.sh file to start eSight installation.
® Method one: Use a CD-ROM.

1.

2.

Insert the CD-ROM into the CD-ROM drive, and run the following commands in the
CD-ROM root directory:

# cd /opt/install
# chmod u+x setup.sh
# ./setup.sh

The Select Language dialog box is displayed.

® Method two: Use installation packages.

1.

Decompress all installation packages to a same directory. Use WinRAR files as an
example. Select all required packages, right-click, and choose Extract Here from the
shortcut menu.

A CAUTION

To ensure successful eSight server installation, verify that all installation path names
(installation package path and eSight installation path) contain only the following
characters: letters, digits, underscores (_), and space characters.

Run the following commands in the installation package directory:

# cd /opt/install/Directory names after decompression
# chmod u+x setup.sh
# ./setup.sh
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3. The Select Language dialog box is displayed.
Step 2 Select English and click OK.
The Introduction dialog box is displayed.

(1 noTE

The system automatically checks whether the current environment meets requirements for installing eSight
software. If the current environment does not meet the requirements, the associated message is displayed.

Step 3 Click Next.
The Copyright Notice dialog box is displayed.
Step 4 Select I accept these terms, and click Next.

The Server Parameters dialog box is displayed, as shown in Figure 6-2.

Figure 6-2 Server Parameters

Server Parameters

Parameters Server [P Address: [10.137.58.203 -
Server Port: |8080 |
Installation Directary: [fopt/esigh] [
Installation Proce
[ < Previous ][ Mext = ] [ Cancel

1 noTE

® Server IP Address: Default IP address of the eSight server host. If the server has multiple IP addresses,
select a public IP address from the drop-down list box.

® Port: The default port number is 8080. Change the value based on your site environment.

® Installation Directory: eSight server installation directory, which can be manually changed.

A CAUTION

To ensure successful eSight server installation, verify that the eSight server installation directory
is empty before the installation.

Step 5 Click Next.

The Select Software Components dialog box is displayed, as shown in Figure 6-3.
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Figure 6-3 Select Software Components

eSight

AppBase Setup... Select Software Components
~Components ~Component Information
B W eSight ()
B [l Basic Package
— MTORO Management

— WLog Management
— MAlarm Management

— WSecurity Managerment

— WPerformance Management

— MIME Management

— lUserdefined Device Management
— WILink Management

— MPhysical Resources

— WConfigure File Management
— Data Backup and Restore

| . v

= Previous ][ Mext = ] [ Cancel

(1 noTE

® Components under Basic Package are dimmed by default, and must be installed.

® Select required components under Business Component. eSight components support incremental
installation. If a component is not installed during the first eSight server installation, it can be installed
during the next eSight server installation.

® To install the eSight server professional edition, select Hierarchical OSS Manager.
Step 6 Click Next.

The Database Parameters dialog box is displayed, as shown in Figure 6-4.

Figure 6-4 Database Parameters

Database Parameters

Database Type: [oracle - |

Database Parameter e e |SYSTEM |
Password: | |
Listener Port: [1521 |
SID: | |

Iry
Diata file directony [apt/esightDocData I ...
< Previous ][ MNext = ] [ Cancel
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(1 noTE

® Super User: Retain the default value SYSTEM.

Password: Set it to the password of the super user specified during Oracle database installation.

Listener Port: The default port number is 1521. Change the value based on your site environment.

SID: Set it to the instance name specified during Oracle database installation.

Data file directory: Data file installation directory, which can be manually changed.

After setting the preceding parameters, click Try. If Successful is displayed, parameters are set
correctly; otherwise, reset the parameters.

(1 noTE

If you click Try and Next, the system automatically checks the current database charterer set. If the
character set is not UTF-8, a message is displayed.

Step 7 Click Next.
The Confirm Installation dialog box is displayed.

Step 8 Verify the installation information, and click Next.
(L note

If the installation information is incorrect, click Previous to reset installation information.

Step 9 The system starts to install the eSight server. After about 5 minutes, the Installation
Completed dialog box is displayed.

(1 noTE

In the Installation Completed dialog box, Start eSight immediately and Start backup server are
unselected by default. Keep the default settings.

Step 10 Click Finish. The eSight server installation is complete.

—End

6.5 Security Hardening

This topic describes how to harden the security of the operating system on the eSight server after
the operating system, database, and eSight are installed.

6.5.1 Security Hardening Background

This topic describes the security hardening purpose and prerequisites.

Security Hardening Purpose
The eSight server has the following potential security risks:

®  During the installation of the operating system, many services and ports are enabled by
default. In this situation, the operating system is prone to malicious attacks.

® System file properties and environment variables have some defects, which increase system
security risks.

The operating system can be hardened by using technologies to add, modify, or tailor system
modules and components.
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Security hardening removes system defects and security vulnerabilities and ensures secure and
stable system running.

Security Hardening Prerequisites
® The operating system parameters have been set or modified.

®  cSight has been installed or upgraded.

6.5.2 Obtaining Required Software

This topic describes how to obtain required software.

Obtain the MainAst installation package, install the MainAst on your computer, and use the
MainAst to harden the security of the operating system.

A CAUTION

Do not install the MainAst on the eSight server.

Obtaining the MainAst Installation Package

Visit http://enterprise.huawei.com/en/ to obtain the MainAst installation package Breeze
MainAst-1_1_16-win.exe.

6.5.3 Hardening the Security of the Operating System

This topic describes how to use the MainAst to harden the security of the operating system.

6.5.3.1 Security Hardening Process

Figure 6-5 shows the security hardening process.
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Figure 6-5 Security hardening process

Exporting

Hardening

6.5.3.2 Preparing for Security Hardening

This topic describes how to prepare for security hardening.

Procedure

Step 1 Obtain the security hardening package of the operating system.

Visit http://enterprise.huawei.com/en/ to obtain the security hardening package of the
operating system ESIGHT_SUSE11_PACKAGEV200R002C00.zip.

—End

6.5.3.3 Importing the Security Hardening Package

This topic describes how to import the security hardening package into the MainAst before
security hardening.

Procedure

Step1 Double-click the MainAst icon on the desktop to start the MainAst. The MainAst login page is
displayed.
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Step 2 Enter the user name and password, and click Login.
The default user name and password are both admin.

The Tip of the Day dialog box is displayed at your first login, with information about software
structure and usage. Set whether to display the dialog box at your later logins.

Step 3 Set parameters in the Initial Setting window.
When you close the Tip of the Day dialog box, the Initial Setting window is displayed.

1. Select products.

2. Inthe Set Connection area, enter the user name and password for logging in to http://
support.huawei.com/.
If you do not obtain the user name and password, contact Huawei technical support or
register at http://support.huawei.com/.

3. In the Office Setting area, configure office information.

4. Click OK.

Step 4 Double-click the iSecBox icon on the Toolkit tab page.

Step 5 In the Enter the toolbox for security hardening dialog box that is displayed, enter yes or
YES and click OK.

Step 6 Choose Security Reinforcement > Manage Device Info > Import Package on the left of the
iSecBox page.

Step 7 In the Select the Compressed File of the Service Type Package dialog box that is displayed,
select the security hardening package of the operating system, and click Open to import the
package into the MainAst.

If the security hardening package is imported successfully, the system displays a message
indicating import success.

Step 8 Click OK to finish importing the security hardening package of the operating system into the
MainAst.

—End

6.5.3.4 Adding the eSight Server

This topic describes how to add the eSight server to the iSecBox and associate the security
hardening package with the eSight server.

Prerequisites
The following information has been obtained:
®  cSight server [P address
® User name and password of the Secure Shell (SSH) and Secure File Transfer Protocol
(SFTP) protocols for security hardening
Procedure

Step1 Choose Security Reinforcement > Manage Device Info > Device Manager on the left of the
iSecBox page.
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Step 2 Choose Add Device on the left of the Device Manager page.

Step 3 Set parameters on the Add Device page that is displayed, as shown in Table 6-10.

Table 6-10 Add Device page

Parameter

Setting

Group Name

Set this parameter based on your site scenario.

Ifno option is available, click .‘Cﬂ, and add a group in the Add Group dialog
box that is displayed.

Device name

Set this parameter based on your site scenario.

Device names must be unique in the MainAst.

Single/Dual Set this parameter to Single Host.

Host type Set this parameter to SUSE.

IP address Set this parameter based on your site scenario.

Multihop If connecting to a target host requires multihop, select Multihop, click

Setting, and configure host information involved in multihop in the window
that is displayed.

Step 4 On the User Info tab page, configure user information.

1.
2.

3.

4.

Click Next.

Configure user information on the User Info tab page, as shown in Table 6-11.

Table 6-11 Configuring user information

Parameter Setting
User Name Add the root and oracle users.
Password/ Set this parameter to the password or key for logging in to the eSight
Key server.
Protocol Select SSH and SFTP, and set port numbers.
Switch User ® Sclect oracle for the root user.
® [gnore this parameter for the oracle user.

Click Test to test the connection between the MainAst and the eSight server.

® [fthe MainAst is connected to the eSight server, the account is in the Connect
success state.

® [fthe MainAst is disconnected from the eSight server, the account is in the Connect
failed state. Verify that the eSight server information and protocol information are
correct and the eSight server is running properly.

Click Next.

Step 5 On the Service Info tab page, configure service information.
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Step 6

Step 7

1. Click 52 next to Service Type.

2. Inthe Add service dialog box that is displayed, select the security hardening package of
the operating system.

3. Click OK.
Click Finish.
Click OK in the dialog box that is displayed.

——-End

6.5.3.5 Hardening the Security of the Operating System

Procedure
Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

This topic describes how to harden the security of the operating system.

Choose Security Reinforcement on the left of the iSecBox page.

On the Device tab page on the right, select the security hardening package of the operating system
on the eSight server.

Choose Configure > Reinforcement Items.

In the Reinforcement Items window that is displayed, select subitems under Uninstall.

A CAUTION

Items except Uninstall are selected by default. You are advised to retain the default settings.

® Select subitems under Uninstall based on your site scenario. Subitems selected here cannot
be rolled back to the pre-hardened state.

® The graphical user interface (GUI) service of items other than Uninstall is unavailable after
security hardening and cannot be rolled back. You must run the xdm restart command to
start the GUI service.

Click OK.

Choose Security Reinforcement > Reinforcement > Start Reinforce on the left; or right-click
the security hardening package of the operating system on the eSight server, and choose Start
Reinforce from the shortcut menu.

The MainAst hardens the security of the operating system on the target host. When the progress
reaches 100%, hardening the security of the operating system is complete.

—End

6.5.3.6 Viewing the Security Hardening Result

This topic describes how to view the security hardening result.
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Procedure

Step1 Choose Security Reinforcement on the left of the iSecBox page.

Step 2 Select the security hardening package on the device where security hardening has been
performed, choose Reinforcement Result > View Results in the navigation tree; or right-click
the security hardening package, and choose View Results from the shortcut menu.

Step 3 Click the Summary Info tab, and view security hardening summary.

Step 4 Click the Detail Info tab, and view details of each hardening item.

[ ) 1: indicates that the hardening result meets the hardening criteria.
® : indicates that the hardening result does not meet the hardening criteria.

L] 1: indicates that a hardening item is not involved in security hardening.

(1 noTE

When Reference, Result, and Message contain much content, some information may be not displayed in

the text box. Click @ to view complete information.

——End

6.5.3.7 Exporting Security Hardening Reports

This topic describes how to export and view security hardening reports.

Procedure

Step1 Choose Security Reinforcement on the left of the iSecBox page.

Step 2 Select the security hardening package on the device where security hardening has been
performed, choose Reinforcement Result > Generate Reports in the navigation tree; or right-
click the security hardening package, and choose Generate Reports from the shortcut menu.

Step 3 Select the path where security hardening report files are saved and click OK.
Step 4 Click OK to export security hardening reports.

——-End

Follow-up Procedure

1. Access the test folder on the computer where you harden the security of the operating
system.

2. Open index.html in the test folder to view security hardening reports.

6.5.4 Rolling Back the Operating System to the Pre-hardened State

This topic describes how to roll back the operating system to the pre-hardened state. After the
operating system is rolled back to the pre-hardened state, system parameters restore to default
settings before security hardening, but the selected subitems under Uninstall cannot be rolled
back to the pre-hardened state.
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Context

Before reinstalling or upgrading eSight, roll back the operating system of the eSight server to
the pre-hardened state. Otherwise, reinstalling or upgrading eSight may fail.

Procedure

Step 1 Log in to the operating system as the oracle user.

Step 2 Switch to the root user.

> su - root

Enter the password of the root user.

Step 3 Modify the /ete/ssh/ssh_config file.

# vi /etc/ssh/ssh_config

Set PasswordAuthentication to yes.

PasswordAuthentication yes

Step 4 Modify the /etc/ssh/sshd_config file.

# vi /etc/ssh/sshd_config

® Sct PermitRootLogin to yes.

® Sect PasswordAuthentication to yes.

PermitRootLogin yes

PasswordAuthentication yes

Step 5 Restart the sshd.

# service sshd restart

Step 6 Before using the MainAst to roll back the operating system to the pre-hardened state, perform
the following operations:

1.

Double-click the MainAst icon on the desktop to start the MainAst. The MainAst login
page is displayed.

Enter the user name and password, and click Login.

The default user name and password are both admin.
Double-click the iSecBox icon on the Toolkit tab page.

In the Enter the toolbox for security hardening dialog box that is displayed, enter yes or
YES and click OK. The iSecBox page is displayed.

Roll back the operating system to the pre-hardened state.
On the iSecBox page, select the service package on the eSight server and choose Security

Reinforcement > Reinforcement > Roll Back to roll back the operating system to the pre-
hardened state.
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If the value of state is Rollback success, the operating system is rolled back to the pre-hardened state.

—End

6.6 Logging In to eSight

Prerequisites

Procedure

Step 1

Step 2

This topic describes how to log in to eSight from a client.

The eSight server installation has been completed.

The IP addresses of eSight and eSight server have been synchronized. If IP addresses are not
synchronized, synchronize the eSight IP address with the eSight server IP address. For details,
see 13.5.1 Synchronizing the eSight Server IP Address to eSight.

The server IP address monitored by the Oracle database and eSight server IP address have been
synchronized. For details, see 13.4.1 How to Check the Server IP Address Monitored by the
Oracle Database.

Check whether the eSight service has started. If the eSight service has not started, perform the
following steps to start it:

# cd /opt/eSight/ AppBase/bin
# ./run.sh

If Loading kernel is displayed, the eSight service has been started. Otherwise, wait until the
eSight service starts. When the status of every process is started and System start
completely is displayed, the eSight service has been started.

Log in to the eSight server from the client.

® [og in to the eSight server from the Window Internet Explorer 8.

1. Open the Internet Explorer.

2. Choose Tools from the main menu.
3. Select Compatibility View Settings.
4

In the Compatibility View Settings dialog box, clear the Display intranet sites in
Compatibility View and Display all websites in Compatibility View check boxes.

Click Close.

6. Choose Tools > Internet Options > Security > Custom Level from the main menu.

W

7.  Locate the Downloads node. In Automatic prompting for file downloads, select
Enable.

8. Click OK.

9. In the address box, enter http://eSight server IP address:port number, and press
Enter.
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A CAUTION

If the server has multiple IP addresses, enter the IP address selected during eSight server
installation in the address box. If another IP address is entered, access to the server fail.

Ifyou enter localhost or 127.0.0.1 as the eSight server IP address, the security certificate
cannot be installed.

10. Optional:

If you log in to the eSight server for the first time, the message "There is a problem with
this website's security certificate." is displayed. Click Continue to this website (not
recommended)., as shown in Figure 6-6.

Figure 6-6 There is a problem with this website's security certificate

g) There is a problem with this website's security certificate.
A

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool vou or intercept any data vou send to the
server,

We recommend that you close this webpage and do not continue to this website.
& Click here to close this webpage.

& Continue to this website (nat recommended).

@ More information

11. Optional:
On the left of the address bar, click Certificate Error.

12. In the Untrusted Certificate dialog box, click View certificates, as shown in Figure
6-7.
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Figure 6-7 Untrusted Certificate

- @,‘ Certificate Erraor

-_. x
'-ka-' Lntrusted Certificate

e

The security certificate presented by this
weebsite was not issued by a trusted
certificate authority.

This problern rmight indicate an atternpt to
fool wou or intercept any data you send to
the server,

YWiie recormmend that you close this webpage,

Ahout certificate errars

Wiewy certificates

13. Inthe Certificate dialog box, select the General tab and click Install Certificate..., as
shown in Figure 6-8.
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Figure 6-8 Certificate

g

Certificate

General | Details | Certification Path

.@ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued bo: 10.137.59.249

Issued by: 10,137.59.249

valid from 2011} 7/ 4 to 2071} 5} 12

[Install Certificate. ] Issuer Stakement

Learn more abouk certificakes

14. In the Certificate Import Wizard dialog box, click Next, as shown in Figure 6-9.
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Figure 6-9 Certificate Import Wizard

= =l

Certificate Import MWizard &3

Welcome to the Certificate Import

Wizard
P | This wizard helps wou copy certificates, certificate trust
L= % lists, and certificate revocation lisks From your disk to a
= certificate store,

& certificate, which is issued by a certification authority, is
a canfirmation of wour identity and contains information
used ko protect data or ko establish secure netwaork,
conneckions. A certificate store is the system area where
certificates are kept,

To continue, click Mext,

< Back Mext = | | Cancel

15. In the Certificate Store dialog box, choose Place all certificates in the following
store, as shown in Figure 6-10.
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Figure 6-10 Certificate Store

' =]

Certificate Import Wizard

Cartificate Store
Certificate stores are svstem areas where certificates are kept.

Windows can automatically select a certificate store, or vou can specify a location For
the certificate,

1 Automatically select the certificate store based on the tvpe of certificate

@) Place all certificates in the Following store:

Certificate store:
Browse, .,

Learn more about certificate stores

< Back J[ Mext = ]I Cancel

16. Click Browse, choose Trusted Root Certification Authorities, as shown in Figure
6-11.

Figure 6-11 Select Certificate Store

-

select Certificate Store @

Select the certificate skare wou wank ko use,

| Persanal
i | Trusted Roat Certification Autharities L
| Enterprise Trust r
| Intermediate Certification Autharities
| Active Directary User Object

A Truckad Buiblichers
i b

[] shows phyysical skores

(a4 ] I Cancel

17. Optional: Click OK.
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18.
19.
20.
21.
22.

23.

Optional: Click Next.

Optional: Click Finish.

Optional: In the Security Warning dialog box, click Yes.
Optional: Click OK to complete certificate import.

Optional: Restart the Window Internet Explorer 8, enter http://eSight server IP
address:port number in the address box, and press Enter.

Enter the user name admin and the default password Changeme123, and click Log
In.

® Log in to the eSight server from the Firefox 3.6.

1.

—--End

In the address box, enter http://eSight server IP address:port number, and press
Enter.

Optional: If you log in to the eSight server for the first time, the message "This
Connection is Untrusted" is displayed. Click I Understand the Risks.

Optional: Click Add Exception....

Optional: Select Permanently store this exception and click Confirm Security
Exception.

Enter the user name admin and the default password Changeme123, and click Log
In.

6.7 Registering Software

This topic describes how to apply for and load an eSight license.

6.7.1 Applying for an eSight License

This topic describes how to apply for an eSight license. A license file is an authentication file
that a special encryption tool generates based on the information about the contract that a user
signs with Huawei and the information about the server where the eSight is installed. After
obtaining a license file, load it to eSight manually to obtain permission to use eSight.

Procedure

Step1 Obtain the contract information.

A Huawei-authorized electronic license certificate is delivered to a customer at the same time
when Huawei delivers eSight to the customer. The customer can obtain the contract number,
product name, and product model from the license certificate, as shown in Figure 6-12.
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Figure 6-12 eSight license certificate
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Step 2 Obtain the server equipment serial number (ESN).

An ESN is a string that uniquely identifies a device. It is used to ensure that the license is granted
to the specified device.

1. Access the eSight login page, and log in to eSight as an administrator, as shown in Figure
6-13.

Figure 6-13 eSight login page

m : eSight AppBase

¢ Huawer ooy LogIn ‘

Copyright (C) Huaswel Technologies Co., Lid. 2011-2013. All rights reserved.

Please use IE 8 or Firefoocd.6. Optimal resclution: 1024 x 763,
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2. When logged in to eSight as an administrator, choose System > License Management.
Click Obtain ESN.
4. Generate an ESN.

® Method one: Select the network adapter on the eSight server, and click Generate
ESN.

eSight automatically obtains the network adapter information on the eSight server.
Record ESN information.

® Method two: Enter the Media Access Control (MAC) address of the eSight server, and
click Generate ESN.

(1 noTE

Ifthe server is equipped with multiple network adapters, record the ESNs for all the network adapters.

Step 3 Apply for an eSight license.

1. Visit https://app.huawei.com/flexnet/operationsportal. Click With Activation Id: on
the left to switch the login mode, and log in to the enterprise service FlexNet Operations
System (FNO) with the activation ID in the license certificate to activate and download the
license.

1 noTE

You can also click the link in the license certificate email to log in to the enterprise service FNO and
activate and download the license.

2. On the manage entitlements page, select the required activation ID, and click Activate.

1 noTE

If the remaining number of times for activating the activation ID is 0, the activation ID cannot be activated.
3.  Select the required activation ID, enter the ESN, and click Next.
(0 noTE

In the Datacom Enterprise Network Product Line, an activation ID maps an ESN. Here you are required
to enter an ESN, not an ESN range.

4.  Click Submit to generate a license file.
Select the generated license file, and click Download to download the license file.

6. In the dialog box that is displayed, click Save to save the license file to your computer.

—End

6.7.2 Loading an eSight License

This topic describes how to load an eSight license.

Prerequisites

A correct eSight license file must have been obtained.

(1 noTE

The license file name cannot contain any space. If the name contains a space, uploading or updating the
license file will fail. If the name of the obtained license file contains spaces, delete the spaces or change
them to _ before using the license file.
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Procedure

Step1 Access the eSight login page, and log in to eSight as an administrator, as shown in Figure

6-14.

Figure 6-14 eSight login page

P Huawe

Copright (C) Huswel Tachnokogies Co., Ltd, 2011-2013, All ights reserved.

6-15.

eSight AppBase
User name:
Password
Verffication code: MZQ -
Log In

Please use IE 8 or Frefoud.6. Optimal resolution: 1024 x 768,

Figure 6-15 License Management page

% Home  License Manag...
Import License Refresh Obtain ESN
< Basic License Information
Yalidity period: 2012-02-02

4 License Resource Control
Resource Name License Usage

Maximum of Wireless LAN A
Maxirnum of BGPIMPLS VPN... | ] 17/s00

8/2000

4 License Function Control

Maxirnum of SLA Manager S

Function Name

SNMP NBI Function Yes
Report Manager Function Yes
BGP/MPLS YPN Manager Function Yes

Major Alarm...

| <750/5000  No threshold

No threshold

No threshold

Supported or Not

Reminding days ahead: 15

Resource Name

License Usage

Step 2 Choose System > License Management, and click Import License, as shown in Figure

Major Alarm...

Maximum of Manager Nodes I $72/20000 80%

Madmum of IPSec YPN Ma 20/2500

Function Name
WLAN Manager Function
SLA Manager Function

IPSec VPN Manager Function

Step 3 Select a license file and click Import, as shown in Figure 6-16.

No threshold

Supported or Not
Yes
Yes

Yes
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Figure 6-16 Import License page

# Home License Manag...

t > Import License Help
4 Import License
License File: Import

The upload icense fils must be kess than 1M, After successfully uploading the kcense file, you need to dick Apply to take effect

Step 4 When the license file is imported, preview the content of the license file and click Apply.
To finish loading the license, re-log in to eSight.

—End

Follow-up Procedure

After the license file is loaded, log in to the eSight as an administrator. Choose System > License
Management, view the license expiration date, and check the license items and resource items.

6.8 Uninstalling eSight

This topic describes how to uninstall eSight.

Prerequisites
Before reinstalling or upgrading eSight, roll back the operating system of the eSight server to
the pre-hardened state. Otherwise, reinstalling or upgrading eSight may fail. For details, see
6.5.4 Rolling Back the Operating System to the Pre-hardened State.

Context
When eSight is uninstalled, the eSight database is uninstalled. To save the eSight database data,
back up files in the backupdata\history directory that is in the same directory as the eSight
installation directory in advance.

Procedure

Step1 Stop eSight.
# cd /opt/eSight/AppBase/bin
# ./stop.sh
Step 2 Stop the maintenance tool.
# cd /opt/eSight/mttools/bin
# ./stop.sh
Step 3 Start the eSight uninstallation program.
# cd /opt/eSight/uninstall

# ./uninstall.sh
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Step 4 In the dialog box that is displayed, select the component to uninstall, and click Next.
Step 5 In the Confirm dialog box that is displayed, click Yes.
Step 6 In the Uninstallation Completed dialog box that is displayed, click Finish.

—-End

Follow-up Procedure

1. Verify that the eSight shortcut icon on the desktop has been deleted.
2. Verify that the eSight installation directory has been deleted.
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Installing MPLS VPN Components

About This Chapter

This topic describes how to install MPLS VPN components.
7.1 Installation Process

7.2 Preparing for the Installation
This topic describes how to prepare for the installation, including understanding the software
and hardware configuration requirements and obtaining required software.

7.3 Installing eSight Components
This topic describes how to install eSight components.

7.4 Logging In to eSight
This topic describes how to log in to eSight.

7.5 Registering Software
This topic describes how to apply for and load an eSight license.

7.6 Uninstalling eSight Components
This topic describes how to uninstall eSight components.
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7.1 Installation Process

Preinstallation scheme: The operating system, eSight AppBase, and eSight components
have been preinstalled on the eSight server delivered to the site. For details about the default
information configured before the delivery, see 5.2.2 Installation Plan.

Full installation scheme: If you use a self-purchased server or AppBase or eSight
components need to be reinstalled, see the installation process described in this document.

Figure 7-1 shows the eSight component installation process.

Figure 7-1 eSight component installation process

Prepare for the installation
[ Installing eSight
Components _

Logging In to eSight ‘

| Register software

Table 7-1 describes the process of installing eSight components in full installation mode.

Table 7-1 Process of installing eSight components in full installation mode

No.

Installation Description

Reference

1

Prepare for the installation, including
understanding the software and hardware
configuration requirements and
obtaining required software.

7.2 Preparing for the Installation

Install eSight components.

7.3 Installing eSight Components

log in to eSight.

7.4 Logging In to eSight

Apply for and load an eSight license file.

7.5 Registering Software
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7.2 Preparing for the Installation

This topic describes how to prepare for the installation, including understanding the software
and hardware configuration requirements and obtaining required software.

7.2.1 Configuration Requirements
This topic describes the eSight component requirements on server configurations.

eSight components can be installed only on AppBase of the standard or professional edition.
eSight component requirements on server configurations are the same as those of AppBase.
Table 7-2 lists eSight component configuration requirements.

Table 7-2 eSight component configuration requirements

AppBase Edition Configuration Requirements

Standard edition (Windows) 4.2.1 Configuration Requirements
Professional edition (Windows) 5.2.1 Configuration Requirements
Professional edition (SUSE Linux) 6.2.1 Configuration Requirements

7.2.2 Obtaining Required Software

This topic describes how to obtain software required for installing eSight components.

eSight can be installed in the following ways:
® Using CD-ROMs: Required CD-ROMs must be obtained.

® Using installation packages: Required installation packages must be obtained.

Using CD-ROMs

Obtain the following CD-ROMs listed in Table 7-3:

Table 7-3 CD-ROM list

Software CD-ROM

eSight MPLS VPN eSight MPLS VPN management component
component installation
software

Using Installation Packages
Method of obtaining installation packages:

Go to the enterprise network website http://enterprise.huawei.com/cn/.
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Choose SUPPORT > SoftWare Download > Network Management > eSight to download

the installation package.

Obtain the following installation packages listed in Table 7-4:

(1 noTE

In an installation package, version indicates the detailed version number of eSight.

Table 7-4 Installation package list

Softwar | Operati | Name Description
e ng
System

eSight Windows | eSight MPLS VPN version | This software is mandatory and

MPLS Win.zip is used to install eSight

VPN components on the Windows

compone operating system.

?r:stallatio SUSE eSight MPLS VPN version | This software is mandatory and

n Linux SUSE.zip is used to install eSight

software components on the SUSE Linux
operating system.

7.3 Installing eSight Components

This topic describes how to install eSight components.

Prerequisites
® The operating system has been installed on an eSight server host.
®  AppBase has been installed on the eSight server host.
® Installation software has been obtained. For details, see 7.2.2 Obtaining Required
Software.
®  The network adapter is enabled.
® The eSight server has assigned a static IP address.
®  cSight has stopped.
Context

eSight components can be installed only on AppBase of the standard or professional edition.

A CAUTION

The eSight installation files must be stored on the local computer.
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Procedure

Step 1 Log in to the operating system as the administrator user.

Step 2 Double-click the setup.exe file to start eSight component installation.
Windows operating system:
® Method one: Use CD-ROMs.

1. Put the CD-ROM into the CD-ROM drive, and double-click the setup file in the CD-
ROM root directory.

2. The Select Language dialog box is displayed.
® Method two: Use installation packages.
1. Decompress all installation packages to a same directory. Take WinRAR files as an

example. Select all required packages, right-click, and choose Extract Here from the
shortcut menu.

A CAUTION

To ensure successful eSight server installation, verify that all installation path names
(installation package path and eSight installation path) contain only the following
characters: letters, digits, and underscores ().

2. Double-click the setup file in the installation package directory.
The Select Language dialog box is displayed.

Linux operating system:

® Method one: Use a CD-ROM.

1. Insert the CD-ROM into the CD-ROM drive, and run the following commands in the
CD-ROM root directory:

# cd /opt/install
# chmod u+x setup.sh
# ./setup.sh

2. The Select Language dialog box is displayed.
® Method two: Use installation packages.
1. Decompress all installation packages to a same directory. Use WinRAR files as an

example. Select all required packages, right-click, and choose Extract Here from the
shortcut menu.

A CAUTION

To ensure successful eSight server installation, verify that all installation path names
(installation package path and eSight installation path) contain only the following
characters: letters, digits, underscores (_), and space characters.

2. Run the following commands in the installation package directory:

# cd /opt/install/Directory names after decompression
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# chmod u+x setup.sh
# ./setup.sh

3. The Select Language dialog box is displayed.
Step 3 Click Yes.

The Introduction dialog box is displayed.
(O noTE

The system automatically checks whether the current environment meets requirements for installing eSight
software. If the current environment does not meet the requirements, the associated message is displayed.

Step 4 Click Next.
The Copyright Notice dialog box is displayed.
Step 5 Select I accept these terms, and click Next.

The Set Installation Parameters dialog box is displayed, as shown in Figure 7-2.

Figure 7-2 Set Installation Parameters

Server Parameters

er Parameters Server IP Address: [10.137.58.212 - |
Server Part: [z0s0 |
Installation Directory: dieSight
Confirm Instal i | 2 ":
Installation Proce
< Previous ]| et » | [ Cancel

(1 noTE

® Server IP Address: Default IP address of the eSight server host. Do not change the IP address.
® Port: The default port number is 8080. If the port is in use, change it to another port number.

® Installation Directory: eSight server installation directory, which can be manually changed.

A CAUTION

To ensure successful eSight server installation, verify that all installation path names (installation
package path and eSight installation path) contain only the following characters: letters, digits,
and underscores ().
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Step 6 Click Next.

The Select Software Components To Be Installed dialog box is displayed, as shown in Figure
7-3.

Figure 7-3 Select Software Components To Be Installed

eSight (=1 Sight

Setup...

Select Software Components To Be Installed
rCamponent: rInfarmation of components
= WIE esight
— WIMPLS PN Management
- %1 Basic Package
~0 Report Management
— [ Hierarchical 035 Management
[ &2 Maintenance Tools
[ Metwork Element Management
[ smart Configuration Toal
L[ IPSec wPN Management

Components Select

= Previous ][ Mext = ] [ Cancel

m NOTE

Components under Basic Package are dimmed by default, and must be installed.
Step 7 Click Next.

The Database Parameters dialog box is displayed, as shown in Figure 7-4. Windows supports
MySQL and SQL server installation, and Linux supports Oracle installation.

Figure 7-4 Database Parameters

Database Parameters

Database Type: |MySQL - |

atabase Parameter Ener Usar: |r00t |
Password: [snessses |
Listerier Port: [33306 |
Data file directory: [desightmysoL [ . ]

= Previous ” Mewxt = | [ Cancel
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(O noTE
In incremental installation mode, the password is dimmed. You do not need to enter the password.
Step 8 Click Next.

Step 9

Step 10

Step 11

The Confirm Installation dialog box is displayed.

Verify the installation information, and click Next.
(L note

If the installation information is incorrect, click Previous to reset installation information.

When eSight components are installed, the Installation Completed dialog box is displayed.
(1] noTE

In the Installation Completed dialog box, Start eSight immediately and Start backup server are
unselected by default. Retain the default settings.

Click Finish.

—End

7.4 Logging In to eSight

This topic describes how to log in to eSight.

eSight components can be installed only on AppBase of the standard or professional edition.
Table 7-5 describes the procedures for logging in to the eSight server after eSight components
are installed.

Table 7-5 Procedures for logging in to the eSight server

AppBase Edition Reference

Standard edition (Windows) 4.6 Logging In to eSight
Professional edition (Windows) 5.6 Logging In to eSight
Professional edition (SUSE Linux) 6.6 Logging In to eSight

7.5 Registering Software

This topic describes how to apply for and load an eSight license.

7.5.1 Applying for an eSight License

This topic describes how to apply for an eSight license. A license file is an authentication file
that a special encryption tool generates based on the information about the contract that a user
signs with Huawei and the information about the server where the eSight is installed. After
obtaining a license file, load it to eSight manually to obtain permission to use eSight.
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Procedure

Step 1 Obtain the contract information.

A Huawei-authorized electronic license certificate is delivered to a customer at the same time
when Huawei delivers eSight to the customer. The customer can obtain the contract number,
product name, and product model from the license certificate, as shown in Figure 7-5.

Figure 7-5 eSight license certificate
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Step 2 Obtain the server equipment serial number (ESN).

An ESN is a string that uniquely identifies a device. It is used to ensure that the license is granted
to the specified device.

1.

Access the eSight login page, and log in to eSight as an administrator, as shown in Figure

7-6.
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Figure 7-6 eSight login page

eSight AppBase

User narme:

S vuawer LogIn

Copyright (C) Muswel Technologies Co., Ltd. 2011-2013. All righits reserved

2. When logged in to eSight as an administrator, choose System > License Management.
Click Obtain ESN.
4. Generate an ESN.

® Method one: Select the network adapter on the eSight server, and click Generate
ESN.

eSight automatically obtains the network adapter information on the eSight server.
Record ESN information.

® Method two: Enter the Media Access Control (MAC) address of the eSight server, and
click Generate ESN.

1 noTE

Ifthe server is equipped with multiple network adapters, record the ESNs for all the network adapters.

Step 3 Apply for an eSight license.

1. Visit https://app.huawei.com/flexnet/operationsportal. Click With Activation Id: on
the left to switch the login mode, and log in to the enterprise service FlexNet Operations
System (FNO) with the activation ID in the license certificate to activate and download the
license.

1 noTE

You can also click the link in the license certificate email to log in to the enterprise service FNO and
activate and download the license.

2. On the manage entitlements page, select the required activation ID, and click Activate.

1 noTE

If the remaining number of times for activating the activation ID is 0, the activation ID cannot be activated.

3.  Select the required activation ID, enter the ESN, and click Next.
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1 noTE

In the Datacom Enterprise Network Product Line, an activation ID maps an ESN. Here you are required
to enter an ESN, not an ESN range.

4. Click Submit to generate a license file.
Select the generated license file, and click Download to download the license file.

6. In the dialog box that is displayed, click Save to save the license file to your computer.

—End

7.5.2 Loading an eSight License File

This topic describes how to load an eSight license.

Prerequisites
A correct eSight license file must have been obtained.
(L] noTE
The license file name cannot contain any space. If the name contains a space, uploading or updating the
license file will fail. If the name of the obtained license file contains spaces, delete the spaces or change
them to _ before using the license file.
Procedure

Step1 Access the eSight login page, and log in to eSight as an administrator, as shown in Figure 7-7.

Figure 7-7 eSight login page

P> Sig eSight AppBase

User e

Password
“ HUAWEI Werffication code: N‘)Zs -
Copyright (C) Huswel Tachnologes Co., Ltd. 2011-2013. Al rights reserved looto

Step 2 Choose System > License Management, and click Import License, as shown in Figure 7-8.
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Figure 7-8 License Management page

# Home License Manag... ~

Import License Refresh Obtain ESN Help |3
4 Basic License Information
Validity period: 2012-02-02 Reminding days ahead: 15
4 License Resource Control
Resource Name License Usage Major Alarm... Resource Name License Usage Major Alarm...
maimum of Wireless LaN A... [l 4750/5000 Mo threshold Maximum of Manager Nodes | ] 572j20000 0%
Maximum of BGPIMPLS YPN... [ ] 171500 No threshold Mavimum of IPSec VPN Ma... [ ] 20/2500 Mo threshold
Maximum of SLA Manager 5... [ ] 82000 Nothreshold
4 License Function Control
Function Name Supported or Not Function Name Supported or Not
SNMP NBI Function Yes WLAN Manager Function Yes
Report Manager Function Yes SLA Manager Function Yes
BGP/MPLS YPN Manager Function Yes IPSec VPN Manager Function Yes
Step 3 Select a license file and click Import, as shown in Figure 7-9.
Figure 7-9 Import License page
# Home  License Manag...
Import License Help
+ Import License
Import

Licanss file:

The upload icense file must be less than 1M. After successfully uploading the icense file, you need to dick Apply to take effect,

Cancel

Step 4 When the license file is imported, preview the content of the license file and click Apply.
To finish loading the license, re-log in to eSight.

—End

Follow-up Procedure

After the license file is loaded, log in to the eSight as an administrator. Choose System > License
Management, view the license expiration date, and check the license items and resource items.

7.6 Uninstalling eSight Components

This topic describes how to uninstall eSight components.

eSight components can only be uninstalled together with AppBase. The procedure for
uninstalling eSight components is the same as that for uninstalling AppBase. Table 7-6 lists the
procedures for uninstalling eSight components for AppBases of different editions.
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Table 7-6 Procedures for uninstalling eSight components

AppBase Edition

Reference

Standard edition (Windows)

4.8 Uninstalling eSight

Professional edition (Windows)

5.8 Uninstalling eSight

Professional edition (SUSE Linux)

6.8 Uninstalling eSight
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Installing WLAN Components

About This Chapter

This topic describes how to install WLAN components.
8.1 Installation Process

8.2 Preparing for the Installation
This topic describes how to prepare for the installation, including understanding the software
and hardware configuration requirements and obtaining required software.

8.3 Installing eSight Components
This topic describes how to install eSight components.

8.4 Logging In to eSight
This topic describes how to log in to eSight.

8.5 Registering Software
This topic describes how to apply for and load an eSight license.

8.6 Uninstalling eSight Components
This topic describes how to uninstall eSight components.
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8.1 Installation Process

Preinstallation scheme: The operating system, eSight AppBase, and eSight components
have been preinstalled on the eSight server delivered to the site. For details about the default
information configured before the delivery, see 5.2.2 Installation Plan.

Full installation scheme: If you use a self-purchased server or AppBase or eSight
components need to be reinstalled, see the installation process described in this document.

Figure 8-1 shows the eSight component installation process.

Figure 8-1 eSight component installation process

Prepare for the installation
[ Installing eSight
Components _

Logging In to eSight ‘

| Register software

Table 8-1 describes the process of installing eSight components in full installation mode.

Table 8-1 Process of installing eSight components

No.

Installation Description

Reference

1

Prepare for the installation, including
understanding the software and hardware
configuration requirements and
obtaining required software.

8.2 Preparing for the Installation

Install eSight components.

8.3 Installing eSight Components

log in to eSight.

8.4 Logging In to eSight

Apply for and load an eSight license file.

8.5 Registering Software
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8.2 Preparing for the Installation

This topic describes how to prepare for the installation, including understanding the software
and hardware configuration requirements and obtaining required software.

8.2.1 Configuration Requirements
This topic describes the eSight component requirements on server configurations.

eSight components can be installed only on AppBase of the standard or professional edition.
eSight component requirements on server configurations are the same as those of AppBase.
Table 8-2 lists eSight component configuration requirements.

Table 8-2 eSight component configuration requirements

AppBase Edition Configuration Requirements

Standard edition (Windows) 4.2.1 Configuration Requirements
Professional edition (Windows) 5.2.1 Configuration Requirements
Professional edition (SUSE Linux) 6.2.1 Configuration Requirements

8.2.2 Obtaining Required Software

This topic describes how to obtain software required for installing eSight components.

eSight can be installed in the following ways:
® Using CD-ROMs: Required CD-ROMs must be obtained.

® Using installation packages: Required installation packages must be obtained.

Using CD-ROMs

Obtain the following CD-ROMs listed in Table 8-3:

Table 8-3 CD-ROM list

Software CD-ROM

eSight WLAN eSight WLAN Manager
component installation

software

Using Installation Packages
Method of obtaining installation packages:

Go to the enterprise network website http://enterprise.huawei.com/cn/.
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Choose SUPPORT > SoftWare Download > Network Management > eSight to download
the installation package.

Obtain the following installation packages listed in Table 8-4:
() noTE

In an installation package, version indicates the eSight version number.

Table 8-4 Installation package list

Softwar | Operati | Name Description
e ng
System

eSight Windows | eSight WLAN version This software is mandatory and

WLAN Win.zip is used to install eSight WLAN

compone components on the Windows

nt operating system.

installatio

n SUSE eSight WLAN version This software is mandatory and

software | Linux SUSE.zip is used to install eSight WLAN
components on the SUSE Linux
operating system.

8.3 Installing eSight Components

This topic describes how to install eSight components.

Prerequisites
® The operating system has been installed on an eSight server host.
®  AppBase has been installed on the eSight server host.
® Installation software has been obtained. For details, see 7.2.2 Obtaining Required
Software.
®  The network adapter is enabled.
® The eSight server has assigned a static IP address.
®  cSight has stopped.
Context
eSight components can be installed only on AppBase of the standard or professional edition.
A CAUTION
The eSight installation files must be stored on the local computer.
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Procedure

Step 1 Log in to the operating system as the administrator user.

Step 2 Double-click the setup.exe file to start eSight component installation.
Windows operating system:
® Method one: Use CD-ROMs.

1. Put the CD-ROM into the CD-ROM drive, and double-click the setup file in the CD-
ROM root directory.

2. The Select Language dialog box is displayed.
® Method two: Use installation packages.
1. Decompress all installation packages to a same directory. Take WinRAR files as an

example. Select all required packages, right-click, and choose Extract Here from the
shortcut menu.

A CAUTION

To ensure successful eSight server installation, verify that all installation path names
(installation package path and eSight installation path) contain only the following
characters: letters, digits, and underscores ().

2. Double-click the setup file in the installation package directory.
The Select Language dialog box is displayed.

Linux operating system:

® Method one: Use a CD-ROM.

1. Insert the CD-ROM into the CD-ROM drive, and run the following commands in the
CD-ROM root directory:

# cd /opt/install
# chmod u+x setup.sh
# ./setup.sh

2. The Select Language dialog box is displayed.
® Method two: Use installation packages.
1. Decompress all installation packages to a same directory. Use WinRAR files as an

example. Select all required packages, right-click, and choose Extract Here from the
shortcut menu.

A CAUTION

To ensure successful eSight server installation, verify that all installation path names
(installation package path and eSight installation path) contain only the following
characters: letters, digits, underscores (_), and space characters.

2. Run the following commands in the installation package directory:

# cd /opt/install/Directory names after decompression
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# chmod u+x setup.sh
# ./setup.sh

3. The Select Language dialog box is displayed.
Step 3 Select English and click OK.

The Introduction dialog box is displayed.
(O noTE

The system automatically checks whether the current environment meets requirements for installing eSight
software. If the current environment does not meet the requirements, the associated message is displayed.

Step 4 Click Next.
The Copyright Notice dialog box is displayed.
Step 5 Select I accept these terms, and click Next.

The Server Parameters dialog box is displayed, as shown in Figure 8-2.

Figure 8-2 Server Parameters

Server Parameters

er Parameters Server IP Address: [10.137.58.212 - |
Server Part: [z0s0 |
Installation Directory: dieSight
Confirm Instal i | 2 ":
Installation Proce
< Previous ]| et » | [ Cancel

(1 noTE

® Server IP Address: Default IP address of the eSight server host. Do not change the IP address.
® Port: The default port number is 8080. If the port is in use, change it to another port number.

® Installation Directory: eSight server installation directory, which can be manually changed.

A CAUTION

To ensure successful eSight server installation, verify that all installation path names (installation
package path and eSight installation path) contain only the following characters: letters, digits,
and underscores ().
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Step 6 Click Next.

The Select Software Components To Be Installed dialog box is displayed, as shown in Figure
8-3.

Figure 8-3 Select Software Components To Be Installed

eSight (=1 Sight

Setup...

Select Software Components To Be Installed
rCamponent: rInfarmation of components
=+ WIE eSight
— WPWLAN Management
- [ MPLS WPN Management
[ &1 Basic Package
~0 Report Management
[ Hierarchical 055 Management
E}W Maintenance Tools
[ Data Eackup and Restore
0 Mo FPackage Tools
[ Metwork Element Management
[ smart Configuration Toal
L[ IPSec wPN Management

Components Select

= Previous ][ Mext = ] [ Cancel

IEQ NOTE

Components under Basic Package are dimmed by default, and must be installed.
Step 7 Click Next.

The Database Parameters dialog box is displayed, as shown in Figure 8-4. Windows supports
MySQL and SQL server installation, and Linux supports Oracle installation.

Figure 8-4 Database Parameters

Database Parameters

Database Type: |MySQL - |

Database Parameter Shper User: |r00t |
Passward: |"""" |
Listerier Port: [33306 |
Data file directory: [desiontmysoL ]

= Previous ” Mewxt = | [ Cancel
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Step 8

Step 9

Step 10

Step 11

Step 12

Click Next.

The Database Parameters dialog box is displayed, as shown in Figure 8-5.

Figure 8-5 Database Parameters

Database Parameters
Database Type: | MySaL - |
SuperUser: |r00t |
Password: [seeeeeee |
Listerier Port: [33306 |
Data file directory: [chesightiySaL [ ]
= Previous ]l Mext = | [ Cancel

Click Next.
The Confirm Installation dialog box is displayed.

Verify the installation information, and click Next.
(L noTe

If the installation information is incorrect, click Previous to reset installation information.

When eSight components are installed, the Installation Completed dialog box is displayed.
(I noTe

In the Installation Completed dialog box, Start eSight immediately and Start backup server are
unselected by default. Retain the default settings.

Click Finish.

—End

8.4 Logging In to eSight

This topic describes how to log in to eSight.

eSight components can be installed only on AppBase of the standard or professional edition.
Table 8-5 describes the procedures for logging in to the eSight server after eSight components
are installed.
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Table 8-5 Procedures for logging in to the eSight server

AppBase Edition Reference

Standard edition (Windows) 4.6 Logging In to eSight
Professional edition (Windows) 5.6 Logging In to eSight
Professional edition (SUSE Linux) 6.6 Logging In to eSight

8.5 Registering Software

This topic describes how to apply for and load an eSight license.

8.5.1 Applying for an eSight License

This topic describes how to apply for an eSight license. A license file is an authentication file
that a special encryption tool generates based on the information about the contract that a user
signs with Huawei and the information about the server where the eSight is installed. After
obtaining a license file, load it to eSight manually to obtain permission to use eSight.

Procedure
Step 1 Obtain the contract information.
A Huawei-authorized electronic license certificate is delivered to a customer at the same time
when Huawei delivers eSight to the customer. The customer can obtain the contract number,
product name, and product model from the license certificate, as shown in Figure 8-6.
Figure 8-6 eSight license certificate
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Step 2 Obtain the server equipment serial number (ESN).

An ESN is a string that uniquely identifies a device. It is used to ensure that the license is granted
to the specified device.

1.

Access the eSight login page, and log in to eSight as an administrator, as shown in Figure
8-7.

Figure 8-7 eSight login page

eSight AppBase
= Sight | hth

User narme:

S vuawer _Logln
Copyright (C) Huawel Technologies Co., Lkd. 2011-2013. All rights reserved,
ey F b I 4
When logged in to eSight as an administrator, choose System > License Management.

Click Obtain ESN.
Generate an ESN.

® Method one: Select the network adapter on the eSight server, and click Generate
ESN.

eSight automatically obtains the network adapter information on the eSight server.
Record ESN information.

® Method two: Enter the Media Access Control (MAC) address of the eSight server, and
click Generate ESN.

1 noTE

Ifthe server is equipped with multiple network adapters, record the ESNs for all the network adapters.

Step 3 Apply for an eSight license.

1.

Visit https://app.huawei.com/flexnet/operationsportal. Click With Activation Id: on
the left to switch the login mode, and log in to the enterprise service FlexNet Operations
System (FNO) with the activation ID in the license certificate to activate and download the
license.

1 noTE

You can also click the link in the license certificate email to log in to the enterprise service FNO and
activate and download the license.
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2. On the manage entitlements page, select the required activation ID, and click Activate.

1 noTE

If the remaining number of times for activating the activation ID is 0, the activation ID cannot be activated.
3. Select the required activation ID, enter the ESN, and click Next.
(L noTE

In the Datacom Enterprise Network Product Line, an activation ID maps an ESN. Here you are required
to enter an ESN, not an ESN range.

4. Click Submit to generate a license file.
Select the generated license file, and click Download to download the license file.

6. In the dialog box that is displayed, click Save to save the license file to your computer.

—End

8.5.2 Loading an eSight License File

This topic describes how to load an eSight license.

Prerequisites

A correct eSight license file must have been obtained.

(1 noTE

The license file name cannot contain any space. If the name contains a space, uploading or updating the
license file will fail. If the name of the obtained license file contains spaces, delete the spaces or change
them to _ before using the license file.

Procedure

Step1 Access the eSight login page, and log in to eSight as an administrator, as shown in Figure 8-8.

Figure 8-8 eSight login page

eSight AppBase

E .
¢ nuawer e Ao @
Copyright (C) Muswel Tachnologes Co., Ltd. 2011-2013. Al rights reserved Log In
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Step 2 Choose System > License Management, and click Import License, as shown in Figure 8-9.

Figure 8-9 License Management page

# Home License Manag...

Import License Refresh Obtain ESN Help |3
4 Basic License Information

Validity period: 2012-02-02 Reminding days ahead: 15

4 License Resource Control

License Usage Major Alarm... Resource Name License Usage Major Alarm...

I 750/5000  tio threshold

No threshold

Resource Name

Maximum of Wireless LAN A Maximum of Manager Nodes | ] 572j20000 0%

Maximum of IPSec YPN Ma ] 2012500 No threshold

Maximum of BGPIMPLS YPN... [

Maximum of SLA Manager S [

4 License Function Control

Function Name

] 17js00

] 82000 No threshold

Supported or Not Function Name

Supported or Not

SNMP NBI Function Yes WLAN Manager Function Yes
Report Manager Function Yes SLA Manager Function Yes
BGP/MPLS YPN Manager Function Yes IPSec VPN Manager Function Yes

Step 3 Select a license file and click Import, as shown in Figure 8-10.

Figure 8-10 Import License page

¥ Home  License Manag..
M Import License Help
4 Import License
License file: Import
The upload icense fils must be kess than 1M, After successfully uploading the kcense file, you need to dick Apply to take effect
Cancel

Step 4 When the license file is imported, preview the content of the license file and click Apply.
To finish loading the license, re-log in to eSight.

—End

Follow-up Procedure

After the license file is loaded, log in to the eSight as an administrator. Choose System > License
Management, view the license expiration date, and check the license items and resource items.

8.6 Uninstalling eSight Components

This topic describes how to uninstall eSight components.

eSight components can only be uninstalled together with AppBase. The procedure for
uninstalling eSight components is the same as that for uninstalling AppBase. Table 8-6 lists the
procedures for uninstalling eSight components for AppBases of different editions.
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Table 8-6 Procedures for uninstalling eSight components

AppBase Edition Reference
Standard edition (Windows) 4.8 Uninstalling eSight
Professional edition (Windows) 5.8 Uninstalling eSight
Professional edition (SUSE Linux) 6.8 Uninstalling eSight
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Installing SLA Components

About This Chapter

This topic describes how to install SLA components.
9.1 Installation Process

9.2 Preparing for the Installation
This topic describes how to prepare for the installation, including understanding the software
and hardware configuration requirements and obtaining required software.

9.3 Installing eSight Components
This topic describes how to install eSight components.

9.4 Logging In to eSight
This topic describes how to log in to eSight.

9.5 Registering Software
This topic describes how to apply for and load an eSight license.

9.6 Uninstalling eSight Components
This topic describes how to uninstall eSight components.
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9.1 Installation Process

Preinstallation scheme: The operating system, eSight AppBase, and eSight components
have been preinstalled on the eSight server delivered to the site. For details about the default
information configured before the delivery, see 5.2.2 Installation Plan.

Full installation scheme: If you use a self-purchased server or AppBase or eSight
components need to be reinstalled, see the installation process described in this document.

Figure 9-1 shows the eSight component installation process.

Figure 9-1 eSight component installation process

Prepare for the installation
[ Installing eSight
Components _

Logging In to eSight ‘

| Register software

Table 9-1 describes the process of installing eSight components in full installation mode.

Table 9-1 Process of installing eSight components

No.

Installation Description

Reference

1

Prepare for the installation, including
understanding the software and hardware
configuration requirements and
obtaining required software.

9.2 Preparing for the Installation

Install eSight components.

9.3 Installing eSight Components

log in to eSight.

9.4 Logging In to eSight

Apply for and load an eSight license file.

9.5 Registering Software
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9.2 Preparing for the Installation

This topic describes how to prepare for the installation, including understanding the software
and hardware configuration requirements and obtaining required software.

9.2.1 Configuration Requirements
This topic describes the eSight component requirements on server configurations.

eSight components can be installed only on AppBase of the standard or professional edition.
eSight component requirements on server configurations are the same as those of AppBase.
Table 9-2 lists eSight component configuration requirements.

Table 9-2 eSight component configuration requirements

AppBase Edition Configuration Requirements

Standard edition (Windows) 4.2.1 Configuration Requirements
Professional edition (Windows) 5.2.1 Configuration Requirements
Professional edition (SUSE Linux) 6.2.1 Configuration Requirements

9.2.2 Obtaining Required Software

This topic describes how to obtain software required for installing eSight components.

eSight can be installed in the following ways:
® Using CD-ROMs: Required CD-ROMs must be obtained.

® Using installation packages: Required installation packages must be obtained.

Using CD-ROMs

Obtain the following CD-ROMs listed in Table 9-3:

Table 9-3 CD-ROM list

Software CD-ROM

eSight SLA eSight SLA Management Component
component installation

software

Using Installation Packages
Method of obtaining installation packages:

Go to the enterprise network website http://enterprise.huawei.com/cn/.
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Choose SUPPORT > SoftWare Download > Network Management > eSight to download

the installation package.

Obtain the following installation packages listed in Table 9-4:

(1 noTE

In an installation package, version indicates the eSight version number.

Table 9-4 Installation package list

Softwar | Operati | Name Description
e ng
System

eSight Windows | eSight SLA version Win.zip | This software is mandatory and

SLA is used to install eSight SLA

compone components on the Windows

nt operating system.

installatio

n SUSE eSight SLA version This software is mandatory and

software | Linux SUSE.zip is used to install eSight SLA
components on the SUSE Linux
operating system.

9.3 Installing eSight Components

This topic describes how to install eSight components.

Prerequisites

® The operating system has been installed on an eSight server host.

®  AppBase has been installed on the eSight server host.

® Installation software has been obtained. For details, see 7.2.2 Obtaining Required
Software.

®  The network adapter is enabled.

® The eSight server has assigned a static IP address.

®  cSight has stopped.

Context

eSight components can be installed only on AppBase of the standard or professional edition.

A CAUTION

The eSight installation files must be stored on the local computer.
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Procedure

Step 1 Log in to the operating system as the administrator user.

Step 2 Double-click the setup.exe file to start eSight component installation.
Windows operating system:
® Method one: Use CD-ROMs.

1. Put the CD-ROM into the CD-ROM drive, and double-click the setup file in the CD-
ROM root directory.

2. The Select Language dialog box is displayed.
® Method two: Use installation packages.
1. Decompress all installation packages to a same directory. Take WinRAR files as an

example. Select all required packages, right-click, and choose Extract Here from the
shortcut menu.

A CAUTION

To ensure successful eSight server installation, verify that all installation path names
(installation package path and eSight installation path) contain only the following
characters: letters, digits, and underscores ().

2. Double-click the setup file in the installation package directory.
The Select Language dialog box is displayed.

Linux operating system:

® Method one: Use a CD-ROM.

1. Insert the CD-ROM into the CD-ROM drive, and run the following commands in the
CD-ROM root directory:

# cd /opt/install
# chmod u+x setup.sh
# ./setup.sh

2. The Select Language dialog box is displayed.
® Method two: Use installation packages.
1. Decompress all installation packages to a same directory. Use WinRAR files as an

example. Select all required packages, right-click, and choose Extract Here from the
shortcut menu.

A CAUTION

To ensure successful eSight server installation, verify that all installation path names
(installation package path and eSight installation path) contain only the following
characters: letters, digits, underscores (_), and space characters.

2. Run the following commands in the installation package directory:

# cd /opt/install/Directory names after decompression
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# chmod u+x setup.sh
# ./setup.sh

3. The Select Language dialog box is displayed.
Step 3 Select English and click OK.

The Introduction dialog box is displayed.
(O noTE

The system automatically checks whether the current environment meets requirements for installing eSight
software. If the current environment does not meet the requirements, the associated message is displayed.

Step 4 Click Next.
The Copyright Notice dialog box is displayed.
Step 5 Select I accept these terms, and click Next.

The Server Parameters dialog box is displayed, as shown in Figure 9-2.

Figure 9-2 Server Parameters

Server Parameters

er Parameters Server IP Address: [10.137.58.212 - |
Server Part: [z0s0 |
Installation Directory: dieSight
Confirm Instal i | 2 ":
Installation Proce
< Previous ]| et » | [ Cancel

(1 noTE

® Server IP Address: Default IP address of the eSight server host. Do not change the IP address.
® Port: The default port number is 8080. If the port is in use, change it to another port number.

® Installation Directory: eSight server installation directory, which can be manually changed.

A CAUTION

To ensure successful eSight server installation, verify that all installation path names (installation
package path and eSight installation path) contain only the following characters: letters, digits,
and underscores ().
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Step 6 Click Next.

The Select Software Components To Be Installed dialog box is displayed, as shown in Figure
9-3.

Figure 9-3 Select Software Components To Be Installed

eSight =1 Sight

Setup...
Select Software Components To Be Installed
rComponent: ~Information of components
E- WIE eSight
— WISLA Management

Components Select

- [ MPLS WPN Management
[ &1 Basic Package
~0 Report Management
- [ Hierarchical 055 Management
= Maintenance Tools
[ Data Backup and Restare
[ MO Package Taols
[ Metwork Element Management
[ smart Configuration Toal
L[ IPSec wPN Management

= Previous ][ Mext = ] [ Cancel

m NOTE

Components under Basic Package are dimmed by default, and must be installed.
Step 7 Click Next.
The Database Parameters dialog box is displayed, as shown in Figure 9-4. Windows supports

MySQL and SQL server installation, and Linux supports Oracle installation.

Figure 9-4 Database Parameters

Database Parameters

Database Type: |MySQL - |

Database Parameter Shper User: |r00t |
Passward: |"""" |
Listerier Port: [33306 |
Data file directory: [desightmysoL [ . ]

= Previous ” Mewxt = | [ Cancel
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Step 8

Step 9

Step 10

Step 11

Click Next.
The Confirm Installation dialog box is displayed.

Verify the installation information, and click Next.
(O noTE

If the installation information is incorrect, click Previous to reset installation information.

When eSight components are installed, the Installation Completed dialog box is displayed.
(0 noTE

In the Installation Completed dialog box, Start eSight immediately and Start backup server are
unselected by default. Retain the default settings.

Click Finish.

—--End

9.4 Logging In to eSight

This topic describes how to log in to eSight.

eSight components can be installed only on AppBase of the standard or professional edition.
Table 9-5 describes the procedures for logging in to the eSight server after eSight components
are installed.

Table 9-5 Procedures for logging in to the eSight server

AppBase Edition Reference

Standard edition (Windows) 4.6 Logging In to eSight
Professional edition (Windows) 5.6 Logging In to eSight
Professional edition (SUSE Linux) 6.6 Logging In to eSight

9.5 Registering Software

This topic describes how to apply for and load an eSight license.

9.5.1 Applying for an eSight License

This topic describes how to apply for an eSight license. A license file is an authentication file
that a special encryption tool generates based on the information about the contract that a user
signs with Huawei and the information about the server where the eSight is installed. After
obtaining a license file, load it to eSight manually to obtain permission to use eSight.

Procedure
Step 1 Obtain the contract information.
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A Huawei-authorized electronic license certificate is delivered to a customer at the same time
when Huawei delivers eSight to the customer. The customer can obtain the contract number,
product name, and product model from the license certificate, as shown in Figure 9-5.

Figure 9-5 eSight license certificate
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Step 2 Obtain the server equipment serial number (ESN).

An ESN is a string that uniquely identifies a device. It is used to ensure that the license is granted
to the specified device.

1.

Access the eSight login page, and log in to eSight as an administrator, as shown in Figure
9-6.
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Figure 9-6 eSight login page

eSight AppBase

User narme:

S vuawer LogIn

Copyright (C) Muswel Technologies Co., Ltd. 2011-2013. All righits reserved

2. When logged in to eSight as an administrator, choose System > License Management.
Click Obtain ESN.
4. Generate an ESN.

® Method one: Select the network adapter on the eSight server, and click Generate
ESN.

eSight automatically obtains the network adapter information on the eSight server.
Record ESN information.

® Method two: Enter the Media Access Control (MAC) address of the eSight server, and
click Generate ESN.

1 noTE

Ifthe server is equipped with multiple network adapters, record the ESNs for all the network adapters.

Step 3 Apply for an eSight license.

1. Visit https://app.huawei.com/flexnet/operationsportal. Click With Activation Id: on
the left to switch the login mode, and log in to the enterprise service FlexNet Operations
System (FNO) with the activation ID in the license certificate to activate and download the
license.

1 noTE

You can also click the link in the license certificate email to log in to the enterprise service FNO and
activate and download the license.

2. On the manage entitlements page, select the required activation ID, and click Activate.

1 noTE

If the remaining number of times for activating the activation ID is 0, the activation ID cannot be activated.

3.  Select the required activation ID, enter the ESN, and click Next.
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1 noTE

In the Datacom Enterprise Network Product Line, an activation ID maps an ESN. Here you are required
to enter an ESN, not an ESN range.

4. Click Submit to generate a license file.
Select the generated license file, and click Download to download the license file.

6. In the dialog box that is displayed, click Save to save the license file to your computer.

—End

9.5.2 Loading an eSight License File

This topic describes how to load an eSight license.

Prerequisites
A correct eSight license file must have been obtained.
(L] noTE
The license file name cannot contain any space. If the name contains a space, uploading or updating the
license file will fail. If the name of the obtained license file contains spaces, delete the spaces or change
them to _ before using the license file.
Procedure

Step1 Access the eSight login page, and log in to eSight as an administrator, as shown in Figure 9-7.

Figure 9-7 eSight login page

P> Sig eSight AppBase

User e

Password
“ HUAWEI Werffication code: N‘)Zs -
Copyright (C) Huswel Tachnologes Co., Ltd. 2011-2013. Al rights reserved looto

Step 2 Choose System > License Management, and click Import License, as shown in Figure 9-8.
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Figure 9-8 License Management page

# Home License Manag... ~

Import License Refresh Obtain ESN Help |3
4 Basic License Information
Validity period: 2012-02-02 Reminding days ahead: 15
4 License Resource Control
Resource Name License Usage Major Alarm... Resource Name License Usage Major Alarm...
maimum of Wireless LaN A... [l 4750/5000 Mo threshold Maximum of Manager Nodes | ] 572j20000 0%
Maximum of BGPIMPLS YPN... [ ] 171500 No threshold Mavimum of IPSec VPN Ma... [ ] 20/2500 Mo threshold
Maximum of SLA Manager 5... [ ] 82000 Nothreshold
4 License Function Control
Function Name Supported or Not Function Name Supported or Not
SNMP NBI Function Yes WLAN Manager Function Yes
Report Manager Function Yes SLA Manager Function Yes
BGP/MPLS YPN Manager Function Yes IPSec VPN Manager Function Yes
Step 3 Select a license file and click Import, as shown in Figure 9-9.
Figure 9-9 Import License page
# Home  License Manag...
Import License Help
+ Import License
Import

Licanss file:

The upload icense file must be less than 1M. After successfully uploading the icense file, you need to dick Apply to take effect,

Cancel

Step 4 When the license file is imported, preview the content of the license file and click Apply.
To finish loading the license, re-log in to eSight.

—End

Follow-up Procedure

After the license file is loaded, log in to the eSight as an administrator. Choose System > License
Management, view the license expiration date, and check the license items and resource items.

9.6 Uninstalling eSight Components

This topic describes how to uninstall eSight components.

eSight components can only be uninstalled together with AppBase. The procedure for
uninstalling eSight components is the same as that for uninstalling AppBase. Table 9-6 lists the
procedures for uninstalling eSight components for AppBases of different editions.
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Table 9-6 Procedures for uninstalling eSight components

AppBase Edition

Reference

Standard edition (Windows)

4.8 Uninstalling eSight

Professional edition (Windows)

5.8 Uninstalling eSight

Professional edition (SUSE Linux)

6.8 Uninstalling eSight
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Installing Antivirus Software

This topic describes how to install antivirus software.

The installation disk of antivirus software Office Scan, provided by Trend Micro, is delivered
with the eSight installation disk.

For details on how to install Office Scan, see the installation guide in the installation disk.
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1 1 Installing and Configuring the SUSE
Linux Operating System

About This Chapter

This topic describes how to install and configure the SUSE Linux operating system.

11.1 Configuring the Preinstalled Operating System

Huawei servers have been preinstalled with the SUSE Linux operating system before delivery.
Before installing eSight, you must modify parameters for the preinstalled operating system to
meet onsite requirements. This topic describes how to change the IP address and route on the
preinstalled SUSE Linux operating system.

11.2 Installing the SUSE Linux Operating System Manually
This topic describes how to install the SUSE Linux Enterprise Server 11 SP1 operating system.
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11.1 Configuring the Preinstalled Operating System

Procedure

Step 1

Step 2

Step 3

Step 4

Step 5
Step 6

Step 7

Huawei servers have been preinstalled with the SUSE Linux operating system before delivery.
Before installing eSight, you must modify parameters for the preinstalled operating system to
meet onsite requirements. This topic describes how to change the IP address and route on the
preinstalled SUSE Linux operating system.

Log in to the preinstalled SUSE Linux operating system as the root user, and start the command-
line interface.

Start YaST2 Control Center.
# yast2

In YaST2 Control Center, choose Network Devices > Network Settings.

On the Global Options tab page in the Network Settings window, click Traditional Method
with ifup.

On the Overview tab page, select the network adapter to be configured, and click Edit.

On the Address tab page in the Network Card Setup window, select Statically assigned IP
Address, set IP Address, Subnet Mask, and Hostname, and click Next.

(1] noTE

The Hostname value must be the same as the host name set during the operating system installation.

On the Routing tab page in the Network Settings window, set Default Gateway, and click
OK.

—--End

11.2 Installing the SUSE Linux Operating System Manually

This topic describes how to install the SUSE Linux Enterprise Server 11 SP1 operating system.

Procedure
Step 1 Insert the SUSE Linux Enterprise Server CD-ROM into the drive, restart the server, and boot
from CD-ROM.
Step 2 On the SUSE Linux Enterprise Server screen that is displayed, select Installation, and press
Enter to load the Linux kernel.
Step 3 On the Welcome screen, perform the following operations:
1. Inthe Language area, select English.
2. Read the license agreement, select I Agree to the License Terms, and click Next.
Step 4 Onthe Installation Mode screen, select an installation mode, and click Next, as shown in Figure
11-1.
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Figure 11-1 Installation mode

N | Installation Mode
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® To install the SUSE Linux Enterprise Server operating system, select New Installation.
® To upgrade the SUSE Linux Enterprise Server operating system, select Update.
® To repair the SUSE Linux Enterprise Server operating system, select Repair Installed System.

Step 5 On the Clock and Time Zone screen, as shown in Table 11-1 set the parameters, and click
Next.

Table 11-1 Parameter settings

Parameter Setting
Region Asia
Time Zone Shanghai
Hardware Clock Hardware Clock Set To UTC
Date and Time Current date and time
(I note

The preceding table lists the default settings. Set the parameters based on the site scenario.

Step 6 On the Server Base Scenario screen, set the installation scheme based on the server type, and
click Next.
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Step 7 On the Installation Settings screen, view the proposed installation and partitioning options, and
change your desired options if necessary. Click Install.

Step 8 Read the agreement on the Confirm Package screen, and click I Agree.
Step 9 Click Install.

The operating system installation progress is displayed. The installation takes about 30 minutes.
When the basic settings are configured and the selected packages are installed, the server
automatically restarts. After restart, the page shown in Figure 11-2 is displayed.

Figure 11-2 Password for the system administrator

@ & Password for the System Administrator "root"

SUSE. Linux
Enterprise

Preparation

Do not forget what you enter here.
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L |

Confirm Passwvard

Configuration [ ]

» root Password
Check Installation

Hostname Test Keyboard Layout

Metw ork

Customer Center
Online Update

Service Expert Options...

Users

#+ Clean Up

* Release MNotes

* Hardware Configuration

Step 10 On the Password for the Systems Administrator "root" screen, enter the password of the
system administrator root, and click Next.

(1 noTE

For security reasons, the password must be a string of at least eight characters consisting of uppercase and
lowercase letters and digits. The password can contain a maximum of 72 characters and is case-sensitive.

Do not forget your password. After you set the password, you cannot query it. The password can only be
reset with administrative assistance.

Step 11 Enter the local computer name and DNS domain. Click Next.

Step 12 On the Network Configuration screen, view or change the network connections for your
system. Click Next.

(1 noTE

SUSE Linux Enterprise Server can search for and download the latest installation package. If there are
network devices such as wired or wireless network adapters, Digital Subscriber Line (DSL) devices,
integrated services digital network (ISDN) adapters, or modems, set network parameters on the Network
Configuration screen.
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Step 13

Step 14
Step 15

Step 16

Step 17
Step 18

Step 19
Step 20

Step 21
Step 22

On the Test Internet Connection screen, select Yes, Test Connection to the Internet to test
the connection to the Internet. This option also checks for the latest SUSE Linux Enterprise
Server release notes. Click Next.

View the test results on the Running Internet Connection Test screen. Click Next.

On the Novell Customer Center Configuration screen, select Configure Now and click
Next.

To skip this step and proceed with the installation, select Configure Later and click Next. You
can configure this option after the operating system is installed.

On the Network Services Configuration screen, determine whether to create a certificate for
the system. By default, SUSE Linux Enterprise Server creates a certificate for the system. If the
certificate does not need to be created, select Skip Configuration, and click Next.

On the User Authentication Method screen, select Local(/etc/passwd), and click Next.

Enter your first and last name in User's Full Name, your login name in Username, and your
password in Password and Confirm Password. Click Next.

1 noTE

For security reasons, the password must be a string of at least eight characters consisting of uppercase and
lowercase letters and digits. The password can contain a maximum of 72 characters and is case-sensitive.

View the release notes when the system configuration is complete, and click Next.

On the Hardware Configuration screen, view or configure your graphics card and other
hardware devices. Click Next.

On the Installation Completed screen, click Finish. The login screen is displayed.
Enter the user name and password, and press Enter.

—End

Follow-up Procedure

After installing the SUSE Linux operating system, you must manually install the FTP service
component package to ensure that eSight can be installed properly. To manually install the FTP
service component package, proceed as follows:

1. Insert the SUSE Linux Enterprise Server CD-ROM into the drive.

2. Choose Computer > YaST.

3.  In YaST2 Control Center, choose Network Services > FTP Server.
4. Select vsftpd or pure-ftpd.
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Installing the SQL Server Database

This topic describes how to install the SQL Server 2008 R2 database.

Prerequisites
® The operating system has been installed on the server.
® Microsoft NET Framework 3.5 or later has been installed on the server. For details, see
13.3.1 How Do I Install Microsoft NET Framework.
Context
The following describes the procedure for installing the SQL Server database on Windows
Server 2008 R2 Standard (64-bit).
Procedure
Step1 Run the setup.exe file.
If Microsoft .NET Framework 3.5 or later has not been configured, the Microsoft SQL Server
2008 R2 Setup dialog box is displayed.
Step 2 Optional: Click OK. The system automatically configures Microsoft .NET Framework 3.5.
The SQL Server Installation Center dialog box is displayed.
Step 3 Choose Installation > New installation or add features to an existing installation, as shown
in Figure 12-1.
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Figure 12-1 SQL Server Installation Center-Installation
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The SQL Server 2008 R2 Setup-Setup Support Rules dialog box is displayed.
Step 4 Click OK.

The SQL Server 2008 R2 Setup-Product Key dialog box is displayed.
Step 5 Select Enter the product key:, enter the serial number, and click Next.

The SQL Server 2008 R2 Setup-License Terms dialog box is displayed.
Step 6 Select I accept the license terms. and click Next.

The SQL Server 2008 R2 Setup-Setup Support Files dialog box is displayed.
Step 7 Click Install.

The SQL Server 2008 R2 Setup-Setup Support Rules dialog box is displayed.
Step 8 Click Next.

The SQL Server 2008 R2 Setup-Setup Role dialog box is displayed.
Step 9 Select SQL Server Feature Installation and click Next.

The SQL Server 2008 R2 Setup-Feature Selection dialog box is displayed.

Step 10 Select Database Engine Services and Client Tools Connectivity, and click Next, as shown in
Figure 12-2.
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Figure 12-2 SQL Server 2008 R2 Setup-Feature Selection
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To change the installation directory, modify the Shared feature directory parameter.

The SQL Server 2008 R2 Setup-Installation Rules dialog box is displayed.
Step 11 Click Next.

The SQL Server 2008 R2 Setup-Instance Configuration dialog box is displayed.
Step 12 Click Next.

The SQL Server 2008 R2 Setup-Disk Space Requirements dialog box is displayed.
Step 13 Click Next.

The SQL Server 2008 R2 Setup-Server Configuration dialog box is displayed.

Step 14 Set Account Name to NT AUTHORITY\NETWORK SERVICE for SQL Server Agent and
SQL Server Database Engine, and click Next, as shown in Figure 12-3.
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Figure 12-3 SQL Server 2008 R2 Setup-Server Configuration
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The SQL Server 2008 R2 Setup-Database Engine Configuration dialog box is displayed.

Step 15 Select Mixed Mode (SQL Server authentication and Windows authentication) in the
Authentication Mode area, and set Enter password and Confirm password. Then click Add
Current User to add the user to the Specify SQL Server administrators area, as shown in
Figure 12-4.
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Step 16

Step 17

Step 18

Step 19

Step 20

Figure 12-4 SQL Server 2008 R2 Setup-Database Engine Configuration

% SOL Server 2008 Setup M= E3

Database Engine Configuration

Specify Database Engine aunthentication security mode, administraters and data directories.

Setup Support Rules Account Prowizioning

FILESTEEAM

Data Directories
Feature Selection

Instance Configuration Specify the authentication mode and administrators for the Databaze Engine.

Disk Space Requirements Authentication Mode

Server Confi ation . . .
e {~ Windows authentication mode

Database Engine Configur. . .
. (* Mixed Mode (SOL Server authentication and Windows authentication)
Error and Usage Reporting
Installation Rules

Ready to Install

Built-in SHL Serwer system administrator account
[yeeeeess
Confirm passzword: I........

Enter password:
Installation Frogress

Complete
Specify SHL Server administrators
i SOL Server
adminiztrators have
unrestricted access to
the Databasze Engine.
#dd Current User Add. .. | Remowve |
< Back Hext > Cancel Help
A
(I note

The passwords must consist of uppercase letters, lowercase letters, and digits.

Click Next.

The SQL Server 2008 R2 Setup-Error Reporting dialog box is displayed.

Click Next.

The SQL Server 2008 R2 Setup-Installation Configuration Rules dialog box is displayed.
Click Next.

The SQL Server 2008 R2 Setup-Ready to Install dialog box is displayed.

Click Install.

The SQL Server 2008 R2 Setup-Installation Progress dialog box is displayed, showing the
installation progress.

When the installation is complete, the SQL Server 2008 R2 Setup-Complete dialog box is
displayed.

Click Close.

—End

Follow-up Procedure

To verify the SQL Server 2008 R2 database installation, proceed as follows:
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1. Choose Start > All Programs > Microsoft SQL Server 2008 R2 > Configuration
Tools > SQL Server Configuration Manager.

The SQL Server Configuration Manager window is displayed.

2. Click SQL Server Services. If Running is displayed for SQL Server

(MSSQLSERVER) in the State column, the SQL Server 2008 R2 database is installed
successfully.

Figure 12-5 SQL Server Configuration Manager
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After installing the SQL Server 2008 R2 database, you must configure the SQL Server network
to ensure that eSight can access the database.

1. Choose Start > All Programs > Microsoft SQL Server 2008 R2 > Configuration
Tools > SQL Server Configuration Manager.
The SQL Server Configuration Manager window is displayed.

2. Choose SQL Server Network Configuration > protocols for MSSQLSERVER, right-
click TCP/IP, and choose Enable. Right-click TCP/IP and choose Properties. In the
TCP/IP Properties page, enable the port with the eSight server IP address.

After installing the SQL Server 2008 R2 database, you must configure built-in accounts;
otherwise, eSight cannot be installed properly.

1. Choose Start > All Programs > Microsoft SQL Server 2008 R2 > Configuration
Tools > SQL Server Configuration Manager.

The SQL Server Configuration Manager window is displayed.

2. Click SQL Server Network Configuration. In the right pane, right-click SQL Server

(MSSQLSERVER), and choose Properties.
The SQL Server (MSSQLSERVER) Properties window is displayed.

3. Inthe Log on as area on the Log On tab page, select Built-in account and select Local

System from the drop-down list box.
Click OK.
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FAQ

About This Chapter

13.1 Windows Operating System FAQs
This topic describes Windows operating system FAQs.

13.2 SUSE Linux Operating System
This topic describes SUSE Linux operating system FAQs.

13.3 SQL Server Database
This topic describes SQL Server database FAQs.

13.4 Oracle Database FAQs
This topic describes Oracle database FAQs.

13.5 eSight FAQs
This topic describes eSight FAQs.
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13.1 Windows Operating System FAQs

This topic describes Windows operating system FAQs.

13.1.1 How Do I Change the Password for the Super User
administrator

Question
How do I change the password for the super user administrator on the Windows operating
system?
Answer
Step1 Log in to the Windows operating system as the administrator user.
Step 2 Press Ctrl+Alt+Delete.
Step 3 In the dialog box that is displayed, click Change a password.
Step 4 Enter the old password, new password, and confirm password for the administrator user.
Step 5 Click OK.

—End

13.1.2 How Do I Solve the Problem When the SetWin Installation
Package Fails to Be Installed in the Windows Server English
Operating System Due to Chinese Characters in the Installation
Package Path

Symptom

The SetWin installation package fails to be installed in the Windows Server English operating
system because the installation package path contains Chinese characters.

Possible Causes

The English operating system cannot resolve the SetWin installation package path that contains
Chinese characters.

Procedure

Step 1 Change the Chinese characters in the installation package path to English characters.

—End

13.2 SUSE Linux Operating System

This topic describes SUSE Linux operating system FAQs.
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13.2.1 How to Start/Stop the FTP, TFTP, SFTP, and Telnet Services

Question

How to start/stop the FTP, TFTP, SFTP, and Telnet services in the SUSE Linux OS?

Answer

® Perform the following operations for the FTP, TFTP and Telnet services:

1.

enter the Network Service Configuration window:
# yast2 inetd

respectively, Figure 13-1 is displayed.

Figure 13-1 Starting the FTP, TFTP, and Telnet services

ﬁ Network Service Configuration (xinetd)

Run the following command in the YaST2 Control Center window as user root to

In the Currently Available Services list, select the FTP, TFTP, and Telnet services

() Disable
(@ Enable

Currently Available Services

|Ch |Statu5 |Service |Type |F’rot0co| |Wait |U5er Server |Serv%;|
NI admind stream tcp  No root Jusr/sbinfadmind
NI amanda  dgram udp Yes amandadisk fusrlliblfamandal/amandad
NI amandaidx stream tcp Mo amanda.disk Jusr/liblamanda/amindexd
NI amidxtape stream tcp Mo amanda.disk Jusr/lib'amanda/amidxtaped
NI bootps dgram udp  Yes rootroot Jusr/sbin/bootpd -c ftft
— chargen  stream tcp No root
— chargen  dgram udp  Yes root
NI cvspserver stream tcp Mo root Jusr/bin/cvs -f—all
— daytime  stream tcp Mo root
— daytime  dgram udp  Yes root
NI dvbcat stream tcp  No dvbdaemon Jusr/bin/dvbcat-network. pl
— echo stream tcp No root
— echo dgram udp  Yes root
NI exec stream tcp Mo root.root lusr/shinftcpd fusrist
— fam/2 stream tcp  Yes  rootroot Jusr/sbinffamd
NI finger stream tcp Mo nobody lusr/sbinfin fingerd W
stream tcp Iusr/sbin/pure-ftpd E
(] | €10
[ Add l [ Edit l [ Delete l [ Toggle Status (On or Off) ]

[ Status for All Services - l

3. Click Toggle Status (On or Off) to configure the FTP, TFTP, and Telnet services
respectively.
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® [f Status is On, the FTP service is started; if Status is -, the FTP service is configured but
not started; if Status is NI, the FTP service is not configured.

® When starting the FTP service, insert the OS disk and then click OK if the system prompts
you to insert the OS disk.

4.  Click Finish.
Run the following command to enable or disable the FTP permission of the root user:
# vi /etc/ftpusers

Locate the root line and add # to the beginning to comment out the line, which
indicates that the FTP permission of the root user is enabled. To disable the FTP
permission of the root user, delete #.

® Perform the following operations for the SFTP service:
- Run the following command to start the SFTP service:
# service sshd start
- Run the following command to stop the SFTP service:

# service sshd stop

—End

13.2.2 How to Check Whether Host Names in the SUSE Linux
System File Are the Same

Question
If the server host name is modified incompletely before or after the eSight system is installed,
the host names in the SUSE Linux system files will be different.
The host names in the SUSE Linux system files must be the same to ensure that the eSight server
runs properly.
How do I check whether the host names in the SUSE Linux system files are the same?
Answer
Step1 Log in to the SUSE Linux server and run the following command to view the host name in the
system files:
# uname -a
Information similar to the following is displayed:
Linux linux-eSightl 2.6.32.12-0.7-default #1 SMP 2010-05-20 11:14:20 +0200 x86 64
x86_ 64 x86_ 64 GNU/Linux
The host name is linux-eSight1.
Step 2 Run the following command to view the host name in the system files:
# more /etc/hosts
Information similar to the following is displayed:
#
# hosts This file describes a number of hostname-to-address
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# mappings for the TCP/IP subsystem. It is mostly
# used at boot time, when no name servers are running.
# On small systems, this file can be used instead of a
# "named" name server.
# Syntax:
#
# IP-Address Full-Qualified-Hostname Short-Hostname
#

Step 3

127.0.0.1 localhost

# special IPv6 addresses

HEE localhost ipv6-localhost ipv6-loopback
fe00::0 ipvée-localnet

££00::0 ipvé-mcastprefix

£f£f02::1 ipvé-allnodes

£f£02::2 ipvé-allrouters

££02::3 ipvé-allhosts

10.137.59.36 linux-eSightl.site linux-eSightl
The host name is linux-eSight1.

Check whether the two host names are the same. If they are different, contact SUSE Linux system
administrator.

—--End

13.3 SQL Server Database

This topic describes SQL Server database FAQs.

13.3.1 How Do I Install Microsoft .NET Framework

Question
How do I install Microsoft .NET Framework?
Answer
(1 noTE
The Microsoft .NET Framework version must be 3.5 or later. This topic describes how to install
Microsoft .NET Framework 4.0.
Step1 Obtain the Microsoft NET Framework installation software.
1. Visit http://www.microsoft.com.
2. Download the Microsoft .NET Framework installation software.
Step 2 Run the Microsoft .NET Framework installation file.
The Microsoft NET Framework 4 Setup dialog box is displayed.
Step 3 Select I have read and accept the license terms. and click Install.
The Installation Progress dialog box is displayed, showing the installation progress.
When the installation is complete, the Installation Is Complete dialog box is displayed.
Step 4 Click Finish.
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The Restart your computer dialog box is displayed.
Step 5 Click Restart Now.

—End

13.3.2 How Do I Start the SQL Server Database

Question

How do I start the SQL Server database?

Answer

Step1 Choose Start > All Programs > Microsoft SQL Server 2008 R2 > Configuration Tools >
SQL Server Configuration Manager.

The SQL Server Configuration Manager window is displayed.

Step 2 Click SQL Server Services. In the right pane, right-click SQL Server (MSSQLSERVER),
and choose Start.

—End

13.3.3 How Do I Stop the SQL Server Database

Question

How do I stop the SQL Server database?

Answer

Step1 Choose Start > All Programs > Microsoft SQL Server 2008 R2 > Configuration Tools >
SQL Server Configuration Manager.

The SQL Server Configuration Manager window is displayed.

Step 2 Click SQL Server Services. In the right pane, right-click SQL Server (MSSQLSERVER),
and choose Stop.

—--End

13.3.4 How Do I Uninstall the SQL Server Database Manually

Question

How do I uninstall the SQL Server database manually?

Answer

Step 1 Uninstall the SQL Server database.

1. Choose Start > Control Panel > Programs and Features. The All Control Panel
Items page is displayed.
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If Programs and Features is not displayed in Control Panel, click Programs.
Right-click Microsoft SQL Server 2008 R2(64-bit), and choose Uninstall/Change.
(L] noTE

If the computer fails to be restarted during the uninstallation, refer to Step 3 to delete the key value
PendingFileRenameOperations.

Uninstall Microsoft SQL Server 2008 R2 (64-bit) as prompted.

Right-click the blank area on the All Control Panel Items page, and choose Refresh. Then
right-click the other SQL Server programs and choose Uninstall.

Delete the MSSQL2008, MSSQL2008X, and MSDATA folders from the SQL Server
database installation directory.

Delete the Microsoft SQL Server folder from Program files in the operating system
installation directory.

Delete the Microsoft SQL Server and Microsoft SQL Server Compact Edition folders
from Program files (x86) in the operating system installation directory.

Choose Start > All Programs, and verify that the Microsoft SQL Server 2008 program
has been deleted. If it still exists, right-click Microsoft SQL Server 2008, and choose
Delete.

Choose Start > Run, enter regedit in the Open combo box, and press Enter. Delete the
following registry information in the Registry Editor:

a. HKEY LOCAL MACHINE\SOFTWARE\MicrosofttMSSQLServer
b. HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Microsoft SQL Server

c. HKEY LOCAL MACHINE\SOFTWAREMicrosoft\Microsoft SQL Server 2005
Redist

d. HKEY LOCAL_ MACHINE\SOFTWARE\Microsoft\Microsoft SQL Server 2008
Redist

e. HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Microsoft SQL Server Native
Client 10.0

f.  HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\services

\MSSQLSERVER

g. HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\services
\SQLSERVERAGENT

h. HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\services
\MSSQLServerADHelper

i.  HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\services
\MSSQLServerADHelper100

j. HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session
Manager\PendingFileRenameOperations

k. HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\servicessMSDTC

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion
\Setup\ExceptionComponents

m. HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion
\App Paths\setup.exe\RunAsOnNonAdminlInstall

n. HKEY LOCAL_ MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion
\App Paths\setup.exe\BlockOnTSNonlInstallMode
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Step 2 Restart the operating system.

Step 3 Verify that the key value PendingFileRenameOperations does not exist in the registry.

1. Choose Start > Run, enter regedit in the Open combo box, and press Enter. The Registry
Editor starts.

2. Choose Edit > Find, enter PendingFileRenameOperations, and click Find Next.

Verify that the key value PendingFileRenameOperations does not exist. If the key value
still exists, right-click it, and choose Delete.

—End

13.3.5 How Do I Restart the SQL Server Service

Question

How do I restart the SQL Server service?

Answer

If you fail to connect to the SQL Server database when the database is running properly, restart
the SQL Server service.

In the SQL Server Configuration Manager window, choose SQL Server Services > SQL
Server (MSSQLSERVER), and click Restart on the toolbar, as shown in Figure 13-2.

Figure 13-2 SQL Server Configuration Manager
ﬁ Sql Server Eunguratiun Manager I !El
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i . Rurring Automatic NT AUTHORITYANET. .,
.4 501 Server Network Configuration (32bit) f250L Server Browser Stapped Other (Boot, System...  NT AUTHORITWLOC... O

=l
2. 5QL Native Client 10.0 Configuration (32bit) | 2,501 Server Agent (MSSQLSERVER) Stopped Manual NT AUTHORITYINET... 0
.3, 50L Server Metwork Configuration

2} 50U Native Client 10.0 Configuration

H] sqL Server Services

13.3.6 How Do I Change the Computer Name Stored in the SQL
Server Database

Question

How Do I Change the Computer Name Stored in the SQL Server Database?

Answer

Certain database operations may fail if the computer name is changed.
To change the computer name from SERVER_OLD to SERVER _NEW, proceed as follows:

Step 1 Start the command-line interface, log in to the SQL Server database as the sa user (the password
is password), and view the computer name.

osql -Usa -Ppassword
select Q@SERVERNAME
go
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The original computer name SERVER_OLD is displayed.

Step 2 Run the following commands to delete the original computer name SERVER_OLD and add
the new computer name SERVER_NEW:

sp_dropserver @server='SERVER OLD', @droplogins=NULL
go

sp_addserver @server='SERVER NEW', @local='local',
@duplicate_ok='duplicate_ OK'

go
exit

Step 3 Inthe SQL Server Configuration Manager window, restart the SQL Server service.

—End

13.4 Oracle Database FAQs

This topic describes Oracle database FAQs.

13.4.1 How to Check the Server IP Address Monitored by the Oracle
Database

Question

How do I check the server IP address monitored by the Oracle database?

Answer
Step1 Log in to the OS of the server as the root user.
Step 2 Run the following command to check the server IP address monitored by the Oracle database:
# su - oracle
> more SORACLE_HOME/network/admin/listener.ora

Step 3 Check whether the server IP address monitored by the Oracle database is the same as the IP
address selected during eSight server installation. If they are different, contact the Oracle
database administrator to change them to the same.

—End

13.4.2 How to Change the Oracle Password Validity Period

Question
The Oracle 11g database password is valid for 180 days by default. If a password expires for
more than 7 days, the password is locked and eSight is unavailable. How do I change the Oracle
password validity period?

Answer

Step1 Loginto SUSE Linux as the root user.
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Step 2 Run the following command to log in to the Oracle database:
# su - oracle

sqlplus system/password

(1 noTE

The variable password is set during Oracle database installation. Enter the actual password.

Step 3 Run the following commands to change the Oracle password validity period to an unlimited
validity period:

SQOL> ALTER PROFILE DEFAULT LIMIT PASSWORD_LIFE_TIME UNLIMITED:;
SQL> exit

—-End

13.4.3 How to Set Some Important Parameters During the Creation
of an Oracle Database

Question

I do not know how to set some important parameters during the creation of an Oracle database.
These important parameters can ensure that the Oracle database works properly.

Answer

Step 1 Inthe Recovery Configuration step, leave all check boxes unselected, and click Next, as shown
in Figure 13-3.
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Figure 13-3 Choose the recovery options for the database
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File Location Yariables... |
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Step 2 In the Database Storage step, click Create to add six redo log group files, and set the value of

File Size for each file to 500. Retain the default values for other parameters, as shown in Figure
13-4.
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Figure 13-4 Redo Log Groups
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—End

13.5 eSight FAQs

This topic describes eSight FAQs.

13.5.1 Synchronizing the eSight Server IP Address to eSight

Question

This topic describes how to synchronize the eSight server IP address to eSight after the eSight
server IP address is changed.

Answer

Step1 Stop network management services on the eSight server.
® Windows: Choose Start > All Programs > eSight > Shutdown eSight.
® Linux: Run the following command:
# cd /opt/eSight/AppBase/bin
# ./stop.sh

Step 2 Use the IP address change tool to synchronize the eSight IP address.
1.  Start the IP address change tool.

® Windows: Choose Start > All Programs > eSight > tools > IP address changed
Tool.
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® Linux: Run the following command:
# cd /opt/eSight/AppBase/bin/runtime.center/bin
# ./ipchange.sh

2. Inthe IP Address Tool dialog box that is displayed, select an eSight server IP address and
click Modify.

In the dialog box that is displayed, click Yes.
4. In the dialog box that is displayed, click OK.

Step 3 Start the network management services on the eSight server.
® Windows: Choose Start > All Programs > eSight > start eSight.
® Linux: Run the following command:
# cd /opt/eSight/AppBase/bin
# .J/run.sh

——-End

13.5.2 How to Rectify the Failure in Logging In to the eSight Server
Using a Browser

Question

After the eSight server starts properly, the login to the eSight server using a browser fails and a
message indicating access failure is displayed. How do I rectify this failure?

Answer

Step1 Check whether the firewall is enabled on the eSight server. If the firewall is enabled, disable it.
Step 2 Log in to the eSight server using the browser and check whether the login is successful.

—--End

13.5.3 How Do I Solve the Problem When Data Fails to Be
Downloaded from eSight?

Question

Files fail to be downloaded from eSight. A current eSight page is redirected to the home page
in an attempt to download ActiveX controls.

Answer

The problem occurs because the Automatic prompting for file downloads function of Internet
Explorer is disabled. To solve the problem, enable the function.

Step 1 Open the Internet Explorer.

Step 2 Choose Tools > Internet Options > Security > Custom Level, as shown in Figure 13-5.
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Figure 13-5 Internet Options
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Step 3 Choose Downloads > Automatic prompting for file downloads > Enable, as shown in Figure

13-6.
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Figure 13-6 Security Settings

securtysetongs |

Settings:

@ Downloads ﬂ

@ Autamatic prompting For file downloads
{_) Disable

@ File dovenload
{7} Disable J
() Enable

@ Font download
{7} Disable
() Enable
) Prompt

@ Miscellaneous

@ Access data sources across domains =
LIJ

F T T S P

1 |

—Reset cuskorn settings

Reset ko IMedium j il
ITI Cancel |

Step 4 Click OK.
Step 5 Log in to eSight again.
-—---End

13.5.4 How to Close All Open Windows in One-Click Mode

Question
How to close all open windows in one-click mode?
Answer

Step 1 Press F5 to close all open windows.

—--End

13.5.5 How to Modify Settings If the Web Browser Displays Pages
Abnormally and Functions Are Unavailable

Question
When you log in to eSight client using the Internet Explorer, Web pages are displayed abnormally
and the Internet Explorer's functions are unavailable.
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Answer

Step 1 If you use the Internet Explorer:
1. On the menu bar, choose Tools > Internet Options.
2. Click the General tab and click Delete, as shown in Figure 13-7.

Figure 13-7 Internet Options

Internet Optians @

General |Security I Privacy | Cantenk | Connections I Programs | .ﬁ.dvanced|

Harme page
l/? To create home page tabs, type each address on its own line,
2

about:blank M

[ Ilse current H Ilse default ” Ilze blank,

Browsing history

-

Delete temporary files, history, cookies, saved passwords,
v ,-' and web Farm information,

[T Delete browsing history on exit

Delete, .. ” Setkings ]
Search
fnj Change search defaulks, Settings
7
Tabs
Change how webpages are displaved in Settings
tabs,
Appearance
Colars ] [ Languages ] [ Fonts ] [ Accessibility ]

[ Ik ][ Zancel ] Apply

3. The Delete Browsing History dialog box is displayed. Click Delete, as shown in Figure
13-8.
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Figure 13-8 Delete Browsing History
Delete Browwsing History @

| Preserve Favorites website data
keep cookies and temparary Inkernet files that enable vour Favarite
websites to retain preferences and display Faster,

| Temporary Internel: files
Copies of webpages, images, and media that are saved for Fasker
wiewing.

| Cookies
Files stored on your computer by websites to save preferences
such as login information.

| History
List of websites wou have visited,
Form dal:a
Saved information that vou have typed into Forms,
Passwords
Saved passwords that are automatically filled inowhen wou signin
ko a website vou've previoushy visited,
InPrivat: Filtering data
Saved data used by InPrivate Filkering to detect where websites may
be automatically sharing details about your wisit,

About deleting browsing hiskory Delete | [ Zancel

Step 2 If you use the Firefox 3.6:
1. On the menu bar, choose Tools > Internet Options, as shown in Figure 13-9.
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Figure 13-9 Tools

W1 Help
Delete Browsing History . Ctrl+Shift+Del
InPrivate Browsing Ctrl +Shift+P

Diagnose Connection Prablerns..,

Reopen Last Browsing Session

InPrivate Filtering Ctrl +Shift+F
InPrivate Filtering Settings

Paop-up Blocker 2
Smartscreen Filter »

Manage Add-ons

Cormpatibility Wiew
Cormpatibility Wiew Sethings
Subscribe to this Feed..,

Feed Discovery 2
Windows Update

Developer Toals F12

Internet Options

2. Inthe Options dialog box that is displayed, click the Privacy tab, as shown in Figure
13-10.
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Figure 13-10 Options

Options

U B85 =@ B [k &

General Tabs Content  Applications  Privacy  Security  Advanced

—Histary
Firefox will: |Remember history j

Firefox will remernber your browsing, download, form and search history,
and keep cookies from Web sites you visit,

Yo ray want to clear your recent history, or remove individual cookies,

~Location Bar

When using the location bar, suggest: |Hi5t|:|r3f and Bookrnarks j

(0] I Cancel | Helpn

3. Click clear your recent history. In the dialog box that is displayed, click Clear Now.
----End

13.5.6 How to Solve the Problem That the Web Browser Displays a
Message Indicating That the Security Certificate Is Incorrect
During Login to the eSight.

Symptom
Internet Explorer or Mozilla Firefox displays a message indicating that the security certificate
is incorrect when you log in to the eSight.
® The following figure shows the security certificate error prompted by Internet Explorer, as
shown in Figure 13-11.
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Figure 13-11 Error message (IE)

(f Certificate Error: Navigation Blocked - Windows Internet E xplorer

@ )~ [e] hipi/rin 85,64 21280800 =<+ [l tive seach o~

A (& Certificate Eror: Navigation Blocked | | - Bl - = - ok Page ~ (0 Took - z

There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server,

We recommend that you close this webpage and do not continue to this wehsite.
@ Click here to close this webpage,

& Continue to this wehsite (not recommended).

@ More information

[~
|D0ne l_l_l_l_l_l_’%hg Internet | Protected tode: Off | H00% ~ 4

® The following figure shows the security certificate error prompted by Firefox, as shown in
Figure 13-12.

Figure 13-12 Error message (Firefox)
Firefox > _ H[=] E3
| (1 Untusted Connection | + | -

€ [ hitp: £410.71.174.118:8080 - c][-‘]f Google )3‘] f® B

s This Connection is Untrusted

WA “Y'ou have asked Firefox to connect securely to 10.71.174.118:38443, but we can't confirm that your
connection is secure.

MNarmally, when you by to connect securely, sites will present tusted identification to prove that you are
going to the right place. Howeser, this site's identity can't be verified.

What Should | Do%?

If you usually connect to this site without problems, this eror could mean that someone s tiving o
imperzonate the site, and you shauldn't continue.

Getrne out of herel |

Technical Details

| Understand the Risks
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Possible Causes

Procedure

You need to install a security certificate.

®  Solution 1: Installing a Security Certificate (Internet Explorer)

1. On the error message page, click Continue to this website (not recommended), as
shown in Figure 13-13.

Figure 13-13 Error message (IE)

{f' Certificate Error: Navigation Blocked - Windows Internet E xplorer

@A |~ |&] hitp: /1085642128080 =l 42| | |Live search L~
{? ﬁ'ﬁ? {é Certificate Error. Mavigation Blocked | | 1’:} - B - [ - l_-," Page - f_; Tock »
=

'g) There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority,

Security certificate problems may indicate an attermpt to fool wou or intercept any data vou send to the
server,

We recommend that you close this webpage and do not continue to this wehsite.

& Click here to close this webpage.

& Continue to this website (not recommended).

@ More information

[
Done l_l_l_l_l_l_’%|@ Internet | Protected Mode: OFf w00 - g

2. Click Certificate Error. In the Untrusted Certificate dialog box, click View
certificates, as shown in Figure 13-14.
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Figure 13-14 Untrusted Certificate

{;"?Lng In - Windows Internet Explorer
@A - Iﬂ'_; hitps: /410,85 64. 212: 38443/ ss0/loginYexecution=e1s1 | % Cerlificate Error +|| A ILi\-'e Sean

. x LN
W 4 g Logl | 3 a3
gnr '-._\!3-' Untrusted Certificate p - &
-

The security certificate presented hy this
wehsite was not issued by a trusted
certificate autharity.

This problem may indicate an attempt to
fool wou or intercept any data you send to
the serser.

We recommend that you close this
webpadge.

Ahout cetificate errars

WView cerificates

3. On the General tab page, click Install Certificate, as shown in Figure 13-15.

Issue 02 (2012-03-15) Huawei Proprietary and Confidential 188
Copyright © Huawei Technologies Co., Ltd.



Huawei eSight
Software Installation Guide

13 FAQ
Figure 13-15 Certificate Information

Certificate

General | Details | Certification Path |

E:ga Certificate Information

This CA Root certificate is not trusted. To enable trust,

install this certificate in the Trusted Root Certification
Authorities store.

Issued bo:  10.85.64.212
Issued by: 10.85.64.212

valid from 5/24/2011 to 5/21/2021

| Inskall Certificate. ., I [ssUEr Statement |

Learn more abouk cerkificates

]9 |

4. Inthe Certificate Import Wizard dialog box, click Next, as shown in Figure
13-16.
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Figure 13-16 Certificate Import Wizard

Certificate Import Wizard E I

Welcome to the Certificate Import
Wizard

This wizard helps wou copyw certificates, certificate trusk
lists, and certificate revaocation lists From wour disk to a
certificate skore.

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the syskem area where
certificates are kept,

To continue, click Mesxt,

= Back Mext = Cancel

5.

Select Please all certificates in the following store and click Browse, as shown in

Figure 13-17.
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Figure 13-17 Import Certificate

Certificate Import Wizard Ed I

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or wou can specify a location For
the certificate.

™ aukomatically select the certificate store based on the type of certificate

¥ Place all certificates in the Fallawing stare

Zettificate store:

Browse, .. |

Learn more about certificate skores

= Back. Mext = Zancel

6. In the Select Certificate Store dialog box, select Trusted Root Certification
Authorities and click OK, as shown in Figure 13-18.
Figure 13-18 Select Certificate Store
Select Certificate Store

Select the certificate stare ywou wank ko use,

- Personal .

‘ Trusted Rook Certification Authorities
----- Efterprise Tk

----- Intermediate Certification Autharities
b Trusted Publishers

| - -
g | Inkruisted Certificrabes
1| | »

[ show physical stores

Ik I Zancel |
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7.  Click Next, as shown in Figure 13-19.

Figure 13-19 Certificate Store

Certificate Import Wizard

Cerntificate Store

Certificate skores are syskem areas where certificates are kept.

Windows can automatically seleck a certificate store, or wou can specify a location For
the certificate,

= Automatically seleck the certificate store based on the kvpe of certificate
* Place all certificates in the Following store

Zettificake store:

Trusted Root Certification Authorities Erowse,

Learn mare about certificate skares

< Back Mext = Cancel

8.  In the Certificate Import Wizard dialog box, click Finish, as shown in Figure
13-20.
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Figure 13-20 Complete the Certificate Import Wizard

Certificate Import Wizard E3

Completing the Certificate Import
Wizard

The certificate will be imparted after you click Finish,

b Trusted Rook Certifice
Certificate

% Back i Finish Cancel

9. In the Security Warning dialog box, click Yes, as shown in Figure 13-21.
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Figure 13-21 Install Certificate

Security Warning

Y'ou are about toinztall a certificate from a certification authority [CA)
l \  claiming to represent:

10.85.64.212

Windows cannat validate that the certificate iz actually from
"10.85.64. 212", vou should confirm itz arigin by contacting
"10.85.64. 212", The following number will azzizt pou in this process:

Thumbprint [shal] 594BDEAZD BBT1F4144 C38504CE C1E1AF7E
FOA3IF2

W arning:

[f wour inztall thig root certificate, \Windows will automatically truzst any
certificate izzued by this CA. Installing a certificate with an
unconfirmed thumbprint iz a security nigk. |f pou click "™es" pou
acknowledge this rizk.

Do wou want toinstall thiz certificate?

Yes Mo

10. In the Certificate Import Wizard dialog box, click OK, as shown in Figure 13-22.

Figure 13-22 Certificate importing succeeded

Certificate Import Wizard Ed

| The import was successiul.

11. Close Internet Explorer and open it again to log in to the eSight.
® Solution 2: Installing a Security Certificate (Mozilla Firefox)

1. On the error message page, expand I Understand the Risks and click Add
Exception, as shown in Figure 13-23.

Issue 02 (2012-03-15) Huawei Proprietary and Confidential 194
Copyright © Huawei Technologies Co., Ltd.



Huawei eSight
Software Installation Guide 13 FAQ

Figure 13-23 Add Exception

g% This Connection is Untrusted

WA 'ou have azked Firefox bo connect securely to 10.F1.174.118: 38443, but we can't confirm that pour
cannection is secure.

Maormally, when pou ty to connect securely, sitez will present trusted identification o prove that pou are
gaing ta the right place. Howewver, thiz site's identity can't be verified.

What Should | Do?

If pou usually connect to thiz zite without problems, this eror could mean that zomeone iz tying to
impersonate the site, and you shouldn't continue.

Getme out of herel |

Technical Details

| Understand the Risks |

If you understand what's going on, pou can tell Firefos o start rusting this site's identification. Ewen if
you trust the site, this error could mean that someone is tampering with your
connechion.

Don't add an excephion unless you know there's 3 good reazon why thiz site doesn't uge usted
identification.

Add Exception.. |

2. Inthe Add Security Exception dialog box, click Confirm Security Exception, as
shown in Figure 13-24.
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Figure 13-24 Confirm Security Exception

Add Security Exception
“'ou are about to overnde how Firefox identifies thiz zite.
l Legitimate banksz, stores, and other public sites will not azk you to do this.
]
Semer

Certificate Status

Thiz zite attemptz to identify itzelf with invalid information, Wi

Location: | httpz:A410.71.174.118:3844 / 3 Get Certificate |

Unknown |dentity

Certificate ig not trusted, becauze it hagn't been verified by a recognized authoriby.

[v Permmanently store this exception

Confirm Security Exception Cancel

3. Close Mozilla Firefox and open it again to log in to the eSight.

—End

13.5.7 How to Start Dtabase Backup and Recovery Tool

Question
How to Start Dtabase Backup and Recovery Tool?

Answer

Step 1 Enable the database backup and restoration tool on eSight server.

® On a Windows OS, choose Start > All Programs > eSight > tools > Launch Database
Backup And Recovery Tool.

® On a Linux OS, execute the run.sh file in the /opt/eSight/backuptool/bin directory.
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Step 2 Connect to the URL for logging in to the database backup and restoration tool by means of the
client explorer.

URL example: http://10.135.23.61:8130/backup

Step 3 Click Back Up, set Description, and click Backup.

Step 4 Optional: Click < as required to restore the database.

Step 5 Optional: Select a backup task and click Delete to delete the backup task and the corresponding
backed up files.

—--End

13.5.8 How Do I Create RAID 5 for Three or More Hard Disks on
an IBM X3650 M3 Server

Question
How do I create RAID 5 for three or more hard disks on an IBM X3650 M3 server?

Answer
(1 noTE

The following describes how to create RAID 5 for six hard disks on an IBM X3650 M3 server.

The procedure for creating RAID 5 varies according to the number of hard disks.

Step1 Power on an IBM X3650 M3 server to execute self-check. When the page shown in Figure
13-25 is displayed, press Ctrl+H.

The Adapter Selection page is displayed, as shown in Figure 13-26.

Figure 13-25 WebBIOS

HA —-@ (Bus 1 Dev @) ServeRAlD M5015 5A5-5ATA Controller
1 Virtual Drive(s) found on the host adapter.

1 Uirtual Drive(=s) handled by BIOS
Press {(Ctrl><H> for WebBIOS or press <Ctrl><Y¥> for Preboot CLI

Figure 13-26 Adapter Selection page

Adapter Selection

Adapter No. Firmuware Uersion
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Step 2 Click Start.

The MegaRAID BIOS Config Utility Virtual Configuration window is displayed, as shown
in Figure 13-27.

Figure 13-27 MegaRAID BIOS Config Utility Virtual Configuration window

MegaRAID BIOS Config LHility Virtual Configuration

3 w2 B
MEhEI“s Dgll::a. 12w

Controller Selection

Tneonfigured Drives

N1 Backplane: (252), Slot:0, 345, HDD, 275.464 GE, Unconficqure
L.li. Backplane: (252), 3lot:l, 343, HDD, 275.464 GE, Tnoconfigure
L.lii Backplane: (252), Sloti2, SAS, HDD, 275.464 GE, Tnoonfigure
L.lii Backplane: (252), Slot:3, SAS, HDD, 275.464 GE, Tnoonfigure
. g
s &

Backplane: (252), 2lot:d, ZA4S5, HDD, 2738464 GE, Tnconfigure
Backplane: (252), 2lot:5, 245, HDD, 273464 GE, Unconfigure

Step 3 In the navigation tree, click Physical View.

The MegaRAID BIOS Config Utility Physical Configuration window is displayed, as shown
in Figure 13-28.
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Figure 13-28 MegaRAID BIOS Config Utility Physical Configuration window
MegaRAID BIOS Config Utility Physical Configuration

A wlmw e B
MEhﬂI“s ySlCa 1l

& C roller Selection

= Backplane (252)

|.'\1§ Slot: 0, 345, HDD, 2758.4643 GB , Unconfigured Good

| |..l:. Slot:l, A%, HDD, 2758.464 GE , Tnconfigured Good
| |_'£i 3lot: 2, 345, HDD, 275464 GB , Tnconfigured Good

1 Slot: 3, 3AS, HDD, 2758.464 GB , Unconfigured Good
1 Slot: 4, 345, HDD, 2758.464 GE , Unconfigured Good
| L.':. 3lot: 5, 343, HDD, 278.464 GB , Unconfigured Good

Step 4 In the navigation tree, click Configuration Wizard.
The MegaRAID BIOS Config Utility Configuration Wizard window is displayed.

Step 5 Select New Configuration, as shown in Figure 13-29.
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Figure 13-29 Selecting New Configuration

MegaRAID BIOS Config Utility Configuration Wizard

Step 6 Click Next.
The Confirm Page window is displayed.
Step 7 Click Yes.
The Select Configuration Method window is displayed.

Step 8 Select Manual Configuration, as shown in Figure 13-30.

Figure 13-30 Selecting Manual Configuration
MeqgaRAID BIOS Config Utility Configuration Wizard

Fedundancy when possible .

Step 9 Click Next.
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The Drive Group Definition window is displayed.

Step 10 Hold down Ctrl, and click all slots in the Drives area, as shown in Figure 13-31.

Figure 13-31 Creating RAID 5 (1)

MegaRAID BIOS Config LHility Config Wizard — Drive Group Definition

i
51312

button.

% Drive Group Definition: To add drives to Drive Group,hold Control key while selecting
Unconf Good drives and click on Add to Array. Then Accept Drive
Group. Drive addition can be undone by selecting the Reclain

L& Backplane (252)
| HE s

4 GE , Tncon
sB , Uncon
» Incon

kn Add To Array

ol

@ Drisve o

¥ Cancel

| 4 Back | mp Hlext

Step 11 Click Add to Array to add the selected slots to Drive Group0, as shown in Figure 13-32.

Figure 13-32 Creating RAID 5 (2)

MegaRAID BIOS Config Utility Config Uizard — Drive Group Definition

]
1P

button.

% Drive Group Definition: To add drives to Drive Group,hold Control key while selecting
Unconf Good drives and click on Add to Array. Then Aiccept Drive
Group. Drive addition can be undone by selecting the Reclaim

Drives Drive Groups

Backplan 21

10, 345, HDD, 2758.464 GE , Onlin
11, 545, HDD, 278-464 GE , Onlin
12,343, HDD, 278464 GE , Onlin
13, 343, HDD, 278464 GE, Onlin
14, 345, HDD, 2758.464 GE , Onlin
1 5, 545, HDD, 278.464 &B , Onlin

>

Ky Add To Array

i

Leocept DG Reclaim

¥ Cancel

4 Back iy Mext
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Step 12 Click Accept DG, as shown in Figure 13-33.

Figure 13-33 Creating RAID 5 (3)

MegaRAID BIOS Config Utility Config Wizard - Drive Group Definition

h |
51"

%g Drive Group Definition: To add drives to Drive Group,hold Control key while selecting
Unconf Good drives and click on Add to Array. Then Accept Drive
Group. Drive addition can be undone by selecting the Reclain

button.
Backplane (252) J,_@ [Drive Groupl t
| ws 2lot: O, 3A5, HDD, 275464 GB, Onlin | |.l<. Backplane: (2532), 3lotid, 343, HDD, 2
| wi Slot: 1, 345, HDD, 278464 GB, Onlin | |.l<. Backplane: (252), 3lot:l, 345, HDD, 2
| |.l<. Zlot: 2, 345, HDD, 275.464 GE, Onlin | |.l<. Backplane: (252), 3lot:z, 345, HDD, 2
| wi Slot: 3, 345, HDD, 278.464 GB, Onlin | |.l<. Backplane: (252), 3lot:3, 345, HDD, 2
| wiSlot: 4, 343, HDD, 275.484 GE, Onlin | |.'<. Backplane: (252), 3lot:d, 343, HDD, 2
| L.:. Zlot: 5, 343, HDD, 275464 GE , Onlin | L.:. Backplane: (252), 3lot:s, 343, HDD, 2
J,_@ Drive Groupl
Ll 1L 11 12

S

X Cancel | 4n Back | mp Hext I

Step 13 Click Next.

The Span Definition window is displayed, as shown in Figure 13-34.

Figure 13-34 Creating RAID 5 (4)
MegaRAID BIDS Config Utility Config Wizard — Span Definition *.5'

wfip
“u'i

Span Definition: To add array hole to a Span, select an array hole from the
% drop—doun.Click on Add To Span. Array hole will be added to the
span.frray Hole addition can be undone by selecting the
Reclaim button.

| Drive Group0,Hole:0,RO, B1, BS5,1.631 TE ﬂ

X Cancel | 4w Back | uwp Mexc |
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Step 14 Select Drive Group:0,Hole:0,R0,R1,RS,1.631TB from the Array With Free Space drop-
down list box, and click Add to SPAN to add Drive Group:0,Hole:0,R0,R1,R5,1.631TB to
the Span area, as shown in Figure 13-35.

Figure 13-35 Creating RAID 5 (5)
MegaRAID BIOS Config Utility Config Wizard — Span Definition

|

wfy
‘ai

iz

Span Definition: To add array hole to a Span, select an array hole from the

drop—doun.Click on fidd To Span. firray hole will be added to the

span.firray Hole addition can be undone by selecting the
Reclain button.

ﬂ Irive Group:d,R0, B, B5,1.631 TH

¥ Cancel | 4m Baclk | mip [Jext |

Step 15 Click Next.

The Virtual Drive Definition window is displayed.

Step 16 Set RAID Level to RAID 5, as shown in Figure 13-36.
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Figure 13-36 Setting the RAID level

Step 17 Click Accept.

\MegaRalD BIOS Config Utility Config Wizard — Virtual Drive Definition r'?ﬂz
RAID Level [Raps |
Strip Size m_—
Access Policy || ro =
Read Policy m
Write Policy | Write Back with BB )
10 Policy | Direct g
Drive Cache mﬁﬂ Hn.axt LD, Puﬁsihle RAID Ll?uels
R(:1.631 TB R1:835.394 GE R5:1.353 TE
Disable BGI Ho |y
Select Size || 1.359 | TE |¥|
§ Aocept | Ly Reclaiw |
X Cancel | 4u Back g [ext I

The MegaRAID BIOS Config Utility Confirm Page window is displayed, as shown in Figure

13-37.

Figure 13-37 MegaRAID BIOS Config Utility Confirm Page window

MegaRAID BIOS Config Utility Confirm Page

Step 18 Click Yes.

The MegaRAID BIOS Config Utility Config Wizard-Virtual Drive Definition window is
displayed, as shown in Figure 13-38.
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Figure 13-38 MegaRAID BIOS Config Utility Config Wizard-Virtual Drive Definition window
MegaRAID BIOS Config LHility Config Wizard — Virtual Drive Definition

efip
#y

5l

|RHID Level ||m
|St1"ip Size ||Wl|

||’-‘||::|::E:SS Policy || EW 'I

|Read Policy || Mortmal 'l
|urite Policy || WriteBack withBBU  y|
|Il] Policy "_Dj_rect. .|

|])r'iue Cache

|| Dizakle ‘-l

|Disahle BGI

[Drive Group O
i

Press Back Button To Add Another Virtual Drive.

|| [ [u} 'l

|Select Size

[

ey Reclaim |

Step 19 Click Next.

¥ Cancel 4n Back mp [ext

The MegaRAID BIOS Config Utility Config Wizard-Preview window is displayed, as shown
in Figure 13-39.

Figure 13-39 MegaRAID BIOS Config Utility Config Wizard-Preview window
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Step 20 Click Accept.

» Cancel 4m Back Apcept

The MegaRAID BIOS Config Utility Confirm Page window is displayed, as shown in Figure
13-40.
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Figure 13-40 MegaRAID BIOS Config Utility Confirm Page window
MegaRAlD BIOS Config Utility Confirm Page
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Step 21 Click Yes.
Step 22 Click Yes.

The initialization page is displayed, as shown in Figure 13-41.

Figure 13-41 Initialization page
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If the disk is in the VD0: RAIDS: 1.359 TB: Optimal state, RAID 5 is created successfully.

Step 23 Click Home. The MegaRAID BIOS Config Utility Physical Configuration window is
displayed, as shown in Figure 13-42.
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Figure 13-42 MegaRAID BIOS Config Utility Physical Configuration window
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Step 24 Click Exit.

The Exit Confirmation window is displayed.
Step 25 Click Yes.

The Reset Page window is displayed.
Step 26 Restart the IBM X3650 M3 server.

—--End

13.5.9 What Do I Do When Data Cannot Be Dumped?

Symptom

Data cannot be dumped if I change the maximum size of the database tablespace to a value
indicating no upper limit by using a database tool.

Possible Causes

After the maximum size of the database tablespace is changed to a value indicating no upper
limit, the database usage threshold cannot be reached. This causes a failure to dump data.
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A CAUTION

You cannot change the maximum size of the database tablespace to a value indicating no upper
limit by using a database tool.

Procedure

Step1 Use a database tool to change the maximum size of the database tablespace to a proper value.

The default maximum size of the database tablespace is provided after you install the eSight,
and the default maximum size is recommended.

——-End

13.5.10 How Do I Modify the JVM Startup Parameters of the
eSight ?

Question
How do I modify the JVM startup parameters of the eSight ?
Answer
® On Linux:
1. Use the text editor to open the file in $eSight ROOT/AppBase/bin/runtime.center/
bin/run.sh.
2. Modify the JVM startup parameters in the run.sh file.
The parameters for starting the JVM are:
- JVM_MEM.
- JVM_MN.
- JVM_PS.
® On Windows:
1. Use the text editor to open the file in $eSight ROOT\AppBase\etc\oms.core
\oms.runtime.start.setting.properties.
2. Modify the JVM startup parameters in the oms.runtime.start.setting.properties file.
The parameters for starting the JVM are:
- set.JVM_MEM.
- set.JVM_MN.
- set.JVM_CMS_THRESHOLD.
- set.JVM_PS.
- set.JVM_CodeCache.
-—-End
Issue 02 (2012-03-15) Huawei Proprietary and Confidential 208

Copyright © Huawei Technologies Co., Ltd.



Huawei eSight

Software Installation Guide 13 FAQ

13.5.11 How to Calculate the Dump Tablespace Usage?

Question

How to calculate the dump tablespace usage?

Answer

Oracle database: The size of an Oracle database is automatically increased. The tablespace
usage is the actual tablespace divided by the Oracle database size.

MySQL database: The maximum size of a MySQL database is configured by using the
mySqlDBTableMaxSize parameter in the oms.xml file. The tablespace usage is the actual
tablespace divided by the value for mySqlDBTableMaxSize.

1 noTE

The oms.xml file path is as follows:
® Windows operating system: D:\eSight\AppBase\etc
® Linux operating system: /opt/eSight/AppBase/etc

SQL SERVER database: The tablespace usage is the actual tablespace divided by the
maximum size which is allocated when you create the SQL SERVER database.

13.5.12 How Do I Solve the Problem When Images and Characters
Overlap on the eSight Login Page

Question

If the eSight server URL is not configured as a trusted site, images and characters may overlap
on the eSight login page accessed using Internet Explorer on Windows Server 2008, as shown
in Figure 13-43.

Figure 13-43 Overlapping images and characters
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Answer
Step1 Choose Tools > Internet Options.
Step 2 Click Security tab, and select Trusted sites, as shown in Figure 13-44.
Figure 13-44 Internet Options
General Security | F'rivau:_l,ll I:u:untentl Eunnectinnsl F"ru:ugramsl .ﬁ.dvancedl
Select a'Web content zone to zpecify ite securnty settings.
Internet Local irEranet IPEERRE — Festicted
gites
Trusted zites
Thiz zone containz wWeb zites that you Sites |
brugt miotk to damage your computer or
data.
— Securty level for this zone
Custom
Cuztom zettings.
- To change the zettingz, click Custom Lewvel.
- To uge the recommended settings, click Default Level.
Cuztom Lewvel... | Default Level |
k. I Cancel | Spply |
Step 3 Click Sites.
Step 4 Click Add, and add the eSight server URL.
Step 5 Click Close.
Step 6 Click OK.
Step 7 Log in to eSight again.
--—--End
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13.5.13 How Do I Solve the Problem When eSight Fails to Be
Installed in an English Operating System Due to Chinese
Characters in the Installation Package Path

Symptom

When the eSight installation package path contains Chinese characters, eSight fails to be
installed in an operating system that is not installed with the Chinese language package.

Possible Causes

The English operating system that is not installed with the Chinese language package cannot
resolve the installation package path that contains Chinese characters.

Procedure

Step1 Change the Chinese characters in the installation package path to English characters.

——End

13.5.14 How Do I Solve the Problem of Garbled Characters When
Chinese-Version eSight Is Installed in an English Operating
System?

Symptom

When Chinese-version eSight is installed in an English windows operating system, some
Chinese characters are garbled characters.

Possible Causes

When an English operating system is not installed with the Chinese language package, Chinese
characters cannot be properly displayed.

Procedure

Step1 Download the Chinese language installation program at http://www.microsoft.com/download/
en/default.aspx.

Step 2 Double-click the Chinese language installation program. The system then restarts after the
installation.

Step 3 Choose Start > Control Panel.

Step 4 In Control Panel, click Change display Language, as shown in Figure 13-45.
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Figure 13-45 Control Panel
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Step 5 On the Region and Language screen, click Formats.
Step 6 In the Format area, select Chinese (Simplified, PRC).
Step 7 On the Region and Language screen, click Location.
Step 8 In the Current location area, select China.
Step 9 On the Region and Language screen, click Administrative.
Step 10 Click Change System locale, the Change Regional Options dialog box is displayed.
Step 11 Click Apply.
Step 12 On the Region and Language Settings screen, select Chinese (Simplified, PRC).
Step 13 Click OK, the Change System Locale dialog box is displayed.
Step 14 Click Restart now to restart the system.
—End
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