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About This Document

Intended Audience

This document describes the configuration and maintenance of S2700,S2752,S3700,S5700, and
S6700 through the web network management system. The web network management system
provides the functions of viewing device information and managing the entire system, interfaces,
services, ACL, QoS, routes, security, and tools.

This document is intended for:

Data configuration engineers
Commissioning engineers

Network monitoring engineers

System maintenance engineers

Symbol Conventions

The symbols that may be found in this document are defined as follows.

Symbol Description
Indicates a hazard with a high level of risk, which if not
DANGER avoided, will result in death or serious injury.
Indicates a hazard with a medium or low level of risk, which
WARNING if not avoided, could result in minor or moderate injury.
Indicates a potentially hazardous situation, which if not
CAUTION avoided, could result in equipment damage, data loss,
performance degradation, or unexpected results.
o= TIP Indicates a tip that may help you solve a problem or save
time.
(] noTE Provides additional information to emphasize or supplement
important points of the main text.
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Change History

Updates between document issues are cumulative. Therefore, the latest document issue contains
all updates made in previous issues.

Changes in Issue 01 (2011-07-15)

Initial commercial release.
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Client Configuration

About This Chapter

To facilitate the maintenance and configuration of the S2700,52752,S3700,S5700, and S6700,
Huawei provides the Web network management system (short for Web system). You can log in
to the Web system client to maintain and configure devices through the graphic user interface
(GUD).

This chapter describes basic operations that you can perform on the Web system. It helps you
quickly understand the operations and functions on the Web system.

1.1 Logging In to the Web System Client
Before configuring the switch, you must log in to the Web system client.

1.2 Web User Management

The switch provides default user name and password for your first login. To facilitate user
management, the Web system enables you to add user accounts, change password, and delete
user accounts.

1.3 Understanding the Web System Client User Interface
The following sections help you understand the Web system client user interface and improve
your operation efficiency.

1.4 User Timeout
If you do not perform any operations on the Web system GUI for a long time, you are logged
out and the login page is displayed.

1.5 Saving Configuration
After performing configuration, you need to save the configuration data.

1.6 Logging Out of the Web System
To protect security of user accounts and switches, log out of the Web system immediately after
you finish the configurations.
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1.1 Logging In to the Web System Client

Before configuring the switch, you must log in to the Web system client.

Context
°
°
°
Procedure

Before logging in to the Web system client, ensure that the switch has been commissioned
and the Web system server is enabled on the switch.

The Web system client connects to the switch through HTTP; therefore, you must log in
to the Web system client through HTTP.

The Web system client supports the Microsoft Internet Explorer 6 (IE6) and Firefox 3.0,
or later versions. The Web system client described in this document uses the IE6.

Step 1 Open Microsoft Internet Explorer 6.0 on the client.

Step 2 Enter the universal resource locator (URL) of the Web system client in the address bar and press
Enter. The User Login dialog box is displayed, as shown in Figure 1-1.

The URL is in the format http://IP/view/login.html, for example, http://10.164.19.131/view/
login.html.

Figure 1-1 Login

Llzer Login

HUAWEI UserMame: admin
Fassward: 2L

Werify Code:  HPQK AP QK

Language: | English =]

¥ Save rmy password

| Login || Feset |

Step 3 Enter values in User Name, Password, and Verify Code.

The local switch provides a default account. The user name and password of the account are
admin.

To create, change, or delete user names and passwords, choose Security > AAA > User.

If your user level is 0, you can view only the Ping and Tracert pages after logging in to the
client.

Step 4 Choose a language, for example, English.
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® The Web system client of the current version supports Chinese and English.

® After logging in to the client, you can select another language from the Language drop-down
list on the top right corner of the page.

Step 5 Click Login.
[ note

Ifyou select Save my password before clicking Login, you do not need to enter the user name and password
at next login.

After you log in to the Web system, the main page is displayed. For details about the main page,
see 1.3.1 Window Layout.

—End

1.2 Web User Management

The switch provides default user name and password for your first login. To facilitate user
management, the Web system enables you to add user accounts, change password, and delete
user accounts.

The following sections describe the operations of user management. To configure user
management, choose Security > AAA > User Management.

1.2.1 Adding a User Account

You can add user accounts. Then the switch can authenticate and authorize the users who log in
to the switch according to the user information you configured.

Context

You can add user accounts only when your user level is greater than 0.

Procedure

Step1 Choose Security > AAA > User in the navigation tree to open the User page.
Step 2 Click New to open the Create User page.

Step 3 Enter User Name, Password, and Confirm Password and set the access type to http. Retain
the default values of other parameters.

Step 4 Click OK.

——End

1.2.2 Changing Password

You can change passwords in the web system.

Context

You can change the passwords only when your user level is greater than 0.
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Procedure
Step1 Choose Security > AAA > User in the navigation tree to open the User page.

Step 2 Select a record that you want to modify and click [ to open the Modify User page.
Step 3 Enter Password and Confirm Password.
Step 4 Click OK.

—--End

1.2.3 Deleting a User Account

You can delete user accounts from the Web system.

Context

You can delete user accounts only when your user level is greater than 0.

Procedure

Step1 Choose Security > AAA > User in the navigation tree to open the User page.

Step 2 Select a record that you want to delete and click Delete. The system asks you whether to delete
the record.

Step 3 Click OK.

—End

1.3 Understanding the Web System Client User Interface

The following sections help you understand the Web system client user interface and improve
your operation efficiency.

1.3.1 Window Layout

The layout and style of the Web system client GUI are described in the section.

Figure 1-2 shows a typical operation user interface of the Web system.
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Figure 1-2 Device Summary
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1.3.2 Navigation Tree

The navigation tree consists of nine nodes: Device Summary, System Management, Interface
Management, Service Management, ACL, QoS, IP Routing, Security, and Tool.

Each node has subnodes, as described in Table 1-1.

Table 1-1 Description of the Web system navigation tree

Node Subnode Description
Device Panel Displays information about the device panel.
Summary

Switch Information | Displays the product type, location, software
version, and hardware version of the switch.

Switch Health Displays the current CPU usage, memory usage,
temperature, and fan status of the switch.

Trends Displays the CPU usage, memory usage,
temperature, and port usage of the switch according
to your selection.
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Node Subnode Description
System Factory Defaults Restores the factory settings of the switch.
Management -

Restart Chooses the configuration file for next startup of the
switch.

Software Upgrade Upgrades the software of the switch.

Patch Loads the patch file to the switch through TFTP.

File System Manages files, including uploading files to the

Management switch, downloading files from the switch, and
restoring or permanently deleting files in the recycle
bin.

System Sets the system information such as system time and

Configuration maintenance information.

PoE Configures and queries global PoE information and
PoE on interfaces.

DNS Configures and queries dynamic DNS entries, DNS
server, domain name suffix, and dynamic domain
name resolution function.

Stacking Configures and queries the stacking function.
NOTE

The S2700EI, S2700SI or S2752E1 switches do not support
the function.
Interface Ethernet Configures and queries basic attributes of interfaces
Management and traffic statistics on the interfaces.

Eth-Trunk Configures and queries Eth-Trunk interfaces and
LACEP priority.

VLANIF Configures and queries VLANIF interfaces.

NOTE
The S2700EIS2700SI or S2752EI switches do not support
the function.

LoopBack Configures and queries the loopback interfaces.

Service VLAN Configures and queries VLANS, interfaces, and
Management VLANIF interfaces.

MAC Configures and queries MAC address table, MAC
address aging time, MAC address learning function,
static MAC address entries, blackhole MAC address
entries, and sticky MAC function.

STP Configures and queries global STP information, STP
on interfaces, and domains.

NOTE
The S2700SI series switches do not support this function.
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Node

Subnode

Description

Voice VLAN

Configures and queries voice VLAN, OUI, and
aging time.
NOTE

The S2700SI series switches do not support this function.

DHCP

Configures and queries DHCP global address pool,
address pool on VLANIF interface, and DHCP relay.
NOTE

The S2700SI, S2700EI switches do not support the
function.

ARP

Configures and queries ARP entries, static ARP
entries, and ARP parameters.
NOTE

The S2700EIS2700SI or S2752EI switches do not support
the function.

VRRP

Configures and queries VRRP information.

NOTE
The S2700EI, S2700S1, S2752EI, S5700SI or S3700SI
switches do not support the function.

IGMP Snooping

Configures and queries global IGMP information
and IGMP snooping of VLANS.

ACL

Effective Period

Configures and queries the ACL effective period.

ACL

Configures and queries ACL information.

QoS

Traffic Management

Configures and queries the traffic classifier-based
QoS function, including traffic classification, traffic
behavior, traffic policy, and application of traffic

policy.

Limit Rate

Configures and queries the interface rate limiting
function.

Traffic Shaping

Configures and queries the traffic shaping function.

Congestion
Management

Configures and queries congestion management on
interfaces.
NOTE

The S5700S1,S2700EI,S2700SI or S2752EI switches do
not support the function.

Priority Mapping

Configures and queries the priority mapping and
trusted interface functions.
NOTE

The S2700ELS2700SI or S2752EI switches do not support
the function.

IP Routing

IPv4 Route

Configures and queries IPv4 routes, including IPv4
static routes and global IPv4 routing information.
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Node Subnode Description
Security Port isolation Configures and queries isolation mode and isolation
directions.
NOTE
The S2700SI series switches do not support this function.
Static user binding Configures and queries static user binding
information.
NOTE
The S2700SI series switches do not support this function.
AAA Configures and queries the security functions,
NOTE including authentication, authorization, and
The AAA accounting (AAA), service templates, RADIUS
configuration function | templates, RADIUS authentication and accounting
is equivalent to the servers, RADIUS authorization servers, domain
user management man ment. an r man men
fumction of S2700S1 anagement, and user data management.
and S2700EI

802.1X Configures and queries global 802.1X parameters

and 802.1X parameters on interfaces.

NOTE
The S2700SI or S2700EI switches do not support the
function.

MAC Authen Configures and queries global MAC address
authentication and MAC address authentication on
interfaces.

NOTE
The S2700SI or S2700EI switches do not support the
function.
Tool Ping The ping function.
Tracert The tracert function.
VCT The VCT function.
1.3.3 Buttons
The buttons that you usually use on the Web system GUI are described in this section.
Table 1-2 describes the buttons and functions.
Table 1-2 Button description
Button Function
0K Saves configurations or confirms the displayed information.
NOTE
If you click OK on a pop-up dialog box, the dialog box is closed.
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Button Function
Apply Saves configurations or confirms the displayed information.
NOTE
If you click Apply on a pop-up dialog box, the dialog box is not closed.
Query Displays information that you queried.
Configure Configures a selected record.
Cancel Cancels the current configuration.
Refrash Refreshes the current page.
Mew Creates a record on the current page.
Delete Deletes a selected record.
[ Modifies a selected record.
Details Displays details about a selected record.
Clear Configuration Deletes the configuration data of a selected record.

1.3.4 GUI Elements

The elements that you usually use on the Web system GUI are described in this section.

Table 1-3 describes the elements that you usually use on the Web system GUI.

Table 1-3 GUI elements

Name Element
Button 0k
Move button =

==

==

Option button | & pisable

Check box wlanifl
Tab FREE TN EER  Statistics on Interface
Text box LA
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Descending: ™

Ascending: *

Name Element
Group box Query
’TJLANIF Marne: WLAMNIF Query
Drop-down | yac 1ype: [an =l
list box i
Static
Dynamic
Blackhale
Sticky
Menu Fliz (E)  Eclitor (E)
Navigation Service Manager
tr
ce YLAN
MAC
STP
voice WLARN
DHCP
ARP
Sort button Default: =

Time setting | [E
Mandatory +

option

Interface Select Interface
pane] Slot0

|':|Unse|ectecl -Selectecl I_:IFixecI EIEIectricalmOptical

Cancel All

1.4 User Timeout

If you do not perform any operations on the Web system GUI for a long time, you are logged
out and the login page is displayed.

Figure 1-1 shows the login page. If you need to continue operations, log in again.

(1 noTE

® By default, the timeout time of a login user is 20 minutes.

® The timeout time is set on the 3.6.2 System Settings page.
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1.5 Saving Configuration

After performing configuration, you need to save the configuration data.

A CAUTION

If you do not save the configuration data, the configuration that you made will be lost after
reboot.

To save configurations, you can:

® Click OK or Apply to save the configuration data to memory.

® Click ™™ in the navigation tree to save all the configuration data to the configuration
file.

1.6 Logging Out of the Web System

To protect security of user accounts and switches, log out of the Web system immediately after
you finish the configurations.

You can log out of the Web system in either of the following ways:
® Click &4 on the top right corner of the page to close the browser.

® C(Click (@ Logout | on any page of the Web system.
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2 Device Summary

About This Chapter

The following sections describe the subnodes under the Device Summary node, including
Panel, Switch Information, Switch Health, and Trends.

2.1 Panel
This subnode provides information about the device panel.

2.2 Switch Information
This subnode displays the product type, location, software version, and hardware version of the
switch.

2.3 Switch Health
This subnode displays the current CPU usage, memory usage, temperature, and fan status of the
switch.

2.4 Trends

This subnode displays the CPU usage, memory usage, temperature, and port usage of the
switch according to your selection. The S2700EI or S2700SI switches do not support the
function.
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2.1 Panel

This subnode provides information about the device panel.

Context

The panel area on the Web system page displays information about each port of the selected
switch, including:

®  Number of ports

®  Operating mode of each port

(1 noTE

You can place the cursor on a port to view the type, rate, and status of the port.

Procedure

Step1 Click Device Summary in the navigation tree to open the Device Summary page. You can view
the Panel tab page, as shown in Figure 2-1.

Figure 2-1 Panel

Panel

A 5 55 5 1
1080 G55 0
I_':Ilnactive .,&.ctive I_':I Forcibly disabled IjEIectrical mﬂptical

2 e
-c 1 - --’- 5 -f- 7

Step 2 Select a refresh interval from the drop-down list before Refresh. The value Manual indicates
not refresh. The default interval is 60 seconds.

Step 3 Click Refresh. Then the Web system synchronizes data with the switch and refreshes the
information on the page.

1 noTE

If you click a port icon, the configuration information of each port is displayed. For details about the
displayed information, see Configure basic attributes.

——End

2.2 Switch Information

This subnode displays the product type, location, software version, and hardware version of the
switch.

Procedure

Step1 Click Device Summary in the navigation tree to open the Device Summary page. You can view
the Switch Information tab page, as shown in Figure 2-2.
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Figure 2-2 Switch Information
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-—-End

2.3 Switch Health

This subnode displays the current CPU usage, memory usage, temperature, and fan status of the

switch.

Procedure

Step1 Click Device Summary in the navigation tree to open the Device Summary page. You can view
the Switch Health tab page, as shown in Figure 2-3.
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Figure 2-3 Switch Health

Switch Health

mMemory Fan
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x*

—End

2.4 Trends

This subnode displays the CPU usage, memory usage, temperature, and port usage of the
switch according to your selection. The S2700EI or S2700SI switches do not support the
function.

Procedure

Step 1 Click Device Summary in the navigation tree to open the Device Summary page.

Step 2 Click View Trends on the top right corner of the page to open the Trends page, as shown in
Figure 2-4.
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Figure 2-4 Trends
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Step 3 Choose an index that you want to view.
Step 4 Click Back on the top right corner of the page to return to the Device Summary page.
-—-End
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System Management

About This Chapter

This chapter describes the functions of system Management. The system configuration manager
provides the following functions. You can query and configure the required functions.

3.1 Initialize
You can restore the factory settings of the system if necessary.

3.2 Reboot
You can specify the configuration file loaded to the switch at next startup.

3.3 Software Upgrade
When you upgrade software through TFTP, you need to upload the upgrade file on the TFTP
server to the switch. After upgrade, the system restarts and uses the loaded file.

3.4 Patch
The following sections describe the functions of running and uninstalling patches.

3.5 File System Management
The following sections describe how to manage files, including uploading files to the switch,
downloading files from the switch, and restoring or permanently deleting files in the recycle bin.

3.6 System Configuration
The following sections describe the configurations of the system time and system information.

3.7 PoE
The PoE configurations include global parameters, interface parameters, and PoE device
information.

3.8 DNS
The following sections describe the configurations of dynamic DNS entries, domain name
server, domain name suffix, and enabling dynamic domain name resolution.

3.9 Stacking

The stacking function connects multiple stacking-capable devices together to logically function
as one device. Up to nine devices can be connected through stack cables in a ring or bus topology.
All stacked devices logically function as one device to forward packets. There are three roles of
the devices in a stack: master switch, standby switch, and slave switch. All of the three types of
switches are called member switches. The Ethernet switches in a stack function as a device. You
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can manage all the switches in a stack by using the master switch. The S2700SI, S2700EI,
S2752EI switches do not support the stacking function.
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3.1 Initialize

Context

Procedure
Step1
Step 2

Step 3

You can restore the factory settings of the system if necessary.

If improper configurations have been performed on the switch, you can restore the factory
settings of the switch.

A WARNING

After you restore the factory settings of the switch, all the configurations that you have made on
the switch will be deleted and cannot be restored.

Choose System Management > Initialize in the navigation tree to open the Initialize page.
Click Initialize. A confirm dialog box is displayed.
Click OK. After a reboot, you can log in to the Web system.

—End

3.2 Reboot

Context

Procedure

Step 1

You can specify the configuration file loaded to the switch at next startup.

The specified configuration file takes effect at next startup. Ensure that the configuration data
is saved on the device before the reboot.

A CAUTION

During the reboot, you are disconnected from the switch. If you have not saved the configuration
data, the configuration data is lost after the reboot. Therefore, save the configuration before you
reboot the system.

Choose System Management > Reboot in the navigation tree to open the Reboot page, as
shown in Figure 3-1.
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Figure 3-1 Reboot
o Your Position: System Management = Reboot
— Current Startup File;
Systemn Software: flash/s-23752-b070.cc
Configuration File: flash:ivrpcfg.cfg
Fatch File: MLULL
— Mext Startup File
System Software: |flash:/s-s3752-b070.cc |
Configuration File: |ﬂash:.-‘v'rp|:1g_|:1g j
Patch File: | select =]
Reboot
Table 3-1 describes the parameters on the Reboot page.
Table 3-1 Reboot
Parameter Description
System Software Specifies the system software for next startup.
Configuration File Specifies the configuration file for next
startup.
Patch File Specifies the patch file for next startup.
Step 2 Select desired options from the drop-down lists and click Reboot. A pop-up dialog box is
displayed, notifying you that communication between the system and the device will be
interrupted during the reboot.
Step 3 Click Yes in the displayed dialog box.A dialog box is displayed to prompt you to save the
configuration.
Step 4 Click Save. The system will reboot and save the configurations.
A WARNING
If you click Ignore, the switch will reboot, but unsaved configurations will be lost.
----End
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3.3 Software Upgrade

Context

Procedure

Step 1

When you upgrade software through TFTP, you need to upload the upgrade file on the TFTP
server to the switch. After upgrade, the system restarts and uses the loaded file.

The Trivial File Transfer Protocol (TFTP) is a file transfer protocol.

The TFTP client supports file upload and download by using TFTP. TFTP uses the User
Datagram Protocol (UDP) to transmit files, simplifying the transmission process.

A CAUTION

® Ensure that configurations are saved before upgrading software.

® Do not power off the switch during the upgrade.

® Software upgrade requires a long time; therefore, before upgrading the software, choose
System Management > System Configuration > System Settings and set Http Timeout
Interval to 50 minutes or a greater value.

Choose System Management > Software Upgrade in the navigation tree to open the Software
Upgrade page, as shown in Figure 3-2.

Figure 3-2 Software Upgrade

o Your Position: System Management >> Software Upgrade

TFTF Server
IP: _ _ . *

Filenarme: * {(1~64 chars *.cc. Example; s-swhelr2c01.co)
Switch

Save as: {1~64 chars *.cc. The default value is the filename an the TFTF server)
Mote: Software upgrade requires a long time; therefare, hefore upgrading the software, choose System Management = Systam

Configuration = System Settings and set HTTP Timeout Interval to 50 minutes or a greater value.

Start

Table 3-2 describes the parameters on the Software Upgrade page.
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Table 3-2 Software Upgrade

Parameter Description

TFTP Server 1P Indicates the IP address of the TFTP server, for
example, 10.10.10.1. This parameter is mandatory.

Filename Indicates the name of the system software file that
you want to load. The system software file is stored
on the TFTP server and has the extension .cc, for
example, s-swtvlr2c01.cc. This parameter is
mandatory.

Switch Save as Indicates the name of the system software file
loaded to the switch. The value is a string without
spaces. The file name extension is .cc. If you do
not specify the file name, the loaded file retains the
original name.

Step 2 Set parameters and click Start. The system prompts you to save the configurations.
Step 3 After the upgrade, the system displays the login page.

Step 4 Enter the user name, password, and verification code to log in to the Web system.

—End

3.4 Patch

The following sections describe the functions of running and uninstalling patches.

3.4.1 Run Patch

If system software running on the switch has a few bugs, Huawei provides patches to remove
the bugs in this version. You can install patches on the device.

Context
® Before installing patches, you need to save patch files to the flash memory of the switch.
Patch files are loaded to the switch by using TFTP.
® A patch is a kind of software compatible with the system software. It is used to remove
critical bugs from system software. A patch file can contain a maximum of 20 patches. The
patch file name extension is .pat.
Procedure

Step1 Choose System Management > Patch > Run Patch in the navigation tree to open the Run
Patch page, as shown in Figure 3-3.
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Figure 3-3 Run Patch

o Your Position: System Management >> Patch[ Run Patch ]

Run Patch  SiiytselIN= 0]

Current patch:
Yergion:
Status:

— Patch Information

Mo patch exists.

Mo
Idle

—Upload Patch
TFTF Server
IF:
File Marne:
Switch

Save as!

*{1~64 chars, *.pat. Example:sp001 . pat)

{1~64 chars, *.pat. [fthis hox i= kept blank, the file name an the TFTP server is used.)

Ok

—Load patch
Fatch File:

Select

Apply

Table 3-3 describes the parameters on the page.

Table 3-3 Run Patch

Parameter

Description

Patch Information

Information about patches is displayed on the page,
including:

® Patches that have been loaded
® Patch version

® Running status of the patch

Upload Patch

IpP

Indicates the IP address of the TFTP server, for example,
10.10.10.1. This parameter is mandatory.

File Name

Indicates the name of the patch file. The value is a string
without spaces. The file name extension is .pat. This
parameter is mandatory.

Save as

Indicates the name of the system software file uploaded
from the TFTP server. The value is a string without spaces.
The loaded file name extension is .pat. If you do not specify
the file name, the loaded file retains the original name.

Load patch

Indicates the name of the loaded files. This parameter is
mandatory.
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Step 2 If the patch to be loaded has not been uploaded, set parameters in the Upload patch area and
click OK. You can view the name of the uploaded patch from the Load patch drop-down list
box.

Step 3 Select the patch that you want to load from the Load patch drop-down list box. Click Apply.
The system displays a message in Patch information, showing the loaded patch files.

——-End

3.4.2 Uninstall Patch

If a patch is not needed, uninstall the patch to delete it from the memory permanently.

Context
®  The patch that you want to delete must exist in the memory.

®  After the patch is uninstalled, the patch is deleted from the memory.

Procedure

Step1 Choose System Management > Patch > Uninstall Patch in the navigation tree to open the
Uninstall Patch page, as shown in Figure 3-4.

Figure 3-4 Uninstall Patch

o Your Position: System Manager == Patch[ Uninstall Patch ]

EGNEEIHE Uninstall Patch

Uninstall Patch

Step 2 Click Uninstall Patch. The system asks you whether to uninstall the patch.
Step 3 The system displays a message indicating whether the patch is uninstalled successfully.

——-End

3.5 File System Management

The following sections describe how to manage files, including uploading files to the switch,
downloading files from the switch, and restoring or permanently deleting files in the recycle bin.

3.5.1 File System Management

You can upload, download, and delete files.

Context

The TFTP client allows you to upload and download files by using TFTP.
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(O noTe
The switch connected to the Web system supports only the TFTP mode.
Procedure
® Upload files.
You can upload files from the TFTP server to the switch.
1. Choose System Management > File System Management > File System
Management in the navigation tree to open the File System Management page.
2. Click Upload to open the Upload file to the switch page, as shown in Figure 3-5.
Figure 3-5 Upload file to the switch
/3 Upload file to the switch E 2x|
TFTF Server: | ) ) ) kd
Server File Path: *{Example: flash:n
Server File Mame: *(1~64 chars)
Mew File Mame:
(1~64 chars, The default walue is the filename an the TFTP server.)
Upload Cancel Apply
Table 3-4 describes the parameters on the Upload file to the switch page.
Table 3-4 Upload file to the switch

Parameter Description

TFTP Server Indicates the IP address of the TFTP
server, for example, 10.10.10.1. This
parameter is mandatory.

Server File Path Indicates the path where the files are
stored on the switch, for example,
flash:/. This parameter is mandatory.

Server File Name Indicates the name of the file that you
want to upload. This parameter is
mandatory.
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Parameter Description

New File Name Indicates the new name of the uploaded
file. The value is a string without spaces.
If you do not specify the new name, the
file retains the original name. By default,
the file name is unchanged. This
parameter is optional.

Set parameters and click Start. The system displays the upload process page. After
the file is uploaded, the system displays a message indicating the successful upload.

1 noTE

® If you do not want to close the page after uploading a file, click Apply. You can upload
other files.

® If you want to close the page, click Cancel.

® Download files.

You can download files from the switch to the TFTP server.

1.

Choose System Management > File System Management > File System
Management in the navigation tree to open the File System Management page.

Select the file you want to download and click Download to open the Download file
to the TFTP Server page, as shown in Figure 3-6.

Figure 3-6 Download files to the TFTP Server

/2 Download file to the TFTP Server 2=

TFTP Senver. | ) ) *

Downlaad Cancel

Enter the IP address of the TFTP server and click Download. The download progress
is displayed. When the downloading is complete, the system displays a success
message.

® Move files to the recycle bin.

After files are moved to the recycle bin, they still exist on the switch. You can restore the
files in the recycle bin.
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A WARNING

® The version_web.zip file is the Web system file and cannot be deleted. If this file is

deleted, the Web system becomes unavailable. In the file name, version indicates the

version of the Web system software.

® The version.cc file is the device software package and cannot be deleted. If this file

is

deleted, the Web system becomes unavailable. In the file name, version indicates the

device software version to which the Web system is applied.

® The name.cfg file is the Web system configuration file and cannot be deleted. If this
file is deleted, the Web system becomes unavailable. In the file name, name indicates

the configuration file name.
® The name.pat file is the Web system patch file and cannot be deleted. If this file is

deleted, the Web system becomes unavailable. In the file name, name indicates the patch

file name.

1.  Choose System Management > File System Management > File System
Management in the navigation tree to open the File System Management page.

2. Select the file you want to move to the recycle bin.

(1 noTE

® To select a file, click the check box of the file.

® To move files to the recycle bin in batches, click the check boxes of the files.

3. Click Move to Recycle Bin, and the system asks you whether to move the file to the

recycle bin.
4.  Click OK.

Delete files permanently.

You can permanently delete files from the switch.

A CAUTION

The files deleted permanently cannot be restored.

1. Choose System Management > File System Management > File System
Management in the navigation tree to open the File System Management page.

2. Select the file you want to delete.
(1 noTE

® To select a file, click the check box of the file.
® To delete files in batches, click the check boxes of the files.
Click Delete Permanently, and the system asks you whether to delete the file.

4.  Click OK.

—--End

3.5.2 Recycle Bin

You can restore or permanently delete the files in the recycle bin.
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Context
The files in the recycle bin can be restored or deleted permanently.
A WARNING
The files deleted from the recycle bin cannot be restored.
Procedure

Step1 Choose System Management > File System Management > Recycle Bin in the navigation
tree to open the Recycle Bin page, as shown in Figure 3-7.

Figure 3-7 Recycle Bin

o Your Position: System Management == File System Management [ Recycle Bin ]

FEETE G ENELEGCL | Recycle Bin

Restaore Celete Permanently
[ File Marme ~ File Path = File Size(bytes) ¥
[T rrbak flash:/ 836
[T reset-sysinfo-2008-02-10-01-24... flash:/resetinfo/ 8220

Totall2  Unused:4 MB Used:10 MB All:14 ME Selected:Ofiles, Sum:0 MB
flash:/ Unused:d MB Used:10MB All14 MB

Step 2 Select the file that you want to restore and click Restore.
(O noTE

® To delete a file from the switch, select the file and click Delete Permanently.

® [f an error occurs during file restoration or deletion, the system displays an error message.

—End

3.6 System Configuration

The following sections describe the configurations of the system time and system information.

3.6.1 System Time

You can set the local time zone manually.

Context
To ensure effective communication between the switch and other devices, set the system time
correctly.
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Procedure

Step1 Choose System Management > System Configuration > System Time in the navigation tree
to open the System Time page, as shown in Figure 3-8.

Figure 3-8 System Time
o Your Position: System Management == System Configuration [ System Time]

System Time RS ClgRs il H

Current Time: 2010-08-08 23:33:37

Reset System Time

Time Zone Mame: china {1~32 chars)
Offget: O oadd & Minus |4 jhnur|4?"jminute|0 ~lsecana
I Set Date and Time: 2010-08-08 23:33:37 |

Apply

Table 3-5 describes the parameters on the System Time page.

Table 3-5 System Time

Parameter Description

Current Time Indicates the current date and time.

Reset System | Time Zone Name | Indicates the name of timezone.
Time

Offset Indicates the difference between the current time and
Universal Time Coordinated (UTC). This parameter
is used to increase or decrease the time difference.

Set Date and Time | Indicates the date and time that you want to specify.
Select the Set Date and Time check box, and then

clickEl to set the date and time.

Step 2 Set the parameters.
Step 3 Click Apply, and then the new date and time is displayed.

—End

3.6.2 System Settings

You can configure the basic information for the system, including device name, maintenance
contact information, and location.
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Procedure

Step1 Choose System Management > System Configuration > System Settings in the navigation

tree to open the System Settings page, as shown in Figure 3-9.

Figure 3-9 System Settings

o Your Position: System Management >>

SR ORNEE System Settings

Device Name:
Contact:

Location:

Guidway
bhb

HanTing

Hitp Timeout Interval: 20

Table 3-6 describes the parameters on the System Settings page.

Apply

Table 3-6 System Settings

System Configuration [ System Settings |

* (1~246 chars)
* [(1~225 chars)
* (1~225 chars)
* [1~60, Unit; Min, Default 20)

Parameter

Description

Device Name

Indicates the device name.

Contact

characters.

Indicates the maintenance contact
information, for example, RD Beijing,
huawei Technologies co.,Ltd..

The value is a string of case-sensitive

Location

characters.

Indicates the physical location of the device,
for example, Beijing China.

The value is a string of case-sensitive

HTTP Timeout Interval

connection.

Specifies the timeout of the HTTP

Step 2 Set the parameters.

Step 3 Click Apply to complete the configuration.

—--End

3.7 PoE

The PoE configurations include global parameters, interface parameters, and PoE device

information.

The switch supports the Power Over Ethernet (PoE) function. After being configured with the
PoE power supply and the boards that support the PoE function, the switch can provide 48 V
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DC power for the remote powered device (PD) such as the IP phone, WLAN AP, and network
camera through the twisted pair.The S2700SI or S3700SI switches do not support the
function.

3.7.1 Global Parameter Settings

You can set global PoE parameters.

Context
Currently, the network devices are deployed flexibly; therefore, the cabling of power supply is
complicated. To simplify cabling, you can configure the PoE function on the switch.
Procedure

Step1 Choose System Management > PoE > Global Parameter Settings in the navigation tree to
open the Global Parameter Settings page, as shown in Figure 3-10.

Figure 3-10 Global Parameter Settings
o Your Position: System Management == POE[ Global Parameter Settings]

(ELEN AT R TR [nterface Parameter Seftings | POE Power Supply Information

Power Supply Managerment Mode: | Auto j (Default Auto)
Max Qutput Power: 738200 (15400-~733200, Unit: miy, Default 7352000

Apply

Table 3-7 describes the parameters on the Global Parameter Settings page.
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Table 3-7 Global Parameter Settings

Parameter Description

Power Supply Management Mode Indicates the mode of power supply
management:
® Auto

When providing power at almost full
capacity, the switch provides power first
for the PD connected to the interface of
the highest priority.

® Manual
When providing power at almost full
capacity, the switch keeps the original
power supply way, even if a new PD is
connected to an interface with high
priority.

By default, the power supply is in automatic

mode.

Max Output Power Indicates the maximum output power of an
interface.
NOTE

The configured maximum PoE power of the entire

switch must be greater than the total power
allocated to the boards.

Step 2 Set the parameters.
Step 3 Click Apply to complete the configuration.

—End

3.7.2 Interface Parameter Settings

You can set the PoE parameters on an interface.

Context
®  Currently, the network devices are deployed flexibly; therefore, the cabling of power supply
is complicated. To simplify cabling, you can configure the PoE function on the switch.
® By default, the PoE function is enabled on all interfaces.
Procedure
®  Query power supply information on interfaces.
1. Choose System Management > PoE > Interface Parameter Settings in the
navigation tree to open the Interface Parameter Settings page.
2. Select an interface type from the drop-down list box.
3.  Enter the interface number, for example, 0/0/1 (stack ID/sub-card ID/port
number).
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4.

Click Query to display all matching records.

Set power parameters on an interface.

1.

Choose System Management > PoE > Interface Parameter Settings in the
navigation tree to open the Interface Parameter Settings page.

Select a record and click Configure. The Configure Power Parameters on
Interface page is displayed, as shown in Figure 3-11.

Figure 3-11 Configure Power Parameters on Interface

; Configure Power Parameters on Interface ﬂﬂ

Interface Marne: JigahitEthernet 1/0/2 |
Enable POE an Interface: & Enable  © Dizable
Max Qutput Power: {0~30000, Unit; myy)
Fovwer Priority; ILDW ﬂ (Default Low)
Manual Power Supply: |Select 4

0]78 Cancel

Table 3-8 describes the parameters on the Configure Power Parameters on

Interface page.

Table 3-8 Configure Power Parameters on Interface

Parameter

Description

Interface Name

Indicates the name of an interface. The
interface name cannot be modified. You
can select multiple interfaces each time.

NOTE
If only one interface is selected, the
configuration of the interface is displayed on
the Configure Power Parameters on
Interface page. If multiple interfaces are
selected, the default settings of the interfaces
are displayed.

Enable POE on Interface

Indicates whether to enable the PoE
function on the interface. The options
are Enable and Disable.

By default, the PoE function is enabled.
The PoE parameters take effect only
after the PoE function is enabled.

Max Output Power

Indicates the maximum output power of
an interface.
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Parameter

Description

Power Priority

Indicates the power priority of an
interface. The options are Low, High,
and Critical.

By default, the power priority of a PoE
interface is low.

Manual Power Supply

Indicates the manual power supply
mode. The options are power on and
power off. The default setting is power
on.

You can manually power on and power
off the PD connected to an interface.

NOTE
Before powering on or off a PD, ensure that:

® The PD is connected to an interface.

® The PoE function is enabled on the
interface.

@ [fthe PD on an interface has been
powered on, an error message is
displayed after you power on the PD
again.

@ [fthe PD on an interface has been
powered off, an error message is
displayed after you power off the PD
again.

3. Set the parameters.
4. Click OK.

—End

3.7.3 PoE Power Supply Information

You can view PoE information.

Context

None.

Procedure

Step1 Choose System Management > PoE > PoE Power Supply Information in the navigation tree
to open the PoE Power Supply Information page, as shown in Figure 3-12. The PoE

information is displayed.
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Figure 3-12 PoE Power Supply Information
o Your Position: System Management == POE [ POE Power Supply Information]

Global Parameter Settings | Interface Parameter Settings [0 S @S T R TG0 B

User-Defined Max Power 7392 00my

Available Power: 123200mmvy
Total Cutput Power: Qi
Feakvalue: Oy

Power Management; auta

(1 noTE

If the PoE information is modified, the latest PoE information is displayed.

—End

3.8 DNS

The following sections describe the configurations of dynamic DNS entries, domain name
server, domain name suffix, and enabling dynamic domain name resolution.

In addition to distinguishing devices by IP addresses, TCP/IP provides the Domain Name System
(DNS) to name hosts by using character strings. DNS uses a hierarchical naming method to
specify a meaningful name for a device on the network. In addition, a DNS server is required
on the network to bind IP addresses to domain names. The DNS server enables users to use
simple domain names instead of complex IP addresses.

3.8.1 Dynamic DNS Entry Table

You can view the dynamic DNS entries.

Context
A WARNING
The deleted dynamic DNS entries cannot be restored; therefore, perform the deletion operation
with caution.

Procedure

Step1 Choose System Management > DNS > Dynamic DNS Entry Table in the navigation tree to
open the Dynamic DNS Entry Table page, as shown in Figure 3-13.
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Figure 3-13 Dynamic DNS Entry Table
o Your Position: System Management>» DNS[ Dynamic DNS Entry Table ]

NG T BRI DRNS Seftings | Domain Mame Settings | Enable Dynamic Domain Mame Resolution

Clear All

Mumber = Daomain Name ™ [ T % Alias ™~

Total:0

Step 2 View dynamic DNS entries. To delete all dynamic DNS entries, click Clear All. The system
asks you whether to delete all dynamic DNS entries. The deleted dynamic DNS entries cannot
be restored.

Step 3 Click OK.
----End

3.8.2 DNS Settings

Dynamic domain name resolution requires a special DNS server. This server maps domain
names to IP addresses and processes the resolution requests of clients.

Context
After receiving a resolution request, the DNS server checks whether the domain name belongs
to its authorized sub-domain. If yes, the server translates the domain name into an IP address
according to the database, and then sends the result to the client. If the server cannot resolve the
domain name, it performs the resolution operation specified in the request sent by the client.
Procedure
® (reate a DNS server.
1. Choose System Management > DNS > DNS Settings in the navigation tree to open
the DNS Settings page.
2. Click New to open the Create a DNS Server page, as shown in Figure 3-14.
Figure 3-14 Create a DNS Server
Server [P: _ . _ *
Ok Cancel Apply
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3. Set parameters.
4. Click OK.
® Delete a DNS server.

1. Choose System Management > DNS > DNS Settings in the navigation tree to open
the DNS Settings page.

2. Select a record that you want to delete and click Delete. The system asks you whether
to delete the record.

3. Click OK.
—--End

3.8.3 Domain Name Settings

The system provides the domain name suffix list. You can preset domain name suffixes.

Context
®  Users only need to enter partial content of a domain name, and then the system adds a suffix
to the domain name for resolution.
® For example, you have set the domain name suffix com in the suffix list. If a user wants to
visit huawei.com, the user only needs to enter huawei. Then the system adds the suffix
com to huawei.com.
Procedure
® (Create a domain name suffix.
1. Choose System Management > DNS > Domain Name Settings in the navigation
tree to open the Domain Name Settings page.
2. Click New to open the Create a Domain Name Suffix page, as shown in Figure
3-15.
Figure 3-15 Create a Domain Name Suffix
/4 Create a Domain Name Suffix d |
Domain Mame Suffiz | *
(1~20 chars, Contain anly numerals,
letters, ., -, and _.3
[0]54 Cancel Apply
Table 3-9 describes the parameters on the Create a Domain Name Suffix page.
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Table 3-9 Create a Domain Name Suffix

Parameter Description

Domain Name Suffix Indicates the new domain name suffix,
for example, com.

3. Set parameters.
4. Click OK.
® Delete a domain name suffix.

1.  Choose System Management > DNS > Domain Name Settings in the navigation
tree to open the Domain Name Settings page.

2. Select arecord that you want to delete and click Delete. The system asks you whether
to delete the record.

3. Click OK
——-End

3.8.4 Enable Dynamic Domain Name Resolution

To use the dynamic domain name resolution function, you must enable it first.

Context

Dynamic domain name resolution requires a special DNS server. This server maps domain
names to [P addresses and processes the resolution requirement of clients.

Procedure

Step1 Choose System Management > DNS > Enable Dynamic Domain Name Resolution in the
navigation tree to open the Enable Dynamic Domain Name Resolution page, as shown in
Figure 3-16.

Figure 3-16 Enable Dynamic Domain Name Resolution

o Your Pasition: System Management == DNS [ Enable Dyniamic Domain Name Resolurtion]

Cwnamic DMS Entry Tahle | DMNS Settings | Daomain Mame Settings  [EIGERUE ST ST ER RG]

Resolution: © Enable % Dizable (Default Disahle)

Apply

Table 3-10 describes the parameters on the Enable Dynamic Domain Name Resolution page.
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Table 3-10 Enable Dynamic Domain Name Resolution

Parameter Description

Resolution Indicates whether to enable the resolution
function. You can set the DNS parameters
before enabling the resolution function, but
the DNS parameters take effect only after you
enable the resolution function.

Step 2 Set the parameters.
Step 3 Click Apply to complete the configuration.
-—--End

3.9 Stacking

The stacking function connects multiple stacking-capable devices together to logically function
as one device. Up to nine devices can be connected through stack cables in a ring or bus topology.
All stacked devices logically function as one device to forward packets. There are three roles of
the devices in a stack: master switch, standby switch, and slave switch. All of the three types of
switches are called member switches. The Ethernet switches in a stack function as a device. You
can manage all the switches in a stack by using the master switch. The S2700SI, S2700EI,
S2752EI switches do not support the stacking function.

Context

®  After the stacking function is enabled on a switch and another switch attempts to connect
to this one, if the configurations that the stack does not support exist on the stacking-enabled
switch, the system displays a message indicating that some configurations are not supported
by the stack. As a result, the new switch cannot be added to the stack. The new switch can
be added to the stack only after these configurations are deleted.

® Before the stack is established, each switch is an independent entity. Each switch has its
own [P address and functions individually. Therefore, you need to manage each switch
separately. After the stack is established, all the member switches are presented as one
unified logical entity. In this manner, you can manage and maintain all the member switches
in a stack by using one IP address. The stacking protocol elects the master switch, standby
switch, and slave switch in a stack. Then, data can be backed up and the active/standby
switchover can be implemented.

Procedure
® Configure the stack.

1. Choose System Management > Stacking in the navigation tree to open the
Stacking page, as shown in Figure 3-17.
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Figure 3-17 Stacking

o Your Position: System Management => StacKing

Stack System Info

Stack Topology Type: Link Stack System MAC: 00e0-0000-0002
Stacking: % Enable © Disable (Default: Enable, take effect after restart)

V¥ mac Switch Delay

Time: 30 (0~B0, Linit: Min)
Stack ReservedWLAN:  4ng3 (1~4004, Default 4083 Apply
Current Stack 1D~ Mext Stack 1D~ Role = WA Friarity =~ Device Type ™~
G B aster 00eQ-0000-0002 100 53328TP-51 @
Total:1

Table 3-11 describes the parameters on the Stacking page.

Table 3-11 Stacking

Parameter

Description

Stack Topology Type

Indicates the topology type of the stack.
This parameter cannot be set.

Stack System MAC

Indicates the MAC address of the stack.
This parameter cannot be set.

Stacking

Indicates whether to enable the stacking
function on the interface. The options
are Enable and Disable. By default, the
PoE function is enabled.

NOTE

® [f the stacking parameters are set before
you enable the stacking function, you
must restart the device to make the
parameters effective.

® On the S6700 switches, this parameter
has a fixed value Enable.
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MAC Switch Delay Time Indicates the delay of MAC address
switching. This parameter takes effect
after the device is restarted.
After a switchover occurs between the
master and slave switches, the MAC
address of the stack is switched to be that
of'the newly-elected master switch if the
previous master switch does not rejoin
the stack after the switchover times out.
The MAC address switchover time of
any member switch in a stack is the same
as that of the master switch.
NOTE
® By default, the MAC address switchover
timer is disabled. The system performs
the MAC address switchover
immediately after the active/standby
switchover occurs between switches.
® [fthe value of the MAC address
switchover timer is set to 0, it indicates
that MAC address switchover will not be
performed.
Stack Reserved VLAN Indicates the reserved VLAN of the
stack. By default, a stack specifies
VLAN 4093 as the reserved VLAN. A
reserved VLAN is used for exchanging
the stack protocol packets only.
2. Set the parameters.
3. Click OK.
®  Modify the stack.
1. Choose System Management > Stacking in the navigation tree to open the
Stacking page.
2. Click [# to open the Configure Stack page, as shown in Figure 3-18.
Figure 3-18 Configure Stack
21|
Current Stack 1D:3 * (0~8, take effect after restar.)
Priarity: 233 Fil~288)
Ok Cancel
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Table 3-12 describes the parameters on the Configure Stack page.

Table 3-12 Configure Stack

Parameter Description

Current Stack ID Indicates the stack ID. This parameter
takes effect after the device is restarted.

Stack IDs can be configured before or
after the stack is established. By default,
all the stack IDs of member switches in
a stack are 0. If stack IDs are not
configured for member switches before
the stack is established, the stack assigns
stack IDs to member switches after
being established. After the stack is
established successfully, all the
configurations of the stack can be
performed on the master switch only.

Priority Indicates the priority of the stack.

The stack priority can be configured
before or after the stack is established. If
the stack is established, this parameter
must be set on the master switch;
otherwise, it is set on each switch.

3. Set the parameters.
4. Click OK.

——End
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Interface Management

About This Chapter

This chapter describes interface configurations. The interfaces that can be managed include
Ethernet interfaces, Eth-Trunk interfaces, VLANIF interfaces, and loopback interfaces. You can
configure the interfaces and view configuration information.

4.1 Ethernet
The switch provides Ethernet interfaces and GigabitEthernet interfaces. Configure these
interfaces as required.

4.2 Eth-Trunk
An Eth-Trunk is composed of Ethernet links. The Eth-Trunk interface does not exist physically.

4.3 VLANIF

When a switch needs to communicate with the devices at the network layer, you can create a
logical interface based on a VLAN on the switch, namely, a VLANIF interface. The VLANIF
interface does not exist physically. The S2700S1, S2700EI, or S2752EI switches do not
support this function.

4.4 LoopBack
A loopback interface is a logical interface. It is always Up. The loopback interface is usually
used in loopback test.
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4.1 Ethernet

The switch provides Ethernet interfaces and GigabitEthernet interfaces. Configure these
interfaces as required.

4.1.1 Basic Attributes

You can configure and query the basic attributes of Ethernet interfaces.

Context
To identify an interface, you can set the description of the interface. You can query and configure
Ethernet interfaces as required.
Procedure
®  Query basic attributes.
1.  Choose Interface Management > Ethernet > Basic Attributes in the navigation tree
to open the Basic Attributes page.
2. Select an interface type from the drop-down list box.
Enter the interface number, for example, 0/0/1 (stack ID/subcard ID/interface
number).
4. Click Query to display all matching records.
(0 noTE
To view real-time interface information, click on the Basic Attributes tag page to refresh the
page.
® Configure basic attributes.
1. Choose Interface Management > Ethernet > Basic Attributes in the navigation tree
to open the Basic Attributes page.
2. Select a record and click Configure. The Configure Basic Attributes page is
displayed, as shown in Figure 4-1.
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Figure 4-1 Configure Basic Attributes
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Table 4-1 describes the parameters on the Configure Basic Attributes page.

Table 4-1 Configure Basic Attributes

Parameter

Description

Interface Name

Indicates the name of an interface. The
interface name cannot be modified. You
can select multiple interfaces each time.

NOTE
If only one interface is selected, the
configuration of the interface is displayed on
the Configure Basic Attributes page. If
multiple interfaces are selected, the default
settings of the interfaces are displayed.

PVID

Indicates the default VLAN of the
interface. This parameter cannot be
modified.

Status

Indicates the status of the interface,
which can be enabled or disabled. By
default, the status of an interface is
enabled. This parameter is mandatory.

Link Type

The value cannot be changed.
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Parameter Description

Negotiation Indicates whether auto-negotiation is
enabled. This parameter is mandatory.
By default, auto-negotiation is enabled,
and the duplex mode or interface rate
cannot be configured. If auto-
negotiation is disabled, the Duplex and
Speed parameters can be configured.

Duplex Indicates the duplex mode of the
interface, including full duplex and half
duplex. By default, the full duplex mode
is enabled on interfaces. This parameter
is mandatory.

To enable an interface to send and
receive packets at the same time, enable
the full duplex mode on the interface. To
disable an interface from sending and
receiving packets at the same time,
enable the half duplex mode on the
interface.
NOTE
A GE electrical interface can work in full
duplex, half duplex, or auto-negotiation
mode. However, if the speed is set to 1000
Mbit/s, the duplex mode must be full duplex
or auto-negotiation. A GE optical interface
operates in full duplex mode by default. You
can configure it to operate in full duplex
mode or auto-negotiation mode.

Speed Indicates the interface speed, including
10 Mbit/s, 100 Mbit/s, and 1000 Mbit/s.
This parameter is mandatory.

NOTE
The speed on a GE electrical interface can
be 10 Mbit/s, 100 Mbit/s, or 1000 Mbit/s. If
the duplex mode is set to half duplex, the
interface speed cannot be 1000 Mbit/s. The
speed on a GE optical interface can only be
1000 Mbit/s. You can set the speed to 1000
Mbit/s or enable auto-negotiation.
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Parameter Description
Jumbo Indicates the length of a jumbo frame.
This parameter is optional.
NOTE

On the S3700SI and S3700EI switches, the
value ranges from 1600 to 13296.

On the S5700EI switches, the value ranges
from 1600 to 9712.

On the S5700SI switches, the value ranges
from 1600 to 10224.

On the S6700 switches, the value ranges
from 1536 to 12288.

The S2700SI, S2700EI or S2752EI
switches do not support this parameter.

Description Indicates the description of the interface.
This parameter is mandatory.

3. Set parameters.
4. Click OK.

—End

4.1.2 Statistics on Interface

You can view traffic statistics on interfaces, update the statistics, or clear the statistics.

Context
A CAUTION
The cleared traffic statistics cannot be restored; therefore, confirm the operation before clearing
the traffic statistics.

Procedure

Step1 Choose Interface Management > Ethernet > Statistics on Interface in the navigation tree to
open the Statistics on Interface page, as shown in Figure 4-2.
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Figure 4-2 Statistics on Interface
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Step 2 Select a record and click Details to view details about the record.
(O noTe

® To obtain latest traffic statistics, click Refresh.
® To clear traffic statistics on a specified interface and refresh the page, click Clear.

® To clear traffic statistics on all interfaces and refresh the page, click Clear All.
On the Details page, you can refresh and clear the traffic statistics.

——-End

4.2 Eth-Trunk

An Eth-Trunk is composed of Ethernet links. The Eth-Trunk interface does not exist physically.

The Eth-Trunk has the following advantages:

® Increasing bandwidth: The bandwidth of an Eth-Trunk interface is the total bandwidth of
all member interfaces.

® Improving reliability: When a link fails, traffic is automatically switched to other links.
This ensures reliability of the entire Eth-Trunk.
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4.2.1 Eth-Trunk

An Eth-Trunk load balances incoming and outgoing traffic among multiple links and improves
the bandwidth and connection reliability between two switches.

Context
You can configure Eth-Trunks in the following scenarios:
® The bandwidth is insufficient when two switches are connected through only one link.
® The connection reliability cannot meet requirement when two switches are connected
through only one link.
Procedure
®  Query Eth-Trunk information.
1. Choose Interface Management > Eth-Trunk > Eth-Trunk in the navigation tree to
open the Eth-Trunk page.
2. Enter the interface name, for example, 12.
3. Click Query to display all matching records.
®  (Create an Eth-Trunk.
1. Choose Interface Management > Eth-Trunk > Eth-Trunk in the navigation tree to
open the Eth-Trunk page.
2. Click New to open the Create Eth-Trunk page, as shown in Figure 4-3.
Figure 4-3 Create Eth-Trunk
Eth-Trunk Mame: Eth-Trunk *{0~19)
Bpdu: " Enable ' Disable
Working Mode: & Load-balance ¢ Static LACP
Min Active Links: 1 (1~8, Default 1)
Max Active Links: g (1~8, Default &)
Load Balancing Mode: | Exclusive-or of source and destination IP |
Link Type:
Jumba: 1600 (1600~13296, Default 1600)
=
Description:
=] (0~242 chars)
Select Interface
Slot3
153 e a0 i oy | i ey [ B
538305 06 i I i a5 i € i € i B e i E8 IF [
EUnseIected -Selected EFixed EEIectrical |_:_|Optical Select All Cancel All
QK Cancel Apply
Table 4-2 describes the parameters on the Create Eth-Trunk page.
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Table 4-2 Create Eth-Trunk

Parameter

Description

Eth-Trunk Name

Indicates the name of an Eth-Trunk.
This parameter is mandatory.

NOTE

® On the S2700SI switches, the value
ranges from 0 to 2. On the S2700EI
switches, the value ranges from 0 to 13.
On the S3700 and S5700 switches, the
value ranges from 0 to 19. On the S6700
switches, the value ranges from 0 to 63.

® After creating an Eth-Trunk, you can
create another Eth-Trunk on the same
Create Eth-Trunk page. Enter an Eth-
Trunk name and click anywhere on the
page. Set parameters of the new Eth-
Trunk after the page is refreshed.

BPDU

Indicates whether to enable BPDU. The
options are Enable and Disable. By
default, BPDU is disabled.
NOTE

S2700SI1, S2700EI, and S2752EI switches

you can configure BPDU on System LACP
Priority page.
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Parameter

Description

Working Mode

Indicates the working mode of the Eth-
Trunk, including:

® Manual load balancing mode
When the bandwidth or the
reliability between two devices
needs to be increased and one device
does not support LACP, you should
create an Eth-Trunk in manual load
balancing mode and add member
interfaces to the Eth-Trunk.

® Static LACP mode
The links between two devices can
implement redundancy backup.
When a fault occurs on some links,
the backup links replace the faulty
ones to keep data transmission
uninterrupted.

The default mode is manual load
balancing.

NOTE

® Check whether the Eth-Trunk contains
member interfaces before you set the
working mode of the Eth-Trunk. If the
Eth-Trunk contains member interfaces,
the working mode of the Eth-Trunk
cannot be changed.

® The working modes on the local end and
remote end must be the same.

® Before configuring a static LACP mode,
you must enable BPDU.

Min Active Links

Indicates the lower threshold of the
number of active interfaces. You can
specify the lower threshold of active
interfaces in the Eth-Trunk. If the
number of active interfaces is smaller
than this value, the status of the Eth-
Trunk becomes Down.

NOTE

® The lower threshold must be not greater
than the upper threshold.

® The lower thresholds of active member
interfaces can be set to different values
for the local end and remote end. If the
lower thresholds at the two ends are
different, the greater one is used.
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Parameter

Description

Max Active Links

Indicates the upper threshold of the
number of active interfaces.

NOTE

® The lower threshold must be not greater
than the upper threshold.

® The upper thresholds of active member
interfaces can be set to different values
for the local end and remote end. If the
upper thresholds at the two ends are
different, the smaller one is used.

® In manual load balancing mode, this
parameter has a fixed value 8.

LACP Timeout

Indicates the timeout period for
receiving LACP packets on an interface
in static LACP mode: This parameter is
valid only when the static LACP mode
is enabled. The timeout can be set to 3
seconds for fast mode or 30 seconds for
slow mode.

preempt Delay

Indicates whether to enable the preempt
delay function in static LACP mode. By
default, the preempt delay function is
enabled. This parameter is valid only
when the static LACP mode is enabled.

Preempt Delay

Specifies the delay for LACP priority
preemption. This parameter is valid only
when the static LACP mode and
preempt delay functions are enabled.

Load Balancing Mode

Indicates the load balancing mode of
Eth-Trunk, including:

® Based on destination IP addresses

® Based on destination MAC
addresses

® Based on source IP addresses

® Based on the "Exclusive-OR" result
of the source and destination IP
addresses

® Based on source MAC addresses

® Based on the "Exclusive-OR" result
of the source and destination MAC
addresses

By default, load balancing is based on
the "Exclusive-OR" result of the source
and destination IP addresses.
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3.

Parameter

Description

Link Type

Indicates the link type of an interface.
The value cannot be changed.

Jumbo

Indicates the length of a Jumbo frame.
This parameter is optional.
NOTE

The value of the S3700SI and S3700EI

switches ranges from 1600 to 13296
seconds.

The value of the S5700EI switches ranges
from 1600 to 9712 seconds.

The value of the S5700SI switches ranges
from 1600 to 10224 seconds.

The value of the S6700 switches ranges from
1536 to 12288 seconds.

The S2700S1, S2700EL, or S2752EI
switches do not support this parameter.

Description

Indicates the description of the created
Eth-Trunk.

Select Interface

Adds member interfaces to the Eth-
Trunk.

An Eth-Trunk contains a maximum of
eight member interfaces.
NOTE

® Member interfaces of an Eth-Trunk must
have the same interface type.

® A member interface cannot be an Eth-
Trunk.

Set parameters.

Issue 01 (2011-07-15)

Huawei Proprietary and Confidential 53
Copyright © Huawei Technologies Co., Ltd.



Quidway S2700&S3700&S5700&S6700 Series Ethernet

Switches
Web System Guide

4 Interface Management

(I noTe
When selecting the interface,
® ifthis interface is configured by other Eth-Trunks, it is unavailable and cannot be selected;
® if this interface is not configured, you can select it;

® ifthis interface does not join the Eth-Trunk and is configured by other modules on the Web
network management page, the Configure Basic Attributes page is displayed, as shown
in Figure 4-4. You can clear the original configurations of this interface.

Figure 4-4 Interface Configuration Information

a Interface Configuration Infomation il EI

Ethernet3/0/1 isnt configured because of the following configurations.

port link-type trunk ;I
port trunk pvid vlan 4094

=
Flease click clear configuration to clear canfigurations, they can automatically be cleared
by system.

Clearing the configurations may have impact on other configurations.

Clear Configuration Cancel

4. Click OK.
Modify Eth-Trunk

1. Choose Interface Management > Eth-Trunk > Eth-Trunk in the navigation tree to
open the Eth-Trunk page.

2. Select a record that you want to modify and click [4f to open the Modify Eth-
Trunk page, as shown in Figure 4-5.
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Figure 4-5 Modify Eth-Trunk
Eth-Trunk Mame: Eth-Trunk1
Bpdu: © Enable & Disable
Warking lode: @ Load-balance ¢ Static LACP
Iin Active Links: 1 (1~8, Default 1)
IMax Active Links: 3 (1~8, Default 8)
Load Balancing Maode: |Exclusive-or of source and destination IP |
Link Type: hybrid A l
Jumnba: 1600 (1600~13298, Default 1600 )
HURWEI, Quidwey Series, Eth- =]
Trunkl Interface
Description:
\=| (0~242 chars)
Select Interface
Slot3
0 5 5 2 3 2 [ U PN
[Unselected [l Selected (B Fixed [ ]Electrical [-]Optical | Selact All Cancel All
oK Cancel
(0 noTE
® Table 4-2 describes the parameters on the Modify Eth-Trunk page.
® The Eth-Trunk name cannot be modified.
® Before changing the working mode of an Eth-Trunk, ensure that the Eth-Trunk does not
contain any member interfaces.
3. Set parameters.
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(1 noTE

When selecting the interface,

® ifthis interface is configured by other Eth-Trunks, it is unavailable and cannot be selected;
® if this interface is not configured, you can select it;

® ifthis interface is configured by modules on the Web network management page, excluding

Eth-Trunks, the Configure Basic Attributes page is displayed, as shown in Figure 4-6.
You can clear the original configurations of this interface.

Figure 4-6 Interface Configuration Information

a Interface Configuration Infomation il ﬂ

Ethernet3/0/1 isnt configured because of the following configurations.

port link-type trunk ;I
port trunk pvid vlan 4094

=
Flease click clear configuration to clear canfigurations, they can automatically be cleared
by system.

Clearing the configurations may have impact on other configurations.

Clear Configuration Cancel

4. Click OK.
® Delete Eth-Trunk

1. Choose Interface Management > Eth-Trunk > Eth-Trunk in the navigation tree to
open the Eth-Trunk page.

2. Select a record that you want to delete and click Delete. The system asks you whether
to delete the record.

(1 noTE

® To select a record, click the check box of the record.

® To delete records in batches, click the check boxes of the records.

3. Click OK.

—End

4.2.2 System LACP Priority

You can configure the LACP priorities in the system.
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Context

Procedure

Step 1

Step 2
Step 3

Only the Eth-Trunk in static LACP mode needs to be configured with the LACP priority. The
default LACP priority is 32768.

Choose Interface Management > Eth-Trunk > System LACP Priority in the navigation tree
to open the System LACP Priority page, as shown in Figure 4-7.

Figure 4-7 System LACP Priority

cfour Position: Interface Management ==Eth-Trunk[ System LACP Priority ]

SNl System LACP Priority

Priority: 32768 * (OHigh~65535Low, Default 32763)

Apply

Table 4-3 describes the parameters on the System LACP Priority page.

Table 4-3 System LACP Priority

Parameter Description
Priority Indicates the system LACP priority. This
parameter is mandatory.
NOTE
A smaller value indicates a higher priority.

Set the parameters.
Click Apply to complete the configuration.

—End

4.3 VLANIF

When a switch needs to communicate with the devices at the network layer, you can create a
logical interface based on a VLAN on the switch, namely, a VLANIF interface. The VLANIF
interface does not exist physically. The S2700S1, S2700EI, or S2752EI switches do not
support this function.

Context
A VLANIF interface is a Layer 3 interface and can be configured with an IP address. Before
creating a VLANIF interface, you must create a VLAN. With a VLANIF interface, the switch
can communicate with the devices at the network layer.
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A CAUTION

If a VLANIF interface whose IP address is the same as the switch address is deleted or shut
down, you cannot log in to the Web system. In this case, you need to change the IP address of
the VLANIF interface. After changing the VLANIF address, you must log in to the switch with
the new address.

Procedure
® Query VLANIF interface information.

1. Choose Interface Management > VLANIF in the navigation tree to open the
VLANIF page.

2. Enter the number of the interface that you want to query, for example, 10. If you do
not enter any interface number, all VLANIF interfaces are displayed.

Click Query to display all matching records.
4. Select a record and click Details to view details about the record.
(O noTE
To view real-time interface information, click on the VLANIF tag page to refresh the page.
® (Create a VLANIF interface.

1. Choose Interface Management > VLANIF in the navigation tree to open the
VLANIF page.

2. Click New to open the Create VLANIF page, as shown in Figure 4-8.

Figure 4-8 Create VLANIF

WLAR 1D = {1 ~4094)

Status: & Up © Down

ATL: 1400 (128-~9216, Unit: byte, Default 1500)
Cescription:

| i0~242 chars)

IPv4 Address

IPvd Address: , _ , Mask: | 24(265.265.265.0) 7|

Sub IP Address: _ . _ Mask:|24(255.255.255.0) j Delete
Add

Ok cancel Apply

Table 4-4 describes the parameters on the Create VLANIF page.
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3.
4.

Table 4-4 Create VLANIF

Parameter

Description

VLAN ID

Indicates the VLAN ID corresponding to the
new VLANIF interface. This parameter is
mandatory.

Status

Indicates the status of the VLANIF interface,
which can be enabled or disabled. By default,
a VLANIF interface is Up. This parameter is
mandatory.

MTU

Indicates the MTU of the VLANIF interface.

Description

Indicates the description of the VLANIF
interface.

IPv4 IPv4 Address
Address

Indicates the IPv4 address of the VLANIF
interface, for example, 10.10.10.1.

Mask

Indicates the mask of the IP address. Select a
mask from the drop-down list box.

Sub IP Address

Indicates the secondary IP address of the
VLANTIF interface.

Mask

Indicates the mask of the secondary IP address.
Select a mask from the drop-down list box.
NOTE

The Add and Delete buttons are used to add and
delete secondary IP addresses.

Set parameters.
Click OK.

® Modify the VLANIF interface configuration.

1.

Choose Interface Management > VLANIF in the navigation tree to open the

VLANIF page.

Select a record that you want to modify and click [ to open the Modify VLANIF

page, as shown in Figure 4-9.
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Figure 4-9 Modify VLANIF

2 Modify YLANIF
WLAMIF Mame: “lanif2
Status: & Up 7 Down
ML 1800 {128~8216, Unit: byte, Default 1500)
HUAWEI, Ouidway Series, Vlanif:z ﬂ
Interface
Cescription:
x| t0~242 chars)
IPvd Address
IPvd Address: _ , _ Mask |24(265.255.256.0) =]
Add
[0]54 Cancel
1] noTE

® Table 4-4 describes the parameters on the Modify VLANIF page.

® The VLANIF interface name cannot be changed.
3. Set parameters.
4. Click OK.
® Delete a VLANIF interface.

1.  Choose Interface Management > VLANIF in the navigation tree to open the
VLANIF page.

2. Select arecord that you want to delete and click Delete. The system asks you whether
to delete the record.

1 noTE

® To select a record, click the check box of the record.

® To delete records in batches, click the check boxes of the records.

3. Click OK.

——End

4.4 LoopBack

A loopback interface is a logical interface. It is always Up. The loopback interface is usually
used in loopback test.

Context
According to the TCP/IP protocol suite, the IP addresses in the network segment 127.0.0.0 are
loopback addresses. The interfaces that are configured with these addresses are loopback
interfaces. A switch has a default loopback interface loopback 0. A loopback interface can
receive all the packets sent to the local switch.
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Procedure

®  Query loopback interface information.

1.

2.
3.

Choose Interface Management > LoopBack in the navigation tree to open the

LoopBack page.

Enter the number of the interface that you want to query, for example, 12.

Click Query to display all matching records.

® C(Create a loopback interface.

1.

3.
4.

Choose Interface Management > LoopBack in the navigation tree to open the

LoopBack page.

Click New to open the Create LoopBack page, as shown in Figure 4-10.

Figure 4-10 Create LoopBack

=

x| t0~242 chars)

LoopBack Name: LDDpElaCk| * (0-1023)
IP Address: ) . )
Mask: |24255.255.255.0) =]
Description:

oK

Cancel Ay

Table 4-5 describes the parameters on the Create LoopBack page.

Table 4-5 Create LoopBack

Parameter Description

LoopBack Name Indicates the number of the loopback
interface. This parameter is mandatory.

IP Address Indicates the IP address of the loopback
interface, for example, 10.10.10.1.

Mask Indicates the mask of the IP address.
Select a mask from the drop-down list
box, for example, 24 (255.255.255.0).

Description Indicates the description of the loopback

interface.

Set parameters.
Click OK.

®  Modify the loopback interface configuration.

1.

Choose Interface Management > LoopBack in the navigation tree to open the

LoopBack page.
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2. Select a record that you want to modify and click [4 to open the Modify LoopBack
page, as shown in Figure 4-11.
Figure 4-11 Modify LoopBack
LoopBack Mame: LoopBack!
IP Address: _ . _
Mask |24255.255.255.0) =]
[—
Diescription:
x| t0~242 chars)
Ok Cancel
[ noTE
® Table 4-5 describes the parameters on the Modify LoopBack page.
® The loopback interface name cannot be changed.
3. Set parameters.
4. Click OK.
® Delete a loopback interface.
1. Choose Interface Management > LoopBack in the navigation tree to open the
LoopBack page.
2. Select arecord that you want to delete and click Delete. The system asks you whether
to delete the record.
[0 noTE
® To select a record, click the check box of the record.
® To delete VLANIF interfaces in batches, click the check boxes of the records.
3. Click OK.
----End
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Service Management

About This Chapter

This chapter describes service management for the switch. The Web system provides
management functions for VLAN, MAC address, STP, voice VLAN, DHCP, ARP, VRRP, and
IGMP snooping services. You can query and configure the required services.

5.1 VLAN
The following sections describe how to configure and query VLANS, hybrid interfaces, access
interfaces, trunk interfaces, and VLANIF interfaces.

52 MAC

Each switch maintains a MAC address table (MAC table for short). The MAC table records
MAC addresses of all the devices connected to interfaces of the switch. When forwarding a data
frame, the switch searches the MAC table for the outbound interface according to the destination
MAC address of the frame. This reduces the number of broadcast frames.

5.3 STP

The following sections describe how to query the STP information and set the global STP
parameters, STP parameters on an interface, and parameters of an MST region. The S2700SI
switches do not support the STP function.

5.4 Voice VLAN

A voice VLAN is assigned to voice data flows. You can create a voice VLAN and add the
interface connected to a voice device to the voice VLAN. Then voice data flows can be
transmitted on the voice VLAN. The S2700SI switches do not support the voice VLAN
function.

5.5 DHCP

The switch supports Dynamic Host Configuration Protocol (DHCP) applications based on the
global address pool or an address pool configured on a VLANIF interface. The switch also
provides security guarantee for DHCP services and supports DHCP relay. The S2700EI,
S2700S1, S2752EI switches do not support the function.

5.6 ARP
The following sections describe configurations of static ARP and dynamic ARP. The S2700SI,
S2700EI or S2752EI switches do not support the ARP function.

5.7 VRRP
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The following sections describe configurations of VRRP groups and VRRP parameters. The
S2700S1, S2700EL,S2752EI, S5700SI or S3700SI switches do not support the VRRP
function.

5.8 IGMP Snooping
The following sections describe configurations of IGMP snooping on a switch.
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5.1 VLAN

The following sections describe how to configure and query VLANS, hybrid interfaces, access
interfaces, trunk interfaces, and VLANIF interfaces.

A local area network (LAN) can be divided into several logical LANs. Each logical LAN is a
broadcast domain, which is called a virtual LAN (VLAN). To put it simply, devices on a LAN
are logically grouped into different LAN segments, regardless of their physical locations.
VLANES isolate broadcast domains on a LAN.

5.1.1 VLAN

You can create, query, modify, and delete VLANS. In addition, you can create VLANSs in a batch.

Context

Procedure

The switch supports 4094 VLANSs from VLAN 1 to VLAN 4094.

VLANS can isolate the hosts that require no communication with each other, which
improves network security, reduces broadcast traffic, and suppresses broadcast storms.

Query VLAN information.

I.

Choose Service Management > VLAN > VLAN in the navigation tree to open the
VLAN page.

2. Enter a VLAN ID. If you do not enter any VLAN ID, all VLANS are displayed.

3. Click Query to display all matching records.

Create a VLAN.

1. Choose Service Management > VLAN > VLAN in the navigation tree to open the
VLAN page.

2. Click New to open the Create VLAN page, as shown in Figure 5-1.

Figure 5-1 Create VLAN

VLAN ID: * (1~4094, Example: 1-3,5,7,9)
Description:
= (0~80 chars)

Ok Cancel Apply

Table 5-1 describes the parameters on the page.
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Table 5-1 Create VLAN
Parameter Description
VLAN ID Indicates the IDs of VLANS. The value
ranges from 1 to 4094. This parameter is
mandatory. You can enter multiple
VLAN IDs, for example, 1-3,5,7,9.
VLAN 1 is the default VLAN, and the
system will not re-create it.
Description Indicates the description of a VLAN.
This parameter is optional. When you
create VLANS in a batch, keep the
description empty.
3. Set parameters.
4. Click OK.
® Modify VLAN
1. Choose Service Management > VLAN > VLAN in the navigation tree to open the
VLAN page.
2. Click the [# icon to open the Modify VLAN page, as shown in Figure 5-2.
Figure 5-2 Modify VLAN
VLAM ID: 2
VLAN 0002 |
Description:
=|(0~80 chars)
OK Cancel
(O noTE
® Table 5-1 describes the parameters on the page.
® The VLAN ID cannot be changed.
3. Set parameters.
4. Click OK.
® Delete a VLAN.
1. Choose Service Management > VLAN > VLAN in the navigation tree to open the
VLAN page.
2. Select a record that you want to delete and click Delete. The system asks you whether
to delete the record.
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(1 noTE

® To select a record, click the check box of the record. You can delete multiple or all
recordings simultaneously.

® VLAN 1 is the default VLAN and cannot be deleted.
3.  Click OK.

—End

5.1.2 Hybrid Port

You can query, modify, or delete the configuration of a hybrid interface.

Context
A hybrid interface can connect to either a user host or a switch, and it can connect to an access
link or a trunk link. A hybrid interface permits frames from multiple VLANSs to pass and can
remove VLAN tags of outgoing frames.
Procedure
®  Query a hybrid interface.
1. Choose Service Management > VLAN > Hybrid port in the navigation tree to open
the Hybrid port page.
2. Select an interface type from the drop-down list box.
Enter the interface number, for example, 0/0/1 (stack ID/subcard ID/interface
number).
4.  Click Query to display all matching records.
® Modify the link type.
1. Choose Service Management > VLAN > Hybrid port in the navigation tree to open
the Hybrid port page.
2. Select the interface whose link type you want to change.
(0 noTE
® To select a record, click the check box of the record.
® To modify records in batches, click the check boxes of the records.
3. Click Change Link Type. A dialog box is displayed to notify you that the VLANs
need to be cleared first.
4. Click OK. The Select a link type window is displayed, as shown in Figure 5-3.
Figure 5-3 Select a link type
; Select a link type il il
Link Type:  trunk
OK Cancel
Select the link type, access or trunk.
6. Click OK.
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® (Clear the VLAN configuration.

1.

3.
4.

Choose Service Management > VLAN > Hybrid port in the navigation tree to open
the Hybrid port page.

Select the interface configured by the VLAN that you want to clear.
(O noTE

® To select a record, click the check box of the record.

® To delete interfaces in batches, click the check boxes of the files.
Click Delete VLANSs. A dialog box is displayed asking whether to delete VLANS.
Click OK.

® Modify the hybrid interface configuration.

1.

Choose Service Management > VLAN > Hybrid port in the navigation tree to open
the Hybrid port page.

Click the [& icon to open the Modify VLAN configuration on interface page, as
shown in Figure 5-4.

Figure 5-4 Modify VLAN configuration on interface

2]

Interface Mame: GigabitEthernet3/0/47
PWID: 1 &
Tagged VLAN:

n
=]

(1~4094, Example: 1-3,5,7.9)
UnTagged VLAN: & (1~4094, Example: 1-3,5,7.9)

1 Cancel

Table 5-2 describes the parameters on the page.

Table 5-2 Modify VLAN configuration

Parameter Description

Interface Name Indicates the name of the interface where
you want to modify the configuration.
This parameter cannot be modified.

PVID The value ranges from 1 to 4094. This
parameter is mandatory.

Tagged VLAN Indicates the IDs of VLANS. The value
ranges from 1 to 4094. This parameter is
optional. You can enter multiple VLAN
IDs, for example, 1-3,5,7,9.

UnTagged VLAN Indicates the IDs of VLANs. The value
ranges from 1 to 4094. This parameter is
optional. You can enter multiple VLAN
IDs, for example, 1-3,5,7,9.
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(1 noTE

A VLAN supports either tagged mode or untagged mode.
3. Set parameters.
4. Click OK.

——-End

5.1.3 Access Port

You can query, modify, or delete the configuration of an access interface.

Context
An access interface is connected to user hosts. It is mainly used to connect to access links, and
the Ethernet frames transmitted on the access link do not contain VLAN tags. If an access
interface is configured with a default VLAN, the access interface adds a VLAN tag to packets
and sets the VID field in the VLAN tag to the default VLAN ID. The access link transmits only
the Ethernet frames with the default VLAN ID.
Procedure
®  Query an access interface.
1. Choose Service Management > VLAN > Access Port in the navigation tree to open
the Access Port page.
2. Select an interface type from the drop-down list box.
Enter the interface number, for example, 0/0/1 (stack ID/subcard ID/interface
number).
4.  Click Query to display all matching records.
® Modify the link type.
1. Choose Service Management > VLAN > Access Port in the navigation tree to open
the Access Port page.
2. Select the interface whose link type you want to change.
(0 noTE
® To select a record, click the check box of the record.
® To modify records in batches, click the check boxes of the records.
3. Click Change Link Type. A dialog box is displayed asking "Clear VLANs on the
interface first. Do you want to clear VLANs?"
4. Click OK. The Select a link type window is displayed, as shown in Figure 5-5.
Figure 5-5 Select a link type
7 Select a link type 2| x|
Link Type: € trunk
OK Cancel
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5. The link type includes trunk and hybrid.
6. Click OK.
® (Clear the VLAN configuration.

1. Choose Service Management > VLAN > Access Port in the navigation tree to open
the Access Port page.

2. Select the interface configured by the VLAN that you want to clear.
(O noTE

® To select a record, click the check box of the record.

® To delete interfaces in batches, click the check boxes of the files.
3. Click Delete VLANSs. A dialog box is displayed asking whether to delete VLANS.
4. Click OK.
® Addtoa VLAN.

1. Choose Service Management > VLAN > Access Port in the navigation tree to open
the Access Port page.

2. Select an interface to be added to the VLAN.
1 noTE

® To select a record, click the check box of the record.
® To add interfaces in batches, click the check boxes of the records.
3.  Enter the ID of the VLAN to which you want to add the interface.
4. Click Add.
® Modify the Access interface

1. Choose Service Management > VLAN > Access Port in the navigation tree to open
the Access Port page.

2. Click the [ icon to open the Modify VLAN configuration on interface page, as
shown in Figure 5-6.

Figure 5-6 Modify VLAN configuration on interface

2l

Interface Mame: Ethernet1/0/1

AddyLAM: 1 *(1~4094)

QR Cancel

3. Enter the interface IDs added to the VLAN.
4. Click OK.

—End

5.1.4 Trunk Port

You can query, modify, or delete the configuration of a trunk interface.
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Context

A trunk interface connects to a packet switching device and serves a trunk link. A trunk interface
allows frames from multiple VLANSs to pass.

Procedure

® Query a trunk interface.

1.

4.

Choose Service Management > VLAN > Trunk port in the navigation tree to open
the Trunk port page.

Select an interface type from the drop-down list box.

Enter the interface number, for example, 0/0/1 (stack ID/subcard ID/interface
number).

Click Query to display all matching records.

® Modify the link type.

1.

5.
6.

Choose Service Management > VLAN > Trunk port in the navigation tree to open
the Trunk port page.

Select the interface whose link type you want to change.

(1 noTE

® To select a record, click the check box of the record.

® To modify records in batches, click the check boxes of the records.

Click Change Link Type. A dialog box is displayed asking "Clear VLANs on the
interface first. Do you want to clear VLANs?"

Click OK. The Select a link type window is displayed, as shown in Figure 5-7.

Figure 5-7 Select a link type

Link Type: " access

QK Cancel

The link type includes access and hybrid.
Click OK.

® (Clear the VLAN configuration.

1.

Choose Service Management > VLAN > Trunk port in the navigation tree to open
the Trunk port page.

Select the interface configured by the VLAN that you want to clear.
() noTE
® To select a record, click the check box of the record.
® To delete interfaces in batches, click the check boxes of the files.
Click Delete VLANSs. A dialog box is displayed asking whether to delete VLANS.
Click OK.
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® Modify a Trunk interface.

1. Choose Service Management > VLAN > Trunk port in the navigation tree to open
the Trunk port page.

2. Click the [ icon to open the Modify VLAN configuration on interface page, as
shown in Figure 5-8.

Figure 5-8 Modify VLAN configuration on interface

2]

Interface Mame: Eth-Trunk1

PVID: 1 * (1~4094)
FermityLAMN: 1 (1~4084, Example: 1-3,5,7.9)
Ok Cancel

Table 5-3 describes the parameters on the page.

Table 5-3 Modify VLAN configuration

Parameter Description

Interface Name Indicates the name of the interface where
you want to modify the configuration.
This parameter cannot be modified.

PVID The value ranges from 1 to 4094. This
parameter is mandatory.

PermitVLAN Indicates the IDs of VLANSs. The value
ranges from 1 to 4094. This parameter is
optional. You can enter multiple VLAN
IDs, for example, 1-3,5,7,9.

3.  Set parameters.
4. Click OK.

——End

5.1.5 VLANIF Port

When a switch needs to communicate with the devices at the network layer, you can create a
logical interface based on a VLAN on the switch, namely, a VLANIF interface. The VLANIF
interface is a configured interface and does not exist physically. The S2700S1,S2700EI,and
S2752EI switches do not support this function.
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A VLANIF interface is an interface at the network layer and can be configured with an IP address.
Before configuring a VLANIF interface, you must create the corresponding VLAN. The
switch then uses the VLANIF interface to communicate with the devices at the network layer.

A CAUTION

® You can also access this page by choosing Interface Management > VLANIF port page.
The navigation path provided here enables you to configure VLANIF interfaces directly after
configuring VLANS.

® Ifthe [P address of a VLANIF is the switch address, deleting or shutting down the VLANIF
interface disables you from logging in to the Web network management system. If the
VLANIF address is changed, use the new address to log in to the Web network management
system.

® Query VLANIF interface information.

Context

Procedure
1.
2.
3.
4.

Choose Service Management > VLAN > VLANIF port in the navigation tree to
open the VLANIF port page.

Enter the number of the interface that you want to query, for example, 10. If you do
not enter any interface number, all VLANIF interfaces are displayed.

Click Query to display all matching records.
Select a record and click Details to view details about the record.

(1 noTE

To view real-time interface information, click on the VLANIF port tag page to refresh the
page.

® Create a VLANIF interface.

1.

2.

Choose Service Management > VLAN > VLANIF port in the navigation tree to
open the VLANIF port page.

Click New to open the Create VLANIF page, as shown in Figure 5-9.
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Figure 5-9 Create VLANIF

WLAM 1D:
Status: & Up © Down
T 1500

Descriptian:

* (1 ~4004)

(128~9216, Unit: byte, Default 1500)

=

| i0~242 chars)

IPvd4 Adidress

IPw4 Address:

Mask: |24(265.255.255.0) x|

Sub IP Address:
Add

Mask: | 24(265.255.265.00  ¥| Delete

[o]34 Cancel Ay

Table 5-4 describes the parameters on the page.

Table 5-4 Create VLANIF

Parameter

Description

VLAN ID

Indicates the VLAN ID of the new VLANIF
interface. This parameter is mandatory.

Status

Indicates the status of the VLANIF interface,
which can be enabled or disabled. This
parameter is mandatory. By default, the status
of'a VLANIF interface is Up.

MTU

Indicates the Maximum Transmission Unit
(MTU) of the VLANIF interface.

Description

Indicates the description of the new VLANIF
interface.

IPv4 IPv4 Address
Address

Indicates the IPv4 address of the VLANIF
interface, for example, 10.10.10.1.

Mask

Indicates the mask of the IP address. Select a
subnet mask from the drop-down list box.

Sub IP Address

Indicates the secondary IP address of the
VLANIF interface.
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Parameter Description
Mask Indicates the mask of the secondary IP address.
Select a subnet mask from the drop-down list
box.
NOTE
The Add and Delete buttons are used to add and
delete secondary IP addresses. You can delete a
secondary IP address as well as add another
secondary IP address.
3. Set parameters.
4. Click OK.
® Modify the VLANIF interface configuration.
1. Choose Service Management > VLAN > VLANIF port in the navigation tree to
open the VLANIF port page.
2. Select a record that you want to modify and click [4 to open the Modify VLANIF
page, as shown in Figure 5-10.
Figure 5-10 Modify VLANIF
) Modify YLANIF
YLANIF Mame: Ylanif2
Status: & Up © Down
MATLY: 1500 (128~-9216, Unit: byte, Default 15000
HUAWEI, Quidway Series, VlanifZ :I
Interface
Description:
| (0~242 chars)
—IPvd Adidress
IPv4 Address: S Mask |24(255.255.255.0) |
Add
K Cancel
(O noTE
® Table 5-4 describes the parameters on the page.
® The VLANIF interface name cannot be changed.
3. Set parameters.
4. Click OK.
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® Delete a VLANIF interface.

1. Choose Service Management > VLAN > VLANIF port in the navigation tree to
open the VLANIF port page.

2. Select a record that you want to delete and click Delete. The system asks you whether
to delete the record.

(1 noTE

® To select a record, click the check box of the record.

® To delete records in batches, click the check boxes of the records.

3. Click OK.
——-End

52 MAC

Each switch maintains a MAC address table (MAC table for short). The MAC table records
MAC addresses of all the devices connected to interfaces of the switch. When forwarding a data
frame, the switch searches the MAC table for the outbound interface according to the destination
MAC address of the frame. This reduces the number of broadcast frames.

5.2.1 MAC Table

You can enter the search criteria to search entries in the MAC table.

Context
The MAC table stores MAC addresses, VLAN IDs, and outbound interfaces learned by a
switch. When forwarding an Ethernet frame, the switch searches the MAC table for the outbound
interface according to the destination MAC address and VLAN ID in the Ethernet frame.
Procedure

Step1 Choose Service Management > MAC > MAC Table in the navigation tree to open the MAC
Table page, as shown in Figure 5-11.
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Figure 5-11 MAC Table

o Your Position: Service Management => MAC [ MAC Table ]

[UFem = MAC Aging Time | MAC Leamning | Static MAC Table | Blackhole MAC Table | Sticky MAC

Query
MAC Type: | All | Interface Name: lﬁ
MAC: - - WLAM: Qery Reset

Refresh

MAC ™~ Interface Mame ~ MAC Type ~

0004-0001-0001 NOMNE blackhole j
0001-0037-004B 3 blackhole
0002-0002-0002 1 blackhole
0002-0011-0011 MOME blackhole
0002-0015-0015 3 blackhole
0003-0011-0011 MOME blackhole
0004-0011-0011 MOME blackhole
0005-0011-0011 MOME blackhole
0006-0011-0011 MOME blackhole
0007-0011-0011 MOME blackhole LI

Total:108 80 rows /page Page 1

First Prev Mext End

Table 5-5 describes the parameters on the MAC Table page.

Table 5-5 MAC Table

Parameter

Description

MAC Type

Searches MAC entries based on the MAC
entry type. The options are All, Static,
Dynamic, Blackhole,and Sticky.

Interface Name

Searches MAC based on interfaces. Enter the
interface type and number, for example, Eth-
Trunk12.

MAC Searches MAC entries based on MAC
addresses.
VLAN Searches MAC entries based on VLAN IDs.

Step 2 Set the search criteria.

Step 3 Click Query. The search results are displayed.

—--End

5.2.2 MAC Aging Time

The MAC table needs to be updated constantly because the network topology always changes.
The entries automatically generated in a MAC table are not always valid. Each entry has a

lifecycle. If an entry is not updated within the lifecycle, it is deleted. This lifecycle is called the
aging time. If an entry is updated before its lifecycle ends, the aging timer of the entry is reset.
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Context

Procedure

Step 1

Step 2

Step 3

You need to set the aging time properly. If the aging time is excessively long or short, the
switch may broadcast a large number of data frames because their destination MAC addresses
cannot be found in the MAC table. This degrades the performance of the switch.

® [fthe aging time is excessively long, the switch may save a large number of useless MAC
entries, and new MAC entries cannot be added because the number of MAC entries is
limited. As a result, the switch cannot update the MAC table according to network changes.

® [fthe aging time is excessively short, the switch may delete valid MAC entries, and
therefore the forwarding performance is degraded.

Generally, the default aging time (300s) is recommended.

Choose Service Management > MAC > MAC Aging Time in the navigation tree to open the
MAC Aging Time page, as shown in Figure 5-12.

Figure 5-12 MAC Aging Time
o Your Position: Service Management >> MAC[ MAC Aging Time ]

MAC Table [EETWCGTITIRITEEE MAC Learning | Static MAC Table | Blackhole MAC Table

Ading Time: 200 *{0,60~1000000, Unit: secand, Default 300, 0 indicates that entries never age.)

Apply

Table 5-6 describes the parameters on the MAC Aging Time page.

Table 5-6 MAC Aging Time

Parameter Description

Aging Time Indicates the aging time of MAC entries.

Set the parameters.
Click Apply to complete the configuration.

—End

5.2.3 MAC Learning

A switch can learn source MAC addresses of data frames. After learning the interface connected
to the destination host, the switch sends data frames to the interface instead of broadcasting data
frames to all interfaces in the VLAN. The S2700S1,S2700EI or S2752EI switches do not
support the function.
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Context

By learning MAC addresses, a switch can obtain MAC addresses of devices on the network
connected to an interface.

Procedure

® Query MAC address learning on an interface.

I.

2.
3.

Choose Service Management > MAC > MAC Learning in the navigation tree to
open the MAC Learning page.

Set the search criteria.

Click Query. The search results are displayed.

® Configure MAC address learning on an interface.

1.

Choose Service Management > MAC > MAC Learning in the navigation tree to
open the MAC Learning page.

In the Configure MAC Learning on Interface group box, select a record and click
Configure. The Configure MAC Learning page is displayed, as shown in Figure
5-13.

Figure 5-13 Configure Dynamic MAC Learning

23 Configure Dynamic MAC Learning 7] %]

GigabitEthernerz/0/4 |

Interface MName:

=
MAC Learning: % Enable " Disahble
hzx MAC Entries Learned: =
(0~ 4096, 0 indicates that the
number af entries is not limited.)

Ok Cancel

Table 5-7 describes the parameters on the Configure MAC Learning page.

Table 5-7 Configure Dynamic MAC Learning

Parameter Description

Interface Name Indicates the name of an interface. The
interface name cannot be modified. You
can select multiple interfaces each time.
NOTE
If only one interface is selected, the
configuration of the interface is displayed. If

multiple interfaces are selected, the default
settings of the interfaces are displayed.

MAC Learning Indicates whether to enable MAC

address learning.
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Parameter Description

Max MAC Entries Learned Indicates the maximum number of MAC
addresses that an interface can learn.

This parameter limits the number of
entries in the MAC table.

Set the parameters.
Click OK.
[0 noTE

To cancel the MAC address learning limit on an interface, select the corresponding record and
click Cancel Limit.

® Query MAC address learning on a VLAN.

1. Choose Service Management > MAC > MAC Learning in the navigation tree to
open the MAC Learning page.

2. Set the search criteria.

3. Click Query. The search results are displayed.

® Configure MAC address learning on a VLAN.

1.  Choose Service Management > MAC > MAC Learning in the navigation tree to
open the MAC Learning page.

2. Inthe Configure MAC Learning on VLAN group box, select a record and click
Configure. The Configure MAC Learning page is displayed, as shown in Figure
5-14.

Figure 5-14 Configure Dynamic MAC Learning
=} Configure Dynamic MAC Learning llil
: Al
WLAN ID:
[~
MAC Learning: @ Enahle " Disable
M MAC Entries Learned: *
{0~4086, 0 indicates thatthe
nurnber of entries is not limited.)
Ok Cancel
Table 5-7 describes the parameters on the Configure MAC Learning page.

3. Set the parameters.

4. Click OK.
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To cancel the MAC address learning limit in a VLAN, select the corresponding record and
click Cancel Limit.

—End

5.2.4 Static MAC Table

Static MAC entries are manually configured and never age.

Context

Procedure
® Secarch static MAC entries.

1. Choose Service Management > MAC > Static MAC Table in the navigation tree to
open the Static MAC Table page.

2. Set the search criteria.
3. Click Query to display all matching records.
® C(Create a static MAC entry.

1. Choose Service Management > MAC > Static MAC Table in the navigation tree to
open the Static MAC Table page.

2. Click New to open the Create Static MAC Entry page, as shown in Figure 5-15.

Figure 5-15 Create Static MAC Entry

MAC: - - * (H-H-H}
WLAN ID: = ~4094)

Interface Mame: | Ethernet j =

[o]34 Cancel Ay

Table 5-8 describes the parameters on the Create Static MAC Entry page.

Table 5-8 Create Static MAC Entry

Parameter Description

MAC Indicates a MAC address in the format
H-H-H. This parameter is mandatory.

VLAN ID Indicates the IDs of VLANS. This
parameter is mandatory.
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Parameter Description
Interface Name Indicates the name of an interface, for
example, Eth-Trunk12. This parameter
is mandatory.
NOTE
The interface must be a member of the
specified VLAN.
3. Set parameters.
4. Click OK.
® Modify a static MAC entry.
1. Choose Service Management > MAC > Static MAC Table in the navigation tree to
open the Static MAC Table page.
2. Click [# to open the Modify Static MAC Entry page, as shown in Figure 5-16.
Figure 5-16 Modify Static MAC Entry
/2 Modify Static MAC Entry 2=
WAL 0012-0024-000E
WLARN D 1
Interface Marme: {efEli=iTE: *
QK Cancel
[ noTE
® Table 5-8 describes the parameters on the Modify Static MAC Entry page.
® The VLAN ID and MAC address cannot be modified.
3. Set parameters.
4. Click OK.
® Delete a static MAC entry.
1. Choose Service Management > MAC > Static MAC Table in the navigation tree to
open the Static MAC Table page.
2. Select arecord that you want to delete and click Delete. The system asks you whether
to delete the record.
(] noTE
® To select a record, click the check box of the record.
® To delete records in batches, click the check boxes of the records.
3. Click OK.
----End
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5.2.5 Blackhole MAC Table

Blackhole MAC entries are used to discard data frames with the specified source or destination
MAC addresses. They are manually configured and never age.

Context
A switch can learn 32 K MAC entries, including at most 1024 non-dynamic MAC entries.
Procedure
® (Create a blackhole MAC entry.
1.  Choose Service Management > MAC > Blackhole MAC Table in the navigation
tree to open the Blackhole MAC Table page.
2. Click New to open the Create Blackhole MAC Entry page, as shown in Figure
5-17.
Figure 5-17 Create Blackhole MAC Entry
Select Entry . © Global entry ™ VLAN-based entry
MAC: - - * (H-H-H)
WLAM D * (] ~d054)
] Cancel Apply
Table 5-9 describes the parameters on the Create Blackhole MAC Entry page.
Table 5-9 Create Blackhole MAC Entry
Parameter Description
Select Entry Indicates the type of a blackhole MAC
entry. This parameter is mandatory. The
options are:
® Global entry
® VLAN-based entry
By default, Global entry is selected.
NOTE
S2700SI, S2700EI or S2752EI switches do
not support the Global entry parameter.
MAC Indicates a blackhole MAC address, in
the format H-H-H.
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Parameter Description

VLAN ID Indicates the IDs of VLANSs. This
parameter is mandatory.

This parameter is available only when
VLAN-based entry is selected.

3. Set parameters.
4. Click OK.
® Delete a blackhole MAC entry.

1. Choose Service Management > MAC > Blackhole MAC Table in the navigation
tree to open the Blackhole MAC Table page.

2. Select a record that you want to delete and click Delete. The system asks you whether
to delete the record.

(1 noTE

® To select a record, click the check box of the record.

® To delete records in batches, click the check boxes of the records.

3. Click OK.
—End

5.2.6 Sticky MAC

You can configure the sticky MAC function on an interface. The S2700SI switches do not
support the sticky MAC function.

Context
After the sticky MAC function is enabled on an interface, the dynamic MAC addresses learned
by the interface change to Sticky MAC addresses.
Procedure
® Enable the sticky MAC function.
1. Choose Service Management > MAC > Sticky MAC in the navigation tree to open
the Sticky MAC page.as shown in Figure 5-18.
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Figure 5-18 Sticky MAC
o Your Position: Service Management == MAC [ Sticky MAC ]
— Sticky MAC Enable
— Select Interface
Slot0
523 2000 - 3 3 | 43 |
BN 2 5 5 3 0 3 |5 S S [
EUnselected -Selected -Fixed |':|Electrical mOptical
Eth-Trunk:
Eth-Trunkd
Eth-Trunk1
Eth-Trunkz
Eth-Trunk3
Eth-Trunks
Eth-Trunka
Eth-Trunk10
Eth-Trunk11
Eth-Trunk12
Port Security: " Enable @ Disable
e o
C ~ [
1
Apply
Table 5-10 describes the parameters in the Sticky MAC Enable group box on this
page.
Table 5-10 Sticky MAC Enable
Parameter Description
Port Security Indicates whether to enable port
security. The options are Enable and
Disable. By default, port security is
disabled. The following parameters are
available only when Enable is selected.
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2.
3.

—End

Parameter

Description

Sticky MAC Enable

Indicates whether to enable the Sticky
MAC function. The options are Enable
and Disable. By default, the sticky MAC
function is disabled.

NOTE
If the number of sticky MAC addresses on
an interface does not reach the limit, the
newly learned MAC addresses are converted
to static MAC addresses. When the number
of sticky MAC addresses reaches the limit,
non-sticky MAC entries are deleted when
new MAC addresses are learned.

Interface Protect Mode

Indicates the interface protection mode,
that is, the action performed when the
number of learned MAC addresses
reaches the limit. The options are:

® Discard
The interface discards all the
subsequent packets whose source
MAC addresses are not in the MAC
table.

® Discard and Alarm
The interface discards all the
subsequent packets whose source
MAC addresses are not in the MAC
table and sends a trap.

® Shutdown
The interface does not perform any
action.

If the sticky MAC function is disabled,
the interface does not send a trap when
the number of learned MAC addresses
reaches the threshold even if you select
the Discard and Alarm option. In this
case, the interface only discards new
packets whose source MAC addresses
are not in the MAC table.

Max MAC Entries Learned

Indicates the maximum number of MAC
addresses that an interface can learn.

This parameter limits the number of
entries in the MAC table.

Set the parameters.

Click Apply to complete the configuration.
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5.3 STP

The following sections describe how to query the STP information and set the global STP
parameters, STP parameters on an interface, and parameters of an MST region. The S2700SI
switches do not support the STP function.

The Spanning Tree Protocol (STP) is applicable to ring networks. It uses certain algorithms to
implement path redundancy and prune a ring network into a tree-type network. This prevents
increase and infinite circulation of packets in the ring network.

5.3.1 STP Information

You can view STP information on the STP Information page.

Procedure

Step1 Choose Service Management > STP > STP Information in the navigation tree to open the
STP Information page.

Step 2 Detailed STP information is displayed, as shown in Figure 5-19.
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Figure 5-19 STP Information
o Your Position: Service Management == STP[ STP Information ]
AR NN BT STF Global | STF Interface | MST Region
—Instance: 0
CIST Global Infa[Mode MSTR]
ST Bridge 32TE3.0025-9095-Te2e
Bridoge Times Hello 85 MaxAge 27s Fwhly 65 MaxHop 20
CIST RootERPLC 32TEB.0025-9e95-fc2e /0
CIST RegRootIRPC 32TEB.0025-9e95-fcZe /0
CIST Root Port 1D 0.0
BPDU Protection disable
TC or TCH BPDU s Received 0
STF Converge Mode fast
Time Since LastTC 3h9mi1Ts
Instance Information
Instance = Fath Cost™ Friarity =
0 0 32768
STP Brief
Protection
Instance ™ Interface = Port Role 7 STP Status ™~
Type =
0 GigabitEthernet0/0/43 DESI FORMWARDING  MOMNE
-—--End
5.3.2 STP Global
You can set global STP parameters on the STP Global page.
Context
On certain networks, you need to modify STP parameters of some switches to optimize their
performance.
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Procedure

Step1 Choose Service Management > STP > STP Global in the navigation tree to open the STP

Global page, as shown in Figure 5-20.

Figure 5-20 STP Global

o Your Position: Service Management =>> STP[ STP Global ]

STP Information [EEECIGLEIN STF Interface | MST Region

STP: @ Enable " Disable (Default Enable}

—Instance

Instance: |D 'l

Root Type: |N0t set 'l Friority: |32?58 'l (Default 32768)

— Advanced Configuration
BPDU Protection: ¢ Enable * Disable (Default Disable)  TC Protection:
Timeout: [z =l Defaul3y Working Mode:
Max Hops: Iﬁ (Default 20) Pathcost Standard:

" Enable ™ Disable (Default: Disable)
[uste =l DefaultusTe)
[gottt 7] Defauttgotit
Bridge-diameter: Iﬁ (Default 7) STP Converge Mode: INnrmaI YI (Default Mormal)

— Set Bridge Diameter and Timer

forward-delay: |1SDD ;I {Unit. centisecond, Default 1500)

hello time:; 200 =l (Unit centisecond, Default 200)
Max-age: |EDDD = (Unit centisecond, Default 2000)
Apply

Table 5-11 describes the parameters on the STP Global page.

Table 5-11 STP Global

Parameter Description

STP Indicates whether to enable STP. The options are
Enable and Disable. By default, STP is Enable.

to 48.
NOTE

0to 16.

Instance Instance Indicates the ID of a multi-spanning tree instance
(MSTI). You can select any MSTI ID ranging from 0

S2700EI or S2752EI series switches MSTI ID ranging from
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Parameter

Description

Root Type

Indicates the root type of the switch. The options are:

® Not set
The root type is not set.

® Primary
The switch is configured as root switch of the
MSTL

® Seccondary
The switch is configured as the backup root
switch of the MSTIL.

By default, the Not set option is selected.

Priority

Specifies the priority of the switch.

The priority is a major basis for the spanning tree
calculation. You can set different priorities for a
switch in different MSTIs.

NOTE
In an instance, if Root Type is Not set, you can select a
priority from the drop-down list box. If Root Type is
Primary or Secondary, the priority cannot be set.

Advanced BPDU Protection
Configuration

Indicates whether to enable BPDU protection. The
options are Enable and Disable. By default, BPDU
protection is disabled.

After BPDU protection is enabled , the switch shuts
down the edge interfaces that receive BPDUs and
notifies the NMS. .The shutdown interfaces can only
be manually started by the network administrator.

TC Protection

Indicates whether to enable topology change (TC)
protection. The options are Enable and Disable. By
default, TC protection is disabled.

The TC protection function prevents topology
changes caused by incorrect configuration or
malicious attacks.

Timeout

Indicates the timeout interval. The timeout interval is
calculated based on the hello interval and hello time
multiplier.

Working Mode

Indicates the working mode of STP. The options are:

® MSTP
The switch sends MSTP BPDUs in this mode.

® STP
The switch sends STP BPDU s in this mode.

® RSTP
The switch sends RSTP BPDUs in this mode.

The default mode is MSTP.
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Parameter Description

Max Hops Indicates the maximum hop count of the spanning tree
in an MST region. The default value is 20.

This parameter limits the network scale of the
spanning tree in the MST region. A configuration
message has the maximum hop count on the root
bridge. The hop count decreases by 1 every time the
configuration message passes a switch. When the hop
count decreases to 0, the configuration message is
discarded; therefore, switches with larger hop count
from the root bridge cannot participate in the spanning
tree calculation. This limits the network scale in an
MST region.

Pathcost Indicates the algorithm used to calculate the path cost.
Standard The options are:

® dotlt
Indicates the algorithm defined in IEEE 802.1t.

® dotld-1998
Indicates the algorithm defined in IEEE 802.1d.

® [egacy
Indicates Huawei proprietary algorithm.

The default algorithm is dotl1t.

Bridge-diameter | Indicates the network diameter in the MST region. The
default value is 7.

The network diameter refers to the maximum number
of devices between any two devices on a network.

The network diameter reflects the network scale.

STP Converge Indicates the STP convergence mode. The options are:

Mode ® Fast
In this mode, the switch deletes the useless MAC
address entries and ARP entries directly.

® Normal
In this mode, the switch sets the remaining aging
time of the MAC address entries and the ARP
entries to 0 and ages them. If the number of ARP
aging detection times is greater than 0, the switch
carries out aging detection of the ARP entries.

The default mode is Normal.

Set Bridge forward-delay Indicates the delay of port status transition. The
Diameter and default value is 1500.
Timer

hello time Indicates the interval for sending hello packets. The
root bridge sends hello packets at this interval to check
whether faulty links exist. The default value is 200.
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Parameter Description

Max-age Indicates the maximum lifetime of a configuration
message. This parameter determines whether a
configuration message has expired. The default value
is 2000.

Step 2 Set the parameters.
Step 3 Click Apply to complete the configuration.

—--End

5.3.3 STP Interface

You can set STP parameters on an interface.

Context

On certain networks, you need to modify STP parameters of some switches to optimize their
performance.

Procedure

Step1 Choose Service Management > STP > STP Interface in the navigation tree to open the STP
Interface page.

Step 2 Select an interface and click Configure to open the STP Interface Settings page, as shown in
Figure 5-21.

Figure 5-21 STP Interface Settings

2|

BTF':; ;Enahle " Disable (Default: Enahle)
—Instance
Instance: |IZI j
Fort Priority: | 128 = (mefautt 126
Fath Cost: gs5a5 (1 ~65535)
— Advanced
Frotection Type: INDne j (Default Kone)
Faint To Paint: |aut|:| j (Default auto)
Max BPDLUs Sent: 147 (1~2545 Default 147
Digest Snooping: © Enable @ Disable (Default: Disable)
Rapid Transition: |Enhanced j (Default Enhanced)
(]9 Cancel Apphy
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Table 5-12 describes the parameters on the STP Interface Settings page.

Table 5-12 STP Interface Settings

Parameter Description

Interface Indicates the name of an interface. It is displayed
automatically and cannot be modified after you
select an interface. You can select only one
interface each time.

STP Indicates whether to enable STP. By default, STP
is enabled.

When STP is disabled on an interface, the interface
does not take part in the spanning tree calculation
and is always in Forwarding state.

NOTE
Loops may occur when STP is disabled on an interface.

Instance Instance Indicates the ID of an MSTI. You can select any
MSTI ID ranging from 0 to 48.
NOTE

S2700EI or S2752EI series switches MSTI ID ranging
from 0 to 16.

Port Priority Indicates the priority of the interface.

The priority of an interface affects its role in the
specified MSTI. You can set different priorities for
an interface in different MST]Is so that traffic of
VLANS can be load balanced among different
physical links.
NOTE

When the priority of an interface changes, MSTP

recalculates the role of the interface and changes the
status of the interface.

Path Cost Indicates the path cost of the interface. The value
range varies according to the calculation algorithm
of path costs. The value ranges from 1 to 200000
when Huawei proprietary algorithm is used; the
value ranges from 1 to 65535 when the algorithm
defined in IEEE 802.1D is used; the value ranges
from 1 to 200000000 when the algorithm defined
in IEEE 802.1t is used.

The path cost is the basis for calculating the
spanning tree. If you set different path costs for an
interface in different MSTIs, traffic of different
VLAN:S is load balanced among multiple physical
links.

NOTE

When the path cost of an interface changes, the MSTP
recalculates the spanning tree based on the new path cost.
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Parameter

Description

Advanced

Protection Type

Indicates the protection type on an interface. The
options are:

® None
No protection type is adopted.

® Edge port
When the spanning tree is recalculated, edge
ports transit to the Forwarding state directly,
which reduces the status transition time. If an
Ethernet port is not connected to any Ethernet
port of the switch, you need to configure the
Ethernet port as an edge port.

® Root protection
Root protection prevents topology changes
caused by incorrect configurations or malicious
attacks.

® Loop protection
When link congestion occurs or a
unidirectional link is generated, the port
connected to the link cannot receive BPDUs
from the upstream switch. In this case, the local
switch selects a new root port, the original root
port becomes the designated port, and the
blocked port transits to the Forwarding state.
Loop is then generated on the switching
network. To prevent this problem, you can
enable loop protection.

Point To Point

Indicates the point-to-point connection type of the
interface. The options are:

® auto
The interface automatically detects whether it
is connected to a point-to-point link.

® force-true
The interface is connected to a point-to-point
link.

® force-false
The interface is not connected to a point-to-
point link.

The default value is auto.

Max BPDUs Sent

Indicates the maximum number of BPDUs that an
interface can send in a hello interval.

A larger value indicates more BPDUs sent in a
hello interval and therefore more system resources
occupied. A proper value of this parameter can
limit the rate of sending BPDUs and prevent
excessive bandwidth usage when network flapping
occurs.
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Parameter Description

Digest Snooping Indicates whether to enable digest snooping. By

default, digest snooping is disabled.

NOTE
You can configure digest snooping to make the BPDU
key of a Huawei device the same as that of a third-party
device.

Rapid Transition Indicates the rapid status transition mode. The
options are Normal and Enhanced. The default
value is Enhanced.

Step 3 Set the parameters.

Step4 Click OK.
(1 noTE

Select arecord on the STP Interface Settings page and click Details. Detailed STP settings of the interface
are displayed.

—--End

5.3.4 MST Region

You can modify the configuration of an MST region.

Context
You need to modify the configuration of an MST region when you want to add a switch that is
not enabled with STP to the MST region or move a switch enabled with STP from one MST
region to another.

Procedure

Step1 Choose Service Management > STP > MST Region in the navigation tree to open the MST
Region page.

Step 2 Click Modify to open the Modify Revision level page, as shown in Figure 5-22.
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Figure 5-22 Modify Revision level

23 Modify Revision L evel

Fegion Mame: goz59e81aaTh *{1~32 chars, The default value is the MAC of the S-switch.)
Fevision Level: *(OHigh~G553aLow, Default 0)
—Instance-VLAN Mapping Configuration

T instance = Mapped WLAKS

r 0 1-6,3-4084 [

r 7T B

Total:2 Add || Delete
Activate Cancel

Table 5-13 describes the parameters on the Modify Revision level page.

Table 5-13 Modify Revision level

Parameter

Description

Region Name

Indicates the name of an MST region. The
default value is the MAC address of the main
control board of the switch.

The MST region name, the VLAN mapping
table, and the MSTP revision level identify
the region that the switch belongs to.

Revision Level

Indicates the MSTP revision level of the MST
region.

The MST region name, the VLAN mapping
table, and the MSTP revision level identify
the region that the switch belongs to.

Instance-VLAN Mapping Configuration

Indicates the mappings between MSTIs and
VLANS. You can add, modify, or delete a
mapping. The following step is to add a

mapping.

Add an instance-VLAN mapping.

1. Click Add to open the Add Instance-VLAN Mapping page.

2. Set the parameters.
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3.

1 noTE

You need to set the following parameters:
® Instance: select an instance ID.
® VLAN: enter a VLAN ID.

Click Add.

Step 3 Set the parameters.

Step 4 Click Activate to complete the configuration.

—--End

5.4 Voice VLAN

A voice VLAN is assigned to voice data flows. You can create a voice VLAN and add the
interface connected to a voice device to the voice VLAN. Then voice data flows can be
transmitted on the voice VLAN. The S2700SI switches do not support the voice VLAN
function.

By configuring a voice VLAN, you can set quality of service (QoS) parameters for voice data
flows to increase the priority of the voice service and improve the quality of calls.

5.4.1 Voice VLAN

You can set parameters of a voice VLAN.

Context

Procedure

A voice VLAN is assigned to voice data flows. You can create a voice VLAN and add the
interface connected to a voice device to the voice VLAN. Then voice data flows can be
transmitted in the voice VLAN.

After a voice VLAN is configured, interfaces connected to IP voice devices can be added
to or deleted from the voice VLAN automatically or manually and voice data flows can be
transmitted in the voice VLAN.

Query voice VLAN information.

1. Choose Service Management > Voice VLAN > Voice VLAN in the navigation tree
to open the Voice VLAN page.

2. Set the search criteria.
3. Click Query to display all the matching records.
Configure a voice VLAN.

1. Choose Service Management > Voice VLAN > Voice VLAN in the navigation tree
to open the Voice VLAN page.

2. Select an interface and click Configure to open the Configure Voice VLAN page,
as shown in Figure 5-23.
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Figure 5-23 Configure Voice VLAN
Intetface Mame:  Eth-Trunk0 2|
Woice VLAN Status: € Enable & Disable (Default: Disahle)
= r
g T
« =
Ok Cancel
Table 5-14 describes the parameters on the Configure Voice VLAN page.
Table 5-14 Configure Voice VLAN
Parameter Description
Interface Name | Indicates the name of an interface. The interface name cannot
be modified. You can select multiple interfaces each time.
NOTE
If only one interface is selected, the configuration of the interface is
displayed on the Configure Voice VLAN page. If multiple interfaces
are selected, the default settings of the interfaces are displayed.
Voice VLAN Indicates whether to enable the voice VLAN function. The
Status options are Enable and Disable. By default, the value is
Disable.
Voice VLAN ID | Indicates the ID of the voice VLAN. This parameter is
mandatory when the voice VLAN function is enabled.
Working Mode | Indicates the working mode of the voice VLAN. The options are
Auto and Manual. This parameter is valid only when the voice
VLAN function is enabled.
Security Mode | Indicates whether to enable the security mode. The options are
Enable and Disable. By default, the value is Disable. This
parameter is valid only when the voice VLAN function is
enabled.
Legacy Whether an interface can communicate with third-party voice
devices. The options are Up and Down.
3. Set the parameters.
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4. Click OK.

—--End

5.4.2 Voice VLAN OUI

A switch checks whether an incoming flow is a voice data flow according to the source MAC
address of the data flow. If the source MAC address of the data flow matches the organizationally
unique identifier (OUI) address set in the system, the switch considers the data flow as a voice
data flow. When an interface receives a voice data flow, the interface is added to the voice VLAN
automatically. The voice flows with the voice VLAN tag sent from the voice device connected
to the interface can be forwarded by the interface.

Context
You can set an OUI address. The OUI is the first 24 bits of a MAC address. The institute of
Electrical and Electronics Engineers (IEEE) assigns an OUI to each vendor and you can identify
the vendor of a device according to the OUI You can set the mask of the OUI on the switch to
adjust the length of the MAC address that the switch matches with the OUL
Procedure
® (Create a voice VLAN OUL
1. Choose Service Management > Voice VLAN > Voice VLAN OUI in the navigation
tree to open the Voice VLAN OUI page.
2. Click New to open the Create a Voice VLAN OUI page, as shown in Figure 5-24.
Figure 5-24 Create a Voice VLAN OUI
MAC Address: | - - * (H-H-H)
Mask: - - * (H-H-H)
Description: ﬂ
| (1~80 chars)
Ok Cancel Apply
Table 5-15 describes the parameters on the Create a Voice VLAN OUI page.
Table 5-15 Create a Voice VLAN OUI
Parameter Description
MAC Address Indicates the MAC address of voice packets. This parameter is
mandatory. The value is in the format H-H-H.
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Parameter Description

Mask Indicates the mask of the OUI address. This parameter is
mandatory. The value is in the format H-H-H.

Description Indicates the description of the OUI address.

3. Set parameters.
4. Click OK.
® Delete a voice VLAN OUI.

1. Choose Service Management > Voice VLAN > Voice VLAN OUI in the navigation
tree to open the Voice VLAN OUI page.

2. Select arecord that you want to delete and click Delete. The system asks you whether
to delete the record.

(1 noTE

® To select a record, click the check box of the record.

® To delete records in batches, click the check boxes of the records.

3. Click OK.

—End

5.4.3 Aging Time

You can set the aging time of an interface in the voice VLAN.

Context
If an interface has not updated the OUI address (no voice data flows pass through) when the
aging time expires, the interface is deleted from the voice VLAN. By default, the aging time is
set to 1440 minutes.

Procedure

Step1 Choose Service Management > Voice VLAN > Aging Time in the navigation tree to open the
Aging Time page, as shown in Figure 5-25.

Figure 5-25 Aging Time
o Your Position: Serdce Management == Voice VLAN[ Aging Time ]

Waice WLAR | Waice WLAR QU |RETTITRETTES

Aging Time: 1440 (5~43200, Unit: minutes, Default 1440)

Apply

Table 5-16 describes the parameters on the Aging Time page.
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Table 5-16 Aging Time

Parameter Description

Aging Time Indicates the aging time of an interface in the
voice VLAN. The default value is 1440
minutes.

Step 2 Set the parameters.
Step 3 Click Apply to complete the configuration.

—End

5.5 DHCP

The switch supports Dynamic Host Configuration Protocol (DHCP) applications based on the
global address pool or an address pool configured on a VLANIF interface. The switch also
provides security guarantee for DHCP services and supports DHCP relay. The S2700EI,
S2700S1, S2752EI switches do not support the function.

DHCEP is a technology used to dynamically manage and configure clients in a concentrated
manner. DHCP adopts the client/server model. The client applies to the server for configurations
such as the IP address, subnet mask, and default gateway, and the server replies with
corresponding configurations according to policies.

5.5.1 DHCP

You can set DHCP parameters only after enabling global DHCP.

Context

You must enable DHCP before configuring the DHCP server and DHCP relay.

Procedure

Step1 Choose Service Management > DHCP > DHCP in the navigation tree to open the DHCP
page, as shown in Figure 5-26.

Figure 5-26 DHCP
o Your Position: Service Management == DHCP [ DHCP ]

(Wl Configure Global Address Pool | Configure VLANIF Intetface Address Pool | Configure DHCP Delay

DHCP: € Enable  * Disahle (Default Disable)

Apply

Table 5-17 describes the parameters on the DHCP page.
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Step 2
Step 3

Table 5-17 DHCP

Parameter Description

DHCP Indicates whether to enable DHCP. By

default, DHCP is disabled.

Set the parameters.
Click Apply to complete the configuration.

—End

5.5.2 Configure Global Address Pool

A DHCEP server can allocate IP addresses to clients by using the global address pool.

Context
®  Youneed to configure a DHCP server based on the global address pool to enable computers
to obtain IP addresses from the switch dynamically.
® A DHCP server based on the global address pool works with a DHCP relay agent.
Procedure
® (Create a global address pool.
1. Choose Service Management > DHCP > Configure Global Address Pool in the
navigation tree to open the Configure Global Address Pool page.
2. Click New to open the Create a Global Address Pool page, as shown in Figure
5-27.
Figure 5-27 Create a Global Address Pool
/3 Create a Global Address Pool 211
—Basic Settings
Address Pool Mame: | *(1~64 chars, Contain only numerals, letters, | -, and _. )
Subnet Address: . . . Suhnet Mask: ISeIect 'l
Gatewray [P: Forbidden IP:
Add Add
Celete Delete
(At Most 8 1P)
Expired: 1 day|0 Xlhour|0 Xlminute (The defaultis one day. &value of all 0s indicates no lease)
— Configure DNS for the Address Pool
Client Damain Mame: DME Server [P:
(1~50 chars) Add
Delete
(At Mast 8 IF)
— Configure NetBIOS for the Address Pool
MetBI035 Mode Type: Iunspeciﬂed 'l MetBIOS Server IP:
(Default unspecified) Add
Delete
(At Most 8 IP)
QK Cancel Apply
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Table 5-18 describes the parameters on the Create a Global Address Pool page.

Table 5-18 Create a Global Address Pool

Parameter Description

Basic Settings Address Pool Name Indicates the name of an address pool.

Subnet Address Indicates the IP subnet of the address
pool.

Subnet Mask Indicates the mask of the IP subnet.
Select a mask from the drop-down list
box, for example, 24 (255.255.0.0).

Gateway [P Indicates the IP address of a gateway.
Y ou can configure a maximum of eight
gateway IP addresses.

Expired Indicates the lease of dynamic IP
addresses. The default lease is one day.
The value range is as follows:

® day: an integer ranging from 0 to
999

® hour: an integer ranging from 0 to
23

® minute: an integer ranging from 0
to 59

NOTE
Different address pools can have different
IP address leases, but addresses in one pool
have the same lease.

Forbidden IP Indicates the IP address that will not be
dynamically allocated to users.

Some IP addresses are allocated to
applications such as the DNS server
and cannot be allocated to users. You
can specify these IP addresses as
forbidden IP addresses.
NOTE

To add a forbidden IP address, click Add.

To delete a forbidden IP address, select it
and click Delete.

Configure DNS | Client Domain Name | Indicates the domain name allocated
for the Address by the DHCP server to the client.
Pool
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Parameter

Description

DNS Server IP

Indicates the IP address of a DNS
server. You can configure a maximum
of eight DNS server addresses.
NOTE

To add a DNS server address, click Add.

To delete a DNS server address, select it
and click Delete.

Configure
NetBIOS for the
Address Pool

NetBIOS Node Type

Indicates the type of a NetBIOS node.
The options are:

® unspecified
The NetBIOS node type is not
specified.

® b-node
The NetBIOS node obtains the
mapping between the host name
and IP address in broadcast mode.
b represents broadcast.

® p-node
The NetBIOS node obtains the
mapping between the host name
and IP address by communicating
with the NetBIOS server. p
represents peer to peer.

® m-node
The NetBIOS node is a p-type node
with some broadcast features. m
represents mixed.

® h-node
The NetBIOS node is a b-type node
using the peer-to-peer
communication mechanism. h
represents hybrid.

The default value is unspecified.

NetBIOS Server IP

Indicates the IP address of a NetBIOS
server. You can configure a maximum
of eight NetBIOS server addresses.
NOTE

To add a NetBIOS server address, click

Add. To delete a NetBIOS server address,
select it and click Delete.

3. Set parameters.
4. Click OK.

® Modify a global address pool.

1. Choose Service Management > DHCP > Configure Global Address Pool in the
navigation tree to open the Configure Global Address Pool page.
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2. Click [ to open the Modify Global Address Pool page, as shown in Figure 5-28.

Figure 5-28 Modify Global Address Pool

"'alodify Global Address Fool ﬂﬂ

—Basic Settings

Address Pool Mame: dhep-pool

Subnet Address: Subnet Mask:
Giateweay [P Forbidden IP:
Add Add
Delete Delete
(At host 8 [F)
Expired: 1 day |0 Tlhour|0 ®lminute (The defaultis one day. Avalue of all 05 indicates no lease)

— Configure DNS for the Address Pool

Client Domain Mame: DS Server [P:
{1~50 chars) i
Delete
(At Most 8 IF)
— Configure NetBIOS for the Address Pool
MetBIOS Mode Type: Iunspeciﬂed 'l MetBIOS Server IP:
(Default unspecified) Add
Delete
(AtMost 8 IP)

Ok Cancel

(O noTE
® Table 5-18 describes the parameters on the Modify Global Address Pool page.
® The address pool name cannot be modified.
3. Set parameters.
4. Click OK.
® Delete a global address pool.

1. Choose Service Management > DHCP > Configure Global Address Pool in the
navigation tree to open the Configure Global Address Pool page.

2. Select arecord that you want to delete and click Delete. The system asks you whether
to delete the record.

(1 noTE

® To select a record, click the check box of the record.

® To delete records in batches, click the check boxes of the records.

3. Click OK.

—End

5.5.3 Configure VLANIF Interface Address Pool

If a DHCP server based on a VLANIF interface address pool is configured, all the users going
online through this interface obtain IP addresses from the VLANIF interface address pool.
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Context
® Before configuring an address pool on a VLANIF interface, you must enable DHCP.
®  Youcan configure an address pool on a VLANIF interface when a device supports switched
Ethernet interfaces. IP addresses cannot be configured on switched Ethernet interfaces
directly; therefore, you need to create a VLANIF interface and configure a DHCP address
pool on the VLANIF interface.
® The interface address pool takes precedence over the global address pool. If an address
pool is configured on an interface, clients obtain IP addresses preferentially from the
interface address pool even if a global address pool is configured.
Procedure
®  Query information about a VLANIF interface address pool.
1.  Choose Service Management > DHCP > Configure VLANIF Interface Address
Pool in the navigation tree to open the Configure VLANIF Interface Address
Pool page.
2. Set the search criteria.
3. Click Query to display all the matching records.
® C(Create a VLANIF address pool.
1. Choose Service Management > DHCP > Configure VLANIF Interface Address
Pool in the navigation tree to open the Configure VLANIF Interface Address
Pool page.
2. Click New to open the Create a VLANIF Address Pool page, as shown in Figure
5-29.
Figure 5-29 Create a VLANIF Address Pool
—Basic Settings
WLANIF Mame:
Interface IF: Mask:
Expired: 1 day|0 Tlhour|0 Xlminute Forbidden IP:
(The default is one day. Avalue of all 0s indicates no lease) Add
Delete
— Configure DNS for the Address Pool
Client Domain Marme: DS Server [P
{1~50 chars) and
Delete
(At Most 8 IP)
—Configure NetBIOS for the Address Pool
MetBI0S Mode Type: |UHSDECiﬂEd j MetBIOS Semver P
(Default unspecified) Add
Delste
(4t Most 8 1P
QK Cancel Apply
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Table 5-19 describes the parameters on the Create a VLANIF Address Pool page.

Table 5-19 Create a VLANIF Address Pool

Parameter Description

Basic Settings VLANIF Name Indicates the name of a VLNAIF
interface. Select a name from the drop-
down list box.
NOTE

The VLANIF interfaces in the drop-down

list box are created in the Interface
Management module.

Interface IP Indicates the IP address of the selected
VLANIF interface. The value is
displayed automatically after you
select a VLANIF interface.

Mask Indicates the subnet mask of the
selected VLANIF interface. The value
is displayed automatically after you
select a VLANIF interface.

Expired Indicates the lease of dynamic IP
addresses. The default lease is one day.
The value range is as follows:

® day: an integer ranging from 0 to
999

® hour: an integer ranging from 0 to
23

® minute: an integer ranging from 0
to 59

NOTE
Different address pools can have different
IP address leases, but addresses in one pool
have the same lease.

Forbidden IP Indicates the IP address that will not be
dynamically allocated to users.

Some IP addresses are allocated to
applications such as the DNS server
and cannot be allocated to users. You
can specify these IP addresses as
forbidden IP addresses.
NOTE

To add a forbidden IP address, click Add.

To delete a forbidden IP address, select it
and click Delete.

Configure DNS | Client Domain Name | Indicates the domain name allocated
for the Address by the DHCP server to the client.
Pool
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Parameter

Description

DNS Server IP

Indicates the IP address of a DNS
server. You can configure a maximum
of eight DNS server addresses.
NOTE

To add a DNS server address, click Add.

To delete a DNS server address, select it
and click Delete.

Configure
NetBIOS for the
Address Pool

NetBIOS Node Type

Indicates the type of a NetBIOS node.
The options are:

® unspecified
The NetBIOS node type is not
specified.

® b-node
The NetBIOS node obtains the
mapping between the host name
and IP address in broadcast mode.
b represents broadcast.

® p-node
The NetBIOS node obtains the
mapping between the host name
and IP address by communicating
with the NetBIOS server. p
represents peer to peer.

® m-node
The NetBIOS node is a p-type node
with some broadcast features. m
represents mixed.

® h-node
The NetBIOS node is a b-type node
using the peer-to-peer
communication mechanism. h
represents hybrid.

The default value is unspecified.

NetBIOS Server IP

Indicates the IP address of a NetBIOS
server. You can configure a maximum
of eight NetBIOS server addresses.
NOTE

To add a NetBIOS server address, click

Add. To delete a NetBIOS server address,
select it and click Delete.

3. Set the parameters.

4.  Click OK.

® Modify VLANIF Address Pool
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1. Choose Service Management > DHCP > Configure VLANIF Interface Address
Pool in the navigation tree to open the Configure VLANIF Interface Address
Pool page.
2. Click [Z to open the Modify VLANIF Address Pool page , as shown in Figure
5-30.
Figure 5-30 Modify VLANIF Address Pool
2} Modify ¥LANIF Address Pool 2| x|
—Basic Settings
YLANIF Mame:  Wlanifl 0o
Intetface IP:  2.2.2.1 Mask: 265.366.256.0
Expired: 1 da\,rIU ‘Ihnur 0 *|minute Farbidden IP:
(The default is one day. Awalue of all 0s indicates no lease.) Add
Celete
— Configure DNS for the Address Pool
Client Domain Mame: DME Server IP:
(1~50 chars) Add
Delete
(At Wost 8 P}
— Configure NetBIOS for the Address Pool
MNetBIOS Mode Type: |unspeciﬂed j MetBI0S Server IP;
(Default unspecified) Add
Delete
(At host 8 IP)
Ok Cancel
(1] noTE
® Table 5-19 describes the parameters on the Modify VLANIF Address Pool page.
® The name, IP address, subnet mask of the selected VLANIF interface cannot be modified.
3. Set the parameters.
4. Click OK.
® Delete a VLANIF Address Pool
1. Choose Service Management > DHCP > Configure VLANIF Interface Address
Pool in the navigation tree to open the Configure VLANIF Interface Address
Pool page.
2. Select a record that you want to delete and click Delete. The system asks you whether
to delete the record.
(1 noTE
® To select a record, click the check box of the record.
® To delete records in batches, click check boxes of the records.
3. Click OK.
-—-End
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5.5.4 Configure DHCP Delay

Context

Procedure

By using a DHCP relay agent, the DHCP clients on a local area network (LAN) can communicate
with the DHCP servers on other network segments, and obtain IP addresses from them. The
DHCEP clientson different network segments can also use one DHCP server. This reduces costs
and achieves centralized device management.

Before configuring the DHCP relay function, you must configure DHCP servers.

DHCEP relay is introduced to transmit packets between DHCP clients and a DHCP server
that are on different network segments. A DHCP relay agent can transparently transmit
DHCP broadcast packets between DHCP clients and a DHCP server that are on different
network segments.

In applications, the DHCP relay function is generally implemented on a VLANIF interface
of a switch. This interface needs to be configured with an IP relay address to specify the
DHCEP server. An IP relay address refers to the IP address of the DHCP server specified
on the DHCP relay agent. After the DHCP relay function is enabled on an interface, the
DHCP broadcast packets received on the interface are sent to the specified server.

If no DHCP server is configured on a network, the DHCP relay function can be enabled
on a switch. In this manner, the DHCP Request packet from clients can be transmitted to
the DHCP server on another network through the DHCP relay agent. To enable clients to
obtain IP addresses, the DHCP server must use a global address pool. That is, the interface
of the server connected to the DHCP relay agent cannot be configured with any address
pool.

Query DHCP relay information.

1. Choose Service Management > DHCP > Configure DHCP Delay in the navigation
tree to open the Configure DHCP Delay page.

2. Set the search criteria.
3. Click Query to display all matching records.
Configure DHCP relay.

1. Choose Service Management > DHCP > Configure DHCP Delay in the navigation
tree to open the Configure DHCP Delay page.

2. Select a record and click Configure to open the Configure DHCP Relay page, as
shown in Figure 5-31.

Figure 5-31 Configure DHCP Relay

WLAMIF Mame: Ylanifl
DHCP Server Group Mame: [{slgeageliif]

Ok Cancel

Table 5-20 describes the parameters on the Configure DHCP Relay page.
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3.
4.

Table 5-20 Configure DHCP Relay

Parameter Description

VLANIF Name Indicates the name of a VLANIF
interface. The VLANIF interface name
cannot be modified. You can select
multiple interfaces each time.

DHCP Server Group Name Indicates the name of a DHCP server
group. Select a configured DHCP server
from the drop-down list box.

If a DHCP server based on an interface
address pool is configured, all the users
going online through this interface
obtain IP addresses from the interface

address pool.

Set parameters.
Click OK.

® Delete the DHCP delay configuration.

1.

3.

Choose Service Management > DHCP > Configure DHCP Delay in the navigation
tree to open the Configure DHCP Delay page.

Select a record and click Clear Configuration. The system asks you whether to delete
the record.

Click OK.

® Create a DHCP server group.

1.

Choose Service Management > DHCP > Configure DHCP Delay in the navigation
tree to open the Configure DHCP Delay page.

Click New to open the Create a DHCP Server Group page, as shown in Figure
5-32.

Figure 5-32 Create a DHCP Server Group

DHCF Server Group Mame: *{1~32 chars)
DHCP Semver [P: Add
Delete
(At Most 201P)

Ok Cancel Apply

Table 5-21 describes the parameters on the Create a DHCP Server Group page.
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5.6 ARP

3
4,

Table 5-21 Create a DHCP Server Group

Parameter

Description

DHCP Server Group Name

Indicates the name of a DHCP server
group.

DHCP Server IP

Indicates the IP address of a DHCP
server.

You can configure a maximum of 20
DHCEP servers in a DHCP server group.

NOTE
To add a DHCP server address, click Add.
To delete a DHCP server address, select it
and click Delete.

Set parameters.
Click OK.

® Delete a DHCP server group.

1.

—End

Choose Service Management > DHCP > Configure DHCP Delay in the navigation
tree to open the Configure DHCP Delay page.

Select a record that you want to delete and click Delete. The system asks you whether

to delete the record.

1 noTE

® To select a record, click the check box of the record.

® To delete records in batches, click the check boxes of the records.

Click OK.

The following sections describe configurations of static ARP and dynamic ARP. The S2700SI,
S2700EI or S2752EI switches do not support the ARP function.

On a LAN, a host or a network device must know the logical address (IP address) of another
host or network device to send data to it. Only the logical address, however, is not enough. Since
IP packets are encapsulated in frames for transmission across a physical network, the physical
address of the destination device must also be known. Therefore, the mapping from a logical
address to a physical address is required. The Address Resolution Protocol (ARP) is introduced
to map IP addresses to physical addresses (Ethernet MAC addresses).

5.6.1 ARP Table

You can query ARP entries in the ARP table.
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Context

Procedure

If two devices on an Ethernet network need to communicate with each other, they must
know MAC addresses of each other. Each device maintains a table of mappings from IP

addresses to MAC addresses, that is, an ARP table.

The ARP table of a switch contains static and dynamic ARP entries. Static ARP entries are
maintained manually, and dynamic ARP entries age based on the aging timer.

Query the ARP table.

1.  Choose Service Management > ARP > ARP Table in the navigation tree to open

the ARP Table page, as shown in Figure 5-33.

Figure 5-33 ARP Table

o¥our Position: Sendce Managememt == ARP[ ARP Table ]

Total:26

Table 5-22 describes the parameters on the ARP Table page.

Table 5-22 ARP Table

UG Static ARF Table | ARP Attribute
Cuery
ARP Type: All | nterface Mame: a1 4
Destination IP: Mask: [ select 4
Destination MAC: - - WLAN (D Query
Refresh Reset Dynamic Entries
Destination L .

- Destination MAC ™ WLAN D™ Interface Mame ™ ARF Type ™~ Tirneout(rm) =
101371381 0025-9E36-E8BE Ethernet0rom dynamic 20
10.137.138.81  0024-TEOE-E3BA Ethernet0idid dynamic 7
10.137.138.40  TEB1D-BAAT-T322 Ethernet0rom dynamic 17
10.137.138.138 0O0EOQ-4C77-12F1 Ethernet0idid dynamic 20
10.137.138.35 D0DOED-4CYT7-TZ23H Ethernet0rom dynamic 1
10.137.138.49 001B-BY9YB-9FES Ethernet0rosm dynamic 17
1013713836 0011-2233-4455 Ethernet0idin dynamic 17
10.137.138.37  TEB1D-BAST-T31E Ethernet0rosm dynamic 17
10.137.138.33  7810-BAGE-4398 Ethernet0idin dynamic 17
10.137.138.230 0025-8ED3-4CDC Ethernet0rosm dynamic 17

Parameter Description

ARP Type

entries, or all entries.

Indicates the type of ARP entries. You
can search for static entries, dynamic
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Parameter

Description

Destination IP

Indicates the destination IP address in an
ARP entry, for example, 10.10.10.1.

Mask

Indicates the mask of the destination IP
address, for example, 24(255.255.0.0).
You can specify the destination IP
address and mask to search for ARP
entries of a network segment.

Destination MAC

Indicates the destination MAC address
in an ARP entry, for example,
0022-0022-0022.

VLAN ID

Indicates the VLAN ID in an ARP entry.

Interface Name

Indicates the interface in an ARP entry.
First select an interface type from the
drop-down list box. The options are
All, Ethernet, GigabitEthernet, and
XGigabitEthernet. Then enter the
interface number in the text box, for
example, 0/0/1. To specify an Eth-
Trunk, enter the interface name in the
text box, for example, Eth-Trunk12.

2. Set the search criteria.

3. Click Query. The search results are displayed.

® Delete all dynamic entries.

You can click Reset Dynamic Entries to delete all dynamic ARP entries.

1. Choose Service Management > ARP > ARP Table in the navigation tree to open

the ARP Table page.

2. Click Reset Dynamic Entries. The system asks you whether to delete all dynamic

entries.
3. Click OK.
(1 noTE

You can click Refresh to display new ARP entries after deleting the original dynamic entries.

—End

5.6.2 Static ARP Table

You can query and configure static ARP entries.

Context
ARRP entries can be maintained dynamically or manually. Manually configured mappings from
IP addresses to MAC addresses are static ARP entries. You can query, add, modify, and delete
ARP entries manually.
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Static ARP entries are always valid when a switch works normally. When a VLAN is deleted,

the ARP entries of the VLAN are also deleted.

Procedure
®  Query static ARP entries.
1. Choose Service Management > ARP > Static ARP Table in the navigation tree to
open the Static ARP Table page.
(1 noTE
® Table 5-22 describes the parameters on the Static ARP Table page.
® The Static ARP Table page does not contain the ARP Type drop-down list box.
2. Set the search criteria.
3. Click Query to display all matching records.
® (Create a static ARP entry.
1. Choose Service Management > ARP > Static ARP Table in the navigation tree to
open the Static ARP Table page.
2. Click New to open the Create Static ARP page, as shown in Figure 5-34.
Figure 5-34 Create Static ARP
Destination IP: . _ . *
Destination MAC: - - * (H-H-H3
WLAN (D (1 ~4094)
Outgaing: Ethernet j
OK Cancel
Table 5-23 describes the parameters on the Create Static ARP page.
Table 5-23 Create Static ARP
Parameter Description
Destination [P Indicates the destination IP address in
the new ARP entry, for example,
10.10.10.1.
NOTE
This parameter cannot be set to the virtual IP
address of a VRRP group on a VLANIF
interface. Otherwise, an incorrect host route
will be created, causing forwarding errors.
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Parameter Description
Destination MAC Indicates the Ethernet MAC address
mapping the IP address. The value is in
the format H-H-H.
VLAN ID Indicates the VLAN ID corresponding
to the IP address.
NOTE
® Ifyou enter a VLAN ID, the created
ARP entry is in the specified VLAN.
® The VLANIF interface of the VLAN
must be in the same network segment as
the destination IP address.
Outgoing Indicates name of the outbound
interface of ARP packets, for example,
Ethernet0/0/1.
NOTE
The interface must be a member of the
specified VLAN.
3. Set parameters.
[ noTE
The destination IP address and the IP address of the outbound interface must be in the same
network segment.
4. Click OK.
® Modify a static ARP entry.
1. Choose Service Management > ARP > Static ARP Table in the navigation tree to
open the Static ARP Table page.
2. Click [# to open the Modify Static ARP page, as shown in Figure 5-35.
Figure 5-35 Modify Static ARP
Destination IP: ~ 192.168.20.111
Destination MAC: DAAA-DAAA-DAAY
WLAN: 1 {1~4084)
Qutgoing: Ethernet j
Ok Cancel
(1] noTE
® Table 5-23 describes the parameters on the Modify Static ARP page.
® The destination IP address, destination MAC address, and VLAN ID cannot be changed.
3. Set parameters.
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4. Click OK.
® Delete Static ARP

1. Choose Service Management > ARP > Static ARP Table in the navigation tree to
open the Static ARP Table page.

2. Select arecord that you want to delete and click Delete. The system asks you whether
to delete the record.

(1 noTE

® To select a record, click the check box of the record.

® To delete records in batches, click the check boxes of the records.

3. Click OK.

—End

5.6.3 ARP Attribute

You can set parameters of dynamic ARP entries, such as the number of aging detection times
and aging time.
Context

You can set ARP parameters to use ARP entries flexibly.

Procedure

Step1 Choose Service Management > ARP > ARP Attribute in the navigation tree to open the ARP
Attribute page, as shown in Figure 5-36.

Figure 5-36 ARP Attribute
o Your Position: Service Management == ARP[ ARP Attribute ]

ARF Tahle | Static ARF Table |EEtEGE gL

WLANIF: Ylanift =l

Detect-Times: o {0-10, Default 3)

AQing Time: 2640 (BO0~62640, Unit: second, Default 12003
Apply

Table 5-24 describes the parameters on the ARP Attribute page.

Table 5-24 ARP Attribute

Parameter Description
VLANIF Indicates the name of a VLANIF interface.
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Parameter

Description

Detect-Times

Indicates the number of aging detection
times.

When a dynamic ARP entry expires, the
switch sends aging detection packets to the
corresponding host. If the host does not
respond after the specified number of
detection times, the ARP entry is deleted. A
proper number of aging detection times can
reduce address resolution errors caused by
slow update of ARP entries.

NOTE

If this parameter is set to 0, the switch deletes
expired ARP entries directly.

Aging Time

Indicates the aging time of ARP entries. The
default value is 1200 seconds.

A proper aging time can reduce address
resolution errors caused by slow update of
ARP entries.

Step 2 Set the parameters.

Step 3 Click Apply to complete the configuration.

—End

5.7 VRRP

The following sections describe configurations of VRRP groups and VRRP parameters. The
S2700S1, S2700E1,S2752EI, S5700SI or S3700SI switches do not support the VRRP

function.

The Virtual Router Redundancy Protocol (VRRP) is a fault-tolerant protocol. VRRP integrates
multiple routing devices into a virtual router and uses certain mechanisms to switch services to
other routers when the next hop router fails, ensuring continuous and reliable communication.

5.7.1 VRRP

VRRP helps to obtain a more reliable default route without changing the networking or

configuring any routing protocol.

Procedure

®  Query VRRP group information.

1. Choose Service Management > VRRP > VRRP in the navigation tree to open the

VRRP page.

2. Set the search criteria.

Click Query to display all matching records.

Issue 01 (2011-07-15)

Huawei Proprietary and Confidential

Copyright © Huawei Technologies Co., Ltd.

118



Quidway S2700&S3700&S5700&S6700 Series Ethernet
Switches
Web System Guide

5 Service Management

® C(Create a VRRP group.

1. Choose Service Management > VRRP > VRRP in the navigation tree to open the

VRRP page.

2. Click New to open the Create VRRP Group page, as shown in Figure 5-37.

Figure 5-37 Create VRRP Group

YRID:

=25

VLANIF: [ vianif1
Virtual IP:

Preermpt Mode: ¥ Epable  Disable

Advertise Timer: 1

Config Priority: 100

o

*{1~255, Unit: second, Default 1)

* (1Low~254High, Default 100)

Track Interface

Interface Mame: |Ethernet

=l oo

Priarity: | Decrease

Add

(1~255) Delete

QK Cancel Apply

Table 5-25 describes the parameters on the Create VRRP Group page.

Table 5-25 Create VRRP Group

Parameter

Description

VRID

Indicates the ID of a virtual router. This
parameter is mandatory.

VLANIF

Select a VLANIF interface that requires
VRRP configuration. The VLANIF interface
must exist in the system.

Virtual IP

Indicates the virtual IP address of the VRRP
group, for example, 192.168.70.111. This
parameter is mandatory.
NOTE

The virtual IP address can be an idle IP address in

the network segment of the VRRP group or the IP
address of an interface in the VRRP group.

Preempt Mode

Indicates whether to adopt the preemption
mode. If Enable is selected, you need to set
the preempt Delay parameter. If Disable is
selected, the preempt Delay parameter is
invalid.
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3.
4.

Parameter

Description

Advertise Timer

Indicates the interval for sending VRRP
Advertisement packets. This parameter is
mandatory.

The master device sends VRRP
Advertisement packets to backup devices at
intervals to notify the backup devices that it
works normally. If the backup devices do not
receive any VRRP Advertisement packet
within an interval, the backup device with the
highest priority becomes the master.

Conlfig Priority

Indicates the priority of a member switch.

The role of each switch in a VRRP group is
determined by its priority. The switch with the
highest priority becomes the master.

Track Interface Name
Interface

Indicates the name and type of the tracked
interface, for example, Ethernet0/0/1.

Priority

Indicates whether to increase or decrease the
VRRP priority of the tracked interface when
the tracked interface is Down.

NOTE

If the preemption mode is disabled, this parameter
cannot be set to Increase.

Set parameters.
Click OK.

®  Modify the configuration of a VRRP group.

1.

2.

Choose Service Management > VRRP > VRRP in the navigation tree to open the

VRRP page.

Click [# to open the Modify VRRP Group page, as shown in Figure 5-38.
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Figure 5-38 Modify VRRP Group

VRID: 1
WLAMIF: Ylanif1

Virtual IP

Wirtual 1P 90 10 10 0 A1 Delete

Freempt Mode: ¥ Enable ¢ Disable
Advertise Timer: - *(1~255, Unit: second, Default 1)

Config Priority: 100 * (1Low-~254High, Default 100}

Track Interface
’7 Add

oK Cancel

(1 noTE

® Table 5-25 describes the parameters on the Modify VRRP Group page.
® The VRID and VLANIF interface name cannot be changed.

3. Set parameters.
4. Click OK.
® Delete a VRRP group.

1. Choose Service Management > VRRP > VRRP in the navigation tree to open the
VRRP page.

2. Select a record that you want to delete and click Delete. The system asks you whether
to delete the record.

(1 noTE

® To select a record, click the check box of the record.
® To delete records in batches, click the check boxes of the records.

3. Click OK.
—End

5.7.2 VRRP Attribute

Before modifying VRRP parameters, you must configure VRRP. If you do not modify VRRP
parameters, the system uses the default parameter settings of VRRP.

Context

If you do not modify VRRP parameters, the system uses the default parameter settings of VRRP.

Procedure

Step1 Choose Service Management > VRRP > VRRP Attribute in the navigation tree to open the
VRRP Attribute page, as shown in Figure 5-39.
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Figure 5-39 VRRP Attribute
o Your Position: Service Management => VRRP[ VRRP Attribute ]

VRRP Attribute

Ping Virtual IF: & Permit © Deny

Send Gratuitous ARP: & Permit © Deny

Gratuitous ARP Interval: 300 *(30~1200, Unit: second, Default 200
Apply

Table 5-26 describes the parameters on the VRRP Attribute page.

Table 5-26 VRRP Attribute

Parameter Description

Ping Virtual IP Indicates whether the ping command can ping
the virtual IP address of the VRRP group. The
default value is Permit.

Send Gratuitous ARP Indicates whether to allow the virtual router
to send gratuitous ARP packets. To enable the
network elements connected to the virtual
router to learn the virtual IP address of the
VRRP group, the virtual router needs to send
gratuitous ARP packets to the network
elements.

The default value is Permit.

Gratuitous ARP Interval Indicates the interval for sending gratuitous
ARP packets.

Step 2 Set parameters.
Step 3 Click Apply to complete the configuration.
-—--End

5.8 IGMP Snooping

The following sections describe configurations of IGMP snooping on a switch.

After IGMP snooping is configured on a switch, the switch sets up a Layer 2 multicast forwarding
table by listening to the IGMP messages sent between a router and hosts. The switch uses the
Layer 2 multicast forwarding table to manage and control forwarding of multicast packets,
implementing Layer 2 multicast.

5.8.1 Global IGMP Snooping

You can enable or disable global IGMP snooping.
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Context
By default, IGMP snooping is disabled on a switch. You need to enable global IGMP snooping
on the switch before using this function.
Procedure

Step1 Choose Service Management > IGMP Snooping > Global IGMP Snooping in the navigation
tree to open the Global IGMP Snooping page, as shown in Figure 5-40.

Figure 5-40 Global IGMP Snooping
cYour Position: Service Management == IGMP Snooping [ Global IGMP Snooping ]

(EIVEINE O AT I Configure [GMP Snooping of WLAN

Global IGMP Snooping: € Enable & Disable (Default Disable)

Apply

Table 5-27 describes the parameters on the Global IGMP Snooping page.

Table 5-27 Global IGMP Snooping

Parameter Description

Global IGMP Snooping Indicates whether to enable global IGMP
snooping. If global IGMP snooping is
disabled, IGMP snooping cannot be enabled
ina VLAN.

The options are Enable and Disable. By
default, global IGMP snooping is disabled.

Step 2 Set the parameters.
Step 3 Click Apply to complete the configuration.

—--End

5.8.2 Configure IGMP Snooping in VLAN

You can query and configure IGMP snooping information in VLANS.

Context
By default, IGMP snooping is disabled on a switch. You need to enable global IGMP snooping
on the switch before using this function. By default, IGMP snooping is disabled in a VLAN after
global IGMP snooping is enabled. Therefore, you need to enable IGMP snooping in the VLAN.
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Procedure
®  Query IGMP snooping information.
1.  Choose Service Management > IGMP Snooping > Configure IGMP Snooping of
VLAN in the navigation tree to open the Configure IGMP Snooping of VLAN page.
2. Set the search criteria.
3. Click Query to display all the matching records.
® Configure IGMP snooping in a VLAN.
1. Choose Service Management > IGMP Snooping > Configure IGMP Snooping of
VLAN in the navigation tree to open the Configure IGMP Snooping of VLAN page.
2. Select a record and click Configure to open the Configure IGMP Snooping page,
as shown in Figure 5-41.
Figure 5-41 Configure IGMP Snooping
/) Configure IGMP Snooping x|
WLAN 1D 1 =
2
Enable IGMP Snooping: © Enable & Disable {Default: Disakle)
Max Response Time: 10 i1~25, Unit seconds, Default10)
|[GMP Rohust Count: 3 (2~5 Default 2)
Query Interval: ] {1~65534, Unit: seconds, Default GO}
Router Aging Tirme: 180 i(1~1000, Unit: seconds, Default 180}
]le Cancel
Table 5-28 describes the parameters on the Configure IGMP Snooping page.
Table 5-28 Configure IGMP Snooping
Parameter Description
VLAN ID Indicates the ID of a VLAN. The VLAN
ID cannot be changed. You can select
multiple VLANs each time.
NOTE
The VLAN must exist. If only one VLAN is
selected, the IGMP configuration in the
VLAN is displayed on the Configure IGMP
Snooping page. If multiple VLANs are
selected, the default IGMP snooping
configuration is displayed.
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Parameter Description

Enable IGMP Snooping Indicates whether to enable IGMP
snooping. The options are Enable and
Disable.

NOTE

® Before enabling IGMP snooping in a
VLAN, enable global IGMP snooping.

® After IGMP snooping is enabled in a
VLAN, this function takes effect only on
Ethernet interfaces in this VLAN.

Max Response Time Indicates the maximum response time of
IGMP Query messages.

® The maximum response time
controls the deadline for a host to
send an IGMP Membership Report
message. A proper maximum
response time enables hosts to
rapidly respond to IGMP Query
messages and prevent the congestion
caused by a large number of
Response messages sent at the same
time.

® You can adjust the aging time of
member interfaces by setting the
maximum response time.

IGMP Robust Count Indicates the IGMP robustness variable.

By setting the IGMP robustness
variable, you can:

® Specify the number of times the
querier sends a Group-Specific
Query message, which prevents
packet loss on the network.

® Adjust the aging time of member
interfaces.

Query Interval Indicates the interval for sending IGMP
Query messages.

Router Aging Time Indicates the aging time of a router
interface.

3. Set the parameters.
4. Click OK.

—End
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ACL

About This Chapter

The following sections describe how to view, add, modify, delete ACLs and ACL effective
period, and configure the ACL function. The S2700SI switches do not support the ACL function.

The access control list (ACL) is used to identify flows. A network device filters packets
according to certain rules. It must identify packets first, and then permits or denies the packets
according to the policy that you have configured.

6.1 Effective Period
By configuring the effective period, you can apply an ACL to packets in a certain period of time.

6.2 ACL

An ACL classifies packets according to matching rules. The rules can be source addresses,
destination addresses, or the port numbers of the packets. The S2700SI series switches do not
support the ACL.
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6.1 Effective Period

By configuring the effective period, you can apply an ACL to packets in a certain period of time.

Context

® An effective period describes a special period of time. In practice, users may want certain
ACL rules to be valid during a certain period but be invalid out of the period. That is, the
ACL rules are used to filter packets based on the period of time. To implement this function,
users can set one or multiple periods, and apply the periods to a rule. Then, packets are
filtered based on the set periods.

® An effective period can contain periodic time ranges and absolute time ranges. A periodic
time range takes effect on a certain day in a week. An absolute time range contains the start
time and the end time.

Procedure

®  Query the time range.
1. Choose ACL > Effective Period to open the Effective Period page.
2.  Enter the name of the time range in the text box, for example, test.
3. Click Query to display all matching records.

® Add atime range.
1. Choose ACL > Effective Period to open the Effective Period page.
2. Click New to open the Add Time Range page, as shown in Figure 6-1.

Figure 6-1 Add Time Range

Time Range Marme: *{1~32 chars, Begin with a letter)

— ¥ Periodic Time Fange

Start Time: IIZIIZI 'I ;IIZIIZI 'I End Time: |23 'I ;IEQ vI Delete

Add

— ¥ Absolute Time Fange

Start Date: 5] End Date: [ | Delete

Add

(]9 Cancel Apply

Table 6-1 describes the parameters on the Add Time Range page.
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Table 6-1 Add Time Range

Parameter

Description

Time Range Name

Indicates the name of the created
effective period.

Periodic Time Range

Indicates the periodic time range.

A periodic time range takes effect on a
certain day in a week. You can create
multiple periodic time ranges by
clicking New or delete all the periodic
time ranges by clicking Delete.
NOTE
If only one periodic time range is created in
an effective period, the effective period takes
effect when the current time is within the
periodic time range.

Absolute Time Range

Indicates the absolute time range.

An absolute time range contains the start
time and the end time. You can create
multiple absolute time ranges by
clicking New or delete all the absolute
time ranges by clicking Delete.
NOTE
If only one absolute time range is created in
an effective period, the effective period takes

effect when the current time is within the
absolute time range.

3. Set parameters.

(1] noTE

® [faneffective period contains an absolute time range and a periodic time range, the effective
period takes effect only when the current time is within the absolute time range and the

periodic time range.

® The start time and end time of the absolute time range can be earlier than the current time.

® The Periodic Time Range and Absolute Time Range parameters cannot be kept blank

simultaneously.
4. Click OK.
® Modify a time range.

1. Choose ACL > Effective Period to open the Effective Period page.

2. Click [ to open the Modify Time page, as shown in Figure 6-2.
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6.2 ACL

Figure 6-2 Modify Time Range

3 Modify Time Range x|

Time Range Mame: text

EF’eIiO(IiC Time Range

Fwnon FTuR. FTwep [T THU. [T FrR. T 5aT. [ sUn.

Start Time: IDD "I;IIZIIZI 'I End Tirme: |23 'I;ISQ 'I Delete

Add

— I Absolute Time Range
Add

Ok Cancel

(1 noTE

® Table 6-1 describes the parameters on the Modify Time page.
® The effective period name cannot be modified.

® The periodic time range and absolute time range can only be deleted, but cannot be
modified.

3. Set parameters.
4.  Click OK.
® Delete a time range.
1. Choose ACL > Effective Period to open the Effective Period page.

2. Select arecord that you want to delete and click Delete. The system asks you whether
to delete the record.

(1 noTE

® To select a record, click the check box of the record.

® To delete records in batches, click the check boxes of the records.

3. Click OK.

—End

An ACL classifies packets according to matching rules. The rules can be source addresses,
destination addresses, or the port numbers of the packets. The S2700SI series switches do not
support the ACL.

Context
ACLs are classified into the following types:
® Basic ACL: matching packets based on source IP addresses at Layer 3
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Procedure

Advanced ACL: matching packets based on the Layer 3 or Layer 4 information of packets,
such as source IP addresses, destination IP addresses, type of the protocol over IP, and the
protocol feature

Layer 2 ACL: matching packets based on Layer 2 information of packets, such as source
MAC addresses, destination MAC addresses, VLAN priorities, and the Layer 2 protocol

type

Query an ACL.

1. Choose ACL > ACL in the navigation tree to open the ACL Configuration page.
2. Set the search criteria.

3. Click Query to display all matching records.

Create an ACL.

1. Choose ACL > ACL in the navigation tree to open the ACL Configuration page.
2. Click New to open the Create ACL page.

3. Click the ACL tab, as shown in Figure 6-3.

Figure 6-3 Create ACL

21|
ACL Type: IElasic.i.CL vI
IP Version: & pys 1Py
ACLID: * (Enter the ACL number or ACL name.)
ACL Mumber: (2000~2999)
ACL Name: (1~32 chars, Begin with a letter.)
Step: ISeIect 'I (1~20)
ACL Description: ;l
=] (1~127 chars)
Ok Cancel Apply
Table 6-2 describes the parameters on the page.
Table 6-2 Create ACL
Parameter Description
ACL Type Indicates the ACL type, including:
® Basic ACL
® Advanced ACL
® Layer2 ACL
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Parameter

Description

IP Version

To create an IPv4 or IPv6 ACL, click the
IPv4 or IPv6 check box.
NOTE

If you select Layer 2 ACL, the IP version cannot
be set.

ACL ID ACL Number

Indicates the number of an ACL. It identifies
an ACL. The value of the ACL number is an
integer, including:

® 2000-2999: basic ACL

® 3000-3999: advanced ACL

® 4000-4999: Layer 2 ACL
NOTE

® When you modify an ACL, the ACL number
cannot be changed.

® An ACL number or ACL name is required to
identify an ACL.

ACL Name

Indicates the name of an ACL. The ACL
name must be unique.
NOTE

® The ACL name is a string starting with a
letter. Spaces or quotation marks are not
allowed. The keyword all is not allowed.

® An ACL number or ACL name is required to
identify an ACL.

® When you modify an ACL, the ACL name
cannot be changed.

Step

Indicates the interval between two rule IDs.

NOTE
The Step text box is unavailable after you set IP
Version to IPv6.

ACL Description

Indicates the description of an ACL. This
parameter is optional.
NOTE

The Description text box of the ACL is
unavailable after you set IP Version to IPv6.

Click the Rules tab.

If the ACL is a basic ACL, the rule page is displayed, as shown in Figure 6-4.
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Figure 6-4 Create Basic ACL Rule
— Rule Setting
Rule Number: (0~4294967294, Arule ID will be assigned automatically if you do not specify one.)
Action: & permit ' Deny [ Log
Match IP

& All Source IP

s Specify Source IP: Wildcard:
Time Range MName: Select
™ Fragment
Add
Rule
Action ™~ Rules ™~ Time Range Mame
Number~

Ok Cancel Apply

Table 6-3 describes the parameters on the page.

Table 6-3 Create Basic ACL Rule

Parameter

Description

Rule Number

Indicates the number of a rule.

NOTE
If you do not specify a rule number, the system
automatically allocates a number for the rule. The rule
number cannot be changed.

Action

Indicates whether to permit or deny packets. The
default action is to permit.

Log

Indicates whether to record logs when packets are
permitted. To record logs when packets are
permitted, click the check box.

NOTE

The basic ACL and basic IPv6 ACL in the S2700EI
switches do not support this parameter.

Match IP

All Source IP

Indicates that packets from any IP address are
permitted.

Specify
Source IP

Enter the specified IP address and the reverse
mask. By default, all source IP addresses are
specified.
NOTE

® To create an IPv4 ACL, enter the reverse mark.

® To create an [Pv6 ACL, enter the prefix length.
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Parameter Description
Time Range Name Click Select to set the time range name.
NOTE
The time range name is displayed on the configuration
result page.
Fragment Indicates that the rule is valid for only non-initial
fragments.
NOTE
The basic ACL and basic IPv6 ACL in the S2700EI
switches do not support this parameter.
(O noTE
® The rule page displays all the rules of the ACL. Click a record to view the details about the
record or modify the record. To deselect a record, click it again. You can add rules on the
rule page.
® When you modify the ACL rule, the ACL number and rule number cannot be modified.
If the ACL is an advanced ACL, the rule page is displayed, as shown in Figure 6-5.
Figure 6-5 Create an Advanced ACL Rule
— Rule Setting =
TR (0~4294967294, Arule ID will be assigned automatically if you do not specify
one.)
Action: & Permit Deny [ Log
Frotocol Type: GRE M E
Select e
—Match P
= All Source IP " Specify Source IP; Wildcard:
' Al Destination IP € Point Destination IP: Wildcard:
Select e
Select X
—Match Priority
IP Precedence: ISeIed vl (0 Low, 7 High) TDS: ISeIect 'l
DSCF Value: ISeIecT 'l (0 Low, 63 High)
Time Range Mame: Select
™ Fragment
Add
Rule Number™~  Action ¥ Rules ™~ Time Range Name ~
QK Cancel Apply
Table 6-4 describes the parameters on the page.
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Table 6-4 Create Advanced Rule

Parameter Description

Rule Number Indicates the number of a rule.

NOTE
If you do not specity a rule number, the system
automatically allocates a number for the rule. The
rule number cannot be changed.

Action Indicates whether to permit or deny packets.
The default action is to permit.

Log Indicates whether to record logs when packets
are permitted.
NOTE

The advanced ACL and advanced IPv6 ACL of the
S2700EI switches do not support this parameter.

Protocol Type Indicates the type of the protocol. The advanced
ACL supports the following protocols:

IGMP
GRE
IP
IPINIP
OSPF
TCP
UDP
ICMP

Customized

NOTE
The text box is valid only when the protocol type
can be defined by users.

The advanced IPv6 ACL supports the following
protocols:

GRE
ICMPv6
IPv6
OSPF
TCP
UDP

Customized

NOTE
The text box is valid only when the protocol type
can be defined by users.
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Parameter

Description

ICMP Parameters (Type/Code)

Indicates the type and code of ICMP packets,
which are valid only when the protocol of
packets is ICMP. If this parameter is not
specified, all types of ICMP packets are
matched. The IGMP packets can be matched
based on:

® Type: filters packets based on ICMP
message type.

® (Code: indicates the message code of the
ICMP message type.
NOTE

The advanced ACL and advanced IPv6 ACL of the
S2700EI switches do not support this parameter.

Match IP

All Source IP

Indicates that packets from any IP address are
permitted.

Specify Source
IP

Enter the specified IP address and the reverse
mask. By default, all source IP addresses are
specified.
NOTE

® To create an IPv4 ACL, enter the reverse mark.

® To create an [Pv6 ACL, enter the prefix length.

All Destination
1P

Indicates that packets from any IP address are
permitted.

Point
Destination IP

Enter the specified IP address and the reverse
mask. By default, all destination IP addresses
are specified.
NOTE

® To create an IPv4 ACL, enter the reverse mark.

® To create an I[Pv6 ACL, enter the prefix length.

Match Port

Source Port

This parameter is valid only when the protocol
type is TCP or UDP. If this parameter is not
specified, TCP or UDP packets with any source
port are matched.

Select a matching source port from the drop-
down list box. The value can be equal, greater,
smaller, or in the range. Enter the TCP or UDP
port number in the text box.
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Parameter

Description

Destination
Port

This parameter is valid only when the protocol
type is TCP or UDP. If this parameter is not
specified, TCP or UDP packets with any
destination port are matched.

Select a matching destination port from the
drop-down list box. The value can be equal,
greater, smaller, or in the range. Enter the TCP
or UDP port number in the text box.

Match
Priority

IP Precedence

Indicates that packets are filtered based on the
precedence field. By default, this parameter is
empty.
NOTE

The advanced IPv6 ACL of the S5700SI switches
does not support this parameter.

DSCP Value

Specifies the Differentiated Services CodePoint
(DSCP).
NOTE
® Ifyou set the IP precedence or TOS, the DSCP
priority cannot be set.
® [f you set the DSCP priority, the IP precedence

or TOS cannot be set.

® Theadvanced IPv6 ACL of'the S5700SI switches
does not support this parameter.

TOS

Indicates that packets are filtered based on the
type field. This parameter is optional.
NOTE

The advanced IPv6 ACL of the S5700SI switches
does not support this parameter.

Time Range Name

Click Select to set the time range name.

NOTE
The time range name is displayed on the
configuration result page.

Fragment

Indicates that the rule is valid for only non-
initial fragments.
NOTE

The advanced ACL and advanced IPv6 ACL of the
S2700EI switches do not support this parameter.

(1 noTE

® The rule page displays all the rules of the ACL. Click a record to view the details about the
record or modify the record. To deselect a record, click it again. You can add rules on the

rule page.

® When you modify the ACL rule, the ACL number and rule number cannot be modified.

If the ACL is a basic ACL, the rule page is displayed, as shown in Figure 6-6.
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Figure 6-6 Create Layer 2 ACL Rule
—Rule Setting
Rule Number: (0~4294967294, Arule 1D will be assigned automatically if you do not specify one.)
Action: & Permit ¢ Deny
—Match MAC
Source MAC: - - [H-H-H) Mask: - - (H-H-H)
Destination MAC: - - (H-H-H) Mask: - - (H-H-H)
— Match Protocol Type
Packet Encapsulation Format: ISeIed 'I
Layer 2 Protocol: (0~FFFF) Layer 2 Protocol Mask: (0~FFFF)
Source VLAMN ID: (1~4094) Source VLAM ID Mask: (0~FFF)
202 1p Priority: ISeIed 'l (0 Low, 7 High)
Time Range Mame: Select
Add
Fule _ )
Action ™ Rules ~ Time Range Mame =~
Mumber ~
QK Cancel Apply
Table 6-5 describes the parameters on the page.
Table 6-5 Create Layer 2 ACL Rule
Parameter Description
Rule Number Indicates the number of a rule.
NOTE
If you do not specify a rule number, the system
automatically allocates a number for the rule. The
rule number cannot be changed.
Action Indicates whether to permit or deny packets.
The default action is to permit.
Match MAC | Source MAC Indicates the source MAC address used by
the ACL rule. The value is in H-H-H format.
Mask Indicates the mask of the source MAC
address used by the ACL rule. The value is
in the format H-H-H. The default value
contains only Fs.
Destination MAC | Indicates the destination MAC address used
by the ACL rule. The value is in H-H-H
format.
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Parameter Description
Mask Indicates the mask of the destination MAC
address used by the ACL rule. The value is
in the format H-H-H. The default value
contains only Fs.
Match Packet Indicates the encapsulation format of
Protocol Type | Encapsulation protocol packets. The value can be ether-ii,
Format 802.3, or snap.
Layer 2 Protocol | Indicates the type of Layer 2 protocols.
Layer 2 Protocol | Indicates the mask of the Layer 2 protocol.
Mask
Source VLAN ID Indicates the source VLAN ID.
Source VLAN ID Mask Indicates the mask of the source VLAN ID.

The value is in hexadecimal notation. It
ranges from 0 to OxFFF. The default value is
0xFFF.

802.1p Priority

Indicates the 802.1p priority of the ACL. By
default, this parameter is empty.

Time Range Name

Click Select to set the time range name.

NOTE
The time range name is displayed on the
configuration result page.

(1 noTE

® The rule page displays all the rules of the ACL. Click a record to view the details about the
record or modify the record. To deselect a record, click it again. You can add rules on the

rule page.

® When you modify the ACL rule, the ACL number and rule number cannot be modified.

Click the Action tab, as shown in Figure 6-7.
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Figure 6-7 Create ACL Action
I Flow Filter Traffic Statistics: ¢ Enable ' Disable
— K Configure Traffic Policing
IF'ass 'I = ISeIe::t 'I o
Pass | & ISeIe::t 'I (]
Discard | & |Se|e=:t 'I [ ]
— £ Configure Re-mark Action
] I;j vl ] I;j vl
I_ IE:I vl I_
| « e |af11 v[
r - -
| Configure Flow Mirroring
I 1 'l IEthernet 'I
— £ Configure Redirection Action
&
) | Ethernet 'l
o ) ) ) o
Ok Cancel Apply

Table 6-6 describes the parameters on the page.

Table 6-6 Create ACL Action

Parameter Description

Flow Filter

Indicates whether to enable the Flow Filter.
This parameter is optional.

Traffic Statistics

Indicates whether to enable the traffic
statistics. The value can be Enable or
Disable. By default, the value is Disable.

Configure | CIR Specifies the committed information rate
Traffic (CIR), which is the allowed rate at which
Policing traffic can pass through.
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Parameter Description

PIR Specifies the peak information rate (PIR),
which is the maximum rate at which traffic
can pass through.

NOTE
® The value of PIR cannot be smaller than the
value of CIR. By default, the value of PIR is
equal to the value of CIR.
® The S2700EI and S2700SI switches do not
support this parameter.

CBS Specifies the committed burst size (CBS),
which is the committed burst volume of
traffic that can pass through.

PBS Specifies the peak burst size (PBS), which is
the peak burst volume of traffic that can pass
through.

The default value of PBS is related to the
value of PIR.
NOTE
The S2700S1I and S2700EI switches do not support
this parameter.

Green | Green Indicates whether green packets are allowed

Packet | Packets to pass through. The action can be pass or

s discard. By default, the action is pass.

NOTE NOTE

The The S5700SI switches cannot be modified.
S270

0SI Re-mark Indicates whether to re-mark the 802.1p
and 802.1P priority.

S270 | Priority NOTE

OE¥ The S5700SI switches do not support this
switc parameter.

hes

dot Re-mark Indicates whether to re-mark the DSCP
Isll(l)pp DSCP priority.

ort Priority NOTE

this The S5700SI switches do not support this
para parameter.

meter

Yello | Yellow Indicates whether yellow packets are allowed

w Packets to pass through. The action can be pass or

Packet discard. By default, the action is pass.

s

Re-mark Indicates whether to re-mark the 802.1p
802.1P priority.
Priority
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Parameter Description
NOTE | Re-mark | Indicates whether to re-mark the DSCP
The 1 pscp priority.
S270 ..
0SI Priority
and
S270
0EI
switc
hes
do
not
supp
ort
this
R&F? | Red Indicates whether red packets are allowed to
PaPREt | Packets pass through. The action can be pass or
s discard. By default, the action is discard.
N%TGE Re-mark Indicates whether to re-mark the 802.1p
3270 | 802.1P priority.
08I Priority
and
S270 | Re-mark Indicates whether to re-mark the DSCP
OEI | DSCP priority.
SWILC | Priority
hes
do
not
supp
ort
this
para
meter
Configure | 802.1P Priority Select the check box of 802.1p to configure
Re-mark the 802.1p priority.
Action
Local Priority Select the check box of the local priority to
configure the local priority.
NOTE
You cannot set both the 802.1p priority and the
local priority for redirection in a traffic behavior.
IP Priority Select the check box of the IP precedence to
configure the IP precedence.
DSCP Priority Select the check box of DSCP to configure
the DSCP priority.
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Parameter Description

Destination MAC Select the corresponding check box to
configure the destination MAC address.
The value is in the format H-H-H. Each H
represents four hexadecimal digits.
NOTE
The S57001, S2700S1, and S2700EI switches do
not support this parameter.
VLAN ID Select the check box of VLAN ID to
configure VLAN ID.
Inner VLAN Select the check box of the inner VLAN to
configure the inner VLAN.
NOTE
The S5700L,S2700EI S2700S1, S2752EI, and
S3700 switches do not support this parameter.

Configure | Observing Port Indicates the ID of the observing interface

Flow Index where all matching flows are mirrored.

Mirroring ) ) .

Observing Port Indicates the observing interface where all
matching flows are mirrored, for example,
Ethernet 0/0/1.

Configure | CPU Indicates that packets are redirected to the

Redirectio CPU.

n Action - ) )

NOTE Redirect to Interface | Indicates the interface where packets are
The redirected, for example, Ethernet 0/0/1.
S2700SI .
and Redirect to Next 1. Select an IP address type. The value can
s2700E1 | Hop IP be IPv4 and IPvo6.
switches 2. Configure the redirected next hop address
do not according to the IP address type
support ’
this NOTE
parameter. ® You cannot configure both the next hop

address where packets are redirected and the
re-marked destination MAC address.
® The S5700SI switches do not support this
parameter.
Click the Apply tab.

- Ifthe object is interface, the Target field is displayed as Interface, as shown in

Figure 6-8.
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Figure 6-8 Apply an ACL to an interface

Target:

—Select Interface

Marme ¥
Ethernetlsm
Ethernetdilf2
Ethernet0ing
Ethernetso/4
Ethernet0iis
EthernetdilfG
Ethernetds o7
Ethernet0ins
Ethernetdso/a
Ethernet0i0M 0
Ethernet0ind 1
Ethernetdsom 2
Ethernet0ion 2
Ethernetdsom 4
Ethernetdi0M 5

Apply

|Interface 'l

|»

™ Inbound

OOoooooooooooooan

||

[0]34 Cancel Apply

Table 6-7 describes the parameters on the page.

Table 6-7 Apply an ACL to an interface

Parameter

Description

Name

Indicates all the interfaces on the device.

Inbound

® Youcanselectall ACLs. You can specify all

inbound interfaces by clicking the check
boxes of all inbound interfaces.

You can select an ACL. You can specify an
inbound interface by clicking the check box
of an inbound interface.

You can select multiple interfaces. You can
specify multiple inbound interfaces by
clicking the check boxes of multiple inbound
interfaces.
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Parameter

Description

Outbound

NOTE
The S2700EI and S3700 series
switches do not support this
parameter.

® You can select all ACLs. You can select all
outbound interfaces by clicking the check
box of all outbound interfaces.

® You can select an ACL. You can specify an
outbound interface by clicking the check box
of an outbound interface.

® You can select multiple interfaces. You can
specify multiple outbound interfaces by
clicking the check boxes of multiple
outbound interfaces.

NOTE

You can select the inbound and outbound interfaces
or one of them at one time.

- If the object is interface, the Target field is displayed as Global, as shown in

Figure 6-9.

Figure 6-9 Apply an ACL Globally

Apply

|Global 'l [ s 1D

[T Inbound

Target:

Direction :

2]

|»

Ok Cancel Apply

Table 6-8 describes the parameters on the page.

Table 6-8 Apply an ACL Globally

Parameter

Description

VLAN ID

® Ifthe check box of VLAN is not selected and
the VLAN ID text box is not available, the
ACL is not applied to any VLAN.

® If the check box of VLAN is selected, the
ACL is applied to VLAN. This parameter is
mandatory.

Direction

NOTE
The S2700EI and S3700 series
switches do not support this
parameter.

NOTE
You can select the inbound and outbound interfaces
or one of them at one time.

7.  Set parameter on each tab page.
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8. Click OK.
(0 noTE
® Ifno ACL is created, the system prompts you to create an ACL when you click the rule
tab.
® Ifno ACL is created, the system prompts you to create an ACL when you click the
action or the application tab.
® Ifan ACL rule is not created, the system displays a message indicating an empty ACL
when you click the Apply tab.
® Editan ACL.
1. Choose ACL > ACL in the navigation tree to open the ACL Configuration page.
2. Click the [ icon to open the Edit ACL page.
3. Click the ACL tab, as shown in Figure 6-10.
Figure 6-10 Edit ACL
x|
ACL Type: Basic ACL
ACL ID: 2999 yiyjyuky
Step: [z =] (1-20)
ACL Description: ;l
=] (1~127 chars)
QK Cancel Apply
(I note
® Table 6-2 describes the parameters on the page.
® The ACL type and ACL identifier cannot be modified.
® The IPv6 ACL cannot be modified.
4.  Click the Rules tab. The procedure for modifying a rule is similar to the procedure
for creating a rule.
5. Click the Action tab. The Action tab page does not display the created action. The
procedure for modifying a rule is similar to the procedure for creating a rule.
6. Click the Apply tab. The Action tab page displays the object to which the rule is
applied.
(O noTE
® The Apply tab page displays the object to which the ACL is applied.
® [fno new action is created, the system prompts you to create action when you click the
Apply tab.
® [fan action is created, the new action will replace the original action and be delivered to
objects when you click the Apply tab.
7.  Modify the configuration parameter on the tab page.
8. Click OK.
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(1 noTE

If an ACL rule is not created, the system displays a message indicating an empty ACL when
you click the Apply tab.

® Delete an ACL.
1.  Choose ACL > ACL in the navigation tree to open the ACL Configuration page.

2. Select arecord that you want to delete and click Delete. The system asks you whether
to delete the record.

(1 noTE

® To select a record, click the check box of the record.

® To delete records in batches, click the check boxes of the records.

3. Click OK. If the operation succeeds, the system returns to the ACL Configuration
page; otherwise, an error message is displayed.

® Check basic ACL objects.
1.  Choose ACL > ACL in the navigation tree to open the ACL Configuration page.

2. Select a record that you want to check and click Objects to open the Object List

page, as shown in Figure 6-11.

Figure 6-11 Object List

ACLID: 2000

[T ObjectName~ ACL
[T Ethernetfion 2000, 2630, 3006 w, IpvG 2005 =
[T Ethernets/oid 2000, 2880, 3006 w, IpvG 2005
[T Ethernetdio/s 2000, 2880, 3006 w, |pvE 2005
[T Ethernetfio/s 2000, 2880, 3006 w, |pvE 2005
[T Ethernetio 2000, 2880, 3006 w, IpvE 2005
[T Ethernetsios 2000, 2880, 3006 w, IpvG 2005
[T Ethernetsio/g 2000, 2880, 3006 w, IpvE 2005
[T Ethernetd/oio 2000, lpv6 2005
[T Ethernets/oi11 2000, lpvG 2005
[T Ethernetd/o/2 2000, lpvG 2005
[T Ethernetd/or4 2000, 3006 w, lpvE 2005
[ Ethernetd/ons 2000, 3006 w, lpvE 2005
[T Ethernets/0i1i 2000, 3006 w, lpvG 2005
[ Ethernetd/0i7 2000, 3006 w, lpvE 2005
[ Ethernetd/o/g 2000, 3008 w, IpvE 2005 LI
Shut down
Table 6-9 describes the parameters on the page.
Table 6-9 Check Basic ACL Object
Parameter Description
Object Name Indicates all objects that this ACL is
applied to.
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Parameter

Description

ACL

Indicates all ACLs applied to this object.

® Delete basic ACL objects.

1.  Choose ACL > ACL in the navigation tree to open the ACL Configuration page.

2. Select the ACL whose objects you want to delete and click Objects to open the Object

List page.

3. Select the object name and click Delete. The system asks you whether to delete the

record.

(1 noTE

® To select a record, click the check box of the record.

® To delete records in batches, click the check boxes of the records.

4. Click OK.
—--End
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QoS

About This Chapter

This chapter describes the implementation principle of class-based QoS, and configuration
methods of traffic management, interface-based rate limit, traffic shaping, priority mapping, and
congestion management. The S2700SI switches do not support the QoS function.

By matching packets with the rules, the class-based QoS technology groups the packets sharing
common features into one class and provides the same QoS level for traffic of the same type. In
this manner, the class-based QoS technology provides differentiated services.

7.1 Traffic Management

The following sections describe the configuration methods of class-based QoS traffic
management, including the configurations of the traffic classifier, traffic behavior, traffic policy,
and application of the traffic policy.

7.2 Interface-based Rate Limit
The interface-based rate limit technology limits the rate of incoming and outgoing packets of an
interface.

7.3 Traffic Shaping

Traffic shaping is also called queue shaping. The queue shaping technology limits traffic in a
defined range by setting the shaping rate of packets of the entire queue. This prevents
downstream traffic congestion.

7.4 Congestion Management

To ensure that delay-sensitive services have higher QoS level than non-delay-sensitive services,
you can perform congestion management when temporary congestion occurs or increase
bandwidth when the network is always congested. Congestion management technology sends
flows of packets in queues by using queue scheduling technologies and scheduling
algorithms. The S5700S1, S2700S1, S2700EI or S2752EI series switches do not support this
function.

7.5 Priority Mapping
You can configure priority mappings and trusted interfaces. The S2700SI, S2700EI or S2752E1
series switches do not support this function.
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7.1 Traffic Management

The following sections describe the configuration methods of class-based QoS traffic
management, including the configurations of the traffic classifier, traffic behavior, traffic policy,
and application of the traffic policy.

7.1.1 Traffic Classifier

A traffic classifier is used to identify packets with certain features according to rules, and is the
prerequisite and basis for providing differentiated services.

Context
By matching packets with the rules, the class-based QoS technology classifies packets according
to certain rules and provides the same QoS level for traffic of the same type. In this manner, the
class-based QoS technology provides differentiated services. A traffic classifier matches the
packet header information with certain rules so that the packets sharing common features are
grouped into one class.
Procedure
® C(Create a traffic classifier.
1. Choose QoS > Traffic Management > Traffic Classifier in the navigation tree to
open the Traffic Classifier page.
2. Click New to open the Create Traffic Classifier page, as shown in Figure 7-1.
Figure 7-1 Create Traffic Classifier
2§ Create Traffic Classifier 2=
Classifier Narme: | *{1~31 chars)
Relation Between Rules: & or & And
[o]34 Cancel Ay
Table 7-1 describes the parameters on the Create Traffic Classifier page.
Table 7-1 Create Traffic Classifier
Parameter Description
Classifier Name Indicates the name of a traffic classifier.
This parameter is mandatory.
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Parameter Description
Relation Between Rules Indicates the relationship between rules,
which can be AND or OR. By default,
the value is OR.
3. Set parameters.
4. Click OK.
® Modify Traffic Classifier
1. Choose QoS > Traffic Management > Traffic Classifier in the navigation tree to
open the Traffic Classifier page.
2. Click [ to open the Modify Traffic Classifier page, as shown in Figure 7-2.
Figure 7-2 Modify Traffic Classifier
/4§ Modify Traffic Classifier 2=l
OK Cancel
(0 noTE
® Table 7-1 describes the parameters on the Modify Traffic Classifier page.
® The traffic classifier name cannot be modified.
3. Set parameters.
4. Click OK.
® Delete a traffic classifier.
1. Choose QoS > Traffic Management > Traffic Classifier in the navigation tree to
open the Traffic Classifier page.
2. Select arecord that you want to delete and click Delete. The system asks you whether
to delete the record.
(0 noTE
® To select a record, click the check box of the record.
® To delete records in batches, click the check boxes of the records.
3. Click OK.
®  Add rules to the traffic classifier.
1. Choose QoS > Traffic Management > Traffic Classifier in the navigation tree to
open the Traffic Classifier page.
2. Select the traffic classifier in which rules need to be added and click New to open the
Add Rules of Classifier page, as shown in Figure 7-3.
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Figure 7-3 Add Rules of Classifier
Classifier Mame: test Felation Between Rules: undefined
™ Match all packets T Match discarded packets  Match L2 protocol: |59|901 'l Match [P protocol:lSmECt 'l
—Match Priority
DSCP: { 0~G3, 8 integers at most, example: 3,5-7)
yLANgO21P Select | InnerviAnBOZIp:  [Selet  ¥|
—Match VLAN
Start WLAN: (1~4084% End WLAN: (1~4094, must he larger than the start WLAR) Inner YLAN: (1~4084)
—Match MAC
Source MAC: - - (H-H-H) Mask: - - {H-H-Hj
Destination MAC: - - (H-H-Hy Mask: - - {H-H-H
—Match Interface
lC Outgoing:lEthernet 'l e Incoming:IEthernet vl
—Match ACL
ACLIPYVS: Select ACL
Ok Cancel Apply
Table 7-2 describes the parameters on the Add Rules of Classifier page.
Table 7-2 Add Rules of Classifier

Parameter Description

Classifier Name Indicates the name of a traffic classifier, which is
set by the user.

Relation Between Rules Indicates the relationship between rules, which is
set by the user.

Match all packets Indicates that all the packets are matched.

Match discarded packets Indicates that discarded packets are matched.
NOTE

The S5700SI, S2700SI and S2700EI switches do not
support this parameter.

Match L2 protocol Indicates the matching rule based on the Layer 3
protocol type (Layer 2 encapsulated protocol
fields), including:

o arp
Indicates the ARP protocol.
® ip
Indicates the IP protocol.
® mpls
Indicates the MPLS protocol.
® rarp
Indicates the RARP protocol.
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Parameter

Description

Match IP protocol

Indicates the matching IP protocol, which can be
IPv4 or IPvo.

Match
Priority

DSCP

Indicates the matching rule based on DSCP
priorities.

VLANSgO021p

Indicates the matching rule based on 802.1p
priorities of VLAN packets.

Inner VLAN
8021p

Indicates the matching rule based on 802.1p
priorities in inner VLAN tags of QinQ packets.

NOTE
S5700SI switches do not support this parameter.

Match
VLAN

Start VLAN

Indicates the start outer VLAN ID.

End VLAN

Indicates the end outer VLAN ID.

Inner VLAN

Indicates the inner VLAN ID.

NOTE
The S5700SI switches do not support this parameter.

Match
MAC

Source MAC

Indicates the matching rule based on source MAC
addresses.

The value is in the format H-H-H. Each H
represents four hexadecimal digits.

Destination
MAC

Indicates the matching rule based on destination
MAC addresses.

The value is in the format H-H-H. Each H
represents four hexadecimal digits.

Mask

Indicates the mask of the source MAC address.

The value is in the format H-H-H. Each H
represents four hexadecimal digits. If this
parameter is not specified, the default value is
FFFF-FFFF-FFFF. That is, all the MAC
addresses are matched.

Match
Interface

Outgoing

Indicates the matching rule based on outbound
interfaces, for example, Ethernet0/0/1.

NOTE

® This matching rule takes effect for only unicast
packets.

® The outbound interface for classifying traffic must
be different from the inbound interface where the
traffic policy is applied; otherwise, the traffic
policy cannot be used.

® The S5700S1, S2700SI and S2700EI switches do
not support this parameter.

Incoming

Indicates the matching rule based on inbound
interfaces, for example, Ethernet0/0/1.
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Parameter Description
Match ACL | ACL IPv4 Indicates the matching rule based on IPv4 ACLs.
Click Select ACL to select ACLs. You can select
multiple ACLs.
[ noTE

The sequence of matching rules in a traffic classifier affects the flow matching sequence.

For example, if the matching rules based on 802.1p priorities of VLAN packets and inner
VLAN tags are set, the system first matches flows with 802.1p priorities of VLAN packets and
then inner VLAN tags. If multiple matching rules are configured, the system matches flows
according to the matching rules one by one.

3. Set parameters.
4. Click OK.
® Delete rules.

1.  Choose QoS > Traffic Management > Traffic Classifier in the navigation tree to
open the Traffic Classifier page.

2. Select arecord that you want to delete and click Delete. The system asks you whether
to delete the record.

(1 noTE

You can delete rules in a batch.

3. Click OK.
—--End

7.1.2 Traffic Behavior

A traffic behavior contains actions of traffic policing, re-marking, flow mirroring, redirection,
and traffic statistics. You can configure the traffic behavior as required.

Context
The switch supports traffic behaviors of traffic policing, re-marking, flow mirroring, redirection,
and traffic statistics.
Procedure
® (Create a traffic behavior.
1.  Choose QoS > Traffic Management > Traffic Behavior in the navigation tree to
open the Traffic Behavior page.
2. Click New to open the Create Traffic Behavior page, as shown in Figure 7-4.
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Figure 7-4 Create Traffic Behavior
Behavior Mame: *{1~31 chars)
action: © deny © permit Traffic Statistics: © Enable @ Disable

— I Configure Traffic Policing

— I Configure Re-mark Action
-

-

-

Pass x| & ISeIect 'l [
Fass | & |Se|ect 'l [
IDiscard 'l ® ISeIect 'l [
|n v[ | afl M
|

— I Configure Flow Mirroring

|1 'l IEthernet 'l

&

ol Configure Redirection Action

I Ethernet 'l [

QK Cancel Apply

Table 7-3 describes the parameters on the Create Traffic Behavior page.

Table 7-3 Create Traffic Behavior

Parameter Description

Behavior Name Indicates the name of a traffic behavior. This
parameter is mandatory.

Action Indicates the traffic action used to control
packets. The action can be deny or permit. By
default, the action is permit.

Traffic Statistics Indicates whether to enable the traffic statistics.
The value can be Enable or Disable. By
default, the value is Disable.

Configu | CIR Indicates the CIR, which is the allowed rate at
re which traffic can pass through.
Traffic . L
Policin | PIR Indicates the PIR, which is the peak rate at
g which traffic can pass through.
NOTE

® The value of PIR cannot be smaller than the value
of CIR. By default, the value of PIR is equal to
the value of the CIR.

® The S2700EI or S2700SI switches do not support
this parameter.
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Parameter Description
CBS Indicates the CBS, which is the maximum size
of burst traffic that can pass through.
PBS Indicates the PBS, which is the peak size of
burst traffic that can pass through.
The default value of PBS is related to the value
of PIR.
NOTE
S2700EI and S2700SI switches do not support this
parameter.
Green | Green Indicates whether green packets are allowed to
Packet | Packets pass through. The action can be pass or
S discard. By default, the action is pass.
NOTE NOTE
S270 S5700SI switches cannot be modified.
0SI
and Re-mark Indicates the re-marked 802.1p priority.
S270 8021P NOTE
OEFt Priority The S5700S1 switches do not support this parameter.
SWItLC
hesdo | Re-mark Indicates Re-mark DSCP Priority.
not
1t this Priority S5700SI switches do not support this parameter.
param
eter.
Yellow | Yellow Indicates whether yellow packets are allowed
Packet | Packets to pass through. The action can be pass or
s discard. By default, the action is pass.
NOTE
s270 | Re-mark Indicates the re-marked 802.1p priority.
0SI 8021P
and Priority
S270
OEI Re-mark Indicates Re-mark DSCP Priority.
switc [ DSCP
hesdo | priority
not
suppo
rt this
param
eter.
Red Red Indicates whether red packets are allowed to
Packet | Packets pass through. The action can be pass or
s discard. By default, the action is discard.
Re-mark Indicates the re-marked 802.1p priority.
8021P
Priority
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Parameter Description
NOTE | Re-mark Indicates Re-mark DSCP Priority.
5270 | pSCPp
0SI ..
and Priority
S270
0EI
switc
hes do
not
Configu | 802PPoPriority Indicates the 802.1p priority.
re Re- rtthis
mark L(Ztgf@riority Indicates the local priority.
Action ' NOTE
You cannot set both the 802.1p priority and the local
priority for redirection in a traffic behavior.
DSCP Priority Indicates the DSCP priority.
Destination MAC Indicates the destination MAC address.
The value is in the format H-H-H. Each H
represents four hexadecimal digits.
NOTE
S5700SI, S2700SI and S2700EI switches do not
support this parameter.
VLAN ID Indicates the VLAN ID.
Inner VLAN Indicates the inner VLAN ID.
NOTE
S5700SI, S2700EI, S2700SI and S2752EI switches
do not support this parameter.
Configu | Observing Port Index | Indicates the ID of the observing interface
re Flow where all matching flows are mirrored.
Mirrori i ) —
ng Observing Port Indicates the observing interface where all
matching flows are mirrored, for example,
Ethernet0/0/1.
Configu | Redirect to Interface | Indicates the interface where packets are
re redirected, for example, Ethernet(0/0/1.
Redirec
tion
Action
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Parameter

Description

The IP
S5700
SI,
S2700
EI and
S2700
SI
switch
es do
not
suppor
t this
param
eter.

NOTE | Redirect to Next Hop

Indicates the next hop address where packets
are redirected, for example, 10.10.10.1.
NOTE

You cannot configure both the next hop address

where packets are redirected and the re-marked
destination MAC address.

3. Set parameters.

(1 noTE

To delete configuration of an item, deselect the checkbox of the item.

4. Click OK.
® Modify a traffic behavior.

1. Choose QoS > Traffic Management > Traffic Behavior in the navigation tree to

open the Traffic Behavior page.

2. Click [ to open the Modify Traffic Behavior page, as shown in Figure 7-5.

Figure 7-5 Modify Traffic Behavior

ZJWodify Traffic Behavior 2|
Behavior Mame: test1
Action: © deny & permit Traffic Statistics; ¢ Enable & Disable
il Configure Traffic Policing
Pass | & |Se|ect 'l [
Pass x| & ISeIect 'l )
IDiscard 'l = ISeIect 'l o
— Configure Re-mark Action
r —- - "
| |
- _ -
— Configure Flow Mirroring
|1 vl IEthernet 'I GI0iE Drelete Ohserving Port
— Configure Redirection Action
@ IEthernet 'l i«
Ok Cancel
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(1] noTE

® Table 7-4 describes the parameters on the Modify Traffic Behavior page.

® The traffic classifier name cannot be modified.

Table 7-4 Modify Traffic Behavior

Parameter Description

Behavior Name Shows the name of a traffic behavior.

Action Indicates the traffic action used to control
packets. The action can be deny or permit. By
default, the action is permit.

Traffic Statistics Indicates whether to enable the traffic statistics.
The value can be Enable or Disable. By
default, the value is Disable.

Configu | CIR Indicates the CIR, which is the allowed rate at
re which traffic can pass through.

Traffic
Policin
g

PIR Indicates the PIR, which is the peak rate at
which traffic can pass through.
NOTE

® The value of PIR cannot be smaller than the value
of CIR. By default, the value of PIR is equal to
the value of the CIR.

® The S2700EI or S2700SI switches do not support
this parameter.

CBS Indicates the CBS, which is the maximum size
of burst traffic that can pass through.

PBS Indicates the PBS, which is the peak size of
burst traffic that can pass through.

The default value of PBS is related to the value
of PIR.

NOTE
S2700EI and S2700SI switches do not support this
parameter.

Green | Green Indicates whether green packets are allowed to
Packet | Packets pass through. The action can be pass or
s discard. By default, the action is pass.

NOTE
S5700SI switches cannot be modified.

Re-mark Indicates the re-marked 802.1p priority.

8021P NOTE
Priority The S5700SI switches do not support this parameter.
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Parameter

Description

NOTE | Re-mark
S270 DSCP

0SI P
Priori
and ty

S270
OEI

Indicates Re-mark DSCP Priority.

NOTE
S5700SI switches do not support this parameter.

switc

Yellogs | Yellow
Packet | Packets
S suppo

Indicates whether yellow packets are allowed
to pass through. The action can be pass or
discard. By default, the action is pass.

NOTES
Rasn | Re-mark Indicates the re-marked 802.1p priority.
gsr- | 8021P

and Priority

S270
OEI Re-mark
switc | DSCP

hesdo | priority
not

suppo
rt this
param
eter.

Indicates Re-mark DSCP Priority.

Red Red
Packet | Packets
s

Indicates whether red packets are allowed to
pass through. The action can be pass or
discard. By default, the action is discard.

NOTE
$270 Re-mark
0SI 8021P

and Priority

Indicates the re-marked 802.1p priority.

S270
0EI Re-mark

Indicates Re-mark DSCP Priority.

switc | DSCP
hes do | priority
not
suppo
rt this
param
eter.
Configu | 8021P Priority Indicates the 802.1p priority.
re Re- . . . . .
mark Local Priority Indicates the local priority.
Action NOTE
You cannot set both the 802.1p priority and the local
priority for redirection in a traffic behavior.
DSCP Priority Indicates the DSCP priority.
Destination MAC Indicates the destination MAC address.
The value is in the format H-H-H. Each H
represents four hexadecimal digits.
NOTE
S5700SI, S2700SI and S2700EI switches do not
support this parameter.
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Parameter Description
VLAN ID Indicates the VLAN ID.
Inner VLAN Indicates the inner VLAN ID.
NOTE
S5700S1, S2700EI, S2700SI and S2752EI switches
do not support this parameter.
Configu | Observing Port Index | Indicates the ID of the observing interface
re Flow where all matching flows are mirrored.
Mirrori ) ) .
ng Observing Port Indicates the observing interface where all
matching flows are mirrored, for example,
Ethernet0/0/1.
Delete Observing Deletes the binding between an observing
Port interface index and an observing interface.
NOTE
If an observing interface index is not bound to any
observing interface, this button is unavailable.
Configu | Redirect to Interface | Indicates the interface where packets are
re redirected, for example, Ethernet(0/0/1.
Redirec ) ]
tion Redirect to Next Hop | Indicates the next hop address where packets
Action | IP are redirected, for example, 10.10.10.1.
NOTE NOTE
The You cannot configure both the next hop address
S5700 where packets are redirected and the re-marked
SI, destination MAC address.
S2700
El and
S2700
SI
switch
es do
not
suppor
t this
param
eter.
3. Set parameters.
4. Click OK.
® Delete a traffic behavior.
1. Choose QoS > Traffic Management > Traffic Behavior in the navigation tree to
open the Traffic Behavior page.
2. Select arecord that you want to delete and click Delete. The system asks you whether
to delete the record.
(1) noTE
® To select a record, click the check box of the record.
® To delete records in batches, click the check boxes of the records.
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3. Click OK.

—End

7.1.3 Traffic Policy

A traffic policy is a QoS policy in which traffic classifiers are bound to traffic behaviors.

Context
A traffic policy can be used on an interface, globally, on an LPU, or in a VLAN so that traffic
classifiers bound to traffic behaviors in the traffic policy are used on the interface, globally, on
the LPU, or in the VLAN.
Procedure
® C(Create a traffic policy.
1. Choose QoS > Traffic Management > Traffic Policy in the navigation tree to open
the Traffic Policy page.
2. Click New to open the Create Traffic Policy page, as shown in Figure 7-6.
Figure 7-6 Create Traffic Policy
3 Create Traffic Policy 2l
Folicy Mame: *1~31 chars)
Traffic Classifier: | Select j Traffic Behaviar: ISEIect j Deleta
Add
(0] Cancel Apply
Table 7-5 describes the parameters on the Create Traffic Policy page.
Table 7-5 Create Traffic Policy
Parameter Description
Policy Name Indicates the name of a traffic policy.
This parameter is mandatory.
Traffic Classifier Indicates the name of a traffic classifier.
NOTE
In a traffic policy, you can configure
multiple binding relationships between
traffic classifiers and traffic behaviors and
each traffic classifier can be bound to only
one traffic behavior.
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Parameter Description
Traffic Behavior Indicates the name of a traffic behavior.
NOTE
In a traffic policy, you can configure
multiple binding relationships between
traffic classifiers and traffic behaviors and
each traffic classifier can be bound to only
one traffic behavior.
3. Set parameters.
4. Click OK.
® Modify a traffic policy.
1. Choose QoS > Traffic Management > Traffic Policy in the navigation tree to open
the Traffic Policy page.
2. Click [ to open the Modify Traffic Policy page, as shown in Figure 7-7.
Figure 7-7 Modify Traffic Policy
2 Modify Traffic Policy 2=
Policy Mame:  pc2
Trafiic Clagsifier) tlass1 > | Trafic Behavior] be3 | Delete
OK Cancel
(O noTE
® Table 7-5 describes the parameters on the Modify Traffic Policy page.
® The traffic policy name cannot be modified.
3. Set parameters.
4. Click OK.
® Delete a traffic policy.
1. Choose QoS > Traffic Management > Traffic Policy in the navigation tree to open
the Traffic Policy page.
2. Select arecord that you want to delete and click Delete. The system asks you whether
to delete the record.
[0 noTE
® To select a record, click the check box of the record.
® To delete records in batches, click the check boxes of the records.
3. Click OK.
—-End
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7.1.4 Apply Traffic Policy

A traffic policy takes effect only after being applied.

Context

None.

Procedure
® Query information about the traffic policy application.

When you enter the Apply Traffic Policy page, you query only the traffic policy applied
globally. This is because querying the traffic policy applied to an interface takes much time.

1.  Choose QoS > Traffic Management > Apply Traffic Policy in the navigation tree
to open the Apply Traffic Policy page.
2. Set the search criteria.
3. Click Query to display all matching records.
® Add a traffic policy application.

1. Choose QoS > Traffic Management > Apply Traffic Policy in the navigation tree
to open the Apply Traffic Policy page.

2. Click New to open the Add Traffic Policy Application page, as shown in Figure
7-8.

Figure 7-8 Add Traffic Policy Application

Target: | Interface |
" inboundDirection
| [

—Select Interface

Slotd

13 3 2 £ ) 2 2 e G
0 3 2 23 5 5 6 0 6 6 N N N

EUnseIected -Selected EFixed EEIectricaI mOpticaI Selact All Cancel All

Eth-Trunk Interfaces: Added Eth-Trunk Interfaces:

Eth-Trunko - =
Eth-Trunk?1

Eth-Trunkz
Eth-Trunk3 ==
Eth-Trunkd

Eth-Trunke hd|

0K Cancel Apply

Table 7-6 describes the parameters on the Add Traffic Policy Application page.
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Table 7-6 Add Traffic Policy Application

Parameter

Description

Target

Indicates the name of the configured
traffic policy. The value can be
interface, VLAN, or global.

® [f the traffic policy is applied to an
interface, you need to select an
interface on the displayed page.

® [f the traffic policy is applied to an
interface, you need to enter the
VLAN ID on the displayed page.

® [f the traffic policy is applied
globally, the page for global
application of the traffic policy is
displayed.

inbound Direction

Indicates the inbound direction.

outbound Direction

Indicates the outbound direction.

NOTE
Only S5700EI and S5700SI switches
support this parameter.

Select Interface

Indicates the interface where the traffic
policy is applied.

3. Set parameters.
4. Click OK.
® Delete a traffic policy application.

1. Choose QoS > Traffic Management > Apply Traffic Policy in the navigation tree

to open the Apply Traffic Policy page.

2. Select a record that you want to delete and click Delete. The system asks you whether

to delete the record.

(1 noTE

® Click the check box of the selected record.

® You can also move records to the recycle bin in batches. That is, click the check boxes of

the records.

3. Click OK.
—End

7.2 Interface-based Rate Limit

The interface-based rate limit technology limits the rate of incoming and outgoing packets of an

interface.

7.2.1 View Rate Limit

You can view detailed information about interface-based rate limit.
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Context

You can select an interface to view the rate limit information.

Procedure

Step1 Choose QoS > Limit Rate > View Rate Limit in the navigation tree to open the View Rate
Limit page.

Step 2 Select any interface.

Step 3 The rate limit values are displayed.
(0 noTE

You can select only one interface.

——End

7.2.2 Configure Rate Limit

The interface-based rate limit function is used to limit the rate of outgoing traffic or incoming
traffic on a physical interface.

Context
Before sending traffic from an interface, you can configure rate limit on the interface in the
outbound direction. This function controls all outgoing packets.
Before sending traffic from an interface, you can configure rate limit on the interface in the
inbound direction. This function controls all incoming packets.

Procedure

Step1 Choose QoS > Limit Rate > Configure Rate Limit in the navigation tree to open the Configure
Rate Limit page, as shown in Figure 7-9.

Figure 7-9 Configure Rate Limit

o Your Position: Qo%=> Limit Rate [ Configure Rate Limit]

Vi E ARGl Configure Rate Limit

— Select Interface

Slot0

585 I 5 5 3 3 8 5 B3
06158l G = i i = 5 i | | RN [P

|':|Unselected -Selected EFixed |':|Electrical mOpticaI Select All Cancel All

¥ InboundDirection

CIR: (64~1000000 , Unit: kbit's)
CBS: {4000~4204067205 | Unit: byte)
CIR: {64~1000000 , Unit: khits)
CBS: (4000~4294967295 | Unit: byte)
Apply
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Table 7-7 describes the parameters on the Configure Rate Limit page.

Table 7-7 Configure Rate Limit

Parameter Description

Select Interface Indicates the interface where rate limit is configured.
You can select multiple interfaces.

Inbound CIR Indicates the CIR in the inbound direction.
Direction

CBS Indicates the CBS in the inbound direction.
Outbound CIR Indicates the CIR in the outbound direction.
Direction

CBS Indicates the CBS in the outbound direction.

Step 2 Select the interfaces that you want to configure.
Step 3 Click Inbound or Outbound and set the values of CIR and CBS.
Step 4 Click Apply to complete the configuration.

—End

7.3 Traffic Shaping

Traffic shaping is also called queue shaping. The queue shaping technology limits traffic in a
defined range by setting the shaping rate of packets of the entire queue. This prevents
downstream traffic congestion.

7.3.1 View Traffic Shaping

You can view traffic shaping information about an interface.

Context
®  The switch supports queue shaping and interface shaping.
®  You can select an interface to view the traffic shaping information. You can select only
one interface.
Procedure

Step1 Choose QoS > Traffic Shaping > View Traffic Shaping in the navigation tree to open the
View Traffic Shaping page.

Step 2 Select any interface.

Step 3 The traffic shaping information about the interface is displayed.
(0 noTE

You can select only one interface.

—End

Issue 01 (2011-07-15) Huawei Proprietary and Confidential 166
Copyright © Huawei Technologies Co., Ltd.



Quidway S2700&S3700&S5700&S6700 Series Ethernet
Switches
Web System Guide 7 QoS

7.3.2 Configure Traffic Shaping

You can configure the traffic shaping function.

Context
When the rate of an interface on a downstream device is smaller than the rate of an interface on
an upstream device or the burst traffic occurs, traffic congestion may occur on the interface of
the downstream device. In this case, you can configure traffic shaping on the interface of the
upstream device in the outbound direction so that traffic is sent at an even rate and the congestion
problem of the downstream device is solved.

Procedure

Step1 Choose QoS > Traffic Shaping > Configure Traffic Shaping in the navigation tree to open
the Configure Traffic Shaping page, as shown in Figure 7-10.

Figure 7-10 Configure Traffic Shaping
o Your Posttion: QoS == Traffic Shaping[ Configure Traffic Shaping ]

LIERNENTRLERIGTE Configure Traffic Shaping

— Select Interface

Slot0

5860 5 2 X B 4 [ 5

1608 62 I 2 a5 I 5 i 50
BUnselected -Selected EFixed BElectricalmOptical Select All Cancel All
Gleues CIR (0~1000000, Unit: khit's) PIR (64~1000000 , Unit: kbyte, cannot be smallerthan CIR)

™ Gueues-be:
™ cueuest-af:
[T Cueuesz-afz:
™ Gueues3-afd:
™ Queuesd-afs:
7 Gueuess-er

[T Cueuesk-csE:

[T QueuesT-cs?:

Apply

Table 7-8 describes the parameters on the Configure Traffic Shaping page.
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Table 7-8 Configure Traffic Shaping

Parameter Description

Select Interface Indicates the interface where traffic shaping
needs to be configured. You can select
multiple interfaces.

Queues Indicates the queue.

NOTE
S2700EI series switches only support 0 to 3
queues.

CIR Indicates the CIR.

PIR Indicates the PIR of an interface. The default
value is the bandwidth of the interface and the
value cannot be smaller than the value of the
CIR.

NOTE
S2700EI series switches do not support PIR.

CBS Indicates the committed burst size.

NOTE
Only S2700EI series switches support CBS.

Step 2 Select the interfaces that you want to configure.

Step 3 Select the queue that you want to configure and set the values of CIR, PIR, and CBS.

(1 noTE

If you do not select the queue, the configurations of the queue are deleted.

Step 4 Click Apply to complete the configuration.

—End

7.4 Congestion Management

To ensure that delay-sensitive services have higher QoS level than non-delay-sensitive services,
you can perform congestion management when temporary congestion occurs or increase
bandwidth when the network is always congested. Congestion management technology sends
flows of packets in queues by using queue scheduling technologies and scheduling
algorithms. The S5700S1, S2700S1, S2700EI or S2752EI series switches do not support this

function.

7.4.1 View Scheduling

You can view the queue scheduling mode on an interface.

Context

Queue scheduling technologies include PQ scheduling, DRR scheduling and WRR scheduling.
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Procedure

Step1 Choose QoS > Congestion Management > View Scheduling in the navigation tree to open the
View Scheduling page.

Step 2 Select any interface.

Step 3 The scheduling information about the interface is displayed.
(O noTE

You can select only one interface.

—End

7.4.2 Configure Scheduling

When congestion occurs on a network, queue scheduling solves the resource preemption
problem among multiple packets.

Context

Procedure

Congestion management technology prevents intermittent congestion on networks by using
queue scheduling technologies.

Queue scheduling technologies include PQ scheduling, DRR scheduling and WRR
scheduling.

Step1 Choose QoS > Congestion Management > Configure Scheduling in the navigation tree to
open the Configure Scheduling page, as shown in Figure 7-11.

Figure 7-11 Configure Scheduling

Your Posttion: OoS == Congestion Management [ View Scheduling ]

GRS LI Configure Scheduling

—Select Interface
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Table 7-9 describes the parameters on the Configure Scheduling page.

Table 7-9 Configure Scheduling

Parameter Description

Select Interface | Indicates the interface where scheduling needs to be configured. You can
select multiple interfaces.

Queues Indicates the queue where scheduling needs to be configured.
Scheduling Indicates the queue scheduling mode, including:
Mode ) PQ

In PQ mode, the switch schedules packets based on priorities of queues
in a strict manner. The weight is not used in this mode.

® DRR
In RR mode, the switch schedules packets circularly based on priorities
of queues. Based on RR scheduling, DRR scheduling is used to
schedule packet flows of all the queues according to the maximum
bandwidth assigned by the switch to the queues.

® WRR
Based on RR scheduling, WRR scheduling is used to schedule packet
flows based on weights of queues.

The default value is wrr.

Weight Indicates the weight used to schedule packet flows in queues.

Step 2 Select the interfaces that you want to configure.
Step 3 Set the scheduling mode and weight for the queue.
Step 4 Click Apply to complete the configuration.

—--End

7.5 Priority Mapping

You can configure priority mappings and trusted interfaces. The S2700SI, S2700EI or S2752EI
series switches do not support this function.

7.5.1 Priority Mapping

You can configure priority mappings on switches.

Context
When packets are sent to the inbound or outbound interface of a device, the device determines
the queues and priorities of packets according to DSCP or the IP precedence field. The S3700
and S5700 switches support priority mappings for incoming packets. The S6700 series switches
support priority mappings for incoming packets and outgoing packets.
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Procedure

® (Create a Diff-Serv domain name.

1 noTE

You can create a Diff-Serv domain name on the S6700 switches.

1. Choose QoS > Priority Mapping to open the Priority Mapping in Inbound

Direction page.

(1 noTE

® By default, the Diff-Serv domain name is default.

® The maximum of eight Diff-Serv domain names can be created.

® You can create a Diff-Serv domain name in the same way on the Priority Mapping in

Outbound Direction page.

2. Click New. The Create Priority Mapping in Inbound Direction is displayed, as

shown in Figure 7-12.

Figure 7-12 Create Priority Mapping in Inbound Direction

-"al:reate Friority Bapping in Inbound Directiom ilil

Diff-Zery Domain Mame:

Select Mapping Type:

*{1~31 chars)

|BD2.1|:|-t-:|—internaI pricrity mappingj

Start 802 1p Priority of Incoming Packets: *(0~T)
End 802 1p Priority of Incoming Packets: (0~7)
Internal Priority of Qutgoing Packets: |:3f1 j

Discard Priority of Qutgoing Packets: |Green FPackets j

CK Cancel Apply

Table 7-10 describes the parameters on the page.

Table 7-10 Create Priority Mapping in Inbound Direction

Parameter

Description

Diff-Serv Domain Name

The value is a string of 1 to 31 characters.

Select Mapping Type

Mapping types include 802.1p-to-internal Priority
Mapping and DSCP-to-internal Priority
Mapping.

Start 802.1p Priority of
Incoming Packets

Indicates the start 802.1p priority ranging from 0 to
7. This parameter is mandatory.

End 802.1p Priority of
Incoming Packets

Indicates the end 802.1p priority ranging from 0 to
7.

Internal Priority of Outgoing
Packets

Indicates the internal priority including seven
options. This parameter is mandatory.
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Parameter Description

Discard Priority of Outgoing | Indicates the discard priority including Green
Packets Packets, Yellow Packets, and Red Packets. This
parameter is mandatory.

(1 noTE

Select Mapping Type
® For example, select 802.1p-to-internal Priority Mapping as the default value.
® When DSCP-to-internal Priority Mapping is selected,

the page displays a list including Start DSCP Priority of Incoming Packets, End DSCP
Priority of Incoming Packets, Internal Priority of Outgoing Packets and Discard
Priority of Outgoing Packets.

® The values of Start DSCP Priority and End DSCP Priority range from 0 to 63.

The values of Internal Priority and Discard Priority are consistent with that of 802.1p-
to-internal Priority Mapping.

3. Set parameters.
4.  Click OK.
®  (Configure priority mapping.
- The S3700 and S5700 switches support this function.
1. Choose QoS > Priority Mapping to open the Priority Mapping page.
2. Click Configure to open the Priority Mapping page, as shown in Figure 7-13.

Figure 7-13 Priority Mapping

-'al"riuritjr Happing ilil

Select Mapping Type: | DSCP to 802.1p priarity =]
Start Input DSCP Value: *0~63)
End Input DSCP Walue: {0~63)
Cgtput 8021 P Priority: *0~T)

(0]14 Cancel

Table 7-11 describes the parameters on the page.

Table 7-11 Priority Mapping

Parameter Description

Select Mapping Indicates the priority mapping type.
Type
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Parameter

Description

Start Input DSCP
Value

Specifies the start DSCP value of the incoming packets. The
value ranges from 0 to 63. This parameter is mandatory.

Specifies the start IP precedence value of the incoming
packets. The value ranges from 0 to 7.

End Input DSCP
Value

Specifies the end DSCP value of the incoming packets. The
value ranges from 0 to 63.

Specifies the end IP precedence value of the incoming
packets. The value ranges from 0 to 7.

Output 802.1P
Priority

Specifies the 802.1p priority of the outgoing packets. The
value is an integer that ranges from 0 to 7. This parameter
is mandatory.

Specifies the discard priority of the outgoing packets. The
value is an integer that ranges from 0 to 2.

Specifies the DSCP priority of the outgoing packets. The
value is an integer that ranges from 0 to 63.

(1 noTE

Configure the priority mappings as follows:

® To map the DSCP field to the 802.1p field, set the start DSCP value, end DSCP value,
and specified 802.1p field of outgoing packets.

® To map the DSCP field to the discard priority, set the start DSCP value, end DSCP
value, and discard priority.

® To map the DSCP field to the DSCP field, set the start DSCP value, end DSCP value,
and DSCP value of outgoing packets.

® To map the IP precedence field to the 802.1p field, set the start IP precedence value,
end IP precedence value, and specified 802.1p field of outgoing packets.

® To map the IP precedence field to the IP precedence field, set the start IP precedence
value, end IP precedence value, and specified IP precedence value of outgoing packets.

The following is an example for mapping the DSCP field to the 802.1p field.

3. Set parameters.
4. Click OK.

- The S6700 switches support this function.

1. Choose QoS > Priority Mapping > Priority Mapping in Inbound Direction to
open the Priority Mapping in Inbound Direction page.

2. Select a record and click Configure to open the Configure Priority Mapping in
Inbound Direction page, as shown in Figure 7-14.
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Figure 7-14 Configure Priority Mapping in Inbound Direction
-"al:unfig'u.re Friority Happing in Inbound Direct ilil
Diff-Serv Domain Mame: default
Select Mapping Type:
Start 302.1p Priarity of Incoming Packets: *(0~7)
End 802 1p Priority of Incoming Packets: (0~7)
Internal Priority of Outgoing Fackets: | aft j
Discard Priarity of Qutgaing Packets: |Green Fackets j
Ok Cancel Apply
Table 7-12 describes the parameters on the page.
Table 7-12 Configure Priority Mapping in Inbound Direction
Parameter Description
Diff-Serv Domain Name Indicates the current Diff-Serv domain
name. This parameter cannot be modified.
Select Mapping Type Mapping types include 802.1p-to-internal
Priority Mapping and DSCP-to-internal
Priority Mapping.
Start 802.1p Priority of Indicates the start 802.1p priority ranging
Incoming Packets from 0 to 7. This parameter is mandatory.
End 802.1p Priority of Incoming | Indicates the end 802.1p priority ranging
Packets from 0 to 7.
Internal Priority of Outgoing Indicates the internal priority including
Packets seven options. This parameter is mandatory.
Discard Priority of Outgoing Indicates the discard priority including
Packets Green Packets, Yellow Packets, and Red
Packets. This parameter is mandatory.
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Select Mapping Type
® For example, select 802.1p-to-internal Priority Mapping as the default value.
® When DSCP-to-internal Priority Mapping is selected,
the page displays a list including Start DSCP Priority, End DSCP Priority, Internal
Priority, and Discard Priority.
® The values of Start DSCP Priority and End DSCP Priority range from 0 to 63.
® The values of Internal Priority and Discard Priority are consistent with that of
802.1p-to-internal Priority Mapping.
3. Set parameters.
4. Click OK.
- The S6700 switches support this function.
1. Choose QoS > Priority Mapping > Priority Mapping in Outbound Direction
to open the Priority Mapping in Outbound Direction page.
2. Select a record and click Configure to open the Configure Priority Mapping in
Outbound Direction page, as shown in Figure 7-15.
Figure 7-15 Configure Priority Mapping in Outbound Direction
-"a[:nnfig'ure Friority Bapping in Ontbonnd Direc ilil
Diff-Sery Domain Name: default
Select Mapping Type: Internal-to-8
Internal Priority of Qutgoing F'an::k:ets:l af j
Discard Priority of Qutgoing F'an::hets:l isreen Packets j
202 1p Priority of Incoming Packets *(0~T)
QK Cancel Apply
Table 7-13 describes the parameters on the page.
Table 7-13 Configure Priority Mapping in Outbound Direction

Parameter Description

Diff-Serv Domain Name Indicates the current Diff-Serv domain
name. This parameter cannot be
modified.

Select Mapping Type Mapping types include Internal-
t0-802.1p Priority Mapping and
Internal-to-DSCP Priority
Mapping.

Internal Priority of Outgoing Packets | Indicates the internal priority
including seven options. This
parameter is mandatory.
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Parameter Description
Discard Priority of Outgoing Packets | Indicates the discard priority including
Green Packets, Yellow Packets, and
Red Packets. This parameter is
mandatory.
802.1p Priority of Incoming Packets | Indicates the start 802.1p priority
ranging from 0 to 7. This parameter is
mandatory.
(0 noTE
Select Mapping Type
® For example, select Internal-to-802.1p Priority Mapping as the default value.
® When Internal-to-DSCP Priority Mapping is selected,
the page displays a list including Internal Priority, Discard Priority, and DSCP
Priority.
The DSCP value ranges from 0 to 63.
® The values of Internal Priority, Discard Priority are consistent with that of Internal-
to-DSCP Priority Mapping.
3. Set parameters.
4. Click OK.
®  Delete priority mapping.
1. Choose QoS > Priority Mapping to open the Priority Mapping page.
[ noTE
The S6700 switches can delete priority mapping on the Priority Mapping in Inbound
Direction or Priority Mapping in Outbound Direction page.
2. Select arecord that you want to delete and click Delete. The system asks you whether
to delete the record.
[ noTE
® To select a record, click the check box of the record.
® To delete records in batches, click the check boxes of the records.
3. Click OK.
® Delete Diff-Serv Domain Name
(1 noTE
The S6700 series switches can delete a Diff-Serv domain name.
1. Choose QoS > Priority Mapping > Priority Mapping to open the Priority Mapping
in Inbound Direction page.
2. Select arecord that you want to delete and click Delete. The system asks you whether
to delete the record.
(1) noTE
® You can delete a Diff-Serv domain name in the same way on the Priority Mapping in
Outbound Direction page.
® By default, the Diff-Serv domain name is default. You cannot delete the default name.
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3. Click OK.
—End

7.5.2 Trust Priority

You can query, add, modify, and delete the trust relations on interfaces.

Context
You can select the type of a trusted priority.
Procedure
®  Query a trust relation.
1. Choose QoS > Priority Mapping > Trust Priority to open the Trust Priority page.
2. Set the search criteria.
3. Click Query to display all matching records.
®  Add a trust relation.
- This function is only supported by S3700 and S5700 series switches.
1. Choose QoS > Priority Mapping > Trust Priority to open the Trust Priority
page.
2. Click New to open the Add Trust Relation page, as shown in Figure 7-16.
Figure 7-16 Add Trust Relation
Select Priority to Trust: | CsCP j
— Select Interface
sloto
IR
0652 A G K [ ' 3 |53 i PN [V [ Y
BUnseIected -Selected |':'|Fixed BEIectricaI mOpticaI Select All Cancel All
Eth-Trunk Interfaces: Added Eth-Trunk Interfaces:
Eth-Trunko =
Eth-Trunk2
Eth-Trunk3 =
Eth-Trunk19 e
OK || cancel || Apply
Table 7-14 describes the parameters on the page.
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Table 7-14 Add Trust Relation

Parameter Description

Select Interface Indicates the interface that you want to configure. You
can select multiple interfaces.

Select Priority to Indicates the type of a trusted priority, including:
Trust ® DSCP

® [P-Preference

® 8021P

3. Set parameters.
4. Click OK.
- This function is only supported by S6700 series switches.

1.  Choose QoS > Priority Mapping > Trust Priority to open the Trust Priority
page.
2. Click New to open the Add Trust Relation page, as shown in Figure 7-17.

Figure 7-17 Add Trust Relation

Select Priority to Trust: | 8021pinner j Diff-Serv Domain MName: | none j
Qutbound Mapping: I_.-ss vl

— Select Interface

Slotd

5 S K 3 XS4 1
0686 5 R KBS G S EA [

ElUnseIected -Selected -Fixed EIEIectricaI mOptical Select All Cancel All

Eth-Trunk Interfaces: Added Eth-Trunk Interfaces:

Eth-Trunk1 o
Eth-Trunk3

Eth-Trunk4 =
Eth-Trunk19 .

OK Cancel | Apply

Table 7-15 describes the parameters on the page.
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Table 7-15 Add Trust Relation

Parameter

Description

Select Priority to
Trust

Indicates the type of a trusted priority, including:
® 8021P inner

® 8021P outer

® DSCP

Diff-Serv
Domain Name

Indicates the name of the Diff-Serv domain.

Outbound
Mapping

Indicates the type of a trusted priority, including:
® vyes

® no

Select Interface

Indicates the interface that you want to configure. You can
select multiple interfaces.

3. Set parameters.
4. Click OK.

® This function is only supported by S6700 series switches.

1.  Choose QoS > Priority Mapping > Trust Priority to open the Trust Priority page.

2. Select a record that you want to modify and click [ to open the Modify Trust
Relation page, as shown in Figure 7-18.

Figure 7-18 Modify Trust Relation
-3 Modify Trust Relation

2lx|

Mame: Eth-Trunk1

Select Priority to Trust: | 8021p inner j
Diff-Zerv Domain Mame: | nNone j
Outbound Mapping: |YES j

0K || Cancel

Table 7-16 describes the parameters on the page.

Table 7-16 Modify Trust Relation

Parameter Description
Name You cannot modify this parameter.
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Parameter Description
Select Priority to Indicates the type of a trusted priority, including:
Trust ® 8021P inner

® 8021P outer

® DSCP
Diff-Serv Domain | Indicates the name of the Diff-Serv domain.
Name
Outbound Indicates the type of a trusted priority, including:
Mapping ® yes

® no

Click OK.

® Delete a trusted priority.

1.
2.

—--End

Choose QoSPriority MappingTrust Priority to open the Trust Priority page.

Select a record that you want to delete and click Delete. The system asks you whether

to delete the record.

(1 noTE

® To select a record, click the check box of the record.

® To delete records in batches,click the check boxes of records.

Click OK.
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IP Routing

About This Chapter

This document describes the configurations of IP routing.

Routers are used to select routes for packets on the Internet. A router selects a proper route for
areceived packet according to the destination address and sends the packet to the next hop router.
The last-hop router on the route sends the packet to the destination host.

8.1 IPv4 Route
The following sections describe the basic knowledge and configuration methods of IPv4 routing
tables, IPv4 static routes, and global parameters.
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8.1 IPv4 Route

The following sections describe the basic knowledge and configuration methods of IPv4 routing
tables, IPv4 static routes, and global parameters.

8.1.1 IPv4 Routing Tables

A router forwards packets by using a routing table. Each router saves a routing table. Each entry
in the routing table contains a physical interface of the router, and the router sends packets to
the physical interfaces.

Context

You can query information about all routing tables through the Web system, including
information about dynamic and static routing tables.

Procedure

Step1 Choose IP Routing > IPv4 Route > IPv4 Routing Tables in the navigation tree to open the
IPv4 Routing Tables page.

Step 2 Set the search criteria.
Step 3 Click Query to display all matching records.

—End

8.1.2 IPv4 Static Route

Static routes are manually configured by network administrators. After static routes are
configured, networks can communicate through these routes. However, the static routes cannot
be automatically updated when one network fails. In this case, only administrators can update
them.

Context

It is recommended that you specify the next hop address when configuring a static route on the
switch. You need to specify the next hop; otherwise, the next hop cannot be determined because
most physical interfaces of the switch are Ethernet interfaces of the broadcast type and one
outbound interface can be associated with multiple next hop addresses. If the outbound interface
is specified, you must specify the next hop address of the interface.

Procedure
® (Create an IPv4 static route.

1. Choose IP Routing > IPv4 Route > IPv4 Static Route in the navigation tree to open
the IPv4 Static Route page.

2. Click New to open the Create an IPv4 Static Route page, as shown in Figure 8-1.
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Figure 8-1 Create an IPv4 Static Route
Destination: ) ) ) *
Masgk: | 24(255.255.255.0) =] +
Cutgoing Interrace:lNULL j 1]
MextHap: *
Friarity: a0 CTHigh~2558Low, Default 507
Description:
x| (0~19 chars)
Ik Cancel Apply
Table 8-1 describes the parameters on the Create an IPv4 Static Route page.
Table 8-1 Create an IPv4 Static Route

Parameter Description

Destination Indicates the destination IP address or the destination network
address of an IP packet, for example, 10.10.10.1. This parameter
is mandatory.

Mask Indicates the network mask that is used with the destination
address to identify the address of the network segment where the
destination host or router resides. The address of the network
segment where the destination host or router resides can be
calculated according to the AND operation on the destination
address and network mask, for example, 255.255.0.0. This
parameter is mandatory.

Outgoing Indicates the interface on a router from which IP packets are

Interface forwarded, for example, Vlanifl.

NextHop Indicates the next-hop router address that IP packets pass through,
for example, 10.10.10.2. This parameter is mandatory

Priority Indicates the priority of a route. Packets may reach the same
destination address through multiple routes. These routes may be
discovered by different routing protocols, or statically
configured. The route with the highest priority (smallest value)
is selected as the optimal route. This parameter is optional.

Description Indicates the description of an IPv4 static route. This parameter
is optional.
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3. Set parameters.
4. Click OK.
®  Modify an IPv4 static route.

1.  Choose IP Routing > IPv4 Route > IPv4 Static Route in the navigation tree to open
the IPv4 Static Route page.

2. Click [ to open the Modify IPv4 Static Route page, as shown in Figure 8-2.

Figure 8-2 Modify IPv4 Static Route

2]

Destination: 3330
Mask: 255.255.255.0
Cuatgaing Interface: | MULL j 1]
MextHop: 23 .01 1 1 7
Friority: a0 (MTHigh~255Low, Default 50)
Description:
| (0~19 chars)
1k Cancel
[ noTE

® Table 8-1 describes the parameters on the Modify IPv4 Static Route page.

® The destination IP address and subnet mask cannot be changed.
3. Set parameters.
4. Click OK.
® Delete an [Pv4 static route.

1. Choose IP Routing > IPv4 Route > IPv4 Static Route in the navigation tree to open
the IPv4 Static Route page.

2. Select a record that you want to delete and click Delete.
(O noTE

® To select a record, click the check box of the record.

® To delete records in batches, click the check boxes of the records.

3. Click OK.

——-End

8.1.3 Global Parameter Settings

You can set and query global parameters of an IPv4 static route.
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Context

By default, the priority of an IPv4 static route is 60. If the priority of an IPv4 static route is not
specified, the default priority is used. If you change the default priority, the new default priority
is valid for only new IPv4 static routes.

Procedure

Step1 Choose IP Routing > IPv4 Route > Global Parameter Settings in the navigation tree to open
the Global Parameter Settings page, as shown in Figure 8-3.

Figure 8-3 Global Parameters

o our Position: IP REowuting == 1Pvd Rowute[ Global Parameters ]

|IPv4 Raouting Tahl [t R=E A Global Parameters

Default Preferences of IPvd Static Routes: 255 * {(THigh~2a5Low, Default 60

ARRLY

Table 8-2 describes the parameters on the Global Parameter Settings page.

Table 8-2 Global Parameter Settings

Parameter Description

Default Preferences of IPv4 Static Routes Indicates the default priority of an IPv4 static
route. The value ranges from 1 to 255. The
value 1 indicates the highest priority and the
value 255 indicates the lowest priority. The
default value is 60. This parameter is
mandatory.

Step 2 Set the parameters.
Step 3 Click Apply to complete the configuration.

—End
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Security

About This Chapter

This chapter describes concepts and configurations of security management, including port
isolation, static user binding, AAA, 802.1x authentication, and MAC address authentication.

9.1 Port Isolation
You can configure and query the port isolation mode, bidirectional isolation, and unidirectional
isolation. The S2700SI series switches do not support this function.

9.2 Static User Binding

Static user binding is configured manually and supports binding methods of IP+port, MAC+port,
IP+MAC+port, [P+port+VLAN, MAC+port+VLAN, and IP+-MAC+port+VLAN. The
S2700SI series switches do not support this function.

9.3 AAA
Authentication, Authorization, and Accounting (AAA) is used to manage network security. The
AAA configuration function is equivalent to the user management function of S2700SI and
S2700EL

9.4 802.1x
You can configure 802.1x parameters globally or on an interface. The S2700SI or S2700EI
series switches do not support the function.

9.5 MAC Authen
You can configure MAC address authentication globally or on an interface. The S2700SI or
S2700EI series switches do not support the function.
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9.1 Port Isolation

You can configure and query the port isolation mode, bidirectional isolation, and unidirectional
isolation. The S2700SI series switches do not support this function.

If you want to prevent members in a group from communicating with each other but allow them
to access the public devices, such as the printer and the server, you can set the port isolation
mode to isolation at both Layer 2 and Layer 3 or Layer 2 isolation and Layer 3 communication.

9.1.1 Bidirectional Isolation

You can create, query, modify, or delete an isolation mode or a bidirectional isolation

configuration.
Context
® [Interfaces in a port isolation group are isolated from each other, but interfaces in different
port isolation groups can communicate.
® The switch supports 64 VLANs from VLAN 1 to VLAN 64.
Procedure
® Configure an isolation mode.
(0 noTE
® The default mode is L2, namely, ports are isolated at Layer 2 but can communicate at Layer 3.
® After the isolation mode is selected, the bidirectional isolation and unidirectional isolation
configurations are applied to this mode.
® Configuring the isolation mode is not affected by switching the bidirectional isolation and
unidirectional isolation labels.
® The S2700 switches do not support the function.
1.  Choose Security > Port isolation in the navigation tree to open the Port isolation
page.
2. Choose the isolation mode. The isolation can be L2 or ALL. L2 is Layer 2 isolation
and Layer 3 communication. ALL is the isolation at both Layer 2 and Layer 3.
3. Click Apply.
®  Query an isolation group.
1. Choose Security > Port isolation > Bidirectional isolation in the navigation tree to
open the Bidirectional isolation page.
2. Enter a number in the text box of isolation group number.
3. Click Query to display all matching records.
® (reate an isolation group.

1. Choose Security > Port isolation > Bidirectional isolation in the navigation tree to
open the Bidirectional isolation page.

2. Click New to open the Create an isolation group page, as shown in Figure 9-1.
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Figure 9-1 Create an isolation group

Isalation group number: 2

—Select a port

.

Marne [~ Mame
Eth-Trunkd
Eth-Trunkz2
Eth-Trunk3
Eth-Trunk14
Ethernetiin
Ethernetliirz
Ethernetior:
Ethernet0iird
Ethernetins hd

EEE

A o o e s s

Table 9-1 describes the parameters on the page.

Table 9-1 Create an isolation group

[0]54 Cancel Apply

isolation group.

Parameter Description
Isolation group Indicates the value that the system generates automatically. The
number value ranges from 1 to 64. When creating an isolation group,

the system assigns the minimum in existing numbers to the new

on the right list.

Port list Select the interface that you want to add to the isolation group
on the port list on the left. Click ;I to display the new interface

3. Select an interface.
4. Click OK.
® Modify an isolation group.

1. Choose Security > Port isolation > Bidirectional isolation in the navigation tree to

open the Bidirectional isolation page.

2. Click the corresponding [# icon to open the Modify isolation group page, as shown

in Figure 9-2.
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Figure 9-2 Modify isolation group

|salation group number: 1

—Select a port

™ Hame=~ C Mame

[T Eth-Trunki j N [T Ethernetoimi =
[T Eth-Trunk2 _l [ Ethernetoimi2

[T Eth-Trunk3 ;l [T Ethermeto/osa

[T Eth-Trunki4 [T Ethernetiiid

[ Ethernet0imns L| [T Ethernetiis

[T Ethernetlio:? [T Ethernetiiis

[T Ethemetlini3 L| [T Etherneti?

[T Ethernetdiosd [T Ethernetoimis b
[T EthernetDitis hd| [T Ethernetinig =]

0] 4 Cancel Appaly

Table 9-1 describes the parameters on the page.
3. Select an interface.
4. Click OK.
® Delete an isolation group.

1. Choose Security > Port isolation > Bidirectional isolation in the navigation tree to
open the Bidirectional isolation page.

2. Select the isolation group that you want to delete. You can delete an isolation group
or multiple isolation groups.

Click Delete. The system asks you whether to delete the record.
4. Click OK on the dialog box.

—--End

9.1.2 Unidirectional Isolation

You can create, query, modify, and clear a unidirectional port isolation configuration.

Context

You can configure or delete the unidirectional isolation between the current interface and a
specified interface. If interface A is isolated from interface B, packets sent from interface A
cannot reach interface B, but packets sent from interface B can reach interface A.

1 noTE

E interfaces, GE interfaces, XGE interfaces, and Eth-Trunk interfaces can be isolated from one another.
But an interface cannot be isolated from itself or from the management interface unidirectionally. In
addition, an Eth-Trunk cannot be isolated unidirectionally from its member interfaces.
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Procedure
°
2.
4.
°
1.
2.

1.

Query a unidirectional isolation.

Choose Security > Port isolation > Unidirectional isolation in the navigation tree
to open the Unidirectional isolation page.

Select an interface type from the drop-down list box.

Enter the interface number, for example, 0/0/1 (stack ID/subcard ID/interface
number).

Click Query to display all matching records.

Configure a unidirectional port isolation.

1 noTE

You can configure and modify unidirectional isolation in the same method.

Choose Security > Port isolation > Unidirectional isolation in the navigation tree
to open the Unidirectional isolation page.

Click the corresponding [ icon to open the Modify isolation port list page, as shown
in Figure 9-3.

Figure 9-3 Modify isolation port list

-"alodify isolation port list ﬂil

Fort name: Eth-Trunko

.

A A e e o o

—Select a port

Mame < [ Mame
Eth-Trunk2
Eth-Trunk3
Eth-Trunk19
Ethernet0r
Ethernet0ils2
Ethernet0ns:
Ethernet0i/4
Ethernet0iss
EthemetDi/g d|

==

=

T

0] 4 Cancel Appaly

Table 9-2 describes the parameters on the page.

Table 9-2 Modify isolation port list

Parameter Description

Port name Indicates the name of'the interface where
you want to modify the configuration.
This parameter cannot be modified.
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Parameter Description

Select the interface Select the interface that you want to add
to the isolation group on the port list on

the left. Click = to display the new
interface on the right list.

3. Select an interface.
4. Click OK.
® (Clear a unidirectional isolation.

1. Choose Security > Port isolation > Unidirectional isolation in the navigation tree
to open the Unidirectional isolation page.

2. Select the interface configured with unidirectional isolation that you want to delete.
You can delete an interface or multiple interfaces.

3. Click Clear. The system asks you whether to delete the record.
4. Click OK on the dialog box.

—--End

9.2 Static User Binding

Static user binding is configured manually and supports binding methods of IP+port, MAC+port,
IP+MAC+port, IP+port+VLAN, MAC+port+VLAN, and IP+MAC+port+VLAN. The
S2700SI series switches do not support this function.

9.2.1 View Static User Binding

You can view static user bindings on the Static user binding page. You can query information
according to the search criteria.

Context
The switch supports the static bindings of [P+port, MAC+port, [P+MAC+port, [P+port+VLAN,
MAC+port+VLAN, and [IP+MAC+port+VLAN.

Procedure

Step 1 Choose Security > Static user binding in the navigation tree to open the Static user binding
page, as shown in Figure 9-4.
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Figure 9-4 Static user binding

o Your Position: Security == Static user binding

Query
’7Interra|:e Marme: |All j

™ wLaN 1D Gluery

W= Delete

| Interface Mame = MAC =
[T Eth-Trunk1g 000k-000k-000h

Tatal:1

Table 9-3 describes the parameters on the page.

Table 9-3 Search criteria for static user binding

IPwd f IPvE *~* WLAM 1D

Parameter

Description

Interface Name

Indicates the interface type and name that you
want to query.

VLAN ID

® [fthe check box of VLAN is not selected
and the VLAN ID text box is not available,
all VLANS are queried.

® When the check box of VLAN is selected,
you can enter the VLAN ID that you want

to query.

Step 2 Set the search criteria.
Step 3 Click Query Search results are displayed.

—End

9.2.2 Configure Static User Binding

You can configure static user binding.

Procedure
® (Create a binding.
1.  Choose Security > Static user binding in the navigation tree to open the Static user
binding page.
2. Click New to open the Create a binding page, as shown in Figure 9-5.
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Figure 9-5 Create a binding

<} Create a binding

2l x|

Interface Mame: |{=il=ls) =

Binding mode: |MAC+PORT =]

I wLAM ID:
MAC Address:

- - (H-H-H}

il Cancel Apply

Table 9-4 describes the parameters on the page.

Table 9-4 Create a binding

Parameter

Description

Interface Name

Indicates the type and name of the interface that you want to
bind.

® Interface types include Ethernet, GigabitEthernet,
XGigabitEthernet, and Eth-Trunk.

® The interface type and name are mandatory.

Binding mode

The binding modes in the drop-down list box include:
® MACHport

® [P+port

® [P+MAC+port

Select one binding mode from the modes above. This parameter
is mandatory.

VLAN ID

@ [fthe check box of VLAN is not selected and the VLAN ID
text box is not available, the VLAN is not bound.

® [fthe check box of VLAN is selected, VLAN is bound. This
parameter is mandatory.

Binding
Information

® [fyouselect MAC+port, the binding information is displayed
in the text box of the MAC address.

® [fyouselect [P+port, the binding information is displayed in
the text box of the IPv4/IPv6 address. You can choose the
IPv4 or IPv6 address.

® [fyou select IP+HMAC+port, the binding information is
displayed in the text boxes of the MAC and IPv4/IPv6
address.

3. Set parameters.
4. Click OK.
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® Delete a binding.
1. Choose Security > Static user binding in the navigation tree to open the Static user
binding page.

2. Select arecord that you want to delete and click Delete. The system asks you whether
to delete the record.

1 noTE

® To select a record, click the check box of the record.
® To delete records in batches, click the check boxes of the records.

® When you delete IP+port or [IP+port+VLAN binding, all binding information about this [P
address is deleted.

® When you delete MAC+port or MAC+port+VLAN binding, all binding information about
this MAC address is deleted.

® When you delete IP+-MAC+port binding, all binding information about this IP+MAC is
deleted.

® When you delete IP+MAC+port+VLAN binding, all binding information about this IP
+MAC+VLAN is deleted.

3. Click OK.

—End

9.3 AAA

Authentication, Authorization, and Accounting (AAA) is used to manage network security. The
AAA configuration function is equivalent to the user management function of S2700SI and
S2700EI.

Generally, AAA uses the client/server model. In this model, the client runs on the resource side
that is managed through AAA, whereas the server collects and keeps all user information. This
model features good extensibility and facilitates concentrated management over user
information.

9.3.1 AAA Scheme

You can add, modify, and delete an authentication scheme, authorization scheme, or accounting
scheme. The S2700EI and S2700SI switches do not support this function.

Context
Authentication, authorization, and accounting are three independent service processes.

® In the authentication process, a device authenticates the user name, password, or user
information of an access request or a service request. The device, however, neither delivers
authorization information to the user nor triggers the accounting process. In AAA, a device
can adopt only authentication.

® In the authorization process, a device sends authorization requests to the authorization
server. After users pass authorization, the device sends authorization information to users.
If the authorization scheme is none, users do not need to be authorized. In this case, users
passing authentication have the default authority granted by the system.
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® In the accounting process, a device sends accounting-start packets, accounting-update
packets, or accounting-stop packets to the accounting server. In AAA, an accounting
scheme is optional. If you do not configure an accounting scheme.
Procedure
® (Create an authentication scheme.
(L] noTE
You can create an authentication scheme, authorization scheme, or accounting scheme. Here the
authentication scheme is used as an example.
1. Choose Security > AAA > AAA Scheme in the navigation tree to open the AAA
Scheme page.
2. Click New to open the Create Authentication Scheme page, as shown in Figure
9-6.
Figure 9-6 Create Authentication Scheme
g Create Authentication Scheme x|
Authentication Scheme Mame: *{1~32 chars)
Mode: local ;l
select ;I
select ;I
Ik Cancel Apply
Table 9-5 describes the parameters on the Create Authentication Scheme page.
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Table 9-5 Create Authentication Scheme
Item Description
Authentication Indicates the name of an authentication scheme.
Scheme Name
Authentication Indicates the authentication mode. There are four
Scheme Mode authentication modes for you to select.
NOTE
® The options are none, hwtacacs, radius, and local.
® You can use the combination of authentication modes. If the
authentication mode is none or local, you cannot configure an
authentication scheme.
Authorization Indicates the authorization mode. There are four
Scheme Mode authorization modes for you to select.
NOTE
® The options are none, hwtacacs, radius, and local.
® You can use the combination of authorization modes. If the
authentication mode is none, you cannot configure an
authorization scheme.
Accounting Indicates the accounting mode. There are three accounting
Scheme Mode modes for you to select.
NOTE
The options are none, hwtacacs, radius.
3. Set parameters.
4. Click OK.
® Modify an authentication scheme.
1 noTE
You can modify an authentication scheme, authorization scheme, or accounting scheme. Here the
authentication scheme is used as an example.
1. Choose Security > AAA > AAA Scheme in the navigation tree to open the AAA
Scheme page.
2. Click [# to open the Modify Authentication Scheme page, as shown in Figure 9-7.
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Figure 9-7 Modify Authentication Scheme

(=4 Modify Authentication Scheme x|

Authentication Scheme Mame:default

Miode:
Select ;l
Select ;I
] Cancel
(1 noTE

® Table 9-5 describes the parameters on the Modify Authentication Scheme page.

® The authentication scheme name cannot be changed.
3. Set the authentication type as required.
4. Click OK.
® Delete an authentication scheme.

1. Choose Security > AAA > AAA Scheme in the navigation tree to open the AAA
Scheme page.

2. Select arecord that you want to delete and click Delete. The system asks you whether
to delete the record.

(1 noTE

® To select a record, click the check box of the record.

® To delete records in batches, click the check boxes of the records.

3. Click OK.

—--End

9.3.2 Service Scheme

Access users must obtain authorization information before going online. Authorization
information about users can be managed by configuring a service scheme. The S2700EI or
S2700SI series switches do not support this function.

Context
A service scheme is a set of authorization information about users. After a service scheme is
created, you can set attributes of users in the service scheme view.
Procedure
® (reate a service scheme.
1. Choose Security > AAA > Service Scheme in the navigation tree to open the Service
Scheme page.
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2. Click New to open the Create Service Scheme page, as shown in Figure 9-8.
Figure 9-8 Create Service Scheme
3 Create Service Scheme 7| x|
service Scheme Name: *{1~32 chars)
Administrator Lewvel: | 16 j (Default 16, which is invalid)
Frimary DS |F:
Secondary DMNE P
O Cancel Apply
Table 9-6 describes the parameters on the Create Service Scheme page.
Table 9-6 Create Service Scheme
Parameter Description
Service Scheme | Indicates the name of a new service scheme.
Name
Administrator Indicates the administrator level for a user to log in to the
Level switch.
Primary DNS IP | Indicates the IP address of the primary DNS server, for
example, 10.10.10.1.
Secondary DNS [ Indicates the IP address of the secondary DNS server, for
1P example, 10.10.10.2.
3. Set parameters.
4. Click OK.
® Modify a service scheme.
1. Choose Security > AAA > Service Scheme in the navigation tree to open the Service
Scheme page.
2. Click [ to open the Modify Service Scheme page, as shown in Figure 9-9.
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Figure 9-9 Modify Service Scheme

a Modify Service Scheme il EI

Service Scheme Mameewu 2

Administrator Level: 16 j (Default 16, which is invalid)
Frimar: OME 1P

Secondary DME 1P

i Cancel

(1 noTE

® Table 9-6 describes the parameters on the Modify Service Scheme page.
® The service scheme name cannot be modified.
3. Set parameters.
4. Click OK.
® Delete a service scheme.
1. Choose Security > AAA > Service Scheme in the navigation tree to open the Service
Scheme page.

2. Select a record that you want to delete and click Delete. The system asks you whether
to delete the record.

1 noTE

® To select a record, click the check box of the record.

® To delete records in batches, click the check boxes of the records.

3. Click OK.
—End

9.3.3 RADIUS Configurations

You can create, modify, and delete the RADIUS server template, authentication/accounting
server, and authorization server. Before configuring a RADIUS authentication/ accounting
server, you must create a RADIUS server template. A RADIUS server builds a unique database
to store user names and passwords for authentication and accounting. The RADIUS
authorization server receives authorization information sent by users and sends authorization
information to users after users pass authorization. The S2700SI and S2700EI switches do not
support this function.

Context
When a user logs in to a network device such as a switch or a network access server (NAS), the
user name and password are sent to the NAS. After the RADIUS client (an NAS server) on the
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network receives the user name and password, it sends an authentication request to the RADIUS
server. If the request is valid, the RADIUS server completes authentication and sends the
required authorization information to the RADIUS client. If the request is invalid, the RADIUS
server sends the authorization failure information to the RADIUS client.

(1 noTE

Most RADIUS configurations have default values. You can perform configurations according to
networking requirements. You can modify the RADIUS configuration only when the RADIUS server
template is not in use.

The RADIUS authorization server is mainly used to authorize users when users select services
dynamically.

Procedure
® (Create a RADIUS server template.
1. Choose Security > AAA > RADIUS Config in the navigation tree to open the
RADIUS Config page.
2. Click New to open the Create RADIUS Template page, as shown in Figure 9-10.
Figure 9-10 Create RADIUS Template
3 Create RADIUS Template
Template Mame: * (1~32 chars)
- [¥ Shared Key huawe| (1~16 chars)
I Cancel Apply
Table 9-7 describes the parameters on the page.
Table 9-7 Create a RADIUS Server Template
Parameter Description
Template Indicates the name of a new RADIUS server template.
Name
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Parameter Description
Shared Key When sending authentication packets, the switch and the RADIUS
server encrypt important data such as the password to ensure the
security of data transmission over the network. To ensure the
validity of the authenticator and the authenticated end, the switch
and the RADIUS server must be configured with the same key.
The value is a string without spaces. By default, the shared key of
a RADIUS server is huawei.
Confirm Indicates the confirmed shared key. The format is the same as that
Shared Key of the shared key.
3. Set parameters.
4. Click OK.
® Modify a RADIUS server template.
1. Choose Security > AAA > RADIUS Config in the navigation tree to open the
RADIUS Config page.
2. Click [ to open the Modify RADIUS Template page, as shown in Figure 9-11.
Figure 9-11 Modify RADIUS Template
<3 Modify RADIUS Template
Template Mame:  test
[V Shared Key: huawei (1~16 chars)
Confirm Shared Key: (1~16 chars)
I Cancel
(O noTE
® Table 9-7 describes the parameters on the page.
® The template name cannot be modified.
3. Set parameters.
4. Click OK.
® Delete a RADIUS server template.
1. Choose Security > AAA > RADIUS Config in the navigation tree to open the
RADIUS Config page.
2. Select a record that you want to delete and click Delete. The system asks you whether
to delete the record.
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(1 noTE

® To select a record, click the check box of the record.
® To delete records in batches, click the check boxes of the records.
3. Click OK.
® (Create a RADIUS authentication/accounting server.

1. Choose Security > AAA > RADIUS Config in the navigation tree to open the
RADIUS Config page.

2. Click New to open the Create RADIUS Authentication/Accounting Server page,
as shown in Figure 9-12.

Figure 9-12 Create RADIUS Authentication/Accounting Server

=j Create RADIUS Authentication/Accounting Server x|

Server Type: Althentication 5 e Cjik
Template Mame: temp103 j *

Frimary Server IF:

Frirnary Server UDP Part: (1~B5535)
Secondary Semver [P:

Secondary Server UDP Port: (1~6595939)

]34 Cancel Ay

Table 9-8 describes the parameters on the page.

Table 9-8 Create RADIUS Authentication/Accounting Server

Parameter Description

Server Type Indicates the server type.

Template Name | Indicates the RADIUS server template name. This parameter
is mandatory.

Primary Server IP | Indicates the IP address of the primary server, for example,
10.10.10.1.

NOTE

® The IP address of the primary authentication/accounting server
must be different from that of the secondary authentication/
accounting server; otherwise, the system displays a message
indicating that the configuration fails.

® Primary Server IP and Secondary Server IP cannot be empty at
the same time.

Primary Server Indicates the UDP port number of the primary server.
UDP Port
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3.
4.

Parameter

Description

Secondary Server
P

Indicates the IP address of the secondary server, for example,

10.10.10.2.
NOTE

® The IP address of the primary authentication/accounting server
must be different from that of the secondary authentication/
accounting server; otherwise, the system displays a message

indicating that the configuration fails.

® Primary Server IP and Secondary Server IP cannot be empty at

the same time.

Secondary Server
UDP Port

Indicates the UDP port number of the secondary server.

Set parameters.
Click OK.

® Modify a RADIUS authentication/accounting server.

1.

2.

Choose Security > AAA > RADIUS Config in the navigation tree to open the
RADIUS Config page.

Click [ to open the Modify RADIUS Authentication/Accounting Server page, as
shown in Figure 9-13.

Figure 9-13 Modify RADIUS Authentication/Accounting Server

23 Modify RADIUS Authentication,/Accounting Server cd |
Server Type: Althentication server
Template Marme: templ1 03
Pritnary Server P h 111
Primary Server LIDP Paort: 11 {1~B5535)
Secondary Server |P: 1 1 .1 . 2
Secondary Server LIDP Fortiq 11 {1~BA535)
0] 4 Cancel
(1 noTE
Table 9-8 describes the parameters on the page.
3. Set parameters.
4. Click OK.
® Delete a RADIUS authentication/accounting server.
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1. Choose Security > AAA > RADIUS Config in the navigation tree to open the
RADIUS Config page.
2. Select arecord that you want to delete and click Delete. The system asks you whether
to delete the record.
(O noTE
® To select a record, click the check box of the record.
® To delete records in batches, click the check boxes of the records.
3. Click OK.
® Create a RADIUS authorization server.
1. Choose Security > AAA > RADIUS Config in the navigation tree to open the
RADIUS Config page.
2. Click New to open the Create RADIUS Authorization Server page, as shown in
Figure 9-14.
Figure 9-14 Create RADIUS Authorization Server
x
Server P | . : *
I~ RADIUS Templates] termp103 =l
Shared Key: *{1~16 chars)
Ack Reserve Interval: (0~300, Unit: second, Default 0)
(0] 4 Cancel Apply
Table 9-9 describes the parameters on the page.
Table 9-9 Create RADIUS Authorization Server
Parameter Description
Server IP Indicates the IP address of the authorization server, for example,
10.10.10.1. This parameter is mandatory.
RADIUS Indicates the RADIUS server template name. This parameter is
Template optional.
Shared Key To apply the shared key, select the check box of the shared key.
This parameter is mandatory.
By default, the shared key of a RADIUS server is huawei.
Ack Reserve Indicates the duration in which an authorization acknowledgment
Interval packet is reserved. This parameter is optional.
3.  Set parameters.
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4. Click OK.
® Modify a RADIUS authorization server.

1. Choose Security > AAA > RADIUS Config in the navigation tree to open the
RADIUS Config page.

2. Click 4 to open the Modify RADIUS Authorization Server page, as shown in
Figure 9-15.

Figure 9-15 Modify RADIUS Authorization Server

/2 Modify RADIUS Authorization Server x|

Server |P: 1111

......... &

[ RADIUS Termplate:| =]

Shared key: 100 *{1~16 chars)

Ack Reserve Intervall 4 g (0~300, Unit: second, Default 0)
Ok Cancel

(1 noTE

® Table 9-9 describes the parameters on the page.

® The IP address of the authorization server cannot be changed.
3. Set parameters.
4. Click OK.
® Delete a RADIUS authorization server.

1. Choose Security > AAA > RADIUS Config in the navigation tree to open the
RADIUS Config page.

2. Select a record that you want to delete and click Delete. The system asks you whether
to delete the record.

1 noTE

® To select a record, click the check box of the record.

® To delete records in batches, click the check boxes of the records.

3. Click OK.

—End

9.3.4 Domain

The switch manages users based on domains. You can configure the default authorization
scheme, RADIUS template, authentication scheme, and accounting scheme in a domain. The
S2700EI and S2700SI series switches do not support this function.
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Context
If no AAA schemes are applied to a new domain, the default authentication scheme and
accounting scheme are adopted. By default, the new domain is not bound to any authorization
scheme.
Procedure
® (Create a domain.
1. Choose Security > AAA > Domain in the navigation tree to open the Domain page.
2. Click New to open the Create Domain page, as shown in Figure 9-16.
Figure 9-16 Create Domain
x
Ciormain Marme: *{1~64 chars)
Authentication Echeme:lSelect [
Althorization Scherme: |Select =l
Accounting Scheme: ISeIect L'
Service Scheme: [Select =l
RADIUS Template: | Select =l
(0]4 Cancel Apply
Table 9-10 describes the parameters on the Create Domain page.
Table 9-10 Create Domain
Parameter Description
Domain Name Indicates the name of a new RADIUS server
template.
Authentication Scheme Indicates the authentication scheme of the system.
Authorization Scheme Indicates the authorization scheme of the system.
Accounting Scheme Indicates the accounting scheme of the system.
Service Scheme Indicates the service scheme of the system.
RADIUS Template Indicates the RADIUS server of the system.
3. Set parameters.
4.  Click OK.
® Modify a domain.
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1.
2.

Choose Security > AAA > Domain in the navigation tree to open the Domain page.

Click [ to open the Modify Domain page, as shown in Figure 9-17.

Figure 9-17 Modify Domain

x|

3.
4.

Domain Mame: default

Authentication Scheme:| default

Authorization Scheme: |Ee|ect

Accounting Scheme: | Select

L L L L] L«

Senice Scheme: |Ee|ect
RADIUS Template: | Select
Cancel
[ noTE

® Table 9-10 describes the parameters on the Modify Domain page.
® The domain name cannot be modified.

Set parameters.

Click OK.

® Delete a domain.

1.
2.

—--End

9.3.5 User

Choose Security > AAA > Domain in the navigation tree to open the Domain page.

Select a record that you want to delete and click Delete. The system asks you whether
to delete the record.

(1 noTE

® To select a record, click the check box of the record.

® To delete records in batches, click the check boxes of the records.

Click OK.

You can create a local database to maintain user information and manage users on the local

switch.

Context

® Youneed to create a local user account and configure attributes of the local user so that the
switch can authenticate and authorize the local user that logs in according to the local user
information.

® The following operations can be performed only by users with the user level higher than

0.
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Procedure

® (Create a user.

1. Choose Security > AAA > User in the navigation tree to open the User page.

2. Click New to open the Create User page, as shown in Figure 9-18.

Figure 9-18 Create User

Liser Marme: *i1~64 chars)

Fassword: (1~16 chars, Default vian)

Confirm Passward: {1~1B chars)

Password Type: 8 Simple © Cipher

Use Level: | select |

FTP Directory: i1~64 chars, The FTP directory must be correct)
User State: f active | Default Active)

—Access Type

BO21X =
Bind
FTP .

HTTP s
PPFP
S5H x| ==

(o]’8 Cancel Apply

Table 9-11 describes the parameters on the Create User page.

Table 9-11 Create User

Parameter Description

User Name Indicates a new user name.

Password Indicates the password.

Confirm Password Confirms the password. It must be the

same as the password.

Password Type Indicates the password type. The
password can be in plain text or cipher
text. By default, the password is in
cipher text.
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Parameter

Description

Use Level

Indicates the user level. The value
ranges from 0 to 15. A greater value
indicates a higher user level. Users of
different levels have different
authorities.

A user can run the commands of the
same level or lower levels.

Users at level 2 can run the commands
atlevels 0, 1, and 2. Users at level 15 can
run commands at all levels.

FTP Directory

Indicates the FTP directory, for
example, flash:/.
NOTE

Ifthe access type of a local user is set to FTP,

this parameter is mandatory; otherwise, FTP
users cannot log in.

User State

Indicates the user status, including:
® Active
® Block

By default, the value is Active.
NOTE

® Ifalocal useris in Active state, a
switch accepts and processes the
authentication request of the user.

® Ifalocal user is in block state, the
authentication request from this user is
denied.

Access Type

Indicates the access type. After you
specify the access type of auser, only the
users using the specified access type can
log in.

The steps are as follows:

Select the access type in the right list box

and click ;l The selected access type
is displayed in the right list box.

By default, a user can log in by using any
access type.

NOTE
® You can hold shift or ctrl to select

multiple access types or click il to
select all the access types.

® If you do not specify any value, all
options are selected by default. If you
deselect all options, the default settings
are restored (all access types are
supported).
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3. Set parameters.
4. Click OK.
® Modify a user.
1. Choose Security > AAA > User in the navigation tree to open the User page.

2. Click [ to open the Modify User page, as shown in Figure 9-19.

Figure 9-19 Modify User

User Mame: testi@huawe

Fassword: {1~16 chars, Default vian)

Confirm Password: {1~16 chars)

Paszword Type: & gimple T Cipher

Lse Level: |1 g =l

FTF Directary: {1~f4 chars, The FTP directory must be correct)

Liser State; |AEtiVE j (Default Active)
—Access Type

HTTF = ¥258-pad -
Wieh

Terminal

[ Telnet

55H

=1 |rPpP hd

(014 Cancel

1 noTE

® Table 9-11 describes the parameters on the Modify User page.

® The user name cannot be modified.
3. Set parameters.
4. Click OK.
® Delete a user.
1. Choose Security > AAA > User in the navigation tree to open the User page.

2. Select arecord that you want to delete and click Delete. The system asks you whether
to delete the record.

(1 noTE

® The current user cannot be deleted.
® To select a record, click the check box of the record.

® To delete records in batches, click the check boxes of the records.

3. Click OK.
——End
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9.4 802.1x

You can configure 802.1x parameters globally or on an interface. The S2700SI or S2700EI
series switches do not support the function.

IEEE 802.1x%, or 802.1x in brief, is a port-based network access control protocol. 802.1x was
originated from IEEE 802.11 for wireless local area network (WLAN) access and was first
introduced to solve the problem of access authentication of WLAN users. Later, the 802.1x
protocol was applied on the Ethernet as a common access control mechanism on LAN interfaces
to solve problems of authentication and security on the Ethernet.

Port-based network access control indicates that authentication and control are implemented for
access devices on an interface of a LAN access control device. A user device can access LAN
resources only after it passes authentication.

9.4.1 802.1X Global Settings

802.1x parameters can be set before global 802.1x authentication is enabled, but take no effect.
After global 802.1x authentication is enabled, 802.1x parameters can be set before of each
interface takes effect.

Context

You can configure 802.1x authentication to authenticate and control access devices connected
to an interface of a LAN access control device.

Procedure

Step1 Choose Security > 802.1X > 802.1X Global Settings in the navigation tree to open the 802.1X
Global Settings page, as shown in Figure 9-20.
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Figure 9-20 802.1X Global Settings

o Your Position: Security ==

802.1X Global Settings [0S ES i ElwRat=n gl

Global 802.1X " Enable
Quiet Period: " Enable
DHCP Trigger: " Enable
Handshake: " Enable
Mumber of Quiet Failures: 3

Retry Times: 2

Client Timeout: a0
Handshake Interval: 15
Re-authentication Interval: IE00

Authentication Request Interval: 2

Senver Time

out: a0

Cuiet Period: G0

% Disable
* Disable
* Disable
' Disable

802.1X [ 802.1X Global Settings ]

(Default: Disable)
(Default: Disable)
(Default: Disable)
(Default: Disable)

(1~10, Default 3}
(1~10, Default 2}
(1~120, Unit. seconds, Default 20)
(5~1024, Unit: seconds, Default 15)
(G0~7200, Unit: seconds, Default 2600}
(1~120, Unit. seconds, Default 20)
(1~120, Unit: seconds, Default 30]

(10~3600, Unit: seconds, Default 60}

Apply

Table 9-12 describes the parameters on the 802.1X Global Settings page.

Table 9-12 802.1X Global Settings

Parameter

Description

Global 802.1X

Indicates whether to enable global 802.1x
authentication. The options are Enable and
Disable. By default, the value is Disable.

802.1x parameters can be set before global
802.1x authentication is enabled, but take no
effect. After global 802.1x authentication is
enabled, 802.1x parameters can be set before

of each interface takes effect.
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Parameter

Description

Quiet Period

Indicates whether to enable the quiet timer
function. The options are Enable and
Disable. By default, the value is Disable.

NOTE
If a user fails to pass 802.1x authentication after
the quiet timer function is enabled, the system
keeps the user quiet for a period. In this manner,
the impact caused by frequent authentication is
prevented. During the quite period, the switch
discards 802.1x authentication request packets
from the user.

DHCP Trigger

Indicates whether to enable the switch to
trigger 802.1x authentication after receiving
DHCP messages. The options are Enable and
Disable. By default, the value is Disable.

The switch is enabled to trigger 802.1x
authentication after receiving DHCP
messages. If a user fails to pass
authentication, the user cannot dynamically
obtain an IP address from the DHCP server.

Handshake

Indicates whether to enable the handshake
function. The options are Enable and
Disable. By default, the value is Disable.

NOTE
Not all clients support the handshake function. If
a client does not support the handshake function,
the switch will not receive handshake response
packets within the handshake interval. In this case,
you need to disable the handshake function to
prevent the switch from disconnecting users by
mistake.

Number of Quiet Failures

Indicates the number of authentication
failures before the 802.1x user enters the quiet
state.

Retry Times

Indicates the number of retransmission times.

If the switch does not receive a response after
sending an authentication request to a user,
the switch retransmits the authentication
request to the user. If the switch still fails to
receive the response when the number of sent
authentication requests reaches the limit, the
switch does not send the authentication
request to the user any more.

Client Timeout

Indicates the timeout interval of the response
from the client.

Handshake Interval

Indicates the interval of handshakes between
the switch and the 802.1x client.

Issue 01 (2011-07-15)

Huawei Proprietary and Confidential 213
Copyright © Huawei Technologies Co., Ltd.



Quidway S2700&S3700&S5700&S6700 Series Ethernet
Switches
Web System Guide 9 Security

Parameter Description

Re-authentication Interval Indicates the re-authentication interval. After
a user passes 802.1x authentication, the
switch sends a re-authentication request to the
authentication server after a period. The re-
authentication interval is controlled by the re-
authentication timer.

Authentication Request Interval Indicates the interval for sending
authentication requests.

Server Timeout Indicates the timeout interval of the response
from the server. If the authentication server
does not respond to an authentication request
within the timeout interval, the switch
retransmits the authentication request to the
authentication server.

Quiet Period Indicates the value of the quiet timer. If a user
fails to pass 802.1x authentication, the
authentication device waits until the quiet
timer expires and re-initiates authentication
requests. During the quiet period, the
authentication device does not process
authentication requests from the user.

Step 2 Set the parameters.
Step 3 Click Apply to complete the configuration.

——-End

9.4.2 802.1X Interface Settings

You can query, set, and delete 802.1x parameters of an interface.

Context

You can configure 802.1x authentication to authenticate and control access devices connected
to an interface of a LAN access control device.

A CAUTION

If 802.1x authentication is enabled on an interface, MAC address authentication or direct
authentication cannot be enabled on the interface. If MAC address authentication or direct
authentication is enabled on an interface, 802.1x authentication cannot be enabled on the
interface.
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Procedure

®  Query information about 802.1x parameters on an interface.

1.  Choose Security > 802.1X > 802.1X Interface Settings in the navigation tree to open
the 802.1X Interface Settings page.

2. Set the search criteria.
3. Click Query to display all matching records.
® Set 802.1x parameters on an interface.

1. Choose Security > 802.1X > 802.1X Interface Settings in the navigation tree to open
the 802.1X Interface Settings page.

2. Select a record and click Configure. The Configure 802.1X Interface Parameters
page is displayed, as shown in Figure 9-21.

Figure 9-21 Configure 802.1X Interface Parameters

Interface MNarne: GigabitEthernet0/0/9 |=]

=
Enahle 802.1x; " Enahle * Disable {Default: Disable)
Control Mode: [ Auto | pefautt Autoy
Control Method: [ mac x| oefautt mac
Max Mumber Of Lsers: TEE (1~246, Default 256)
802 1% Re-Authentication : € Enahle {* Disahle (Default: Disable)
[ GuestvLaN D

0]78 Cancel

Table 9-13 describes the parameters on the Configure 802.1X Interface
Parameters page.

Table 9-13 Configure 802.1X Interface Parameters

Parameter Description

Interface Name Indicates the name of an interface. The
interface name cannot be modified. You
can select multiple interfaces each time.

NOTE
If only one interface is selected, the
configuration of the interface is displayed on
the Configure 802.1X Interface
Parameters page. If multiple interfaces are
selected, the default settings of the interfaces
are displayed.
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Parameter

Description

Enable 802.1X

Indicates whether to enable 802.1x
authentication. The options are Enable
and Disable. By default, the value is
Disable.
NOTE

The 802.1x configuration takes effect only

after 802.1x authentication is enabled
globally and on an interface.

Control Mode

Indicates the access control mode of an
interface. The options are as follows:

® Auto
® Authorized-force
® Unauthorized-force

By default, the value is Auto.

Control Method

Indicates the access control mode of an
interface:

® MAC

® Interface

By default, the MAC address-based
access control method is used.
NOTE

® [f the value is Interface, only one user
can access the interface.

® [fthe value is MAC, a guest VLAN can
be configured but takes no effect.

Max Number Of Users

Indicates the maximum number of
access users on the specified interface.
If no interface is specified, all interfaces
support the same number of access
users.

802.1X Re-Authentication

Indicates whether to enable 802.1x re-
authentication. The options are Enable
and Disable. By default, the value is
disabled.

Guest VLAN ID

Indicates the ID of a guest VLAN. To
configure a guest VLAN, select the
check box before Guest VLAN ID and
enter a VLAN ID.

NOTE
Only one guest VLAN can be configured on
the interface.

3. Set parameters.
4. Click OK.
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®  (Clear the configuration of 802.1x parameters on an interface.

1. Choose Security > 802.1X > 802.1X Interface Settings in the navigation tree to open
the 802.1X Interface Settings page.

2. Selectarecord and click Clear Configuration. The system asks you whether to delete
the record.

3. Click OK.
—End

9.5 MAC Authen

You can configure MAC address authentication globally or on an interface. The S2700SI or
S2700EI series switches do not support the function.

You can configure the following authentication methods for MAC address authentication on the
switch:

® Remote Authentication Dial-In User Service (RADIUS) authentication

® L ocal authentication

9.5.1 Global Configuration

The configuration of MAC address authentication takes effect on each interface only after global
MAC address authentication is enabled.

Context

MAC address authentication can be configured on an interface before global MAC address
authentication is configured, but does not take effect on the interface. After global MAC address
authentication is enabled, MAC address authentication enabled on an interface takes effect
immediately.

(1 noTE

MAC address authentication and 802.1x authentication cannot be enabled on the same interface.

Procedure

Step1 Choose Security > MAC Authen > Global Configuration in the navigation tree to open the
Global Configuration page, as shown in Figure 9-22.
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Figure 9-22 Global Configuration

o Your Position: : Security == MAC Authen] Global Configuration ]

EE TN O (l MAC Authentication on Interface

Global MAC Authentication & Enable © Disable (Default Disakle)

Domain: [ defautt =]

User Mame Farmat: © MAC ™ Fixed user name

|with0ut—h\,rphen j

User Marme: admin
Fassword: admin
Offline Detect Timer: 7200
Quiet Timer: 3600

Serer Timeaut Timer: 1320

Re-authentication Interval: 2500

Apply

(1~B4 chars)

{1~16 chars)

{30~T200, Unit: Sec, Default 300}
{10~3600, Unit: Sec, Default 60)
{1~120, Unit: Sec, Default 300
{E0~3600, Unit: Sec, Default 60)

Table 9-14 describes the parameters on the Global Configuration page.

Table 9-14 Global Configuration

Parameter

Description

Global MAC Authentication

Indicates whether to enable global MAC
address authentication. Authentication
parameters can be set before global MAC
address authentication is enabled, but take no
effect. After global MAC address
authentication is enabled, the authentication
parameters of each interface take effect
immediately.

The options are Enable and Disable. By
default, the value is Disable.

Domain

Indicates the domain for MAC address
authentication.

User Name Format

Indicates the user name format. The options
are as follows:

® MAC

® Fixed user name
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Parameter

Description

MAC

Indicates the format of MAC addresses. The
parameter is valid when MAC addresses of
users are used as user names. The options are
as follows:

® with-hyphen
® without-hyphen
By default, the value is without-hyphen.

User Name

Indicates the user name. The value is valid
when the fixed user name is used for MAC
address authentication.

Fixed user name: All users use the user names
and passwords pre-configured on a switch;
therefore, whether users can pass
authentication depends on correctness of the
user names and passwords and the maximum
number of users allowed to use the user name.

Password

Indicates the password of the user. The value
is valid when the fixed user name is used for
MAC address authentication.

Set the value of this parameter according to
the user name format.

Offline Detect Timer

Indicates the value of the offline-detect timer,
that is, the interval for the switch to detect
whether a user is offline. When detecting that
a user goes offline, the switch immediately
instructs the RADIUS server to stop charging
the user.

Quiet Timer

Indicates the value of the quiet timer. If a user
fails to pass MAC address authentication, the
switch waits for a period set by the quiet
timer. Then the switch processes
authentication requests from the user. During
the quiet period, the switch does not process
authentication requests from the user.

Server Timeout Timer

Indicates the timeout interval for the response
from the RADIUS server. During MAC
address authentication, if the connection
between the switch and the RADIUS server
expires, the switch forbids the user to access
the Internet through the connected interface.
In this case, the user can connect to another
interface of the switch for re-authentication.
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Parameter Description

Re-authentication Interval Indicates the re-authentication interval. After
a user passes MAC address authentication,
the switch sends an re-authentication request
to the authentication server after a period. The
re-authentication interval is controlled by the
re-authentication timer.

Step 2 Set the parameters.
Step 3 Click Apply to complete the configuration.

—--End

9.5.2 MAC Authentication on Interface

You can query, set, and delete MAC address authentication parameters on an interface.

Context
MAC address authentication can be configured on an interface before global MAC address
authentication is configured, but does not take effect on the interface. After global MAC address
authentication is enabled, MAC address authentication configured on an interface takes effect
immediately.
(O noTE
MAC address authentication and 802.1x authentication cannot be configured on the same interface.
Procedure
®  Query the configuration of MAC address authentication on an interface.
1. Choose Security > MAC Authen > MAC Authentication on Interface in the
navigation tree to open the MAC Authentication on Interface page.
2. Set the search criteria.
3. Click Query to display all matching records.
®  Configure Interface
1.  Choose Security > MAC Authen > MAC Authentication on Interface in the
navigation tree to open the MAC Authentication on Interface page.
2. Select a record and click Configure. The Configure Interface page is displayed, as
shown in Figure 9-23.
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Figure 9-23 Configure Interface

Interface Marne: GigabitEthernet0/0/9 =]

[ |

MAC Authentication: ' Enable ' Disable (Default: Disable)

[ GuestvLaN:

Max of Access Users 256

{1~256)

Ok Cancel

Table 9-15 describes the parameters on the Configure Interface page.

Table 9-15 Configure Interface

Parameter

Description

Interface Name

Indicates the name of an interface. The
interface name cannot be modified. You
can select multiple interfaces each time.

NOTE
If only one interface is selected, the
configuration of the interface is displayed on
the Configure Interface page. If multiple
interfaces are selected, the default settings of
the interfaces are displayed.

MAC Authentication Indicates whether to enable MAC
address authentication. The options are
Enable and Disable. By default, the
value is Disable.

Guest VLAN Indicates the ID of a guest VLAN. To

configure a guest VLAN, select the
check box before Guest VLAN ID and
enter a VLAN ID.

Max of Access Users

Indicates the maximum number of
access users on the specified interface
enabled with MAC address
authentication. If no interface is
specified, all interfaces can connect to
access users of the same number.

3. Set parameters.
4. Click OK.

®  (lear the configuration of MAC address authentication parameters on an interface.
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1. Choose Security > MAC Authen > MAC Authentication on Interface in the
navigation tree to open the MAC Authentication on Interface page.
2. Select a record that you want to clear and click Clear Configuration.
() noTE
® To select a record, click the check box of the record.
® To delete records in batches, click the check boxes of the records.
3. Click OK.
---—-End
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Tools

About This Chapter

This document describes the commands for maintaining and diagnosing the switch, that is, ping,
tracert, and VCT.

10.1 Ping
The ping command is used to check network connectivity and host reachability.

10.2 Tracert

You can use the tracert command to test the gateways that packets pass through from the source
host to the destination host. The tracert command is used to check network connectivity and
locate network faults.

10.3 VCT
The VCT function controls the hardware interfaces and displays the cable status on the GUI so
that you can conveniently and quickly locate faults and check lengths of cables.
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10.1 Ping

The ping command is used to check network connectivity and host reachability.

Context

The ping command is used to check network connectivity and host reachability.

Procedure

Step1 Choose Tools > Ping in the navigation tree to open the Ping page.

Step 2 Enter the IP address in the ping text box and click Start. The network connection information
is displayed, as shown in Figure 10-1.

Figure 10-1 Ping

Your Position: Tools == Ping

Command

Ping: 192 168 . 20 120 Start

Result

PING 192.16383.20.120: 56 data bytes
Feply frowm 19Z.165.20.120: bytez=56
Feply frowm 19Z.165.20.120: bytez=56
Feply frowm 19Z.165.20.120: bytez=56
Feply frowm 19Z.165.20.120: bytez=56
Feply frowm 19Z.165.20.120: bytez=56

--=- 18Z,165.20.120 ping statistics ---

5 packet(s) tCransmitted
5 packet(s) received
0.00% packet loss
round-trip nmin/avg/max = 17171 ns

1 noTE

Gequence=1
Sequence=2
Sequence=3
Sequence=4
Gequence=5

tLtl=128
tLtl=128
tLtl=128
tLtl=128
tLtl=128

Cime=1
Cime=1
Cime=1
Cime=1
Cime=1

wns
wns
wns
wns
wns

If no response packets are received within the timeout interval, the following information is displayed:
Request time out

The preceding information shows that a link is faulty.

—End
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10.2 Tracert

You can use the tracert command to test the gateways that packets pass through from the source
host to the destination host. The tracert command is used to check network connectivity and
locate network faults.

Context

The Tracert command, also called Trace Route helps you check the IP addresses and the

number of gateways between the source and the destination. Tracert is used to check network
connectivity and locate network faults.

Procedure

Step1 Choose Tools > Tracert in the navigation tree to open the Trace Route page.

Step 2 Enter the IP address in the tracert text box and click Start. The Layer 3 devices where packets
pass through between the source host and the destination host are displayed, as shown in Figure

10-2.

Figure 10-2 Trace Route

Your Position: Tools == Tracert

Command

Tracert: 192 168 . 20 120 | Start
Result

tLraceroute to
length:

1

00 =1 T o s QO [

11
1z
13
14
15
16
17
13d

k3

o= s s s @ o# % 4 # o= =% o % o =

EEE B R R B B R T B B

P T T S S S S

192.1668.20.120(192.168.20.120), max hops:

| v
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10.3 VCT

(1 noTE

® The output of the tracert command includes IP addresses of all the gateways through which the packet
reaches the destination. If one gateway sends back a packet indicating TTL timeout, * is displayed.

® The tracert test may takes a long time.

—End

The VCT function controls the hardware interfaces and displays the cable status on the GUI so
that you can conveniently and quickly locate faults and check lengths of cables.

Context
The VCT function helps to detect the type of a network cable fault and locate the faulty point.
In this manner, network cable faults can be conveniently located.
Procedure
Step1 Choose Tools > VCT in the navigation tree to open the VCT page.
Step 2 Select an interface. You can select only one interface each time.
Step 3 Click Start.
A CAUTION
The system displays a message requesting you to confirm the operation.
Step 4 Click OK. The returned information is displayed, as shown in Figure 10-3.
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Figure 10-3 VCT
o Your Position: Tools == VCT
— Select Interface
Slot0
150 3 [ [
COCEIEEEAGE G
ElUnseIected -Selected -Fixed EElectricalmOptical
Result
[—
Get data wvia RPC fail.
[ -
-—End
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