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‘Statc routes

load

1PV routes

balancing, and configuration of static
routes on a private newwork

RIPVINZ, RIPhG

0sPRi2, 0SPRG

Types of protocol nterfaces; point-to-
point, broadcast, NBMA, pointto-
muipoint

St area and NSSA area.

SIS, ISISv6

Types of newwork inerfaces: supports
P2P networks and broadcast netvorks.
NBMA networks are not supported and

networks are simulated as P2P
networks.

XDSL interfaces: 1S-1S is not supported
in PPROAIPOA lnks.

Load bar

Configuration of the tree-vay
handshake negotiation mode:

Packet authentiation:
simple plain-ext authentication mode,
HMAC MDS authentication mode and
keychain authenication mode

1Pv4 mul-instance

1GP-BGP association and IGP-LDP
association

BGP4

BGPA+

MP-BGP

PR

Smart Policy Route

Multicast

MBGP.

1GMPVINZAE

1GMP Proxy

P

PIM-OM

PIM-SM

PIM-SSM.

MSDP.
1GMP-

1GMP-Snooping VINZAG

[

1GMP-snooping VIAZAG

MPLS

MPLS Stack

MPLS onthe
public network

Assignment of consectiive labels and
assignmen of specified abels

Supporting dynamic assignment of LDP
LSP labels, BGP LSP labels, and L3
VPN LSP labeks

Dynamic assignment of RSVP LSP
labels of L2VPN LSP labels or VPLS.
LSP labels are not supported.

Static LSP

support L3 VPN

MPLS QoS

Mapping in DiffServ mode on L3 VPNs
(Supporting E-LSP, not supporting L-
Lsp)

1Pva LDP

LOPFRR

Supporting manual LDP FRR and LOP
o FRR

Laven

MPLSBGP.
N

Hub-Spoke VPN
HovPN
L3 VPN users accessing the Inernet
Mutual access between ocal VPN
Inter-area option A, B, C.

oa
Fitering polcy for VPN importexport

MCE

VPN FRR

Supporting manual VPN FRR and VPN
FRR

L2ven

Supporting local CCC, SVC VL,
Martini VL, and iner-domain Martin

PWES

Supporting the single-hop PW and ping
and racert detection modes

MPLS TE

MPLS TE base.

MPLS TE
relabiity

Security

Fireval

advanced ACL, and time range ACLS.

ASPF detection protocols:
TCPIUDPICMPIFTPIHTTPISIPRTSP

Java blocking

iveX block:

1P fragment packet detection

ACL based PAM

Attack defense.

Defense against ICMIP redrection
packets, ICMP unreachable packets.

attacks, WinNuke atiacks, IP-fragment
attacks, teardop attacks, ping of death
attacks, oversized ICMP packet
attacks, malformed TCP packet
attacks, and flood attacks.

Limit on global connections (TCP,
ICMP, UDP, fragment, and halt
comections), interzone connections,

Static backist and static whitefist
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| Attack logs.

Saving ogs

Loa format

Blackistoas

Traffc alarm and alarm clearance logs

Active/Standoy
mechanism

Supporting HSE service configuration
and status maintenance

Supporting HSB group configuration
and status maintenance

Recording logs when HSB channel
discomnection occurs

Active/Standby
freval

Supporting freval service information
synchronization

iPs

URL fiterina

8021x
authenication

IEEE 802.1x 2004

Interface/MAC address-based 802.1x
autentication

EAPoL terminationfelay authenication

Guest VLAN and restrict VLAN

VLAN and ACL information delivered by
the RADIUS server

EAP-MDS authenication and MAC
address bypass authenication

MAC address.
authenication

User-based MAC address

web
authentcation

Portal 2.0 and local Portal

User access
management

‘Supporting User group based

Supporting user group bandwidih,
AN, and user priorit authorization

Supporting ACL, VLAN, UCL
authorization by the RADIUS server

‘Supporting the MIB function of user
oroups

Attack og

suppression

Inerface-based broadcast traffic

suppression, and unknown uicast
raffc suppression

ARP secuity

|ARP packet
suppression

ARP packet suppression based on
source IP addresses, gobal ARP
packet suppression, and ARP packet
suppression based on interfaces

P Miss packet suppression based
on saurce IP addresses and gol
|ARP Miss packet suppression

ARP packet rate it based on the
Super VLAN

Limit on dynamic ARP entries

Strct ARP learring

| ARP spoofing

Sending gratuious ARP packets

ARP anti-spoofing mode: fixedmac,
fixed-all,and send-ack.

ARP gateway anti-colision

P securty

ICMP atack.
defense

Global ICMP packet suppression,
Iterface-based ICMP packet
suppression

URPF

1PSG

DHCP.
snooping

Supporting global,interface-based, and
VLAN-based DHCP snooping.
Supporting dynamic and static DHCP
snooping bincing tables.

DHCPVG
Snooping

Supporting DHCP snooping gobaly, on
an nterface, and ina VLAN, and
supporting dynamic and staiic DHCP
snooping binding tables.

CPU-defend

Blackist

Attack source
racing

Supporting none authenication, local
authentication, RADIUS authertication,
HWTACACS authentication,

EAP.

termination authentication, and EAP
relay authentication

 Authorization

Supporting none authorization,local
authorization, HWTACACS
authorization, and authorization after
successful RADIUS authentication.
One or more authorization modes can
be used together

Accouning

‘Supporting none accounting, RADIUS
accounting, and HWTACACS

Command e
authorization

Supporting command fne authorization
for management users, command fine
authorization using the HWTACACS
server, and command ine authorization
inlocal mode

RADIUS

HWTACACS

ven
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