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SAE Card Usage Guide

About This Document

About This Document

Intended Audience

This document provides the overview, application, installation and configuration of the SAE

board.

This document is intended for:

® Data configuration engineers

Commissioning engineers

[ ]
® Network monitoring engineers
[ ]

System maintenance engineers

Symbol Conventions

The symbols that may be found in this document are defined as follows.

Symbol

Description

A DANGER

Indicates a hazard with a high level of risk, which if not
avoided, will result in death or serious injury.

A WARNING

Indicates a hazard with a medium or low level of risk, which
if not avoided, could result in minor or moderate injury.

A CAUTION

Indicates a potentially hazardous situation, which if not
avoided, could result in equipment damage, data loss,
performance degradation, or unexpected results.

= TIP

Indicates a tip that may help you solve a problem or save
time.

@ NOTE

Provides additional information to emphasize or supplement
important points of the main text.
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About This Document

Command Conventions

The command conventions that may be found in this document are defined as follows.

Convention

Description

Boldface

The keywords of a command line are in boldface.

Italic

Command arguments are in italics.

[]

Items (keywords or arguments) in brackets [ ] are optional.

(xlyl..}

Optional items are grouped in braces and separated by vertical
bars. One item is selected.

[x[y]..]

Optional items are grouped in brackets and separated by vertical
bars. One item is selected or no item is selected.

{x|ylo}’

Optional items are grouped in braces and separated by vertical
bars. A minimum of one item or a maximum of all items can be
selected.

[xlyl..T

Optional items are grouped in brackets and separated by vertical
bars. Several items or no item can be selected.

&<1-n>

The parameter before the & sign can be repeated 1 to n times.

#

A line starting with the # sign is comments.

Interface Numbering Conventions

Interface numbers used in this manual are examples. In device configuration, use the existing
interface numbers on devices.

Change History

Updates between document issues are cumulative. Therefore, the latest document version
contains all updates made to previous versions.

SCHERRZR 02 (2012-08-30)

Based on issue 01 (2012-07-10), the document is updated as follows:

The following information is modified:

® 5 Installing the Operating System on the SAE Board
6.1 Installing the Chipset Driver

[ ]
® 6.2 Installing the Display Adapter Driver
® 6.3 Installing the Network Adapter Driver
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® 2.3 Technical Specifications
The following information is added:

® 5.1 Operating Systems Supported by SAE Cards

Changes in Issue 01 (2012-07-10)

Initial commercial release.
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1 Overview

This section describes operating systems and application scenarios of the Service Accelerated
Engine (SAE) board.

The SAE board is an open service platform where the Linux, Windows Server, or VMware
operating system can be installed for users to configure and deploy services. The SAE board can
be used in scenarios, such as enterprise application software, antivirus gateway, WAN
optimization, and VPN encryption.

The SAE board meets the following new service requirements:

® Encryption: data encrypted transmission, special protocol processing, and customized
network monitoring capability

®  Security: Intrusion Prevention System (IPS), Intrusion Detection Systems (IDS), and
uniform resource locator (URL) filtering

® Voice: Unified Communication (UC) server
® Data: WAN optimization

Issue 02 (2012-08-30) Huawei Proprietary and Confidential 1
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2 SAE Description

SAE Description

About This Chapter

This section describes SAE functions, applications, panels, indicators, interfaces, and technical

specifications.

Table 2-1 shows the two models of SAE boards.

Table 2-1 SAE board models

Board Slot
SAE220 (WSIC) WSIC
SAES550 (XSIC) XSIC
2.1 Functions and Applications
2.2 Panels and Interfaces
2.3 Technical Specifications
Issue 02 (2012-08-30) Huawei Proprietary and Confidential 2
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2.1 Functions and Applications

Functions

Applications

The SAE220 or SAES50 provides two external Gigabit Ethernet (GE) interfaces for data
transmission and one internal GE interface to connect to the main control board.

(1 NnoTE
The internal GE interface number on device is named according to the slot number of the SAE board. If
the SAE board is installed in slot 6, the internal GE interface number is GE6/0/0.

When the SAE board is used, four local area connections are displayed. Two of them are internal GE
interfaces, but only one internal GE interface is available. If two main control boards are available in
redundancy mode, the two internal GE interfaces are connected to main control boards.

The SAE220 can be inserted into a WSIC slot of the AR1200, AR2220, AR2240, or AR3260.
On the AR1200, two SIC slots are combined into one WSIC slot.

The SAE550 can be inserted into an XSIC slot of the AR2220, AR2240, or AR3260. On the
AR2220, two WSIC slots are combined into one XSIC slot.

2.2 Panels and Interfaces

Figure 2-1 shows the SAE220 panel.

Figure 2-1 SAE220 panel
1 23 4 5

Figure 2-2 shows the SAE550 panel.

Issue 02 (2012-08-30) Huawei Proprietary and Confidential 3
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Figure 2-2 SAE550 panel

Indicators on the Panel

23
@ HDD1 || 1 1
@ @ HDDo| S i 3
o [ CONSOIE| . =
a b c d e

Table 2-2 lists the indicators on the SAE220 or SAE550 panel.

Table 2-2 Indicators on the SAE220 or SAE550 panel

Number
in Figure
2-1 and
Figure 2-2

Indicator Color

Description

1

STAT Green

If the indicator is steady green, the
operating system is starting.

Orange

If the indicator is steady orange, the
BIOS runs normally.

Red

If the indicator is steady red, a fault
that affects services has occurred and
cannot be rectified automatically. The
fault needs manual rectification.

Off

If the indicator is off, the board is
powered off or is being reset.

HDDO QGreen

If the indicator is blinking, the system
is accessing the flash memory.

If the indicator is off, the system does
not start or access the flash memory.

HDD1 Green

If the indicator is blinking, the system
is accessing the hard disk.

If the indicator is off, the system does
not start or access the hard disk.

4 and 5

GE interface Green

indicators:

If the indicator is steady on, a link has
been established.

If the indicator is off, no link is
established.

Issue 02 (2012-08-30)
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Number Indicator Color Description
in Figure
2-1 and
Figure 2-2
® The LINK Yellow If the indicator is blinking, the
indicator is in interface is transmitting or receiving
green. data.
® The ACT If the indicator is off, no data is being
indicatoris in transmitted or received.
yellow.
Interfaces

Table 2-3 lists the interfaces on the SAE220 or SAE550.

Table 2-3 Interfaces on the SAE220 or SAE550

Lette | Name Qu | Description Cable Type
rin ant
Figu ity
re
2-1
and
Figu
re2-2
a Power 1 Used to power on or off the operating system. | -
on/off ® Hold down the button to forcibly power
button off the operating system.
® Press the button to power on or off the
operating system.
NOTE
Press the power button to shut down the operating
system before powering off or remove the SAE
board.
b Console | 1 Used to connect to the console to implement | Console Cable
interface on-site system configuration.
C USB 2 Used to connect to a mouse, keyboard, flash | USB2.0,
port memory, or USB drive. compatible with
USB1.0 and
USBI.1
d VGA 1 Used to connect to a computer monitor. VGA cables
interface

Issue 02 (2012-08-30)
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Lette | Name Qu | Description Cable Type
rin ant
Figu ity
re
2-1
and
Figu
re2-2
e 1000BA | 2 Provides two GE electrical interfaces to Network Cable

SE-T transmit and receive GE services.
electrical
interface

Interface Attributes

Table 2-4 Attributes of the console interface

Item Description

Connector type RJ45

Standards compliance RS232

Operating mode Full duplex Universal Asynchronous Receiver/
Transmitter (UART)

Data equipment type Data Circuit-terminating Equipment (DCE)

Table 2-5 Attributes of the USB-A interface

Item Description

Connector type USB-A

Standards compliance USB?2.0, compatible with USB1.0 and USB1.1
Operating mode Host

Table 2-6 Attributes of 1000BASE-T electrical interfaces

Item Description
Connector type RJ45
Issue 02 (2012-08-30) Huawei Proprietary and Confidential 6
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Item Description
Interface attribute MDI/MDIX
NOTE

(MDIs).

® The interfaces of most network cards are medium dependent interfaces

® MDIX interfaces are usually used on hubs or LAN switches.

Standards

compliance

IEEES02.3, IEEE802.3u, IEEE802.3ab

Frame format

Ethernet II, Ethernet SAP, or Ethernet SNAP

protocol

Network layer 1P

2.3 Technical Specifications

Table 2-7 lists the SAE technical specifications.

Table 2-7 Technical specifications of SAE Cards

Item SAE220 SAE550
Processo | Dual-core, 1.1 GHz Dual-core, 2.4 GHz
r
Memory | 2 GB 2GB
Flash 4 GB 4GB
Memory
Hard 500 GB 500 GB
disk
Ethernet | Two GE ports Two GE ports
port
USB port | Two USB ports Two USB ports
Physical | ® Dimensions (Dx W x H): 223.5mm | ® Dimensions (D x W x H): 223.5 mm
specifica x 201 mm % 19.82 mm x 201 mm % 40.14 mm
tions ® Operating temperature: 0°C to 40°C | ® Operating temperature: 0°C to 40°C
® Relative humidity: 5% RH to 90% | ® Relative humidity: 5% RH to 90%
RH (non-condensing) RH (non-condensing)
® Weight: 2.0 kg ® Weight: 3.4 kg
Maximu | 23.2 W 48 W
m power
consump
tion
Issue 02 (2012-08-30) Huawei Proprietary and Confidential 7
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Installing the SAE Board

This section describes how to install the SAE board.

Preparations
1. Remove the filler panel of the slot where the SAE board will be installed.
2. Wear an ESD wrist strap or ESD gloves.
(0 noTE
Insert a board smoothly along the guide rails in the slot.
Do not touch the components on the board to avoid damage to the board.
Installing the SAE220
(I note
Two SIC slots can be combined into one WSIC slot by removing the guide rail.
1. Insert the SAE220 into the WSIC slot.
Issue 02 (2012-08-30) Huawei Proprietary and Confidential 8
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Figure 3-1 Insert the SAE220

Spring

2. Squeeze inward ejector levers on two sides of the SAE220 until the spring on the board
comes into close contact with the device.

Figure 3-2 Squeeze ejector levers

3. Turn the Phillips screwdriver to tighten the captive screws.
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Figure 3-3 Fix the board

Installing the SAE550
(1 note

Two WSIC slots can be combined into one XSIC slot by removing the guide rail.

1. Insert the SAE550 into the XSIC slot.

Figure 3-4 Insert the SAES50

Spring

Issue 02 (2012-08-30) Huawei Proprietary and Confidential 10
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2. Squeeze inward ejector levers on two sides of the SAES50 until the spring on the board
comes into close contact with the device.

Figure 3-5 Squeeze ejector levers

g y

3. Turn the Phillips screwdriver to tighten the captive screws.

Figure 3-6 Fix the board

Issue 02 (2012-08-30) Huawei Proprietary and Confidential 11
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Connecting the SAE Board

This section describes how to connect the SAE board to the network.

1 NoTE

SAE220 and SAES50 have the same interfaces. The following takes the SAE220 board as example.

Figure 4-1 Connection diagram of the SAE220 board interfaces

@, o [ leGIe|l ||

1: Console cable

® The 8-pin RJ45 connector is inserted into the Console port (CON/AUX port) of the SAE
board.

® The DB9 male connector is connected to a maintenance terminal, such as a computer.

2: USB port cable, used to connect to a mouse, keyboard, flash memory, or USB drive.

3: VGA interface cable, used to connect to a computer monitor. The cable connectors are both
DB15 male connectors.

Issue 02 (2012-08-30) Huawei Proprietary and Confidential 12
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4: GE interface cable, used to connect to the network. The cable connectors are RJ45
connectors.

Issue 02 (2012-08-30) Huawei Proprietary and Confidential 13
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Installing the Operating System on the SAE
Board

About This Chapter

This section describes the operating systems supported by the Service Accelerated Engine (SAE)
cards and Basic Input/Output System (BIOS) settings before the SAE card is installed.

5.1 Operating Systems Supported by SAE Cards
This section describes the operating systems supported by SAE cards.

5.2 Installing the Operating System Using a USB Storage Device
This section describes how to set the boot priority in the BIOS system and install the operating
system using a USB storage device.

5.3 Installing the SAE Board Through a Network Server
This section describes how to set the boot priority in the BIOS system and install the operating
system through the preboot execution environment (PXE) server.

Issue 02 (2012-08-30) Huawei Proprietary and Confidential 14
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5.1 Operating Systems Supported by SAE Cards

This section describes the operating systems supported by SAE cards.

SAE cards support the following operating systems:
Windows Server 2008 R1 32bit
Windows Server 2008 R2 64bit
Windows Xp 32bit

Windows 7 32bit

Windows Vista Enterprise SP1
Red Hat Enterprise 6.1

SUSE Enterprise 11 SP1
Fedora core 15

Ubuntu 12.04

VMware ESXi 5.0

(1 noTE

You can use operating systems of the offered version or later version.

5.2 Installing the Operating System Using a USB Storage
Device

This section describes how to set the boot priority in the BIOS system and install the operating
system using a USB storage device.

Context
A USB storage device can be a flash drive, a disk drive, or a mobile hard disk that supports USB

ports and stores the operating system installation program.

Procedure

Step1 Connect a USB mouse, keyboard, and storage device to a USB port on the SAE board, and
connect a monitor to the VGA interface through a VGA cable.

(1 noTE

The SAE board provides two USB2.0 ports. You can use a USB hub to obtain more USB ports.

Step 2 Power on the SAE board. Press DEL or F2 to enter the BIOS menu when the message "Press
<DEL> or <F2> to enter setup" is displayed.

Step 3 Press the arrow keys to choose the Boot menu, as shown in Figure 5-1.

Issue 02 (2012-08-30) Huawei Proprietary and Confidential 15
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Figure 5-1 Boot menu

Setup Prompt Timeout

Step 4 Choose 1st Boot, press Enter, and choose USB:SanDisk, as shown in Figure 5-2.

Issue 02 (2012-08-30) Huawei Proprietary and Confidential 16
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Figure 5-2 Setting the USB storage device as the first boot device

Copyright (C) 2010 American Megatrends,

63PUZYC
k:IBA GE Slot 0100 v1376

UEFI:Built-in EFI Shell

1st Boot

= TIP

After entering the BIOS menu, you can press F3 to read default settings. The default first boot option is
USB:SanDisk.

Step 5 If multiple USB storage devices are connected, set 1st Boot in USB Drive BBS Priorities to
the storage device you want to use, as shown in Figure 5-3. If only one USB storage device is
connected, skip this step.

Issue 02 (2012-08-30) Huawei Proprietary and Confidential 17
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Figure 5-3 Adjusting the boot priority of multiple USB storage devices

1st Boot [PIONEER DVD-ROM DV...]

Step 6 Press F4 to save configurations and exit.

Step 7 Reboot the SAE board.
The board starts from the preset USB storage device and the operating system installation page
is displayed.

Step 8 Install the operating system as prompted.
(O noTE

Ensure that the operating system installation program is stored in the USB storage device.

To install Windows XP or Linux with kernel version earlier than 2.6.19, change the SATA mode to IDE.
By default, the SATA mode is AHCI.

To change the SATA mode to IDE, enter the BIOS menu, choose Advanced, and set SATA Mode
Selection to IDE.

—End

5.3 Installing the SAE Board Through a Network Server

This section describes how to set the boot priority in the BIOS system and install the operating
system through the preboot execution environment (PXE) server.

Issue 02 (2012-08-30) Huawei Proprietary and Confidential 18
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Context

After the boot priority in the BIOS system is set to the network, the SAE board automatically
connects to the PXE server after startup, which enables you to install the operating system over
the network.

Procedure

Step1 Connect a USB mouse, keyboard, and monitor to the SAE board, and connect a network cable
to interface GEO or GE1.

(1 noTE

The SAE board provides two USB2.0 ports. You can use a USB hub to obtain more USB ports.
Ensure that the SAE board is properly connected to the PXE server over the network.

Step 2 Power on the SAE board. Press DEL or F2 to enter the BIOS menu when the message "Press
<DEL> or <F2> to enter setup" is displayed.

Step 3 Press the arrow keys to choose the Chipset menu, as shown in Figure 5-4.

Figure 5-4 Chipset menu

Aptio Setup Utility

P System Agent (SA) Configuration

Step 4 Choose PCH-IO Configuration, and set LAN1 Option-ROM or LAN2 Option-ROM to
Enabled, as shown in Figure 5-5.
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Figure 5-5 Enabling the PXE ROM function for a GE interface

LAN1 Dption-ROM [Disabled]

LAN1 Option=ROM

(1 noTE

Parameter LAN1 Option-ROM corresponds to interface GEO, and parameter LAN2 Option-ROM
corresponds to interface GE1.

Step 5 Press Esc to return to the BIOS main menu. Choose the Boot menu and set 1st Boot to the
network device that the SAE board is connected to, as shown in Figure 5-6.

Issue 02 (2012-08-30) Huawei Proprietary and Confidential 20
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Figure 5-6 Set the network device as the first boot device

Amer ican Megatrends,

Disk: WDC WDSOOOBUCT-63P
anDisk
etwork: IBA GE Slot 0100

UEFI:Built-in EFI Shell

Step 6 Press F4 to save configurations and exit.

Step 7 Reboot the SAE board.

The board starts from the preset network device and connects to the PXE server.

Step 8 Install the operating system as prompted.

(1) noTE

Ensure that the operating system installation program is stored in the PXE server.

—End
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Installing the SAE Drivers

About This Chapter

This section describes how to install the chipset, display adapter, and network adapter drivers
for the SAE board.

6.1 Installing the Chipset Driver
This section describes how to install the chipset driver for the SAE board.

6.2 Installing the Display Adapter Driver
This section describes how to install the display adapter driver.

6.3 Installing the Network Adapter Driver
This section describes how to install the network adapter driver.
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6 Installing the SAE Drivers

6.1 Installing the Chipset Driver

This section describes how to install the chipset driver for the SAE board.

Context

The chipset driver is delivered with the SAE board in a CD-ROM.

The chipset driver is automatically installed when any of the following operating system is
installed:

VMware ESXi 5.0

Red Hat Enterprise Linux
SUSE Enterprise 11 SP1
Fedora core 15

Ubuntu Linux 12.04

The following describes how to install the chipset driver on the SAE board that runs Windows
Server 2008 R2.

Procedure

Step1 Power on the SAE board and enter the Windows Server 2008 R2 operating system. Insert the
driver installation CD-ROM into the USB disk drive and connect the disk drive to the SAE
board.

Step 2 Open the CD-ROM directory in the computer, double-click the chipset driver, and click Next.

Figure 6-1 Running the chipset driver

i
| ——

e

Intel® Chipset Device Software.. i'ntel'

Welcome to the Setup Program

This setup program will install the Intel® Chipset Device Software onto this computer, Itis
strongly recommended that you exit all programs before continuing.

= Back i Mext >

Inteli® Inskallation Framewark,
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Step 3 Click Yes to accept the license agreement.

Figure 6-2 Accepting the license agreement

Intel® Chipset Device Software
P

Intel® Chipset Device Software i' tel.

License Agreement

You must accept all of the terms of the license agreement in order to continue the setup
program. Do you accept the terms?

INTEL SOFTWARE LICEMSE AGREEMENT (QEM / IHV [ ISV Distribution & Single User) ﬂ

IMPORTANT - READ BEFORE COPYIMG, INSTALLIMNG OR. LISIMG.

Do not use or load this software and any assodated materials {collectively, the "Software™)
until you have carefully read the following terms and conditions. By loading or using the
Software, you agree to the terms of this Agreement. If you do not wish to 50 agree, do not
install or use the Software.

Flease Also Note:
* If you are an Original Equipment Manufacturer {OEM), Independent Hardware Vendor
(IHV), or Independent Software Vendor (ISV), this complete LICENSE AGREEMENT applies;

[

Inkeli® Inskallation Framewark,

Step 4 Click Next to start chipset driver installation.
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Figure 6-3 Installing the chipset driver

i

E——— i

Intel® Chipset Device Software

Readme File Information

Refer to the Readme file below to view the system requirements and installation information.
Press the Page Down key to view the rest of the file.

R R R R R R R R R R R R R R R R R R R R R R R R R R RY R R R R R R R RRT R RRT R RRT R RR R ROR R R R R Al

*  Product: Intel (R} Chipset Device Software

* Release: Production Version

* Version: 9.2.0.1030

# Target Products: Intel(R) & Series/C200 Series Chipse
* Znd generation Intel (R) Core(TM) pro
¥ Date: April 15 2011

"

R R R R R R R R R R R R R R R R R R R R R R R R R R RY R R R R R R RR R RR R RR R RR R RO

4| | b
< Back
Inkel® Installation Frarmewark
Step 5 Click Next when the installation is complete.
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Figure 6-4 Installation complete

ntel® Chipset Device Softwar

Intel® Chipset Device Software

Setup Progress

Please wait while the following setup operations are performed:

Installing Driver: Intel(R) & Series/C200 Series Chipset Family SMBus Controller - 1C22 ;I
Version: 9.2.0.1011

Installing Driver: Intel(R) 6 Series/C200 Series Chipset Family USE Enhanced Host Controller -
Version: 9.2.0.1021

Installing Driver: ¥eon E3-1200/2nd Generation Intel(R) Core{TM) Processar Family PCI Expres
Version: 9.2.0.1026

Installing Driver: 2nd Generation Intel(R) Core(TM) Processor Family DRAM Controller - 0104
Version: 9.2.0.1026

Click Mext to continue.

Inkeli® Inskallation Framewark,

Step 6 Choose to restart the computer now or later and click Finish.
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Figure 6-5 Choosing to restart the computer now or later

Intel® Chipset Device Software o [m] S
— - - #

e

Intel® Chipset Device Software i'ntel'

Setup Is Complete

You must restart this computer for the changes to take effect. Would you like to restart the
computer now?

g Yes, I want to restart this computer now,
™ No, I will restart this computer later,

Click Finish, then remove any installation media from the drives.

Inteli® Inskallation Framewark,

(1) noTE

If you select Yes, I want to restart this computer now., the computer will restart when you click
Finish. To avoid data loss, save all files before clicking Finish.

You are advised to restart the computer when the chipset driver is installed.

—End

6.2 Installing the Display Adapter Driver

This section describes how to install the display adapter driver.

Context
The display adapter driver is delivered with the SAE board in a CD-ROM.
The display adapter driver is automatically installed when any of the following operating system
is installed:
® VMware ESXi 5.0
® Red Hat Enterprise Linux
® SUSE Enterprise 11 SP1
® Fedoracore 15
® Ubuntu 12.04
® Windows Server 2008 R2
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The following describes how to install the display adapter driver on the SAE board that runs

Windows XP.

Procedure

Step1 Openthe CD-ROM directory in the computer, double-click the display adapter driver, and click
Next.

Figure 6-6 Run the display adapter driver

Intel® Installation Framework

Intel® HD Graphicﬁm__

Welcome to the Setup Program

This setup program will install the Following components:
- Intel® HD Graphics Driver

1t is strongly recommended that vou exit all programs before continuing, Click Mext to continue,

BE

< Back MNext = I ’ Cancel

IEQ NOTE

Select the appropriate display adapter driver based on the operating system type and CPU bit number.

Step 2 Click Yes to accept the license agreement.
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Figure 6-7 Accept the license agreement

Intel® Installation Framework

Intel® HD Graphicﬁm:

License Agreement

o musk accept all of the terms of the license agreement in order to continue the setup
program, Do you accept the berms?

IMTEL SOFTWARE LICENSE AGREEMEMT (OEM [ IHY | ISV Distribution & Single User)

[l

IMPORTANT - READ BEFORE COPYING, INSTALLIMG OR LSIMG.

Do not use or load this software and any associated materials (collectively, the "Software™)
until vou hawve carefully read the Following terms and conditions. By loading or using the
Software, you agree to the terms of this Agreement. IF vou do naot wish ko so agree, do not
install or use the Software,

Please Also Moke:

* I vou are an Original Equipment Manufacturer (OEM), Independent Hardware Yendor

(IHY}, or Independent Software Wendor (I5Y), this complete LICEMSE AGREEMENT applies;

* If vou are an End-User, then only Exhibit &, the INTEL SOFTWARE LICENSE AGREEMENT, %

e

Step 3 Click Next to start display adapter driver installation.

Figure 6-8 start display adapter driver installation

Intel® Installation Framework

Intel® HD Graphicﬁm__

intel)

Readme File Information

Refer to the Readme file below to view the syskem requirements and installation information,

Production Yersion Feleases

Microsoft Windows™® XP
Package: 141619

¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥

Graphics: 6.14,10,5387
Display Audio Driver: 5.14.00,3074

| £

< Back, H MNext = I’ Cancel

Step 4 Click Next when the installation is complete. Choose to restart the computer now or later and
click Finish.
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Figure 6-9 Installation completed

Intel® Installation Framework |Z||§IE|

Intel® HD Graphics Driver—

| -2 . intel
Setup Is Complete : R

¥ou must restart this computer For the changes to bake effect, Would vou like bo restart the
compker now?

@ ¥es, I wank to restart this computer now,

(Mo, T will restart this computer later.

Click Finish, then remove any installation media From the drives,

(1 noTE

If you select Yes, I want to restart this computer now., the computer will restart when you click
Finish. To avoid data loss, save all files before clicking Finish.

You are advised to restart the computer when the display adapter driver is installed.

—End

6.3 Installing the Network Adapter Driver

This section describes how to install the network adapter driver.

Context
The network adapter driver is delivered with the SAE board in CD-ROM form.
The network adapter driver is automatically installed when any of the following operating system
is installed:
® VMware ESXi 5.0
Red Hat Enterprise Linux
SUSE Enterprise 11 SP1
Fedora core 15
Ubuntu 12.04

The following describes how to install the network driver on the SAE board that runs Windows
Server 2008 R2.
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Procedure

Step1 Openthe CD-ROM directory in the computer, double-click the network adapter driver, and click
Install Drivers and Software.

Figure 6-10 Run the network adapter driver

Intel® Network Connections

Intel® Network Connections (intel

Inztall Dnvers and Software

Yiew Uszer Guides

¥iew Release Notes

Hetworking at Intel_com

Step 2 Click Next.
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Figure 6-11 Installation wizard

{iZ Intel(R) Network Connections - InstallShield Wizard X|

Welcome to the InstallShield Wizard for . .
Intel(R) Network Connections ‘ |ntE|

Installs drivers, Intel(R) PROSet for Windows™ Device
Manager, and Advanced Metworking Services.,

WARNIMG: This program is protected by copyright law and
international treaties.

Installshield

Cancel

< Back

Step 3 Accept the license agreement and click Next.

Figure 6-12 Accept the license agreement

{7 Intel(R) Network Connections - InstallShield Wizard x|

License Agreement .

Please read the following license agreement carefully. (IntE!
=

INTEL SOFTWARE LICENSE AGREEMENT

IMPORTANT - READ BEFORE COPYING, INSTALLING OR USING.

Do not copy, install, or use this software and any associated materials
{collectively, the “ Software”) provided under this license agreement
(“Agreement™) until you have carefully read the following terms and conditions.

By copying, installing, or otherwise using the Software, you agree to be bound by
the terms of this Agreement. If you do not agree to the terms of this Agreement,
do not copy, install, or use the Software.

-

i« 1 accept the terms in the license agreement: Print

" I do not accept the terms in the license agreement

Installshield

< Back I Mext = I Cancel |
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Step 4 Select program modules you want to install, and click Next.

Figure 6-13 Select program modules

Intel{R) Network Connections x|

Setup Options . -
Select the program features you want installed. ( Inte',
Install:
Drivers

Intel{R) PROSet for Windows™ Device Manager

- [¥] Advanced Network Services
“ ] Intel{R) Network Connections SNMP Agent

~Feature Description

< Back I Mext = I Cancel

1] noTE

The Drivers option must be selected. Other options can be selected as required.

Step 5 Click Install.
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Figure 6-14 Start network driver Installation

{iZ Intel(R) Network Connections - InstallShield Wizard X|

Ready to Install the Program

The wizard is ready to begin installation. (lntE!

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Badk. Click Cancel to
exit the wizard.

Installshield

Cancel

Step 6 Click Finish.

Figure 6-15 installation completed

{7 Intel(R) Network Connections - InstallShield Wizard x|

InstallShield Wizard Completed .

To access new features, open Device Manaager, and view the
properties of the network adapters.

Installshield

Cancel |

< Back
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—End
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7 Managing the SAE Board

About This Chapter

After configuring the IP address and remote access services for the SAE board, you can remotely
operate and manage the SAE board.

7.1 Configuring the IP Address and Default Gateway Address
This section describes how to configure the IP address and default gateway address of interface
GEO or GE1 for the SAE board that run Windows Server 2008 R2.

7.2 Logging In to the SAE Board Remotely
Users can remotely log in to the SAE board through the remote desktop or in Telnet mode, which
facilitates user operations on the SAE board.

7.3 Restarting the SAE Board
This section describes how to restart the SAE board.
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7.1 Configuring the IP Address and Default Gateway
Address

This section describes how to configure the IP address and default gateway address of interface
GEO or GE1 for the SAE board that run Windows Server 2008 R2.

Pre-configuration Tasks

® [nstalling the operating system and drivers on the SAE board.

® Planning the IP address, subnet mask, and default gateway address of interface GEO or
GEL.

Procedure

Step1 Power on the SAE board and enter the Windows Server 2008 R2 operating system. Connect a
network cable to interface GEO or GE1.

Step 2 Choose Start> Control Panel > Network and Internet > Network and Sharing Center. Click
Local Area Connection that corresponds to interface GEO or GE1, and click Properties.

Figure 7-1 Network and Sharing Center

EE_ Network and Sharing Center - 10l x|
‘ ( )( ) L+ ~ Control Panel ~ Network and Internet ~ Network and Sharing Center - l‘aj I Search Control Panel \!i]‘
|:6|
Centrol Panel Home View your basic network information and set up connections
) P = . s i X See full map
Change adapter settings k i _._...‘"“ ~ ‘,‘!"_' ¢
Change advanced sharing settings WIN-K1P79INSE5A Unidentified network Internet
(This computer)
View your active networks Connect or disconnect
. Access type: Mo network access
S==% unidentified network ) . )
h . Connections: [l Local Area Connection
Public network L )
' Local Area Connection 4
Change your networking settings
‘{L'.;- Set up a new connection or network
=" Setup a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
'-5_ Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,
@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
See also
Internet Options
Windows Firewall
Step 3 Choose Internet Protocol Version 4(TCP/IPv4) and click Properties.
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Figure 7-2 Local Area Connection Properties

@ Local Area Connection Properties ﬂ
MNetworking |5harir1§| I
Connect using:

I ¥ Intel(R) 1350 Gigabit Network Connection

This connection uses the following items:

"8 Cliert for Microsoft Networks

Bl 05 Packet Scheduler

.@. File and Printer Sharing for Microsoft Netwarks
-4 |ntemet Protocal Version 6 (TCP/IPvE)

% Imtemet Protocol Version 4 (TCP/1Pwd)
<. link-Layer Topology Discovery Mapper 140 Driver
& Link-Layer Topology Discovery Responder

Install... ritztall Properties
Description
Transmission Control Protocal/Intemet Protocal. The default

wide area networl protocol that provides communication
across diverse interconnected netwarks.

oK Cancel

Step 4 Choose Use the following IP address, set IP address, Subnet mask, and Default gateway,
and click OK.
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Figure 7-3 Internet Protocol Version 4 (TCP/IPv4) Properties
Internet Protocol Version 4 (TCP/IPv4) Properties d

General |

¥ou can get IP settings assigned automatically if your network supports
this capability, Qtherwise, you need to ask your network administrator
for the appropriate IP settings.

™ Obtain an IF address automatically
{* Use the following IP address:

IF address: |192.168. 10 . 2
Subnet mask: | 255 .255.255. 0
Default gateway: |192.168. 10 . 1

£ Chbain DNS server address automatically
{* Use the following DNS server addresses:
Preferred DMS server: I

Alternate DMS server: I

™ validate settings upon exit Advanced... |

Cancel

(1 noTE

Choose to set DNS server IP addresses as required.

Step 5 Click OK. The configurations take effect immediately.
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Figure 7-4 Local Area Connection Properties

@ Local Area Connection Properties ﬂ

Metworking | Sharing I

Connect using:
I I‘_IF Irtel(R) 1350 Gigabit Metwor: Connection

This connection uses the following items:

"8 Cliert for Microsoft Networks

.@GDS Packet Scheduler

.@. File and Printer Sharing for Microsoft Netwarks
-4 |ntemet Protocal Version 6 (TCP/IPvE)
% Imtemet Protocol Version 4 (TCP/1Pwd)
<. link-Layer Topology Discovery Mapper 140 Driver
& Link-Layer Topology Discovery Responder

Install... ritztall Properties

Description

Transmission Control Protocal/Intemet Protocal. The default
wide area networl protocol that provides communication
across diverse interconnected netwarks.

QK Cancel

—End

7.2 Logging In to the SAE Board Remotely

Users can remotely log in to the SAE board through the remote desktop or in Telnet mode, which
facilitates user operations on the SAE board.

7.2.1 Establishing the Configuration Task

This section describes the applicable environment and pre-configuration task for configuring
remote access services on the SAE board.

Applicable Environment

You can configure remote access services on the SAE board to manage and maintain multiple
SAE boards from one network terminal.
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Pre-configuration Tasks

® [nstalling the operating system and drivers on the SAE board.

®  Configuring the IP address, subnet mask, and default gateway of the SAE board to ensure
the normal connection between the user terminal and SAE board.

7.2.2 Enabling Remote Access Services on the SAE Board

Before logging in to the SAE board remotely, enable remote access services on the operating
system of the SAE board.

Context

The following describes how to enable remote access services on the SAE board that runs
Windows Server 2008 R2.

By default, remote desktop access and Telnet services are disabled on Windows Server 2008
R2.

Procedure
® Enable the remote desktop access service.

1. Power on the SAE board and enter the Windows Server 2008 R2 operating system.
Choose Start > Control Panel > System and Security > Allow remote access.

Figure 7-5 System and Security

=10l |
G(_)v |¢3 + Control Panel ~ System and Security ~ - l‘gj I Search Control Panel ﬂ

Control Panel Home Action Center

Review your computer's status and resolve issues 'ﬁ'change User Account Control settings
* System and Security Troubleshoot common computer problems
Network and Internet ; Windows Firewall
Hardware ﬂ Check firewall status ~ Allow a program through Windows Firewall
Programs P lﬁ System _
|| view amount of RAM and processor speed '&'Allow remote access | See the name of this computer

User A ts i
ser Accoun [ Device Manager

Appearance

) Y Windows Update
Clack, Language, and Region i’ | Turn automatic updating on or off | Check for updates | View installed updates

Ease of Access Power Options
\[Q Change battery settings =~ Require a password when the computer wakes
Change what the power buttons do | Change when the computer sleeps
'+ Administrative Tools
"‘;E Defragment your hard drive 'E'Create and format hard disk partitions '$'View event logs
'?;f'smedule tasks '?_,:'Generate a system health report

2. Choose Allow connections for computers ... or Allow connections only from
computers ..., and click OK.
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Figure 7-6 System Properties

System Properties il

Computer Nam&l Hardwarel Advanced Remote |

— Remote Assistance

[T Allow Bemote Assistance connections to this computer

bdvanced... |

— Remote Desltop

Click an option, and then specify who can connect, if needed.

™ Dont allow connections to this computer

i* if\llow connections from computers running any version of
Remote Desktop (ess securs)

™ Allow connections only from computers running Remote
Deskiop with Network Level Authentication (more secure)

Help me choose EeledUsers...l
ok | canced | meply |

(1 noTE

To grant remote access permission to specific users, click Select Users.

3. Choose Control Panel > System and Security > Windows Firewall > Advanced
settings.
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Figure 7-7 Windows Firewall

Windows Firewall

i [=

GOO |ﬂ + Control Panel » System and Security + Windows Firewall

- m I Search Control Panel

Control Panel Home

Allow a program or feature
through Windows Firewall

8
8
8
8

Restore defaults

Advanced settings

Troubleshoot my network

See also
Action Center

Change notification settings

Help protect your computer with Windows Firewall

Internet or a network.

How does a firewall help protect my computer?

What are network locations?

Turn Windows Firewall on or off

g
L]

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer through the

l [@ Home or work (private) networks

Not Connected j ‘

l '@ Public networks

Connected d

MNetworks in public places such as airports or coffee shops

Windows Firewall state:

Incoming connections:

Active public networks:

Motification state:

On

Block all connections to programs that are not on the list
of allowed programs

Network

Unidentified network:

Do not notify me when Windows Firewall blocks a new
program

Network and Sharing Center

4.

Figure 7-8 Inbound Rules

Click Inbound Rules and double-click Remote Desktop(TCP-In) in the right list.

=
File Action View Help
&= 2EE=]
Gt Gop -
Qutbound Rules ﬁa and Printer Sharins ion-] i i F
Connection Security Rules g (NB-Session-In) File and Printer Sharing All Mo i3 NewRule...
. Moritoring .Flla and Printer Sharing (SMB-In) File and Printer Sharing All Mo :
File and Printer Sharing (Spooler Service - RPC) File and Printer Sharing all Mo ¥ Filter by Profile 4
(@ File and Printer Sharing (Spooler Service - RPC-EPMAP) File and Printer Sharing Al No T Filter by State N
iSCSI Service (TCP-In) ISCSI Service All Mo
.Key Management Service (TCP-In) Key Management Service All Mo W Filter by Group 4
Netlogon Service (NP-In) Metlogon Service All Mo View >
.Network Discovery {LLMMR-UDP-In) Metwork Discovery All Mo G Refresh
Metwork Discovery (NB-Datagram-In) Metwork Discovery All Mo &y Relre:
@ Network Discovery (NE-Name-In) Network Discovery Al No |5h Exportlist...
Network Discovery (Pub-WSD-In) Metwork Discovery All Mo Help
.Natwork Discovery (SSDP-In) Metwork Discovery All Mo
Metwork Discovery {UPnP-In) Metwork Discovery All Mo
.Netwurk Discovery (WSD Events-In) Metwork Discovery All Mo
(@ Network Discovery (WSD EventsSecure-In) Network Discovery Al ™ O Enable Rule
.Natwurk Discovery (WSD-In) Metwork Discovery All Mo g’ Cut
.Performano& Logs and Alerts (DCOM-In) Performance Logs and Alerts Privat... Mo Ea
Performance Logs and Alerts (DCOM-In) Performance Logs and Alerts Domain Mo == ey
.Perfurmance Logs and Alerts {TCP-In) Performance Logs and Alerts Domain Mo x Delete
Performance Logs and Alerts (TCP-In) Performance Logs and Alerts Privat... Mo 5] Properties
.Ramnte Administration (NP-In) Remate Administration All Mo
Remote Administration (RPC) Remote Administration All Mo Help
.Ramobe Administration (RPC-EPMAP) Remote Administration All Mo
>-1) A
@ Remote Event Log Management (NP-In) Remote Event Log Management Al No
.Ramnte Event Log Management (RPC) Remote Event Log Management Al No =
.Ramobe EventLog Management (RPC-EPMAP) Remote Event Log Management Al Mo
Remote Scheduled Tasks Management (RPC) Remote Scheduled Tasks Man... Al Mo
.Remube Scheduled Tasks Management (RPC-EPMAF) Remote Scheduled Tasks Man... Al Mo
Remote Service Management {NP-In) Remote Service Management Al No
Remote Service Management (RPC) Remote Service Management All Mo
.Ramobe Service Management (RPC-EPMAP) Remote Service Management All Mo
Remote Volume Management - Virtual Disk Service (RPC) Remote Volume Management All Mo =
T — | il
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5.

Select Enabled and click OK. Then you can manage SAE boards through the remote
desktop.

Figure 7-9 Remote Desktop (TCP-In) Properties

Remote Desktop (TCP-In) Properties x|

Advanced I |sers
Computers

Protocals and Ports | Scope I

General Programs and Services I

) Thiz iz a predefined rule and some of its properties cannot
=" be modified.

—General

il Name:
% |Remote Desktop (TCP-in)

Description:

Inbound rule for the Remote Desktop service to allow ;I
RDP traffic. [TCP 3385) _I

¥ Enabled

— Action
<24 % Mlow the connection

Y
w7 Allow the connection ff it is secure

Customize... |

i Block the connection

Leam more about these settings

Cancel Apply

® Enable the Telnet service.

(1 noTE

1.

By default, the Telnet service is not installed on Windows Server 2008 R2. To install the Telnet
service, in Server Manager > Features, click Add Features and use Add Features Wizard to
install Telnet Server and Telnet Client.

The Telnet Server rule in the inbound rule list of Windows Firewall with Advanced Security is
automatically enabled when the Telnet server is installed.

Choose Start > Administrative > Server Manager. In the left navigation tree that
is displayed, choose Configuration > Services, and double-click Telnet in the right
list.
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Figure 7-10 Services

Ele Action View Help

Et Server Manager

=&

A G EREE  EIE D

i\ Roles

| Features

m Diagnostics

=l Fift Configuration
Task Scheduler

C., Services
i WMI Control

{55 storage

1 ——

& Local Users and Groups

Telnet

Windows Firewall with Adyz | Description:

Enables a remote user to log on to this
computer and run programs, and
supports various TCP/IP Telnet dients,
including UNTX-based and Windows-
based computers, If this service is
stopped, remote user access to
programs might be unavailable. If this
service is disabled, any services that
explicitly depend on it will fail to start.

Name =

%:Remote Procedure Call (RPC...

“:Remote Registry

% Resultant Set of Policy Provi...

£ Routing and Remote Access
£ RPC Endpaint Mapper
' Secondary Logon

' Secure Socket Tunneling Pro...

£ Security Accounts Manager
4 Server

£ Shell Hardware Detection
5 Smart Card

L. Smart Card Removal Palicy
. SNMP Trap

£ Software Protection

£ Spedal Administration Cons...

54 5PP Notification Service
(/. S5DP Discovery

' System Event Motification S...

4 Task Scheduler

{4 TCP/IP NetBIOS Helper
5 Telephony

@ 3Teinet

% Thread Ordering Server
£, TPM Base Services

%4 UPnP Device Host

L User Profile Service

L Virtual Disk

% Volume Shadow Copy
54 Windows Audio

£ Windows Audio Endpoint Bui...

5 Alindmsie Calae Sruntam

4

Description
In Window...
Enables re...
Provides a ...
Offers rout...
ResolvesR...
Enables st...
Provides s...
The startu...
Supports fi...
Providesn...
Manages a...
Allows the ...
Receives Ir...
Enables th...
Allows adm...
Provides 5...
Discovers ...
Monitors s...
Enablesa...
Provides s...

Provides T.

Provides or...
Enables ac...
Allows UPn....
This servic...
Provides m...
Manages a...
Manages a...

Manages a...
Tha \tireDl

Status

Started

Started

Started
Started
Started

Started
Started
Started

Started

Started
Started

Started

Started

S Sever Horcger WIROFTIANGSS

Startup T =
Manual
Automatic
Manual
Disabled
Automatic
Manual
Manual
Automatic
Automatic
Automatic
Manual
Manual
Manual
Automatic (D...
Manual
Manual
Disabled
Automatic
Automatic
Automatic
Manual

Disabled
Automatic
Manual
Manual
Manual
Manual

Mar =l

_’I Extended Smndard/

More Actions 3

2. Set Startup to Automatic and click Start.

(1 noTE

If you select Automatic, the Telnet service will be enabled automatically when the operating
system starts. If you select Manual, you need to click Start to enable the Telnet service when
the system starts.
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Figure 7-11 Telnet Properties

Telnet Properties (WIN-K1P791N565A) 5[

General | Log On | Recovery | Dependencies |

Service name: Tint Swr

Digplay name: Telnet

Enables a remote user to log on to this computer andﬂ

Description:
escription n programs, and supports varous TCPAP Telnet j
Path to executable:
C: '\ Windows™ System 32 tintsvr exe
Startup type: Automatic j

Help me configure service startup options.

Service status:  Started

ITI é. ............. S t-up .............. .I Eause Eesume

You can specify the start parameters that apply when you start the service
from here.

Start parameters: I

QK Cancel Spply

—End

7.2.3 Logging In to the SAE Board Remotely

This section describes how to log in to the SAE board remotely.

Context

You can log in to the SAE board by using Windows command line interface (CLI) or remote
desktop software. You can also use non-Windows remote desktop software as alternatives.
Before establishing a remote connection to the SAE board, ensure that the user name and
password have been configured for the operating system of the SAE board. The following
describes how to log in to the SAE board using Windows XP CLI and remote desktop software.

Procedure
® Logging In to the SAE Board Using Windows CLI

1. Inacomputer that runs Windows XP, choose Start > Programs > Accessories >
Command Prompt.

2. Run the telnet ip-address command to remotely log in to the SAE board.
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Figure 7-12 Logging In to the SAE board remotely

AWINDOWSAsystem 3 2vcmd. exe

Microsoft Windows HP [Uersion 5.1.260881
(C> Copyright 1985-2001 Microsoft Corp.

C:“Documents and Settings“artestXtelnet 192.168.10.2_

3. Enter the user name and password of the SAE board.

Figure 7-13 Authentication
ev| Telnet 192.168.10.2

Telnet server could not log you in using NTLM authentication.
Your password may have expired.
Login using username and password

llelcome to Microsoft Telnet Serwvice

login: administrator
password: _

4. Press Enter.
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Figure 7-14 Successful login

elnet 192.168.10.2

C:sUzerssAdministrator>_

The login is successful. You can use Windows CLI to manage and maintain the SAE
board remotely.

® Logging In to the SAE Board Using Windows Remote Desktop Software

1. Inauser terminal that runs Windows XP, choose Start > Programs > Accessories >
Communications > Remote Desktop Connection.

Figure 7-15 Remote Desktop Connection

22 Remote Desktop Connection

LComputer; b

| l:l:lgnect |[ Cancel ][ Help ][ Optionz >

2.  Enter the IP address or user name of the SAE board, and click Connect. On the login
page that is displayed, enter the user name and password of the SAE board.

The login is successful. You can use Windows remote desktop software to manage
and maintain the SAE board remotely.

—--End

7.3 Restarting the SAE Board

This section describes how to restart the SAE board.
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Context

The following describes threes ways to restart the SAE board.

A CAUTION

Save the configuration on the SAE board before restart. Forcibly restarting the SAE board will
result in configuration data loss.

Procedure
® Restarting the SAE Board by Pressing the Power Button
To restart the SAE board, press the power button.

To shut down the SAE board, hold down the power button for at least 5 seconds.

® Restarting the SAE Board in the User View of the Device Where the SAE Board Is
Located

Run the reset slot s/ot-number command to power off and restart the SAE board in the
specified slot.

® Restarting the SAE Board on the Operating System
On Windows Server 2008 R2, choose StartRestart, and click OK.
-—-—-End
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SAE Application

As shown in Figure 8-1, private networks at a company's headquarters and branches are
connected through the Internet. The device at the headquarters and branches have SAE boards
and encryption software installed to secure data transmission. Employees on a business trip can
also use SAE boards to communicate with the headquarters.

Figure 8-1 SAE application

Headquarters

SAE Board
Encryption Software

Employees on
business trips

SAE Board
ncryption Software
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Configuration Example

About This Chapter

The following describes configuration examples for using a computer to log in to the SAE board
that runs Windows Server 2008 R2.

9.1 Example for Logging In to the SAE Board Using Remote Desktop Software
This example describes how to log in to the SAE board using Windows remote desktop software.

9.2 Example for Logging In to the SAE Board Using Windows CLI
This example describes how to log in to the SAE board using Windows CLI.
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9.1 Example for Logging In to the SAE Board Using Remote
Desktop Software

This example describes how to log in to the SAE board using Windows remote desktop software.

Networking Requirements

The SAE board connects to a LAN through its GE interface and has a reachable route to a
computer. A user needs to log in to the SAE board from the computer to manage and maintain
the SAE board.

Figure 9-1 Networking for remote login to the SAE board

SAE GEO

PC
192.168.10.1

Router

Configuration Roadmap

Connect a GE interface of the SAE board to a LAN.

Configure network parameters, including the IP address of the SAE board.
Enable the remote desktop service.

Add the remote desktop service to the inbound rule list of the firewall.

A e

Log in to the SAE board using the computer.

Procedure

Step1 Connect a GE interface of the SAE board to a LAN.
Step 2 Configure the IP address of the SAE board.

Access the Local Area Connection Properties dialog box of the SAE GE interface.
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Figure 9-2 Local Area Connection Properties

@ Local Area Connection Properties ﬂ
MNetworking |5harir1§| I
Connect using:

I ¥ Intel(R) 1350 Gigabit Network Connection

This connection uses the following items:

"8 Cliert for Microsoft Networks

Bl 05 Packet Scheduler

.@. File and Printer Sharing for Microsoft Netwarks
-4 |ntemet Protocal Version 6 (TCP/IPvE)

% Imtemet Protocol Version 4 (TCP/1Pwd)
<. link-Layer Topology Discovery Mapper 140 Driver
& Link-Layer Topology Discovery Responder

Install... ritztall Properties
Description
Transmission Control Protocal/Intemet Protocal. The default

wide area networl protocol that provides communication
across diverse interconnected netwarks.

oK Cancel

Double-click Internet Protocol Version 4(TCP/IPv4) and configure the IP address and default
gateway address of the SAE board.
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Figure 9-3 Internet Protocol Version 4(TCP/IPv4) Properties
Internet Protocol Version 4 (TCP/IPv4) Properties d

General |

¥ou can get IP settings assigned automatically if your network supports
this capability, Qtherwise, you need to ask your network administrator
for the appropriate IP settings.

™ Obtain an IF address automatically
{* Use the following IP address:

IF address: |192.168. 10 . 2
Subnet mask: | 255 .255.255. 0
Default gateway: |192.168. 10 . 1

£ Chbain DNS server address automatically
{* Use the following DNS server addresses:
Preferred DMS server: I

Alternate DMS server: I

™ validate settings upon exit Advanced... |

Cancel

Step 3 Enable the remote desktop service.

On the operating system, choose System and Security > Allow Remote Access, and enable
remote desktop.

Issue 02 (2012-08-30) Huawei Proprietary and Confidential 54

Copyright © Huawei Technologies Co., Ltd.



Huawei AR1200&2200&3200 Series Enterprise Routers
SAE Card Usage Guide 9 Configuration Example

Figure 9-4 System Properties

m
Computer Namel Hardwarel Advanced Remote |

— Remate Assistance

[T | Allow Bemote Assistance connections to this computer

Advanced.. |

— Remaote Desktop

Click an option, and then specify who can connect, if needed.

™ Dont allow connections to this computer

i ifllow connections from computers running any version of
Remote Desltop (less secure)

™ Allow connections onty from computers running Remote
Deskiop with Network Level Authentication (more secure)

Help me choose EeledUsers...l
ok | canced | mppy |

Step 4 Add the remote desktop service to the inbound rule list of the firewall.

Choose Advanced Setting > Inbound Rules, and double-click Remote Desktop (TCP-In).
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Figure 9-5 Inbound Rules

-lojx]
File Action View Help
OubandRes fame _ Toop - [eofe [eeks
B4 Connection Security Rules ﬁa and Printer Sharing (NB-Session-In) File and Printer Sharing All Mo 3 NewRule...
L, Moritoring .Fila and Printer Sharing (SMB-In) File and Printer Sharing All Mo :
.Flle and Printer Sharing (Spooler Service - RPC) File and Printer Sharing all Mo ¥ Filter by Profile L4
File and Printer Sharing (Spooler Service - RPC-EPMAP) File and Printer Sharing All Mo T Filter by State »
@iscst service fI'CP—In). i5CS Service Al No T Hier by Group .
Key Management Service (TCP-In) Key Management Service All Mo
.Nadogon Service (NP-In) Metlogon Service All Mo View >
.Natwork Discovery (LLMMR-UDP-In) Metwork Discovery All Mo =
.Netwurk Discovery (MB-Datagram-In) Metwork Discovery All Mo (G Refresh
(@ Network Discovery (NE-hame-In) Network Discovery Al No |5 Exportlist...
.Natwurk Discovery (Pub-WSD-In) Metwork Discovery All Mo Help
.Natwork Discovery (S5DP-In) Metwork Discovery All Mo
.Natwork Discovery (UPnP-In) Metwork Discovery All Mo
.Netwurk Discovery (WSD Events-In) Metwork Discovery All Mo
(@ Network Discovery (WSD EventsSecure-In) Metwork Discovery Al Mo O EnableRule
.Natwurk Discovery (WSD-In) Metwork Discovery All Mo *" Cut
.Perﬂ:rmano& Logs and Alerts (DCOM-In) Performance Logs and Alerts Privat... Mo .
.Performano& Logs and Alerts (DCOM-In) Performance Logs and Alerts Domain Mo b Copy
.Performanoe Logs and Alerts {TCP-In) Performance Logs and Alerts Domain Mo x Delete
.Perfurmance Logs and Alerts (TCP-In) Performance Logs and Alerts Privat... Mo D Properties
.Ramnte Administration (NP-In) Remote Administration All
.Ramobe Administration (RPC) Remote Administration All Help
.Ramobe Administration (RPC-EPMAP) Remote Administration All

mote EventLog Management (WP-In)

Remote Event Log Management

Remote Event Log Management (RPC)
.Ramnte Event Log Management (RPC-EPMAP)
.Ramobe Scheduled Tasks Management (RPC)
.Remobe Scheduled Tasks Management (RPC-EPMAF)
Remote Service Management {NP-In)
@ Remote Service Management (RPC)
.Ramnte Service Management (RPC-EPMAP)
Remote Volume Management - Virtual Disk Service (RPC)

Remote Event Log Management
Remote Event Log Management
Remote Scheduled Tasks Man...
Remote Scheduled Tasks Man. .
Remote Service Management
Remote Service Management
Remote Service Management
Remote Volume Management

Al

Ez

All
All
All
All
All
All

Select Enabled and click OK.
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Figure 9-6 Remote Desktop (TCP-In) Properties

Remote Desktop (TCP-In) Properties 5[

Protocols and Ports | Scope I Advanced I |sers
General | Programs and Services I Computers

'{D This is a predefined rule and some of its properties cannaot
be modified.

—General

% Mame:
|Remote Desktop (TCP-In)

Description:
Inbound rule for the Remote Desktop service to allow :I
ROP traffic. [TCP 3389] J

V¥ Enabled

— Action
s 1% Mlow the connection

o
WL T Mlow the connection i it is secure

Customize... |

" Block the connection

Leam more about these settings

oK I Cancel Apphy

Step 5 Log in to the SAE board using the computer.

In the computer that runs Windows XP, choose StartRun, enter mstsc to open Remote Desktop
Connection.
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Figure 9-7 Remote Desktop Connection

% Remote Desktop Connection

Computer; | b |

| Eﬂgnect |[ Cancel ][ Help ][ Optionz » >

Enter the IP address of the SAE board. On the displayed page, enter the user name and password
of the SAE board.

—-End

9.2 Example for Logging In to the SAE Board Using
Windows CLI

This example describes how to log in to the SAE board using Windows CLI.

Networking Requirements

The SAE board connects to a LAN through its GE interface and has a reachable route to a
computer. A user needs to log in to the SAE board from the computer to manage and maintain
the SAE board.

Figure 9-8 Networking for remote login to the SAE board

SAE GEO

PC
192.168.10.1

Router

Configuration Roadmap

1. Connect a GE interface of the SAE board to a LAN.

2. Configure network parameters, including the IP address of the SAE board.
3. Enable the Telnet service of the SAE board.

4. Login to the SAE board using the computer.
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Procedure
Step1 Connect a GE interface of the SAE board to a LAN.
Step 2 Configure the IP address of the SAE board.

Access the Local Area Connection Properties dialog box of the SAE GE interface.

Figure 9-9 Local Area Connection Properties

@ Local Area Connection Properties EI
Metworlding |Sharing I
Connect using:

I & Intel(R) 1350 Gigabit Network Connection

This connection uses the following items:

78 Cliert for Microsoft Networks

Bl 005 Packet Scheduler

.@. Filz and Printer Sharing for Microsoft Networks
<. |mtemet Protocol Version & (TCPA1PvE)

% Imtemet Protocol Version 4 (TCPA1Pvd)
<. Link-Layer Topology Discovery Mapper 140 Driver
<. link-Layer Topology Discovery Responder

Install... Hrimztall Properties
Description
Transmission Control Protocol/Intemet Protocal. The default

wide area networlc protocol that provides communication
acrogs diverse interconnected networks.

oK Cancel

Double-click Internet Protocol Version 4(TCP/IPv4) and configure the IP address and default
gateway address of the SAE board.
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Figure 9-10 Internet Protocol Version 4(TCP/IPv4) Properties

Internet Protocol Version 4 (TCP/IPv4) Propert d

General |

¥ou can get IP settings assigned automatically if your network supports
this capability, Qtherwise, you need to ask your network administrator
for the appropriate IP settings.

" Obtain an IF address automatically
{* Use the following IP address:

IF address: |192.168. 10 . 2
Subnet mask: | 255 .255.255. 0
Default gateway: | 192.168. 10 . 1

£ Chbain DNS server address automatically

{* Use the following DNS server addresses:

Preferred DMS server: I

Alternate DMS server: I

[~ validate settings upon exit Advanced... |
: Cancel |

Step 3 Enable the Telnet service of the SAE board.
(O noTE

By default, the Telnet service is not installed on Windows Server 2008 R2. To install the Telnet service,

in Server Manager > Features, click Add Features and use Add Features Wizard to install Telnet
Server and Telnet Client.

The Telnet Server rule in the inbound rule list of Windows Firewall with Advanced Security is
automatically enabled when the Telnet server is installed.

Choose Start > Administrative > Server Manager. In the left navigation tree that is displayed,
choose Configuration > Services, and double-click Telnet in the right list.
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Figure 9-11 Services

Et Server M

=&

File  Acton ¥iew Help
e EEEE DO

S Sever Horcger WIROFTIANGSS

i\ Roles
| Features
& Diagnostics Mare Actions
= fﬁ‘\! Configuration Telnet Name =~ Description Status. Startup T =
Task Scheduler L:Remote Procedure Call (RPC... In Window... Manual
Windows Firewall with Advz | Description: {/.Remote Registry Enablesre... Started Automatic )
. Bervices Enables a remote user tolog on o 15 7% p g jtant Set of Policy Provi... Providesa ... Marual ers Actions '
4 computer and run programs, and
i WMI Control supports various TCP/IP Telnet dients, . Routing and Remote Access  Offers rout... Disabled
2 Local Users and Groups induding UNIX-based and Windows- £ RPC Endpoint Mapper ResolvesR... Started  Automatic
based computers. If this service is /. Secondary Logon Enables st... Manual
stopped, remote user access to -y
programs might be unavailable. If this + Secure Socket Tunneling Pro... Provides s... Manual
service is disabled, any services that £ Security Accounts Manager The startu,..  Started Automatic
explicily depend on it will fail to start. £k Server Supports fil...  Started Automatic
£ Shell Hardware Detection Provides Started Automatic
5 Smart Card Manages a... Manual
L. Smart Card Removal Palicy Allows the ... Manual
. SNMP Trap Receives fr... Manual
£ Software Protection Enables th...  Started Automatic (D...
(. Spedal Administration Cons...  Allows adm... Started Manual
54 5PP Notification Service Frovides 5...  Started Manual
(/. S5DP Discovery Discovers ... Disabled
L. System Event Motification S... Monitorss...  Started Automatic
4 Task Scheduler Enablesa... Started Automatic
{4 TCP/IP NetBIOS Helper Providess...  Started Automatic
£ Telephony Provides Manual
% Thread Ordering Server Provides or... Manual
£, TPM Base Services Enables ac... Manual
%4 UPnP Device Host Allows UPn.... Disabled
L User Profile Service This servic...  Started Automatic
L Virtual Disk Provides m... Manual
% Volume Shadow Copy Manages a... Started Manual
2 Windows Audio Manages a... Manual
. Windows Audio Endpoint Bui... Manages a... Manual
£ lim A " lar Suetam Tha \tireDl Mz sl
4 | _l_I

0 | Extended A Standard 7

Set Startup type to Automatic and click Start.
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Figure 9-12 Telnet Properties

Telnet Properties (WIN-K1P791N565A)

General | Log On I F{emveryl Dependmci&al

Service name: TintSwr
Display name: Telnet

Description: Enables a remote user to log on to this computer and;l
n programs, and supports varous TCP/IP Telnet LI

Path to executable:
C\Windows \System 32 tintsvr exe

Startup type: Iﬁu_rtnmatic j

Help me configure service startup options.

Service status:  Started

ITI _. ............. l&_ np .............. Eause Eesume

fou can specify the start parameters that apply when you start the service
from here.

Start parameters: I

X

QK Cancel Apply

Step 4 Log in to the SAE board using the computer.

In a computer that runs Windows XP, choose Start > Programs > Accessories > Command

Prompt. Run the telnet ip-address command to remotely log in to the SAE board.
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Figure 9-13 Logging in to the SAE board remotely

AWINDOWSAsystem 3 2vcmd. exe

Microsoft Windows HP [Uersion 5.1.260881
(C> Copyright 1985-2001 Microsoft Corp.

C:“Documents and Settings“artestXtelnet 192.168.10.2_

Enter the user name and password of the SAE board.

Figure 9-14 Successful login

Telnet 192.146

—End
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