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Model
No. | Sub-system ttem Specification ARI5L [AR151W-P|ARIS1C | ARisg | AR157 | ARISTW[AR1STVWARISTC | ARisge | AR1ssEVW | AR201 |AR201VW-F| AR206 | AR207 | AR207V |AR207v-FlAR207vM| AR207C" | ARo08E
HSPA+7 HSPA+7 HSPA+7
System
. Main control
system
2 Memorv 512M
3 Flash memory 512M
4 DSP Channels 0 0 0 0 0 0 8 0 0 8 0 8 0 o 8 8 8 0 0
5 Fixed interfaces
6 Fixed LAN port 4FE 8FE
Lport | lport | Lport | Lpot | L-port Lport | Lport | Lport | Lpot | Lport | 1-port
ADSL ADSL ADSL ADSL ADSL ADSL ADSL ADSL ADSL ADSL ADSL 1
2FE (the 2FE (the | ANNEX | ANNEX | ANNEX | ANNEX | ANNEX . | 2F€ (the ANNEX | ANNEX | ANNEX | ANNEX | ANNEX | ANNEX | G.SHDSL
interface \ZnTeEr'(atEZ interface | B AM AM AM AM 1&5;[’:(;: 1&5;[’:(;: interface ?;;,‘;22 B AM AM AM AM AM 8-wire
LAN 0 of LAN O of | 1FE (the | 1FE (the | 1FE (the | 1FE (the | 1FE (ine | ' . LAN O of 1FE(the | 1FE(the | 1FE(the | 1FE(the | 1FE(the | 1FE(the | 1FE(the
90T AN 0 of sl h h interface LAN | interface LAN | “AT LAN 0 of ;
; Fixed WAN nort which | LAN0 O | which | interface | interface | interface | interface | interface | JUe45 AT | INEHACELAN | Fupich | WARO O | interface | interface | interface | interface | interface | interface | interface
P can be canbe | LAN 0 of | LAN 0 of | LAN 0 of | LAN 0 of | LAN 0 of can be LAN 0 of | LAN O of | LAN O of | LAN O of | LAN O of | LAN O of | LAN 0 of
be used as : : beusedas | beusedas be used as
used as usedas | which | which | which | which | which used as which | which | which | which | which | which |whichcan
one WAN one WAN one WAN one WAN
onewan| (188N fone WaN| canbe | canbe | canbe | canbe | canbe | (ETER | DELEE fonewan| (TOTAN | canbe | canbe | canbe | canbe | canbe | canbe |beusedas
interface) interface) | used as | used as | used as | used as | used as interface) usedas | usedas | usedas | usedas | usedas | usedas | one WAN
one WAN| one WAN| ane WAN| one WAN| ane WAN one WAN | one WAN | one WAN | one WAN | one WAN | one WAN interface)
interface) | interface) | interface) | interface) | interface) interface) | interface) | interface) | interface) | interface) | interface)
802.11 80211 | 80211 80211 80211
8 'Wi-Fi port X BIGIN X X X BIG/N BIGIN X X 802.11 B/G/N N ABIGIN X X X N ABIGIN X X
9 USB port (2.0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
10 SD card port 0 0 0 0 0 0 0 0 0 0 0 0 0 [ 0 [ 0 [ 0
11 AUX/Console port 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
Supportin Supportin Supportin
g g g
HSPA+, HSPA+, HSPA+,
WCDMA, WCDMA, WCDMA,
GRPS, GRPS, GRPS,
1 36 port Supporte | Supported | "' | Supporte | Supporte |Supporte |Supporte | 7" |Supported by | Supported by |Supporte |Supported | Supporte |Supporte | Supporte | Supporte |Supporte | 7" | Supported
dbyUSB| byusB EDGE; d by USB |d by USB |d by USB |d by USB EDGE; usB d by USB by USB d by USB [d by USB |d by USB |d by USB |d by USB EDGE; by usB
Supportin Supportin Supportin
gindoor g indoor gindoor
remote remote remote
antennas antennas antennas
13| KinaSton lock J J v Vv v Vv v J v v v J J v J v < v v
14 ESD wrist jack J J v Vv v Vv v Vv v v v J N v J v < v v
15 Power supply
AC: 100-240V
16 Rated input voltage (AC) 50/60Hz
AC: 85-264V
17 Maximum input voltage (AC) ATIeaHy
18 Maximum power capacity 36W | 36w | 36w | 36w | 36w [ 36w [ 36w | 36W 36W 36W 36w | 36w | 36w | 36w | 3w | 3w | 3w | 36w | 36w
External External
External External power power
p&/weé;fc power 100 100 W. 100 W.
four ﬁxé W. Only All the All the
19 POE (W) X “0"5 X X X X X X X X X eight fixed X X X eight X eight X
P ports (FEO- fixed LAN fixed LAN
(FEO-FE3)
s FE7) are ports are ports are
supported. supported.
20 s
21 Di (HxW xD) 300x216.4x44
22 Weight <3kg
23 [E 0-40C
2 Humidity 5% 10 90%. n
25 Reliability
26 MTBF (vear) 29.03967| 3035 | 3035 |200396720.08967] 3035 | 3035 | 30.35 | 29.03967 3035 [2903967] 77.27 |29.03967]29.03967 | 20.03967 | 29.03967| 60.23 |29.03967 | 29.03967
27 MTTR (hour) 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2
28
29 S::LZ::)ME'“'”Q performance (64-byte | 50, ¢ | 300kpps | 300kpps | 300kpps | 300kpps | 300kpps | 300kpps | 300kpps | 300kpps 300kpps | 450kpps | 450kpps | 450kpps | 450kpps | 450kpps | 450kpps | 450kpps | 450kpps | 450kpps
NAT + ACL + QoS forwarding
30 bandwidth (IMIX, bidirectional 100M 100M 100M 100M 100M 100M 100M 100M 100M 100M 150M 150M 150M 150M 150M 150M 150M 150M 150M
forwarding)
31 1PSec forwarding bandwidth (bps, IMIX, | - g\ 80M 80M 80M 80M 80M 80M 80M 80M 80M 100M 100M 100M | 100M | 100M | 100mM | 100M | 100M | 100M
32 FW forwarding bandwidth (bps, IMIX, 140M 140M 140M | 140M | 140M | 140M | 140M | 140M 140M 140M 180M 180M 180M | 180M | 180M | 180M | 180M | 180M 180M
) MAC entry 256 256 256 256 256 256 256 256 256 256 2K 2K 2K 2K 2K 2K 2K 2K 2K
34 ARP entry 1000 | 1000 | 1000 | 1000 | 1000 | 1000 | 1000 | 1000 1000 1000 2000 2000 2000 | 2000 | 2000 | 2000 | 2000 | 2000 | 2000
35 Number of VLANs 64 64 64 64 64 64 64 64 64 64 128 128 128 128 128 128 128 128 128
36 Number of IPv4 routes on a device 1000 | 1000 | 1000 | 1000 | 1000 | 1000 | 1000 | 1000 1000 1000 5000 5000 5000 | 5000 | 5000 | 5000 | 5000 | 5000 | 5000
37 g;w“l?' of FiBa forwarding tables ona | 1000 1000 | 1000 | 1000 | 1000 | 1000 | 1000 1000 1000 5000 5000 5000 | 5000 | 5000 | 5000 | 5000 | 5000 5000
38 Number of IPV6 routes on a device 1000 | 1000 | 1000 | 1000 | 1000 | 1000 | 1000 | 1000 1000 1000 5000 5000 5000 | 5000 | 5000 | 5000 | 5000 | 5000 | 5000
39 z‘:vi";b:’ of FIB6 forwarding tables ona | 1500 | 1000 | 1000 | 1000 | 1000 | 1000 | 1000 | 1000 1000 1000 5000 5000 5000 | 5000 | 5000 | 5000 | 5000 | 5000 | 5000
0 Maximum number of VRFs 2 2 2 4 2 4 2 4 4 4 32 32 2 32 2 32 2 32 32
41 Number of VPN routes on a device 1000 | 1000 | 1000 | 1000 | 1000 | 1000 | 1000 | 1000 1000 1000 5000 5000 5000 | 5000 | 5000 | 5000 | 5000 | 5000 | 5000
42 Number of IPSec tunnels 30 30 30 30 30 30 30 30 30 30 75 75 75 75 75 75 75 75 75
43 Number of L2TP tunnels 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16
44 Number of L2TP sessions 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16
45 Number GRE tunnels 32 32 32 32 32 32 32 32 32 32 128 128 128 128 128 128 128 128 128
46 uMSae""?”'“ number of SSL VPN access |, 10 10 10 10 10 10 10 10 10 10 10 10 10 10 10 10 10 10
47 Maximum of ;z"ac:;’:.’c‘;ss L 128 128 128 128 128 128 128 128 128 128 256 256 256 256 256 256 256 256 256
48 Maximum number of confiaured ACLs | 256 256 256 256 256 256 256 256 256 256 2K 2K 2K 2K 2K 2K 2K 2K 2K
49 Maximum number of confiaured IPv6 256 256 256 256 256 256 256 256 256 256 512 512 512 512 512 512 512 512 512
50 Maximum number of NAT address 4 4 4 4 4 4 4 4 4 4 8 8 8 8 8 8 8 8 8
51 Number of 1P addresses in each NAT 16 16 16 16 16 16 16 16 16 16 255 255 255 255 255 255 255 255 255
address pool
52 Maximum number of concurrent NAT 8K 8K 8K 8K 8K 8K 8K 8K 8K 8K 16K 16K 16K 16K 16K 16K 16K 16K 16K
53 Maximurm number of concurrent 8K 8K 8K 8K 8K 8K 8K 8K 8K £ 16K 16K 16K 16K 16K 16K 16K 16K 16K
to the firewall
54 Maximum number of concurrent calls - - - - 20 - - 20 30 - - 30 30 30 - -
55 Maximum of DSP channels (PBX and - - - - 8 - - 8 8 - - 8 8 8 - -
Maximum number of registered SIP
56 UEs (PBX and AG BEST) - - ) ) g ) ) i 64 ) ) had 64 had ) )
. Rule set of the voice blacklist and . . . . 18 . . 18 18 . . 18 18 18 . .
whitelist
Maximum number of rules that can be
58 configured for each blackist and E E . . 64 . . 64 64 - - 64 64 64 - -
whitelist
59 Number of MPLS LDP VCs - - - - - - - - - - - - - - - - - - -
60 Maximum number of 6over4 tunnels 2 2 32 32 32 32 32 32 32 32 128 128 128 128 128 128 128 128 128
61 Maximum number of 4over6 tunnels 32 32 32 32 32 32 32 32 32 32 128 128 128 128 128 128 128 128 128
. Recommended number of APs thatthe | B B B B B B B B B B B B o B o B o R
AC can manage
63| Maximurm number of concurrent users 80 80 80 80 80 80 80 80 80 80 160 160 160 160 160 160 160 160 160
allowed by the AC
| Feature
65 Ethernet port
Ethernetll packets(RFC 894), SNAP i i i
66| Ethernet port packets(802.3 SNAP) V V «/ v «/ v «/ v V V V v v N v N v N N
67 Link \EEE 802.3ad 7 7 7 7 7 7 7 v 7 7 7 7 7 7 7 7 7 ] ]
Supports static LACP, M:N backup
68 LACP among member interfaces in an V V «/ v «/ v «/ v N N N v v N v N v N N
aggregation group




Model
No. Sub- e It S ificati - - -
© teREn em CESEIED ARI5L [AR151W-P|ARIS1C | ARisg | AR157 | ARISTW[AR1STVWARISTC | ARisge | AR1ssEVW | AR201 |AR201VW-F| AR206 | AR207 | AR207V |AR207v-FlAR207vM| AR207C" | ARo08E
HSPA+7 HSPA+T HSPA+7
69|LAN access
Lo vEAN
71 Basic VLAN _|IEEE 802.1P. 802.10 7 7 7 7 7 7 7 7 7 7 7 7 7 7 7 ]
72 'W";"ace fink | pccess, trunk, and hybrid v v v v v v v v v v v v v v v v v
VLAN Super-VLAN and DHCP relay in
73 AN v v v v v v v v v v v v v v v v v v v
74 Guest VLAN V V o J o J o J o o o J J y J y J N v
75 Voice VLAN V V o J o J o J o o o J J y J y J y v
76 GVRP V V o J o J o J o o o J J N J N J N v
77 VLANIF V V o J o J o J o o o J J y J y J N v
75| MAC address
79 V V V Vv V Vv V Vv N N N Vv M N M N M N N
80| V V ~/ Vv ~/ Vv ~/ Vv N N N Vv M N M N M N N
81 v v v v v v v v v v v J v v v v v v v
82 Y V N v N v N v N N N v M N M N M N N
"AR200/AR1200 with fixed 8FE interface
it address alarm | does not support packets discarding Y Y N v N v N v N N N v v N v N v N N
84[STP
|EEE 802.1d (STP), 802.1w (RSTP),
85 MSTP |802.15 (MSTP) V v N v N v N v N N N v M N M N M N N
86 MSTP security 7 7 7 v 7 v 7 v 7 7 7 v 7 7 7 7 7 7 7
87[LLDP v v J J J J J J J J J J / J / J / J J
85[WAN
ao|POTE
% Portisolation
Support port isolation modes:
(1) Layer 2 and Layer 3 service isolated. Laver 3 o . e
ot (2) Layer 2 service isolation and Layer 3 (Layer 3 isolation is not supported )
senices not isolated.
92 Portisolation aroup 7 7 7 7 7 v 7 v 7 7 7 v 7 7 7 7 7 7 7
03 L isolation v v J J J J J J J J J J J J J J J J J
94[WAN
95 LAN interface | Supportina Ethernetll. SNAP. and J J v v v v v v v v v v v v v v v v v
9% ADSL interface X X X J J J J J X X X X J J J J J J J
The ADSL line complies with ADSL2
o7 (6992.3), ADSL2+ (G992.5), G.DMT X X x v J v J v x x x x J v J v J v v
(G992.1), and T1.413 standards.
Compatible with Annex A, B, C, and M
98 modes X X X v v v v v X X X X v N v N v N N
% ATM packet mode X X X 7 7 X X X X 7 v 7 7 7 7 ]
100 SSUDRE X X x x x x x x J J x X X x X x X x v
interface
Setting the ATMIPTM working mode of
101 the SHDSL board X X X X X X X X N N X X X X X X X X N
Setting the SHDSL standard:
102 bOL2 el 6061.2 (i), X X x x x x x x v v x X X x X x X x v
Interface
1
03 backup
—— Configuring a dialer interface as a
104 backup interface, Setting load balancing | J J v J v J v J J J J v J v J v J v
backup
mode of backup interfaces
‘Association test )
105 oninterface | Configuring association betueen v v v v v v v v N N N v J N J N J N v
interface backup and routing
backup
106] Bridge
Transparent
07 bridae
108 Configuring a static MAC address for a (VT or Dialer member interface cannot be configured.)
bridge group
109 | Blackhole MAC address entries v v ] N v [ v T v v ] [ ] [ v T v [ v T v T v v [ v ] N
10 Type of packets that can be forwarded Ethernelll packets can be forwarded by bridge interfaces.
by bridge interfaces Bridge interfaces do not support SNAP tagged packets or 802.3/802.2 IPX packels, or separately filter IP packets and non-IP packets.
11 Link encapsulation protocol on the Non-Ethernet interfaces support HDLC, PPP, FR, and ATM, but do not support X.25.
member interface
Member interface type:
Serial interfaces (HDLC and PPP)
FR interfaces and sub-interfaces
ATM interfaces and sub-interfaces
Eth interfaces and sub-interfaces
112 VLANIF interfaces Y Y N v N v N v N N N v v N v N v N N
Dialer interfaces
MER interfaces and sub-interfaces
MP interfaces
VT interfaces (PPPOFR and PPPOE)
Physical interfaces: Eth, EUTL, SA,
113 XDSL and ISDN interfaces Y Y N v N v N v N N N v v N v N v N N
Support Dialer interface, loopback
Logical interface, NULL interface, VT interface,
114(. VE interface, MP-Group interface, MFR V V N M N M N M N N N Vv M N M N M N J
interface
interface, tunnel interface, Bridge-it
interface, and Ethernet sub-interface
115[ATM™
Supporting P2P and P2MP sub-
116 interfaces. X X X M N M N M N N X X M N M N M N N
117 Carrying the IPOEOA service X X X V. o V. o V. o o X X v y v y v y v
118 Carrying the IPOA service X X X V. o V. o V. o o X X v y v y v y v
119 PPP and PPPoE over PVC X X X V. o V. o J o o X X v y v y v y v
120 INARP X X X V. o V. o V. o o X X v y v y v y v
121 CC. Loopback, AIS/RDI. and ATM ping X X X V. o V. o V. o o X X v y v y v y v
122 PVC aroup X X X V. o V. o V. o o X X v y v y v y v
Route backup, circular DCC, resource-
123/DCC shared DCC, DCC call, DCC dialer J J v v v v v v v v v v v v v v v v v
interface, and DCC dialer st
124|PPPoE o o o V. o V. o V. o o o J v y v y v y v
125[PPP
PPPOE, PPPOA, PPPOEOA, PPPOFR,
126 PPP and PPPOISDN services V V N M N M N M N N N Vv M N M N M N N
127' MP MPoFR and MPoISDN services v v v v v V. v V. v v v V. v J v J v J J
128|3G 3G J J J V. J V. J V. V V v V. J J J J J J V
120[1P
130|NAT
131 Basic NAT
132 PAT address pool mode v v v V. v V. v V. v v v V. v J v J v J J
NOPAT address pool mode (supporting )
133 TCP, UDP, and ICMP) v v N v v v v v v v v v v v v v v v v
Easy IP mode (supporting TCP, UDP,
134 and ICMP) V V N M N M N M N N N Vv M N M N M N N
Overlapping NAT (supporting TCP,
135 UDP, ICMP, and other special protocol V V N M N M N M N N N Vv M N M N M N N
136 NAT ALG En“fél'z”s mapping, FTP, ICM, RTSP, v v v v v v v v v v v v v v v v v v v
137 Log Log recording mode, log recording v v v v v v v v v v v v v v v v v v v
format, and flow loas.
Original stream, flexible stream,
138|NetStream Sream, and stream v v v v v v v v v v v v v v v v v v v
139|ARP.
140 Basic ARP.
Static ARP entries for main inerfaces
Static ARP entries for VLANIF
141 interfaces V V «/ v «/ v «/ v N N N v v N v N v N N
Static ARP entries for dotLq termination
interfaces
142 ARP-related functions of a Laver 3 VPN v v v v v v v v v v v v V. v V. v V. v N
143 Laver 2 topoloay detection v v J 7 J J 7 J 7 J J J J J J J J J J
144 ‘Address conflict detection v v J 7 J 7 J J 7 7 J J J J J J J J J
145 c statistics of ARP packels | v 7 J J J J J 4 4 4 J J J J J J J J
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No. Sub- e It S ificati - - -
© teREn em CESEIED ARI5L [AR151W-P|ARIS1C | ARisg | AR157 | ARISTW[AR1STVWARISTC | ARisge | AR1ssEVW | AR201 |AR201VW-F| AR206 | AR207 | AR207V |AR207v-FlAR207vM| AR207C" | ARo08E
HSPA+7 HSPA+T HSPA+7
ARP proxy anti-attack, route gateway
146 ARP proxy proxy, intra-VLAN proxy, and inter- v v v v v v v v v v v v v v v v v v v
VLAN proxy
) 'ARP ping [P address and ARP ping ; ; ;
147 ARP ping IR, v v v v v v v v v v v v v v v v v v v
Lag|1PVA protocol
stack
149 1Pv4 forwarding 7 7 7 ] 7 ] 7 v 7 7 7 ] 7 7 7 7 7 7 7
150 1P options v v J / J / J J J J J 4 J J J J J J J
TCP, UDP, and , ) )
151 e v v v v v v v v v v v v v v v v v v v
152 |Socket V V o J o J o J o o o J J y J y J y v
153 Ping IP ping and VRF ping V V o J o J o J «/ «/ «/ J J y J y J y v
Source address | Authenticating the source address of
154 e 2adIESS | he I packets and discarding packets v v v v v v v v v v v v v v v v v v v
sl vith invalid addresses
155 TRACERT IP tracert and VRF tracert V V o J o J o J o o o J J y J y J y v
Broadcast | Controlling whether to forward
156 e oo ok on s aesiied 4 (Only the host IP protocol stack forwarding is supported)
Forwarding
g v J J J J
157 Joad balancing Equal-cost multipath (ECMP) v v v v v v v v v M v v v N
Resetting the | Configuring an outbound interface o
158 DF field fragment IP packets V V N v N v N v N N N v M N M N M N N
Policy-based _|Local policy routes, loading balancing of
159 e e v v v v v v v v v v v J v v v v v v v
160| IPV6 protocol
stack
161 1PV forwarding 7 7 7 v 7 v 7 v 7 7 7 7 7 7 7 7 7 7 7
TCPG, UDP,
, UDPG, / / /
162 o, v v v v v v v v v v v J v v v v v v v
163 Socket6 J J v Vv v Vv v Vv v v v J J v J v < v v
164 PING6 J J v Vv v Vv v Vv v v v J J v J v < v v
165 TRACERT6 J J v J v J v J v v v J J v J v J v v
166 IPV6 PMTU J J v Vv v Vv v Vv v v v J J v J v < v v
167 IﬂD J J v J v J v J v v v J J v J v J v v
168| V6
6over4 manual tunnels,
60verdGRE tunnels, IPv4-compatible
169 6over4 tunnel address automatic tunnels, 6to4 Y V N v N v N v N N N v M N M N M N N
tunnels, 604 tunnel trunks, and
ISATAP tunnels
4over6 tunnels, and setting
the traffic label value for a tunnel, the
170 4over6 tunnel hop limit value for a tunnel, the traffic V V N v N v N v N N N v M N M N M N N
level for a tunnel, and the encapsulation
limit value
171[BNS
Configuring the DNS server statically
172 DNS Client  |and dynamically obtaining the DNS J J J v J v J v J J J v J v J v J v v
server address
173 DNS 7 7 7 v 7 v 7 v 7 7 7 7 7 7 7 7 7 7 7
174 DDNS J J J J J J J J J J J J v J v J v J J
175 DNS6 Client J J J J J J J J J J J J v J v J J J J
DNS6 ) ) )
176 . J J J v J v J v J J J J v J v J v J v
177|VRRP
178 1Pv4 VRRP V V o Vv o Vv o Vv v v v Vv V. v V. v V. v v
179 VRRP backup and VRRP load V V v Vv v Vv v Vv v v v Vv V. v V. v V. v v
180 Supporting simple authentication /MD5 | ] } ] } ] } ] J J J p ] ) ] ) ) ) )
181 VRRP in an L3 VPN v v v v v v v v N N N v v N v N v ~ J
182 VRRP in a super-VLAN v v v v v v v v N N N v v N v N v N v
183 VRRP detect NOA detection status v v v v v v v V V. V. N v v N v N v N v
184 VRRP detect of single route v v v v v v v v N N N v v V v V v V v
185 VRRPG J J J J J J J J J J J J v J v J J J J
VRRP6 ) ) ,
186 . J J J v J v J v J J J J v J v J v J v
187 o Y Y N v N v N v N N N v v N v N v N N
BFD and BFD ) ) )
188 e J J J v J v J v J J J J v J v J v J v
189|NOA
ICMP/UDP/TC
PISNMP/FTP/
190| GO Supporting command line/MIB v v v v v v v v v v v v v v v v v v v
UDPjiter |configuration
testDHCP/Tra
ce/DNS test
191 [NOA server v V v Vv v Vv v Vv v v v V. v V. v v v
192[DHCP
193 DHCP relay V V v Vv v Vv v Vv v v v Vv V. v V. v V. v v
WAN-side Layer 3 interfaces: Ethernet
interfaces and sub-interfaces, Eth-
Trunk main interfaces and sub-
194 interfaces (QinQ sub-interfaces are not v v N v N v N v v v v v v v v v v v v
supported).
LAN-side Layer 3 interfaces: VLANIF
interfaces and super-VLAN interfaces
195 DHCP servers in a VPN v v v v v v v v v v v V. v J v J v J J
196 DHCP server v v v v v v v V. v v v V. v J v J v J J
'WAN-side Layer 3 interfaces: Ethernet
interfaces and sub-interfaces, Eth-
Trunk main interfaces and sub-
197 interfaces (QinQ sub-interfaces are not v v N v N v N v v v v v v v v v v v v
LAN-side Layer 3 interfaces: VLANIF
interfaces and super-VLAN interfaces
Restricting the rate of DHCP packets by
.| entire equipment, by port, by VLAN, and
198 DHCP security restricting the rate of dynamic DHCP V V N M N M N M N N N Vv Vv N Vv N Vv N N
packets
'WAN-side Layer 3 interfaces: Ethernet
interfaces and sub-interfaces, Eth-
199 DHCP Client Trunk main and sub-interfaces, and VE V V N M N M N M N N N Vv Vv N Vv N Vv N N
interfaces. (QInQ subinterfaces are not
200|DHCPVE
201 DHCPV6 Client v v v v v v v V. v v v V. v J v J v J J
202 DHCPV6 Relay v v v v v v v V. v v v V. v J v J v J J
203 DHCPV6 v v v v v v v v v v v V. v J v J v J J
Supporting IP packet statistics, 1P
204|IP accounting priority statistics, and IP packet v v v v v v v v v v v " v v v v v v J
statistics based on the fitering rule
205|UDP helper J J J V. J V. J V. V V v V. J J J J J J V
206|Unicast route
207 Unicast route
1PV4 and IPV6 | Route selection, fimit of routing table
208 routing table | capacity, load balancing, route selection,| v v v v v v v v v v v v v v v v v v
management | and priority-based route
209 FIB4 and FIB6 1Pv4 FIB 7 7 7 7 7 7 7 7 7 7 7 7 7 7 7 7 7 7 7
Supporting manual IP FRR of the public
network, manual IP FRR for the private .
210 IP FRR o A R fon v v v v v v v v v v v v v v v v v v v
private network
211|route policv.
[ ACL, ip-prefix, community-fiter,
212 Routing POy | o community-fter, as-path-fter, or rd- | ¢ v N y N y N y N N N v v N v N v N v
filter
filter can be used as a route fiter.
Route-policy configuration, i--match rule,
213 route-policy |actions of the apply policy, and universal| v v v J v J v J v v v v v v v v v v v
match rule
) Specified outbound interface, load
214|Static routes SizipRaeh balancing, and configuration of static V V «/ Vv «/ Vv «/ Vv N N N v v N v N v N N
IPV6 routes
routes on a private network




Model

No. | Sub-system tem Specification B 3 X
U B ARI5L [AR151W-P|ARIS1C | ARisg | AR157 | ARISTW[AR1STVWARISTC | ARisge | AR1ssEVW | AR201 |AR201VW-F| AR206 | AR207 | AR207V |AR207v-FlAR207vM| AR207C" | ARo08E
HSPA+7 HSPA+7 HSPA+7
215[RIP. RIPVIA2, RIPna v v v v v v v v v v v v v v v v v v N
216|OSPFE. OSPFV2. OSPFV3 v v v v v v v v v v v v v v v v v v N
Types of protocol interfaces: point-to-
217 point, broadcast, NBMA, point-to- N N N M N M N M N N N M M N M N M N v
multipoint
218 Stub area and NSSA area 7 N N 7 N 7 N 7 7 7 7 v v J v J v J J
219[151S ISIS. ISISV6 v v v v v v v v J J J v v J v J v J v
Types of network interfaces: supports
P2P networks and broadcast networks.
NBMA networks are not supported and
they can be supported only when NBMA| ,
20 networks are simulated as P2P ! N ? J ? v v v v v v J v v J v v v v
networks.
XDSL interfaces: IS-IS is not supported
in PPPOA/IPOA links.
221 Load balancina 7 7 7 v 7 v 7 v 7 7 7 ] 7 7 7 7 7 7 7
222 Configuration of the three-way v v v v v v v v v v v J v v v v v v v
mode
Packet authentication:
simple plain-text authentication mode,
22 HMAC MD5 authentication mode and Y Y ? v ? v ? v ? ? ? v v N v N v N N
keychain athentication mode
224 1Pv4 multi-instance J J v v v v v v v v v S J J J J J J J
[1GP-8GP association and IGP-LDP ) J , ; , ; , ; , , , ] , , , , , , ,
BGP-4 J J v J v J v J v v v J J J J J J J J
BGP4+ J J v Vv v J v J v v v J V J V J V J J
MP-BGP J J v J v J v J v v v J J J J J J J J
Smart Policy Route J J V. V. V. V. V. V. V. V. V. J J J J J J J J
J J v J v J v J v v v J J J J J J J J
J J v J v J v J v v v J J J J J J J J
IGMPVIN2IV3 J J v J v J v J v v v J J J J J J J J
J J v J v J v J v v v J J J J J J J J
PIM-DM J J v J v J v J v v v J J J J J J J J
PIM-SM J J v J v J v J v v v J J J J J J J J
PIM-SSM J J v J v J v J v v v J J J J J J J J
23 J J V. V. V. V. V. V. V. V. V. J J J J J J J J
240[Security
241 [Firewall
Packet fitering. | Packet fitering based on basic ACLs,
242| firewall advanced ACLS. and time range ACLS. N N N M N M N M J J J M M N M N M N M
243 ASPF
'ASPF detection protocols:
244 TCP/UDP/ICMP/FTPHTTP/SIPIRTSP Y Y N v N v N v N N N v v M v M v M v
245 Java blocking J J v J v J v J v v v J V J J J J J J
246 ActiveX blocking J J v J v J v J v v v J V J J J J J J
247 IP fragment packet detection J J v J v J v J v v v J J J J J J J J
248 ACL-based PAM J J v J v J v J v v v J J J J J J J J
249 Attack defense
Defense against ICMP redirection
packets, ICMP unreachable packets,
port scanning packets, Tracert attacks,
land attacks, Smurf attacks, Fraggle
250 attacks, WinNuke attacks, IP-fragment N N N M N M N M N N N M v N v N v N Vv
attacks, teardrop attacks, ping of death
attacks, oversized ICMP packet attacks,
TCP packet attacks, and
flood attacks.
Limit on global connections (TCP,
ICMP, UDP, fragment, and half
251 connections), interzone connections, v v v v v v v v v v v v v v v v v v v
connections to a destination IP address,
and connections from a source IP
address.
252 Static blacklist and static whitelist 3 3 J J J J J J v v v J v J v J v J J
253 Attack loas
254 Saving loas v 3 J J J J J J v v v J v v v v J v J
255 Log format 3 3 J J J J J J v v v J v J v J v J J
256 |Blacklist loas 3 3 J J J J J J v v v J v J v J v J J
257 Traffic alarm and alarm clearance loas J 3 J J J J J J v v v J J J J J v J J
258 Attack defense loas v 3 J J J J J J v v v J v J v v v v J
259 Packet filtering loas 3 3 J J J J J J v v v J v J v J v J J
260| Actlve/syandby
Supporting HSB service configuration ) ) )
261 P J J J v J v J v J J J J v J v J v J J
262 Supporting HSB group configuration v v v v v v v v v v v v v v v v v v v
and status
263)] Recording logs when HSB channel v v v v v v v v v v v v v v v v v v v
occurs
‘Active/Standby
264 firewall
265 Supporting frewall service information ] ] ;) ; ;) ; ;) ; } } } ; ] } ] } p } p
Access
2] security
267 [ " IEEE 802.1x 2004 V V N M N M N M N N N v M N M N M N J
268 Interface/MAC address-based 802.1x B B p B p B p B b b b B B b B b B b b
269 |EAPoL o o o V. o V. o V. o o . J J . J N V. N J
270 Guest VLAN and restrict VLAN o o o V. o V. o V. o o . J J . J . J . J
VLAN and ACL information delivered by
271 the RADIUS server V V N M N M N M N N N v M N M N M N J
EAP-MD5 authentication and MAC /
272 address bypass v v v v v v v v v v v v v v v v v v v
Web -
N N N
273 authentication Portal 2.0 and local Portal authentication V V N M N M N M v M N M N M N J
274 User access
275 user group-based V. V. «/ J «/ J «/ J . . . J J . J . V. N J
Supporting user group bandwidth,
276 VLAN, and user priority P V V N M N M N M N N N v M N M N M N J
Supporting ACL, VLAN, UCL )
277 by the RADIUS server v v v v v v v v v v v v v v v v v v v
78 Supporting the MIB function of user B B , B , B , B , , , B B , B , B , ,
groups
279 Attack loa v v v V. v V. v V. v v v V. v J v J v J J
Interface-based broadcast traffic
storm suppression, multicast traffic )
280|020 on. and unknoun unicast v v v v J v J v J J J v v J v J v J v
raific suppression
281|ARP security
282 ARP paclfet
'ARP packet suppression based on
source IP addresses, global ARP
283 packet suppression, and ARP packet ’ ’ J v J v J v J J J J J J J J J J J
suppression based on interfaces
ARP Miss packet suppression based on
284 source IP addresses and global ARP N N N v N v N v N N N M M N M N M N J
Miss packet suppression
'ARP packet rate limit based on the
285 o oiAN v v v v v v v v v v v v v v v v v v v
286 Limit on dynamic ARP entries V. V. V. J V. J V. J V. V. J V. . V. . V. . J
287 Strict ARP learning V. V. V. J V. J V. J V. V. J V. . V. . V. . J
288 ARP spoofing
289 Sending aratuitous ARP packets V. V. V. J V. J V. J V. V. V. J V. . V. . V. . J
290 ARP anti-spoofing mode: fixed-mac, v v v v v v v v v v v v v v v v v v v
fixed-all, and send-ack.
201 ARP aateway ant-colision 7 7 7 7 7 v 7 v 7 7 7 7 7 7 7 7 7 7 7




Model
No. | Sub-system ttem Specification AR151 |AR151W-P[ARISIC| apiss | AR1s7 | AR157W[AR1STVW ARG | ARisge | AR1SBEVW | AR201 |AR201vW-F| AR206 | AR207 | AR207V [AR207v-F{AR207vW| AR207C | ARo08E
HSPA+7 HSPA+7 HSPA+T
292]1IP securitv
ICMP attack | Global ICMP packel suppression, - - - - -
293 defense Intertace basta 1OMP packe ¢ ¢ N v N v N v N N N ! M N M N M N N
294 UuRPF V. V. v J v J v J v v v J v J v v J
295 IPSG V. V. v J v J v J v v v J v J v v J
296|CPU-defend
297 CPCAR V. V. v J v J v J v v v J v J v v J
298 |Blacklist V. V. v J v J v J v v v J v J v v J
299 :::;:;SOUI’CQ N N N M N M N M N N N M N N N N M N v
300[AAA 7 7 7 7 7 7 7 7 7 7 7 v 7 7 7 7 7 7 7
none Tocal
authentication, RADIUS authentication,
. [HWTACACS authentication, , , ,
301 Authentication PAPICHAP authentication, EAP N N N M N M N M N N N M J N v N J N v
termination authentication, and EAP
relay icali
Supporting none authorization, local
CACS
authorization, and authorization after ’ ’ ’
302 RADIUS One N N v M v M v M v v v M v v v v v v v
or more authorization modes can be
used together
none RADIUS
303 g and HWTACACS J J v v v v v v v v v M v v v v v v v
accounting
command line
Command ine.|for management users, command line
304 P authorization using the HWTACACS N N v M v M v M v v v M v v v v v v v
authorization
server, and command line authorization
in local mode
305|RADIUS 7 7 7 v 7 v 7 v 7 7 7 ] 7 7 7 7 7 7 7
306 HWTACACS v v J J J J J J 4 4 4 J v 4 v 4 v 4 4
307|PKI v v J J J J J J J J J J v J v J v J J
308[VPN
309|GRE
Supporting MTU, GRE Checksum,
tunnel status detection, GRE packet
310 GRE tunnel |iragmentation and reassembly, nterface| ¥ v v v v v v v v v J v v v v v v J
name used as the source address of the
tunnel interface
Services on the
s GRE tunnel
312 Esrf:csa'sa'n'g‘gg%pmmm's' RIP, OSPF, v v v v v v v v v v v v J v J v J v v
313 Multicast routing protocol: PIM-DM/SM J J v J v J J v v v J V J J J J J J
314 Redirecting packets to the GRE tunnel J J v J v J J v v v J J J J J J J J
315[1PSec VPN
316 IKE IKEVIN2 J J v J v J v J v v v J J J J J J J J
317| IPSec
318 IPSec tunnel J J v J v J v J v J J J J J J J
IPSec conversion protocols: AH, ESP,
319 and AH+ESP protocols. N N Vv Vv Vv v v v M M v M v v v v
320| ::g?ﬁ::;?‘;‘:zg?des transport mode J J v v v v v v v v v v v J v J v J v
321 GRE over IPSec J 3 J J J J J J v v v J J J v J v J J
322 [NAT traversal J 3 J J J J J J v v v v J J J J J J J
323 DSVPN 3 3 J J J J J J v v v J v J v J v J J
324|L2TP VPN
325 LAC J 3 J J J J J J v v v J J J J J v J J
326 LNS v 3 J J J J J J v v v J v J v v J v J
327|SSLVPN J J J J J J J J J J J J J J J v V. v v
328]00S
Basic IPv4 ACLs, extended IPv4 ACLs,
329|ACL and Ethernet frame header-based Layer v v N v N v N v N N N M v Vv v Vv v Vv Vv
2 ACLS and name ACLs
330]008
331 Priority 3 3 J J J J J J v v v J J J v J v J J
traffic rate limit on
interfaces, sub-interfaces, Eth-Trunk
332 Traffic policing interfaces, MFR interfaces, dialer v N v v v v v v N N N v M v M v v v v
interfaces, VE interfaces, and VT virtual
interfaces, and supporting flow-based
Supporting traific shaping on interfaces,
3 . |sub-interfaces, Eth-Trunk interfaces,
333 Traffic shaping MER interfaces, dialer interfaces, VE N N Vv M Vv M Vv M v v v M M v M v v v v
interfaces, and traffic queues
234 Congestion | Supporting WRED based on DSCP or B B , B , B , B ) ) ) B B b B b B b p
IP prioriies and supporting tail drop
Supporting SP scheduling, WRR
Congestion | SCheduing, and SP+WRR scheduling
335 oo et | on LAN-side nterfaces, and v v J ¥ J v J v J J J Y v v v J v J J
PQICBWFQ scheduiing as well as 3-
Level HQoS on WAN-side interfaces
336 HOoS J 3 J J J J J J v v v J J J v J v J J
3-Level scheduling and shaping for
337 flows, services (sub-interf and v v v v v v v v v v v v v v v v v v v
338 FR QoS V. V. «/ N «/ N «/ N . . . J J . J . J . J
Supporting IPv6 packet priority
mapping, packet re-marking, queue
339 1PV6 QoS A ns, watfc poic ng,gtr:fﬁ o v v v v v v v v v v v v v v v v v v v
shaping, traffc staistics, and traffic
Configuring CBR, VBR-1t, VBR-nrt, and
340 ATM QoS UBR on the PVC. v v v v v v v M v v v v v v v v v v v
Traffic
341{MQC classifier, traffic v v N v N v v M v N v v v v v v v v v
behavior, and
Smart
342[sAC Application S“D‘PD".‘"Q P2P, RTP, and enterprise J J v v v v v v v v v v v v v v v v v
Control applications
343|Voice
344[Voice ports
Supporting user-defined ringing mode,
interface locking, and interface
loopback.
345 FXS ports Supporting four access user types X X X X X X v X X v X " X X v v v X X
DEL, ECPBX, LCPBX, and
PAYPHONE
346 FXO poris
347 P2P and P2MP working modes X X X X X X v X X v X V. X X v J v X X
348 Remote power supplies on a port X X X X X X v X X v X V. X X v J v X X
349 Loopback on BRA ports X X X X X X v X X v X V. X X v J v X X
Working mode, remote power supplies
350 ISDN S/T ports |on the ports and alarm checking on the X X X X X X X X X X X X X X X X X X X
BRA ports
351|Voice media
352 IETP X X X X X X v X X v X V. X X v J v X X
353 DSP X X X X X X v X X v X V. X X v J v X X
54 Three-way conference, Multi-party M M M M M M , M M , M B M M B , B M M
5 DSP mode: Fullrate mode and G.711 N N N N N N ;) N N , N p N M p } p M M
mode
ass|Yoice
357 [SIP protocol X X X X X X 7 X X 7 X 7 X X 7 7 7 X X
358 SIP over TLS X X X x X x 4 x X J X J X X J J J X X
Diagnostics
359[and
Signaling
360 o X X X x X x J x X v X J X x v J v x x
361 Voice loading X X X X X X v X X v X X X V. v V. X X
362 VOSM X X X X X X v X X v X X X V. v V. X X
363 Remo(g ekl X X X X X X v X X v X v X X v v v X X
capturing
364 TROGO TR104 node X X X X X X 7 X X J X 7 X X 7 7 7 X X
365]SIP AG




Model
No. | Sub-syst It Specificati 5 = :
© teREn em CESEIED ARI5L [AR151W-P|ARIS1C | ARisg | AR157 | ARISTW[AR1STVWARISTC | ARisge | AR1ssEVW | AR201 |AR201VW-F| AR206 | AR207 | AR207V |AR207v-FlAR207vM| AR207C" | ARo08E
HSPA+7 HSPA+7 HSPA+7
366 OIS X X x X x X v X x v x v X x v v v x X
BRA/PRA
367 subscriber X X x X x X v X x v x v X x v v v X X
368 Fax X X X X X X 7 X X 7 X 7 X X 7 7 7 X X
369 Modem X X X X X X J X X J X J X X J N J X X
370) 'ip SIP over UDP/TCPISCTP X X X X X X J X X J X J X X J N J X X
371 Overload X X X X X X J X X J X J X X J N J X X
372 BEST Branch Exchange for Sunvivable X X X X X X J X X J X J X X J N J X X
CAC bandwidth | . ;
373 limitin static | xes\fieting incoming and outgoing calls X X X X X X J X X J X v X X v J v X X
when the bandwidth is insufficient
mode
374[PBX
‘Accessing the POTS terminal, SIP UE
375) Useraccess | e el X X X X X X v X X N X v X X v N v X X
376 a3 X X X X X X v X X v X v X X v J v X X
‘Accessing the PSTN network/traditional
377 DM PBX by using AT and PRA X X X X X X v X X N X v X X v N v X X
‘Accessing the IMS network by using
578 SIP IP trunk (SIP PRA or SIP AT0) X X X X X X v X X J X v X X v v J X X
Connecting to other IP PBXs by using
an SIP IP trunk (IP addresses cannot
s be obtained dynamically. And SIP 1P x x x x x x ? x x ! x v x X v N v X X
trunk cannot be registered.)
380 R2 trunk X X X X X X 7 X X 7 X 7 X X 7 7 7 X X
381 H323 Gateway X X X X X X 7 X X 7 X J X X 7 v 7 X X
‘Accessing the ISDN network using the
382 |iSon arta X X X X X X v X x v x v X X v v v x x
383, 3G CS Domain trunk X X X X X X N X X N X 7 X X 7 7 7 X X
384 Senvice
385) Fax/modem senvice in TOM/VOIP mode | X X X X X X N X X N X 7 X X 7 7 7 X X
Connecting to the GSMBOX gateway
386 (ZED-3 GSMBOX gateway) byusinga | X X X X X X v X x v x v X X v v v x x
SIP 1P trunk
w Double communication (DC) service M M M M M M . M M B M B M M , b , M M
and three-party service
Mult-subscriber-number (MSN) service
388 supporting both SIP UE and POTS X X X X X X N X X N X v X X v v v X X
subscribers
389 Media proxy for NAT traversal X X X X X X 7 X X 7 X 7 X X 7 7 7 X X
390) Mul X X X X X X 7 X X 7 X J X X 7 v 7 X X
301 [Blackiist and Whitelist X X X X X X 7 X X 7 X J X X 7 v v X X
392 X X X X X X 7 X X 7 X J X X 7 v 7 X X
Restricting calls by setting the
393 o X X X X X X v X x v x v X X v v v x x
o Operation and | PBX functions can be controlled by M M M M M M . M M B M B M M , b , M M
licenses.
Associating the SIP server status with
. the VRRP status, and associating the
395 Reliability e o X X X X X X v X x v x v X X v v v X x
status
Management
396|and
Mirror packets to Ethernet interfaces
(LAN-side interfaces and WAN-side
interfaces), including: Ethernet
interfaces, serial ports, ATM interfaces,
- EL/T1 interfaces, ISDN interfaces, 3G
agr| o interfaces, WLAN interfaces, and Eth- J J v v v v v v N N N v v N v N v N v
g Trunk interfaces.
Supporting port mirroring on both
inbound and outbound interfaces.
Supporting port mirroring for traffic sent
to the CPU.
ags|Web v v v v v v v v N N N v v N v N v N v
300|SYStEM SYSLOG log information export v v v M v M v M J J J v v v v v v v J
200) TETP 7 7 7 ] 7 ] 7 ] 7 7 7 ] ] 7 ] 7 ] 7 ]
Information ; ; ;
401 o v v v v v v v v N N N v v N v N v N v
402 Command line 7 7 7 v 7 7 7 7 7 7 7 7 7 7 7 7 7 7 7
403 Time v v N v N v N v v v v v v v v v v v v
404 'ﬁH 7 7 7 ] 7 ] 7 ] 7 7 3 ] ] 3 ] 3 ] 3 ]
405 FTP J J J J J J J J J J J J ] N ] N ] N ]
406) [TELNET J J J J J J J J y N y J ] N ] N ] N ]
User ; ; ;
407 menagement v v v v v v v v N N N v v N v N v N v
Multiingual
408 resource file v v v v v v v v N N N v v N v N v N v
management
409 File system 7 7 7 7 7 7 7 7 7 7 7 7 7 7 7 7 7 7 7
410 :;Z'"'gu'a""" v v v v v v v v v v v v v v v v v v v
Configuration
211 e J J v v v v v v N N N v v N v N v N v
412 [Remiz] v v v v v v v v v v v v v v v v v v v
Supporting
fnotsz?-]l:es | Supporting console interfaces and
413 synchronous/asynchronous serial v v v v v v v v v v v v v v v v v v v
SMCHIGNBUSES) . ccc
ynchronous
serial interfaces
414|UPOTadE v v v v v v v v v v v J J v J v J v J
415|PeVice v v v v v v v v v v v v v v v v v v v
416]GTL 7 7 7 ] 7 ] 7 ] 7 7 7 ] ] N ] N ] N ]
Diagnostics
417[and v v v v v v v v v v v v v v v v v v v
o T
SNMPVINZCA, supporting MIB files
418|SNMP defined by SMIvE and SMIe2 v v v v v v v v N N N v v N v N v N v
419|PoE Supporting 802.3af and 802.3at. The X v X X X X X X X X X v X X X v X X X
interface maximum power is 30 W.
This module uses V3 that is compatible
420|NTP VL and v v v v v v v v v N N N v v N v N v N v
221|RMON 7 7 7 7 7 7 7 7 7 7 7 7 7 7 7 7 7 7 7
422|RMON2 J J n J n J n J 7 7 7 J J J J J J J J
223cwmp J J 7 J 7 J 7 J 7 7 7 J J J J J J J J
Downloading the configuration file,
124| Deployment version file, and patch file from the B B B . B . B . , , , , , . , . , . ,
ploy TFTP/FTP server automatically N N N
Supporting USB-based deployment
External
425 interfaces
426 TR069 node [ Supporting TRILL v v v J v J v J v J J J J J J J J J J
427[WLAN
428|WLAN O0S
429 WM function X 7 X X X 7 7 X X 7 X 7 X X X X 7 X X
430 Priority X 7 X X X J 7 X X 7 X X X X X J X X
431 Traffic control X 7 X X X J 7 X X 7 X X X X X J X X
432[ WLAN
'WEP security B
433 o X v x X x v v X x v x v X X X X v X X
WPA security )
434 e X v X X X v v X X J X v X X X X v X X
'WAPI security B
435 e X v x X x v v X x v x v X X X X v X X
Key }
436 anacement X v X X X v v X X J X v X X X X v X X
437|WEAN radio




Model
No. Sub- e It S ificati - - -
© teREn em CESEIED ARI5L [AR151W-P|ARIS1C | ARisg | AR157 | ARISTW[AR1STVWARISTC | ARisge | AR1ssEVW | AR201 |AR201VW-F| AR206 | AR207 | AR207V |AR207v-FlAR207vM| AR207C" | ARo08E
HSPA+7 HSPA+T HSPA+7
Wireless
B
438 protocol X X X X v N X X N X Y X X X X v X X
Rate, channel,
439 e X J x x x v J x x J x v X x X x J x x
440 R yies X Vv X X X v N X X N X Vv X X X X v X X
21 Radio X 7 X X X v 7 X X 7 X 7 X X X X 7 X X
442 oz.LIn X J x x x v J x x J x v X x X x ¥ x x
443 (2
224 AP X 7 X X X v 7 X X 7 X 7 X X X X 7 X X
e plegnosklong X v X X X v v X X N X v X X X X v X X
446 AP X Vv X X X v N X X N X Vv X X X X v X X
sa7 [WLANSTA
448 STA access X v X X X v v X X v X ~ X X X X v X X
449 STA X v X X X v v X X v X ~ X X X X V. X X
STA
450 information X J X X v v X v X v X X X X v X X
WLAN anti-
452 attack
Blackist and
/
452 whitelist X J X X v v X v X v X X X X v X X
753 Access control X 7 X X X 7 7 X X 7 X 7 X X X X 7 X X
54 Anti-attack X 7 X X X J 7 X X 7 X / X X X X J X X
455|WLAN
256 WLAN services X 7 X X X 7 7 X X 7 X 7 X X X X 7 X X
TR-069-based
457 e X J x x x v J x x J x v X x X x J x x
58 WLAN (AC)
459 [P
) the Layer 2/Layer 3 network
460 Neworking | ;'ipys network between APs and the | v v v v v v v v v v v v v v v v v v v
capability o
N Discovering ACs using DHCP
461 AC discovery Obtion43, DNS. or CAPWAP V V N v N v N v N N N v M N M N M N N
Configuring the AP access control
462 AP access mode (automatic access based on the V v N v N v N v N N N v M N M N M N N
MAC address or serial number)
e Querying AP software version update,
463 mETE T configuration downloading, and status V Y N v N v N v N N N v M N M N M N N
29 maintenance
264|CAPWAP.
465 CAWAP tunnel EUDDOV!II’\U the CAPWAP control tunnel J J v v v v v v v v v v v v v v v v v
] Layer2/Layer 3 network data
466, pemd e i ¥ ¥ v v v v v v v v v J v v v v v v v
PR
Supporting 802.1x, Dotlx, Portal, EAP-
468 STAaccess | PAP/EAP-MDS, EAP-PEAPIEAP-TLS, | ¢ J J v J v J v v v v v J v J v J v v
and MAC
Supporting STA association and
469 s reassociation, and intra-VLAN or inter- v Y v v v v v v N N N v v N v N v N N
VLAN roaming
Supporting AAA, VLAN and Layer 3
470, AAA ACL delivery by the RADIUS server, J J J v J v J v v v v v J v J v J v v
and STA grouping and ACL
41| WEAN radio
472 REED Supporting 80211 bigin v v N v N v N v v v v v v v v v v v v
73] [802.11n Sefting 802.11n 7 7 7 v 7 v 7 v 7 7 7 7 7 7 7 7 7 7 7
474|WLAN
WEP security ) ) )
475 R J J J v J v J v J J J J v J v J v J v
476 WEA e v Y N v N v N v N N N v v N v N v N N
policy
WAPI security } ) )
477 policy N N N v N v N v N N N v v N v N v N Vv
478 e v Y N v N v N v N N N v v N v N v N N
47| WEAN attack
defense
) Supporting blackiist and whitelist, and
480 Blacklistand | i i) WLAN security feature logs and | v v v v v v v v v v v v v v v v v v v
whitelist
statistics
481 Communication | STA communication control on a virtual v v v v v v v v J J J v v J v J v J J
control AP
282[WLAN 008
483 WMM function 802.11¢ 7 7 7 v 7 v 7 v 7 7 7 7 7 7 7 7 7 7 7
284 Priority J J J J J J J J J J J J v J v J J J J
‘Supporting rate limit on upstream traffic
CAR and rate [of the VAP/SAT-based aif nterface, AP )
485 limit traffic control, and radio-based multi- N N v ’ v ’ v ’ ‘ ‘ ? v ’ ? ’ ? ’ ? ¢
STA traffic balancing
86| WLAN
Supporting configurations and
o management of the WLAN service sets
487 and VAP, automatic service delivery and v v N v N v N v v v v v v v v v v v v
and the VDS bridge
function
Supporting 1+1 cold backup, 1+1 load
488 Reliability balancing, and N+1/N+N cold backup V V N M N M N M N N N Vv M N M N M N N
between ACs
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System
1 ;"v:"’;;f""c" SRU40 I SRUB0 | SRUBD | SRU40 | SRUG0 | SRUBO
2 Switchin capacity of the svstem 8 Gbits 8 Ghitis 8 Gbits 8GbiUs 8 Gbits 8 Ghitis 10 Ghivs 10 Gbivs 10 Ghivs 32 Ghits 80 Gbos | 80 Gbos | 160 Gbos | 80 Gbos | 80 Ghos | 160 Gbos
3 Memory 512M 510M 512M 512M 512M 512M 512M 512M 16 26 26 26
4 Flash memory 256 M 256M 256M 2560 256M 256M 512M 512M 512M 16M 16M 16M
Wicro SD card memory 0 0 0 0 0 046 2146 2146 214G
SIC slot 2 2 2 2 2 4 4 4 4
wsic 0 02 204 24 204
XSIC 0 0 0 0 0 ) 0 02 24 /6
The 32-channel The 32-channel
Voice is Voice is The MAX 32- | The MAX128- | he yax 384-channel voice can | The MAX 384-channel voice can
9 DSP Channels 0 o o o 0 o channel voice is | channel voice can be
supported by supported by anne voc el vorce ¢ e Supporte be supportet
default. default. pported. oo
10 DSP siots 0 0 0 0 0 0 0 0 2 1 3 3
11 Fixed interfaces
12 Fixed LAN port 8FE 0 48 FE 28 FE 0 0 0 0
2 GE(L Combo | 2 GE(L Combo,
por) port)
13 Fixed WAN port 2GE 2 FE(supported | 2 FE(supported | GE(lof)"m 00 | 3 6E(1 Combo port) 3 GE(2 Combo ports)
byEthemet | by Ethernet P
switch port) | _switch port
14 Wi-Fi port X X X 80211 blaln_|_802.11 biain X X X X X X
15 USB port (2.01 2 2 2 2 2 2 1 1 2 2 2 2
16 'SD card port 0 0 0 0 0 0 0 0 1 (External) 2(nternal and 2(internal and external) 2(nternal and external)
17 USB console port 1 1 1 1 1 1 1 1 1 1 1 1
18 UX/Console port 1 1 1 1 1 1 1 1 1 1 1 1
19 36 port Supported by U
20| KinaSton lock ] J J | J T J | J X | X T X X | X | X
21] ESD wrist iack J ] N | ] | N | ] J | 4 | J N | V [ 4
22| Power supoly I I [ [ 1 I [
'AC: 100-240V 'AC: 100-240V
23 Rated input voltage (AC) o - oo
'AC: 85-264V AC: 85-264V
2 Maximum input voltage (AC) o - v
% Rated inout voltage (DC) X 4210 53vde X X X X - - - 48V 10 60V
2] Maximum input voltage (5CY X 384 10 -72Vde X X X X - 5 - 384V10—72V
700 W for dual power supplies. Optionally, you can configure a
27 Maximum power capacity 54w 50w 54w 54w 54w 54w 60w 60w 150W 150 W Single pover supply 350 W,
External power 100 W. Only four fixed ports (FE4- M M
28 PoE (W) X x FE7) are supported x X x X X
29 Power supply redundancy. X X X | X T X X J(RPS) J(RPS) J(RPS) X Y Y
30| Physical
With rack-
mounting ear: | With rack-mouniing
With rack-mounting ear: 44.5 | 44.5mmx |2 44.5mm X 4826yt rack-mounting ear: 88.1 mm|  With rack-mounting ear: 130.5
With rack-mounting ear: 44.5 mm x 482.6 mm x 220 mm mm x482.6 mm x310mm | 482.6 mm x 420 '“’"h’“’zu ’":‘ X 482.6 mm x 470 mm mm x 482.6 mm x 470 mm
31 Dimensions (H x W x D) Without rack-mounting ear: 44.5 mm x 390 mm x 220 mm Without rack-mounting ear: 44.5 Withoutrack- | \yithout rack-mounting ear: 88.1 | Without rack-mounting ear: 130.5
mm x442mmx310mm | Without rack- | Mounting €ar: 4.5 | iy 443 mm x 470 mm mm x 442 mm x 470 mm
mounting ear: | MM X442 mm x 420
44.5 mm x 442 mm
2 Weiaht 2.9KG 4BKG | 48KG 6ka 495 ka 8.85 kg kg
33 040¢C
34 Humidity 5% to 90%, non-condensing
35| Reliability
36| Module hot swan ] 7 7 7 7 7 X X 7 7 v 7
37 Pover module hot swap X X X X X X X X X 4 v v
38| Fan module hot swan X X X X X X X X X X v v
39 Main control board hot swap X X X X X X X X X v v
40| MTBF (vear) 2003967 2903967 2903967 2903967 29.03967 2903967 62.34 62.34 59.17 %534 30004 30,004
41] MTTR (hour! 2 2 2 2 2 2 2 2 2 05 05 05
42 Performance SRU40 | SRU60 | SRUB0 | SRU40 | SRU60 | SRUBO
3] E::g:)'w arding performance (64-byte 450kpps 450kpps. 450kpps. 450kpps 450kpps. 450kpps 350Kpps 350Kpps 450Kpps 1Mpps 2Mpps | 2.5Mpps | 4Mpps | 2Mpps | 2.5Mpps | aMpps
44 m&* ACL + QoS :gm:g::g)bamwm‘" 200 200M 200 200M 200 200M 200M 200M 200M 400M 600M [800Mpps| 1800M | 600M [800Mpps| 1800M
25| IPSec '“’Wam"grgw‘:::’:;‘;’m (bps, IMIX, 200M 200M 200M 200M 200M 200M 200M 200M 200M 500M 1000M | 1400M | 2000M | 1000M | 1400M | 2000M
26| Fw ("'Wa'd‘"?;:;";;‘:‘:u‘? (bps, IMIX, 800M 800M 800M 800M 800M 800M 600M 600M 600M 1200M 4500M | 5000M | 5500M | 4500M | 5000M | 5500M
47| MAC entry 2K 2K 2K 2 2K 2 ) 2 ) K K K 8K K K 8K
1] ARP entry 2000 2000 2000 2000 2000 2000 2000 2000 2000 2000 2000 | 4000 | 4000 | 4000 | 4000 | 4000
49 Number of VLANS 128 128 128 128 128 128 128 128 128 4004 2004|4004 | 4004 | 004 | a00a | a00a
50 Number of IPv4 routes on a device 30000 30000 30000 30000 30000 30000 30000 30000 30000 80000 200000 | 400000 | 500000 _| 200000 | 400000 | 500000
51 :“\'n“cb:' of FIB4 forwarding tables on a 30000 30000 30000 30000 30000 30000 30000 30000 30000 80000 200000 | 400000 | 500000 | 200000 | 400000 | 500000
52 Number of IPv6 routes on a device 10000 10000 10000 10000 10000 10000 10000 10000 10000 30000 30000 | 30000 | 50000 | 30000 | 30000 | 50000
53| Ne“\'ﬂ"‘:b:' of FIBG forwarding tables on a 10000 10000 10000 10000 10000 10000 10000 10000 10000 30000 30000 | 30000 | 50000 | 30000 | 30000 | 50000
54 Naimum number of VRFs 64 64 64 64 64 64 64 64 o4 128 256 | 256 1000 256 | 256 1000
55 Number of VPN routes on a device 10000 10000 10000 10000 10000 10000 10000 10000 10000 30000 30000 | 30000 | 100000 | 30000 | 30000 | 100000
56| Maximum number of MPLS labels (sharing 1000 1000 1000 1000 1000 1000 1000 1000 1000 2000 2000 | 2000 8000 2000 | 2000 8000
the network label)
57 Number of IPSec tunnels 2000 2000 2000 2000 2000 2000 2000 2000 2000 4000 4000 | 4000 | 6000 | 4000 | 4000 | 6000
58 Number of L2TP tunnels 128 128 128 128 128 128 128 128 128 512 512 | 512 1024 512 | 512 1024
59 Number of L2TP sessions 128 128 128 128 128 128 128 128 128 512 512 | 512 1024 512 | 510 1024
60 Number GRE tunnels 256 256 256 256 256 256 256 256 256 512 512 | 512 1024 512 | 512 1024
61 Maximum number of SSL VN access 50 50 50 50 50 50 50 50 50 100 100 100 200 100 | 100 200
62| r:f;:\:::g' concurrent SSL. connections 1024 1024 1024 1024 1024 1024 512 512 512 1024 1024 | 1024 2048 1024 | 1024 2048
63 Maximum number of confiaured ACLS K ax K ax K ax K ax K 8K 8K 8K 16K 8K 8K 16K
64 Maximum number of confiaured IPv6 ACLS 512 512 512 512 512 512 512 512 512 1024 1024 | 1024 | 2048 1024 | 1024 | 2048
65 Maximum number of NAT address pools 8 8 8 8 8 8 8 8 8 16 16 16 32 16 16 32
66| Number of IP addresses in each NAT 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255
address pool
67 Maxdmum number of concurrent NAT 16K 16K 16K 16K 16K 16K 16K 16K 16K 64K 64K 64K 200K 64K 64K 200K
68| Maximum number of concurrent 16K 16K 16K 16K 16K 16K 16K 16K 16K 64K 64K 64K 200K 64K 64K 200K
to the firewall
69 Maximum number of concurrent calls - - 125 - 125 - - - 125 250 1000 | 1000 | 2000 | 1000 | 1000 | 2000
70 Maximum of DSP channels (PBX and AG) , - 32 - 32 5 - 5 32 128 128x3 | 128x3 | 128x3 | 128x3 | 128x3 | 1283
Maximum number of registered SIP UEs
7 o and AG BEST) - - 256 - 256 - - - 256 512 2048 | 2048 | 6144 | 2048 | 2048 | 6144
72 Rule set of the voice blacklist and whitelist - - 18 - 18 - - - 18 18 18 18 18 18 18 18
Maximum number of rules that can be
” confiqured for each blacklist and whitelist - - et - et - - - et had had had had had had had
74 Number of MPLS LDP VCs 64 [ 64 [ 64 6 64 64 64 128 256 | 256 512 256 | 256 512
75 Maximum number of Goverd tunnels 256 256 256 256 256 256 256 256 256 512 512 | 512 1024 512 | 512 1024
76 Maximum number of 4over6 tunnels 256 256 256 256 256 256 256 256 256 512 512 | 512 1024 512 | 512 1024
7 Recommended number of APs that the AC 12 12 12 12 12 12 12 12 12 16 16 16 32 16 16 32
can manage
78| Maximum number of concurrent users 200 200 200 200 200 200 200 200 200 240 300 300 500 300 300 500
allowed by the AC
7o|Feature
40| Etheret port
Ethernetll packets(RFC 894), SNAP p B
8 ENeretport | ackets(802.3 SNAP) M M M M M ! M ! M Y
82 Link IEEE 802.3ad 7 7 ] 7 7 ] 7 ] ] 7 4 ]
Supports static LACP, M:N backup among
83 LACP. member interfaces in an aggregation v J v J v v v v v J J v
group
84[LAN access
a5 VEAN
86 Basic VLAN __|IEEE 802.1P_802.10 ] 7 7 7 7 7 7 7 7 7 4 ]
87 interface link | Access. trunk. and hybrid ] ] 4 ] 4 ] ] ] 1] ] ] J
vLan Super-VLAN and DHCP relay in a Super-
88 o e v v ¥ v v v v v v v v
89 Guest VLAN 7 7 7 7 7 7 7 7 7 7 7 ]
%0 oice VLAN ] B 4 B 4 ] ] o] o] ] ] J
o1 P ] v ] v ] pl Y ] Y ] J ]
% LANIF interface ] ] 4 ] 4 B ] B ] ] ] J
o3| VIAC address
Static MAC
address and
v ¥ v v v
% e v v v v v v J
address
% MAC address ] v ] v ] ] 7 7 7 7 7 ]
Sticky MAC i i R ,
% B v v v v v v v v v v
MAC address
v ¥ v v v
o flapina defense M ’ ’ Y Y ! !
Invalid MAC | AR200/AR1200 with fixed BFE interface
v v v v y v
bt address alarm__|does not support packets discarding. M ! ! ! ! !
%[STP.
EEE 802.1d (STP), 802.1w (RSTP), X X R B
100 MSTP 502 10 (MSTO) v v v v v v v v v v
101 MSTP security ] v 7 v 7 7 7 7 7 7 v 7
102[I1DP ) B 4 B 4 J ] J ] ] ] J
103]WAN
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104]Port [ I I [ I |
105 Port isolation [ [ I [ I I I 1 I I
‘Support port isolation modes:
106 (1) Layer 2 and Layer 3 service isolated.
(2) Layer 2 senvice isolation and Layer 3
senices not isolated,
10 Port isolation aroun ] 7 7 7 7 7 7 7 ] 7 7 7
10 L isolation 7 J J J J ] 4 ] 4 J J 7
109|WAN interface
11 LAN interface | Supportina Ethernetil. SNAP. and VLAN 7 7 7 7 7 7 7 7 7 7 7 ]
111 [SiaiEs J J v J v J X J J v v J
serial port
Configuring the serial port to work in
we mode N M v v v v X v N N v v
The synchronous serial port supports three
113 link layer protocols: HDLC, FR, and PP, v y v v v v x v v v v J
The PPP protocol is used by default.
4 The asynchronous serial port support PPP ] B ; B ; ] M ] B B N ;
Setting the maximum receive unit (MRU)
115] The default value s 1500 bytes. The value v y v v v v x v v N v J
ranges from 128 to 1500,
116 CELPRI v 7 7 v v X X v ] v 7
117 Working in E1, CEL, or PRI mode v v v v v X X p v v 7
118 Timeslot binding v v y v v v X X p v v 7
119 Timeslot binding on the PRI interface v v v v v v X X p v v 7
ANSI T1.403 ,
120 CTLintedace | 7imesiot binding on the CT1 interface ! M M M M M x x M M ! ’
121] ADSL interface 7 7 7 7 7 X X 7 7 7 7
The ADSL line complies with ADSL2
122 (G992.3), ADSL2+ (G992.5), G.DMT v v v v v v x X v v v v
(G992.1). and T1.413 standards.
123 ‘Comatible with Annex A. B. C. and M ] 7 ] 7 ] 7 X X 7 7 7 7
124 Supportina ATM packet mode 4 P J 7 7 J X X 7 4 4 Y
125 G.SHDSL ] 7 J 7 J ] X X 4 J 4 J
Setting the ATMIPTM working mode of the ) ) N
126 e e v v v v ¥ v x X v v
Setting the SHDSL standard
227 supporting G991.2 and G91.2 (Bis) ! M M M M M x x M ! ! ’
128] [ELF interface J ) N ) N 3 X 3 N J J v
129 Workin in framed mode ] 7 ] 7 ] ] X ] 4 J J J
130) Working in unframed mode P J 7 7 J X J 7 4 ¥ J
Configuring HDBS as the encoding and
13 decoding mode ! M M M M M x M ! !
= B ‘Complying with ITUT G.708 and HDB3 ] ; p ; p ; M M . B N ;
codina standards
133 TLF interface ] 7 7 7 7 7 X X 7 7 7 7
134] Working in framed mode 4 P J P 7 J X X 7 4 4 Y
135 Settina line attenuation ] 7 ] 7 ] ] X X 4 J J J
136] Timeslots bindina on a TL-F interface P J P 7 J X X 7 4 ¥ J
Configuring B8ZS as the encoding and
137 A ¥ y v y v v x X v ¥ v N
138 Settina the line clock mode 7 7 7 7 7 7 X X 7 7 7 7
139 Configuring a T1-F interface to invert user , B B B B , X N B . j B
data
140 ISON BRI ] 7 7 7 7 7 X X 7 7 7 7
11] Setting the maximum receive unit (MRU) 4 P J P 7 J X X 7 4 4 Y
142 ‘Supportin remote loopback ] 7 J 7 J ] X X J J J /
143 Supportinalocal loopback 4 J J 7 v J X X 7 4 ¥ ]
Setting features of CPOS, E1, and T1
144 cPOS nterface [S°1119 1 x x X x X x x X v v v
145 POS ITUT G.707 SONET OC-3/SDH STML X X X X X X X X 7 7 7 7
146| [emamTs v v v v v v X X y v v J
serial port
147 Setting the liniclaver protocol 7 7 7 7 7 7 X X 7 7 7 7
128] he stream workina mode 4 P J P v J X X 7 ; 4 ]
129) Confiaurina the protocol working mode ] 7 J 7 J ] X X J J 4 ;
150) Modem ; 7 v 7 v J X X 7 ; ; ]
151] Setting the call-in and call-out ] 7 J 7 J ] X X J J 4 J
152 Auto-reply mode 4 P v 7 v J X X 7 ; 4 ]
153 XPON ] 7 J 7 J ] X X J J 4 J
154 GPON 4 P v 7 v J X X 7 ; 4 ]
155 EPON ] 7 J 7 J ] X X J J 4 J
156 oSz ‘Compatible with ANNEX AV ¥ 7 v 7 v J X X 7 4 ; 7
3G interface
157 R v X x v
159 SAE220 ] 7 7 7 7 ] X X 7 7 7 7
160 SAE550 X X X X X X X X X 4 4 )
161 [Inierface
Configuring a dialer interface as a backup
162 Interface backup |interface, Setting load balancing mode of ¥ y v v v v v v v ¥ v v
backup interfaces
‘Association test_ | Configuring association between interface
263 on interface | backup and routina ! N N ! ! M
6| Bridge
165 Transparent
Configuring a static MAC address for
166
bridge arou
167| Eacmme MAC address entries J ] I v [ ] I v [ J I v [ J I ] [ y y v
Type of packets that can be forwarded by
168
bridge interfaces
Link encapsulation protocol on the
169
member interface
Member interface type:
Serial interfaces (HDLC and PPP)
FR interfaces and sub-interfaces
ATMinterfaces and sub-interfaces
Eth interfaces and sub-interfaces
170 A e and v v ¥ v v v v v v v v v
Diler interfaces
MFR interfaces and sub-interfaces
MP interfaces
VT interfaces (PPPOFR and PPPOE)
Physical interfaces: Eth, EL/TL, SA, xDSL
7 and ISDN interfaces ! M ! M ! M M M M M N !
Support Dialer interface, loopback
L ogical interface, NULL interface, VT interface, VE
172[-%9 interface, MP-Group interface, MFR v v v v v v v v v N J v
interface
interface, tunnel interface, Bridge-if
interface, and Ethernet sub-interface
173[ATM
174 Supportin P2P and P2VP sub-interfaces. ] 7 7 7 7 7 X X 7 7 7 7
175 Carvina the IPoEoA senvice v J v J v 7 X X v J J ]
176 Carnving the IPoA senvice ] ] 4 ] 4 y X X J 7 ] 4
177 PPP and PPPOE over PVC 4 J v J v 7 X X v J J ]
178 InARP ] ] 4 ] 4 y X X J 7 ] 4
179 CC. Loopback. AIS/RDI and ATM pina v J v J v 7 X X v J J ]
180 PVC aroup ] ] 4 ] 4 y X X ] ] ]
FROISDN, PPPOFRIPPPOMFR, and
181|Frame relay o v v ¥ v ¥ v x x v J v v
162[HDLC 7 7 7 7 7 7 X X 7 7 7 7
Route backup, circular DCC, resource-
183|pCC shared DCC, DCC call, DCC dialer v J ¥ v v v v v v v v v
intertace. and DCC dialer list
164|PPPOE 7 7 7 7 7 7 7 7 7 7 7 7
TTU-T Q.821, ITU-T Q931
185(1SDN Dss1 ot P raroens v v ¥ v ¥ v x x v J v
PPPOE, PPPOA, PPPOEOA, PPPOFR, and
[ e AN v v ¥ v v v v v v v v v
VP MPOFR and MPOISDN senvices 7 7 7 7 7 7 7 7 7 7 1] 7
3G J y J y J J y J y 4 4 J
Basic NAT
PAT address ool mode 7 7 7 7 ] ] 7 7 7 7 7 ]
NOPAT address pool mode (supporting g g . .
104 prdaiinptontove v v v v v v v v v v
Easy IP mode (supporting TCP, UDP, and - - B
195 o v v v v v v v J v v v
Overlapping NAT (supporting TCP, UDP,
196) ICMP, and other special protocol M ! ! ! ! ! ! ! ! N N N
107] NAT ALG DNS. DNS mappina. FTP. ICM. RTSP. and, 7 7 7 7 7 7 7 7 7 7 7 ]
108 hzy Log recording mode, Iog recording format, , ) B ) . , B , B , B S
and flow loas
Original stream, flexible stream, - - B
199|NetStream siream. and stream collection ! M ! M ! M M M M M !
200|ARP
201 Basic ARP
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Static ARP entries for main interfaces
Static ARP enties for VLANIF interfaces
202 Static ARP entries for dot1q termination v y v v v v v J v v v J
interfaces
Static ARP enties in VPN-instance mode
203 ARP-related functions of a Laver 3 VPN ] 7 7 7 7 7 7 7 7 7 7 7
204 Laver 2 toooloay detection ] . 7 . 7 . J . J 7 7 ]
205 Address conflict detection ] ] J 7 4 4 7 4 7 ] ] Y
206 Classification statistics of ARP packels ’ . 7 . ’ J J 7 7 ]
'ARP proxy ani-atiack, foute gateway
207 [ARP prowy proxy, intra-VLAN proxy, and inter-VLAN M ! ! ! ! ! ! ! ! M v N
ARP ping IP address and ARP ping MAC
208 |ARP ping . v v v v v v v J v v v J
1PV4 protocol
29| stack
210 1Py4 forwarding 7 7 7 7 7 7 7 7 7 7 7 7
211 IP options ] 7 4 7 4 4 7 4 7 J J J
TCP, UDP, and
212 o v v v v v v v J v v v J
213 [Socket 7 7 7 7 7 7 7 7 7 7 7 7
214 Pina 1P ping and VRF pina ’ . 7 . ’ . J . J 7 7 ]
ource address | Auhentcating the source address of the 1P
215 packets and discarding packets with v y v v v v v J v v v J
Verification
invalid addresses
216 TRACERT IP tracert and VRF tracert 7 7 7 7 7 7 7 7 7 7 7 7
Broadcast Controlling whether to forward broadcast
217 = e e e o 4(Only the host IP protocol stack forwarding is supported)
218 Forwarding load | & . cost multipath (ECMP) v v v v v v K v J v v J
alancing
Resetting the DF | Configuring an outbound interface (o -
219 field fraament IP packets N M N M M v i v v J v v
0 Policy-based | Local policy routes, loading balancing of ) ; p ; p ; ‘ ; ‘ B N
routing policy routes
1PV protocol
22! stack
222 1PV forwarding 7 7 7 7 7 7 7 7 7 7 7 7
TCPG, UDP6,
223 (oups v v v v v v
224] Socket6 J ] N ] N v N J N J J ]
225 PINGG ] . ] . ] ] J ] J ] 7 ;
226 TRACERT6 ] 7 7 7 7 J 7 J 7 4 4 Y
227 IPV6 PMTU ] . ] . ] J J 7 ;
228 ND ] 7 7 7 7 7 4 4 ¥
1PV transition
229 echnoloav
Supporting Govera manual tunnels,
60ver4GRE tunnels, IPvd-compatible
. v v v v
20 overd unel | - iress automatic tunnels, 6t04 tunnels, N ! N ! N ’ ’ N
6104 tunnel trunks, and ISATAP tunnels
‘Supporting over tunnels, and setting the
- sover tunmel | 1aic abel value for a tunnel, th hop imit , S , S , , } , } . . ,
value for a tunnel, the trafic level for a
tunnel, and the limit value
232[DNS
Configuring the DNS server statically and -
DN Client e NG somr v v v v v v v v v ¥ v v
DNS proxvirelay 7 7 7 7 7 7 7 7 7 7 7 7
DDNS ] . ] . ] ] J ] J ] 7 ;
DNS6 Client ] 7 7 7 7 J 7 J 7 4 ; Y
DNS6 ] . ] . ] J J 7 4
1Pva VRRP ] 7 ] 7 ] 7 7 7 7 7 7 7
VRRP backup and VRRP load balancina 4 J J 7 v J 7 J 7 ¥ ¥ ]
Supporting simple authentication /MDS , ,
241 o v v v v v v v v v ¥ v v
22 VRRP in an L3 VPN y 7 7 7 7 7 7 7 7 7 7 7
243 VRRP in a super-VLAN ] ’ ] ’ ] ] y ] y 7 7 ;
244 VRRP detect NOA detection status 4 P J 7 v J 7 J 7 ¥ 4 ]
245 VRRP detect attainabilty of sinale route ’ ] ’ ] y y 7 ;
246 VRRPG ; 7 v 7 v J 7 J 4 ¥ ¥
VRRPG
247 association v v Y Y
248 VRRP. 7 7 7 7 7 7 7 7 7 7 7 ]
249 ERRCHIER J v v v v v v v v K J J
250[NOA
ICMPIUDPITCP/
- SNMPIETPIHTT | pporting command inefie ’ . ’ . . . ,
(i configuration
testiDHCPTrace
252 [NOA server 7 ) 7 ) 7 7 7 7 N J J J
253[DHCP
254 DHCP relay 7 7 7 7 7 7 7 7 7 7 7 ]
WAN-side Layer 3 interfaces: Ethernet
interfaces and subinterfaces, Eth-Trunk
main interfaces and sub-interfaces (QinQ ’ ’
255 sub-interfaces are not supported) 3 Y N Y N Y N Y N 3 N ’
LAN-side Layer 3 interfaces: VLANIF
interfaces and super-VLAN interfaces
256 DHCP servers ina VPN ] 7 ] 7 ] 7 7 7 7 7 7 7
257 DHOP server ; 7 v 7 v J 7 J 7 ¥ ¥ ]
WAN-side Layer 3 interfaces: Ethernet
interfaces and subinterfaces, Eth-Trunk
- main interfaces and sub-interfaces (QinQ . B . B . , . , . . . ,
sub-interfaces are not supported).
LAN-side Layer 3 interfaces: VLANIF
interfaces and super-VLAN interfaces.
Restricting the rate of DHCP packets by
 [entire equipment, by port, by VLAN, and
259 DHCP security | . iicting the rate of dynamic DHCP J v i v i v v v v v ¢
packets
WAN:side Layer 3 interfaces: Ethernet
interfaces and subinterfaces, Eth-Trunk
260 DHCP Client | main and sub-interfaces, and VE v J ¥ J v v v v v J v y
interfaces. (QInQ subinterfaces are not
supported)
261|DHCPVG
262 DHCPV6 Client 7 7 7 7 7 7 7 7 7 7 7 7
263 DHCP6 Relav v J v J v 7 v 7 v J J ]
264 DHCPV6 Server ] ] 4 ] 4 J J J J ] ]
Supporting IP packe! stalistics, IP priority
265(1P accounting statistics, and IP packet statistics based on v v v v v v v v v J v v
the filtering rule
266]UDP helper 7 J 7 J 7 7 m 7 m J 7 7
267]Unicast route
gg|Unicast route
1PV4and IPV6 | Route selection, limit of routing table
269 routing table | capacity,load balancing, route selection, v J ¥ J ¥ v v v v v v y
management__|and priority-based route
270 FIB4 and FIB6 | Supporting [Pva FIB 7 7 7 7 7 7 7 7 7 7 7 7
Supporting manual IP FRR of the public
network, manual IP FRR for the private
2n EESR network, and IP Auto FRR for the private N v N v N v N v N N N !
network
272 route policv
'ACL, ip-prefix, community-fiter,
273 Routing poliey. | ., ommunity-filter, as-path-fiter, or rd- J v J v J v v v v v v v
fiter
fiter can be used as a route filer.
) Route-policy configuration, i-match rule,
274 1Oue-POlicY | aciions of the apply policy. and universal M ! ! ! ! ! ! ! v N N N
) Specified outbound interface, load
275|Static routes | IPvd and 7y cing, and configuration of static N v v v v J v J v N v v
IPVG routes
routes on a private network
276|RIP RIPVLV2. RIPna 7 7 7 7 7 7 7 7 7 ] ] 7
277]0SPE OSPFV2. OSPFVE ] ] J ] 4 J J 7 J 4 J J
Types of protocol interfaces: point-to-point, ; ; ,
broadcast, NBMA, point-to-multipoint ! M ! M ! M M M M M !
Stub area and NSSA area 7 7 7 7 7 7 7 7 7 7 7 7
ISIS. 1SISV6 ] . v . v . J . J J J v
Types of network interfaces: supports P2P
networks and broadcast networks. NBMA
networks are not supported and they can
281 be supported only when NBMA networks v J v v v J v J v v v v
are simulated as P2P networks.
ADSL interfaces: IS-1S is not supported in
PPPOA/IPOA lnks.
282 Load balancing 7 7 7 7 7 7 7 7 7 7 ] 7
263 Confiueation of e tree-vey ancslle , ) B ) . , B , B , B S




odel
(9, || SHssEem tem Soecificaien ART220 ARI220-DC_| _ARL220V ART220W | ARI220VW | _AR1220L | AR22014BFE | AR2202.4BFE | _AR2204 AR2220 AR2240 ARGZ60
Packet authentication:
simple plain-text authentication mode,
264 FIMAC MDS athentcation mode an N ! N ! ! N v N N ! y
[kevehain mode
285 1Pv4 multi-instance ] 7 7 7 7 7 7 7 ] 7 7 7
286 IGP-BGP association and IGP-LDP ] ’ J ’ J ] 4 ] 4 J J ]
287|BGP. BGP-4 ] 7 4 7 4 4 7 J ] ] ] Y
288 BGPa+ ] . 7 . 7 . 4 ] 4 J J ]
289 MP-BGP ] ] 4 7 4 4 7 J ] ] Y
290[SPR ‘Smart Policy Route J y J y J 4 J 4 y y J
91 Multicast route
i ] ’ ] ’ ] ] 4 ] 4 ] J ]
] ] 4 7 4 4 7 J ] ] ] Y
IGVPVINZIVE ] J J J J ] 4 ] 4 J J ]
] 7 4 7 4 J 7 J ] J J J
PIM-DM ] 7 7 7 7 7 7 7 ] ] 7 7
PiM-SM ] J J J J ] 4 ] 4 J J ]
PIM-SSM ] ] 4 ] 4 J 7 J ] ] ] Y
] J J J J ] 4 ] 4 J J ]
[IGMP-snoopina Vi3 X X X X X X J ) ) ]
IGMP-snoonina VIAZAG X X X X X X 4 J 4 y y J
304 MPLS Stack
MPLS on the
305 bie network v v v v v v v v v J v v
‘Assignment of consecutive labels and ;
306 of specified labels ! M M M M M M M ! ! ’
‘Supporting dynamic assignment of LDP
LSP labels, BGP LSP labels, and L3 VPN
307, LSP labels v v v v v J v J v J v v

Dynamic assignment of RSVP LSP labels
or L2VPN LSP labels or VPLS LSP labels
are not supported

308| Static LSP support L3 VPN N Y N Y N o N o N J J N

Mapping in DiffServ mode on L3 VPNs

209 (S E-LSP. not supporting L-LSP) ! M M M M M M M M ! ! ’
310[LDP.
311 1Pva LDP. 7 7 ] 7 ] 7 7 7 7 7 7 7
12 - Supporting manual LDP FRR and LDP , , , , , J ., J ., B N ;

Auto FRR
303[8 VAN

Fub-Spoke VPN

HoVPN

L3 VPN users accessing the Internet

Mutual access between local VPNs
314 MPLSIBGP VPN [0 o o o ¢ v v v v v v v v v J v v

Load balancing

Filtering policy for VPN importiexport

routes

Supporting manual VPN FRR and VPN -
315 VPN FRR PO v v v v v v v v v ¥ v v
316[L2VeN

Supporting local CCC, SVC VLL, Martini -
il P VLL. and inter-domain Martini VLL ! M M M M M M M M ! ! ’
8 s Supporting the single-hop PW and ping ) ; p ; p ; ‘ ; ‘ B N ;

and tracert detection modes
310[WPLSTE
320 MPLS TE base 7 7 7 7 7 7 7 7 7 7 7 7
321 MPLS TE ] . ] . ] / J / J J J /
322[Securitv
323 Firewall

Packet fitering | Packet fitering based on basic ACLS,

324 rewall |acvanced ACLS, and trm range ACLS ! N M N M N ! N ! M M !
325 [ASPE

'ASPF detection protocols:
326 CPIUDPICHPIF TP TPISPIRTSP ! N ! N M Y M Y M M M !
327 Java blockina ] 7 ] 7 ] 7 7 7 7 7 7 7
328 ActiveX blocking 4 P v 7 v J 7 J 7 ¥ 4 ]
329 IP fragment packe deteciion ] ] ’ ] ] y ] y 7 ;
330 ACL-based PAM 4 J v / v J 7 4 ¥ ¥
331 tiack defense

Defense against ICMP redirection packes,

ICMP unreachable packets, port scanning

packets, Tracert attacks, land attacks,
- Smurf attacks, Fraggle attacks, WinNuke , , , , , , ., , ., . . ,

atiacks, IP-fragment attacks, teardrop
atiacks, ping of death attacks, oversized
ICMP packet attacks, malformed TCP
packet attacks, and flood attacks.

Limit on global connections (TCP, ICMP,
UDP, fragment, and half connections),
333 interzone connections, connections to a v ¥ v v v K v v v \ V v
destination IP address, and connections
from a source IP address.

334 Static blacklist and static whitelist J J V. J V. J N J N N J S
335 | Attack loas
336 Savina loas J J V. J V. J N J N N J S
337, v J v J v J J J J v v J
338 Eackhs\ loas J J V. J V. J N J N N J S
339 Traffic alarm and alarm clearance loas . J . J . J J J J v v J
340 Attack defense loas J J J V. J N o N J J
341 Packet filtering loas . J . J . J J J v
w2 [ActiverStandby
) Supporting HSB service configuration and } B B B B ] B ] B . ; R
status
) 'Supporting HSB group configuration and B B B B B B } B } | B b
status
s, Recording logs when HSB channel } B B B B ] B ] B . ; R
oceurs
(Active/Standby
346 firewall
) ‘Supporting firewall service information ; ) B ) B ; B ; B ) . B
345| Access security
349 [FiR IEEE 802.1x 2004 J v v v v v N v N N v J
350 Interface/MAC address-based 802.1x v v v v v v v v v v J J
351 EAPoL S V. J S J S S S N ¥ ¥ J
352 (Guest VLAN and restrict VLAN ’ J m J m . m . m J J ]
VLAN and ACL information delivered by
v v v v v v
353 the RADIUS server N N M N M N
EAP-MD5 authentication and MAC address|
354 bypass v v v v v v N v N Vv v V
355 iR X X x X X x v v v J J v
356 User-based MAC address X X X X X X 7 7 7 7 7 7
357 [web Portal 2.0 and local Portal J ) J ) J ) N ] N J J J
358 User access
359 Supportina user aroup-based S S J S J S S S N ¥ ¥ J
Supporting user group bandwidth, VLAN, R
360 and user priority v v v v v v N v N Vv v
Supporting ACL, VLAN, UCL authorization . B
36 by the RADIUS server M M M M M ! M ! M M
362 ‘Supportina the MIB funclion of ser aroups 7 7 7 7 7 7 7 7 7 7 7 7
363 | Attack log S S J S J S ¥ ¥ J
— Interface-based broadcast traffic
364 suppression, multicast traific suppression, v v v v v v v v v v v v
suppression
and unknown unicast traffic
365|ARP security
206 'ARP packel
'ARP packel suppression based on source
a7 P addresses, global ARP packet , , . , . , . , . . , .
suppression, and ARP packet suppression
based on interfaces
ARP Miss packet suppression based on
368 source IP addresses and global ARP Miss Vv v v v v v N v N N v v
packet
369 /ARP packet rate limit based on the super S S J S J S S S S N N o
370 Limit on dvnamic ARP eniries ] . v . v . v ] v ] ] ]
371] Sirict ARP learning N ] J ] J ] N ] N N N ]
372 ARP spoofing
373 Sendina aratuitous ARP packets S S J S J S S S S N N o
ARP ani-spoofing mode: fixed-mac, fixed- ; ; ,
374 all, and send-ack. Vv v v v v v N v N N v
375 ARP gateway anti-collision S S J S J S S S S N N o
376 DAl X X X X X X ’ . J J J v
377|IP security
ICMP attack Global ICMP packet suppression, i i S
378 defense Interface-based ICMP packet ’ / / N ! N ! v
379 URPF S S J S J S S S S N N o
380 1PSG ] . v . v . ’ . J J J v
Supporting global, interface-based, and
VLAN-based DHCP snooping.
! J
381 DHCP Snooping | \1ting dynamic and static DHCP x X X x X x v Y v v N
snooping binding tables.
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‘Supporting DHCP snooping globally, on an
DHCPVS interface, and in a VLAN, and supporting . .
382, Snooping dynamic and static DHCP snooping X X X X X X ! J ! N
binding tables
383|CPU-defend
384 PCAR 7 7 7 7 7 7 7 7 7 7 7 7
385 Blackist ] 7 4 7 4 4 7 4 ] J J J
Attack source
386 [ v v v v v v v J v v v J
387|AAA 7 7 7 7 7 7 7 7 7 7 7 7
Supporting none authentication, local
authentication, RADIUS authentication,
28 puthentication | #W/TACACS authenication, PAPICHAP , S . S . , . , . . . .
authentication, EAP termination
authentication, and EAP relay
authentication
Supporting none authorization, local
authorization, HWTACACS authorization,
389 (Authorization  |and authorization after successful RADIUS v v v v v v v v v J v v
authentication. One or more authorization
modes can be used together
Supporting none accounting, RADIUS . ,
390 [T accounting, and HWTACACS accounting N J N J N J 3 J 3 v
Supporting command line authorization for
Command ine | Management users, command line
301 orianan®  [authorization using the HWTACACS v y v v v v v v v ¥ v v
server, and command line authorization in
local mode
] 7 ] 7 ] 7 7 7 7 7 7 7
] 7 7 7 7 J 7 J 7 4 4 Y
] . ] . ] / J / J J J /
396[GRE
Supporting MTU, GRE Checksum, tunnel
status detection, GRE packet
307 GRE tunnel | fragmentation and reassembly, interface v y v v v v v v v v v v
name used as the source address of the
wnnel interface
Services on the
39 GRE wnnel
Unicast routing protocols: RIP, OSPF, 1S- N
399 e v v v v v v v v v v
200 Multicast routing protocol: PIM-DM/SM ] 7 ] 7 ] 7 7 7 7 7 7 7
201 Redirectina packefs (o the GRE tunnel J J J 7 7 J 7 7 4 ¥ y
402[PSEC VPN
203 'E Supporting IKEVIVZ 7 v N v N 7 N 7 N J J ]
404 iPSec
405 1PSec tunnel 7 7 7 7 7 7 7 7 7 7 7
IPSec conversion protocols: AH, ESP, and )
406 AHESP protocols ! Y Y ‘ ! ‘ ! ! ! ’
. Encapsulation modes: ransport mode and ) ; p ; p ; ‘ ; ‘ B N ;
tunnel mode
08 GRE over [PSec ] 7 ] 7 ] 7 7 7 7 7 7 7
409 NAT traversal ] 7 7 7 7 J 7 J 4 4 4 Y
410 DSVPN ] . ] . ] ’ J J J 7 7 4
411[L2TP VPN
412 LA ] 7 ] 7 ] 7 7 7 7 7 7 7
413 NS ; 7 v 7 v J 7 J 4 ¥ 4 ]
414[SSLVPN J . ] . ] / J / J J J
415/008
Basic IPv4 ACLs, extended Pva ACLs, and
a16(ACL Ethernet frame header-based Layer 2 v ‘ v ‘ v v v v v J v v
ACLs and name ACLs
417|008
418 Priority mapping 7 7 7 7 7 7 7 7 7 7 7 ]
Supporting traffic rate limit on interfaces,
sub-interfaces, Eth-Trunk interfaces, MFR
419 Traffic policing |interfaces, dialer interfaces, VE interfaces, v ‘ v ‘ v v v v v J v v
and VT virtual interfaces, and supporting
flow-based traffic policing
Supporting traffic shaping on interfaces,
| sub-interfaces, Eth-Trunkinterfaces, MFR
420 Traffic SNAPING. e faces, dialer interfaces, VE interfaces, N ‘ ‘ ’ ’ N
and traffic queues
P Congestion | Supporting WRED based on DSCP or IP p ; p ; p ; ; ; ; B N ;
avoidance priorities and supporting tail drop
Supporting SP scheduling, WRR
Congestion_|chedling, and SPAWRR scheduiing on
a2 e ¢ |LAN-side interfaces, and PoiCBWFQ v ‘ v ‘ v v v v v J v v
g scheduling as well as 3-Level HQOS on
WAN:side interfaces
23 HOoS 7 7 7 7 7 7 7 7 7 7 7 ]
3-Level scheduling and shaping for flows. , ,
424 services (sub-interfaces). and interfaces ! M M M M M M M M ! ! N
25 FR 00S 7 7 7 7 7 7 7 7 7 7 7 ]
Supporting IPv6 packet priority mapping,
packet re-marking, queue scheduling, ;
428 [Feses waffic policing, traffic shaping, traffic J v ! v ! v v v v ’ ¢
statistics, and traffic mirroring
Configuring CBR, VBR-1t, VBR-nrt, and
427 ATM Qos o o v v ¥ v v v v v v v v y
Traffic classifier,
428|mQC atfic behavior, v v v v v v v v v v v y
and traffic polic
m Supporting P2P, RTP, and enterprise
420[sAC  Application v J v J v v v v v J v v
430|Voice
431|Voice ports
Supporting user-defined ringing mode,
- xS ports interface locking, and interface loopback. M M . M . M X M . , .
c Supporting four access user types: DEL, N
ECPBX, LCPBX, and PAYPHONE
433 FXO ports
434 P2P and P2VP working modes X X 7 X 7 X X X 7 7 7 7
435 Remole power supplies on a port X X v X v X X X v J J ]
436 Loonback on BRA ports X X 4 X 4 X X X Y 7 ’
Working mode, remote power supplies on
47 ISON'SITPOS | e ports and alarm checking on the BRA X X / X / x X x ! ! ! M
438 El interfaces X X 7 X 7 X X X 7 7 7 7
439|Voice media
440 RTP X X 7 X 7 X X X 7 7 7 7
441 DSP X X m X v X X X v J J ]
442 Three-way conference. Mult-party X X 4 X 4 X X X Y 7 7 J
443 DSP mode: Full rate mode and G.711 X X m X m X X X m J J ]
444]Voice sianaling
445 'SP protocol X X 7 X 7 X X X 7 7 7 7
446 Supporting SIP over TLS X X 4 X 4 X X X Y 7 ’ J
1u|Diagnostics and
Signaling tracing . B
448 B x x v x v x X x v v
29 Voice loadina X X 7 X 7 X X X 7 7 v 7
450 VoSM X X J X J X X x J J J y
451 RemoiElaciss X x J x J X X X v v v v
capturina
452 TROGY Supportina TR104 node X X 7 X 7 X X X 7 7 7 7
453[SPAG
FoTS
454 - X X v X v X X X v v v v
BRAPRA
455 subscriber X X v X v X X X v v v v
456 Fax X X 7 X 7 X X X 7 7 v 7
457 Modem X X J X 4 X X X J J J J
458 Sip 'SIP over UDPITCPISCTP X X v X v X X X v ] J ]
450 Overload control X X J X J X X X J J J J
460 BEST Branch Exchanae for Sunvivable Telephony| X X v X v X X X J J J ]
CAC bandwidth | Restricting incoming and outgoing cals .
Dandu ¥ v v
461 limitin static | when the bandwiith is insufficient x x x x x x !
462[PBX
63 Jser access|AcceSsing the POTS terminal, SIP UE M M B M B M " M B ) B B

terminal. and BRA terminal
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464 Trunk
‘Accessing the PSTN networkitraditional
v v v
469) TDM PBX by using ATO and PRA trunks X X M X M X X X M
‘Accessing the IMS network by using a SIP
46 IP trunk (SIP PRA or SIP ATO) X x M x M x X x M M ! ’
Connecting to other IP PBXs by using an
SIP IP trunk (IP addresses cannot be
467 obtained dynamically. And SIP IP trunk x x Y x Y x X x v v N J
cannot be registered.)
468 R2 trunk X X 7 X 7 X X X 7 7 7 ]
269 1323 Gateway X X J X J X X X 7 7 J 7
‘Accessing the ISDN network using the
470 e e x x v x v x x x v v v J
a7 3G CS Domain trunk X X 7 X 7 X X X X X X X
472 Senice function
473 Faximodem senvice in TOMVOIP mode X X 7 X 7 X X X 7 7 7 7
Connecting to the GSMBOX gateway
474 (ZED-3 GSMBOX gateway) by using a SIP X X v X v X x X v J v v
P trunk
s Double communication (DC) service and M M B M B M M M } B N B
three-party senvice
Mult-subscriber-number (MSN) service
476 supporting both SIP UE and POTS x x ! x ! x x x v ! ! ’
77 Media prow for NAT traversal X X 7 X 7 X X X 7 7 7 7
478 Multi-party X X ] X ] X X X 4 J J J
479 TBiackistand Wielit X X J X J X X X 7 4 ; 7
480 DISA X X J X J X X X 4 4 J
o Restricting calls by setting the bandwidth M M , M , M M M . ;
in static mode
o Gperation and | PBX functions can be controlled by M M B M B M " M B \ \ B
licenses
Associating the SIP server status with the
483 Reliability VRRP status, and associating the SIP 1P X x v x v x X x v ¥ v v
trunk status with the VRRP status
Management
484[and
Mirror packets to Ethernet interfaces (LAN-
side interfaces and WAN-side interfaces),
including: Ethernet interfaces, serial ports,
ATM interfaces, ELT1 interfaces, ISDN
interfaces, 3G interfaces, WLAN
485 |Rorirerng interfaces, and Eth-Trunk interfaces. ! J N J N N N N N ! ! N
Supporting port mirroring on both inbound
and outbound interfaces
Supporting port mirroring for traffic sent to
the CPU.
486|Web 7 7 7 7 7 7 7 7 7 7 7 7
ag7|SstEM SYSLOG log information export ¥ v v v v v v v v ¥ 4 v
88 TETP. 7 7 7 7 7 7 7 7 7 7 7 7
489 ] 7 ] 7 ] ] 4 ] 4 J J J
490 Command ine ; 7 7 7 7 J 4 J 4 4 4 Y
491 Time ] 7 ] 7 ] ] 4 ] 4 J J J
492 [sst ; 7 7 7 7 J 7 J 4 4 4 Y
493 FTP. ] 7 ] 7 ] ] 4 ] 4 J J J
494 TELNET ; 7 7 7 7 J J 4 4 4
495 User ] 7 J 7 J ] 4 4 4 J
Multilingual
496 resource file v v v v v v v v v ¥ v v
|management
497 File svstem 7 7 7 7 7 7 7 7 7 7 7 ]
498] Configuretion 8 ¥ v v v v J v J v v 4 v
499) Configuration v v v v v v N v v v v v
500 eminal v v v v v v v v v v 4 v
Supporting
f‘:"f‘m’ 4 |Supporting console interfaces and
501 nterfaces and |0 onous/asynchronous serial V(Console serial interfaces include RJ45 and miniUSB interfaces cannot be used together)
synchronous/asy
interfaces
nchronous serial
interfaces
50| UPdrade v v v v v v N v v v v v
Devi
93] management v v Y Y
504[GTL 7 7 7 7 7 7 7 7 7 7 7 ]
Diagnostics and
9] bebuging ! ! ! !
'SNMPVIIVZCV3, supporting MIB files ; ; N
S06] SNMP defined by SMIv1 and SMiv2 ! N ! N ! ! M ! M M
‘Supporting 802.3af and 802.3at. The - M M
507 RS interface maximum power is 30 W. x x Y ! Y x Y / Y x
This module uses V3 that is compatible
508|NTP BNy v v v v v v
509|RMON 7 7 7 7 7 7 7 7 7 7 7 7
510]RMON2 ; 7 v 7 v J 4 J 4 ¥ 4 ]
511[CWIP. J 7 J 7 J ] J ] J J
Downloading the configuration file, version
file, and patch file from the TETPIFTP . .
512|Deployment e aromaticaly v v v v v v v v v ¥ v v
Supporting USB-based deployment
15| BXtemal
interfaces
514|TR069 node Supporting TR11L / J / J / J / J y y y ]
515WLAN
516]WLAN O0S
517 [WMM function X X X 7 7 X X X X X X X
518 Priority mapping X X X J J X X X X X X X
519 Traffic control X X X ] 4 X X X X X X X
520 WLAN security
521 WEP securty X X X J v X X X X X X x
policy
522 PIREZENTY X X X v J X X X X X X X
policy
- WAPI securty < X X J B X X x x x X X
policy
52 X X X J 7 X X X X X X X
25| WLAN radio
526 Wireless X X X J 7 X X X X X X X
Rate, channel
. ) X x
527 oo x x X J v x X x X X
528 MAC layer x X x v v x x x x x X x
529 Radio interfaces X X X 7 7 X X X X X X X
530 x x x v ¥ x x x x x x x
531|AB
532 AP X X X J 7 X X X X X X X
533 Diagnosis and X X X J v X X X X X X x
534 VAP X X X J 7 X X X X X X X
25| WLAN STA
536 STA access X X X J 7 X X X X X X X
537 'STA association X X X ] 4 X X X X X X X
STA information
v X x
538 P x x x v x x x x X
539|WLAN anti-
Blackiist and
v X x
540 B x x x v x x x x X
51 [Access control X X X 7 7 X X X X X X X
542 Anti-attack X X X J m X X X X X X X
543|WLAN senvices
544 WLAN senvices X X X v ] X X X X X X X
TR-069-based
v X X
545 o oo X X X v X X X X X
546[WLAN (AC)
547]AP
Networking | Supporting the Layer 2/Layer 3 network - - B
548 capability and 1Pv4 network between APs and the AC M ’ ! ’ ! / Y ! Y ! !
Discovering ACs using DHCP Optiond3, i i B B
549 ACdiscovery | Decoena Mo v v v v v v v v v v
Configuing the AP access control mode
550 AP access (automatic access based on the MAC v v v v v v v v v v v v
address or serial number)
Querying AP software version update,
551 AP management |configuration downloading, and status v v v v v v v v v v v v
552|CAPWAP
553 CAWAP tunnel | Supporting the CAPWAP control tunnel 7 7 7 7 7 7 7 7 7 7 7 7
Networking | Supporting Layer2/Layer 3 network data , , ,
54 capability direct forwardina ! M ! M ! M M M M M !
555[STA
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‘Supporting 802.1x, Dot1x, Portal, EAP-
556 STAaccess | PAP/EAP-MDS, EAP-PEAP/EAP-TLS, and v v v v v v v v v J v v
MAC
- Supporting STA association and
557 STA association AN o nter. v v v v v J v v v v v J
Supporting AAA, VLAN and Layer 3 ACL
558 nan delivery by the RADIUS server, and STA v y v v v v v J v v v J
arouping and ACL
o WEAN radio
560 Subporting 802.11 bia/n 7 7 7 7 7 7 7 7 7 7 7 7
S61, Setting 802.11n parameters ] P 4 7 4 4 7 4 7 J J J
562[WLAN security
563 WEP securty v v v v v v v v v J v v
policy
WPA securty
v v v v v J
564 . v v v v v v
565 WAPI security v v v v v v v v v v v v
policy
566 7 7 7 7 7 7 7 7 7 7 7 7
WLAN attack
957 defense
Supporting blacklist and whitelist, and
568 Blacklistand | i i WUAN security feature logs and N v v v v J v J v v v J
whitelist
statistics
569) S:'::‘r';“"'ca""" STA communication control on a virtual AP, v v v v v v v v v v v v
570[WLAN O6S
571 [WIM function | Supporting 802.11e 7 v N v N 7 N 7 N N N ]
572 Priority mappin ] . ] . ] J J J J 7 7 4
Supporting rate limit on upstream trafic of
CARand rate  |the VAP/SAT-based air interface, AP traffic
: v v v v
573 limit control, and radio-based mult-STA traffic ’ ‘ N ‘ N ’ ’ N
balancing
574|WLAN senvice
Supporting configurations and
Service management of the WLAN senice sets
v v v v
579 management |and VAP, automatic service delivery and N ! N ! N ’ ’ N
management, and the VDS bridge function
Supporting 1+1 cold backup, 1+1 load
576 Reliability balancing, and N+LIN+N cold backup v v v v v v v v v v v v

between ACs.




